On the Usability of Next-Generation Authentication: A Study on
Eye Movement and Brainwave-based Mechanisms

Matin Fallahi
Karlsruhe Institute of Technology
Karlsruhe, Germany
matin.fallahi@kit.edu

Patricia Arias-Cabarcos
Chair of IT Security, Department of
Computer Science
Paderborn University

Thorsten Strufe
Karlsruhe Institute of Technology
Karlsruhe, Germany
thorsten.strufe@kit.edu

Paderborn, Germany
pac@mail.upb.de

Abstract

Passwords remain a widely-used authentication mechanism, despite
their well-known security and usability limitations. To improve on
this situation, next-generation authentication mechanisms, based
on behavioral biometric factors such as eye movement and brain-
waves have emerged. However, their usability remains relatively
under-explored. To fill this gap, we conducted an empirical user
study (n=32 participants) to evaluate three brain-based and three
eye-based authentication mechanisms, using both qualitative and
quantitative methods. Our findings show good overall usability
according to the System Usability Scale for both categories of mech-
anisms, with average SUS scores in the range of 78.6-79.6 and the
best mechanisms rated with an “excellent” score. Participants identi-
fied brainwave authentication as particularly more secure yet more
privacy-invasive and effort-intensive compared to eye movement
authentication.
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1 Introduction

Authentication is a cornerstone of security, ensuring that only au-
thorized individuals gain access to sensitive systems or data. How-
ever, traditional methods relying on single knowledge factors such
as passwords and PINs have shown significant drawbacks. Recent
studies, including the 2020 Data Breach Investigations Report by

Verizon [45], emphasize that approximately 80% of hacking-related
breaches involve weak or stolen credentials, with passwords being a
prime target. Furthermore, the Ponemon Institute revealed that 51%
of respondents admitted to using the same password for multiple
accounts, consequently increasing the risks of credential theft and
identity fraud [18]. These statistics shed light on the vulnerabili-
ties inherent in password-based authentication systems, calling for
more robust, usable, and secure alternatives.

One promising solution to address the limitations of traditional
authentication methods is biometric authentication [36]. This ap-
proach harnesses the unique physiological or behavioral character-
istics of individuals to verify their identities. While physiological
biometrics like face and fingerprint recognition are popular, they
face critical challenges, including the inability to revoke biometric
data once compromised and heightened vulnerability to spoofing
attacks [3, 23]. On the other hand, behavioral biometrics measure
unique features of activities users perform either consciously or
unconsciously [4]. Behavioral biometrics have gained significant
attention as they offer the potential to enhance security while min-
imizing user burden [43].

Among the behavioral biometric authentication approaches,
brainwave-based [38, 41] and eye movement-based [28] mecha-
nisms! have emerged as promising alternatives in desktop and Ex-
tended Reality (XR) environments, due to their distinct advantages.
These mechanisms allow for implicit authentication, without re-
quiring explicit user actions, such as typing a password or pressing
a button, ensuring a seamless and effortless authentication experi-
ence. Furthermore, brainwaves are non-observable from the exterior
and therefore difficult to compromise, and brain biometrics can be
implemented in a adaptable fashion by altering stimuli even if the
original brainwave sample is compromised [22, 26, 46]. Eye-based
mechanisms do not require a wearable and can work with com-
mon camera hardware integrated into laptops/smartphones [27, 48].
Lastly, both types of mechanisms have demonstrated promising au-
thentication accuracy in previous research [13, 39], which supports
their potential for practical realization in the near future.

Despite the potential of brainwave and eye movement-based
authentication mechanisms, their actual usability remains under-
explored, and this is a crucial factor driving user acceptance and
influencing security in practice. The limited number of prior studies
investigating these mechanisms lacked a standardized approach for

!Brainwaves and eye movement patterns are generally categorized as behavioral bio-
metrics [16], though they are also influenced by physiological aspects like the thickness
of the skull or the dimensions of the eyeball. We conform to their categorization as
behaviorals, which is dominant in the literature.
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assessing perceived usability, such as the System Usability Scale
(SUS) [6], and failed to provide usage conditions for an ecologically
valid evaluation [1, 7, 9]. The main barrier in this regard is the
absence of real authentication prototypes integrating brain and
eye-based authentication mechanisms, which has hindered com-
prehensive evaluations of their practicality. To bridge this gap, we
aim at answering the following research questions:

e RQ1 [Usability] How usable are brainwave-based and eye
movement-based authentication mechanisms as perceived
by users?

e RQ2 [Perceptions &Usage] How do users perceive brainwave-

based and eye movement-based authentication mechanisms
in terms of security, reliability, and effort? How would they
use these mechanisms?

e RQ3 [Benefits, Problems, & Tradeoffs] What are the
advantages, disadvantages, and tradeoffs of brainwave-based
and eye movement-based authentication mechanisms from
the users’ perspective?

To answer the above questions, we conducted a lab study with
32 participants (Section 2). We tested three brainwave-based and
three eye movement-based authentication methods in a controlled
experiment. To facilitate early usability evaluation, protect user
privacy, and ensure ethical research practices, our approach in-
volved using interactive mock-ups that did not collect any actual
biometric data as suggested by similar research [21, 34, 44, 49]. Our
mock-ups were designed to realistically simulate the authentica-
tion mechanisms in a real-world use-case scenario: authenticating
to a news website. We collected quantitative and qualitative data
from participants after interacting with our prototypes, including
SUS scores and responses to open-ended questions on envisioned
benefits, problems, and other acceptability-related dimensions, i.e.,
privacy, confidence, and security. Our results show strong usability
for eye and brain-based authentication and high intention to use
them by the study participants.

2 Experiment Overview

We designed a lab study with an interactive usage phase, in which
participants get to use the authentication prototypes, followed by a
post-usage survey, to measure their perceptions. Our study em-
ploys a between-subjects design for the two mechanism categories
(brainwave and eye-tracking), and a within-subjects design for the
three conditions under each mechanism. The experiment flow (Fig-
ure 1) comprises these steps:

Step 1 - Initialization. The experiment begins by informing
the participants about its goal: "testing new authentication systems".
Each participant is then provided with a comprehensive consent
form approved by our university’s Institutional Review Board (IRB).
They are asked to read this form carefully, and if they agree with
its terms, sign it to proceed with the experiment. Subsequently,
participants are randomly assigned to either the brainwave or the
eye-tracking authentication condition?. The device associated with
the assigned condition is then set up and calibrated.

?Determined by a binary random process embedded in the main page of the experi-
ment’s local website.

Step 2 - Interactive Usage Phase. Participants are guided on
how to navigate a news website displayed on a PC screen. Then,
they are directed to a registration button to create an account and
authenticate themselves, which allows them to access more com-
prehensive information about the news articles. Upon selecting
registration, we initiate a task randomly based on the device as-
signed to the participant. This involves executing the enrolment
and verification steps. The success rate for these verification at-
tempts has been predetermined based on existing state-of-the-art
literature(as detailed in appendix B). If a login attempt fails, partici-
pants are allowed three attempts before we record it as a definitive
login failure?.

Step 3 - Post-Usage Survey. Participants fill out a digital survey
designed to answer our research questions as follows:

e Usability (RQ1): We assess the usability of the authentica-
tion systems using the established System Usability Scale
(SUS) [6]. It comprises 10 questions, each rated on a 5-point
Likert scale. The scores for each question are transformed
and aggregated to calculate an overall usability score rang-
ing from 0 to 100. It is important to note that questions 4
and 10 measure a separate dimension related to Learnability,
complementary to the overall usability concept.

e Perception and Usage (RQ2): Participants are asked to pro-
vide their opinions and preferences regarding the presented
authentication scheme. They have to rate their agreement
with statements about the scheme’s perceived security, ease
of use, effort, and the balance between effort and benefits,
following the approach of Zimmerman et al’s study [49].
Participants are also asked to indicate whether they would
want to use the authentication mechanism if possible and
for which types of applications and devices. In case they
do not express interest in using the system, we ask for the
reasons.Finally, they are requested to rank various authenti-
cation schemes based on their preferences.

o Benefits, Problems, and Trade-offs (RQ3): To get fur-
ther insights, participants are asked open questions about
the benefits and problems they see in using brainwave or
eye movement authentication. Considering that time to au-
thenticate and privacy are usually factors where users make
trade-offs, we ask them to specify their acceptable authen-
tication time, and to rate their level of agreement with a
statement regarding their concerns about disclosing brain-
wave/eye movement data for authentication purposes [49].

e Demographic Data and Background: We collect basic in-
formation about the participants and their backgrounds. This
section includes questions related to participants’ prior ex-
perience with brain-computer interfaces, age group, gender,
the highest level of education completed, and whether they
have an educational/job background on IT. These questions
provide valuable context for analyzing the survey results.

The interactive usage phase and post-usage survey, steps second
and third, were repeated thrice for each participant to ensure com-
prehensive data collection across all three tasks associated with

3This is a common practice implemented to restrict attacker success. After three failed
attempts or one successful attempt, participants are directed to the post-usage survey.
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Figure 1: Detailed Experiment Process Flowchart. This figure illustrates the sequence of steps each participant follows in
the study. Initially, participants sign a consent form, followed by a random assignment to one of the two authentication
modalities: brainwave or eye movement. Subsequently, they undergo three separate enrollment and verification processes,
each corresponding to one of the three authentication tasks within their assigned modality. After each task, participants are
required to complete a short survey, making a total of three survey completions. The process concludes with a debriefing

session and provision of compensation.

each device (Figure 1). It should be noted that demographic and
background questions were only asked at the end of the first survey.

Step 4 - Debriefing & Compensation. In order to ensure trans-
parency, at the end of the experiment, participants are shown a page
explaining that the prototype they interacted with was a simulation
based on state of the art performance metrics. Participants are then
asked if they had already realized that the experiment was not real
and why. This question is useful to understand the validity of the
experiment and to filter out participants who were aware of the
artifact. Finally, participants were given compensation in cash as
agreed in the consent form.

3 Results

The study was conducted over a three-month period, from Decem-
ber 2022 to February 2023. A total of 35 participants took part in the
study, of which 3 were filtered out because they realized about the
simulation. From the final sample, 14 people used the brainwave-
based authentication approach, and 18 used the eye-tracking-based
authentication approach.

3.1 RQ1: Usability

Usability results according to the System Usability Scale are pre-
sented in Table 1. Brainwave authentication mechanisms got an
average SUS of 79.6, slightly higher but very similar to the 78.6
obtained for the eye-tracking-based mechanisms. These scores are
considered to be “good” (A7), according to the qualitative grading
from Bangor et al. [5] and Sauro et al. [37]. To gain deeper insight

into the comparative usability of brainwave and eye-tracking mech-
anisms, we formulated three sub-questions:

RQ1-1: Are eye-tracking-based authentication mechanisms
more usable than brainwave-based mechanisms? To inves-
tigate potential differences, we conducted independent samples
t-tests on the average SUS scores (Table 1), which indicated no
significant difference exists.

RQ1-2: Which eye-tracking or brainwave-based authenti-
cation tasks are more usable? The ranking of brainwave-based
mechanisms from more to less usable was Face, with a SUS of 84.5,
followed by Slideshow with 77.5, and Reading with 76.8. For the eye-
tracking-based mechanisms, participants preferred the Slideshow
83.8 over the Dot interface 78.8, and the Reading task 73.2.

In assessing usability differences across interfaces, the Friedman
tests indicated statistically significant disparities in usability scores,
both in the brainwaves category (y?(2)  9.2692,p .00971) and
eyetracking category (y?(2)  8.4,p 0.015). The Friedman test,
a non-parametric alternative to the ANOVA, is particularly suited
for analyzing ordinal data across multiple groups. This prompted
further investigation through Conover’s post-hoc test, employing
a single-step p-value adjustment method to pinpoint specific task
contrasts. Significant distinctions emerged, particularly between the
Face and Reading tasks within the brainwave mechanism (p .0065),
and between the Slideshow and Reading tasks in the eye-tracking
mechanism (p .01).

To elucidate these findings, SUS scores were converted into user-
specific ranks. For example, SUS scores of 81, 75, and 76 were ranked



Table 1: System Usability Scale (SUS) mean scores for Brainwave-
based and Eyetracking-based authentication mechanisms. (*SD:

Standard deviation)

Mechanism Task Mean SD* Median

Slideshow  77.5 17.6 82.5
Brainwaves Face 84.5 10.4 87.5
Reading 76.8 13.8 78.8

Brainwaves All 79.6 14.3 82.5

Slideshow 83.8 11.5 85
Eyetraking Dot 78.8  10.9 78.8
Reading 73.2 154 76.2

Eyetraking All 78.6 13.3 80
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Figure 2: The plot displays the ranking percentages for each
authentication task. (E: Eye-tracking mechanism, B: Brain-
waves mechanism

as 1, 3, and 2, respectively. Figure 2 illustrates significant differences
in user perceptions, particularly the lower usability of Reading tasks.
Only 17% of participants with eye-tracking and 7% with brainwaves
rated Reading tasks higher than others. In contrast, the brainwave
Face task and eye-tracking Slideshow task were preferred, ranked
highest by 64% and 67% of participants, respectively. These results
align with prior research highlighting user preference for tasks with
lower cognitive demand, such as visual over textual stimuli [1, 2].

RQ1-3: Are eye-tracking and brainwave-based authentica-
tion mechanisms easy to learn? To gain further insights into
usability, we also calculated the learnability scores for both cate-
gories of mechanisms: brainwaves and eye-tracking. The learnabil-
ity scores revealed that they both were easy for participants to learn,
with high mean scores of 88.7 and 91.0 for brainwaves and eye-
tracking, respectively. Interestingly, eye-tracking showed a slightly
higher mean score and lower standard deviation, suggesting it may
be easier to learn and use overall. Among the authentication tasks,
the Dot task had the highest mean learnability score (93.1) and
lowest standard deviation (7.7), indicating it was the easiest task for

participants to learn. Similarly, within the brainwaves mechanisms,
the Face task had the highest mean score (91.1) and lowest standard
deviation (15.8). However, nonparametric tests did not reveal statis-
tically significant differences between the mechanisms or among
the tasks.

3.2 RQ2: Perception & Usage

Perceived Security, easy of use, effort, and reliability The re-
sults of the study indicate (Fig. 3) that a slightly higher proportion
of participants agreed or strongly agreed that the authentication
scheme was very secure when using brainwave-based authentica-
tion mechanisms (47.6%) compared to the eye-tracking mechanism
(42.6%). However, it is worth noting that a high proportion of par-
ticipants chose a neutral answer in both mechanisms (38.1%, 40.7%).
The relatively high percentage of neutral responses may suggest
that participants had some uncertainty about the level of secu-
rity offered by the authentication schemes, as highlighted in the
qualitative analysis (appendix D.2).

Regarding reliability, participants answered the question “I think
the use of this authentication scheme generally causes no problems”.
Interestingly, the results for both brain-based and eye movement-
based mechanisms showed a similar trend, with a significant num-
ber of participants expressing neutrality (Fig. 3). The findings in-
dicate a lack of consensus on the absence of problems among the
participants.

In terms of user effort, participants were asked “How do you rate
the effort for using this authentication scheme?”. The results, as de-
picted in Figure 3, indicate that 45.2% of participants perceived
the brainwave-based mechanisms as demanding high or very high
effort, whereas only 29.7% of participants reported similar percep-
tions regarding the eye movement mechanism. This suggests that
brainwave-based mechanisms necessitate greater effort, potentially
attributed to the additional overhead imposed by the headset used
in this approach. Furthermore, participants expressed their opin-
ions regarding the perceived balance between effort and benefits, as
indicated in Figure 3. 45.2% and 44.8% of the participants disagreed
or strongly disagreed with the statement “In my opinion, the effort
exceeds the gained benefits for this authentication scheme” for brain-
waves and eye movement mechanisms, indicating a substantial level
of disagreement rate. Notably, despite the higher effort required by
the brainwave-based mechanisms, this category exhibited a similar
disagreement rate compared to the eye-tracking mechanisms.

Intended Usage. Participants’ willingness to use the authenti-
cation schemes varied, with brainwave mechanisms achieving a
62% average approval rate and eye movement mechanisms slightly
higher at 65% (Figure 4). The slideshow-based eye-tracking ap-
proach stood out, receiving an overwhelmingly positive response
of 88.9%. For participants who answered ‘No’, we inquired about
the reasons behind their decision via an open-ended question, key
concerns included security (10 mentions), authentication time (8),
performance (5), and the perceived burden of use (5). Additional
feedback highlighted discomfort with the brainwave headset (3
mentions), a lack of detailed information (2), and the system’s com-
plexity. These findings correlate with trends observed in the System
Usability Scale (SUS) scores.



Survey Results
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Figure 3: Subject perceptions on authentication scheme attributes for eye movement (left) and brainwave-based (right) mecha-

nisms. Participants assessed: perceived Benefits (“In my opinion, the effort exceeds the gained benefits for this authentication
scheme.”), Reliability (“I think the use of this authentication scheme generally causes no problems?), Security (“I think this
authentication scheme is very secure, that is, it protects me against attacks”), Privacy concerns (“I have concerns to disclose
eyegaze/brainwaves data for usage of an authentication scheme”), and Effort (“How do you rate the effort for using this authenti-

cation scheme?”).

If it were possible for you, would you want to use the scheme presented?

Eye mechanism - Reading 1
Eye mechanism - Dot 1
Eye mechanism - Slideshow A
Brain mechanism - Reading 1
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Figure 4: Participant Willingness to Use Different Authentication Schemes in Practice

3.3 ROQ3: Benefits, Problems & Tradeoffs

To get richer insights into users’ perspectives about the brainwave
and eye-tracking authentication mechanisms, we utilized open ques-
tions aimed at identifying benefits and problems. In the following,
we highlight the most important issues raised by participants, based
on quantified results (inductive coding approach [30], More details
in Appendix C).

Benefits. Participants highlighted several benefits of brainwave
and eye-tracking authentication systems. Usability was a promi-
nent advantage, with 34.59% (eye-tracking) and 38.05% (brainwaves)
appreciating the ease of use without extensive training. Improved se-
curity was noted by 21.38% (eye-tracking) and 33.63% (brainwaves),
emphasizing enhanced data protection. The passwordless feature,
eliminating the need to remember passwords, was valued by 21.38%

(eye-tracking) and 23.01% (brainwaves). Quick authentication times
were appreciated by 8.81% (eye-tracking) and 3.54% (brainwaves).
Additionally, 11.95% (eye-tracking) and 1.77% (brainwaves) found
the system fun and futuristic. Only 1.89% of participants reported no
perceived benefits, indicating overall positive reception. (Appendix
Table 5)

Problems. Participants identified several potential challenges
with brainwave and eye-tracking authentication systems. Key con-
cerns included performance reliability (24.34% for eye-tracking,
20.61% for brainwaves), practical limitations like wearing the de-
vices (15.79% eye-tracking, 26.72% brainwaves), and security risks
(18.42% eye-tracking, 14.5% brainwaves). Usability issues such as
task difficulty (14.47% eye-tracking, 7.63% brainwaves) and au-
thentication time (14.47% eye-tracking, 13.74% brainwaves) were



also noted. Privacy concerns regarding sensitive data (4.61% eye-
tracking, 12.98% brainwaves) and high equipment costs (2.63% eye-
tracking, 2.29% brainwaves) were less frequent but significant. (Ap-
pendix Table 6)

Tradeoffs. Previous studies identified time to authenticate and
privacy as prominent factors influencing acceptance of novel be-
havioral biometrics [2, 40]. We investigate how these factors are
perceived by potential users of eye-tracking and brain-based au-
thentication mechanisms.

Regarding time, we asked participants ‘ ‘What would be an ac-
ceptable/preferred authentication time?”. Surprisingly, five out of
32 participants expressed a range of 1-5 minutes (one user men-
tioned 5 minutes, another mentioned 2 minutes, and three subjects
indicated up to 1 minute) as acceptable authentication time. Two
participants simply mentioned "a few seconds," which could not
be quantitatively converted. For the remaining participants, the
average preferred authentication time was 13.14110.24 seconds.
It is noteworthy that eight participants specifically emphasized a
preference for a 5-second authentication time.

Regarding privacy, we asked participants whether they had
concerns about disclosing their brainwave/eye-tracking data for
the usage of an authentication scheme (see Fig. 3). The results of the
study indicate that a higher percentage of participants disagreed
or strongly disagreed with privacy concerns about disclosing their
eye-tracking data for authentication purposes compared to their
brainwave data, which is an interesting finding. In fact, most of
the participants, 54%, who tried eye movement authentication are
unconcerned versus 33% of participants in the brainwave condition.
In turn, 35% of participants reported agreement or strong agree-
ment to have privacy concerns in the brain case versus 26% for
eye movement. This difference in responses could be due to the
fact that the brainwave device requires wearing on the head, while
the eye-tracking device is non-invasive and attached to a desktop
monitor. Another possible explanation is that participants believe
that brainwave data may contain more private information drop
when compared to eye-tracking data. Furthermore, the proportion
of participants who selected “neutral” was highest for Brainwaves
(33%), compared to eye-tracking (20%). This suggests that partici-
pants may have had more uncertainty or ambiguity regarding their
privacy concerns when it comes to Brainwave data. It may be worth
considering additional measures to elicit more nuanced responses
in future studies, such as open-ended questions or follow-up inter-
views to better understand participants’ perspectives.

4 Limitations

The conducted study has some limitations that may impact the
generalizability of the results. Specifically, the evaluation was con-
ducted with a relatively small sample size, and participants were
recruited from a specific population (college students). Therefore,
caution should be taken when extrapolating the results to other
populations or contexts and further studies should be conducted to
get insights from other populations. Additionally, the study only
examined participants’ initial attitudes towards disclosing their
biometric data, and it is possible that attitudes could change over
time with more exposure and education about the technology.

5 Conclusion

In conclusion, our investigation into next-generation authentica-
tion methods based on behavioral biometrics, like eye movement
and brainwave, reveals promising potential for user acceptance.
Our study results on usability showed good to excellent scores
in the System Usability Scale (SUS), with averages of 78.6 for eye
mechanisms and 79.6 for brainwave-based. To improve usability,
authentication tasks that require a low cognitive effort are pre-
ferred. When compared to the eye movement mechanisms, subjects
perceive the brainwave mechanism to be more secure; however,
they also express increased concerns regarding privacy and relia-
bility of brainwaves, in both qualitative and quantitative questions.
While attitudes are generally positive, concerns on privacy, secu-
rity understanding, and efficient performance need to be further
investigated.
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A Related Work

Several studies have investigated the technical and user-perception
aspects of behavioral biometrics.

On the technical studies side, numerous works have evaluated
the accuracy, efficiency, and security of behavioral authentication
systems. For instance, Xu et al.[47], Lin et al.[25], Fallahi et al. [13],
and Eberz et al. [12] have examined the performance of various
behavioral biometric modalities in terms of Equal Error Rates (EER),
including gait (EER=3.5%), keystroke dynamics (EER=5.35%), brain-
waves (EER=0.14%), and eye movement (EER=1.88%). The promising
results of these studies suggest that behavioral biometrics have the
potential to be integrated into daily life. However, a crucial aspect
that requires investigation is users’ perceptions of these authenti-
cation mechanisms.

On the user perception stream of research, most works have fo-
cused on examining factors that affect user acceptance and adoption
of physiological biometric authentication rather than behavioral
biometrics. These factors include perceived security [49], privacy
concerns [33], perceived ease of use [31], and social influence [11].
Several studies have shown that while users generally have a posi-
tive view of biometric authentication, they may still have concerns
regarding privacy and data protection [14, 19, 49]. However, a lim-
ited number of laboratory studies have been conducted pertaining
to behavioral biometrics in general and brainwaves and eye move-
ment authentication in particular. The few studies in this area were
constrained by the unavailability of real-world prototypes and their
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evaluations rely on hypothetical scenarios or partial interface el-
ements rather than on actual user interaction with a functional
biometric system.

In the case of brainwave authentication, Chuang et al. [9], con-
ducted a usability study asking participants (N=15) to rate authen-
tication tasks according to how enjoyable, easy, or engaging they
were. Building on this study, Arias-Cabarcos et al. [1] provided a
more comprehensive evaluation (N=52), extending the question-
naire to cover both the usability of the EEG device and explore atti-
tudes towards acceptance. However, in both studies, participants
only evaluated authentication tasks, i.e., the activity performed
by users while measured by a neuroheadset in order to get iden-
tified (e.g., resting, moving a hand, looking at images). But tasks
are only a detached part of the whole authentication experience, so
the insights regarding their usability provided limited value. How-
ever, recent research by Rose et al. [34] explored the usability of
brainwave authentication by simulating its use as an authentication
mechanism for a password manager. In their preliminary study,
they achieved an excellent System Usability Scale (SUS) score of
85.28, based on surveys completed by 9 participants and simulating
the ideal (but unrealistic) case where legitimate users are never
rejected. Notably, this investigation was focused solely on a single
authentication task, consisting of showing a slideshow of images.

In the case of eye movement-based authentication, the study by
Brooks et al. [7] provides valuable insights into user perceptions
(N=22) based on their interaction with a simulated biometric system.
However, the simulation does not take into account the expected
performance parameters of eye-based systems and the study did
not capture the standardized system usability questionnaire (SUS),
which may limit the ability to compare their results with other
studies or assess the usability of the authentication schemes in a
broader context. Additionally, while the study [7] focused on other
factors that may influence user acceptance, it did not specifically
address privacy concerns, which is an important consideration for
biometric authentication.

We complement and extend existing research by comprehen-
sively evaluating brainwaves and eye movement behavioral bio-
metric systems, building high-fidelity interactive prototypes for the
most promising interfaces in the literature, and considering their
theoretical performance to simulate authentication. Furthermore,
we address issues related to various aspects of user perception,
conduct standardized usability tests, and investigate privacy con-
cerns in order to gain a clearer understanding of the usability and
potential acceptance of behavioral authentication methods.

B Authentication Prototypes

To enable realistic testing of authentication mechanisms, we imple-
mented a news website that required registration and subsequent
authentication to get access to extended content. This scenario is
common and familiar to users, as it resembles the usual flow such
as face detection. Here, users are required to provide biometric
samples at the time of enrollment and then submit new samples
during verification to either accept or deny authentication requests.

Authentication System Flow and Elements. In a behavioral
biometric authentication system, users are granted access depend-
ing on their distinct traits, such as those we set up to study: brain

activity and gaze. The full process involves collecting the data
through specific hardware sensors, processing these data to extract
relevant features, and comparing them to a previously stored sam-
ple or template from the user trying to authenticate, checking if
it is a match or a mismatch. To acquire brainwave and gaze data
for behavioral authentication, users should perform a specific task
or be presented with certain stimuli, such as sounds or images.
In our prototypes, we have developed interfaces for the authen-
tication tasks and employed a simulated authentication decision
algorithm. To enhance the realism of our experiment, even in the
absence of actual user data collection, participants interact with
the necessary hardware components as they would in a fully oper-
ational biometric system. Details on the prototype are given in the
following.

Interfaces and Software Components. For our study, we im-
plemented interfaces for six authentication tasks, comprising three
brainwave-based tasks and three eye movement-based tasks. To
ensure consistency, we selected tasks with similar formats in both
categories, e.g., based on looking at images or reading text. The
final selection includes the best-performing tasks in the literature,
according to their authentication accuracy, for which detailed infor-
mation on their implementation is available. These tasks were either
not subjected to usability testing in the original works, or were
evaluated in a limited fashion (Appendix A). All tasks were devel-
oped using PsychoPy* and the interfaces are visually summarized
in Figure 5b.

We implemented our Brain Interface Prototypes based on
Arias-Cabarcos et al.’s brainwave authentication experiment [1, 2],
as follows:

e The Slideshow task utilizes a technique that involves pre-
senting an infrequent stimulus among a sequence of common
ones, thereby generating a distinct and uniquely identifying
brain response [42], often referred to as the oddball design.
In our interface implementation, a specific photo is assigned
as the target stimulus. Participants are presented with a
sequence of images in which the target image shows up
infrequently (20% chance). Each photo is displayed for 200
milliseconds, followed by a random interval of 1 to less than
2 seconds before the next image appears. Furthermore, partic-
ipants are instructed to count the targets, as this has proven
useful in improving attention and increasing the amplitude
of the brain signal of interest.

o The Face task is based on unique brain reactions that appear
during face recognition, more specifically when observing
an unfamiliar face after being primed with a series of familiar
faces. Accordingly, our interface displays unfamiliar faces®
amidst a stream of images featuring familiar faces (well es-
tablished international celebrities), with an overall ratio of 1
unfamiliar face to every 3 familiar faces.

e The Reading task was designed to elicit uniquely identify-
ing brain responses that appear in response to incongruent
sentences. The interface shows sentences word by word,
some of them ending in a semantically inconsistent manner
[24].

*https://www.psychopy.org/
SWe used fake faces generated with Artificial Intelligence
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Figure 5: Left: Participant wearing the Emotiv EPOC X [17] neuroheadset while using our news website that required brainwave-
based user authentication. Right: Interface screenshots of the authentication prototypes: A) Eye movement-Reading, B) Eye
movement-Slideshow, C) Eye movement-Dot, D) Brainwaves-Reading, E) Brainwaves-Slideshow, and F) Brainwaves-Face.

For the Eyetraking Interface Prototypes, we base our imple-
mentations on the research works by Eberz et al. [12], and Sluganovic
et al. [39], as follows:

o The Slideshow task involves displaying a series of images
to users in a slideshow format. Each image is displayed for a
fixed duration of two seconds before being replaced by the
next image in the sequence. This task is designed to assess
eye-gaze authentication based on how the user’s gaze moves
and fixates on each image in the slideshow.

o The Dot task displays a single red dot on a gray screen that
changes position several times. Whenever the dot appears
in the user’s field of view, their reflexive “saccades” are trig-
gered, causing a reorientation of their gaze towards the dot’s
new position. These reflexive eye movements have proven
useful as a means of eye-gaze authentication.

o The Reading task prompts the user to read a passage from
the novel "Alice in Wonderland". The text is displayed in
a central column on a grey background. Authentication is
based on unique eye fixation features, which are captured
while the users read the text.

In this study, we utilized interactive mock-ups for each task to
simulate the real-world operations of the examined biometric tech-
niques. It is critical to note that our decision to not deploy an actual
biometric authentication system was motivated by two primary
reasons: the current unavailability of reliable prototypes for brain-
wave and eye movement authentication and concerns over user
privacy risks [15, 20]. These limitations guided our choice to use
simulated performance metrics, an approach that is consistent with
established methodologies in prior biometric authentication user
studies [21, 34, 44, 49]. We relied on performance data reported
in the reference publications to configure the login failure rate,
explicitly focusing on the False Rejection Rate (FRR), while setting
the False Acceptance Rate (FAR) at 1%. Although this FAR value is

higher than current industry norms, it aligns with specific contex-
tual constraints and anticipates future advancements in biometric
technology. Tables 2 and 3 provide a summary of the login failure
rates or FRR for each authentication task, as reported in the liter-
ature. We implement these failure probabilities in the developed
prototypes.

Hardware Components. The experiment used two devices: 1)
the Emotiv EPOC X°, a neuroheadset equipped with 14 electroen-
cephalography electrodes (sensors) for brainwave data recording;
and 2) the Tobii Pro Fusion’, a compact screen-based eye tracker
that can be plugged into a PC screen and captures gaze data at
128 frames per second. These devices were selected because they
are higher-end consumer electronics, providing a good balance
between accuracy, usability, and cost. Furthermore, this type of
hardware has been used in the authentication research literature on
which we base our prototype. Though we do not need the hardware
for brain/eye data collection in our experiment, we use the devices
to provide a realistic scenario, so the participants are convinced that
the biometric mechanisms are fully implemented. Fig. 5a depicts a
participant wearing the Emotiv headset while using our prototype
8

C Implementation and Analysis

Recruitment & Ethical Aspects. Recruitment efforts were mainly
focused on advertising through the official Instagram and Facebook
of our university, distributing flyers around the university, and uti-
lizing email lists of students, targeting participants over 18 years old.
Participation was voluntary and could be aborted at any time with-
out negative consequences. The participant remuneration, fixed at
18 Euro ( for 75 minutes), slightly exceeds the minimum wage rate

Chttps://www.emotiv.com/epoc-x/
https://www.tobii.com/products/eye-trackers/screen-based/tobii- pro-fusion
8The participant provided consent fot he picture to be taken and published


https://www.emotiv.com/epoc-x/
https://www.tobii.com/products/eye-trackers/screen-based/tobii-pro-fusion

Table 2: Reported False Rejection Rates for
Brainwave-based authentication tasks.

Mechanism Task FRR (%)
Slideshow (count)  29.3 [1]
Brainwaves  Face 28.8 [1]
Reading 38.5 [1]

in Germany (12 Euro/hour)’. This higher compensation accounts
for the necessity of participants’ physical presence in the lab. Partic-
ipants received this amount in cash. Participants’ survey data was
only analyzed for research purposes and handled in an anonymized
way to ensure confidentiality. We used the SoSci Survey platform!°
for this purpose, as it is a flexible, GDPR-compliant survey platform.
Since the tested behavioral biometric systems were simulated, we
did not collect any biometric data from our participants. Before
taking part in the study, all participants provided their consent.
While we did hide the fact that the authentication prototypes were
not real, we consider this slight deception as harmless: it does not
put users at risk and it provides high benefits for research on ecolog-
ically valid scenarios. Our study was approved by the Institutional
Review Board (IRB) of our university.

Data Analysis. SUS responses were analyzed using targeted
hypothesis testing with & =.05, selecting the appropriate test based
on the data type and distribution. We used the non-parametric
Friedman test for within-subjects testing and independent samples
t-test for the between-subject case. All statistical analyses were
performed using the R programming language. In order to gain a
comprehensive understanding of individuals’ experiences and con-
textualize quantitative results, we collected answers to open-ended
responses. These responses were analyzed following an iterative,
inductive coding approach [30]. One researcher developed the code-
book with thematic codes after reviewing responses, while another
independently coded the entire data. The inter-coder reliability,
assessed using Cohen’s Kappa [10], showed satisfactory agreement
(x > 0.7). Discrepancies in codes were discussed and resolved.

Pilot Study. We piloted the study with a small group of partici-
pants (N=3) to test the overall feasibility of design, assess the clarity
of the instructions and questions, and evaluate the functionality of
the software prototype.

One valuable insight we gained was that one of the participants
easily recognized that the prototype was not real. He noticed poor
electrode-to-brain connectivity during the setup phase, and despite
their successful login, he realized that this could not work so the
system was not authentic. Based on this feedback, we modified the
protocol to ensure at least 80% connectivity during the brainwave
device setup. Additionally, for the eye-tracking mechanism, we
focused on accurate calibration and allowed users to interact with
their eye gaze on the screen for a few seconds, aiming to enhance
their belief in the system’s functionality.

As a result, during the debriefing phase of the main study, only
three out of 35 participants (8.7%) admitted that they already knew

“https://en.wikipedia.org/wiki/Minimum_wage_in_Germany
Ohttps://www.soscisurvey.de/

Table 3: Reported False Rejection Rates for
Eyetracking-based authentication tasks.

Mechanism Task FRR (%)
Slideshow  12.37 [12]
Eyetracking Dot 19.84 [39]
Reading 6.86 [12]

the system was not real. To understand their discernment, we in-
quired about the cues that led them to this realization. Participant
S1 cited the “short process of determining a brain pattern” as a clue,
indicating skepticism towards the rapid authentication process.
Participant S2’s unfamiliarity with the system was evident as they
remarked it was their “first time” using such technology, suggesting
a lack of prior exposure as a factor in their suspicion. Meanwhile,
S3 simply perceived the setup as “just an experiment” suggesting an
inherent skepticism towards the authenticity of any setup within an
experimental context. It is important to note that these responses do
not point to a fundamental flaw in the experiment’s design. Instead,
they highlight individual experiences and perceptions, common in
user studies involving both simulated and real systems. The high
fidelity of our simulated system, therefore, remains credible, as
these comments reflect isolated viewpoints rather than a collective
assessment. Their surveys were subsequently excluded from our
analysis to maintain the integrity of the data.

Additionally, the pilot study revealed some minor findings, such
as ambiguity in some questions, typographical errors, the need for a
country-specific layout for the keyboard, and a few technical issues.
We addressed these concerns in the final version of the experiment.

D Results

D.1 Participants Background

The majority of participants (59.4%) fell into the 18-24 age range,
while 31.3% were between 25-34, and 9.4% were between 35-44. In
terms of gender, 53.1% identified as women, while 46.9% identi-
fied as men. When considering educational achievements, 46.9%
of participants had a higher education level, with 28.1% holding a
Bachelor’s degree, 15.6% holding a Master’s degree, and 6.3% with
a Doctorate degree. From the 33 participants, 68.8% had heard of
eye-tracking devices and 43.8% about brain-computer interfaces,
but only 9.3% in both cases reported that already have used these
devices. The rest of the participants had no prior knowledge about
the technologies. Overall, the sample comprised a predominantly
young and educated group of participants, with a slight gender
imbalance favoring women. Limited familiarity with eye-tracking
and brainwave devices was observed, as most participants reported
only being aware of, but not used, these technologies. Full details
of demographics per condition are given in Table 4.

D.2 Qualitative Analysis

The qualitative analysis is summarized in Tables 5 and 6.
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Table 4: Study Participants’ Background Information

Brain Mechanisms(N=14)

Eye Mechanisms(N=18)  Overall(N=32)

Preceding knowledge and experience with eye tracking devices

No knowledge about eye tracking devices 4(28.6%) 3(16.7%) 7 (21.9%)
Heard about eye tracking devices 8(57.1%) 14 (77.8%) 22 (68.8%)
Used some kind of eye tracking 2 (14.3%) 1(5.6%) 3(9.4%)
Own some kind of eye tracking devices 0 (0%) 0 (0%) 0 (0%)
Preceding knowledge and experience with Brain Computer Interface technology
No knowledge about Brain Computer Interfaces 6 (42.9%) 9 (50.0%) 15 (46.9%)
Heard about Brain Computer Interfaces 6 (42.9%) 8 (44.4%) 14 (43.8%)
Used some kind of Brain Computer Interface 2 (14.3%) 1(5.6%) 3(9.4%)
Own some kind of Brain Computer Interface 0(0%) 0 (0%) 0(0%)
Age
35- 44 0 (0%) 3(16.7%) 3 (9.4%)
25 - 34 3 (21.4%) 7 (38.9%) 10 (31.3%)
18-24 11 (78.6%) 8 (44.4%) 19 (59.4%)
Gender
Woman 8 (57.1%) 9 (50.0%) 17 (53.1%)
Man 6 (42.9%) 9 (50.0%) 15 (46.9%)
highest level of school you have completed or the highest degree
Higher education entrance 8(57.1%) 7 (38.9%) 15 (46.9%)
Completed vocational training 1(7.1%) 0 (0%) 1(3.1%)
Bachelor’s Degree 3(21.4%) 6 (33.3%) 9(28.1%)
Master’s Degree 1(7.1%) 4(22.2%) 5 (15.6%)
Doctorate 1(7.1%) 1(5.6%) 2(6.3%)
Educational background or job field
Education in, or work in, the field of computer science 12 (85.7%) 10 (55.6%) 22 (68.8%)
No education in, or work in, the field of computer science 2 (14.3%) 8 (44.4%) 10 (31.3%)
Prefer not to say 0 (0%) 0 (0%) 0 (0%)
English level
B1 - Intermediate English 1(7.1%) 2 (11.1%) 3(9.4%)
B2 - Upper Intermediate English 7 (50%) 4(22.2%) 11 (34.4%)
C1 - Advanced English 2 (14.3%) 10 (55.6%) 12 (37.5%)
C2 - Proficient 4(28.9%) 2(11.1%) 6 (18.8%)

Benefits: The most mentioned advantage was usability, which
is backed up by the SUS scores in our quantitative analysis. Partici-
pants also value not having to deal with passwords and, interest-
ingly, they mention improved security as a common positive aspect.
The full list of topics that emerged contains:

o Usability. Participants found both the eye-tracking and
brain mechanisms to be easy to use. They expressed that
these mechanisms were effortless and straightforward. Addi-
tionally, some participants specifically mentioned that these
methods could be performed hands-free, further emphasiz-
ing the ease of interaction and convenience:

“Very easy to use, and could be especially beneficial for
example when trying to log into a service on a TV, it’s
a lot more comfortable than typing out your password
with a TV remote”- P26

“It can also prove handy when both the hands are al-
ready engaged and there is a need of authentication."-
P10

Improve Security. Several participants expressed a strong
sense of security with both the eye-tracking and brain mech-
anisms. They viewed these authentication methods as highly
unique and considered them to be potentially more secure
than traditional methods such as fingerprints or regular pass-
words. Interestingly, the sense of security appeared to be
even stronger in relation to brainwaves. They emphasized
the difficulty of copying and stealing brainwave data:

“It can be more secure than a fingerprint because when
you are asleep no one can login to your device.”-P18

Passwordless. Some participants highlighted the advantage
of the eye-tracking and brain-based mechanisms by noting
that they eliminate the need to memorize passwords. They



Table 5: What benefits do you see about using a brainwaves activity/eyetracking authentication scheme?

Codes Representative Quote Ratio

Definition: Ease of understanding and operation without extensive training.
Usability Eye: “It’s easy to understand and you don’t need to learn how to use it 34.59%
Brain: “I can see the benefit of building a more reliable and user-friendly authentication system.”  38.05%

Definition: Enhancements in safeguarding data and access.

Improve Security Eye: “It seems to be more safe than a fingerprint or a face ID” 21.38%
Brain:“The barrier to copying a password is very high. If it is only used locally for a password ~ 33.63%
manager or similar, a lot of the attack surface vanishes.”

Definition: Elimination of traditional passwords, reducing the need to remember them.
Passwordless Eye: “The benefits for me are not having to worry about forgetting passwords.” 21.38%
Brain:“Not having to remember a long secure password.” 23.01%

Definition: Concerns about the duration required for the system to authenticate a user.

Authentication Time  Eye: “It’s quick to register and log in” 8.81%
Brain: “It didn’t take a lot of time to log in”. 3.54%
Definition: Perception of the system as engaging and innovative.

Fun and Futuristic Eye: “It is a fun and entertaining way to enter a website (or else).” 11.95%
Brain: “It is fun, I feel like being in the future” 1.77%
Definition: users perceive no Problem.

No benefit Eye: “i dont see any benefits. It gives me a headache.” 1.89%
Brain: 0%

Table 6: What problems do you envision about using a brainwave activity/eyetracking authentication scheme?

Codes Representative Quote/Definition Ratio

Definition: Reliability and consistency of the authentication process.
Performance Concerns Eye: “Hardship in logging in due to inconsistent reading patterns” 24.34%
Brain: “There is no warranty you would be able to successfully login every time. 20.61%

Definition: Issues related to practical use of the technology.

Mechanism Limitations Eye: “Eye-sight glasses and sunglasses could create hindrances..” 15.79%
Brain: “I do not like to wear this headset..” 26.72%
Definition: Potential risks regarding data safeguarding.

Security Concerns Eye: “Why exactly it will be safer..” 18.42%
Brain: “People might not trust brain activity based authentication..” 14.5%

Definition: Emphasizing quick and prompt user authentication.
Authentication Time Eye: “Not fast enough compared to just typing a password” 14.47%
Brain: “That brainwave headset wouldn’t function properly..” 13.74%

Definition: Challenges users face in interacting with authentication tasks.
Task Usability Eye: “Concentrating on reading a text was a little bit hard for me.” 14.47%
Brain: “The images flashing is uncomfortable.” 7.63%

Definition: Issues related to the handling and potential misuse of sensitive personal data.
Privacy Concerns Eye: “Eye gaze data could be sensitive data” 4.61%
Brain: “Information collected is sensitive and it may cause drastic problems if leaked” 12.98%

Definition: Financial implications of implementing and using the technology.

Cost of Equipment Eye: “For now expensive hardware.” 2.63%
Brain: “I think the device would be too expensive.” 2.29%
Definition: Understanding how the system operates and its mechanisms.

Transparency in Function  Eye: “I dont know how it works” 1.32%
Brain: “Explaining the system to non-tech people could be more difficult” 1.53%

Definition: users perceive no Problem.
No Problem Eye: “as long as the technical parts work I don’t really see any problems at the moment” 3.95%
Brain: “.” 0%




appreciated the convenience of not having to rely on remem-
bering complex passwords and appreciated the alternative
authentication approach offered by these methods.

e Authentication Time. A few participants mentioned that
they found this type of authentication to be fast. However,
they did not provide specific details with regard to other au-
thentication methods or elaborated on why they considered
it fast.

e Fun and Futuristic. A few participants expressed that they
found this authentication method to be fun and futuristic.
They appreciated the unique and innovative nature of the
approach, which added an element of excitement and novelty
to the authentication experience.

Problems: the most salient problems that emerged in the analy-

sis are:

e Performance Concerns. Several participants worried that
the system may not be able to accurately track their eye
movements, which could lead to problems such as difficulty
logging in or inaccurate results as a potential obstacle to
successful logins. Similarly, users are concerned that the
brain mechanism may not be accurate enough to reliably
identify them, leading to login failures. These performance-
related concerns highlight the importance of reliability and
consistency in system performance.

e Mechanism Limitations. During the study, participants
expressed several concerns regarding the limitations of the
proposed mechanisms due to their inherent nature. For the
brain authentication mechanism, the requirement of wearing
aheadset emerged as a potential hurdle for widespread adop-
tion. Participants pointed out that this additional hardware
could be inconvenient and restrict their mobility. On the
other hand, the eye-tracking mechanism also presented its
own set of limitations. Participants highlighted the chal-
lenges faced by individuals with specific needs, such as
dyslexic people, blind individuals, and those with visual im-
pairments who rely on alternative methods for authentica-
tion. The mechanism’s performance was also questioned in
conditions such as dark environments and outdoor settings,
where accuracy might be compromised. Furthermore, the
presence of eyeglasses and sunglasses was found to obstruct
or interfere with the accurate tracking of eye movements,
adding another layer of complexity. Camera malfunctions
were mentioned as a potential reliability issue for the eye-
tracking system.

o Security Concerns. Users expressed security concerns re-
garding both types of authentication mechanisms. Concern-
ing brainwaves mechanisms, users highlighted a lack of trust
in its security compared to traditional password-based au-
thentication. They emphasized the need for robust security
measures and questioned the system’s ability to provide suf-
ficient protection. In relation to the eye-tracking mechanism,
users expressed even higher levels of security concern. They
were worried about the ease of copying or recognizing their
eye gaze data, raising doubts about its security. These se-
curity concerns underscore the importance of addressing

user trust and ensuring the effectiveness and safety of both
authentication methods.

e Authentication Time. Participants also raised concerns
about the time required for authentication using the pro-
posed schemes. Some participants felt that the system was
not as fast as conventional methods such as typing pass-
words. Additionally, the possibility of repeated login at-
tempts due to malfunctioning headsets was mentioned, indi-
cating potential delays in the authentication process. These
concerns emphasize the importance of efficient and swift
authentication procedures to ensure user satisfaction.

e Task Usability: Participants reported encountering chal-
lenges related to task difficulty while utilizing the brainwave/eye-
tracking scheme. Some participants expressed difficulties in
concentrating on reading the text, indicating potential obsta-
cles in effectively engaging with the system. Furthermore, a
few participants found the flashing images uncomfortable,
suggesting that the visual stimuli associated with the scheme
may impede a seamless user experience. These findings un-
derscore the significance of considering task demands and
designing visual stimuli in order to optimize usability and
minimize cognitive load for users interacting with the sys-
tem. Additionally, concerns were raised regarding the mecha-
nism’s effectiveness for individuals who are illiterate or have
difficulty reading. Moreover, A few participants expressed
concerns regarding the potential exhaustion associated with
frequent use of the system. The notion of the system be-
coming monotonous and boring over extended periods was
mentioned, indicating the need to consider user engagement
and system design elements that mitigate fatigue.

e Privacy Concerns. Privacy concerns emerged in the par-
ticipants’ responses, with a higher frequency for the brain
mechanisms. Participants emphasized the importance of pre-
venting the availability of their brain activity data to govern-
ment entities and authentication providers, highlighting a
desire to avoid any potential leaks or misuse of this sensi-
tive information. The sensitivity of the collected brainwave
data underscored the need for robust privacy measures and
heightened awareness regarding the potential implications
of unauthorized access or disclosure.

e Cost of Equipment. Some participants mentioned concerns
about the cost associated with the required hardware. The
perceived expense of the devices could pose a barrier to wide-
spread adoption. Considering cost implications and explor-
ing ways to make the system more affordable could enhance
its accessibility and usability.

e Transparency in Function. A few participants expressed
uncertainty about how the system functions. They high-
lighted the need for clear explanations, particularly for non-
technical individuals, to facilitate understanding and accep-
tance.

D.3 Comparative Analysis

We compared the usability of our two mechanisms, eye-tracking
and brainwaves, with eight different authentication mechanisms
from other papers. We selected works that focused on biometrics
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Figure 6: SUS scores for authentication with Eye-tracking (our), Brainwaves(our), Brainwaves [34] Password [44], Gesture, [44],
Google OAuth 2.0 [35], Face [44], Touch[8], Voice [44], Fingerprint [32], and Gesture+Voice [44].

and reported the System Usability Scale (SUS) score. We also con-
sidered the evaluation of passwords and single sign-on (SSO) as
a baseline. The final set of authentication mechanisms available
for comparison according to these criteria include: passwords, SSO
(Google OAuth)[35] [44], as well as five biometric methods: Ges-
ture [44], face [44], touch-based [8], fingerprint [44], and voice
[44]. As it can be seen in Figure 6, our eye-tracking and brainwave
mechanisms achieved on average higher SUS scores than all of the
other mechanisms. Comparatively, the traditional password-based
authentication method obtained a SUS score of 78, demonstrating
similar usability to our mechanisms. Furthermore, it is to note that
most of our participants had no previous experience with the tested
technologies and studies have shown that unfamiliar users rate new
solutions 15-16% lower in the SUS scale [29].

When comparing the SUS scores with our work, it is important
to consider that Trewin et al. [44] primarily focused on smartphone
usability rather than the desktop scenario we examined in our study,
and conducted the evaluation in 2012. Future work testing under the
same conditions would be interesting to better assess comparative
usability. The closest work, from Ruoti et al. [35] compared seven
non-biometric schemes in 2015, confirming that users prefer single
sign-on vs the other secret and token-based solutions evaluated.
Interestingly, their participants would like biometrics to be part of
their ideal authentication system.

In our comparative analysis, we also consider the work of Rése et
al. [34], who reported an 85.28 System Usability Scale (SUS) score
based on a brainwave slideshow task, though measured with a
smaler sample (9 participants). Their findings closely align with
ours, employing a similar survey process in their experiment. The
slightly higher SUS score in their study could be attributed to the use
of amore convenient and easy to wear brainwave recorder with only
4 dry sensors, the Muse 2'1. When assessing perceptions of security,
55% of participants in Rdse et al.’s study agreed or strongly agreed

https://choosemuse.com/products/muse-2

that their scheme was secure, compared to 47.6% in our research.
Regarding the ease of use, both studies observed a similar trend,
with 55% of their participants and 45.2% of ours reporting neutral
opinions. Additionally, when evaluating the benefit-effort trade-off,
55% in Rose et al’s study disagreed or strongly disagreed that the
effort outweighed the benefits, closely paralleling our finding of
45.2% disagreement. Finally, when asked about the willingness to
adopt the scheme if available, 66.6% of participants in their study
responded positively, compared to an average of 61.9% in ours.
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