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Abstract
Data anonymization methods gain legal importance as data collection and analysis are expanding dramatically in data man-
agement and statistical research. Yet applying anonymization, or understanding how well a given analytics program hides
sensitive information, is non-trivial. Privug is a method to quantify privacy risks of data analytics programs by analyzing
their source code. The method uses probability distributions to model attacker knowledge and Bayesian inference to update
said knowledge based on observable outputs. Currently, Privug is equipped with approximate Bayesian inference methods
(such as Markov Chain Monte Carlo), and an exact Bayesian inference method based on multivariate Gaussian distributions.
This paper introduces a privacy risk analysis engine based on Gaussian mixture models that combines exact and approximate
inference. It extends the multivariate Gaussian engine by supporting exact inference in programs with continuous and dis-
crete distributions as well as if-statements. Furthermore, the engine allows for approximating attacker knowledge that is not
normally distributed. We evaluate the method by analyzing privacy risks in programs to release public statistics, differential
privacy mechanisms, randomized response and attribute generalization. Finally, we show that our engine can be used to
analyze programs involving thousands of sensitive records.

Keywords Privacy risk analysis · Bayesian inference · Probabilistic programming · Data analytics programs

1 Introduction

Data anonymization methods (also known as privacy protec-
tionmechanisms) gain legal importance [1] as data collection
and analysis are expanding dramatically in data manage-
ment and statistical research. Yet applying anonymization,
or understanding how well a given analytics program
hides sensitive information, is non-trivial [2]. Contempo-
rary anonymization algorithms, such as differential privacy
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[3], require calibration to balance between reducing risks and
preserving the utility of data. To assess the risks, data scien-
tists need to assess the flow (leakage) of information from
sensitive data fields to the output of analytics.

Measuring the information leakage is a useful technique
to quantify how much an attacker may learn about the
sensitive information a program processes. In the context
of data anonymization programs, the goal is to determine
whether the sensitive input data does not leak into the out-
put of the anonymization program—as otherwise the data
anonymization program has failed to accomplish its task.
Information leakage is traditionally measured using proba-
bility and information-theoretic measures [4]. For instance,
it is possible to answer queries such as “If we release the
(possibly anonymized) average income of the employees in
a company, what is the probability of the attacker guessing
the income of an individual employee correctly?” or “How
much information (measured in terms of entropy) is shared
between the income of individual employees and the aver-
age income?”—intuitively these queries are instances of two
information leakage queries, namely, the Bayes vulnerability
and the mutual information query.
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Many methods have been proposed to quantify infor-
mation leakage [4–12]. Some methods use techniques to
approximate information leakage measures [5–8, 10–12]
whereas others focus on exact reasoning [9, 13]. Meth-
ods based on approximations produce less accurate results
than exact methods; which may lead to missing data leaks.
However, exact methods often feature low scalability or can-
not analyze complex programs. These trade-offs impact the
applicability of differentmethods to analyze data anonymiza-
tion programs in realistic data analytics systems.

Privug is a tool-supported method for privacy risk analy-
sis (via information leakage) that has been used to analyze
modern anonymization methods and data analytics systems
[12–15]. It relies on Bayesian inference to quantify privacy
risks in data analytics programs. The attacker’s knowledge is
modeled as a probability distribution over program inputs,
and it is then conditioned on the disclosed program out-
puts. Then, Bayesian probabilistic programming is used to
compute the posterior attacker knowledge, i.e., the updated
attacker knowledge after observing the outputs in the pro-
gram. Using prior and posterior attacker knowledge, it is
possible to compute most information leakage measures [4].
In previous works, we have used Privug to compute metrics
in the g-vulnerability family such as Bayes vulnerability [14]
and entropy-based measures such as Shannon entropy, KL-
divergence, and mutual information [12, 13]. Furthermore
Privug works directly on the program source code, which
allows for directly analyzing the code used to process the
data. The Privug method can be used to analyze Python
code via the Privugger library. As of today, it is equipped
with approximate Bayesian inference methods [12] (Markov
Chain Monte Carlo [16]) and an exact Bayesian inference
method [13]. The former can be used to analyze arbitrary
Python programs. However, results may be inaccurate and
it is computationally expensive for some programs. The lat-
ter requires that attacker’s knowledge is modeled using a
multivariate Gaussian distribution, and only supports pro-
grams that perform closed-form operations on this type of
distribution—this excludes programs with if-statements or
discrete distributions. But it produces exact results and it
is highly scalable. In the domain of privacy risk analysis
using Bayesian inference, the trade-off between exact and
approximate analysis, program expressiveness and scalabil-
ity remains unexplored.

We present a novel privacy risk analysis engine for
Privug that combines exact and approximate Bayesian infer-
ence. The method uses Gaussian mixture models to capture
attacker’s knowledge. This work constitutes a step for-
ward with respect to our earlier exact inference engine [13]
(cf. Sect. 5). The engine presented in this paper can per-
form exact inference on all programs supported in [13].
Furthermore, usingGaussianmixtures, we can perform exact
inference on programs that combine continuous and discrete

distributions, and also if-statements. This enables the pos-
sibility of analyzing privacy protection mechanisms such
as randomized response (cf. 4.2) or attribute generaliza-
tion (cf. 4.3), which were not supported in [13]. Finally,
Gaussian mixtures can be used for approximating arbitrary
distributions [17], which allows for approximating attacker
knowledge that is not normally distributed. This increases
the flexibility in modeling attacker’s prior knowledge. For
instance, it allows us to to define discrete distributions (e.g.,
if we are modeling attacker knowledge about a count vari-
able), restrict uncertainty to a closed interval (as opposed to
using Gaussian distributions whose support is ±∞), or use
distributions flatter than Gaussian (e.g., uniform) to model
uncertainty in prior attacker knowledge.

This work constitutes a new point in understanding the
trade-off among exact and approximate inference, program
expressiveness and performance in quantification of privacy
risks by means of Bayesian inference. Specifically, our con-
tributions are:

1. A probabilistic programming language to perform pri-
vacy risk analyses that supports exact and approximate
Bayesian inference. The language is a subset of Python.

2. An operational semantics for the language based on
Gaussian mixture models.

3. A prototype implementation of the privacy risk analysis
method.

4. An evaluation of the privacy risk analysis engine in
multiple case studies: release of public statistics, three
differential privacy mechanisms (Gaussian and Laplace
[3], and randomized response [18]), and attribute gener-
alization [19].

5. A scalability evaluation showing that our engine can ana-
lyze large systems involving thousands of individuals.
The evaluation compares the engine with our previous
work [13].

2 Background

2.1 Privug: A Data Privacy DebuggingMethod

Let I,O denote sets of inputs and outputs, respectively. We
use D(I) to denote a space of distributions; in this case over
inputs. Let d ∈ D(I) denote a distribution over inputs, I ∼
D(I) denotes a random variable distributed according to d.
Privug is a method to explore information leakage on data
analytics programs [12]. It combines a probabilistic model
of attacker knowledge with the program under analysis to
quantify privacy risks. The process takes the following steps:

(1) Prior We first model the prior knowledge of an
attacker as a distribution over program inputs I. This distribu-
tion represents the input values of a program that the attacker
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finds plausible. For example, consider a program that takes
as input a real number A representing the age of an individual
(I � R). A possible prior knowledge of the attacker could be:
A ∼ U(0, 120) (all ages between 0 and 120 are equally likely
from what the attacker knows) or A ∼ N (μ = 42, σ = 2)
(the attacker believes that the age of 42 and values nearby
are most likely ages). We write Pr(I) for the distribution of
prior attacker knowledge.

(2) Probabilistic program interpretation The second step
is to interpret a target program π : I → O using the attacker
prior knowledge. To this end, we lift the program to run on
distributions D(I) instead of concrete inputs I. This corre-
sponds to the standard lifting to the probability monad [20];
lift : (I → O) → (D(I) → D(O)). For example, consider
the following program that computes the average age of a list
of ages (in Python):

Listing 1 A program computing a descriptive statistics (mean) for a list
of ages

1 def average_age(ages: List[float]):
2 return sum(ages)/len(ages)

The lifted version of the program is:

Listing 2 The program of Lst. 1 lifted to beliefs (distributions) about
secret inputs

1 def average_age(ages: Dist[List[float]]):
2 return sum(ages)/len(ages)

where Dist[List[float]] denotes a distribution over
lists of floats, D(Rn). Python allows retaining the same
body, thanks to automatic vectorization of operators over
distributions. In most statically programming languages, and
especially in functional programming languages, one would
explicitly use the map operator over distributions. The lifted
program yields the distribution Pr(O | A), so the proba-
bility of (the belief in) each program output O , given the
knowledge of the attacker about the input age A. In general,
the combination of prior attacker knowledge with the lifted
program yields a joint distribution on inputs and outputs:
Pr(O | I)Pr(I) = Pr(O, I).

(3) Observations One key use case of Privug is to under-
stand what the attacker can infer about the secret input, once
a concrete output of the program is released. To this end,
one may add observations to the probabilistic model. In the
average example in Listing 2,we could check how the knowl-
edge of the attacker changes when the attacker observes that
the average is 44. This step yields the posterior distribution
Pr(I | O = 44). In general, a likelihood function on the joint
distribution of input and output (defined by the probabilistic
lifting of the programπ ), Pr(E | I, O), can be used to observe
a predicate E on the joint distribution. The observation of
predicate E can be exact (the attacker observes precisely the
predicate E), or noisy (the attacker observes an approxima-
tion of predicate E, i.e., partial observability).

(4) Posterior Inference The next step is to apply Bayesian
inference to obtain a posterior distribution on the input vari-
ables. This allows to understand the attacker’s knowledge
about the input (and the actual output) given the observation
E.

Pr(I, O | E) = Pr(E | I, O)Pr(O | I)Pr(I)

Pr(E)
(1)

The term Pr(E) is a summation (
∑

O,I Pr(E|I, O)Pr(O|I)
Pr(I)), integral (

∫
O,I Pr(E|I, O)Pr(O|I)Pr(I)dOdI), or com-

binations of both over the domain of input/output variables.
These domains are often very large (or even infinite), and can
also be uncountable (in the case of continuous distributions).
As a consequence, it is usually intractable to compute a sym-
bolic representation of Pr(E). Therefore, it is not possible to
get analytical solutions for the posterior distributions. Exist-
ing implementations of Privug use Markov Chain Monte
Carlo (MCMC) [16] or affine transformations ofmultivariate
Gaussian distributions to tackle this issue. But these methods
are either approximate or limited in terms of the programs
they support. Asmentioned above, the subject of this paper is
to explore the use of an inference method based on Gaussian
mixtures that combines exact and approximate inference.

(5) Posterior analysis We query the posterior and prior
distributions (attacker knowledge) to measure how much the
attacker has learned. Different techniques and metrics can
be applied to this end. Information-theoretic metrics such
as entropy and mutual information (e.g., [21]) can be used
to model attacker uncertainty about the secret and correla-
tion between the secret and public outputs, respectively. For
instance, low entropy values for attacker posterior knowl-
edge about a secret indicates that the attacker is certain about
the value of the secret. Similarly, a value close to zero of
mutual information between a secret input and public output
(in the attacker posterior knowledge) indicates a high corre-
lation between the output and the input. Since the attacker has
access to the public output, lowmutual information is indica-
tive of information leakage. Quantitative information flow
metrics such as Bayes vulnerability focus on measuring the
probability of attackers guessing the secret [4]. For instance,
Bayes vulnerability measures the expected probability of an
attacker guessing the secret in one try, after observing the
output of the program. The g-vulnerability family of metrics
allows modeling a broad range of attackers [4]. Finally, it
is also possible to query and plot visualizations of attacker
prior/posterior knowledge to characterize what information
about the secret the attacker learned. This is the type of anal-
ysis we use in this paper, although the Privug method can
also be used to compute the aforementioned metrics [12,
14]. We illustrate the use of probability queries and visual-
izations of attacker knowledge for the average age program
above. Figure 1 compares the prior and posterior distribu-
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Fig. 1 Prior (Left) vs Posterior (Right) attacker knowledge on ages for
average age program above

tions of attacker knowledge. We analyze the case where the
output of the program is 44. The green line shows the prior
attacker knowledge on the victim’s age Pr(A) and the blue
line the posterior knowledge Pr(A | O = 44)when observing
that the program output is 44. The prior attacker knowledge
is A ∼ N (35, 2) for the victim’s age and also for the rest.
The figure clearly shows that the attacker now believes that
higher ages are more plausible. In other words, the attacker
prior knowledge has been corrected towards more accurate
knowledge on the victim’s age.

2.2 Multivariate Gaussian Distributions

In this paper, we use capital Greek letters for matrices, and
bold font for column vectors. Small letters a and b are
reserved for selecting subvectors (as inµa) and pairs of them
for selecting submatrices (as in�ba). Matrix and vector liter-
als are written in brackets. We write supp(X) for the support
of the random variable X .

A multivariate Gaussian distribution, denoted X ∼
N (µ, �), defines a probabilistic model composed of n nor-
mally distributed randomvariables, X = [X1, X2, . . . , Xn]ᵀ.
The distribution is parameterized by a vector µ of n means,
and a symmetric n × n covariance matrix �, so �i j =
cov[Xi , X j ] gives the covariance between variables Xi and
X j , while �kk gives the variance of variable Xk . To ensure
that the (degenerate) Gaussian distributions are well-defined,
we assume that the covariance matrix is semi-positive def-
inite. The probability density function for this multivariate
Gaussian is:

φ(x | µ, �) =
((2π)n|�|)−1/2 exp

(
−2−1(x − µ)ᵀ�−1(x − µ)

)
(2)

where |�| denotes the determinant of the matrix �. We use
�(x | µ, �) to denote the corresponding cumulative density
function of multivariate Gaussian distributions.

We recall standard properties ofmultivariateGaussian dis-
tributions [22–24].

Theorem 1 Let

[
Xa

Xb

]

∼ N (µ, �) with µ =
[
µa
µb

]

and � =
[
�aa �ab

�ba �bb

]

.

The marginal distributions are Xa ∼ N (µa, �aa), Xb ∼
N (µb, �bb), and X i ∼ N (µi , �i i ) for i = 1 . . . a + b.

The covariance matrix identifies independent random vari-
ables:

Theorem 2 Let [X1, . . . , Xn]ᵀ ∼ N (µ, �), two marginals
Xi , X j with i �= j are independent iff �i j = cov[Xi , X j ] =
0.

The space of Gaussian distributions is closed under affine
transformations:

Theorem 3 Let X ∼ N (µ, �) and Y = AX + b be an
affine transformation with A ∈ R

m×n a projection matrix
and b ∈ R

n×1 a column vector. Then we have that:

Y ∼ N (Aµ + b,A�Aᵀ) .

We use Y | X1, X2, . . . , Xn to denote a random vari-
able Y that is distributed conditionally with respect to
X1, X2, . . . , Xn . Linear combinations of random variables
can be used to define hierarchical probabilistic models con-
sisting of dependent random variables, such as Gaussian
Bayesian networks [23].

Theorem 4 Let X ∼ N (µ, �) and Y | X ∼ N (aᵀX +
b, σ 2), where a ∈ R

n×1 is a vector, b ∈ R and σ 2 > 0. Then
[Xᵀ, Y ]ᵀ ∼ N ([µᵀ, aᵀµ + b]ᵀ, �′) with

�′
1..n,1..n=�, �′

(n+1)(n+1) = σ 2 + aᵀ�a, �′
i(n+1)

= cov[Xi , Y ] = ∑n
j=1 a j�i j .

Example 1 We present an example of a Gaussian Bayesian
network [23]. Let X1 ∼ N (50, 2), X2 | X1 ∼ N (2X1 −
5, 1), and X3 | X2 ∼ N (X2−10, 4). Here the distribution of
X2 is conditioned on X1, and of X3 on X2. The probabilis-
tic model defines a joint multivariate Gaussian probability
distribution [X1, X2, X3]ᵀ ∼ N (µ, �). Theorem 4 allows
to compute the mean, variance, and covariance of this joint
distribution:

µ=
⎡

⎣
50

2 · µ1 − 5
1 · µ2 − 10

⎤

⎦=
⎡

⎣
50
95
85

⎤

⎦,

�=
⎡

⎣
2 2 · �11 0 + 1 · �12

1 + 2 · �11 · 2 0 + 1 · �22

4 + 1 · �22 · 1

⎤

⎦=
⎡

⎣
2 4 4
9 9
13

⎤

⎦
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As the matrices are symmetric, we only show the upper-right
triangle. Note that, even though X3 does not directly depend
on X1, it still has a non-zero covariance. The reason for this
is the indirect dependence through X2. �	
We use conditioning to model observations on values of ran-
dom variables.

Theorem 5 Let X ∼ N (µ, �) be split into two sub-vectors
so that

X =
[
Xa

Xb

]

, µ =
[
µa
µb

]

,

� =
[
�aa �ab

�ba �bb

]

and xb ∈ supp(Xb).

The conditioned distribution is Xa | (Xb = xb) ∼
N (µ′, �′) with µ′ = µa + �ab�

−
bb(xb − µb) and �′ =

�aa − �ab�
−
bb�ba, where �− is the generalized inverse.

Example 2 Consider themultivariate distribution of Example
1. We condition X3 to be 85. By Thm. 5 the posterior of
X1, X2|X3 = 85 is N (µ′, �′) with

µ′ =
[
50
95

]

+
[
4
9

]
[
13

]−
(85 − 85)=

[
50
95

]

and �′ =
[
2 4
4 9

]

−
[
4
9

]
[
13

]−[
49

]=
[
10/13 16/13
16/13 36/13

]

�	

2.3 GaussianMixtures

Mixtures are the scalar products of two vectors (π1, . . . , πC )

and (D1, . . . , DC ) such that
∑C

i=1 πi = 1, 0 < πi ≤ 1,
and Di is the distribution of the i-th component, with i =
1, . . . , C . The numbers πi are called weights. We denote a
mixture as M = π1D1+ . . .+πC DC , thus indicating that M
has probability density function fM (x) = π1 fD1(x)+ . . .+
πC fDC (x)where fDi are the probability density functions of
the components.WhenC = 1,we recover the case of a single
distribution. Intuitively a mixture can be seen as a particular
distribution in which the samples come from component Di

with probability πi .
A special case of mixture distributions is given by Gaus-

sian Mixtures (GMs) in which every component is a multi-
variate Gaussian, i.e. Di = N (µi , �i ) for i = 1, . . . , C ,
with mean vectors and covariance matrices µi , �i . We
assume (µi , �i ) �= (µ j , � j ) for i �= j , since identical com-
ponents could be merged into a single one. The set of GMs
is dense in the set of probability distributions with respect
to the weak topology [25], meaning that for any probability

distribution one can always find a GM that approximates it
arbitrarily closely with respect to the Levy-Prokhorov dis-
tance [26]. Since Dirac deltas can be seen as particular
Gaussian distributions, having null covariance matrix, dis-
crete distributions over a finite set of values, i.e. mixtures of
deltas, are included in the set of GMs.

Since the probability density function of a GM is the
weighted sum of Gaussian densities, all the theorems stated
above for Gaussian distributions, can be lifted by linearity
to GMs. We show how this applies to marginalization and
affine transformation in the following example.

Example 3 Weshowhow the theoremsof theprevious section
can be lifted to GMs by considering the special case of a two-
component mixture. For a larger number of components the
procedure is analogous. Consider

[
Xa

Xb

]

∼ π1N (µ1, �1) + π2N (µ2, �2)

where µi =
[
(µi )a

(µi )b

]

and �i =
[
(�i )aa (�i )ab

(�i )ba (�i )bb

]

for

i = 1, 2. Then, computing the marginal with respect to Xa

corresponds to integrating the probability density function of
the Gaussian mixture with respect to xb, i.e. computing

∫ +∞

−∞
(
π1φ(x | µ1, �1) + π2φ(x | µ2, �2)

)
dxb.

By linearity of the integral this is equivalent to computing

π1

∫ +∞

−∞
φ(x | µ1, �1)dxb + π2

∫ +∞

−∞
φ(x | µ2, �2)dxb

which is exactly the weighted sum of the components’
marginals with respect to Xa , computable using The-
orem 1. Therefore the marginal of the GM is exactly
π1N ((µ1)a, (�1)aa) + π2N ((µ2)a, (�2)aa).

Now let X ∼ π1N (µ1, �1) + π2N (µ2, �2) and Y =
AX+b. The density ofY can be computed applying a change
of variable to the density of X but, by linearity, this amounts
to performing a change of variable in the density of each
component, computable using Theorem 3. Therefore, Y ∼
πN (Aµ1 + b,A�1Aᵀ) + (1 − π)N (Aµ2 + b,A�2Aᵀ).

3 GaussianMixture Engine for Privug

Our inference engine is an interpreter of a probabilistic pro-
gramming language that captures a subset of Python. Proba-
bilistic programming languages combine random variables,
deterministic variables, standard program statements and
conditioning (see, e.g., [27]). Our target probabilistic pro-
gramming language includes variable assignments, bounded
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for-loops, if-statements, binary operators, sequencing, prob-
abilistic assignments, and observations (conditioning). Let
vr ∈ R be real values, x, y, z, . . . denote Dirac delta ran-
dom variables (used for representing deterministic variables
and discrete distributions), X , Y , Z , . . . denote (Gaussian
distributed) randomvariables, and X a vector of randomvari-
ables. Let ⊕ ∈ {+,−, ∗, /}, and 
 ∈ {<,>,≤,≥,=, �=}.
The syntax of well-formed programs is generated by the rule
p below.

(Expressions) e ::= vr | x | e ⊕ e
(Distributions) d ::= Normal(e, e) |

Normal(e ∗ X + e, e) |
D(e, . . . , e)

(Conditions – if) ϕ ::= x 
 e | X ≤ e | X ≥ e
(Conditions – cond) ψ ::= ϕ | X = e

(Statements) s ::= X = d | X = Y ⊕ e |
X = Y + Z |
condition(ψ) |
x = e | x = D(e, . . . , e) |
s; s | if ϕ

: s else: s |
for x in range vr s

(Programs) p ::= s; return X

We admit (e) constants expressions, references to Dirac
delta random variables, and binary operations. Two ways
of defining normal distributions (d) are supported: an inde-
pendent Gaussian distribution, or a linear transformation
of Gaussian random variables. The syntax also allows for
specifying custom distributions. We admit Boolean condi-
tions modeling (in)equalities over Dirac delta variables and
expressions. For (Gaussian distributed) random variables,
we admit simple inequalities in if-statements, and, addition-
ally, equality for condition statements. We rule out equality
tests for these variables as they are probability 0 events
without closed form solution for if-statements. This corre-
sponds to discrete and continuous distributions encoded as
Gaussian mixtures (see Sect. 3.1 for details). Statements
(s) are: Gaussian probabilistic assignments (a normal, a
custom distribution, a transformed random variable, a sum
of two random variables), an observation (conditioning),
Dirac delta assignments (constants and discrete distribu-
tions), sequencing, if-statements and a limited for-loop. We
define no expressions over Gaussian random variables, only
statements, to simplify introduction of changes to the state
(the probabilistic model) in the semantics for each sub-
expression (Sect. 3.1). The for-loops are only a convenience
construct for repetitive statements. A program (p) terminates
returning a sub-vector of random variables (return). The
distribution of the returned variable is the marginal of the

posterior joint probability distribution to analyze for privacy
risks.

We show in Sect. 4 that this syntax captures realistic case
studies involving different types of data anonymizationmeth-
ods.

Concretely, we evaluate three widely-used differential
privacy mechanisms (randomized response, the Gaussian
mechanism and the Laplace mechanism) and attribute gen-
eralization (which is one of the anonymization steps in the
popular k-anonymity algorithm [28]).

3.1 GaussianMixture Semantics

The formal semantics is defined in the small-step style,
over terms of Gaussian mixtures (Sect. 2.2). It provides an
engine that combines exact and approximate inference to
track attacker knowledge in Privug (cf. Sect. 2.1).

A state S is a Gaussian mixture
∑

i πi ·N (µi , �i )model-
ing the joint probability distribution of all program variables.
We use G to denote single multivariate Gaussian distribu-
tions. The multivariate Gaussian of each mixture component
defines the mean and covariance of n random variables.
Deterministic program variables are modeled as Dirac delta
distributions; i.e., they have a fixedmean, and (co)variance 0.
We use µX to denote the mean of marginal variable X in the
mean vector µ. Given a covariance matrix � we use �(X ,X)

to denote the variance of the marginal variable X in � , and
�(.,X), �(X ,.) to denote the covariance vectors of X with the
other variables in the multivariate Gaussian. Similarly, given
a sub-vector of random variables X , we use µX and �X to
denote the mean vector and covariance of the variables in
the sub-vector X . For clarity, when referring to variables in
the mean vector or covariance matrix of a Gaussian mixture
component we use parenthesis—e.g., (µi )X or (�i )(X ,X)—
to separate the indexes of Gaussian mixture components and
variables. We use the syntax µ′ = µ[X = c] to denote a
vector µ′ whose X component equals c and the rest remain
as defined in µ—and analogously for � . If a marginal vari-
able is a Dirac delta, then we use lower case x to index it.
We consider an initial state composed by a single compo-
nent Gaussian mixture 1 · N (µ, �) where the mean vector
(µ) and covariance matrix (� ) include entries for all pro-
gram variables and are initialized to 0. Consequently, we
require that well-formed programs do not read unassigned
variables; as otherwise they might incorrectly read 0 Dirac
delta distributions for uninitialized variables. We remark that
this constraint is used only to simplify the presentation of the
semantics. In practice, we may introduce variables into the
Gaussian mixture components as they are assigned in the
program.

Definition 1 (Semantics) The semantics is given by the rela-
tions →e: e × G → R and →s : s × S → S for expressions
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Fig. 2 Term evaluation rules
(→e). G stands for N (µ, �)

e and statements s, respectively, as defined in Fig. 2 (expres-
sions), Figs. 3 and 4 (statements).

The rules in Fig. 2 operate on a single multivariate
Gaussian; as expressions are evaluated for each component
separately. The rules in Fig. 3 include non-conditional pro-
gram statements: non-conditional control flow statements
(as the for-loop is syntactic sugar for repeated sequences
of statements), assignments, and arithmetic operations over
Gaussian random variables. The rules in Fig. 4 define con-
ditional program statements: conditioning and if-statements.
In what follows we explain the details of the rules.

The rules for the evaluation expressions (Fig. 2) are
standard. The only specific characteristic is the evaluation
of deterministic variables (V- Exp) , i.e. random variables
whose probability mass is concentrated in a single point.
Since they must be modeled as Dirac delta distributions, we
check that the (co)variance is 0 and return the value speci-
fied in the mean vector. Note that expressions are evaluated
on a single multivariate Gaussian, this is because the differ-
ent components of the Gaussian mixture produce different
expression evaluations.

The rules for sequence of statements (Seq) and for-loops
(For- B, For- I) are standard, and they do not change the
state’s Gaussian mixture. We omit their details. We remark
that, in the first iteration of the (For- I) rule, variable x = 0
as per initialization of the state—we consider this implicit
initialization part of well-formed programs to keep the pre-
sentation of the rule as simple as possible. Programs finish
with a return X instruction. It returns a Gaussian mixture∑

i πi ·N ((µi )X , (�i )X ) with the marginal variables speci-
fied sub-vector (X) of the state’s Gaussian mixture (Ret). In
what follows, we focus on the rules manipulating the state’s
Gaussian mixture.

There are four types of assignments: deterministic assign-
ments, assignments of independent and linearly dependent
Gaussian distributions, and assignments of custom dis-
tributions. All types of assignments require updating all
components of the Gaussian mixture. Deterministic assign-
ment (D- Asg) update the mean of the specified variable
(µi )x with the result of evaluating expression e (in each com-
ponent). The covariance matrix needs not to be updated as it
is initialized to 0, and deterministic variables are modeled as
Dirac delta distributions. Independent assignments of Gaus-
sian distributions (P- Asg- Ind) also set the mean of X in the
mean vector. The variance X is set by updating its entry in

the covariance matrix (�i )(X ,X); as before we do not need to
update covariances since they were initialized to 0. Depen-
dent assignments of Gaussian distributions (P- Asg- Dep)
update to the mean vector with a mean computed as a linear
combinationwith themean of the dependent randomvariable
Y . The variance of X is set in (�i )(X ,X). Note that the vari-
ance is a linear combination with the variance of Y . In this
case, we also set the covariances of X using the covariance
vectors of Y . This is because the new variable depends on Y
and consequently on all the variables that Y depends on. Let
D denote the domain of univariate distributions. The assign-
ment of customdistributions (P- Cus- Asg) uses the operator
match2 : D → S which takes as input an arbitrary distribu-
tion D ∈ D and returns a Gaussian mixture G satisfying the
following properties: i) the operator is finitely computable
for any distribution D, ii) G has the same mean and variance
as D. Observe that one can always define match2 taking G
to be the Gaussian distribution with mean and variance equal
to that of D, therefore the existence of at least one opera-
tor satisfying i) and ii) is guaranteed. At the moment we do
not give an operational definition of match2, and define the
semantics for any operator satisfying these two properties.
In particular, we require that i) match2(D) is computable
and ii) that the first two moments are exactly preserved in
the Gaussian mixture approximation. This aligns with the
more general construction of the moment-matching opera-
tor presented by Randone and coauthors [17]. Example 4
illustrates how to define match2 for Bernoulli distributions.
This definition can be generalized to any discrete distribu-
tion. Bernoulli distributions can be seen as a special case of
discrete distributions having support in {0, 1} and probability
masses {p, 1− p}. For general discrete distributions D with
support in {n1, . . . , nd} and probability masses {p1, . . . , pd}
we can setmatch2(D) = ∑d

i=1 pdN (nd , 0). In Section 4.3,
we give a definition of match2 for uniform and Laplacian
distributions thatmaps the distributions toGaussianmixtures
of more than one component, but we remark that different
definitions can be given as long as i) and ii) hold. When
D(e, . . . , e) is a discrete distribution, the rule (P- Cus- Asg)

corresponds to the statement x = D(e, . . . , e); we omit it
in Fig. 3 for simplicity.

Example 4 Consider the program X = Normal(15, 2);
x = 20; Z = Normal(2X , 1). The first and second assign-
ments updates the state, according to P- Asg- Ind and
D- Asg, respectively, into
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Fig. 3 Operational Semantics
rules for non-conditional
program statements; S stands
for

∑
i πi · N (µi , �i )

µ′ =
⎡

⎣
15
20
0

⎤

⎦ �′ =
⎡

⎣
2 0 0
0 0 0
0 0 0

⎤

⎦

The gray zeros correspond to the entries of the uninitialized
Z variable. The zeros in the covariance coefficients for X and
x mean that these variables are independent. Finally, the last
probabilistic statement , according to P- Asg- Dep, results in

µ′′ =
⎡

⎣
15
20

2 · 15

⎤

⎦ =
⎡

⎣
15
20
30

⎤

⎦

�′′ =
⎡

⎣
2 0 2 · 2
0 0 2 · 0

2 · 2 2 · 0 22 · 2 + 1

⎤

⎦ =
⎡

⎣
2 0 4
0 0 0
4 0 9

⎤

⎦

Here we observe that the covariance between Z and X is
updatedwith a non-zero value due to the dependencybetween
variables, but the coefficients of x , Z are 0 as these variable
remain independent; in fact, Dirac delta distributions always
remain independent due to their 0 variance.Now suppose that
the program is extended with x = Bernoulli(0.5). In
this caseweapplyP- Cus- Asg. First,wematch theBernoulli
distribution with a GM having same mean and variance.
Since a Bernoulli distribution is a discrete distribution, we
set match2(D) = p · N (1, 0) + (1 − p) · N (0, 0)—this
ensures for any D ∼ Bernoulli(p) that i) and ii) are
trivially satisfied. Then, we create two new mean vectors µ1
and µ2, setting, respectively, the mean of x equal to 1 and 0.
Analogously we create two new covariance matrices �1 and
�2 by setting to zero the row and column corresponding to
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Fig. 4 Operational Semantics
rules for conditional program
statements; S stands for∑

i πi · N (µi , �i )

x . This yields:

µ1 =
⎡

⎣
15
1
30

⎤

⎦ , µ2 =
⎡

⎣
15
0
30

⎤

⎦ , �1 =
⎡

⎣
2 0 4
0 0 0
4 0 9

⎤

⎦ ,

�2 =
⎡

⎣
2 0 4
0 0 0
4 0 9

⎤

⎦ .

Finally, we derive the joint as 0.5 · N (µ1, �1) + 0.5 ·
N (µ2, �2). �	

Two rules (P- Op- PM) and (P- Op- MD) define binary
operations between random variables and values. When a
value is added/subtracted to a random variable (P- Op- PM),
the mean of the resulting random variable X is updated
accordingly. Also, variable X inherits the variance and
covariances ofY . Formultiplication anddivision (P- Op- MD),
the mean is updated as before, but the (co)variance are
updated as a linear combination of the (co)variance of Y .

Example 5 Consider the program X = Normal(1, 1); Y =
X +2; Z = Y ∗2. After the first statement we have the state
µX = 1 and �(X ,X) = 1 (P- Asg- Ind). At this point, all
covariances equal 0 as we executed an independent assign-
ment. The second statement updates the state according to
P- Op- PM such that,

µ′ =
⎡

⎣
1
3
0

⎤

⎦ �′ =
⎡

⎣
1 1 0
1 1 0
0 0 0

⎤

⎦

The last statements updates the state according toP- Op- MD

into

µ′′ =
⎡

⎣
1
3
6

⎤

⎦ �′′ =
⎡

⎣
1 1 2 · 1
1 1 2 · 1

2 · 1 2 · 1 22 · 1

⎤

⎦ =
⎡

⎣
1 1 2
1 1 2
2 2 4

⎤

⎦

The sum of twoGaussian random variables (P- Sum) updates
the mean of the resulting random variable as the sum of the
means of the operands. The covariance of the resulting ran-
dom variable is the sum of the covariances of the operands
with other variables, i.e., the new variable depends on all the
variables that the operands depend on. The variance is the
sum of the variances of the operands, and the covariances of
the operands.

Example 6 Consider the program X = Normal(15, 2)
; Y = Normal(2, 1); Z = X + Y .

After the second assignment we have (P- Asg- Ind)
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µ′ =
⎡

⎣
15
2
0

⎤

⎦ �′ =
⎡

⎣
2 0 0
0 1 0
0 0 0

⎤

⎦

Thus, the third assignment updates the state according to
P- Sum as

µ′′ =
⎡

⎣
15
2

15 + 2

⎤

⎦ =
⎡

⎣
15
2
17

⎤

⎦

�′′ =
⎡

⎣
2 0 2 + 0
0 1 0 + 1

2 + 0 0 + 1 2 + 1 + 0 + 0

⎤

⎦ =
⎡

⎣
2 0 2
0 1 1
2 1 3

⎤

⎦

There are three rules for conditioning: one for discrete dis-
tributions (P- δ- Cond), and two for continuous (Gaussian)
distributions (P- Eq- Cond and P- Tru- Cond). Condition-
ing on discrete distributions simply selects the Gaussian
components that satisfy the condition ϕ. To this end, it selects
the mixtures weights πi for the components that satisfy ϕ

and normalizes them. The function Pri (ϕ) computes the (0-
1) probability of ϕ in the multivariate Gaussian distribution
of the i th component.

Example 7 Consider a state S consisting of more than one
component,

∑3
i=1 πi · N (µi , �i ), where π1 = 1/2, π2 =

π3 = 1/4 and (µ1)x = 1, (µ2)x = 2 and (µ3)x = 3. Then,
according to P- δ- Cond 〈condition(x < 3),S〉 results
in a state

1 · 1/2
3/4

· N (µ1, �1) + 1 · 1/4
3/4

· N (µ2, �2) + 0 · 1/4
3/4

· N (µ3, �3)

which equals 2/3 · N (µ1, �1) + 1/3 · N (µ2, �2). �	

For conditioning an equality over a continuous (Gaussian)
random variable (P- Eq- Cond), we use Thm. 5 introduced
in Sect. 2.2. As a result of conditioning, the observed vari-
able becomes a Dirac delta distribution. Note that, despite
P- Eq- Cond applying to the last random variable in the
Gaussian mixture components, we may perform an affine
transformation using a permutation matrix that swaps the
order of random variables. Thus, conditions may refer to any
variable in the Gaussian mixture.

Example 8 Recall the final state of the program in Example
6. Suppose that we extend the program with the statement
condition(Z = 1). The vector A in P- Eq- Cond is
instantiated as [X , Y ]T. Thus, the mean vector and covari-
ance matrix for A are computed as

µA =
[
15
2

]

+1 − 17

3
·
[
2
1

]

=
[
15
2

]

+
[−32/3
−16/3

]

=
[
13/3

−10/3

]

�A =
[
2 0
0 1

]

− 1

3
·
[
2
1

]

· [
2 1

] =
[
2 0
0 1

]

− 1

3
·
[
4 2
2 1

]

=
[
8/3 −2/3

−2/3 2/3

]

as a consequence, the resulting state after conditioning is

µ′ =
⎡

⎣
13/3

−10/3
1

⎤

⎦ �′ =
⎡

⎣
8/3 −2/3 0

−2/3 2/3 0
0 0 0

⎤

⎦

Recall that covariances may be negative as the covariance
matrix is positive definite (cf. Sect. 2.2).

Finally, for conditioning inequalities over a continuous
(Gaussian) random variable (P- Tru- Cond), we truncate
the corresponding marginal of the Gaussian mixture, and
approximate it with a new Gaussian mixture. To perform the
approximation, first we observe that a truncated Gaussian
mixture can be written as a mixture of truncated Gaussian,
by suitably rescaling the weights. Then, we compute the
moments of each truncated Gaussian using the results of Kan
and Robin [29], and substituting each truncated Gaussian
with a Gaussian having same mean and covariance matrix.
Towrite the formulas ofKan andRobin, we introduce the fol-
lowing notation: I denotes the identitymatrix and eX denotes
the column vector having 0 in each coordinate and 1 in the
coordinate indexed by X . Recall that φ(x |µ, �),�(x |µ, �)

are the probability density function and the cumulative den-
sity function of a Gaussian with mean µ and covariance
matrix� , respectively (Sect. 2.2). Example 9 shows an exam-
ple of applying this rule; in combinationwith an if-statement.

If-statements split each component of the state’s Gaussian
mixture into two new components (P- If). Each new compo-
nent is weighted by the probability of the condition (Pr(ϕ))
and its negation (Pr(¬ϕ)). The two new components are the
Gaussian mixtures resulting from executing each branch of
the if-statement; on a state where the condition has been
applied (by executing condition(ϕ)). For P- Tru- Cond
the negation of ≥ is ≤ and vice versa; as otherwise the
cumulative probability of this event is not well-defined. For
discrete distributions, ¬ϕ is defined as usual.

Example 9 Consider the program X = Normal(0, 1)
; if X ≥ 0: y = 0 else: y = 1. After
the first assignment we set µ′

X = 0 and �′
(X ,X) = 1
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(P- Asg- Ind) —the remaining elements are uninitialized
(0). Applying P- If we obtain two branches: condition
(X ≥ 0); y = 0 and condition(X ≤ 0); y = 1. This
yields a mixture π1 · N (µ′′

1, �
′′
1 ) + π2 · N (µ′′

2, �
′′
2 ). Since

Pr(X > 0) = 1/2, we have that π1 = π2 = 1/2. To com-
pute µ′′

i and �′′
i , we execute both branches using in the state

1 ·N (µ′, �′). Since the conditions are inequalities on Gaus-
sian random variables, we apply the rule P- Tru- Cond. The
result of conditioning for this state is computed as:

µ′′
i =

[
0

pi/Pi

]

�′′
i =

[
0 0
0 1 − (p2i /P2

i )

]

For the branch X ≥ 0 we have (µ′
1)X = √

2/π and for
X ≤ 0we obtain (µ′

2)X = −√
2/π . The variance is the same

for both branches: (�′
1)(X ,X) = (�′

2)(X ,X) = 1 − (2/π).
Note that we do not need to update weights because after
normalization they remain as 1. Finally, the Dirac delta
assignments update themean of themean vector as described
above (D- Asg). The resulting mixture is:

1/2 · N
([

0√
2/π

]

,

[
0 0
0 1 − (2/π)

])

+1/2 · N
([

1
−√

2/π

]

,

[
0 0
0 1 − (2/π)

])

3.2 Properties of GaussianMixture Semantics

In what follows, we show that programs invoking a subset
of the operational semantics rules produce an exact posterior
distribution, the complete set of rules produces an approxi-
mate posterior distribution, and also that the inference engine
always terminates for well-formed programs. In a nutshell,
programs that do not make use of the rules (P- Cus- Asg)

on continuous distributions or (P- Tru- Cond), produce an
exact posterior. If a programuses the previous rules, the result
is an approximate posterior distribution.

Given a stateS, we say that theGaussianmixture resulting
from applying a rule is an exact posterior iff it is a transfor-
mation obtained by applying the theorems for multivariate
Gaussian distributions lifted to Gaussian mixtures (Sect. 2)
or it respects the standard properties of probability measures.

Proposition 1 For any state S, applying any of the rules
(P- If), (P- δ- Cond) or (P- Cus- Asg) in the case of discrete
distributions, results in an exact posterior S ′.

Proof sketch The proposition follows by lifting the lemmas
we proved in our previous work [13] to Gaussian mixtures
(Sect. 2.3). The ruleP- If is an instance of the additivity prop-
erty of probabilitymeasures.Given twodisjoint events, in our
semantics ϕ and ¬ϕ, the probability mass for the union of

these events is the sum of the probability mass of each event.
In our semantics, P- If represents the union of the events ϕ

and ¬ϕ. The same reasoning holds for P- Cus- Asg applied
to assigning a discrete distribution, as discrete distributions
are encoded as a weighted sum over their set of (disjoint)
outcomes. The rule P- δ- Cond is an instance of redistribu-
tion of mass by applying Bayes rule using a 0-1 likelihood
function Pri (ϕ).

Similar to above, given a state S, we say that the Gaussian
mixture resulting from applying a rule is an approximate
posterior iff it is a transformation that approximates the exact
posterior with a Gaussian mixture.

Proposition 2 For any state S, applying rule (P- Cus- Asg)

or rule (P- Tru- Cond), results in an approximate posterior
S ′ matching up to second order moments.

Proof sketch For (P- Cus- Asg) the proposition follows by
definition: the match2 function is required to set the mean
and variance (1st and 2nd moments) of X in S ′ to the mean
variance of the distribution D. Rule (P- Tru- Cond) is an
instance of the results by Kan and Robotti [29]. Specifically,
it is the case for finding the mean and variance of a truncated
Gaussian for a marginal of a multivariate Gaussian distribu-
tion lifted to Gaussian mixtures. Thus, the proposition holds
for P- Cus- Asg as well.

Propositions 1 and 2 categorize the class of programs for
which we can compute exact or approximate posterior distri-
butions. In Sect. 4, we show how to analyze different types of
privacy protection mechanisms using both exact and approx-
imate posterior distributions.

Proposition 3 (Termination) Given a well-formed program,
the process of computing the resulting Gaussian mixture
always terminates.

Proof sketch Well-formed programs are unbounded but finite
sequences of programstatements. Thus, to prove termination,
it suffices to prove that each program statement is evalu-
ated in finite time. Termination for all the rules except
(P- If), (P- δ- Cond), (P- Tru- Cond) and (P- Cus- Asg)
follows from the results in our previous work [13] and
Gaussian mixtures being a finite sum over mixture compo-
nents. In our previous work [13], we proved that applying
these transformations (excluding the ones previously men-
tioned) on a multivariate Gaussian distribution terminates
for all rules. The version of the rules introduced in this
paper apply the same transformations to each component
of the Gaussian mixture. Since there is a finite number of
components, it holds that this process terminates for these
rules. If-statements (P- If) are resolved in constant time. The
rule P- δ- Cond normalizes the weight for each Gaussian
component π . The normalization process requires making
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a probability query on the multivariate Gaussian and com-
pute the total probability mass of the components that satisfy
the condition, both operations are computed in finite time.
The rule P- Tru- Cond executes a series of matrix opera-
tions and queries to probability/cumulative density functions.
These operations are completed in finite time. Finally, cus-
tom assignments P- Cus- Asg require computing the first
two moments of the custom distribution D. The function
match2 described in Sect. 3.1 is required to finish in finite
time, and setting the moments in the resulting Gaussian mix-
ture is performed in constant time.

The implementation of the inference engine presented in this
paper not only terminates for all well-formed programs, but
it can efficiently analyze systems with thousands of random
variables (see Sect. 4.4).

4 Experimental Evaluation

We evaluate the presented method by implementing it in
a prototype tool. We use the tool to analyze four different
privacyprotectionmechanisms: randomized response, differ-
ential privacy with the Gaussian mechanism, generalization
(as used with k-anonymity), and differential privacy with the
Laplacian mechanism. The first two cases demonstrate that
non-trivial programs can exhibit information flow seman-
tics that is captured exactly by Gaussian semantics. This
allows our method to symbolically compute the represen-
tation of attacker beliefs precisely. The latter two examples
cannot be represented faithfully with Gaussian mixtures up-
to two moments precision. We exploit them to investigate
the strength of the approximation with Gaussian mixtures.
Finally, we briefly report on the scalability of our tool.

4.1 Implementation

In the following sections we refer to the implementation
of the Privug method for a subset of Python as Privug-
ger. We implement a Gaussian mixture version of Privugger
on top of a a slightly modified version of the inference
engine SOGA [17]. To distinguish the version of Privugger
using SOGA from the previous version based on multi-
variate Gaussian distributions, we refer to the previous as
Privugger-exact. SOGA implements the Gaussian mixture
semantics presented in Sect. 3.1. The core of the imple-
mentation is quite simple: it mostly translates the input
Python programs to the language accepted by SOGA.@
Then we use SOGA for privacy analysis, following the
Privug method. The small modifications to SOGA were
required in the parser front-end to capture the subset of
Python programs which can be generated from the syntax
of Sect. 3. The transformation is implemented using the lan-

1 value = bern(0.5) # Prior attacker
2 knowledge
3 coin1 = bern(0.5)
4 coin2 = bern(0.5)
5 if coin1 == 1:
6 output = value
7 else:
8 output = coin2
9 observe(output == 1) # Attacker observation

Listing 3 The randomized response case program.

guage parser generator infrastructure provided by ANTLR
[30].@ The modified tool is an open source project and can
be found at https://github.com/RasmusCarl/Privug-SOGA,
together with the source code for the experiments below.

4.2 Case Studies with Exact GaussianMixture
Semantics

All cases analyzed in this section, can be analyzed with our
symbolic tool precisely, as they only involve manipulating
Gaussian and discrete distributions and do not condition on
continuous random variables.

Randomized Response
Randomized response is a method used to disclose results

of surveys concerning sensitive issues without disclosing the
truthfulness of the participants [18]. This mechanism has a
myriad of applications where the answer to the question may
involve sensitive information about the participant—e.g, in
healthcare surveys regardingmedical conditions or unhealthy
or culturally controversial lifestyle habits. The core idea is
to return a random answer for a participant. We consider a
version of the method implemented using a fair coin, shown
in Lst. 3. For the illustrative purposes, suppose that value
contains the answer to the question “Do you have medical
condition X?”. Line 1 models the attacker prior knowledge,
i.e., the respondent’s replymay be yes (1) or no (0)with prob-
ability 0.5. This models an attacker with no prior knowledge
about the respondent’s medical condition. Before giving her
response, the respondent flips a fair coin: if the coin gives
head, she answers truthfully (lines 5–6), otherwise her answer
is random, using a second coin toss (lines 7–8). Knowing that
the released answer is 1, an attacker can infer the exact prob-
ability that the respondent has answered yes, by deriving the
posterior distribution over value.

The randomized response program uses Bernoulli distri-
butions, which are discrete distributions with support {0, 1}
and therefore can be encoded as degenerate Gaussian mix-
tures. In particular, a Bernoulli distribution with parameter p
can be encoded as the Gaussian mixture p · N (1, 0) + (1 −
p) · N (0, 0). Our engine performs exact inference for this
program (see Prop. 1), yielding a posterior distribution for
value, a Bernoulli distribution with p = 0.75.
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1 array[10] male_2130
2 array[10] male_3140
3 array[10] male_4150
4 array[10] male_5160
5 array[10] female_2130
6 for i in range(10):
7 # declare data arrays (secrets)
8 # Prior attacker knowledge
9 male_2130[i] = gauss(465000, 100000)
10 male_3140[i] = gauss(465000, 100000)
11 male_4150[i] = gauss(465000, 100000)
12 male_5160[i] = gauss(465000, 100000)
13 female_2130[i] = gauss(465000, 100000)
14 for i in range(10):
15 total_all = female_2130[i]+male_2130[i]
16 +male_3140[i]+male_4150[i]
17 +male_5160[i]
18 total_all = 0.02 * total_all
19 # Attacker observation
20 observe(total_all == 508389.1)

Listing 4 Computing average income across age groups and genders

Differential Privacy with the Gaussian Mechanism
We analyze a program computing statistics on a database

containing incomes for different genders and age groups.
Average income data for broad population are available to
attackers through public national statistics banks [31–33].
Leakage of private information and database reconstruction
attacks are known issues (e.g., in US census data [34]).
We use our inference engine to quantify the increase of
attacker knowledge, as she gradually obtains statistics from
a database. The case study uses a small database, but in Sect.
4.4 we show that our inference engine scales to databases
with thousands of individuals.

Consider a data analyst that releases average statistics on
population income for different age groups and genders. An
attacker with access to the statistics attempts to learn the
income of an individual in the database. We consider the
synthetic dataset shown in Tbl. 1. The table shows the income
for individuals in different age groups and genders. The data
is constructed by sampling different distributions for each
age group. We consider three different cases.

Case 1: The attacker obtains the average income for the
entire dataset. Case 2: The attacker also obtains the average
income for all males. Case 3: The attacker also obtains the
average income for all males in the age group 21–30.

In all cases the attacker attempts to learn the income of the
first male in database in the age group 21–30. For all incomes
the prior is set toN (465000, 100000). This choice is meant
to mimic an attacker that has access to the average income
of an entire population, but not for the age groups.

To understand the privacy risks for these three cases we
use the Privugmethod. In the following code snippetwe show
how tomodel the steps for Case1 using our inference engine.
The code for the other cases follows a similar structure. We

first model the program (Step2, see Lst. 4). In lines 1–5 the
arrays containing the priors of the income for the individuals
in the database Tbl. 1 are declared (they contain secret val-
ues). In lines 7–12, the entries in the array are set to the prior
distribution which represent the possible incomes that the
attacker considers possible before making any observations
(step 1). The victim is the first male in the 21–30 age group.
We denote his prior Pr(I1) in the formalization below. In
lines 14–16, we compute the average income of each group,
which determines a probability of outcome Pr(O | Ii ). In
Line 18, we add the attacker observation in the observe state-
ment (step 3). The observed value is the actual mean from the
secret data set shown in Tbl. 1. For cases 2-3 we extend the
program to calculate and observe the mean also for the gen-
der group (Case 2) and for the gender and age group (Case
3). In both cases, we calculate the observed values from the
secret non-disclosable data of Tbl. 1.

Figure 5a shows how attacker knowledge is updated in the
three cases above, and howclose it is to real victimdata (verti-
cal line).We plot the prior attacker knowledge Pr(I1), and for
each case we plot the posterior distribution after condition-
ing on the output Pr(I1 | O). As the plot shows, the attacker
knowledge gets closer to the actual income when obtaining
more information. The most accurate attacker knowledge is
case 3 where the attacker obtains several average statistics,
and the mean of the posterior gets rather close to the secret
income.

The data analyst is also interested in understanding the
privacy risk when the dataset contains an outlier. To analyze
the privacy risk for that case we manually change the income
of the victim to be 999999, which is a higher income than his
peers in same age group. This change will lead to the attacker
observing a higher value for the average incomes. Figure 5b
shows that the posterior does not change much for cases1–2,
and only in Case3 the posterior switches towards the outlier.
Finally, the data analyst wants to know if making the outlier
victim’s group smaller compared to the other groups has an
impact. For this we manually remove the five last entries in
the age group 21–30 for males. The result is shown in Fig.
5c where it can be seen that the posterior of the victim only
changes evenmore dramatically in the third case, as themean
for the group provides more information in a smaller group.

Given the above results, the data analyst decides to use a
differentially private mechanism [3] to protect the individu-
als’ privacy. For this case study we apply differential privacy
to the case where the dataset contains an outlier and the age
group 21–30 of males has been reduced to five people. Dif-
ferential Privacy is used in realistic settings for the release of
public statistics. Notably, it was used in the 2020 US Census
as a result of privacy issues in previous US Census editions
[34]. Intuitively, if the privacy protectionmechanism satisfies
differential privacy, then the impact of an individual on the
output of the program is negligible. More precisely, differen-
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Table 1 Income per year per age groups and gender, in DKK (the secret dataset)

Age Group Income of Males

21–30 553663 433856 713989 471166 435411 745048 577540 540576 442278 504165

31–40 429254 565260 490365 568815 446628 417811 403353 618130 454271 444181

41–50 612930 486621 535591 584664 467942 593904 577935 366869 614758 676634

51–60 421815 619666 723055 498242 540499 541263 494399 596725 474274 504156

Age Group Income of Females

21–30 570584 486264 433134 418759 222708 455372 457377 383811 394170 409574

Fig. 5 The prior vs the attacker’s belief after an observation (no differential privacy). The vertical line represents the secret income of the victim,
the first individual in male_2130 that the attacker is attempting to guess

tial privacy states that: a randomizedmechanismM : I → O

is (ε, δ)-differentially private if for all outputs O ⊆ O, and
any two neighboring inputs i1, i2 ∈ I (inputs differing by
including or excluding one individual), the following holds:

Pr(M(i1) ∈ O) ≤ exp(ε)Pr(M(i2) ∈ O) + δ . (3)

Theneighboring relationbetween inputs depends on the input
domain (I). For instance, when it applies to datasets of n
natural numbers, Nn , it is usually defined as the first norm
||ix −iy ||1. The parameter ε is often referred to as the privacy
parameter, and it is used to specify the required level of
privacy. Formally, ε captures the log-distance between the
probability distributions in definition of differential privacy,
see eq. 3.

Intuitively, the lower the value of ε the more similar the
distributions are, and the harder it is for the attacker to
distinguish what dataset was used to produce the output—
thus, resulting in increased privacy for the individuals in the
dataset. The parameter δ is the probability of failure. This
parameter relaxes the definition of differential privacy. It is
used to specify the probability that pure differential privacy
(i.e., with δ = 0) does not hold. This parameter may be used
to, e.g., enable high utility gains while keeping a good level

of privacy. Both ε and δ are often determined empirically
[35].

We analyze a differentially private mechanism for the
three cases presented above. To this end, we apply the
Gaussian mechanism [3], which adds Gaussian noise to the
observable output (o) as o + N (0, σ 2). The parameter σ 2 is
calculated as follows:

σ 2 = 2�2 log(1.25/δ)/ε2. (4)

Adding Gaussian noise is proven to satisfy (ε, δ)-differential
privacy [3]. The sensitivity � ∈ R denotes how much o
changes if computed in two datasets differing in at most 1
entry. In our setting, it is� = (maxincome −minincome)/sizeDB.
We set δ = 1/size2DB—as usual for this query [3]. We
try different values for ε, to model different levels of pri-
vacy protection. We remark that our method can be used
to determine the values of ε and δ that satisfy high level
privacy requirements. For instance, privacy requirements
specified as probability queries for a given individual or
using quantitative information flow metrics [12]. The pro-
gram implementing the Gaussian mechanism is shown in the
following listing

1 noise = gauss(0,4334263030.198959)
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2 total_all = total_all + noise
3 # Attacker observation
4 observe(total_all==518697.27659574465)

We only show lines that change namely: line 1 where the
noise distribution is defined, and line 2 where we add the
noise to the output. The variance σ 2 of the noise distribution
is calculated using eq. 4. In the example program above the
variance of the noise distribution is calculated using ε = 1.
The programs for the other cases are similar, but contain a
separate noise distribution for each released average statis-
tics.

The plot in Fig. 6 shows the updated attacker knowledge
in the 3 cases. For each of the plots in the figure we used a
different value for ε. We observe a decrease in privacy risks
when using differential privacy; as, for some ε values, the
change in attacker knowledge is insignificant for all cases.

This analysis illustrates the use of Privug to explore var-
ious values of ε.For instance, although values of ε lower
than 1 are often used in practice [35], this analysis shows
that (for this case study) larger values of ε result in a minor
impact on attacker knowledge. Only for a very large value
of ε we observed an update in attacker knowledge. Finally,
as expected, the plot shows that the impact of the victim’s
data on the released statistics is minuscule compared to the
non-differentially private version of the output shown in Fig.
5.

4.3 Approximate GaussianMixture Semantics

The case studies presented so far could be analyzed exactly
using Gaussian Mixtures, due to the fact that only discrete
and multivariate Gaussian distributions were involved. We
now present two new cases in which multivariate Gaussian
Mixtures are used to approximate the distributions in ques-
tion.

Generalization
A common technique to anonymize sensitive data in a

database is to substitute the exact values of some attributes
with broader categories, for example ranges of values [19].
An example is shown in Fig. 7a, where the information about
the census of an individual is only represented by a Boolean
value; one if the census exceeds a given threshold and zero
otherwise. We assume that the attacker models her prior
knowledge as a Gaussian distribution (albeit the tool sup-
ports any priors approximated by a Gaussian mixture).

Our engine is not able to perform exact inference for the
program of Fig. 7a. The reason is that when the if branch of
the conditional statement is executed, the joint distribution is
truncated to income > 120000. Since the prior distribution
is a Gaussian, the resulting truncated distribution is a trun-
cated Gaussian; not a Gaussian anymore. The same happens
when the else branch is entered. The marginal distribution
of income before the observe statement is shown in Fig.

8a. Notably, the exact distribution is given by a mixture of
two truncated Gaussians, each corresponding to a different
value of high.Our engine approximates each componentwith
a Gaussian component having same mean and variance as
the corresponding truncated Gaussian, yielding the marginal
represented in blue. Adding the observation corresponds to
selecting a single component. The corresponding posterior
distributions are depicted in Fig. 8.

Interestingly, even though the posterior density is approxi-
mated, the moments of the posterior of income are computed
exactly. This is due to the fact that the Gaussian components
used in the approximationhave the samemoments as the trun-
cated Gaussian components of the exact posterior. However,
if we consider a more complex example involving nested
if, such as the one shown in Fig. 7b, not only the posterior
density, but also the posterior moments will be subject to an
approximation. Figure 9 shows how the error in the posterior
densities and in the posterior moments varies as the range of
the categories varies, making the true posterior more difficult
to be approximated by Gaussian components.

Differential Privacy with the Laplacian Mechanism
We consider again a differential privacy mechanism, this

time adding a Laplacian noise to the observable output (o)
as o + Laplace(o, b). Here, b is calculated as .�/ε where
� = maxincome /sizeDB for ε = 1. Additive Laplacian
noise is proven to satisfy (ε, δ)-differential privacy [35], but
it represents a harder case for our tool, as it relies on a non-
Gaussian noise.

The program is presented in Fig. 10a. We consider a
database of 10 individuals, with uniform prior either between
200 and 400 (l. 6), or between 300 and 600 (l. 9). Again we
compute the mean over all individuals, but this time we add
a Laplacian noise with mean 0 and b = 60 before condition-
ing to possible observations. Computing the distribution up
to this point is not possible using just multivariate Gaussians,
because of the presence of nonGaussian distributions, i.e. the
uniform priors and the Laplacian noise. However, for both
we can define the operator match2 as follows.

For uniform distributions, we the split the support of the
uniform into two equal sub-interval, and for each sub-interval
we take a Gaussian component with mixing coefficient 0.5
and mean and variance equal to those of a uniform dis-
tribution having as support the sub-interval. For Laplacian
distributions the procedure is slightly more complex. Given
a Laplacian distribution with parameters (μ, b) we look
for a Gaussian mixture of two components in the form
pN (μ, αb2) + (1 − p)N (μ, kαb2) where α > 0, k > 1.
Equating the first four central moments of the Laplacian
with those of the Gaussian Mixture we obtain the follow-
ing parametric solution for the parameters of the GM: p =

8
α2−4α+12

, k = 2(α−6)
α(α−6) . It can be verified that with these def-

initions match2 satisfies conditions i) and ii) of Section 3.1
(in the case of Laplacians it satisfies the conditions for any
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Fig. 6 Updated attacker knowledge after adding observations with differential privacy. Each plot has a different value for ε

Fig. 7 Example generalization
programs

Fig. 8 Marginal posterior over
income for the program of Fig.
7a

Fig. 9 Marginal posteriors over income and relative error of moments for the program of Fig. 7b as the bounds l, u vary
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Fig. 10 Analysis of the
Laplacian Mechanism for
differential privacy

α). In the example, we used a numerical optimizer to find
the value of α that minimizes the KL divergence between the
Laplacian and the GaussianMixture. The optimization takes
around 0.7 seconds.

Using the approximations, we compare the distribution
carried by program in Fig. 10a, computed either by SOGA
or by taking 80000 samples in PyMC [36]. Figure 10b shows
that despite the approximations, the distribution is captured
fairlywell by theGaussianmixtures. This is confirmed by the
moments computation, where we computed a relative error
of 0.00024 for the mean and of 0.00369 for the variance.

4.4 Scalability

We now evaluate the scalability of the new exact inference
engine based on SOGA with semantics based on Gaussian
mixtures. We evaluate two key aspects of our inference
engine, focusing on scalability with respect to the number
of variables and the number of components, as these are the
primary factors impacting performance. In the first exper-
iment, we assess scalability by increasing the number of
variables in the program, both with and without conditioning
on observed values. Increasing the number of variables raises
the dimensionality of the Gaussian required to approximate
the distribution. The second experiment evaluates scalability
with respect to the number of components in the Gaussian
mixture, by using a sequence of if statements, where each
additional if statement doubles the number of components,
resulting in exponential growth.

Scalability with Respect to the Number of Variables
We consider two synthetic benchmarks which were orig-

inally used to measure the scalability of Privug with two
different inference engines backends: one based on the
Monte-Carlo inference [12] and one based on the exact infer-
ence using multivariate Gaussian distributions [37], but not
mixtures.

We compare the new inference engine with the one based
onmultivariate Gaussian distributions, as both are capable of
producing exact results of the posterior distribution. The first
benchmark computes the sum over an increasing number of
variables: O = ∑n

i=1 Xi with Xi ∼ N (1, 1) for increasing
values of n. The second program performs the same com-
putation but adds a condition statement condition(O =
c). These benchmarks are chosen since the scalability of
Bayesian inference engines mainly depends on the number
of random variables. The purpose of evaluation scalability is
to consider a more realistic setting for the case study in sec-
tions. 4.2 and 4.3, since real world datasets might contain
many individuals. We evaluate up to n = 6000 variables;
which is sufficient to observe the performance difference
with respect to Privugger-exact. Figure 11 shows the mea-
sured times for the two benchmarks. In both benchmarks a
similar pattern occurs where the SOGA-based engine scales
worse as the number of random variables is increased. The
plots shows that for an increasing number of variables the
difference in the log-scale plot stays constant, which trans-
lates to an order of magnitude increase in the gap in running
times. Up to around 2000 variables the running time for
SOGA is negligible, but above that the running time is
becoming an obstacle for practical application. In compari-
son the running time is still negligible for 6000 variables with
Privugger-exact. SOGA demonstrates better scalability than
the MCMC based Privugger [12] and the PSI engine [38]. In
our previouswork [13], we reported lower scalability of these
engines compared to Privugger-exact with only 700 vari-
ables. The increase in running times for SOGA with respect
to Privugger-exact is likely caused by the specific implemen-
tation details, and there is ongoing work to make the gap in
performance smaller. However, using SOGA allows analyz-
ing a larger and more expressive subset of Python programs
and the scalability benchmarks shows that it is possible to
compute an exact posterior in programs with thousands of

123



R. C. Rønneberg, F. Randone, R. Pardo, A. Wąsowski

random variables whichmakes it a practical inference engine
for privacy risk quantification using Bayesian inference. This
was not possible with the previous version of Privug, not
using mixtures.

Scalability with Respect to the Number of Mixture Com-
ponents

To evaluate the scalability with respect to the number of
components needed to approximate the program distribution,
we consider a variation of the program presented in Figure
7a, where we vary the number of incomes considered. The
new program is reported in Figure 12a. For each iteration of
the loop, the presence of a conditional statement doubles the
number of components used to approximate the distribution.
Therefore, the number of components grows exponentially
in the number of if statements present in the program. Fig-
ure 12b shows the growth of the computational times with
respect to the number of components (in log scale) used to
represent the final distribution, for ten different values of N .
Since if statements were not supported in Privug’s syntax,
this experiment does not include a comparison.

5 RelatedWork

This work constitutes an extension of our previous work
[13]. In that work, we presented a method for privacy risk
quantification using exact Bayesian inference. The method
targeted a subset of Python, and used an exact inference
engine based on multivariate Gaussian distributions for the
semantics of the language. This choice of semantics limited
the expressiveness of the language; notably if-statements and
discrete distributions were not supported. In this work, we
present an extension of the language and provide a semantics
based onGaussianmixtures. This extensionmakes it possible
to perform exact reasoning on programs with discrete ran-
dom variables, and approximate reasoning for non-Gaussian
random variables. It also enables support for programs with
conditional statements (both on discrete and continuous ran-
dom variables), and, importantly, it supports if-statements.
These extensions make it possible to analyze a much wider
range of programs. Compared to [13], we provide new case
studies that demonstrate a new set of programs for which we
can analyze privacy risks. These new case studies include pri-
vacy preserving mechanisms such as randomized response,
attribute generalization, and the Laplacian mechanisms to
ensure differential privacy, which could not be analyzed in
the previous work. Finally, we compare the scalability of the
inference engine to that of the engine in the previous work.
The evaluation shows that the scalability of our engine is
worse than in our previous work; which is expected due to
the wider range of programs supported. Yet the evaluation
shows that our new engine can be used to analyze systems

with thousands of random variables, making it a applicable
in practical applications.

Table 2 shows an overview of related works as well as dif-
ferent Privug inference engines. The comparison focuses on
the main features of the inference engines behind the meth-
ods; as these features determine the type of programs that
can be analyzed. It compares whether the method supports
discrete and/or continuous random variables. This feature
determines the flexibility in modeling attacker knowledge.
We state whether themethod computes exact results, approx-
imations or a combination of both. Table 2 shows the input
for each method. This is important as it determines whether
the method can be directly applied to source code or it needs
to be converted to a custom language or the programmust be
executed repeatedly to obtain input/output samples from it.
Finally, the table indicates the result of the analysis for each
method. It can either be information leakage measures or
the entire posterior attacker knowledge. Prior and posterior
attacker knowledge can be used to compute most informa-
tion leakage measures; and, in particular, it can be used to
compute any of the metrics mentioned in the table. In what
follows we discuss the methods in Table 2 and other related
works in the domain of semantics of probabilistic programs.

The majority of existing methods to estimate privacy risks
use sampling based techniques [5, 6, 10–12, 39]. In [12],
Privug made use of MCMC algorithms to perform Bayesian
inference, e.g., Metropolis-Hastings or Hamiltonian Monte
Carlo [40–42]. Other sampling based methods target spe-
cific quantitative informationflowmetrics [4]—thesemetrics
are supported by Privug as well [12]. LeakWatch/Leakiest
[5, 6] use program samples to estimate mutual informa-
tion between secret inputs and public outputs. Cherubin et
al. and Romanelli et al. [10, 11], use machine learning to
compute metrics from the g-leakage family [4]. These meth-
ods treat programs as black-boxes, so they can analyze any
program, as opposed to our method that targets a subset
of Python programs. However, their accuracy guarantees
are proven in the limit, i.e., assuming an infinite size sam-
ple. In practice, samples are finite and it is often difficult
to ensure that results are accurate; specially for programs
with large number of variables (such as the ones in Sect.
4.4). In contrast, our inference engine produces exact results
for an expressive subset of Python. This an important fac-
tor, as under-approximations could miss important privacy
breaches. We demonstrate in Sect. 4.2 how to perform exact
analyses for randomized response and the Gaussian mecha-
nism to ensure differential privacy; two widely used privacy
protection mechanisms. Our engine also computes approxi-
mate results (cf. Sect. 4.3), in those cases we showed that we
obtain similar accuracy than the MCMC-based Privug.

There exist several works that use exact inference in the
context of privacy risk analysis. SPIRE [9] uses the exact
inference engine PSI [38, 43] to model attacker knowledge
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Fig. 11 Running times (milliseconds in log-scale) for privugger engines on increasingly large input models
∑n

i Xi

Fig. 12 Running times for
SOGA on increasingly larger
number of conditional
statements

and synthesize privacy enforcers. PSI computes a symbolic
representation of the joint probability distribution of a given
program. It can handle continuous and discrete random vari-
ables. It targets a more expressive programming language
than the subset of Python that our engine supports. How-
ever, in our previous work we showed that PSI scales poorly
compared to the multivariate Gaussian engine for Privug
[13]. The scalability evaluation (cf. Sect. 4.4)—which uses
the same benchmark programs as in [13]—shows that our
new engine scales well for programs with thousands of
random variables—this was not the case for PSI in [13].
Hakaru [44] and SPPL [45] are exact inference engines—not
used for privacy risk analysis. These engines do not handle
some features of our language. Hakaru cannot handle con-
ditioning probability-zero events (as P- Eq- Cond in Fig.
4). SPPL does not support linear combination and sum of
Gaussians (as P- Asg- Dep and P- Sum in 3). QUAIL [7]
computes mutual information between input and output vari-
ables. It performs forward state exploration of a program to
construct a Markov chain, which is then used to compute
mutual information. HyLeak [8] is an extension of QUAIL
that perform uses sampling to improve performance; which,
consequently does not produce exact results. QUAIL and
Hyleak do not support conditioning (neitherP- Eq- Condnor
P- δ- Condnor P- Tru- Cond). QUAIL and Hyleak work
on discrete random variables. Instead, our inference engine

works on discrete and continuous (Gaussian) random vari-
ables, and produces the posterior distribution that can be used
to compute mutual information and other quantitative infor-
mation flow metrics [4, 12].

Stein and Staton proposed a Gaussian-based semantics to
study exact conditioning through the lens of category theory
[46]. They do not study the use of the semantics for pri-
vacy risks quantification on a subset of Python programs,
or evaluate the efficiency of the semantics. The language
that we present is based on the work [17], which introduces
a probabilistic language with Gaussian mixture (denota-
tional) semantics. Compared to that work, we investigate the
applicability of Gaussian mixture semantics for privacy risk
quantification of Python programs and introduce an opera-
tional semantics.

6 Conclusion

We have presented a novel inference engine for quantifying
privacy risks in a subset of Python. The engine uses Gaussian
mixture models to combine exact and approximate Bayesian
inference. The engine supports continuous and discrete dis-
tributions to model attacker knowledge. We categorized the
programs for which our engine produces exact results: pro-
grams involving Gaussian or discrete distributions, affine
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Table 2 Comparison of leakage quantification tools. The columnRan-
dom variable type indicates the type of random variable that the
tool handles; either discrete (disc.), continuous (cont.) or both. Anal-
ysis type denotes whether the analysis returns exact results (Exact)
or approximations (Approx.) computed by sampling/statistical mecha-
nisms.Analysis input states the input to the tool, either a set of samples
from the target system (set of samples), a custom language (custom), or

a general purpose programming language such as Java, Scala or Python.
Finally, Analysis output indicates what information the tool reports. It
can be either leakage metrics—such as min-entropy (min-ent.), mutual
information (mutual info.), Bayes risk, g-vulnerability metrics (g-vul),
or the complete posterior attacker knowledge (Posterior); which can
be used to compute the aforementioned metrics as well as to perform
probability queries and distribution visualizations

Method Random variable Type Analysis Type Analysis Input Analysis Output

LeakiEst [5] Disc./cont. (only output) Approx. set of samples Mutual info., min-ent.

F-BLEAU [10] Disc./cont. Approx. setof samples Bayes risk

LEAVES [11] Disc./cont. Approx. setof samples g-vul. metrics

SPIRE [9] Disc. Exact custom:PSI Posterior

QUAIL [7] Disc. Exact custom:QUAIL Mutual Info.

HyLeak [8] Disc. Approx./Exact custom:QUAIL2.0 Mutual Info.

LeakWatch [6] Disc./Cont. Approx. Java Mutual Info., min-ent.

Privug (MCMC) [12] Disc./Cont. Approx. Java/Scala/Python Posterior

Privug (Gauss) [13] Cont. (Gaussian) Exact Python (subset) Posterior

Privug (this work) Disc./cont. Approx./Exact Python (subset) Posterior

transformations of Gaussianmixtures, and if-statements over
discrete random variables. For programs involving non-
Gaussian distributions or conditioning on inequalities over
continuous random variables, we approximate distributions
bymatching their first and secondmoments to those of Gaus-
sian distribution. We have presented an application of our
engine to analyze privacy risks on public statistics as well as
widely used privacy protection mechanisms: two differential
privacy mechanisms (Gaussian and Laplace), randomized
response, and attribute generalization. In the scalability eval-
uation, we have shown that our engine can analyze systems
with thousands of random variables, which allows for ana-
lyzing systems involving sensitive data from thousands of
individuals. This shows that our engine is applicable to real-
istic settings. All in all, this work provides a new point in
understanding the trade-off among exact and approximate
inference, program expressiveness and performance in quan-
tification of privacy risks by means of Bayesian inference.

Future work includes investigating the impact of approx-
imating non-Gaussian distributions as Gaussian mixtures on
quantitative information flow metrics. Furthermore, we plan
to explore inference engines based on other distributions
from the exponential family; as they may allow for com-
puting exact risks for a larger range of programs.
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