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Motivation and Research Questions
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Research Activities and Results

® The power grid heavily relies on Information and Communication Technology (ICT), making it vulnerable to cyber-attacks.
® [nterdisciplinary research tailored for energy systems at ST2.

A : Vulnerability analysis, threat modeling

A  Vulnerability Analysis in Software, O.S. of PLCs and Comp. | |
® : Securing Network Protocols and Comm. Structure ® : Protocol weaknesses, compliance with standards
B : Intrusion Detection and Prevention Concepts M :Analysis of cyber-physical threats in SCADA sys.
% : Risk Analysis and Quantification/Qualifications % : Risk analysis and quantification of threats

Govern A : Secure software development
* : Resilience and post-incident assess. « Recover NIST @ : SDN-based mitigation

S M : IDS development and robustness
% : Risk mitigation strategies

® : Incident response via SDN reconfiguration Respond . Formal methods for software vulnerabilities

. Monitoring network anomalies
. Hybrid IDS for detecting anomalies
. IDS Integration into SIEM

*Source: https://www.nist.gov/cyberframework

B : Automated response through IDS alerts
% : SIEM-based response and post-incident analysis

Publications

® Evaluating Large Language Models in Cybersecurity Knowledge with Cisco Certificates. In: NordSec 2024.
® Attacking Learning-based Models in Smart Grids: Current Challenges and New Frontiers. In: e-Energy 2024.

® Extended Abstract: Assessing GNSS Vulnerabilities in Smart Grids. In: DIMVA 2024.
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