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Motivation and Research Questions

Improve security of existing infrastructure, including legacy 

systems, without costly upgrades

Understand cybersecurity threats in a safe environment 

before they are exploited by malicious actors

How well do learning-based Intrusion Detection Systems 

(IDS) detect cyberattacks against industrial protocols and 

how robust are they against poisoning attacks?

Impact

Novelty

Open Source attack scripts, IDS and dataset

Social and Economic Impact

Design of countermeasures against Data Modification
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Research Activities and Results

No protection in S7 against data modification

Stealthy multi-stage attack: Modify values displayed to the 

operator in the SCADA HMI to hide an attack on the field 

level

IDS help increase security of S7

But ML-based IDS are vulnerable to evasion and poisoning 

attacks; we investigate this using eXplainable Artificial 

Intelligence (XAI) methods

Future work: Increase the robustness of learning-based IDS 

against adversaries that exploit data poisoning and evasion 

attacks
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How can industrial protocols be protected, 

and ML-based IDS robustness tested?
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RF 98.86 92.39 86.89 70.06 68.44

RF+MLP+SVM 98.38 93.85 86.73 72.81 68.28

RF: Random Forest, MLP: Multi Layer 

Perceptron, SVM: Support Vector Machine

          
    

          
    

     
      
    

     
      
    

          

                 


