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Abstract
The increasing adoption of Consumer Energy Resources shifts se-
curity concerns toward the edge of the grid. Traditional security
models, which focus on protecting a small number of large in-
frastructure components, do not fully apply to this new paradigm.
Despite extensive research on attack types and mitigation strate-
gies, there is less research into the feasible impact of such attacks
on distributed energy systems and their components.

In this work, we begin at the end of a typical attack by exploring
reasonable physical impacts an adversary may seek to cause in an
inverter-based Consumer Energy Resource or the distribution grid.
To achieve this, simulation models capable of portraying the edge
cases caused by an attack are required. Thus, we identify various cy-
berattacks and their impacts on smart inverters from the literature.
A selection of these attacks are then chosen for simulation.

Our simulation results demonstrate that the expected impacts of
these attacks manifest as intended. The methodology introduced
in the present paper can be used as a template for implementing
and evaluating the physical impacts of other cyberattacks on power
systems. The simulation models are available as open source.

CCS Concepts
•Computer systems organization→ Embedded systems; Real-
time system architecture; •Hardware→ Renewable energy; Smart
grid; Power networks; • Security and privacy→ Distributed
systems security.
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1 Introduction
Unlike conventional cyberattacks focused on data theft or breaches,
modern attacks can inflict physical damage, disrupt operations, and
even trigger large-scale power outages. This threat underscores the
urgent need to understand the interplay between cyber-physical
systems and cyberattacks to develop effective countermeasures.

Several high-profile incidents highlight the importance of safe-
guarding critical infrastructure. For example, the AcidRain mal-
ware in 2022 disrupted control communications for 5,800 Enercon
wind turbines in Germany, potentially putting 11 GW of genera-
tion power at risk [20]. Other notable examples include RedEcho’s
infiltration of the Indian power grid [12], the 2015 attack on the
Ukrainian power grid [10] and the emergence of INDUSTROYER.V2
in the ongoing conflict in Ukraine [16].

As power grids transition to inverter-dominated, low-inertia sys-
tems, the attack surface is evolving, necessitating a fresh perspec-
tive on the physical impact of cyberattacks. While existing research
heavily focuses on IT-based threats the operational technology (OT)
domain, especially the physical impacts of cyberattacks, remains
underexplored. Thus, the present paper addresses this gap by mod-
eling expected physical impacts of cyberattacks on electrical grid
components, with a focus on Consumer Energy Resources (CER).
Five attacks are modeled and simulated to evaluate their potential
to induce edge cases and damage scenarios.

As attacks with physical impact ultimately involve physical dam-
age, repeated experiments with physical destruction would lead to
high costs. Therefore, we chose to simulate inverters and attacks
on inverters. This enables repeatability for our experiments as well
as scaling of our virtual testbeds for a fraction of the cost com-
pared to physical testbeds. Another added benefit is the possible
repeatability of our experiments by other scientists. The goal of our
research efforts is to emulate complete cyberattacks end-to-end,
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beginning on the IT surface and ending at physical impact. This
paper is one building block for our goal and addresses the following
key research questions:

1. Which cyberattacks on inverters are feasible?
2. What is the impact of such cyberattacks?
3. How can the physical impact of a cyberattack be modeled?
The present paper summarizes the Master’s thesis of Engel [9]

and provides the following major contributions:
1. A review of cyberattacks misusing inverters,
2. An analysis of the physical impact of these attacks, by
3. Development of simulation models for selected attacks, and
4. Publishing these simulation models as open source.
In the remainder of the present paper, we describe fundamental

knowledge about inverters and related work with a comparable
motivation. In Section 2, we collect references to cyberattacks on
inverters or using inverters. We describe the two Simulink base sim-
ulation models in Section 3. This is followed by Section 4 where our
five attacks are described the implementation is outlined. We then
describe the results in Section 5 and finally conclude in Section 6.

1.1 Fundamentals
To effectively analyze cyberattacks on inverters, it is essential to
understand their operational principles. An inverter converts direct
current (DC) into alternating current (AC), allowing compatibility
between DC-based distributed energy resources (DERs), such as
solar panels or batteries, and AC loads or the power grid [25].

Inverters operate by using power transistors, such as Metal-
Oxide-Semiconductor Field-Effect Transistors (MOSFETs) or Insu-
lated Gate Bipolar Transistors (IGBTs). These transistors switch
rapidly and are controlled using Pulse Width Modulation (PWM) to
approximate a sinusoidal waveform in the inverter’s output voltage.
The smoothness in the waveform is achieved by filters. [3, 14]

A pair of power transistors is a half-bridge configuration and it
controls the polarity of the voltage applied to the load, alternating
the current flow to create the desired AC waveform. In three-phase
inverters, three half-bridges are used, with each phase offset by
120 degrees. In addition to the switching unit, inverters integrate
control systems such as the Maximum Power Point Tracker (MPPT),
which maximizes power extraction from variable DC sources by
adjusting operating conditions dynamically. Voltage and current
controllers synchronize the output with the grid, ensuring power
control and compliance with grid codes. [4, 26]

Inverters can be categorized into two main operational modes:
Grid-following inverters synchronize their output with an existing
grid by matching its voltage and frequency. These are commonly
used in residential and commercial solar applications [8]. In con-
trast, grid-forming inverters actively regulate both voltage and fre-
quency, making them essential for microgrids and isolated systems
where stability is maintained independently of the main grid [8].

Modern smart inverters extend basic functionality by supporting
grid services such as reactive power compensation, voltage regula-
tion, and frequency stabilization. These functions may be used in
enhancing grid resilience and enabling smart grid operations [17].

Figure 1 illustrates the schematic of the DC/AC conversion pro-
cess in a three-phase half-bridge inverter.

1.2 Related Work
Recent literature has increasingly addressed the simulation of cyber-
physical attacks on electric power systems, including inverter-based
resources. Yohanandhan et al. [32] review strategies for modeling
and simulating cyber-physical power systems but do not validate
their concepts through experiments or simulated cyberattacks. Sim-
ilarly, Li and Yan [17] provide an overview of cyberattacks on smart
inverters. They describe cyberattacks and their impacts, but they
do not provide any simulation models. However, they reference
some work that includes simulation models. Examples of such work,
including cyberattacks on inverters and simulation models, are pro-
vided by Ustun [28], Johnson et al. [15], Olowu et al. [22], and Yadav
et al. [31]. Nonetheless, they show the attacks in a narrow context
and do not explore the impacts in detail. Another example of work
that looks at attacks and its impacts is from Siaterlis et al. [24]. They
looked at attacks on boiling water power plants and their effect on
the pressure in those plants.

Other publications, like Carter et al. [5], often assume impacts of
attacks but do not provide an insight into the impacts themselves.

Rajkumar et al. [23] review cascading failures in power grids and
present a case study simulating a cyberattack on the IEEE 39-bus
system, including OT infrastructure and IEC 61850 communication.
Their setup uses DIgSILENT PowerFactory with RTDS real-time
simulators and models generic generators and protections in a
transmission grid.

In contrast, our work focuses on simulating detailed physical
effects of cyberattacks on inverters within a distribution grid, us-
ing MathWorks Simulink. While their study emphasizes OT-layer
interaction, our attacks are abstracted, and OT modeling is part of
ongoing research.

2 Review of Cyberattacks using Inverters
Li and Yan [17] categorize cyberattacks on inverters as device-level,
targeting individual units, and grid-level, affecting the broader
system. We adopt this structure in the following two subsections,
but we use terminology from the MITRE ATT&CK Framework [2]
to express the physical consequences.

Figure 1: Schematic of a Three-phase Inverter with Selected
Attacks (Figure based on [3, 18, 33]).
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While attack taxonomies can be organized by techniques, vul-
nerabilities, or goals, we focus solely on the physical impact. Attack
vectors and impact exhibit a many-to-many relationship.

2.1 Impact on Electrical Devices
Firmware Manipulation. The device firmware can be replaced,

modified, or targeted via a supply-chain attack, allowing an at-
tacker to compromise the entire device with high privileges. This
is referred by Li and Yan [17] as a “firmware attack”. The level of
access required depends on how firmware updates are handled by
the specific inverter model. Some require physical access, others
allow remote updates.

Carter et al. [5] attempted remote firmware updates on two
devices using modified vendor-provided firmware. The updates
were rejected, likely due to checksum validation. Even unsuccessful
updates had side effects: For one device, a failed update caused a
disconnection until it was manually reconfigured.

We simulate the impact of firmware manipulation with a Timing
Attack (Section 4.1) representing a low-privilege case, and a PWM
Attack (Section 4.2) representing a high-privilege scenario which
the attacker may gain by rewriting the real-time controller code.

Tripping the Protection. Protection functions ensure inverter
safety and compliance to grid codes. According to Li and Yan [17],
typical systems include: (a) DC short-circuit/over-current detection,
(b) ground fault detection, (c) transistor over-temperature detection,
and (d) AC-side over/under voltage and frequency detection.

Attacks on these functions can involve false data injection (FDI)
into measurement inputs or modification via firmware replacement.
These attacks may falsely trigger shutdowns or mask real faults,
potentially leading to premature wear or damage. Islanding detec-
tion can also be exploited for disconnects [15], or its deactivation
can pose safety risks such as electric shock [17]. The immediate
effects of tripping protection functions are simulated in Section 4.3.

Loss of Grid Synchronization. Albunashee et al. [1] describe an
attack that disrupts the Phase-Locked Loop (PLL) in inverters by
injecting high-voltage signals near the target device. This causes
effects such as overcurrent, overvoltage, rapid frequency changes,
reverse power flow, and unintended protection activation.

We model this scenario as the Phase-Locked Loop Attack (Sec-
tion 5.4). Note that not all inverters rely on PLLs—alternatives like
Resonant Controllers and Direct Power Control (DPC) are also used
for grid synchronization.

2.2 Impact on the Power Grid
Load Altering. Zhang et al. [34] demonstrate a FDI attack on

the maximum power point tracker (MPPT) controller, leading to a
reduced power production. Controllers can be attacked in general
by manipulating their input values or control parameters.

A load altering effect, as described by Li and Yan [17], is simulated
by our experiment for the Timing Attack (Section 4.1) and indirectly
by tripping the Over-Voltage/Over-Current Protection (Section 4.3).

Voltage Stability. Voltage stability can be impaired by manip-
ulating the inverter’s grid support function, which controls the
ratio of reactive to active current to meet power demands. Reactive
power, is expected to play an important role in future smart grids.

Similar to controller attacks, false data injection (FDI) can be used
to alter grid support parameters [17]. A straightforward method is
modifying the active (P) and reactive (Q) power set-points. Hossen
et al. [13] show that setting harmful P/Q values can push the in-
verter beyond its operational limits. Likewise, Teymouri et al. [27]
demonstrate that inappropriate setpoints can force the inverter to
absorb reactive power, resulting in real power loss. Naderi et al.
[21] propose an attack where an under-voltage is induced in one
distribution grid segment and an over-voltage simultaneously in
another. In this case, the situation cannot be resolved by adjusting
the taps of an on-load tap-changing transformer.

We demonstrate such a harmful reduction in voltage stability in
the Volt-VAr Function Attack (Section 4.5).

Frequency Stability. Attacks on frequency stability were recently
discussed by Goerke et al. [11], who describe load-altering attacks
that synchronize large numbers of controllable loads, such as EVs
or inverter-based PV and battery systems. We do not consider
frequency stability in the present paper as the number of inverters
needed to significantly influence the grid frequency exceed the
number of inverters usually available in only one distribution grid.
In order to reach the limits of the frequency containment reserve
of the European grid, an accumulated load of at least 3.000 MW is
needed [11].

Resonance Attacks. Hossen et al. [13] note that an over-modulated
inverter can inject low-order current harmonics. This could lead
to distorted voltage at the point of common coupling (PCC), espe-
cially if the state of the grid is that of a weak grid. Similarly, Mohan
et al. [19] suggest that altering the power load or tie-line signal can
induce harmonic resonance into the grid.

Escalation to Other Devices. A compromised inverter could be
used to attack other devices in the grid. Examples of target devices
are smart meters or on-load tap changers [17]. An example is shown
by Teymouri et al. [27]. They caused unwanted tap changes through
FDI on voltage measurements.

3 Base Simulation Models
To evaluate the impacts of cyberattacks on inverters, simulation
models were investigated to serve as a foundation for further de-
velopment. These models should focus on low-voltage grids, where
inverters are typically deployed in distributed energy systems. The
simulations should aim to represent actual operating conditions
and provide insights into the interactions between inverters, grid
components, and attack-induced disruptions.

We chose the electromagnetic transient (EMT) model of a low-
voltage grid by De Paola et al. [6] depicted in Figure 2 as this model
contains typical grid components with relatively high level of de-
tail. Although this model does not represent the topology of a real
distribution grid, it is well suited to study the interaction between
different grid components. It includes essential components such as
transformers, dynamic and static loads, and connections to medium-
voltage grids. These elements enable the study of cascading effects
within the network, providing a comprehensive perspective on
how cyberattacks propagate through interconnected systems. Ad-
ditionally, the inclusion of diverse grid components ensures that
the models can account for various operating conditions [6].
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Figure 2: Simplified GridModel as Single Line Diagram Based
on the Model by De Paola et al. [6] and the Detailed Simulink
Inverter Model by the same authors [7].

For one of the simulated attacks, we need a first principle model
of the PWM control inside the inverter. The inverter of the low-
voltage grid model, as shown in Figure 3, is on a higher abstraction
level that does not allow modeling the manipulation of the PWM
control easily. This is why for this scenario, we use the simulation
model by Vijay [30] (see upper part of Figure 7 in the Appendix).

Electromagnetic transient (EMT) simulation techniques are cho-
sen due to their capability to model high-resolution dynamics and
fast transients, including voltage and frequency deviations, as well
as protective function activations that may result from cyberattacks
or conversely, prevent a real impact. EMT simulations also highlight
interactions between inverters and the grid, emphasizing potential
risks to stability and performance [28].

The development of these models is guided by accessibility and
reproducibility. Open source simulation models are selected, en-
abling collaboration and validation within the research community.
Existing benchmark models for low-voltage grids are adapted to
meet the study’s requirements. Specific modifications are imple-
mented to incorporate attack parameters and behaviors, enhancing
the models’ relevance [6, 17].

Furthermore, EMT models are compatible with hardware-in-the-
loop (HIL) setups, which extend their applicability for experimental
validation. This adaptability bridges the gap between simulation and
real-world testing, allowing for more accurate evaluation of defense
strategies against cyberattacks. While the current work focuses
on simulation results, the flexibility of these models provides a
foundation for future experimental research.

4 Cyberattacks and Implementation
Our selected attacks on photovoltaic inverters are implemented in
Simulink to portray the attacks’ effects on the inverters. There are
different approaches to implementing these attacks depending on
the abstraction level of the base model. When the model is built
on first principles, attacks can be simulated by directly modifying
the fundamental components and their interactions. If the base
model operates at a higher abstraction level, equivalent effects
must be modeled at appropriate points in the system to replicate
the behavior of the attack. The following sections describe the
implementation of specific attacks using these guidelines.
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Figure 3: Simulink Implementation of a High Abstraction
Model of an Inverter, both by De Paola et al. [6, 7].

Figure 1 represents the schematic of the selected attacks on the
device level. The selected attacks are described in details in the
following. All simulation models are published as open source on
Zenodo1 and maintained on Github2 .

4.1 Timing Attack
The Timing Attack is designed to simulate a synchronized discon-
nection of an inverter from the grid at a predefined time. This
attack showcases the effect of a vulnerability in the remote control
of the inverter or a supply-chain attack planted inside the inverter’s
firmware.

The attack time is set to 0.2 seconds after the start of the simula-
tion. The simulated grid has reached a quasi steady state by that
time. This attack signal is then connected to the control input of a
circuit breaker block, which opens the circuit and disconnects the
inverter from the grid. The Simulink model of the attack is depicted
in the Appendix Figure 6.

The key parameters in this implementation include the attack
time, which determines when the inverter disconnection occurs,
and the circuit breaker delay, which is minimized to reflect realistic
switching behavior.

4.2 Pulse Width Modulation Attack
The Pulse Width Modulation (PWM) Attack is designed to disrupt
the normal operation of the inverter by manipulating the controller
responsible for pulse width modulation. The attack is implemented
to cause a short circuit on one or more phases of the inverter by
forcing specific transistors of the half-bridge to remain in the on-
state.

Once the predefined time is reached, the timer triggers a switch
that overrides the PWM control signals. The manipulated signal
forces both transistors of a half-bridge to be active simultaneously,
leading to a short circuit on the affected phase.

In the Simulinkmodel (Figure 7 in the Appendix), custom pseudo-
fuses are added to the model to simulate the physical effects of the
short circuit, including current surges and ultimately line breakage
caused by trace evaporation. The timer block initiates the attack

1https://doi.org/10.5281/zenodo.14737206
2https://github.com/drbaka-de/simulation_models_of_cyberattacks_on_inverters
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by modifying the input of the targeted transistor from the PWM
signal so that the transistor remains permanently on.

A pseudo-fuse model (Figure 11 in the Appendix) simulates
the line breakage. This component measures the current flowing
through the line and compares it to a predefined threshold. When
the threshold is exceeded, the fuse model triggers a disconnection
to simulate permanent damage.

The key components of the PWMAttack implementation include
the timer block, themodified PWM signal logic, and the pseudo-fuse
model.

4.3 Over-Voltage/Over-Current Protection
This attack manipulates the measurement values taken by the over-
voltage or over-current protection unit of the inverter. False high-
voltage or high-current values are injected into the measurement
system, causing the protection mechanism to disconnect the in-
verter from the grid.

In Simulink, the attack is implemented by introducing a func-
tion block that changes the measurements starting at 0.2 seconds
into the simulation. This block intercepts the measurement sig-
nals and replaces them with artificially elevated values that exceed
the protection threshold. When the over-voltage or over-current
protection system detects these values, it triggers a disconnection.

The modified inverter model, including the over-voltage manip-
ulation block, is shown in the Appendix, Figure 12. This attack
demonstrates how false data injection (FDI) can exploit vulnerabili-
ties in the protection logic of photovoltaic inverters.

4.4 Phase-Locked Loop Attack
The Phase-Locked Loop (PLL) Attack targets the synchronization
mechanism of the inverter by injecting short pulse signals into
the point of common coupling (PCC) over the grid from another
inverter. These goal of the pulses is to disrupt the PLL, leading to
instability in the inverter’s operation.

In Simulink (see Figure 9 in the Appendix), the attack is imple-
mented by adding a custom pulse generator in the attackers inverter.
This block generates high-frequency pulses that interfere with the
PLL’s ability to lock onto the grid’s phase. The parameters of the
pulse generator, such as frequency and amplitude, can be adjusted
to analyze the extent of disruption caused by the attack.

This attack highlights the vulnerabilities in synchronization
mechanisms and emphasizes the importance of robust grid syn-
chronization.

4.5 Volt-VAr Function Attack
The Volt-VAr function manages the inverter’s reactive power re-
sponse to voltage fluctuations in the grid, stabilizing voltage by
absorbing or supplying reactive power as needed. The Volt-VAr
function attack manipulates its parameters or setpoints to reverse
this behavior, exacerbating grid instability. Specifically, the func-
tion’s slope is flipped, causing the inverter to supply reactive power
during over-voltage conditions and absorb reactive power during
under-voltage conditions.

In the simulation, this is achieved by first implementing the
Volt-VAr grid support function (Figure 13 in the Appendix) which
did not exist in the base model. The attack is realized by altering

the control logic, reversing the Volt-VAr curve (Figure 17 in the
Appendix).

4.6 Model Soundness
For the inverter, we used the simulation model developed and eval-
uated by De Paola et al. [6, 7]. This model was validated by the
authors, therefore we assumed the correctness of the model for
regular operation modes without cyberattacks.

The PWM model by Vijay [30] was compared against power
systems and electrical engineering textbooks ([3, 18, 33]) to infer
the correctness of the model.

For each attack, the inverter simulation model was extended by
components necessary for the attack. Then an expected behavior
was formulated. To evaluate an attack, the expected behaviour was
compared against the behavior and results from the simulation.

5 Results
This section presents the evaluation results for the five implemented
attacks on photovoltaic inverters. For each attack, the expected
outcomes are discussed and how the simulation results validate
these expectations.

5.1 Timing Attack
The expected outcome of the Timing Attack is a disconnection of
the inverter from the grid at the predefined time.

Figure 14 in the Appendix illustrates the simulation results, show-
ing the inverter’s current measured at the point of common cou-
pling (PCC) over time. After acquiring the synchronization in the
first 0.05 seconds, the inverter connects to the mains. The attack
is triggered at 0.2 seconds. The circuit breaker disconnects each
phase at the nearest zero crossing. This rather trivial experiment
confirms the basic functions of the simulation model with the ex-
pected synchronization delay before grid connection, the transients
shortly after the connection and the disconnection delay of the
circuit breakers.

5.2 Pulse Width Modulation Attack
The expected outcome of the Pulse Width Modulation Attack is the
occurrence of a short circuit on one phase of the inverter due to the
forced permanent activation of one transistor in a half-bridge. This
should lead to abnormal current spikes and eventual line breakage,
simulated via pseudo-fuses.

The Simulink model used in this experiment only consists of an
grid-forming inverter with its half-bridges and PWM control in
detail. This kind of simulation is hardly possible using the inverter
model of the grid model by De Paola et al. [6], because in these
models, the half-bridges and PWM control are abstracted.

Figure 15 in the Appendix depicts the inverter’s current mea-
sured at the point of common coupling (PCC) during the PWM
Attack. The observed current waveform changes after 0.2 seconds
with a certain delay. Current spikes happen inside the device and
are not observed at the PCC. The pseudo-fuse model successfully
disconnects the third phase.

The other two phases continue to operate, but the three phase
system is imbalanced. A real inverter would have a mains con-
nection protection that monitor the imbalance and disconnect the
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Figure 4: Active and Reactive Power of the Attacked Inverter.

whole device. This demonstrates the incompleteness of simulation
models when cyberattacks are to be modeled holistically.

5.3 Over-Voltage/Over-Current Protection
The expected outcome of the Over-Voltage/Over-Current Protection
Attack is the triggering of the protection mechanism due to arti-
ficially elevated voltage or current measurements. As protection
devices have characteristic curves describing the sensitivity of the
protection, disconnection does not happen immediately but after
a variable delay which depends on the severeness of the voltage
or current violation. Eventually, the disconnection of the inverter
from the grid should be observed.

The detailed current of the inverter is depicted in the Appendix,
Figure 16: High current transients at the connection to mains are
visible around 0.05 seconds. The current value manipulation is
starting at 0.2 seconds. The disconnection happens shortly after at
the next zero crossings of each phase individually. For this, we can
qualitatively confirm the effectiveness of the attack.

5.4 Phase-Locked Loop Attack
We expect the intermediate outcome of the Phase-Locked Loop (PLL)
Attack to be an disturbance of frequency and phase detection in
the targeted inverter. This should lead to desynchronization with
the real frequency and phase of the grid. Desynchronization should
lead to fluctuations in the active and reactive power flows.

The simulation result is depicted in Figure 4 with the power flow
measured at the grid connection point of the inverter in import-
positive metering. After an initial grid synchronization phase of
0.05 seconds, the inverter is ramping up active power generation to
3.000 W and reactive power to 1.250 W. Without attack, active and
reactive power is expected to stay constant. Under the influence of
the PLL Attack, we see a repeating pattern of disturbances especially
in the active power flow, which is even inverted sometimes. In
an auxiliary frequency over time plot (Appendix Figure 18), the
acquisition of the grid frequency is clearly perturbed.

The results validate the capability of the attack to destabilize the
PLL which in turn disturbs the stability of the active and reactive
power flows.
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Figure 5: Simulation Results of the Volt-VAr Function Attack.

5.5 Volt-VAr Function Attack
The expected outcome of this attack is only visible during grid
disturbances. In the simulation, a grid disturbance is triggered at
0.25 seconds. We compare the influence of the inverter on the grid
voltage in grid support mode and in grid attack mode. In support
mode, the Volt-VAr function stabilizes the grid by absorbing reactive
power during over-voltage conditions and supplying reactive power
during under-voltage conditions. In attack mode, these behaviors
are reversed, causing the inverter to amplify voltage deviations
instead of mitigating them. The simulation results confirm these
expectations. Figure 5 illustrates the impact of this manipulation,
where the inverter’s reactive power responses exacerbate grid’s
voltage instability. The results validate that the expected destabiliz-
ing effects of the attack are successfully realized.

6 Conclusion
In this paper, we present insight into component-based cyberat-
tacks on inverter systems by providing a review of cyberattacks that
target inverters and protection systems, as well as an analysis of the
physical impacts of those attacks. Furthermore, we implemented
selected attacks in Simulink based on the grid model by De Paola
et al. [6]. The benefits of simulating cyberattacks include better
scalability for large systems while keeping low costs for large-scale
testbeds as well as reproducibility, as physical impact ultimately in-
volves physical damage and therefore cost. The simulation models
are provided open source to benefit the scientific community and
accelerate science on cybersecurity for energy systems. Our work
highlights the importance of an electrical engineering perspective
in assessing the physical impacts of cyberattacks on inverter-based
consumer energy resources. By simulating selected attacks, we
demonstrated how vulnerabilities in inverters can disrupt grid sta-
bility and cause physical damage. Our findings show that in existing
energy system models, effects of cyberattacks are not necessarily
modeled. This is making re-modeling of physical impact and real-
world validation essential for research on cybersecurity.

Future work will include the implementation and validation of
the presented attacks using a real-world low-voltage grid environ-
ment, as well as validations of the presented attack models with a
hardware testbed. Also, we plan to extend the inverter model to rep-
resent real-world inverters more accurately. Practical experiments
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are crucial to identify unforeseen factors, improve model accuracy,
and bridge the gap between simulation and real-world applications.
These efforts will enhance our understanding of cyber-physical
threats and strengthen mitigation strategies.
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Figure 14: Current Profile of the Timing Attack Simulation.

Figure 15: Current Profile During the PWM Attack Simula-
tion.

Figure 16: Current Profile During the Over-Current Protec-
tion Attack Simulation.
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Figure 17: Volt-VAr Function in Attack Mode (Signs in Gen-
erator Convention). Figure based on [29].
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Figure 18: Detected Grid Frequency by the Phase-Locked
Loop (PLL).

Figure 19: LowVoltageGridModel based onDePaola et al. [6].
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