Electronic Markets (2025) 35:66
https://doi.org/10.1007/512525-025-00799-3

RESEARCH PAPER

=

Check for
updates

Explainable Al for online disinformation detection: Insights
from a design science research project

Isabel Bezzaoui' ® - Carolin Stein' - Christof Weinhardt' - Jonas Fegert'

Received: 30 August 2024 / Accepted: 16 May 2025
© The Author(s) 2025

Abstract

The pervasive threat of online disinformation challenges the integrity of the digital public sphere and the resilience of
liberal democracies. This study conceptualizes and evaluates an explainable artificial intelligence (XAI) artifact specifi-
cally designed for disinformation detection, integrating confidence scores, visual explanations, and detailed insights into
potentially misleading content. Based on a systematic empirical literature review, we establish theoretically informed design
principles to guide responsible XAl development. Using a mixed-method approach, including qualitative user testing and a
large-scale online study (n=344), we reveal nuanced findings: while explainability features did not inherently enhance trust
or usability, they sometimes introduced uncertainty and reduced classification agreement. Demographic insights highlight
the pivotal role of age and trust propensity, with older users facing greater challenges in comprehension and usability. Users
expressed a preference for simplified and visually intuitive features. These insights underscore the critical importance of
iterative, user-centered design in aligning XAl systems with diverse user needs and ethical imperatives. By offering action-
able guidelines and advancing the theoretical understanding of explainability, this study contributes to the development of

transparent, adaptive, and effective solutions for disinformation detection in digital ecosystems.

Keywords Disinformation - Explainable artificial intelligence - Design science research - Digital platforms - User

experience

Introduction

The manipulation of information through online disinfor-
mation represents a profound threat to the integrity of the
digital public sphere and the functioning of liberal democ-
racies (Del Vicario et al., 2016). This challenge has been
increasingly acknowledged in Information Systems (IS)
research (Weinhardt et al., 2024), especially as the rapid
proliferation of manipulated content—exacerbated by the
capabilities of generative artificial intelligence (AI) (Han-
ley & Durumeric, 2023)—has escalated beyond electoral
contexts, becoming a pervasive societal issue (Truong
et al., 2024; Williams et al., 2024). With digital platforms
now central to public discourse, ensuring the accuracy and
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trustworthiness of information is more critical than ever.
Disinformation has far-reaching consequences not only for
society but also for digital platform governance, business
credibility, and user engagement, areas of growing interest
in digital market research (Siering et al., 2021; Schlagwein
& Hu, 2017). In response to this threat, advancements in Al
offer promising approaches for moderating disinformation
(Ansar & Goswami, 2021; Shu et al., 2020; Wei et al., 2019).
However, deploying Al in such a sensitive domain presents
new challenges, particularly regarding the transparency,
reliability, and user acceptance of algorithmic decisions. In
2018, the European Commission enacted the General Data
Protection Regulation (GDPR), which mandates a right for
explanations to end-users directly impacted by an algorith-
mic decision (Voigt & Von dem Bussche, 2017). This legal
framework highlights the importance of designing Al sys-
tems that can provide clear and understandable reasoning for
their decisions, particularly in contexts where these systems
operate autonomously (Mohseni et al., 2019).

Explainable AI (XAI), while not universally defined
(Thiebes et al., 2021), encompasses diverse efforts to

@ Springer


http://crossmark.crossref.org/dialog/?doi=10.1007/s12525-025-00799-3&domain=pdf
http://orcid.org/0000-0001-5360-8763

66 Page 2 of 28

Electronic Markets (2025) 35:66

enhance the transparency and trustworthiness of Al by mak-
ing its decision-making processes more understandable to
users (Adadi & Berrada, 2018). The XAI research domain
is expansive and interdisciplinary (Brasse et al., 2023),
encompassing the fields of IS, human—computer interaction
(HCI), and social sciences, involving collaboration among
researchers and practitioners across diverse disciplines
(Miller, 2019). The application of XAI holds particular rel-
evance in high-stakes situations or use cases where a model
output directly impacts human decision-making (Blackman
& Ammanath, 2022; Confalonieri et al., 2021). In platform-
mediated environments, this includes decisions affecting
content visibility, user trust, and perceptions of platform
fairness—key factors in maintaining engagement and com-
mercial viability (Lehrer et al., 2018; Siering et al., 2021).

Disinformation—i.e., the intentional dissemination
of false or misleading information to deceive the pub-
lic (European Commission, 2018)—can greatly impact
individuals and society. It has become a means of hybrid
warfare attacking liberal societies from within (Shu et al.,
2017) and was, therefore, rated as the most severe threat
anticipated over the next two years (World Economic
Forum, 2024). These dynamics can have significant politi-
cal repercussions, influencing elections and spreading dis-
information during crises such as the COVID-19 pandemic
and conflicts in regions like the Levant (Bessi & Ferrara,
2016; Murphy, 2023; Pennycook et al., 2020). The inten-
tional nature of disinformation requires detection systems
that go beyond technical accuracy. Effective detection
tools must not only identify harmful content but also pro-
vide interpretable, evidence-based explanations for their
decisions to establish trust and credibility (Stitini et al.,
2022). This need is particularly critical for disinformation
because its contentious nature often provokes skepticism
regarding interventions, raising concerns about political
bias, censorship, and fairness. Unlike misinformation,
where user misunderstandings can often be remedied with
factual corrections (Vraga & Bode, 2020), disinformation
demands systems that can justify decisions to diverse user
groups, including platform users, moderators, and regula-
tors. Therefore, XAl represents a strategic tool not only for
enhancing algorithmic transparency but also for safeguard-
ing platform governance and business sustainability in an
increasingly complex information environment (Lehrer
et al., 2018; Maedche et al., 2019).

The dissemination of disinformation through Online
Social Networks (OSN) underscores the urgent need for
automated detection systems that respond swiftly and effec-
tively. However, in online discussions, interventions such
as moderation are often perceived as controversial, rais-
ing concerns about transparency and potential censorship
(Mathew et al., 2020). Introducing Al-based moderation
software for disinformation detection could exacerbate these
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concerns, as algorithms are frequently viewed as unreliable
and opaque (Gorwa et al., 2020; Suzor et al., 2019). Inte-
grating XAl-based models could help break the black box
effect by providing necessary context, allowing end-users
to evaluate the veracity of news content independently and
reliably. Despite growing interest in XAl, the intersection
of explainability and disinformation remains underexplored
(Guo et al., 2022; Rjoob et al., 2021). Current research pri-
marily focuses on technical accuracy and detection efficacy,
with limited attention to the user-centric design principles
necessary for building transparency in Al-based disinforma-
tion detection systems (Wells & Bednarz, 2021). By focus-
ing on disinformation rather than misinformation, this study
emphasizes the heightened technical and social complexities
of disinformation detection, where transparency, user trust,
and contextual explanations are paramount. Specifically, the
objective is to create a user-centric foundation for develop-
ing an XAI model applicable to digital platforms and social
media channels. Guided by the principles of Design Science
Research (DSR) (Hevner et al., 2004; Thuan et al., 2019),
the study is driven by the following research question (RQ):

RQ: How should an (X)AlI-based tool for detecting
online disinformation be designed to foster user trust,
comprehension, and usability by leveraging explain-
ability and transparency?

This research advances theoretical understanding by inte-
grating user-centric principles into designing XAl systems
for disinformation detection, focusing on how user feedback
and contextual explanations can enhance trust, comprehen-
sibility, and usability. Specifically, we extend prior work in
IS and HCI by identifying design principles that balance
transparency with user perception, challenging the assump-
tion that greater transparency always improves user experi-
ence (Gunning & Aha, 2019; Haque et al., 2023). Using a
DSR approach, this paper details two iterative design cycles
aimed at developing an XAl-based disinformation detec-
tion tool. These cycles synthesize insights from a structured
literature review, empirical user feedback, and theoretical
perspectives on responsible Al design. The key contribution
of this study lies in its development of actionable guidelines
for creating XAl systems that are not only technically robust
but also aligned with user expectations in sensitive and high-
stakes domains. Our findings underscore the importance of
integrating user feedback early in the design process and
highlight the nuanced trade-offs between transparency and
user experience in XAl design. This study offers a founda-
tion for future studies seeking to advance the theoretical and
practical understanding of XAl application in the disinfor-
mation domain.

Our general research approach using DSR is presented in
the “Research approach” Sect. (1). In the “Designing a dis-
information detection tool on digital discussion platforms”
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Sect. (2), we detail our two design cycles, discuss the theo-
retical background from a structured literature review, and
present empirical findings that inform guidelines for design-
ing a responsible XAl-based disinformation detection sys-
tem. Finally, the “Conclusion” Sect. (3) summarizes our
findings and suggests future research directions.

Research background

In recent years, the rapid advancement and integration of
Al into critical applications have raised significant con-
cerns regarding transparency, trust, and usability. XAI
has emerged as a promising response, aiming to make Al
systems more understandable to human users by providing
insights into their decision-making process. At its core, XAl
seeks to open the “black box” of Al models, offering mean-
ingful, interpretable, and actionable explanations for various
stakeholders (Angelov et al., 2021). However, despite its
potential, much remains to be explored in effectively opera-
tionalizing XAl features and addressing the challenges of
balancing transparency with user-centric design (Adadi &
Berrada, 2018; Minh et al., 2022). These challenges are par-
ticularly salient in digital platform contexts, where Al-pow-
ered decision-making intersects with economic, regulatory,
and ethical considerations (Alt, 2021; Herm et al., 2022).
In such environments, trust-building is not only a technical
concern but also a business imperative.

Explanations delivered via XAl systems are operational-
ized through explainability features, which supply reason-
ing for a model’s decisions. These features can be classi-
fied based on their method of generation and their scope
of explanation. A key distinction is made between model-
agnostic and model-specific approaches. Model-agnostic
methods, such as LIME (Local Interpretable Model-Agnos-
tic Explanations) and SHAP (Shapley Additive Explana-
tions), are versatile tools capable of explaining the behavior
of any black-box model by emphasizing feature importance
in classifications and predictions (Lundberg & Lee, 2017,
Ribeiro et al., 2016). In contrast, model-specific methods,
like Grad-CAM (Selvaraju et al., 2017), tailor explanations
to the unique characteristics of particular algorithms. Moreo-
ver, explainability features differ in scope: local explanations
focus on individual outputs, while global explanations eluci-
date the model’s overall behavior (Confalonieri et al., 2021;
Linardatos et al., 2020). Regarding transparency, both types
of features play complementary roles, with local explana-
tions often addressing immediate user concerns and global
explanations enhancing broader trust and understanding.
Recent work has proposed frameworks that combine tech-
nical explanation methods with business model implications,
identifying XAl archetypes applicable to online platforms
(Gerlach et al., 2022).

The increasing prevalence of disinformation has under-
scored the need for transparent Al systems, particularly
in the context of detection and intervention. Research has
shown that tailored explanations can significantly enhance
trust and perceived reliability (Schmitt et al., 2024). How-
ever, challenges persist, as overly detailed explanations can
lead to cognitive overload (Linder et al., 2021) and over-
reliance on incorrect system outputs (Gorwa et al., 2020;
Mohseni et al., 2021b). Furthermore, the effectiveness of
XAl in improving users’ mental models and decision-mak-
ing has yet to be fully explored. Studies like those of Nguyen
et al. (2018) and Mohseni et al. (2021b) demonstrate that
XALI can enhance users’ ability to assess Al predictions.
However, the practical implications for real-world systems
remain unclear.

A central challenge in designing XAl lies in balanc-
ing transparency with usability. Transparency—revealing
a system’s inner workings—is a prerequisite for under-
standability but does not guarantee user comprehension
(Haque et al., 2023). Effective explanations must account
for the target audience’s cognitive abilities, expertise, and
expectations (Adadi & Berrada, 2018; Gilpin et al., 2018).
Research suggests that a user-centric approach, emphasiz-
ing interpretability over mere transparency, is particularly
critical for non-expert users (Cirqueira et al., 2020). In
disinformation detection, this challenge is amplified by the
inherent complexity of the task and the ethical considera-
tions surrounding content moderation. Researchers have
proposed various explanation modalities, such as atten-
tion-based visualizations and natural language explana-
tions, to address concerns about fairness and censorship
(Guo et al., 2022). These concerns are especially relevant
for digital platforms that rely on algorithmic content cura-
tion, where platform legitimacy and business model sus-
tainability depend heavily on users’ trust in moderation
systems (Wanner et al., 2022). While these efforts align
with regulatory frameworks like the European Union’s Al
Act, the real-world impact on user understanding and trust
has yet to be comprehensively evaluated.

Moreover, most existing studies on XAl focus on techni-
cal metrics such as fidelity, feature importance accuracy, or
computational efficiency (Wells & Bednarz, 2021). These
metrics, however, do not adequately address how users per-
ceive explanations in real-world contexts. There is a clear
gap in the literature regarding comprehensive evaluation
frameworks incorporating user-centered metrics such as
comprehensibility, trust, and usability. Additionally, few
studies consider the influence of demographic or social
background on how explanations are understood and trusted.
As highlighted by Binder et al. (2022), integrating linguistic
rules or domain-specific context can enhance explainability
in real-world systems like online review platforms, offering
a parallel to disinformation detection tools.
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Fig.1 Overview of the DSR approach

To address these research gaps, this study designs and
evaluates an XAl artifact tailored to disinformation detec-
tion, guided by theoretically grounded design principles
and rigorous user feedback. By combining qualitative and
quantitative evaluations, including a large-scale online study,
we aim to contribute new insights into how explainability
features can be more effectively communicated and evalu-
ated from a user-centered perspective. Our work builds on
existing XAl frameworks but emphasizes the importance
of integrating user feedback into the design and evaluation
process to ensure that Al systems are transparent but also
comprehensible and trustworthy.

Research approach

As a problem-solving paradigm, DSR focuses on the crea-
tion of artifacts to provide both descriptive and prescrip-
tive knowledge and innovative solutions (March & Smith,
1995; vom Brocke et al., 2020). In the HCI community, DSR
is an established method to support the iterative develop-
ment of technical artifacts focusing on effective human use
(Adam et al., 2021; Herm et al., 2022). With their six-step
research procedure, Peffers et al. (2007) introduce a struc-
tured approach to problem-centered DSR projects. To thor-
oughly answer our research question, we conduct two DSR
cycles following their established procedure of problem
identification, definition of objectives, design and develop-
ment, demonstration and evaluation, and communication
(Peffers et al., 2007). While our first DSR cycle focuses on
the artifact’s relevance (Hevner, 2007), rigorously evaluat-
ing the problem space by conducting a structured literature
review and an in-depth qualitative analysis of user feedback
on initial design guidelines (Gurzick & Lutters, 2009), the
second cycle strengthens the evaluative rigor (Hevner, 2007)
by quantitatively evaluating refined design guidelines and
associated hypotheses in an online experiment (Peffers et al.,
2012) with fully functioning XAl prototypes (see Fig. 1).
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Conduction of the first DSR cycle

First, to evaluate the problem space thoroughly and motivate
potential solutions (Peffers et al., 2007), we conducted a
structured literature review following Webster and Watson
(2002) (A). Implementing the PRISMA workflow (Page
et al., 2021), we structurally identified and screened litera-
ture dealing with applying XAl in front-end design, result-
ing in the analysis of 57 literature endeavors. The literature
review’s results informed the second and third research
activities of our first cycle: To define preliminary objectives
for a solution (Peffers et al., 2007), we derive initial design
guidelines for developing a disinformation detection tool
on digital discussion platforms (Gurzick & Lutters, 2009),
emphasizing the critical role of end-user perspectives in the
successful design and adoption of such systems (B). The
design and development of DSR artifacts comprises the deri-
vation of functionality and architecture based on solution
objectives and the artifact’s creation (Peffers et al., 2007).
Thus, we implement the guidelines (Lukyanenko et al.,
2017) in nine mockups for an XAI disinformation detec-
tion tool (C). Finally, to demonstrate the artifact’s usability
and evaluate the extent to which the solution objectives are
met (Peffers et al., 2007), we cover the fourth and fifth DSR
activities simultaneously in the conduction of an on-site
qualitative user study in the form of a focus group (Trem-
blay et al., 2010) with n= 8 users (D). We conclude the first
DSR cycle by communicating the initial findings to practic-
ing professionals (Peffers et al., 2007), among other things,
through a practitioners’ round table (E).

Conduction of the second DSR cycle

Following the iterative nature of DSR research (Hevner,
2007; Peffers et al., 2007), we revise our initial DSR cycle
and its insights from the qualitative study and the practition-
ers’ feedback (A) to refine our solution objectives (B). Build-
ing on our revised design guidelines (Prat et al., 2015), we
further develop the XAl interface click-dummies into three
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Fig.2 Workflow guiding
through the review process
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fully functioning XAI prototypes (C). We then set out to
quantitatively demonstrate and evaluate our solution artifact
(Peffers et al., 2012; Venable et al., 2016) by designing and
conducting an online experiment with n= 344 participants
(D). Using a between-subject experimental design (Sonnen-
berg & vom Brocke, 2012), the online study compared the
artifacts’ suitability to improve comprehensibility, usability,
and trust compared to a baseline Al system with no explana-
tions. Finally, the study’s findings inform the development
of integrated design guidelines for XAl-based systems in
disinformation detection (E).

Designing a disinformation detection tool
on digital discussion platforms

First DSR cycle
Problem awareness (A)

In this work, we set out to design an XAl-based system to
foster user trust, comprehension, and usability in online
disinformation detection. Research has shown that XAI
offers promising opportunities to provide interpretable
insights into Al decision-making processes. However,
evaluations predominantly emphasize technical metrics,
such as fidelity and computational efficiency, while over-
looking how human users perceive and use explanations
in the frontend. This gap is especially pressing in disin-
formation detection, where explanations must balance
transparency with usability while navigating ethical con-
cerns like bias and fairness. Moreover, current evaluation
frameworks inadequately address how frontend designs

influence user understanding, trust, and satisfaction. To
address these critical gaps, there is a need to systemati-
cally investigate how frontend designs of explainability
features can be optimized to support responsible and user-
centric Al systems. This study responds to this need by
focusing on designing and evaluating explainability inter-
faces tailored to disinformation detection.

To gain a structured overview of the current state of fron-
tend design in XAl research and its application for disinfor-
mation detection, we thus conducted a structured literature
review based on Webster and Watson (2002). Figure 2 rep-
resents the workflow implemented in this paper, resulting in
57 papers included in the final review. An overview of the
results will be given below.

The scientific domain of XAl, particularly the front end,
is highly recent, with over 70% of relevant articles published
between January 2021 and August 2023. Healthcare (15.8%)
and deception detection (14.0%) are the most prominent
domains. However, only three studies in the latter domain
focus on the detection of online disinformation. Image clas-
sification tasks receive special emphasis, while textual data
classification is sparse. Visual explainability features are the
most common (50.9%), followed by multimodal (29.8%) and
textual (15.8%) features. Local explanations (52.6%) are
more prevalent than global explanations (7.0%), with 40.4%
of sources combining both. In line with this paper’s focus,
80.7% of the literature targets inexperienced end-users.

Subsequently, the literature corpus was analyzed and
organized into systematic clusters based on the sources’
main foci. Table 1 summarizes the investigated literature
and highlights key findings. Fourteen explainability features
are presented as representatives of their variations and indi-
vidual modifications, along with a brief description.

@ Springer
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Among other things, the reviewed literature examines
various XAl models designed for detecting forms of decep-
tion. A notable commonality among these approaches is
the absence of visual data as input features, except for one
approach tailored explicitly to identifying deepfake videos
(Trinh et al., 2021). The emphasis on the textual dimension
is apparent, leading to the recommendation to prioritize this
input type when developing an XAI approach for disinfor-
mation detection. Consequently, visual data is not consid-
ered for heatmap overlays, which are exclusively applied to
highlight the contribution of keywords in the textual input.
The systematic, iterative software development approach, as
proposed by Basil and Turner (1975), advocates beginning
with a relatively simple application and gradually introduc-
ing new features and enhancements iteratively. This iterative
process ensures the delivery of high-quality solutions. The
initial focus is on the textual dimension, with the poten-
tial implementation of extensions or enhancements in sub-
sequent iterative cycles. Moreover, Mohseni et al. (2021a)
highlight the importance of carefully balancing explanations
in terms of simplicity and information content. Overly dense
explanations may lead to rejection by end-users, potentially
harming a trustworthy human—machine relationship. This
observation further supports the advocated systematic soft-
ware development process.

The representation of confidence in a prediction is
deemed simple and valuable for building trust between
humans and AI (Le et al., 2023). However, the relevance of
the confidence score may be significant only when it sur-
passes a specific threshold, especially for inexperienced end-
users. Therefore, low scores indicating low confidence in a
classification may be streamlined. Shu et al. (2017) propose
incorporating diverse metadata input features into a disinfor-
mation classification model to improve performance. While
the expected benefit of input metadata on performance is
acknowledged, it remains uncertain whether end-users per-
ceive an explainability feature relying on metadata as help-
ful and contributive. Thus, in line with Basil and Turner
(1975), it is suggested that metadata explainability features
be excluded in the initial approach. Natural language expla-
nations fully expand only on demand and summarize the
most influential features in a classification that aligns with
the criteria outlined by Mohseni et al. (2021a) for simple
yet effective explanations. While often expected to emulate
human behavior, conversational agents may face challenges
when primarily dedicated to specific applications due to
their limited functionalities and knowledge (Brendel et al.,
2020; Hepenstal et al., 2021). Consequently, the potential
for user frustration arises, which may be detrimental to
trust in human—machine interaction. In the context of dis-
information, Mohseni et al. (2019) distinguish two kinds
of interpretability: algorithmic interpretability and human
interpretability. Algorithmic interpretability assists machine

learning experts in visualizing model parameters, inspecting
behavior, and improving performance. Human interpretabil-
ity aims to provide transparency for inexperienced end-users
by offering comprehensible explainability features to eluci-
date how a model works and how decisions are made. This
form of interpretability is crucial for fostering trust in the
human-machine relationship, aligning with the objectives
of this work.

In summary, the literature underscores the importance
of simplicity and clarity in explainability features to build
trust among inexperienced end-users. However, this focus
reveals a gap in user-centered research on how these expla-
nations are best delivered and experienced on the front end
of XAl applications. Addressing this gap is crucial for devel-
oping XAI systems that are not only transparent but also
user-friendly across diverse application domains, including
disinformation detection.

Solution objectives (B)

Building upon the literature review, the findings can be dis-
tilled into solution objectives in the form of design guide-
lines (Gurzick & Lutters, 2009) generalized for constructing
an XAI model to detect disinformation on digital platforms:

1. Preserve the original GUI. Maintain the existing plat-
form’s GUI to ensure a seamless transition for users and
uphold their established interaction habits. This helps
avoid disruption and maintains usability and comfort
(Garaialde et al., 2020).

2. Balance simplicity and clarity. Strive to balance sim-
plicity with an effective explanation of the model’s deci-
sions. Use iterative evaluations to refine explanations,
ensuring they are clear and comprehensible without
becoming overly complex (Mohseni et al., 2021a).

3. Empower inexperienced users. Design features to be
accessible to inexperienced users, ensuring they retain
decision-making authority and can effectively navigate
and understand content. This supports user empower-
ment and fosters trust (Mohseni et al., 2019).

4. Supplement confidence scores. Use confidence scores
as a supplementary feature to indicate prediction cer-
tainty. Simplify the presentation to avoid overwhelming
users while providing essential information (Le et al.,
2023).

5. Implement colored saliency for critical insights.
Highlight significant keywords in the text. Use clear
color schemes and balance complexity to maintain clar-
ity (Selvaraju et al., 2017; Chromik, 2021).

6. Provide expendable natural language explanations.
Design natural language explanations to be concise and
initially hidden, expanding upon user interaction. This
approach keeps the interface clean while allowing users
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to access detailed information as needed (Das et al.,
2023).

7. Exclude conversational agents. Avoid integrating con-
versational agents in the initial model to prevent poten-
tial user frustration. Focus on delivering clear and direct
explanations through other features (Brendel et al., 2020;
Hepenstal et al., 2021).

8. [Evaluate explainability features. Conduct practical
evaluations of explainability features to assess their
effectiveness and impact in real-world scenarios. This
evaluation is essential for understanding how well the
features meet user needs and improve the overall user
experience (Mohseni et al., 2021a).

9. Iterative development and improvement. Follow an
iterative development approach to enhance the applica-
tion continuously. Incorporate user feedback and adapt
to evolving needs and technological advancements to
ensure ongoing improvement and high quality (Basil &
Turner, 1975).

Click-dummies of an XAl interface (C)

In the subsequent phase of our design process, we systemati-
cally implemented the solution objectives outlined for devel-
oping our XAl-based disinformation detection tool. This
process began with preserving the platform’s original GUI
to ensure a smooth integration of new features (Guideline
1). For embedding the system’s initial warning, we designed
three alternatives (see Fig. 3): an overlay hiding the classi-
fied post, a banner above the post, and a banner below the
post—all expandable upon desire (Das et al., 2023).

We balanced simplicity with clarity, ensuring that each
explainability feature was effective and easy to understand
for users with varying levels of expertise (Guidelines 2 & 3).
The development focused on integrating confidence scores
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and text highlighting to enhance the transparency of the
model’s predictions (Guidelines 4 & 5). Our designs for the
display of confidence scores (Fig. 4) either showed a display
in percentages (Schmidt et al., 2020) or, to provide an even
more simplified concept that may cater to especially inexpe-
rienced users, a gradation of “low,” “medium,” and “high”
(Mohseni et al., 2019, 2021a).

In order to emphasize text parts that were relevant for
the system’s prediction (see Fig. 5), we prepared a design
displaying highlighted parts directly in the classified post
(Selvaraju et al., 2017; Chromik 2021). As an alternative,
another design suggests citations of relevant passages in the
explanatory text to keep the initial post clean and simple.

To address user needs for understandable explanations,
we designed expandable natural language explanations
(Guideline 6). To ensure the provision of critical informa-
tion while striving to avoid information overload, a longer,
more detailed explanation and a shorter explanation were
developed (see Fig. 6).

In alignment with the literature review’s findings, con-
versational agents were excluded from the initial design to
prevent potential frustration (Guideline 7). These considera-
tions culminated in nine distinct design suggestions, which
were visualized in mockups to illustrate the proposed fea-
tures and their integration into the XAl systems. The mock-
ups serve as a foundation for further refinement and practical
evaluation in qualitative user testing (Guideline 8), guiding
the ongoing development of a robust and user-centric disin-
formation detection tool (Guideline 9).

Qualitative user testing (D)
To demonstrate and evaluate the effectiveness of an XAl

tool detecting online disinformation, it is essential to under-
stand the perspectives of end-users, which are crucial for
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the successful application of such tools. By focusing on
the target group’s perspectives in a qualitative focus group
(Tremblay et al., 2010), we seek to ensure that the design
of these systems aligns with their preferences and enhances
their trust and understanding. Such alignment is pivotal for
the responsible development and effective integration of
Al-based disinformation detection tools. In the following
section, we will first elaborate on the design and conduct of
the study before presenting its results in detail.
Procedure

We conducted qualitative user testing to evaluate design
preferences for our developed XAI mockups. The goal was
to gain an in-depth understanding of how diverse users
perceive and interact with the system’s output. The study
involved eight participants, equally divided by gender and
aged 24 to 64, recruited via the recruiting platform Testing-
Time to ensure diversity in demographics and professional
backgrounds. Two on-site sessions were held in February
2024, each lasting two hours with four participants. Led
by two researchers and two practitioners, these sessions
assessed responses to our nine different design options for
the Al system’s output display. The sessions followed a
structured format:

1. Introduction and briefing: Participants were briefed
on the study’s purpose and the confidentiality of their
participation.

2. Design presentation: Nine designs were sequentially
presented, with explanations of each format’s rationale.

3. Individual questionnaire: Participants completed a
questionnaire capturing their initial reactions and prefer-
ences, with the freedom to review the designs as needed.

4. Joint discussion: A moderated group discussion
explored participants’ thoughts, aiming to uncover
deeper insights into usability and preferences.

Data collection included questionnaires, observational
notes, and discussion transcripts, which were analyzed using
evaluative qualitative content analysis (Kuckartz, 2012).
This method involved reviewing and summarizing the data
through inductive category formation (Mayring, 2015),
focusing on identifying key themes, user preferences, and
potential concerns to inform the tool’s further development.
Results

These findings provide initial insights into participants’
encounters with disinformation, their familiarity with Al
technologies, and preferences regarding the presentation of
warnings in relation to posts. The following section delves
into further details derived from these responses.

In response to the question “Have you already encoun-
tered disinformation? If so, where?” five out of the eight
participants confirmed that they have encountered instances
of disinformation. The platforms most frequently cited for
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encountering disinformation include social media platforms
such as Facebook, X (formerly Twitter), YouTube, and Ins-
tagram. Participants noted that these encounters primarily
revolved around political discourse, occurring in both pub-
lic forums and private discussions. When asked about their
experience with Al-based systems, specifically where they
have consciously gained experience, six out of the eight par-
ticipants indicated they have used Al-based systems before.
Common experiences cited include interacting with genera-
tive Al (ChatGPT) and other chatbots.

Before receiving an explanation of the system’s classifica-
tion, users were provided with a brief warning indicating that
a post was labeled as potential disinformation. Regarding
the placement of warning messages in relation to classified
posts, participants were asked, “Where should the warning
be placed (before the post, after the post, or post hidden)?”
Six out of the eight participants expressed a preference for
having the warning displayed above the post. When asked to
choose between brief and detailed explanations for Al clas-
sifications, all eight participants preferred the longer version
of the text. Common explanations for this strong preference
were the increased trust and understandability provided by
more comprehensive explanations. Participants claimed that
it “should be possible to find out why the Al classified a post
in this way” [TN2] and that “it makes the reference more
credible, and this strengthens trust in the AI” [TN6]. How-
ever, it was also posited that detailed explanatory texts could
potentially induce fatigue over extended periods:

“What may also be annoying for some - not for me - is
the length of the text. If it feels like it pops up with
every post, you definitely lose interest at some point.
But on the other hand, I wouldn’t really know how to
minimize that.” [TN4]

Furthermore, participants exhibited diverse perspec-
tives regarding the display of confidence scores used in the
context of disinformation detection. Several participants
expressed a consistent preference for the utility of confi-
dence scores, with four individuals finding them consist-
ently helpful. Conversely, three participants indicated that
they never found confidence scores helpful, while four others
believed they were only beneficial if they exceeded a spe-
cific threshold. The threshold for what constitutes a helpful
confidence score varied considerably among participants,
ranging from as low as 20% to as high as 80%. Although the
concept of confidence scores was explained to all partici-
pants during the briefing and in the questionnaire, it became
evident that the comprehension of confidence scores poses
challenges for laypersons, rendering them prone to misin-
terpretation. Consequently, this factor impacts the perceived
utility of displaying such scores and the perceived usefulness
of the provided information. One participant raised concerns
about the clarity of low percentage scores without concrete
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examples [TN2], while another participant made the follow-
ing statement:

“I don’t think measuring in percentages is a suitable
unit of measurement for comments in a forum. In real-
ity, every post on the forum will not be 100% compli-
ant, and it just becomes visually annoying that an Al
is checking people.” [TN7]

Here, it becomes obvious that confidence scores can be
easily misunderstood as to what they actually refer to. If
users assume, for example, that such a score evaluates the
credibility of a person instead of the system’s own con-
fidence in its prediction, one can expect a corresponding
rejection of its display. Additionally, participants were asked
which variant of confidence score display (as a percentage or
gradation in low, medium, and high) they preferred if such
a score were to be shown. Here, a clear preference became
visible: Seven out of eight individuals favored a percentage
display. One person stated that they would find a display
in percentages “clear and comprehensible—“medium” is
kind of vague so I would rather interpret it, hm, that’s a bit
unclear now. Whereas with “67% certain” I would have the
feeling that I have clear information. Seems precise, con-
vincing, as if the Al knows what it’s doing.” [TN2]. Other
participants expressed similar sentiments, claiming that
they “can visualize the probability better with percentages”
[TN3] and that a display of gradations does “not provide
me personally with a basis on which I want to rely” [TN1].
However, one participant offered a contrasting viewpoint,
preferring simpler classifications:

“It’s a simpler classification with three levels. At up to
100% everyone assesses the situation for themselves.
Some find 60% completely reliable and some only
from 90%, for example. The percentage variant offers
too much scope for interpretation and making deci-
sions based on gut feeling.” [TN4].

These varied responses illustrate a general preference for
percentage-based confidence scores, although some partici-
pants see value in more straightforward classification. The
divided opinions on the usefulness of a confidence score
stand in stark contrast to the consensus regarding the impor-
tance of highlighting text passages relevant for classifica-
tion: All eight participants found it helpful to display the text
passages that the Al considers indicative of disinformation.
In this context, individuals indicated that the highlighting
serves multiple functions for them, going beyond the direct
interaction with the system:

“This also makes the AI’s advice reliable and ensures
that it is given more credence. At the same time, it
sensitizes the reader to recognize disinformation more
easily in the future.” [TN6]

Other participants added that the highlighting helps to
“understand and comprehend things better” [TN8], making
it “transparent how the Al has assessed what has been clas-
sified as ‘red’ and I can check for myself what I think of it.”
[TN7]. These unanimous responses highlight the importance
of transparency in Al assessments, as displaying specific text
passages helps users understand and trust the system’s con-
clusions. Finally, participants were asked how they preferred
the Al to display text passages that indicated disinformation.
Five out of eight participants favored color highlights in the
original posts instead of citing relevant text passages in the
explanatory text. One attendee explained their preference for
colored highlights in the original post as follows:

“Striking colors are an eye-catcher. It also reminds me
a bit of my school days: important information was
marked with a highlighter, here too. So why make it
complicated and quote the article again in a large block
instead of making the info text short and concise and
simply using and including the existing post?” [TN4].

Another participant supported this preference, claiming
that “readers are shown even more clearly which passages
and statements are involved” [TN5] and “text passages can
be found much more quickly” [TNS5]. In contrast, partici-
pants who preferred citations of the passages in the explana-
tory text argued that this variant is better structured. One
person stated that they find “[colorful highlights] too con-
fusing, as you have to constantly open pop-up windows for
an explanation.” [TN6]. Consequently, they claimed this
“would discourage me from reading the explanations and
thus deprive me of the opportunity to gradually recognize
disinformation myself” [TN6]. These statements highlight
the participants’ general preference for color highlights in
the original posts, as this method is seen as more intuitive
and clear. However, a significant minority preferred cita-
tions in the explanatory text for better structure and ease of
understanding.

Stakeholder communication (E)

Hevner et al. (2004) stress the importance of effective com-
munication of DSR research results “both to a technical
audience (researchers who will extend them and practition-
ers who will implement them) and to a.

managerial audience (researchers who will study them
in context and practitioners who will decide if they should
be implemented within their organizations)” (Hevner et al.,
2004, p. 82). We followed this approach and presented
our artifact through various presentations at practitioners’
conferences and through media outlets to provide critical
insights into user interactions with XAl-based systems
for disinformation detection. Furthermore, we communi-
cated and discussed results focusing on an expert audience,
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conducting a round table format together with 16 research-
ers from various disciplines and practitioners from domains
including politics, citizen participation, communication
science, machine learning, and fact-checking in March
2024. Through these discussions, we identified key areas
that require attention in the development of XAl tools, spe-
cifically emphasizing the importance of comprehensibility,
user-friendliness, and trustworthiness. The expert feedback
underscored the necessity for designing systems that are not
only effective in detecting disinformation but also compre-
hensible and reliable from a user perspective.

Second DSR cycle
Revision of the first cycle and objective refinement (A, B)

The qualitative user testing’s findings and the round table
discussion underscore the importance of designing Al-based
disinformation detection systems that are transparent, user-
friendly, and trustworthy. By addressing user preferences
and concerns early on, developers can create more effective
tools that not only detect disinformation but also educate
and empower users to navigate digital spaces more critically.
This approach is essential for fostering a more informed and
resilient digital public. Accordingly, alongside our formu-
lated guidelines, the results discussed at the round table
inform the further development of our prototype by deciding
which design choices can be implemented directly (indicated
by the participants’ consensus) and which design choices
may need further testing in the future (indicated by the par-
ticipants’ disagreement or varying preferences). Therefore,
the initial warning appears above the article. Users can view
the explanation by clicking on “Read more” (Guidelines 1
and 2). The system provides a detailed explanation: The note
explains the characteristics on which the classification is
based and which text passages the Al is referring to (Guide-
lines 3 and 6). Although there is a slight observable prefer-
ence for displaying a confidence score, it may only be dis-
played above a certain value. Accordingly, several prototype
variants are designed to address these diverse needs. One
variant will offer explanations without a confidence score,
while the other will include it (given in percentage) (Guide-
line 4). Furthermore, the specific text passages of a post
that are relevant to the AI’s classification shall be displayed.
Participants favored both the option of color highlighting in
the original post and the citation of the text passages in the
explanatory text of the classification. As there was a slight
tendency towards color highlighting in the original post, this
tendency will be reflected in the design of the prototypes for
the quantitative study (Guideline 5).

Our next step is to test these prototypes through an online
study to evaluate the effectiveness of these design choices
based on user interactions (Guidelines 8 and 9). To frame
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our design process within a broader context, we draw on
empirical literature examining the impact of XAI on user
perceptions. XAl has emerged as a pivotal approach to
bridge the gap between complex Al models and user com-
prehension. Understanding Al systems’ working principles
is crucial for users to make informed decisions in various
contexts (Haque et al., 2023). In particular, XAl plays a vital
role in enhancing its understanding. Understandability speci-
fies whether the features and attributes of a model are easily
recognizable by users without knowing its inner composi-
tion. XAl ensures that Al systems are not just accurate but
also interpretable and transparent, making their operations
more comprehensible to users (Arrieta et al., 2020). When
explanations are presented appropriately, user understanda-
bility significantly increases (Bussone et al., 2015; Cai et al.,
2019; Eiband et al., 2019; Hudon et al., 2021). Experimental
research shows that a user’s knowledge about the system’s
interactions results in better understandability of the system
(Bove et al., 2021; Branley-Bell et al., 2020; Cheng et al.,
2020). Users who can grasp how an Al system functions are
more likely to find it user-friendly and reliable (Go6rski &
Ramakrishna, 2021). For non-technical stakeholders, clear,
concise, and comprehensive information is essential to avoid
cognitive overload (Hudon et al., 2021). Properly labeled
and explained attributes, along with well-reasoned decisions,
are crucial for increasing user understandability (Li et al.,
2021). Accordingly, we hypothesize the following: H;: XAl
leads to a higher degree of perceived understandability com-
pared to Al without an XAI component.

Trust in Al systems can be bolstered by providing contex-
tual information and transparent decision-making processes
(Bove et al., 2021; Cirqueira et al., 2020; Wang et al., 2019).
Moreover, a high confidence level for predictions helps users
build trust in the system (Bussone et al., 2015; Ehsan et al.,
2021). The explanation should contain enough details regard-
ing the prediction and decision-making procedure so that
users can feel confident and trust the system. Too much infor-
mation could create cognitive overload and decrease users’
understanding and trust (Cramer et al., 2008; Hudon et al.,
2021; Schmidt et al., 2020). To promote trust in the system,
it is recommended to reduce the knowledge gap between the
user and the system by collaborating with users during the
XAI development lifecycle (Chromik, 2021; Hong et al.,
2020; Park et al., 2021). Therefore, we formulate the fol-
lowing hypothesis: H,: XAl leads to a higher degree of trust
in the system compared to Al without an XAI component.

XAI systems are also shown to positively impact usabil-
ity (Oh et al., 2018), potentially leading to higher technol-
ogy acceptance (Davis & Grani, 1989; Venkatesh & Davis,
2000). Furthermore, to increase usability, accessible and
interactive interfaces should be designed and developed
for non-technical stakeholders (Andres et al., 2020; Bren-
nen, 2020). Involving the stakeholders in the development



Electronic Markets (2025) 35:66 Page130f28 66
Fig. 7 First design prototype ( Axel .
without explanations 4/5/2024, 7:30 PM
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Der US-Pathologe Dr. Ryan Cole warnt davor, dass Impf-mRNA noch lange nach der Impfung Schaden

anrichtet und eine Krebs Explosion verursacht, also einen sehr schmerzhaften Tod. Aber die Impfung ist

@) Dieser Kommentar enthalt Desinformation. Defakts verwendet eine kiinstliche Intelligenz, um Inhalte auf x
Desinformation zu tiberpriifen. Desinformationen weisen oft bestimmte Merkmale auf, die eine zuverlassige

Identifizierung erméglichen

Die KI bewertet den Beitrag als Desinformation. Sie stuft ihn als emotionalisierend ein. Desinformation setzt
auf eine emotionale Sprache und sensible Themen.

Eine gute Diskussion lebt von konstruktiven Beitragen. Bitte fiigen Sie Ihre Ideen hinzu. Dies kdnnen
Quellen, Argumente oder Fragen zum Thema sein.

lifecycle may also increase a system’s usability (Chromik
2021). Therefore, we formulate the following hypothesis:
H;: XAl leads to a higher degree of perceived usability com-
pared to Al without an XAlI-component.

These findings and the iterative development process help
refine our prototype and establish a framework for the sub-
sequent demonstration and evaluation phase. As we proceed
with an online study to assess the impact of these design
choices, this approach is situated within the broader context
of XAT’s influence on user perceptions. Through systematic
testing and iteration, the aim is to critically assess the final
system’s effect on the transparency metrics of understand-
ability, trust, and usability (Haque et al., 2023).

Prototypes of an XAl interface (C)

Building on the qualitative study’s user feedback, we
refined our interface prototypes to enhance user experience
and functionality. This iterative development process has
led to the creation of three interactive design prototypes
for a discussion platform. Each prototype integrates an

Al-based system that monitors contributions to a digital
discussion and flags suspicious content as potential disin-
formation. The prototype (Fig. 7), used for the first treat-
ment, serves as our baseline system. It shows the system’s
binary classification of suspicious content without provid-
ing further explanations on the system’s reasoning behind
its prediction.

The second prototype (Fig. 8), used for the second treat-
ment, shows users the system’s classification and provides
them with additional explanations in an expendable win-
dow. Similar to our baseline prototype, a banner appears
above each classified post. Upon clicking on “Read more”,
users are provided with an explanation of why the sys-
tem recognized the post as disinformation as well as in
which way the recognized characteristics are indicative
of disinformation.

Our third prototype (Fig. 9), later used for the third
treatment, provides explanations identical to the ones of
our second prototype but supplements them with a con-
fidence score. In this part of the explanation, the system
communicates its confidence in its own prediction.
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Fig.9 Third design prototype ¢ Axel
with explanations and confi- 4/5/2024, 7:30 PM
dence score '
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Eine gute Diskussion lebt von konstruktiven Beitrigen. Bitte fiigen Sie lhre Ideen hinzu. Dies konnen
Quellen, Argumente oder Fragen zum Thema sein.

Quantitative online study (D)

Strengthening the evaluative rigor of the first DSR cycle, we
demonstrate and evaluate our solution artifact in a quantita-
tive experimental approach. In the following, we will first
present our approach to designing and conducting the online
study before delving into its results.
Procedure

The study, conducted in July 2024, involved the recruit-
ment of 400 participants through the online panel provider
Prolific. To ensure data quality, a pre-test was conducted,
and two attention-check (AC) questions in the form of
instructional manipulation checks (IMCs) were included in
the questionnaire. These questions were designed to iden-
tify inattentive respondents. The first AC question was posi-
tioned in the middle of the questionnaire, while the second
was placed toward the end. Participants who failed one or
both of these questions were excluded from further analy-
sis, resulting in the removal of 56 respondents. After this
exclusion process, a total of 344 participants remained in
the dataset for analysis. Participants were selected based
on their demographic diversity, with considerations for age
(mean =32.02, SD =10.38) and sex (171 male and 173
female). Each participant was presented with one clickable
prototype. Participants were informed that the study aimed
to investigate user perceptions of an Al-supported tool for
detecting disinformation on digital platforms, such as discus-
sion forums. They were provided with a brief overview of
the study, including the expected duration of approximately
30 min, and were encouraged to respond to the question-
naire honestly and carefully via the initial instructions in the
questionnaire. In this study, the prototypes featured an online
discussion on the topic of new vaccination technologies in
the context of the COVID-19 pandemic (Fig. 10). The com-
ment section displayed six comments, two of which were
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classified as disinformation. The study followed a between-
subjects design (Charness et al., 2012) and included three
experimental treatments each aligning with one of our three
prototypes.

Participants were randomly assigned to one of the three
groups to ensure that any observed differences in outcomes
could be attributed to the experimental manipulation rather
than pre-existing differences among participants. The key
concepts under investigation included participants’ trust in
the presented Al-based system, perceived understandabil-
ity of the provided information, and their overall usability
experience (see Table 2 in Appendix A). On the basis of
established theoretical constructs, these concepts were meas-
ured on a 1-7 Likert scale (fully disagree to fully agree).
Additional measures were taken to assess participants’
demographic characteristics, their propensity to trust, and
their prior experience with Al In order to explore the effects
of the experimental conditions on participants’ perceptions
and behaviors while also accounting for demographic vari-
ables, we conducted Kruskal-Wallis tests complemented
by Dunn-Bonferroni post-hoc tests and linear regression
analyses.

Reliability analyses were conducted for each of the con-
structs used in the study (see Table 2). The understandability
construct, consisting of five items (Madsen & Gregor, 2000),
showed very good reliability. Further, the frust construct,
consisting of six items (Merritt, 2011), indicated excellent
internal consistency among the items. The usability con-
struct, measured by five items (Benbasat & Wang, 2005),
demonstrated good reliability. These findings indicate that
the items within each scale are sufficiently consistent to be
considered reliable measures of their respective constructs.

Before conducting the primary analyses, the normality of
the data was tested using the Shapiro—Wilk test. The results
(p< 0.001) indicated a significant deviation from normality,
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Fig. 10 Clickable user interface of the discussion with two classified posts
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Table2 Summary of reliability

Construct Number of  Cronbach’s  Average inter-item  Guttman’s Standard error
analyses for the measured items alpha correlation Lambda 6
constructs
Understandability 5 0.88 0.60 0.87 0.010
Trust 6 0.91 0.62 0.90 0.008
Usability 5 0.83 0.50 0.80 0.015

violating one of the key assumptions required for parametric
tests such as ANOVA. Given this violation, non-parametric
tests were used for the main analyses. To compare the effects
of the three treatment conditions, the Kruskal-Wallis test
was employed as a non-parametric alternative to the one-way
ANOVA. This test was used to assess whether there were
statistically significant differences in the dependent variables
(e.g., trust, understandability, and usability) across the three
experimental groups. In addition, multiple linear regression
analyses were conducted to explore the impact of demographic
and personal factors (e.g., age, educational background, and
previous Al experience) on the dependent variables. These
analyses allowed for examining how these characteristics
might influence participants’ responses independent of the
treatment effects. Informed consent was obtained from all par-
ticipants before their involvement in the study, and they were
assured of the confidentiality and anonymity of their responses.

Results

The three explainability levels’ effect on participants’
perceptions of the system’s trustworthiness, perceived usa-
bility, and understandability and, as an additional insight,
their overall agreement with the displayed classifications
was analyzed (see Table 3 and Figs. 11, 12, 13, and 14)
and is presented in the following.

Understandability. A Kruskal-Wallis test indicated no
significant difference in understandability among the three
treatment groups with a negligible effect size (Fig. 11).
Median scores were identical at 5.00 across all treatments.
These findings suggest that the inclusion of XAI com-
ponents does not significantly enhance understandabil-
ity compared to a basic Al system. Given the consistent
median scores and small effect sizes, we cannot confirm
hypothesis H;, which proposed that XAI components
would improve understandability.
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Table 3 Summary statistics of Kruskal-Wallis test and post-hoc analyses (Dunn—Bonferroni test, Cohen’s d)

Statistic

Understandability

Trust

Usability

Classification agreement

Median scores

2
p-value
ezurdinal (95 CI)

Post-hoc test Treatment
1vs2

Post-hoc test Treatment
1vs3

Post-hoc test Treatment
2vs3

Treatment 1: 5.00

Treatment 2: 5.00

Treatment 3: 5.00

7(2)=1.03

p=0.60

€ dina = 0.003 (95% CI
[0.000446, 1.00])

Z=-0.09, p.adj =1.00,
d=-0.12

Z=-0.92, p.adj =1.00,
d=-0.12

Z=-0.83, p.adj =1.00,
d=-0.09

Treatment 1: 5.17

Treatment 2: 4.58

Treatment 3: 4.67

£(2)=1791

p=0.02

ezordinal= 0.02 (95% CI
[0.0474, 1.00])

Z=271,p.adj =0.14, d=
0.26

Z=2.00, p.adj =0.14, d=
0.26

Z=-0.72, p.adj =1.00,
d=-0.06

Treatment 1: 5.40

Treatment 2: 5.60

Treatment 3: 5.40

74(2)=0.76

p=0.68

ezordinal= 0'002, (95% CI
[0.000441, 1.00])

Z=-0.82, p.adj =1.00,
d=-0.09

Z=-0.67, p.adj =1.00,
d=-0.07

Z=-0.15, p.adj =1.00,
d=10.01

Treatment 1: 6.00
Treatment 2: 5.00
Treatment 3: 5.00

7 (2) =15.64

p<0.001

€ oraina = 0.05 (95% CI
[0.02, 1.00])

Z=13.15, p.adj =0.0048,
d=0.43

Z=3.65, p.adj =0.0008,
d=0.43

Z=10.48, p.adj. =1.00, d=
0.12

Fig. 11 Kruskal-Wallis test of 2
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Understandability

Trust. The Kruskal-Wallis test revealed a significant
difference in trust scores among the three treatment groups
with a small effect size (Fig. 12). Median trust scores were
5.17 for treatment one, 4.58 for the second treatment, and
4.67 for treatment three. Dunn—Bonferroni post-hoc tests
showed a significant difference between treatment one and
treatment two with a small effect size. However, the dif-
ference between treatment one and treatment three was
not significant. Furthermore, no significant difference was
found between the second and third treatment with a negli-
gible effect size. These results indicate that while there is
a small but significant difference in trust between the con-
trol group and the group with explanations, the presence
of XAI components does not lead to higher trust overall.
Consequently, we cannot confirm H,.
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Usability. The results of the Kruskal-Wallis test show no
significant differences in usability scores across the treat-
ment groups with a negligible effect size (Fig. 13). Median
usability scores were 5.40 for treatment one, 5.60 for treat-
ment two, and 5.40 for treatment three. Confirming the ini-
tial observation, Dunn—Bonferroni post-hoc tests also found
no significant pairwise differences between treatment one
and two, treatment one and three, and treatment two and
three. These observations suggest no significant differences
in perceived usability among the treatment groups, and the
presence of XAl components does not enhance usability
over a basic Al system. As such, we cannot confirm H;.

Classification agreement. For additional insights, we
investigated potential differences between the treatments
regarding the participants’ overall agreement with the
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displayed classifications (Fig. 14). The Kruskal-Wal-
lis test revealed a significant effect with a moderate effect
size. Median classification agreement was highest in the
control group (6.00), while both treatment groups scored
lower (5.00). Dunn—Bonferroni post hoc tests showed that
the control group had significantly higher agreement scores
compared to both treatment two and treatment three, sug-
gesting small to moderate differences. No significant dif-
ference was found between the two XAI treatment groups,
with a minor effect size. These findings indicate that the
introduction of explanations, with or without confidence
scores, actually reduced participants’ agreement with the
system’s classifications.

-~
[f] Meroian = 4.67
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Treatment
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Treatment

Impact of demographic and personal characteristics. In
previous analyses, we examined the impact of the different
treatments, varying in their degrees of explainability, on the
measured constructs. This analysis extends our understand-
ing by employing linear regression to explore additional fac-
tors associated with these constructs. Table 4 presents the
results of four separate linear regressions, each assessing the
relationships between various predictors and our four dis-
tinct dependent variables: understandability, trust, usability,
and classification agreement. The models include the predic-
tors’ age, gender, academic background, prior experience
with Al, individual propensity to trust, and treatment mem-
bership. The model for understandability (1) suggests that
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Classification Agreement

older individuals tend to perceive understandability as lower
(= —0.014, p< 0.01). Similarly, individuals with higher
levels of general trust (propensity to trust) are more likely
to perceive greater understandability (f= 0.101, p < 0.01).
Other variables, including gender, academic background,
and Al experience, are not significantly associated with
understandability in this model. For trust (2), older individu-
als report lower levels of trust in the system (= —0.016,
p<0.01), while individuals with a higher propensity to trust
exhibit higher levels of reported trust (= 0.178, p < 0.001).
Gender, academic background, and prior Al experience are
not significantly associated with trust in this model.

For usability (3), age is negatively associated with per-
ceived usability (= —0.015, p< 0.01), suggesting that
older individuals report a lower perception of usability than
younger participants. Notably, gender also shows a signifi-
cant association, with female participants reporting lower
levels of usability compared to male participants (f= 0.339,
p < 0.001). In contrast, an individual’s propensity to trust has
a positive association with usability (f= 0.084, p < 0.05),
while academic background and prior experience with Al
do not exhibit significant associations. Regarding the over-
all agreement with the displayed classifications (4), age is
negatively associated with agreement with the system’s clas-
sifications (= —0.018, p < 0.01). Individuals with a higher
propensity to trust exhibit higher agreement levels (f=
0.200, p < 0.001), while female participants report lower
levels of agreement compared to male participants (f=
—0.303, p < 0.05). Neither academic background nor prior
experience with Al is significantly associated with classifi-
cation agreement. Interestingly, the treatment conditions do
not exhibit significant associations with perceived under-
standability, trust, or usability. However, both treatment two
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(p=—0.345, p < 0.05) and treatment three (= —0.546, p <
0.001) are significantly associated with lower classification
agreement compared to the control group. Participants pro-
vided with explanations from the system exhibited lower
agreement rates with its predictions, particularly in treat-
ment three, where the explanatory text included a confidence
score.

Discussion

Our study explored how different degrees of explainability,
including explanations with or without confidence scores,
impact user perceptions across multiple constructs, such
as understandability, trust, usability, and classification
agreement. The findings reveal that these treatments had a
minimal effect on participants’ evaluations, suggesting that
additional underlying factors, such as demographic and indi-
vidual characteristics, play a more significant role in shaping
user experiences and perceptions (Schemmer, 2022).

The analysis indicates that the presence of explanations,
whether with or without a confidence score, did not signifi-
cantly affect understandability among the different treatment
groups. Consequently, the results do not support the notion
that XAI components improve understandability compared
to a basic Al system without such components. The observed
lack of improvement in understandability may be attributed
to cognitive overload and issues with the relevance of the
explanations provided (Tsai et al., 2021; Liu et al., 2021;
Sanneman & Shah, 2022). Specifically, the data suggest
that as age increases, perceived understandability tends to
decrease, possibly because older participants may find com-
plex or technical explanations more challenging. In contrast,
higher levels of general trust are positively associated with
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Table 4 Results of our linear regression

Dependent variable:

Understandability (1)

Trust (2)

Usability (3)

Classification agreement (4)

Age

Female
Academic status
Al experience
Trust propensity
Treatment two
Treatment three
Constant
Observations

R?

Adjusted R?

— 0.014%* (0.005)
—0.022 (0.098)
—0.192 (0.103)
0.306 (0.208)
0.101%* (0.036)
0.089 (0.120)
0.155 (0.119)
4.712%%% (0.314)
341

0.069

0.050

— 0.016%* (0.006)
—0.014 (0.111)
- 0.022 (0.117)
- 0.088 (0.237)
0.178%** (0.041)
—0.263 (0.136)
- 0.214 (0.136)
4.707%%% (0.357)
341

0.086

0.067

— 0.015%* (0.005)
— 0.339%%% (0.101)
—0.103 (0.106)
0.151 (0.216)
0.084* (0.038)
0.112 (0.124)

0.087 (0.123)
5.509%%* (0.324)
341

0.077

0.058

— 0.018%* (0.007)
— 0.303* (0.134)
—0.231 (0.142)

— 0.070 (0.287)
0.200%** (0.050)
— 0.345% (0.165)

— 0.546%%% (0.164)
5.604%%* (0.432)
341

0.118

0.101

#p < 0.05; #¥p < 0.01; #¥p < 0.001

greater perceived understandability, indicating that those
who are more trustful are likely to find the system’s explana-
tions clearer. Additionally, factors such as gender, academic
background, and Al experience did not show significant
effects on understandability, suggesting that the effectiveness
of explanations may be more closely related to cognitive fac-
tors and trust rather than demographic or experience-based
differences. These findings reinforce the need for platform
operators to carefully tailor explanation formats to user pro-
files to maintain accessibility and perceived value across
diverse user segments (Gregor & Hevner, 2013; Rai, 2020).

Moreover, the analysis reveals that the presence of expla-
nations without confidence scores was associated with a
lower level of trust compared to the control group. Fur-
ther, adding confidence scores to the explanations did not
significantly enhance trust compared to the control group,
indicating that confidence scores alone may not effectively
enhance trust unless combined with other supportive ele-
ments (Hamm et al., 2023; Schmidt et al., 2020). This sug-
gests that participants might have perceived the explana-
tions as less straightforward or more confusing than simply
receiving no explanations at all (Papenmeier et al., 2019;
Poursabzi-Sangdeh et al., 2021).

The presence of explanations, whether with or without
a confidence score, did not significantly affect perceived
usability among the treatment groups. The negligible effect
sizes and similar median usability scores across groups sug-
gest that the treatments had no meaningful impact on par-
ticipants’ perception of usability. Consequently, the results
do not support the notion that XAl components improve
usability compared to a basic Al system without such com-
ponents. Despite being informed by qualitative user testing,
the lack of significant impact on perceived usability from
explanations, whether with or without a confidence score,
may be attributed to several factors. First, the explanations,

even when designed based on user feedback, may not have
effectively addressed all aspects of usability or aligned with
users’ specific interaction needs, e.g., when explanations
seem unintuitive (Mohseni et al., 2021b; Schmidt et al.,
2020). Second, it is possible that these explanations might
not have sufficiently altered users’ overall experience or
efficiency with the system (Schemmer, 2022; Wanner et al.,
2022). These results emphasize the broader challenge in
integrating Al-driven features within platform interfaces
without disrupting core user-flows, a critical concern in the
business design of digital platforms (Lyytinen et al., 2021).
Currently, the existing XAl literature lacks a comprehensive
set of methodologies and metrics for effectively assessing
the quality of explanations (Sanneman & Shah, 2022).

The analysis of participants’ classification agreement
suggests that the presence of explanations was associated
with lower classification agreement compared to the con-
trol group. This finding underscores the complex interplay
between explainability and user agreement. The significant
differences between treatment one and both treatments two
and three indicate that the explanations provided in these
treatments may have introduced additional uncertainty or
complexity (Sanneman & Shah, 2022). Specifically, the
inclusion of confidence scores in treatment three and the
detailed textual explanations in both treatments may have
made the system’s decision-making process more trans-
parent but also more challenging to interpret, particularly
for users without prior familiarity with Al-based systems.
One plausible explanation for this decrease in agreement
is that overly detailed or technical explanations might have
prompted users to scrutinize the system’s classifications
more critically, leading to increased doubt or skepticism
(Ferguson et al., 2022). While this can be seen as a positive
outcome in contexts where critical engagement with Al deci-
sions is desirable, it may not align with the goal of fostering
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trust and usability in disinformation detection tools. Further-
more, explanations that incorporate probabilistic or confi-
dence information can introduce cognitive overload for users
who may lack the expertise to interpret such data effectively,
exacerbating uncertainty. This observation aligns with prior
research suggestion that user trust and agreement can be
undermined when explanations are perceived as too complex
or ambiguous (Miller, 2019). In platform settings, this could
translate into reduced conversion, churn, or lack of confi-
dence in Al-generated outputs, particularly in high-stakes
domains like e-commerce or content moderation (Benbya
et al., 2020; Rai, 2020).

Our linear regression analysis elucidates several signifi-
cant determinants impacting the constructs of understand-
ability, trust, usability, and classification agreement, inde-
pendent of treatment variations. The results consistently
demonstrate that age has a negative relationship with each
of the dependent variables, indicating that older individu-
als generally displayed higher aversion when interacting
with our system. This trend may be attributed to age-related
cognitive and perceptual changes, which could affect how
older individuals process and evaluate information (Salt-
house, 1992, 1994; Zahodne et al., 2011). Older adults might
experience greater difficulty in understanding new concepts,
trusting new technical systems, or experiencing high usabil-
ity due to accumulated experience or changes in cognitive
functions (Miller & Bell, 2012; Peters et al., 2008; Salthouse
et al., 1999).

Conversely, an individual’s propensity to trust exerts a
positive influence across all constructs, underscoring the
role of individual trustfulness not only in enhancing trust in
the system but also in perceived understandability, usability,
and agreement with the classifications provided by the (X)
Al This finding highlights the importance of inherent trust
levels in shaping perceptions. People who naturally exhibit
higher trust are likely to approach information and systems
with a more positive outlook, which could enhance their
overall experience and evaluation (Fan et al., 2020).

Notably, gender differences are evident in our findings
as being female is associated with a lower perceived usabil-
ity and lower classification agreement. This indicates that,
with regard to some elements, female participants potentially
perceive the system less favorably compared to their male
counterparts. The observed discrepancy may stem from var-
ying expectations, experiences, or societal factors that affect
how different genders interact with and evaluate systems
(Reeder et al., 2023). Further research is needed to explore
the underlying causes of these gender-related differences,
including potential biases in system design or differences
in interaction styles. In contrast, whether someone has an
academic degree or prior experience interacting with Al has
no significant influence on any of the constructs. This may
imply that educational background and prior exposure to
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Al-based systems are less influential in shaping user experi-
ence than other individual characteristics, such as age and
trust propensity. From a platform design perspective, these
insights suggest that adaptive personalization, based on traits
like age and trust propensity, may help mitigate usability
barriers and enhance engagement across heterogeneous user
bases (Berente et al., 2021; Lyytinen et al., 2021). In sum-
mary, this analysis extends our understanding of how indi-
vidual differences shape user perceptions, highlighting the
significance of age and trust propensity while indicating the
need for further exploration into gender-related differences.
This broader perspective complements our findings related
to treatment variations, offering a more comprehensive view
of the factors influencing user evaluations while hinting at
the need for the design of adaptive systems (Kabudi et al.,
2021).

Integrated design guidelines (E)

Finalizing our second DSR cycle by building on our pre-
vious design guidelines, we further refine and expand our
approach to developing responsible XAl systems for dis-
information detection. Considering our empirical findings,
the integrated guidelines (Gurzick & Lutters, 2009) high-
light user needs and the importance of maintaining a bal-
ance between simplicity, clarity, and adaptation while also
addressing demographic and individual differences:

1. Integrate explanations seamlessly into the user expe-
rience. Ensure that explanations are integrated in a way
that enhances, rather than disrupts, the overall usability
of the system. Since the addition of confidence scores
did not significantly improve trust or usability, focus on
how explanations are presented and ensure they con-
tribute positively to the user experience without causing
confusion.

2. Simplify explanations to avoid cognitive overload.
Ensure that explanations provided by the XAI system
are clear and not overly complex. Given that explana-
tions did not significantly impact understandability, it
is crucial to avoid introducing unnecessary complexity.
Tailor explanations to be straightforward and relevant to
the user’s current context to prevent cognitive overload.

3. Prioritize trustworthiness in design to build credibil-
ity for inexperienced users. Even though confidence
scores alone did not significantly enhance trust, ensure
that explanations are part of a broader strategy to build
system credibility. Develop supportive elements that
reinforce trust and reliability, ensuring users perceive
the system as trustworthy and effective in detecting dis-
information.

4. Make explanations optional by offering customiz-
able explanation features. In line with the principle of
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user empowerment, explanations should be an optional
feature, allowing users to access additional details only
when needed. This approach respects the user’s auton-
omy and avoids unnecessary complexity in the overall
user experience.

5. Consider user trust and cognitive factors. Recognize
that inherent trustfulness and cognitive factors may sig-
nificantly influence how users perceive explanations.
Account for cognitive differences, such as those related
to age, by simplifying explanations for older users who
may struggle with more technical content.

6. Address demographic and individual differences
through adaptability in design. Design explana-
tions adaptable to different user profiles, acknowledg-
ing that factors such as age and trust propensity affect
user perceptions and be mindful of potential biases in
system design as well as differences in how various
demographic groups interact with the system. Consider
conducting targeted user research to tailor explanations
effectively.

7. Refine and test explanation mechanisms continu-
ously. Continuously refine explanation mechanisms
based on user feedback and iterative testing. The find-
ings suggest that explanations alone might not improve
usability or classification agreement. Regularly test and
adjust explanations to better align with user needs and
enhance the system’s effectiveness.

By adhering to these guidelines, responsible XAl systems
for disinformation detection may be developed to better meet
user needs, enhance usability, and improve overall effective-
ness in combating false information on digital platforms.

Conclusion
Summary

This study addressed the research question of how a respon-
sible XAl-based system for detecting online disinformation
should be designed to foster user trust, understandabil-
ity, and comprehension. By leveraging a Design Science
Research (DSR) approach (Peffers et al., 2007), we devel-
oped and evaluated explainability features tailored to the
high-stakes, sensitive domain of disinformation detection.
Through a comprehensive literature review, iterative design
cycles, and empirical user testing, we provide both practical
design guidelines and important theoretical insights into the
limitations and potential of explainable Al (XAI) in real-
world applications.

From a theoretical standpoint, this study contributes to
an underexplored intersection between XAI and disinfor-
mation detection by shifting the focus from purely technical

accuracy toward user-centric design principles (Rjoob et al.,
2021; Wells & Bednarz, 2021). While transparency is widely
recognized as a cornerstone of XAI (Haque et al., 2023),
our findings challenge the assumption that greater transpar-
ency inherently leads to improved user trust, comprehen-
sion, or usability (Schmidt et al., 2020). Contrary to com-
mon expectations, the inclusion of XAI components did not
significantly enhance participants’ understanding or trust in
the system and in some cases even introduced confusion
or reduced agreement with system outputs. These results
emphasize the importance of designing explanations that are
not only technically accurate but also cognitively appropriate
for the target user group. By demonstrating that explanations
can inadvertently increase cognitive load, our study refines
existing cognitive load theory and highlights the contextual
and individual variability in how users perceive and benefit
from XAI. We show that user demographics—particularly
age—and individual characteristics like trust propensity
significantly influence the effectiveness of explainability
features. Older users, for example, reported lower levels of
trust, usability, and understanding, suggesting a need for
adaptive XAl systems that account for users’ cognitive and
experiential diversity. Additionally, our application of the
DSR methodology underscores the value of integrating theo-
retical and empirical insights into the iterative development
of XAI systems. This study contributes to IS and HCI litera-
ture by offering a framework for embedding user feedback
early and systematically in the design process, revealing
the nuanced trade-offs between transparency, usability, and
user trust. Practically, our findings translate into actionable
design guidelines for developing responsible, user-aware
XAI systems in the disinformation space. These include
simplifying explanations to minimize cognitive overload,
tailoring them to users’ demographic and cognitive profiles,
and offering explanations as optional features to preserve
user autonomy. Furthermore, we advocate for combining
XAI with other trust-enhancing mechanisms, such as user
feedback loops, to foster engagement and reliability.

In conclusion, this research advances both theoretical
understanding and practical implementation of explainable
Al by uncovering the complex interplay between user char-
acteristics, contextual factors, and design choices in disin-
formation detection systems. While explainability does not
universally improve user perceptions, our contributions pro-
vide a foundation for future studies to build more adaptive,
context-sensitive, and trustworthy XAl systems—crucial for
navigating the evolving challenges of disinformation and
responsible Al governance in the digital age.

Limitations

While this study offers valuable insights into the responsible
design of XAI systems for disinformation detection, some
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limitations must be acknowledged to fully contextualize the
findings and guide future research. The structured literature
review, though comprehensive, is inherently limited by the
selection criteria and databases. The focus on specific key-
words or publication types may have excluded relevant stud-
ies that could provide additional insights or counterpoints.
The qualitative user testing’s sample allowed for an in-depth
exploration of participants’ experiences and perspectives;
nevertheless, it may not fully represent the diversity of views
within the population. We therefore conducted a quantita-
tive study to test the results with a broader range of back-
grounds and present more generalizable results. The online
study’s design was cross-sectional, capturing user percep-
tions at a single point in time. Longitudinal studies would be
beneficial to assess the long-term impact of explainability
features on user perceptions. The study observed a reduc-
tion in agreement with the system’s classifications when
explanations were provided. Investigating the content and
format of the explanations could reveal whether they con-
tribute to misunderstandings or if alternative presentation
methods might improve agreement. Furthermore, focusing
on the design of the explanations, rather than also consider-
ing their content and providing a broader array of examples
with varying textual features, may not fully capture the range
of disinformation features users might encounter. Future
studies could expand on this by offering participants more
diverse examples, which could help identify how different
types of explanations interact with varying content and how
they affect user perceptions. Finally, our study focuses on
the perception of explainability features. Other aspects of
algorithmic transparency (such as model accuracy) are also
crucial for how users perceive the system and should be con-
sidered in future research to develop a more comprehensive
approach to responsible Al design. By acknowledging these
limitations, future research can deepen our understanding of
how to effectively design and implement XAI systems for
disinformation detection and other high-stakes applications.
Such research can ultimately support platform providers of
OSNs in responsibly adopting and integrating Al-based sys-
tems for disinformation detection, fostering a more trustwor-
thy and accountable digital platform ecosystem.

Future work

The ethical deployment of Al in cyberspace governance,
especially for disinformation detection, requires a thorough
examination to safeguard transparency and fairness on digi-
tal platforms. Future research may explore several avenues
to build on our findings. First, further studies may investigate
a broader range of explanation types and their interactions
with various user demographics to identify which formats
are most effective in different contexts. Second, longitudinal
studies could provide insights into how users’ perceptions

@ Springer

of Al systems develop over time and whether continuous
exposure to explanations affects their experience. Third,
investigating the integration of explanations with other trust-
enhancing features, such as transparency mechanisms and
user feedback systems, could offer a holistic approach to
improving user interactions with Al in the combat of online
disinformation. In conclusion, while explainability is a criti-
cal component of responsible Al, its effectiveness in promot-
ing usability, user trust, and comprehension requires careful
consideration and tailored implementation. Our study under-
scores the importance of a nuanced approach to integrating
explainability features and highlights the need for ongoing
research to refine these mechanisms and better align them
with user needs. Building on our findings, future work can
contribute to the development of more effective and trust-
worthy Al-based systems for disinformation detection and
beyond.
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