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ABSTRACT

A filter is a data structure that answers approximate-membership
queries on a set S of n elements, with a false-positive rate of €. A
filter is said to be dynamic if it supports insertions/deletions to the
set S, subject to a capacity constraint of n.

This paper considers the space requirement of filters, regardless
of running time. It has been known for decades that static filters
have optimal space nlog e 1 +O(1) expected bits, and that dynamic
filters can be implemented in space nlog e~ + ©(n) bits. We prove
that this ©(n)-bit gap is fundamental: any dynamic filter must use
nloge™! + Q(n) bits, no matter the choice of e.

Extending our techniques, we are also able to obtain a lower
bound for the value-dynamic retrieval problem. Here again, we
show that there is a ©(n)-bit gap between the optimal static and
(value-)dynamic solutions.
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1 INTRODUCTION

In recent decades, filters have emerged as one of the most widely
used data structures in computer science (see, e.g., the many surveys
on the topic [1, 8, 9, 30, 36, 42, 43, 45, 46]). They allow for space-
constrained applications to have something ‘similar’ to a hash table,
but that uses much less space.

Formally, a filter solves the approximate set membership problem.
Given a universe U of size u and an input set S C U of some size
n, the data structure D must implement a function queryp : U —
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{true, false} such that

ifxesS
otherwise.

Pr[queryp(x) = true] =1
Pr[queryp(x) =false] > 1—¢€

Whereas queries to items in S are exact (they always return true),
queries to elements not in S are approximate (they usually return
false). The parameter € is called the false positive rate. A filter is
said to be dynamic if it supports not just queries, but also insertions
and deletions to S. In this case, n serves as a maximum capacity,
upper bounding the size of S at any given moment.

It has been known for decades that the optimal expected space
complexity of a static filter is nlog e 1 +O(1) bits [10, 17, 44] where
log denotes the binary logarithm throughout this paper. It has also
been known for decades how to construct dynamic filters using
nlog e+ ©(n) bits [2, 7, 10, 37]. It has remained open, however,
whether this ©(n)-bit gap is fundamental: do dynamic filters need
to store nloge™! + Q(n) bits?

Tight bounds on incremental filters. Ina 2010 breakthrough, Lovett
and Porat [29] established a lower bound for incremental filters:
any filter supporting query and insert must use nloge™! +nf(¢)
bits, for some positive non-increasing function f : (0,1) — R*.
As an immediate corollary, they concluded that in the case where
€ = ©(1), the optimal space complexity for an incremental (or for a
dynamic) filter is nlog e~! + ©(n) bits.

For € = 0(1), the lower bound deteriorates to nloge™! + o(n)
bits. This might seem like a technical oddity, but we show in Section
5 that it is unavoidable: there is a simple incremental filter that,
when € = 0(1), uses nloge™! + o(n) bits.

Tight bounds on dynamic filters. Thus, the unresolved case is
that of dynamic filters with € = o(1). Is it possible to achieve
nloge~!+o(n) bits in this setting, or is there an unavoidable Q(n)-
bit cost to dynamism?

The main result of this paper is to resolve this question by giving
a lower bound of nlog e~! + Q(n) bits on the size of any dynamic
filter (Section 3). The lower bound is information-theoretic, so it
applies regardless of time efficiency.

More precisely, we show that for any € = 0(1), and a universe of
size |U| = w(e~!n), dynamic filters must use expected space

4 _
V17-1
bits. Combining this with Lovett and Porat’s lower bound for € =
©(1) gives an nlog e~ + Q(n) lower bound for all .

Our lower bound is achieved through a series of communication-
protocol arguments. We classify filters based on what we call their
churn rate, and we show that no matter what the churn rate of a
filter is, there exists a one-way communication protocol that uses
the filter in order to encode nloge™! + Q(n) bits of information.

nloge_1+glog o(n) = nloge ! +0.35 - n—o(n)
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Figure 1: Summary of space bounds for static, incremental, and dynamic filters. New results are highlighted in red.

We remark that this is a quite different approach from the previous
lower bound [29], which was achieved by performing a covering-
set argument in order to compare the number of filter states on sets
of size n to the number of filter states on sets of size k < n for some
carefully chosen k.

A second lower bound: the cost of value-dynamic retrieval. Ex-
tending our techniques, we are able to obtain a lower bound for a
second well-studied problem as well.

Given a set S C U of n elements from some universe U, and
given a function f : S — [2%], a retrieval data structure for f is any
data structure D satisfying

D[x] = f(x) forallx € S, and DJ[x] € [Zb] forallx e U\ S,

where D[x] denotes the value obtained by querying key x.!

The retrieval problem is well understood in two settings. In the
fully static setting, the optimal expected space is known to be nb +
o(n) bits [17, 19, 44]; and in the fully dynamic setting, where both S
and f can be updated, the optimal expected space becomes @(nb +
nloglog(u/n)) bits [11, 15, 35]. However, the intermediate setting
of value dynamism, where the set S is static but the function f can be
updated, has remained more enigmatic. One can straightforwardly
obtain a solution using nb +nlog e+ o(n) bits, with high probability
in n, using minimal perfect hashing [23, 26, 32], but it is not known
whether nb + o(n) bits might be possible.

In Section 4, we prove that any value-dynamic retrieval data
structure must use, in expectation, at least nb + Q(n) bits of space.
Thus, once again there is an information-theoretic ©(n) bit “cost
of dynamism”. Concretely, under the assumption that the universe
U has size at least |[U| > poly(n), we give a lower bound of nb +
% log(5/4) — o(n) = nb + 0.16n — o(n) for any b > 1, and a lower
bound 0fnb+% log(3/2)—o(n) = nb+0.29n—o0(n) for any b = w(1).

Beating minimal perfect hashing. The fact that nb + Q(n) bits are
necessary does not necessarily mean that the basic minimal-perfect
hashing solution is optimal. And, in fact, in Section 6, we show
that for b = O(1) it is not: we give a simple alternative solution
that achieves space nb + nloge — n - g(b) + o(n) bits, with high

We remark that retrieval data structures for f : S — [r] also make sense if r is not a
power of two. Our focus on r = 2b s mostly for convenience.
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probability in n, for some positive function g. For b = O(1), this
beats the bound achieved by minimal perfect hashing by Q(n) bits.
For b = 1, specifically, we show that g(b) > 0.334.

Related work on filters and retrieval. Our contributions, along
with related work, are summarized in Figures 1 and 2.

The earliest work on filters was by Burton H. Bloom in 1970
[14], who introduced an incremental filter using space approxi-
mately 1.44nlog €1 bits. A few years later, in 1978, Carter, Floyd,
Gill, Markowsky, and Wegman [10] established a tight bound of
nlog e 1+0(1) bits? on the optimal expected space-usage of a static
filter, and gave a dynamic filter using nlog[e~!] + 2n bits. Their
basic framework for constructing a dynamic filter, in which they
construct a succinct hash table storing a random log n + [log e™11-
bit hash of each key, would go on to be used in almost all sub-
sequent work on dynamic filters. Interestingly, when € = o(1),
this approach necessarily uses space nloge™! + Q(n) — o(n) bits,
since when € = 0(1), the information-theoretic lower bound for
storing a set of (1 — o(1))n items from a universe of size ne ™! is

log ("en_l) > nloge™! + nloge — o(n) bits. Our lower bound con-
firms that this type of bound is optimal, although the exact constant
in the linear term remains open.

In recent decades, it has been shown how to construct space-
efficient filters that are also highly time-efficient. For static filters, it
is known how to achieve O(1)-time queries while using nloge™! +
o(n) bits of space [17, 44]. For dynamic filters, so long as loge™! <
logn/(loglog - - -log n) (for any constant number of logarithms), it
is known how to achieve O(1)-time operations using nloge™! +
O(n) bits of space [2, 7, 37]. For smaller €, one can achieve the same
space bound, but with O(log* n)-time insertions/deletions [7].

There has also been a great deal of work on practical filters.
Besides the Bloom filter and its many variants [1, 30], other popular
designs include the quotient filter [6, 13, 24, 37, 40, 41], the cuckoo
filter [12, 22, 31, 38], and static xor-based filters [20, 25]. Filters and
their applications have been the subject of many surveys, see e.g.,
[1, 8,9, 30, 36, 42, 43, 45, 46].

Technically, their bound considers only power-of-two values of € !, but their argu-
ments naturally extend to non-powers-of-two as well.
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Figure 2: Summary of space bounds for retrieval data structures in the static, value-dynamic, and dynamic settings. New results
are highlighted in red. For the (fully) dynamic setting, we restrict to b = o(loglog 7).

One natural extension of incremental filters is to allow for n to
increase arbitrarily over time. Assuming € is an inverse power of
two, the optimal space for this version of the problem has been
shown to be (1+0(1)) (nlog e '+ nloglog n) + O(n) bits [28, 39].
Other extensions of the problem include adaptive filters [4, 5, 27, 34],
which use an external-memory dictionary on S in order to ‘fix’ false
positives so adaptive query sequences get strong guarantees; and
learning-augmented filters [33], which use an auxiliary machine
learning model to improve performance.

The earliest work on the retrieval problem was in the context of
minimal perfect hash functions [23, 26, 32]. Hagerup and Tholey
[26], in particular, showed how to efficiently construct constant-
time minimal perfect hash functions using nlog e + o(n) bits (with
high probability); this, in turn, implies a constant time solution to
the (static) retrieval problem using nloge + nb + o(n) bits.

The observation that static retrieval can be solved with bn+o0(n)
bits appears to have been made independently by two different
sets of authors, first by Dietzfelbinger and Pagh [17], and then by
Porat [44] who gave a solution with O(1)-time queries. (See, also,
follow-up experimental work by Aumiiller et al [3].)

Tight bounds of ©(nb + nloglog(u/n)) (with high probability)
for the fully-dynamic retrieval problem were achieved in a series
of three papers by Chazelle, Kilian, Rubinfeld, Tal [11]; Mortensen,
Pagh, and Patrascu [35]; and Demaine, Meyer auf der Heide, Pagh,
and Patrascu [15]. Here, again, O(1)-time operations are possible
[15]. Prior to our work, the only known bounds for value-dynamic
retrieval were those achieved by minimal perfect hash functions.
It was unknown whether any of the static nb + o(n) constructions
could potentially be extended to this setting.

Finally, it is worth briefly remarking on the relationship between
filters and retrieval data structures. In the static setting, there is
actually a direct reduction between the problems: any retrieval data
structure that uses space f(n, b) bits can be directly transformed
into a filter that uses f(n,loge~!) bits. In fact, this has been the
primary path taken to construct efficient static filters in both theory
[17, 44] and practice [21, 25].

The dynamic versions of the problems studied here (supporting
key insertions/deletions for filters; and value updates for retrieval)
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do not appear to have any formal relationship. They do, however,
share an unusual attribute, namely, that they are dynamic data struc-
tures that store only incomplete information about the underlying
set S of elements being referenced. In both cases, the challenge in
establishing a space lower bound is to somehow show that the data
structure must unavoidably store Q(n) bits of information about S,
and that otherwise dynamism becomes impossible.

2 DEFINITIONS AND PRELIMINARIES

Computational model. Not much hinges on how precisely we
model randomized data structures. Recall that we neglect running
times and are primarily interested in lower bounds. We may gener-
ously assume that during all of its operations, the data structure
has access to a read-only tape containing an infinite sequence of
random bits that does not count towards the space consumption.
The data structure might use this tape to implement, for instance,
fully random hash functions.’

Formal definition of the dynamic filter problem. Letn € N, € €
(0,1),and U = {1, 2,...,u} be parameters denoting the capacity,
false-positive rate, and universe for a filter, respectively. A dynamic
filter is a data structure D representing a dynamic set S. The data
structure D supports three operations: queryp, insertp, deletep.

The insertp(x) operation takes as input some x € U \ S and
results in a modified data structure D’ representing S’ = S U {x}.
The deletep(x) operation takes as input some x € S and results
in a modified data structure D’ representing S’ = S\ {x}. The
user is permitted to perform an arbitrary (oblivious) sequence of
queries, insertions, and deletions, subject to the constraints that
the represented set S has size at most n at all times, and that every
insertion/deletion is legal (i.e., insertions are on elements not in S,
and deletions are on elements in S). The queryp operation satisfies
Pr[queryp(x) = true] = 1 for x € S and Pr[queryp(x) = false] >
1 — € for x € U\ S. Note that in the latter case the probability
is over the randomness in D (x is not assumed to be a random
element of U \ S) and that query results within the same sequence

31t is worth noting that all of the upper bounds that we discuss can be implemented
with 0(n) random bits, so long as the universe-size u is not too large, say 2°(").
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of operations may be correlated (for instance, repeatedly querying
the same element can not be used to reduce the error probability).
Critically, the operations on D must be performed based only
on the information stored in D, the value x of the item being in-
serted/deleted, and any random bits that the data structure relies on.
No additional information about S is available. This is what makes
the dynamic filter problem interesting: we wish to approximate a
dynamically changing set, without actually storing the set.*

Formal definition of the value-dynamic retrieval problem. Let
neN,beN,andU = {1,2,...,u}. Given a set S and a function
f:8S—- [2b], a retrieval data structure D is said to encode fif
D[x] = f(x) for all x € S. Note that D is permitted to return any
value in [2°] when answering queries D[x] for x ¢ S. The retrieval
data structure is said to be value-dynamic if it further supports an
operation updatep, (x, k) that, given x € Sand k € [2%], produces
a data structure D’ representing f’ : § — [2P] with f’(x) =k and
f'(x") = f(x’) for all other x” € S. The updatep, (x, k) operation is
only required to exhibit well-defined behavior if x € S.

Once again, the operations on D must be performed based only
on the provided arguments and the information stored in D (along
with any random bits that the data structure is using), and not
based on any additional information about S. The difficulty is that
updatep, (x, k) must preserve D[x"] for all x” € S\ {x} without nec-
essarily having access to the set S itself. This is why value-dynamic
retrieval solutions cannot necessarily be constructed directly from
static solutions.

Information-theoretic preliminaries. The following considerations
will be useful in both lower bounds.

Let U be the universe. For any U’ C U, define density(U’) =
|[U’|/|U|. Given 0 < a < |U| let enc, and dec, be functions such
that for any set U’ € U and any A C U’ of size a we have that
decg(ency (A, U’),U’) = A where ency (A, U’) is a [log (li")"l-bit
string. For instance, encq(A,U”) could return the rank of A in a
canonical ordering of all a-element subsets of U’.

For any A C U, we call info(A) = log (||X|I
content of A. The following lemma quantifies how much of info(A)

is known to us if we know some set U’ satisfying A C U’ C U.

) to be the information

LEMMA 2.1. Let a < |U|. For any random sets U’ and A satisfying
A C U’ CU and|A| = a, we have that

(i) lencqa(A,U’)| < info(A) — alog Wy(lﬂ)
(ii) E[lencq(A,U’)|] < info(A) —

+1 and

1
a10g graensiyony 1

Proor. Note that (ii) follows from (i) by Jensen’s inequality be-
cause log is a concave function and because info(A) = (lgl) is not

actually random. To see (i), note for any a < u’ < u we have

(2 (6

By taking the log and applying to the sizes of A, U and U’ we get
IU'I) (IUI

lo <lo
d #l1ay

1Al
4In many real-world applications of filters [5], the user keeps a full copy of S elsewhere
in external memory. This copy is typically accessed by the user to (1) verify positive
queries; (2) verify that insertions are valid; and (3) verify that deletions are valid.

’

u ’

u

u

ul

u

u -1 W —a+1 u

a u-—1 u—a+1 a

) + alog density(U").

1156

William Kuszmaul and Stefan Walzer

After taking care of “[-]” with a “+1”, we obtain the claim. o

We will also use the following standard lemma about the infor-
mation content of a random variable.

LEMMA 2.2. Suppose that there is a one-way communication proto-
col in which Alice is able to send a uniformly random elementv € V
from some universe V to Bob. Then the expected length of Alice’s
message to Bob is at least log |V| bits.

3 A LOWER BOUND FOR DYNAMIC FILTERS

Let D be an algorithm for implementing dynamic filters with ca-
pacity n, false-positive rate € = (1) N 27°(") and expected space
at most nlog e~ + nr bits. All of the filters in this section will be
implemented using D. Our goal is to prove that r must be Q(1).

THEOREM 3.1. Let U be a universe of size w(ne~'). Consider any
dynamic filter with universe U, capacity n, and false-positive rate € =
0(1) N 27°0) _Ifthe expected space usage is bounded by nloge™" +

nr +o(1) bits for somer, thenr > log \/g—l —o0(1) > 0.35—0(1).

3.1 Intuition of the Proof

Assume that we have a filter with space requirement nloge™?!.
Such a filter can be used to encode a set A C U of size n indi-
rectly with optimal space efficiency: First store a filter D4 for A,
then specify A as a subset of the positive elements Uy of the fil-
ter (e, Usa = {x € U | queryp,(x) = true}). The log ¢! bits
per element that are spent for storing Dy4 are saved in the second
step by Lemma 2.1 because E[density(U,)] is roughly e. When
encoding two sets Aq, Ay the same idea works: First store a filter
for A = A; U Ay, then specify both sets as subsets of Uq.

Now assume for contradiction that the considered filter is also
dynamic. This will allow us to store sets with even better (and thus
impossible) space efficiency.

Our setup involves two disjoint sets A, B of n elements, each
partitioned into two sets A; UAy = A and By U Bz = B. We consider
a filter D4 for A and a filter Dp for B where the latter arises by
dynamic operations from the former as follows. Starting from Dy
we delete A; and insert By, which gives us a filter D,;q for Az U Bj.
Then we delete Az and insert By to arrive at Dg. Let Ug, Upyiq and
Up be the positive elements of the respective filters. We consider
two cases.

In the “low churn” case, the sets of positive elements only change
a little in each step: At least a 2/3-fraction of the elements in Uy are
also in Up,;q and at least a 2/3-fraction of the elements from U4
are also in Ug. Then at least a 1/3-fraction of the elements from
Uy are also in Ug. An optimal way to encode A and B would be
to encode Dy and Dpg and then encode A and B relative to Uy and
Up. However, we can save space for B: Since A and B are disjoint,
at most an e-fraction of the elements from B are contained in Uy
(in expectation). Therefore, we know that most of B is contained
in Ug \ Uy, which is at least a 1/3-fraction smaller than Ug. This
allows us to save space—which is impossible.

In the “high churn” case, on the other hand, U4 and Uy,;q are dis-
similar, sharing at most a 2/3-fraction of their elements. In this case
we will encode Aj, Az, B1. A space optimal way to do so would be
to encode Dy, encode Aj, A; relative to Uy and encode B; directly.
However, we can do better for Ay. Once D4, A1 and By are known,
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a decoder can also compute Dy,;q and hence Upy;q. Since A is con-
tained in U4 N Upyq, which is at least a 1/3-fraction smaller than
Uy, we can save space when encoding Ap—which is impossible.
This high-level intuition ignores several important considera-
tions. The churn between D4 and D,;q need not be the same as
the churn between D,,;q and Dg. We can solve this by performing
a many-round experiment in which we construct data structures
D1, Dy, .. by repeatedly removing n/2 old elements and then in-
serting n/2 new elements. We look at the expected average churn
across all the rounds, and then we pick a random round at which
to perform the above thought experiment. Another issue is that,
in the low-churn case, the fraction of B that is contained in Uy is
€ in expectation, but not deterministically. We can solve this by
adding an if-statement to our construction: only try to save space
in the (likely) scenario that BN Us < ve|B|, and otherwise, just
make sure we are using a construction that does not waste space.
With these modifications to the construction (and some carefulness
about details) we will be able to obtain our full lower bound.

3.2 Formal Proof

Let U = {1,...,u} be the universe, let m = (1) be even, and let
Ao, A1, ..., Am+1 C U be random disjoint sets U consisting of n/2
elements each (this uses u = w(ne~!)). We may assume without
loss of generality that |U]|
larger then we can artificially restrict our proof to a subset of U.
We can also assume without loss of generality that r < O(1), since
otherwise Theorem 3.1 is trivial.

Whenever we discuss inserting or deleting a set of elements into
a filter (rather than a single element), it is implicit that the elements
are inserted or deleted in order from smallest to largest.

Our proof will make use of the following construction. Build
filter D; by starting with an empty filter, inserting Ao, and inserting
Aj1. Then, for each i € {2,...,m + 1}, construct D; from D;_1 by
first deleting A;_» and then inserting A;. Define S; = A;—1 U A;
to be the set of elements that D; is a filter for. Define U; C U to
be the set of elements u such that query(Dj, u) = true. Note that
Si C U; deterministically, and that, by construction, each U; satisfies
E[density(U;)] < (eu+n)/u =€+ o(e).

Define the churn rate of D to be

u is polynomial in n, since if u is

1 m
= e_lE[— Z density (Uis1 \ Ui) |.
m
i=1

Note that k = O(1). The churn rate will appear in our proof in
slightly varying guises as captured in the following lemma.

LEMMA 3.2.

(i) Thereverse churnrate x’ := density (U; \ Ui+1)]
satisfies |k’ — k| = 0(1).

(ii) If't is chosen uniformly at random from {1, ...,
E[density(Uss1 \ Ur)] = ex.

(iii) If't is chosen uniformly at random from {1+ a,...,m — b} for
a,b € O(1) then E[density (U1 \ Up)] < ex - (14 0(1)).

(iv) If't is chosen uniformly at random from {1+a,...,m — b} for
a,b € O(1) then E[density(Us \ Ups1)] < ex’ - (1 +0(1)).

151
€ E[mzir:ll

m} then
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PRrOOF. A telescoping argument and E[|U;|/u] = € + o(¢) gives

o L U \Uily 11 < Ui \ Ui
o 1 = i+ _ 1 il
—\f Bl 3, P e ts 3 e

| =«

[Z [Ussa \ Uil = U\ Ussa |

[Z [Ussa] = U] H

< (e+ o(s))u

smu

1
—[B[ [ - 101
smu emu

= 0(%) = o(1)
Emu

where the last step uses m = w(1). This proves (i).
The law of total probability gives

E[density (Uss1 \ Up)] =

s E[density(Ui+1 \ Ui)].
i=l+a

For a = b = 0 this equals ¢x by definition of k, proving (ii). To obtain

(iii), note that the missing summands work in our favor and the

modified normalization factor corresponds to the error term. The

same argument applies in the reverse setting, giving us (iv). O

Depending on whether « is small or large, we can obtain a lower
bound on r via one of the following propositions that together
imply Theorem 3.1.

PROPOSITION 3 3 (Low-CHURN BounD).
r > log 2;<+ TTo(D) —o(1).

ProposITION 3.4 (HIGH-CHURN BOUND).

—o(1).

ProoF oF THEOREM 3.1. Since the bound from Proposition 3.3
is decreasing in x and the bound from Proposition 3.4 is increasing
in k they together imply r > log % —o(1), where x € (0,1) is
’ %log ﬁ This gives x = (V17 — 1)/8,

B S . . .
i1 0(1) = 0.35—0(1). This is precisely
the claim of Theorem 3.1. o

1 1
rz ;log T—x+o(1)

the solution to log %

implying that r > log

3.3 Proof of Proposition 3.3

We begin by considering the case where D has low churn. Consider
the following one-way communication protocol. Alice sends Bob
a message constructed using Algorithm 1, and Bob decodes the
message using Algorithm 2.

We begin by proving a lower bound on the expected number
of bits in Alice’s message to Bob. We do this by examining the
information that Bob is able to reconstruct using the message.

LEMMA 3.5. The expected length of Alice’s message to Bob is at
least info(Sy—2) + info(Sy) — o(n) bits.

Proor. Given Alice’s message, Bob can use Algorithm 2 to re-
cover the pair (S;—2, S;). We now consider its distribution.

Let Vi ¢ be the set of all k-tuples of pairwise disjoint sets of size
s from U. By definition the sequence (Ay, ..., Am+1) is a uniformly
random element of V,,,,5 /. Since ¢ is selected independently of
(Ao, ..., Am+1) the sequence (As—3, Ar—2, As—1,A;) is a uniformly
random element of V, , /5. This makes (Sy—2 = A;-3 U Ar—2,5; =
At—1 U A;) a uniformly random element of V2 ,. By Lemma 2.2
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Algorithm 1 ENcODE-LowCHURNFILTER

sample disjoint % element sets Ag,...,Ams1 CU
compute D;, S; and U; foralli € {1,...,m+ 1}
sample ¢ € {3,..., m+ 1} uniformly at random
if [St—2 N Up| < VelSt—2| A ISt N Up-2| < e|S;| then

let S;—2 NU; € X C Sy—p with |X| = Ve|S;—2|

letS;NU;_3 CX CS; with [X| = Ve|S]

Y —S2\X

? — St \)_(

X «— enc\ﬁn(X, U)

Y enc(l_‘/g)n(Y, Us—2 \ Ut)

X « enc\ﬁn()_(, U)

Y —enc_ ), (Y. Ut \ Ur-2)

return (true, (Dy—2, Dy, X, Y, X, 3))
else

Si—2 «— ency(Si-2,U)

Sy « enc, (S, U)

return (false, (S;—2,S;))

Algorithm 2 DEcope-LowCHURNFILTER(E, M)

if E = true then
(Dt_z,Dt,X,y,.)—(,y) — M
Us—g «— {x € U | query(x, D;—3) = true}
U; « {x € U | query(x, D;) = true}
X dec\ren()(', U)
Y « dec(lf\/g)n(y, Ur—2 \ Ut)
St,Z — XUY
X dec\/gn(/?, U)
Y « dec(lf\/g)n(y, Ut \ Ut—Z)
St «— )_( U ?
return (S;—2,S;)
else
(St-2,8t) «M
St—2 < decy(St-2,U)
St « dec, (S, U)
return (S;—2, S¢)

Alice’s message has expected length at least log | V3 |, which we
can bound as follows using u = w(n) for the “>”

log [Va,n] =log () - (*},")) = log () +log (“},")
> 2log (Z) —o(n) = info(S;) + info(S;—2) —o(n). O

Define E to be the event that |S;—2 N U;| < Ve|S;—2| and |S; N
Us—2| < Ve|St|. An important fact that we will make use of is that
E is likely to occur.

LEMMA 3.6. Pr[E] =1 - O(+¥/e).

Proor. This uses only the randomness in the data structures
(Di)1<i<m+1, .. we may assume the sequence (S;)1<i<m+1 to be
fixed. Since S; -7 and S; are disjoint, we know that each x € S;_3 sat-
isfies Pr[query(x, Dy) = true] < €. Thus E[|S;—2 N Ut|] < €|S¢—2],
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so by Markov’s inequality,
Pr(|S;—2 N Us| 2 VelSi—2]] < O(Ve).

The symmetric argument gives Pr[|S; N Us—z| > Ve|S:|]
as well, which completes the proof.

= 0(vVe)
o

The following fact will allow us to condense o(1)-notation:

1

.
2 a+to(1)

LEmMaA 3.7. (1—0(1))log aro(D) 2 log foranya > 0.

Proor. We can express (1-0(1)) log a+01(1) aslog <a+o(1§)11(1) .

Ifa = o(1), then (a+0(1))!7°(1) < o(1) < a+o(1).Ifa = O(1), then
(a+o(1))1+"(1) = a+o0(1) because the derivative of x - (a+0(1))*
is bounded by an absolute constant for x in the vicinity of 1. Thus,
either way, we have the desired result. O

Our next task is to prove an upper bound on the expected size
of Alice’s message. The most interesting step bounds the expected
sizes of Y and Y, which are only generated if E occurs.

LEmMMA 3.8. We have
E[|Y|+|Y| | E] < 2info(Y) — 2nlog W —2nloge™! +o(n).

Proor. To bound E[|Y] | E], we can apply Lemma 2.1:

E[IY| | E] = E[lenc(;_ ), (Y.Ur—2 \ Up)| | E]
1
[density(Us—2 \ Uy) | E]

< info(Y) ~ |Y|log & +0(1).

Expanding the expected-value term,
E[density(Us—2 \ Up)]

E[ density(Us—2 \ Uy) | E] < Pr(E]

< (1+0(1))E[density(U;—2 \ Up)]
< (1+0(1))E[density(Us—2 \ Us—1) + density(Us—1 \ Uy)]
< (1+0(1)) - 2ex” - (1+0(1)) (by Lemma 3.2)
<2(k" +0(1)) - ¢,
where the final inequality uses ¥’ = O(1). Thus we have that
E[|Y| | E] < info(Y) = [Y|log 5zrgrmyye +O(D)
< info(Y) — |Y|log m —|Y|loge ™t +0(1)
< info(Y) — (n — Ven) log W — (n—+ven)loge™! +0(1)
< info(Y) — n(1 — Ve) log Wlo“) —nlog e 1+o(n)

< info(Y) — nlog m —nloge ! +o0(n). (byLemma 3.7)

The analysis of E[|Y| | E] is similar except that the roles of S;_
and S; are reversed, the roles of U;_y and U; are reversed, and the
role of k” is replaced with the role of k. We therefore have that

E[|?| | E] < info(Y) - nlog m —nlog e L+o(n).

Since info(Y) = info(Y) and |k — /| < o(1) (by Lemma 3.2), we
can bound

E[|Y|+|Y| | E] < 2info(Y)—2nlog m—anogeﬂﬂ)(n). O

Finally, we prove an upper bound on the size of Alice’s message.
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LEMMA 3.9. The expected length of Alice’s message is at most

info(S;—2) + info(S;) + 2nr — nlog m +o(n).

Proor. The cost for storing the Boolean value and the expected
overhead due to storing several variable-length bitstrings in a sin-
gle bitstring is o(n) bits.> The (expected) lengths of the possible
components of the tuple are

[St—2| +|S:| = 2[info(S;)] (note that [S;—2| = |S])
E[D;]

E[ID| | E] < < (1+0(Ve)E[D;] < E[D¢] +o(n)

Pr(E]
<nloge™t+nr+o(n) (ditto for D;_5)
|X]+]X| < 2[info(X)]
E[|Y|+|Y] | E] < 2info(Y) — 2nlog m —2nloge ! +o(n)
((from Lemma 3.8))

Moreover, since |X| < O(+e|Si—2|) = 0(|S¢—2|) and since X and Y
are disjoint sets satisfying X UY = S;_3, we have that

info(X) + info(Y) = info(S;—2) + 0(|S¢—2])
= info(S;—2) + o(n) = info(S;) + o(n).

Summing the message sizes and applying the insight just given,
Alice’s message has expected length at most

o(n) + (1 - Pr[E]) - (IS—2| +1S:])

+Pr[E] - B[|Ds—| + |D¢| +|X| + [X| + Y| + Y] | E]
=o0(n) + (1 —Pr[E]) - 2[info(S;)] + Pr[E] - (2nlog el

+ 2nr + 2info(X) + 2 info(Y) — 2nlog m —2nlog eh
< o(n) + (1 —Pr[E]) - 2info(Sy)

+Pr[E] - (2nr + 2info(S;) — 2nlog M)
< o(n) + 2info(S;) + 2nr — 2n - Pr[E] - log m.

AsPr[E] =1 - 0(1), we can apply Lemma 3.7 to bound the above
quantity by

[m}

2info(S;) + 2nr — 2nlog m +o(n).
Finally, we can prove Proposition 3.3:
PRrROOF OF PrOPOSITION 3.3. Combined, Lemmas 3.5 and 3.9 give
us the inequality
. . 1
info(S;—2) + info(S;) + 2nr — 2nlog Tero * o(n)
> info(Sy—2) + info(Sy) — O(1).

1t follows that r > log m —0(1), as desired.

3.4 Proof of Proposition 3.4

Next, we consider the case where D has high churn. Consider
the following one-way communication protocol. Alice sends Bob
a message constructed using Algorithm 3, and Bob decodes the
message using Algorithm 4.

5This uses that u = poly(ne~!) = 20" This means that all relevant bitstrings have
sub-exponential expected size, and thus that their lengths can be encoded in o(n)
expected bits.
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Algorithm 3 ENcoDE-HIGHCHURNFILTER

sample disjoint '7’ element sets Ay, ...,Am+1 C U
compute D;, S; and U; foralli € {1,...,m+1}
sample ¢ € {1,..., m} uniformly at random

Ar-1 < encyyp(As-1,Ur)
Ars1 — ency (A, U)
A — encn/z(At, U NUps1)
return (Dy, Ay—1, Ay, Ars1)

Algorithm 4 DEcope-HIGHCHURNFILTER(D;, A1, Ar, Ars1)

U; « {x € U | query(x, D;) = true}

Ap-1  decy,/p(Ar-1,Ur)

Aty decy (A, U)

compute D1 by deleting A;_1 from D;, and inserting Az41
Upr1 < {x € U | query(x, Dy4+1) = true}

Ay — decy o (A, Up N Uryr)

return (A;—1,As, Apr1)

As in the previous section, our approach will be to prove lower
and upper bounds on the length of Alice’s message, where the lower
bound comes from examining the information that Bob is able to
decode based on the message, and where the upper bound is derived
by directly analyzing the components of the message.

LEMMA 3.10. The expected length of Alice’s message to Bob is at
least info(Az—1) + info(Ay) + info(Az+1) — o(n) bits.

Proor. Given Alice’s message, Bob can use Algorithm 4 to re-
cover As—1,As,and As41. As in Lemma 3.5, the tuple (A;—1, As, Ars1)
is uniformly random in the set of tuples (A, B, C) where A, B, C are
disjoint size-n/2 subsets of U. It follows by Lemma 2.2 that Alice’s
message has expected length at least

7))
el vl ) ree()

> 3log (nl/lz) —o(n)

= info(A;—1) + info(A;) + info(As+1) — o(n).

u

(for u = w(n))

[m]

LEmMmA 3.11. The expected length of Alice’s message is at most

. . . n 1
info(A;—1) +info(A;) + info(Az41) + nr — 3 log o T o(n).

PRrOOF. Message D; has expected size at most nlog e ™1 +rn+o(n)
bits. By Lemma 2.1, we can argue for A;_; that

E[|A;-1]] < info(Az—1) - 7 +0(1)

1
% log E[density (U;)
< infO(At_l) - %log (1_'_0—}1))5 + O(l)

< info(A;-1) — % log e 1+o(n).
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Message A41 has length [info(As+1)]. And, again applying Lemma
2.1, Ay has expected length

E[|A;|] € info(A;) — %log ]E—[density(lUmU,H)] +0(1)
. 1
< info(Ar) = 3 108 gy =B @emsy @ng] + O

< info(Ar) ~ §loge™ — § log ;o +0(1).

Putting the pieces together, the total expected length of the tuple
(Dy, A1, Ar, Ary1) is at most®

nloge ! +rn +info(A;—1) — Zloge™!
+info(Az+1) +info(A;) — 5 log e - 7 log m +o0(n)
= info(A;—1) + info(Az+1) + info(A;)

+rn— %logm +o(n).
Finally, we can prove Proposition 3.4.

ProoOF oF PrOPOSITION 3.4. Combining Lemmas 3.10 and 3.11,
we get the inequality

info(A;—1) + info(As41) + info(A¢) +rn — 2 log m +o(n)
> info(As—1) + info(Ar41) + info(Az) — o(n),

which implies r > % log m —0(1), as desired. O

4 A LOWER BOUND FOR VALUE-DYNAMIC
RETRIEVAL

Let D be an algorithm for implementing a value-dynamic retrieval
data structure that stores b-bit values for n elements from a universe
U of size w(n). Suppose that D uses expected space at most nb +nr
bits for some r. All of the retrieval data structures in this section
will be implemented using D. Our goal is to prove that r = Q(1).

THEOREM 4.1. Let U be a universe of size w(n). Consider a value-
dynamic retrieval data structure that stores b-bit values for n elements
from U. If the data structure achieves an expected space bound of at
most nb + nr + o(n) bits for somer, thenr > (log %)/2 -0(1) >
0.16 — o(1).

We will also prove a stronger version of the theorem for b = w(1):

THEOREM 4.2. Let U be a universe of size w(n). Consider a value-
dynamic retrieval data structure that stores b-bit values for n elements
fromU. Ifb = w(1), and if the data structure achieves an expected
space bound of at most nb + nr + o(n) bits for some r, then r >
(log 3)/2 - 0(1) > 0.29 — o(1).

Let U = {1,...,u} denote the universe. We assume without loss
of generality that n is even and that u = |U| is polynomial in n,
since if u is larger we can restrict ourselves to a subset of it. Let
(S0, S1) be a uniformly random pair of disjoint 5 -element subsets of

U.Let S = 5o US;. Moreover let (v,(co), v,(cl)) be a uniformly random

pair of distinct values from [2°], chosen independently for each
x €S.
Note that, because Alice’s message is a tuple with variable-length components, Alice

must also encode the lengths of the components; this only adds o(n) additional bits
in expectation, so it does not affect our bound.
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In general, whenever we discuss updating the values for a set of
elements (rather than for a single element), it will be implicit that
the elements are updated in order from smallest to largest.

Our proof will make use of the following construction. Initialize

(0

an instance Dy of D so that D stores D1 [x] = v, ) for each x € S.

Then, foreachi € {2,...,n+1}, construct D; from D;_1 by updating

elements x € S; ;04 2 to have values D;[x] = v,(cLi/ZJ mod 2) This

means that the function encoded by D; repeats every four steps.
Once again, we define a notion of churn, this time based on the

values that change between two data structures D and D’. Define
Churn(D,D’) = {x e U | D[x] # D' [x]},
and define the churn rate of D to be

1 n
K = E[; Z density(Churn(Dj, Dis1)) |.
i=1

Depending on whether « is small or large, we can obtain a lower
bound on r via one of the following propositions.

b
ProrosITION 4.3. We haver > % log 2K+0(1) - % log 23T1 —-0(1).

PROPOSITION 4.4. We haver > % log ﬁ —o(1).

Assuming these propositions, we can prove Theorems 4.1 and
4.2 as follows:

ProoF oF THEOREM 4.1. Proposition 4.3 is weakest for b = 1
when it gives r > % log m - % — 0(1), which is decreasing in
k. Since the bound from 4.4 is increasing in k both bounds together

imply r > %Iog ﬁ — 0(1), where x € (0,1) is the solution to
1_1_1
2k 2 T 2

5= — 5 log ﬁ This gives x = 1/5 implying that r >
% log % —0(1), as claimed in Theorem 4.1.

]

% log

ProOF OF THEOREM 4.2. For b = w(1) the bound from Proposi-
tion 4.3 becomes r > % log m —0(1). Again we combine this
bound with the bound from Proposition 4.4. This time the relevant
equation is %log % = % log ﬁ the solution is x = 1/3 and the
resulting bound is r > % log %, as claimed in Theorem 4.2. O

4.1 Proof of Proposition 4.3

We begin by considering the case where D has a low churn rate
k. Consider the following one-way communication protocol. Al-
ice sends Bob a message constructed using Algorithm 5, and Bob
decodes the message using Algorithm 6.

Algorithm 5 ENCODE-LOWCHURNRETRIEVAL

sample (Sp,S1), S = Sp U S1 and (v,(co),v)(fl))xes as discussed
sample t € {3,5,...,n+ 1} uniformly at random

S « enc, (S, Churn(D;—2, D;))
j« [t/2] mod 2
return (j, Dy_3, Dt, S)

We first establish a lower bound on the number of bits in Alice’s
message to Bob. We do this by examining the information that Bob
is able to reconstruct using the message. Note that our bounds are
now parameterized by both r and «.
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Algorithm 6 DECODE-LOowCHURNRETRIEVAL(j, D;—2, D, S)

S « dec, (S, Churn(D;—2, D))
for each x € S do

o)« Dyx]

o{' ™« Dyylx]
VO  {(x,0) | x € S}
v {(x,U,(Cl)) | x € S}
return (S, V(®, v (1)

LEMMA 4.5. The expected length of Alice’s message to Bob is at
least info(S) + nb +n log(2h —1) bits.

Proor. Given Alice’s message, Bob can use Algorithm 6 to re-
cover S, Vp = {(x, U,(CO)) | x € S} and Vi = {(x, u,((l)) | x € S}
Critically, the tuple (S, Vp, V1) is uniformly random in the set of tu-
ples (4, f, g) where A is a size-n subset of U, and f, g are functions
mapping S — [2°] satisfying f(x) # g(x) for all x € S. It follows
by Lemma 2.2 that Alice’s message has expected length at least

log ((1:,) (2D (2P = 1) | = info(S) + nb+ nlog(2® = 1). O

Next, we prove an upper bound on the size of Alice’s message.
LEMMA 4.6. The expected length of Alice’s message is at most

2n(b +r) + info(S) — nlog m +o(n).

Proor. The quantities j, D;—3, D; take 2n(b + r) + o(n) bits in
expectation. Therefore, it suffices to bound the expected size of
S = ency(S, Churn(Ds—2, D;)) by info(S) — nlog 2K+0(1) +o(n).

By Lemma 2.1,

E [|lenc, (S, Churn(D;—2, Dy))|]
1
[density(Churn(D;—_3, D))

Notice that density(Churn(D;—_3, D;—1)) is at most

< infa —nl 1.
< info(S) nogE ]+

density (Churn(Ds—2,+-1)) + density(Churn(Ds—1,)).

Since ¢ is uniformly random in {3,5,7, .. ., n+1} and by an argument
analogous to those in Lemma 3.2, this quantity has expected value
2k + 0(1). It follows that
1 1
—nlo
& E[density(Churn(D;—2, Dy))]

< info(S) — nlog ri(l) +o0(n),

+1

info(S)

completing the proof.’

Finally, we can prove Proposition 4.3:

"Note that, because Alice’s message is a tuple with variable-length components, Alice
must also encode the lengths of the components; this only adds o(n) additional bits
in expectation, so it does not affect our bound.
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PRrROOF OF PrOPOSITION 4.3. Combined, Lemmas 4.5 and 4.6 give
us the inequality

2n(b +r) +info(S) — nlog m +o0(n)

> info(S) + nb + nlog(2b — 1) = info(S) + 2nb — nlog 23—:.
It follows that

2b
2b—1

rZ%logm—%log —o0(1).

4.2 Proof of Proposition 4.4

Next, we consider the case where D has high churn. Consider
the following one-way communication protocol. Alice sends Bob
a message constructed using Algorithm 7, and Bob decodes the
message using Algorithm 8.

Algorithm 7 ENCODE-HIGHCHURNRETRIEVAL

sample (Sp,S1), S = Sp U 1 and (v)((o),v)(cl))xes as discussed
sample ¢ € {1, ..., n} uniformly at random
j < t mod 2
foreach f: 5; — [2%] do
obtain Dy by updating D; so that each x € S; has value f(x)
U ﬂf;sj_ﬂzb] (U \ Churn(Dt,Df))
Sj « encyy(S;,U)
Sl—j — encn/z (Sl—js U’)
return (j, D, Sj, S1-j)

Algorithm 8 DEcODE-HIGHCHURNRETRIEVAL(j, D¢, S, S1- )

compute Sj = dec, (S, U)
for each f: S5; — [2%] do
obtain Dy by updating D; so that each x € S; has value f(x)
U« ﬂfzsj_ﬂzb](U \ Churn(D¢, D))
S1-j « deCn/z(Sl_j, U’)
V e {(x,D¢[x]) | x € So U S1}
return (Sy, S1,V)

Once again, we begin by proving a lower bound on the expected
length of Alice’s message.

LEMMA 4.7. The expected length of Alice’s message to Bob is at
least info(Sy) + info(S1) + nb — o(n) bits.

Proor. Given Alice’s message, Bob can use Algorithm 8 to re-
cover So, S1, V = {(x, D¢ [x]) | x € Sp U S1}. Critically, the tuple
(S0, 81, V) is uniformly random in the set of tuples (A, B, f) where
A and B are disjoint size-n/2 subsets of U, and f is a function map-
ping AU B — [2P]. It follows by Lemma 2.2 that Alice’s message
has expected length at least

u

u—n/2\ _pn\ _ u u—nj2
o e R A R i

> log (nl/lz) +log (nl/lz) +nb—o(n)
> info(Sp) + info(S1) + nb — o(n).

(since u = w(n))

[m]
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Next, we establish an upper bound on the expected length of
Alice’s message.

LEMMA 4.8. The expected length of Alice’s message is at most

info(Sp) + info(S1) + nb + nr — 4§ log ﬁ +o(n).

Proor. The quantities j and D; together take at most nb+nr+1
bits in expectation and S; = enc,,(S;, U) takes at most info(S;)+1
bits. Thus, it suffices to show that Sj—; = enc,/3(S1-,U’) has
expected size info(S;- ;) — % log ﬁ +0(1) bits.8

By Lemma 2.1,

, . 1
E [|encn/2(51_j, U )|] < ll'lfO(Sl_j) - %log m +1,

where U’ is as defined in Algorithm 8. So it actually suffices to show
that E[density(U”)] < 1 — k. Recall that

v= (U \ Churn(D,, Df)) C U\ Churn(Dy, Dys1).
f:Sj*)[Zb]
By the definition of x, and since ¢ is random in {1, ..., n}, we have

E[density(Churn(Dy, Dr+1))] = k. Therefore, E[density(U’)] <
E[density(U \ Churn(Dy, D¢4+1))] = 1 — k as desired. O

Finally, we can prove Proposition 4.4:

PRroOF OF PrOPOSITION 4.4. Combined, Lemmas 4.7 and 4.8 give
us the inequality

info(Sp) +info(S1) + nb + nr — % log ﬁ +o(n)
> info(Sp) + info(S1) + nb — o(n).

It follows that r > % log ﬁ —0(1).

5 AN UPPER BOUND FOR INCREMENTAL
FILTERS

In this section, we show that it is possible to construct a simple
incremental filter, with capacity n and false-positive rate € = 0(1),
that uses space nlog e~ + o(n) bits.” We do not concern ourselves
with the intermediate space usage, i.e., the temporary space used
while transforming the filter from one state to the next. However,
this can also be straightforwardly reduced to o(n) bits using Diet-
zfelbinger and Rink’s splitting trick [18].

THEOREM 5.1. Supposing loge™! < n, there is an incremental

filter with capacity n and false-positive rate €, that uses space

)

8Note that, because Alice’s message is a tuple with variable-length components, Alice
must also encode the lengths of the components; this only adds o(n) additional bits
in expectation, so it does not affect our bound.

9Although we do not concern ourselves with the time-efficiency of the filter, one can
use known building blocks (e.g., the hash table and dynamic filter in [7] and the static
filter in [44]) in order to implement our construction with constant amortized expected
cost per operation (and o(n) additional bits of space), so long as ™! is a power of
two satisfying € > log n/log«)(l)) n. Here log(c) n refers to loglog - - - log n, with ¢
logarithms.

—1\2
nloge™! +n.O(M
loge™1
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ProOF. Let k = log #ge;l)z = O(logloge™!). We wish to
achieve false-positive rate e and space n log e~ 1+0(n/2%) bits. How-
ever, by a change of variables, it suffices to achieve false-positive
rate € - (1+0(27%)) and space nloge™! + O(n/2¥) bits, since this
implies the original result for ¢’ = e - (1 + 0(27%)). We can further
assume without loss of generality that € = o(1).

Select a random hash function h : U — [ne~!2K]. Note that,
for any set S of up to n items, and any y ¢ S, the probability that

h(y) € h(S) is at most /2. We call this the collision rate of h.

The first t = (1 — 2k/loge™")n insertions. We implement the
first t = (1 — 2k/log e~ 1)n insertions x1, . . ., x; by storing a space-
optimal representation of the set A = {h(x1), h(xz),...,h(xs)}.
During this time period, our false positive rate is bounded by the
collision rate of h, which is less than e. Our space consumption, on
the other hand, is at most

log (

bits. As Stirling’s approximation bounds log (Z) by b(loga—logb)+
O(b), the space consumption is at most

ne~ 12k
t

t(logn+loge ! +k —logt) + O(t) < t(loge ! +k) + O(n)
<n-(1-2k/loge H(loge ! +k) +O0(n) < nloge™ 1.

The final n — t insertions. After the t-th insertion, we construct
a static filter F; for the set A = {h(x1), h(x2), ..., h(xs)} with false
positive rate e. We then implement the remaining insertions with a
dynamic filter F, that has false positive rate ¢/ 2k,

To bound space usage, it suffices to bound the total space con-
sumed by F; and F. Our static filter F; can be implemented with

|

bits using the probabilistic method construction from [10].1°! Our
dynamic filter, on the other hand, can be implemented to use space

log 1 -1\2
tloge ! +O(logn) = tloge ™t +n-0 (M
loge™

(n-t)logZ +0(n—1t) < (n—t)loge™ +0 ((n—1)k)

nk?
loge~!
(logloge™

1)2)

< (n—t)loge_1+0(

< (n—t)loge_1+n~0(
loge~1!
Summing, the total space used by F; and F; is at most
logloge~1)?2
nloge l+n-0 (w) =nloge !+ O(n/zk).
loge~!
OHere we are obtaining a worst-case bound on the size. Alternatively, one can get an
expected bound of tloge™! + O(1).
11 As Carter et al. stop short of fully analyzing their construction, we include a variation
of the construction here, where as notation we are storing ¢ elements from a universe
U with false-positive rate € > 1/2f: Let § = 272, set m = (e — §) ' log 57!, and let
S1,S2, - .., S be random subsets of U where each element is included independently
with probability € — &. If the set of elements stored in our filter is contained in some S;,
then encode the filter as the smallest such i, and return true on exactly the elements
in S;; otherwise, the filter is encoded as the number 0, and the filter returns true for
all queries. Either way, the filter is logm + O(1) = tlog(e — §) ™! +loglog 5! +
O(1) = tloge~! +O(log n) bits. On the other hand, the false-positive rate is at most
€ — 8+ Pr[i doesn’t exist], and the probability that i doesn’t exist is, in turn, at most

(1-(e-8)Hm < (1- (e~ s < 5,
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Finally, queries must query both F; and F (returning true if
either query is positive). The false-positive rate is therefore bounded
by the sum of (1) the collision rate of h; (2) the false-positive rate
of Fy; and (3) the false-positive rate of F,. This gives a bound of

e/2k +e+e/2k =e-(1+ 1/2k_1)

on the false positive rate, which completes the proof.

6 AN UPPER BOUND FOR VALUE-DYNAMIC
RETRIEVAL

In this section, we give a simple value-dynamic retrieval solution
that achieves nb + nloge — n - g(b) + o(n) bits of space (with high
probability), where g(b) is a positive-valued function. For b = O(1),
this improves over the bound achieved by minimal perfect hashing
by Q(n) bits.

Our construction, which uses a parameter § € (0, 1) that we
will decide upon later, is as follows: we will store an array A of
m = (1 + §)n entries, each of which is b bits, and we will store a
hash function h mapping the elements of S to distinct indices in
A. We can then encode f : S — [2] by storing f(x) in position
Al[h(x)] for each x € S.

When § = 0, this becomes the standard minimal-perfect-hashing
solution. What is interesting about this construction is that, in
general, there is actually an advantage to setting § > 0. The key
insight is that, even though this causes A to use more space (it now
has dn unused entries), it saves space on the number of bits needed
to encode h.

We will not concern ourselves with time efficiency in this section.
We remark, however, it is straightforward to build a time-efficient
version of our construction using standard techniques (see, e.g.,
[16] for a discussion of how to implement the perfect hash function
h, and [7] for how to construct efficient dynamic hash tables and
filters that can be used in our construction).

We will make use of the following standard lemma [23, 26, 32]:

LEMMA 6.1. Given a set S C U of size n, the optimal space needed
to encode an injection from S to [m], with high probability in n, is

mn

log + O(logn).

m-(m—1)---(m-

+1)

ProOF. Let hy, hy, ..
h;i has probability

. be random functions from S to [m]. Each

m-(m—1)---(m—-n+1)
mn

of being injective. It follows that, with high probability in n, there
will be some

n
i< 210g m+o(logn)

such that h; is injective. The number i can therefore be used to
encode an injection from S to [m]. O
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By Stirling’s approximation, we can simplify the number of bits
in Lemma 6.1 to

nlogm —log m! + log(m — n)! + o(n)
m

— +0(n)

nlogm — mlog & + (m — n) log

nloge + (m — n)(log(m — n) —logm) + o(n)

m-n
m

nloge+ (m—n)log +o(n).

Setting m = (1 + S)n, the space used by our value-dynamic
retrieval construction is

nloge — dn log((sf1 +1)+mb+o0(n)
=n (loge +b—5log(67 +1)+ b +o(1)) .

For b = 1, this is minimized by setting § ~ 0.302, which results in a
space usage of less than

nb+nloge —0.334n + o(n).
Forb > 1, we canset § = 1/(20%1 - 1) to get a space bound of
n(loge+b —Slog(571 +1) +5b+o(1))
n(loge+b—-38(b+1)+6b+0(1))
n(loge+b—35+0(1))

n (loge th—1/(2P — 1)+ 0(1)) .
Thus, we have the following theorem:

THEOREM 6.2. There is a solution to the value-dynamic retrieval
problem using nlog e+nb—n-g(b)+o(n) bits (with high probability in
n) where g(b) = Q(1/2%). Moreover, forb =1, we have g(b) > 0.334.
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