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A B S T R A C T   

Motivated by a holistic understanding of AI literacy, this work presents an interdisciplinary effort to make AI 
literacy measurable in a comprehensive way, considering generic and domain-specific AI literacy as well as AI 
ethics. While many AI literacy assessment tools have been developed in the last 2-3 years, mostly in the form of 
self-assessment scales and less frequently as knowledge-based assessments, previous approaches only accounted 
for one specific area of a comprehensive understanding of AI competence, namely cognitive aspects within 
generic AI literacy. Considering the demand for AI literacy development for different professional domains and 
reflecting on the concept of competence in a way that goes beyond mere cognitive aspects of conceptual 
knowledge, there is an urgent need for assessment methods that capture domain-specific AI literacy on each of 
the three competence dimensions of cognition, behavior, and attitude. In addition, competencies for AI ethics are 
becoming more apparent, which further calls for a comprehensive assessment of AI literacy for this very matter. 
This conceptual paper aims to provide a foundation upon which future AI literacy assessment instruments can be 
built and provides insights into what a framework for item development might look like that addresses both 
generic and domain-specific aspects of AI literacy as well as AI ethics literacy, and measures more than just 
knowledge-related aspects based on a holistic approach.   

1. Introduction 

Research on artificial intelligence (AI) literacy and AI education is 
critical in today’s technology-driven world. Given the ubiquity of AI- 
based technologies in professional work environments and the harm 
they can cause when poorly designed or applied, there is an urgent need 
for individuals to have the competencies that will enable them to 
confidently use and assess the consequences of AI technologies in pro
fessional workflows. AI literacy, as defined by Long and Magerko [107] 
or Faruqe et al. [54], encompasses a broad, general set of knowledge and 
skills or competencies required by individuals interacting with AI 
technologies. This concept goes beyond mere familiarity with AI; it 
addresses how these competencies vary across domains and disciplines. 
In this regard, a holistic understanding of AI literacy exceeds generic AI 

literacy and focuses additionally on domain-specific and interdisci
plinary AI competencies tailored to the needs and applications within 
specific professional domains. However, prominent AI literacy frame
works often overlook the nuances of domain-specific differences and do 
not align along more holistic competence dimensions, like those of 
cognition, behavior, and attitude, which are all necessary for real-world 
competence deployment [32,176,182,185]. Furthermore, they do not 
provide clear guidance on how to effectively operationalize these 
diverse aspects when it comes to assessing AI literacy. This conceptual 
research paper addresses these gaps and aims for a holistic approach to 
AI literacy measurement by introducing a framework that distinguishes 
between generic AI literacy, domain-specific AI literacy, and their 
unique contextual factors, and explicitly addresses AI ethics as being 
center stage for AI competencies. It also delineates cognition, behavior, 
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and attitudes in AI literacy [13,121,129,168,176], and explores appro
priate measurement and operationalization approaches. 

This paper is divided into six sections. First, it briefly introduces the 
concept of AI literacy, considering its origins and its relationship to 
earlier literacy terminologies, such as digital literacy [46,62] or statis
tical literacy [59]. Second, it discusses AI literacy as a generic compe
tency, delineating the aspects of AI literacy that each individual will 
need to thrive in an AI-infused world. Third, in contrast to generic AI 
literacy, the importance of domain-specific AI literacy will be explained, 
taking into account contextual factors such as specific roles or tools that 
shape the daily work routine in each professional domain. These two 
aspects will be enriched by AI ethics literacy as another general-purpose 
competency that deserves its own attention and shall not be subsumed 
under either generic or domain-specific AI literacy. Fourth, to open our 
AI literacy framework, we will outline the notion of competence (or 
literacy) along the dimensions of cognition, behavior, and attitude, 
considering different approaches to operationalize these aspects. Fifth, 
following this theoretical background, we will then present a holistic AI 
literacy assessment matrix to exemplify the utility of our framework (e. 
g. for guiding operationalization and future development of instruments 
for different areas of application), which will be thoroughly explained 
and explored through three professional domain use cases: AI literacy 
for medicine, AI literacy for education, and AI literacy for engineering. 
Finally, we will reflect on and discuss the usability of our provided AI 
literacy assessment matrix for future guidance on scale developments 
and AI educational alignments, as well as provide an outlook on future 
research perspectives. 

2. Related work 

2.1. AI literacy – existing constructs and frameworks 

While AI’s integration into our daily surroundings is not a recent 
phenomenon, given that numerous user-oriented technologies and ap
plications already employ machine learning algorithms, the permeation 
of AI technologies into our societies, workplaces, and personal lives is 
becoming more pronounced [70,165]. This calls for specific AI-related 
competencies, i.e. AI literacy, that will allow one to grow and act with 
sovereignty in this new era. The recent emergence of generative AI 
technologies, with large language models such as GPT-4 or Google 
Gemini, as well as emerging reports on harms related to the use and 
design of AI technologies [40], highlight an even more pressing rele
vance in the encounter with educational efforts and related assessment 
tools for AI literacy [33,35]. With this increasing pervasiveness of AI in 
our decision-making processes and daily routines, there is, paradoxi
cally, still a lack of awareness among people about the extent of AI use, 
its inner workings, and its potential impact on their lives [60,180]. 
Similar to how digital literacy [62] has empowered individuals to use 
digital information and communication technologies, learning to 
become AI literate is increasingly critical to interacting with the AI 
systems that are ubiquitous in our personal and professional surround
ings [127,162]. 

The concept of AI literacy was first discussed by Kandlhofer, Stein
bauer, Hirschmugl-Gaisch, and Huber [87], and then significantly sha
ped in a widely cited paper by Long and Magerko [107]. Here, the 
authors define AI literacy as “a set of competencies that enable in
dividuals to critically evaluate AI technologies, communicate and 
collaborate effectively with AI, and use AI as a tool online, at home, and 
in the workplace” ([107], p. 2). There are different views on what 
exactly AI literacy is and what skills AI-literate people should have [98]. 
However, there is a strong consensus that AI literacy is primarily for 
non-experts, people who are not directly involved with AI through their 
studies or work and who have not received formal training in AI [98, 
127,135]. This very fundamentality of AI literacy for society was also 
described by Kandlhofer et al. [87], where they introduced literacy in AI 
by analogy to classical literacy such as reading or writing. To participate 

within this AI-infused world as an informed and responsible person, it is 
the general population and every digital citizen to whom our AI edu
cation efforts should be tailored, as it is foreseeable that AI literacy will 
become a key competency for work, everyday life, and lifelong learning 
[107,127,171], similar to digital [46,62,160], information [86,104], or 
basic computer literacy [57,154] in the past. 

Internationally, researchers are urging the need to promote AI lit
eracy and generate greater interest in the subject among the general 
public [31,87,108,145]. Following this call, several international pol
icies and educational frameworks targeting AI education have been 
published, or existing frameworks have been complemented with AI 
literacy considerations. One of the most prominent examples in this area 
is the DigComp, the European Union’s Digital Competence Framework 
for Citizens [171]. This framework includes key digital competencies in 
the areas of information and data literacy, communication and collab
oration, digital content creation, safety, and problem solving. In its 
current iteration, DigComp 2.2 [171], these competencies are compre
hensively described along eight proficiency levels, as well as illustrative 
examples of each of these competencies (including their sub-aspects) 
along the dimensions of knowledge, skills, and attitudes. 

Of particular relevance to AI literacy research, DigComp 2.2 also 
includes a chapter on "Citizens interacting with AI systems". The authors 
write that "for citizens to engage confidently, critically, and safely with 
new and emerging technologies, including artificial intelligence (AI), 
they need to acquire a basic understanding of such tools and technolo
gies" ([171], p. 77). This is also in line with the very fundamental call of 
international research, which urges the advancement of AI literacy not 
only for specific groups, but for society as a whole. Within DigComp 2.2, 
this is also justified by the fact that AI-related knowledge, skills and 
attitudes can serve as resources for several challenges, such as ethical 
issues, data protection and privacy, or bias in various forms. It therefore 
emphasizes the importance of citizens interacting with AI systems, 
rather than focusing on AI knowledge alone. To shape this approach 
within this educational framework, they explained five central themes 
and topics that citizens should learn, namely: 1. What do AI systems do 
and what do they not do; 2. How do AI systems work? (including 
awareness of what AI is); 3. When interacting with AI systems (...in 
terms of searching for information, using AI systems and apps, or 
focusing on privacy and personal data); 4. The challenges and ethics of 
AI; 5. Attitudes regarding human agency and control. 

Another international policy framework has recently been developed 
by UNESCO, entitled "Guidance for generative AI in education and 
research", which also proposes several steps deemed necessary to foster 
an AI-competent society and to implement in particular generative AI 
technologies in educational institutions and contexts [80]. In addition to 
regulatory and legislative aspects, they also suggest the development of 
AI competencies, including Generative AI (GenAI) related skills for 
learners, as "the development of AI competencies among learners is key 
to the safe, ethical and meaningful use of AI in education and beyond" 
([80], p. 25). In particular, “latest developments of GenAI have further 
reinforced the urgent need for everyone to achieve an appropriate level 
of literacy in both the human and technological dimensions of AI, un
derstanding how it works in broad terms, as well as the specific impact of 
GenAI." ([80], p. 26). 

Providing such frameworks in addition to current research on AI 
literacy is central to addressing the acute shortage of skilled workers in 
the field [5], while strengthening the ability to use AI confidently and 
responsibly across the board. 

2.2. AI literacy assessment approaches 

Providing AI learning opportunities alone, in the form of AI educa
tional programs and courses, is not enough to promote the vision of an 
AI literate society. The design of educational content also depends on the 
availability of good AI literacy assessment tools, as a valid measurement 
of AI literacy is a necessary condition for evaluating the effectiveness of 
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AI literacy interventions in any educational setting, be it K-12, higher 
education, adult education, workforce development, or in the context of 
online learning. 

Several assessment instruments already exist that measure certain 
aspects of AI literacy. The first validated self-assessment scale for AI 
literacy was developed and evaluated by Wang et al. [173]. Although 
questionnaires for surveying AI literacy existed prior to this scale, they 
were neither particularly content-valid nor psychometrically tested. 
Wang et al. [173] used exploratory and confirmatory factor analyses for 
model generation and model validation, and ultimately listed 12 items 
that can be used to self-assess AI literacy using Likert scales. Shortly after 
the publication of this first self-assessment scale, similar instruments 
were published that correspond to the core idea of the Wang et al. [173] 
scale. These include the scales by Carolus et al. [29], Pinski and Benlian 
[134], Laupichler et al. [97], Tully et al. [167], and Ng et al. [128]. 
However, all these instruments have in common that they rely exclu
sively on the self-assessment of the respondent. Yet, this may be subject 
to certain confounding factors (e.g., social desirability) and might 
therefore only be useful if taking the assessment is not associated with 
specific consequences for the respondent [49], such as promotion at 
work or being assessed in a university course. Particularly, in some sit
uations, such as assessing the level of AI literacy in a population to 
decide on further measures to improve it, it is important to test AI lit
eracy as objectively as possible. Weber et al. [175] and Hornberger et al. 
[81] have therefore developed AI knowledge measurement tools that test 
respondents’ knowledge (rather than having them self-assess their 
knowledge). For this purpose, they used multiple-choice questions based 
largely on common AI literacy constructs (e.g., [107]) and measures 
from item response theory (IRT) to optimize the objectivity of their as
sessments. Taking this into perspective, the majority of the questions in 
the self-assessment scales and AI literacy tests deal solely with AI 
knowledge and AI skills, completely leaving out affective components 
such as “attitudes toward AI (ATAI)”. Schepman and Rodway’s GAAIS 
[149,150] and Sindermann et al.’s ATAI scale [157] are two of only a 
few examples of “attitudes toward AI” scales that have been systemati
cally validated and used in various contexts. Other ATAI scales have 
been published by Suh and Ahn [163] and Grassini [64]. 

Additionally, for the realm of AI ethics, different measurement ap
proaches can be named. To deal with the impractical measurement 
foundations of ethics, many researchers established their own mea
surements for each case. For non-professionals, Shih et al. [155] inves
tigated the effects of their AI ethics course by measuring 15 items on 4 
ethical principles (transparency, responsibility, justice, benefit). Jang 
et al. [84] created the AT‑EAI 17-item scale for investigation of adher
ence to the five ethical dimensions of fairness, transparency, 
non-maleficence, privacy, and responsibility. Hess and Fore [77] high
light measurement approaches that go beyond philosophical ethics 
(self-assessment of awareness of, knowledge of, or solutions for ethical 
issues) such as extra-curricular involvement, problem-based service 
learning [183] or in-depth qualitative analysis through short texts or 
position papers [74]. Others focused on personality traits or 
multiple-choice answers for ethical scenarios to evaluate 
decision-making strategies as well as meta-cognitive reasoning strate
gies [92]. Another approach was reframing technical problems for 
multiple solutions leading to a need for moral reasoning [42]. 

Both the existing self-assessment instruments and the IRT-scaled test 
instruments currently still mostly represent a very broad and generic 
construct of AI literacy operationalized by its items. This seems to make 
sense for measuring AI literacy of non-experts, although some aspects, 
such as human-AI interaction skills and behavioral indicators, are 
largely neglected. However, the more specialized the measurement of AI 
literacy is to be for specific contexts and occupational groups, or the 
more specific educational contexts are to be examined, the more it be
comes necessary to focus on professional demands-related aspects of AI 
literacy in addition to generic AI literacy [151]. In developing a holistic 
AI literacy measurement, we, therefore, follow several voices in the 

research community calling for the development of assessment tools that 
measure both domain-independent (generic) and domain-specific AI 
literacy, as well as ethical considerations, and conceptually consider not 
only knowledge aspects but also skills and attitudes [18,54,98,127,151]. 
Such instruments would help assess individuals’ AI competencies in 
their professional field, while also allowing for the collection of data to 
validate the impact of AI literacy for specific professional contexts. The 
goal of this paper is to lay the groundwork for a refined and compre
hensive approach to measuring AI literacy that considers this distinction 
between generic and domain-specific AI literacies and specifically con
siders AI ethics competencies. 

3. Conceptual framework: towards a holistic AI literacy 
assessment matrix 

The following sections outline the conceptual framework of our 
approach. This framework, consisting of generic AI literacy, domain- 
specific AI literacy, and AI ethics literacy, forms the basis for the ho
listic AI literacy assessment matrix that is prototypically presented in the 
conceptual framework section (see Table 1). 

3.1. The horizontal dimension – AI literacy Types 

3.1.1. Generic AI literacy 
The notion of non-expert AI literacy explained above [97] forms the 

basis for a concept we call generic AI literacy, which describes AI-related 
competencies (cognitions, behaviors, attitudes) that every citizen should 
possess, regardless of their discipline or workplace role. Generic AI lit
eracy is a basic understanding of AI and thus the ability, knowledge, and 
skills to understand, monitor, effectively interact with, and critically 
reflect on AI-based technologies for basic daily and work purposes in a 
way that allows citizens to participate and act with confidence in an 
AI-driven world [45,98,107,127]. Therefore, it can also be positioned as 
a context-independent key competency that is equivalent in its use and 
effectiveness across a wide range of different tasks, situations, and in
teractions involving AI, thus meeting the demands that many people 
face in everyday and social life in today’s information society [107,176]. 
Generic AI literacy for non-experts is also characterized by not being 
involved in the construction and development of AI models per se, a 
domain that rather characterizes AI experts and professionals [97]. 
Rather, in accordance with other conceptualizations of generic skills, 
generic AI literacy encompasses cognitions, behaviors and attitudes that 
are not specific to any particular professional domain [3,4,105,123, 
190]. Following this, we also align our conceptualization of generic AI 
literacy with the five questions that Long & Magerko [107] suggest as 
the fundamentals of AI literacy: "What is AI?", "What can AI do?", "How 
does AI work?", "How should AI be used?", and "How do people perceive 
AI?". According to their framework, the development of generic AI lit
eracy should equip users with the ability to answer these questions and 
enable them to understand the core principles of AI [34]. 

Generic AI literacy can also be positioned as a fundamental skill, 
similar to other essential skills for lifelong learning, such as digital lit
eracy [10,30]. The notion of certain required literacies for dynamically 

Table 1 
Conceptual framework for the holistic AI literacy assessment matrix.   

AI literacy type 

Generic Domain-specific Ethics 

Competence dimension 

Knowledge/ 
Cognition    

Skills/ 
Behavior    

Attitudes/ 
Values     
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changing life and work environments has already proven its crucial 
importance, as much research has been done in the last two decades on 
digital literacy as a requirement for proactive interaction in a digitalized 
world [46,62,83,160,184]. While these skills are still very much needed, 
the current disruption and widespread availability of AI-based tech
nologies requires that AI literacy is considered in every aspect of such 
digital literacies, representing a comprehensive 21st-century 
socio-technical competency [127,134]. The implication is to conceptu
alize AI literacy as another key competency that complements existing 
notions of digital literacy. 

While digital literacy has been understood as preparation for the 
challenges of the digital information society, analogously AI literacy 
must be understood as preparation for a society permeated by artificial 
intelligence. Following this, generic AI literacy should encompass a 
broader set of competencies, including socio-emotional literacy [130], 
socio-cultural abilities [78], and other transferable skills such as 
communication and collaboration [12,128], fundamentally enabling AI 
non-experts to thrive and participate in an AI-infused world. Thinking 
methodologically, in the context of competence models and assess
ments, it is therefore necessary to consider which competencies must be 
available to all members of a social group, which in terms of AI literacy 
aims at enabling an AI-literate society, but also which competencies 
should be available in a complementary way, e.g. for the purposeful use 
and integration of AI technologies in specific professional domains [22, 
127,176]. Accordingly, the following section introduces the concept of 
domain-specific AI literacy as specific AI competencies that are relevant 
to the purposeful and confident use of AI for professional endeavors. 

3.1.2. Domain-specific AI literacy 
Alongside generic AI literacy, there is an urgent need to integrate 

domain-specific AI literacy as a necessary component of a holistic and 
comprehensive approach to AI literacy when applied in practice within 
professional domains (e.g., medicine, education, engineering). Since 
generic AI literacy may not compensate for a lack of domain-specific AI 
literacy, a specific form of AI literacy may be necessary to address the 
needs of each domain [4,176]. Accordingly, the word "domain" refers to 
the specific field or discipline in which AI is implemented or used. 
Domain-specific AI literacy is underexplored in current research, but 
important insights could be gained from the literature dealing with the 
design of AI education [18,30,147,151]. These AI educational endeavors 
suggest that domain-specific AI literacy as a concept might refer to the 
capacity to integrate the knowledge of AI with the comprehension of its 
application requirements within a particular professional field. 

Important research findings that necessitate a domain-specific view 
of AI literacy also result from the approaches of professions and exper
tise research, in which the understanding of domains is linked to 
different "fields of learning", i.e. life-world or professional fields of ac
tion or knowledge- and experience-based action routines as a compo
nent of expertise [51,52,67,191]. For example, Bromme [24,25] 
distinguishes domain-specific knowledge of expert teachers for different 
school subjects. Tricot and Sweller [166] argue for a domain-specific 
view of knowledge because intellectual abilities can be better 
explained by long-term memory and by the high performance of experts 
in certain domains, such as air traffic control or chess. In general, 
expertise research distinguishes between well-defined and poorly 
defined domains based on the characteristics of the challenges or 
problems to be solved [68]. Well-defined domains are characterized by 
clear problem statements, unambiguous solution methods, and defined 
success criteria. In contrast, poorly defined domains are characterized 
by complexity, ambiguity, and conflicting solution approaches. 

In the area of domain-specific AI literacy, Schleiss et al. [151] pro
vided a framework for the development of domain-specific AI education 
courses. The authors argue that the relevance of AI in various domains 
requires that the development of AI courses should be aligned with its 
domain, creating so-called domain-specific AI courses. Following this 
line of reasoning, domain-specific AI literacy focuses on the use of AI as a 

tool in professional or academic settings. This is increasingly important, 
as students outside of computer science often feel unprepared for the 
growing integration of AI into their fields [136,151,158]. This is 
accompanied by widespread misconceptions about AI and a limited 
understanding of AI’s capabilities and limitations for one’s professional 
domain or field of study [14]. One difficulty for domain-specific AI ed
ucation and AI literacy may be that the applications of AI and the 
competencies required for each may vary widely across domains and 
disciplines, making different aspects of AI literacy differentially signif
icant depending on the professional domain [50]. Another challenge is 
the emerging interdisciplinarity of domain-specific AI literacy, which 
considers the domain requirements for the application of AI in that 
domain and thus goes well beyond the concept of generic AI literacy, 
requiring that the constructors of domain-specific courses themselves 
possess both domain and AI knowledge [189]. Furthermore, the use 
cases, implications, and underlying data of AI technologies differ across 
domains [65,132], indicating that domain-specific AI literacy requires 
flexible adaptations that cannot necessarily be derived from other 
domain use cases. Taken together, these aspects may also explain the 
gap in domain-specific AI education courses identified by Schleiss et al. 
[151]. Nevertheless, although very demanding, this outlined context 
provides the boundary conditions under which domain-specific AI lit
eracy comes into play and offers opportunities to take these very aspects 
into account when conceptualizing domain-specific AI literacy. In sum, 
domain-specific AI literacy can be described as the ability to bridge an 
understanding of AI with an understanding of the needs for its appli
cation within that specific professional domain. 

When conceptualizing domain-specific AI literacy and related as
sessments, it may be tempting to think primarily about the use of specific 
tools. Although domain-specific AI education often aims to equip 
learners with knowledge about specific AI tools for their domain [144, 
169,186], this pragmatic approach should be enriched with aspects of 
knowledge about specific data, the impact of AI use on the domain, and 
ethical issues, so that it does not get perceived as pure "tool literacy", as 
the sole ability to use certain AI tools, without considering its broader 
implications. In accordance with Schleiss et al.’s [151] planning 
framework for AI course design, we propose that domain-specific AI 
literacy should include and represent three distinct aspects: First, po
tential AI use cases ("What are the potential use cases for using AI in the 
domain?"). There the goal is to help identify existing applications and 
predict potential future scenarios where AI can contribute to solving 
problems within a specific domain. Second, the data in the domain 
("What type of data is most common in the domain?" / “Is the data in the 
domain abundant or scarce?"). This aspect is crucial because under
standing the common types of data within a particular domain facilitates 
the more precise application of AI methods and the definition of the data 
involved. The nature of the data – whether it is time series, text, images, 
or other forms of data – has a significant impact on the AI techniques 
that should be taught. And third, the implications of using AI in the 
domain ("What are the implications (ethical, legal, social) of using AI in 
the domain/use case?"), taking into account the possible consequences 
of using AI in a particular domain, especially in terms of ethical, legal, 
and social implications. Domain-specific AI literacy assessments should 
therefore reflect at least these three central themes in their item pool. 

The gap in domain-specific AI education courses is also evident in the 
context of AI literacy assessments. While numerous AI literacy assess
ments have emerged in recent years, they mainly focus on generic AI 
literacy but do not meet the requirements for measuring AI literacy in 
specific domains. Accordingly, domain-specific AI literacy is included in 
our holistic AI literacy assessment matrix as an area that is still lacking in 
research but is of paramount importance if AI literacy is to be integrated 
into professional practice. For the development of domain-specific AI 
literacy assessments, it may be essential that adaptations of existing 
assessment instruments can be flexibly evolved. The use of generative AI 
may be fruitful for this purpose [99]. A first attempt to generate 
domain-specific items based on existing item structures is shown in our 
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exemplary completion of the holistic AI literacy assessment matrix for 
the professional domains of medicine, education, and engineering (see 
Section 4). 

Given the paramount importance of knowledge about the impact and 
consequences of AI use in general as well as within a domain, we decided 
that AI ethics should be a stand-alone dimension on the horizontal axis 
alongside generic and domain-specific AI literacy [20,39,113]. 

3.1.3. AI ethics literacy 
The seamless integration of AI technologies into daily activities often 

goes unnoticed, impacting lives without explicit recognition [53]. The 
lack of transparency on the one side, but also the lack of understanding 
of AI technologies among non-experts on the other side, hinders effec
tive evaluation and critique of possibly irreparable harm that these 
technologies may cause [55,73]. That makes understanding of ethical 
theories and ethical evaluation of situations influenced by AI crucial – 
not only for experts but also for non-experts [153]. Therefore, incor
porating ethics in AI literacy assessments is increasingly common but 
not straightforward. 

First, due to its nature and because there seldom is a ‘right’ or 
‘wrong’, ethics is difficult to assess using conventional scales. Addi
tionally, ethics and other humanities are often seen as ‘soft skills’, giving 
them side importance [140]. As a consequence, in many AI literacy as
sessments, ethics is not seamlessly integrated but given a supplemental 
role (e.g., [29,173]). Additionally, the field of ethics is complex, making 
it necessary to comprise many different and complex aspects under one 
term. The most frequently addressed ethical principles in the AI literacy 
assessment frameworks are privacy or surveillance ([97,107,128,167]), 
harm to people or general risks ([81,97,107,135]), diversity, bias and 
fairness [107,167], transparency and explainability [107,128,167], re
sponsibility and accountability [107,128,150], reliability and safety 
[128], social good and societal challenges [81,128] as well as fear and 
trust [157]. Even though the importance of AI ethics is largely recog
nized in current AI literacy frameworks, ethics is not always explicitly 
addressed. For example, Suh and Ahn [163] do not mention terms 
related to ethics or morality explicitly in their work. Still, 6/26 items of 
their scale are implicitly based on moral values. Within the scale by 
Grassini [64], three of four items ask for the perception of the positive 
effects of AI on life, work, and humanity in general. Since the evaluation 
of positivity is influenced by (moral) values, the scale is based on an 
ethical foundation, even though the author does not term it explicitly. 

In our framework, AI ethics literacy as a distinct horizontal dimen
sion was adopted due to several considerations: First, we acknowledge 
the importance of ethics being an integral part of AI literacy. Ethics has 
emerged as an important aspect of AI literacy that both transcends 
categorizations of attitudes, behavior, and cognition (see Section 3.2) 
and represents an incremental addition to generic and domain-specific 
AI literacies. Ethical literacy and awareness in the context of AI tech
nologies need to be reflected in every aspect of AI literacy and is 
therefore represented in its own dimension. Ethical AI literacy includes 
awareness of AI-related issues in personal and professional contexts. 
While there certainly are generic and domain-specific AI ethics com
petencies, we give ethics its own place in the framework without sub
suming it in the other two categories and thus, making it visible. 
Furthermore, placing ethics as a horizontal dimension allows us to assess 
a wider range of different ethical aspects – structured according to the 
dimensions of competence of cognition, behavior and attitude ([176, 
177]; see Section 3.2). This allows us to address far more different as
pects of AI ethics literacy, instead of giving it just one box in the matrix. 

3.2. The vertical dimension – competence dimensions 

3.2.1. The ABC approach 
After explaining the important distinction between generic AI liter

acy, domain-specific AI literacy, and AI ethics literacy in the previous 
section, this section provides an overview of the assessment of literacy in 

terms of attitudes, behaviors, and cognitions as elements of a compre
hensive understanding of competence. The triad of cognition ("knowl
edge"), behavior ("skills"), and attitudes (or "values") is not 
fundamentally new. Still, it has gained prominence in the debate on the 
concept of competence because it can be a condition for people’s ability 
to solve situational problems in a flexible way [13,171]. 

The conceptualization of competence as an ABC (Attitude, Behavior, 
Cognition) model is rooted in Weinert’s [176,177] concept of compe
tence. Weinert defines competencies as "the cognitive abilities and skills 
that individuals possess or learn to use to solve particular problems, as 
well as the related motivational, volitional, and social dispositions and 
abilities to use the problem solutions successfully and responsibly in 
variable situations" ([176], p. 27 f.). Thus, Weinert’s [176] concept of 
competence refers to the necessary prerequisites available to an indi
vidual or a group of individuals to successfully meet complex demands, 
particularly in professional positions, that target domain-specific com
petencies, as well as in the context of social roles or personal projects, 
which target generic competencies for domain-unspecific actions [100, 
176]. The prominent rise of AI can be positioned as such a complex 
demand for different professional domains and society, pointing to the 
need to think about the necessary cognitions, behaviors, and attitudes 
for generic AI literacy and domain-specific AI literacy at the same time. 

Weinert’s [176,177] definition of competence implies a distinction 
between cognition, behavior, and attitude as constituents of compre
hensive competence, as he describes different components of compe
tence that correspond to these categories. For example, Weinert [176] 
refers to cognition as "conceptual competence", which involves 
rule-based abstract knowledge about an entire domain, such as artificial 
intelligence. This includes explicit and declarative knowledge and un
derstanding. Behavior is introduced by "procedural competence", which 
is about the availability of procedures and skills needed to apply con
ceptual competencies in concrete situations. This is consistent with the 
behavioral aspects, which focus on the practical application of skills and 
knowledge. Finally, attitudes are added to this conceptualization 
through Weinert’s [176] description of "action competence", which in
cludes the cognitive, motivational, and social prerequisites necessary for 
successful learning and action. This concept integrates cognitive skills, 
motivational tendencies, volitional control systems, personal value ori
entations, and social behaviors, thereby addressing the attitudinal 
component in addition to the cognitive and behavioral aspects required 
for a comprehensive understanding of competence. In sum, individuals 
show their competence if they use their knowledge ("cognitions") to 
guide their actions ("behaviors"), and if these actions are supported by 
values ("attitudes"). Consequently, competent behaviors may not be 
performed if the necessary skills are present, but personal attitudes 
counteract performance. 

The ABC model can also be aligned with Bloom’s and colleagues’ 
well-established taxonomy of educational objectives [9,17,94]. 
Furthermore, ABC models can also be found in other research areas that 
strive to represent a holistic understanding of what we feel (attitude), 
think (cognition), and do (behavior) [168]. 

In the context of assessing AI literacy, the composition of competence 
through cognition, behavior, and attitudes was taken up by Ng et al. 
[128] in a recent study that addressed the limitations of previous as
sessments that primarily addressed cognitive aspects only. Conse
quently, they developed a questionnaire covering affective, behavioral, 
cognitive, and ethical aspects of AI literacy, the AILQ. The rigorous 
psychometric validation of this questionnaire suggests that this 4-factor 
solution to AI literacy may indeed be adequate. These defining elements 
of literacy are discussed in more detail in the following sections. 
Although we acknowledge the conceptualization of Ng et al. [128], we 
reflect the AI ethics component as a distinct literacy type alongside 
generic and domain-specific AI literacy, as research suggests that AI 
ethics literacy is itself constituted by cognitions, behaviors, and 
attitudes. 

While moral reasoning and character building are important aspects 
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of ethics education, their direct influence on behavior in critical situa
tions or facing moral dilemmas remains unclear [47,71]. Consequently, 
a heightened focus on behavior within ethics and ethics education be
comes essential to analyze how and why people make decisions in 
certain contexts [48,139]. Cognition in the context of ethics comprises 
the acquisition of knowledge and understanding of ethical principles 
and aspects. This dimension explores the role of the brain in moral 
reasoning and decision-making processes, enhancing the intellectual 
foundation necessary for ethical conduct. This is in line with Newberry 
[126], who condensed ethics-related learning goals in the context of 
engineering into three key dimensions: emotional engagement, intel
lectual engagement, and particular or discipline-specific knowledge. 
Emotional engagement involves the desire to be ethical, while intellec
tual engagement focuses on knowing how to be ethical, and 
discipline-specific knowledge is necessary for making ethical decisions. 
Hess and Fore [77] differentiate between ethical sensitivity and awareness 
(awareness of ethically problematic situations or issues), ethical judg
ment, decision-making or imagination (knowing how to reason or act 
ethically), and ethical courage, confidence, or commitment (being ethical). 
These aspects can be mapped to all three ABC components: attitude, 
behavior, and cognition. To make the single elements of the ABC 
competence approach clearer, each component (Attitude, Behavior, 
Cognition) is briefly described in more detail in the following sections. 

3.2.2. Attitude 
The special feature of Weinert’s approach to competence lies, among 

other things, in the emphasis on affective aspects such as attitudes. 
Attitude encompasses an individual’s perspective, mindset, and 
approach to work and life in general [8]. It includes characteristics such 
as motivation, enthusiasm, adaptability, resilience, and a willingness to 
learn and grow. A positive attitude can significantly increase the effec
tiveness with which one applies one’s skills and knowledge [152]. In 
many professional and personal settings, attitude is considered an 
essential element of competence. A person with the necessary skills and 
knowledge may still underperform because of a negative attitude. On the 
other hand, a person with a positive attitude typically demonstrates 
greater adaptability and problem-solving skills, contributing to 
enhanced competence in various scenarios [1,2]. White [179, p. 317 
argued: "that it is necessary to make competence a motivational concept, 
that there is a competence motivation”. Such an aspect of competence is 
also related to self-efficacy 112 and forms beliefs about one’s learning 
and performance. Attitudes, as a component of competence, influence 
behaviors and cognitions through expectations and interpretative 
schemata toward a subject matter (e.g., AI) 89. As a result, attitudes can 
also serve as volitional control systems in the form of motivational 
tendencies 38,181]. 

The attitudinal dimension in the context of AI literacy was also 
pointed out in the recent questionnaire by Ng et al. [128] under the 
dimension of affective learning, which also includes intrinsic motivation 
and self-efficacy. The attitudinal dimension refers to students’ innate 
emotional and physiological changes toward AI. It includes elements 
such as interest, confidence, motivation, attitudes, and self-efficacy. 
Specifically, the affective learning dimension in their study includes 
four factors: Intrinsic motivation, self-efficacy, career interest, and 
confidence in learning AI. Taken together, this dimension aims to cap
ture the emotional and motivational aspects of students’ learning ex
periences, highlighting how students feel about and are driven to engage 
with AI topics. Within the DigComp 2.2 framework, requirements for 
citizens interacting with AI systems on the attitudinal dimension were 
captured as follows: human agency and control; critical yet open atti
tude; ethical considerations of usage [171]. 

Attitudes in the context of ethical literacy are also highly relevant. 
For example, attitudes, or emotions, play an indispensable role in moral 
deliberation and moral behavior [23]. Attitude, therefore, emerges as a 
necessary component for ethical decisions and ethical behavior and can 
take on many facets, for example: moral judgment [77], ethical 

sensitivity [19], or judging the relative importance of ethical principles, 
trust, risk and opportunity awareness of AI, usage intention, re
sponsibility attribution, or normative expectations for political decisions 
on AI [91]. 

3.2.3. Behavior 
As discussed earlier, competent behaviors refer to the practical skills, 

expertise, and procedural knowledge that enable an individual to 
perform specific tasks effectively. These skills are typically acquired and 
honed through hands-on practice and experiential learning. As such, 
they also form the basis for goal-directed behaviors and are often 
defined as procedural competencies, which include procedures and 
skills necessary to apply conceptual competencies (cognition) in con
crete situations [66,159,176]. In addition, behavior related to compe
tence can also be described as performance competence when 
performance indicators come into play [16]. 

Ng et al.’s [129] AILQ captured behavior through a dimension they 
called behavioral learning, which reflects behavioral engagement and 
cooperation in AI educational contexts. While this is certainly an 
important aspect of AI education, it does not represent AI-literate be
haviors in terms of performance indicators. The behavioral dimension 
referred to as behavioral learning in the Ng et al. [128] study, refers to 
student actions, operational performance, and external behaviors that 
demonstrate active learning. This includes aspects such as course 
completion, behavioral intention, collaboration, and engagement. The 
behavioral learning dimension in their study is specifically divided into 
two factors: Students’ behavioral engagement and collaboration to build 
relationships and pursue learning goals in an AI environment. According 
to the authors, these factors are designed to assess how students engage 
with and apply their learning in practical contexts, particularly in 
collaborative and active learning settings related to AI. DigComp 2.2′s 
requirements for citizens interacting with AI systems considered the 
behavioral dimension as the skill to use, interact with, and provide 
feedback to AI systems as end users, as well as to configure, supervise, 
and adapt AI systems (e.g., overwrite, tweak) [171]. 

For an assessment of ethical behavior, the learning goal(s) of the 
course (or knowledge testing) must be clear [76]. This ethical behavior 
can be judged either generally or based in accordance with ethical 
theories. Rest et al. [143] introduced a fictitious scenario to their par
ticipants and asked for their behavioral intentions. Answers were judged 
on deontological measures. Such an approach can help to measure 
morally right behavior but is bound to a theory from philosophical 
ethics. Instead, ethical courage, confidence, or commitment as being 
ethical [77] can be evaluated in the context of AI ethics both via 
behavioral intention as well as statements on actual ethical behavior. 

3.2.4. Cognition 
Although cognition is a term that can be conceptualized much more 

broadly, within concepts of competence, the term primarily targets 
declarative knowledge, such as the understanding and recognition of 
facts, data, concepts, and theories. It is essentially what an individual 
understands and thinks about a particular subject or field. This knowl
edge is typically acquired through education, training, reading, and 
various other learning methods. This type of knowledge is also some
times referred to as conceptual competence [66,159]. 

Ng et al. [128] defined cognition within AI literacy as cognitive 
learning that reflects the knowing and understanding, applying, evalu
ating, and creating aspects of Bloom’s taxonomy of the cognitive domain 
[9,17]. The cognitive dimension in the study by Ng et al. [128] focuses 
on students’ achievement of knowledge and skills in artificial intelli
gence (AI). This dimension is broken down into three key factors that are 
consistent with Bloom’s taxonomy of the cognitive domain [9,17]. 
These are: Lower-order thinking skills, which include knowing and un
derstanding AI; Mid-order skills, which include using and applying AI; 
and Higher-order thinking skills, which include evaluating and creating 
AI. Therefore, the cognitive dimension aims to capture the range of 
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cognitive skills from basic understanding to advanced application and 
creation in the context of AI. However, the cognitive learning dimension 
in Ng et al.’s [129] AILQ faced challenges in distinguishing certain 
subfactors, which led to the removal of overlapping items to achieve 
clearer discrimination. From a policy framework perspective, DigComp 
2.2, in its requirements for citizens interacting with AI systems in their 
cognitive dimension, formulates the basic knowledge of being aware of 
what AI systems do and do not do, as well as understanding the benefits, 
limitations, and challenges of AI systems [171]. 

Cognitions within AI ethics imply knowledge about ethics in AI and 
shall assess how much people know about questions from philosophical 
ethics and more specific AI principles. In most common ethical frame
works for AI [138], the following ethical issues are addressed: general 
ethical aspects, privacy, fairness/bias, explainability, accountability, 
transparency, correctness/accuracy, diversity, robustness, reproduc
ibility. The more granular the principles in a measurement are diversi
fied, the greater the detail of the measurement. For an introductory 
course to AI for laypeople with a short measurement, a smaller set of 
principles to be measured might be more practical. Still, further diver
sification should be considered for advanced levels. Further, addition
ally including extra-ethical dimensions allows for an investigation of 
shifts between goal-oriented usage and moral values. 

4. Applying the holistic AI literacy assessment matrix 

In the previous chapter, we introduced our conceptual framework for 
structuring a holistic AI literacy assessment and thoroughly explored the 
theoretical grounding of its dimensions. In the following, we put this 
framework into practice by diving into the AI literacy (assessment) 
specificities of three concrete example domains: medicine, engineering, 

and education. AI literacy is highly relevant in each field and continues 
to gain relevance as more AI applications and human-AI collaborations 
permeate hospitals, factory floors, and classrooms. Therefore, we review 
the relevance and assessment specificities of each domain in Sections 
4.1.1 to 4.1.3. Moreover, we provide example measurements (self- 
assessment Likert-scale items) for medicine-specific AI literacy, 
engineering-specific AI literacy, education-specific AI literacy, and AI 
ethics as well as generic AI literacy items in Table 2. To complement the 
exemplary items from Table 2, we review other measurement methods 
for a holistic assessment of AI literacy in Section 4.2. 

4.1. Domain-specific AI literacy assessments 

4.1.1. AI literacy assessment for the medical domain 
One domain in which AI is already becoming increasingly important 

is the healthcare sector [75]. Particularly, doctors must possess the 
ability to interact with technological applications, which are at least 
partially supported by AI models [170]. In their literature review on 
medical students’ AI literacy, Mousavi Baigi et al. [121] also divide AI 
literacy into three sub-areas of AI knowledge, AI attitudes, and AI skills. 
This subdivision makes particular sense in the medical field. While 
doctors need to understand how AI works, they mostly need to be able to 
deal with medical AI applications and be open to AI rather than fearful of 
it. Thus, it is essential to develop reliable and valid measurement in
struments for investigating the AI literacy specific to medicine and 
among medical students, doctors, and other healthcare sector em
ployees. The reliable assessment of healthcare provider’s AI literacy is 
crucial, as AI systems applied in this field typically operate with patient 
data, raising not only ethical questions [41] but also directly impacting 
the well-being and recovery of patients. Examples of potential questions 

Table 2 
Holistic AI literacy assessment matrix – with example items from the domains of medicine, engineering, and education.   

Generic AI literacy Domain-specific AI literacy 
- medicine 

Domain-specific AI literacy - 
engineering 

Domain-specific AI literacy - 
education 

AI Ethics literacy 

Knowledge/ 
Cognition 
Please indicate your 
agreement with the 
following statement, 
from ‘Do not agree at 
all’ to ‘Completely 
agree’: 
I can…  

1. describe how 
machine learning 
models are trained, 
validated, and 
tested.1  

2. explain how rule- 
based systems 
differ from ma
chine learning 
systems.  

1. explain why medical 
imaging is 
increasingly relying 
on convolutional 
neural networks.  

2. discuss strengths and 
weaknesses of clinical 
AI applications.  

1. assess the fields of 
application, advantages, 
and disadvantages of 
digital twins.  

2. distinguish the 
significance of different 
performance metrics 
concerning supervised 
learning tasks in 
unbalanced data sets.  

1. explain how an AI system 
reacts to students’ errors 
and creates personalized 
learning paths with 
adapted exercises and 
learning materials.  

2. discuss how training data 
can lead to bias against 
vulnerable groups of 
learners.  

1. describe the effects of the 
black box problem.  

2. differentiate the two 
main, different accounts 
of privacy violation. 

Skills/ 
Behavior 
Please indicate your 
agreement with the 
following statement, 
from ‘Do not agree at 
all’ to ‘Completely 
agree’: 
I can…  

1. assess if a problem 
can and should be 
solved with 
artificial 
intelligence 
methods.  

2. describe 
experiences in 
which I interacted 
with AI in my 
everyday life.  

1. use at least one AI 
application in my 
professional role as a 
physician.  

2. critically assess the 
significance of the 
results of a clinical AI 
application.  

1. describe an optimization 
problem including 
objectives and constraints.  

2. explain the advantages of 
generative design in a 
CAD tool (i.e. Autodesk- 
Fusion).  

1. use an AI system in 
formative assessment to 
automatically assess 
students’ answers to 
problems and provide 
immediate individual 
feedback.  

2. use large language models 
(LLMs) to customize texts 
for students with learning 
difficulties at different 
levels.  

1. value ethical principles 
whenever using AI 
applications or products.  

2. weigh privacy and 
information security 
issues whenever using AI 
applications or products. 

Attitudes/ 
Values 
Please indicate your 
agreement with the 
following statement, 
from ‘Do not agree at 
all’ to ‘Completely 
agree’:  

1. Society will reap 
the benefits of a 
future filled with 
artificial 
intelligence.  

2. I would feel uneasy 
if I was given a job 
where I had to use 
AI.  

1. I fear that AI systems 
are going to replace 
medical imaging 
specialists in the next 
few years.  

2. The use of AI in 
healthcare allows 
physicians to spend 
more time with their 
patients.  

1. I am open to incorporating 
AI-driven solutions in en
gineering projects to opti
mize decision-making and 
problem-solving.  

2. I value the role of human 
experience in engineering 
tasks and am cautious 
about relying too heavily 
on AI-driven decision- 
making.  

1. AI in teaching can be a 
useful resource to facilitate 
differentiated teaching.  

2. Students should be allowed 
to use LLM-based AI when 
creating texts for 
homework.  

1. It is ethical for AI systems 
to make decisions that 
significantly impact 
individuals without 
human oversight.  

2. AI systems should always 
be transparent in their 
decision-making pro
cesses, especially when 
their decisions affect in
dividuals or society.  

1 From: Laupichler, M. C., Aster, A., Haverkamp, N., & Raupach, T. [97]. Development of the “Scale for the assessment of non-experts’ AI literacy”–An exploratory 
factor analysis. Computers in Human Behavior Reports, 12, 100338. 
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for assessing medicine-specific AI literacy are provided in Table 2. It 
should be noted that the measurement modality (e.g., self-assessment vs. 
multiple-choice test) should be adjusted according to the specific ques
tion. If the measurement holds no immediate significance for the re
spondents, a self-assessment is sufficient. In the medical context, this 
would be applicable if a healthcare institution (e.g., a hospital) aimed to 
gauge the AI literacy of its employees. However, if the measurement 
affects the respondent, a test procedure should be employed with an
swers that can be clearly categorized as correct or incorrect. An example 
of such a scenario would be measuring the medicine-specific AI literacy 
of medical students as part of an exam or as part of a job evaluation for 
physicians. 

4.1.2. AI literacy assessment for the engineering domain 
As AI becomes more pervasive, the demand for professionals trained 

in AI is expected to grow [72,141]. This is especially true for engi
neering, where AI is already being used in various areas such as 
autonomous driving, manufacturing, disaster risk management, and 
smart buildings. The rise of Industry 4.0, driven by AI, necessitates a 
shift in engineering education [26] towards advanced STEM knowledge 
and digital competencies, including AI literacy [69,117]. In this context, 
engineering tasks are closely linked to societal challenges, as demon
strated by frameworks like the Sustainable Development Goals (SDGs) 
by the United Nations [122,172], the NAE Grand Challenges for Engi
neering (National Academy of Engineering (NAE)), and the EU’s ESG 
(Environment, Social, and Governance) Taxonomy Objectives (Euro
pean Commission). Training individuals working with AI is crucial to 
instilling the right values, addressing the responsibility gap, and 
enabling them to identify potential harms. When developing AI literacy, 
engineering-specific competencies can be found in all competence di
mensions of the presented approach: There is engineering-specific 
knowledge, for example about digital twins or autonomous driving, as 
well as certain practices or tools that are used specifically in the field of 
engineering. In addition, the attitudes of engineers towards AI play a 
major role, especially regarding societal challenges. In this way, the 
approach presented emphasizes the increasing importance of AI in en
gineering to train engineers to use AI in a socially responsible way [90, 
117]. 

4.1.3. AI literacy assessment for the educational domain 
Especially with the emergence of large language models (LLMs), the 

challenges and risks that AI poses to the education system have been 
widely discussed (e.g., [33,58,80,88]). This is despite the fact that AI has 
long since found its way into the increasingly data-driven education 
system [36,98] and holds great potential for personalized learning. For 
example, chatbots have already been used for educational purposes in 
recent years [96]. The use of machine learning in the context of 
educational data mining processes has been around for several years in 
the context of large-scale international studies such as TIMSS or PISA 
[79,156]. In the design of adaptive intelligent tutoring systems for 
personalized learning, research and development work based on artifi
cial intelligence models has also been carried out for over a decade [11, 
63], also in specific domains such as mathematics [27]. AI can be used 
here, for example, to create curricula or as a teaching assistant [80]. 
Educators around the world can use AI tools such as speech recognition 
or machine translation systems to provide adapted learning opportu
nities to students with disabilities, multilingual learners, or others who 
can benefit from personalized learning environments, and to enable 
them to participate in the classroom [28]. AI large language models can 
also be used in school learning to personalize texts and other instruc
tional materials. However, these new opportunities do not come without 
risks [124]. Of paramount importance for AI in education is that, in 
addition to the known risks to privacy and data security, AI could pose 
new risks, such as the risk of scaling pattern recognition and automation 
leading to "algorithmic discrimination" (e.g., systematic inequity in 
learning opportunities or resources recommended to certain groups of 

students) [28]. It is therefore essential for teachers to acquire AI-related 
skills as part of their digital teaching skills. For example, they need to 
understand how intelligent tutoring systems work in order to manage 
automated feedback in a way that promotes learning and to create 
appropriate support plans for learners. They will also need to learn 
functional prompt engineering strategies to make targeted use of 
generative AI language models to adapt texts or systematically vary 
tasks [88]. Finally, privacy issues and the dependence of AI-based 
learning recommendations on training data must be understood to 
prevent harm to marginalized students and to identify systematic dis
advantages or biases. Finally, despite critical attitudes, teachers must 
also have positive attitudes toward the benefits of AI and trust the 
technology to use it productively and feel well prepared to use AI in the 
classroom, which means they must also acquire AI-related affective 
skills [125]. 

4.2. Alternative assessment methods for the AI literacy matrix 

Our developed holistic AI literacy assessment framework demon
strates that AI literacy is a multifaceted construct, spanning not only 
different domains but also different competence components along the 
ABC dimensions. Due to these different facets and components, different 
methods are required for a valid and reliable assessment and measure
ment of the relevant aspects of AI literacy for a given context. In Table 2 , 
we exemplified a variety of Likert-type items intended for a self- 
assessment. However, self-assessed Likert-type items are only one 
method to measure AI literacy, which, despite its advantages of easy 
deployment and comprehension, also has severe drawbacks, such as 
human biases in self-assessment [95]. As such, we want to emphasize 
that this method is only one from a potentially large toolbox of mea
sures. Different competence dimensions of holistic AI literacy, like 
cognition and behavior, tend to be measured better by different methods 
[6,16]. For example, knowledge can be easily measured with a 
multiple-choice test, whereas actual behavior could be better measured 
with an observation. However, these relationships between measure
ment methods and competence dimensions are not exclusive, i.e., there 
are no 1:1 relationships. Likert-type items can measure affective com
ponents as well as cognitive components and behavioral intentions. In 
order to assess and measure AI literacy appropriately, one should first 
use the developed conceptual framework to decide which component in 
which domain is most relevant to be measured and then decide upon an 
appropriate measure. 

So far, the measurement landscape of AI literacy is quite scarce. The 
majority of developed instruments are Likert-type self-assessments (e.g. 
[97,128,29,134,173]). Beyond that, some initial research ventured into 
developing objective tests, namely multiple-choice tests (e.g., [81,175]). 
Whereas these current objective tests cover mostly generic AI literacy 
aspects, such measurements are also suitable in principle for different 
domains. For example, in an educational setting like teacher education, 
an objective measurement item could be designed as illustrated in Fig. 1. 

Another measure, which we believe to be promising regarding its 
applicability and explanatory power based on its usage in other research 
fields, would be a situational judgment test (SJT). SJTs are increasingly 
used to measure behavioral intentions and simulate real-world perfor
mance, making them an effective supplement to cognitive tests for 
competency assessment [102,148,178]. They offer realistic scenarios to 
assess different knowledge dimensions, using vignettes in text or video 
formats that bridge theoretical knowledge and practical application 
[106,114,120,142]. The involvement of domain experts in vignette 
development thereby ensures scenario relevance and authenticity, 
helping counteract respondent faking [131,137]. SJTs present hypo
thetical scenarios to evaluate participants’ decision-making and 
behavioral intentions, acting as "low-fidelity simulations" of real 
behavior [21,119]. Responses are scored against expert norms, lending 
credibility and objectivity to the results [178]. In AI literacy assess
ments, SJTs could offer a practical solution for measuring specific 
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competencies, especially behavior, not captured by traditional tests or 
self-assessments [56,161]. An exemplary SJT item for the medical 
domain could be designed like the one shown in Fig. 2. 

Further options to catch more behavioral data in AI literacy could be 
performance data in practical applications or the recording of process 
data while interacting with certain AI technologies or working within 
AI-based environments, in the form of event log data with time stamps, 
browsing/interaction history and eye movements. 

5. Discussion 

The holistic AI literacy assessment matrix presented in this paper 
possesses its specific strengths as well as limitations. Therefore, this 
section will reflect on the work presented here and critically discuss 
which aspects are promising and which need further refinement. As a 
result of this process, a number of questions have arisen for a future 
research agenda in the area of AI literacy research. 

With the concept presented here, we aim to inspire and assist the 
development of more refined AI literacy assessment instruments that 
particularly consider domain-specific differences between different 
forms of AI literacy. As it is foreseeable that AI will fundamentally 
change the future of education in every subject area [18,36,110,146], 
and that future professions and work will be equally affected [82,133, 
174,187], there is an urgent need for assessments that take into account 
this very feature of domain-specificity, as the availability of appropriate 
assessments is a necessary prerequisite for targeted AI educational 

programs, interventions, and curricula. We therefore propose to use the 
holistic AI literacy assessment matrix to guide the development of future 
instruments in the manner of an item development heuristic [37,164, 
188]. Following a heuristic based on our matrix makes it possible to 
distinguish between the generic, domain-specific, and ethical types of AI 
literacy, as well as the cognitive, behavioral, and attitudinal dimensions 
of competence. Certainly, not every aspect is needed in every AI literacy 
assessment instrument, but following a straightforward item develop
ment heuristic based on this AI literacy matrix allows one to clearly 
position one’s own contribution to AI literacy measurement, while at the 
same time clearly distinguishing aspects that are not intended to be 
captured within a given instrument. 

Since the particular strength of the AI literacy matrix approach is its 
distinction between generic and domain-specific AI literacy types, as 
well as AI ethics literacy, this conceptualization of AI literacy may also 
inspire future AI educational efforts and the urgently needed creation of 
domain-specific AI learning opportunities [93,103,116,118,151]. In 
educational contexts, distinguishing between literacy types and 
competence dimensions not only provides a basis for improved assess
ment methods but also offers an opportunity to develop assessment in
struments that follow constructive alignment approaches [7,15,109]. In 
keeping with the constructive alignment method, it’s important to plan 
ahead for the methods and ways in which learning objectives will be 
assessed, so that future educational efforts can use the provided holistic 
AI literacy matrix and target their efforts to specific constellations 
intended to be taught, e.g., cognitive and attitudinal aspects in the 

Fig. 1. Multiple-choice-test item for AI literacy in the educational domain.  

Fig. 2. Situational judgement test item for AI literacy in the medical domain.  
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domain of medicine, or cognitive aspects and behaviors in engineering. 
Therefore, the provided matrix can also be used to develop AI educa
tional learning opportunities, such as courses, in a more targeted and 
fine-grained perspective. 

While our approach to a more holistic AI literacy assessment seems 
promising, it is beyond the scope of this conceptual paper to develop a 
comprehensive item pool and usable scales. This work does not repre
sent a developed scale, but rather a practical guiding framework for 
future developments in AI literacy assessment. Therefore, our concep
tualization of AI literacy as consisting of generic, domain-specific, and 
AI ethical literacies along the ABC dimensions lacks rigorous psycho
metric validation, a task that must be addressed in future research. Such 
empirical evidence is central to establishing generic AI literacy, domain- 
specific AI literacy, and AI ethics literacy as distinct constructs that 
require further research, potentially serving precise constructive align
ment goals for teaching, learning, and assessment in educational 
settings. 

In particular, psychometric validation needs to further explore the 
uniqueness and incremental value of domain-specific AI literacy over 
generic AI literacy, and whether such a distinction holds over time 
[190]. Our conceptualization of AI ethics literacy also suffers from this 
lack of validation. While Ng et al. [128] position ethics along the ABC 
dimensions as ABCE, we proposed to position ethics as an equivalent 
type of literacy along with generic and domain-specific AI literacy. This 
decision for AI ethics literacy as a distinct category is supported by the 
fact that not only Ng et al. [128], but most previous conceptualizations 
of AI literacy have all crystallized an "AI ethics" factor in their factor 
analytic evaluations that is independent of the other categories (AI 
knowledge, etc.), making it a distinct factor that recurs across different 
conceptualizations of AI literacy. 

However, as we pointed out in Section 3.1.3, this approach also has 
its limitations, as AI ethics literacy, if operationalized and psychomet
rically tested, might also show cross-loadings with generic AI literacy 
and domain-specific AI literacy. We acknowledge that our approach still 
gives ethics a complementary role in the AI literacy framework. 
Furthermore, this approach cannot necessarily account for all the ethical 
details within generic and domain-specific AI literacies. 

6. Outlook and future research agenda 

The discussion of the holistic AI literacy assessment matrix, in terms 
of its strengths and limitations outlined above, points towards a future 
research agenda. First, we suggest developing more AI literacy assess
ment instruments, that use the suggested AI literacy matrix, to do the 
broadness, diversity, and importance of the construct of AI literacy 
justice. Therefore, we urge academics to use our holistic AI literacy 
matrix to develop more refined tools that are able to capture more as
pects of AI literacy, especially domain-specific AI literacy, and also to 
develop measurement tools that are more attuned to behavior, which is 
currently missing from most AI literacy tools. Alternative measurement 
methods like SJTs might also be fruitful approaches to a more differ
entiated understanding of AI literacy as a construct [101]. Second, AI 
literacy instruments that were developed according to this matrix as well 
as existing AI literacy instruments can be used to validate this holistic 
framework and provide insights into the nature and the relationships 
among generic, domain-specific, and ethical AI literacy [111]. Further 
open questions regarding validity concern the predictive and criterion 
validity of our holistic AI literacy approach, which is not a limitation per 
se, but can rather be seen as another future research question within AI 
literacy research. Two aspects in particular arise here. First, questions 
arise about the competencies and skills that serve as antecedents of AI 
literacy, i.e., what role does the development of basic digital literacy, 
data literacy, or programming skills play in the different types of AI 
literacies and competence dimensions of AI literacy proposed in this 
work [61,175]? Also, what is the convergent validity of different types 
of AI literacy compared to existing AI literacy instruments? Second, how 

does AI literacy in its different dimensions and its different literacy types 
affect human-AI interactions, i.e., how do their patterns of use of AI 
technology differ qualitatively from those of less AI literate people? [31, 
43,54,115]. 

As such, future research points towards the need for environments 
that allow for the exploration of various indicators and influencing 
factors relevant to the development of generic and domain-specific AI 
literacy. AI MOOCs may be a suitable setting for such efforts, as 
contextual factors (e.g., type/number of courses completed), prior AI 
and/or domain education, and other measures of survey, performance, 
or tracking data may provide important insights into the antecedents 
and implications of AI literacy. A set of items designed according to our 
matrix could also be tested in different learning opportunities facilitated 
by an AI MOOC platform. As a result, it could be explored how different 
aspects of AI literacy relate to each other, potentially providing impor
tant insights into the composition of the construct of AI literacy. Addi
tionally, this raises the question of successful models for teaching AI 
literacy in educational settings. For example, is it more promising to 
teach holistic AI literacy using a respective holistic approach, or can 
people also acquire holistic AI literacy using an atomistic approach in 
which individual aspects are acquired in a focused manner? 

Finally, AI literacy research should span other relevant domains, not 
just the three chosen here (medicine, engineering, and education). The 
choice of these three particular domains reflects the interdisciplinary 
nature of the group involved in this work, as well as the fact that these 
domains are already heavily impacted by AI and are already engaged in 
a lively scientific discourse about the role of AI within their professional 
domain [26,41,75,80,121,141]. However, if AI literacy is to be devel
oped across all subjects and professional domains, we suggest and 
encourage AI literacy research in domains that are not currently found in 
the typical AI literacy research landscape. Subsequently, we envision 
that the matrix we provide, and in particular the introduction of 
domain-specific AI literacy, a crucial aspect currently missing from 
existing frameworks, can stimulate and guide thinking about the specific 
needs for AI literacy in different professional domains, and align 
domain-specific AI literacy with specific educational and workforce 
needs. 

7. Conclusion 

Concluding this present paper, to use this AI literacy matrix practi
cally, it is necessary to decide which aspects, constituents, and compo
nents are appropriate to adequately reflect the construct of AI literacy. 
The main components within this work have been described as generic 
AI literacy, domain-specific AI literacy, and AI ethics literacy, each 
consisting of cognitions, behaviors, and attitudes as different compe
tence dimensions. In particular, it was intended to illustrate how AI 
literacy can serve different purposes for the different domains of medi
cine, engineering, and education, and the associated AI-related compe
tency requirements within each domain. It is hoped that the holistic AI 
literacy assessment matrix provided here will contribute to the much- 
needed advancement of AI literacy measurement tools, particularly for 
domain-specific AI literacy, as for this area a large research gap remains 
to date and could be of enormous importance if we are to successfully 
integrate AI literacy into various subjects within educational in
stitutions, as well as foster the development of AI literacy for different 
professional work domains. If we, as educators and researchers, envision 
AI literacy for all, this means that we need to broaden our scope beyond 
generic AI literacy – which of course is still very important – but we also 
need conceptualizations and assessment tools of AI literacy that 
adequately capture domain-specificity and ethical aspects of AI. Estab
lishing AI literacy in different domains is key to enabling a hybrid 
intelligent paradigm [44,85] that aligns human-AI interactions in a 
collaborative and co-creative way and benefits every student, worker, 
and citizen. 
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