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Abstract
Empirical evidence has shown that variability bugs, i.e., bugs that
only manifest if certain features of a configurable software system
are selected, are not only a theoretical concept. Many variability
bugs involve an intricate interplay of multiple features, turning
them into so-called feature-interaction bugs. The strategy of 𝑡-wise
interaction sampling can be used to identify variability bugs in
highly-configurable systems. In this regard, the number of findings,
as well as the overall sample size, typically increase with stronger
interaction sampling (i.e., higher 𝑡 values). In this paper, we aim
to confirm these observations for vulnerabilities. We use the static
source code analysis platform Vari-Joern to analyze real-world
highly-configurable software systems for the presence of vulnerabil-
ity patterns using 𝑡-wise interaction sampling of varying strength
and compare the number of findings and associated sample sizes.
We analyze the feature configurations associated with the vulnera-
bility warnings raised by our approach to evaluate the presence of
feature-interaction vulnerabilities. Our results show that stronger
interaction sampling produces a greater number of findings at a
higher computational cost, also for vulnerabilities. The increase in
findings can be attributed to the identification of feature-interaction
vulnerabilities involving an interplay of a greater number of fea-
tures.

CCS Concepts
• Software and its engineering → Software product lines; •
Security and privacy → Vulnerability management.
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1 Introduction
A vulnerability is a weakness that can be exploited by one or more
threats [37]. The exploitation of weaknesses in a system’s source
code by malicious users can lead to various types of harm, rang-
ing from compromised sensitive data to damage to physical or
virtual infrastructure [81]. A famous example is the Heartbleed
vulnerability [33] that was identified in OpenSSL1 in 2014. This
vulnerability allowed sensitive user data, such as login credentials
or private keys, to be read by exploiting the fact that the num-
ber of bytes to copy between two buffers could exceed the source
buffer’s length, thereby exposing uninitialized heap memory to the
network [33, 80]. Considering the high costs vulnerabilities can
cause [22, 52], analyzing software for their presence is often an
indispensable activity in the development and maintenance process.

In the context of highly-configurable software systems, as they
have become commonplace in many domains [6, 18], performing
a thorough analysis is challenging [66, 75]. One challenge is the
inherent variability and subsequent presence of variability bugs,
i.e., bugs that only manifest in a subset of derivable software vari-
ants [1, 2, 57]. Bugs of this kind are common and have been iden-
tified in multiple real-world systems [1, 2, 57]. While the reasons
for the presence of variability bugs are diverse, many have been
found to be caused by specific combinations of two or more config-
urable features and the resulting interplay of feature-related source
code [1, 2]. This class of bugs is referred to as feature-interaction
bugs [1, 2]. Even though feature-interaction bugs have been the sub-
ject of multiple studies [1, 2, 27], it remains unclear how common
feature-interaction bugs are among real-world systems [10, 27].
To reliably identify variability (and thus feature-interaction) bugs,
1https://www.openssl.org/.
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every variant of a configurable system would need to be checked.
As the number of variants that can be derived is up to exponen-
tial in the number of configurable features, this is typically in-
feasible [6, 54, 66, 73, 77]. In response, previous research has in-
vestigated various sampling approaches aimed at identifying a
representative subset of variants to be analyzed [31, 54]. In this
regard, 𝑡-wise interaction sampling is a popular sampling strategy
that has demonstrated great effectiveness in identifying variability
bugs [31, 54]. The goal of this strategy is to sample a set of variants
such that all valid configurations between 𝑡-tuples of features are
present in at least one variant [31, 53]. Using 𝑡-wise interaction
sampling, two characteristics relating to an increase in interaction
sampling strength (i.e., higher 𝑡 value) have previously been ob-
served [6, 31, 54]: (1) the total number of identified variability bugs
is increased and (2) the resulting sample rapidly grows in size.

This paper aims to confirm these observations for vulnerabilities
found in real-world highly-configurable software systems.We intro-
duce the analysis platform Vari-Joern that allows the source code
of a configurable system to be statically analyzed for the presence
of potentially vulnerable source code patterns by utilizing popular
sampling strategies (e.g., 𝑡-wise interaction sampling). Leveraging
this platform, we analyze a set of real-world systems for the pres-
ence of common vulnerability patterns, collecting measurements
on the number of vulnerability warnings and the sample size. These
measurements allow us to assess the effects of using 𝑡-wise inter-
action sampling of varying strength for vulnerability discovery
in configurable systems. In addition, we analyze the feature con-
figurations associated with the vulnerability warnings identified
throughout our experiments to assess whether changes between
sampling strengths can be attributed to the identification of feature-
interaction vulnerabilities involving a greater number of features.

In summary, we make the following contributions:
• We introduce the terminology of variability-induced and
feature-interaction vulnerabilities, which is inspired by the
related concepts of variability and feature-interaction bugs
in configurable software systems (Section 3).

• We provide the analysis platform Vari-Joern for analyzing
configurable software systems for the presence of potential
vulnerabilities using popular sampling techniques and the
static source code analysis tool Joern (Section 4).

• We examine the relationship between sampling strength
𝑡 , sample size, and the number of variability-induced and
feature-interaction vulnerabilities identified in the variants
sampled from real-world highly-configurable software sys-
tems using 𝑡-wise interaction sampling (Section 5).

2 Background
In this section, we give an overview of fundamental concepts for
highly-configurable software systems (Section 2.1) and detail the
strategy of 𝑡-wise interaction sampling (Section 2.2).

2.1 Highly-Configurable Software Systems
Highly-configurable software systems have become commonplace
in many domains [3, 18]. Even though the upfront engineering
effort for a highly-configurable system is typically higher than
for a non-configurable system, this effort usually pays off in the

long term as it fosters systematic reuse [3, 16, 17]. This not only
results in significant cost savings when software is tailored to many
customers, but also reduces the time to market and allows quick
reactions to changing market conditions [3, 15, 53, 70].

From a technical point of view, highly-configurable software
systems are typically realized as software product lines. A software
product line is a family of related software products (commonly
referred to as variants [2, 39, 77]) that rely on a common code base
and are distinguished by the features (i.e., increments in end-user-
visible behavior [5, 14, 59, 70]) they provide [6, 16, 69, 73]. Typically,
not every possible configuration, i.e., selection of features [27, 66],
describes a valid or desired variant (e.g., due to mutually exclusive
features) [3, 51, 73, 74]. As a result, a feature model usually models
the valid configurations by specifying the available features and
the constraints that exist between them [2, 3, 9, 39, 66, 73].

Many highly-configurable systems in practice are implemented
following an annotative approach [2, 4, 11, 18]. This approach
merges the source code realizing individual features into a sin-
gle code base and annotates sections belonging to certain features
or combinations thereof [3, 41]. Variants are derived by discarding
all code not required for a specific feature configuration [3, 14]. In
this context, propositional formulas2 describing the feature config-
urations under which individual code fragments are incorporated
into variants are referred to as presence conditions [1, 3, 43]. For
systems implemented in C, annotations are typically realized using
conditional compilation via the C preprocessor [3, 25, 50, 56, 69]. An
example of this approach is illustrated in Listing 1. In the example,
we follow common practice [1, 2, 44, 72] and prefix configuration-
related preprocessor macros (i.e., features) with CONFIG_. Through
the use of the #ifdef annotation in line 5, the PROCESS_INPUT fea-
ture controls whether lines 6 to 9 are included during preprocessing.
Similarly, the SEND_DATA feature controls whether line 8 is included
through the #ifdef annotation in line 7.

One problem that arises from configurable code artifacts is that
standard static analysis techniques cannot be applied directly [25,
51, 60, 69]. A popular solution to this problem is to follow a product-
based analysis strategy that derives variants from the configurable
system and analyzes them individually [73]. Since the number of
variants that can be derived from a configurable system is, in gen-
eral, exponential in the number of features, considering all variants
is typically infeasible [17, 39, 51, 56, 62]. The de facto standard is
2We assume that features are of Boolean type. In the presence of non-Boolean features,
propositional formulas would not be sufficient.

1 void foo() {
2 int x = source(); // Attacker−controlled.
3 if(x < MAX){ // Does not enforce x >= 0.
4 int y = 0;
5 #ifdef CONFIG_PROCESS_INPUT
6 y = 2 * x;
7 #ifdef CONFIG_SEND_DATA
8 sink(y); // Security−sensitive operation.
9 #endif
10 #endif
11 }
12 }

Listing 1: A configurable C function adapted from the exam-
ple provided by Yamaguchi et al. [79]
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thus to employ sampling strategies that aim at the selection of a
representative set of variants [51]. One particular sampling strategy
that has proven to provide a good trade-off between sample size and
adequate coverage of the configurable system is 𝑡-wise interaction
sampling [6, 31].

2.2 T-Wise Interaction Sampling
𝑇 -wise interaction sampling has its origins in Combinatorial Interac-
tion Testing (CIT), a testing technique that leverages the observation
that most bugs are caused by interactions between a small number
of input parameters [27, 47, 62, 67]. Motivated by observations that
many issues in configurable systems are caused by interactions be-
tween a small number of features [1, 2, 31, 55–57], 𝑡-wise interaction
sampling extends the concept of CIT to the configuration level [27].
Instead of considering all variants derivable from a configurable
system, 𝑡-wise interaction sampling aims to sample a set of variants
such that all valid configurations between 𝑡-tuples of features ap-
pear in at least one variant [17]. In this context, the parameter 𝑡 is
used to control the sampling strength (i.e., the feature interactions
covered by the sample) and is also referred to as the interaction
strength of the sample [16, 17, 31]. An important characteristic is
that sampling of strength 𝑡 subsumes sampling of strength 𝑡−1 [17].
This is the case because the set of 𝑡-tuples built from a set of features
𝐹 always acts as a superset to the set of (𝑡 − 1)-tuples built from
the same set of features 𝐹 [17]. Determining a 𝑡-wise interaction
sample is equivalent to the NP-complete minimum set cover prob-
lem [39]. As a result, numerous studies [16, 39, 40, 46, 53, 62] have
proposed heuristic approaches that enable scalable approximations.
Among them, the YASA algorithm proposed by Krieter et al. [46] is
currently regarded as the best performing approach [45, 46, 65].

Table 1 shows an example for configurations selected using
1-wise and 2-wise interaction sampling for the foo function (cf.
Listing 1). For 1-wise sampling, all valid configurations of 1-tuples
of features (i.e., single features) must be present in at least one
configuration. This requires two configurations, as each can only
cover one possible configuration (selected or unselected) of each
of the two features at a time. 2-wise sampling, also known as pair-
wise sampling [6, 75], requires all valid configurations of 2-tuples of
features (i.e., pairs) to be present. In the example, the only possible
2-tuple is (PROCESS_INPUT, SEND_DATA). This tuple has four valid
configurations (both features selected, both unselected, and two
configurations where only one of the two features is selected).
Accordingly, four configurations are required.

Strength Config. PROCESS_INPUT SEND_DATA

𝑡 = 1 1 ✓ ✓

2 p p

𝑡 = 2

1 ✓ ✓

2 p p

3 p ✓

4 ✓ p

Table 1: Example of configurations selected using 1-wise and
2-wise interaction sampling for the foo function of Listing 1

3 Vulnerabilities in Highly-Configurable
Software Systems

As not every fragment of a configurable system’s implementation is
necessarily incorporated into every derivable software variant (cf.
Section 2.1), vulnerabilities can be tied to specific configurations
and, thus, might not always manifest. Accordingly, in this section,
we introduce terminology for classifying vulnerabilities in highly-
configurable software. We base this terminology on the concepts
of variability and feature-interaction bugs, which capture similar
observations for bugs in configurable software [1, 2, 27, 57].

Variability-Induced Vulnerabilities. When the source code in-
volved in a vulnerability is at least partially tied to one or more
variable features, the presence of the vulnerability depends on the
feature configuration of the system. We define corresponding vul-
nerabilities as variability-induced vulnerabilities:

Definition 1. A Variability-Induced Vulnerability (VIV) is a vul-
nerability whose causing source code fragments are not confined
to the common code shared between all variants of a config-
urable system. Instead, at least one code fragment is associated
with variable features of the system. The vulnerability is, there-
fore, only present in some derivable variants.

Feature-Interaction Vulnerabilities (FIVs). The presence of a VIV
depends on the configuration of at least one variable feature. In
this regard, it is possible to distinguish between VIVs that manifest
through a specific configuration of a single feature and those that re-
quire a specific configuration of multiple (i.e., two or more) features.
We refer to the latter subset as feature-interaction vulnerabilities,
defined as follows:

Definition 2. A Feature-Interaction Vulnerability (FIV) is a
Variability-Induced Vulnerability (VIV) whose presence depends
on the interaction between the selection or unselection of two
or more features.

Example. We use the foo function (cf. Listing 1) to demonstrate
a vulnerability that can be categorized as both a VIV and FIV.
The highlighted code lines 2, 6, and 8 constitute a classic taint-
style vulnerability [78, 80]: Potentially attacker-controlled data
read from the source operation (line 2) is allowed to reach the
security-sensitive sink operation (line 8) without previously un-
dergoing proper sanitization. The vulnerability manifests in the
variant for which both the PROCESS_INPUT and SEND_DATA features
are selected. It does not manifest in all other variants, as either line
8 or both lines 6 and 8 will be discarded during preprocessing,
depending on the feature selection. As a result, the vulnerability
constitutes a VIV. Since its presence is not tied to a single feature,
but depends on a feature interaction, it also constitutes a FIV.

4 Sample-Based Vulnerability Discovery
Due to the lack of off-the-shelf tooling capable of analyzing highly-
configurable systems for the presence of potential vulnerabilities
using sampling, we had to develop a sample-based vulnerability
discovery approach (Section 4.1). We implemented this approach in
the form of the novel analysis platform Vari-Joern (Section 4.2).
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Figure 1: Fundamental concept of sample-based vulnerability discovery

4.1 Concept
The fundamental idea behind sample-based vulnerability discovery
is to sample a representative set of variants from a configurable
system that can then be analyzed for the presence of vulnerabilities
using standard vulnerability analysis tooling. The structure of this
process is illustrated in Figure 1 with two phases.

Variant Sampling. Information on the configuration space of the
analyzed system must first be gathered to gain knowledge of the
available features and to avoid sampling invalid configurations. This
information is frequently encoded in the form of a feature model (cf.
Section 2.1). Using the feature model, different sampling algorithms
(e.g., 𝑡-wise interaction sampling) can be applied to construct a set
of representative configurations. As these configurations represent
only abstract descriptions of possible variants, actual variants have
to be derived from the configurable system. In the case of systems
implemented in C, this usually means that preprocessor macros
linking features to specific code regions are either defined or un-
defined according to a sampled configuration. This step is crucial
because it resolves the variability of the configurable system.

Vulnerability Discovery. Having resolved the variability during
variant sampling, standard (i.e., variability-oblivious [61, 69]) anal-
ysis approaches can be applied to the sampled variants. Many ap-
proaches targeted at vulnerability discovery make use of static
source code analysis [7, 20, 49, 55, 71, 79]. This means that they
analyze the source code of a variant without executing it [22]. The
goal is typically to build abstract representations of source code
that approximate certain properties of a program and can be ana-
lyzed for typical vulnerability patterns [49]. Given that individual
variants of a configurable system can share significant portions
of source code (both through the common code and shared fea-
tures), the findings reported by a vulnerability analysis approach
across the sampled variants may include duplicates. To ease the
interpretability of the results, such duplicates must be removed
before reporting the findings to the user.

4.2 Realization
We realize the concept of sample-based vulnerability discovery (cf.
Section 4.1) through Vari-Joern,3 a novel customizable analysis
platform for highly-configurable systems implemented in C. The
architecture of Vari-Joern is illustrated in Figure 2 and consists of
the five main components explained below.

3https://doi.org/10.5281/zenodo.15647963.

Feature Model Reader. The feature model reader component ex-
tracts the feature model from a configurable system. For systems
employing Kconfig [42] for variability management, Vari-Joern
offers a reference implementation based on torte by Kuiter et
al. [48] and the Kmax tool suite by Gazzillo et al. [28]. Support for
other variability management approaches, such as UVL [9] or Fea-
tureIDE’s [21] XML-based format, can be incorporated by adding
a corresponding implementation to this component.

Sampler. The sampler component is responsible for generating
a sample of configurations from a given feature model using a
specified sampling strategy. While implementations for different
sampling strategies can be freely added, two common sampling
strategies in the form of 𝑡-wise interaction and uniform random
sampling are currently supported. We decided to support uniform
random sampling besides 𝑡-wise interaction sampling as it allows
making observations that are representative of the complete con-
figuration space [57, 64]. It therefore enables the analysis platform
to serve as a foundation for future studies. The implementation for
𝑡-wise interaction sampling uses the YASA algorithm [46] found

Vari-Joern

FM Reader
Torte / Kmax

. . .

Sampler

𝑇 -wise

Uniform

. . .

Composer

Kconfig

. . .

Analyzer

Joern Query DB

Joern

Queries

Deduplication

Feature Model Sample
Variants

Findings

Configurable System

Report

Figure 2: Architectural overview of Vari-Joern
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in the FeatureIDE [21] library version 3.9.3. For uniform random
sampling, the tool Smarch by Oh et al. [59] is used.

Composer. For a set of configurations, the composer component
derives corresponding variants from a configurable system. The
reference implementation available for Kconfig-based systems
uses the Kconfig infrastructure and Makefiles to resolve variability.
In addition, it determines the presence conditions associated with
individual lines of code. To this end, Kmax [28] is used to determine
presence conditions of entire source files, while SuperC [29] is used
for presence conditions of individual lines within a file. For the final
presence condition of a line of code, both are joined by conjunction.

Analyzer. For vulnerability analysis of individual variants, Vari-
Joern utilizes the static source code analysis tool Joern.4 Originally
introduced by Yamaguchi et al. [79] as an open-source reference
implementation for the source code representation of code prop-
erty graphs, Joern has become a well-established tool that enjoys
widespread use [12, 19, 30, 32, 81]. Even though Joern is officially
marketed as a "bug hunter’s workbench" [38], the ability to fully
customize its analysis makes it well suited for the identification of
vulnerabilities. Users can freely codify potentially vulnerable source
code patterns of a program into queries that can be used to control
the analysis process. Vari-Joern uses the default set of queries
for C provided in the Joern query database,5 as these queries are
maintained by the community and target common issues that are
prone to cause vulnerabilities.

Deduplication. The deduplication component analyzes a set of vul-
nerability warnings for the presence of duplicate findings. Findings
are compared with regard to their causing Joern query and position
within the configurable system’s implementation. Those deemed
identical are grouped together before being written to a plain text
or JSON-based report file that is presented as output of Vari-Joern.

5 Evaluation
Petke et al. [63] demonstrated that stronger combinatorial interac-
tion testing (cf. Section 2.2) increases the number of faults identified
in non-configurable systems, while also significantly increasing
the testing effort. Apel et al. [6], Medeiros et al. [54], and Halin et
al. [31] have shown that these insights extend to the identification
of variability bugs in configurable systems using 𝑡-wise interaction
sampling. However, to the best of our knowledge, there is no study
that investigates this trade-off for configurable systems and vulner-
abilities. Consequently, we aim at answering the following research
question 𝑅𝑄1:

𝑅𝑄1: What is the trade-off between the sample size and the num-
ber of findings when using 𝑡-wise interaction sampling of vary-
ing strength 𝑡 for vulnerability discovery in highly-configurable
software?

As described in Section 2.2, 𝑡-wise interaction sampling of greater
sampling strength 𝑡 ensures that more complex feature interactions
are taken into account when building a sample. In addition, previ-
ous research has shown that feature-interaction bugs of varying
feature interaction strengths exist in real-world systems [1, 2, 57].
4https://joern.io.
5https://queries.joern.io/.

Assuming that this insight extends to vulnerabilities and that FIVs
therefore exist in real-world systems, stronger interaction sampling
should be able to identify FIVs involving an interplay of more fea-
tures (i.e., those having a higher interaction strength). To confirm
whether this hypothesis proves true in practice, we formulate a
second research question 𝑅𝑄2 as shown below:

𝑅𝑄2: Can the increase in vulnerability warnings reported using
stronger 𝑡-wise interaction sampling be attributed to more FIVs
of stronger interaction strength being identified?

5.1 Subject Systems
We selected three real-world software systems for the evaluation
that are open source, highly configurable, and use Kconfig [42] to
model the system’s variability. Furthermore, the systems are sup-
ported by Vari-Joern and have been used as targets in evaluations
of recent research on highly-configurable software [57, 59, 61, 64].
Table 2 characterizes the systems in more detail. The C-LoC column
reports the total number of C code lines, measured using cloc,6
considering only source files, as Vari-Joern targets the analysis of
configurable systems implemented in C (cf. Section 4.2). The #Fea-
tures column displays the number of features in the feature model
extracted from the systems by Vari-Joern’s feature model reader
component (cf. Figure 2). The systems stem from different domains
(an SSL library, a microkernel, and a UNIX utility collection for
axTLS, Fiasco, and BusyBox, respectively) and range from less
than 20,000 lines of C code and 63 features (axTLS) to more than
180,00 lines of C code and over 1,000 features (BusyBox). For axTLS
and BusyBox, we used the latest stable release. For Fiasco, we used
a recent commit to its code repository due to the unavailability of
any more recent official releases.

5.2 Experimental Setup
To answer 𝑅𝑄1, we conduct a quantitative study focusing on the
number of reported vulnerability warnings and corresponding sam-
ple sizes for interaction sampling of varying sampling strength 𝑡 .
For 𝑅𝑄2, we adopt a more qualitative study, analyzing the presence
conditions associated with vulnerability warnings identified using
stronger interaction sampling. All results and the accompanying
evaluation scripts are made publicly available.7

RQ1. To assess the trade-off between sample size and number of
vulnerability warnings for different sampling strengths (i.e., 𝑡 val-
ues), we analyze all subject systems (cf. Table 2) using Vari-Joern.
For each subject system, we perform a full analysis using 𝑡-wise
interaction sampling of strengths 𝑡 ∈ {1, 2, 3}. Since the version
6https://github.com/AlDanial/cloc.
7https://doi.org/10.5281/zenodo.15849290.

Name Version C-LoC #Features
axTLS [8] 2.1.5 17,556 63
Fiasco [26] Commit 4076045 46,013 99
BusyBox [13] 1.36.1 182,966 1,027
Table 2: The subject systems used for our evaluation

49

https://joern.io
https://queries.joern.io/
https://github.com/AlDanial/cloc
https://doi.org/10.5281/zenodo.15849290


SPLC-A ’25, September 01–05, 2025, A Coruña, Spain Bächle et al.

of the YASA sampling algorithm [46] employed by Vari-Joern is
not deterministic in its execution, we repeat the previous step 10
times. The report files produced by Vari-Joern allow us to collect
information on both the sample size and the resulting vulnerability
warnings for each run. As a post-processing step, we filter out all
warnings relating to files of a subject system’s build infrastructure
(e.g., Kconfig or files generated during the build process) before
counting the vulnerability warnings for a specific run.

To facilitate the comparison between the results for different
sampling strengths, we determine Spearman’s rank correlation co-
efficient 𝜌 [35, 68] between 𝑡 and the sample size, as well as between
𝑡 and the number of vulnerability warnings. This allows us to assess
whether an increase in the sampling strength 𝑡 tends to correspond
with an increase in the sample size and the number of vulnerability
warnings. We use the Spearman rank correlation coefficient, as
empirical evidence from real-world variability bugs indicates that
the relationships between the sampling strength 𝑡 and factors like
sample size or number of findings are not necessarily linear [31, 54].
Measuring the linearity of a correlation (e.g., through the Pearson
correlation coefficient) therefore proves to be insufficient [35, 68].

RQ2. For investigating whether the increase in vulnerability warn-
ings caused by stronger interaction sampling can be attributed to
FIVs of greater interaction strength, we use the results collected for
answering 𝑅𝑄1. Specifically, we examine the post-processed vulner-
ability warnings originally produced from an analysis of BusyBox
using 𝑡-wise interaction sampling of strengths 𝑡 ∈ {1, 2, 3}. We
chose to focus on the results for BusyBox as it constitutes the
largest subject system with regard to both lines of code and fea-
tures (cf. Table 2). Given the increased complexity compared to
axTLS and Fiasco, it promises to yield the most meaningful results.

For each of the 10 analysis runs performed for BusyBox and
sampling strength 𝑡 ∈ {1, 2, 3}, we first filter out all vulnerability
warnings for which Vari-Joern was not able to determine a pres-
ence condition based on the information supplied by its composer
component (cf. Section 4.2). We leverage the presence conditions
of the remaining warnings for determining their true interaction
strength. In this regard, we follow a brute-force analysis approach.
We search for a partial configuration of minimal size that satisfies
two conditions: (1) it is valid with respect to the feature model, and
(2) it implies the presence condition of the respective warning given
the feature model’s constraints. To reduce the number of partial
configurations that have to be evaluated, we perform an optimiza-
tion that limits the search to features potentially relevant for the
presence condition. At first, we record all features that directly con-
tribute to satisfying the presence condition. We transitively extend
this set of features using clauses of the conjunctive normal form
of the feature model’s constraints to factor in implication chains
formed by multiple constraints. The size of the partial configuration
resulting from this approach then represents the true interaction
strength of a particular vulnerability warning.

Having determined their true interaction strengths, we group
vulnerability warnings across all considered sampling strengths
𝑡 according to the causing Joern query and affected source code
location to identify unique findings. This enables us to identify
the minimum sampling strength required for the discovery of each
finding. Comparing the minimum sampling strength with the true

interaction strength derived via our brute-force analysis approach,
we can judge whether theory proves right in practice and stronger
𝑡-wise interaction sampling is capable of identifying FIVs of greater
interaction strength.

Execution Environment. For the analysis of the selected subject sys-
tems, we execute Vari-Joern within a dedicated Docker container
that uses an image based on Ubuntu 24.04.1. The container was run
on a server equipped with a 16-core AMD Ryzen Threadripper
PRO 5955WX processor and 128 GB of RAM, running Ubuntu
24.04.2 LTS.

5.3 Results
RQ1. Figure 3 illustrates the distribution of sample sizes across
all considered subject systems and sampling strengths as individ-
ual box plots. The average sample sizes are illustrated by colored
diamonds. While only a few configurations suffice for achieving
1-wise feature coverage, the sample size rapidly increases for 𝑡 = 2
and exceeded 100 for 𝑡 = 3 across all subject systems. For all sam-
pling strengths, the resulting sample size was always greatest for
BusyBox, which is the system with the highest number of features.

Investigating the effects greater sampling strengths have on
vulnerability discovery, Figure 4 shows the distribution of the total
number of vulnerability warnings for all three subject systems
and 𝑡 ∈ {1, 2, 3}. The number of vulnerability warnings generally
increases with stronger interaction sampling (i.e., greater 𝑡 ). While
increasing the sampling strength from 𝑡 = 1 to 𝑡 = 2 results in a
noticeable increase in the number of findings, the same magnitude
of growth cannot be observed for the increase from 𝑡 = 2 to 𝑡 = 3. In
fact, for axTLS, there was no increase in the number of vulnerability
warnings between 𝑡 = 2 and 𝑡 = 3 across all 10 analysis runs.

To ease the interpretation of the results regarding the sample
size and number of vulnerability warnings for different sampling
strengths, Table 3 shows the corresponding Spearman rank cor-
relation coefficients. 𝜌sample represents the correlation between
the sampling strength 𝑡 and the sample size, whereas 𝜌vulnerabilities
represents the correlation between the sampling strength 𝑡 and the
number of raised vulnerability warnings. Based on the interpre-
tation of correlation coefficients presented by Schober et al. [68],
the results for 𝜌sample show a very strong correlation for all three
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Figure 3: Relationship between sampling strength t and sam-
ple size for the three subject systems
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Figure 4: Relationship between interaction sampling strength t and total number of vulnerability warnings

subject systems. Similarly, the results for 𝜌vulnerabilities show a very
strong correlation for BusyBox, a strong correlation for Fiasco,
and a moderate correlation for axTLS.

RQ2. Concentrating on the largest subject system, BusyBox, Fig-
ure 5 shows the totaled shares of unique vulnerability warnings
raised during the 10 analysis runs with regard to three types:
(1) those first raised at a sampling strength equal to their interaction
strength, (2) those first raised at a sampling strength lower than their
interaction strength, and (3) those raised at a sampling strength
greater than their interaction strength. It provides an overview
of the sampling strength required to raise particular vulnerability
warnings. The majority of warnings (88.96%) are first raised at a
sampling strength equal to their true interaction strength. Addition-
ally, small shares are first raised using sampling of lower (2.76%)
and higher (8.28%) strength than their true interaction strength.

With FIVs requiring the interaction of at least two features (cf.
Section 3), Figure 6 focuses on the vulnerability warnings raised on
BusyBox using 2-wise and 3-wise interaction sampling. Specifically,
it excludes all vulnerability warnings already raised using a weaker
sampling strength and categorizes the remaining warnings based
on their interaction strength as well as the sampling strength 𝑡
required for their discovery. The result is a series of box plots,
reflecting the distributions of vulnerability warnings first raised
using 2-wise but not 1-wise, and 3-wise but not 2-wise sampling,
respectively. The majority of warnings raised using 2-wise but not
1-wise interaction sampling relates to code segments of interaction
strength 2, with a smaller number relating to code of interaction
strengths 1 and 3. In contrast, the vulnerability warnings raised by
3-wise but not 2-wise interaction sampling are primarily related
to code of interaction strength 1, with only a small number being

Subject System 𝜌sample 𝜌vulnerabilities

axTLS [8] 0.96 0.55
Fiasco [26] 0.95 0.87
BusyBox [13] 0.96 0.92

Table 3: Spearman’s rank correlation coefficients between t
and the sample size (𝜌sample) and between t and the number
of vulnerability warnings (𝜌vulnerabilities)

88.96%

2.76%
8.28%

Type 1: 𝑡 = interaction strength
Type 2: 𝑡 < interaction strength
Type 3: 𝑡 > interaction strength

Figure 5: Totaled shares of vulnerability warnings for Busy-
Box identified by interaction sampling of strength t com-
pared to the true interaction strength

related to code of interaction strength 3. For both 2-wise or 3-wise
sampling, none of the vulnerability warnings not already raised by
weaker sampling are related to code having an interaction strength
greater than 3.

5.4 Discussion
RQ1. Regarding the trade-off between sample size and number of
raised vulnerability warnings for 𝑡-wise interaction sampling of
varying strength, we consider the effects sampling strength has
on both metrics. For sample size, a near-exponential relationship
in the interaction sampling strength 𝑡 appears to emerge for all
three subject systems (cf. Figure 3). Ignoring constraints between
features, a set of 𝑡 Boolean features alone has 2𝑡 configurations. As
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Figure 6: Distribution of vulnerability warnings raised in
BusyBox using stronger interaction sampling for interaction
strengths ranging from 1 to 4
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𝑡-wise interaction sampling aims at covering all valid configura-
tions of 𝑡 features (cf. Section 2.2), a near-exponential relationship
is therefore expected [45] and is in line with empirical results of
previous studies [31, 54]. This relationship also explains why the
Spearman rank correlation coefficients show a very strong corre-
lation between sampling strength and sample size across all three
systems (cf. Table 3). Apart from 𝑡 = 1 for axTLS and Fiasco, we
also notice that the sample size for a given 𝑡 is generally larger for
systems that have a more complex configuration space with regard
to the number of available features (cf. Figure 3 and Table 2). Again,
this is consistent with both empirical results [54] and general ex-
pectation. More features lead to more possible tuples of 𝑡 features
whose valid configurations must be covered.

Looking at the number of raised vulnerability warnings, a differ-
ent relationship can be observed. While the correlation between
sampling strength 𝑡 and number of raised vulnerability warnings
is moderate for axTLS and high for both Fiasco and BusyBox
(cf. Table 3), an increase in sampling strength does not necessar-
ily translate to a significant increase in vulnerability warnings. In
fact, the relationship appears to be almost logarithmic in the sam-
pling strength 𝑡 across all subject systems (cf. Figure 4). As a result,
the benefits of using stronger sampling for vulnerability discov-
ery quickly diminish. This observation closely resembles previous
findings made in the context of variability bugs [31, 54]. It also
intuitively makes sense, as (1) the number of potential vulnerabil-
ities within a system is limited, meaning there must be a plateau
in vulnerability warnings, and (2) empirical results indicate that
most issues caused by feature interactions involve a small number
of features [1, 2, 31, 55–57]. As a result, interaction sampling of low
strength is typically able to identify most potential vulnerabilities.
Increasing the sampling strength then enables the identification
of the rare occasions where many features are involved until the
plateau formed by all existing vulnerabilities is ultimately reached.

Taking into account the results and effects described above, we
find that the sampling strength 𝑡 has different effects on sample
size and vulnerability discovery capabilities. Notably, while an in-
crease in sampling strength increases the vulnerability discovery
capabilities, it also rapidly increases the sample size and thus the
required analysis effort. We can therefore answer 𝑅𝑄1 as follows:

Conclusion 𝑅𝑄1: Increasing the strength of 𝑡-wise interaction
sampling increases the sample size and the number of reported
vulnerability warnings. Although the magnitude of this effect
increases rapidly for the sample size, it simultaneously quickly
diminishes for the number of vulnerability warnings. We can
therefore extend previous observations of a trade-off situation,
made in the context of variability bugs, to vulnerabilities in con-
figurable software. Based on our experiments, 2-wise interaction
sampling seems to strike the optimal balance in this trade-off
between sample size and vulnerability discovery capabilities.

RQ2. For investigating whether the increase in vulnerability warn-
ings caused by stronger interaction sampling can be attributed to
FIVs of higher interaction strength, we take a closer look at the clas-
sification shown in Figure 5. Considering the sampling strength 𝑡 re-
quired for discovering a potential vulnerability for the first time, the
classification categorizes vulnerability warnings based on their true

interaction strength into three types: (1) 𝑡 = interaction strength,
(2) 𝑡 < interaction strength, and (3) 𝑡 > interaction strength.

Instances of type 1 reflect the expected behavior of 𝑡-wise inter-
action sampling. As all valid interactions between 𝑡 features are
deliberately covered (cf. Section 2.2), it is expected that vulnerabili-
ties with a corresponding interaction strength are discovered. It is
therefore not surprising that the majority of vulnerability warnings
raised during our experiments belong to type 1 (cf. Figure 5).

Instances of type 2, on the other hand, are a result of so-called
collateral effects [31, 63]. While 𝑡-wise interaction sampling covers
all possible interactions between 𝑡 features, it also yields incomplete
coverage of interactions involving more than 𝑡 features. It can
therefore happen that a vulnerability with an interaction strength
greater than 𝑡 is discovered by coincidence. The chances of this
happening in the case of a complex configuration space are however
small, confirmed by the less than 3% of vulnerability warnings of
this type identified during our experiments (cf. Figure 5).

Instances of type 3 are of special interest, as in theory, these
instances should not exist. For example, a vulnerability warning
related to a source code segment of interaction strength 1 should
be discovered by 1-wise sampling, as it covers all possible config-
urations of single features. Therefore, discovering such a finding
only at sampling strengths greater than 1 contradicts expectations.
Fortunately, more than 95% of type 3 instances identified during
our experiments (cf. Figure 5) can be explained by vulnerability
warnings associated with an interaction strength of 0.8 When first
discovering these instances using 1-wise sampling (the weakest
sampling strength considered), the sampling strength of 1 naturally
exceeds the underlying interaction strength of 0. The remaining
instances of type 3 can be attributed to a technical limitation of
Vari-Joern. The composer component (cf. Section 4.2) only deter-
mines presence conditions on the granularity of single lines of code.
However, through manual analysis, we found that the presence con-
dition of a whole line of code can differ from the presence condition
of individual tokens located within. In this regard, we identified
two patterns causing this behavior: (1) the use of a macro, whose
substitution varies based on the configuration of specific features,
and (2) the presence of a token, whose meaning changes between
a function call and a macro substitution depending on the feature
configuration. In both cases, Vari-Joern issues an incomplete pres-
ence condition that causes our brute-force analysis approach to
report a lower interaction strength. Through manual identification
of the presence conditions of corresponding instances, we found
that the correct interaction strength is always greater or equal to
the used sampling strength 𝑡 .

These insights allow us to reason about the interaction strengths
of the vulnerability warnings raised only using stronger interaction
sampling of strengths 𝑡 = 2 and 𝑡 = 3 (cf. Figure 6). Vulnerability
warnings for which our brute-force analysis approach determined
an interaction strength of 1 all belong to type 3 and are caused by the
aforementioned limitation of Vari-Joern with regard to presence
conditions. In fact, we found that all vulnerability warnings of this
type are at least of interaction strength 2. The ones raised by 3-
wise but not 2-wise sampling are even all of interaction strength 6

8An interaction strength of 0 indicates that a potential vulnerability is not associated
with any variable feature and therefore shared between all variants of the system.
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and thus a clear result of collateral effects. The warnings with an
interaction strength of 2 that were raised by 2-wise but not 1-wise
sampling are instances of type 1. The same applies to the warnings
with an interaction strength of 3 that were raised by 3-wise but not
2-wise sampling. Last, the warnings with an interaction strength
of 3 that were raised by 2-wise but not 1-wise sampling are again
examples of type 2 and caused by collateral effects.

For 2- and 3-wise interaction sampling, we therefore find that
all vulnerability warnings raised only using stronger sampling
are instances of types 1 and 2. Based on this key finding and the
discussion that preceded it, we can answer 𝑅𝑄2 as follows:

Conclusion 𝑅𝑄2: Within the scope of our experiments, we find
that vulnerability warnings raised only using stronger interac-
tion sampling are always associated with code having an in-
teraction strength that meets or exceeds the sampling strength
used. More specifically, we find that the warnings first raised
using 2-wise and 3-wise sampling have at least a true interac-
tion strength of 2 and 3, respectively. As a result, they represent
warnings for potential FIVs. For 2-wise and 3-wise interaction
sampling, we can therefore confirm the expectation that the
increase in the number of vulnerability warnings resulting from
stronger sampling can be attributed to FIVs of a higher interac-
tion strength.

5.5 Threats to Validity
Internal Validity. Using the Joern query database for the analysis
with Vari-Joern (cf. Section 4.2) poses a threat to the internal
validity of our results. While queries in the database generally
model source code patterns that are often exploitable (e.g., a copy
operation allowing uninitialized data to remain in a buffer), some
only check for the presence of simple structures, such as a call to a
potentially unsafe function. These simpler queries might not allow
us to capture the true effects that 𝑡-wise interaction sampling has
on the discovery of complex vulnerabilities. However, since the
majority of queries in the database model more advanced source
code patterns, the resulting bias should be limited. Furthermore,
there is no publicly available collection of queries solely dedicated to
complex vulnerability patterns.While using such a collection would
help minimize the threat, its creation would require detailed expert
knowledge of both the software systems and complex vulnerability
patterns and is therefore beyond the scope of this paper.

A threat affecting our results for 𝑅𝑄2 is that we had to exclude
certain vulnerability warnings from further consideration. We had
to exclude warnings where Vari-Joern was not able to determine
a presence condition. Additionally, some presence conditions rep-
resented contradictions, as the corresponding code regions are
incorporated only for execution environments different from ours.
As a result of excluding both types, the results relating to 𝑅𝑄2 might
be biased. However, given the relatively small number of vulner-
ability warnings that had to be excluded (across all 10 executions
and for all 𝑡 ∈ {1, 2, 3} 13.41% were missing a presence condition
and a further 0.23% had a contradictory presence condition), we
argue that the extent of this bias should be small.

External Validity. A threat to the external validity of our results lies
in the fact that we based our experiments on a limited set of three

configurable systems. While we tried to choose real-world systems
of moderate to large size that were also used in recent research on
highly-configurable systems (cf. Section 5.1), our insights might
not extend to highly-configurable systems as a whole.

Moreover, we only considered interaction sampling of strength
𝑡 ∈ {1, 2, 3}, even though issues caused by feature interactions
involving more features have been shown to exist [1, 2, 31, 55,
56]. Our results may therefore not generalize to higher sampling
strengths. However, as empirical research [1, 2, 31, 55, 56] has
indicated, issues caused by feature interactions involving more
than three features are rare. In addition, applying higher sampling
strengths in the context of real-world systems quickly results in
prohibitive computational costs [54, 66]. Both aspects raise serious
questions about the viability and relevance of stronger interaction
sampling for vulnerability discovery in practice.

6 Related Work
This paper investigates the effects of using 𝑡-wise interaction sam-
pling with varying sampling strength 𝑡 for vulnerability discovery
in highly-configurable software systems. As a result, it connects to
three main areas of research: (1) approaches for the identification
of issues in configurable systems using sampling, (2) characteriza-
tions of issues found in configurable systems, and (3) comparisons
between sampling strategies.

Identification of Issues Using Sampling. Mordahl et al. [57] pro-
pose a customizable sampling-based approach for the discovery
of variability bugs in configurable systems. They evaluated their
approach on three C-based configurable systems using four off-
the-shelf static analysis tools for bug discovery. Our approach uses
Joern to target vulnerabilities instead of bugs. Furthermore, we use
𝑡-wise interaction sampling, whereas they rely on uniform random
sampling of configurations, realized using Smarch by Oh et al. [59].

Similarly, Medeiros et al. [55] propose a sampling-based ap-
proach for detecting code weaknesses in configurable systems and
evaluated it using 24 configurable systems implemented in C. While
their approach is similar to ours, they used a custom linear sampling
strategy instead of 𝑡-wise interaction sampling. Furthermore, they
analyzed variants with the static analysis tool Cppcheck,9 whereas
our approach relies on Joern. To determine whether reported weak-
nesses are configuration-related, they performed a manual analysis
rather than automatically deriving presence conditions.

Characterization of Issues in Configurable Systems. Several stud-
ies [1, 2, 25, 27, 56, 58] investigated characteristics of issues found in
configurable software systems. Garvin and Cohen [27] conducted
an explorative study on the distribution of feature-interaction bugs
in Firefox and GCC. Analyzing reports from the systems’ bug
tracking systems, they extracted 28 variability bugs, of which only
3 could be confirmed as feature-interaction bugs.

Motivated by the absence of a publicly available database of
variability bugs, Abal et al. [1] performed a qualitative study of
42 real-world variability bugs identified in the Linux kernel by in-
specting bug-fixing commits. They consolidated their findings into
a database detailing properties such as type, cause, and interaction
strength of individual variability bugs. In a follow-up study [2], this

9https://cppcheck.sourceforge.io/.
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database was extended to 98 variability bugs by also considering
bug-fixing commits from Apache, BusyBox, and Marlin.

Leveraging the variability-aware parser TypeChef [43] for iden-
tifying issues in configurable systems, Medeiros et al. [56] analyzed
15 real-world systems for faults and warnings. They characterized
findings with regard to the reasons for their introduction, the num-
ber of features involved, and the time until the issue was resolved.

Ferreira et al. [25] followed a similar approach and used Type-
Chef [43] for examining the relationship between vulnerabilities
and configuration complexity in the Linux kernel. Analyzing previ-
ously vulnerable functions, they were able to conclude that vulner-
able functions are usually associated with higher variability (i.e.,
more #ifdefs) and constrained by fewer features.

Extending the consideration of vulnerabilities, Muniz et al. [58]
focused on characteristics of weaknesses (i.e., mistakes in code that
can lead to vulnerabilities when exploited) and how developers try
to discover them. To this end, they conducted a qualitative analysis
of 27 weaknesses identified through the bug tracking systems of
Apache, HTTPD, Linux, and OpenSSL and performed a survey
involving 110 of the systems’ developers.

In contrast to these studies, we use an automated sample-based
approach for identifying findings across configurable systems. Fur-
thermore, we analyze vulnerability warnings reported by our ap-
proach only with regard to their presence condition and the as-
sociated true interaction strength, without considering any other
characteristics of the findings.

Comparisons Between Sampling Strategies. Multiple studies have
focused on classifying [75] or comparing [6, 24, 31, 51, 54, 76] dif-
ferent sampling strategies and their implementations. Varshosaz
et al. [75] propose a classification of sampling strategies based on
input data, algorithm, coverage, and evaluation. They applied this
classification to 48 studies from the literature that either introduced
new strategies or evaluated existing ones. Apel et al. [6], Liebig
et al. [51], and von Rhein et al. [76] all compared different sam-
pling strategies against each other and to family-based alternatives
that aim to consider not variants but the configurable system as
a whole [6, 18, 36, 51]. To this end, they compared the different
approaches in the context of static analyses [51, 76] and model
checking [6]. Using a set of known bugs as ground truth, Medeiros
et al. [54] compared 10 sampling strategies with regard to resulting
sample size and bug detection capabilities. Focusing specifically
on 𝑡-wise interaction sampling, Ferreira et al. [24] compared five
different implementations for sampling strengths ranging from
𝑡 = 1 to 𝑡 = 4, using brute force (i.e., exhaustive) and random
sampling strategies as baselines. In contrast, Halin et al. [31] aimed
to establish an exhaustive ground truth for comparison between
sampling strategies. They built and tested all possible variants of
the configurable web application code generator JHipster. Using
the set of variants causing either failures or faults (i.e., defects) as
ground truth, they compared 20 sampling strategies with regard to
their defect-finding capabilities and sample sizes.

For our work, we investigate the effects of using the strategy of
𝑡-wise interaction sampling for vulnerability discovery. Instead of
classifying or comparing different sampling strategies or implemen-
tations thereof, we vary only the interaction strength parameter 𝑡
to assess its impact on vulnerability discovery.

In Summary. This paper combines aspects of all three aforemen-
tioned areas of research. It extends the work on the identification
of issues in configurable systems by introducing a dedicated analy-
sis platform that uniquely integrates 𝑡-wise interaction sampling
with the powerful analysis tool Joern. We further contribute to
the characterization of issues in configurable systems through an
automated analysis of the true interaction strength of potential
vulnerabilities. Moreover, we expand on previous work comparing
different sampling strategies by assessing how varying sampling
strengths of 𝑡-wise interaction sampling impact vulnerability dis-
covery. Taken together, our work extends existing observations on
the effects of 𝑡-wise feature interaction sampling for the detection
of software faults to the discovery of vulnerabilities.

7 Conclusion
Being able to identify vulnerabilities in software as early and effi-
ciently as possible is crucial to prevent the disastrous consequences
exploited vulnerabilities can have. In this paper, we investigated the
effects of 𝑡-wise interaction sampling for vulnerability discovery
in highly-configurable software systems. To characterize vulner-
abilities in configurable systems, we introduced the terminology
of variability-induced and feature-interaction vulnerabilities. Addi-
tionally, we proposed an approach for sample-based vulnerability
discovery, which we implemented in the analysis platform Vari-
Joern. Using this platform, we were able to extend previous ob-
servations about the trade-off between sample size and number of
findings, originallymade in the context of variability bugs, to vulner-
abilities. Our results showed that the increase in findings incurred
by stronger sampling could be attributed to feature-interaction vul-
nerabilities involving an interplay of a greater number of features.

As part of future work, we plan to expand the set of queries
used by Vari-Joern by identifying additional vulnerability patterns
and modeling them as Joern queries. Considering the interest in
Uniform Random Sampling (URS) approaches for analyzing con-
figurable software systems [23, 34, 57], we also want to extend our
considerations of the effects of different sampling approaches to
URS. Finally, with family-based analysis approaches having shown
great potential for the discovery of bugs [6, 36, 51, 60, 61, 69, 76],
we plan to investigate whether previous observations made in this
context also extend to vulnerability discovery.
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