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As the integration of FPGAs into cloud computing platforms accelerates, the risk of fault injection attacks - especially through

power-wasting designs - becomes increasingly critical. Malicious tenants can upload FPGA designs that, under speciic input

stimuli, generate excessive power consumption, jeopardizing the integrity of the shared power delivery network (PDN) and

enabling denial-of-service or side-channel attacks. Traditional detection techniques relying on netlist and bitstream analysis

struggle with generalization and can be evaded through circuit obfuscation and seemingly benign designs. In contrast to

these netlist-based approaches, we introduce Timekeepers, a novel detection method that utilizes Standard Delay Format

(SDF) timing data combined with machine learning to detect anomalous power behavior in synthesized FPGA designs.

Our method trains a decision tree classiier on SDF iles generated from both benign and malicious designs, focusing on

timing characteristics such as propagation delays and setup/hold violations to identify power wasters at the primitive level.

By abstracting away from circuit connectivity and emphasizing timing patterns, our framework is both scalable and robust

across diferent FPGA architectures. The classiier independently evaluates each FPGA component and aggregates the results

using a threshold-based voting system to improve detection granularity and reduce false positives. Timekeepers achieves

99.6% accuracy and demonstrates superior performance compared to state-of-the-art solutions. Furthermore, our approach is

platform-agnostic and does not require access to netlists or bitstreams, preserving intellectual property conidentiality while

enhancing pre-deployment security checks.

CCS Concepts: · Hardware→ Reconigurable logic and FPGAs; · Security and privacy→ Hardware attacks and

countermeasures.

Additional Key Words and Phrases: Multi-Tenant FPGAs, Accelerated Clouds, Security

1 Introduction

FPGAs are widely used to accelerate various applications, such as cryptography, artiicial intelligence, inancial
services, and real-time signal processing. Therefore, they are rapidly being integrated into cloud environments [1].
Cloud FPGAs ofer user-customizable hardware acceleration that enables the runtime reconiguration of comput-
ing resources to adapt to the current application, a feature that is lacking in ASICs.
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Fig. 1. Multi-tenant systems and their threats. Several tenants reside on the FPGA. All of them rely on the static design
for reconfiguration, memory communication and communication to the outer world. If one or several of the tenants are
malicious, they can inject faults and cause harm to the system.

Virtualization and multi-tenancy are key concepts of cloud computing; they are already applied to CPUs
and GPUs. In contrast to CPUs and GPUs, the adoption of multi-tenant FPGAs in cloud systems while being
heavily investigated [2, 3] is so far missing. The reason is that the presence of multiple tenants and resource
sharing within cloud FPGA platforms raises signiicant security issues. The systems could harbor benign and
malicious tenants (as illustrated in Fig. 1), which can pose threats to the shared physical chip. Malicious tenants
can exploit the shared electrical level infrastructure, e.g., the Power Delivery Network (PDN), to carry out side
channel or fault injection attacks that could extract sensitive data from benign tenants or compromise their
computations [4, 5]. Current security solutions, including bitstream encryption, static veriication, and access
control policies, ofer a degree of protection, but are often rigid, computationally intensive, or unable to identify
complex runtime threats [6].

Power wasters are a particularly serious threat as they have been shown to cause serious inancial damage to
cloud providers [7]. These attacks often employ circuits with high switching activity that stress the PDN of the
FPGA, inducing voltage droops that can corrupt the computation of neighboring tenants or cause a denial of
service. Unlike aggressive or clearly malicious hardware constructs, power wasters frequently resemble functional
logic, such as SHA cores or memory access patterns, that is common in legitimate workloads. This makes it
increasingly diicult to lag these designs during bitstream-level or functional veriication, especially when they
are mixed with benign components [8] or spread over multiple tenants [9].
In this work, we ofer signiicant insight into the limitations of current power-waster detection mechanisms.

They focus on detecting malicious constructs within the circuit that attackers can ind ways to hide, or they can
use newer creative power wasters. However, while power wasters have evolved and use several diferent circuits,
they all share a common feature. To waste such amounts of power, high switch activity has to be achieved, often
violating timing constraints. Therefore, instead of analyzing the circuit’s interconnections, analyzing the timing
behavior of the circuit can provide more useful information.
Contrary to the state-of-the-art, we present a Standard Delay Format (SDF)-based power-wasters detection

mechanism that utilizes timing analysis along with machine learning models to identify malicious circuits on
FPGA. By analyzing setup and hold timing violations sourced from the SDF ile, which contains precise delay
information for circuit paths, the framework identiies discrepancies caused by the inclusion of power wasters.
The key contributions of this work are:

• We are the irst to take advantage of timing behavior of circuits implemented on FPGAs to identify power
wasters; unlike state-of-the-art solutions looking at the netlist, the timing violations cannot be obfuscated.
• We provide a classiication model based on SDF iles that, unlike the state of the art, does not look in the
netlist in any form and hence, it preserves the privacy of the users private data.
• Unlike the state-of-the-art, as our solution looks only at the timing behavior of circuits, it is generalizable
and does not require preprocessing that is speciic to a certain FPGA model.
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The remainder of the paper is structured as follows. Important background material is provided in Section 2. In
Section 3, the proposed technique is explained in depth, including the procedures to extract and evaluate timing
violations. The evaluation process is described in Section 4. Section 5 concludes the report by summarizing the
results and discussing possible directions for further investigation.

2 Background

Cloud FPGAs represent a powerful computing model that combines the advantages of hardware acceleration
while being adaptable and customizable at runtime. They ofer high-performance computing capabilities for
various applications without the need for costly physical FPGA installations by providing on-demand access to
conigurable hardware [10]. Although this transformation has opened up new opportunities in AI, cryptography,
and real-time data processing, it has also raised signiicant concerns related to security and reliability. The
multitenancy characteristic of cloud FPGAs optimizes resource utilization, but exposes shared hardware to risks
such as fault injection and side-channel attacks. To implement FPGA-based cloud services securely and eiciently,
it is essential to understand these concerns and their implications.

2.1 Dynamic Partial Reconfiguration

Dynamic Partial Reconiguration (DPR) is a key enabler of lexible and eicient FPGA utilization, especially in
scenarios involving reconigurable computing and multi-tenant systems. It allows a portion of the FPGA fabric
to be reconigured at runtime without disrupting the operation of the remaining static logic. This architectural
capability has been widely adopted in domains such as reconigurable processors [11, 12] and domain-speciic
hardware accelerators [13, 14], where runtime adaptability is essential for performance and power eiciency.
In a typical DPR design, the FPGA is partitioned into a ixed static region and one or more partially re-

conigurable regions (PRRs). Each PRR can support multiple distinct conigurations, enabling the on-demand
deployment of tenant-speciic logic. All conigurations targeting a given PRR must conform to a predeined
interface speciication, ensuring compatibility with the static system shell. For each design variant, both a partial
bitstream and an accompanying "blank" coniguration, used to reduce idle power consumption, are generated as
part of the implementation low. These reconiguration assets can be loaded at runtime via external interfaces
such as JTAG or through internal reconiguration mechanisms such as the Internal Coniguration Access Port
(ICAP), managed by a runtime coniguration controller [15].

In multi-tenant cloud FPGAs, DPR is central to enabling resource sharing while preserving isolation and
lexibility. Cloud providers often deploy a generic static shell containing reconiguration logic and management
interfaces, with multiple PRRs left blank at deployment time. When tenant requests arrive, the system populates
the PRRs with the corresponding partial bitstreams, customizing the FPGA fabric to each workload while
maintaining the integrity of the static system infrastructure. This approach not only improves FPGA resource
utilization, but also simpliies the isolation and control of tenant designs. However, it also introduces additional
security risks, as dynamically loaded designs may include stealthy power-wasting circuits or timing faults that
exploit the shared physical substrate.

2.2 Cloud FPGAs

Cloud FPGAs [16] have revolutionized cloud computing by ofering on-demand access to reconigurable hardware,
eliminating the high costs of owning FPGA systems. Through FPGA-as-a-Service (FaaS) [10], providers like
AWS, Microsoft Azure, and Alibaba Cloud enable users to allocate and program FPGA resources eiciently. This
lexibility has made it suitable for machine learning, cryptography, inance, and bioinformatics.
The strength of cloud FPGAs lies in their ability to merge software-deined lexibility with hardware ac-

celeration [17]. Unlike GPUs and ASICs, which are optimized for speciic tasks, FPGAs can be dynamically
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reprogrammed to adapt to evolving computational needs, enhancing performance and energy eiciency. DPR
further expands this adaptability by allowing real-time hardware modiications without disrupting other tasks.
This feature is crucial for sharing the FPGA between diferent workloads that change over time.

Cloud FPGAs also introduce multi-tenancy, where multiple users share the same FPGA hardware, improving
resource utilization and cost eiciency. While current commercial oferings of multi-tenant FPGAs are limited, the
concept is actively explored by cloud service providers and research platforms. For example, AMD-HACC have
supported a previous work on potential issues in multi-tenant settings [18], and IBM has proposed architectural
support for multi-tenancy in FPGAs [19]. These eforts highlight growing interest in resource sharing for cost
eiciency.

Asmulti-tenancy becomesmore viable, this sharedmodel raises serious security concerns. Malicious tenants can
exploit FPGA-level vulnerabilities to interfere with or extract sensitive data from co-tenants. One signiicant attack
is address-redirection [20]. In this attack, a malicious tenant injects faults to manipulate memory mappings. This
manipulation is used to conigure a bitstream to the wrong FPGA region, potentially compromising computations.

Another critical threat is remote side-channel attacks [21]. In these attacks, malicious tenants use ring oscillators
(ROs) to analyze power variations and infer co-tenant activities. This poses risks to cryptographic applications
and AI models. Furthermore, remote fault injection [22] can disrupt computations by triggering subtle timing
errors. This is particularly dangerous for safety-critical purposes, e.g. medical diagnostics.

Coniguration-based attacks also pose signiicant risks, targeting reconiguration interfaces such as ICAP [23].
Attackers may alter coniguration data, causing persistent faults. Although there are security mechanisms such
as bitstream encryption and CRC checks, sophisticated attackers may bypass these protections [20].

Tomitigate these threats, researchers and cloud providers are implementing security measures such as bitstream
integrity veriication, real-time monitoring, and hardware-based access control. The use of trusted execution
environments (TEEs) [24] is also being explored to create secure enclaves for sensitive computations. However,
they have been shown to be vulnerable to attacks that exploit the FPGA fabric [25] where the accelerators
implemented on the FPGA can be used to leak data.

2.3 Power Wasters-Fault Injection

Multi-tenant cloud FPGAs are vulnerable to power-based fault injection attacks, as users or ‘tenants’ who are
malicious can exploit shared PDNs to interfere with co-located benign tenants [26]. Although FPGA vendors
implement logical isolation between diferent tenants by restricting direct access to other user’s logic and inter-
connect resources, the PDN remains a shared attack surface that adversaries can manipulate. Such attacks involve
deploying power-wasting circuits, such as ring oscillators (ROs), or other high-switching activity components,
which create voltage luctuations across the FPGA fabric. These luctuations can induce faults in victim circuits,
leading to reliability issues, denial-of-service (DoS) attacks, and even side-channel information leakage. A previous
work [27] has demonstrated that by activating thousands of ROs, an attacker can cause excessive voltage droops.
These droops trigger a global reset in FPGAs, forcing the device to reload its bitstream and rendering all co-tenants
temporarily inoperable [28]. Beyond simple DoS attacks, controlled power manipulation can inject delay faults
into sensitive cryptographic modules, such as AES cores, allowing attackers to compromise encryption outputs
and extract secret keys [29]. Similarly, malicious ROs placed near true random number generators (TRNGs) have
been shown to degrade randomness by altering circuit timing, leading to predictable output and weakening
security protocols [27]. In particular, these attacks have been replicated in real-world cloud environments, such
as Amazon EC2 F1 instances [7], demonstrating that remote power-based side channel attacks are feasible in
commercial cloud FPGAs.
Beyond direct circuit faults, adversaries can also use voltage luctuations as an information leakage channel.

Since power consumption in FPGA circuits is highly correlated with computation, especially in cryptographic
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applications, attackers can deploy on-chip voltage sensors to capture power traces and recover secret information.
For instance, researchers [30] have successfully used RO- and time-to-digital converter (TDC)-based voltage
sensors. They extracted encryption keys from AES and RSA cores via side-channel analysis [5, 31].

Mitigating such attacks is possible at runtime. One approach is to integrate distributed voltage sensors across
the FPGA fabric to detect abnormal power consumption patterns and identify potential attackers [32]. Additionally,
clock edge suppression techniques can help stabilize voltage luctuations by dynamically adjusting clock timing
in response to detected power changes [33].
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Fig. 2. Diferent types of seemingly benign power wasters from the state of the art.
Pre-deployment bitstream analysis can also be used to lag and block suspicious designs that include excessive

ROs or other power-wasting circuits before they are loaded onto the FPGA [34]. However, these defenses must
be carefully designed to avoid negatively impacting performance or legitimate high-power applications. This
becomes signiicantly harder with seemingly benign types of power waster such as SHA and RAM-based power
wasters [8, 35, 36] shown in Fig. 2. Such power wasters do not use self-oscillating ROs but induce timing faults
on a large scale with high switching activities.

2.4 Timing simulation and SDF Files

Timing simulation is crucial for a comprehensive analysis of digital circuits [37]. Unlike functional simulation,
which only evaluates a circuit’s logical validity without considering the speciics of its physical realization, timing
simulation incorporates circuit delays. This plays a vital role in identifying potential timing violations that could
threaten circuit performance by efectively taking into account these delay factors. Such violations include issues
with setup and hold times, clock skew, race conditions, and propagation delays problems that could lead to
metastability or serious functionality problems, particularly in high-speed circuits.
Standard Delay Format (SDF) is a well-known ile format that includes comprehensive timing information

for smooth integration with simulation tools [37]. SDF iles provide module route delays, connection delays,
and cell delays. This enables the back-annotation of precise timing information into gate-level simulations,
enabling designers to represent real-world circuit behavior. Furthermore, SDF iles include necessary timing
constraints such as skew, period, and path delay constraints, creating a framework to improve circuit performance
by reducing timing variations.

An SDF ile is organized in a speciic manner, starting with a header section that contains key metadata such
as the timescale and version of the ile. The main part of the SDF ile is the delay section [37], which outlines in
detail the timing values of the interconnects and logic components. For example, a snippet that speciies delays
for interconnects could look like this:

(��������������1���/���� − ��� − � (0.0027 :: 0.0028) (0.0029 :: 0.0030)),
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where łin1ž represents the source port, łtop/test-reg/Dž represents the destination, and the two sets of igures
indicate the delays for rising and falling signals. Likewise, cell delays are represented with the IOPATH construct,
as demonstrated in:

(������ − �5 −� − (23.0 : 39.0 : 39.0) (23.0 : 39.0 : 39.0)),

which illustrates the delay from input I5 to output O, including minimum, typical, and maximum delay values.
Another example is:

(������ −��� −� − (0.2864 :: 0.2865) (0.3616 :: 0.3617)),

which represents the propagation delay from the clock input (CLK) to the output (Q) of a lip-lop, providing
highly detailed timing information necessary for accurate simulations.

In addition to fundamental delay descriptions, SDF iles contain a variety of important timing checks to ensure
adherence to strict performance standards. These checks [37] cover the setup time, the hold time, the recovery
time, the removal time, and the pulse width constraints. For instance, the SETUPHOLD statement speciies the
setup and hold time requirements for lip-lops:

(��������� (��������) (����������) (0.5805 :: 0.5805) (−0.1512 :: −0.1512)),

which establishes timing margins critical for avoiding data corruption and ensuring correct operation of the
lip-lop. Moreover, SDF iles feature conditional path delay constructs that enable dynamic assignment of timing
values based on particular circuit conditions. A statement such as:

(���� −�&&!� − (�������� (0.7427 :: 0.7427) (0.6942 :: 0.6942))),

demonstrates this functionality, where the delay between input S and output Y of a multiplexer changes depending
on the states of inputs A and B.
In gate-level simulations, SDF iles include only delay information, not netlist data, ensuring that simulated

circuit behavior closely relects actual performance. By incorporating delay values from standard cell libraries
and design constraints such as Xilinx Design Constraints (XDC), SDF iles allow simulation tools to detect any
timing violations early in post-layout analysis. This quick detection minimizes costly last-minute design changes
and promotes eicient circuit design. Additionally, by supporting multicorner analysis with minimum, typical,
and maximum delay values, SDF iles enable designers to assess circuit performance under varying process,
voltage, and temperature conditions.

2.5 Related works

State-of-the-art techniques explored a variety of machine-learning methods for detecting malicious FPGA
bitstreams in multi-tenant cloud environments, where security risks arise from the sharing of hardware resources.
The irst technique applied is MaliGNNoma [38], which is a graph-oriented learning system. MaliGNNoma
models the relationships between bitstreams and hardware interfaces, allowing for precise diferentiation between
legitimate and harmful circuits. Using a graph-based representation, MaliGNNoma enhances the model’s ability
to generalize across diferent FPGA architectures and to recognize complex power-waster patterns. However,
MaliGNNoma has limited coverage of attack types; glitch-induction attacks [7], BRAM-based power-wasters [36],
shift-register-based power-wasters [35], and Reed-Solomon-based power-wasters [8] are not covered.
Meta-Scanner [8] introduces a metadata-based detection framework designed to quickly adjust to evolving

power wasters by learning from a small number of malicious bitstream instances. It extracts features by comparing
an empty bitstreamwith the design bitstream to identify resemblances. However, such a method has a shortcoming
as it cannot accurately classify weak versions of power-wasters, relying on a three-category classiier (red, green,
yellow) instead of two (malicious and benign). It uses red for clearly malicious designs, green for clearly benign
designs, and yellow for designs that may contain weak power wasters or benign designs that resemble them.
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Fig. 3. Proposed detection scheme. The tenant design gets synthesized on a trusted shell. The server then checks the
generated SDF file to check if power wasters are present in the design or not before deploying it on the FPGA. In case no
powerwasters are detected, the encrypted bitstream coming from the trusted shell is uploaded directly to the FPGA.

Another proposed method adopts a CNN-based framework [39], which transforms FPGA bitstreams into
grayscale image formats to uncover malicious patterns. It trains a convolutional neural network on a balanced
dataset of benign and malicious bitstreams. However, the classiication through CNNs is inadequate for gener-
alization across diverse FPGA architectures even when they are from the same vendor. Furthermore, they fail
to support debugging, compressed, or partial bitstreams [8], which are common formats for enhancing upload
eiciency or design debugging.
A fourth approach [40] presents a two-stage machine learning worklow that employs Python-based tools

to extract features, reduce dimensionality through truncated singular value decomposition, and classify the
bitstream with Random Forest (RF) and Support Vector Machines (SVM). However, it has a signiicant false
positive rate (FPR) of up to 30.4%. Moreover, the classiier requires retraining for every FPGA model, which
increases dataset generation and model ine-tuning workload.
Despite progress in machine learning-based security methods, these approaches require signiicant prepro-

cessing, a non-trivial task. They are heavily dependent on extracted features rather than direct circuit analysis,
leaving them vulnerable to dataset biases, adversarial threats, and false positives. This vulnerability arises because
they do not explicitly search for the timing violations that always occur in power-wasters. Moreover, whether
these solutions work at the netlist or bitstream level, the risk remains that the netlist can be leaked, violating
the privacy of the user design, because the bitstream can be reverted to a netlist [41]. Our SDF-based security
solution relies on comprehensive timing information that usually exists in SDF iles, including propagation delays
and setup/hold violations, to directly indicate malicious circuit-level changes. Table 1 summarize the limitations
of the state-of-the-art and how our solution surpasses them

Table 1. Comparing our solution to the state of the art.

Metric Ours Ref. [8] Ref. [38] Ref. [39] Ref. [40]

RO-based Attacks ✓ ✓ ✓ ✓ ✓

Hidden Attacks ✓ ✓ ✓ ✗ ✓

Cryptographic Bening-based Attacks ✓ ✓ ✓ ✗ ✗

Non-Cryptographic Benign-based Attacks ✓ ✓ ✗ ✗ ✗

Short circuit Attacks ✓ ✓ ✗ ✗ ✗

Partial Bitstreams ✓ ✓ ✓ ✗ ✗

Diagnosis Bitstreams ✓ ✗ ✓ ✗ ✗

Compressed Bitstreams ✓ ✗ ✓ ✗ ✗

Netlist-independent ✓ ✗ ✗ ✗ ✗
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3 Timekeepres: Our Novel Detection Mechanism

We introduce a timing-based analysis using SDF iles to detect power wasters in designs of malicious tenants
in multi-tenant cloud FPGAs. Timekeepers analyzes circuit timing for self-oscillations, glitch attacks, and over-
clocking, ofering a privacy-preserving approach that avoids examining netlists. It employs an eicient DT model
for interpretation and uses a threshold-based method to evaluate individual FPGA components, such as LUTs,
BRAMs, and DSPs, before determining the overall design classiication. Timekeepers provides a platform-agnostic
solution that adapts to diverse FPGA platforms without requiring changes to structural analysis tools, since
timing characteristics relect circuit performance rather than speciic layout details. Consequently, our method
remains efective even if attackers attempt to hide their power wasters.

Figure 3 shows an overview of our method. A Cloud Service Provider typically requires the submission of rtl
source code or at maximum a synthesized netlist [7, 8] but not directly a bitstream. This allows te CSP to run
DRC checks on the design. In order not to leak the tenant design it gets synthesized and/or implemented on a
trusted shell as explained in [24]. During this step, one additional simple tcl script is needed to generate the SDF
ile needed for Timekeepers. The server then checks the generated SDF ile to check if power wasters are present
in the design or not before deploying it on the FPGA in case it inds it to be benign. Note that the SDF ile is the
only thing the server checks; the bitstream from the trusted shell is encrypted and cannot be read by the server
directly.

3.1 Threat model

The presence of multi-tenant FPGAs in cloud environments (see Section 2.2) raises serious security issues, as
attackers may exploit shared resources to compromise system integrity, reveal private data, or disrupt service
availability using power wasters. Overclocking, intentional glitch production, or self-oscillations can violate
timing constraints and produce unpredictable circuit behavior. Since these timing violations typically result
directly from power wasters, our strategy targets timing-based analysis instead of netlist checks, which risk
exposing structural details and sensitive design information.

We assume a realistic adversary in a cloud FPGA environment where users submit synthesized netlists to a CSP
for implementation and bitstream generation. The attacker is a legitimate tenant who embeds power-wasting
logic into their design. These attacks have been validated in practice under agreements with cloud vendors [7, 18],
where the designs successfully bypassed standard design rule checks and caused measurable disruption or crashes.

In our threat model, the cloud provider scans FPGA designs submitted by tenants before deployment, ensuring
that no design exhibiting malicious timing behavior is allowed on shared infrastructure. By extracting timing-
related features from SDF iles and analyzing them with our decision tree classiier, our model detects harmful
alterationsÐsuch as abnormal path constraints, setup/hold violations, or propagation delaysÐthat reliably indicate
vulnerabilities without disclosing private design details.

3.2 Classifier proposal

A common feature of power wasters is their impact on circuit timing. Malicious modiications typically appear as
self-oscillating loops, induced glitches, or overclocking, each of which disrupts the expected timing performance.
These attacks manipulate timing constraints to induce errors, leak sensitive information, or destabilize the system.
Unlike netlist-based assessments, which can overlook hidden modiications, timing violations, such as unexpected
delays or setup / hold time violations, are inherently diicult to mask. Thus, a better detection method would
focus on extracting timing-related properties that consistently reveal such malicious changes.
Recognizing the limitations of state-of-the-art detection methods relying on detailed circuit analysis, we

propose an approach that relies on SDF iles to capture vital timing attributes without exposing private design
details. SDF iles record propagation delays, setup and hold times, and path-speciic constraints, all of which can
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be directly afected by malicious modiications like self-oscillation, glitch attacks, and overclocking. To detect
malicious circuit behavior with high precision and interpretability, we employ a Decision Tree (DT) classiier
trained on timing features extracted from Standard Delay Format (SDF) iles. The DT model was chosen due to its
transparent hierarchical structure, which allows it to uncover complex relationships between individual timing
anomalies and broader malicious behaviors such as glitch injection, overclocking, or self-oscillation. The classiier
is conigured with the following parameters: a maximum depth of 25 to balance complexity and generalization, a
minimum of 5 samples required to split an internal node (min_samples_split=5), and a minimum of 2 samples
per leaf node (min_samples_leaf=2). The gini criterion is used to measure impurity during node splits, and a
ixed random_state=42 ensures consistent and reproducible results. Each SDF entry, which represents an FPGA
primitive like a LUT, BRAM, or DSP, contributes a set of timing features, including propagation delays, setup/hold
violations, removal/recovery time.

Algorithm 1 Threshold-based Malicious Behavior Detection from SDF Timing Data

1: Input: SDF_data // list of timing entries for each FPGA component
2: Input: threshold // fraction of components that must exhibit anomalies
3: Output: classiication // "malicious" or "benign"
4: malicious_count← 0
5: total_components← length(���_����)
6: for each entry in SDF_data do // each entry corresponds to a speciic component (e.g., LUT, BRAM, DSP)
7: anomalies← analyze_timing(entry) // assess timing characteristics: delays, setup/hold violations, etc.
8: if anomalies indicate self-oscillation, glitch injection, or overclocking then

9: malicious_lag← 1
10: else

11: malicious_lag← 0
12: end if

13: malicious_count←���������_�����+ malicious_lag // count lagged components
14: end for

15: fraction_malicious←
���������_�����

�����_����������
16: if fraction_malicious ≥ threshold then

17: classiication← "malicious"
18: else

19: classiication← "benign"
20: end if

21: return classiication

Given that analyzing the entire circuit may obscure subtle malicious alterations, our methodology emphasizes
the separate evaluation of each individual data point within the SDF ile. Each entry corresponds to a speciic
FPGA component, such as LUTs, BRAMs, or DSP units. By carefully analyzing the timing characteristics of each
component, we can detect subtle inconsistencies that could otherwise remain hidden within an overall benign
design. This detailed examination reveals subtle patterns of self-oscillation, glitch injection, or overclocking,
common hallmarks of power wasters, thereby enhancing our capacity to pinpoint vulnerable FPGA elements
with greater precision.

Finally, we independently evaluate each FPGA primitive and then aggregate the indings using a threshold-
based method. The inal classiication is determined by the fraction of primitives exhibiting malicious behavior
rather than by a single anomaly, minimizing false positives and distinguishing real threats from minor timing
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variations. This threshold method can be adapted to accommodate various attack strategies and FPGA architec-
tures, ultimately enhancing the robustness and precision of our detection approach. Algorithm 1 details the steps
of our classiier.

3.3 Dataset generation

To evaluate the efectiveness and generalizability of our proposed detectionmodel, we curated a dataset comprising
24 unique base RTL circuits, of which 11 were malicious and 13 benign. From these base circuits, we generated
112 distinct FPGA conigurations, or łtenants,ž by applying circuit-speciic modiications. For malicious circuits,
we varied the number and placement of hardware Trojans (e.g., oscillators, glitches, or timing loops). For benign
conigurations, we introduced variations in logic structure or composed multiple submodules to simulate realistic,
non-malicious multi-tenant designs. Each coniguration was then synthesized and simulated to extract its
corresponding SDF ile, and the resulting dataset included thousands of SDF entries (one per FPGA primitive
such as LUTs, BRAMs, and DSPs), which formed the training and testing samples for our model. Importantly, we
used a leave-one-circuit-out (LOCO) validation strategy: In each fold, we excluded all entries associated with one
base circuit from training and used them exclusively for testing. This strict separation ensures that the model is
evaluated on truly unseen circuits, rather than on slight variations of known ones, thereby testing its ability to
generalize beyond the training data. The dataset was approximately balanced in terms of the number of samples
derived from malicious and benign conigurations, ensuring that the classiier did not develop a bias toward one
class.

3.3.1 Malicious Circuits representation. The malicious designs in our dataset were designed to take advantage of
hardware-level weaknesses, primarily by using ring oscillators and combinational loops to create high power
usage [42]. We also included more sophisticated power wasters, including synchronous lip-lop-based oscil-
lators [35], BRAM-based power wasters [36], and glitch ampliication power wasters that generate excessive
switching activity and increase power consumption [43]. Furthermore, we included four power wasters that are
based on benign circuits, AES, DES, SHA, and Reed-Solomon based power wasters [8].

3.3.2 Bengin Circuits representation. For the benign designs, we assembled various recognized benchmark circuits
to facilitate an unbiased and realistic assessment of our detection method. These benchmarks were obtained
from the Groundhog [44], ISCAS [45], and IWLS [46] hardware benchmark collections and cryptographic
implementations such as SHA and RSA encryption [8]. Moreover, we incorporated a dual core RISC-V processor
design [47], providing a complex, resource-heavy circuit suitable for evaluating our model’s ability to diferentiate
between authentic high-power circuits and harmful power-intensive attacks.

3.3.3 SDF data extraction. To create our dataset, we irst synthesized, placed, and routed circuit designs inside the
FPGA’s partial reconiguration region. In the tenant areas, several users can share hardware resources dynamically,
simulating actual cloud FPGA conigurations. We used Vivado for the synthesis and implementation, ensuring
that the partial reconiguration requirements were followed. Following the completion of the synthesis and
placement, we extracted SDF data that recorded the timing characteristics of each implemented design under
various operating conditions. We used the following command to streamline the extraction process using Vivado’s
TCL scripting interface:�����_�� � ������_���ℎ/������_����.�� � .

To facilitate feature extraction and preprocessing, we systematically organized the SDF iles for each of the 24
fundamental FPGA designs into a designated dataset repository following extraction. By examining these SDF
iles and arranging the raw timing information, we can prepare essential circuit behaviors as features for machine
learning training and evaluation. By using advanced timing components, we create a dataset that efectively
relects circuit performance across various conditions, aiding in the detection of unusual variations that might
indicate malicious activity. The inal dataset of circuits and their samples are shown in Table 2.
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Table 2. The Dataset Generated

Type Design # Circuits

Malicious

AES-based 5
DES-based 5

Reed-Solomon-based 5
SHA-based [8] 5
Hidden attacks 10
Latch-based 5
MUX-based 5
BRAM-based 5

Shift-Register-based 5
Glitch-based 5

Benign

ISCAS 10
Groundhog 3

IWLS 20
OpenCores 9
Own Designs 10

RISC-V 5

Fig. 4. Average mutual information score per feature across all datasets.

Our dataset uses standard benchmarks and publicly available attack circuits. Real tenant-submitted designs are
inaccessible due to CSP conidentiality, a limitation common across the literature [8, 38, 40]. To approximate
deployment conditions, we run each attack alongside at least one benign tenant, introducing inter-tenant noise.
This background activity does not hinder detection and may in fact increase PDN stress, making power wasters
more detectable. Additionally, since our analysis relies solely on the tenant’s SDF within its partial region, timing
variations from co-tenants do not afect our results.
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3.3.4 Raw Data preprocessing. Upon generating the SDF iles, we collected signiicant timing data by identifying
essential patterns within the information. This led to the creation of two primary output iles for every circuit:
(i) a delay ile that documented propagation delays with minimum, typical, and maximum values, along with
information regarding the source and destination of each signal, and (ii) a timing check ile that categorized
constraints like setup, hold, recovery, removal, and pulse width violations. Feature selection was crucial to
ensure that only the most relevant characteristics, such as timing check, type and delay values, were preserved.
Furthermore, we included a signiicant feature: the łtightnessž of the minimum-to-maximum delay values, based
on the assumption that tighter constraints suggest a narrower transformation window, which could raise the risk
of timing violations. It can be seen in Figure 4 the ranking of the features extracted from the SDF ile where the
top 5 features were only used to train the model.

3.3.5 Dataset categorize. Our irst dataset showed an imbalance: some circuit classes were quite overrepre-
sented, so the classiication results might be skewed. We used the Synthetic Minority Over-sampling Technique
(SMOTE) [48] to make extra samples for underrepresented groups to encourage a balanced dataset. SMOTE was
exclusively introduced in the training data to allow for an unbiased assessment. Thus, the testing data remained
intact. SMOTE was performed in smaller steps given the size of the dataset to avoid too much computation and
memory use.
We used a leave-one-circuit-out validation approach that was used in [8] to verify the model and to ensure

that every circuit was examined with new data. This approach assigns one circuit for each validation and 23
for training, to be repeated across all circuits. Using this method, we can assess the model’s generalizability as
well as how accurately it found previously unidentiied dangerous concepts. Crucially, each circuit was added
many times in the dataset to represent diferent design changes and attack severity, therefore establishing a
strong evaluation basis. Consequently, our inalized dataset comprised 24 training and 24 testing datasets, each
containing multiple variations of 23 circuits, while the validation set featured 112 unique circuit conigurations.

3.3.6 Setup resource management. Since using traditional CSV storage would have led to huge ile sizes, which
could reach several gigabytes due to the large number of timing attributes and circuit variations, we chose
the Parquet format [49]. Parquet provides an eicient columnar storage model unlike row-based text formats,
considerably reducing ile sizes while improving read/write performance. Given that it allowed us to analyze
circuits eiciently without incurring signiicant computing costs, this optimization was necessary to handle
timing data on a large scale.

This systematic dataset creation allowed us to create a comprehensive and lexible assessment tool to identify
time-based attacks in FPGA designs. Our strategy covers a wide range of attack methods. It includes a strict
validation process that raises the reliability of our detection system,making it well-suited to real-world applications
in cloud FPGA settings.

4 Evaluation

Our design implementation was carried out using Vivado 2019.1 on the Xilinx Zynq UltraScale+ ZCU102 FPGA
board, a well-suited high-performance platform for testing and evaluation. To analyze the extracted timing
information, we developed Timekeepers in Python and executed it on a 12th Gen Intel® Core™ i9-12900 processor
with 128 GiB of RAM, ensuring suicient computational power for eicient data processing. The machine learning
model was trained on a pre-balanced dataset that provided a well-distributed representation of circuit features.
The training process followed a structured methodology to ensure accuracy and consistency. At the beginning of
the training process, 23 of the 24 circuits were included, while one circuit was excluded to serve as an unseen
dataset for validation. This leave-one-circuit-out approach was repeated for all circuits and allowed us to evaluate
the model’s ability to generalize. Note that leaving out one circuit means that we exclude all samples including
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this circuit from the 112 samples included in our dataset. Of the 23 circuits, two datasets were prepared: a balanced
dataset for training and a separate dataset for testing.

Furthermore, we applied 5-fold cross-validation to the training dataset before inalizing the model. This divides
the training dataset into ive equal parts, where four subsets are used for training and the ifth is reserved for
evaluation. The process is repeated ive times, ensuring that each subset serves as a test set once. During each
independent iteration, six key performance metrics were recorded: precision, precision, recall, F1 score, false
negative rate (FNR), and false positive rate (FPR).

To assess the predictive performance of the model, we used multiple evaluation metrics. Accuracy provided an
overall measure of correct classiications, but given the potential imbalance in the dataset, additional metrics such
as precision, recall, and F1-score were used. Precision measures the proportion of correctly identiied malicious
circuits, minimizing false positives, while recall evaluates the model’s ability to detect actual malicious circuits,
reducing false negatives. The F1-score balances these two metrics, providing a comprehensive evaluation of
classiication performance. In addition, the false negative rate (FNR) and the false positive rate (FPR) were included
to measure the robustness of the model and compare it with the latest techniques.

To further validate the performance of the model, we generated learning curves that illustrate how the model
generalizes as training data increases. The accuracy learning curve examines the gap between the training and
validation accuracy, identifying potential overitting or underitting. A separate learning curve for the F1-score
evaluates how well the model balances precision and recall as more data is used for training. Standard deviations
of accuracy and F1-score were computed to assess prediction consistency.
Once the model was trained and cross-validated, it was evaluated on the testing dataset. Instead of directly

classifying circuits, the model generated probability scores for each data point, which were analyzed using a
thresholding technique. Several threshold values were tested to determine the optimal decision boundary, and
classiication performance was assessed at each threshold using accuracy, precision, recall, F1-score, FPR, FNR,
and the area under the receiver operating characteristic curve (AUC-ROC). Fidelity was also computed to measure
classiication consistency across the dataset.

Finally, following the threshold selection, the model was validated on the previously excluded circuit to assess
its ability to generalize beyond the training dataset. The same evaluation metrics were applied, ensuring that the
model maintained high predictive accuracy even when encountering completely new circuits.

4.1 Cross-Validation Performance

As mentioned in Section 3 we use a DT model as our classiier. The model was conigured with a maximum
depth of 25, a minimum of ive samples required to split a node, and at least two samples per leaf, using the Gini
impurity criterion to determine the splits. These hyperparameters were ine-tuned through trial and error to
strike an optimal balance between complexity and performance. A more systematic approach to hyperparameter
optimization would involve using Grid Search [50] from the Scikit-Learn module, which systematically explores
a predeined set of parameter values and selects the best combination through cross-validation.
The inal performance metrics were obtained by averaging the results in all cross-validation iterations. As

shown in Fig. 5, the mean values of these metrics were calculated for each training dataset, with one of the 24
circuit types omitted during training to serve as an unseen validation dataset (more details in Section 4.3). The
column labeled łExcluded Circuitž in Fig. 5 speciies which circuit type was excluded from training. The high
overall scoresÐ99.58% accuracy, 99.7% precision, 99.45% recall, and 99.58% F1-scoreÐdemonstrate the model’s
efectiveness. The model training process takes approximately 7 to 9 minutes, while executing the full ive-fold
cross-validation procedure requires between 1 hour and 15 minutes to 2 hours and 30 minutes.

To gain deeper insights into model behavior, we analyzed learning curves, which illustrate how performance
evolves as the amount of training data increases. Learning curves are crucial for determining the optimal dataset
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Fig. 5. Cross-validation results for diferent sub-datasets. In general all metrics consistently stayed over 99%
size necessary for achieving peak performance while avoiding overitting or underitting. We generated learning
curves for each dataset and evaluated them against accuracy and F1-score. Figure 6 shows a sample of the
results for diferent benign and malicious circuits. The observed patterns suggest that as the validation score
gradually improves while the training score stabilizes, the two curves converge to a similar value. The absence of
a signiicant gap between them indicates that the model neither overits (where the training score is high but
validation lags) nor underits (where both scores remain low), conirming its generalization capability.

To assess the convergence speed of the model, we examined how quickly the validation metrics stabilize
and approach the training metrics. Unlike typical scenarios where performance increases steeply from a lower
baseline, our accuracy and F1-score values start above 99.5%, leaving a very narrow range for visible improvement.
The maximum validation accuracy reached approximately 99.65%, with a gradual rise observed until around 30%
of the training samples were used. After that point, both the training and validation curves showed minimal
change and began to converge more tightly, indicating rapid stabilization. This suggests that our model achieves
near-peak performance early in training and continues to generalize well as more data is added.

Therefore, instead of deining convergence by a percentage of the inal metric value (which is nearly saturated),
we evaluate convergence as the point where the validation curve lattens and the gap with the training curve
becomes negligible Ðwhich in our case, occurred at approximately 30ś40% of the training data. These observations
conirm not only the model’s high performance but also its fast convergence speed and eicient learning behavior.
The same patterns hold for other circuits; we are not showing them to avoid redundancy. Note that as this is just
the training with the cross-validation we did not include the thresholds mechanism yet for Timekeepers.

4.2 Performance on testing dataset

Next we assess the model’s ability to generalize to previously unseen circuits. For each of the 24 iterations of our
evaluation, we conducted tests on the separate test dataset that, while distinct from the training set, remained
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(a) Accuracy for dataset with ISCAS0 excluded (b) F1-score for dataset with ISCAS0 excluded

(c) Accuracy for dataset with Mux-based excluded (d) F1-score for dataset with Mux-based excluded

Fig. 6. Learning curve for diferent sub-datasets excluded. No over or under fiting occurs.

within the same domain. Since the model was trained on similar data distributions, achieving high performance
on these test sets suggests that it has efectively generalized and can reliably classify circuits as either benign or
malicious.
The results, summarized in Table 3, reinforce the stability of the model, demonstrating consistently high

performance in all key metrics. To enhance the depth of our evaluation, we supplemented standard metrics,
accuracy, precision, recall, and F1 score, with additional measures, including AUC-ROC, idelity, false negative
rate (FNR) and false positive rate (FPR). In particular, the model achieved an AUC-ROC score of 0.999, which
signiies its exceptional ability to distinguish between malicious and benign circuits. A near-perfect ROC value
indicates that the model efectively separates the two classes, minimizing the likelihood of misclassiications. The
consistently low FNR conirms that malicious circuits are rarely mislabeled as benign, which is crucial for security-
sensitive applications where unidentiied rogue circuits could introduce severe vulnerabilities. Furthermore, the
low FPR ensures that benign circuits are not mistakenly classiied as malicious, thus preventing unnecessary
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Fig. 7. Variation of test metrics across diferent thresholds for all circuit types.

interventions or false alarms. The idelity score remains high at 99.6%, relecting the model’s strong ability to
accurately predict true classiications and reinforcing its reliability.

As this is the testing dataset, we empirically derived the best threshold for each of the subsets. We aim to have
all metrics perform above 0.95. From this analysis, we determined that the mean classiication threshold is 0.548.
This means that a circuit is classiied as malicious if more than 54.8% of its extracted SDF-based features indicate
malicious behavior. It can also be seen from Figure Fig. 8 the mean results for the category of the proposed circuit.
With an accuracy of 99.6%, precision of 99.7%, recall of 99.4%, F1-score of 99.5%, and idelity of 99.6%, the overall
testing results further validate the model’s robustness and reliability. The maximum was 0.6, going higher than
this led to an increase of the FPR.
The test metrics Fig. 7 presents a comprehensive view of how the model performs on testing data across

diferent thresholds for each circuit type. It covers performance metrics including accuracy, precision, recall,
F1-score, ROC AUC, idelity, false negative and positive rates, and predicted malicious percentage. This igure
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Fig. 8. Testing dataset results for diferent Circuit types

serves as a conirmation of the model’s ability to generalize well under optimal thresholds derived from validation.
In particular, circuits that maintain high precision and recall simultaneously suggest strong discriminative power,
while those exhibiting divergent curves relect imbalanced misclassiication risks. The ROC AUC trends reinforce
the robustness of the classiication boundaries, and idelity indicates the degree of agreement between the model
predictions and the actual results.

4.3 Performance on łUnseenž Validation dataset

To further assess the model’s ability to generalize beyond the training and testing datasets, we extended our
analysis to evaluate its performance on entirely or partially novel circuits. This step was critical in determining
how well the model performs when encountering circuits that were never included in its training phase. As
previously mentioned, our dataset contained 24 circuit types, with 23 used for training and testing in each
iteration while leaving one circuit completely unseen for validation. This process was repeated for all 24 circuits
to ensure that each one was omitted at least once. The objective was to determine whether the model could
accurately infer the delay and timing constraints of the unseen circuit and classify it as malicious or benign.
To accomplish this, we used two thresholding strategies: (i) the mean threshold of 54.8% and (ii) the maximum
threshold of 60%. Using the maximum threshold, we achieved the best results.
The validation metrics igure Fig. 9 illustrates how various evaluation scores (accuracy, precision, recall,

F1-score, idelity, false negative rate, and false positive rate) vary with diferent threshold values for each circuit.
As shown, the behavior of these metrics in response to threshold tuning is circuit-dependent, highlighting the
trade-ofs that exist between sensitivity and speciicity. For example, increasing the threshold often reduces the
false positive rate, but may increase the false negative rate, especially for circuits with less separable distributions.
The F1-score and idelity curves help identify the threshold values that achieve a balanced trade-of, where both
positive and negative classiications are handled efectively. Moreover, the precision remaining stable in some
circuits across thresholds may indicate robustness in detecting malicious behaviors, while sharp changes in
recall expose thresholds where detection performance sharply drops. The pred_perc curve ofers an interpretable
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Table 3. Evaluation of Testing Datasets

Excluded Circuit Best Threshold Accuracy Precision Recall F1-score ROC Fidelity FNR FPR

AES-based 0.6 0.996 0.996 0.994 0.995 0.999 0.996 0.006 0.002
DES-based 0.55 0.996 0.996 0.992 0.994 0.999 0.996 0.008 0.002
Latch-based 0.55 0.996 0.997 0.993 0.995 0.999 0.996 0.007 0.002
BRAM-based 0.6 0.995 0.996 0.993 0.994 0.999 0.995 0.007 0.003
Reed-solomon-based 0.5 0.998 0.997 0.996 0.997 0.999 0.998 0.004 0.002
SHA-based 0.55 0.996 0.998 0.993 0.995 0.999 0.996 0.007 0.002
Mux-based 0.55 0.996 0.997 0.993 0.995 0.999 0.996 0.007 0.002
Glitch-based 0.55 0.995 0.996 0.992 0.994 0.999 0.995 0.008 0.003
Shift-register-based 0.6 0.996 0.996 0.992 0.994 0.999 0.996 0.008 0.002
Hidden1 0.6 0.996 0.996 0.992 0.994 0.999 0.996 0.008 0.002
Hidden2 0.55 0.998 0.998 0.997 0.997 0.999 0.998 0.004 0.001

RISC-V 0.5 0.995 0.996 0.994 0.995 0.999 0.995 0.006 0.003
Groundhog 0.55 0.995 0.996 0.992 0.994 0.999 0.995 0.008 0.003
IWLS0 0.5 0.996 0.997 0.993 0.995 0.999 0.996 0.007 0.002
IWLS1 0.5 0.995 0.995 0.992 0.994 0.999 0.995 0.008 0.004
IWLS2 0.55 0.997 0.998 0.996 0.997 0.999 0.997 0.004 0.002
IWLS3 0.55 0.995 0.996 0.993 0.994 0.999 0.995 0.007 0.003
Meta0 0.6 0.995 0.997 0.991 0.994 0.999 0.995 0.009 0.002
Meta1 0.5 1.000 1.000 1.000 1.000 1.000 1.000 0.000 0.000
ISCAS0 0.5 0.997 0.996 0.996 0.996 0.999 0.997 0.004 0.003
ISCAS1 0.55 0.996 0.997 0.994 0.996 0.999 0.996 0.006 0.002
Opencores0 0.55 0.996 0.997 0.993 0.995 0.999 0.996 0.007 0.002
Opencores1 0.55 0.996 0.997 0.994 0.995 0.999 0.996 0.006 0.002
Opencores2 0.55 0.996 0.997 0.993 0.995 0.999 0.996 0.007 0.002

Mean 0.548 0.996 0.997 0.994 0.995 0.999 0.996 0.048 0.044
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Fig. 9. Variation of validation metrics across diferent thresholds for all circuit types.

indication of how aggressively the model lags malicious behavior, which is critical in sensitive applications like
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Fig. 10. Validation Metrics for unseen dataset

hardware security. These patterns provide valuable insight into how circuit-speciic characteristics inluence
model generalization and where optimal operating points lie for validation.

We applied the same scoring metrics used during the testing phase. The results, presented in Fig. 10, provide
key insights. In general, the model demonstrated near-perfect performance in many circuits, and most metrics,
particularly precision, consistently reached 100%. The precision was consistently high, airming the model’s
reliability in detecting threats with positive predictions. However, recall varied, averaging 76.7%, afecting
F1-scores and idelities. This aligns with previous indings in [8] where outliers also existed.

Table 4. Classification metrics for diferent circuits on Virtex 7 FPGA

Circuit Accuracy Precision Recall F1-score Fidelity FNR FPR Prediction Malicious %

AES-Based 0.6681 1 0.6681 0.7867 0.6681 0.332 0 Malicious 2/4 66.81%
Latch-Based 0.6877 1 0.6877 0.8124 0.6877 0.3123 0 Malicious 68.77%
Shift-register-based 0.7826 1 0.7826 0.8780 0.7826 0.2174 0 Malicious 78.26%
Hidden attacks0 0.9928 1 0.9928 0.9964 0.9928 0.0072 0 Malicious 99.28%
BRAM-Based 0.5656 1 0.5656 0.7225 0.5656 0.4344 0 Malicious 56.56%
Glitch-Based 0.2116 1 0.2116 0.3435 0.2116 0.7884 0 Benign 21.16%
Hidden attack1 0.4686 1 0.4686 0.6256 0.4686 0.5314 0 Benign 46.86%
SHA-Based 0.3321 1 0.3321 0.4529 0.3321 0.6679 0 Benign 1/2 33.21%
Reed-Solomon-Based 0.4206 1 0.4206 0.5731 0.4206 0.5794 0 Benign 1/2 42.06%
DES-Based 0.9750 1 0.9750 0.9873 0.9750 0.0250 0 Malicious 97.5%
Groundhog 0.9871 1 1 1 0.9871 0 0.0129 Benign 1.29%
IWLS2 0.5946 1 1 1 0.5946 0 0.4054 Benign 40.54%
IWLS3 0.7043 1 1 1 0.7043 0 0.2957 Benign 29.57%
IWLS0 0.8153 1 1 1 0.8153 0 0.1847 Benign 18.47%
IWLS1 0.7569 1 1 1 0.7569 0 0.2431 Benign 24.31%
RISC-V 0.5737 1 1 1 0.5737 0 0.4263 Benign 42.63%
ISCAS0 0.5930 1 1 1 0.5930 0 0.4070 Benign 3/4 40.70%
ISCAS1 0.6375 1 1 1 0.6375 0 0.3625 Benign 36.25%
Own Designs0 0.5425 1 1 1 0.5425 0 0.4575 Benign 3/4 45.75%
Own Designs1 0.5076 1 1 1 0.5076 0 0.4924 Benign 2/4 49.24%
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To evaluate the portability and robustness of our classiier, we conducted a cross-platform test using circuits
implemented on the Virtex-7 FPGA. Speciically, we rebuilt 54 of the original 112 circuitsÐpreviously used for
evaluation on the Zynq FPGAÐon the Virtex-7 platform and extracted corresponding SDF iles. The testing
methodology remained consistent with the unseen circuit validation approach: for each circuit, the model was
trained on all remaining circuits built on the Zynq FPGA, excluding the one under test. The results, summarized
in Table Table 4, present the average classiication metrics for each circuit, including accuracy, precision, recall,
F1-score, idelity, false negative rate (FNR), and false positive rate (FPR). The classiier’s performance on Virtex-7
circuits closely mirrors the results observed on Zynq-based circuits, demonstrating consistent generalization
across FPGA platforms. Notably, the classiier achieved an overall prediction accuracy of 70.3% while using 54.8%
as a threshold for analysing the Malicious Designs, efectively identifying the nature of each tested circuit.

4.4 State of the art comparison

Table 5. Comparison with the state of the art (cross-validation)

Metrics Num of Folds Accuracy (%) Precision (%) Recall (%) F1-score (%) FPR (%) FNR (%)
Ours 5 99.5% 99.7% 99.4% 99.5% 0.53% 0.29%
Meta-Scanner [8] 10 98%* 98.4% 97.6% 97.8% 0.75% 1.8%
CNN [39] 5 99.2% 99.2%* 99.2%* 99.2%* 99.2%* 99.2%*

To ensure a fair and consistent evaluation of our proposed detection model, all experiments in this study were
carried out using the same dataset, generated from 24 base RTL designs. We adopted a leave-one-circuit-out
(LOCO) validation strategy, in which each circuit was completely excluded from training and reserved solely
for testing, to evaluate the model’s ability to generalize to entirely unseen designs. This approach guarantees
that each model variation and threshold setting was assessed on a consistent and identical dataset structure. For
comparison with state-of-the-art methods, we refer to the reported performance metrics in the existing literature,
as we were unable to reproduce their experiments due to the lack of publicly available datasets. However, we
aligned our dataset composition with theirs by including a diverse set of circuits, such as ISCAS benchmarks and
AES variants, which are commonly used in hardware security studies. Although there may be minor diferences
in the speciics of the dataset, this alignment allows for a meaningful comparative analysis that highlights the
robustness and advantages of our SDF-based detection approach relative to net-list-based methods.
To estimate the missing scoring metrics consistently across all models, we adopted standard classiication

metric formulas and made a common assumption that the total number of test samples is 2000, with an equal split
of 1000 benign and 1000 malicious samples. The metrics were calculated using the following standard deinitions:

Precision = ��

��+��
, Recall = ��

��+��
, F1-score = 2 · Precision·RecallPrecision+Recall , FNR = ��

��+��
, and FPR = ��

��+��
. For estimating

ROC, we used the approximation: ROC ≈ 1 − FPR+FNR
2 . Fidelity was derived using the formula:

Fidelity− =

1

�

�︁

�=1

�

�

�
⊮(�̂� = �� ) − ⊮(�̂

��

�
= �� )

�

�

�
,

where � is the number of test samples, and ⊮ is the indicator function. These assumptions and formulas enabled
consistent and fair estimation of the unreported metrics across all models.

As summarized in Table 5, our method demonstrates superior performance compared to two of the top models
in the ield, even while using a reduced number of K-folds during cross-validation. This is a notable advantage, as
it suggests that our model achieves higher eiciency and generalization with fewer training iterations, reducing
computational complexity while maintaining strong predictive accuracy.
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Table 6. Comparison with the state of the art (testing)

Metrics Ours Meta-Scanner [8] MaliGNNoma [38] CNN [39] Learning [40]
Machine i9 + 125GiB RAM Ryzen 6-core Xeon 10-core ś ś
Model type Decision trees RF/DT GNN CNN RF + SVM
Training time (min) 7:26 2 (DT) 6h ś < 2 (RF/SVM)
prediction time 0.098s 5ms 0.05s ś 8ms
Data type Timing parameters Bitstream Netlist graph Bitstream Bitstream
Dataset size 112 475 115 314 229
Accuracy 99.6% 97.9% 98.24% 96.4% 84%
Precision 99.7% 100% 97.88% 95.76%* 72.4%
Recall 99.4% 96.3% 95.8% 97.1%* 95.5%*
F1-score 99.5% 98.12%* 98.19% 96.42%* 80.7%
FNR 4.8% 2.1% 4.2%* 2.9%* 4.5%
FPR 4.4% 1.5% 2.07%* 4.29% 30.4%
ROC 99.9% 98.2%* 96.87%* 96.41%* 82.55%*

When assessing performance on previously unseen datasets where the data was not explicitly used for
training but shares structural similarities with the training set, we ensured that our evaluation incorporated
all key performance metrics employed in leading methodologies. This approach enabled a standardized, direct
comparison, allowing us to fairly assess how well our classiier operates under similar conditions.

To ensure a uniform and meaningful comparison across diferent models in our study, we extended the reported
evaluation metrics by estimating the missing ones using standard classiication formulas. Since most of the papers
only reported partial metrics (e.g., Accuracy without Precision or Recall), we assumed a consistent evaluation
set consisting of 4000 samplesÐsplit evenly between malicious and benign casesÐwhile respecting the fact that
the łdataset sizež in the table refers to the number of distinct circuits, not individual data points. For missing
values such as Precision, Recall, F1-score, False Positive Rate (FPR), False Negative Rate (FNR), and ROC, we
derived estimates using well-established metric relationships. For example, we computed F1-scores using the
harmonic mean of Precision and Recall, while Recall and Precision were reconstructed where one was missing
but the F1-score was available. When both Recall and FPR or FNR were known, we inferred the ROC score
using the standard approximation ROC =1 − ((��� + ���)/2). These estimations were made cautiously to
ensure consistency with the originally reported metrics, enabling a complete, fair, and comparative performance
landscape across all the evaluated methods. As presented in Table 6, our model surpasses all leading classiiers
across most evaluation metrics, reinforcing its efectiveness in identifying malicious circuits and it also falls in
the same timing range as the state of the art for training and predicting the circuit nature.
Among comparable models, MaliGNNoma and Meta-Scanner exhibit results closest to ours, with minor

diferences in performance. However, our approach outperforms both in most metrics, showcasing its enhanced
ability to generalize across diverse circuit structures. A key distinguishing factor of our method is the inclusion of
the Receiver Operating Characteristic (ROC) metric, which has been absent from all previous works. By integrating
ROC analysis, we provide a more in-depth evaluation of our model’s discriminative power, further airming its
reliability in distinguishing between malicious and benign circuits. This additional evaluation strengthens our
argument that our model is not only competitive but also introduces a novel perspective to the ield by ofering
a more comprehensive performance assessmentÐan aspect previously overlooked in state-of-the-art methods.
Moreover, our solution is the only one not using sensitive data from the netlist nor the bitstream to detect the
existence of power wasters so it maintains same security level without sacriicing privacy of the designs of the
tenants.

Finally, we compare our validation against łunseenž circuits to the performance of Meta-Scanner [8]. It is the
only work that conducted such an experiment; others relied only on cross-validation. As Table 7 shows, we have
comparable accuracy to them and slightly better recall.
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Table 7. Comparison with the state of the art (leave one circuit out)

Metrics Ours Meta-Scanner [8]

Accuracy 74.9% 77.3%
Recall 76.7% 67.5%

4.5 Future work

Future directions for this research ofer numerous opportunities to improve detection accuracy, adaptability, and
practical deployment in real-world FPGA environments. One promising avenue is the adoption of more advanced
machine learning techniquesÐsuch as deep neural networks, ensemble learning, or hybrid modelsÐthat can
better capture complex relationships in timing data and generalize across diverse circuit designs. Expanding
the dataset to include a broader range of FPGA conigurations, architectural styles, and usage patterns would
signiicantly enhance the model’s robustness, particularly in handling emerging threats in multi-tenant cloud
infrastructures.

Existing research in FPGA security has introduced a variety of innovative detection frameworks, each tackling
the problem from diferent angles. MaliGNNoma [38] leverages graph neural networks (GNNs) to identify
structural anomalies in FPGA circuits by analyzing netlist topologies, making it particularly efective at capturing
unauthorized modiications embedded within circuit connectivity. However, it lacks sensitivity to timing-based
behaviors, which can be a key indicator of stealthy attacks like glitch injection or overclocking. Our work focuses
on SDF-based timing analysis, capturing setup/hold violations, propagation delays, and path-speciic metrics to
expose subtle timing anomalies caused by malicious modiications. Integrating these rich features into existing
detection schemes as dual classiication stages for the proposed design, as primary and secondary stages, can
ensure the nature of the proposed design.
In parallel, future work should include building explainable AI tools within the detection framework. These

tools would help highlight which parts of a designÐspeciic cells, signals, or timing pathsÐcontributed to the
classiication decision. Such insights would make the system more transparent, helping designers understand and
address lagged issues, whether they’re false positives or real vulnerabilities. By combining powerful classiication
capabilities with model interpretability and broader coverage of FPGA design variations, this line of research can
evolve into a truly scalable and intelligent security solution for cloud-based FPGA systems.

4.6 Discussion

The results presented in this work demonstrate the efectiveness of leveraging timing behavior, as extracted
from SDF iles, to identify power-wasting FPGA designs in multi-tenant cloud environments. Unlike existing
approaches that rely on structural analysis or bitstream-level features, Timekeepers focuses on the one element
that all power wasters inevitably afectÐtiming. By evaluating propagation delays, setup/hold violations, and
related timing characteristics, our method generalizes well across diverse attack types and circuit structures,
while avoiding exposure of sensitive design information.

The SDF-based detection approach ofers multiple advantages. First, it abstracts away from the physical layout
or speciic resource mappings of the design, making the detection process architecture independent and resilient
to obfuscation techniques. Second, it preserves intellectual property (IP) conidentiality, since it does not require
access to the netlist or bitstream. This is particularly important in cloud scenarios where tenant privacy is a
key concern. Third, Timekeepers enables per-component analysis of timing behavior, allowing for ine-grained
detection that can pinpoint localized malicious activity, which might be obscured in full-design level statistics.

While Timekeepers achieved consistently high performance across cross-validation and testing datasets, some
performance degradation was observed when validating on entirely unseen circuits. In particular, the recall
values were slightly lower, which suggests that certain circuit structures or timing proiles may not be fully
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captured during training. This is a common challenge in timing-based analysis, as subtle design variations can
afect delay proiles. Nevertheless, the model remained efective in most cases and successfully identiied a wide
range of power wasters, including those based on cryptographic cores and memory patterns.
It is also worth noting that decision trees were selected for their interpretability and hardware-friendliness.

However, more advancedmodels or hybrid classiiers could be explored to further enhance performance, especially
in low-recall edge cases. This would require careful balancing to maintain the eiciency and transparency ofered
by the current model. Overall, the Timekeepers framework ofers a privacy-preserving, scalable, low-overhead,
and architecture-agnostic solution for pre-deployment security checks in cloud FPGAs. It complements existing
runtime defenses by lagging high-risk designs before they are loaded onto the fabric, and sets the foundation for
future work in timing-based hardware security analysis.
Note that we did not run experiments looking at the power utilization when the attack is running. However,

we had ground truth experiments where the attack is run on the FPGA and it crashes. Furthermore, in [51] the
authors have run experiments showing the exact power usage for diferent types of power wasters showing that
it is high.

5 Conclusion

This work presents a novel SDF-driven security framework for detecting malicious FPGA circuits in cloud
environments. By utilizing timing-based analysis and machine learning models, our approach ofers a systematic
method to evaluate FPGA conigurations for potential security risks. The experimental results demonstrate that
setup and hold violations provide critical insights into circuit behavior, enabling efective classiication of benign
and malicious designs. Compared to conventional bitstream veriication and encryption-based security measures,
our method introduces a non-intrusive, data-driven approach that is adaptable to various FPGA architectures.
Furthermore, the integration of machine learning enables automated threat detection, reducing the need for
manual intervention and enhancing scalability.
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