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Identifying the most effective and scalable methods for notifying website owners about compromises or
vulnerabilities remains an enduring challenge. Although some success factors have been identified, results
regarding effective senders and notification framing are often inconsistent, and the understanding of how
recipients perceive vulnerability notifications is still limited. Heading towards a better understanding, we
conducted a 3 x 3 randomized controlled notification experiment, examining the impact of three distinct
senders and three variations of notification framings for n = 581 compromised German websites. Our findings
revealed a promising trend: receiving any notification significantly increased remediation compared to the
absence of one. Remarkably, the choice of sender and framing played only a minor role in our notification
experiment, which underscores the importance of notifying compromised websites and should motivate
those who find vulnerabilities to take action. Yet, despite these encouraging results, a staggering 58% of
the notified websites failed to remediate. To delve deeper into this phenomenon, we conducted follow-up
interviews with 42 website owners who did not remediate their websites. The insights were revealing: while
our notifications were delivered, many interviewees admitted they either overlooked or dismissed them as
spam. This pattern persisted across different senders and framings, highlighting a critical challenge for future
notification campaigns. Moving forward, future research should focus on finding ways to cut through the
overwhelming amount of daily “spam” and explore strategies for how notifications can effectively convey
their importance in recipients’ inboxes. Exploring strategies to raise the general awareness for cybersecurity,
encouraging website owners to provide a security.txt, or providing additional assistance in the form of a self-
service tool, are some proposals to increase remediation rates. We further recommend that future work should
consider theories from communication science or psychology, e.g., Protection Motivation Theory (PMT) or the
Elaboration-Likelihood Model, when designing notification campaigns.

1. Introduction

hidden (Samarasinghe and Mannan, 2021). Attackers may have com-

promised a system long before the attack is finally detected. Even expe-

It was reported that in 2022, each website had to endure, on
average, 172 attacks per day (SiteLock, 2022). While some types of
website attacks, e.g., defacement or Denial of Service (DoS) attacks, are
immediately noticeable by website owners, other types, like cloaking’
or unauthorized third-party redirect hacks,’ are designed to remain
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rienced developers might struggle to identify and remediate such unau-
thorized third-party redirect hacks, as described in Bitof WP (2019). In
a preliminary investigation, a wide variety of websites were found to
be affected by these redirect hacks (mindUp Web & Intelligence GmbH,
2025a), with some cases remaining undetected for several months. This
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1 Cloaking describes the technique of returning different versions of a website for search engine crawlers and users.
2 Unauthorized third-party redirect hacks, as described in Section 2.1, are redirects placed on benign websites without authorization of the website owner to
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highlights the necessity to notify the website owners about the com-
promises. The primary goal of our study was to notify affected website
owners and make them aware of their websites being compromised.

While searching for the most effective, yet feasible-to-scale method
of notifying website owners about vulnerabilities, we found that pre-
vious research sometimes provides conflicting results, e.g., regarding
the effect of the sender (Cetin et al., 2016; Maal} et al., 2021c). Fur-
thermore, most studies have focused on specific settings, such as using
only Computer Emergency Response Teams (CERTS) (Lone et al., 2022)
or hosting providers (Cetin et al., 2019b) as senders. The influence of
incentives is also still unclear (see Section 2).

To address these limitations, our study is the first to combine factors
from related work that positively affect remediation into a single study
design. We are the first study that partnered with two German hosting
providers and the CERT of the German Federal Office for Information
Security (Federal CERT) to sent out notifications directly to website
owners. We conducted a mixed-methods investigation, combining a
notification experiment to examine the effects of sender and framing of
a notification, with qualitative interviews to explore reasons for non-
remediation. Based on the results of our experiment and the feedback
from affected website owners, we provide design recommendations
for practitioners and researchers involved in notification campaigns.
Additionally, we outline a comprehensive path for future work in the
area of vulnerability notifications.

Our work was guided by the four research questions described
below. We motivate these in detail from the context of the related work
in Section 2.

RQ 1 [Framing] Which framing has what impact on the remediation of
compromised websites?

We analyzed the effects of three incentives that previous work either
proposed (reputational incentives (Vasek and Moore, 2012; Cetin et al.,
2017)) or investigated (technical incentives (Cetin et al., 2019a,b),
no incentives). Our goal, thereby, was to identify whether providing
consequences, other than legal incentives which are only applicable
in certain circumstances (Maal} et al., 2021c), has a significant effect
on remediation. To the best of our knowledge, reputational incentives
as well as a direct comparison of different incentives within a single
study have not been investigated before. We did not find any signifi-
cant differences in the remediation rates between the three framings,
indicating that for vulnerability notifications, senders can choose any of
the framings in our study, whichever they feel most comfortable with
(Section 4.1).

RQ 2 [Sender] Which sender has what impact on the remediation of
compromised websites?

We investigated the effect of three senders (university, hosting
provider, Computer Emergency Response Team (CERT) of the German
Federal Office for Information Security (BSI)) in comparison to one
another, which have only been investigated separately in distinct
studies in previous work. Further, we directly partnered with contact
persons in the respective entities to make sure that notifications are
sent. Our goal, thereby, was to provide clear evidence on the effects
of different senders. We found that all notified websites exhibited
significantly higher remediation rates and fewer days to remediation
than the unnotified control group. However, we did not find a signifi-
cant difference between the three senders university, hosting provider,
Federal CERT (Section 4.1), indicating that the sender appears to have
no impact on remediation.

RQ 3 [Framing x Sender] Can we identify an interaction effect between
sender and framing with respect to the remediation of compromised
websites?
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We aimed to identify whether we can observe interaction effects be-
tween any of the sender and framing conditions in our study, e.g.,
whether a technical framing was more effective when sent out by
the hosting provider. Previous work indicated such interaction effects,
albeit for a combination of legal sender and legal framing (Maalf}
et al., 2021c; Utz et al., 2023). All senders sent out notifications for
all framings. However, we did not find significant differences between
the different framings when correlated with a corresponding sender,
further supporting the notion that sending notifications is the crucial
part, while framing and sender matter less (Section 4.1).

RQ 4 [Reasons] What are reasons for website owners to not remediate
their websites even after being notified twice?

As related work has revealed surprisingly low remediation rates, we
additionally conducted qualitative interviews with website owners,
rather than using static surveys, as in Durumeric et al. (2014), Li
et al. (2016a), Maal3 et al. (2021c), Stock et al. (2018), StopBadware
and Commtouch (2012), Zeng et al. (2019), Cetin et al. (2017) and
Lone et al. (2022) to gain in-depth insights regarding reasons for non-
remediation behavior (in contrast to remediation strategies as analyzed
in Rodriguez et al. (2021)). We identified a variety of reasons why
website owners did not remediate the unauthorized third-party redirect
hacks. Most prominent are the visibility of vulnerability notifications
among other emails and the website owners’ perceived relevancy of
the compromise for their website (Section 4.2).

2. Related work

A wide range of work has been conducted in the area of com-
municating security risks, particularly notifying users about potential
security issues (e.g., password breaches (Mayer et al.,, 2021), pass-
word reuse (Golla et al., 2018; Albayram and Walker, 2024), data
breaches (Zou et al., 2019; Huang et al., 2022), identity theft (Mu-
niz et al., 2024), or IoT hacking (Rostami et al., 2022), etc.). While
these findings are relevant to our work, we will focus on notification
experiments that explicitly notified website owners about potential at-
tacks on their websites in the following. In particular, we focused on
unauthorized third-party redirect hacks, as this compromise has not
been extensively investigated, and we are unaware of any studies that
have raised awareness for this compromise among website owners.
In our experimental design, we focused on the effects of sender and
framing, as well as interaction effects between the two. This approach
was motivated by contradictory results or research gaps identified
in the existing literature. Additionally, we collaborated with specific
contact persons in the Federal CERT and the hosting companies to
address the limitations of previous work (Lone et al., 2022; Nosyk et al.,
2023; Kiihrer et al., 2014; Li et al., 2016b). We agreed on a common
cover letter that each sender used, and ensured that all framings were
used by each sender, and all notifications were sent.

2.1. Threat model

Unauthorized third-party redirect hacks, as investigated in this pa-
per, involve hijacking legitimate websites to lead users to malicious
sites, such as fake online pharmacies or fraudulent casinos (mindUp
Web & Intelligence GmbH, 2025b). These unauthorized third-party
redirect hacks are stealth attacks, meaning they are designed to hide
inside an otherwise benign system (Cazorla et al., 2018). The redirects
are only active when users access the website through search engine
results that advertise the malicious websites. The original website can
still be accessed normally, i.e., no redirect takes place. At first glance,
the website may appear uncompromised, but when searched using the
“site:” - operator, unusual entries are visible in the search results,
redirecting the visitor to an illegitimate online shop (see Fig. 1 for
an example). This behavior is often referred to as (malicious) search
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Fig. 1. Search results of a compromised website. While there are mostly legitimate results, the highlighted link would redirect the user to a fake pharmacy selling

Viagra.

engine Spam or SEO Spam (Martori, 2020), website hijacking (Li et al.,
2016b), Pharma Hack (BitofWP, 2019), Japanese Hack (Goodchild,
2024), or WordPress Hack (Sundaram, 2022). All these attacks describe
different variations of the same underlying problem: the ranking of a
legitimate website is maliciously used to redirect to other websites.
However, in this paper, we specifically investigated a variation in
which the legitimate website is compromised. To avoid using a term
with an unclear or misleading definition, we refer to the compromise
as “unauthorized third-party redirect hacks”.

While seemingly “harmless”, these redirects can be seen as indica-
tors of compromise, as mentioned in Kumar et al. (2019) and described
in Halder (2025), since an attacker needs write access to the website
data to place the unauthorized third-party redirect hack. Soska and
Christin (2014) describe risk factors for websites before they become
malicious (e.g., for phishing or distributing malware), and based on
our findings, we would add irregular search engine entries as such risk
factors. As this specific unauthorized third-party redirect hack has not
been analyzed on a large scale, there is only case-by-case evidence of
how attackers infiltrated the systems and the extent of control they
have (e.g., Halder, 2025; Martori, 2020; BitofWP, 2019; Sundaram,
2022; Goodchild, 2024).

2.2. Motivating research questions

Notification content and framing. There are several design factors, such
as general notification design (Stock et al., 2018), translation of notifi-
cation texts into native languages (Zeng et al., 2019; Li et al., 2016b),
or variations in subject lines (Zeng et al., 2019) that were studied in
previous work, but showed no significant effects on remediation rates.
On the other hand, prior research has shown that providing detailed
information in the notifications (Li et al., 2016a,b; Stock et al., 2018;
Vasek and Moore, 2012; Zeng et al., 2019; Cetin et al., 2016) as well
as describing the security issue and highlighting its importance (Zeng
et al., 2019) increases the effectiveness of a notification.

Regarding the framing of the notification, Zeng et al. (2019) found
that pointing out consequences, i.e., framing the attack as more or less

severe, has no impact on remediation rates. However, other authors
suggested the opposite. Cetin et al. (2019a,b) could show that tech-
nical incentives, such as quarantining infected websites, can increase
remediation rates. Maal3 et al. (2021c) found that providing legal incen-
tives, in the form of fines, can significantly increase remediation rates.
Reputational incentives, such as declining search rankings (Vasek and
Moore, 2012) or publicly naming compromised websites (Cetin et al.,
2017), have been proposed to increase remediation rates; however,
their effectiveness has not been researched yet.

Due to conflicting results or missing research about incentives and
message framing in the literature, we wanted to focus on this aspect
in more detail. Our goal is to compare the effects of technical, reputa-
tional, and no incentives for the same problem within a single study,
providing further insight into how to frame effective notifications. Thus
arose our research question RQ 1: “Which framing has what impact on
the remediation of compromised websites?”

Sender of the notification. Cetin et al. (2016) notified website owners
via email from three different senders with varying reputations (an
individual researcher, a university, and an anti-malware organization).
Although the authors found a significant difference between the control
group and the treatment groups, they were unable to find a significant
difference between the three senders. The authors concluded that the
remediation rate could neither be improved by choosing a certain
sender, nor was the willingness to remediate affected by the sender’s
reputation (Cetin et al., 2016). Later studies could also not identify sta-
tistically significant differences between the respective sender groups
(e.g., individual researcher vs. research group (Stock et al., 2018), re-
searcher vs. Google Search Console (Zeng et al., 2019), (inter)national
CERTs (Kiihrer et al., 2014; Gasser et al., 2017; Lone et al., 2022),
or hosting provider (Zhang et al.,, 2017; Cetin et al., 2019b, 2018;
Rodriguez et al., 2021; Cetin et al., 2019a; Bouwmeester et al., 2021;
Kiihrer et al., 2014)).

In contrast, Maald et al. (2021c) showed that notifications with a
legal framing sent from the university’s law group led to significantly
higher remediation rates, compared to a university computer science
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group, indicating that either sender or framing (or a combination of
both) might make a difference. Since a vulnerability notification always
requires a sender, who potentially influences the perception of the
notification, our goal is to complement existing results by comparing
different senders with high reputation that were used in previous stud-
ies but not yet evaluated in comparison to each other. This motivated
our research question RQ 2: “Which sender has what impact on the
remediation of compromised websites?”’

Maal3 et al. (2021c) and Utz et al. (2023) found that a framing
referencing fines, ideally in combination with a sender that has the
authority to impose such fines (Maal? et al., 2021c) leads to higher
remediation. Thus, we also wanted to investigate whether we can
transfer their results to other framing-sender combinations, identifying
whether a specific sender is more successful with a specific framing,
which could then be a further design factor for future notifications.
Thus arose our research question RQ 3: “Can we identify an interaction
effect between sender and framing with respect to the remediation of
compromised websites?”

Remediation rates. Previous research has shown that notifying website
owners increases remediation rates compared to non-notification sce-
narios (Durumeric et al., 2014; Kiihrer et al., 2014; Li et al., 2016a,b,
2019; Maal3 et al., 2021a,c; Stock et al., 2018, 2016; Vasek and Moore,
2012; Zeng et al., 2019; Cetin et al., 2017, 2019b, 2016). However,
remediation rates, in general, turned out to be low. For website-related
vulnerability notifications, Stock et al. (2018) achieved a remediation
rate of 24% when notifying website owners about publicly accessible
Git repositories, and an even lower remediation rate of 17% when
notifying about cross-site scripting vulnerabilities in WordPress. Maass
et al. achieved a medium remediation rate of 56.6% ranging from
33.9% to 76.3% (Maal} et al., 2021c) depending on the condition®
when informing website owners about missing IP anonymization while
using Google Analytics. Zeng et al. reported a remediation rate between
7% and 34% when notifying website owners about different HTTPS
misconfigurations.

Additionally, Zeng et al. (2019) also observed and notified website
owners about soon-to-be distrusted Symantec certificates. While in this
case, notifications had no statistically significant effect compared to
not notifying, remediation reached an outstanding rate of 90% after 40
days across all groups. Durumeric et al. (2014) also reached a relatively
high remediation rate of around 57% when notifying website owners
about the infamous Heartbleed vulnerability. For both experiments, the
authors acknowledged that the prominence of the respective issues had
a huge impact on the high remediation rate (Durumeric et al., 2014;
Zeng et al., 2019).

Stover et al. (2023) identified further reasons why website owners
would not remediate the misconfiguration by analyzing the email and
survey responses that Maal et al. (2021c) got during their notification
experiment. Among the most prominent reasons were lack of awareness
for the problem, lack of technical knowledge, or lack of resources, such
as time. Other reasons included deliberate lack of maintenance, am-
biguous responsibilities, and complex organizational structures, which
slow down or hinder remediation processes. As a result, we recognized
the need to not only measure remediation rates as an indicator for
the success of our notification campaign, but also to identify reasons
why website owners notified about unauthorized third-party redirect
hacks remain inactive. In doing so, we aim to clarify the considerable
variation in the remediation outcomes reported in the literature. This
motivated our research question RQ 4: “What are reasons for website
owners to not remediate their websites even after being notified twice?”

3 The authors compared twelve different conditions: university law group,
university computer science group, and an individual researcher as senders;
privacy, GDPR, and GDPR with fine as framings; as well as email and letter
as notification channels.
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2.3. Related work informing design decisions

Notification channel. While most studies used email notifications (Du-
rumeric et al., 2014; Hennig et al., 2022a; Kiihrer et al., 2014; Li et al.,
2016a,b; Maafd et al., 2021a,c; Stock et al., 2018, 2016; Vasek and
Moore, 2012; Zeng et al., 2019; Cetin et al., 2017, 2019b, 2016), some
also tried other channels, such as Google Search Console messages,
which were not more effective than email (Zeng et al., 2019). In
addition, letters and phone calls, as well as social media, performed
better than email (Stock et al., 2018). Letters have also proven to be
more effective than emails in Maalf3 et al. (2021c). This results in the al-
ternative channels having a slightly higher remediation rate, at the cost
of manual effort to retrieve the addresses (Stock et al., 2018), print and
envelope the letters, as well as the postage fees (Maal et al., 2021c).
Although sending letters proved to be less efficient, manually retrieving
email addresses seems to pay off. Previous studies have shown that
email bounces can be decreased (Stock et al., 2018) and deliveries can
be improved by manually retrieving (Hennig et al., 2022a; Maal} et al.,
2021c; Stock et al., 2018) or automatically crawling (Utz et al., 2023)
for email addresses compared to using WHOIS (Stock et al., 2018, 2016;
Zeng et al., 2019) or generic emails (Stock et al., 2016; Cetin et al.,
2016; Utz et al., 2023). Thus, we decided for email as the notification
channel and manually collected email addresses from the websites’ imprints.

Notification content and study design. We also derived specific design
decisions for our notification text and study design from interviews
with n = 25 website owners affected by unauthorized third-party redi-
rect hacks, that were conducted prior to this study. The methodology is
not described in this paper, as further information can be found in the
original publication (Hennig et al., 2022b). As both studies are based on
the same type of unauthorized third-party redirect hacks, we found it
necessary to draw our design decisions from our pre-study specifically.

During the interviews, most participants expressed a general distrust
in vulnerability notifications. Asked to identify a suitable sender, only
a few interviewees could intuitively name a sender they considered
appropriate. Among specific senders that were regarded suitable, the
police was named 12 times, hosting provider was named nine times,
research facilities were named six times, and the Federal Office for
Information Security (BSI) was named four times (multiple answers per-
mitted). A summary of the results is provided in Appendix A.2, Table 3.

Regarding suitable notification channels, 17 interviewees identified
email as the most appropriate. Email notifications are valued for speed,
ease of use, and practicality. Two interviewees also stated that email
would be the most logical notification channel for a digital problem. On
the other hand, five interviewees explained they would be somewhat
suspicious of notifications via email, but no one explicitly refused to
be notified via email. Phone calls were deemed most suitable by 11
interviewees, and two indicated that they would prefer either a letter
or a dedicated web portal.

Concerning the content of a notification, the results supported pre-
vious research (Li et al., 2016a,b; Maal} et al., 2021¢; Stock et al., 2018;
Vasek and Moore, 2012; Zeng et al., 2019; Cetin et al., 2016). In our
pre-study, interviewees especially emphasized that a clear description
of the attack, a clear motivation for the notification, and, if appli-
cable, instructions on how to solve the malicious redirect should be
included in a vulnerability notification. Furthermore, providing contact
information - such as a phone number or email address, a signature,
a letterhead, or an imprint — helps the recipients verify the sender.
Also, four interviewees said that they would appreciate a personalized
salutation. Two interviewees stated that they pay attention to correct
orthography and spelling, while two others requested a meaningful
subject. All these factors would make a vulnerability notification cred-
ible and comprehensible, thereby raising awareness for the legitimacy
of the described attack. But awareness does not automatically lead to
remediation: Two interviewees stated that they deemed the described
compromise negligible, even if the notification was credible.
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Fig. 2. General structure with all steps of our study design. Italic indicates the method used in each step.

Implications for our study design. We considered all the results from
our pre-study and related work, as described above, in designing our
main study (see Section 3.2 for details). Firstly, we defined suitable
senders and notification channels for our notification experiment based
on our pre-study (Hennig et al., 2022b). Since the police was named as
a suitable sender most frequently, we pursued avenues to cooperate
with cybercrime divisions of the German police as senders for our
notification experiment. However, this ultimately proved impossible
(see Section 3.3) and we had to settle for the next three most frequently
named options: university/research institution, hosting provider, and
BSI. Secondly, we chose email as notification channel. Most of the
interviewees either named email as a suitable notification channel or
were not strictly opposed to email. We found this to be the most
cost-effective solution and, therefore, the most likely to be relevant
in practice. We also decided to retrieve email addresses from the
imprint of the websites manually. Thirdly, we made clear note of the
individual features that the interviewees emphasized as necessary for
the notification text, e.g., a clear description of the attack, and used
them in designing the notification text. Finally, as it was found that
website owners did not take the unauthorized third-party redirect hacks
seriously, we deemed it necessary to point out consequences.

3. Methodology

To run our experiment, we utilized data from a web crawling service
that identified websites affected by unauthorized third-party redirect
hacks (Section 3.1). We then implemented a technique to continuously
monitor the remediation status of the identified websites independently
of the crawling service to find the compromised domains (Section 3.1).
We used the results of our pre-study (Hennig et al., 2022b), which
complemented the best practices for vulnerability notifications from
the literature, to make informed design decisions for our study design
(Section 3.2).

Based on the findings of previous work, we designed a quantitative
3 x 3 randomized controlled notification experiment to investigate RQ
1-RQ 3, analyzing the effects of three different senders (university,
hosting provider, Federal CERT) and three different framings (neutral,
technical, reputation) (Section 3.2.1). To answer RQ 4, we designed
qualitative follow-up interviews with website owners who had not
remediated the unauthorized third-party redirect hack within 56 days
after our initial notification (Section 3.2.2). The overall structure of our
study design is shown in Fig. 2.

We end this section by discussing our ethical considerations (Sec-
tion 3.3), the limitations of our work (Section 3.4), and our data
analysis methods (Section 3.5). As will be described in Section 3.3,
all parts of our experiment, including notification texts, interview
guideline, and notification process, have been approved by the ethics
board of our university.

3.1. Background

Sampling compromised websites. We obtained a dataset of websites af-
fected by unauthorized third-party redirect hacks through a service
specializing in large-scale web crawling (mindUp Web & Intelligence
GmbH, 2025a). No specific datasets (e.g., Tranco lists) were used to
identify affected websites. Instead, the crawling identified affected

websites based on public search engine results using keywords for
the search. The service employed a multi-step process. First, they
conducted a web search using a broad range of keywords known to be
used to attract victims to malicious target websites. The keywords range
from the shopping context, e.g., well-known brands, to topics such as
Bitcoin or casino-related terms, and were defined by the crawling ser-
vice (see Appendix A.1, Table 2 for a translated list of keywords of the
websites in our sample). The URLs that were found, using the keywords-
based search, were analyzed automatically to check known indicators
of compromise, e.g., variations in website topics (like pharmaceutical
content on a car seller’s website), unusual phrases (like brand names of
luxury watches on a school’s website), page behavior with and without
search engine identification, and other specific behaviors which the
crawling service found typical for unauthorized third-party redirect
hacks. Based on these indicators, the service compiled a list of poten-
tially compromised websites every month throughout the notification
experiment (i.e., 20 months). We received these monthly lists, which
contained a minimum of 47 and a maximum of 926 worldwide domain
names, along with the respective Google search results URLs. We
used our monitoring system to check the compromised websites. We
received no further demographic data for the websites (e.g., popularity,
sector, or business size). We did not consider it useful to classify the
websites ourselves (e.g., by industry branch or sales revenue), as these
information were not available for all websites in our sample, and
would, thus, mainly be drawn from the authors’ assumptions based
on publicly available information (e.g., the website or, if applicable,
trade registers). Overall, the websites in the monthly lists were very
diverse, comprising small and medium-sized enterprises, entrepreneurs,
associations, projects, schools, or universities. For each month and each
website, the presence of unauthorized third-party redirects was then
verified by our monitoring system before the website was added to our
sample.

Monitoring websites during experiment. We used a monitoring system
to regularly check if the unauthorized third-party redirects remained
active during our 56-day observation period for each website.” The
monitoring system was implemented in Python, checking the presence
of the redirects every six hours. It accessed each website by simulating
a click from a Mozilla Firefox browser on Google search results, which
were also provided by the crawling service, using the HTTP headers
Referer and User-Agent respectively. We implemented several measures
to counteract cloaking: a user agent string from a standard browser
(Mozilla Firefox 97 on Windows 10, the most common variant found
at the time of our study), an IP from a university client pool instead
of a datacenter server IP, HTTP referrer header from search engines,
and manual checks. We manually checked that our detection of the
redirect worked as intended for each of the websites at the beginning of
each website’s 56-day observation interval. Our monitoring system then
recorded whether a website’s existing redirect behavior changed (e.g., a
website’s redirect disappeared due to the unauthorized third-party
redirect hack being fixed).

4 Note that since we obtained a new list every month, the start time for
the observation period varied for all websites. However, each website was
monitored for at least 56 days.
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If the website could not be accessed or access took more than 30 s,
the access was retried four more times in quick succession before it was
assumed that the website was taken down. The following rules were
applied:

(1) It is assumed that the website is still compromised

- if it contains the respective keyword, or
« if there is a redirect to another website using HTTP redi-
rect, JavaScript window location, or meta refresh.

(2) It is assumed that the website is no longer compromised

if an HTTP client or server error response indicates that the
page has been removed, or

if the website has no page content, indicating that the
malicious content has been removed, or

if the domain can no longer be resolved through the Do-
main Name System (DNS), indicating that the website has
been taken down.

(3) If none of the above applies, no automatic decision can be made,
and the monitoring system flags the website status as unknown,
which triggers manual review.

3.2. Study design main study

Notification channel. As described in Section 2.3, we decided to use
email as the channel for our notification experiment. We purposely
excluded other notification channels from our experiment, despite
possible alternatives such as postal letters, social media, or phone
calls (Maal? et al., 2021a; Stock et al., 2018) potentially being more
effective. None of these were practically possible, since none of the ex-
ternal senders identified as relevant in our pre-study (hosting provider
and the Federal CERT) were able to integrate them into their pro-
cesses for large-scale notification campaigns. Furthermore, as discussed
by Stock et al. (2018), the success rate of alternative communication
channels was low compared to the effort and costs. It cannot, therefore,
be considered cost-efficient, especially when notifying an even larger
number of websites — Stock et al. (2018) notified a total of 264
websites, 173 of them via alternative channels, including postal letters
(67 websites), web forms (69 websites), social media (91 websites),
and phone (46 websites). The results of our pre-study also supported
this design decision. Thus, using email was the best choice, considering
both the application of our research results at scale in practice and the
notification channels accepted by website owners. To ensure that our
email notifications are delivered, we followed recommendations from
previous work (Hennig et al., 2022a; Maal? et al., 2021b; Stock et al.,
2018) and manually collected contact information from the imprint
of each website. Specifically, we visited each website in our sample
manually, without the aid of any automated script, and collected email
addresses and the names of the persons responsible for the website
from the imprint. Furthermore, we ensured that our email servers are
configured according to state-of-the-art best practices, with valid SPF,
DKIM, and DMARC records set to minimize the risk of our notifications
being marked as spam. We purposively did not include any tracking
mechanism (as Stock et al., 2018 did to measure reachability) to
decrease the likelihood that our emails would be filtered out.

Notification text. We developed the text for our vulnerability notifica-
tion based on the results of our pre-study and related work (see Sec-
tion 2.3). We started with the most personal salutation possible, i.e.
“Dear Mr./ Ms. [Lastname]”. Next, we provided information on our mo-
tivation and on how to verify the unauthorized third-party redirect hack
via the “site:”-operator in the search engine. We also explained that this
operator will list all search engine entries of their domain, revealing the
malicious redirects. Then, we either closed with a request to remediate
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the unauthorized third-party redirect hack and provided a link to our
project website for further information, followed by our name, and
a footer (neutral framing). Alternatively, we asked website owners
to remediate the unauthorized third-party redirect hack, provided a
link to our project website for further information, and subsequently
included a technical or reputational incentive (technical or reputational
framing). We also closed with our name and a footer that provided
the sender’s contact information. Since Maal? et al. (2021c) proposed
reminder notifications to increase awareness, we decided to send one
reminder notification to those website owners who did not respond or
remediate within two weeks after our initial notification. The reminder
email had the same content as the original email, but the subject line
was changed to ‘“Reminder: Important information on your website
‘domain’”. All notifications were sent only in German and addressed
to German domains (see Section 3.2.1). Both the text and the framings
were reiterated with the hosting providers and the Federal CERT to
ensure that we use a wording that all senders can identify with. We
provide the translated text and the framings in Appendix B.1 and B.2.

Framings. Regarding consequences, previous studies suggested to ei-
ther provide technical incentives (like quarantining a vulnerable web-
site at least temporarily (Cetin et al., 2018, 2019b)) or pointing out
negative consequences (like legal prosecution (Maal et al., 2021c) or
reputational damage (Vasek and Moore, 2012; Cetin et al., 2017)) to
raise awareness. However, the effectiveness of reputational framing, as
well as the different framings in comparison to each other, has not been
analyzed yet. To test whether — and if so which - incentives can increase
remediation rates, we compared three different framings that could
either be used by all senders or were phrased to fit a particular sender
(see Table 1 for an overview of the different groups, and Appendix B.2
for the wording of the framings): (1) a neutral framing with no incen-
tives (neutral); (2) a technical framing stating that the website can
be blocked by the hosting provider (technical-generic), the web-
site will be suspended after a specific date (technical-hosterl),
or further actions will be taken by the hosting provider (technical-
hoster?2); (3) a reputational framing stating that the website suffers
reputational damage (reputation-generic), or that web reputa-
tion services might suspend the website based on negative reputation
scores (reputation-CERT). While we did not explicitly consider
behavioral theories when designing the framings, the wording is guided
by Protection Motivation Theory (PMT). All framings are inspired by
related work, although none of them is exactly like previous ones, as
the content needed to be adapted to our specific type of compromise.
Furthermore, the technical and reputational consequences had to be
iterated with the hosting providers and the Federal CERT in order to
find a phrasing that all senders could approve of on behalf of their
institution. In particular, the decision to announce the take-down of
websites was suggested by the respective hosting provider, as this is
part of their regular notification process. Note that all senders sent out
notifications using each of the framings, contrary to Lone et al. (2022).
Based on the remediation for each of these framings, we can answer
RQ 1.

Sender. To answer RQ 2, we partnered with dedicated contact persons
from IONOS and GoDaddy, two major hosting providers in Germany,
as well as the BSI (German Federal CERT), serving as senders. Addi-
tionally, we sent notifications ourselves for the university condition.
In total, we had four senders, i.e., one person in each of the four
entities. The same person always sent the notifications to achieve
homogeneity within the groups. All senders can also be related to one
of the framings, similar to Maal? et al. (2021c), where the legal framing
was related to the law group. Hosting providers can be associated with
technical framing due to their oversight of the infrastructure on which
the compromised websites are hosted, and their resulting technical
authority. The Federal CERT can be related to a reputational framing,
as it maintains public lists of malicious websites and could potentially
add affected websites to these lists. The university relates to the neutral
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Fig. 3. Procedure RQ 1 - RQ 3.

Table 1
Final number of notifications sent per sender and framing incl. control
group.

Sender Framing # notifications
Neutral 73
Technical-generic 70
Federal CERT Reputation-CERT 69
Sum 212
Neutral 54
Hosting provider Technical-hoster 1 & 2 54
s P Reputation-generic 55
Sum 163
Neutral 68
. . Technical-generic 68
University . .
Reputation-generic 69
Sum 206
Control - 205

framing, with neither apparent technical nor reputational authority.
Each of the three senders sent out email notifications using each of the
three framings (see Table 1 for an overview of the different groups),
allowing us to answer RQ 3. Some websites were not notified as a
control condition to allow a baseline comparison of the notifications
(see Section 3.2.1).

3.2.1. Procedure RQ 1-RQ 3: Framing & Sender

The notifications were sent out monthly over 20 months between
April 2022 and November 2023. Each month, we processed a com-
pletely new list obtained from the crawling service, totaling 20 lists
with between 47 and a maximum of 926 domains from around the
world per month. Websites that were already detected in any of the
previous months or that had already been called (see Section 3.2.2)
were excluded from the sample. Websites that were already remediated,
non-German, or lacked valid contact information were also excluded
from the sample. The procedure each month was as follows (see also
Fig. 3).

(1) We obtained a domain list with vulnerable websites detected in
the previous month from the crawling service. This domain list
was then uploaded to the monitoring system to test all websites
for their most recent status (see Section 3.1).

(2) All websites showing indicators of unauthorized third-party redi-
rect hacks were manually checked for language and headquar-
ters by the authors. For German websites, email addresses and
recipients’ names were then manually collected from the im-
print. Websites from other countries were not included in the
sample.

(3) Websites with valid contact information were then allocated
semi-purposively to individual lists for each of our partners. The
two hosting providers were assigned their own customers based
on their Autonomous System Number (ASN). The remaining
websites were then assigned to the Federal CERT, the university,

or the control group. Note that websites, where it seemed crit-
ical to inform them about the vulnerability (i.e., kindergartens,
schools, hospitals, doctors, lawyers) were never allocated to the
control group.

(4) Finally, each website from the treatment groups was randomly
assigned to one of the three framings. The framings were dis-
tributed evenly to all senders throughout the study. Meaning
that if we could not evenly distribute the three framings to the
number of domains we found for each partner in one month
(i.e., when we had a number of domains that could not be
divided by three), we then balanced it out in the following
month.

(5) The individual lists, as well as further instructions, were sent to
our contact persons at the hosting companies and the Federal
CERT, respectively. Email notifications were sent by all senders
every Wednesday in the third week of each month (Day 0). Two
weeks later (Day 14), a reminder email was sent to websites that
were still compromised.

3.2.2. Procedure RQ 4: Reasons

To answer RQ 4, we, as researchers from the university, called
website owners who were still compromised eight weeks after the first
notification email was sent out (Day 56). In the initial phone call, we
invited them to a follow-up interview to get more in-depth information
on why they had not remediated. Again, we processed each month’s
list individually to ensure that we do not contact website owners from
any previous list. The phone number was retrieved from the imprint
or the contact information given on the website. Website owners were
contacted a total of no more than three times by one of the authors if we
were unable to reach them on the first call. In the call, we specifically
asked for the person who received and processed our notification. If the
person did not agree to an interview, we briefly noted down what they
told us regarding our notification (see Appendix C.3 for the categories
we used to code the phone calls).

If the person agreed to participate in an interview, a return call was
scheduled. We then conducted semi-structured telephone interviews.
Note that all interviews were conducted in German as it was the first
language for both participants and the interviewer. The ethics com-
mittee of our institution approved the interview guideline. Informed
consent was obtained before the interviews. The participants were not
compensated, and the interviews took 15 min on average, depending on
the amount of information the interviewees recalled (see Appendix C.1
for the translated interview guideline, including informed consent). All
interviews were recorded and manually transcribed verbatim without
using any transcription Al, while anonymizing personal data in the
process. Only the anonymized transcripts were analyzed. For coding
the interviews, we applied open coding with three coders. The lead
researcher developed a first draft of the codebook based on the inter-
view guideline. After that, three of the authors independently coded
three interviews and then met to discuss new codes and disagreements
within existing codes. Thus, while the development of the initial code-
book followed a deductive approach, further codes were added in an
inductive approach. This process was repeated twice. After 23% of
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the interviews had been independently coded by all three coders, and
an IRR of ¥ = 0.82 was reached in the last iteration, the remaining
interviews were coded independently by only two coders. However, all
three coders met regularly to discuss any questions that arose. In the
end, all codings were checked by the lead author.

3.3. Ethical considerations

All parts of our study were approved by the ethics committee of
our institution. There were no ethical concerns about the permissibility
of our research. In designing our study, we carefully considered any
critical factors reported in related work. Firstly, neither we nor the
crawling service we used exposed the websites or web servers to
any risk, e.g., through performing any form of attack (in contrast
to, e.g., Wu and Lu, 2021). We only sampled websites that showed
indicators of being compromised as explained in Section 3.1.

Secondly, we carefully discussed the necessity and permissibility of
a legal framing, i.e., a reference to legal obligations to remediate the
hacking. As mentioned in the context of the Princeton study (Princeton
University, 2021; Princeton, 2021), legal framings can cause fear and
anxiety among recipients, and may lead to anger about the notification
and mistrust in the senders. Since legal framings, i.e., referring to the
General Data Protection Regulation (GDPR) and potential fines, had
proven most effective in other notification studies (Maa@ et al., 2021c;
Utz et al., 2023), we discussed with several legal entities and law
enforcement agencies (e.g., several cybercrime divisions of the polices
in different states, a university law group, and contact persons at the
Federal CERT) the feasibility of a legal framing similar to the one
used by Maa@ et al. (2021c). However, due to German legislation, this
was impossible. There were only vague grounds for holding affected
websites liable in case of unauthorized third-party redirect hacks, and
prosecution varied significantly across the federal states. Therefore, we
deliberately abandoned this condition - even if it limits the generality
of our results — so as not to put legal pressure on the recipients or cause
them unnecessary stress.

Another potential issue was the processing of personal data, includ-
ing names, phone numbers, and email addresses. It was not possible
to obtain consent for processing this personal data in advance without
contacting participants at least once. Doing so would have compro-
mised the integrity of our experiment. For contacting the affected
websites, we used only publicly available data. In our email notifi-
cation, we linked to our project website to connect the notification
with the research project. A proper debriefing took place when we
were able to reach the website owners via phone. Informed consent
was obtained from all interviewees (see Appendix C.1). During the
interviews, the participants were not exposed to any physical or mental
risk at any time. While all personal data were deleted at the end
of the experiment at the latest (e.g., personal data in the transcripts
was removed during transcription), the domain names of the websites
are retained for ten years as part of our sample documentation, in
accordance with guidelines for proper scientific practice.

3.4. Limitations

Internal validity. The internal validity of our results may be compro-
mised by sampling bias. As described in Section 3.1, compromised web-
sites were identified by searching for specific keywords. This approach
disregards websites that might be compromised by unauthorized third-
party redirect hacks, but cannot be identified via the selected keywords.
To mitigate this bias, the crawling service we used updated its crawling
model to include new keywords over time. We must acknowledge that
we did not have control over the keywords used for the crawling,
which means that there are likely affected websites that were not
found. However, this would only affect the potential sample size and
would not impact our results. As described in Section 3.5, we required
a sample size of 400 websites for our statistical analysis, which we
successfully achieved.

We took countermeasures against cloaking before we added the
websites to our sample (see Section 3.1). Nevertheless, there is a
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potential risk that attackers could have enhanced their cloaking tech-
nique during the 56-day observation period, enabling them to evade
our countermeasures. This would result in false positives, where “com-
promised” websites are erroneously assumed to be “not compromised”
by our monitoring system. However, random manual checks indicated
that such behavior is unlikely to have occurred; therefore, we are
confident that this has not affected our results.

Another limitation concerns our follow-up interviews. Our sample
only consists of people who answered our calls and agreed to conduct
an interview. Website owners who chose to participate in our inter-
views might systematically differ from those who did not, potentially
leading to self-selection bias. Thus, our interview data likely represent
a small and non-representative sample of website owners. Furthermore,
our data might be affected by recall biases. However, we reached code
saturation and gained a wide range of answers, allowing us to identify
trends. Thus, we are confident in the value of our data. Furthermore,
we only contacted website owners when the unauthorized third-party
redirect hack was not fixed. In turn, we did not interview website
owners who fixed the unauthorized third-party redirect hack. While
interviewing website owners who had fixed the unauthorized third-
party redirect hack could have provided interesting results, it was out
of scope for this experiment, and we leave it to future work to address
this.

By ensuring that our email servers had valid SPF, DKIM, and
DMARC records, we addressed potential issues related to reachability.
With our sample being diverse in terms of receiving mail servers we are
confident that we did not encounter the problems with one service, like
Google, filtering most of our notifications, as described in Stock et al.
(2018). However, there is still the general risk that recipients email
spam filters rejected our notifications. Reputation monitoring systems
or spam blocking lists are helpful to check the reputation of the sender’s
email address (Maal et al., 2021b). As we wanted the experiment to
be integrated into the regular notification process of the Federal CERT
and the hosting providers, we had no control over their mail server
configurations and could not subscribe to any spam reporting service.
We acknowledge that potential differences could have an impact on
deliveries itself as well as delivery rates and time (also affecting the
appearance of our notifications in recipients’ inboxes), which might
have influenced whether the notification was read.

However, we can be sure that these institutions regularly check the
reputation of their email addresses. Our notifications were treated the
same as any other of their usual communications. We recorded if one
of our emails bounced and also asked our partners to report emails
that bounced. We are aware of a total of two emails that could not be
delivered, indicating a negligible number of emails experiencing tech-
nical delivery issues. We only checked whether our university address
and the CERT’s address are listed on Spamcop.net and Spamhaus.org
after completing our experiment, but no problems were found with
either address. There is still a high probability that our notifications did
not pass the “human” spam filter, as our results in Section 4.2 show.
Unfortunately, we cannot quantify how many notifications might have
been discarded as spam by the recipients.

External validity. The non-representativeness of our sample limits the
external validity of our findings. We could only include websites that
were discovered in the web crawling. Furthermore, our notification
experiment is exclusively focused on German websites, constraining
its external validity. The findings might not be generalizable to other
geographical locations, as websites may operate under different legal,
cultural, or technological environments. However, we wanted to focus
on only one country first to avoid introducing additional variables to
our experiment (e.g., legal requirements in different countries, poli-
cies of CERTs or hosting providers, or translation of the notification).
Furthermore, as Maal} et al. (2021c) noted, restricting notification
campaigns to a specific country has the advantage that notifications
are better understood and the names of senders are somewhat familiar,
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which increases trust in the organization sending the notification.
Nevertheless, replicating our study in other countries and for other
regulatory and cultural contexts represents an important direction for
future work to confirm that our results are valid for a global audience
as well.

Lastly, regarding the interaction effect between sender and framing,
we cannot be certain that our participants share our view of relating
the Federal CERT to the reputational framing, hosting providers to the
technical framing, and universities to the neutral framing, which might
have affected the effectiveness of our framings.

3.5. Data analysis

For our notification experiment, we measured and controlled two
independent variables (framing and sender) with three nominal char-
acteristics each (neutral, technical, reputation, and university, hosting
provider, Federal CERT). The existence of third-party redirects was
continuously measured by our monitoring system four times a day
throughout the observation period, as defined in Section 3.1 (see also
Fig. 3). Thus, we measured remediation as our dependent variable as
days until remediation (continuous).

We analyzed the differences between the framings (RQ 1), and
the differences between the senders, and between the senders and
the control group (RQ 2), using a single-factor ANOVA. To identify a
possible correlation between sender and framing, we used a two-factor
ANOVA (RQ 3). Additionally, we used survival analysis to compare the
time until remediation between our treatment groups. For feasibility
reasons, we only interpreted the results of the automatically determined
status once a day. Therefore, we decided to use right-censoring and
Kaplan-Meier estimator, as in previous studies where survival analysis
was used (Maal3 et al., 2021c; Lone et al., 2022; Cetin et al., 2016,
2018) and Zeng et al. (2019), instead of, e.g., interval censoring.

We used an alpha level of .05 for all statistical tests, and applied
post-hoc Holm-Bonferroni correction to counter alpha error cumula-
tion. We also used a priori power analysis to determine the estimated
sample size for our statistical analysis. We found that by assuming
a medium effect size, we would need 280 websites to run a single-
factor ANOVA with four groups (university, hosting provider, Federal
CERT, control), and 400 websites to run a two-factor ANOVA with
six groups (three senders, three framings). In the absence of similar
rules for survival analysis, we aimed for a minimum sample size of
280 websites and attempted to collect up to 400 websites. With a final
sample size of n = 467 websites, we surpassed that threshold.

4. Results

Between April 2022 and November 2023, we notified 581 website
owners about unauthorized third-party redirect hacks. We did not
notify 205 website owners who were in our control group. In total,
two emails bounced and were not delivered. These were added to
the control group. We are not aware of any other delivery failures
and, therefore, assume that all our notifications reached their intended
destinations. In total, our sample included 786 websites. Table 1 pro-
vides the number of notifications sent out in each group. The overall
remediation rate for our notification experiment was 42.0%, which
means that 58.0% of websites were still compromised eight weeks after
two notifications.

Our sample also included websites with an unknown status, for
which our monitoring system could not determine a status (see Sec-
tion 3.1). If the monitoring system returned “unknown”, we manually
checked the websites periodically, but not daily. Thus, for these web-
sites, we only have a few manually verified data points within the
56-day observation period. To measure the remediation in days as
continuous variable we excluded the websites for which we could not
clearly define the status or recorded a change in status over the 56-
day period, and created a sub-sample for our longitudinal analysis
containing n = 467 websites.
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4.1. RQ 1 -RQ 3: Effect of framing and sender

To determine the effects of sender on the time to remediation as
a continuous variable, we first used one-way ANOVA with the sub-
sample (n = 467). University, hosting provider, and Federal CERT did
not show any outliers in the box-plot-diagram, but the control group
had 16 extreme outliers, which seemed reasonable to us: Contrary to
the otherwise long time to remediation — or non-remediation until the
end of the observation period - these cases were indeed remediated and
sometimes even relatively quickly. Data were not normally distributed
(Shapiro-Wilk test, p <.001), but ANOVA has proven robust against
violations of the assumption of normality (Blanca et al., 2017; Lix
et al., 1996; Schmider et al., 2010; Harwell et al., 1992; Glass et al.,
1972). There was no homogeneity of variance (Levene’s test, p <
.001), and we, thus, interpreted the results of Welch’s test. For sender
we had defined four categories: control group, university, hosting
provider, and Federal CERT. The mean time to remediation was 51.61
days (95%-CI[49.30, 53.91]) for the control group, 39.83 days (95%-
CI[35.41, 44.26]) for university, 39.61 days (95%-CI[34.77, 44.45])
for the hosting provider, and 41.93 days (95%-CI[37.75, 46.11]) for
the Federal CERT. We observed that the time to remediation was
significantly different for at least one group, but only with a small
effect, Welch’s F(3, 230.87) = 16.68, p < .001, %> = .054. There were no
statistically significant differences between the three treatment groups
(p >.05). Still, each sender was significantly different from the control
group (Games-Howell post-hoc analysis, p <.001: university - Control:
-11.77, 95%-CI[-18.31, —5.24], Federal CERT - Control: —9.68, 95%-
CI[-15.93, —3.42], provider - Control: —12.0, 95%-CI[-19.02, —4.98]).
Applying the Holm-Bonferroni correction confirmed these findings (see
Appendix D, Table 4 for all results).

Second, we performed a two-way ANOVA to assess the effects of
framing, sender, and the interaction effect between framing and
sender on the time to remediation as continuous variable. For framing,
there were no outliers, as indicated by the box-plot diagram. In none
of the categories, the data were normally distributed (Shapiro-Wilk
test, p <.001), but again, we can assume robustness against violations
of the assumption of normality, since our sample size was larger
than 15 domains for each group. We also determined homogeneity
of variances using Levene’s test, which showed that equal variance
could be assumed (p = .054). We excluded the control group as sender
from our data, as we only wanted to determine effects if a notification
was sent (n = 334). For framing we had defined three categories:
neutral, technical, and reputation. The mean time to remediation was
42.59 days (95%-CI[38.24, 46.95]) for the neutral framing, 40.05
days (95%-CI[35.74, 44.36]) for the technical framing, and 39.02 days
(95%-CI[34.32, 43.72]) for the reputational framing. Interestingly, as
shown in Fig. 4(a), the reputational framing resulted in the highest
remediation rates for Federal CERT as sender, and the neutral framing
resulted in the highest remediation rates for university as sender. How-
ever, our assumption that there is a general interaction effect between
the framing and sender was not valid for the hosting provider as sender,
where both the reputational and the neutral framing resulted in higher
remediation rates than the technical framing. Furthermore, our main
model was not significant, F(8, 325) = 0.53, p = .834, and neither
of our framings (neutral, technical, reputation), F(2, 325) = 0.09, p
= .916, nor any of our senders (university, hosting provider, Federal
CERT), F(2, 325) = 0.41, p = .661, or the interaction between framing
and sender, F(4, 325) = 0.75, p = .559, were significant.

Third, we conducted survival analysis using the sub-sample (n =
467). The websites that were notified with a reputational framing were
estimated to remediate with a mean of 39.02 days (95%-CI[34.39,
43.65]), requiring the least time until remediation compared to a tech-
nical framing (M = 40.05, 95%-CI[35.81, 44.3]), or a neutral framing
(M = 42.59, 95%-CI[38.25, 46.93]). However, the results of the log-
rank test showed that survival distributions do not differ significantly,
72(2) = 0.299, p = .861 (see Fig. 4(b)).
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We also analyzed the effect of sender within our survival analysis.
The websites that the hosting providers notified were estimated to
remediate with a mean of 39.61 days (95%-CI[34.86, 44.36]), requiring
the least time until remediation, whereas websites that were notified
by the university (M = 39.84 days, 95%-CI[35.48, 44.2]), or the
Federal CERT (M = 41.93 days, 95%-CI[37.76, 46.12]) took longer. All
treatment groups required significantly fewer time until remediation
than the control group (M = 51.61 days, 95%-CI[49.33, 53.88]). The
log-rank test confirms that significant differences exist between at least
two of the four groups, y2(3) = 17.49, p <.001. Pairwise post-hoc log-
rank tests showed statistically significant differences in the survival
distributions of the control group and the Federal CERT, »2(1) = 10.63,
p = .001, the control group and the provider, y>(1) = 15.79, p <.001,
as well as the control group and the university, y>(1) = 13.05, p
<.001. However, there were no significant differences in the survival
distribution of the treatment groups (see Fig. 4(c)).

4.2. RQ 4: Reasons for non-remediation

Approximately eight weeks after our initial notifications, we con-
tacted the website owners who had not remediated their websites.
Between October 2022 and December 2023, we called 316 website
owners via phone. We managed to reach 210, of whom 42 agreed
to an interview. While not all agreed to an interview, most website
owners provided some information in the phone calls, e.g., whether
they received our notifications or already knew about the attack, which
we also noted down as codes (see Appendix C.3 for an overview of the
codes we used). Thus, we were also able to analyze the responses we
received during the phone calls. See Fig. 5 for an illustration of the
process and Figure 6 for the results.

Of those who had not agreed to an interview (n = 168), 75 website
owners said they were not aware of our email notification. In contrast,
26 website owners said they got some information, and eight already
knew about the attack before our notification. We were unable to
collect further information from 51 website owners, who either would
not speak with us (14 website owners) or did not respond as promised
during the initial call (37 website owners). Instead, in our interviews
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(n = 42), we mainly talked to website owners who had received our
notification: 28 interviewees had received and read our notification,
two website owners said they had not received our notification, and
12 did not remember if they received it.

All 14 interviewees who did not — knowingly — receive and, thus,
read our notification stated that they overlooked our email, probably
because it got buried among the daily spam. Or, as [P29] summarizes:
“Well, I have to be honest and say that I think a message like this [...]
comes so unprepared and you receive such an abundance of emails every
day suggesting that something needs to be done in some way, um, that I
think it’s incredibly difficult to fight against [...] this flood of spam and
it’s, therefore, incredibly difficult to actually convey the seriousness that it
needs to be received and read [...] at all”. P[36] also explained the email
address we wrote to was too general, and it probably got lost due to
vacation: “You sent it to a rather general address. [...] Maybe someone was
on vacation, I don’t know, but in any case it went through”. P[29] further
added that the email address we used belongs to an old website and is
only infrequently checked: “[I]t is our former company account, [which]
no longer exists, and [...] is only checked very rarely”. Some participants
also mentioned that the subject line we used did not help the email
to stand out. P[7] explained: ‘“Important information’ sounds a bit more
like... I get a lot of e-mails like that, where it says something like ‘very
important, very important’. That actually tends to get thrown out, because
most of the time [...] it’s just the opposite, when it somehow says ‘super
important’ or something like that and then I click on it and then I see, ok,
that’s just something that’s not important at all”.

Even if they had knowingly received and read the notification, 11
interviewees said they regarded the notification as spam and, thus, did
not immediately react to it. P[4] said the sender was not familiar (“I’d
say that the average user, who sells his cake on the internet, won’t know the
CERT anyway”). P[37] mistrusted Federal CERT as sender, questioning
their motivation, and found this kind of notification unfamiliar: “So,
[...] cert@BSI didn’t mean anything to me”. P[22] also said that a
federal office scanning websites at no cost and informing users about
vulnerabilities seemed unrealistic to them: “Or CERT [...] this seems
implausible itself. Because, I think, why should some irrelevant website be of
interest [...]? You know[...] in those offices, where they usually have other
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things to do, [...] and then they additionally write emails to people [...] So
why should they do that? [...] [A]nd then I thought, no, not really, that can
only be spam”.

In addition, nine interviewees did not consider the unauthorized
third-party redirect hack relevant enough to take immediate action.
The main reason, given by three interviewees, was that the website
has no priority for them. P[4] said they did not have time to fix the
unauthorized third-party redirect hack immediately and then forgot
about it: “To be honest, I haven’t had time to take care of it. It sounds
a bit weird that we as a web-agency don’t take care of our website,
but we’re so busy with work that we never really actively advertise on
the website. So it wasn’t a big priority for me at first”. P[7] felt that
troubleshooting is more expensive than just launching a new website,
so they did not react: “[...] if I hire a web designer or a programmer
who spends, I don’t know, 3 days searching for something, it will cost me
more than building a new website”. Two interviewees said they had not
understood the problem, and four could not reproduce it. P[20] could
not reproduce the problem because they did not read the advice on how
to verify the unauthorized third-party redirect hack carefully enough.
Two interviewees stated that they had checked their files but could
not identify anything suspicious. Two interviewees admitted that they
had understood the problem and found it relevant enough to act on,
but did not know how to remediate, and 11 interviewees thought the
attack was already remediated. We provide relevant quotes from the
interviews in Appendix E, Table 5.

5. Discussion and future work

As discussed in Stock et al. (2018) three key parameters contribute
to the success of notification campaigns: (1) successful delivery of the
notifications; (2) trust in the notification process; and (3) enhancing
recipients’ ability to remediate.

We must assume that our manual efforts in retrieving email ad-
dresses from the imprints of the websites were worthwhile, as the
majority of notifications seemingly reached recipients’ inboxes. This is
supported by the fact that only two notifications bounced.® However,
we observed that the second and third parameter, “reaching out” and
“breaking through”, were significant challenges in our notification
experiment.

5.1. Reaching out: Notification channel and sender

We learned that a significant number of website owners, who did
not remediate the unauthorized third-party redirect hack within 56
days, could not recall receiving our notification. Some interviewees
mentioned that the contact information we used was too unspecific or
outdated, which diminished the reliability of our email notifications.
One alternative could be to reach out to those affected via alternative
notification channels, such as phone calls — the second most preferred
notification channel identified in our pre-study (Hennig et al., 2022b).
However, as highlighted in previous research (Maal et al., 2021c; Stock
et al., 2018), and confirmed during our follow-up interviews, calling
website owners is time-consuming and costly, making it unsuitable for
large-scale notification campaigns.

Another reason why some email notifications went unnoticed or
were regarded as spam was the lack of familiarity with the sender,
distrust regarding the sender’s intention, or simply the fact that they
were notified at all. When we asked for recommendations for suitable
senders, we found that opinions varied greatly among the interviewees.
Website owners indicated a preference for notifications from a trust-
worthy and reputable sender but could not provide specific examples.

5 As described in Section 3.2, we purposively did not include further
tracking mechanisms, so we can only assess delivery success based on the
number of bounces.
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We assumed that the Federal CERT, as also investigated in Lone et al.
(2022) and Nosyk et al. (2023), or the respective hosting providers are
perceived as reputable senders. However, even when websites were
notified of these trusted entities, our experiment demonstrated that
remediation is not significantly higher than if the notifications are sent
by the university. This, thus, confirms that the perception of a sender’s
trustworthiness depends highly on the individual recipient, as already
stated in Hennig et al. (2023). However, since all our treatment groups
performed significantly better than the control group, we can support
previous research (Durumeric et al., 2014; Kiihrer et al., 2014; Li et al.,
2016a,b, 2019; Maal} et al., 2021a,c; Stock et al., 2018, 2016; Vasek
and Moore, 2012; Zeng et al., 2019; Cetin et al., 2017, 2019b, 2016)
in that sending out notifications does indeed encourage remediation.

We encourage future research to investigate these findings in the
light of the Elaboration Likelihood Model (ELM) of persuasion, a the-
oretical model from communication science in the context of media
effects research. We can consider our notification as a stimulus in
the form of a piece of persuasive information that should motivate
the recipients to change their attitude or behavior, i.e., remediate
their vulnerable websites. The ELM proposes two “routes” by which
recipients interact with the information (e.g., in a notification) based
on the level of elaboration that is stimulated. If deemed convincing,
the notification leads to a change in attitude or behavior, i.e., results in
the remediation of the described issue. First, when elaboration is high,
e.g., if the recipient has a high need for cognition and is motivated to
interact with the notification, the information is processed on the cen-
tral route. Here, the content and its arguments are closely scrutinized,
and the information is carefully examined. However, based on what
we learned in our follow-up communication with the recipients, we
have to assume that vulnerability notifications via email are processed
on the peripheral route, where elaboration is low and information is
mainly processed based on heuristic principles, e.g., credibility heuris-
tics where the sender’s perceived expertise is assessed. Peripheral cues,
i.e., external factors such as the perceived credibility of the sender,
have a particularly strong effect on the information processing via the
peripheral route, as they serve to assess whether a change in attitude or
behavior is necessary.

In the context of vulnerability notifications, this leaves researchers
and practitioners with two challenges. First, external circumstances
should be improved so that the recipient is empowered and motivated
to process a notification directly on the central route. Taking sender and
notification channel as an example, elaboration motivation could be
stimulated by personal relevance (e.g., choosing a sender that has a
personal relationship to the participant), and elaboration ability could
be stimulated by sufficient prior knowledge about the topic or a non-
distracting environment (e.g., choosing a notification channel that is
exclusively used to address tech-savvy contacts directly, as opposed to
a universal notification channel that receives many irrelevant messages
and is mainly managed by non-tech-savvy contacts who do not expect
to handle critical vulnerability notifications). Future work should use
the ELM to systematically identify external factors in the context of
vulnerability notifications that increase elaboration motivation and
elaboration ability.

RFC 9116 (Shafranovich and Foudil, 2022) proposes a file format
(security.txt) in which dedicated contact information for technical con-
tacts are provided so that vulnerability notifications can be sent in a
“non distracting environment”. Unfortunately, related work has shown
that the adoption of security.txt is alarmingly low (Poteat and Li, 2021;
Findlay and Abdou, 2022). Yet, we still lack a fundamental under-
standing of the reasons behind this hesitance among website owners to
provide such contact information. To address this gap, we recommend
future work to directly engage with website owners, explore potential
misconceptions or obstacles they face, and identify resources website
owners need. Furthermore, it might be beneficial to raise awareness for
the importance of providing such contact information while fostering
a broader understanding of website security within a comprehensive
awareness campaign. Future work might evaluate the impact of con-
cepts like a “Web Security Awareness Month”, which could serve as a
rallying call for better practices in the community. Organizations such
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as chambers of commerce, industry associations, national CERTs, and
external service providers — including hosting and content management
platforms like WordPress — are in a unique position to lead these efforts.
By coming together to offer comprehensive information, workshops,
or webinars focused on website security, they can create a powerful
network of support and knowledge-sharing, inspiring website owners
to embrace best practices and enhance their security posture. Based on
the recommendations of Gerber et al. (2025), website owners may find
the problem and its remediation less daunting if they feel supported and
have the opportunity to connect with others, which leads to an increase
in website owners’ self-efficacy and consequently, increases their ability
to remediate.

Future work should also investigate how theoretical foundations
from the context of organizational information security awareness cam-
paigns (see, e.g., Bada et al. (2015) for an overview), could shape
the organization of and the communication around such events, as
has been explored in related but distinct contexts, such as Social
Network Analysis to select security champions in companies (Dang-
Pham et al., 2017), or Transactive Memory System Theory (TMS) to
facilitate sharing IT security knowledge within a group (Alahmari et al.,
2023). Further factors that influence information security behavior of a
website owner, such as job characteristics, personality traits, or real-life
exposure (Furnell and Rajendran, 2012), should also be investigated
to identify different types — or personas — of website owners. This is
helpful information for ultimately tailoring such events to different
target groups and making them as effective as possible for participants.

Second, peripheral cues have to be researched in more detail. This
is especially important as it has to be considered that, depending on the
context, every cue — or factor — has different effects. A sender’s reputa-
tion, for example, might affect the degree of elaboration, i.e., whether
the information is processed on the central or the peripheral route. Or
it may affect decision-making within each of the routes, i.e., serves as
a peripheral cue within the peripheral route, to motivate the recipient
to take the notification as credible based on their credibility heuristic,
or influences the valence of elaboration within the central route by
increasing personal relevance. In general, every factor that accompa-
nies the communication can be a peripheral cue. For communication in
(mass) media, factors such as characteristics of the speaker (e.g., voice,
presentation style, appearance, prominence, etc.), characteristics of the
situation (e.g., environment in which a message is presented), char-
acteristics of the message itself (e.g., length, repetition), or personal
characteristics of the recipient (e.g., mood, distraction, attitude towards
a message or the sender, attitude of other persons towards the message,
etc.) are described as influencing factors (Burkart, 2021; O’Keefe, 2015;
Wirth and Kiihne, 2013). It would be interesting to know which of these
factors are especially effective within risk communication, i.e., vulnera-
bility notifications, in contrast to other persuasive communication, such
as advertisements.

Our results regarding suitable channels and senders are twofold.
Firstly, since none of the senders in our experiment proved to
be most effective, we recommend that practitioners designate a
single authority, like the Federal CERT, to handle security or
privacy-related vulnerability notifications. This entity should be
promoted nationally, possibly through partnerships with business
associations to amplify its reach. Secondly, for future research
on notification campaigns, we recommend exploring additional
strategies to raise a general awareness among website owners for
cybersecurity, and encourage them to provide accurate security
contacts (e.g., security.txt). Although email scales well for notifi-
cation campaigns, it should be accompanied by efforts to increase
general awareness of security notifications to ensure they stand
out amidst other emails. Within the context of the ELM, enhancing
background knowledge and the relevance of a topic positively
impacts elaboration ability and motivation, thereby increasing the
likelihood that a notification is processed via the central route.
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5.2. Breaking through: Framing and notification content

We discovered that website owners who did not remediate often did
not consider the notification relevant enough to take (immediate) ac-
tion against the unauthorized third-party redirect hacks. Interestingly,
in contrast to previous research (e.g., Maal? et al., 2021c), we see that
trust in the notification content was less of an issue, a finding sup-
ported by our remediation rate. Once the notification was considered
relevant, a significant percentage (42%) of website owners remediated
the unauthorized third-party redirect hacks. However, as described
above, it appears the notifications did not convey sufficient relevance
to motivate elaboration and, thus, to surpass the daily “flood” of
unsolicited messages. This was also echoed in our interviews: Website
security was not a main priority for the website owners we interviewed.
Some were unable to gauge the extent of the attacks and were often
reluctant to invest more resources than absolutely necessary in website
maintenance, especially considering that it is typically not their bread
and butter.

Providing incentives to raise awareness for the problem’s severity
did not significantly enhance the effectiveness of our notifications.
Neither of the two framings with incentives (reputation, technical)
was significantly more effective. We observed a slight advantage of
the reputational framing in terms of time to remediation compared
to the technical or the neutral framing, but the differences were not
significant. We also examined whether a framing sent from an author-
itative source — one that could impose fines for non-compliance, as
suggested by Maal} et al. (2021c) — might enhance the effectiveness
of our vulnerability notifications. In the absence of a legal framing
in our experiment, we investigated the effect of other framing-sender
combinations (i.e., technical framing from a hosting provider, and rep-
utational framing from the Federal CERT). Our study did not uncover
any correlation between sender and framing, making it impossible to
generalize the results from Maal et al. (2021c) and Utz et al. (2023)
to other framing-sender combinations.

While we could not generalize results from Cetin et al. (2019a,b),
who found that technical incentives in the form of quarantining com-
promised domain owners is effective, or Maal et al. (2021c) and Utz
et al. (2023) who proposed that certain framings are only effective in
combination with a corresponding sender, we were able to confirm
results from Zeng et al. (2019) in that framings have no (additional)
effect on remediation. As both of our framings with incentives were
only slightly more effective than the framing without any incentive, we
do not observe a significant effect of a certain type of notification being
discarded as spam more often (e.g., notifications with a neutral framing
being discarded more frequently than those with a reputational fram-
ing). Perhaps the wording of the technical and reputational framings
were not explicit enough to motivate the recipients to remediate and
protect themselves more than was the case with the neutral framing.

Possible explanations can be derived from the Protection Motivation
Theory (PMT) (Rogers, 1975). According to PMT, reactions towards
warnings are based on two appraisal processes: the coping appraisal
and the threat appraisal. In the process of threat appraisal individuals
assess their perception of a threat, based on three factors: perceived
severity, which refers to the expected degree of harm caused by the
threat, perceived vulnerability, which indicates the likelihood of expe-
riencing that harm, and maladaptive rewards, meaning the aspects that
reinforce insecure behaviors. For individuals to feel motivated to react
to a warning, the perceived severity and perceived vulnerability must
outweigh any maladaptive rewards. In our notification experiment, we
aimed to increase the expected degree of harm and enhance partici-
pants’ perceived severity by using technical and reputational incentives.
However, it is possible that the incentives we provided were not strong
enough to effectively influence participants’ perceptions.

Some researchers propose that increasing the perceived risk asso-
ciated with vulnerabilities, or threatening website owners with public
disclosure if they do not remediate, could provide stronger stimuli to
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evoke action and improve remediation rates significantly (Li et al.,
2016a; Stock et al.,, 2018). Based on our results, we would argue
against employing threatening incentives. One interviewee proposed
that notifications should be addressed to browser vendors, allowing
them to directly block malicious websites in the respective browsers
and, thereby, alert website owners about the severity of the unautho-
rized third-party redirect hack. While such warnings can effectively
attract the website owner’s attention and significantly increase remedi-
ation, they must be accompanied by additional information about the
compromise and clear remediation instructions, as noted by Li et al.
(2016b). Furthermore, stimulating threat perception must not lead to
fear arousal (Mayer et al., 2017; Zou et al., 2024). Research has shown
that heightened pressure and concern may lead to refusal and mental
overload, as observed in contexts such as passwords (Alkaldi and
Renaud, 2018; Dupuis et al., 2021) or cybersecurity incidents (Dupuis
and Renaud, 2021; Renaud et al., 2021a). Related work has also shown
that security and privacy topics in general are perceived as complex
and frightening by users, leading to people feeling overwhelmed and
frustrated (Renaud et al., 2021b; Gerber et al., 2025; Da Silva and
Jensen, 2022). Instead of stimulating negative emotions that might
inhibit recipients to take action, recent work recommends to frame
security and privacy topics as “more engaging and enjoyable” (Ger-
ber et al., 2025). In the context of vulnerability notifications, prior
results (Lone et al., 2022; Hennig et al., 2023) also propose that positive
reinforcement — such as emphasizing that remediation reduces the
threat to others — may be more effective in motivating website owners
to remediate compromises.

In the context of the PMT, positive reinforcement can also take
place in the process of coping appraisal, where individuals assess their
ability to cope with a threat based on three factors: self-efficacy,
response efficacy, and response costs. To motivate protective actions,
e.g., remediation in our context, Mayer et al. (2017) describe that self-
efficacy and response efficacy must outweigh response costs. In the
context of vulnerability notifications this means that the resources the
recipients need to spent for remediation (e.g., time, knowledge, or costs
for staff or external support) must be outweighed by the possibilities
they have to remediate (e.g., access to the vulnerable system, technical
knowledge), and a perceived high probability that the vulnerability will
be removed after remediation. Thus, another reason our framings were
not effective is that our notification did not stimulate the recipients’
ability to cope with the threat sufficiently to offset the expected costs.

Reasons mentioned by website owners for not remediating included
the belief that they had already remediated, or that they were unsure
about the appropriate solution. This points to transparency issues,
where individuals are not able to perceive the status of their system.
Some interviewees expressed a desire for more information such as
a PDF attachment or links to further resources. Previous studies also
indicated that providing a self-service tool or detailed reports alongside
a notification can be valuable (Stock et al., 2018, 2016; Cetin et al.,
2016, 2017; Maal? et al., 2021c). Furthermore, some of our intervie-
wees suggested that notifications should include offers of support, such
as specific assistance for a fee or help from the Federal CERT. This
indicates a distinct need to understand the systems individuals use and
regain control over it. Future work in this regard should investigate cre-
ating additional materials based on cognitive and behavioral theories,
such as Protection Motivation Theory (PMT), which was, for example,
used to design interventions that should encourage users to change
their passwords after a data breach (Zou et al., 2024), or Theory of
Planned Behavior (TBP) (Ajzen, 2002, 1991), as was, for example, used
by Bulgurcu et al. (2010) who investigated the intention of employees
to comply with security policies in their company. Specifically, factors
like “attitude” (TBP), which was found to have a reliable medium
effect on increasing secure information security behavior (Mayer et al.,
2017) and a large effect on security policy compliance (Cram et al.,
2019), “self-efficacy” (PMT, TBP), which is a factor in both theories
and has proven to have a reliable weak (Mayer et al., 2017) to medium
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positive effect (Cram et al., 2019) especially in combination with “con-
trollability” (Mayer et al., 2017), as well as “subjective norms” (TBP)
and “response efficacy” (PMT) (reliable weak positive effect (Mayer
et al., 2017), medium to large effect (Cram et al., 2019)), should be
investigated to address the issues and needs identified in our interviews.

Another possible reason why our incentives had no (additional)
effect might be habituation effects. As several interviewees mentioned,
they often receive emails that urge them to take action. Therefore,
any incentive that demands action might be dismissed as yet another
spam message. However, this underlines the importance of sending
notifications without any additional call-to-action, and helping recipi-
ents to distinguish legitimate vulnerability notifications from those with
marketing interests.

It might be worth discussing whether a larger sample size could
reduce the likelihood of underestimating potential differences between
our treatment groups (type II error) in our statistical analysis. However,
our findings revealed statistically significant differences between the
control group and the treatment groups, and we met the required
sample size determined by a priori power analysis. Therefore, simply
increasing our sample size would not alter our findings in meaningful
ways. Nonetheless, as discussed in Section 3.4, replicating our study
with a more diverse sample that includes websites from different geo-
graphical regions and legal contexts would enhance the robustness of
our results.

Rather than using threats to compel website owners to remediate
compromises, we recommend supporting website owners in their
coping appraisal by encouraging them, offering support, and in-
cluding references to further information in a broader awareness
campaign. Additionally, we suggest sharing information materials
with third parties, such as CERTSs, hosting providers, or browsers
(e.g., Google Safe Browsing), which can provide further support
or distribute warnings. Future research should develop materials
based on theoretical foundations such as Protection Motivation
Theory or Theory of Planned Behavior and explore whether sup-
plementary materials enhance remediation or foster mistrust. We
also recommend investigating encouraging framings for future
work. Our notification will be freely available to facilitate its use
in practice,® but we advice practitioners to use it without any
specific framing.

6. Conclusion

In our study, we focused on unauthorized third-party redirect hacks,
which are not easily recognizable by non-experts. While the websites
display normal content when accessed directly, infected websites will
list unusual and eventually malicious URLs in search engine results.
This is not only harmful to a website’s reputation, but it also indi-
cates that an attacker gained write access to the website. The goal
of our research was to combine results of previous work and, based
on qualitative interviews with 25 website owners conducted in a pre-
study (Hennig et al., 2022b), develop an effective notification process.
We then conducted a quantitative 3 x 3 randomized controlled noti-
fication experiment, measuring differences between senders that were
deemed suitable by the interviewees (i.e., university, hosting provider,
and Federal CERT), and different framings that should incentivize
website owners to remediate. Between April 2022 and November 2023
we notified 581 website owners via email, observing an additional
205 that were in our control group. We found that only 42.0% of
websites remediated within 56 days. We can confirm previous research,

6 Before publication, we will revise our notification template based on the
feedback from the interviews.
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which also found that we could not identify a sender or framing that
was more effective than others (Stock et al., 2018; Zeng et al., 2019;
Cetin et al., 2016). It may be that, for example, a legal framing or a
sender with legal authority might be more effective; however, the use
of these conditions should be carefully considered in light of potential
ethical issues. Nevertheless, remediation rate was significantly better
in the treatment groups compared to the control group, indicating that
notification campaigns are effective in increasing remediation.

In addition to notifying website owners via email, we called them
when the unauthorized third-party redirect hack was not remediated
within 56 days. We conducted 42 qualitative follow-up interviews to
find reasons for non-remediation. The main reason for non-remediation
was that website owners could not recall receiving our notification
or regarded it as spam. Thus, we found increasing the perceptibility
of notifications to be a major issue. We recognize a general need
to raise awareness about security notifications and the provision of
proper security contacts by website owners, especially for those whose
websites are not their primary business. We also recommend that future
work investigates how email notifications can stand out from the mass
of daily emails in recipients’ inboxes, e.g., by embedding notifications
in a broader awareness campaign, by analyzing framings that encour-
age recipients to open an email, or by following up with website
owners who have remediated the problem to investigate reasons for
remediation. We also found that providing additional support, e.g., in
the form of a self-service tool or a PDF attachment, might increase
recipients self-efficacy and encourage website owners to take action.

We hope that our results and the recommendations derived from
them can guide researchers in finding more effective ways to notify
website owners of compromised websites. We make our revised notifi-
cation texts freely available online to help practitioners when notifying
the victims of compromises.
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