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Abstract. Payment channel networks such as the Lightning Network
are an approach to improve the scalability of blockchain-based cryp-
tocurrencies. The complexity of Lightning, the Lightning Network’s pro-
tocol, makes it hard to assess whether the protocol is secure. To enable
computer-aided security verification of Lightning, we formalize the pro-
tocol in TLA+ and formally specify the security property that honest
users are guaranteed to retrieve their correct balance. Model checking
provides a fully automated verification of the security property, how-
ever, the state space of the protocol’s specification is so large that model
checking is unfeasible. We make model checking of Lightning possible
using two refinement steps that we verify using proofs. In a first step, we
abstract the model of time and in a second step we use compositional
reasoning to separately model check a single payment channel and multi-
hop payments. These refinements reduce the state space sufficiently to
allow for model checking Lightning with small finite models. Our results
indicate that the current specification of Lightning is secure.

Keywords: Model checking · Compositional verification · TLA+ · Pay-
ment Channel · Temporal logic · Real-time systems · Bitcoin · Security

1 Introduction

Blockchain-based cryptocurrencies do not scale well with respect to their trans-
action throughput. One approach to improve said scalability are Payment Chan-
nel Networks – a second layer on top of a blockchain that processes payments
without writing a transaction for each payment to the blockchain. A payment
channel between two users is opened by publishing one transaction on the un-
derlying blockchain. Once a payment channel is open, it allows for performing an
unlimited number of payments between its two users. Finally, a payment channel
is closed by publishing a second transaction. In a payment channel network, the
participating users are connected by payment channels and can perform multi-
hop payments using a path between a payment’s sender and recipient over a set
of payment channels. The Lightning Network [47] is a payment channel network
built on top of Bitcoin [44]. It is being used and experiences a rising adoption [5].

Our goal is to verify that Lightning, the Lightning Network’s protocol, is
secure, i.e., an honest user finally retrieves on the blockchain the user’s correct
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balance in the payment channel even if other users do not cooperate or are ac-
tively malicious. Lightning disincentivizes malicious behavior using a mechanism
that allows honest parties to detect and punish malicious behavior. The pun-
ishment mechanism as well as Lightning’s reliance on time and the number of
involved parties make it difficult to assess whether Lightning actually fulfills the
security property. Such an assessment might be facilitated by computer-aided
methods. In particular, model checking can automatically verify that a protocol
fulfills a property and provide a counterexample if the checked property does
not hold. Lightning is defined by an official specification [62] that describes all
aspects of the protocol and partially the intuition behind the protocol. The spec-
ification is not directly usable for a security analysis because the specification
contains many implementation details and is not formalized. To enable the use
of model checking for Lightning, we contribute a specification of Lightning in the
formal language TLA+ [33, 34] that formalizes all protocol steps and messages
that users send during opening, updating, and closing a payment channel as
well as for multi-hop payments. We also contribute a specification of the security
property of a payment channel network by defining a secure payment system
in TLA+. Our security model allows parties to become adversarial. Adversarial
parties may omit sending messages or publishing transactions required by the
protocol and may publish additional transactions not specified by the protocol.

However, the state space of the specification of Lightning with a model of
time and multiple users is so large that model checking is unfeasible. We make
model checking of Lightning possible using a stepwise refinement (see Fig. 1).
We verify general abstractions with hand-written proofs and use model checking
to verify the actual Lightning protocol. We prove that the model of time used in
the protocol can be abstracted ( 1 & 3 ) using ideas from the research of timed
automata [3]. This proof generalizes to other explicit real-time specifications in
TLA+. In a second step, we prove that it suffices to model check the protocol
for single payment channels 2a and the protocol for multi-hop payments 4
separately. These refinements reduce the state space sufficiently to allow for
model checking Lightning with the model checker TLC [64]. We use TLC to
fully explore the state space of models with payments over up to four hops and
with two concurrent payments. To check also larger models as well as the whole
stepwise refinement, we use simulation which is a lightweight alternative to model
checking where only some random behaviors are explored as opposed to checking
the complete state space. While our approach does not give comprehensive formal
correctness guarantees, it gives confidence that the specification of Lightning is
secure. We leave verifying all refinements with a theorem prover for future work.

We describe Lightning in more detail and give an introduction to TLA+ in
Section 2. Related work follows in Section 3. Our approaches for the specification
of Lightning and for the specification of the security property are presented in
Section 4 and Section 5. In Section 6, we explain our approach for verifying
that Lightning fulfills the security property and sketch the ideas behind each
abstraction step. We present the results of model checking in Section 7 and
discuss limitations of our approach and ideas for future work in Section 8.
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Fig. 1: Structure of the stepwise refinement to show that the Lightning protocol
pI q (see Section 4) implements the security property pV q (see Section 5). In 1 &
3 , we prove that time can be modeled more efficiently. We model check individ-
ual payment channels in 2a and interaction of channels in 4 . The environment
module in spec. pIIaq models the interaction with other channels, ensuring that
a channel in spec. pIIaq can be composed with other channels in spec. pII q.

2 Fundamentals

In this section, we briefly introduce Lightning and TLA+. For a more detailed
introduction, we refer to the extended version of this paper [22].

2.1 Lightning Payment Channel Network

We aim to give an overview of the main ideas of Lightning that contribute to
the protocol’s complexity. A payment channel is opened by publishing a fund-
ing transaction on the blockchain that defines the initial distribution of funds
between the two parties. For each payment being made, the two parties agree
on a new distribution of funds. Lightning ensures that a user can close a pay-
ment channel independently of the other party by asserting that a user always
has a valid closing transaction that could be published on the blockchain and
distributes the funds according to the latest distribution of funds. After each
payment, previously valid closing transactions become outdated but these trans-
actions could still be published on the blockchain. To disincentivize a dishonest
user Alice from publishing an outdated closing transaction, the other user, Bob,
receives revocation secrets when the closing transaction is outdated. These re-
vocation secrets enable Bob to punish Alice by retrieving not only his assets but
also the assets of Alice, if Alice were to publish an outdated closing transaction.
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If two users do not have a common payment channel but they are connected
over a path of payment channels of other users, they can make multi-hop pay-
ments between each other. Intermediate users forward the payment over their
channels and receive a small fee for their service. To prevent intermediaries from
stealing or losing coins, it must be guaranteed that each intermediary receives
an incoming payment on one channel if and only if the intermediary forwards
the payment on another channel. Lightning uses Hash Timelocked Contracts
(HTLCs) to achieve this atomicity. An HTLC is a contract that encodes the
agreement that the recipient receives a specified amount if the recipient proves
knowledge of a preimage to a specified hash before a specified time has passed.
The recipient of a payment draws a random value x , calculates the hash value
y � H px q, and sends y to the sender of the payment. The sender of the pay-
ment creates an HTLC with the first intermediary using y as the hash condition
for the HTLC. The intermediary creates an HTLC with the next hop and each
intermediary repeats this process until the last intermediary creates an HTLC
with the recipient of the payment. The recipient fulfills the HTLC by sending x
to the last intermediary. Thereby, the payment’s recipient receives the payment’s
amount from the last intermediary. Each intermediary forwards the secret value
x back along the route until the sender receives x . Then, all HTLCs are fulfilled
and all intermediaries have received and forwarded the payment’s amount. The
timelocks of the HTLCs are chosen in a descending order from the sender to
the recipient, so that each intermediary has enough time to fulfill the incoming
HTLC from the previous hop if the next hop fulfills the outgoing HTLC.

2.2 TLA+

We specify Lightning and the security property in TLA+. The Temporal Logic of
Actions (TLA) [33] is a temporal logic. The language TLA+ is based on TLA and
used to formalize the behavior of a system. TLA+ has been used repeatedly to
reason about properties of systems and protocols (see [11,40]). We chose TLA+

because, as a general purpose language, TLA+ allows for specifying arbitrary
protocols although abstractions are required for modeling cryptographic primi-
tives (see Section 4) and because there are tools supporting different verification
methods from model checking [63,64] to theorem proving [41].

In TLA+, the state of a system is described by a set of variables v . Formally,
a state is an assignment of values to variables. The state space of a system is
the set of all reachable states. A behavior is a sequence of states. A system is
described by defining the set of valid behaviors of the system. A step is a pair
of successive states in a behavior. An action is a function that maps a step to a
boolean value. If an action A maps a step to true, then this step is an A step.
An action A is enabled in a state s if there exists an A step starting at state s.

The definition of a system in TLA+ is the set of all valid behaviors of the
system. A system is described inductively by a set of initial states and an action
that determines valid steps of the system. The set of initial states is defined by a
formula Init that defines the values that each variable can have in an initial state.
An action that commonly has the name Next determines which steps are allowed
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for the system to change its state. By starting in an initial state and performing
steps allowed by the action Next , the behaviors of the system can be generated.
A system with variables v is represented as a formula Spec � Init ^ 2rNextsv
where 2 is the always operator of temporal logic and rNextsv means Next or a
stuttering step in which all variables v are unchanged. An additional conjunct
may be a fairness condition, e.g., WFv pAq which asserts that an A step is taken if
the action A is enabled continuously. The Next action is typically a disjunction
of multiple subactions that define different ways for the system’s state to be
updated. An action A is described as a conjunction of multiple conjuncts that
describe the state in which the action A is enabled and the new state that is
reached by an A step. Primed variables (e.g., v 1) are used to describe the values
of the variables in the new state and unprimed variables (e.g., v) describe the
values of the variables in the current state.

The variables of a system can be internal or external. From the outside,
what a system does is described by the external variables only. A specification
S1 implements (or, equally, refines) specification S2, noted S1 ñ S2, if all external
variables of specification S1 are also external variables of specification S2 and,
when restricting the specifications to these external variables, every behavior of
specification S1 must also be a behavior of specification S2.

3 Related Work

Aspects of Bitcoin and Lightning were formally analyzed in previous work.
Andrychowicz et al. [4] modeled Bitcoin contracts as timed automata and ver-
ified them using the Uppaal model checker [36]. Setzer [54] modeled Bitcoin
transactions in Agda [13]. Boyd et al. [14] created a model of a blockchain in
Tamarin and analyzed Hash Timelocked Contracts, a primitive that is used by
Lightning. Hüttel and Staroveški [27, 28] formalized four subprotocols of Light-
ning and analyzed these protocols using ProVerif for secrecy and authenticity
properties. These works on Lightning are complementary to the problem defi-
nition in Section 1 as they show lower level properties of subprotocols but not
the security of the combined protocol. Rain et al. [16, 48] formalized two sub-
protocols of Lightning and conducted an automated analysis for game-theoretic
security. Their work is also complementary to the problem definition above as
their formalization of the protocol assumes that an honest party actually can
punish a dishonest party. This assumption is a property that we aim to prove.
Weintraub et al. [65] analyzed the messages exchanged in Lightning during a
single-hop payment. They found an ambiguity in the official specification and
show two scenarios in which parties might loose their funds if they do not fol-
low the protocol correctly. In particular, parties may not prematurely consider a
payment processed and may not agree out-of-band about a payment’s outcome.

The security of Lightning was analyzed before by Kiayias and Thyfronitis
Litos [31]. They specified an ideal functionality and used the UC framework [17]
to prove that Lightning securely implements this ideal functionality. Compared
to our formalization, the protocol definition of [31] considers more details about
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the cryptographic aspects. While working on our TLA+ formalization of Light-
ning, we found two subtle flaws in the description of [31] of Lightning that render
the formalized protocol insecure. The first flaw concerns an incomplete descrip-
tion of how a user reacts to maliciously published outdated transactions. The
second flaw is more subtle and concerns how the data in an input is linked to the
spending methods of an output that is spent by this input. A detailed description
of the flaws can be found in the appendix and in the extended version of this
paper [22]. While we found the first flaw by comparing our formalization to the
definitions in [31], we found the second flaw only by model checking when we had
a similar flaw in a draft of our formalization. We believe that the specific flaws
can be corrected and Lightning actually fulfills the ideal functionality. However,
it is difficult and tedious to manually find such flaws in a proof. Using model
checking, such issues can be revealed automatically.

Concurrently to our work, Fabiański et al. [21] used the deductive program
verification platform Why3 [10] to formalize and verify a simplified variant of
Lightning. They also formalized the informal security property that honest users
do not loose money. In contrast to our approach of defining the security property
by defining the behavior of a secure system, they use a game-based definition
which is more complex. While we assume an adversary with limited capabili-
ties, they verified that the formalized protocol is secure even in the presence of
arbitrary behavior. Their work shows that a formal verification of even a vari-
ant of Lightning considering only single payment channels without HTLCs is a
challenging effort.

4 Formalization of Lightning

To verify the security properties of Lightning, we need to formalize Lightning
first. In this section, we explain important aspects of our TLA+ formalization of
Lightning to show the assumptions and the abstraction layer of the formalization.
The complete formalization is available as accompanying artifact [23].

The TLA+ formalization specifies a system with an arbitrary number of users.
The behavior of a user is specified as in the official specification [62] with some
simplifications that we detail below. The key task of Lightning is to ensure that
each user can spend the right transaction output at the right time. Therefore,
our model of Lightning focuses on the protocol logic in which users exchange
data to build transactions, publish transactions, and observe transactions on the
blockchain. To keep the complexity at a manageable level, we do not model fees
and we abstract cryptographic primitives like signatures and hash functions.

To ensure that our TLA+ formalization of Lightning captures the behavior
of Lightning as closely as possible, the TLA+ formalization follows the structure
of the official specification. We make use of the same identifiers for messages as
in the official specification, and the states of HTLCs in the formalization can be
mapped to those used in Core Lightning [60], an implementation of Lightning.

Lightning uses primitives such as signatures and hash functions that are not
directly available in TLA+. For the formalization, we make the perfect cryptog-
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raphy assumption that the adversary cannot break cryptographic primitives, and
we use a symbolic representation of cryptographic keys and signatures as done in
previous work (e.g., [4,14]). We abstract these primitives by focusing on their rel-
evant properties that are used in Lightning. For example, Lightning is based on
the assumption that a hash function is deterministic and easy to evaluate given
the preimage but cannot be reverted given a hash value and that two different
inputs to a hash function result in two different outputs. In the TLA+ formal-
ization, the preimages that are used for multi-hop payments are not randomly
generated but are deterministically assigned based on the associated payment.
We model the hash value of a preimage to be equal to the preimage itself and dis-
tinguish hashes and preimages by the names of the variables in which a preimage
or hash value is stored. In Bitcoin, transaction identifiers are defined as a hash
over the transaction. In the formalization, we model transaction identifiers by
drawing a new unique value for each transaction when the transaction is created
and including that identifier in the transaction.

The TLA+ formalization contains a model of the blockchain and all trans-
action types used in Lightning defining the conditions how each transaction
output can be spent. We model publishing a transaction on the blockchain by
a single step that happens instantly, i.e., we assume that users have blockchain
connectivity and we make the simplifying assumption that each transaction to
be published is included in the next block being created. For the communication
between users, we model that messages are delivered reliably and in order but
can be arbitrarily delayed.

In Lightning, the height of the blockchain is used as logical time that is rele-
vant for the timeout of HTLCs. We refer to the height of the blockchain as time,
which is formalized as a variable that is advanced by integer steps. Thus, our
specification of Lightning is a real-time specification. While there are languages
especially for modeling real-time systems (e.g., Kronos [15], Uppaal [36]), we
use TLA+, a general purpose language. Real-time systems can be modeled in
TLA+ using explicit real-time specifications [35] that we define as follows. An
explicit real-time specification has a set of variables for clocks. Because time is
defined in Lightning by the height of the blockchain, we restrict all clocks to
have discrete values. Progress of time is modeled by a Tick action that advances
each clock by the same non-negative integer value and leaves all other variables
unchanged. In the specification of Lightning, we model time using a clock rep-
resenting the height of the blockchain and, for each published transaction, a
specific clock which models the time since the transaction’s publication and is
used to determine whether a timelocked transaction is valid. Some actions in the
protocol are urgent (see [12]) meaning that they need to happen before a certain
point in time, e.g., a user has to fulfill a HTLC before the HTLC’s timeout. We
model this by letting each user specify deadlines and not letting time advance
beyond a deadline until a step is taken that removes the deadline.

The TLA+ formalization also models adversarial behavior. The adversary
model allows the adversary to omit sending messages or publishing transactions.
Also, the adversary is allowed to create and publish transactions other than



8 M. Grundmann and H. Hartenstein

those specified by the protocol. Transactions published by an adversary are only
relevant if they spend an output of a transaction that is related to the payment
channel. In the formalization, an action models that the adversary publishes
transactions in two ways: First, by finding all outputs that are spendable for
the adversary and publishing a new transaction that spends these outputs and
sends the funds to the adversary. Second, by signing and publishing a transaction
that the adversary has already received the other user’s signature for (e.g., an
outdated commitment transaction). We do not model that the adversary sends
messages with arbitrary content because this would significantly increase the
specification’s complexity. In practice, the effect of the adversary sending mes-
sages with arbitrary content is limited because users validate every message they
receive. Messages that have an invalid payload or that are received at an invalid
point in the protocol execution are ignored. To verify the validation of messages,
we explicitly model the validation of every received message and the message’s
payload, e.g., the validation of signatures and preimages.

We model that any user in the specification can become adversarial. How-
ever, we do not allow information exchange between adversarial users which
would model a single adversarial entity controlling multiple users. This limita-
tion simplifies the verification of the specification and we consider it future work
to extend the specification with a broader adversary model.

5 Security Property

Our goal is to model check the security of Lightning. Our notion of security is
captured by the following informal definition. We define a user as being honest
if the user behaves as required by the specification of Lightning.

Definition 1 (informal security). An honest user will finally get paid out
on the blockchain at least the user’s correct balance.

This informal definition implicitly concerns four variables: 1. Whether a user is
honest. 2. A user’s balance in a channel which defines the correct balance that
a user expects to have. This balance is affected by the deposited amount and
the processed payments. 3. A user’s view on whether a payment has been sent
or received. 4. A user’s balance on the blockchain. To formalize the informal
definition, we use TLA+ to define how these four variables are allowed to change
by defining the behavior of a secure payment system. The security property
is shown in Figs. 2 and 3. The security property has four variables matching
the variables described above and is divided into three modules: The module
IdealUser describes changes to the variables of a single user, the module Ideal-
Payments ensures that the users’ views on which payments have been processed
are consistent, and the module IdealPaymentNetwork defines that for all users
the specification of the module IdealUser must hold and that the specification
of the module IdealPayments must hold. The action Deposit describes a deposit
as a user’s blockchain balance decreasing by an amount and the user’s channel
balance increasing by the same amount. The action Withdraw describes a with-
draw by defining that a user’s channel balance is reduced by an amount and,
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module IdealPaymentNetwork
variables BlockchainBalances, ChannelBalances, Payments, Honest
constants UserIds, InitialPayments, Numbers

IdealUserpuserq
∆
� instance IdealUser with

UserId Ð user ,
ChannelBalance Ð ChannelBalancesruser s,
BlockchainBalance Ð BlockchainBalancesruser s,
Payments Ð Paymentsruser s,
Honest Ð Honestruser s

IdealPayments
∆
� instance IdealPayments

Spec
∆
�
^ @ user P UserIds : IdealUserpuserq !Spec
^ IdealPayments !Spec

module IdealPayments
extends Integers
variable Payments
constants UserIds, Numbers

Pay
∆
�
^ @ user P UserIds :

_ unchanged Paymentsruser s
_ DP P subset tp P Paymentsruser s : p.state � “NEW”u :

^ DnState P rP Ñ t“ABORTED” , “PROCESSED”us :
^ @ p P P :

pnStaterps � “PROCESSED” ^ p.sender � userq
ùñ D rp P Payments 1rp.receiver s :

rp.id � p.id ^ rp.state � “PROCESSED”
^ Paymentsruser s1 � pPaymentsruser s zPq

Y trp except ! .state � nStaterpss : p P Pu

Spec
∆
� Init ^ 2rPaysPayments

Fig. 2: Formal definition of the security property as a secure payment network.
The module IdealPaymentNetwork specifies that each user behaves as specified
by the module IdealUser (see Fig. 3) and that the users’ views on which payments
have been processed are consistent as specified in the module IdealPayments
which ensures that a payment can be seen as processed by the payment’s sender
only if it is seen as processed by the payment’s receiver.
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module IdealUser
extends Integers, SumAmounts
variables BlockchainBalance, ChannelBalance, Payments, Honest
constants UserIds, UserId , InitialPayments, Numbers
assume Numbers � Int

Init
∆
�
^ BlockchainBalance P Numbers
^ ChannelBalance � 0
^ Payments � tpmt P InitialPayments :

pmt .sender � UserId _ pmt .receiver � UserIdu
^ Payments P subset ramount : Numbers,

sender : UserIds, receiver : UserIds, id : Numbers,
state : t“NEW” , “ABORTED”, “PROCESSED”us

^Honest P ttrue, falseu

Deposit
∆
�

^ D amount P 1 . . BlockchainBalance :
^ BlockchainBalance 1 � BlockchainBalance � amount
^ ChannelBalance 1 � ChannelBalance � amount
^ ChannelBalance 1 P Numbers

^ unchanged xPayments, Honesty

Pay
∆
�
^ DP P subset tpmt P Payments : pmt .state � “NEW”u :

DnState P rP Ñ t“ABORTED” , “PROCESSED”us :
^ Payments 1 � pPayments zPq Y trp except ! .state � nStaterpss : p P Pu
^ let ProcPmts

∆
� tp P P : nStaterps � “PROCESSED”u

recAmts
∆
� SumAmountsptp P ProcPmts : p.receiver � UserIduq

sentAmts
∆
� SumAmountsptp P ProcPmts : p.sender � UserIduq

in ^ ChannelBalance � sentAmts ¥ 0
^ ChannelBalance 1 � ChannelBalance � recAmts � sentAmts
^ ChannelBalance 1 ¥ 0

^ unchanged xHonest , BlockchainBalancey

Withdraw
∆
�

^ BlockchainBalance 1 P Numbers
^ BlockchainBalance 1 ¥ BlockchainBalance
^ D amount P 0 . . ChannelBalance :

^ ChannelBalance 1 � ChannelBalance � amount
^Honest ùñ BlockchainBalance 1 ¥ BlockchainBalance � amount

^ unchanged xPayments, Honesty

Next
∆
� Deposit _ Pay _Withdraw

vars
∆
� xBlockchainBalance, ChannelBalance, Payments, Honesty

Spec
∆
�

^ Init
^ 2rNextsvars
^WFvarspChannelBalance ¡ 0^Honest ^Withdrawq

Fig. 3: Part of the security property defining how a user’s variables may change.
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for an honest user, the user’s blockchain balance increases by at least the same
amount. The action Pay of the module IdealUser describes the execution of a set
of payments by defining that the sending users’ channel balances are decreased
by the amounts of payments sent and the receiving users’ channel balances are
increased by the respective amounts. Payments can be aborted keeping channel
balances unchanged. Intuitively, one expects from a secure payment network that
the sender of a payment sees the payment as sent (and the payment’s balance
deducted from the user’s channel balance) only if the receiver of the payment
sees the payment as received. This condition is enforced by the action Pay in the
module IdealPayments. The fairness condition of the module IdealUser ensures
that the system does not terminate before all honest users have been paid out.

In our formalization of Lightning, the BlockchainBalances variable is refined
as the sum of unspent transaction outputs on the blockchain that a user can
exclusively spend. In the view of each user, the state of a payment is changed
from new to processed when the corresponding HTLC is fulfilled. Because
our specification of the protocol allows for adversarial behavior, the result that
the protocol specification implements the secure payment system means that no
modeled adversarial behavior can break the security property, i.e., the counter-
measures implemented in the protocol are sufficient.

6 Verification of Security Properties of Lightning

The state space of the TLA+ specification of Lightning (see Section 4) is too
large for model checking. We use stepwise refinement to reduce the specification’s
state space so that we can model check that it fulfills the security property (see
Section 5). In this section, we give an overview of the refinement steps. One
reason for the large state space is that there are many equivalent states that
only differ by their value of time. In a first abstraction step 1 (depicted in
Fig. 1), we reduce the number of equivalent states by modeling progress of time
more efficiently in specification pII q (see Section 6.1). To further reduce the state
space, we abstract the payment channels from being updated by the concrete
steps of the Lightning protocol to being updated by idealized steps that merge
the effects of multiple protocol steps (see Section 6.2). We model check for a
single channel that the protocol steps refine the idealized steps ( 2a ). Based
on this result, we prove that specification pII q modeling a network composed of
payment channels implements specification pIII q modeling a network of idealized
payment channels. Because specification pIII q uses the original model of time,
we again optimize the modeling of time (see Section 6.3). Finally, we model
check (see 4 ) that specification pIV q implements the security property defined
in specification pV q. In this section, we present the ideas behind the proofs. The
full proofs can be found in the extended version [22].

6.1 Improved Model of Time

The protocol as specified in specification pI q is too complex for model checking
because of the large number of possible states of the protocol. One reason for the
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huge state space is the modeling of time. There are many bisimilar states that
only differ by the value of the clocks. Bisimilarity defines two states s1 and s2
to be equivalent if, informally stated, they have the same futures, i.e., for every
behavior that starts in state s1 there exists a matching behavior of steps of the
same actions starting at state s2. Consequently, it suffices to consider only one of
the states s1 and s2 during model checking. In the area of timed automata [3], this
notion of bisimilarity is usually referred to as untimed bisimilarity [2] or time-
abstracting bisimilarity [59]. Prior work (e.g. [3, 59]) has proposed to improve
model checking of timed automata by grouping all states that are bisimilar in an
equivalence class, referred to as a zone. A zone graph is constructed by connecting
zone z1 to zone z2 if zone z1 contains a state from which a step to a state of
zone z2 exists. During model checking, it suffices to explore the zone graph as
a time-optimized specification instead of the possibly much larger state graph
of the original specification. To illustrate the effect of the approach, imagine a
specification with an initial time value of 1, a single HTLC with timelock 7,
and an action with a condition that checks whether the HTLC has timed out.
While the original specification would include each state with every possible
time value, the time-optimized specification would include only states with time
value 1 in which the HTLC has not timed out and time value 7 when the HTLC
has reached its timelock. With this approach, the time-optimized specification is
bisimilar to the original specification which means that for every behavior in the
original specification there exists a behavior in the time-optimized specification
and vice versa. For the stepwise refinement mapping, we only need the direction
that the original specification implements the time-optimized specification. We
reduce the state space to an even greater extent by letting the time-optimized
specification be a more abstract over-approximation and allowing for behaviors
that are not possible in the original specification. More specifically, the zones
in the time-optimized specification encode the order in which the outputs of
timelocked transactions become spendable. As Lightning does not depend on
this order, we reduce the number of zones and allow timelocked transaction
outputs to become spendable in any order.

We prove for a general explicit real-time specification that the original specifi-
cation refines the time-optimized specification by defining a refinement mapping
and proving its correctness. The proof can be found in the extended version [22]
of this paper. The refinement mapping maps a state s to a state sR that is the
zone representative of the respective zone by setting each clock in state sR to
the lowest value that the clock can have in the respective zone. The idea of the
proof is to show that each step of the original specification starting in state s is
mapped to a step of the time-optimized specification starting in state sR. Having
proven the optimization in a generalized setting, we prove that the general proof
applies to the abstraction from specification pI q to specification pII q. Therefore,
we explicitly define the zones for specification pI q and prove for every action A
and every pair of points in time t1 and t2 that if there exists a reachable state
so that the action A is enabled at time t1 but not at time t2, then the points in
time t1 and t2 are in different zones.
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6.2 Abstraction of Protocol Steps in Payment Channels

Having applied the time optimization, the state space of specification pII q is
still too large to be explored by model checking. To prune the state space,
we divide the model checking problem into two separate refinement steps by
specifying an intermediate specification. The intermediate specification specifies
idealized channels that abstract from the concrete payment channel protocol.
The idealized channels omit protocol details that play a role only for a specific
channel and describe only those aspects that are relevant for channels to interact
with each other during multi-hop payments, e.g. how the states of HTLCs are
updated. Having the intermediate idealized channel specification pIII q, it has
to be checked that the protocol specification pII q refines the idealized channel
specification pIII q and that the idealized channel specification pIII q fulfills the
security property. Model checking the two refinement steps is a smaller problem
than directly checking that specification pII q refines the security property for
the following reasons: For the second step, the model checker has to explore the
states of a specification in which the complex individual channel management
has been abstracted. This leads to a much smaller state space. The first step can
be checked efficiently because we use ideas from compositional reasoning [1, 19]
to check that the channel protocol refines the idealized channels by model check-
ing just a single payment channel. In the following, we explain the idea behind
this step. In specification pII q, payment channels are composed in a network.
To separate this network into single channels, we have to consider how channels
affect each other. Two channels of the same user can affect each other because
they share variables, e.g., a variable for the set of preimages known to the user. If
a user learns a preimage in one channel, this preimage becomes also available in
all other channels of the user. We explicitly specify how a channel can be affected
by the channels in its environment by specifying an environment module that
contains an action for each step outside the channel that can affect the channel’s
variables. We specify a single channel with the environment module in specifi-
cation pIIaq. Because specification pIIaq contains the environment module and
the same module for describing a channel’s possible actions as in specification
pII q, every step of a channel in specification pII q is also possible in specification
pIIaq. We specify a refinement mapping 2a that maps the state of specification
pIIaq to a state of specification pIIIaq which specifies a single idealized channel.
By model checking, we verify that the refinement mapping is correct (see Sec-
tion 7). We define a refinement mapping 2 from the protocol specification pII q
to specification pIII q with idealized channels that uses the refinement mapping
2a to map each channel in the protocol specification pII q to the corresponding
idealized channel in specification pIII q. This refinement mapping is correct be-
cause every behavior of a channel in specification pII q is described by a behavior
of specification pIIaq which is mapped to a behavior of an idealized channel by
the refinement mapping 2a . In the extended version [22], we prove that the en-
vironment module describes all steps that can affect a payment channel and we
prove that the refinement mapping 2 is correct based on the assumption that
the refinement mapping 2a is correct which we verify by model checking.
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6.3 Refinement of Security Property

Specification pIII q is defined as a real-time specification in which time can ad-
vance by arbitrary natural numbers. This facilitates the refinement mapping 2
from specification pII q to specification pIII q because it ensures that every step
that advances time in specification pII q is also allowed in specification pIII q.
For efficient model checking, we apply the same optimization for time as used
above (see Section 6.1) by defining specification pIV q where equivalent states are
grouped. By a proof analogously to the proof of Section 6.1, specification pIII q
implements specification pIV q and, by transitivity, specification pI q implements
specification pIV q. Finally, we can model check that specification pIV q using ide-
alized channels implements the security property defined in specification pV q.

7 Results of Model Checking

We verify the refinement mappings 2a and 4 by model checking and use sim-
ulation for additional verification for the manual proof steps 1 , 2 and 3 .

Table 1: Model checking of refinement mapping 2a from specification pIIaq to
specification pIIIaq

ID Model # States Runtime
C1 Payment from user A to user B � 105 � 3 min
C2 Payment from user A over B to C � 105 � 8 min
C3 Payment from user C over A and B to D � 105 � 8min
C4 Two payments: Payment from user A to B and payment from

user B over A to C
� 107 � 8 h

C5 Two concurrent payments from user A to B � 108 � 8 wks

To model check the refinement mapping 2a from specification pIIaq to spec-
ification pIIIaq, we use the model checker TLC that explores all reachable states,
calculates the refinement mapping on these states and verifies that the mapped
states and steps fulfill specification pIIIaq. Specification pIIaq models two users
and a payment channel and is parameterized by the information about the con-
text of this payment channel, i.e., the other users in the payment channel net-
work, and the payments to be processed. As there are infinitely many possible
ways to parameterize specification pIIaq, we only check a small selection of con-
figurations that we deem representative. We model check configurations for five
different models that are listed in Table 1. To give an impression, the table also
shows the magnitude of the number of distinct states that were explored and
the time used by TLC (run on 96 CPU cores). Each model starts with two users
(A and B) prepared to open a payment channel and TLC explores all possible
behaviors for the two users to open the channel, communicate with users in the
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environment where applicable, process payments, and close the channel. Each
checked behavior ends with the channel being closed and the two users having
their funds paid out on the blockchain. The simplest model listed in Table 1 is a
payment from user A who funded the channel to the other user. Models C2 and
C3 are models in which the channel between users A and B is an intermediate
hop on a payment that includes users in the environment. Model C4 models two
payments: A payment from user A to user B and a payment that user B sends
to user C over user A as an intermediate. There are many more states to explore
in model C4 as in the previous models because the two payments can partially
interleave: After user B has fulfilled the HTLC for the payment from user A to
user B, user B can already start sending the payment to user C while the fulfilled
HTLC is removed. Model C5 models two payments from user A to user B which
is an even larger model as the two payments can interleave from the beginning.
By taking about eight weeks to model check, this model is at the limits of what
we can model check in reasonable time.

Table 2: Model checking of refinement mapping 4 from specification pIV q to
security property pV q

ID Model # States Runtime
M1 Payment from user A over B to user C � 105 � 1 min
M2 Two payments: Payment from user A over B to C and payment

from user C over B to A
� 107 � 45min

M3 Two concurrent payments: Payment from user A over B to C
and payment from user A to B

� 107 � 1 h

M4 Three payments: Payment from user A over B to C, payment
from user B to A, and payment from user B to C

� 108 � 13 h

M5 Payment from user A over B and C to user D � 108 � 13 h

The models that we model check to verify the refinement mapping 4 from
specification pIV q to specification pV q are listed in Table 2. In all models except
the last one, we model three users (A, B, and C) and two payment channels:
one channel between user A and user B and the other between user B and user
C. In the last model, we model four users (A to D) and three payment channels
so that a payment from user A to user D is possible. In all these models, we
model check multi-hop payments to check that specification pIV q implements
the secure payment network in specification pV q.

Model checking of larger models than the models described above becomes
impractical. We can partially check larger models by using TLC’s simulation
mode in which the model checker starts in an initial state and chooses each next
state randomly. Recent work has shown that using simulation as a ‘lightweight’
verification where more rigorous methods are not practical can be successful at
finding critical flaws [26]. While we specified the refinement mappings and wrote
the proofs, we used simulation to check the abstractions 1 , 2 , and 4 and the
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whole stepwise refinement which helped to find flaws in our drafts within few
minutes. Further, we used simulation to check the abstractions 2a and 4 also
for larger models with more users and payments.

8 Discussion and Conclusion

Choice of Formalization Language and Tools Protocol verifiers such as
Tamarin [39] and ProVerif [8] have successfully been used for unbounded verifica-
tion of a number of security protocols [6]. These verifiers support modeling cryp-
tographic primitives, allow for stronger adversary models, and can reason about a
protocol’s properties without the limitations of finite model checking. These tools
have successfully been used to verify subprotocols of Lightning [14,27,28]. How-
ever, it is challenging to model natural numbers with addition and subtraction
of two variables (see [56, page 35] and [9, page 18]) which is required for modeling
blockchain transactions with amounts as in our TLA+ specification. While we
had to abstract cryptographic primitives (see Section 4), the generality of TLA+

allowed us to model all relevant aspects of Lightning. We modeled Lightning in
TLA+ because TLA+ does not restrict the way properties are proven, whether
manually, using an explicit-state [64] or a symbolic model checker [63], or a tool
for automated reasoning [41]. We used the explicit-state model checker TLC.
The automated model checking process and the generation of counterexamples
facilitated our process of defining the intermediate specification pIII q and the
complex refinement mapping from specification pII q to specification pIII q. Be-
cause we used model checking, we could only verify the security for a number
of four users. There might be attacks that only apply when there are more than
four users; these attacks would not be discovered by our approach. A further
consequence of the choice for model checking was that we had to restrict the
adversary model to restrict the messages that an adversary can send. However,
the TLA+ specification could also be verified using unbounded verification with
a theorem prover [41]. Currently, writing such a proof seems too effortful. How-
ever, it will be facilitated by future advancements in assistance and automation
for theorem proving.

Limitations and Future Work To formalize Lightning, we left out aspects
that are not required for security, e.g., the fees that the sender of a payment pays
to intermediate hops, key rotation and onion-routing for increased privacy, and
route finding for multi-hop payments. Also, the model of the blockchain could be
augmented by considering reorganizations and delays for transaction inclusion.
Our adversary model restricts the capabilities of an adversary by disallowing
the sending of messages with arbitrary content and the exchange of information
between adversarial users. While we had to make these restrictions to keep the
specification’s state space at a manageable level, follow up work could find opti-
mizations that allow for making the adversary stronger. While this work was in
progress, the official Lightning specification was extended to allow both parties
to deposit coins into a channel during opening (see [61, Channel Establishment
v2]). Our method can be used to formalize and analyze the security of this ad-
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vancement as well. While we put a focus on a security property, future work
could also use the same approach to analyze other properties. For example, it
could be shown that, assuming honest and cooperating users and timely delivery
of messages, payments are guaranteed to succeed.

Known Attacks on Lightning Prior work has identified several attacks on
the assumptions of Lightning and properties that are not included in our security
definition. Several works discuss griefing [37,42,46,50] and other denial-of-service
attacks [58] in which no funds are stolen but the regular operation is disturbed.
In the wormhole attack [38,57], an attacker reroutes a payment and receives the
fees intended for other intermediate hops, however, the actual amount of the
payment is unconcerned. Extending the TLA+ formalization of Lightning with
fees would allow for modeling the wormhole attack. Further, there are attacks
on privacy [7, 20, 25, 29, 32, 45, 51, 52] which is a property that is not included
in the security definition used in this work. Other works [24, 43, 49, 55] discuss
the violation of the assumption that users can timely publish a transaction on
the blockchain. In practice, security flaws are also based on implementations not
following the specification, e.g., by missing verification checks [53].

Evaluation of Protocol Modifications Besides proving that the formal-
ization of Lightning fulfills the security property, the TLA+ formalization of
Lightning can also be used to test proposed modifications of Lightning. To
quickly find flaws, it can suffice to model check only a subset of the specification
(e.g., a single channel) and check just lower-level invariants. Such an approach
can accelerate protocol development by providing a short feedback loop to devel-
opers. To evaluate this idea, we introduced flaws by adapting the formalization
of Lightning and verified that the introduced flaws are detected by model check-
ing. As an example, we tested whether the, so called, second-stage transactions
for HTLCs can be removed by including the conditions of the outputs of HTLC
second-stage transactions directly in a commitment transaction’s outputs. Ver-
ification with the model checker showed within a few minutes that this makes
the protocol insecure and, thus, Lightning cannot be simplified in this way.

Connecting the Specification to an Implementation There exist mul-
tiple implementations of Lightning. While the TLA+ specification of Lightning
is not an executable implementation, it can be used to validate the correctness
of existing implementations. Cirstea et al. [18] have recently shown a lightweight
way to connect implementations in imperative languages to a TLA+ specifica-
tion. Their approach is to collect traces of program executions and check these
traces against traces described by the corresponding TLA+ specification. Trans-
ferring their approach, is an opportunity for follow up work.

Conclusion We have formalized Lightning and a secure payment system
that captures the security property of Lightning. Using stepwise refinement, we
were able to check the security of Lightning for small models. The approach
could enable specifications of other protocols to be model checked. In particular,
the abstraction of time can be generalized as well as the approach of separating
model checking of local behavior and behavior in a network. Thus, our approach
can be a valuable tool to analyze new versions of Lightning or similar protocols.
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Appendix: On the Formalization of [31]

We found the following two flaws in the formalization of [31]. While these flaws
render the formalized protocol insecure, they are easy to fix and it seems that
the security proof could work for the corrected protocol. The following references
to figures and page numbers refer to [30, version 20220217:205237].

The first flaw concerns the punishment of the publication of an outdated
commitment transaction for which the protocol is specified in Fig. 37, lines 21-
25 (page 64). A problem arises in the following situation: An HTLC from user
Alice to user Bob was off-chain fulfilled and removed. Now, the HTLC’s absolute
timelock has passed. Alice is malicious and publishes the outdated commitment
transaction that commits the HTLC and the associated HTLC timeout transac-
tion. Bob runs the protocol specified in Fig. 37. In line 22, a revocation trans-
action is created whose inputs spend all outputs of the outdated commitment
transaction. In the situation described, this revocation transaction is invalid.
Instead of an input referencing the outdated commitment transaction’s HTLC
output, the revocation transaction must have an input that references the out-
put of the HTLC timeout transaction. While the protocol as formalized in Fig.
37 is incorrect, the security proof on page 90 does not mention the case that a
second-stage (timeout or success) HTLC transaction might have been published
for an outdated commitment transaction and, thus, the protocol seems correct.

For a scenario that shows the impact of the second flaw, assume that in the
payment channel between users Alice and Bob there is an unfulfilled HTLC for
a payment from Alice to Bob. After the HTLC’s absolute timelock has passed,
Bob closes the payment channel by publishing the latest commitment transaction
which contains an output o for the HTLC with the spending method ptrev,n�1_
ppthtlc,n�1, CltvExpiry absoluteq_ppthtlc,n�1^phhtlc,n�1, on preimage of hq (see
Fig. 40, line 8) where pt (resp. ph) are public keys for which Alice (resp. Bob) has
the private key and CltvExpiry is the HTLC’s absolute timelock. Alice could
spend the output o by creating a transaction with an input that uses the disjunct
ppthtlc,n�1, CltvExpiry absoluteq. Bob holds the HTLC success transaction that
was signed by Alice with the private key for pthtlc,n�1 (Fig. 43, line 13). Because
the HTLC success transaction, which is meant to spend the third disjunct, also
fulfills the conditions of the disjunct ppthtlc,n�1, CltvExpiry absoluteq, Bob could
receive the amount of the HTLC without knowing the preimage. One way to
correct this problem would be to transform the disjunction in Fig. 40, line 8
into a list of spending methods and add the corresponding indices to the inputs

https://doi.org/10.5445/IR/1000185190
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in Fig. 43, line 13. Another way is taken by Lightning which uses the operator
CHECKLOCKTIMEVERIFY that verifies that a spending transaction has a certain
locktime set. As Bob’s HTLC success transaction has the locktime set to 0,
the success transaction cannot fulfill the spending method meant for the timeout.
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