
‘The more accounts I use, the less I have to think’: A Longitudinal Study on the
Usability of Password Managers for Novice Users

Patricia Arias Cabarcos
Paderborn University and KASTEL Security Research Labs ∗

pac@mail.upb.de

Peter Mayer
University of Southern Denmark and Karlsruhe Institute of Technology

mayer@imada.sdu.dk

Abstract
Despite the security benefits of password managers (PM),
many users refrain from adopting them, usability being a ma-
jor friction point. In this work, we go beyond prior research
that captures usability issues as isolated snapshots. Instead,
we provided n = 37 novice participants with a 3-month li-
cense for a commercial password manager and captured their
experiences in weekly questionnaires over the first month and
at the end of the trial period. Our findings highlight the strong
impact of first-impression usability, with initial hurdles in
managing primary passwords making adoption cumbersome.
While trust in the password manager improves over time,
perceived usability stays unchanged. Users tend to ignore
credential audit flags, potentially undermining the security
benefits the password manager provides. Based on these in-
sights, we provide recommendations to enhance password
manager adoption and usability so users can benefit from the
full functionality and protections password managers provide.

1 Introduction

Password managers (PMs) are widely recommended as a so-
lution to both security and usability challenges in password
management [20, 24, 44]. These tools allow users to generate,
store, and auto-fill strong passwords, reducing cognitive load
and mitigating risks associated with password reuse and weak
credentials. However, as seen with many security technolo-
gies, usability concerns remain a key barrier to widespread
adoption [2, 15, 48, 54].

One of the first influential works addressing the usability of
password managers was Chiasson et al.’s study [15], which
revealed that users’ struggles with interface complexity, trust
issues, and learning curves deter long-term adoption. Despite
the almost 20 years that have passed since this study, and the
significant research and advancements in both the usability
and functionality of modern password managers, adoption

∗Current affiliation: European Commission, Joint Research Centre (JRC),
Ispra, Italy.

has not peaked. Recent statistics indicate that only 12% of
users use dedicated password manager applications, and 11%
rely on browser-based password storage [18], suggesting that
underlying challenges persist.

While prior research on password managers has extensively
studied usability issues through expert reviews and controlled
experiments or snapshot usability evaluations where the user
performs a set of one-time predefined tasks [2, 6, 41, 54, 55],
little is known about how users’ perceptions, experiences, and
adoption intention evolve longitudinally.

The goal of our work is to fill this knowledge gap and
provide a long-term view on usability issues encountered by
first-time users. To this end, we conducted a one-month lon-
gitudinal study with n = 37 users who have never used a PM
before. By tracking participants’ experiences over time, our re-
search design allows us to observe usability challenges as they
emerge in real-world contexts, including different scenarios
where usage patterns might differ, such as during traveling or
weekends. Furthermore, studying first-time interactions from
novice users over time offers unbiased insights into natural
adoption barriers and misconceptions.

We hypothesized that trying a password manager increases
the intention to adopt this type of tool, and that usability
perceptions improve with prolonged use – as users get familiar
with the software, understand its usefulness, and pass the
learning curve. Contrary to this expectation, our results show
that first-impression usability has a strong impact. The 42%
of participants that stopped using the PM between week 1
and week 4, rated its usability significantly lower than users
that completed the whole usage period (58.6 vs 71.8 points
in the System Usability Scale [12]). Additionally, our study
reveals hurdles with primary passwords and passivity against
credential audit information. It also provides insights into trust
evolution and social aspects related to PM adoption. Based
on these findings, our study offers practical recommendations
for improving password manager adoption and long-term
usability.



2 Related work

In the following, we present work relevant to the context of
our study. We first discuss motivators and barriers to PM
use, i.e., factors that make individuals adopt and continue to
use (or stop using) PMs. We then discuss how adopting a
password manager might affect individuals’ security posture.
Last but not least, we discuss other longitudinal studies in the
field of authentication.

2.1 Motivators and Barriers to PM Use

Human factors aspects relating to password managers (PMs),
i.e., their usability and user perceptions, have been widely
studied. Specifically, the pivotal role of ease-of-use [2, 7, 14,
16, 22, 33, 37, 41, 48, 54] and usefulness [2, 4, 14, 22, 38] in the
adoption and use of password managers has been repeatedly
shown in the literature. Munyendo et al. [43] have shown
that this also holds when switching from one PM to another.
Security aspects often take a secondary role behind these
two aspects [33, 41]. Interestingly, this is the inverse for the
adoption and use of password audit features of PMs. Kablo et
al. [32] found that security was the most important motivator
for adoption of these features.

Due to the prevalence of ease-of-use and convenience as
factors influencing the adoption and use of PMs, the usability
of password managers has been a subject of intense study
and has unveiled several issues with PMs. Most notably, PMs’
compatibility with users’ use cases plays a pivotal role, e.g.,
auto-fill during login and recognition of entered information
or generation of incompatible passwords during enrollment
[2, 14, 28, 41], but also recognition of login fields in applica-
tions [54]. Other issues reported in the literature include UI
issues and performance issues [14, 15], learnability [14], hav-
ing to transcribe passwords to unsupported devices [41, 46],
and feeling overwhelmed [32].

However, ease-of-use and usefulness are not the only fac-
tors which were found to positively influence the adoption of
PMs. Other influencing factors include: trust [22], subjective
norms [2, 48, 57], and the three factors of self-determination
theory (autonomy, competence, relatedness) [3]. Additionally,
expert users seem more likely to adopt PMs [56].

Focusing on a specific demographic, Ray et al. [51] inves-
tigated what factors are most influential for older adults in
adopting and using PMs and found a higher level of mistrust
towards cloud storage and a higher fear of the PM being a
single point of failure. They also note that, similar to reports
by Pearman et al. [48], social support can overcome these
barriers.

Several factors have been identified that generally act as
barriers. Aside from a lack of ease-of-use and usefulness,
security concerns [2, 14, 22, 41, 43, 48], involved cost [2, 4],
privacy concerns [2, 14], low perceived risks [4, 7, 57], per-
ceived loss of control over one’s passwords [15], no perceived

need for a PM [15, 16, 22], the PM acting as single point of
failure [14, 16, 22], and having to use passwords on devices
without the PM being available there [46] have been found to
hinder adoption of PMS and using them to their full potential.

2.2 Password Managers & Security Posture

While using PMs has clear security advantages, security is-
sues with the potential to negatively influence users’ security
posture can arise as well. Even if users choose to adopt a
PM, it is not guaranteed that they will use it to their full po-
tential. Lyastani et al. [37] showed that (a) password reuse
was widespread among users of the PM integrated into the
Chrome Browser (later corroborated by Mayer et al. [41]),
and (b) that PM users still use a substantial number of weak
passwords. While password audit features of PMs could po-
tentially be a piece of the puzzle in addressing this problem,
Hutchinson et al. [30] found that these audit features fail to
report breached credentials and under-report weak passwords.
However, even accurate reports might be misinterpreted by
users [29].

From a more technical perspective, PMs have been found
to be susceptible to a variety of attacks. For instance, Li et
al. [36] found in their investigation of web-based PMs severe
vulnerabilities that would allow attackers to learn arbitrary
credentials saved in the PM. The causes for these vulnera-
bilities were very diverse. Oesch et al. [45] successfully re-
created some of these vulnerabilities, in particular the usage of
unencrypted metadata, insecure defaults, and vulnerabilities
involving clickjacking.

Additional defenses have also been an important direction
of work on password managers, targeted at improving users’
security posture. Juels and Ristenpart [31] proposed to use
Honey encryption, a technique that would allow generating
decoy plaintexts in case a wrong key is used. Almeshekah et
al. [5] harnessed physically unclonable functions or hardware
security modules to a similar effect in their honey-pot pro-
posal for PM vaults. Bojinov et al. [9] proposed an approach
in which a large number of decoy PM vaults would be created.
The goal of this approach, named Kamouflage by the authors,
is to make it difficult for attackers to know which vault is
the correct one. Chatterjee et al. [13] built on the previous
approaches by combining Honey Encryption and Kamouflage.
They proposed to use a natural language encoder to create
decoy vaults on the fly, thereby improving the storage effi-
ciency of the Kamouflage approach. While Golla et al. [25]
could show that honey encryption is not effective in protect-
ing PM vaults since an attacker can distinguish between real
and decoy vaults, they also proposed improvements based on
Markov models, which greatly enhance the resistance of PM
vaults to these kinds of attacks.



2.3 Longitudinal Studies on Authentication

Many longitudinal studies have been conducted in the area of
authentication. In particular, knowledge-based authentication
has been studied in this fashion due to the involvement of
human memory (e.g., [10,21,42,60]). Especially, research on
graphical passwords includes retention sessions after longer
periods of time in studies due to their improved memorabil-
ity (e.g., [58]). Aside from the studies focused primarily on
memorability, Hayashi et al. [27] performed a diary study in
which participants recorded their daily password activities
over the course of two weeks. Mare et al. [40] performed a
similar study with participants over the course of one week,
but instead of focusing solely on passwords, they included a
greater variety of authenticators.

Apart from the password-related studies, several other tech-
nologies have been the focus of longitudinal studies. Colnago
et al. [17] investigated the usability of two-factor authenti-
cation using log data spanning almost a year, and Owens et
al. [47] investigated the perceived usability and security of
FIDO2 roaming authenticators over the course of two weeks.
Lassak et al. [35] investigated fallback authentication, i.e.,
secondary authentication used in case the primary authentica-
tor is not available, in a long-term study over a duration of 18
months.

Very little longitudinal research on password managers
seems to exist. Alkaldi et al. [3] tested their CyberPal PM
recommender app over the course of two weeks with n= 9 par-
ticipants. The feedback was used to improve the application,
but no testing of actual PM usage was conducted. Aurigemma
et al. [7] performed the study, which is closest related to our
own. They investigated the motivators and barriers to volun-
tary use of PMs over the course of two weeks and found a
variety of issues, ranging from low ease-of-use to a lack of
trust in PMs as previously outlined in this section.

3 Methodology

3.1 Diary Study

We carried out a diary study to explore how first-time users
use and value password managers (PM). Figure 1 shows the
methodology overview, described in detail in this section. Par-
ticipants used a PM in their day-to-day life for one month
and evaluated it through weekly questionnaires. We selected
novice participants to capture initial usability challenges and
to get unbiased insights from first-time users, highlighting
early adoption barriers. In our study, we defined novice users
as those who had no prior experience using password man-
agers. While we recognize that “novice” could also refer to
individuals who are generally less tech-savvy, our sample
consisted mostly of technically literate participants (see § 4).
The PM we used in the study is 1Password [1]. We chose this
PM because it is one of the most popular and consistently

well-rated ones, contains a wide range of features – including
checking the security status of all the stored passwords – and
provides a free trial period.

Structure. Before starting the study, we run a screening
phase to select participants who had never used a PM before
and who would agree to submit screenshots of their basic PM
usage statistics during the study, i.e., the number and quality
of passwords as shown in Figure 2. The purpose of submitting
usage statistics was to validate whether and to what extent
they were using 1Password. The main study ran for one month
and involved the following steps:

• Introductory Questionnaire (Questions: QI-1-QI-32).
The goal of this survey was twofold. First, we captured
non-users’ habits in relation to passwords, i.e., how they
store, create, and manage secrets. Second, we instructed
them to install 1Password as part of a 3-month free trial
family subscription we provided to the participants. Then
we ask questions about the setup process to understand
how they create the vault passwords, initialize the PM,
and what type of problems appear at this initial stage.
We asked for proof of successful installation and the
stats screenshot showing the stored passwords. The ques-
tionnaire concluded by collecting demographic infor-
mation, specifically: age range, gender, education, IT
background, and English proficiency.

• Usage Questionnaires x3 (Questions: QU-1-QU-28).
This questionnaire is administered three times: at the end
of the first, second, and third week of PM usage, respec-
tively. The goal is to track users’ experience with the
PM over time. Quantitatively, we measure the perceived
usability through the standard System Usability Scale
(SUS), which has been widely used1 and been proved
to be valid and reliable [50] [34]. Additionally, we ask
participants open questions about their usage experience,
their perceptions about the value provided by the PM,
and whether and why they trust it.

• Conclusion Questionnaire (Questions: QC-1-QC-33).
This was the last questionnaire in the main study, admin-
istered at the end of the fourth week. It aims at capturing
participants’ final reflections on the usage experience
with the PM over the full month of usage. We ask par-
ticipants to complete a final usability assessment of the
PM on the SUS scale, and inquire about (a) perceived
value, (b) the main problems they faced, (c) suggestions
for improvement, and (d) their intention to use.

After the main study was concluded, we reached out to
our participants again to ask if they were using a password
manager 3 months later (the end of the trial period). The
goal with this follow-up questionnaire (QF-1-QF-4) was to

1Since SUS was developed by Brooke [12] in 1996, more than 2300
individual surveys were conducted using SUS in over 200 studies by 2008 [8].



Figure 1: Structure of the user study. An initial screening is carried out to recruit participants that never used a password manager
(PM). Then, the study is divided into three parts: (1) Introduction, instructing participants to use a PM; (2) Usage, a series of
weekly questionnaires about the usage experience; and (3) Conclusion, to capture post-usage reflections.

Figure 2: Interface of the ‘Watchtower’ functionality in
the password manager 1Password. It provides a summary
overview of the number of passwords stored and their security
(e.g., reused, weak). Participants in the study should agree to
provide screenshots of this interface during the usage period.

observe if the intention to use the PM voiced by participants
was materialized in actual usage behavior. The complete
survey instrument for the main study and follow-up is
detailed in Appendix A.

Deployment and Ethical Assessment. The study was ap-
proved by the Institutional Review Boards of the universities
the authors are affiliated with. We recruited participants us-
ing the KD²Lab panel run by Karlsruhe Institute of Technol-
ogy in Germany. KD²Lab uses ORSEE [26]. The invitation
email we used for the recruiting can be found in Appendix C.
Participants were informed that the survey was anonymous,
voluntary, and that all collected data would be processed ac-
cording to the GDPR [19], before asking for consent and
confirmation of being over 18 years old. We compensated par-
ticipants according to the duration and effort involved in the

questionnaires: 1C for the screening, 5C for the introductory
questionnaire, 3C for usage and concluding questionnaires,
and 6C for completing the follow-up. The screening was a
1-2 minute questionnaire, and the remaining questionnaires re-
quired an average effort of 15 minutes each. The introductory
questionnaire was compensated higher to account for the time
spent on installation and setup. The follow-up questionnaire
payment was increased to motivate participants so that they
would take part at the end of the trial period of 3 months.

During the study, participants were asked to submit a
weekly screenshot with information about the passwords
stored in their password managers. We informed them about
this requirement in the screening questionnaire, explaining
that this does not involve submitting any personal passwords
or providing identifying information. For extra clarity, we
included example screenshots and step-by-step instructions
about how to generate them. The questionnaires were admin-
istered via a local SoSciSurvey platform instance hosted at
Karlsruhe Institute of Technology.

We ask participants to install and use a tool that handles
passwords and that can therefore impact their security. In this
regard, we consider the benefits higher than the risks, given
that using PMs is widely recognized as more secure than
traditional password management strategies. Additionally, we
selected a PM, 1Password, with a strong security reputation
further mitigating risks.

3.2 Analysis
Quantitative Analysis. SUS scores were measured at four
time points (weeks 1, 2, 3, and 4). To assess whether usability
varied significantly across these time points, we performed
a repeated-measures ANOVA with α = .05. For participants
who dropped out by week 4, we compared their week 1 SUS
scores with those of participants who completed the full study
with an independent t-test. For a meaningful interpretation of



the SUS scores, we report raw scores on a scale from 0 to 100
along with adjective-based ratings and acceptability classifica-
tions. According to Bangor et al.’s labeling scheme [8], SUS
scores above 70 are generally considered acceptable. Specif-
ically, scores up to 80 are labeled as ‘good,’ while scores
above this value are deemed ‘excellent’ or ‘best imaginable.’
In contrast, scores between 51 and 70 fall into the ‘marginally
acceptable’ category with an ‘ok’ rating, and anything be-
low 51 is considered ‘unacceptable.’ These qualitative labels
help to contextualize the numeric scores, providing a clearer
understanding of users’ perceptions of usability. In addition
to measuring usability, we included two closed-ended ques-
tions assessing participants’ trust in the password manager
and perceived added value, both of which required a yes/no
response. We used McNemar’s test to detect whether partic-
ipants’ perceptions shifted significantly over time, by com-
paring responses collected in week 1 and at the end of the
study.

Qualitative Analysis. We used a hybrid approach [23, 52]
for coding the open-ended responses, combining inductive
coding for questions without prior frameworks and pre-
existing codebooks for questions where they were avail-
able [2, 48]. Due to the reduced sample size, we opted for a
collaborative approach to coding instead of calculating inter-
coder reliability metrics that would have been unstable [39].
Two coders worked together to develop and refine the coding
scheme through iterative discussions, resolving discrepancies
by consensus rather than relying solely on statistical agree-
ment metrics. We report the percentage of times each code
was mentioned when participants answered each question.
Pilot testing. We ran a pilot study in December 2022 with 7
participants to pre-test the six questionnaires of the study. To
make the pilot quick, we adjusted the planning of the ques-
tionnaires to a 2-week schedule instead of the final 1-month
duration. Participants would install the PM on day 1, report
usage every two days, and answer the final questionnaire on
the last day. Of the 7 participants who passed the screening,
2 completed all the questionnaires. Incomplete submissions
were from 3 participants who confirmed they were already
using a PM in the additional eligibility check in the intro-
ductory questionnaire, and 1 participant who abandoned the
study. From the pilot results, we observed that participants did
not completely follow the instructions to upload the screen-
shot about password statistics. We explicitly pointed them to
the web interface because not all of the native interfaces of
1Password show the number of passwords stored, yet they
submitted the summary provided by the non-web interface.
To avoid this problem in the final study, we highlighted that
part of the instructions in bold.

4 Results

The study was conducted between July and October 2023.
It was advertised on July, 4th 2023 to potential participants:

>=18 years old, fluent in English, and who did not participate
in the pilot. In the next couple of days, 336 people took part
in the screening. From this sample, 87 did not use a PM, of
which 78 met the additional eligibility criteria on willingness
to submit PM usage statistics. Finally, 62 people went on to
initiate the introductory questionnaire, and 37 remained in
the study after validating the eligibility double check in this
questionnaire: participants who failed it were not truly novice
PM users, but mostly stored their passwords in browser-based
PMs. Table 1 summarizes the demographic information of the
sample at the start of the study: skewed towards men (64.8%),
covering ages from 18 to 34, most of them having completed
post-secondary education (59.4%), and having a background
in IT (67.5%).

Table 1: Detailed participant demographics.

n = 37

G
en

de
r Female 11

Male 24
Prefer not to say 2

A
ge 18-24 21

25-34 16

E
du

ca
tio

n High school 14
Bachelor’s degree 15
Vocational training 2
Master’s degree 6

IT

No 11
Yes 25
Prefer not to say 1

4.1 Starting Using a Password Manager

Despite not being PM users, the majority of participants
(32, 86.5%) have heard about password managers before
the study. The top reasons for not using them are “no per-
ceived usefulness” (35.2%), “security concerns” (23.8%), and
“perceived effort” (12.3%), echoing the findings in previous
studies [2, 41, 48] .

Managing Passwords Without Managers. Participants re-
ported having an average of 36 (Min=5, Max=150, SD=34.5)
passwords and using an average of 7 accounts on a daily basis
(Min=2, Max=25, SD=5.1). They mostly keep track of pass-
words by remembering them or writing them down. More
than half (54%) of the participants report reusing passwords
for some accounts. On average, they had 8 accounts with
unique passwords. When deciding to reuse, the most common
approaches consist of clustering the accounts by type and us-
ing the same password for accounts within the same category
(82.14%). Grouping is based on: security level, importance, or
service type (e.g., university-related services). Another com-
mon reason to reuse passwords is doing so for frequently used



accounts (10.7%). A few answers (7.1%) mentioned reuse
based on the password policy requirements.

Setting up a PM for the first time. The first step to start
using a PM is creating an account for it and setting up its pri-
mary password 2. When confronted with the task of selecting
a primary password, participants choose a secret similar to
their other passwords (51%) and not difficult to remember
(73%). Notably, 44% of the answers about how participants
created a primary password involve total or partial reuse of
existing secrets or personal data: 21% reused a password, 18%
reused a password with some variation, and 6% used pieces
of personal information with some tweaks or variations added.
The most commonly reported approach to keep track of the
primary password was remembering it (59.1%), followed by
storing it somewhere (40.9%), from writing it in a notebook
to storing it in the browser.

1Password offers an “Emergency Kit” option when setting
up the PM, i.e., a PDF file that includes a secret key and space
for the user to write their primary password. This information
should be saved securely as a backup when the user loses
access to the PM and needs to recover it. Only 5 out of the 37
participants wrote their primary password in the emergency
kit, and the majority stored the file in their computer (67.5%).
Interestingly, 4 people did not know where they stored the
emergency kit. The rest chose to store it in a physical place
or the cloud, and only 1 person did not store it.

After account creation, our participants were tasked with
installing the password manager. They could do so on one
or more devices. 35 participants installed the PM in a single
device, while two persons opted for 2 devices (computer &
smartphone). Table 2 gives an overview of the devices on
which the participants used 1Password the most. Nobody re-
ported problems during the installation, and successful installs
were confirmed by the submitted screenshots.

The final step to starting to use the PM required saving
passwords in it. Participants reported storing an average of
2.6 passwords (maximum 10). When saving passwords, the
majority of participants (33, i.e., 89%) did it manually, while
4 participants used the import function3. The only report of
problems during configuration was indeed related to import-
ing passwords, which required the participant to consult the
PM help documentation to solve the issues. No other prob-
lems appeared. The most common reason to decide which
accounts to store in the PM was frequent usage (36%).

At the end of the configuration process, we asked partici-
pants if they had changed any of their passwords during the
process, as this type of behavior could be triggered when
learning about the quality and reuse frequency of the stored

2Primary password (also referred to as master password, main password,
or vault password in some literature) is the single password required to
unlock a password manager’s vault, granting access to all stored credentials.

3Note that participants using the import function does not necessarily
indicate that participants used another password manager previously. 1Pass-
word allows importing passwords in CSV format, which can also stem from,
e.g., manually created spreadsheets.

passwords. This piece of information is provided right away
by the PM. Only one participant did so, reasoning that:

“[I] felt like I used one of my password options too
often so I decided to set a new one following my
password scheme” - P1

Overall, inaction regarding password improvement was com-
mon despite the PM alerting users about their weak passwords,
as will be discussed in the next section.

4.2 Usage Experiences
Study participants used the password manager for one month
and reported their experience weekly. The first week retained
33 users, a number that decreased to 28 by the second week,
and dropped to 23 and 19 in weeks 3 and 4, respectively.

Usage Behavior. Participants reported using the password
manager initially for an average of 5 accounts, increasing to
6 accounts by the end of the study. The most used types of
accounts were social media, emails, and online shopping. In
turn, the most common type of account that users deliber-
ately opted out of storing in the PM was bank accounts. The
reasons behind this choice included fear of data breaches,
the conviction that financial-related passwords should not be
saved anywhere, and being unsure if they trusted the PM:

“I did not use it for bank accounts, because I know
too little about the app to enter highly sensitive
information.” - P30.

This opinion shifted for some participants during the course
of the study: while nobody stored bank accounts at the begin-
ning, 3 participants started doing so in the second week.

Regarding likes and dislikes of using the password man-
ager, our findings partially overlap with those from previous
studies [41,48]. Participants’ top liked aspects are not needing
to type or remember their passwords, while common nega-
tives are complexity and incompatibility issues. The most
common new reason for not liking password managers is
the need to (frequently) unlock them with the primary pass-
words. According to our participants, this makes the process
inefficient:

“Always [have to] enter the master password. It’s
easier for me to just enter my normal password of
the website.” - P28.

“I have to enter my general password every day to
log in to the software. In that case, I may as well
log in to the website I need with my username and
password.” - P24.

Usability. Participants rated the usability of the password
manager on the SUS scale at the end of each week. The av-
erage usability was lower at the beginning, with a score of



(a) All participants (b) Retained participants

Figure 3: (a) Shows the average SUS scores given by all study participants to the password manager each week. While there
is a positive usability trend, the number of users evaluating the tool varies, decreasing from n = 33 to n = 19 over time. If we
consider the n = 19 retained participants, the average usability shown in (b) is higher and stable over time.

66.25 (± 16.35), increasing up to 71.62 (± 18.1) after one
month. However, when looking only at the ratings given by
the users who completed the four questionnaires, the usability
varies minimally over time and is not statistically significant,
staying between ~70-73 points, which is considered a “Good”
usability level [8]. This could suggest that users who had a
more negative experience were more likely to drop out. In-
deed, when comparing the average SUS scores given in the
first week by participants who continued using the password
manager (71.8) versus participants who abandoned the study
(58.57), the stark difference of around 13 points is statistically
significant (t(31) = 2.48, p = .019). Figure 3 summarizes
these differences, highlighting how usability lies at an ac-
ceptable level for retained users, while it is only marginally
acceptable when considering dropouts.

Trust and Perceived Value. Most participants reported
trusting the password manager at the beginning of the study
(69.7%), and this ratio increased after usage (78.3%). The
most common reason to place trust in the PM was transitive
trust (28% of mentions). Participants trusted the research
institutions conducting the study and, therefore, the PM to be
used in it:

“Because it is part of a study of well-known research
institutes” - P33.

Other frequently mentioned reasons to trust the PM were
“because it is well designed” (10%) or “looks serious” (7%),
and because of the “good online reviews” (14%).

Over the course of the study, no participant changed their
opinion from trusting to not trusting the PM, and 4 participants
went from no trust to trust. Those users who shifted their
trust perception positively named reasons related to good
usage experience, such as “nothing bad happened”, “seems
to work fine”, or they educated themselves by reading online

reviews. Still, 5 participants used the PM by the end of the
study while reporting no trust in it. The reasons for distrust are
not knowing enough about how the PM works to protect their
data, or they trusted it to a high degree but not completely,
because “you can’t guarantee 100% that this software is not
hackable” (P12).

When it comes to the value of using a PM, 51.5% of our
participants reported seeing a great value at the beginning, and
this perception increased slightly during the study (56.5%).
Positive participants appreciated the convenience of the PM
(62%), especially in terms of reduced memory burden (21%):

“Saving some time and the more accounts I use the
password manager for I less have to think about the
password of each account.” - P16.

The most frequent reasons for skepticism among the par-
ticipants who did not see a great added value in using the
PM were: having another strategy for managing or storing
passwords (50%) and the need for extra steps to log in to the
PM (10%).

“In order to use this software you have to type in
your general password every day or even worse
you have to type it in again after 10 minutes of
no activity. There is no additional value because
I do not save any time. Moreover there is still one
problem: Where do I store my general password??
How is this more safe than a sheet of passwords?”
- P24.

The skepticism about the password manager providing a
great added value is also reflected in the participants’ subscrip-
tion sharing behavior. Only 2 people shared their subscription.
The most popular reasons not to do it are because they see
no need or are not convinced about the usefulness of the tool



Figure 4: Overview of participant P15’s password health at the
end of the study. The password manager flags 25 passwords
as weak or terrible and 132 as reused. This same status was
kept during the whole 1-month usage period, showing the
user took no action to address the warnings.

(20%), and because the topic did not come up with their ac-
quaintances (15%) or there was no interested person (16%).
Another non-negligible type of reason was security and not
needing or wanting other persons to see their passwords (8%),
which points at a misconception in what sharing in the fam-
ily subscription model entails: it is about sharing the cost of
the subscription and the ability to share password vaults, but
each user would still have an independent account and private
credentials. Additionally, other reasons for not sharing were
related to social aspects, such as thinking their acquaintances
would not be interested or require support from them, or they
found password managers an uncommon topic to discuss in
social situations:

“Password security did not come to my mind when
socializing with others.” - P30.

Observations on Password Hygiene. When analyzing
the screenshots of the password manager usage uploaded by
participants, we observed that some went on to store more
passwords than those reported during setup. While the num-
bers generally aligned with the claimed moderate usage of
accounts (5-6), two participants had a much higher number
of passwords stored in the database by the end of the study
(168 and 267). What is noticeable is that the majority of users
(78.94%) in week 4 had warning flags indicating poor or
reused passwords. Despite seeing these warnings every time
they uploaded the screenshot throughout the study, nobody
changed their credentials to improve security. Additionally,
participants reported not using the password generator func-
tion embedded in the PM for all their passwords, mostly due to
convenience issues: they want to remember their passwords,
not depend on the PM, or it is too much effort to change
passwords.

Figure 5: User decisions regarding adopting a password man-
ager after trying one for 1 month (left), and 3 months later
(right). Of n=19 participants, 3 decided to use a PM, 3 decided
against, while the majority remains undecided.

4.3 Post-Usage Reflections
Of the remaining 19 participants who answered the conclud-
ing questionnaire, only one reported problems during usage.
The issue mentioned highlighted the importance of the user
interaction experience in fostering trust:

“I received a pop-up window from the password
manager at least twice which said that "Something
went wrong: An unknown error occurred...."
This is very scary considering that I am supposed
to entrust this software with all my important pass-
words...” - P24.

When asked about concrete suggestions for improvement,
7 participants did not offer any recommendations, many of
them also specifying that the PM is fine as it is. The most
common wishes for enhancement (72%) were related to con-
venience: streamlining the login process to avoid having to
enter the primary password frequently, and facilitating pass-
word creation and storage, for example, through easier import
mechanisms. The rest of the suggestions pointed to the need
for better documentation, such as including how-to videos,
and overcoming security concerns that users might have.

While the answers to problems and improvements reflect
satisfaction with the PM, 10 out of 19 participants would not
recommend using a password manager. Unfortunately, not
all participants provided reasons as to why they would not
recommend it, but simply stated they were ‘not convinced’
or ‘not sure’. Others cited reasons such as poor user experi-
ence, wanting more time with the password manager before
recommending it, or the desire to explore other password
manager options before making the decision. Additionally, 8
participants are open to paying for using this type of tool.

When asked about their own intention to use a password
manager after the study, only 2 people responded negatively; 3
participants said they will use 1Password, of which 2 actually



did so as reported in the follow-up questionnaire (the other
participant changed their mind because the low frequency of
using the PM did not justify the cost). The most common
answer, though, was being uncertain: 13 users wanted to re-
consider after the end of the license trial period. From these
undecided users, 12 answered the follow-up questionnaire
and 10 did not change their mind, being still undecided. The
remaining 2 decided not to use the password manager because
of a low frequency of usage and the cost of the license. The
only person who said they will consider using another PM
reported using iCloud in the follow-up questionnaire. Usage
(intentions) are summarized in Fig. 5.

5 Discussion

5.1 From Setup to Security: Bridging the Gaps

All our participants succeeded in installing and setting up
the password manager, but there is still a long way from
setup to effective use. A majority (54%) of participants reuse
passwords, including their primary password, demonstrating a
strategic yet problematic approach to security. This weak foun-
dation undermines the security benefits of using a password
manager in the first place. Compounding this issue, many
participants did not engage with the credential audit tools
designed to highlight security risks. While, by study design,
all participants saw their password health dashboard every
week when uploading the respective screenshot and almost
80% had bad passwords, they did not act on this information.
This suggests that visibility, clarity, and timing of security
notifications may play a role in user disengagement, which
aligns with previous research pointing to usability issues in
credential audit tools [32, 46].

To address these issues, future designs should focus on
(1) assisting users regarding primary password creation,
thereby stressing the dangers of password reuse, (2) inte-
grating nudges – such as commitment mechanisms [49] –
that encourage users to change weak passwords immediately
when entering them into the PM and to engage with security
audits throughout use, and (3) improving the presentation of
password health warnings to ensure they are actionable rather
than ignored. Unfortunately, our study does not give concrete
recommendations on how to achieve each of these. Studying
effective designs and nudges represents an important direction
of future work.

5.2 More Than Words: Improving Help

Our findings show that while users actively seek online re-
views of PMs to judge whether they want to use them, users
would like to have more than text-based explanations, sug-
gesting the introduction of videos as support. Their behavior
further reinforces the need for better documentation. One of

the most common frustrations was the frequent need to re-
enter the primary password to unlock the PM. However, this
inconvenience could be mitigated through existing customiza-
tion options, such as adjusting auto-lock timing or enabling
biometric authentication. The fact that users struggled with
this (during 1 month of usage) suggests that documentation
and onboarding failed to make these features discoverable
and actionable. Future studies should investigate how to add
proper affordances to PMs to make these features more easily
accessible for users.

Future efforts should focus on (1) diversifying documenta-
tion formats to match different learning preferences, (2) em-
bedding interactive guidance within critical workflows, and
(3) ensuring that security settings are surfaced when they are
most relevant. e.g., through designs with proper affordances.
Considering the issues discussed in section 5.1, just-in-time
help on choosing a primary password and support for under-
standable and actionable credential audits are clear points to
support an efficient use of PMs. Similarly, resolving miscon-
ceptions on what it means to share a PM subscription could
help improve social engagement, which increases adoption
potential.

5.3 Usable, but not Recommendable

The literature on social cybersecurity shows that users en-
gage in positive security and privacy behaviors more fre-
quently when spurred on by social triggers than when forced
to do so [61], be it through conversation, observation, or other
broader forms of peer connection. The importance of word-
of-mouth recommendations has even been shown specifically
for the PM context [41]. In our study, however, we observe
several behaviors that point to a lack of social engagement
with PMs. Participants rarely shared their password manager
subscription, with only 2 out of 37 participants doing so, and
more than half (52%) not intending to recommend a PM. The
reasons varied. Some were not fully convinced of the tool’s
value, while others felt their friends and family did not need it.
And for many, security was simply not a topic that came up
in conversation. This lack of social reinforcement may hinder
broader adoption.

Another factor potentially influencing word-of-mouth rec-
ommendation of password managers is usability perception.
Our study participants rated the PM with a SUS score of
around 70 points. Prior research suggests a link between SUS
and Net Promoter Score (NPS), where products with a SUS
below the 80th percentile tend to have fewer enthusiastic pro-
moters [11].

The observed barriers underscore the need to shift password
managers from a personal security tool to a socially endorsed
practice to positively influence adoption. Potential avenues for
this are (1) encouraging trust in PMs and (2) having security
champions endorse PMs in their social circles. As outlined
above, increasing PM usability must come first, though.



5.4 Running Longitudinal Studies

One challenge in our study was participant retention over
time. While 37 participants initially installed the tool, only 33
remained engaged after the first week, and 19 completed the
full four-week study. This attrition rate aligns with previous
research on longitudinal studies in usable security, specifi-
cally on authentication [25,27,40,47,53,59], where sustained
engagement can be difficult due to participant fatigue, com-
peting priorities, and perceived burden.

To mitigate dropout, we offered compensation and dis-
tributed incentives for partial completion. We also imple-
mented weekly reminder emails to encourage continued par-
ticipation. For future studies, we suggest experimenting with
tailored engagement strategies, reaching out to inactive par-
ticipants with personalized follow-ups [62].

5.5 Limitations

As with many user studies, the small sample size limits the
generalizability of our findings to some extent. Although qual-
itative results are reported using count data for context, we
acknowledge that the number of participants expressing a
particular idea does not necessarily represent the true preva-
lence of any practice or belief. Our population demographic
is fundamentally young (<35) and limited to people living
in Germany. Future research should explore more diverse
populations to uncover further usability issues with password
managers.

Attrition was notable, with only 57% of participants who
completed the first weekly questionnaire finishing the study.
While some dropout was likely due to the challenges of using
a PM, we did not collect specific reasons as to why partici-
pants dropped out. Future work could incorporate questions
in this regard in order to achieve closer tracking and investi-
gate potential dropout mitigations. Additionally, it must be
noted that participants may have exhibited transitive trust in
1Password as this was the manager to be used in the study.
Indeed, some participants reported trusting the PM because
it was recommended in this study by reputable institutions.
While this may introduce bias, participants’ acknowledgment
of trust by recommendation highlights the social dimension
of security and its crucial role, if participants were more likely
to recommend PMs among their peers.

Finally, while our study is the longest longitudinal study
on password manager usability reported on in the research
literature, it is still possible that the time frame of our study
was too short, and some usability issues might decrease fur-
ther with prolonged use. However, we chose the four-week
time frame with a follow-up after the third month to balance
research validity and feasibility. Most importantly, this time
frame is aligned with the typical durations of trial periods for
paid password managers, which increases external validity:
It is reasonable to assume that our findings represent the ex-

periences of users during the trial period, based on which the
users would have to decide whether to continue using the PM.
It also allowed us to collect participants’ initial experiences
as well as perceptions over time, while not overstraining our
ability to recruit participants and retain them in the study.
Yet, future studies exploring password manager usability as
well as barriers and motivators to continued use of password
managers over an even longer period of time would represent
an important direction of future work.

6 Conclusion

Our longitudinal study highlights key barriers to password
manager adoption that persist beyond initial exposure. While
trust in the tool improved over time, perceived usability re-
mained stable, with first-impression hurdles shaping long-
term engagement. Many users struggled with primary pass-
word creation and ignored credential audit warnings, limiting
the security benefits of the manager. To bridge these gaps,
future designs must prioritize actionable security feedback,
and methods to integrate PMs into everyday security habits.
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A Survey Instrument

A.1 Consent Forms
A.1.1 Screening Questionnaire

We are recruiting participants for a research study about pass-
word managers. The survey that follows will ask you a series
of questions about your usage of password managers to evalu-
ate if you qualify for the study. It will take you 1-2 minutes to



complete and you must be age 18 or older to participate. If you
are eligible, we will reach out to you to give you further infor-
mation. If you decide to join, you will have to install and use
a password manager for 1 month, and answer questionnaires
about your experience. By participating, will be compensated
with up to 20 EUR if you use the manager and complete all
questionnaires. Your participation in the eligibility survey is
voluntary and you may abandon it at any time. The collected
data will be used for scientific purposes only. We collect and
store your email address to send you details about the study.
Your e-mail address will be deleted immediately after the end
of the study in accordance with data protection regulations.

We are a group of researchers from <Institutions>. If you
have questions, you can reach us at <contact information>.

□ I have read and understood these terms and conditions,
and I agree to be contacted if I’m eligible for the study.

A.1.2 Diary Study - Consent

General Information Thank you for your interest in this sur-
vey. We are a team of researchers from <Institutions>. Your
participation will help us to better understand the usability
problems of password managers. You can participate if you
are over 18 years old and have a laptop or desktop computer
with Internet access. The study will include five question-
naires over the course of four weeks with an average effort of
15 minutes each questionnaire.

Procedure and Participation If you decide to participate,
we will ask you to install and set up a password manager and
use it for four consecutive weeks. Each week you must answer
a set of questions. The possible risks for the participants in
this online study are those associated with computer tasks,
such as mild fatigue. The benefits for you are, among other
things, the daily use of a password manager, which will help
you to manage your various credentials. Participation in the
survey is voluntary and you are free to leave the study at any
time.

Data Collection and Processing For the purpose of your
participation in this research study we process your e-mail ad-
dress as personal data. Personal data means any information
relating to an identified or identifiable natural person (data
subject); an identifiable natural person is one who can be iden-
tified, directly or indirectly, in particular by reference to an
identifier such as a name, an identification number, location
data, an online identifier or to one or more factors specific to
the physical, physiological, genetic, mental, economic, cul-
tural or social identity of that natural person (Art. 4, No. 1
of the EU General Data Protection Regulation (GDPR)). We
collect and store your email address so that we can use it to
send you a weekly questionnaire. Your e-mail address will be
deleted immediately after the research study is finished (when
you complete the last questionnaire), in accordance with data
protection regulations. The questionnaire answers will be kept

and processed anonymously. Please do not enter any personal
data, even from other persons, in the free text fields. The in-
formation collected in the study questionnaires is used only
for research purposes. The collection of socio-demographic
data such as gender etc. is carried out solely for the purpose of
evaluating the statements group heterogeneously. No attempt
will be made based on the information you have provided
to draw conclusions about specific persons. The evaluation
results will be published in an anonymous form (in tables and
/ or graphics), so that it is not possible to draw conclusions
about individuals.

Data Controller Responsible for the data processing ac-
cording to Art. 4, No. 7 GDPR as well as other data protection
regulations: <Institution information>

Legal basis The legal basis for the processing is your con-
sent in accordance with Art. 6, par. 1, clause 1 (a) GDPR.
According to Art. 7 par. 3 GDPR you have the right to with-
draw your consent at any time with effect for the future. The
consent is voluntary. There are no disadvantages for you if it
is denied or withdrawn.

Your rights You also have the following rights: You have
the right to obtain information from <Institution> about the
data stored about you and/or to have incorrectly stored data
corrected. You also have the right of erasure or limitation of
processing or the right to object to processing.

You have the right to withdraw your consent at any time,
whereby the lawfulness of processing based on consent before
its withdrawal is not affected. To assert these rights, please
contact: <Contact Information>

You also have the right to lodge a complaint with a su-
pervisory authority about the processing of the personal data
concerning you by <Institution>. <Contact Information>.

A.2 Questionnaires
A.2.1 Screening Questionnaire

Password Managers
Password managers are tools that can securely handle passwords for
you. They can remember your passwords, generate new ones, and
even sync them across devices. There are various types of password
managers:

• If you allow your web browser to save your passwords, you
are using your browser’s password manager.

• Third-party application password managers are software that
you install directly onto your devices or a service you can
access on the web.

• Your operating system can serve as a password manager as
well. For example, the Keychain functionality on MacOS can
remember passwords in and out of your browser.

QS-1 Based on our description, which password managers are you
currently using? (□ I don’t use any password manager □ Pass-
word Manager as a third-party application □ Browser Password
Manager (e.g., Google Chrome, Internet Explorer) □ ystem
Password Manager (e.g., Keychain) □ Other _____ )



If you decide to participate in our study, we will ask you to install
and use a password manager. As part of the study, we need to collect
anonymous data regarding usage. We will not ask you to submit any
personal passwords or provide any information that would allow us
to identify you.

QS-2 Would you be willing to submit a screenshot with the statistics
shown in the image? ( ◦ Yes ◦ No)

QS-3 Why did you reject using a PM so far? (circText)

A.2.2 Introductory Questionnaire

Password Management Practices

QI-1 To the best of your knowledge, approximately how many online
accounts do you have that use passwords? (Number)

QI-2 How many of your online accounts do you access on a daily
basis? (Number)

QI-3 How do you keep track of your passwords? (□ Password book
□ Word Document □ Remember □ Lastpass □ Bitwarden □
Dashlane □ Keepass □ 1Password □ Firefox □ Chrome □
Other _____ )

QI-4 Are your passwords different for each account? ( ◦ Yes ◦ No)

QI-5 Under what circumstances do you reuse your passwords? (for
example: unimportant forums, frequently used websites, ...)
(circText)

QI-6 How many of your accounts have unique passwords? (Number)

QI-7 Have you ever heard of password managers before this study?
( ◦ Yes ◦ No)

Account Creation
Start using 1Password, you need to create an account and install the
password manager application on your computer. Account creation
without interruptions takes between 5-10 minutes. Please use the
following link to create your account and return to this questionnaire
page when you are finished: [link]

QI-8 How did you create your master password? (The master pass-
word is the password you use to sign in to 1Password.com and
unlock the 1Password apps, it’s your account password) (Free
text)

QI-9 Is your master password similar to your other passwords? ( ◦
Yes ◦ No)

QI-10 Is it difficult to remember your master password? ( ◦ Yes ◦ No)

QI-11 How will you keep track of your master password? (□ Pass-
word book □ Word Document □ Remember □ Lastpass □
Bitwarden □ Dashlane □ Keepass □ 1Password □ Firefox □
Chrome □ Other _____ )

QI-12 Did you write your master password in the Emergency Kit? (
◦ Yes ◦ No)

QI-13 How did you store your Emergency Kit? (◦ printed it and stored
it in a physical place ◦ stored it in my computer ◦ I don’t know
◦ I didn’t store it)

Password Manager Installation
Now you can install the password manager 1Password. Without

interruptions, the installation process can take between 3-5 minutes.
Go back to your 1Password account, click the link "Get

the apps". Alternatively, you can access directly from here:
https://my.1password.com/apps There you will find links to install
the 1Password app in different devices (Windows, Linux, Android,
etc.) You can install the app on as many devices as you want to.

When you are done with the installation, don’t log in immediately
and return to this page.

QI-14 On which of your devices did you install 1Password? (□
Computer/Laptop (Windows) □ Computer/Laptop (macOS)
□ Computer/Laptop (Linux) □ Phone (iOS) □ Tablet (iOS)
□ Phone (Android) □ Tablet (Android) □ Browser extension
(Firefox) □ Browser extension (Chrome/Edge/etc.) □ Browser
extension (Safari) □ Other _____ )

QI-15 Did the installation on your [device] proceed without a prob-
lem? ( ◦ Yes ◦ No)

QI-16 (If QI-15 = Yes) What problems did you have for [device]]
during the installation? (Free Text)

QI-17 If it was not part of this survey, would you have canceled the
installation for [device]?

QI-18 Please upload a screenshot of the successful installation for
[device].

Questions QI-15 to QI-18 are repeated for every [device] selected
in QI-14

QI-19 How many accounts did you store in the password manager
1Password? (Number)

QI-20 How did you decide which accounts to store?

QI-21 How did you add your accounts to 1Password? How many
passwords did you change? ( ◦ Saved my accounts manually ◦
Saved my accounts automatically using the import function)

QI-22 Have you changed any of your pre-existing passwords during
this process? ( ◦ Yes ◦ No)

QI-23 Why did you change your passwords? (Free Text)

QI-24 How many passwords did you change? (Number)

QI-25 How did you create the new passwords? ( ◦ I changed my
passwords using the 1Password password generation function-
ality ◦ I changed my passwords by new passwords I generated
myself)

Statistics Screenshot

QI-26 Sign in to your account on 1Password.com, then choose a vault
where you set up your passwords. Click “Watchtower” in the
sidebar to create a Watchtower report and make a screenshot.
It should look similar to the image shown below but with your
own summary information.

Background

QI-27 What is your gender? (□ Woman □ Man □ Non-binary □
Prefer not to say) □ Prefer to self describe:_____ )

QI-28 How old are you? ( ◦ 18-24 ◦ 25-34 ◦ 35-44 ◦ 45-54 ◦ 55-64
◦ 65-74 ◦ 75 or older ◦ Prefer not to say)



QI-29 How well do you understand English? ( ◦ A1 – Beginner ◦
A2 – Elementary English ◦ B1 – Intermediate English ◦ B2 –
Upper-Intermediate English ◦ C1 – Advanced English ◦ C2 –
Proficiency English)

QI-Q30 What is the highest degree or level of school you have com-
pleted? (◦ No graduation (Kein Schulabschluss) ◦ Basic School
Education (Hauptschulabschluss) ◦ Advanced school educa-
tion (Mittlere Reife) ◦ Higher education entrance qualifica-
tion (Abitur oder Fachabitur) ◦ Completed vocational training
(abgeschlossene Ausbildung) ◦ Bachelor’s degree (Universität
oder Fachhochschule) ◦ Master’s degree (Universität oder Fach-
hochschule) ◦ Doctorate (Promotion) ◦ Other _____ )

QI-31 Which of the following best describes your educational back-
ground or job field? (◦ I have an education in, or work in,
the field of computer science, engineering, or IT. ◦ I do not
have an education in, or work in, the field of computer science,
engineering, or IT. ◦ Prefer not to say)

QI-32 How much time do you spend per day on the Internet/PC
outside of work? (◦ Less than an hour ◦ 1-2 hours ◦ 3-6 hours
◦ More than 6 hours.)

A.2.3 Usage Questionnaire

Likes and Dislikes
Based on your experience using 1Password since the last ques-

tionnaire:

QU-1 What did you like about 1Password? (Free Text)

QU-2 What did you dislike about 1Password? (Free Text)

Usage Behavior

QU-3 How often did you use 1Password since the last questionnaire?
( ◦ Daily ◦ Almost daily ◦ Several times a week ◦ Once a week
◦Not at all )

QU-4 On which of your devices did you use 1Password since the
last questionnaire? ( □ Computer/Laptop (Windows) □ Com-
puter/Laptop (macOS) □ Computer/Laptop (Linux) □ Phone
(iOS) □ Phone (Android) □ Tablet (iOS) □ Tablet (An-
droid) □ Browser extension (Firefox) □ Browser extension
(Chrome/Edge/etc.) □ Browser extension (Safari) □ In the
browser (website version))

QU-5 On which of your devices did you use 1Password most fre-
quently? ( ◦ Computer/Laptop (Windows) ◦ Computer/Laptop
(macOS) ◦ Computer/Laptop (Linux) ◦ Phone (iOS) ◦ Phone
(Android) ◦ Tablet (iOS) ◦ Tablet (Android) ◦ Browser ex-
tension (Firefox) ◦ Browser extension (Chrome/Edge/etc.) ◦
Browser extension (Safari) ◦ In the browser (website version))

QU-6 You indicated you have 1Password installed on the following
devices. When you needed to enter a password on these devices,
how often did you use 1Password for this? ( ◦ Never ◦ rarely ◦
sometimes ◦ Most of the time ◦ Always ◦ I uninstalled on this
device)

Usability–SUS
You have indicated that you use 1Password most frequently on

your <device in QU-5>. Based on your experience with 1Password
on this device up to now, how much do you agree with the statements
below?

(Answer choices: ◦ Strongly agree ◦ Agree ◦ Neither agree nor
disagree ◦ Disagree ◦ Strongly disagree)

QU-7 I think that I would like to use this system frequently
QU-8 I found the system unnecessarily complex
QU-9 I thought the system was easy to use

QU-10 I think that I would need the support of a technical person to
be able to use this system

QU-11 I found the various functions in this system were well inte-
grated

QU-12 I thought there was too much inconsistency in this system
QU-13 I would imagine that most people would learn to use this sys-

tem very quickly
QU-14 I found the system very cumbersome to use
QU-15 I felt very confident using the system
QU-16 I needed to learn a lot of things before I could get going with

this system

Account type and number
QU-17 For how many accounts did you use 1Password? (number).
QU-18 Which types of accounts did you use 1Password for? (For

example social media, e-mails, bank accounts...) (free text).
QU-19 Are there accounts for which you have deliberately not used

1Password despite frequent use? ( ◦ Yes ◦ No)
QU-20 Why did you deliberately not use the password manager for

some of your accounts? (free text).

Perceived Value
QU-21 Do you see a great added value in using a password manager

for your everyday life? ( ◦ Yes ◦ No)
QU-22a (If QU-21 = Yes) Which great added value do you see in using

a password manager for your everyday life? (free text).
QU-22b (If QU-21 = No) Why do you think that the use of a password

manager brings no additional value? (free text).
QU-23 Did you share the subscription with another person this week?

( ◦ Yes ◦ No)
QU-24a (If QU-23 = Yes) Who did you share it with? ( ◦ A family

member ◦ A friend ◦ a flat-mate ◦ Other, please specify: )
QU-24b (If QU-23 = Yes) What were the main reasons for you to share

the subscription with that person? (free text).
QU-24c (If QU-23 = Yes) Did the sharing of the subscription proceed

without a problem for you and the person you shared the sub-
scription with? ( ◦ Yes ◦ No)

QU-24c1 (If QU24c = No) What problems did you or the person you
shared the subscription with have? (free text).

QU-24d (If QU-23 = No) What were the main reasons for you to not
share the subscription with another person? (free text).

QU-25 What could be reasons for you to share the subscription with
another person? (free text).

Trust
QU-26 Do you trust 1Password? ( ◦ Yes ◦ No)
QU-27a (If QU-26 = No) Why do you not trust 1Password? (free text).
QU-27b (If QU-26 = Yes)Why do you trust 1Password? (free text).

Statistics Screenshot
QU-28 : Repeat QI-26



A.2.4 Concluding Questionnaire

Usage Behavior
QC-1: Repeat QU-5

QC-2 After this month using 1Password, approximately how many
of your passwords are now created by the password generation
functionality. (Slider 0-100%)

QC-3 (If QC-2 <100%) Why did you not use the password genera-
tion functionality for all your passwords?

Usability–SUS
QC-9 - QC-13: Repeat QU-7 - QU-16

Statistics Screenshot
QC- 14: Repeat QI-26

Post-Usage Reflections: Perspective Changes

QC-15 Before the survey, did you have any reservations (doubts)
against password managers? (◦ Yes ◦ No)

QC-16 (If QC-15 = Yes) What were these reservations (doubts)? (free
text)

QC-17 Do you still feel the same way about password managers? ( ◦
Yes ◦ No)

QC-18 (If QC-17 = No) What has changed in your view of password
managers? (free text)

QC-19 You indicated that you shared the subscription with other per-
sons.

What are your impressions after having used 1Password and
shared the subscription. What are the issues you encountered?
What are the benefits you see? (free text)

QC-20 You indicated that you shared your subscription with (<person
indicated person in previous questionnaires> . Which other
people would you consider sharing a subscription with (if
any)? (free text)

Post-Usage Reflections: Intention to Use

QC-21 Will you continue to use 1Password? ◦ I will continue to use
1Password ◦ I will no longer use 1Password in the future, but
will consider using other password managers ◦ I will not use
password managers in the future ◦ I will decide once the trial
expires

QC-22 You answered [intention]. What is the most important reason
for this decision for you? (free text)

Post-Usage Reflections: Problems, Improvements, Valued Fea-
tures

QC-23 Were there any problems you had while using 1Password?
(free text)

QC-24a (If QC-24 = Yes) What problems did you have while using
1Password? (free text)

QC-25 What concrete suggestions do you have for improving the
usability of password managers? (free text)

QC-26 Arrange the features of a password manager that are most
important to you. Options: Possibility to share passwords, Au-
tomated change of a site’s password from within the password
manager, Generation of random and complex passwords, Noti-
fication of security problems (e.g., Data breaches), Multi-factor
authentication to keep your data more secure, Safety analysis
and suggestions fro improvement, Synchronization across dif-
ferent devices.

QC-27 Would you recommend the use a password manager to a friend
or colleague? ( ◦ Yes ◦ No)

QC-28 What are the reasons you think would make them start using a
password manager? (free text)

QC-29 Why would you not recommend using a password manager to
others? (free text)

Economic Value

QC-30 Would you ever pay for a password manager? (one-time pay-
ment) ( ◦ Yes ◦ No)

QC-31 How much would you be willing to pay for the password
manager? (Enter the amount in euros)

QC-32 What features would the password manager have? (free text)

QC-33 Many third-party password managers require a monthly fee
to use their services. Would you be willing to pay for such a
service? ( ◦ Yes ◦ No)

QC-33a (If QC-33 = Yes) How much would you be willing to pay
monthly for such services? (Enter the amount in euros)

QC-33b (If QC-33 = No) Why would you not be willing to pay a
monthly fee for the password manager services? (free text)

A.2.5 Follow-Up Questionnaire

QF-1 In the last questionnaire, you have stated that you will continue
to use 1Password after the study. Are you currently using
1Password? ( ◦ Yes ◦ No)

QF-1a (If QF-1 = No) How and why has your mind changed since the
last questionnaire? (free text)

QF-2 In the last questionnaire, you have stated that once the 1Pass-
word trial expires in 3 months, you will then decide if you want
to continue using 1Password. Is this still true? ( ◦ Yes ◦ No)

QF-2a (If QF-2 = No) How and why has your mind changed since the
last questionnaire? (free text)

QF-3 In the last questionnaire, you have stated that you will no longer
use 1Password in the future, but will consider using another
password manager. Are you currently using another password
manager? ( ◦ Yes ◦ No)

QF-3a (If QF-3 = Yes) Which one?

QF-4 In the last questionnaire, you have stated that you wont be
using password managers after the study. Is this still true? ( ◦
Yes ◦ No)

QF-4a (If QF-4 = No) How and why has your mind changed since the
last questionnaire? (free text)



B Codebooks

• Reasons to reuse : • account-type (23) unimportant-account
(15), account-with-personal-financial-data(3), important-
account (1), one-password-per-account-category (4) •
Situational-reason (5) password-policy (2), frequently-used-
account (3)

• Primary password creation: • NA(5) • convenience
(13) reused (7), memorable (6) • own-algorithm (11)
reused-variation (6), personal-info-variation (2), unspecified-
algorithm (3) • security (10) random (4), suggested-or-
automated (3), unique (3)

• Accounts stored: • usage (23) frequently-used (17), not-
frequently-used (3), will-decide-as-they-use-PM (3) • impor-
tance (13) • important-account (8), unimportant-account (5) •
memory (5) memorable-passwords (3), forgettable-passwords
(2) • no-criteria (4) all-accounts (2), randomly-selected (4)

• Accounts used (week 3): • NA(3) • Devices (2) router (1),
TV (1) • specific-services (47) social media (16), education
(4), online shops (5), entertainment (4), emails (10), forums (1),
customer service (1), travels-booking (1), football (1), bank-or-
payments-account (3) • other (2) important (1), every-account
(1)

• Accounts not used (week 3): • NA (5) • type-of-account
(11) bank-accounts (7), important-or-sensitive-accounts (3),
email (1) • reason (18) security-or-trust-concerns (10), can-
remember-password (3), no-need (3), wants-to-keep-secret (1),
inconvenient (1)

• Added value: • Convenience (44) no-need-to-remember (15),
time-saving (6), easy-login (7) efficiency (3), quick-login (11),
comfort (2), • Security (16) improves-password-strength (10),
more-secure (6) • Functionality (8) easy-multidevice(1),
password-organization (3), password-storage (2), credential
audit (2) • NA (2)

• No added value: • usability-issues (16) setup-initial-effort
(5), extra-steps-to-login (5), difficult-to-understand (1), poor-
usability (2), no-time-saving (2) • no-perceived-usefulness
(26) own-strategy-works (18), other-ways-to-store-passwords
(7), not useful (1) • security-trust-concerns (2) security-
doubts (1), reliability-doubts (1) • practical-management-
issues (4) many-password-managers (2), managing-primary-
password (2) • situational-inefficiency (1) stored-not-needed-
password (1) • NA (2)

• Trust: • general (8) feeling-impression (7), no-reason-
to-distrust (1) • implementation (18) well-designed-
implemented (8), safe (7), reliable (1), usage-works (2) • trust-
mechanisms (48) trust-in-institution-researchers (22), online-
reviews-information (11), serious (6), many-users (3), official-
app (3), nothing-bad-happened (2), trust-many-other-apps (1)
• NA (4)

• No trust: • security (9) can-be-hacked-or-leaked (4), all-
passwords-in-one-place (2) 3rd-party-app (3) • informa-
tion (9) lack-of-information (5), transparency (3), bad-online-
reviews (1) • novice-skepticism (1)

• Reasons not to share: • skepticism (30) not-convinced
(8), no need (10), bad-experience-dislike (3), no-perceived-

usefulness (6), not-using (1), limited-subscription (2) • se-
curity (7) security (5), not-wanting-others-accessing-their-
passwords (2) • acquaintances (37) did-not-think-or-come-up
(13), no-interested-person (14), acquaintance-use-other-PM
(4), takes-time-effort (3), no-common-accounts (3) • other (8)
did-not-know-it-was-possible (7), forgot (1) • NA (6)

C Invitation Email

The following email was sent as invitation to all potential partic-
ipants in the local KD²Lab panel at KIT. It was sent by the panel staff.

Dear [first name] [last name],

we hereby invite you to participate in a KD²Lab study. The study in
question is an online study.

Information on the study:
The study has two parts. You can only participate, if you are willing
to participate in both parts.

Part 1: You fill out a short questionnaire regarding password man-
agers.

• Duration: 1-2 minutes

• The survey must be filled out today or tomorrow ([DATES]])

During this part, you will also have to provide your bank details to
the KD²Lab in order to receive your compensation. Personal data
that you submit to KD²Lab for the payout will not be associated
with your decisions in the study. To enter your bank data, you will
need the following access key: [TOKEN]

Some of the participants will be contacted on the 7th July 2023 to
take part in the second part. This second part will start on the 10th
July 2023.

Part 2: In case you are selected for the second part, you will have
to install the password manager 1Password on one of your devices.
The license for 1Password will be provided to you free of charge.
You will have to fill out overall six questionnaires in the second part
of this study:

1. Monday on the day of installation/setup of 1Password (com-
pensated with 5C)

2. Friday at the end of the first week (compensated with 3C)

3. Friday at the end of the second week (compensated with 3C)

4. Friday at the end of the third week (compensated with 3C)

5. Friday at the end of the fourth week (compensated with 3C)

6. Friday at the end of the twelfth week (compensated with 6C)

Compensation: All participants will receive a guaranteed
compensation of 1C for the first part of the study. Participants
who also participate in the second part of the study can get up to
additional 23C (depending on the filled questionnaires as listed
above). Compensations are paid out via SEPA bank transfer, see
https://www.kd2lab.kit.edu/280.php.



The data protection information can be found at (and also at the
beginning of the two parts in the questionnaires): [LINK]

Conditions for participation:
• The study will be conducted in English. Participate in this study

only if you have a good knowledge in reading and writing of
the English language or if you are a native speaker.

• You must not have used a password manager before this study.

• You must be willing to participate in both parts of the study.

• You own a personal device on which you can install 1Password.

• You are willing to actively use the password manager through-
out the study period.

Ready to participate? Please make sure you that you have read and
understood the above information on the procedure of this study.
You can then start with part 1 of the study:

[LINK]

Please note that participants who fail attention checks or respond
to questions in a non-sensical way will not be compensated. The
same holds for participants that do not fulfill the conditions for
participation.

We are looking forward to your participation!
Best regards
Your KD²Lab Team

D Longitudinal Use of Password Managers

Table 2: How participants used 1Password the most over the
course of our study (question: “On which of your devices
did you use 1Password most frequently?”). Use of browser
extensions as a primary means is low, while the Windows and
phone applications stand out as often-used.

Type
Week

1 2 3 4
n=33 n=28 n=23 n=19

Browser
(Extension)

Chrome/Edge/etc. 1 2 2 2
Firefox 2 3 3 3
Safari 0 0 0 0
None / web version 0 0 0 0

Computer/
Laptop

Linux 1 1 0 0
Windows 14 11 10 8
macOS 1 1 0 0

Phone Android 6 3 3 1
iOS 7 6 4 5

Tablet Android 0 0 0 0
iOS 1 1 1 0

Other 0 0 0 0
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