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Abstract

Unmanned Aerial Vehicles autonomously perform tasks using
state-of-the-art control algorithms. These control algorithms
rely on the freshness and correctness of sensor readings. In-
correct control leads to catastrophic process destabilization.

In this work, we propose the CONFUSENSE attack, aiming
to impact process control via stealthy sensor reconfiguration.
In the first part, the attacker will inject messages on buses that
connect to the sensor. The injected message reconfigures the
sensors. The reconfiguration primitives are selectively used
to affect the controller (e.g., stall the control computations)
transparently to the data consumer. Consequently, the manip-
ulated sensor values lead to unwanted control actions (e.g., a
drone crash). We experimentally demonstrate CONFUSENSE
and investigate its system-level effects and consequences. Our
findings show that i) reconfiguring sensors can have surpris-
ing effects on reported sensor values, and ii) the attacker can
stall the overall Kalman Filter state estimation, leading to a
halt in control computations. This leads to stealthily crashing
or deviating the UAV over 30 meters.

Our work shows that attacks on sensors are not limited to
continuously inducing random measurements, and demon-
strates that sensor reconfiguration can completely stall the
drone controller. In our experiments, state-of-the-art UAV
controller software and countermeasures do not handle such
manipulations. Hence, we discuss new countermeasures.

1 Introduction

In modern society, Robotic Vehicles (RVs) such as Unmanned
Aerial Vehicles (UAVs) are deployed to accomplish a num-
ber of tasks. UAVs have been used to deliver medicines [48]
and have been tested for life-saving deliveries [18]. UAVs
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Figure 1: With CONFUSENSE, an adversary remotely recon-
figures a flying drone’s onboard sensor (e.g., via IEMI). The
drone starts operating with the reconfigured sensor and makes
wrong control decisions, which leads to deviation and crash.
With a series of reconfigurations of the sensor, the attacker
can even remotely control the drone.

are used for consumer goods delivery [50,51] and are de-
ployed in military operations [36], often relying on open-
source flight controllers [46]. Given their importance, security
concerns have been raised. Several recent papers confirmed
these concerns by showing critical security issues in flight
stacks [23,24,40,43,49]. Prior work in the Cyber-Physical
Systems (CPS) domain proposed using GPS spoofing for
remote UAV manipulation [40]. An attacker can take over
the victim’s UAV by precisely and continuously injecting the
spoofed GPS signal. Alternatively, it was proposed to use in-
tentional electromagnetic interference (IEMI) to inject noise
in the MCU-sensor bus and continuously perturb the sensor
readings received at the UAV controller [23]. By doing so, the
attacker can crash the drone. Continuous spoofing of victim
vehicle sensor readings will trigger anomaly detection as the
readings will suddenly be noisy and inconsistent [17].

In UAVs, the Micro Controller Unit (MCU) continuously
queries sensors for the latest readings. Sensors are configured
to update their readings with fixed sampling rates. As sensors
are in dedicated chips, they transmit the data to the MCU via
the local bus system or analog signals.



In this work, we introduce the CONFUSENSE attack and
investigate its impact on modern UAVs (see Figure 1). CON-
FUSENSE is a new attack that manipulates the sensor update
rate (in the most extreme case, temporarily disabling a partic-
ular sensor) to influence controller decisions. We demonstrate
that this reconfiguration can be achieved with a single ma-
licious message, unlike sensor spoofing attacks [23], which
require the continuous injection of malicious traffic. Notably,
CONFUSENSE only requires intermittent access to the bus
and remains effective even after the attacker is out of range.

We formalize the CONFUSENSE attack, investigate realiza-
tions of these attacks on Commercial-Off-The-Shelf (COTS)
flight controllers, and evaluate their system security impli-
cations at hardware, Real-Time Operating System (RTOS),
control, and anomaly detection. Finally, we propose a new
attack synthesis algorithm enabling malicious drone control.

Our results show that CONFUSENSE induces severe con-
sequences on UAV stability, quickly leading the drone to
deviate from the planned trajectory or crash. Moreover, our
novel attack remains stealthy from state-of-the-art Anomaly
Detector [12,26]. Our takeaway is that although sensors are
fundamental for enabling autonomy in current UAV archi-
tectures, their insecure configuration poses a significant trust
issue, affecting the system’s security and functionality. Fi-
nally, we discuss potential countermeasures.

The contributions of the paper are:

* We propose a novel approach in which the attacker in-
directly manipulates sensor readings via stealthy recon-
figuration of the sensor via a shared bus. We show that
this reconfiguration can lead to unexpected results on
the reported readings and is transparent to the controller.

* We experimentally implement CONFUSENSE attack,
evaluate its effect and consequences in different envi-
ronments, demonstrating its practicality. We show the
impact of reconfigurations on five different hardware
platforms and two different control software. We demon-
strate that our manipulations can stall the control loop.

* We propose an attack synthesis methodology to optimize
CONFUSENSE for deterministic manipulation of drone
behavior. This is the first time that drone manipulations
do not only lead to uncontrolled crashes but control of
the drone without active sensor spoofing.

Our artifact is available at https://github.com/scy-phy/
droneDeprivation.

2 UAV Security: Background and Motivation

2.1 Architecture of UAVs

Autonomous UAVs have sensors and actuators connected to
a flight controller (Figure 2). Sensors observe the UAV state
and report it to the flight controller. The flight controller has a
microcontroller unit (MCU), which is used to run the control
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Figure 2: Flight control—sensors, GPS receivers and their
contribution to the state estimation.

and communication software. The received sensor readings
are then used for state estimation via sensor fusion algorithms
(e.g., Kalman Filter). Based on the estimated state and the
planned trajectory, the flight controller computes the control
action, and transmits it to the actuators (motors).

Sensors for autonomous navigation. Inertial Measurement
Unit IMU) is an essential sensor for flight stabilization. It
uses an accelerometer and a gyroscope to report the proper ac-
celeration and angular velocity to the flight controller. UAVs
utilize this information for attitude estimation (estimating the
pose of the drone). Other sensors required for autonomous
navigation are the compass, the magnetometer, and the barom-
eter. Moreover, a GPS receiver is necessary to locate the drone.
Readings from all these sensors and the GPS receiver are input
to the Kalman Filter for state estimation.

EKF architecture. Extended Kalman Filter (EKF) is the
non-linear extension of the Kalman Filter [25]. It operates
in two steps: prediction and update. During the prediction
step, the state estimate is computed (e.g., roll, pitch, yaw), and
during the update, the estimate is improved by sensor fusion.

Popular open-source flight control software such as Ardupi-
lot applies state-of-the-art Extended Kalman Filter state es-
timation for autonomous navigation. According to the docu-
mentation [5], state prediction relies on IMU data, while the
state update is done by fusing the other available sensor read-
ings. State prediction is calculated every time new IMU data
is received (IMU has a high sampling rate), while state update
is performed less frequently (as the other sensors are sampled
less often). The IMU sensor reading is the most important
and has the highest priority in the state estimation procedure.

2.2 Serial Buses for Sensor Communication

In UAV systems, sensors connect to the microcontroller via
unauthenticated, unencrypted serial buses like SPI, I12C, CAN,
and UART. These buses transmit sensor data and allow the mi-
crocontroller to configure sensors using serial APIs detailed in
publicly available datasheets. The microcontroller configures
sensor registers to meet real-time application needs.
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We focus on I2C, a common two-wire protocol with a clock
and data line. The microcontroller acts as the controller, coor-
dinating communication. The controller mandates communi-
cation via the clock signal. All other bus members listen to
the data line and respond to the specific controllers’ requests.

2.3 Attacks on UAVs

Nassi et al. [33] systematized UAV attacks and defenses. Son
et al. [49] showed sound injection attacks on gyroscopes,
while Jeong et al. [24] proposed countermeasures. Sathaye
et al. [40] studied GPS spoofing, showing drone takeover is
challenging in practice. Dayanikli et al. [16] demonstrated
false PWM actuation via IEMI, and Jang et al. [23] disrupted
IMU readings by blocking serial channels electromagneti-
cally. Selvaraj et al. [45] manipulated analog signals via IEMI.
Dayanikli et al. [15] and Zhang et al. [55] showed IEMI-
induced bit flips in UART, 12C, and CAN. Xie et al. [53]
demonstrated UART attacks and proposed a defense.

2.4 Anomaly Detection for UAVs

Open-source autopilots like Ardupilot implement an EKF
failsafe [4], which triggers when EKF residuals exceed a
threshold for over 1 second, switching the drone to land mode.
In security research, Quinonez et al. [37] used an additional
EKF and CUSUM for anomaly detection. Choi et al. [12]
proposed using control invariants derived via system identi-
fication. More recently, Khan et al. [26] proposed to detect
UAV attacks by monitoring the microcontroller’s low-level pe-
ripheral bus registers to identify any abnormal access patterns,
and by moving the Kalman filter outside the RTOS.

3 System Model and Assumptions

System Model We consider a UAV running state-of-the-art
autopilot software (see Figure 2 and Section 2.1). A moni-
toring system like M2MON [26] is in place to detect attacks
on the UAV by monitoring the Kalman filter and serial reg-
ister. In its most basic form, the monitor will check for un-
expected large differences in sensor readings (e.g., bad data
detection [9]). If an attack is detected, the drone will switch
to the failsafe mode or execute recovery [14].

Threat Model An attacker is assumed to access a copy of
the victim’s hardware (e.g., by buying the same UAV drone or
flight controller). The attacker’s goal is to deviate the victim
drone from its trajectory or crash it without being detected.
We assume the attacker can interact with local bus com-
munication (e.g., eavesdropping, manipulating, or injecting
their own messages). Realizations of such attacks have been
demonstrated, such as: i) a supply chain attack, implanting
malicious behavior into one component connected to the
bus [7,54], ii) by remotely injecting or manipulating messages

Table 1: Compared to prior work attacks against UAV sensors,
our attack does not require continuous signal injection, ac-
tive sensor value spoofing, or sensor corruption. Instead, our
attacker requires a single reconfiguration message injection,
which persists even when an attacker is out of range.

Spoofing | Continuous  Active Sensor Single Persistent
Type injection spoofing  corruption injection Out of Range

GPS, SEC’22 [40]
IEMI, NDSS’23 [23]
Acoustic, NDSS’15 [49]
Acoustic, NDSS’23 [24]
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on the bus via IEMI [15, 16]. We use the IEMI channel in
our later experiments for demonstration purposes but consider
in-depth discussion on this as out of scope (see Section 3.1).

Our threat model does not allow the attacker to execute (or
manipulate) code on the main MCU, no vulnerabilities in the
MCU would allow remote code execution (e.g., via the bus).

Research Goal and Challenges The idea of the attack
is twofold: i) the attacker reconfigures sensors altering its
operational behavior (e.g., sensor operating frequency), and ii)
using this capability, the attacker forces the victim controller
to perform wrong control decisions, leading the drone on the
wrong path or crashing. We introduce the term CONFUSENSE
attack to capture the intuition of our novel attack.

There are two main challenges: C1) It is not clear from
prior work which manipulations are possible for the proposed
attacker model without raising errors at the controller and
C2) Depending on the attacker impact on the sensors, deter-
ministically controlling the drone behavior is challenging.

3.1 Gaps in Prior Research

Unlike classical denial of service attacks, our contribution lies
in identifying an under-explored class of cyber-physical at-
tacks where the adversary deliberately and persistently denies
timely sensor updates. While control theory has addressed
the impact of stochastic deadline misses due to unreliable
communication channels [31,41,42], these timing issues have
not been studied from a security viewpoint.

Existing UAV architectures remain vulnerable to remote
sensor manipulation attacks. While process-based anomaly
detection systems [12,26,37] can identify and recover from
conventional spoofing attempts [14], our proposed attack in-
troduces a novel threat that bypasses such defenses. Unlike
prior sensor spoofing or false data injection attacks that contin-
uously tamper with sensor values [23,24,40,49], our approach
reconfigures the sensor permanently, allowing the attack to
persist even after the adversary is no longer in range. As il-
lustrated in Table 1, this enables control disruption through
legitimate traffic without compromising communication.

Our work investigates the security implications of such
an attack across both hardware and software layers of UAV



systems. While previous studies have demonstrated that in-
tentional electromagnetic interference (IEMI) can destabilize
UAVs [15,16,23,53,55], we explore how IEMI can be used
to induce sensor reconfigurations. However, we do not claim
novelty in the use of IEMI itself, as it is already recognized
in the literature as a viable attack vector.

4 CONFUSENSE Attack

4.1 CONFUSENSE: Sensor Reconfiguration

Our attack approach is to deny timely sensor updates in order
to crash the target vehicle (or manipulate the path). To achieve
this, we leverage two variants of sensor reconfiguration: a)
sensor suspension, and b) sampling frequency reduction.

a) Sensors allow suspension (or power-save mode, depend-
ing on the manufacturer) for power-saving purposes. In this
mode, the sensor stops updating the sensor reading register.
The control software will continue its normal execution, but
the information received from the external sensor will be no
longer reliable (e.g., outdated, wrong, or absent).

b) Sensors allow modifications of the operating frequency.
Modern flight controllers (e.g., the Pixhawk 6¢ [21]) rely
on general-purpose IMUs that can be programmed for dif-
ferent applications (i.e., the same IMU chip can be used in
various contexts, for example, in smartphones and activity
trackers). In flight control software, sensors are configured
to run at the highest sampling frequency allowed by the sen-
sor to enable precise control of the aircraft. An attacker can
delay sensor updates and compromise control accuracy by
reducing the sampling frequency. This can be modeled as
intermittent suspension with a duration inversely proportional
to the frequency.

Sensor Reconfiguration Commercially available sensors
used in UAVs are configured by issuing (not cryptographically
secured) bus write commands into specific register addresses
(serial API, Section 2.2). All the commercially available sen-
sors that we reviewed allow configuration via serial APIs, and
to the best of our knowledge, configuration commands for a
sensor cannot be flushed to avoid configuration overriding.
An attacker altering the sensor configuration influences the
drone’s state estimation, leading to incorrect actuation. We
demonstrate that modern controllers implicitly trust sensors.

During the normal operations of a drone, the sensor is pe-
riodically queried from the microcontroller to pull the fresh
data (see Section 2.2). The attacker can leverage such pe-
riodic messages or create new traffic on the bus to achieve
target sensor reconfiguration. In the evaluation (Section 5.1),
we provide two case studies showing how the attack can be
practically launched on a victim’s vehicle.

4.2 CONFUSENSE Effect: Control Interference

Possible Behaviors Consider the system in Figure 3. Based
on sensor readings, the controller computes the actuator signal
to control the physical process. Intuitively, the proposed CON-
FUSENSE involves attacker actions to ‘interrupt’ the feedback
from the physical process to the controller (the ‘switch’ sym-
bol in Figure 3 represents the attacker’s action). During an
attack, an attacked set of observations reaches the controller.

In control theory, prior work proposed control strategies
for lossy control packets [41,42,47], by stochastically model-
ing missing observations. In contrast, we assume the attacker
deterministically triggers the sensor reconfiguration to desta-
bilize the process. We identify three possible behaviors re-
sulting from a CONFUSENSE-induced sensor reconfiguration
and their resulting missing observations. In Section 5.2, we
verify which of the hypothesized behaviors occur in practice
in COTS IMU sensors and their impact on the control.

Absent data. No sensor values are received at the controller.
This situation occurs when the sensor is disabled.

Default value data. The value that reaches the controller
is a constant. This situation occurs when the sensor is in an
error state and replies to queries with a default value.

Stale data. The sensor stops updating, and the last observa-
tion is retransmitted to the controller. Krotofil et al. introduced
this setup in an ICS scenario [27].

Due to the influence of CONFUSENSE on the sensor read-
ings, the controller reacts depending on the received observa-
tions. In the case of absent data, two control strategies were
proposed by Schenato et al. [41]. Zero-input: Stop actuating
the system. Hold-input: Keep actuating based on the last ob-
served value (or keep the last control action). In the case of
default data and stale data, the controller will continue to
actuate the system based on the received data. In a nutshell,
CONFUSENSE affects the Kalman filter state estimation, prop-
agating to the controller to produce the wrong actions.

Attack Formalization
tem, Equation 1.

Consider a linear discrete-time sys-

(D
Vi = Cxi

{ka = Ax; + Buy,
where A, B, and C are matrices that describe the coefficient
physical model. x; denotes the current system’s state, y; are
the sensor readings, and u; denotes the actuation command
computed based on the current sensor readings.

In the case of CONFUSENSE, the observations that reach
the controller are affected by the attacker (y;), which can
decide to start the attack on the system (y; € {0,1}).

In the case of absent data, no sensor data is received at the
controller during an attack. The sensor observation model is:

¥ = (1= + %@ 2)
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Figure 3: CONFUSENSE attack abstraction. An attacker reconfigures sensors to influence the readings. This can have different
effects in the control loop, a) Absent data, where no data is received b) Default data where sy, is constant c) Stale data where last

observation is received by the controller.

In the case of default value data, the observation model is:

i = (1= Yi)ye + Yes 3)

where s, is constant, while for . Finally, in the case of stale
data, the observation model is:

i = (1= Y )ye + Yivk—1 4

where y{_, is the last observation before the attack.

Before reaching the controller (e.g., PID controller), yj
goes through the Attitude and Heading Reference Sys-
tem (AHRS) and Kalman filter (where it gets fused with the
other sensor sources to refine the system state and the sensor
readings estimate, e.g., yaw, pitch, and roll) (see Figure 2).
The attack-induced sensor reading propagates through the
filters to reach the controller, where the wrong state estimate
influences the error value e}, (between the observation and the
control target). Formally,

uZ =Lej
where e} = SP—KF(y}) (5)
vt € {yi,absent, default, stale}

L are the controller parameters that operate based on the error,
SP is the control target (set point), and KF is the Kalman filter.

4.3 CONFUSENSE Consequence: Physical De-
viation

CONFUSENSE induces the state estimation to be incorrect or
delayed. This causes the system to have the wrong actuation.
In real-world control systems, the effect of measurement and
environmental noises makes the PID controllers perform an
error correction w.r.t. a target value (as explained in Equa-
tion 5). We are interested in understanding if this wrong actu-
ation can be adversarially exploited to deviate the drone to an
adversary’s desired location.

Figure 4 shows an example: while a drone is following a
specific mission (e.g., moving along waypoints), the attacker
is launching targeted attacks to suppress specific (or all) new
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Figure 4: Motivating example, a drone flies on a straight
trajectory. The flight is influenced by sensor and environmen-
tal noise which results in continuous correction applied to
the flight. An attacker starts CONFUSENSE, targeting one of
the drone sensors. The sensor stops updating the transmitted
value to the MCU. Consequently, the attitude estimation is
compromised, causing wrong actuation commands that result
in the drone’s deviation or crash.

sensor readings (i.e., through sensor reconfiguration). When
the CONFUSENSE attack starts, the last computed attitude is
the last correct estimate of the drone’s pose. The actuation
command will reflect the correction w.r.t. the expected trajec-
tory of the drone. Such attacks cause the drone controller to
operate on outdated sensor readings with constant actuation —
which causes the drone to go on the wrong trajectory. When
the attack stops, the drone will compute the correct state esti-
mation and attempt to re-stabilize the body frame. In Figure 4,
the drone crashes on the ground while recovering from the
CONFUSENSE attack.

In contrast with a sensor spoofing attack, where the attacker
can arbitrarily substitute the sensor readings to induce the
desired behavior, with CONFUSENSE the attacker does not



actively decide the value received at the controller, instead
it would follow one of the three behaviors described in the
previous section (absent, default, stale data).

To deviate the victim vehicle towards the adversary’s
desired position, the attacker intermittently triggers CON-
FUSENSE to influence the sequence of actuations (i) to mini-
mize the distance between the drone location and adversary’s
desired position (adversarial control problem).

t
minimize Z \/ (DronePos; — AttackerGoalPos;,)?
k=0
; (6)
where DronePosy,| = ZA(DronePos) « + Buj,
k=0

In Section 6, we propose an attack synthesis methodology
to solve the adversarial control problem.

S Experimental Evaluation

We comprehensively study CONFUSENSE attack. The first
part involves the realization of CONFUSENSE in hardware,
followed by the effects on the UAV controller, and finally,
a general perspective of CONFUSENSE controllability by
studying the consequences of such attacks on UAVs. Specifi-
cally, we answer the following research questions. RQ1: How
can CONFUSENSE be practically launched on modern flight
controllers? RQ2: Which practical interactions between an
IMU and the control program are observed and what is their
relation to the hypothesized behaviors for CONFUSENSE?
RQ3: What is the impact of the proposed CONFUSENSE at-
tack on UAVs?

5.1 Case Study: CONFUSENSE in Hardware

To study CONFUSENSE attack realizations in hardware, we
designed a set of experiments that help us to answer RQ1. In
this section, we demonstrate how an attacker can practically
launch the proposed CONFUSENSE on hardware. Consis-
tent with prior work [23], we set up the same testbed with
a main controller (Raspberry Pi3) that connects to an IMU
(MPU6050) through a shared bus (I2C). A Python script using
the smbus?2 library controls the I2C bus communication.

We offer two case studies via local and remote attacks to
showcase CONFUSENSE for sensor suspension. For space
constraints, we demonstrate the sensor frequency reconfigura-
tion and its effects in Appendix A.

Local sensor reconfiguration Attack Setup. The attacker
relies on a peripheral connected to the I2C bus. The main
controller continuously reads data from the IMU. I12C uses
pull-up resistors in both lines to ensure a logical ‘1°, which
means only ‘1’ can be turned into ‘0’ and not vice versa —
making message manipulation challenging, as the attacker

Figure 5: Reading Gyro X on the shared bus. Top: Readings
before the malicious command injection. Bottom: Readings
after the malicious command injection, no data is transmitted
due to the device reconfiguration.

X Power Yagi antenna
Supply

Figure 6: IEMI injection testbed. On the left: the SDR, the
power amplifier (connected to the power supply), and the
oscilloscope. On the right, the Yagi antenna, the Raspberry Pi
connected to the IMU.

lacks full control of the data line. We found that the clock
signal is generated only when the main controller sends a
request. This presents an opportunity for an attacker to inject
commands. When the bus is idle, any device could generate
the clock signal and maliciously impersonate the legitimate
controller. To avoid collisions, the attacker listens to reading
patterns on the bus and determines when to inject bus com-
mands. The attacker-controlled peripheral injects commands
by reconfiguring its I2C interface from peripheral to controller
mode.

Injection result. The attacker has a time window before
the next communication with the legitimate controller occurs
(legitimate communications occur at 400Hz in Ardupilot).
Within this time window, our attacker sends requests to the
target peripheral on the bus to change its configuration. Af-
ter the injection, the sensor stops answering the controller’s
requests. For example, before the attack, the read gyro X com-
mand 0x43 is followed by a sensor reading response 0x0151,
and after the attack, the sensor responds 0x00. Figure 5 shows
the impact of the CONFUSENSE on the sensor.

Remote sensor reconfiguration  Artack Setup. The attacker
injects wireless electromagnetic emission on the victim bus.
Prior work has shown that random values can be injected in



the shared bus via IEMI [23]. We now demonstrate that an
attacker can use IEMI for targeted sensor reconfiguration.

For IEMI injection, we use a software-defined radio (SDR,
USRP X310) connected to a power amplifier (WYDZ-PA-
IM-750MHz) that provides power to a Yagi antenna (see
Figure 6). We monitor the IEMI effects on an oscilloscope
(Tektronix MSO2024B) connected to the data and clock lines
of the I2C bus. The I2C controller (Raspberry Pi3) controls
the sensor’s operation by changing the values on particular
registers. To reconfigure a sensor, an attacker needs to inject a
valid writing command in the shared bus. A valid I2C writing
command is composed of a device address, followed by a
register address and a payload (see Figure 7). To induce the
desired reconfiguration, the attacker needs to bit-flip parts of
the register address or payload in the write command.

To perform a successful IEMI injection, we must find the
correct frequency that induces the power required to cause
a bit flip. After performing a frequency sweep, we found
that the range between 120MHz and 150MHz injects enough
power to disrupt the bus communication. We used 126 MHz
as the carrier frequency which showed the highest injection
power. Prior work [23] investigated and characterized the re-
lationship between power and distance (Figure 18 in [23]).
Their result shows that by using a higher power amplification,
the attacker can induce IEMI at a higher distance (Jang et
al. [23] results are offered up to 8 meters. As explained in
Section 3.1, our paper’s contribution is not the use of IEML
Instead, we rely on IEMI to demonstrate our attack.) Follow-
ing the base case from prior work [23], we test the injection
at 10 cm. The maximum output power of our power amplifier
is 34.8 dBm (3W).

Disrupting bus communication triggers errors such as col-
lisions, EKF failsafe, or bad-data detection (e.g., Control In-
variant monitors [12]), making continuous IEMI injection
unsuitable due to its lack of stealth. Instead, the attacker must
inject IEMI in a timely, controlled manner to achieve sensor
reconfiguration. Prior work [15, 16] discusses synchroniza-
tion with the victim bus and demonstrates both synchronous
and asynchronous IEMI injections via IEMI leakage. As a
proof of concept, we demonstrate on-the-fly modification of
payload values. By exploiting the periodicity of bus communi-
cation, the attacker can time the IEMI duration to selectively
override specific segments, such as IMU register values, while
passively eavesdropping to synchronize injections.

Injection result. Our goal is to achieve the proposed sen-
sor suspension and sampling frequency reconfiguration via
IEMI. According to the sensor specification [22], to achieve
the sensor suspension in the MPU6050, we have to write in
the Power Management 1 register 0x6B, the value 0x40. Fig-
ure 7, represents the collected power trace at the oscilloscope,
with and without injection. The collected power traces con-
tain a register write followed by a register read. As we can
observe when the IEMI injection is performed (lasting 800us,
i.e., 5 clock cycles), the response from the register changes
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Figure 7: I12C bus oscilloscope capture. Comparison of the
stored register value before and after triggering the suspend
mode in the sensor via IEMI attack on MPU6050. The IEMI
modifies the payload of the message from 0x01 to 0x40. DA:
Device address, RA: Register address, P: Payload.

reporting 0x40 (our target value for suspend mode).

Generalizability to other protocols and CPS As de-
scribed in Section 2.2, the serial protocols exploited for the
attack are general and used in several CPS domains; for this
reason, the proposed sensor reconfiguration method can be
used to attack any CPS architecture that relies on similar
sensors (e.g., autonomous vehicles). Moreover, the proposed
approach is general; the same attack applies to other serial
protocols (e.g., UART). Independent from the bus protocol,
two factors make the CONFUSENSE possible: i) the sensor’s
reconfigurability, and ii) the use of unauthenticated buses.

To answer RQ1, we practically realize and demonstrate
the reconfiguration command injection on an 12C bus
testbed. Our case studies show that it is possible to re-
configure the sensor (locally or remotely) maliciously.
The proposed reconfiguration approach brings advantages
compared to spoofing of the sensor readings that could
lead to detectable bus collisions.

5.2 Control Interference: CONFUSENSE Ef-
fects in Hardware and Software

Motivated by the practicality of reconfiguration attacks, we
now address RQ2 by investigating the effect on IMUs of such
reconfigurations and the consequences on flight control.

To verify the behavior of CONFUSENSE over the control
algorithm, we run experiments on multiple COTS flight con-
trollers and evaluate how different IMUs respond to the recon-
figuration. We also evaluate how the control software reacts
to those reconfigurations. We rely on the Ardupilot, a widely-
used flight control software for commercial UAVs. For our
evaluation of system-level effects of CONFUSENSE, using
either PX4 or Ardupilot yields similar results as both rely on
the same Extended Kalman Filter implementation [38].
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Figure 8: Suspend attack behavior on the four tested IMUs. Red background: IMU suspended.

Evaluation Setup. We test CONFUSENSE with three flight
controllers running Ardupilot and launch CONFUSENSE dur-
ing the flight control software execution. We then analyze
the collected log files to assess the impact of sensor recon-
figuration. The flight controllers used in our evaluation are i)
Kakute H7 Mini (BMI270 IMU); ii) Pixhawk 6C with a dual-
IMU (BMIO055 IMU and ICM-42688-P IMU); iii) Omnibus
F4 (MPU6000 IMU). Moreover, we assess the end-to-end
impact of CONFUSENSE on the Crazyflie V2, equipped with
BMIO088 IMU and the optical flow sensor.

Effects of IMU Suspend For each IMU, we identify the
register/value pair used for device reconfiguration and verify
its effect on the control software. We now detail our findings.
BMI055. IMU is composed of two sensor modules: the
accelerometer and the gyroscope. The accelerometer reacts by
stopping sending values to the MCU (absent data), while the
gyroscope reacts to the configuration change by reporting a
constant value (default value data). Table 2, reports the default
value that was sensed on each axis during the attack, while
Figure 8a shows the results of the suspend reconfiguration
on the BMIOS5 sensor. The Ardupilot controller reacts to the
(partially) absent data by applying the hold strategy on the last
observed value, and the attitude estimation continues despite
no accelerometer samples being received. As we can notice
from the bottom plot in Figure 8a, the frequency of the EKF
estimation is unaffected by the reconfiguration attack.

BMI270. In this case, both the accelerometer and gyroscope
react to the reconfiguration with the default value data, and
the reported value for each module is an out-of-range value
(see Table 2). Figure 8b, shows the sensed behavior when
starting the suspend attack on the BMI270. Ardupilot accepts
this received value as legitimate, which induces an error in
attitude estimation. The attitude estimator believes that the
drone is flipping (instead, the drone is steady on a table). As
in this previous case, the reconfiguration does not affect the
sensor and EKF frequency, leaving the scheduler unaltered.

ICM-42688-P. In this case, the IMU reacts to the suspend

attack by stopping transmission of both the gyroscope and the
accelerometer sensor updates. Since no data is received at the
controller (for both sensors), no state estimation is performed
(see Figure 8c). This result shows the resource dependency
between the IMU and the state estimation. In Ardupilot, the
state estimation is part of the fast_loop () tasks, executed
with the highest priority by the scheduler with a frequency of
400Hz. The control flow inside the flight controller remains
unaltered, but IMU data unavailability makes the highest pri-
ority task in Ardupilot not executed.

MPU6000. As reported in Table 2 the sensor behaves simi-
larly to the BMI270 and starts reporting default values; those
values are close to zero. In this case, after the reconfiguration,
the sensor increases its responsiveness time (the attitude and
EKF frequency drops from 400Hz to 100Hz, see Figure 8d),

Effects of IMU Sampling Frequency Reducing the IMU
sampling frequency below 400Hz leads to intermittent stale
data, causing significant delays in the Kalman Filter updates.
This slowdown in sensor data processing directly impacts
the RTOS task scheduling, causing tasks to be delayed or
missed. As a result, the drone’s ability to compute fresh con-
trol commands is impaired, compromising its stability. A full
discussion of these results and implications is available in
Appendix A.2.

Our CONFUSENSE uncovers a critical controller design
flaw, where an untrusted sensor can induce delays in task
execution within the MCU. This flaw exposes a weakness in
the firmware’s handling of sensor data and task scheduling.

End-to-end Attack Demonstration We evaluate the im-
pact of the reconfiguration attack strategies on the Crazyflie
V2 platform equipped with the control firmware 2023.02
and BMIO88 IMU sensor. An attack demonstration video is
available at https://youtu.be/7vgxqLVDyUA. The Crazyflie
device is hovering above the ground and will continue do-
ing so (baseline in the video) unless an attack is started. In
BMIO088, the suspension produces absent data behavior (simi-
lar to BMIOS5). The impact of the suspended attack results in


https://youtu.be/7vgxqLVDyUA

Table 2: Summary of IMU behaviors observed during Suspend mode attack

Accelerometer Value

Gyroscope Value

X Y Z X Y 4
IMU Model Behavior u c u c c Behavior u c u c u c
BMIO55 Absent Data - - - - - - Default -0.0025 0.0 -0.002 0.0 0.0012 0.0
BMI270 Default 14153 0.0 141.53 0.0 141.53 0.0 Default 3148 0.0 3149 0.0 3149 0.0
ICM-42688-P  Absent Data - - - - - Absent Data - - - - - -
MPU6000 Default 0.2477 1.058 68.9905 14.563 -0.3031 1.295 Default 0.0254 00 -0.0346 0 0.1211 O

the drone crashing on the ground. Since the sensor updates
are suspended, this attack is undetected by a bad data detector
(see Section 7.1).

To answer RQ2, we characterize the behavior of IMUs
when targeted with the proposed reconfiguration and their
implications on the control algorithm (data unavailability
blocks execution of RTOS tasks). Our results show that
the proposed techniques will result in three main behav-
iors: absent, stale, and default data (consistently with the
behaviors hypothesized in Section 4.2), and expose funda-
mental weaknesses in the firmware’s handling of sensor
data and task scheduling.

5.3 Physical Deviation: CONFUSENSE Conse-
quence

To address RQ3, we investigate the impact of CONFUSENSE
on UAVs. For our evaluation, we assess the effect of CON-
FUSENSE on the Ardupilot [2] autopilot system (version
4.3.3), running in the Software In The Loop (SITL) simu-
lator. SITL is a fully functional environment to run Ardupilot
software in simulated physical surroundings. All the Ardupi-
lot features are available within the SITL framework; for this
reason, it is well suited to test the impact of CONFUSENSE
on the control algorithms without safety hazards. To emulate
the effects of the CONFUSENSE, we target the virtual sensor
driver for the IMU (AP_inertial_sensor_SITL.cpp, avail-
able in our repository). In turn, we emulate the stale data
by storing the last observation and re-transmitting it to the
attitude controller, the default data by transmitting the default
values observed for the MPU6000 and BMI270 (see Table 2),
and the absent data by skipping the data transmission dur-
ing the attack time (in practice we emulate it as a frequency
reduction, as otherwise the physical simulation would not
advance). To evaluate the attack’s impact, we create a straight-
line mission at a desired altitude of 50 meters, flying it 11
times without attacks to establish a baseline trajectory, and 11
times for each observed CONFUSENSE-induced behavior, last-
ing 1 second. The CONFUSENSE is launched when the drone
reaches the desired altitude and follows the straight trajectory.
We evaluate the impact of the attacks in terms of deviation
D (Equation 7) as the instantaneous mean squared difference

Table 3: Emulation of CONFUSENSE attack with Ardupilot
SITL. Behavior characterization of Ardupilot flight control
after launching CONFUSENSE for 1 second. Each attack is
repeated 11 times.

CONFUSENSE behavior

Undetected Detected (failsafe) TtD TtC
Yocrash  %compl.  %crash Yoland  u(s) G us) c
Stale 0.00 0.00 0.00 100.00 499 180 N.A. N.A.
Default 0.00 0.00  100.00 0.00 122 0.00 456 0.00
Absent  100.00 0.00 0.00 0.00 N.A. NA. 422 001

between the attack trajectory A and the reference trajectory R.
The distance is computed over the three-dimensional space
axis, x (longitude displacement), y (latitude displacement),
and z (altitude displacement).

Dy(xyz) = \/(At(x’y,Z) = Ri(xyz) )? )

In particular, we consider Maximum deviations Equation 8
induced by the attack (i.e., between the events attack start
and the crash, failsafe or landing event timestamps).

max Dy, t € {attack start, failsafe/crash}  (8)

Moreover, we are interested in evaluating the impact of the
attacks on the Ardupilot failsafe mechanism (see Section 2.4).
For this reason, we measure how often the attack triggers
the EKF failsafe, how often the drone crashes, how often
the drone completes the mission, and how often it performs
an emergency landing. For the attacks that trigger the EKF
failsafe or crash the drone, we compute the average Time to
Detect (TtD) and Time to Crash (TtC). We note that with the
Ardupilot default EKF failsafe, the minimum Time to Detect
is 1 second (see Section 2.4).

TtD = Thajisate — TausStart )
TtC = Terash — Taestart (10)
Emulation Results  Table 3 and Table 4 report the summary

of the emulation carried out over the possible CONFUSENSE
induce behaviors. We measure the deviation induced by the
CONFUSENSE before the EKF failsafe triggers.



Table 4: Emulation of CONFUSENSE with Ardupilot SITL.
Maximum deviation distribution in meters until failsafe or
crash. Attack duration is 1 second.

X y z

um) o wum) o um) o

Stale 167 158 76 79 12 1.2
Default 43 02 397 00 49 00
Absent 57.8 04 1381 00 53.1 00

Stale Data. In the case of stale data attacks, the attack
triggers the EKF failsafe 100% of times, which successfully
lands the drone 100% of times. The EKF failsafe requires an
average TtD of 5 seconds, which is a significant amount of
time (recalling that the minimum time to detect is 1 second).
The attack deviates the drone from its trajectory, 1 to 16
meters on average. The standard deviation reveals that attack
effects vary with the stale data value. Due to sensor noise, each
emulation run differs, leading to non-deterministic behavior.

Default Value Data. Table 4 reports the simulated deviation
observed when using the MPU6000 default values. In this
scenario, the CONFUSENSE-induced behavior triggers the
EKEF failsafe. The drone crashes as the controller is unable to
stabilize the vehicle post-attack. This behavior is consistent
across repeated experiments, evidenced by a low standard
deviation. This consistency can be attributed to the transmitted
data remaining identical across runs. The time to detection
(TtD) is also low, with the EKF failsafe activating after 1.22
seconds, compared to a minimum detection threshold of 1 s.

When using the BMI270 default data, the simulation log-
ger stops recording the drone’s status, making it unclear
whether the drone activated the failsafe, crashed, or landed.
Nonetheless, analysis of the altitude logs indicates signifi-
cant deviation: 10.63m (¢ = 0.73) along the x-axis, 22.02m
(o =0.01) along the y-axis, and 51.66m (¢ = 0.00) along the
z-axis—strongly suggesting the drone reached the ground
and crashed. The time to crash (TtC = 0.74s) is below the
1-second threshold required to trigger the EKF failsafe. This
result is excluded from Table 4 as the logger fails to capture
critical post-attack data, making it unsuitable for comparison.

Absent Data. In this case, the controller stops receiving
sensor updates. In our emulations, the drone crashes 100%
of the time without triggering the EKF failsafe. The induced
behavior is consistent among the runs (i.e., a low standard
deviation of the induced maximum deviation). Notably, the
attack will induce a deviation of 138 meters on the y axis and
above 50 meters on the x and z axis.

Regarding RQ3, the emulation results of CONFUSENSE
demonstrate a severe impact on the physical system, con-
sistently causing the drone to deviate from its intended
path and crash. Our analysis shows that stale data attacks

Open Al Gym
Enviroment
Action Drone
RL Agent SDA: yes/no Physical Model
tate, Reward| PyRoboLearn (PyBullet)
i
___________________________ T
CRIU : PWM Sensor readings
heckpoint restore. w/ or w/o
checkpoint restorei
! Ardupilot (MU SDA
I

! _»| Mission, Control

Figure 9: Controllable attack synthesis framework

are detected by the EKF failsafe, forcing the drone to land.
In contrast, attacks involving default value or absent data
always result in a crash: either the failsafe triggers too
late to prevent it, or the attack goes entirely undetected.
These findings highlight how different forms of sensor
data manipulation undermine the controller’s ability to
respond and recover, ultimately causing mission failure.

6 Targeted Attack Synthesis

In the previous sections, we introduced CONFUSENSE and
evaluated their impact on drone operations and COTS flight
controllers. In this section, we answer the following ques-
tion,RQ4: How can UAVs be adversarially controlled via
CONFUSENSE? To answer RQ4 and solve the adversarial
control problem identified in Equation 6, we investigate the
controllability of the proposed CONFUSENSE and propose
an attack synthesis methodology to fly the drone. The pro-
posed framework, by using Reinforcement Learning (RL),
allows the attacker to direct a drone toward the attacker’s
desired location. To reach the desired location, the attacker
decides when the CONFUSENSE is performed (y, € {0, 1},
see Section 4.2).

The attack synthesis relies upon the following elements:

Goal. The goalis an X, Y, and Z coordinate to which we aim
to deviate the drone. We randomize the goal at the beginning
of each episode to guarantee learned policy generalizability.

Action Space. The action space is a boolean variable report-
ing whether the IMU readings should be attacked.

State Observations. The observation space is 25 dimen-
sional and continuous, with drone position, quaternion orien-
tation (4 values), Roll, pitch, and yaw angles in radians, the
velocity vector in m/s (3 values), Angular velocity in radi-
ans/second (3 values), Motors’ speeds in RPMs (4 values),
the roll, pitch, and yaw first derivative and goal coordinates.

Reward Function. Our reinforcement learning agent for
drone deviation learns using a custom reward function (Algo-
rithm 1, Appendix B) designed for the dual of the adversarial
control problem (Equation 6). This function evaluates the
Euclidean distance to the goal (goalDist) and its change
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(ADist). It rewards proper drone orientation (droneUP()) and
penalizes flipping or being upside down. Additionally, it dis-
courages following the controller’s path and penalizes EKF
failsafe triggers while rewarding movement towards the goal.

6.1 Attack Synthesis Framework

Framework Implementation. Figure 9, summarizes the frame-
work architecture for our evaluation. We create an Open Al
Gym [8] environment to allow the interaction between the
Reinforcement Framework agent and Ardupilot. Ardupilot
SITL allows for an external physical emulation [3] via UDP
socket; we rely on this feature to enable the interaction be-
tween the reinforcement learning environment and Ardupilot.
To initialize the Ardupilot controller in the environment, we
use Checkpoint/Restore In Userspace (CRIU) to restore the
Ardupilot process. The Ardupilot process image was taken
while the drone was flying over a straight trajectory.

Learning is based on episodes. Each episode is composed
of steps. In each step, the agent computes the CONFUSENSE
decision based on the last received state and transmits it to the
environment. The physical model processes the PWM input,
simulates the corresponding physical response, and sends the
normal or attacked sensor readings to Ardupilot, updating the
drone’s state. This update prompts the agent to begin the next
step in the learning process.

Evaluation of the attack synthesis framework. We train the
attack synthesis agent for 1M iterations (19 hours) using the
TRPO algorithm [44], Figure 10 reports the reward evolution
over the evaluation set. Over time, the model increases the
average reward function value, which means that the agent
policy learned how to control the drone via CONFUSENSE.

We assess the agent’s ability to manipulate the drone’s tra-
jectory. Figure |1 presents sample traces demonstrating how
the learned policy deviates the drone to the left or the right
from the Ardupilot-planned path. Under normal conditions,
the drone follows a straight trajectory unless CONFUSENSE
is executed. The figure highlights the steps where the syn-
thesis framework applies CONFUSENSE actions. The results
confirm that the synthesis method can time CONFUSENSE to
divert the drone without triggering a failsafe.

To answer RQ4, we propose an attack synthesis method-
ology. Our evaluation results show that the target UAV
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Figure 11: Drone Traces, the attack synthesis learned policy.
Given the objective, the drone will turn left or right via inter-
mittent CONFUSENSE

can deviate from the planned trajectory to the attacker’s
desired location. Compared to prior work attacks, the
proposed framework represents an advancement in the at-
tacker capability as previously demonstrated attacks will
imply drone crashing [23,49].

7 Detection and Mitigations

7.1 Detecting CONFUSENSE

In previous sections, we have presented and evaluated a novel
attack vector against UAVs. We are now interested in un-
derstanding the efficacy of detection mechanisms to prevent
CONFUSENSE attack. Specifically, we address the following
question RQS: Is the induced CONFUSENSE attack detected
by State-of-the-Art detectors for UAVs?

In Section 5.3, we assessed the impact of CONFUSENSE on
the EKF failsafe algorithm implemented on Ardupilot, show-
ing that the attacks are often undetected. To answer RQS, we
assess the impact of CONFUSENSE on UAV anomaly detec-
tors. We evaluate CONFUSENSE on flight controllers with
the state-of-the-art security reference monitor, M2MON [26]
(see Section 2.4). To detect an attack, M2MON continuously
monitors the MMIO (Memory-mapped 1/0O) address range
of the MCU with three different metrics: Access list (list of
MMIO address access), Access chain (order of MMIO ad-
dress access), Access frequency (frequency of MMIO address
access). Any deviation from regular access patterns indicates
the presence of malicious activity. Additionally, to secure the
EKF from attacks on the RTOS, M2MON runs EKF sepa-
rately from the RTOS. We show that CONFUSENSE remains
undetected or delays detection.

Monitoring MMIO Access. The Kakute H7 Mini flight
controller (STM32H743 MCU and BMI270 IMU) uses SPI
for MCU-to-IMU communication. Upon referencing the



datasheet of STM32H743, we find that the transmit data reg-
ister (TXDR) for SPI is located at address 0x40013420 and
the receive data register (RXDR) for SPI is located at address
0x40013430. These registers are responsible for exchanging
data with the IMU. Therefore, we inject counters into low-
level SPI drivers for the ArduPilot firmware and count the
number of accesses for the specified SPI MMIO addresses.

Anomaly Detection. CONFUSENSE does not alter the list
and order of MMIO address access. Since the CONFUSENSE
does not modify the control firmware, the MCU will continue
querying the IMU. Therefore, the CONFUSENSE remains
undetected under the first two M2MON metrics, i.e., access
list and access chain. Furthermore, we investigate the change
in the frequency of MMIO address access. To achieve this,
we first calculate the maximum and minimum MMIO access
frequencies over 300 seconds during the regular IMU opera-
tion. To validate if MMIO access always remains within the
calculated boundary, we compare it with a 60 seconds trace
of regular IMU operation. The detector has an accuracy of
0.999988 when monitoring an idle MCU. Finally, we per-
form sensor suspend on our IMU for 60 seconds and use the
previously derived boundaries to detect CONFUSENSE.

Sensor Suspend Attack Detection. In this case, the detec-
tor has a low accuracy of 0.0002 when applied on suspend
attacks. For this reason, we argue that this attack remains
undetected. We attribute the undetected suspend attacks to
the fact that there is no change in communication patterns
with the BMI270 IMU. Moreover, monitoring the values set
into the registers will not be sufficient to detect the device re-
configuration attack, as the attacker issues the reconfiguration
through an out-of-bound method (e.g., IEMI) and not through
the monitored MCU registers.

Sensor Frequency Attack Detection. In this case, the recon-
figurations cause late detection. A sampling frequency attack
reduces the communication frequency between the IMU and
MCU, causing delayed detection of frequency changes due
to 128 missing observations when the IMU frequency drops
from 1600 Hz to 12.5 Hz. As noted by Jang et al. [23], detec-
tion delays reduce the chance of attack remediation, leading
to a drone crash. A complete discussion of these results and
implications is provided in Appendix A.3.

Process-based detection. Similarly to what we showed in
Section 5.3 about the impact of CONFUSENSE on the EKF
failsafe mechanism, the time to detect would also increase
in the case of other proposed process-based anomaly detec-
tors [12,37] which rely on the same sensor observations used
by the failsafe to detect anomalies. The delay induced by the
frequency attack prevents the anomaly detection signal from
reaching the detector, delaying or preventing the alarms.

To answer RQS5, we evaluate the proposed attacks against
prior work anomaly detectors and show that the proposed
suspend attack evades M2MON (accuracy drops from
0.999988 to 0.0002) and induces delays in the process-

based anomaly detection, while the frequency attack will
slow down the state estimation and delay detection.

7.2 Countermeasures

Chip-level Mitigation Mitigating the proposed attacks at
the sensor chip level requires: i) enabling the chips’ secure
configuration with an authentication layer on the serial pro-
tocol. This is challenging as it induces computational and
power overheads on resource-constrained devices and cannot
be retrofitted to legacy chips. ii) Removing configuration func-
tionalities from the sensors or allowing configuration only at
sensor boot to impede the device configuration overwriting.

Software-level Mitigation = While software mitigations do
not address the root cause of sensor reconfiguration attacks
(i.e., these approaches do not prevent the attacker from reissu-
ing the malicious configuration commands), they are easier
to deploy on legacy hardware. Periodic attestation of sensor
configurations or bus monitoring for anomalous requests can
enable attack detection. Upon detection, the microcontroller
will restore the correct sensor configuration or initiate a re-
covery procedure [13].

After sharing our results with the ArduPilot community, the
core developers suggested leveraging an existing ArduPilot
feature for our attestation use case. To guard against sen-
sor brownouts, ArduPilot uses checked registers, which syn-
chronously verify that critical registers for supported sensors
remain unchanged upon data availability. This feature is only
enabled for specific sensors experiencing brownouts and is not
uniformly implemented among them. Moreover, the current
design does not perform this check when a sensor’s output is
suspended (preventing data availability). To address both lim-
itations and cover our threat model to enable CONFUSENSE
detection, we propose extending the checked register mecha-
nism to run asynchronously and independently of the sensor.
While this extension would provide full coverage, it intro-
duces additional bus traffic that may conflict with the system’s
real-time requirements.

Proactive Solutions  Under legacy and computational con-
straints, hardware mitigation is needed to prevent supply chain
and IEMI attacks.

Hardware Supply Chain Security. Modern circuits have bil-
lions of components, making their verification a complex task.
Recent large-scale hardware supply chain attacks involved
the modification of devices to contain explosives [6,20]. The
detection of Hardware Trojans has been studied in prior work
by proposing hardware verification techniques [7, 10, 34,39].
In response to these risks, governments have proposed control
over hardware supply chains [1,35].

IEMI Defenses. Prior research has proposed solutions to
mitigate the effects of intentional electromagnetic interfer-
ence (IEMI) on analog signals [28]. These countermeasures



fall into two main categories: analog defenses (such as shield-
ing, differential comparators, and filters) and digital defenses
(such as IEMI detection via signal contamination monitoring).
However, to the best of our knowledge, such countermeasures
are not widely implemented. Moreover, analog solutions such
as shielding may be deemed ineffective [23].

Attack Recovery Even if the reconfiguration attack is
detected through attestation or bus monitoring, recovery is
not straightforward. Reissuing the correct configuration com-
mands would be insufficient, as the attacker could repeat the
attack. Khan et al. [26] proposed opening the parachute imme-
diately upon attack detection. Choi et al. [11] suggested using
software sensing techniques to recover from attacks. Dash et
al. proposed diagnosis-based [14] and reinforcement learning-
based [13] recovery strategies. We argue that the appropriate
recovery strategy depends on the context in which the RV is
deployed. While software sensing may allow drone recovery,
parachute opening represents a conservative fallback option.

8 Related Work

We discussed relevant related work in Section 2. In this sec-
tion, we report complementary related works.

Control in Presence of Missing Deadlines. Control under
missing observations or commands has been widely studied.
Sinopoli et al. [47] analyzed Kalman Filter behavior under
network faults, showing that excessive packet loss leads to
unbounded state covariance. Schenato et al. [41,42] explored
control under lossy networks using zero-input and hold-input
strategies. Maggio et al. [31] examined stability under spo-
radic deadline misses. While prior work focuses on stochas-
tic faults, our setting involves attacker-induced misses. Li et
al. [30] introduced TimeTrap, a fault injection tool to identify
exploitable timing patterns in control software.

Adversarial Reinforcement Learning. Recently, Reinforce-
ment Learning techniques have been applied to security-
related tasks for attacks and defenses. On the defensive side,
Landen et al. [29] recently proposed a deep reinforcement
learning agent to operate the power grid and perform anomaly
detection, while Maiti et al. [32] proposed a reinforcement
learning agent to perform vulnerability assessment of the
power grid. On the attack side, Wu et al. [52] and Gong et
al. [19] proposed policies to train deep reinforcement learn-
ing adversarial agents to attack state-of-the-art reinforcement
learning agents. We are the first to use RL to control the
victim adversarially.

9 Discussion

Feasibility of Controlled Attacks In our study, the con-
trolled attack was evaluated in simulation to explore the theo-
retical upper bound of its potential impact. In this setting, the

attacker has access to sufficient state feedback (e.g., position,
velocity) to steer the drone toward a targeted direction. This
state feedback may be approximated in scenarios where ex-
ternal localization leaks (e.g., compromised telemetry links
or visual tracking systems).

Our implementation does not assume that the RL agent runs
directly on the RV. Instead, the agent is trained offline and
produces a control policy that can be executed with minimal
computational overhead. In practice, the RL policy could be
deployed on an attacker’s nearby companion device or on
compromised onboard components. Recent work [13] has
demonstrated the deployment of RL-based policies for attack
recovery on drone-embedded hardware, suggesting that RL-
enabled control of RVs is becoming increasingly viable.

Redundant and Heterogeneous Sensor Setups A multi-
sensor attack strategy would be required in systems with re-
dundant sensors connected over independent communication
channels or using different protocols. This increased attack
surface complexity does not render the attack infeasible.

Ethical Considerations and Vulnerability Disclosure
Our research does not involve human subjects or the use
of data derived from them, and it poses no direct risk to in-
dividuals. The sensor reconfiguration explored in our work
leverages an intended feature of the sensors rather than ex-
ploiting any vulnerability or flaw. To promote responsible
research practices and contribute to system improvements, we
shared our findings with the ArduPilot developer community
(https://github.com/ArduPilot/ardupilot/issues/29545). This
will help encourage enhanced handling of sensor reconfigu-
ration, ultimately leading to more robust, safe, and reliable
system behavior.

10 Conclusion

We presented the novel CONFUSENSE attack, which exploits
sensor reconfiguration to achieve process destabilization. The
proposed attacks differ from prior work attacks on UAVs
(e.g., GPS spoofing) as the attacker does not need to contin-
uously spoof sensor readings. The proposed attack is practi-
cally demonstrated and evaluated on COTS flight controllers.
We investigate and describe the effects of the attack at the
hardware and control level, showing that the attacks severely
delay the frequency of attitude estimation as the EKF estima-
tion depends on IMU frequency. We demonstrate how to use
CONFUSENSE to control the victim’s vehicle. We show that
the proposed attack can evade state-of-the-art UAV anomaly
detection techniques (accuracy drops from ~1 to 0.0002) or
delay attack detection while deviating the victim vehicle more
than 30 meters from its trajectory. Our findings demonstrate
how the proposed CONFUSENSE threatens modern UAVs
and their consequences on state-of-the-art control software.
To defend against such attacks, we discuss countermeasures
ranging from chip design to software-level mitigations.


https://github.com/ArduPilot/ardupilot/issues/29545
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A Alternative CONFUSENSE reconfiguration:
Frequency Attack

To launch CONFUSENSE, an alternative to sensor suspension
is reconfiguring the sensor to operate at a lower sampling
frequency. Since the sensors commonly found on modern
flight controllers are general-purpose devices (e.g., the same
IMU chip can be used in various contexts, for example, in
smartphones and activity trackers) they can be programmed
for different purposes. The sensor’s sampling frequency is one
feature that can be reconfigured to serve a particular task. In
flight control software, sensors are often configured to run at
the highest sampling frequency, this allows precise control of
the aircraft. An attacker can resort to this device configuration
to decrease the update rate of the sensor, in this way the sensor
readings are updated less frequently, and the controller will
rely on outdated sensor readings or wait until the next sample
is collected. The frequency reconfiguration can be modeled as
an intermittent suspend reconfiguration where the suspension

lasts S — .
sensor frequency

A.1 Reconfiguration via IEMI

To achieve the sensor sampling frequency change in the
MPU6050, we have to write in the sampling rate divider
register 0x19. The value contained in this register will be later
used to determine the sampling rate as in Equation 1 1.

Gyroscope Output Rate
(1 + Sampling Rate Divider)

Sample Rate = (11
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Figure 12: Sensor sampling frequency modification via IEMI
attack on MPU6050, the IEMI modifies the payload of the
message from 0x00 to OxFF.

Table 5: Summary of IMU behaviors observed during IMU
frequency attack

Lowest frequency (Hz)

Accelerometer Gyroscope
IMU Model Tested Allowed Tested Allowed
BMIOSS  15.56 7.81 32 32
BMI270 12.5 0.78125 25 25
ICM-42688-P 12.5 1.5625 12.5 125
MPU6000 100 50 100 50

Figure 12, represents the collected power trace at the oscillo-
scope, with and without injection. As we can observe, when
the IEMI injection is performed (lasting 640us, i.e., 4 clock
cycles), the response from the register changes, and the value
that is stored in the register is 0xFF, which is the highest 8-
bit unsigned integer, corresponding to the lowest sampling
frequency configurable (31.25Hz).

A.2 Effects of IMU Sampling Frequency

To test the effect of frequency change on the control soft-
ware (Ardupilot), we set all the possible allowed sampling
frequencies in the target IMU. The sensor is by default con-
figured to operate at the highest sampling frequency (e.g., for
the BMI 270, 3200Hz for the gyroscope, and 1600Hz for the
accelerometer). Then, we reconfigure the sensor to operate
at a lower frequency. Figure 13a, shows the impact of the
frequency change compared to the Kalman Filter estimation
frequency of the system when performing experiments on the
the four considered IMUs that show consistent behavior. In
Ardupilot, the Kalman Filter prediction is scheduled for com-
putation at 400Hz. As long as the sensor sampling frequency
exceeds 400Hz, the attack does not show any consequence on
the controller. When the sensor frequency is reduced below
400Hz, we can observe that the Kalman Filter estimation gets
slowed down. This has severe consequences on the scheduler
and drone control. In a cascading effect, the drone attitude

estimation will not produce fresh outputs and consequently,
no control commands are computed. This effect can be seen
as a realization of intermittent absent data values or as a stale
data attack where the duration of the attack is Sensor frequency
Moreover, we observed scheduled tasks in the ROTS being
slowed down due to deadline misses (e.g., data transfer to the
ground station will slow down, and barometer sensors will be
sampled less frequently). In the following paragraph, we com-
ment further on the observed consequences of CONFUSENSE.

In our experiments, we were able to slow down the sam-
pling frequency of all the considered IMUs, impacting the
Kalman Filtering operations. Table 5, reports the lowest pos-
sible frequencies that can be set on each IMU.

Explanation for observed delay effects. Given the se-
vere consequences of IMU sampling frequency on EKF
frequency and other sensors (e.g., the barometer), we in-
vestigated the root cause of this behavior by looking into
the ArduPilot codebase. We observed that the scheduler
loop runs continuously inside an infinite while loop. The
scheduler loop waits for new data from IMU and manages
81 tasks (such as the EKF state estimator, attitude con-
trollers, and checking if the UAV has landed or crashed).
Differently from what is expected, although the reading
of data from IMU is performed asynchronously, when the
sensor frequency < scheduler frequency the sched-
uler loop waits for new IMU data to continue its execution.
Consequently, all the tasks are not performed until a new
reading is obtained from IMU.

Our CONFUSENSE exposes a controller design flaw, which
makes it possible to delay the tasks inside the firmware from
a ROTS execution inside the MCU from an untrusted sensor.

Lowest frequency for control. Using the Ardupilot SITL
simulator, we test the frequency change attack to verify the
impact of the sensor frequency change on the flight and ob-
serve which is the frequency below which the flight controller
will fail in controlling the drone. In our evaluation, we found
that below 200Hz the drone becomes unstable but continues
the mission. Instead, below 150Hz the controller will fail to
stabilize the drone and crash on the ground. All the tested
IMU allow frequencies lower than 150Hz.

Interestingly, we discovered that the sensor sampling fre-
quency attack would force the attitude estimation to slow
down to the frequency of the sensor and impact the whole
RTOS scheduler. This complements our previous findings
for RQ2 and presents an effective manipulating alterna-
tive.

A.3 Sampling Frequency Attack Detection

In this case, we observe that the detector has an accuracy
of 0.9377 for 100 Hz and 0.9923 at 12.5 Hz reconfigura-
tion. This is because a sampling frequency attack leads to
decreased communication frequency between the IMU and
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Figure 13: Dependency between the IMU sampling frequency and the attitude estimation frequency. Below 400Hz, sensor

frequency slows down to the state estimation.

the MCU. We argue that while the detector would be able to
observe a change in access frequency, this detection will be
delayed by the lower frequency of the IMU as there are 128
missing consequent observations when changing the IMU
frequency from 1600Hz to 12.5Hz. We note that all the obser-
vations will be missing in the case of absent data. Moreover,
M2MON-EKF would wait for subsequent IMU readings for
state estimation, delaying the overall operations of M2MON
(32 skipped state estimations, i.e., 12.5Hz vs 400Hz). As al-
ready noted by Jang et al. [23], induced higher time to detect
the anomaly will consequently reduce the probability of attack
remediation (failsafe/parachute) that leads the drone to crash.
We note that since the implementation of M2MON-EKEF is
the same EKF implementation in ArduPilot, moving EKF
implementation outside RTOS offers no additional security
against CONFUSENSE.

B Reward Function

In this section, we present the reward function to train the RL
agent to control the drone using CONFUSENSE. In a nutshell,
the reward function aims to generate a policy that flies the
drone to a desired position (GoalPos) without losing control
(reduced amount of flips) and without triggering any safety
mechanism (failsafe). The Reward function penalizes the
trigger of the failsafe mechanism (line 22 in Algorithm 1) and
reduces the reward when the drone flips (line 16).

Algorithm 1: Reward function

1 flips=0
2 function Reward(state)
3 reward=0
4 goalDist = \/(DronePos —GoalPos)?
5 ADist = prevDist - goalDist
6 if droneUP() and closeToGoal(AD1i st) then
7 ‘ reward =reward+1.5
8 else
9 reward = reward-0.5
10 if /droneUP() and closeToGoal(AD1i st) then
1 | reward=reward+0.5
12 else
13 ‘ reward = reward-1.5
14 if droneFilps() then
15 flips=flips+1
16 reward=-flips
17 else
18 | flips=0
19 if closeToPlannedPath() then
20 ‘ reward = reward - 2
21 if failsafeTriggered() then
22 reward = -40
23 if goalDist < 1 then
24 ‘ reward =100
25 return reward
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