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Abstract. While internet voting can enhance democratic participation,
concerns about voter coercion have emerged due to the uncontrolled
voting environment. To mitigate this, researchers have proposed differ-
ent types of counter-strategies, allowing voters to cast their intended vote
despite being coerced. We conduct semi-structured interviews (N = 26)
to investigate voters’ perceptions of six types of counter-strategies con-
cerning their effectiveness. Our findings show that the voter’s percep-
tion of the effectiveness of counter-strategies depends on both the tech-
nical and personal skills of voters, concrete risks, and ease of use. Overall,
our findings pave the way for future research aimed at developing user-
friendly solutions that are effective against voter coercion.

Keywords: Coercion resistance - Counter-strategies -+ User study -
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1 Introduction

Internet voting systems are an opportunity to make elections more accessible
for disabled voters and for those abroad who have limited access to physical
polling places. However, implementing internet voting introduces security risks
due to the uncontrolled voting environment. One particular risk is voter coercion,
where an adversary could force the voter to cast their vote in a particular manner,
undermining the integrity of election results [20]. In order for the coercion to be
successful, the adversary needs to have a possibility to confirm that the voter
is complying; otherwise, the voter could lie to the coercer while still voting
according to their own wishes.

To mitigate the problem of voter coercion, various counter-strategies have been
proposed [6,20,25]. The main idea behind these counter-strategies is to provide a
way for the voter to deceive the coercer. If successful, the voter is thus able to
either vote according to their actual intention or, at least, to cancel the vote cast
during coercion, while the coercer has no possibility of detecting it.

However, the effectiveness of these counter-strategies depends on whether
the voters can execute them. Previous research, however, has identified a
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number of assumptions about the voters’ behaviour and capabilities that the
currently proposed counter-strategies rely on [22]. The empirical validation of
these assumptions has been very limited so far. As such, while a few experi-
ments investigate the usability of specific voting systems implementing a variant
of proposed counter-strategies [8,27,28], no in-depth investigation has been con-
ducted of how voters would perceive the feasibility of different types of counter-
strategies and the risks connected to them in a real-world election. In this work,
we address this gap by investigating the following research question:

RQ. How do voters perceive the feasibility of counter-strategies to ensure
coercion-resistance in internet voting systems?

We conduct semi-structured interviews with a total of N = 26 participants
from Denmark and Germany. While neither country uses Internet voting for
political elections, Germany has used it in a nationwide election for the first
time with the social elections 2023 [19], and the topic is regularly discussed in
Denmark [21]. Thus, public interest exists in both nations. As Denmark and
Germany are stable, high-trust democracies that have not implemented Internet
voting broadly, they are ideal settings for studying how people perceive counter-
strategies without direct exposure to Internet voting systems. This study helps
identify potential barriers to adoption in countries that could implement online
voting in the future but have not yet done so.

In this study, we introduce participants to six different types of counter-
strategies. For each type of strategy, we ask our participants about their per-
ceptions of these strategies’ effectiveness in protecting against voter coercion,
along with their assessments of the strategies’ usability. We conduct a thematic
analysis using an open coding approach to answer our research questions.

Our findings reveal key factors that determine the voters’ perceptions of
the feasibility of the counter-strategies, such as memorability of the counter-
strategy (e.g., requiring the voter to remember secrets), personal characteristics
of the voter (e.g., being able to lie convincingly to a coercer), their environment
(e.g., having a trusted person), and technical skills. While some of the evaluated
counter-strategies were perceived as usable, our participants were also aware of
their limitations in being effective in protecting against voter coercion. There-
fore, our findings highlight the need to consider the trade-offs between usability
and security in voters’ perceptions of the counter-strategies.

2 Related Work

A substantial number of counter-strategies have been offered to address the issue
of voter coercion [3,4,6,7,9,11,15,17,18,23-25,34,38]. These solutions enable
voters to deceive coercers by appearing to comply while ensuring that coerced
votes are not counted in the final results. A classification of such counter-
strategies divides them into three types — namely, fake credentials, masking,
and deniable vote updating [22]. Furthermore, the analysis of these types has
identified a number of assumptions about the voters’ capabilities required to
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apply these counter-strategies successfully, such as being able to remember
secret credentials without writing them down and to enter these credentials
correctly without making a mistake. The study concludes that usability issues
might prevent these counter-strategies from being effective; however, without
conducting an empirical investigation to validate these conclusions. Further
works have focused specifically on usability of coercion-resistant voting in propos-
ing their own solutions [14,29,30], however, these solutions have not been empir-
ically evaluated.

To the best of our knowledge, only a few user studies have evaluated the
usability of counter-strategies in coercion-resistant voting, namely, investigat-
ing the counter-strategies based on fake credentials [8,27,28]. Cristiano et al.
[8] report a mean system usability scale (SUS) score of 84.9, a measurement
for assessing perceived usability, with all participants managing to complete
their tasks within ten minutes. However, the study finds that the participants
write down their credentials, reducing the offered protections against coercion
resistance. Merino et al. [27] find a mean SUS score of 70.4, with 95% of the
participants exposed to fake credentials understanding their use. However, they
report that 10% of these participants mistakenly voted using a fake credential,
which in a real-world election would result in these votes not being counted.

3 Counter-Strategies

To identify the full scope of available counter-strategies, we extend a system-
atic literature review conducted in 2020 that identified three types of counter-
strategies: fake credentials, deniable vote updating, and masking [22] . We apply
the same methodology to identify counter-strategies that have been proposed
after the initial literature review has been conducted, i.e., covering papers pub-
lished from 2020 to 2024. We identify three new counter-strategies: decoy tokens,
flexible vote updating, and signal-based nullification. An overview of all six types
of counter-strategies is provided below.

Fake Credentials [6,10,20]. During voter registration in a controlled environ-
ment, the voter receives a credential, which they use to authenticate when vot-
ing. Under coercion, the voter uses a fake credential, which is accepted by the
system but results in a vote being excluded from the tally. This allows the voter
to cast a true vote when unobserved.

Masking [37,38]. During voter registration in a controlled environment, the voter
receives a masking value, which they use to mask their ballot when voting,
allowing the system to later extract the vote. Under coercion, the voter provides
a fake masking value, making the vote appear to follow the coercer’s instructions.

Deniable Vote Updating [17,25]. Under coercion, the voter casts the vote accord-
ing to the instructions. When unobserved, the voter returns to cast their true
vote.
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Decoy Tokens [24,34]. During voter registration in a controlled environment,
the voter receives a set of tokens, one valid and the rest fake. Under coercion, the
voter assigns a fake token according to the instructions, while the valid token is
assigned according to their true preference, which is tallied.

Flexible Vote Updating [15]. In one scenario, the voter updates a coerced vote
by adding the correct references to previous cast ballots together with the new
ballot. In another, if the voter has cast a valid vote before coercion, the voter
provides incorrect references together with the ballot, preventing the coerced
vote from being tallied.

Signal-Based Nullification [7]. During voter registration in a controlled envi-
ronment, the voter registers YES/NO public keys and keeps the corresponding
private keys. They can share these with helpers and agree on a signal in case
of coercion. Under coercion, the vote is cancelled via private key proof, either
by the voter or a helper, following the voter’s signal. This strategy only enables
cancellation of a coerced vote.

4 Methodology

We describe the interview guide, recruitment, ethical considerations, and the
data analysis in our study.

4.1 Interview Guide

The interview guide was prepared in three languages: English, German, and Dan-
ish. The English version was prepared first and iterated in three pilot studies. The
translations into the other two languages were done by the paper authors, who
were fluent in these languages. To further validate the consistency among the
translated versions, the translations were translated back to English using a large
language model, and the output was compared with the original interview guide
in English to detect any flaws with the translation.

The guide was structured as follows (see Appendix A)!. First, the participants
were told about the purpose of the study and asked to read and sign a consent
form (see Appendix A). The participants were furthermore provided with a one-
sentence description of voter coercion, namely, ’Coercion in voting happens when
someone pressures or forces you to vote in a way they want you to vote,” to
guarantee a common understanding of the research topic we are investigating.

To address our research question, the participants were shown a description
for each one of the six counter-strategies (see Sect. 3), prepared in lay terms (see
Fig. 1 as an example for such a description).

The descriptions were presented to the participants one at a time in random
order, and the participants were asked the following questions for each counter-
strategy:

! The interview guide includes additional questions beyond the scope of this paper;
here, we focus exclusively on questions related to counter-strategies.
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4.Deniable vote updating:

1. Casting Your Vote: When you vote, you authenticate your identity before being able to vote. You
then cast your vote for your preferred candidate.

2. Dealing with Coercion: If someone pressures you to vote a certain way, then you cast your vote
as they instruct you to. Once the person pressuring you is gone, you can go back and cast another
vote for your preferred candidate. You can vote as many times as you want. The voting system will
update your vote if you follow the procedure as described.

Fig. 1. Description of deniable vote updating

— Do you believe this counter-strategy could work against voter coercion?
Why/Why not?
— Do you think this is doable for a regular voter? Why/Why not?

Furthermore, we asked the participants to rank the six counter-strategies and
justify their reasoning?.

Finally, we included questions on socio-demographic information, such as
gender, age, and level of education. Additionally, we included a scale-based ques-
tion to assess participants’ I'T skills.

4.2 Recruitment and Ethics

For recruitment, we used a combination of purposive and convenience sam-
pling [5]. The study was conducted between July and early September 2024,
shortly after the EU election, which took place between June 6 and 9, 2024.
Participants were purposively selected based on three criteria: (1) being between
18 and 30years old, (2) either holding a university-level degree or being in the
process of completing one, (3) being eligible to vote in EU elections, and (4)
participants without specialised technical knowledge. The first two criteria were
chosen since younger people with higher education are more likely to be first
adopters of digital technologies; hence, in case Internet voting is introduced,
this demographic is likely to be among the first ones using it [12,35]. This
focus supports our study’s motivation to investigate perceptions in countries
like Denmark and Germany, where Internet voting has not yet been broadly
implemented, helping to identify potential barriers to adoption in countries that
may consider implementing online voting in the future. The third criterion was
chosen given the time proximity to the EU election, reasoning that people who
either voted or at least were eligible to vote in it would be more likely to pay
attention to news and other media reports related to election processes; hence,
they would be more likely to be aware of potential election integrity issues that
might occur. Furthermore, we intentionally chose participants without any spe-
cialised technical knowledge, as Internet voting systems are intended for the gen-
eral population, the majority of whom have no specialised technical knowledge.

2 We do not include the rankings in the results section, as our primary interest is to find
issues and perceptions concerning the counter-strategies rather than the rankings
themselves.
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Therefore, the participants’ lack of technical expertise reflects the real-world user
base of such systems, making their opinions relevant for evaluating the feasibil-
ity and usability of counter-strategies in practice. The recruitment for the study
was conducted via flyers distributed at universities, social media, and snowball
sampling [5]. We stopped recruiting new participants when data saturation was
reached [16].

We coordinated the process alongside the ethical guidelines and received
approval from the ethical committee of the German institution. At the Danish
institution, ethical approval is not mandatory. However, we completed a privacy
impact assessment for the project, which was approved by the institution’s legal
department. Participants from Germany received ten euros as reimbursement,
aligning with the minimum wage. Denmark has no minimum wage, so the par-
ticipants from Denmark received a gift card worth 13.41 euros (100 DKK) for an
ice cream shop or a chocolate shop. For the Danish participants, the higher com-
pensation is due to generally higher living costs, and the choice of providing gift
cards instead of direct payment is due to institutional regulations. Prior to the
interview, participants were asked to sign a consent form outlining the study’s
purpose, withdrawal options, and data handling procedures. Contact details for
the researchers were also provided for any enquiries.

4.3 Data Analysis

All interviews were auto-recorded and transcribed using Amberscript and Whis-
perAl. Afterwards, the two interviewers reviewed the transcripts to ensure align-
ment with the original recordings. We used MAXQDA to support a coded the-
matic analysis of the interviews, employing an open coding approach to address
the research question. We coded the interviews at the question level. The two
researchers who conducted the interviews also carried out the coding in their
respective languages. To develop the initial codebook, the two coders indepen-
dently coded a randomly selected interview translated into English and discussed
their findings. Subsequently, they each coded two interviews in their respec-
tive languages to identify additional codes, recognising that a single interview
would not capture all potential codes. Based on these interviews, they discussed
and revised the codebook. To ensure agreement between the coders, four inter-
views were translated into English and coded independently. An iterative pro-
cess of discussion and refinement of the codebook followed, ultimately reaching a
Cohen’s Kappa of 0.76. Cohen’s Kappa measures inter-coder reliability by assess-
ing how much coders agree beyond what would be expected by chance, and a
value of 0.76 indicates substantial agreement between the coders [31]. After the
acceptable level of agreement was reached, the rest of the interviews were coded
by each coder separately in their native language. To identify the themes, we
grouped the codes using Post-its to visualise patterns and connections. We refer
to Appendix A for the codebook.
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5 Results

In this section, we present the results of our study. We recruited 26 partici-
pants in total, with 14 participants from Denmark and 12 from Germany. Our
participants’ ages ranged from 22 to 30, 14 of our participants were men, and
12 were women. We refer to Appendix A for more detailed demographics. In
the following, we refer to the participants using the notation P# (e.g., P1 says:
“quote”).

We identified four key themes: system attributes, voter capabilities, risks,
and security and privacy considerations.

5.1 System Attributes

The attributes of the counter-strategy (and, by extension, the voting system as
a whole) that determine its feasibility are convenience, closeness to established
practices, flexibility, non-coercive cases, and general feasibility in practice. Table 1
provides an overview of the identified attributes for each counter-strategy.

Table 1. System attributes for counter-strategies, as reported by participants. Green
(4): attribute fulfilled; Red (-): not fulfilled; Yellow (4-/-): mixed views. Empty cells: no
mentions.

Convenience | Flexibility Practical | Closeness to | Non-coercive
limitations | established cases
and pitfalls practices

Fake credentials -/+ o +

Decoy tokens -/+ - - -
Flexible vote updating -/+ + = b +
Deniable vote updating + + 4
Masking - -/+ - _ _
Signal-based nullification| -/+ - - ‘

Convenience has been mentioned by all of our participants, with a total of
230 mentions. The participants perceived strategies requiring physical visits (e.g.,
fake credentials) or multiple complex steps to complete them (e.g., masking) as
inconvenient. P18 says: “Well, because there are too many steps involved. It
requires too much for people to bother voting, I would say.”

Closeness to established practices is an attribute that covers how close
the strategy is to the established voting practices and digital platforms. Eight
participants mentioned this attribute 17 times. P16 says: “Because it seems like
something you would normally do in connection with public authorities, that you
log in with your ID. These are procedures that you have gone through before for
something similar.”

Flexibility covers whether a counter-strategy is flexible to different scenar-
ios of coercion. Seven participants mentioned this 14 times. The participants
perceived flexible vote updating as flexible. P26 says: “It gives you the flexibility
to vote both before and after someone has blackmailed you into voting.” In con-
trast, fake credentials and signal-based nullification are perceived as less flexible.
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The feasibility of a counter-strategy when the voter casts their ballot without
being under any coercion is captured with non-coercive cases. Nine partici-
pants mentioned this 13 times and perceived some strategies negatively and
others positively in non-coercive cases. P16 says: “If you are not subjected to
pressure, then you only need to vote once.”

Practical limitations and pitfalls is an attribute that covers how partici-
pants perceived the real-world viability of the counter-strategies. It encompasses
factors such as the presence of significant gaps or pitfalls, as well as strategies
that may appear effective in theory but fail to deliver in practice. Ten par-
ticipants mentioned this 17 times, and they especially perceived signal-based
nullification as incomplete, with 12 mentions. P24 says: “So, it sounds like it
was developed somewhat in an academic setting. It sounds great, but it doesn’t
work in practice.”

5.2 Voter’s Capabilities

The feasibility of the counter-strategies is perceived to depend on voters’ own
capabilities, namely, their memorisation skills, understanding skills, and their
assertiveness and technical skills.

Table 2. Voter capabilities required for counter-strategies, as reported by participants.
Green (-): skill not required; Red (4): skill required; Yellow (4/-): mixed views. Empty
cells: no mentions.

Memory|Understanding|Assertiveness|Technical

Fake credentials + -/+ e -
Decoy tokens + -/+ e -/+
Flexible vote updating + -/+ 4 -
Deniable vote updating - = - -
Masking 4= o +
Signal-based nullification|  + +

The success of almost every counter-strategy relies on the voter’s ability to
remember specific elements such as credentials, tokens, or other components
(Table2). Memory skills were mentioned a total of 119 times by 25 partici-
pants. Moreover, they considered alphanumerical passwords harder to recall than
visual symbols (e.g., coloured shapes). P13 says: “Remembering symbols is eas-
ier for people; I think it is better than the password. It is easier for people to
remember whether it was a triangle, an orange triangle, or a blue circle.”

Some strategies also require high skills in understanding complex procedures
(e.g., masking). 14 participants mentioned understanding skills 35 times, 14 of
which are about masking. P19 says: “Well, I have a hard time fully understanding
the addition of numbers; maybe others will too.”

The success of most counter-strategies relies on the voter’s assertiveness,
especially the ability of the voter to lie convincingly enough to deceive the
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coercer, which was mentioned by 20 participants 64 times. P14 says: “But [
also think it requires a bit of the person who votes. They also have to be good at
lying.”

Finally, technical skills of the voters were mentioned as an important factor
in counter-strategy feasibility (mentioned by 12 participants 23 times). Some
counter-strategies (e.g., deniable vote updating) were seen as requiring fewer
technical skills, while others raised mixed perceptions (e.g., decoy tokens). P23
says: “Most people can manage drag-and-drop.”

5.3 Risks

The discussion of presented counter-strategies raised the risks of various mistakes
disrupting one’s vote, understood here as direct actions with clear negative con-
sequences, namely, typo mistakes, casting a wrong vote, and cancelling the vote,
as well as the risk of last-minute coercion.

The risk of a typo mistake is associated with fake credentials, which would
lead to casting an invalid vote (mentioned by nine participants 13 times). P20
says: “You think you voted, but you entered the information incorrectly, so you
did not vote anyway.”

The risk of mistakenly casting a wrong vote (mentioned by 14 participants
34 times) is associated with decoy tokens (15 mentions), masking (15 mentions),
and flexible vote updating (four mentions). P23 says: “But it could be risky to
have the possibility of voting incorrectly - even just by mistake.”

The risk of cancelling a vote covers several risks associated with the signal-
based nullification strategy, which 15 participants mentioned 29 times. This
includes the potential to cancel another person’s vote by mistake because voters
might fail to create a unique code or because a signal is misinterpreted. P14 says:
“There will definitely be situations where you consider something to be a signal
without it being a signal.” Moreover, this code encompasses the participant dis-
satisfaction with the inability to recast a vote once revoked, leaving their choice
unrepresented.

The risk of last-minute coercion (mentioned by 16 participants 26 times)
is associated with deniable (19 mentions) and flexible (seven mentions) vote
updating. P10 says: “If the coercer stays with you until the end of the election
and you can’t change your vote, it is problematic.”

5.4 Security and Privacy Considerations

The security and privacy aspects of the discussed counter-strategies, reflecting
perceptions of potential vulnerabilities or safeguards rather than direct conse-
quences, include coercer’s capabilities and knowledge, security of knowledge-based
secrets, writing down knowledge-based secrets, system feedback, depending on oth-
ers, and voting several times.

The coercer’s capabilities and knowledge are security considerations
associated with all counter-strategies, and 25 participants mentioned it a total
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of 122 times. The participants considered it to be public knowledge how the
counter-strategies work, which they believed the coercer will use to their advan-
tage. This could be by pressuring the voter to reveal their knowledge-based secret
or waiting until the last minute to coerce. Additionally, they believed that the
coercer is likely to suspect the voter of using a counter-strategy. P16 says: “I
think if this is known to everyone, it might not work as well because they would
know that you are getting that code, and they would start trying to pressure you
to give this code to them.”

The security of knowledge-based secret is an aspect associated with fake
credentials, decoy tokens, and masking, and 18 participants mentioned this 37
times. The participants considered a strategy to be effective because the voter
is the only one knowing their secret. P23 says: “Well, again, here you have
something that only you know. I think that has proven to be a reasonably secure
solution.”

Writing down knowledge-based secrets is associated with several strate-
gies, and the participants mentioned it 35 times (19 mentions for fake credentials,
five for masking, four for decoy tokens, and two for flexible vote updating and
signal-based nullification). The participants perceived a strategy to be less secure
if the voter is writing down their knowledge-based secret. P8 says: “You would
write it down somewhere. When you are not prepared and someone comes in
while you are voting and the password is there, the coercer could just vote for
you directly.”

The importance of providing only limited system feedback was mentioned
by 16 participants 29 times, in association with fake credentials, masking,
and deniable and flexible vote updating. In particular, lack of feedback was
deemed essential for successfully deceiving the attacker, as explained by P1:
“The attacker has to trust you because the system does not give any feedback.”

The security issues of being allowed to vote several times are associated
with deniable and flexible vote updating, mentioned by 12 participants 105 times.
The participants expressed concerns about overloading the server and the pos-
sibility of coercion happening over a longer time period. P24 says: “If we say all
five million Danes think it is super fun to vote all the time, it could overload the
system, and then it collapses.” However, they noted positively that voting mul-
tiple times allows voters to cast their intended vote in a more secure situation.

Depending on others is considered to be a privacy and security concern
related to signal-based nullification (mentioned by 23 participants 57 times),
especially in the context of family coercion. The participants expressed concerns
that not everyone trusts others, and the coercers could be family members. P26
says: “I believe coercion often comes from people you know rather than strangers.
And I think that would almost give people a free pass to have your vote cancelled,
more than it would actually protect you from coercion.”

6 Discussion

Usability vs. Security. Our participants’ opinions on the counter-strategies
revealed a conflict between usability and security. As such, while they men-
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tion memorability as a potential issue for the success of almost every counter-
strategy, they nonetheless emphasise the importance of keeping a knowledge-
based secret (e.g., masking value) only known to the voter themselves for
security reasons. This trade-off is a known issue in usable security and is exacer-
bated for coercion-resistant voting due to potential issues with storing the secret
somewhere where the coercer can demand access. This issue has furthermore
been noted by our participants: as such, while our participants suggested writ-
ing down or taking a picture of their knowledge-based secret to remember it,
they also consider this a security issue if the attacker accesses the stored secret
by finding or obtaining it through coercion. Previous research on the usability of
fake credentials avoided this problem by letting the participants write down
their credentials [8]. Hence, future work needs to focus on designing and evalu-
ating other techniques either for the voters to remember their secrets without
writing them down or for developers of the system to provide storage options not
accessible to the attacker even in case of coercion. Such studies can furthermore
be beneficial for all counter-strategies relying on memorability, which, according
to our participants, applies to all except deniable vote updating.

A further example of the conflict between usability and security relates to
deniable vote updating. Most of our participants find this strategy to be
the easiest to apply, but note the risk of last-minute coercion. Since this risk
would not be an issue for the other counter-strategies, the effectiveness of the
deniable vote updating strategy in protecting against coercion can be seen as
weaker. For real-world elections, decisions, therefore, need to be made on a case-
by-case basis to determine whether the last-minute coercion risk outweighs the
benefits of an overall simplicity of the counter-strategy. An open question that
furthermore remains is how to communicate the relevant risks, in particular, the
capacities of a potential coercer, to both voters and decision-makers, particu-
larly in relation to the scalability of an attack. The risk of last-minute coercion
is furthermore mentioned as an issue for flexible vote updating, despite this
counter-strategy actually having mechanisms available to protect against this
attack. Such a misconception highlights an issue with the strategy’s understand-
ability, and it remains an open question of how to explain the strategy without
misrepresenting the risks. Previous research has shown that understandability
directly influences how transparent an internet voting system is perceived to
be [1]. Transparency, which is widely recognised by both researchers and poli-
cymakers as a key factor in building trust and fostering acceptance of internet
voting systems [2,13,26,36]. Therefore, the understandability is not only impor-
tant for their effectiveness but also for the broader acceptance of the voting
system as a whole.

In addition to usability issues, our participants pointed to the personal
circumstances of the voter regarding their environment and social circle.
Participants are concerned about having to rely on others in signal-based nul-
lification to be effective against coercion — either because the voters might be
socially isolated and lack close trusted contacts or because the helpers themselves
could potentially be the coercers. Consequently, they perceive signal-based nul-
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lification as ineffective against voter coercion in such situations. Deciding to use
a particular counter-strategy should, therefore, take into account such personal
circumstances, and studies need to be conducted to get a thorough understand-
ing of the population that is of particularly high risk of coercion.

Participants further emphasise that voters need certain resources and
skills, in particular the ability to lie to the coercer, which is required in
most cases according to our participants. As such, when discussing using a
knowledge-based secret in front of the coercer (e.g., by authenticating with
fake credentials), the participants highlight that individuals who are not com-
fortable with deception might struggle in convincing the coercer that they are
indeed using the right secret. This raises an important point about the psycho-
logical and social challenges of implementing such counter-strategies, suggesting
that personal traits could influence the effectiveness of knowledge-based secrets
in preventing coercion. Still, it remains an open question of how the voter’s
assertiveness impacts the effectiveness of counter-strategies in practice.

Role of Public Information. Applicable to all counter-strategies, the partic-
ipants consider publicly available information about the procedures voters have
to perform to apply these counter-strategies to be a problem for their effective-
ness. As such, our participants note that for counter-strategies implementing a
knowledge-based secret, the coercer might try to be present during the disclosure
of the knowledge-based secret or use extreme threats to make the voter reveal
it. For counter-strategies vulnerable to last-minute coercion, the coercer might
attack right before the deadline, making it impossible to update the vote. In gen-
eral, the coercer might suspect that the voter is trying to deceive them if they
know that an Internet voting system has implemented a counter-strategy, mak-
ing it harder for the voter to convincingly deceive a coercer. On the other hand,
information about available counter-strategies might discourage the coercer from
attempting coercion. Namely, as the coercer will have no way of knowing for sure
whether the voter complied with the coercer’s instructions, they might decide
that the risks they face attempting coercion are not worth the uncertainty of the
result. Furthermore, making information about the voting system publicly avail-
able aligns with recommendations from experts [2,13,26,36] and is perceived as
improving election transparency and trust by the voters [1]. The specific trade-
offs introduced by public information about counter-strategies therefore remain
an open question, and an open challenge is how to design Internet voting systems
that maintain transparency without making counter-strategies ineffective.

Design implications. Based on the identified challenges, we propose the following
design implications, which we, as authors, have derived from our findings to help
mitigate the concerns raised by our participants about the counter-strategies:

Visual Secrets (Fake Credentials, Decoy Tokens, Flexible Vote Updat-
ing, Signal-Based Nullification). To support memorability, voting systems
should consider using visual secrets, such as images or icons, instead of complex
passwords or long codes. Research shows that pictures are generally easier for
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users to recall than alphanumeric information, which can improve both usability
and the effectiveness of the counter-strategies [32].

Multimodal Explanations (All Counter-Strategies). To enhance under-
standability, voting systems should support various media formats for explaining
the counter-strategies, including text, audio, and video (e.g., demo videos). Pro-
viding explanations in multiple formats can help accommodate different learning
styles and improve comprehension among non-expert voters [33].

Fallback to Physical Voting (All Counter-Strategies). To accommodate
voters who may struggle with assertiveness, such as lying convincingly to a
coercer, systems should allow users to override their online vote by casting a
final vote at a physical polling station. This provides a secure, controlled environ-
ment for voters who feel unsafe or uncertain using coercion-resistant strategies
online.

Private Browsing or Incognito Mode by Default (Fake Credentials,
Deniable and Flexible Vote Updating). To prevent system feedback, such
as browser history or cached data, from being used by a coercer to verify whether
the voter has revisited the voting platform (and potentially changed their vote),
the system should either prompt users to re-access the platform via private
browsing mode after an initial vote, or automatically enforce this mode. This
helps obscure traces of revisiting the system, thereby supporting plausible deni-
ability and increasing coercion-resistance.

Restricting Copying of Secrets (Fake Credentials, Decoy Tokens,
Masking, Flexible Vote Updating). To reduce the risk of voters easily copy-
ing and storing their knowledge-based secrets, the voting system should prevent
simple extraction. For example, secrets (e.g., credentials) can be rendered as
non-selectable images rather than text, which can be easily marked and copied
using shortcuts. This subtle design choice can help by making it difficult for the
voters to write down and store their secret, thus making it harder for the coercer
to find or demand access to them.

Waiting Period to Prevent System Overload (Deniable and Flexible
Vote Updating). To avoid overloading systems or potential abuse, the system
should implement a waiting period after a certain number of rapid votes (e.g.,
five votes in quick succession).

Non-disclosing Prompts (All Counter-Strategies). To avoid user confu-
sion and reduce the likelihood of errors (e.g., typos), the interface should include
non-disclosing prompts such as: “For your privacy, the system will not indicate
whether your login was successful or not. Please double-check your entry before
submitting.”

Limitations. Our findings may be subjected to bias due to the participants’ lack
of experience with Internet voting. To address this bias, future studies should
explore how voters from countries such as Estonia, with an Internet voting sys-
tem utilising deniable vote updating, perceive the counter-strategies. Another
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limitation is that all the participants are between 22 and 30years old with a
university-level degree or are in the process of completing one. This limits the
generalisability of our findings, but since younger people with high education are
more likely to be first adopters of digital technologies, hence, in case Internet
voting is introduced, this demographic is likely to be among the first ones using
it [12,35]. Still, future work should investigate perceptions among older voters
and people with disabilities, as Internet voting often is proposed to enhance
accessibility and participation for these groups. While the study provides valu-
able insights into voters’ perceptions of the counter-strategies, its ecological
validity is limited because the participants did not use them in an actual voting
system. This may have affected their assessments of the strategies’ feasibility and
usability, so their responses might not fully reflect real-world reactions. Nonethe-
less, explanations of counter-strategies would likely be provided in any imple-
mented internet voting system, suggesting the insights gathered here remain
valuable.

7 Conclusion

We conducted 26 semi-structured interviews to explore how voters perceive the
counter-strategies designed to resist coercion in Internet voting. From our find-
ings, we conclude that voters prefer a counter-strategy that is easy to use, namely,
the deniable vote updating, which further has the advantage of leaving the
voting process unchanged in the absence of coercion. However, the counter-
strategy also introduces the risk of last-minute coercion. Thus, for elections with
a high risk for voter coercion, a more complex counter-strategy should be used.
Furthermore, we conclude that regardless of how signal-based nullification
is implemented, the voters are unlikely to accept the fundamental concept of
having helpers cancel their coerced vote. Voters want to be able to cast an unco-
erced vote rather than only cancelling a coerced vote, and they are generally
reluctant to involve others in the inherently private act of voting. Future work
should focus on improving and evaluating the usability of counter-strategies.
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A Appendix

Due to the extensive length the interview guide, consent form, codebook, and
demographics are provided in a single external link, accessible here: https://osf.
io/3cd2r/?view _only=cfad3eac0e00457fb144c56eTaebeabce.
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