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Abstract

Correctness-by-Construction engineering (CbC) is a refine-
ment-based approach to develop functionally correct pro-
grams based on a formal specification. By correctly applying
refinement rules during development, CbC enables detec-
tion of bugs during program construction, unlike post-hoc
verification, which proves correctness only after implementa-
tion. Support for CbC engineering for non-functional proper-
ties is summarized under the term X-by-Construction (XbC).
However, current XbC approaches are limited to informa-
tion flow properties, leaving other non-functional properties
of software quality, such as performance or reliability, un-
supported. To address this gap, we present our vision for
generalizing XbC to integrate non-functional properties into
by-Construction engineering. In this way, we leverage the
development of high-quality software through a refinement-
based approach for future software engineering. With that, it
will become possible to develop software ensuring that it not
only exhibits functional correctness, but also non-functional
guarantees by construction. Further, we propose ideas for
ensuring energy efficiency in by-Construction engineering,.
We assess what it needs to integrate non-functional prop-
erties into by-Construction engineering and discuss arising
challenges.
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performance; Software verification.
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1 Introduction

In our digital age, the demand for high-quality software is
increasing each day. Functionally correct software is more
important than ever, especially in domains like healthcare,
aviation, or finance, where software failures can lead to se-
rious consequences, such as data loss, financial damage, or
even endangering human lives. However, software quality is
not only about functionality, but also other criteria such as
performance, reliability, security, and maintainability, as de-
fined in ISO 25010!. The set of properties beyond functional
correctness is often referred to as non-functional properties.

Common to all properties, functional and non-functional,
is that they are usually analyzed after the implementation
of the software, i.e., post-hoc 2, 3]. For ensuring functional
correctness, the verification of software against a formal
specification that describes the desired functionality is an es-
tablished method [2]. However, only proving the correctness
of a program after its implementation increases the difficulty
of finding bugs if the verification fails, as the problem is
usually not visible right away. A similar challenge applies to
non-functional properties, where a developer needs to find
out, after analyzing a program regarding a certain property,
how to increase the level of fulfillment.

An approach that differs from traditional post-hoc verifi-
cation to receive functionally correct code is Correctness-by-
Construction engineering (CbC) [48]. CbC is advantageous
in comparison to post-hoc verification as the correctness
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of a program is already established in the implementation
phase and not just afterwards. CbC describes an incremental
process, where a set of sound refinement rules is applied to
an abstract program [10]. The selection of the corresponding
rules is based on a given formal specification.

So far, CbC only considers the functional correctness of
software. For non-functional properties, ter Beek et al. [80]
coined the term X-by-Construction (XbC) as an extension of
CbC to ensure non-functional properties, whereby the X can
represent any program property. However, out of the non-
functional properties of ISO 25010, which we focus on in this
paper, only security has been considered so far. The results
are Confidentiality-by-Construction (C14bC) [76] and Infor-
mation Flow Control-by-Construction (IFbC) [70, 71] which
ensure that programs do not leak secret information by con-
sidering a data-flow policy. Despite the existing definition
of the term X-by-Construction, no further approaches have
been developed to ensure other criteria of software qual-
ity using by-Construction engineering. Thus, the paradigm
is limited to functional correctness and information flow
properties.

In this paper, we present our vision of generalizing by-
Construction engineering to support further non-functional
properties to enhance the development of high-quality soft-
ware using a refinement-based process. We introduce a road
map for extending XbC to a software development paradigm
that encompasses all essential capabilities required for future
software engineering. In addition to a general overview of
our vision, we present initial ideas regarding energy effi-
ciency as the first non-functional property beyond informa-
tion flow by introducing symbolic energy annotations. We
present existing work on assuring performance properties
and propose how energy efficiency can be ensured side-by-
side with functional specifications. Based on the experiences
that we made with these ideas and the existing work on XbC,
C14bC and IFbC, we discuss the suitability of different kinds
of non-functional properties to a constructive development
process and define requirements for future extensions of
XbC. We highlight the main challenges, such as trade-off
decisions, hardware-dependencies and modularity issues. In
addition to the conceptual aspects of extending XbC, we
present our vision of tool support to enable the development
of programs for a parametric set of non-functional properties.
Further, we discuss the applicability to real-world systems
and introduce a customizable web-framework called XCorC,
that is based on the tool CorC [72], which currently supports
the development of programs using CbC and IFbC, and its
web-framework WEBCORC?.

This paper is divided into five main sections. First, we pro-
vide background on CbC and introduce the running example
used in this paper. In Section 3, we present the state-of-the-
art of XbC and provide details on different interpretations of

Zhttps://corc.informatik.kit.edu, [accessed 2025/04/03]
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the term. Following that, we sketch our first ideas regarding
an extension of XbC for energy efficiency using abstract,
symbolic energy annotations in Section 4 and discuss related
work on performance efficiency. In Section 5, we focus on
the generalizability of XbC to support further non-functional
properties. We define six requirements that have to be met to
integrate a non-functional property into by-Construction en-
gineering and evaluate the suitability of the non-functional
properties of ISO 25010 to XbC. Finally, in Section 6, we
present our vision of extending XbC to receive a comprehen-
sive approach to programming while increasing the quality
of software already in the construction phase. We discuss
arising issues and challenges, as well as ongoing and future
work.

2 Correctness-by-Construction
Engineering

In this section, we provide background on Correctness-by-
Construction. For that, we introduce the implementation
of the linear search algorithm using CbC that serves as a
running example in this paper. We show, how CbC can be
used in practice, present approaches on applying CbC to
large-scale systems, and introduce existing tool support for
CbC.

2.1 Correctness-by-Construction

Correctness-by-Construction (CbC) is a refinement-based, in-
cremental process for constructing functionally correct soft-
ware and roots in work of Dijkstra, Gries, Back, and Morgan
on weakest precondition reasoning [4, 20, 29, 58]. The CbC
development process as proposed by Kourie and Watson in
2012 [48] starts with a formal contract, which can be summa-
rized in a Hoare-triple {P} S {Q} where P and Q are pre- and
postconditions of the abstract program S. The conditions P
and Q are generally specified in first-order logic. The triple
states that if precondition P is fulfilled before program S is
executed, the program will terminate and postcondition Q
will be fulfilled after the execution.

To construct a concrete program, different refinement
rules can be applied incrementally to the abstract program S.
The main rules of CbC are shown in Figure 1. They represent
main procedural programming constructs such as assign-
ments, if-queries, and loops. For some refinement rules, fur-
ther annotations have to be defined, e.g., loop invariants for
the repetition refinement rule. For each applied rule, the side
conditions can be verified individually. This process results
in a program in Guarded Command Language (GCL) [19] that
fulfills the original formal specification and is, thus, correct
by construction.

2.2 Running Example: Linear Search

In the following, we present the process of implementing our
running example, the linear search algorithm, using CbC. The
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{P} S {Q}

1. Skip:

2. Assignment:
3. Composition:

can be refined to

{P} skip {Q} iff P implies Q

{P} x:=E {Q} iff P implies Q[x:=E]
{P} S1;S2 {Q} iff there is an
intermediate condition M such that
{P} Si {M} and {M} S; {Q}

{P} if Gi — Sielif ... Gn — Sufi {Q}
iff (P implies GiV G2 V ... Gn) and

{P A Gi} Si {Q} holds for all i

{P} do[I,V]IG— Sod {Q}

iff (P implies 1) and (I A =G implies Q)
and {1\ G} S {1} and
{IAGAV=Vy} S{IAOLSVAV<Vo}
{P} b:=m(ay, ..., an) {Q} with method
{P’} return r m(param py, ..., pn){Q’}
iff P implies P’[pi:=a;] and
Q’[p:=a, r:=b] implies Q

4. Selection:

5. Repetition:

6. Method Call:

Figure 1. CbC refinement rules [48].

complete CbC-implementation is shown in a tree-structure
in Figure 2. For the algorithm, we are given an integer array
A and a value x that shall be found in the bounds of array A.
The position of this element is to be returned by the method.
The specification of the starting triple {P} S {Q} is shown in
the top box of Figure 2. It requires the value x to be part of
array A at least once using the predicate app®. We define this
requirement to avoid handling case distinctions for arrays
not containing value x. The postcondition of the contract
states that the return value of the algorithm, expressed by
the keyword \result, shall point to some occurrence of
value x in array A. Next to the general contract of the method,
we require certain conditions to be fulfilled at any time of
the execution of the program. Those are declared as global
conditions on the right side of the figure and ensure that array
Ais initialized and not empty. Further, we require the iterator
variable k to stay in the bounds of array A and that there
is at least one occurrence of value x in array A at all times.
Finally, the predicate sorted? requires array A to be sorted
increasingly. This condition is required for an extension of
this example later in the paper. We already introduce the
predicate at this point to maintain consistency. For now, it
does not influence the construction process of the algorithm,
as linear search is operating independently of the order of
the elements in the considered array.

Based on the defined contract, we start constructing the
algorithm. As we will iterate over array A, we define a lo-
cal variable k which will serve as iterator variable. The first

3Formal definition:

app(arr,x, begin,end) = 3int q (q > begin A q < end A arr[q] = x)
4Formal definition: sorted(arr) =V int y(0<yAy<len(arr)-1—
(arr[y] < arr[y+1]))
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refinement rule to apply to the abstract statement S is the
composition rule, as we need to initialize variable k with one
end of the array and implement a loop for the iteration. The
composition rule introduces two new abstract statements S;
and S;. The pre- and postconditions are propagated from the
starting specification w.r.t. the refinement rules shown in
Figure 1 and do not need to be defined again. However, when
applying the composition rule, we define an intermediate con-
dition which needs to hold between the execution of S; and
Ss. It consists of the precondition of the algorithm’s contract
and the expectation on what S; should do, i.e., to initialize
variable k to the last element of array A.°> Following the defi-
nition of the intermediate condition, the abstract statement
Sy is refined with the assignment rule for the initialization
of variable k to point on the last element of array A. With
that, the left branch of the composition is completed. We can
now already prove the correctness of the application of the
assignment rule using its side conditions.

To complete the algorithm, we are applying the composi-
tion rule a second time to receive the abstract statements S;
and S, for the loop and returning the found position. Again,
pre- and postcondition are propagated from the parent re-
finement step, i.e., statement S;. The introduced intermediate
condition states that variable k points to a position in array
A that equals value x, as this is what we want the result of
the loop to be. By applying the repetition rule to S;, we need
to define a loop guard, a loop invariant, which has to hold
before and after each loop iteration, and a loop variant to
show that the loop is terminating. These specifications build
the pre- and postcondition of the repetition rule and its chil-
dren. The chosen loop guard checks whether the current
element variable k is pointing at equals the value x that is to
be found. With that, the loop body is executed as long as this
is not fulfilled. As invariant, we define that in the interval
of array A that was already checked, we did not find value x.
For this, we are using a negation of the predicate app. The
variant for the loop is set to k, as it is decreasing to zero
with every loop iteration and, thus, ensures that the loop
is terminating. The abstract statement Sp,q,, is refined with
another assignment rule, decreasing the iterator variable k
by one. Finally, we return the current value of pointer k in S;.
With that, the implementation is complete. The verification
of the side conditions of the individual rules proves that the
implementation is correct w.r.t. the starting specification.

2.3 Tool Support

Formally specifying the desired behavior of a program is a
first step towards correct code. However, defining specifica-
tions results in an increasing effort in comparison to com-
mon development techniques. Therefore, prior work focused
on making the process of CbC more usable and efficient.

SWe iterate over array A from the end, as this simplifies finding a variant
for the loop that is introduced later.
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{app(A,x,0,A.1len)} S {A[\result]=x}

S: Composition

Y

k=A.len-1} S, {A[\result]=x}

{app(A,x,0,A.1len)} S; {app(A,x,0,A.len) A

Variables Global Conds.

PARAM int[] A A != null

PARAM int x A.len > ©

LOCAL int k 0 <= k < A.len
app(A,x,0,A.1en)
sorted(A)

X

S,: Composition

{Sl: Assighment

§

{app(A,x,0,A.1len)} k:=A.len-1;
{app(A,x,0,A.1len) A k=A.len-1}

‘ {app(A,x,0,A.1len) A k=A.len-1} ‘
S, {A[k]=x} S. {A[\result]=x}

A Sa: Assi t
{S;: Repetition }4 ssignmen
{app(A,x,0,A.1len) A k=A.len-1} ‘ ‘ {A[k]=x} return k;
do [!app(A,x,k+1,A.1len), k] A[k]!=x - Spoay od {A[k]=x} {A[\result]=x}

Shody: Assignmm

{lapp(A,x,k+1,A.1len) A A[k]!=x} k:=k-1; {!app(A,x,k+1,A.1en)}‘

Figure 2. CbC-implementation of the linear search algorithm shown in a tree-structure, adapted and simplified from [72]. The
nodes of the tree represent the applied refinement rules. The starting specification is propagated through the tree. Further

formal specifications are defined for S, S,, and Ss.

In 2019, Runge et al. [72] developed tool support for CbC.
The open source Eclipse-plugin CorC® allows constructing
Java-programs in a graphical editor and checks the applied
refinement rules for their side conditions using the program
verifier KeY [2]. In 2019, a user study compared program con-
struction and verification using CbC against development
using post-hoc verification [73]. The participants highlighted
the guided construction process of CbC and the usability of
the tool CorC. However, getting used to the development
style of CbC was detected as hurdle. Thus, in recent work,
Bordis [8] introduced a concept of three levels of correctness
guarantees specified - tested - verified to CorC. The concept
aims to lower the entry hurdle for developers by enabling
automatic testing of (parts of) programs as intermediate
step before verifying them. To reduce the manual effort for
developers, Kodetzki et al. [47] investigated on combining
CbC and the advantages of large language models (LLMs).
The authors present their vision of LLMs in by-Construction
engineering in terms of increasing efficiency and compre-
hensibility to simplify and speed up the CbC development
process, as well as supporting inexperienced developers by
applying suitable refinement rules automatically, generating
formal specifications based on natural language descriptions,
and providing an interpretation functionality for different
programming artifacts, such as specifications, counter exam-
ples, or failed proofs. For this, a lightweight version of CorC
was implemented as a web-framework called WEBCORC.

Shttps://github.com/KIT-TVA/CorC, [accessed 2025/04/03]
Thttps://corc.informatik kit.edu, [accessed 2025/04/03]
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2.4 Scaling CbC

CbC as introduced by Kourie and Watson [48] aims for con-
structing algorithmic independent problems. However, this
does not represent the size of systems developed in real-
ity. To counter the missing support for large-scale systems,
Bordis et al. [9] extended CbC and CorC by supporting
object-oriented programs as well as product lines [11]. Fur-
ther, a roundtrip engineering process for Java-programs was
enabled [9, 10]. It allows importing existing programs, semi-
automatically implementing them using CbC, verifying them
with KEY, and exporting them back into the existing project
as provably correct software. This also allows to implement
systems consisting of parts implemented using CbC and parts
not developed using CbC. To abstract CbC from code level,
ARcHICORC [46] scales CbC to component level, defining
contract compatibility, which allows flexibility in implement-
ing interfaces of components with different functionality
and, thus, scaling CbC to larger systems.

3 X-by-Construction: State-of-the-Art

In the context of the 2018 ISoLA-track X-by-Construction,
ter Beek et al. [80] defined X-by-Construction (XbC) as “a
step-wise refinement process from specification to code that
automatically generates software (system) implementations
that by construction satisfy specific non-functional proper-
ties”. This definition leaves room for interpretation, which
leads to diverse work in different directions. In the context
of the 2018 ISoLA track, as well as a subsequent ISoLA track
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in 2020 [79] and the European project XANDAR [7, 23, 55],
numerous articles have been published that use the term X-
by-Construction. However, only very few meet the original
idea of XbC, the extension of CbC by non-functional proper-
ties. With regard to the original idea, existing work is limited
to Confidentiality-by-Construction [76] and Information Flow
Control by-Construction [70, 71], which can be used to ensure
information flow policies with the help of typed refinement
rules. In the following, we introduce these approaches in
detail. Work using the term X-by-Construction that does not
relate to the above interpretation is not explained further, as
it is not relevant to this paper.

Confidentiality-by-Construction. Confidentiality-by-Con-
struction (C14bC) was presented in 2018 by Schaefer et al. [76].
The authors introduce a security policy to CbC to ensure
confidentiality using information flow. Schaefer et al. classify
variables of CbC programs into high-security and low-security
variables. The policy defines that information might flow be-
tween variables of the same security class and from variables
of class low to variables of class high, but is never leaked from
high variables to low variables. C14bC considers both, direct
leaks, i.e., the assignment of a high variable to a low variable,
and indirect leaks which can occur when evaluating guards
of selections or loops, where the value of a high variable
might determine the control flow of a program and, thus,
is leaked. The authors present refinement rules similar to
the rules of functional CbC (see Section 2.1) to enforce their
security policy. Using these rules, classifications of variables
can be propagated throughout the construction process, and
the information flow policy is guaranteed to be met.

Information Flow Control-by-Construction. Based on
C14bC, Runge et al. [71] introduced Information Flow Control-
by-Construction (IFbC). It extends the aspect of security in
CbC-programs with a second dimension, integrity. The au-
thors present a lattice-based information flow policy, where
different security levels represent the allowed direction of
information flow, similar to the levels of C14bC [71]. Using
user-defined security levels and the option to declassify vari-
ables at appropriate points in a program, it is possible to
construct programs using by-Construction engineering that
guarantee confidentiality and preserve integrity. The latter
focuses on prohibiting information flow from untrusted to
trusted variables, e.g., in a banking system. In 2022, the ap-
proach of IFbC was extended to also support object-oriented
projects (IFbCOO) [70]. Both concepts, IFbC and IFbCOO,
are implemented in CorC (see Section 2.3) and can be used
next to CbC.

The background on functional CbC (see Section 2.1) and the
above explanations show that apart from ensuring functional
correctness and information flow properties, no other soft-
ware quality properties can be ensured in by-Construction
engineering in the current state. For this reason, we want to
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generalize XbC by integrating further non-functional proper-
ties to shape the future of software engineering. We envision
a general approach for developing high-quality software
fulfilling functional correctness guarantees as well as non-
functional properties already in the implementation phase.

4 Energy Efficiency-by-Construction

In times of energy crises, climate change, and rapidly increas-
ing numbers of mobile devices, developing energy efficient
software is essential not only for reducing environmental
impact, but also for enhancing device performance and pro-
viding a competitive edge in an increasingly sustainability-
focused market [42]. Therefore, we consider performance
parameters as in energy efficiency as the first non-functional
property alongside security. In the following, we sketch how
to use by-Construction engineering for constructing energy
efficient programs. We introduce symbolic energy annota-
tions for the linear search algorithm presented in Section 2.2
and present a second implementation of a search algorithm
to show possible applications of our approach. Further, we
give an overview of related work in the field of performance
properties of software systems and position our approach.

4.1 Energy Annotations in by-Construction
Engineering

In the following, we present our idea of energy annotations

to track the energy consumption of programs and program

statements. Energy annotations serve as a first step towards

introducing performance efficiency as defined in ISO 25010°

into by-Construction engineering.

Our concept of energy annotations is abstracted and re-
fined from existing techniques of static cost analysis [3] and
type systems for energy consumption [82] to fit the setting
of by-Construction engineering. The energy annotations are
the first step of integrating performance properties into by-
Construction engineering. Thereby, we abstract from the
underlying system, i.e., system- and hardware structure, to
maintain generalizability. The energy annotations can be
derived on program level and can be interpreted as energy
contracts, i.e., expressions about which amount of energy is
consumed between two program states. This is of advantage
for comparing programs with the same functionality, but
different implementations, i.e., taxonomies of algorithmic
families [49, 84]. Using energy annotations, it is possible to
determine which parts of an algorithm could be improved
regarding their energy efficiency.

We use uninterpreted, abstract symbols to indicate the
energy consumption at a certain program point. Using the
abstract, hardware-independent symbols E,,, E, Epinop, and
E,er for writing, reading, binary operations, and returning
values, we are able to make fine-grained statements about
the energy consumptions of the individual statements of a

8https://www.iso.org/standard/78176.html, [accessed 2025/04/01]
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CbC-program. At a later stage of the development process,
the symbols can be mapped to a specific energy-model, i.e.,
concrete values for the uninterpreted E’s, or concrete figures
can be derived from measurements on concrete hardware.
For this, a more detailed distinction of abstract symbols is
planned to achieve the highest possible conformance with
common energy models. However, for the presentation of our
ideas in this paper, we only use the basic symbols introduced
above to maintain readability.

Further, literature offers plenty of alternatives to our un-
interpreted, symbolic energy annotations that need to be
discussed in future work:

e Average energy consumption: calculation of the av-
erage consumption of loops and selections instead of
upper bounds.

e Intervals: definition of both, upper and lower bounds
of consumed energy [52].

e Energy levels: definition of levels of energy consump-
tion, e.g., low, medium, high [17].

In our XbC-approach, each functional specification is ex-
tended by energy annotations. They represent energy pro-
gram states prior, respectively after a certain refinement.
The energy annotations are compositional, i.e., they can be
combined while traversing the CbC-program. In general, the
construction of a program is still based on functional CbC.
To aim the construction only focusing on energy efficiency
without considering functional correctness would end up in
an empty program as this consumes no energy, but is also
not implementing any functionality. We use the advantage of
extending the refinement rules of functional CbC by energy
annotations to be able to give guarantees about energy effi-
ciency directly with the application of the refinement rules
of CbC.

In the following examples, the application of energy an-
notations is split into two parts. First, when applying the
refinement rules of functional CbC, energy annotations are
derived for the respective program statements introduced
in a top-down process. In a second step, the annotations
are evaluated as soon as a (part of the) program is imple-
mented completely. At this point, we can make a statement
about the energy consumed by instantiating the symbolic
energy annotations with a concrete energy model and can
compare certain parts or complete programs with other im-
plementations of the same algorithmic family. Both steps of
the process of applying energy annotations follow a clearly
defined procedure, as the following explanations show. This
enables simple automation, for example through tool sup-
port.

Example: Linear Search. In Figure 2, we presented the
CbC-implementation of the linear search algorithm. In the
following, we introduce symbolic energy annotations to this
implementation. The result is shown in Figure 3. The func-
tional specifications are noted on the side for readability.
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In general, before executing a program (1), we start with
the energy annotation I' =0, meaning that no energy is con-
sumed so far. The energy annotation A shown in the top
box can only be derived completely as soon as the whole
program is constructed, as described above. With no or an
incomplete implementation, A is unspecified, respectively
incomplete, only consisting of the energy annotations of
already implemented program parts.

For the construction of the linear search algorithm, a set of
refinement rules is applied, based on the functional specifica-
tion, as described in Section 2.2. After applying the composi-
tion rule and the assignment rule to the abstract statements S
and Sy, energy annotations for the initialization of variable k
can be defined (2). The initialization takes energy for reading
the length of the array A, performing one binary operation,
and writing the result to the variable k. Thus, the energy an-
notations are the sum of these operations, EreaEb,-,wpeBEw."’
This is propagated back to the composition rule and serves
as intermediate energy consumption (3). The right branch
of the composition rule consists of the loop and the return
statement of the program. The energy annotations @ of the
repetition rule (4) express the energy consumption of the loop
body Speqy (reading variable k, subtracting the constant 1,
and writing to k) including the evaluation of the loop guard
(reading iterator x, reading the value of array A at position
k, and comparing it with each other) added to the energy
consumed so far, . For every loop, the sum of the energy
annotations of the loop body and guard evaluation has to be
multiplied by the number of loop iterations. For now, our ap-
proach of energy annotations derives an upper bound of the
consumed energy of a program. Therefore, we introduce n as
the length of the array A as an upper bound for the number of
loop iterations. The last part of the program, the return state-
ment, is annotated with the consumption of one reading and
one return operation E,®E,; (5). This is added to the energy
annotations that are propagated to statement S; from the
composition rule. With that, the implementation is finished,
and the energy annotation A, describing the consumption of
the whole program, is complete.

Example: Binary Search. As described above, the idea
of energy annotations can find application in software tax-
onomies [49, 84], where different programs implement the
same functionality, i.e., fulfill the same formal specification.
To illustrate how this works, we present the implementation
of the binary search algorithm as an alternative to linear
search in Figure 4. In contrast to linear search, the binary
search algorithm requires the array to be sorted. As we re-
quired array A to be sorted increasingly for the linear search

For brevity, all arithmetic operations are handled the same and, thus,
result in the same energy consumption. Future work on our approach will
differentiate the operations, as this corresponds to the instruction sets of
real-world systems and the energy models our symbolic energy annotations
can be instantiated with.
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Figure 3. Implementation of the linear search algorithm using CbC including energy annotations. To maintain readability,
functional specifications are noted on the side. The energy annotations can be derived from the applied refinement rules

automatically.

algorithm using a global condition (see Figure 2), we can
use the same specification for constructing both algorithms.
This represents common use cases of software taxonomies
in practice.

Binary search as implemented in Figure 4 repeatedly di-
vides array A in half, comparing the target value x to the
middle element, and narrowing the search to the half where
the target could exist until it is found. For the sake of brevity,
we do not explain the construction following the rules of
functional CbC in detail. However, we provide the interme-
diate conditions of the composition rules, the guard, variant,
and invariant of the loop, and the guards of the selection of
the binary search implementation on the right side of Fig-
ure 4. Further, in the following, we explain the derivation of
the energy annotations in detail.

The process of deriving symbolic energy annotations for
the binary search algorithm, as shown in Figure 4, is simi-
lar to that of the linear search algorithm (see Figure 3). The
initialization of the variables left and right describing the
bounds of the partial array currently considered (1) results
in the interim energy annotation E,®Ejp;n0p®2E,,. The right
branch of the first composition, statement S,, implements a
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loop that iterates over sections of the array A that bisect every
iteration. Depending on the read value, either the left or right
half is considered for the next iteration. With this approach,
the maximum number of loop iterations is log,(n) with n
being the length of the array A (2). Inside the loop body, a se-
lection determines whether the value the algorithm is search-
ing for is found, or which half of the partial array currently
considered is continued on. Thus, the selection has three
possible outcomes. As we cannot determine statically (but
only with concrete inputs) which branch will be taken, we
are continuing with the energy annotation max(Sa; Sg; Sc),
stating that the maximum energy consumption of the three
branches has to be considered (3). When deriving the energy
annotations for the second and third branches, we have to
keep in mind that when reaching these branches in a pro-
gram flow, the previous guards have been evaluated. Thus,
their energy consumptions have to be integrated in later
branches. When finishing the construction of the algorithm,
energy annotation A of the top box is completed as well.

Results. Following the above examples, we obtain the sym-
bolic energy annotations shown in Equation 1. As described
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Figure 4. Implementation of the binary search algorithm using CbC including energy annotations. To maintain readability,
functional specifications are noted on the side. The energy annotations can be derived from the applied refinement rules
automatically.

in the introduction of this section, these annotations are in- By replacing the symbolic E’s of the energy annotations
dependent of the underlying system and hardware structure. shown in Equation 1 with the values of the energy model,
However, we are able to instantiate the symbolic energy only the approximations for the loops (n for linear search and
annotations with a concrete energy model to receive con- log;(n) for binary search, with n being the length of array A)
crete values of their energy consumption when executed stay uninterpreted. Thus, concrete input values for array A
and, thus, allow a comparison of the algorithms energy ef- are the only dependencies left. With exemplary input values
ficiency. In Equation 2, we show an exemplary instantia- of A = {8,17,24,33,56, 68, 82,97}, resolving the energy an-
tion of the derived energy annotations of Equation 1 us- notations of Equation 2 leads to an energy consumption of
ing a programming-oriented PTX instruction level energy 94.436 nj for linear search, and 122.048 nJ for binary search,
model [87]. In Table 1, we show the energy consumption of w.r.t. the considered energy model [87]. Still, these energy
the individual instructions of the energy model. For brevity, consumptions serve as upper bounds, as we did not define
we only show instructions that are relevant in the context exact but approximated variants for the loops. Further, we
of our approach. Further, as described above, we do not dif- are yet not able to determine which branches of the selection
ferentiate between the energy consumptions of arithmetic in the binary search implementation are taken, as described
operations for now. For this exemplary instantiation, we use above. To receive exact values, one needs to execute the algo-
their mean. In future work, a detailed distinction is to be rithms with concrete input values to determine the number
introduced. of loop iterations and distribution of the branches of the
selection.
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Table 1. Excerpt of PTX instruction level energy model [87]
with mapping to energy annotations. For Ep;yp, we calculate
the mean of the instructions add, sub, mul, div for brevity.

Energy Annotation | PTX Instruc. | Energy [n]]
- add (int) 4,556

- sub (int) 2,150

- mul (int) 2,880

- div (int) 8,099

Epinop - 4,421

E, 1d 0,4748

E., st 0,7243

E et mov 0,4955

Besides the calculation of the concrete energy consump-
tion of the algorithms, we can use the symbolic representa-
tion shown in Equation 1 to compare the implementations of
the programs on abstract level. Using the refinement-based
approach of by-Construction engineering, this is not only
possible on method level, but, for algorithmic families where
multiple implementations are constructed for the same speci-
fication, it is possible to just compare parts of the algorithms.
Suitable examples can be found in the literature, especially
in taxonomies of algorithms [49, 84].

To simplify the comparison of our examples, we can elim-
inate certain parts that are common to both energy an-
notations of the algorithms. Further, we can optimize the
term max(Sa; Sp; Sc) of the energy annotations of the binary
search algorithm, as the execution of case C consumes at least
the amount of energy that case B consumes. The results are
summarized energy annotations, shown in Equation 3. Due
to the summarizations, these energy annotations do not rep-
resent the actual consumption any more, thus, cannot be
instantiated with some energy model, but can be used as
representative approximations for comparison purposes.

4.2 Related Work

Energy efficiency is a well-known research topic. Driven by
climate change and the optimization of mobile and embed-
ded system to handle limited resources effectively, research
in this field increased since the early 2000s. Nowadays, the
term GreenIT [42, 59] is often used to describe not only the
sustainable development of software, but also the development
of sustainable software. Consequently, many established per-
formance analysis techniques have been adapted or extended
to address energy consumption of software. In addition to
the measurement of the performance of a system at run-
time [14, 41, 51, 54], program analysis offers ways to deter-
mine performance exactly or as approximation statically,
i.e., without executing code [3, 22, 28, 32, 81]. Though being
first ideas and not fully developed, our approach of sym-
bolic energy annotations contributes to the field of software
performance by providing an abstract, symbolic method to
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Ar = Eret ® 2E; @ Epinop @ Ev ® 11 % (3E, ® 2Epinep ® Ey)
(1)
Ap = E; @ Epinop @ 2E,, ® logs(n) * (3E, @ 3Epinep © E®
max{4E, @ Eret ® Epinop;
7E; @ 3Epinop ® Ews;
10E, ® 4Epinop ® Evv}) (2)
= E; ® Ebinop ® 2E,, ® logz(n) * (7E, ® 4Epinop ® Ev®
max{Exet;
3E, ® 2Ebinop ® Eoi
6E, @ 3Ebinop S EW}) (3)

Equation 1: Comparison of total symbolic energy annota-
tions of the implementations of linear (Ar) and binary (Ap)
search.

APTX = 10,4955 @ 2 % 0,4748 @ 4,421 & 0, 7243®

nk (3%0,4748 @ 2 * 4,421 @ 0,7143) 4)
= 6,5904 @ n * 10, 9807 (5)
AFTX = 10,4748 © 4,421 @ 2 * 0, 72430
logz(n) = (7 % 0,4748 @ 4 * 4,421 & 0, 72430
max{0, 4955;
3%0,4748 @ 2 * 4,421 ® 0, 7243;
6% 0,4748 @ 3 * 4,421 @ 0,7243}) (6)
= 6,344 @ log,(n) * (21,73198
max{0,4955; 10,9907; 16, 8361}) (7
= 6,344 @ log(n) * 38,568 (8)

Equation 2: Instantiation of symbolic energy annotations
from Equation 1 of the implementations of linear (AETX )
and binary (AIETX ) search with n being the length of array A
using the energy model of Zhao et al. [87] shown in Table 1.
All values are given in 10~°] (n]J). For arithmetic operations,
we use the mean of the instructions add, sub, mul, div for
brevity.

A} = Eret ® E, ® n % (3E, ® 2Epinep @ E.y) 9)
Ay = E,, ® logy(n) * (7E, ® 4Epinop ® E®
max{Exet;
6E, ® 3Ebinop ® Evv}) (10)

Equation 3: Summarized symbolic energy annotations of
the implementations of linear (A7) and binary (A}) search
for comparison purposes. These energy annotations cannot
be instantiated with concrete energy models.
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determine and compare the energy consumption of (parts of)
programs. By situating our approach alongside other perfor-
mance metrics and software quality properties, it supports
the broader goal of a holistic approach for developing high-
quality software. In the following, we present main related
work from the software performance community focused
on, but not limited to, energy consumption. We split existing
techniques into dynamic and static approaches.

Dynamic Approaches. Profiling and tracing are widely
used techniques to analyze the performance of software
during execution. Profiling provides a statistical overview
of where an application spends its resources, focusing on
function or code block level [5, 51]. Tracing, on the other
hand, offers a detailed, chronological view of the execution
flow, allowing to track the path of operations through the
system [31, 38]. Both, profiling and tracing, require the con-
sidered code to be executed. Our approach of energy anno-
tations is applied at construction time and, thus, does not
require execution.

Benchmarking serves as a cornerstone of performance eval-
uation in computer systems research, providing standardized
methodologies for comparing architectures, software, and
workloads [21]. Benchmarking is useful for comparative eval-
uation, however, it requires runtime instrumentation, and
does not generalize well to unseen programs or inputs. Still,
benchmark suites such as SPEC CPU [36] and TPC bench-
marks [67] have enabled rigorous evaluation of processor
and database performance, respectively. In more recent work,
benchmark suites capture the performance characteristics
of data-intensive and Al-driven workloads [24, 68], facing
the emerging challenges of computer systems. For our use-
case, energy consumption, systems like Green Miner [37] or
perun [30] can be used to evaluate software energy usage un-
der standardized conditions. As for all dynamic approaches,
benchmarking requires execution of code and, therefore, dif-
fers from the static concept of energy annotations.

Static Approaches. Static estimation techniques aim to
predict performance properties without executing code. Early
work on energy consumption includes instruction-level en-
ergy models derived for specific ISAs and symbolic tech-
niques such as SimplePower [86]. More recent approaches
like energy analyzers [83] combine control-flow analysis with
hardware-specific models to perform estimations statically.
These approaches reduce the execution dependency but of-
ten require fine-tuned ISA-level models and do not support
fully symbolic inputs. Our work builds on this research di-
rection by offering symbolic, hardware-independent estima-
tions that abstract away the underlying system and concrete
input values.

Asymptotic analysis is used for understanding how al-
gorithmic and system efficiency scales with input size and
resource count [28, 57]. It provides machine-independent
bounds on time, space, or energy consumption. Asymptotic
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analysis can operate at multiple levels, but most commonly,
it is applied at the algorithmic, rather than at the level of con-
crete code as it is done in our approach of energy annotations.
In the context of energy, asymptotic models can estimate
computational intensity and memory access patterns allow-
ing developers to reason about energy efficiency alongside
performance [69]. This form of analysis is especially valu-
able in early design phases, where it evaluates architectural
decisions and algorithm selection without requiring full im-
plementation or execution. Asymptotic analysis is similar
to our concept of energy annotations, as it is performed
hardware-independent and can be applied at early stages
of development. Further, it is oftentimes applied to reason
about algorithmic complexity and design choices, just as
energy annotations. However, the results of asymptotic anal-
ysis are not as fine-grained as energy annotations. Also, the
estimations are usually not as exact as the one’s of our con-
cept and only represent an algorithm’s complexity without
statements on its energy consumption.

Beyond measuring or analyzing the energy efficiency of a
software system at runtime, more formal approaches consider
resource consumption in general to ensure that certain limits
are not exceeded. Techniques vary from logics [43] to type
systems [25, 82] and proof systems [17, 62]. Among these
approaches, common hurdles are dependencies to the pro-
gramming language and their execution environments [65],
and the impact of hardware components [34]. Depending
on size and useload of a system, consumption parameters,
energy and time in particular, can vary at runtime. These de-
pendencies are not present for correctness and information
flow properties currently part of by-Construction engineer-
ing. However, they need to be considered for extensions of
XbC by performance properties as we discuss later.

Design-time performance optimization involves transform-
ing software to reduce costs, often guided by profiling or
static analysis. In the context of our use case, energy con-
sumption, existing techniques range from compiler-level
optimizations, e.g., loop unrolling, to energy-aware schedul-
ing [6]. Research on GreenIT [59] and green refactoring [66]
reflects a growing interest in software-level energy design.
Our symbolic approach enables optimization guidance dur-
ing and after program construction, and can be applied with-
out runtime measurements as is common for the above ap-
proaches.

5 Generalizing X-by-Construction

Based on the experiences that were made with X-by-Construc-
tion (see Section 3) and our ideas for ensuring energy effi-
ciency in by-Construction engineering (see Section 4), we

define requirements for integrating non-functional proper-
ties into XbC. With respect to these requirements, we evalu-
ate the suitability of XbC to guarantee quality properties as

described in ISO 25010 by construction.
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5.1 Requirements for Extending X-by-Construction

To be able to integrate non-functional properties into XbC,
a quality property has to fulfill certain requirements. The re-
quirements are derived from the basic idea of by-Construction
engineering as well as the currently supported properties,
functional correctness and information flow. We analyzed
what aspects are common for the supported properties and
what criteria the refinement process of by-Construction en-
gineering requires. In general, the set of requirements can
be considered minimal in the sense that each is necessary
for ensuring that a property can be integrated into the XbC
process. Each requirement supports a critical aspect of XbC,
such as compositional reasoning or refinement preservation.
Removing any one of them would undermine the guarantees
provided by XbC or compromise its applicability to software
development.

R1 A property must be specifiable, as a specification is
the basis in by-Construction engineering. It can be an
advantage if a property is quantifiable, as this can sim-
plify the specification. However, a quantifiable speci-
fication can increase the complexity of the reasoning
about it. Specifications should be abstract and indepen-
dent of the underlying system and hardware structure
such that they can be instantiated at a later stage of
development to maintain generalizability during con-
struction.

It must be possible to establish the specification of a
property without knowing of the actual structure of
a program, i.e., what procedural programming con-
structs will be used or what components coexist, as
this information is not available when defining a spec-
ification in by-Construction engineering. Further, the
specification should be definable without actually exe-
cuting the program, as this is not possible at program
construction.

R2

R3 A considered non-functional property must not inter-
fere with another functional or non-functional prop-
erty. This allows to guarantee multiple properties for a
single program during the same construction process.
Exceptions, for example, for performance properties,
must be well thought out and need strict definitions
on how to handle them.

R4 It must be possible to formally establish that the speci-
fication is fulfilled. For functional correctness, this is
ensured by verifying the program against its formal
specification. An equivalent static procedure must be
available for non-functional properties to be able to
show the validity of the specifications during program
construction.

R5 A property must be compositional, i.e., a property and
its validity must be obtainable from parts of the prop-
erty of the program and their validity. With that, we
ensure that a program’s property follows from the
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properties of its parts and that we do not need to com-
plete the program construction to make statements
about the validity of a property. Compositionality is
to be ensured on program level. For handling cross-
cutting dependencies to other parts of a system such
that they are not modular, assume-guarantee reason-
ing (AGR) [12, 15, 16, 27] can be used. Thereby, guaran-
tees on certain properties are only given under certain
assumptions regarding the system- and software struc-
ture. In a later stage of development, these assumptions
are discharged.

The derivation of a non-functional property must be
combinable with the refinement rules of CbC. Func-
tional correctness has to be the basis of each implemen-
tation, as software that fulfills non-functional proper-
ties, but not the desired functionality, is generally not
useful.

R6

5.2 Assessment of Non-functional Properties in

ISO 25010 for XbC-ability

Software quality as defined in ISO 25010'° covers a wide set
of quality criteria. For XbC, we focus on, but are not lim-
ited to, the non-functional properties defined in ISO 25010.
In the following, we present these properties and their sub-
properties, and evaluate whether they meet the requirements
defined above. We do not consider functional suitability and
security, as they are already covered by CbC, and XbC us-
ing information flow properties, respectively. Further, we do
not discuss the suitability of the non-functional properties
flexibility and interaction capability. These properties deal
with criteria that are too far from the actual code that is con-
structed, as their assurance takes place at the organizational
and management level rather than at the level of program
construction. Thus, they are unlikely to be integrated into
by-Construction engineering. A summary of the results is
shown in Table 2. Check marks in brackets indicate that a
requirement is fulfilled under certain circumstances.

Performance Efficiency. According to ISO 25010, perfor-
mance efficiency is defined as the extent to which a product
performs its designated functions while ensuring efficient
utilization of system resources. This property consists of
the sub-properties time behavior, resource utilization, and
capacity.

A common advantage of resource properties is that the
determination of the consumed amount of a resource can
usually be done both, dynamically, i.e., by executing the pro-
gram, and statically, e.g., by symbolic execution [3, 81, 82]
(R2, R4), as discussed in Section 4.2. Extensive research in the
field of Quality-of-Service on improving performance [13, 26]
and other work of the performance community leads to the

Ohttps://www.iso.org/standard/78176.html, [accessed 2025/04/01]
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fact that, besides functional correctness, performance effi-
ciency satisfies the most requirements among the properties
defined in ISO 25010.

In general, most performance criteria, e.g., time, energy,
and memory consumption, offer the advantage of quantifia-
bility. This offers various ways of specification. An example is
the approach of Knoth et al. [45], which introduced resource-
guided synthesis to derive programs from a functional spec-
ification and symbolic resource bounds. Lopez et al. [52]
presented an approach of defining intervals to describe the
energy consumption of a program (R1). Our ideas of energy
annotations presented in Section 4 show the option of com-
bining the refinement rules of CbC and energy annotations
as seen in the examples of linear and binary search (R6). If
other sub-properties of performance efficiency, such as mem-
ory consumption or runtime, are taken into account in this
context, trade-offs can occur, for example, that a program can
be designed to be more memory efficient, but may therefore
have a higher runtime [65] (R3). As discussed above, depen-
dencies to hardware- or energy models can be abstracted, but
need to be considered at a later stage of development, e.g., by
instantiating the abstract symbols with concrete models. For
this, as discussed in Section 4.1, the proposed energy anno-
tations need to be refined to more fine-grained annotations
to match the set of possible instructions of energy models
and to receive more exact estimations. Besides hardware de-
pendencies, cross-cutting concerns within a software system
can occur that affect the modularity and, thus, composition-
ality of a property [44] (R5). Assume-guarantee reasoning is
one approach to tackle these concerns. We discuss details on
both, dependencies to hardware and cross-cutting concerns,
in Section 6.2.

Reliability. In ISO 25010, reliability is defined as the ex-
tent to which a system, product, or component performs
its intended functions under defined conditions for a speci-
fied duration. Reliability of software is particularly relevant
in safety-critical systems and can be split in the following
sub-properties: faultlessness, availability, fault tolerance, and
recoverability. Reliability can be integrated into XbC as a
probabilistic property [56], for example, by introducing fail-
ure probabilities, ensuring reliability can become relevant.

With respect to the defined requirements for integrating
properties into XbC, in the literature, various approaches
quantify reliability based on different metrics [40, 60, 61]
(R1-2). Some of these metrics can be combined with the
refinement rules of functional CbC as well as on component
level, e.g., in ARCHICORC (R6). With some of the metrics,
compositionality is given implicitly (R5), however, evaluating
these metrics can become difficult [77, 78] (R3-4).

Safety. ISO 25010 defines safety as the extent to which a
product can prevent situations that endanger human life,
health, or the environment. It is composed of the main sub-
properties fail safeness and operational constraint. Safety was
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Table 2. Assessment of non-functional properties of
ISO 25010. Check marks in brackets indicate that a require-
ment is fulfilled under certain circumstances.

Non-functional Requirements
Property R1| R2 | R3| R4 | R5| R6
Performanceeff. | v | vV | (V)| V | (V)| V
Reliability D)) V)| v |V
Safety V)| v )
Compatibility ) )
Maintainability | v | v | (V) v

already considered long time ago, motivated by catastrophes
such as the Ariane-5 disaster [63] or the crash of Lufthansa
flight 2904 in 1993 [53].

Existing work provides approaches to assure the safety of
software [1, 33], as well as analyzing the safety assurance in
existing systems [39, 50]. However, quantification is a ma-
jor hurdle and, thus, also establishing formal specifications
(R1-2), a program’s safety can be constructed from and evalu-
ated against (R3-R6). Integration of safety as non-functional
property into XbC requires preparatory work to tackle these
challenges.

Compatibility. ISO 25010 defines compatibility as the de-
gree to which a system is capable of exchanging information
with other systems or components while executing its in-
tended functions within a shared environment and utilizing
common resources. Thus, it is not applicable directly to by-
Construction engineering (R3). Scaling CbC to component
level using ARcHICORC might offer opportunities to ensure
compatibility between correct-by-construction components
(R5-6). Open questions regarding specifications and a for-
mal verification remain, as there is only very few literature
on this aspect (R1-2, R4). Existing work mainly focusses on
ensuring compatibility before or while designing software
systems [18, 64].

Maintainability. According to ISO 25010, maintainability
reflects the extent to which a system can be effectively and
efficiently modified for the purposes of improvement, cor-
rection, or adaptation. It is composed of the sub-properties
modularity, reuseability, modifiability, and testability. A com-
monly used methodology to determine maintainability is
the maintainability index (MI) [85] which defines the grade
of maintainability of a software based on different metrics.
Further work considers maintainability models to assess the
maintainability of software [35]. Based on these techniques,
quantification, specification, and combination with the re-
finement rules of functional CbC might be feasible in the
scope of XbC (R1, R5-6). However, it is questionable whether
those metrics can be applied compositionally and if they can
be ensured while constructing a program (R2-4).
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In conclusion, besides the already integrated information
flow properties, performance efficiency, reliability, and, to
a certain degree, safety and maintainability, fulfill the re-
quirements defined above. Compatibility and the properties
that we did not consider in this discussion, flexibility and
interaction capability, are unlikely to be integrated into XbC,
as they do not meet certain requirements necessary for a
successful integration into by-Construction engineering.

6 Our Vision

In the previous section, we evaluated the suitability of the
non-functional properties of ISO 25010 for a constructive
software development process. Following the existing ap-
proaches for functional correctness and information flow
properties, we want to generalize X-by-Construction for en-
hancing future software engineering.

We envision XbC as a software development approach
for constructing high-quality software and imagine it as a
method to develop software that fulfills correctness guar-
antees as well as non-functional guarantees already in the
development process. Thus, the quality of the software will
be guaranteed as early as possible.

Driven by the main application areas of functional CbC,
safety-critical systems, generalizing XbC by supporting fur-
ther non-functional properties will not only improve these
systems, but pave the way for developing high-quality soft-
ware for all domains that can benefit from using by-Construc-
tion engineering. To fit the individual needs of different sys-
tems, we envision a software development paradigm, where
developers are able to set the focus to one or another prop-
erty or trade-offs. Aligned with abstract, thus, hardware-
independent, specifications for the chosen non-functional
properties, a program will be constructed using the set of
CbC-refinement rules without being limited to certain sys-
tems, ensuring functional correctness and the selected non-
functional properties.

We define a procedure for integrating non-functional prop-
erties into by-Construction engineering. The steps for the
integration of non-functional properties are as follows:

1. Development of a specification for the considered non-
functional property. Depending on the characteristics
of the non-functional property, this can be done sym-
bolically or by quantification. In general, the format
of the specification needs to be independent of the
structure of a program.

2. Establishment of validity, such that we can ensure that
the non-functional property can be validated during
the construction of a program.

3. Establishment of compositionality on program level,
such that a program property follows from properties
of its parts. A property might need to be localized
and modularized by assume-guarantee reasoning. In
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general, the property needs to be relativized towards
an abstract, symbolic level [75].

. Combination of the specifications for the non-function-
al property with the refinement rules of functional CbC
which serves as the basis for every program construc-
tion, such that side conditions preserve the validity of
the specifications.

5. Proof of soundness of formalized refinement rules w.r.t.

specification and validity.

6.1 Tool Support

To be able to use our envisioned software development par-
adigm for high-quality software development in practice,
we imagine tool support, called XCorC. For reasons of ac-
cessibility and usability, XCorC shall be based on the cur-
rent web-framework, WEBCORC (see Section 2.3). Currently,
WEBCORC supports software development using CbC in an
interactive web-framework. For XCorC, we envision a pa-
rameterizable, extensible development environment in which
non-functional properties can be considered in addition to
functional correctness using by-Construction engineering.
Developers will be able to determine properties that fit their
use-case by selecting them in the web tool, following our
vision of XbC described above. Thereby, we aim to keep the
abstract, symbolic representation of non-functional proper-
ties, especially performance properties, to enable a hardware-
independent construction of programs.

XCorC will integrate functionality of the existing Eclipse-
plugins CorC and ArcHICORC to facilitate integration into
existing projects using the round-trip engineering process on
both single software program and component level. Further,
we aim to extend existing approaches on supporting projects
that consist of CbC- and non-CbC parts. This is to broaden
the applicability in practice and to offer higher suitability
for real-world software systems.

Recent and ongoing work on simplifying and increasing
efficiency of the CbC-process using both, static methods,
such as testing as first step towards correct software, and
LLM-based support, are to be continued and integrated into
XCorC. This will result in a tool that is designed in a way
that provides opportunities for all developers needs to build
high-quality software in a refinement-based environment to
leverage future software engineering.

6.2 Discussion

In this section, we discuss challenges and issues arising when
integrating energy consumption and other non-functional
properties of software quality into XbC.

Limitations of Energy Annotations. Our ideas towards
energy consumption in XbC result in symbolic, hardware-
independent energy annotations which can be used to com-
pare programs from algorithmic families and can be instan-
tiated with a concrete energy model. The examples of linear
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and binary search and the assessment of performance effi-
ciency as non-functional property in XbC uncovered certain
limitations of our approach. The first limitation concerns
mapping the energy annotations to energy models. For now,
the chosen symbolic energy consumptions are very coarse-
grained, e.g., Epinop, and need more detailed distinction and
generalization to receive sufficient results when instantiat-
ing them with any energy model. Further, we need to take
certain dependencies into account. Commonly, the energy
consumed by some program highly depends on the structure
of the system it is executed on and cannot be evaluated as
modular as it is done in CbC and IFbC for functional cor-
rectness and information flow properties, respectively. For
these approaches, specifying, constructing, and proving the
desired properties is possible symbolically in a modular way
on program level without dependencies to the remainder
of a system. In the context of other non-functional proper-
ties, different issues, e.g., virtualization, caching, pipelining,
or nondeterminism, arise which need to be handled in a
uniform manner [15, 44]. These properties need to be ab-
stracted from the underlying system to reason about them
as information on hardware is not available at construction
time. The abstract symbols are only to be concretized when
instantiating them with a specific hardware-model.

A possibility to address the dependencies to other pro-
gram parts is assume-guarantee-reasoning (AGR). The as-
sumptions of AGR can be discharged at a later point in time.
Dependencies to the underlying hardware or specific lan-
guages are already addressed in our concept of energy an-
notations by abstraction and delayed concretization when
instantiating the abstract symbols. Defining concepts for spe-
cific languages or systems could streamline the application
of performance properties in by-Construction engineering
even further, however, simultaneously restricting the appli-
cability to certain systems. Current experiments focus on
a specific, platform-dependent extension for performance
properties and investigate on introducing CbC and XbC to
the low-level programming language Pancake'’.

Application in Practice. In Section 2.4, we discussed the
applicability of by-Construction engineering in practice. We
introduced ArcHICORC which scales CbC to component
level, and presented tool support for CbC that allows con-
structing large scale systems, such as object-oriented projects
and product lines. We aim to use these approaches as a basis
to build our concepts and tooling for future XbC on. This is to
enable constructing not only single programs but real-world
systems using CbC and XbC. By considering ARCHICORC,
we also allow the construction of systems consisting of CbC
and non-CbC parts. Recent work on scaling IFbC shows how
non-functional properties in by-Construction engineering
can be scaled to component level [74], building a first step
towards our vision of using XbC in real-world scenarios.

Mhttps://trustworthy.systems/projects/pancake, [accessed 2025/06/30]
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Usability of by-Construction Engineering. A critical
concern of by-Construction engineering is its usability. By
extending XbC, the process of constructing programs using
CbC and XbC is becoming increasingly complex. Thus, we
need to ensure that the process stays comprehensible and
does not demand disproportionate effort, in the worst case
exceeding the effort needed in traditional software-quality as-
surance techniques. As presented in Section 2.3, recent work
focuses on enabling CbC development in CorC for unexpe-
rienced developers by introducing testing as intermediate
level between specified and verified [8], and LLM-based ap-
proaches aim to automate tasks of the development process
to speed up constructing programs using CbC [47]. However,
for future extensions of XbC and its tool support, we need to
ensure that specification and implementation effort maintain
feasible. Otherwise, by-Construction engineering might not
be applicable in practice. Thereby, the main focus is on tool
support and the automation of development steps.

7 Conclusion

CbC is an approach to incrementally develop functionally
correct programs using sound refinement rules. XbC is an
extension of CbC covering the by-Construction engineering
of software with guaranteed non-functional properties. So
far, XbC has only been realized for security using informa-
tion flow properties. In this paper, we presented our vision
of generalizing XbC for developing high-quality software
using by-Construction engineering, not only guaranteeing
functional correctness, but selected non-functional proper-
ties. We proposed our vision of the generalization of XbC
to support multiple aspects of software quality, resulting
in a comprehensive software development technique. We
discussed which requirements have to be fulfilled to enable
XbC for a non-functional property and defined a roadmap on
how to integrate further non-functional properties. Further,
we addressed challenges arising when extending XbC. We
discussed our vision of accessible, extensible tool support
for future software development using by-Construction en-
gineering. Finally, we showed first ideas of symbolic energy
annotations in CbC-programs to support energy efficiency
as non-functional property going beyond information flow.
Using these energy annotations, we are able to compare the
programs and program parts of algorithmic families regard-
ing their energy efficiency. Ongoing and future work focuses
on the formalization of energy annotations, the generaliza-
tion of XbC by supporting further non-functional properties,
performance efficiency and reliability in particular, and ad-
dressing the challenges discussed in this paper.
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