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Abstract

In today’s digital world, many applications handle privacy-sensitive data, and protecting users’ privacy
should be of paramount importance, especially given the ever-present risk of data breaches and misuse
of personal information. Allowing users to interact with these systems anonymously is desirable
because it reduces the risks associated with the disclosure of personal information. However, there are
significant challenges in balancing the desired anonymity with the requirements of real-world systems:
For example, users may exploit anonymity to cheat, so mechanisms are needed to ensure accountability
even in anonymous systems. In light of this, a primary focus of this thesis is on balancing privacy
and real-world requirements in privacy-sensitive systems. These real-world requirements vary by
application, but common ones include dealing with malicious users, broken physical hardware, and
legal requirements. We now outline our contributions to this topic.

We are surrounded by an ever-growing number of privacy-sensitive cyber-physical systems such
as electronic toll collection systems, cashless payment systems for public transport, the smart grid,
smart meters, and many more. Building secure cyber-physical systems that could be used in practice
brings great challenges. They should be provably secure, provably protect the privacy of users, be
able to handle malicious or uncooperative users and broken hardware, all while being efficient enough
to be used in practice. The first part of this thesis deals with how to build cyber-physical systems
such that they are provably secure under standard cryptographic assumptions, practically efficient,
provide strong privacy guarantees for the user and deal with real-world issues like uncooperative
users and broken hardware. As an example of a privacy-preserving cyber-physical system that will be
increasingly important in our digital future, we focus on the electronic toll collection (ETC) scenario. In
this thesis, we propose P4TC: a flexible security model and cryptographic protocol framework designed
for privacy-preserving ETC. P4TC is the first privacy-preserving ETC system in the Dedicated Short
Range Communication setting with a rigorous security model and proof in the Universal Composability
(UC) framework while being efficient enough to be used in practice. It also addresses several real-world
issues: To mitigate the consequences of a user account becoming inaccessible (for example, due to
physical failure of the on-board unit or theft of the vehicle), user accounts can be temporarily suspended
from the system and the user’s outstanding debt can be recalculated. There are also several mechanisms
to deal with malicious users, as well as a mechanism to mitigate financial loss due to compromised
road-side units.

In privacy-preserving systems, it is sometimes necessary to revoke the anonymity of users, e.g., to
combat revenue loss due to malicious users or to comply with legal requirements. While the simplest
way to achieve this is through a system-wide backdoor, this approach theoretically grants the central
authority holding the backdoor the ability to compromise the privacy of all users. To leverage the
power of the central party a bit, some systems have moved from a system-wide backdoor to user-
specific backdoors. While this is more privacy-friendly than a system-wide backdoor, it does not solve
the problem of having to trust the central instance not to misuse these backdoors. To address the
problem of central parties potentially misusing backdoors, the second part of this thesis deals with
making the use of a user-specific backdoor auditable. That is, it should become visible, e.g., to a special
auditor party, if a user-specific backdoor has been used. In this thesis, we therefore develop a generic
building block for auditable surveillance. In order to prevent the misuse of backdoors, we employ
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short-term user-specific backdoors that are protected in multiple ways: Backdoor access capabilities
are shared between trustworthy parties to avoid a single point of failure, and backdoor access is given
only conditionally. In addition, there are audit trails and public statistics for every (granted) backdoor
request, and surveillance remains silent, i.e., users do not know that they are being surveilled. More
precisely, we present an ideal functionality in the UC framework that can be used to augment existing
applications with auditable surveillance capabilities. Our realization of this functionality uses threshold
cryptography to protect the short-term user-specific backdoors, and backdoor access is handled by an
anonymous evolving committee. This committee can verify that the predefined conditions for backdoor
access are fulfilled, e.g., that law enforcement is in possession of a valid surveillance warrant. Our
auditable surveillance system is the first that can be used to enhance existing systems with conditional
and auditable backdoor access under reasonable assumptions, while scaling well and having a proof in
the UC framework.
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Zusammenfassung

In der heutigen digitalen Welt verarbeiten viele Anwendungen datenschutzsensible Daten, und der
Schutz der Privatsphére der Nutzer sollte von hochster Bedeutung sein, insbesondere angesichts der
allgegenwirtigen Gefahr von Datenpannen und des Missbrauchs personenbezogener Daten. Es ist
wiinschenswert, den Nutzern die Méglichkeit zu geben, anonym mit diesen Systemen zu interagieren,
da dies die mit der Preisgabe personlicher Informationen verbundenen Risiken verringert. Es ist jedoch
eine grofie Herausforderung, die gewiinschte Anonymitit mit den Anforderungen realer Systeme in
Einklang zu bringen: Beispielsweise konnten Nutzer ihre Anonymitit ausnutzen, um zu betriigen,
weshalb Mechanismen erforderlich sind, die die Rechenschaftspflicht auch in anonymen Systemen
sicherstellen. Vor diesem Hintergrund liegt der Schwerpunkt dieser Dissertation darauf, eine Balance
zwischen der Privatsphére der Nutzer und den Anforderungen der realen Welt in datenschutzsensiblen
Systemen zu finden. Diese Anforderungen variieren je nach Anwendung, umfassen jedoch oftmals den
Umgang mit boswilligen Nutzern, defekter physischer Hardware und rechtlichen Anforderungen. Im
Folgenden skizzieren wir unsere Beitrage zu diesem Thema.

Wir sind umgeben von einer stindig wachsenden Zahl datenschutzsensibler cyber-physischer Systeme,
wie beispielsweise elektronischen Mautsystemen, bargeldlosen Bezahlsystemen fiir den 6ffentlichen
Nahverkehr, dem intelligenten Stromnetz (,Smart Grid®), intelligenten Stromzahlern (,Smart Meter®)
und vielen anderen. Die Entwicklung sicherer cyber-physischer Systeme, die in der Praxis eingesetzt
werden konnten, stellt erhebliche Herausforderungen dar. Sie miissen beweisbar sicher sein, die Pri-
vatsphére der Nutzer beweisbar schiitzen, mit boswilligen oder unkooperativen Nutzern und defekter
Hardware umgehen konnen und gleichzeitig effizient genug sein, um in der Praxis eingesetzt werden zu
konnen. Der erste Teil dieser Dissertation beschéftigt sich mit der Frage, wie cyber-physische Systeme
so entwickelt werden konnen, dass sie unter gangigen kryptographischen Annahmen beweisbar sicher
sind, praktisch effizient sind, starke Privatsphire-Garantien fiir den Nutzer bieten und mit praxisrele-
vanten Problemen wie unkooperativen Nutzern und defekter Hardware umgehen kénnen. Als Beispiel
fiir ein cyber-physisches System, das die Privatsphire der Nutzer schiitzt und das in unserer digitalen
Zukunft zunehmend an Bedeutung gewinnen wird, konzentrieren wir uns auf das Szenario der elek-
tronischen Mauterhebung. In dieser Dissertation stellen wir P4TC vor: ein flexibles Sicherheitsmodell
und ein kryptographisches Protokoll-Framework, das fiir die privatspharenschonende elektronische
Mauterhebung entwickelt wurde. P4TC ist das erste privatsphirenschonende elektronische Mautsystem
im Dedicated Short Range Communication Umfeld mit einem rigorosen Sicherheitsmodell und einem
Beweis im Universal Composability (UC) Framework, das gleichzeitig effizient genug ist, um in der
Praxis eingesetzt zu werden. Es adressiert auch mehrere praxisrelevante Probleme: Um die Folgen eines
nicht mehr zugénglichen Nutzerkontos (zum Beispiel aufgrund eines physischen Ausfalls der On-Board-
Unit oder eines Diebstahls des Fahrzeugs) abzumildern, kénnen Nutzerkonten voriibergehend aus dem
System ausgeschlossen und die ausstehenden Schulden des Nutzers neu berechnet werden. Dariiber
hinaus gibt es mehrere Mechanismen zum Umgang mit boswilligen Nutzern sowie einen Mechanismus
zur Minimierung finanzieller Verluste durch kompromittierte Road-Side Units.

In privatsphéreschonenden Systemen ist es manchmal notwendig, die Anonymitit der Nutzer aufzuhe-
ben, zum Beispiel um Umsatzeinbufien durch boswillige Nutzer zu vermeiden oder um gesetzlichen
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Anforderungen zu geniigen. Dies lasst sich am einfachsten durch eine systemweite Backdoor (,Hinter-
tiir®) erreichen. Allerdings gibt dieser Ansatz der zentralen Instanz, die die Backdoor besitzt, theoretisch
die Moglichkeit, die Privatsphire aller Nutzer zu kompromittieren. Um die Macht der zentralen Instanz
etwas einzuschrianken, sind einige Systeme von einer systemweiten Backdoor zu nutzerspezifischen
Backdoors tibergegangen. Dies ist zwar besser fiir die Privatsphire als eine systemweite Backdoor, 16st
aber nicht das Problem, dass man der zentralen Instanz vertrauen muss, dass sie diese Backdoors nicht
missbraucht. Um das Problem des potentiellen Missbrauchs von Backdoors durch die zentrale Instanz zu
16sen, befasst sich der zweite Teil dieser Dissertation damit, die Verwendung einer nutzerspezifischen
Backdoor nachpriifbar zu machen. Das heif}t, es sollte sichtbar gemacht werden, zum Beispiel fiir einen
speziellen Auditor, wenn eine nutzerspezifische Hintertiir verwendet wurde. In dieser Dissertation
entwickeln wir daher einen generischen Baustein fiir nachpriifbare Uberwachung. Um den Missbrauch
von Backdoors zu verhindern, verwenden wir kurzlebige, nutzerspezifische Backdoors, die auf mehrere
Arten geschiitzt sind: Die Zugriffsrechte auf die Backdoors werden zwischen vertrauenswiirdigen
Parteien geteilt, um einen Single Point of Failure zu vermeiden, und der Zugriff auf die Backdoors
wird nur unter bestimmten Bedingungen gewahrt. Dartiber hinaus gibt es Priifpfade und 6ffentliche
Statistiken fiir jede (gewihrte) Backdoor-Anfrage, und die Uberwachung erfolgt im Stillen, d. h. die
betroffenen Nutzer wissen nicht, dass sie tiberwacht werden. Genauer gesagt stellen wir eine ideale
Funktionalitdt im UC-Framework vor, die verwendet werden kann, um bestehende Anwendungen mit
nachpriifbaren Uberwachungsfunktionen zu erweitern. Unsere Realisierung dieser Funktionalitit ver-
wendet Threshold-Kryptographie (,Schwellwertkryptographie®), um die kurzlebigen nutzerspezifischen
Backdoors zu schiitzen, und der Zugang zu den Backdoors wird von einem anonymen, haufig wechseln-
den Komitee verwaltet. Dieses Komitee kann tiberpriifen, ob die vordefinierten Bedingungen fiir den
Backdoor-Zugang erfiillt sind, zum Beispiel ob die Strafverfolgungsbehorden im Besitz eines giiltigen
Uberwachungsbeschlusses sind. Unser nachpriifbares Uberwachungssystem ist das erste, das dazu
verwendet werden kann, um bestehende Systeme mit konditionalem und nachpriifbarem Backdoor-
Zugang unter realistischen kryptographischen Annahmen zu erweitern, wahrend es gleichzeitig gut
skalierbar ist und einen Beweis im UC-Framework hat.
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1. Introduction

The term cryptography stems from the Ancient Greek words “kryptos” (hidden) and “graphein” (to write)
and can therefore be defined as “hidden writing” [Ps10]. This is fitting, since historically (symmetric)
encryption! has been the most prominent form of cryptography. The use of encryption goes back
thousands of years, with well-known examples being the skytale used in ancient Greece and the Caesar
cipher used by Julius Caesar. The Oxford English dictionary defines cryptography either as “the art or
practice of writing in code or cipher” or as “the science of encryption”. While the former accurately
describes the historical use of cryptography, the latter does not really capture the fact that today
cryptography permeates our everyday lives: One can send signed and encrypted emails, chat with
people in end-to-end encrypted instant messengers, use passwords to access online accounts, make
electronic payments, etc., all while (maybe unknowingly) using cryptography.

One exciting field that has emerged in recent years is the use of cryptography to secure cyber-physical
systems (CPS)*. A prominent subclass of cyber-physical systems are cyber-physical systems that interact
directly with users and contain a (post-)payment or point collection function. Examples include
electronic toll collection, cashless payment systems for public transport (like London’s Oyster Card or
the Japanese IC cards), charging/discharging of electric vehicles in smart grids, and smart meters. For
all these scenarios one can imagine a system in which users accumulate “points” (which can be toll
fees, fares, or kWh) over some time period and at some point turn in those points to settle the debt.

Since these CPSs involve the processing of (potentially sensitive) user data, there is a natural tension
between the need to collect user data and the importance of protecting user privacy. In order to
protect user privacy, it is natural to ask whether the collection of user data could simply be omitted.
However, the collection of user data serves several important purposes: First and foremost, the data is
needed to ensure the functionality of the system (e.g., to calculate the correct total charge for a user).
However, operators also use the collected data to perform various types of analyses, the results of
which can be used, for example, to improve their service or to analyze market competitiveness. Using
the above applications as examples, an electronic toll collection operator can use the collected user data
to calculate road usage and plan where to expand roads in the future; a public transportation provider
can calculate network usage to better plan where and when to run more or fewer trains; an electric
vehicle charging station provider can calculate where to build new charging stations; and a smart meter
provider can better predict the load on the electricity grid.

In the European Union, the General Data Protection Regulation (GDPR) [Eur16] defines legal require-
ments for the processing of user data from EU citizens. Among other things, the GDPR requires that
data processing must be lawful [Eur16, Articles 5.1(a) & 6.1], with examples for lawfulness including
ensuring system functionality, legitimate interests or user consent. Clearly, there are many legitimate
reasons for storing and processing sensitive user data. However, if this data is not adequately protected,

The goal of encryption is to confidentially transmit a message from one person to another, i.e., no one except the designated
receiver should be able to read the message in the clear.

According to [Col+21], a cyber-physical system is a “computer system able to interact continuously with the physical
system in which it operates” and “cyber-physical systems have been applied in various fields from smart grids to medical
devices, smart factories, intelligent transport systems, smart cities, and smart buildings”.
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there is a risk of privacy violations. There are examples that show that mishandling user data, such as
user location data, can have serious consequences for user privacy [ABC08; ACL15; Ame15; Dat07;
de +13; Ele24; GP09; Kru07; Tie10]. For instance, [Ele24] describes how some car companies sell the
data they collect on their customers’ driving behavior, for example to analytics companies. There
are also many cases where cyber attackers breached company networks and stole large amounts of
user-specific data [CSO23; I'T 23]. The GDPR also states the principle of data minimisation: “Personal
data shall be adequate, relevant and limited to what is necessary in relation to the purposes for which
they are processed” [Eur16, Article 5.1(c)]. With cryptography, we can implement the principle of data
minimization particularly well, since with suitable cryptographic primitives and protocols we need
to store less data with the operator than in conventional systems. This approach also fits very well
with the GDPR, as operators are responsible for the confidentiality of the stored data [Eur16, Article 5].
After all, data that is not stored cannot be misused.

In this work, we use cryptography to build privacy preserving systems, which in itself is not a new
concept. Taking electronic toll collection as an example, several privacy-preserving solutions have been
developed by the research community (cf. Section 3.1.1). However, solutions developed by theoretical
cryptographers tend to overlook the requirements of real-world systems, such as the fact that physical
hardware can break, get lost or stolen. On the other side, in practice, ETC systems are deployed all over
the world, but the majority rely on user identification at each toll point. Consequently, our objective
is to bring these two sides closer together. In particular, the main goal of this thesis can be stated as
follows:

Main Goal:

This thesis aims towards bridging the gap between theoretical cryptography and practice by
building privacy-preserving systems with a solid cryptographic foundation while taking into
account several real-world requirements.

When designing privacy-preserving systems for real-world problems, there are additional challenges
to consider beyond those of building purely theoretical cryptographic protocols. The typical require-
ments for privacy-preserving cryptographic protocols are correctness, efficiency (which for theoretical
cryptographers usually means polynomial runtime), and provable security and privacy guarantees for
meaningful definitions of “security” and “privacy”. Security is primarily about ensuring system func-
tionality even when some parties (such as system operators and users) are controlled by an adversary.
Privacy deals with how much information system operators can obtain about their users. The less
operators learn about their users, the more privacy the system achieves. Ideally, one would want an
anonymous® system. The additional real-world requirements differ for each specific application, but
common challenges are:

(1) The system must be efficient enough to be used in practice.

(2) One needs to think about what happens after an protocol abort, since aborts can have conse-
quences on the physical world.

Users can be malicious and can for example give dishonest inputs.
Physical hardware, such as user devices, can be broken, lost or stolen.
For systems involving payments, billing must be correct (even for anonymous systems).

The system needs to fulfill all legal requirements.

3 As the word “anonymous” is sometimes used differently in different contexts, we want to briefly note that when we mention
an “anonymous system” in this thesis, we mean a pseudonymous system with unlinkable transactions.
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Challenges (3) to (6) all imply the need for some form of user accountability in case something goes
wrong, e.g., an anonymous customer refuses to pay after using the service offered by the system.
This contrasts with the desire for an anonymous system, which is why we use conditional anonymity
revocation to achieve accountability in an anonymous system. When combining the requirements
for privacy-preserving systems with real-world requirements, the main challenge is to find the right
balance between anonymity and accountability.

In order to achieve our main goal, we address it in two stages: First, we investigate how to build
privacy-preserving solutions for privacy-sensitive CPSs, taking into account real-world requirements.
Second, we examine how conditional anonymity revocation can be used to achieve a balance between
anonymity and accountability. In the following, we elaborate on both goals.

Let us first look again at privacy-sensitive CPSs, using the application examples discussed earlier:
electronic toll collection systems, cashless payment systems for public transport, charging/discharging
of electric vehicles in smart grids, and smart meters. The first goal of this thesis is to provide a privacy-
preserving solution for these kind of systems. Users shall be able to anonymously collect points, but
turning in points is non-anonymous and only reveals the total sum of points (and not the individual
points gained during the anonymous transactions) to the system operator. This means that the operator
will not be able to track the individual transactions of the user. Using the running examples from above,
this translates into the operator not learning about individual toll stations visited, or individual subway
rides, or individual charging processes, or individual smart meter readings.

In this thesis, we focus on the electronic toll collection scenario as an example for a privacy-sensitive CPS.
Specifically, we develop a flexible security model and cryptographic protocol for privacy-preserving
electronic toll collection that satisfies all of the aforementioned challenges: It is correct, provably
secure under standard cryptographic assumptions, practically efficient, provides strong privacy guar-
antees for the users, and provides solutions to real-world problems such as uncooperative users and
broken/lost/stolen user-side hardware.

While the development of a privacy-preserving solution for electronic toll collection already represents
an important contribution to a more privacy-aware future, it also serves as an exemplary solution for
the more general first goal of this thesis, which is the following:

First Goal:

This thesis aims to develop privacy-preserving solutions for privacy-sensitive CPSs and over-
coming the challenges that arise from building systems that influence and get influenced by
the physical world.

When looking at our running examples for privacy-preserving cyber-physical point collection systems,
then one finds that they all contain some kind of payment component. The idea is that users pay
one bill at the end of a billing period for all transactions (individual toll charges/ride fares/electricity
consumption) made during that billing period. The individual transactions are anonymous from the
operator’s point of view since they are stored on the user’s side, but it is cryptographically ensured
that users cannot tamper with their transaction record undetected. However, since the operator cannot
link individual transactions to users, uncooperative users must be taken into account: How to deal
with users who use the benefits of the system for a whole billing period but then do not participate
in the billing process? The operator does not even know how much money the user has to pay. To
deal with this, these systems need some kind of anonymity revocation mechanism. In the case that
users refuse to take part in the billing process (or show otherwise fraudulent behavior), the operator
needs to be able to map the previously anonymous transactions to the uncooperative/fraudulent user.
For that purpose, some kind of backdoors are necessary for these systems. Historically, system-wide
backdoors have been popular [Ate+00; CMS96; KP98], meaning that operators could theoretically use
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the same backdoor to deanonymize all transactions in the system. Since backdoors are typically stored
at the operator’s side, this harbors great risks for misuse: Without some kind of control mechanism, the
operator could in theory deanonymize every transaction in the system, thus completely undermining
user privacy. Since the research community also has recognized this privacy risk, newer systems have
switched to user-specific backdoors that can only deanonymize the transactions of a single user. In
our privacy-preserving electronic toll collection system, we go one step further and use short-term
user-specific backdoors. There, a single backdoor can only deanonymize the transactions made by
a single user during a specific billing period. But regardless of whether there is one backdoor for
everything or many backdoors, there is always the problem that if the operator simply has access to
the backdoor(s), nothing prevents him from using them. To prevent this, we employ the help of a
trusted third party (TTP) in our privacy-preserving electronic toll collection system. Put simply, the
user encrypts the backdoor for their own transactions under the TTP’s key. If the operator wants to
deanonymize the user’s transactions, he asks the TTP to decrypt the backdoor. The TTP complies with
the request on the condition that the reason for the deanonymization provided by the operator to the
TTP is plausible.

Since TTPs are sometimes necessary, but a rather undesirable assumption in the cryptography com-
munity, we now ask the question of whether the backdoor problem can be solved in a different way,
i.e., without a TTP. To do this, let us go back to the topic of privacy-preserving systems in general.
As mentioned previously, one category of real-world requirements that must be met when bringing
a privacy-preserving system into practice is legal requirements. In fact, many applications face legal
requirements or regulations that prohibit unconditional anonymity guarantees, e.g., in electronic
payments where monitoring is mandated to investigate suspected crimes.

In the European Union, the Anti-Money Laundering (AML) Directives regulate the financial system to
prevent money laundering and terrorism financing. For example, financial institutions are required
to implement Know-Your-Customer (KYC) processes, which include verifying the identity of their
customers. Hence, the use of banking services cannot be anonymous. Since the 5th AML Direc-
tive [Eur18], cryptocurrency exchanges must also follow these regulations. Also in the European
Union, the GDPR [Eur16, Article 23.1(d)] states that the user data privacy regulations can be restricted
when law enforcement has a legitimate interest (e.g., for “the prevention, investigation, detection or
prosecution of criminal offences”). Similarly, in the United States, 18 U.S. Code §2703 [US 86] allows
law enforcement to obtain user data from companies to investigate online fraud, hate crimes, and other
criminal activities.

Thus, even if unconditional anonymity is desired for many applications, it is not always fully feasible
due to laws and regulations. Therefore, some kind of backdoor(s) to remove user anonymity in special
cases is needed in these applications as well. In order to adequately prevent the misuse of these
backdoors, we require that the anonymity revocation be conditional, where conditional means that law
enforcement must have a legitimate reason. To further protect against abuse, we require that the use of
a backdoor can be audited after the fact. Thus, to adequately protect user privacy while still allowing
law enforcement access for legitimate reasons, we propose to use auditable and conditional anonymity
revocation. The feasibility of this, without simply letting a TTP do all the work, is the second research
goal of this thesis:

Second Goal:

This thesis aims to evaluate the feasibility of incorporating (unwanted but necessary) backdoors
into otherwise anonymous systems in a way that ensures that the use of a backdoor is only
possible under certain, predefined conditions and that the use of a backdoor can be audited
afterwards.
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1.1. Contribution of the Thesis

We now elaborate on the contribution of this thesis to the two aforementioned goals.

On Building Privacy-Preserving Electronic Toll Collection Systems. Building privacy-preserving solu-
tions for privacy-sensitive CPSs is challenging because one must simultaneously satisfy the requirements
of “normal” privacy-preserving protocols—namely correctness, polynomial runtime, and provable secu-
rity and privacy—as well as real-world requirements, such as “practical efficiency”, handling aborts,
faulty inputs, uncooperative users, and broken hardware. In order to develop techniques to overcome
all these challenges of privacy-sensitive CPS, we take the example of privacy-preserving electronic toll
collection (ETC) and develop a system specifically for this scenario.

In this thesis, we propose P4TC: a flexible security model and cryptographic protocol designed for
privacy-preserving ETC in the dominant real-world setting, i.e., Dedicated Short Range Communication
(DSRC) ETC. In DSRC ETC, vehicles are equipped with on-board units (OBUs) that perform all user-
side computations. Tolls are charged each time a vehicle passes a road-side unit (RSU), which are
subsidiaries of the operator and calculate the toll charge together with the OBU based on several factors
such as vehicle type, time of day, current congestion level, and so on. While DSCR-based ETC is the
most common setting in currently deployed ETC systems (which often rely on user identification
for payments), scientific ETC systems appear to favor the Global Navigation Satellite System (GNSS)
setting* over the DSCR setting (see Section 3.1.1). To support an eventual real-world adoption, we
decided to model P4TC in the more widely used DSRC setting. For the same reason, we also focused on
efficiency, as PATC should support open road tolling, where vehicles can pass the RSUs at full speed.
Thus, a major challenge in designing P4TC was to combine provable security/privacy with practical
efficiency and to address real-world issues such as broken OBUs, stolen RSUs, and uncooperative or
malicious users. To the best of our knowledge, P4TC is the first privacy-preserving ETC system in the
DSRC setting with a rigorous security model and proof and arguably the most comprehensive formal
treatment of ETC security and privacy overall.

To build PATC, we start with a payment system building block called black-box accumulators (BBA+)
[Har+17]. BBA+ provides the core functionality of an unlinkable user wallet that maintains a balance. An
operator can add and subtract values from the wallet balance and the use of an old wallet state is detected
by a double-spending mechanism adopted from the e-cash literature. In addition to unlinkability of
transactions, the system guarantees that a wallet can only be used by its legitimate owner and with
its legitimate balance. However, BBA+ misses several features that are necessary for a practical ETC
system. Therefore, PATC also includes the following features:

(1) In open road tolling, there are no physical barriers to stop vehicles that fail to successfully
communicate with the RSU they are passing. This can happen for a variety of reasons, ranging
from defective OBU hardware to malicious users. In any case, this must be taken into account
for a practical ETC system. For this purpose, P4TC assumes that there are enforcement cameras
behind each RSU that take a photo of the vehicle (and thus the license plate) in case something
goes wrong.’

4 In GNSS-based ETC, each OBU is equipped with geolocation capabilities and collects location-time data or road segment
prices to send to the ETC operator. Unpredictable spot checks are used to help ensure that users report this data honestly.

> Note that the cameras are only needed for open road tolling. If toll plazas are used, there may be physical barriers to
prevent uncooperative vehicles from leaving.
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(2) In the event that the enforcement cameras capture more than one vehicle in a single photo (or in
the event that the camera was triggered by mistake), PATC has a mechanism that allows users to
provide proof that they have successfully communicated with the RSU in question and that they
are not guilty of not paying tolls.

(3) In order for the operator to be able to deal with malicious users who are evading toll charges, or
to deal with stolen OBUs, we introduce a blacklisting mechanism.

(4) To deal with the operator’s lost revenue due to users refusing to pay their debts or due to
stolen/broken OBUs, the operator can deanonymize all transactions made by a blacklisted wallet
with the help of a TTP. Once all transactions made by a single user during a single billing period
are deanonymized, the operator can calculate the total toll charge for that user and billing period.

(5) PATC also adds user attributes to the wallet to allow for a more flexible pricing system. For
example, the type of vehicle can affect the toll charge, or there could be discounts for elderly
people.

(6) BBA+ assumes a single operator involved in all transactions. In PATC, we introduce the RSUs
as subsidiaries of the operator that handle communication on the road. Therefore, P4TC also
includes mechanisms to mitigate the damage caused by corrupted RSUs.

To prove the security and privacy guarantees of the P4TC protocol, we model an idealized privacy-
preserving ETC scheme as an ideal functionality in the Universal Composability (UC) framework. Our
security proof then shows that the P4TC protocol is “as secure as” the ideal model, thus the protocol
“UC-realizes” the ideal functionality. P4TC is one of the few systems that combines a complex, yet
practical cryptosystem with a thorough UC-security analysis.

On Making Backdoor Usage Auditable. For many privacy-sensitive applications where unconditional
anonymity would be ideal, anonymity revocation mechanisms are required (e.g., to deal with malicious
users or to comply with laws). As a result, many systems have no effective privacy protection at all,
or have backdoors, e.g., stored at the operator side of the system, that can be used to disclose any
user’s private information to law enforcement authorities. In our privacy-preserving ETC system P4TC,
we have the problem that since we cannot proactively prevent fraudulent transactions (since offline
transactions are required), we have to detect them after the fact (and subsequently punish the user). To
solve this, PATC has short-term user-specific backdoors (all accessible only by a trusted entity). The
problem with such backdoors in general is that they also enable silent mass surveillance within the
system if the entity managing the backdoors turns out to be untrustworthy after all. To prevent such
misuse, some approaches have been suggested which limit possible abuse or ensure it can be detected.
However, much of the previous work is limited to proactive surveillance, where the surveillance decision
has to be made before the monitored transaction(s) take place, e.g., [BGK95; GGM16; KL95; KV03; PY00;
YY98].

In order to allow more flexibility with respect to surveillance decisions, it would be more desirable to
have retrospective surveillance, where the surveillance decision can also be made after the transaction(s)
have taken place. For retrospective surveillance, there is currently only a small amount of related work
(see Section 4.1.2). Of these, only the work by Green, Kaptchuk, and Van Laer [GKV21] satisfies most
of our desired properties, but it is based on extractable witness encryption, a primitive for which it is
currently unclear whether it can be instantiated.
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In this thesis, we develop a building block for auditable retrospective surveillance that can be used to
enhance existing applications with auditable surveillance capabilities. In order to prevent misuse of the
system or even mass surveillance, backdoors are protected in multiple ways:

(1) Backdoors are short-term and user-specific.

(2) Backdoors are shared between trustworthy parties to avoid a single point of failure.
(3) Backdoor access is conditional.

(4) There are audit trails and public statistics for every (granted) backdoor request.

(5) Surveillance remains silent, i.e., users do not know that they are surveilled.

Concretely, we first present an abstract ideal functionality in the UC framework. This provides a basic
target functionality to be realized, and serves as a separation between the low-level implementation of
the auditability mechanism and the high-level decision to add auditability to a system. We then provide
a protocol that UC-realizes this ideal functionality. The protocol uses several advanced cryptographic
primitives, such as non-interactive zero-knowledge proofs of knowledge and threshold public key
encryption, to achieve the same security and privacy guarantees as the ideal model.

To protect user privacy, the operator is only able to use a user’s backdoor under certain conditions.
More precisely, backdoor access in our system must be lawful to prevent arbitrary access. In our case,
“lawful” corresponds to law enforcement agencies being in possession of a court-signed warrant for the
user.

Decryption of (threshold-encrypted) user backdoors is handled by an anonymous, evolving committee.
The committee can verify that the conditions for backdoor access are met, i.e., that law enforcement is
in possession of a valid surveillance warrant (via a zero-knowledge proof). In addition, backdoor access
leaves an audit trail on a ledger, allowing an auditor to retrospectively review surveillance decisions.
The committee is cast in the YOSO (You-Only-Speak-Once) model [Gen+21]. In the YOSO model,
protocols are executed by roles, with each role being allowed to send messages only once. Which party
is playing a particular role is hidden until it sends its messages. This prevents targeted corruption of
the parties that make up the current committee, which makes it easier to maintain an honest majority
in the committee, and also allows to achieve security against mobile adaptive adversaries.

1.2. Other Results

This section contains a brief summary of other results that were obtained during this author’s doctoral
studies but are not included in this thesis. The works presented here all deal with different aspects of
the topic of privacy-preserving protocols and thus complement the results of this thesis.

A complete list of publications by the author of this thesis can be found right before the table of contents.
Note that the works [FMN16] and [Bro+18] from the complete list of publications are omitted in this
section, as they evolved from this author’s bachelor’s and master’s theses, respectively.
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P6V2G: A Privacy-Preserving V2G Scheme for Two-Way Payments and Reputation. In [Sch+19] we
build upon P4TC to realize P6V2G, a privacy-preserving payment and reward system for charging and
discharging of electric vehicles in the smart grid scenario, which is another example for a privacy-
sensitive CPS. P6V2G relies heavily on PATC, but introduces some new features: It supports two-way
payments (since electric vehicles can also be discharged to supply the smart grid with energy), adds a
reputation mechanism to rate the reliability of users, features multiple operators (corresponding to
multiple electricity providers), and user accounts are designed to be portable. This means that the
user’s side is divided into two separate parties: user accounts, which contain the users’ wallets, and
electric vehicles, which are represented by their communication controllers. This allows for one person
to own multiple vehicles with the same account, or for car-sharing concepts where multiple people use
the same vehicle. As with PATC, the security of P6V2G is proven in the UC framework.

(Schwerdt, Nagel, Fetzer, Grdf, Rupp — Energy Informatics 2019)

PUBA: Privacy-Preserving User-Data Bookkeeping and Analytics. In [Fet+22] we propose PUBA, a
generic building block that builds on top of BBA+ and supports storing more general information
than just points in the user’s wallet. In PUBA, users own so-called “logbooks”, which store the user’s
accumulated transaction history and can also store multiple values (remember that in BBA+ only a
single balance is stored). Again, users can participate in anonymous transactions, during which the
logbook is updated accordingly, while the content itself remains hidden from the operator. In PUBA, the
operator is also able to perform privacy-preserving analytics computations on the user logbooks, e.g., to
perform market analyses. To keep these analytics privacy-preserving, Multi-Party Computation (MPC)
is used to compute the analysis function over (multiple) user logbooks, while keeping the contents
hidden from the operator and keeping the details of the analysis function hidden from the users. The
security of PUBA is again proven in the UC framework.

(Fetzer, Keller, Maier, Raiber, Rupp, Schwerdt — PoPETs 2022)

POBA: Privacy-Preserving Operator-Side Bookkeeping and Analytics. In [Fau+25] we present POBA,
which is also a generic building block for bookkeeping and analytics, but is designed for multiple
operators. The main difference to PUBA is that POBA moves the data storage from the user-side to
the operator-side. This firstly reduces the computation and communication effort for users, who are
assumed to use smartphones as user devices. Also, in PUBA, each time an analytics function is to be
computed that involves a user’s logbook, that user must be available to participate in the computation.
In POBA, users only need to interact with an operator when collecting new data, so operators can
evaluate analytic functions whenever they agree to do so.

(Faut, Fetzer, Miiller-Quade, Raiber, Rupp — IACR Communications in Cryptology 2025)

Differential Privacy to the Rescue? On Obfuscating Tolls in Privacy-Preserving ETC Systems. Privacy-
preserving ETC systems are all based on the assumption that the operator, who learns only the sum
of accumulated tolls for a user, can not infer anything about the individual toll station visits. Since
this corresponds to the NP-complete subset sum problem, this is asymptotically true. However, other
works have shown that this may not be the case for concrete, real-world scenarios, such as the ETC
system currently used in Brisbane, Australia. In [Jol+25] we investigate whether differential privacy
approaches can be used to blur the final sum in such a way that the operator can no longer guess the
individual toll station visits with a high probability.

(Adavoudi Jolfaei, Fetzer, Rupp, Schiffner — In Submission)
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1.3.  Structure of the Thesis

In Chapter 1 we gave an introduction into the considered scenarios and stated the contribution of this
thesis. Next, in Chapter 2, we present the cryptographic foundations needed for the remainder for this
thesis.

The main part of this thesis starts in Chapter 3, where the privacy-preserving electronic toll collection
system P4TC is presented. Note that the security proof is postponed to Appendix A. Afterwards we
tackle how to build a universally composable auditable surveillance framework in Chapter 4. The
security proofs here are again postponed to Appendix B.






2. Preliminaries

In this chapter we introduce some general notation and definitions, as well as the algebraic setting and
building blocks we will make use of. In particular, the latter includes encryption (SKE, PKE, TPKE),
commitments, digital signatures, NIZKPoKs, and pseudo-random functions.

The definitions in this chapter are taken (mostly verbatim) from [Fet+18; Fet+20] and [Fet+23a; Fet+23b],
with additional details from [KL14].

General Notation. We make use of the following notation, similar to [KL14]:

+ We use := to refer to deterministic assignment.

« If X is a set, then x <« X denotes that x is chosen uniformly from X. Sometimes, we also write

R
this as x « X to emphasize the random sampling.

« For a (probabilistic) algorithm A, we write y < A(x) for running algorithm A on input x (with
uniformly chosen random coins) and getting y as result. Sometimes we want to make the random
coins r explicit, in that case we write y = A(x;r).

« We denote with A € N the security parameter. We assume it is implicitly given to all cryptographic
algorithms in unary representation, i.e., 1*.

« If the running time of A is polynomial in A, then A is called probabilistic polynomial-time (PPT).
« {0,1}" is the set of all bit-strings of length n and {0, 1}* is the set of all finite bit-strings.
+ 0" denotes the string consisting of n zeroes and 1" denotes the string consisting of n ones.

« Pr [X] denotes the probability of event X.

Negligible Function. We use the following definition of a negligible function from [Ps10].

Definition 2.1 (Negligible Function). A function negl(n) is negligible if for every c, there exists some
no such that for all n > ny

1
negl(n) < —.
n

Intuitively, a negligible function is asymptotically smaller than the inverse of any fixed polynomial.
Examples of negligible functions include 27" and 27 1°81°6" We say that a function t(n) is non-negligible
if there exists some constant ¢ such that for infinitely many points {no, ni, ...} t(n;) > n{. This notion
becomes important in proofs that work by contradiction.
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Bilinear Group Setting. Our protocol instantiations in Chapter 3 are based on an asymmetric bilinear
group setting gp = (Gy, G, G, €,q, 91, 92)-

Definition 2.2 (Prime-Order Bilinear Group Generator). A prime-order bilinear group generator is a
PPT algorithm SetupGrp that on input of a security parameter 14 outputs a tuple of the form

gp = (G1, Gz, Gr. €., g1, 92) « SetupGrp(1%)
where G1, G,, Gt are descriptions of cyclic groups of prime order q, log q = ©(A), g; is a generator of
G, g2 is a generator of Gy, and e: Gy X G, — Gr is a map (aka pairing) which satisfies the following
properties:
« Efficiency: e is efficiently computable.
« Bilinearity: Va € G1,b € Gy, x,y € Zq: e (a*,bY) = e (a,b)"".

« Non-Degeneracy: e (g1, g») generates Gr.
Like [GPS08], we differentiate between three types of pairings:

Type1: G1 = Gz
Type 2: G; # G, but there is an efficiently computable homomorphism ¢ : G; — G;

Type 3: G; # Gy, and there are no efficiently computable homomorphisms between G; and G,

Type 1 is also called a symmetric pairing and types 2 and 3 are also called asymmetric pairings. In the
remainder of this thesis, we always consider type 3 pairings, unless specified otherwise.

2.1. Cryptographic Assumptions

Our construction in Chapter 3 relies on the co-CDH assumption for identification, and the security of
the building blocks in asymmetric bilinear groups. For our special instantiation of the building blocks
(cp. Section 3.4.4), security holds under the SXDH and co-DLIN assumption. The former implies the
co-CDH assumption.

The SXDH assumption essentially asserts that the DDH assumption holds in both source groups G;
and G; of the bilinear map and is formally defined as:

Definition 2.3 (DDH Assumption & SXDH Assumption).

(1) We say that the DDH assumption holds with respect to SetupGrp over G; if SuccsggtipGrp,i’ﬂ(/l)
is defined by
gp = (G1,Gy, Gr, €, G, g1, g2) < SetupGrp(1%)
XY,z & Zgsho =g, %3 hy = g7
b & (0,1}
b — A% gp, g7, 9] h)

Pr| b=V

and the advantage

1
DDH — DDH L
AdVSetqurp,i,ﬂ (A) '_ SuccsSetqurp,i,ﬂ ()L) 2

is a negligible function in A for all PPT algorithms A.
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(2) We say that the SXDH assumption holds with respect to SetupGrp if the above holds for both
i=landi=2.

The co-CDH assumption is defined as follows:

Definition 2.4 (Co-CDH Assumption). We say that the co-CDH assumption holds with respect to
CO-CDH

SetupGrp if the advantage Adeetqurp,ﬂ(A) defined by

gp = (G1, Gz, Gr. €,q, 91, g2) — SetupGrp(1%)
Pr| a=g; x & Zg

a — A% gp,g¥)

is a negligible function in A for all PPT algorithms A.
The co-DLIN assumption is defined as follows:

Definition 2.5 (Co-DLIN Assumption). We say that the co-DLIN assumption holds with respect to

SetupGrp if the advantage Advgg{l?:;g“rp’ #(A) defined by

gp = (G1,Gy, Gr, 6,9, g1, 92) < SetupGrp(1%) |
a, By & Zqg
R
1/ b — {0 1}
Pr| b=b . . .
hy =g by = 7, hy = gy
hy = g3, by =), hs = g7
b, — ﬂ(lA’ gp> hl’ hz’ h35 hl’ hz; h3)

is a negligible function in A for all PPT algorithms A.

2.2. Encryption

Encryption, the oldest form of cryptography, is traditionally used when two parties want to communicate
confidentially. We say that the sender encrypts the message and sends the resulting ciphertext over
a potentially insecure channel to the receiver, who decrypts the ciphertext to obtain the message.
Security informally means that the ciphertext should not give other parties any information about the
message.

For this thesis, we cover multiple types of encryption:

« In symmetric encryption, the parties must exchange a secret key before communicating. This key
is then used for both encryption and decryption.

« In asymmetric encryption, the receiver generates a key pair consisting of a public key and a secret
key. The public key (which can be shared with the general public) is used for encryption, while
the secret is used for decryption and should only be known by the receiver.

« Threshold encryption is a special form of asymmetric encryption in which the decryption capability
is distributed among multiple parties and a minimum number of parties (the threshold) must
cooperate to decrypt the ciphertext.

In the following we define all three types along with their standard security notions.
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2.2.1. Symmetric Encryption

We use standard definitions for symmetric encryption schemes and corresponding security notions.

Definition 2.6 (Symmetric Encryption Scheme). A symmetric encryption scheme (often also called
secret-key encryption (SKE) scheme) SKE = (Gen, Enc, Dec) consists of three PPT algorithms:

« k « Gen(1%) takes as input 1* (i.e., the security parameter written in unary) and outputs a
(random) key k.

« ¢ « Enc(k, m) takes a key k and a plaintext message m € M and outputs a ciphertext c.

- m/L = Dec(k, c) takes a key k and a ciphertext ¢ and outputs a plaintext message m or an error.
We denote a generic error by the symbol L. We assume that Dec is deterministic.

We say that SKE is correct if the following holds:

VA € N Vk « Gen(1*) Ym € M Ve «— Enc(k,m) : Dec(k,c) =m

We now give the usual security definitions for SKE schemes, namely IND-CPA-security and IND-CCA2-
security.!

Definition 2.7 (IND-CPA-Security for SKE Schemes). A symmetric encryption scheme SKE is IND-CPA-

secure if for all PPT adversaries A it holds that the advantage Adv'SNKDE_(i,?\'Sym (A) defined by

k — Gen(1%)
(state, mg, my) «— AENCe) (14)
Pr|b=1b b & (0,1} -
¢* «— Enc(x, mp)
b — A (state, )

N | =

is negligible in A, where |my| = |m|, and Enc(k, -) denotes an oracle that returns Enc(kx, m) for a m
chosen by the adversary.

Definition 2.8 (IND-CCA2-Security for SKE Schemes). A symmetric encryption scheme SKE is

IND-CCAZ2-secure if for all PPT adversaries A it holds that the advantage AdvISNKDE'C;(Az'Sym (A) defined by

k — Gen(1%)
(state, mg, my) «— AEne(x.).Dec(k,) (1’1)
Pr|b="b b & (0,1) - =
c* «— Enc(x, mp)
b o— ﬂEnc(K")’Decl(K")(Sl’al’e, C*)

is negligible in A, where |my| = |m1|, Enc(x, -) and Dec(x, -) denote oracles that return Enc(x, m) and
Dec(x, ¢) for a m or c chosen by the adversary, and Dec’(k, -) is the same as Dec(x, -), except that it
returns L on input c¢*.

1 Note that IND-CCA2-security is often just called IND-CCA-security.
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2.2. Encryption

We now define a multi-message version of IND-CCAZ2-security. It is a well-known fact that IND-CCA2-
security in the multi-message setting is equivalent to standard IND-CCA2-security. This can be shown
via a standard hybrid argument.

Definition 2.9 (Multi-Message IND-CCA2-Security for SKE Schemes). A symmetric encryption scheme
SKE is multi-message IND-CCA2-secure if for all PPT adversaries A it holds that the advantage

Advger 9™ (1) defined by

k «— Gen(1%)
(state, j, my, ml) — ﬂEnc(K;),Dec(K;)(l/\)
Pr|b=10 b & (0,1} - -
c* « (Enc(x,mp1),...,Enc(x, mp ;))
b — ﬂEnc(K;),Dec'(K;)(state’ C*)

is negligible in A, where my, m; are two vectors of j € N bitstrings each such that forall 1 < i < j:
fmo,i| = |m1,,-f, Enc(k, -) and Dec(k, -) denote oracles that return Enc(x, m) and Dec(x, ¢) for a m or ¢

chosen by the adversary, and Dec’(k, -) is the same as Dec(x, -), except that it returns L on input of
any c; that is contained in c*.

Definition 2.10 (Key-Committing for SKE Schemes). Let SKE be a symmetric encryption scheme.
We say SKE is (secret-)key-committing, if it is hard to find a tuple (1, k2, ¢) such that xk; # k; but
Dec(ky,¢) # L and Dec(ky,¢) # L.

2.2.2. Asymmetric Encryption

We use the standard definitions for asymmetric encryption schemes and corresponding security no-
tions.

Definition 2.11 (Asymmetric Encryption Scheme). An asymmetric encryption scheme (often also called
public-key encryption (PKE) scheme) PKE = (Gen, Enc, Dec) consists of three PPT algorithms:

« (pk,sk) « Gen(1%) takes as input 1% (i.e., the security parameter written in unary) and outputs
a pair of public key pk and secret key sk.

+ ¢ < Enc(pk, m) takes as input a public key pk, a message m in the message space M, and outputs
a ciphertext c. Note that the message space may depend on pk.

« m/L = Dec(sk, c) takes as input a secret key sk, a ciphertext ¢, and outputs a message m € M or
L. We assume that Dec is deterministic.

We say that PKE is correct if the following holds:
VA € N V(pk, sk) « Gen(1") Vm € M Ve « Enc(pk,m) : Dec(sk,c) =m

Definition 2.12 (IND-CPA-Security for PKE Schemes). An asymmetric encryption scheme PKE is

IND-CPA-secure if for all PPT adversaries A it holds that the advantage Advp, o ™ (1) defined by

(pk, sk) « Gen(1%)
(state, my, my) «— ﬂ(ll)
Pr|b=" b & (0,1} -
c* « Enc(pk, mp)
b’ — A(state, c*)
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2. Preliminaries

Expg:('\éoy_(so 1) Corruption Oracle C (i)
1: be{0,1} 1: ifi¢ [n]return L
2: (pk,sk) = (pk;sk;) « (Gen(1M)jeny  2: L =1 U{i}

3: m=(m)iefn) — D 3: return sk;

41 c=(ci)ie[n) < (Enc(pk, m;))ie[n)
5: state «— ﬂc(')(c)

6: m' « Resample,(my)

7: m"=mifb=0,elsem* =m’

8: b «— A(m’, state)

9: returnb=>'

Figure 2.1.: Experiment for receiver selective opening security

is negligible in A, where |mg| = |my].

Definition 2.13 (IND-CCA2-Security for PKE Schemes). An asymmetric encryption scheme PKE is
IND-CCAZ2-secure if for all PPT adversaries A it holds that the advantage Adv'PngE',C;(AZ'asym (A) defined
by
(pk, sk) « Gen(1%)
(state, mg, my) « APeEk) (14)
Pr|b="b b & (0,1) - -
c* « Enc(pk, mp)
b — AP (state, c*)
is negligible in A, where |my| = |m4|, Dec(sk, -) denotes an oracle that returns Dec(sk, ¢) for a ¢ chosen
by the adversary, and Dec’(sk, -) is the same as Dec(sk, -), except that it returns L on input c*.

Definition 2.14 (Key-Committing for PKE Schemes). Let PKE be a perfectly correct asymmetric
encryption scheme. We say PKE is (public-)key-committing, if it is hard to find a tuple ((pk,, sk,),
(pks,, sky), ¢) such that (pk;, sk;) € Supp(Gen(1%)) fori € {1,2} and pk, # pk, but Dec(sk,, c) # L and
Dec(sk,,c) # L.

We recall receiver selective opening (RIND-SO) security from Hazay et al. [HPW15].

Definition 2.15 (RIND-SO-Security for PKE Schemes). An asymmetric encryption scheme scheme
PKE is called RIND-SO-secure if for all PPT adversaries A and all efficiently resamplable distributions
D we have that the advantage

. _ 1

AR = | e e 0] -

is negligible in A, where Expﬁ:('\é'?y_{so (A) is defined in Fig. 2.1.

In Chapter 4 we will need two different asymmetric encryption schemes: (1) One that is correct and
IND-CPA-secure and (2) one that is correct and RIND-SO-secure.

In Chapter 3 we will need a correct and IND-CCA2-secure asymmetric encryption scheme, but we
will also need a so-called structure-preserving asymmetric encryption scheme. Structure-preserving
asymmetric encryption schemes were introduced by [Cam+11] and are defined as follows.
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2.2. Encryption

Definition 2.16 (Structure-Preserving Asymmetric Encryption (from [Cam+11, Def. 1])). An asym-
metric encryption scheme is said to be structure-preserving if

(1) its public keys, messages, and ciphertexts consist entirely of elements of a bilinear group,
(2) its encryption and decryption algorithm perform only group and bilinear map operations, and

(3) it is IND-CCA2-secure.

Therefore, we now syntactically define group-based asymmetric encryption schemes, along with the
corresponding IND-CCA2-security definition. The only difference to standard asymmetric encryption
schemes is that group-based asymmetric encryption schemes have an additional SetupGrp algorithm
that sets up a bilinear group and outputs group parameters gp, which are (implicitly) given to the other
algorithms as input.

Definition 2.17 (Group-Based Asymmetric Encryption Scheme and IND-CCA2-Security). A group-
based asymmetric encryption scheme E = (SetupGrp, Gen, Enc, Dec) consists of four PPT algorithms:

gp « SetupGrp(1%) takes as input a security parameter 1* and outputs public parameters gp.
We assume that gp is given as implicit input to all algorithms.

(pk, sk) «<— Gen(gp) outputs a pair (pk, sk) of keys, where pk is the (public) encryption key and
sk is the (secret) decryption key.

+ ¢ < Enc(pk, m) takes a key pk and a plaintext message m € M and outputs a ciphertext c.

« m/L = Dec(sk, c) takes a key sk and a ciphertext ¢ and outputs a plaintext message m or L. We
assume that Dec is deterministic.

We say that E is correct if the following holds:

VA € N gp « SetupGrp(1%) V(pk, sk) « Gen(gp) Ym € M V¢ « Enc(pk,m) :
Dec(sk,c) = m

A group-based asymmetric encryption scheme E is IND-CCA2-secure if for all PPT adversaries A it
holds that the advantage Advp 5 " (1) defined by

gp « SetupGrp(1%)

(pk,sk) <= Gen(gp)
(state, mg, my) « APE) (14, pk)

b & (0,1}
¢* « Enc(pk, mp)
b — AP (state, ¢*)

Pr| b=V

DN | =

is negligible in A, where |my| = |m4|, Dec(sk, -) is an oracle that gets a ciphertext ¢ from the adversary
and returns Dec(sk, ¢) and Dec’(sk, -) is the same, except that it returns L on input c*.
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2.2.3. Threshold PKE

Definition 2.18 (Threshold PKE). A (¢, n)-threshold PKE (TPKE) scheme TPKE = (Gen, Enc, Dec, TDec,
ShareVer, Combine, Sk2Pk) consists of seven PPT algorithms:

« (pk, sk, {Vki}ie[n]’ {Ski}ie[n]) — Gen(1%) outputs a public key pk, secret key sk and sets {Vki}ie[n]
of verification keys and {Ski}ie[n] of secret key shares.

« ct « Enc(pk, m) takes a public key pk, a message m in the message space M, and outputs a
ciphertext ct.

« m = Dec(sk, ct) takes a secret key sk, a ciphertext ct and outputs a message m € M.

« ct; = TDec(sk;, ct) takes a secret key share sk;, a ciphertext ct, and outputs a decryption share
ctj.

+ 1/0 = ShareVer(ct, vk;, ct;) takes a ciphertext ct, a verification key vk; and a decryption share ct;,
and outputs either 1 or 0. If the output is 1, ct; is called a valid decryption share.

« m = Combine(ct,T) takes a ciphertext ct and a set of valid decryption shares T such that
|T| =t + 1, and outputs a message m € M.

« pk = Sk2Pk(sk) takes a secret key sk (or a secret key share sk;) as input and outputs the
corresponding public key pk (or the corresponding verification key vk;)

We assume that Dec, TDec, ShareVer, Combine and Sk2Pk are deterministic.
We require correctness, i.e., the following two conditions to hold for all (pk, {Vki}ie[n]’ {Ski}ie[n]) —
Gen(1%4):

(1) Vm € M, ct < Enc(pk,m),i € [n] it holds that ShareVer(ct, vk;, TDec(sk;, ct)) = 1.

(2) Vm € M, ct «— Enc(pk,m) and any set T = (cty,..., ct;+1) of valid decryption shares ct; =
TDec(sk;, ct) for t+1 distinct secret key shares sk;, it holds that Combine(ct, T) = m = Dec(sk, ct).

In particular, later in Chapter 4 we will in the ideal world make use of Dec as a shorthand for TDec
plus Combine.

A TPKE scheme is called simulatable if additionally an efficient simulation algorithm SimTDec(pk,
ct,m, {ctx }res:|8|<,) exists that takes a public key, ciphertext, target message and up to t decryption
shares of corrupted parties as input and outputs decryption shares {ct;};c[,], g for the honest parties
that cause Combine to output the desired message m and for which ShareVer outputs 1.

A TPKE scheme is called re-randomizable if it also has a PPT algorithm Rand(ct) such that V(pk,
{Vki}ie[n]’ {Ski}ie[n]) — Gen(1%):

« Rand(ct) takes a ciphertext ct, and outputs a new ciphertext ct’.

« Ym € M : Rand(Enc(pk, m)) ~ Enc(pk, m)

A TPKE scheme is called binding if it holds that ¥V PPT A : Pr[(sk,sk’, ct) « A(1%) : Sk2Pk(sk) =
Sk2Pk(sk”) A Dec(sk, ct) # Dec(sk’, ct)] # negl(1)
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IND-CPA-security for a TPKE scheme is defined as usual, except that the adversary can choose up to t
key shares to receive.

In Chapter 4 we will need a (t, n)-TPKE scheme that is correct, IND-CPA-secure, simulatable re-
randomizable and binding.

2.3. Commitments

A commitment scheme allows a user to commit to a message m and publish the result, called commitment
com, in a way that m is hidden from others, but also the user cannot claim a different m afterwards
when he opens com.

Definition 2.19 (Commitment Scheme). A (non-interactive) commitment scheme COM = (Setup,
Com, Open) consists of the following three PPT algorithms:

e CIScom < Setup(l’l) takes 17 as input and outputs public parameters crscom.

« (com, decom) «— Com(crscom, m) takes as input parameters crs¢om and a message m € M and
outputs a commitment com to m and some decommitment value decom.

« 1/0 = Open(crscom, com, decom, m) takes as input parameters crseom, a commitment com, a
decommitment value decom and a message m. It returns either 0 or 1. (Intuitively, returning 1
means that com is a valid commitment that can be opened to m with decom. Returning 0 means
it is invalid.) We assume that Open is deterministic.

We say that COM is correct if the following holds:

VA € N Verseom «— Setup(l’l) Vm € M V(com, decom) < Com(crscom, m) :

Open(crscom, com, decom,m) = 1

An extractable commitment scheme has the following additional algorithms:

ext ext
com? tdcom

. (crs ) « ExtSetup(1%)

« m « Extract(tdSX  com)

An equivocable commitment scheme has the following additional algorithms:

o (crseam, tdean) < SimSetup(1%)

« (com, eq) < SimCom(tdga,,

« decom «— Equiv(tdcam, m, €q)

Definition 2.20 (Hiding Commitment Scheme). A commitment scheme COM is (computationally)

hiding if for all PPT adversaries A it holds that the advantage Advgigi/'\‘,‘g, 4(4) defined by

CrScom < Setup(1%)
(mo, my, state) — A(1%, crscom)
Pri b=V b & 0,1) - =
(com, decom) «— Com(crscom, mp)
b’ — A(com, state)
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2. Preliminaries

is negligible in A.
The scheme is called statistically hiding if Advggiﬁf #(4) is negligible for an unbounded adversary A.
Hiding

The scheme is called perfectly hiding if Adv 4(4) is zero for an unbounded adversary A.

COM,

Definition 2.21 (Binding Commitment Scheme). A commitment scheme COM is (computationally)
binding if for all PPT adversaries A it holds that the advantage AdvEM"e (1) defined by

COM,A
Open(crscom, com, decom,m) =1 CrScom < Setup(1%)
Pr A (com, m, decom, m’, decom’) «— ﬂ(l", CrScom)
Open(crscom, com, decom’,m’) = 1 m#m’
is negligible in A.
The scheme is called statistically binding if Adv?:ig%\rjgﬂ () is negligible for an unbounded adversary A.
Binding

The scheme is called perfectly binding if Adv (A) is zero for an unbounded adversary A.

COM, A
A commitment scheme that is perfectly hiding (resp. hiding) is also statistically hiding (resp. hiding),
and a commitment scheme that is statistically hiding (resp. hiding) is also computationally hiding (resp.
hiding). Note that a commitment scheme can not be statistically hiding and statistically binding at the
same time (see, e.g., [Dam99]).

Definition 2.22 (Equivocal Commitment scheme). A commitment scheme COM is equivocal if there
exist PPT algorithms SimSetup, SimCom and Equiv such that for all PPT adversaries A we have that
the advantage Advf:'gift;lp (A) defined by

Pr[ 1« Alcrscom) | CrScom «— Setup(1%) ]
—Pr[ 1 Alcrseam) ! (crseam, tdea) < SimSetup(1%) ]

is negligible in A and we have that the advantage Adv?g;\: 4(4) defined by

(crseam, tdeam) < SimSetup(1%), |

Pr| 1« A (crseams tdeams m, com, decom) me— M,

(com, decom) < Com(crsgam, M) ]

(crseam, tdea) < SimSetup(1%), ]

(com, eq) « SimCom (tdeay,),
m— M,

decom « Equiv(tdeay, m, eq)

€ e ——
—Pr| 1« A (crseam. tdeam, m, com, decom)

is zero.

Definition 2.23 (Extractable Commitment Scheme). A commitment scheme is extractable if there exist
PPT algorithms ExtSetup and Extract such that for all PPT adversaries A we have that the advantage

Adveon m (1) defined by

Pr[ 1« A(crscom) | CrScom Setup(l’l) ]
—Pr| 1 AlersSh) | (crsh, tdSh) « ExtSetup(1) |

com com?

20
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is negligible in A and we have that the advantage Advgy m 7 (4) defined by

(crs&t td™! ) « ExtSetup(14),

Pr| Extract(tdSX , com) # m com «— A(crsgyy,),

A'm e M,r : com < Com(crst

com> M5 r)

is zero.

In Chapter 4 we will use a correct, (computationally) hiding, (statistically) binding, and (dual-mode)
extractable and equivocable commitment scheme. In Chapter 3 we will use the (dual-mode) equivocal
and extractable commitment scheme from Groth and Sahai [GS08], which is also correct, as well as
hiding, and binding (depending on the mode one them of holds perfectly while the other one holds
computationally).

For Chapter 3 we additionally need a (group-based) Fgp-binding commitment scheme, which we will
now introduce, along with all needed security definitions. Informally, a commitment scheme is called
an Fgp-binding commitment scheme for a bijective function Fy, on the message space, if one commits to
a message m but opens the commitment using Fg, (m). We call the codomain of Fg, the implicit message
space.

Definition 2.24 ((Group-Based) Fy,-Binding Commitment Scheme). A Fy,-binding commitment scheme
C = (SetupGrp, Setup, Com, Open) consists of four PPT algorithms:

« gp <« SetupGrp(1) takes as input a security parameter 1* and outputs public parameters gp.
These parameters also define a message space M, an implicit message space M’ and a function
Fgp : M — M’ mapping a message to its implicit representation. We assume that gp is given as
implicit input to all algorithms.

e Crscom < Setup(gp) takes gp as input and outputs public parameters crseom.

« (com, decom) < Com(crscom, m) takes as input parameters crsq,m and a message m € M and
outputs a commitment com to m and some decommitment value decom.

« 1/0 = Open(crscom, com, decom, M) takes as input parameters crscom, a commitment com, a
decommitment value decom and an implicit message M € M’. It returns either 1 or 0. (Intuitively,
returning 1 means that com is a valid commitment that can be opened to M with decom. Returning
0 means it is invalid.) We assume that Open is deterministic.

We say that C is correct if the following holds:
VA € N Vgp « SetupGrp(1%) Verseom < Setup(gp) Vm € M

V(com, decom) « Com(crscom, m) : Open(crseom, com, decom, F(m)) = 1

We say that C is a (computationally) hiding, Fyp-binding, equivocal, extractable commitment scheme if
it has the following properties:

(1) Hiding: For all PPT adversaries (A it holds that the advantage Advgi’d;g(/l) defined by

gp « SetupGrp(11)

CIScom €— Setup(gp)

(mo, my, state) — A(1%, crscom) 1

b & {01} 2

(com, decom) «— Com(crscom, mp)
b’ — A(com, state)

Pr| b=V
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is negligible in A.

(2) Fgp-Binding: For all PPT adversaries A it holds that the advantage Advng Binding

(A) defined by
gp « SetupGrp(1%)
CrScom <— Setup(gp)
(com, M, decom, M’, decom’) «— ﬂ(l’l, CrScom)
M+ M

Open(crscom, com, decom, M) = 1
Pr A
Open(crscom, com, decom’,M’) = 1

is negligible in A.

(3) Equivocal: There exist PPT algorithms SimSetup, SimCom and Equiv such that for all PPT
adversaries A

(a) we have that the advantage Advs'msetuP(A) defined by

Pr [1 — A(crseom)

gp « SetupGrp(1%),
Crscom < Setup(gp)
gp — Setqurp(lA)

—_ eq
Pr [1 — A(crseom) (crseam, tdeam) < SimSetup(gp)

is negligible in A.
(b) we have that the advantage AdvKu'V(/l) defined by

. . gp « SetupGrp(1%),
prli A CrScoms tdcom, (crSeam, tdeam) < SimSetup(gp),
m, com, decom m«— M,
(com, decom) < Com(crsean, m) ]
gp « SetupGrp(1%),
crs E(()lm’ tdzgm, (Crscoms tdggm) — Slmsetup(gp)
-Prj1< A (com, eq) < SimCom(tdcam),
m, com, decom
m e« M,
decom «— Equiv(tdeam, m, eq)

is zero.
(4) Extractable: There exist PPT algorithms ExtSetup and Extract such that for all PPT adversaries A

(a) we have that the advantage AdvEthetUp(/l) defined by

Pr [1 — Al(crscom)

gp « SetupGrp(1%),
Crscom < Setup(gp)

gp < SetupGrp(1%),
(crs&t ,td™! ) « ExtSetup(gp)

com? com

com

—Pr [1 — Alcrs™

is negligible in A.
(b) we have that the advantage AdvEXt (1) defined by

gp < SetupGrp(1%),

¢ (crs&t td®™ ) « ExtSetup(gp),
Pr| Extract (tdgy,, com) # Fgp(m) R Alerse ),
A'm e M,r: com < Com(crs&t

com> M r)

is zero.
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Furthermore, assume that the message space of C is an additive group. Then C is called additively
homomorphic, if there exist additional PPT algorithms com « CAdd(crscom, comy, comy) and decom «—
DAdd(crscom, decomy, decom,) which on input of two commitments and corresponding decommitment
values (comy, decom;) « Com(crscom, m1) and (comy, decom;) «— Com(crseom, Mz), output a commit-
ment com and decommitment decom, respectively, such that Open(crscom, com, Fgp(my +my), decom) =
1.

Finally, we call C opening complete if for all M € M’ and arbitrary values com, decom with Open(crscom,
M, com, decom) = 1 holds that there exists m € M and randomness r such that (com, decom) «
Com(crscom, M; ).

In Chapter 3 we will use a group-based commitment scheme that is correct, statistically hiding, additively
homomorphic, equivocal, and Fyp,-Binding for Fap(my, ..., mq) = (97", ..., g7"").

2.4, Digital Signatures

A digital signature scheme allows a signer to issue a signature ¢ on a message m using its secret
signing key sk such that anybody can publicly verify that ¢ is a valid signature for m using the public
verification key vk of the signer but nobody can feasibly forge a signature without knowing sk.

Definition 2.25 (Digital Signature Scheme). A digital signature scheme ¥ = (Gen, Sign, Vfy) consists
of the following PPT algorithms:

o (vk,sk) « Gen(1%) takes 1% as input and outputs a keypair (vk, sk) consisting of verification
key vk and signing key sk

« o « Sign(sk, m) takes the signing key sk and a message m as input and outputs a signature o

« 0/1 = Vfy(vk, m, o) is a deterministic polynomial-time algorithm, which takes as input a verifi-
cation key vk, a message m and a signature o. It returns either 0 or 1. (Intuitively, returning 1
means that o is a valid signature for message m under verification key vk. Returning 0 means it
is invalid.)

We say that X is correct if the following holds:

VA € N V(vk, sk) « Gen(1") Vm € M Vo « Sign(sk,m) : Vfy(vk,m,o0) =1

To define security for digital signature schemes, we use the standard notion of EUF-CMA-security
(existential unforgeability under chosen message attacks).

Definition 2.26 (EUF-CMA-Security). A digital signature scheme ¥ is EUF-CMA-secure if for all PPT
adversaries A it holds that the advantage Adv%’;CMA(A) defined by

(vk, sk) « Gen(1%)
Pr| Vfy(vk,m*,c*) =1 | (m* o*) « ﬂSEg"“k")(l’l,vk)
m* g {my,...,mqg}

is negligible in A, where Sign(sk, -) is an oracle that, on input m, returns Sign(sk, m), and {my, ..., mg}
denotes the set of messages queried by A to its oracle.
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Since we also need the group-based versions of a signature scheme, we define it here as well, as well es
the corresponding version of EUF-CMA-security.

Definition 2.27 (Group-Based Digital Signature Scheme and EUF-CMA-Security). A (group-based)
digital signature scheme S = (SetupGrp, Gen, Sign, Vfy) consists of four PPT algorithms:

« gp < SetupGrp(1*) takes as input a security parameter 1* and outputs public parameters gp.
We assume that gp is given as implicit input to all algorithms.

« (vk,sk) « Gen(gp) takes gp as input and outputs a key pair (vk,sk) consisting of public
verification key vk and secret signing key sk. The verification key vk and gp define a message

space M.

+ 0 « Sign(sk, m) takes as input the signing key sk and a message m € M, and outputs a signature
o.

+ 0/1 = Vfy(vk, m, o) takes as input the verification key vk, a message m € M, and a signature o,
and outputs a bit. (Intuitively, returning 1 means that o is a valid signature for message m under
verification key vk. Returning 0 means it is invalid.)

We say that S is correct if the following holds:

VA eNgp « Setqurp(lA) V(vk, sk) « Gen(gp) Vm € M Vo « Sign(sk,m) :
Vfy(vk,m,0) =1

We say that S is EUF-CMA-secure if for all PPT adversaries (A it holds that the advantage Advg?;{' YA
defined by

gp « SetupGrp(1t)

(vk, sk) « Gen(gp)
(m*,o*) — ﬂSign(sk;)(lA,Vk)

m* ¢ {my,...,mg}

Pr| Vfy(vk,m*,0*) =1

is negligible in A, where Sign(sk, -) is an oracle that, on input m, returns Sign(sk, m), and {my, ..., mg}
denotes the set of messages queried by A to its oracle.

In Chapter 3 and Chapter 4 we will need EUF-CMA-secure signature schemes, while the one in Chapter 3
also needs to be structure-preserving. Structure-preserving signatures are pairing-based signatures
where all the messages, signatures and verification keys are group elements.

2.5. Zero-Knowledge Proofs

Let R be a witness relation for some NP language
L = {stmt | 3 wit s.t. (stmt, wit) € R}.

Informally, a zero-knowledge proof system allows a prover P to convince a verifier V that some stmt is
contained in L without V learning anything beyond that fact. In particular, V learns nothing about wit.
In a non-interactive zero-knowledge (NIZK) proof, only one message, the proof =, is sent from P to V
for that purpose.
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NIZKs come in many different flavors with different definitions. Therefore, here we limit ourselves to
those definitions that we will actually need later.

First, we define a group-based NIZK proof system POK with perfect completeness and perfect soundness,
which is a (dual-mode) NIZK where one can switch between composable zero-knowledge and perfect
Fgp-extractability. This will be needed in Chapter 3, where we will use the SXDH-based Groth-Sahai
proof system [EG14; GS08] as POK. Since here we are again in the bilinear group setting, the witness
relation Ry, is also defined over the bilinear group description gp: Here, Ry, is a witness relation for
some NP language

Lgp = {stmt | 3 wit s.t. (gp, stmt, wit) € Rgp}.

More precisely, our group-based NIZK proof system is defined as:

Definition 2.28 (Group-Based NIZK Proof System). Let R, be an efficiently verifiable relation con-
taining triples (gp, stmt, wit). We call gp the group setup, stmt the statement, and wit the witness.
Given some gp, let Ly, be the language containing all statements stmt such that (gp, stmt, wit) € Rg,.
Let POK = (SetupGrp, Setup, Prove, Verify) be a tuple of four PPT algorithms such that

. gp « SetupGrp(1%) takes as input a security parameter 1* and outputs public parameters gp.
We assume that gp is given as implicit input to all algorithms.

* crspok < Setup(gp) takes as input gp and outputs a (public) common reference string crspok.

« 7 < Prove(crsyok, stmt, wit) takes as input the common reference string crs,ok, a statement stmt,
and a witness wit with (gp, stmt, wit) € R, and outputs a proof 7.

» 1/0 = Verify(crspo, stmt, ) takes as input the common reference string crspok, a statement stmt,
and a proof & and outputs 1 or 0.

POK is called a non-interactive zero-knowledge proof system for Ry, with Fg,-extractability, if the
following properties are satisfied:

(1) Perfect completeness: For all gp < SetupGrp(1%), crspok < Setup(gp), (gp, stmt, wit) € Ryp, and
T Prove(crspok, stmt, wit) we have that Verify(crspok, stmt, ) = 1.

(2) Perfect soundness: For all (possibly unbounded) adversaries A we have that

gp « Setqurp(lA)
Crspok < Setup(gp)
(stmt, ) « A(crspok)
stmt & Lg,

Pr| Verify(crspok, stmt, m) = 0

is 1.

(3) Perfect Fyp-extractability: There exists a polynomial-time extractor (ExtSetup, ExtractW) such
that for all (possibly unbounded) adversaries A

(a) we have that the advantage Advgg(zgsetulo(/l) defined by

Pr [1 — Alcrspok)

gp < SetupGrp(1%),
crspor < Setup(gp)

gp « Setqurp(l’l), ]

—Pr [1 — Alers,)) CEM tde)) < ExtSetup(gp)

is zero.
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(b) we have that the advantage AdvPoket (1) defined by
& POK, A

gp « SetupGrp(1%)

3 wit - (crs) e td;’;tk) «— ExtSetup(gp)
Pr|  Fyp(owit) = WITA (stmt, 7) o A(crs), 1d2%)
(gp, stmt, wit) € Rgp, 1« Verify(crs;mk, stmt, 1)
WIT «— ExtractW(crs;Ok, td;’étk, stmt, 1)

is 1.

(4) Composable Zero-knowledge: There exists a polynomial-time simulator (SimSetup, SimProve)
and hint generator GenHint such that for all PPT adversaries A

(a) we have that the advantage Advg%k;l;etw(/l) defined by
gp « SetupGrp(1%),

Pr crspok < Setup(gp)

1« A(crspok)

gp « SetupGrp(1%),
—Pr|1« ﬂ(crsl’ook) hint < GenHint(gp),

(crsl'ook, td:i:l’() « SimSetup(gp, hint),

is negligible in A.

(b) we have that the advantage Advgook;(z kﬂ (A) defined by

SimProve’ (crs’ k,tds’i(';?(,-,*) A ’ sim
Pr[ 1A pok’p (1 OIS oo tdpok)

Prove(crs’ \,0) (14 sim
_Pr[ 1A pok") (1 ,crs;ok,tdpok) ]

is negligible in A, Where gp « SetupGrp(11), (crs;Ok, td;i:f() — SimS.etup(gp), and
SimProve’(crs;)Ok, td;'é?(, -,+) is an oracle which returns SimProve(crsl’Ook, td;'(')T(, stmt) on in-
put (stmt, z) € R. Both SimProve’ and Prove return L on input (stmt,z) ¢ R.

We wish to point out some remarks.

Remark 2.29.

(1) The considered language Lg, may depend on gp.

(2) Fgp-extractability actually implies soundness independent of Fgp: If there was a false statement
stmt which verifies, violating soundness, then obviously there is no witness wit for stmt, which
violates extractability.

(3) Extractability essentially means that ExtractW—given a trapdoor tde’;tk—is able to extract Fgp (wit)
for an NP-witness wit for stmt € Ly from any valid proof 7. If Fyp is the identity function, then
the actual witness is extracted and the system is called a proof of knowledge.

For Chapter 4 we need a different flavor of NIZK: There we need the ability to simulate proofs and
extract witnesses with the same setup. Therefore, the dual-mode NIZK just described is not sufficient.
Furthermore, we do not need the group-based version in Chapter 4, the standard version is sufficient.
Therefore, we now give another definition of NIZKs that satisfies our enhanced security needs, i.e.,
straight-line simulation-extractability.
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Definition 2.30 (NIZKPoK). A non-interactive zero-knowledge proof of knowledge (NIZKPoK) system
NIZK = (Setup, Prove, Verify, Sim, Ext) for NP-relation R consists of the following five PPT algorithms:

« (crs, td) « Setup(1%) outputs (crs, td), where crs is the CRS and td is a trapdoor.
« 1 < Prove(crs, stmt, wit) generates a proof & given the CRS crs and (stmt, wit) € R.

« 1/0 = Verify(crs, stmt, 7) verifies a proof x for statement stmt and outputs 1 or 0.

7« Sim(td, stmt) outputs a proof 7.

« wit/ L « Ext(td, stmt, ) outputs a witness wit with (stmt, wit) € R or L.

Note that we sometimes explicitly add the relation R as input to the algorithms to make it clear for
which relation the NIZKPoK is. Completeness and soundness for NIZKPoKs are defined analogous to
Definition 2.28.

Definition 2.31 (Straight-Line Simulation-Extractability). Let NIZK be a NIZKPoK for NP-relation R.
We define the straight-line simulation-extractability game as follows: Let A be an adversary.

(1) Setup (crs, td) « Setup(1%).

(2) Run A(1%, crs), where A is given oracle access to oracle (stmt, 7) > Ext(td, stmt, ) and either

o (stmt, wit) +— Prove(crs, stmt, wit), or

o (stmt, wit) +— Sim(td, stmt),
with the choice made uniformly at random. Let Lgy, be the list of queries with outputs (stmt, , wit)
to Ext, and Lpyove be the list of queries with outputs (stmt, wit, ) to Prove or Sim.

(3) Eventually, A outputs a guess b, where b = 0 (resp. b = 1) indicates that it interacted with Prove
(reps. Sim).

(4) A wins the game if:
« A never queried (stmt, n) if & was previously returned from a query to Prove (or Sim) with
statement stmt. (L.e., A may not trivially distinguish simulated proofs from real proofs.)

« For any (stmt, wit, ) € Qgx;, we have wit = L, but Verify(crs, stmt, 7) = 1. (Le., extraction
failed for an accepting proof.)

+ A guessed b correctly.

We say that NIZK is straight-line simulation-extractable, if for any PPT adversary, the probability that it
wins the straight-line simulation-extractability game is negligible.

Note that weaker notions of simulation-extractability exist, which are not straight-line. But there are
simple and efficient transformations to ensure straight-line extractability (e.g., by adding an encryption
of the witness under a public key of a PKE which is put into the crs (and proving consistency as part of
the relation)).
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2.6. Pseudo-Random Functions

A pseudo-random function (PRF) F : K X X — Y is a keyed function whose output cannot be
distinguished from randomness, i.e., any PPT adversary given oracle access to either F(k,-) or a
randomly chosen function R : X — Y, cannot distinguish between them with non-negligible probability.
A PRF (more precisely a family of PRF’s in the security parameter 1*) is formally defined as follows.
Note that we here directly define the group-based version, since we will only need this version.

Definition 2.32 (Group-Based Pseudo-Random Function). A (group-based) pseudo-random function
(PRF) PRF := (SetupGrp, Gen, Eval) consists of three PPT algorithms:

. gp « SetupGrp(1%) takes as input a security parameter 1* and outputs public parameters gp.
We assume that gp is given as implicit input to all algorithms. The input domain Xg,, the key
space Ky, and the codomain Y, may all depend on gp.

+ k < Gen(gp) takes gp as input and outputs a key k € Kj,. (Typically, we have k & Kep-)

+ y « Eval(k, x) is a deterministic algorithm which takes as input a key k € %, and a value
x € Xgp, and outputs some y € Y. Usually, we simply write y = PRF(k, x) for short.

We say that PRF is secure if for all PPT adversaries (A it holds that the advantage Adv‘;lf(/l) defined by

p < SetupGrp(1%),

Pr[ 1« APRFK) (gp) ’ & k < Gen(gp)

—Prl 1 AR (gp)

gp < SetupGrp(1%),
R
R {R: Xgp = Ygp}

is negligible in A.

We will use a group-based pseudo-random function PRF in Chapter 3.

2.7. Introduction to the UC Framework

The Universal Composability (UC) framework [Can00; Can01; Can20] is a model to analyze crypto-
graphic protocols which offers strong security guarantees. Security is proven by showing that two
different worlds are indistinguishable from one another. More precisely, in the UC-framework, an ideal
functionality 7, which is acting as a trusted third party (TTP), is defined which plainly solves the
problem at hand in a secure and privacy-preserving manner. A protocol Il is a secure realization of
this ideal functionality ¥ if no PPT-machine Z—called the environment—can distinguish between two
experiments: the real experiment (running IT) and the ideal experiment (using 7).

In the real experiment, Z interacts with parties running the actual protocol IT and is supported by a
real adversary A. The environment Z specifies the input of the honest parties, receives their output
and determines the overall course of action. The adversary (A is instructed by Z and represents Z’s
interface to the network, e.g., A reports all messages generated by any party to Z and can manipulate,
reroute, inject and/or suppress messages on Z’s order. Moreover, Z may instruct A to corrupt parties.
In this case, A takes over the role of the corrupted party, reports its internal state to Z and from then
on may arbitrarily deviate from the protocol II.
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Functionality ;¢

Fcgrs Proceeds as follows, when parameterized by a distribution D.

Value: When activated for the first time on input (VALUE, sid), choose d « 9 and send d back to the
activating party. In each other activation return the value d to the activating party.

Figure 2.2.: The common reference string functionality ¢ from [CFo1]

In the ideal experiment the protocol parties are mere dummies that pass their (private) input to the
TTP ¥ and hand over #’s output as their own output. The ideal functionality ¥ is incorruptible and
executes the task in a trustworthy manner. The real adversary A is replaced by a simulator S. The
simulator must mimic the behavior of A, e.g., simulate appropriate network messages (there are no
network messages in the ideal experiment), and come up with a convincing internal state for corrupted
parties (dummy parties do not have an internal state).

If no environment Z can distinguish executions of the real and ideal experiment, any attack on the
real experiment is also possible in the ideal one. Therefore the protocol IT guarantees the same level of
security as the (inherently secure) ideal functionality 7. One then says that IT UC-realizes ¥ and we
denote this by

I >yc 7.

Regarding privacy, note that all parties (including the simulator) use the ideal functionality as a black-
box and only know what it explicitly allows them to know as part of their output. This makes UC
suitable to reason about privacy in a very nice way. As no additional information is unveiled, the
achieved level of privacy can directly be deduced from the output of the ideal functionality.

2.8. Setup Assumptions in the UC Framework

The UC framework provides very strong security guarantees, but faces impossibility results in the plain
model: In a seminal paper, Canetti and Fischlin [CF01] show that UC-secure commitment schemes are
impossible to achieve in the plain model, i.e., without setup assumptions. Thus, most more involved
UC-secure protocols rely on setup assumptions, and our constructions in Chapter 3 and Chapter 4 are
no exception. Setup assumptions are ideal functionalities that remain ideal in the real experiment, e.g.,
their secure realization is left unspecified. Especially, the security of their realization has to be either
proven outside of the (UC-)model or simply assumed.

We use several ideal functionalities as setup assumptions in our systems, which we will introduce
now.

The CRS functionality. A common reference string (CRS) is a short piece of information that is shared
between all parties. The trust assumptions are that the CRS has been generated honestly and that all
parties possess the same CRS. The CRS functionality ¥ is depicted in Fig. 2.2 and will be used in
Chapter 3 as well as Chapter 4.
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Functionality ¥,

The functionality models a bulletin-board. Any party can register a single (uid, v) pair associated with its
identity, where the uids need to be unique. Any party can retrieve registered values. Initially the list of
recorded values is empty, i.e., Lgy = 0.

Register: Upon receiving (REGISTER, uid, v) from party P, send (REGISTER, uid, v) to the adversary. Upon
receiving (Ok) from the adversary, if there is no record (P, -, ) € Ly, and no record (-, uid, -) € Ly, record
the pair (P, uid, v). Otherwise, do nothing.

Retrieve by Identity: Upon receiving (RETRIEVE, P;) from party P; (including the adversary), generate
public delayed output (RETRIEVE, P;, uid, v) to P; where (uid, v) is such that (P;, uid,v) € Ly or (L, 1) if
no entry is recorded in L.

Retrieve by UID: Upon receiving (RETRIEVE, uid) from party P; (including the adversary), generate public
delayed output (RETRIEVE, P;, uid, v) to P; where (P;, v) is such that (P;, uid,v) € Ly or (L, L) if no entry
is recorded in Lg.

Figure 2.3.: Bulletin board functionality ¥y, adapted from [KL11]

Functionality Gy,

Register: Upon input (REGISTER, (v1,02,...)) from a party % with PID pidy, send
(REGISTERING, pidp, (v1,02,...)) to the adversary. Upon receiving OK from the adversary pro-
ceed, else abort. If another entry (pidp, (...)) has already been registered for pid,, abort. If 3 pid,, and
i, j such that (pidyp,, (...,0},...)) has been recorded and v] = v; holds, abort.

Record the pair (pidyp, (v1,0z,...)).

Retrieve: Upon input (RETRIEVE, pid) from some party P (or the adversary), look up (pid, (v1,0;,...)) and
generate a delayed output (pid, (v1, 0z, ...)) to P with (v1,0,,...) = L if no record exists.

Reverse Retrieve (Partial, reverse lookup): Upon input (REVERSERETRIEVE, j, v) from some party P (or the
adversary), look up (pid, (v1,0z,...,0j,...)) with v; = v and generate a delayed output (pid, (v1,0,...))
to P or (L, 1) if no entry exists.

Figure 2.4.: Global bulletin board functionality Gyy,, adapted from [CSV16, Fig. 3]

The bulletin board functionality. A bulletin board can be depicted as a key registration service which
associates (physical) party identifiers (PIDs) with (cryptographic) public keys. The assumptions about
the bulletin board functionality are that upon registration the operator of the bulletin board checks the
identity of the registering party in a trustworthy way and that every party can retrieve information
from the bulletin board trustworthily. The bulletin board functionality ¥ is depicted in Fig. 2.3 and
will be used in Chapter 4. For Chapter 3 we use a global bulletin board functionality Gy, which is
depicted in Fig. 2.4.

The global clock functionality. To model the concept of time in the UC framework, a globally available
“clock” functionality Gerock is used. It should be noted that Gerock does not model the time in a
traditional sense, but rather models rounds. After all (honest) parties and functionalities in the respective
session have sent a “clock-update” to Gcrock, the next round starts. The round counter can always
be read by any party. The global clock functionality Gcrock is depicted in Fig. 2.5 and will be used in
Chapter 4.
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Global Functionality Gcrock

The functionality manages the set $ of registered identities, i.e., parties P = (pid, sid). It also manages the
set F of functionalities (together with their session identifier). Initially, # = 0 and F = 0.

For each session sid the clock maintains a variable 74. For each identity P = (pid, sid) € P it manages a
variable dp. For each pair (7, sid) € F it manages a variable d g4 (all integer variables are initially 0).
Synchronization:

« Upon receiving (CLOCK-UPDATE, sidc) from some party P € P set dp = 1, execute Round-Update and
forward (CLock-UPDATE, sidc, P) to A

« Upon receiving (CLOCK-UPDATE, sid¢) from some functionality ¥ in a session sid such that (7, sid) € F
set dgsiq = 1, execute Round-Update and return (CLock-UPDATE, sidc, ) to this instance of 7.

« Upon receiving (CLock-READ, sidc) from any participant (including the environment on behalf of a
party, the adversary, or any ideal—shared or local—functionality), return (CLoCK-READ, sidc, 75;4) to the
requestor (where sid is the session id of the calling instance).

Party Management:

« Upon receiving (REGISTER, sidc) from some party P; (or from A on behalf of a corrupted P;), set P =
P U {P;}. Return (REGISTER, sidc, P;) to the caller.

« Upon receiving (DE-REGISTER, sidc) from some party P; € P, the functionality updates P = P \ {P;}
and returns (DE-REGISTER, sidc, P;) to P;.

« Upon receiving (Is-REGISTERED, sidc) from some party P;, return (REGISTER, sidc, b) to the caller, where
the bit b is 1 if and only if P; € P.

« Upon receiving (GET-REGISTERED, sidc) from A, the functionality returns the response
(GET-REGISTERED, sidc, P) to A.

« Upon receiving (REGISTER, sidc) from a functionality F (with session-id sid), update F := F U {(F, sid) }.

« Upon receiving (DE-REGISTER, sidc) from a functionality F (with session-id sid), update F = F \
{(F,sid)}.

« Upon receiving (GET-REGISTERED-F, sidc) from A, return (GET-REGISTERED-F, sidc, F) to A

Procedure Round-Update: For each session sid do: If d# ;g = 1forall ¥ € F and dp = 1for all honest parties
P = (., sid) € P, then set 74 = 75g + 1 and reset d¢ 4 = 0 and dp = 0 for all parties P = (-, sid) € P.

Figure 2.5.: The global clock functionality Gcrock from [Bad+17]
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3. PA4TC-Provably-Secure yet Practical
Privacy-Preserving Toll Collection

This chapter is based on [Fet+18; Fet+20] and most parts of this chapter are either taken verbatim
or rephrased from these works, along with some additional explanations. In both the conference
version [Fet+20] and the ePrint version [Fet+18], significant parts (in particular the complete ideal
functionality and the complete protocol) were only given in the appendix. In this thesis, the contents
of [Fet+18; Fet+20] are thus reorganized to form a consistent overall structure. The formatting of the
ideal functionality and protocol has also been adjusted to make the formatting consistent within the
thesis. The exception to this is Section 3.6, which was not part of [Fet+18; Fet+20] and is an original
contribution to this thesis.

In [Fet+18; Fet+20], but not part of this thesis, the real-world practicality of PATC was evaluated by
means of an implementation. We briefly sketch two results of the evaluation here to give an idea about
the practicality of PATC, but the detailed evaluation results will not be featured further in this thesis.

(1) The time-critical task Debt Accumulation has been benchmarked on realistic hardware, in
particular on an embedded processor which is known to be used in currently available OBUs such
as the Savari MobiWAVE [Sav17]. The implementation already shows quite practical performance
figures due to carefully chosen precomputations, although there is still room for optimization.
An interaction between an on-board unit and a road-side unit is estimated to take less than a
second, which allows to collect tolls at 120 km/h, assuming one road-side unit per lane.

(2) To blacklist a user, the Dispute Resolver (DR) must compute a series of discrete logarithms
to recover the wallet ID A. Our choice of parameters splits A into 32-bit values, resulting in
the calculation of eight 32-bit DLOGs. Recovery of one A takes the DR ~12 s assuming certain
precomputations have been done during system setup.

The implementation thus suggests that provably-secure ETC at full speed can indeed be realized using
present-day hardware.

Structure of this Chapter. We first give an introduction to electronic toll collection in Section 3.1,
discuss related work, and state the contribution. In Section 3.2 we introduce the scenario, give a
high-level system overview, sketch some privacy implications of the system, and discuss the desired
security properties of our system.

The concrete presentation of the privacy-preserving electronic toll collection scheme starts in Section 3.3
with the ideal functionality #7,,1.. In Section 3.4 we present the protocol Il that UC-realizes ;.
There we also state the main security theorem, along with a proof sketch. The complete security proof

is deferred to Appendix A.1.

We discuss the information leakage of the system and the difficulty of actually linking a specific
transaction or trip to a user in Section 3.5. We conclude the chapter by evaluating the impact of different
pricing schemes on user privacy in Section 3.6.
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3.1. Introduction

Electronic toll collection (ETC) is already deployed in many countries world-wide, not only to finance our
road infrastructures, but also to realize advanced features like congestion management and pollution
reduction by means of dynamic pricing. A study from 2017 [Mar17] predicts a Compound Annual
Growth Rate (CAGR) for this market of 9.16% from 2017 to 2022 reaching 10.6 Billion USD by 2022.
Europe plans to introduce the first implementation of a fully interoperable tolling system (EETS) by 2027
[Eur17]. As ETC will become the default option for paying tolls with no easy way to opt-out, privacy is
a concern of particular importance. Unfortunately, the systems in use today are inherently violating
user privacy. This encourages abuse: E-ZPass records have been used as evidence in divorce lawsuits
[ABC08], E-ZPass transponders are abused to track drivers throughout New York City [Ame15], and
the Norwegian AutoPASS system allowed anyone to obtain a transcript of visited toll booths [Dat07].
The only legitimate reason for a toll service provider (TSP) to store personalized location records is
to bill customers. Personalized location records may also be needed for violation enforcement, but
for this the state authority (SA) (cf. Section 3.2) is responsible and not the TSP. Thus, an efficient and
cost-effective privacy-preserving mechanism which avoids data collection in the first place, but still
enables the billing functionality, should be of interest to TSPs. In this way, there is no need to deploy
costly technical and organizational measures to protect a large amount of sensitive data and there is no
risk of a data breach resulting in costly law suits, fines, and loss of customer trust. This is especially
interesting in view of the new EU General Data Protection Regulation (GDPR) [Eur16].

Classification of ETC. One can classify ETC systems based on what the user is charged for, where toll
determination takes place, and how this determination is done [Eur14; Eur15]. Concerning what the
user is charged for, we distinguish between two major types of charging schemes:

Distance-based: Toll is calculated based on the distance traveled by the vehicle and adapted by other
parameters like the type of vehicle, discounts, etc.

Access-based: Tolls apply to a specific geographic area, e.g., part of a city, segment of a highway,
tunnel, etc. As before, it can dynamically be adapted by other parameters. This charging scheme
is typically used in urban areas—not only to finance road infrastructure but also for congestion
and pollution management through dynamically adapted tolls.

There are two types of toll determination environments:

Tollplaza: This is the traditional environment where cars pass toll booths on physically separated
lanes which may be secured by barriers or cameras to enforce honest behavior.

Open road: In open road tolling the traffic is not disrupted as tolls are collected in a seamless fashion
without forcing cars to slow down. In the DSRC setting, this is enabled by equipping roads with
toll gantries and cameras enforcing participation.

Several key technologies define how toll is determined:

Dedicated Short-Range Communication (DSRC): This is the most widely used ETC technology world-
wide and the de facto standard in Europe [Eur14]. It is based on bidirectional radio communication
between road-side units (RSUs) and on-board units (OBUs) installed in the vehicles. In conventional
systems, the OBU just identifies the user to trigger a payment. However, more complex protocols
(like ours) between OBU and RSU can be implemented.
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Automatic Number Plate Recognition (ANPR): Video tolling inherently violates privacy.

Global Navigation Satellite System (GNSS): With GNSS the OBU keeps track of the vehicle’s location
and processes the necessary information to measure its road usage autonomously, i.e., without
the aid of an RSU. GNSS is typically used in combination with the Global System for Mobile
Communications (GSM) for communicating with the toll service provider.

Drawbacks of Existing Systems and Proposals. Independent of the technology used, systems deployed
in practice build on identifying the user to charge him. Previous academic work on privacy-preserving
toll collection mainly considers the GNSS setting and comes—apart from a few exceptions [Bal+10;
Che+13; DDS11]—without any formal security analysis. Although DSRC is currently the most dominant
setting in practice, and according to recent market forcasts [Glo19], predicting an exponential growth,
it will stay like this at least for the near future, it did not receive much attention in the literature so
far. Moreover, practical issues like “what happens if an OBU breaks down”, are usually not taken into
account by these proposals. See Section 3.1.1 for details.

P4TC. We propose a comprehensive security model as well as a provably-secure and efficient protocol
for privacy-friendly ETC in the DSRC setting. Note that our instantiation is not post-quantum secure as
it relies on pairing-based cryptography. Our definitional framework and the system are very flexible. We
cover access-based and distance-based charging schemes as well as combinations of those. Our protocol
works for toll plaza environments, but is (due to offline precomputations) efficient enough for open road
tolling. Additionally, we also cope with several issues that may arise in practice, e.g., broken/stolen OBUs,
RSUs with non-permanent internet connection, imperfections of violation enforcement technology,
etc. To the best of our knowledge, we arguably did the most comprehensive formal treatment of ETC
security and privacy overall.

3.1.1. Related Work

In this section, we review the academic literature on privacy-preserving ETC, split by GNSS and DSCR
setting. So far, more elaborate systems have been proposed for the GNSS setting in comparison to the
actually more widely used DSRC setting. See Table 3.1 for a comparison of the contemplated systems.

GNSS Setting. A variety of GNSS-based system proposals can be found in the literature. Here, the
OBU equipped with GPS and GSM typically collects location-time data or road segment prices and
sends this data to the TSP. To ensure that users behave honestly and, e.g., do not omit or forge data,
unpredictable spot checks are assumed which force users to reveal the data they sent at a certain
location and time. In a reconciliation phase, users calculates their toll based on the data sent and prove
their calculation to be correct.

In VPriv [PBB09], the OBU anonymously sends tagged location-time data to the TSP while driving. The
user previously committed to use exactly these random tags in a registration phase with the TSP. In an
inefficient reconciliation phase, each user downloads the database of all tagged location-time tuples,
calculates their total fee, and proves that for this purpose, they correctly used the tuples belonging to
their tags without leaking those. In [DDS11], ProVerif is used to verify VPriv’s privacy guarantees for
honest-but-curious adversaries.

In the PrETP [Bal+10] scheme, the OBU non-anonymously sends payment tuples consisting of com-
mitments to location, time, and the corresponding price that the OBU determined itself. During
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System Setting  Post- Dynam- Offline NoTPM Fraud Black- Formal Proto-
pay- ic RSUs inOBU Detec- listing Model type
ments  Pricing tion Mecha- and Imple-
nism Proof  menta-
tion
VPriv [DDS11; PBB09]  GNSS v v/ n/a’ v (v)° X v v
PrETP [Bal+10] GNSS v (v)® n/a’ v (v)° X v v
Milo [Mei+11] GNSS v v n/a* v (v)° X X v
[Che+12; Che+13] GNSS v v n/a* v/ (V)° X v/ X
[GV]11] GNSS v X n/a* X (V)° X X7 X
[KL15] GNSS v v (v v v X X x8
[Jar+14; Jar+16; JCV14] DSRC X (V)? X X v X X X
SPEcTRe [Day+11] DSRC v X n/a* v/ (v)° X X v
[Bar+16] DSRC X1 v X v v v X v/
P4TC DSRC v v/ (V) v v v v v

Pre-payment scheme with refunds

In [JCV14] the pricing is not dynamic, in [Jar+14; Jar+16] it is dynamic

PrETP supports dynamic prices, but for practical reasons the set of possible prices must be kept “small”

Not applicable, since these systems do no have RSUs

RSUs are offline most of the time, they only sometimes need to be online to transmit data to a central server
Fraud detection is probabilistic, so fraud will not always be detected

Informal proof

No implementation is given, put performance is estimated

® N o g R w N =

Table 3.1.: Comparison of electronic toll collection systems

reconciliation with the TSP, users present their total toll and prove that this is indeed the sum of the
individual prices they sent, using the homomorphic property of the commitment scheme. The authors
prove their system secure using the ideal/real world paradigm.

In [Mei+11], the authors identify large-scale driver collusion as a potential threat to the security of
PrETP (and other systems): As spot check locations are leaked to the drivers in the reconciliation phase,
they may collude to cheat the system by sharing these locations and only sending correct payment
tuples nearby. To this end, the Milo system is constructed. In contrast to PrETP, the location of the spot
checks is not revealed during the monthly reconciliation phase. Therefore, drivers are less motivated to
collude and cheat. However, if a cheating user is caught, the corresponding spot check location is still
revealed. Thus, Milo does not protect against mass-collusion of dishonest drivers.

In [Che+12], the authors propose a system based on group signatures that achieves k-anonymity. A
user is assigned to a group of drivers during registration. While driving, the user’s OBU sends location,
time, and group ID—signed using one of the group’s signature keys—to the TSP. At the end of a billing
period, each user is expected to pay their toll. If the sum of tolls payable by the group (calculated from
the group’s location-time data) is not equal to the total toll actually paid by the group, a dispute solving
protocol is executed. Choosing an appropriate group size is difficult (the larger the size, the better the
anonymity, but the computation overhead rises), as well as choosing a suited group division policy
(users in a group should have similar driving regions and similar driving patterns). In [Che+13], the
system’s security and privacy properties are verified using ProVerif.

Another cell-based road pricing scheme is presented in [GV]11]. Here, a roadpricing area is divided into
cells and certain cells randomly selected as spot check cells. A trusted platform module (TPM) inside
each OBU is aware of this selection. While driving, the OBU tells its TPM the current location and time.
The TPM updates the total toll and generates a “proof of participation” which is sent to the TSP. This
proof is the signed and encrypted location-time data under the TSP’s public key if the user is inside a

36



3.1. Introduction

spot check cell and 0 otherwise. In this way, the TSP can easily verify that a user behaved honestly at
spot check cells without leaking their locations to honest users. A security proof is sketched.

A key issue with all of the above systems is that their security relies on a strong assumption: invisible
spot checks at unpredictable locations in each billing period. Otherwise users could easily collude and
cheat. On the other hand, spot checks reveal a user’s location. Hence, fixing the number of spot checks
is a trade-off between ensuring honesty and preserving privacy. Clearly, the penalty a cheater faces
influences the number of spot checks required to ensure a certain security level.

In [KL15], the authors argue that even mass surveillance, protecting no privacy at all, cannot prevent
collusion under reasonable penalties. They present a protocol for a privacy-preserving spot checking
device where the locations of these devices can be publicly known. Drivers interacting with the device
identify themselves with a certain probability, but do not learn whether they do so, therefore being
forced to honesty. To let users not benefit from turning off their OBUs between two spot check devices,
such a device is needed at every toll segment. Furthermore, to encourage interaction with the device, an
enforcement camera is required. However, since all these road-side devices are needed anyway, there is
no advantage anymore in terms of infrastructure requirements compared to the DSRC setting.

DSRC (OBU/RSU) Setting. Previous work [Day+11; Jar+14; Jar+16; JCV14] in the DSCR setting mainly
focus on a pre-pay scenario where some form of e-cash is used to spend coins when passing an RSU.
None of them comes with a formal security model and proof.

General problems involved with an e-cash approach are the assurance of sufficient funds and exact
payments. The first means that the user or some mechanism needs to ensure that during a trip a user
never runs out of e-coins to pay their toll. The problem of “exact payments” is well-known in the e-cash
community and led to research on divisible e-cash [BPS19] (so that coins can be split-up appropriately)
and transferable e-cash [Bal+15] (so that the payee can return change). However, instantiations of these
variants still are significantly more heavyweight than traditional e-cash which hampers the deployment
in time-critical settings such as toll collection. Moreover, in the case of transferable e-cash there also
is an impossibility result [CG08] negating “perfect anonymity”, which translated to the ETC setting
means: if the entity issuing e-coins (usually the TSP) colludes with the RSUs, then e-coins given out as
change by an RSU to a user can be linked to their spendings at other RSUs. Certainly, this reduces the
suitability for an ETC setting.!

In [Jar+14; Jar+16; JCV14] multiple electronic road pricing systems specifically tailored for Low Emission
Zones (LEZ) are proposed. In [JCV14] a user drives by an RSU and directly pays some price depending
on this RSU. In [Jar+14; Jar+16] the user receives some e-ticket from an Entry-RSU when entering the
LEZ which they need to present again at an Exit-RSU when leaving the LEZ. For the actual payment in
all these systems, some untraceable e-cash scheme that supports dynamic pricing is assumed but not
specified. The systems require tamper-proof hardware for the OBU and are claimed to provide fraud
protection and privacy for honest drivers.

SPEcTRe [Day+11] is a simple access-based toll collection system, where RSA-based tokens/coins are
used to pay toll while driving. Some ideas are presented to keep the double-spending database small.

In [Bar+16], the authors propose an efficient scheme for distance-based toll collection. Here, a user
obtains a coin, used as an entry ticket, which is worth the maximum toll in the system and can be
reused a fixed number of times. The actual toll is calculated at the Exit-RSU, where a reimbursement is

1 Note that relaxations of “perfect anonymity” can be achieved [Bal+15]. It would be interesting to see if those allow for
practical ETC constructions with reasonable privacy guarantees.
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done. Unfortunately, the description of their system misses some important details. For instance, it is
unclear how the zero-knowledge proof generated by the user in their token issuance protocol can be
efficiently instantiated as it mixes statements and variables over a Paillier ring and a discrete logarithm
group. As opposed to our scheme, their system relies on online “over-spending” detection and lacks a
formal model and security proof?

3.1.2. Contribution

The contribution of this work is twofold:

Protocol. A major challenge of this work was to select, adapt, and combine the numerous crypto-
graphic building blocks and techniques to design a system satisfying simulation-based security and
practicality at the same time.

To this end, we started from a payment system building-block called black-box accumulation (BBA+)
[Har+17]. BBA+> offers the core functionality of an unlinkable user wallet maintaining a balance.
Values can be added to and subtracted from the wallet by an operator, where the use of an old wallet is
detected offline by a double-spending mechanism.* The system guarantees that a wallet may only be
used by its legitimate owner and with its legitimate balance.

While BBA+ provides us with some ((P1), (P3), (P4) and (P9) partially) of the desired properties identified
in Section 3.2.4, it has not been designed to cope with the real-world issues of an ETC scenario. Thus,
we have to enhance BBA+ in several ways to enable its usage in our scenario in the first place.

For instance, consider the case an OBU, which contains the BBA+ wallet, is (claimed to) be broken. As a
user collects debt with this wallet and those transactions are perfectly anonymous, the TSP is not able
to recalculate what the user owes (P7) nor blacklist the wallet (P6). As this could result in a serious loss
of revenue for the TSP, it renders the original BBA+ scheme impractical for an ETC scenario. We solve
this by having an individual anonymity revocation trapdoor for each wallet. In case of an incident (like
a broken OBU or possibly court-ordered assistance to law enforcement) this makes its transactions
forward- and backward-linkable with the help of a trusted dispute resolver (DR). It is important to note
that the trapdoor does not allow to link transactions of other wallets. To realize this, we adopt an idea
from the e-cash literature [CHL05]. More precisely, we make use of a pseudo-random function (PRF)
applied to a counter value to generate some fraud detection ID for a wallet state. To ensure security and
privacy, we let both the user and the TSP jointly choose the PRF key with the key remaining unknown
to the TSP. To make it accessible in case of an incident, the user deposits the key encrypted under the
DR’s public key. The correctness of this deposit is ensured by a NIZK proof. This part is tricky due
to the use of Groth-Sahai NIZKs for efficiency reasons and the lack of a compatible (i.e., algebraic)
encryption scheme with message space Z.

As a minor but very useful modification we added (user and RSU) attributes, which get signed along
with the wallet to protect from forgery. This allows to bind wallets to a billing period encoded in the
attribute. Having RSUs only accept wallets from the current period reduces the size of the blacklist it

For the proofs the authors refer to the full version, which, however, does not seem to be publicly available.

Note that we cannot build on BBW [Hof+20], which is a faster version of BBA+, as we aim for a proof in the UC model
which collides with their need to rewind adversaries.

Unfortunately, online double-spending detection is not feasible in this scenario (even if we required permanent online
connection from RSUs) due to the strong time constraints of open road tolling and potentially simultaneously conducted
interactions.
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has to check, which enables faster transactions. Similarly, the database needed to recalculate balances
can be kept small.

Another problem is the use of a single shared wallet certification key in the BBA+ scheme. Translated
to our setting, the TSP and all RSUs would share the same secret key. Hence, if an adversary corrupted
a single RSU, they could arbitrarily create new wallets, forge user attributes and balances, etc. In order
to mitigate this problem (P8), we take the following measures:

(1) First, we separate user identity and attribute information, i.e., the fixed part of a wallet, from
balance information, i.e., the updatable part. The first part is signed by a signature key only held
by the TSP when the wallet is issued. The second part is signed by an RSU each time the balance
of a wallet is updated. This prevents a corrupted RSU to issue new wallets or fake user attributes.

(2) Furthermore, the individual key of each RSU is certified by the TSP along with its attributes. In
this way, a RSU may not forge its attributes (P2) but may still fake the balance.

(3) By including an expiration date into the RSU attributes, one can limit the potential damage
involved with the latter issue of (2).

In view of the fact that RSUs are usually not easily accessible physically and key material is usually
protected by a hardware security module (HSM), we believe that these measures are sufficient. We
intentionally refrain from using key revocation mechanisms like cryptographic accumulators [Lap+10]
in order to retain real-time interactions.

Finally, we added mechanisms for a user to prove their participation in certain transactions (P10) and
to enable simulation-based security.

System Definition, Security Model and Proof. Having the scenario from Section 3.2 at the back of
our mind, we propose a system definition and security model for post-payment toll collection systems
based on the UC framework [Can+07]. Our work is one of very few combining a complex, yet practical
crypto system with a thorough UC-security analysis.

The security of BBA+ has been modeled by individually formalizing and proving security properties
from a list. This approach is common in the game-based setting but bears the intrinsic risk that
important but non-obvious security aspects are overlooked, i.e., the list is incomplete. This danger is
eliminated by our UC-approach where we do not formalize a list of individual properties but rather
what an ideal system looks like.

A challenging task was to find a formalization of such an ideal functionality which accomplishes a
reasonable trade-off between various aspects: On one hand, it needs to be sufficiently abstract to
represent the semantics of the goal “toll collection” while still admitting a realization. On the other
hand, keeping it too close to the concrete realization and declaring aspects as out-of-scope only provides
weak security guarantees.

We decided to directly model the ETC system as a single functionality with (polynomially) many
parties that reactively participate in (polynomially) many interactions. This leads to a clean interface
but makes security proofs highly non-trivial. At first sight, it seems tempting to follow a different
approach: Consider the system as a composition of individual two-party protocols, analyze their security
separately and deduce the security of the system from the composition theorem. We refrain from this
approach, as it entails a slew of technical subtleties due to the shared state between protocols.
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Moreover, although our system uses cryptographic building blocks for which UC-formalizations exist
(commitments, signatures, NIZK), these abstractions cannot be used. For example, UC-signatures are
just random strings that are information-theoretic independent of the message they sign. Thus, it
is impossible to prove in zero-knowledge any statement about message-signature-pairs. Hence, our
security proof has to start almost from scratch, is very complex, and technically demanding.

3.2. Considered Scenario

This overview of the scenario shows the flexibility and complexity required of our system. We target
post-payment toll collection in a DSRC setting which allows access- as well as distance-based charging
and can be deployed in a toll-plaza as well as an open-road environment.

3.2.1. Parties

Our scenario involves the following entities:

TSP: A Toll Collection Service Provider (TSP) which may be a private company.

SA: A State Authority (SA), e.g., Department of Transportation, which outsourced toll collection to the
TSP but is responsible for violation enforcement.

DR: A Dispute Resolver (DR), e.g., a privacy-protecting NGO. It is involved in case of incidents or
disputes.’

User: Users participate in the system by means of a (portable or mounted) On-Board Unit (OBU). OBUs
are used for on-road transactions and in debt and dispute clearance periods. For the latter, it
needs to establish a (3G) connection to the TSP/SA. Alternatively, a smartphone might be used
for that purpose, which, however, needs access to the OBU.

RSU: Road-Side Units (RSUs) interact with OBUs and are typically managed by the TSP. To enable fast
and reliable transactions with OBUs, we do not require RSUs to have a permanent connection to
the TSP. We only assume them to be periodically online for a short duration (e.g., at night when
there is not much traffic) to exchange data with the TSP.

Camera: Enforcement Cameras are triggered by the RSUs and used to make photos of license plates
(and possibly drivers) only in case anything goes wrong. Alternatively, there might be barriers in
a toll-plaza environment. Enforcement Cameras are typically owned by the SA.

3.2.2. Main Tasks

In the following, we sketch the main tasks of the system involving the parties from above. Figure 3.1
provides an overview of these interactions. The full description that also includes the remaining tasks
can be found in Section 3.4. For simplicity, let us envision a system with monthly billing periods.

> Note that we assume the DR to be trusted by all other parties as it implements a key escrow mechanism.
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Figure 3.1.: The P4TC system model

User Registration: To participate in the system, a user needs to register with the TSP using some
physical ID (e.g., passport, SSN) which is verified out-of-band. This is done once and makes the
user accountable in case they cheat or refuse to pay their bills.

RSU Certification: The RSU gets a certificate from the TSP on its public signing key and its RSU
attributes. This allows the RSU to later prove that it is a genuine RSU and that its attributes
(which can influence the toll price) are correct.

Wallet Issuing: An (empty) wallet is issued to a user by the TSP at the beginning of each billing period.
The wallet is bound to the user’s ID and attributes in a privacy-preserving manner.

Debt Accumulation: Every time a user passes an RSU, their OBU and the RSU execute the Debt Accu-
mulation task. The due toll is determined and added to the user’s wallet—possibly along with
public attributes of the RSU. The toll may be dynamic and depend on different factors like the
current time of day, congestion level, some user attributes attached to the wallet as well as some
attributes of the previous RSU the user drove by. Note that users are anonymous during this task.

The camera takes a photo of the license plate(s) in case the RSU reports any task failure or
a car in the range of the RSU refuses to communicate at all. Due to technical limitations, it
might be impossible to determine which car triggered the camera, especially in open-road tolling
environments [Kap18]. In this case, photos of more than one car in the range of the RSU are
taken and transmitted to the SA.

Prove Participation: After the SA has identified the users behind the license plates involved in an
incident, it determines who caused the incident. Since we demand that Debt Accumulation
transactions are anonymous, the users need to interact with the SA to help with this matching.
To this end, an instance of the Prove Participation task is executed between the SA and each of
these users consecutively. This prevents honest users who successfully ran Debt Accumulation
from being penalized.

Debt Clearance: At the end of a billing period, users participate in an (asynchronous) clearance phase
with the TSP. As this task is not anonymous, users can be penalized if they refuse to run the task
within a certain time frame. In a task execution, a user presents their wallet and the accumulated
debt to the TSP. Then they may clear their debt immediately or within a certain grace period. A
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successful task execution invalidates the wallet. Users can then get a new wallet by rerunning
Wallet Issuing.®

Double-spending Detection: As the system is largely offline, a malicious user might re-use an old
state of their wallet (e.g., with lower debt) and thus commit double-spending. To mitigate this
problem, Wallet Issuing, Debt Accumulation and Debt Clearance generate so-called double-
spending information that is eventually collected by the TSP. The TSP periodically runs the
Double-Spending Detection task on its database to find pairs of matching double-spending
information and to identify fraudulent users.

Blacklisting & Recalculation: With the help of the trusted DR, the TSP is able to blacklist fraudulent
users and to recalculate what they owe.

3.2.3. Attributes, Pricing Function and Privacy Leakage

Our scenario involves two types of attribute vectors: user attributes and (previous) RSU attributes. To
keep our framework flexible, we do not stipulate which kind of attributes are used. Those details depend
on the concrete pricing model. We expect, however, that for most scenarios very little information needs
to be encoded in these attributes. For instance, access-based toll collection can be realized with prices
primarily depending on auxiliary input like location, time and possibly the congestion level—without
any previous RSU attributes and only the current billing period as user attribute. Including the previous
RSU’s attributes into the toll calculation allows for distance-based charging, where RSUs are installed
at each entry and exit of a highway. Running Debt Accumulation at the Entry-RSU does not add any
debt to the wallet but only encodes the previous RSU’s ID as attribute. At the Exit-RSU, the appropriate
toll is calculated and added but no RSU attribute is set.” To mitigate the damage of a stolen RSU, one
might want RSUs to have a common “expiration date” which is periodically renewed and encoded as
RSU attribute. Likewise, to enforce that users eventually pay their debts, the user attributes should
encode the billing period.?

Obviously, the concrete content of the attributes affects the “level” of user privacy in an instantiation
of our system. Our goal is to provide provable privacy up to what can be possibly be deduced by an
operator who explicitly learns (1) those attributes as part of its input to the pricing function and (2) the
total debt of a user at the end of a billing period. Our framework guarantees that protocol runs of
honest users do not leak anything (useful) beyond that (see Section 3.3.3 and Section 3.5).

In order to allow users to assess the privacy of a particular instantiation of our framework, we assume
that all attributes, all possible values for those attributes and how they are assigned, as well as the
pricing function are public. In this way, the TSP is also discouraged from running trivial attacks by
tampering with an individual’s attribute values (e.g., by assigning a billing period value not assigned to
any other user). To this end, a user needs to check if the assigned attribute values appear reasonable.
Such checks could also be conducted (at random) by a regulatory authority or often also automatically
by the user’s OBU. Likewise, a (corrupted) RSU could try to break the privacy of a user by charging a
peculiar price that differs from the prescribed pricing function. We assume that the user verifies the
validity of the price after each transaction and files a claim if the price was computed incorrectly.

If a user plans to be inactive the upcoming billing periods, they would request a new wallet not until they plan to become
active again. But this requires to plan inactivity periods in advance. Alternatively, the TSP could be allowed to request the
user’s trapdoor for such a period from the DR, which would reveal an empty transaction history.

This links entry and exit points. Our system still ensures anonymity and that multiple entry/exit pairs are unlinkable.
Clearly, for privacy reasons, unique expiration dates in attributes need to be avoided.
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3.2.4. Desired Security and Privacy Properties

The following list informally summarizes some desirable high-level properties that one would reasonably
expect from an electronic toll collection system. These properties inspire the eventual definition of the
ideal functionality in Section 3.3. Note that the ideal functionality (and not this list) formally determines
the security of our proposed protocol. In Section 3.3.3 we show how these high-level goals are reflected
in the ideal functionality.

(P1) Owner-binding: A user may only use a wallet legitimately issued to them.

(P2) Attribute-binding: In Debt Accumulation, a user cannot pretend that they owe less by forging
the attributes attached to their wallet.

(P3) Balance-binding: In Debt Clearance, a user cannot claim to owe less than the amount added to
their wallet unless they have committed double-spending.

(P4) Double-spending Detection: If a user reuses an old copy of their wallet, they will be identified.”

(P5) Participation Enforcement: If a user fails to participate in Debt Accumulation, they will be
identified.

(P6) Blacklisting: The TSP is able—with a hint from the DR—to efficiently blacklist wallets of
individual users. This is important in practice, e.g., to mitigate the financial loss due to stolen
or compromised OBUs or double-spending.

(P7) Debt Recalculation: The TSP is able—with a hint from the DR—to efficiently recalculate the debt
for individual users during a billing period. This is important in practice, e.g., to mitigate the
financial loss due to broken, stolen, or compromised OBUs. Furthermore, it allows to determine
the actual debt of a double-spender. Also, in a dispute, a user may request a detailed invoice
listing the toll points visited and the amounts being charged.

(P8) Renegade Expulsion: As an RSU’s secrets enable tampering with user debt, there is a mechanism
to mitigate financial loss due to compromised RSUs.

(P9) Unlinkability: If user attributes and (previous) RSU attributes are ignored, a collusion of TSP
and RSUs may not be able to link a set of Wallet Issue, Debt Accumulation and Debt Clearance
transactions of an honest user given that the user is not blacklisted nor committed double-
spending. More precisely, Wallet Issuing, Debt Accumulation and Debt Clearance do not reveal
any information (except for user attributes, RSU attributes and the final balance in case of Debt
Clearance) that may help in linking transactions.

(P10) Participation Provability: Prove Participation enables the SA to deanonymize a single transac-
tion of an honest user in case of an incident.

(P11) Protection Against False Accusation: The user is protected against false accusation of having
committed double-spending (cf. (P4)).

° Note that this also applies to multiple instances of double-spending. Since the TSP only periodically checks for double-
spendings, a user could reuse an old copy of their wallet several times, say 100 times, before the TSP runs the Double-
spending Detection task. In that case all 100 double-spendings will be identified and the user can be punished accordingly.
Note that hardware cloning is also captured by this property. An adversary cloning their own/stolen hardware (including
secrets) may coordinate simultaneous double-spendings with many vehicles. All these double-spendings will be detected
and penalized.
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3.3.  Fpqct AFormal Model for Privacy-Preserving ETC

We model our system P4TC within the UC-framework by Canetti [Can01]. We first explain the ideas
behind %1, then informally present the ideal functionality in Section 3.3.1 before giving the full
details in Section 3.3.2. We conclude the description of in Section 3.3.3 by explaining how
fulfills the security properties from Section 3.2.4

7—;’4TC 7—;’ALTC

Main Idea: 7, Models a Transaction Database. The key idea behind ¥, is to keep track of all
transactions in a pervasive transaction database TRDB. Each entry trdb is of the form

trdb = (sP*V, s, ¢, x, A, pidq,, pidg, p, b).

It contains the identities pidq, and pidg of the involved user and RSU (or TSP) respectively,' the price
p (toll) of this particular transaction and the user wallet’s total balance b, which is the accumulated sum
of all transaction prices up to and including p. In other words, %5~ implements a trustworthy global
bookkeeping service managing the wallets of all users. Each transaction entry is uniquely identified by
a serial number s. Additionally, each entry contains a pointer sP" to the logically previous transaction,
a unique wallet ID A, a counter x indicating the number of previous transactions with this particular
wallet, and a fraud detection ID ¢.

Some explanations are in order with respect to the different IDs. In a truly ideal world, ¥}, would
use the user identity pid,, to look up its most recent entry in the database and append a new entry.
Such a scheme, however, could only be implemented by an online system. Since we require offline
capabilities—allowing a user and RSU to interact without the help of other parties and without permanent
access to a global database—the inherent restrictions of such a setting must be reflected in the ideal
model: (Even formally honest) users can misbehave and commit double-spending without being noticed
instantly and double-spending is eventually detected after-the-fact.

In order to accurately define security, these technicalities have to be incorporated into %1, which
causes the bookkeeping to be more involved. The transaction database TRDB is best depicted as a
directed graph, in which each node represents the state of a user’s wallet after a transaction. Each
entry trdb € TRDB represents a node together with an edge pointing to its predecessor node. Nodes
are identified by serial numbers s and additionally labeled with (¢, x, A, pid,, b). Edges are given by
(sP™", s) and additionally labeled with (pidg, p). It can be depicted like this:

gprev Pidr/Q,P S, 9, x, A, pidﬂ, b

A user’s wallet is represented by the subgraph of all nodes with the same wallet ID A and forms a
connected component. Unless a user commits double-spending the particular subgraph is a linked,
linear list. In this case, each transaction entry has a globally unique fraud detection ID ¢. If a user
misbehaves and reuses an old wallet state (i.e., there are edges (s?™, s) and (sP™", s’)), the corresponding
subgraph becomes a directed tree. In this case, all transaction entries that constitute double-spending,
i.e., all nodes with the same predecessor, share the same fraud detection ID ¢. To consistently manage

10 The party identifier (PID) can best be depicted as the model’s counterpart of a party’s physical identity in the real world. For
users, this could for example be a passport number or SSN. The “identity” of an RSU could be its geo-location. Generally,
there is no necessary one-to-one correspondence between a PID and a cryptographic key. Also, the ideal functionality
always knows the PID of the party it interacts with by definition of the UC framework.
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fraud detection IDs, ¥, uses a counter x and an injective map fp : £ XNy — @, (4, x) — ¢. For any
newly issued wallet with ID A, the counter x starts at zero and x = xP™¥ + 1 always holds. It counts the
number of subsequent transactions of a wallet since its generation, i.e., x equals the depth of a node.
The function f3 maps a transaction to its fraud detection ID ¢, i.e., fp(4,x) = ¢.

Besides storing transaction data, 7,5 also keeps track of parties” attributes by internally storing RSU
attributes ag upon certification and user (or rather wallet) attributes aq; when the wallet is issued.

Setup Assumptions and Implicit Writing Conventions. As commonly found in the UC setting, we
also draw from setup assumptions. We assume that the functionality %, has access to a globally
available bulletin board, denoted Gy, (see Fig. 2.4). We also assume that our functionality uses the
implicit writing conventions for ideal functionalities from [Can01]. In particular, our simulator can
delay outputs and abort at any point. Beyond that, the simulator has the power to override the output
to honest parties with an abort reason (e.g., “blacklisting”) if it decides to abort.

3.3.1. Introductionto 7,
Before describing the ideal functionality in full detail in Section 3.3.2, we first give a condensed
description here. We explain (a slightly simplified version of) Debt Accumulation in some detail to
familiarize the reader with the concept of ideal functionalities and give only short sketches of the
remaining tasks.

Individual tasks (e.g., Wallet Issuing, Debt Accumulation etc.) are not formalized as separate functional-
ities. Instead the whole system is given as one monolithic, highly reactive ideal functionality 7,
with polynomially many parties as users and RSUs. This allows for a shared state between individual
interactions. An excerpt of ¥, is depicted in Fig. 3.2. For the ease of presentation, all instructions
which are typically executed are printed in normal font, while some conditional side tracks are grayed
out. The conditional branches deal with corrupted, misbehaving,'! or blacklisted parties.

Task Debt Accumulation. In this task (cf. Fig. 3.2), the user provides a serial number sP™" as input to
Fpatc> indicating which past wallet state they wish to use for this transaction. Of course, an honest
user always uses the wallet state resulting from the previous transaction. The participating RSU inputs
a list of fraud detection IDs that are blacklisted.

Firstly, #;,,1 randomly picks a fresh serial number s for the upcoming transaction. If the user is
corrupted, ;1 allows the simulator to provide a different value for pid,, that belongs to a another
corrupted user.'” . looks up the previous wallet state trdb”™" in TRDB. The ideal functionality
extracts the wallet ID from the previous record (4 = AP*V) and increases the counter for this particular
wallet (x := xP™" +1). Then, it checks if a fraud detection ID ¢ has already been defined for the wallet ID
A and counter x (note that A identifies the tree in TRDB and x specifies the depth of the node). If so, the
current transaction record will be assigned the same fraud detection ID ¢. Otherwise, ¥, ties a fresh,
uniformly and independently drawn fraud detection ID ((A4, x) + ¢) to the x’th transaction of the wallet

1 Please note, that users do not need to be formally corrupted in order to commit double-spending. We call these users
honest, but misbehaving.

12 This is a required technicality as corrupted users might share their credentials and thus might use each other’s wallet.
Please note that this does not affect honest users.
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Simplified Excerpt of Functionality %,

Functionality State:
« Set TRDB of transaction entries trdb. Each entry has the form trdb = (s*™, s, ¢, x, A, pidy,, pidg, p, b).

« Mapping fo : L XNy — &, (4, x) — ¢ assigning a fraud detection ID ¢ to a wallet ID A and counter x.
+ Mapping fa,, : L — Aq, A — aq assigning user attributes to a given wallet ID A.
» Mapping fa, : PIDgr — Ag, pidg — ag assigning RSU attributes to a given RSU PID pid.,.

Debt Accumulation:
« Input User: (PayToLr, sP™")

« Input RSU: (PayToLr, big)
« Behavior:
(1) Pick serial number s & S that has not previously been used.
(2) User corrupted: Ask the adversary if the PID pidq, of another corrupted user should be used.
(3) Look up (-, sP™, pP™V, xP*V AP™Y pid,,, pidl;;ev, -, bP™®) € TRDB, with (sP*®, pid,,) being the unique
key.
(4) Adopt previous walled ID A = APV and increase counter x = xP*V + 1.
(5) Double-spending/Blacklisted: In this case ¢ = fp(A, x) has already been defined; continue with (6).

R
Pick fraud detection ID ¢ « @ that has not previously been used.
User corrupted: Allow the adversary to choose a previously unused fraud detection ID ¢.?

Append assignment (4, x) — ¢ to fp.

—~
=)
~

If ¢ € blg, output BLACKLISTED to both parties and abort.

) Look up attributes (aq/, ag.al ) = (fa, (A, fag (pidg). faz (pidy™)).
Calculate price p = Opricing (a7s, A, al;;ev).
pr

RSU corrupted: Leak (aq, ag, a,/;\v) to the adversary and obtain a price p.

—_~ o~
e
~

(9) Calculate new balance b = bP™" + p.
(10) Append new transaction (s?*', s, §, x, A, pidq,, pidg, p, b) to TRDB.
« Output User: (s, ag, p, b)

 Output RSU: (s, ¢, aqy, as;ev)

4 If corrupted users collude, they might share their credentials and use each other’s wallet.
b The ideal model only guarantees privacy for honest users. For corrupted users the fraud detection ID might be chosen
adversarially.

Figure 3.2.: An excerpt of the ideal functionality #,,p just with the task Debt Accumulation.

A. If this fraud detection ID is blacklisted, the task aborts.'® If and only if the user is corrupted and ¢ has
not previously been defined, the adversary is allowed to overwrite the fraud detection ID with another
value.!* Moreover, Fpatc looks up the user’s attributes bound to this particular wallet (aq/ = fz,, (1))

and the attributes of the current and previous RSU (ag = fa, (pidg), al;;ev = fag ( pidl;;ev )-

Finally, the ideal functionality queries the pricing oracle Opicing for the price p of this transaction,
calculates the new balance of the wallet (b == bP" + p) and appends a new record to the transaction
database. If and only if the RSU is corrupted, the adversary learns the involved attributes and is allowed
to override the price. Please note that leaking the user/RSU attributes to the adversary does not weaken

13 Note, that the probability to blacklist a freshly drawn fraud detection ID is negligible. Only if f (A, x) has already been
defined by a past task, this yields a chance to successfully blacklist a user.

14 Again, this is a technical concession to the security proof. Corrupted users are not obliged to use “good” randomness. This
might affect untrackability, but we do not aim to provide this guarantee for corrupted users.
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the privacy guarantees as the (corrupted) RSU learns the attributes as an output anyway. The option to
manipulate the price on the other hand was a design decision. It was made to enable implementations
in which the pricing function is unilaterally evaluated by the RSU and the user initially just accepts the
price. It is assumed that a user usually collects any toll willingly in order to proceed and (in case of a
dispute) files an out-of-band claim later.

The user’s output are the serial number s of the current transaction, the current RSU’s attributes ag,
the price p to pay and the updated balance b of their wallet. The RSU’s output are the serial number s
of the current transaction, the fraud detection ID ¢ and the attributes aq; and alggev of the user and the
previous RSU, respectively. Learning their mutual attributes is necessary, because RSU and user must
evaluate the pricing function themselves in the real protocol without the help of a third party.

Remaining Tasks. There are auxiliary tasks for registration and certification of parties. They are
modeled in the obvious way and append the appropriate mappings (e.g., fa,) with the given attributes
for the PIDs.

In Wallet Issuing a new wallet ID A is freshly, uniformly and independently drawn. A new transaction
entry for the user is inserted into the database using A and a zero balance. This entry can be depicted
as the root node of a wallet tree.

The task Debt Clearance is very similar to Debt Accumulation described above except that the TSP
additionally learns the user’s party ID pid,, and the wallet balance b. Debt Clearance is identifying for
the user to allow the operator to invoice them and check if they (physically) pay the correct amount.
Also, the user does not obtain a new serial number from which it follows that this transaction entry
becomes a leaf node of the wallet tree.

The task Blacklisting & Recalculation is run between the DR and TSP. The TSP inputs the PID of a user
it wishes to blacklist and obtains the debt the user owes and a list of past and upcoming serial numbers.
For the latter, ;- draws a sequence of fresh, uniform and independent fraud detection IDs ¢; and
prefills the mapping fp for all wallets the user owns. This ensures that upcoming transactions use
predetermined fraud detection IDs that are actually blacklisted.

The task Prove Participation checks if a TRDB record exists for the particular user and serial number.

The task Double-Spending Detection checks if the given fraud detection ID exists multiple times in
the database, i.e., if double-spending has occurred with this ID. If so, ﬁ, ATC leaks the identity of the
corresponding user to the adversary and asks the adversary to provide an arbitrary bit string that
serves as a proof of guilt. ;1 outputs both—the user’s identity and the proof—to the TSP and records
the proof as valid for the user.

The task Guilt Verification checks if the given proof is internally recorded as valid for the particular
user.

3.3.2. Fullldeal Functionality

As explained before we define ¥, as a monolithic, reactive functionality with polynomially many
parties. This is mainly due to a shared state that the system requires. We will therefore first explain how
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this state is recorded by ¥, before we go on to describe its behavior in a modular way by explaining
each task'® it provides.

The main feature of ¥, is that it keeps track of all conducted transactions in a global transaction
database TRDB. Note that in this case by “transaction” we mean every instance of the tasks Wallet
Issuing, Debt Accumulation or Debt Clearance, not just Debt Accumulation. Each transaction entry

trdb € TRDB is of the form
trdb = (sP*V, s, ¢, x, A, pidq,, pidg, p,b).

It contains the identities pid,, and pidg of the involved user and RSU (or TSP in the case of Wallet
Issuing and Debt Clearance) respectively, the ID A of the wallet that was used as well as the price p
and total balance b of the wallet state after this transaction. Furthermore, each transaction entry is
identified by a unique serial number s and links via sP**V to the previous transaction trdb?™’ (which
corresponds to the wallet state before trdb). Lastly, a fraud detection ID ¢ and a counter x are part of
the transaction entry. The counter starts at zero for any newly registered wallet and x = (xP* + 1)
always holds. Hence, it is unique across all wallet states belonging to the same wallet A if and only
if no double-spending has been committed with this wallet. The fraud detection ID is constant for
each pair (4, x) of wallet ID and counter instead of being unique for each transaction, but unique for
different pairs of wallet ID and counter. Therefore, fraud detection IDs are stored in a partially defined,
but one-to-one, mapping fp : (£ X Ny) — @ within 7.

Remember that TRDB is a forest (i.e., a set of trees), with one tree per user and billing period, i.e.,
each wallet ID A defines a tree. Full transaction entries trdb are only created by instances of Debt
Accumulation. Wallet Issuing creates entries of the form

(L,s,¢,0,A, pidy,, pidg, 0,0)

that have no predecessor node identified by sP™", thus creating a new root node. Debt Clearance creates
entries of the form
(P, L, ¢, x, A, pidyy, pid, —b"", 0)

that have no own serial number s and thus form a leaf node. Every other task does not alter TRDB but
only queries it. Although this database and the mapping to fraud detection IDs contains most of the
information our toll collection scheme needs, ¥, stores three more partially defined mappings:
s fa, + L — Ay, A — aq maps a wallet ID A to user attributes fz,,
s fag : PIDg — Ag, pidg +— ag maps a RSU PID pidg to RSU attributes ag
s f : PIDqy xII — {OK, NOK}, pidg, X m — OK/NOK maps a user PID pid,, and a proof of
guilt 7 to a validity bit

The ideal function TP
gories:

+1c provides twelve different tasks in total which we divide up into three cate-

System Setup Tasks: all Registrations and RSU Certification
Basic Tasks: Wallet Issuing, Debt Accumulation and Debt Clearance

Feature Tasks: Prove Participation, Double-Spending Detection, Guilt Verification and Blacklisting &
Recalculation
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Identifier Description
PID corrupt set of corrupted party identifiers
fo (partial) mapping assigning a fraud detection ID ¢ to given wallet ID A and counter x
faqy (partial) mapping assigning user attributes aq, to a given wallet ID A
fag (partial) mapping assigning RSU attributes ag to a given RSU PID pidg
fi (partial) mapping assigning a validity bit OK/NOK to a given pair of pidg, and n
Table 3.2.: Notation that only occurs in the ideal functionality ¥,
Identifier = Abstract Domain Instantiated Domain  Description
pidpgr PIDpr {0,1}* party identifier of the DR
pidq PIDs {0,1}" party identifier of the TSP
pidg PIDg {0, 1}" party identifier of a RSU
pidy, PIDqy {0,1}* party identifier of a user
pkpr PKor G} x Gy x (G®)™ x  public DR key
(GD)' x (G2
pkqs PKs G x (G? x GY*®) x  public TSP key
(G’ xGy)
vke PKr G? x G, public RSU key
pkq, PKuy Gy public user key
aq Ay Gg user attributes
ag AR Gil/ RSU attributes
ag AR Gf TSP attributes
b Zq Zqg balance
p Z Z price to pay at an RSU
0] o Gy fraud detection ID
s S Gy serial number
A L Zq wallet ID; is used as PRF seed
x Ny {0,..., Apre} (PRF) counter
blg list of ® elements list of G; elements RSU blacklist
Xblg N N RSU blacklist parameter
bl list of PKq; elements list of G; elements TSP blacklist

Table 3.3.: Notation that occurs in the ideal functionality ¥, and in the real protocol IT, .~

For better clarity of the following task descriptions, an overview of the variables used can be found in
Table 3.2 and Table 3.3. The full ideal functionality ¥, is presented in Fig. 3.3, Fig. 3.4, and Fig. 3.5

and we will now explain each task in turn.

15 Note that we are intentionally avoiding the word “phase’—which is commonly used in other composite functionalities—as
it suggests a predefined order/number of executions.
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3.3.2.1. System Setup Tasks

To set up the system two things are required: All parties—the DR, TSP, RSUs and users—have to register
public keys with the bulletin board Gy, to be able to participate in the toll collection system. As all of
these registration tasks are similar, we will not describe them separately. In the special case of RSUs a
certification conducted with the TSP also needs to take place.

Registrations. The tasks of DR, RSU and User Registration (cp. Fig. 3.3) are straightforward and
analogous. They do not take any input apart from “REGISTER”, but in the case of the user we assume
the physical identity of the party has been verified out-of-band before this task is conducted. In each
case a check is performed first whether the task has been run before for this party. If this does not lead
to an abort, the adversary is asked to provide a public key pk for the respective party which is then
registered with the bulletin board Gy, and output to the newly registered party.

The registration of the TSP is slightly different (cp. Fig. 3.3). In addition to “REGISTER” it takes an
attribute vector agq as input, which—after a check if this task has been run before—is sent to the
adversary together with pids when the public key pky is obtained. In addition, all data structures of
Fparc are initialized as empty sets and empty (partial) mappings respectively. Again, the public key
pky is output to the TSP.

RSV Certification. RSU certification (cp. Fig. 3.3) is a two-party task between the TSP and an RSU
in which the RSU is assigned an attribute vector ag.' The content of attribute vectors is in no way
restricted by 7,1 and can be used to implement different scenarios like location-based toll collection
or entry/exit toll collection, but could also be maliciously used to void unlinkability. The attributes ag
are input by the TSP, while the RSU only inputs its desire to be certified. %, checks if there have
already been attributes assigned to the RSU previously (in which case it aborts) and otherwise appends
fag(pidg) = ag to the partial mapping f, which internally stores all RSU attributes already assigned.
The identity pidg and attributes ag are sent to the adversary before the attributes are output to the
RSU.

3.3.2.2. Basic Tasks

Now we describe the basic tasks you would expect from any toll collection scheme. These tasks are
Wallet Issuing, Debt Accumulation, and Debt Clearance. As mentioned before, those are the only tasks in
which transaction entries are created.

Wallet Issuing. Wallet Issuing (cp. Fig. 3.4) is a two-party task between a user and the TSP in which a
new and empty wallet is created for the user. The TSP inputs an attribute vector aq; and a blacklist
bl7 of user public keys that are not allowed to obtain any new wallets. First, 1~ randomly picks a
(previously unused) serial number s for the new transaction entry trdb. If the user is corrupted, the
adversary may at this point choose another corrupted user’s identity pid,, that is to be used for this
wallet. Multiple corrupted users are allowed to have wallets issued for one another but are not able to
request a new wallet for an honest user. The corresponding public key for the user ID pid,, is obtained

16 Although only attributes are set in this task, we will later see in the task of Debt Accumulation that these also serve as
a kind of certificate, as RSUs are only able to successfully participate in Debt Accumulation if they have been assigned
attributes by the TSP.
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P4TC”

Functionality 7, (Part 1)

Functionality State:
« Set TRDB = {trdb} of transactions

trdb = (P, s, , x, A, pidq,, pidg, p, b)
ESXSXPXNyX LXPIDqy
XPIDg X Zq X Zg

« A (partial) mapping fp giving the fraud detec-
tion ID ¢ corresponding to given wallet ID A and
counter x:

f@:LXNo—)(D,(A,X)l—)gb

+ A (partial) mapping f,, assigning user attributes
to a given wallet ID A:

fa, L Ay A ay

A (partial) mapping fz, assigning RSU attributes
to a given RSU PID pid:

fy{R :PIDg — ﬂﬂ,pidﬂ — ag

A (partial) mapping fi1 assigning a user PID pid,,
and a proof of guilt x to a validity bit:

fit : PID ¢ x 1 — {OK, NOK}

DR Registration:
« Input DR: (REGISTER)
« Behavior:
(1) If this task has been run before, then output L
and abort.
(2) Send (REGISTERINGDR, pid|yp) to the adversary
and obtain the key (pkpg).
(3) Call Gy, with input (REGISTER, pkpg).
+ Output DR: (pkpg)

TSP Registration:
« Input TSP: (REGISTER, as)

« Behavior:
(1) If this task has been run before, then output L
and abort.
(2) TRDB =0
(3) Send (REGISTERINGTSP, pid, as) to the adver-
sary and obtain the key (pks).
(4) Call Gy, with input (REGISTER, pky-).
« Output TSP: (pks)

RSU Registration:
« Input RSU: (REGISTER)
« Behavior:

(1) If this task has been run before for that RSU,
then output L and abort.

(2) Send (REGISTERINGRSU, pidg) to the adver-
sary and obtain the key (vkg).*

(3) Call Gy, with input (REGISTER, vkg).

« Output RSU: (vkg)

User Registration:
« Input User: (REGISTER)
« Behavior:

(1) If this task has been run before for that user,
then output L and abort.

(2) Send (REGISTERINGU, pidg,) to the adversary
and obtain the key (pkq,).*

(3) Call Gy, with input (REGISTER, pky,).

+ Output User: (pkq,)

RSU Certification:

« Input RSU: (CERTIFY)

« Input TSP: (CERTIFY, aR)
« Behavior:

(1) If fa,(pidg) is already defined, then output
1 to both parties and abort; else append
fag(pidg) = ag to fag.

(2) Send (CERTIFYINGRSU, pidg,ag) to the adver-
sary.

« Output RSU: (ag)
« Output TSP: (OK)

¢ Giving the adversary the power to control the key generation serves two purposes: (1) It gives a stronger security guarantee, i.e.,
security for honest parties is retained, even if its keys are maliciously generated (due to bad random number generator). (2) It gives
the simulator the lever to simulate faithfully.

Figure 3.3.: The ideal functionality ¥, (System Setup Tasks)

from the bulletin board Gy, and checked against the TSP’s blacklist bls. If this does not lead to an
abort, a new wallet ID A and fraud detection ID ¢ are uniquely and randomly picked, unless the user is
corrupted in which case the adversary chooses ¢. This may infringe upon the unlinkability of the user’s
transactions and we do not give any privacy guarantees for corrupted users. Finally, a transaction
entry

trdb = (L,s, 9,0, A, pidq, pids, 0,0)
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Functionality 7, (Part 2)

Wallet Issuing;:
« Input User: (ISSUE)
« Input TSP: (IssUE, aq, bly)
« Behavior:
(1) Pick serial number s & S that has not previ-
ously been used.
(2) If pidyy € PIDcorrupt, then leak (s,aq) to
the adversary, and ask if another PID pid,, €
PID corrupt should be used instead.”
(3) Receive pkq, from the bulletin-board Gy, for
PID pidy,.*
(4) If pkq, € blg, then output BLACKLISTED to both
parties and abort.

(5) Pick wallet ID A & L that has not previously
been used.

(6) If pidy, ¢ PID corpupt, then pick ¢ < @ that has
not previously been used, otherwise ask the ad-
versary for a fraud detection ID ¢ that has not
previously been used.” Append fy(4,0) = ¢ to
Jo

(7) Append trdb == (L,s, ¢,0, A, pidq, pids, 0,0) to
TRDB

(8) Append f, (1) = ag to f,.

« Output User: (s,aq)
« Output TSP: (s)

Debt Accumulation:
« Input User: (PayToLr, sP*)
« Input RSU: (PayTorL, blg)
« Behavior:

(1) Pick serial number s & S that has not previ-
ously been used.
If pidq; € PID corrupt, then ask the adversary,
if another PID pidy, € PID corrupt should be
used instead.?
Select (., sprev, ¢prev, xprev’ Aprev’pid(u, pid};{rev, .
bP*®V) € TRDB (with sP™, pidy, being the
unique key)*.
Set A == AP™ and x = xP™V + 1.
If f3(A, x) is already defined, then set ¢ =

fo(A x). Else, if pidy; ¢ PID comupt pick ¢
® that has not previously been used, otherwise
ask the adversary for a fraud detection ID ¢

(2)

L1f this does not exist, then output L and abort.
share their credentials.

cannot) provide such a guarantee.

(cp. text body).

that has not previously been used. Append
fo(4,x) = ¢ to fo.

(6) If ¢ € blg, then output BLACKLISTED to both
parties and abort.

(7) Set aqy = fa, (1), ar = fay(pidg), and
aly " = fag (pidy ).t
(8) Calculate price p = Opricing (a s aR,aI;;eV). If
pidg € PID corrupt, then leak (aqy, ag, aI;zreV) to
the adversary and obtain a price p.
9) b=0bP"+p.
(10) Append (sP™,s, ¢, x, A, pidg,, pidg, p,b) to
TRDB.
« Output User: (s,ag, p, b)
« Output RSU: (s, @, aqy, al;;ev
Debt Clearance:
« Input User: (CLEARDEBT, sP™")
« Input TSP: (CLEARDEBT)
« Behavior:

(1) Pick serial number s &S that has not previ-
ously been used.

(2) If pidq; € PIDcorrupt, then ask the adversary,
if another PID pidq; € PID corrup: should be
used instead.”

(3) Receive pkq, from the bulletin-board Gy, for
PID pid,.*

(4) Select (', sprev, ¢prev’ xprev’ /lprev’ pidw,pid};;ev, .
bP*®") € TRDB (with sV, pidy, being the
unique key).*

(5) Set A = AP™¥ and x = xP™V + 1.

(6) If fp(A,x) is already defined, then set ¢ =

fo(A,x). Else, if pidy; ¢ PTDcorrupt pick ¢
® that has not previously been used, otherwise
ask the adversary for a fraud detection ID ¢
that has not previously been used. Append
Jfo(A, x) = ¢ to fo.
(7) If pidy € PIDcorrupt, then set a};erev =
faz (pid‘,;;ev)ﬂ and leak al,;;ev to the adversary.
(8) bbill = pprev.
(9) Append (sP*V, s, ¢, x, A, pidq,, pide, —pbill 0) to
TRDB.
« Output User: (b1
« Output TSP: (pkg,, ¢, bP1)

If a group of corrupted users collude, a correct mapping to a specific users cannot be guaranteed, because corrupted users might
Picking the upcoming fraud detection ID randomly asserts untrackability for honest users. For corrupted user, we do not (and

¢ The ideal model only guarantees privacy for honest users. For corrupted users the fraud detection ID might be chosen adversarially

Figure 3.4.: The ideal functionality ¥, (Basic Tasks)
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corresponding to the new and empty wallet is stored in TRDB and the wallet’s attributes fz,, (1) = aq
are appended to the partial mapping f#,,. Both parties get the serial number s as output; the user also
receives the attribute vector a¢; to check this has been assigned correctly and more importantly does
not contain any identifying information.

Debt Accumulation. This two-party task (cp. Fig. 3.4) is conducted whenever a registered user passes
an RSU and it serves the main purpose of adding toll to a previous wallet state of the user. In this
task, the user only inputs a serial number sP*®, indicating which past wallet state shall be used for this
transaction. The participating RSU in turn inputs a blacklist bl of fraud detection IDs. First, F,7.
randomly picks a (previously unused) serial number s for the new transaction entry trdb. If the user is
corrupted, the adversary may at this point choose another corrupted user’s identity pid,, that is to
be used for this transaction. %5 looks up if a wallet state trdb”*" in TRDB corresponds to the user
input sP**¥ and belongs to the users pid,,. This guarantees that each user can only accumulate debt on
a wallet that was legitimately issued to them. Multiple corrupted users may choose to swap wallets
between them but are not able to use an honest user’s wallet. The ideal functionality uses part of the
information from the previous wallet state

rdbPrey = (_, sprev’ ¢prev, xprev’ A, pidw, pidl;erev’ . bpreV)

to determine the content of the new transaction entry trdb. The user ID pid,, and wallet ID A stay
the same, pidy is set to the identity of the participating RSU, and the counter xP™V is increased by
one to obtain x. ;1 checks if there is already a fraud detection ID ¢ = f3(A, x) assigned to the pair
(A, x) (either because the user committed double-spending or because it has been precalculated for
blacklisting purposes). If not and the user is honest, it picks a new ¢ uniquely at random. If the user
is corrupted, the fraud detection ID is not randomly drawn but picked by the adversary. This may
infringe upon the unlinkability of the user’s transactions, but, as mentioned before, we do not give
any privacy guarantees for corrupted users. The fraud detection ID ¢ is checked against blg.!” The
attributes aq, ag and a%rev are again looked up internally and sent to the adversary who chooses the
price p of this transaction. Having the price determined in this way makes it clear that %, does not
give any guarantees on the “right” amount of debt being added at this point. Instead, it gives the user
enough information about the transaction to appeal out-of-band afterwards if the wrong amount of
debt is added. We assume this detectability will keep RSUs in the real world from adding too much debt.
Finally, the new balance b is calculated from the price and old balance. This leads to the new entry

trdb = (P, s, ¢, x = xP*V + 1, A, pidq,, pidg, p, b = 0PV + p).

being stored in TRDB. Note that all information leading to the new wallet state came from data internally
stored in ¥, itself, not from an input by the user or RSU, and can therefore not be compromised.
The serial number, RSU attributes, price and balance are output to the user so that they can check that
they paid the correct toll price. The RSU gets the serial number as well but also the fraud detection ID
(to enable double-spending detection) and the attributes of the user and previous RSU.

Debt Clearance. As Debt Clearance (cp. Fig. 3.4) is very similar to the task of Debt Accumulation,
we will refrain from describing it again in full detail but rather just highlight the differences to Debt
Accumulation. The first difference is that it is conducted with the TSP rather than an RSU and no

17 Note, that the probability to blacklist a freshly drawn fraud detection ID is negligible. Only if fp(J, x) has already been
defined by a past task, this yields a chance to successfully blacklist a user.
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blacklist is taken as input as we do not want to prevent anyone from paying their debt. Although this
task results in a transaction entry trdb as well, no new serial number s is picked. This emphasizes that
the new wallet state is final and can not be updated again by using its serial number as input for another
transaction. Instead of obtaining a price from the adversary, the attributes al%f " of the previous RSU
pid};;ev are leaked to the adversary in case the TSP is corrupted. The (negative) price for the transaction
entry is set to the billing amount "
wallet. As new transaction entry

which in turn is taken to be the previous balance bP™" of the

trdb = (s, 1, §, x, A, pidy,, pid, —b"1L 0)

is added to TRDB and the billing amount 5" output to both parties. Furthermore, the TSP gets the
user’s ID pidq,, as we assume Debt Clearance to be identifying, as well as the fraud detection ID ¢ to
enable double-spending detection.

3.3.2.3. Feature Tasks

To obtain a more secure toll collection system we also provide the feature tasks Prove Participation,
Double-Spending Detection, Guilt Verification, and Blacklisting & Recalculation. All of those tasks deal
with different aspects arising from fraudulent user behavior.

Prove Participation. This is a two-party task involving a user and the SA (cp. Fig. 3.5) and assumed to
be conducted with every user that has been physically caught by one of the SA’s cameras. It allows an
honest user to prove their successful participation in a transaction with the RSU where the photo was
taken, while a fraudulent user will not be able to do so. The SA inputs the public key pkg, of the user
who is asked to prove their participation and a set S%p of serial numbers in question. The user has no
explicit input but simply expresses their consent by running the protocol.

First note, there is no guarantee that the user who participates in the protocol (with PID pid,) is the
user the SA wants to prove their participation (with user key pkq, and pid;,). Nonetheless, the ideal
functionality checks if TRDB contains a transaction for the requested PID pid7, and a serial number s
in S%p . Hence, the ideal functionality ensures that either the SA receives the correct answer—even for
corrupted users—or aborts.

Some remarks are in order to the abort condition—which is only a technical concession to what can
be practically realized. If pidy, = pidg, holds (i.e., the SA communicates with the expected user),
everything is fine. If pid;, # pid,, holds (i.e., the SA communicates with the wrong user) and at least
one of the users is honest, the ideal functionality aborts. This models the fact that a malicious user
must neither be able to embody an honest user nor an honest user embodies a malicious user. But if
pidg, # pidg, holds (i.e., the SA communicates with the wrong user) and both users are corrupted, the
ideal functionality proceeds normally, but guarantees to return the correct result for the user in question
(i.e., with pid7,). This models the limitation that two corrupted users can share their credentials. A
corrupted user (with pid7,) can pass their transaction information to another corrupted user (with pid,,)
who then proves participation to the SA. However, the latter user can still only prove the participation
of the original user and not misuse the information to falsely prove participation for themselves.

If the user is corrupted, the set of serial numbers in question is sent to the adversary. Note further
that this task also deanonymizes the one transaction proven by the user and leaks the respective serial
number. Although the SA only obtains a single bit of information, whether the user’s serial number is
a member of the set S%p or not, this single bit of information is sufficient to restore the complete serial
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Functionality ¥, (Part 3)

Prove Participation: « Output P: (ouT)
« Input User: (PROVEPARTICIPATION)
+ Input SA: (PROVEPARTICIPATION, pkq/, S)
« Behavior:
(1) Obtain pidy, for pkq, from Gyp.*
(2) If (pld/(u ¢ PJDcorrupt N Pldw ¢ ¢)-[Dcorrupt) A
pidy, # pidg,, then abort.

Blacklisting & Recalculation:
« Input DR: (BLACKLISTUSER, pk%R)
« Input TSP: (BLACKLISTUSER, pk;r()
« Behavior:
(1) 1f pk(DuR * ka, then abort.
(3) If pidy, € PID orrupt, then leak S%p to the ad- (2) Rlifreive pidq, from the bulletin-board Gy, for
versary. PXq—
(4) If 3 (s, pidy,-~-) € TRDB such that (3) Distinguish 3 cases:

se Sl%p’ (@) Case pidg ¢ PID corrupt:
then oUTq/ = oUTss = OK Set Ly = {4 | (-5 A,Pld«u, ) €
else ouTq; = 0UTsy = NOK. TRDB}. . )
. Output User: (0uTq/) (b) Case pidy € PIDcorrupr N pidy ¢
. Output SA: (OUTSA) PJ.Z)Conrupt:
) ) Obtain a set of serial numbers S;yo; from
Double-Spending Detection: the adversary and set Ly = {1 |
« Input TSP: (ScANFORFRAUD, ¢) (L5, A pidg,~~-) € TRDBwiths €
+ Behavior: Sroot}-
(1) Pick trdb # trdb'. in TRDB such / that () Case pidy € PIDeoupt N pidy €
trdb = (@, pidg,--,-) and trdb’ = PID corrupt:
Cons @y pidgy )t Let the adversary decide on the output for
(2) Ask the adversary for a proof = € II corre- DR and TSP and stop.
sponding to pid,, and append (pid,,, ) — OK (4) TRDB,y = f{trdb € TRDB | trdb =
to fn: . Covandinsp) st A€ Ly}
3) Rfe;elzfe pkq, from the bulletin-board Gy, for (5) Pl = 3 rdve TROB -
piaq - (6) Foreach A € Ly
+ Output TSP: (pkq;, 7) (a) x3 =max{x | fo(A x) is already defined}.
Guilt Verification: (b) Forx € {xa+1,...,%g}:
» Input some party P: (VERIFYGUILT, pkg, 7) (i) If pidg; & PIDcorrupt, then pick ¢ &
+ Behavior: that has not previously been used,
(1) Receive pidy, from the bulletin-board Gy, for otherwise leak (4,x) to the adversary
key pkq,.* and obtain fraud detection ID ¢ that has
(2) If fu(pidq, m) is defined, then set our = not previously been used.
Jn(pidg,, ) and output (ouT). (if) Append (4, x) — ¢ to fp.

(3) If pidg; € PIDcorrupt, then leak (pidy,, ) to (7) O = {fo(Lx) | A € L11,0 < x < xpi}.
the adversary and obtain result ouT, else set | . Output DR: (OK)
ouT = NOK. . Output TSP (bbill, Dqy)

(4) Append (pidq, ) — oUT to fir.

LIf this does not exist, then output L and abort.
4 pidg, is the implicit PID of the user participating in the protocol. pidq, is not necessarily equal to pidﬁu which denotes the user that
is expected by the SA.

Figure 3.5.: The ideal functionality 7, (Feature Tasks)

number by means of a bi-sectional search. The SA could repeatedly run the task and summon the user
to prove its participation for a descending sequence of bi-sected sets until the last set only contains
a single serial number. Nonetheless, this does not effect the anonymity or unlinkability of any other
transactions.
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Double-Spending Detection and Guilt Verification. Due to our requirement to allow offline RSUs, users
are able to fraudulently collect debt on outdated states of their wallets. This double-spending can not be
prevented but must be detected afterwards. To ensure this, ¥, provides the tasks Double-Spending
Detection (cp. Fig. 3.5) and Guilt Verification (cp. Fig. 3.5).

Double-Spending Detection is a one-party task performed by the TSP. It takes a fraud detection ID ¢ as
input and checks the transaction database TRDB for two distinct entries containing this same fraud
detection ID. In case such entries are present, the adversary is asked for a proof  to be issued for this
instance of double-spending. The user ID and proof (pid,,, ) are appended to f and marked as valid.
Additionally, both are output to the TSP.

Guilt Verification is a one-party task as well but can be performed by any party. It takes a user ID pid,,
and a double-spending proof 7 as input. First, it checks if this particular pair (pid,,, 7) has already
been defined and outputs whatever has been output before. This is necessary to ensure consistency
across different invocations. If (pidq,, 7) has neither been issued nor queried before and the affected
user is corrupted, the adversary is allowed to decide if this proof should be accepted. This implies that
we do not protect corrupted users from false accusations of guilt. If the user is honest and (pidg, )
has neither been issued nor queried before, then the proof is marked as invalid. This protects honest
users from being accused by made-up proofs which have not been issued by the ideal functionality
itself. Finally, the result is recorded for the future and output to the party. This possibility of public
verification is vital to prevent the TSP from wrongly accusing any user of double-spending and should
for instance be utilized by the DR before it agrees to blacklist and therefore deanonymize a user on the
basis of double-spending.

Blacklisting & Recalculation. Blacklisting & Recalculation (cp. Fig. 3.5) is a two-party task between
the DR and TSP and serves two purposes: First, the debt b"!! owed by the user that is to be blacklisted
is calculated. Second, fraud detection IDs for all of the user’s wallets are determined and handed to the
TSP so it may add them to the RSU blacklist blg. Note that the generation of the blacklist bls of user
public keys is handled internally by the TSP and not in the scope of this task or ¥, .

Both parties—the TSP and the DR—input the public key (pk(DuR and pk” , resp.) of the user that is going
to be blacklisted. We assume both parties to agree on the same key out-of-band before the protocol
starts. We first describe the “normal” case (step (3a)) for an honest TSP. (Note that the DR is assumed to
be always honest.) To calculate the user’s outstanding debt, all transaction entries in TRDB containing
pidq, are taken and their respective prices p summed up to obtain Pl Note that although this sum
may contain the prices of transactions and wallets that have already been cleared, this does not falsify
the value of b as every successful execution of Debt Clearance creates an entry with the amount that
was cleared as negative price. For the actual blacklisting, the set of all wallet IDs belonging to pid,, is
looked up and the remainder of the task is conducted for every wallet A separately. ¥, checks how
many values of fp(4, -) are already defined and extends them to the first x,,, fraud detection IDs, where
Xpl, 1S @ parameter we assume to be greater than the number of transactions a user would be involved
in within one billing period. To that end, yet undefined fraud detection IDs f3(A, x) with x < xy,, are
uniquely and randomly drawn or—in case of a corrupted user—obtained from the adversary. Finally, all
fraud detection IDs ¢ = f3(4, x) for x < xp1, and all wallets A of the user are output to the TSP together
with the outstanding debt b

It remains to describe the remaining two cases. If the TSP is corrupted but the user in question honest
(step (3b)), the TSP is free to drop some of the user’s wallets and only partially blacklist the user. This
“attack”—a demented TSP—cannot be ruled out. In order to correctly map this in the ideal model,
the adversary is asked to provide a set of associated serial numbers and only the wallets from the
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intersection are used for blacklisting. This ensures that a malicious TSP can only blacklist less wallets
but not more wallets or even wallets of another user. If the TSP and the user in question are both
corrupted (step (3c)), no guarantees are given. Please note that a corrupted TSP could even come
up with an “imaginary” corrupted user (which only exists in the head of the TSP) and ask the DR to
blacklist this user. Essentially, this is nothing else than a cumbersome way to evaluate the PRF at inputs
chosen by the TSP. However, the TSP can do this by itself anyway. We stress that this does not affect
the security or privacy of honest parties in the system.

3.3.3. Propertiesof 7,

In this section we discuss why the previously defined ideal functionality %, captures an ideal model
of a secure and privacy-preserving ETC scheme. Especially, we illustrate how the high-level objectives
of a toll collection scheme (cp. Section 3.2.4) are reflected in #,,. The properties (P1) to (P8) are
consolidated under the term Operator security, while properties (P9) to (P11) are summed up under User
Security and Privacy.

Operator Security. At the bottom line, operator security, especially correctness of billing, follows
from the fact that %, represents an incorruptible accountant which manages all wallets and their
associated transactions in a single, pervasive database. In Debt Accumulation and Debt Clearance a
(possibly malicious) user only inputs a serial number to indicate which previous wallet state should be
used. All relevant information is then looked up by %, internally.

(P1) Owner-binding: Given the serial number of a previous wallet state, #,,1.~ checks that the associated
wallet belongs to the calling user and thus that is has legitimately been issued to that user. If
the user is malicious, the adversary is allowed to indicate another corrupted user instead. Only
corrupted users are able to swap wallets, they cannot use wallets of honest users. Please note
that this does not change the total amount due to the operator. It only changes the party liable,
which is unavoidable if corrupted users collude and mutually share their credentials.

(P2) Attribute-binding: As the attributes aq; and al;;ev attached to the user’s wallet are internally
managed by %1, the user is unable to claim their wallet contains any other information than it
actually does.

(P3) Balance-binding: By the same argument as in (P2) a user is unable to claim an incorrect balance
b"l in Debt Clearance. For each transaction, given the previous serial number, Fparc looks up the
previous balance bP™Y, calculates the price p and creates a new entry in the transaction database

with balance b = bP*®V + p. The user only learns the price and the new balance, but cannot tamper

with it. Assuming that no double-spending occurred, the set of transactions for a particular wallet

forms a linked, linear list and hence b*!! equals the sum of all prices.

(P4) Double-spending Detection: The same fraud detection ID ¢ occurs in multiple transaction entries
if and only if double-spending was committed. In this case the task Double-Spending Detection
provides the TSP with the identity pid,, of the respective user and a publicly verifiable proof 7
that this user has committed double-spending. Again, a fraudulent user cannot elude detection
as ¥, internally asserts that all transactions which have the same predecessor share the same
fraud detection ID ¢.
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(P5) Participation Enforcement: This is handled outside the scope of #,,1. As discussed in Section 3.2
we assume users to be physically identified by cameras if they do not properly participate in

Debt Accumulation.

(P6) Blacklisting: Given a user ID pid,,, the task Blacklisting & Recalculation provides the TSP with
a set of past and upcoming fraud detection IDs ¢ of all wallets of this user. In order to lock
down the upcoming fraud detection IDs ¥, pre-fills the mapping fp with fresh, uniform and
independent fraud detection IDs ¢;. In Debt Accumulation %, uses these already determined
fraud detection IDs from fp for the new wallet state. Then, Foatc checks whether the fraud
detection ID of the new wallet state is contained in the blacklist provided by the RSU. Hence,
the user is successfully blacklisted, if the RSU inputs the “correct” blacklist, i.e., a list containing
fraud detection IDs from the TSP.

(P7) Debt Recalculation: Within the Blacklisting & Recalculation task, ¥, sums up all prices of all
past transactions of all wallets of the user in question and outputs the resulting amount b"! to
the TSP. As each instance of Debt Clearance results in a transaction entry trdb with p = —b"!! as
the price, correctly cleared and paid wallets cancel out in this sum and the result accurately gives
the amount of debt still owed by the user. Again, the user is not able to tamper with the resulting

balance as the database of all transaction entries is internally controlled by %,

(P8) Renegade Expulsion: This is handled outside the scope of ;- by encoding a limited time of
validity into the RSU’s attributes (cp. Section 3.2.3).

User Security and Privacy. The information leakage needed to assess the level of user privacy is
directly determined by the in- and output of ;.. We stress that we only care about privacy for
honest, well-behaving, non-blacklisted '® users. Hence, the grayed out steps in Fig. 3.2 can be ignored.

(P9) Unlinkability: First note that the serial number of the previous transaction sP** is a private input
of the user and never output to any party. After Debt Accumulation the RSU only learns the serial
number s and fraud detection ID ¢ of the current transaction which are both freshly, uniformly
and independently drawn by #,,. Wallet Issue only outputs s and Debt Clearance additionally
outputs the final balance b*!. Hence, it is information-theoretically impossible to track an honest
and well-behaving user across any pair of transactions using any of these numbers. The only
“real” information leakage in Debt Accumulation is determined by the user’s and the previous
RSU’s attributes aq; and a%,);ev which need to be assessed separately (see below).

(P10) Participation Provability: As discussed in Section 3.2 we assume the user to be physically identi-
fied (out-of-scope) if they do not properly participate in Debt Accumulation. In Prove Participation
the SA inputs a user public key and a set S%p of serial numbers in question. ¥, checks whether
the user participated in any of these transactions. If so, ;1 simply outputs OK to the SA who
does not learn anything about any of the user’s transactions beyond that.

(P11) Protection Against False Accusation: Given a user ID and a bit string the task Guilt Verification
checks if the bit string has been recorded as a legitimate proof-of-guilt for this user. A proof-
of-guilt can only be registered via successful invocation of Double-Spending Detection. Hence,
soundness of the proof and thus protection against false accusation is guaranteed by the internal
bookkeeping of Fp, 7

18 Note that the TSP cannot blacklist users alone and the incorruptible DR only cooperates if the user agreed or misbehaved.
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Fparc Provides unlinkability of transactions ((P9)) up to information gained from user attributes, RSU
attributes, and the total debt. As discussed in Section 3.2 we assume the attributes to be sufficiently
indistinct to not enable any tracking. This is not ensured within the scope of ¥, —apart from outputs
to users, which enable them to check attributes. Their real world impact on the privacy level crucially
depends on the concrete deployment of the system. Please note that this constitutes a line of research
on its own.

A Protocol to Realize ¥

3.4. II PATC

P4TC*

In this section, we basically follow the same approach as in Section 3.3: we start by explaining the main
ideas, continue by explaining the protocol II,, at a high level in Section 3.4.1, then describe each
task in more detail in Section 3.4.2, before finally presenting the complete protocol in Section 3.4.3.
Afterwards we describe how our building blocks can be instantiated in Section 3.4.4. Lastly, we briefly
state the security theorem in Section 3.4.5.

We start with some remarks on the algebraic setting, the used cryptographic building blocks, the
modeling of channels, and the used setup assumptions. For formal definitions we refer to Chapter 2.

Algebraic Setting: Our system instantiation is based on an asymmetric bilinear group setting (G1, Gz, Gr,
e,q, g1, g2). Here, Gy, G,, Gt are cyclic groups of prime order q (where no efficiently computable
homomorphisms between G; and G, are known); g, g» are generators of Gy, G, respectively, and
e: G1 X Gy — Gr is a (non-degenerated) bilinear map. We rely on the co-CDH assumption as
well as on the security of the building blocks in this setting.

Cryptographic Building Blocks: Our construction makes use of non-interactive zero-knowledge (NIZK)
proofs, equivocal and extractable homomorphic commitments, digital signatures, public-key
encryption, and pseudo-random functions (PRFs). The latter building blocks need to be efficiently
and securely combinable with the chosen NIZK proof (which is Groth-Sahai [GS08] in our case).

Secure (Authenticated) Channels: All messages are encrypted using CCA-secure encryption. To this
end a new session key is chosen by the user and encrypted under the public key of the RSU/TSP
for each interaction. We omit these encryptions in the following. Apart from Debt Accumulation,
we furthermore assume all channels to be authenticated.

Setup Assumptions: As commonly found in the UC setting, we also draw from setup assumptions. For
our protocol IT,, ., we assume a common reference string (CRS) functionality ¥ (see Fig. 2.2),
and a globally available bulletin board functionality Gy, (see Fig. 2.4).

A CRS is a short piece of information that is shared between all parties. The trust assumptions
are that the CRS has been generated honestly and that all parties possess the same CRS.

A bulletin board can be depicted as a key registration service which associates (physical) party
identifiers (PIDs) with (cryptographic) public keys. The assumptions about Gy, are that upon
registration the operator of the bulletin board checks the identity of the registering party in a
trustworthy way and that every party can retrieve information from Gy, trustworthily. As the
PID establishes an entity’s physical identity it cannot be captured by cryptographic means. In
our scenario the PID of users could be a passport number or SSN. For RSUs the geo-location
could be used as a PID.
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Main Ildea. The basic technique underlying P4TC is a commit-sign-rerandomize-prove approach: a
wallet is essentially a commitment com to the balance b (and some important auxiliary information)
which is initially certified, i.e., signed, by the TSP during Wallet Issuing. To update b during Debt
Accumulation, com cannot be sent over to the RSU as is since this would allow to link transactions.
Instead it has to be re-randomized, i.e., the user generates a fresh commitment com’ on b to send it
over for updating. However, com’ is not certified (directly) but only the original commitment com.
Here, a NIZK proof comes into play to show that com’ is certified indirectly, i.e., that com’ is just a new
commitment to the same balance b as contained in com for which the user knows a signature. If the
RSU is convinced that this proof is correct, the RSU updates com’ by the price p the user has to pay
using the homomorphic property of the commitment and signs com’. In this way the user obtains a
new certified wallet state. Debt Clearance essentially works the same as Debt Accumulation except
that the user reveals b to the TSP.

To incorporate blacklisting and recalculation as well as double-spending detection capabilities, com has
to be augmented by additional information. For Blacklisting & Recalculation, the user must additionally
commit to a PRF key A and counter x as well as deposit A with the DR during Wallet Issuing and prove
that this has been done correctly. In the x-th transaction, the value PRF(A, x) now serves as the wallet’s
fraud detection ID ¢ which is revealed to the RSU/TSP. In the same transaction, the new wallet state
com’ for the upcoming transaction x + 1 is generated in which b is increased by p and the old counter
value x by one. This is done in a similar manner as for the simpler case before. The NIZK proof now
additionally enforces that the correct PRF key and counter value is used. Computing the fraud detection
ID using a PRF has the advantage that the different (previous and future) states of a wallet are traceable
given A but untraceable if A is unknown.

To encourage the user to only use the most recent wallet state by means of double-spending detection,
each wallet state is bound to a random straight line encoding the user’s secret key as slope: t = skq uz+u;.
To this end, the user chooses some random u; for the wallet state and the parameters determining
the straight line, i.e., skq, and u;, are added to the commitment com in Wallet Issuing (resp. com’ in
Debt Accumulation). Now in each transaction using this wallet state, the user is enforced (by means
of the NIZK) to reveal a point (u,, t) for random u, on this straight line. Clearly, if only one such
point is revealed, this leaks nothing about the slope. However, if two (different) points are revealed,
so the wallet state is used twice, then the slope skq, can be determined. This allows to compute pkq,
identifying the cheating user. Note that transactions involving the same wallet state can be recognized
by exhibiting the same fraud detection ID ¢ (see before).

Structure of Wallets. A user’s wallet essentially consists of two signed commitments (comqs, comg),
where comq represents the fixed part and comg the updatable part. Accordingly, the fixed part is signed
along with the user’s attributes aq; by the TSP using sk; during Wallet Issuing. Every time comg is
updated, it is signed along with the serial number s of the transaction by the RSU using skg. The fixed
part comg- = Com(4, skq,) is a commitment on the PRF key A (used as wallet ID) and the user’s secret
key skq,. The updatable part comg = Com(A, b, uy, x) also contains A (to link both parts), the current
balance b (debt), some user-chosen randomness u; to generate double-spending tags for the current
wallet state, and a counter value x being the input to the PRF.

3.4.1. Introductionto I, ATC

We now explain the main ideas behind each task. Note that this section simplifies some notation for
readability.

60



3.4. 11 : A Protocol to Realize 7

P4TC” P4TC

System Setup. In the setup phase, a TTP generates the bilinear group and a public common reference
string crs.!” The latter contains parameters for the NIZK and commitment scheme(s) we use. Formally,
we assume that generation and distribution of the CRS is handled by % .

DR/TSP/RSU Key Generation. The DR generates a keypair (pkpg, skpg) for an IND-CCA2-secure
public key encryption scheme, where pkp, is used to deposit a user-specific trapdoor (PRF-key) which
allows to link the user’s transactions in case of disputes. An individual signature keypair (vkg, skg) is
generated for each RSU to sign the updatable part (see below) of a user’s wallet. Moreover, the TSP
generates keypairs (vk;, sk;), (kaf-rt, sk?ﬁrt) and (vk%, skfw) for an EUF-CMA-secure signature scheme.
The key sk; is used to sign fixed user-specific information (see below) when a new wallet is issued.
Using skf- the TSP plays the role of the initial RSU signing the updatable part of a new wallet.

RSU Certification. An RSU engages with the TSP in this task to get its certificate certg. It contains
the RSU’s public verification key vkg, its attributes ag (that are assigned in this task by the TSP), and a
signature on both, generated by the TSP using sk

User Registration. To participate in the system, a user needs to generate a keypair (pkq, = gikw,

skq) € Gy X Zq. We assume that the TSP out-of-band binds pkg, to a verified physical user ID, in order
to hold the user liable in case of a misuse. The keypair (pkq,, skq,) is used to bind a wallet to a user.

Wallet Issuing. This task is executed between user and TSP to create a new wallet with a fresh wallet
ID A and balance 0. Additionally, the PRF key A is deposited under the DR’s public encryption key.

To generate the wallet, the user encodes A together with their other secrets into the wallet. The PRF key
A needs to be chosen jointly and remain secret to the TSP. If only the user chose the key, an adversary
could tamper with Blacklisting & Recalculation, as well as with Double-Spending Detection (e.g., by
choosing the same key for two different users). If only the TSP chose it, a user’s transactions would
be linkable. To this end, the user and the TSP engage in the first two messages of a Blum coin toss.
After the second message A := A’ + 1" is fixed and the user knows their own share 1’ as well as the
TSP’s share A”. Then the user computes the commitments comg = Com(A, skq,) and comg = Com(4,
b=0,u;,x=0).

Additionally, the user prepares the deposit of A. This is a bit tricky, as the user needs to prove that
the ciphertext they give to the TSP is actually an encryption of A under pkpy. For practical reasons,
we use Groth-Sahai NIZKs [GS08] and the Dodis-Yampolskiy PRF [DY04]. Ideally, one would want
an encryption scheme that is compatible with Groth-Sahai and whose message space equals the key
space of the PREF, i.e., Z;. Unfortunately, we are not aware of any such scheme. Instead, we use a
CCA-secure structure-preserving encryption scheme for vectors of Gi-elements [Cam+11] and the
following workaround: The user splits up its share A’ into small chunks 4] < B (e.g., 8 = 2*) such

that recovering the discrete logarithm of A’ = gf; becomes feasible. All chunks A;e¢. -1}, the TSP’s
share A" = g{l and the user’s public key pkg, are jointly encrypted as e* under pkpg. The CCA-secure
ciphertext e* unambiguously binds A to the user’s key pkq, and rules out malleability attacks. Otherwise,

191f one does not want to assume the existence of a TTP, one can let distrusting parties perform a secure multi-party
computation once to generate the common reference string (CRS). One could assume that the CRS (~7KB) is distributed
along with the OBU software, certified by a trusted certification authority.
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a malicious TSP could potentially trick the DR into recovering the trapdoor of a different (innocent)
user.

The user then sends over e*, comqs, comg along with a NIZK 7 proving that everything has been
generated honestly and the wallet is bound to the user owning sk;,. When the TSP receives this data,
it verifies the NIZK first. If the check passed, the TSP signs coms along with attributes aq, using sk,
as well as signs comg along with the serial number s using skZ,i.ZO The resulting signatures o7, og are
sent to the user, who checks their correctness. The user finally stores the freshly generated token

7 = (aq, comg, decomg, o, comqg, decomg, o, A = A + A", b = 0,uy,x = 1,5),

where decomg and decomq are the decommitment values required to open comg and com, respectively.
The TSP stores htd = (pkq,, s, A”, e*) as hidden user trapdoor to recover A with help of DR.

Debt Accumulation. In this task (see Fig. 3.6 for a simplified version) executed between an anonymous
user and an RSU, the toll p is determined and a new state of the user’s wallet with a debt increased by
p is created.

The user’s main input is the token

rev rev rev rev
™ = (aq, com};e ,decom% ,0% , comq, decomq, o7, A, bP*¢, ulf , x, sPTY)

containing the state of their previous task run and wallet. To update the wallet state, the user computes
a fresh commitment com’R on (4, bP'¢V, ulfe’“, x), where except for u‘ll‘”‘t the same values are contained in
the previous wallet state. The double-spending mask u**" is freshly chosen by the user and is used to
generate a double-spending tag for the new wallet state. In order to get the new wallet state certified by
the RSU, the user needs to invalidate the previous state. To do so, they need to reveal the fraud detection
ID and double-spending tag of the previous state. For the latter, the RSU sends a double-spending
randomness u; (as “challenge”) along with a commitment comy,. = Com(s”) on its share of the serial
number of this transaction (which is part of the Blum coin toss), and the certificate for vk to the user.
Upon receiving these values, the user computes the double-spending tag == u; - skq; + 4} mod q (a
linear equation in the unknowns u}; "V and skq), the fraud detection ID ¢ = PRF(A4, x), and a hidden
user ID compiq == Com(pkg,). The latter is used in Prove Participation to associate this interaction with
the user. As response, the user sends over compjg, com’R, o, t,aq, al;;ev, 7, and s’, where 7 is a NIZK
proving that everything has been computed honestly, and s” is the user’s share of the serial number.
In particular, 7 shows that the user knows a certified wallet state involving commitments coms and

comgi,rev such that comr;;ev and comg, are commitments on the same messages except for the double-

spending randomness, that the (hidden) signature on coml;;rev verifies under some (hidden) RSU key
vkr;arev certified by the TSP, and that t, ¢, and comy;q have been computed using the values contained in

rev
comqg- and coml,;e

When receiving this data, the RSU first checks that ¢ is not on the blacklist and 7 is correct. Then
it calculates the price p, adds it to the user’s balance bP™ and increases the counter x by 1 using
the homomorphic property of com. The resulting commitment comg is signed along with the serial
number s = 5" - s’ using skg. Then the RSU sends comg to the user, along with its decommitment
information decomg, its signature og, the added price p, RSU’s share s” of the serial number, and the

decommitment decom;,, for com,...

20 A uniformly random serial number s for this transaction is jointly generated by user and TSP by means of a Blum-like coin
toss (see also Debt Accumulation task for details).
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Simplified Excerpt of Protocol I,

Debt Accumulation:
« Input User: (PayToLL, sP™")
« Input RSU: (PayToLr, blg)
 Behavior:
(1) RSU:
(a) Sample double-spending randomness: u; & Zqg

(b) Sample second half of the serial number: s” & Gy
(¢) Commit on second half of the serial number: (com
(d) Send (uy, comg,,, certg) to the user

(2) User:

(a) Sample first half of the serial number: s’ & Gy

’’

o decomy,) «— Com(s”)

ser

(b) Sample double-spending mask: u}* & Zq

(c) Prepare first half of RSU commitment: (com’R, decom'R) «— Com(A, bP™, u‘l’e"t, x)
prev

(d) Compute double-spending tag: t = skq,uz +u;

() Compute fraud detection ID: ¢ := PRF(A, x)
(f) Hide own identity: (comp;g, decompiq) < Com(pkg,)
(g) Compute proof n
(h) Send (s', 7, ¢, aqy, al;;ev, COMpid, com’R, t) to the RSU
(3) RSU:
(a) Check blacklist and proof: If ((¢ € blg) V (rr does not verify)), then return L
(b) Calculate price p
(c) Compute final serial number: s =" - 5"’
(d) Prepare second half of RSU commitment: (comiy, decomy) < Com(0, p, 0, 1)
® * comp
(f) Sign RSU commitment: og < Sign(skg, (comg, s))
(g) Store wP = ($,t,us), 0™ = (¢, p), and a)%p = (s, compiq)
(h) Send (s”, decom.,,
(4) User:
(a) Assemble RSU decommitment: decomg = decomiy - decomy,
(b) Perform sanity checks: If ((Open(s”, coml.,, decomy,) = 0) V (Vfy(vkg, or, (comg,s)) = 0)),
then return L

(e) Assemble RSU commitment: comg = com

comg, decom;é, oR, p) to the user

(c) Assemble new token: 7 := (aqy, comg, decomg, o, comq, decoms, o7, A, b == bP™ +p, u‘fe"t, x+1,s =
s - SN)
(d) Store 7 and wgf = (s, comp;qg, decomp;q)
« Output User: (s,ag, p,b)
« Output RSU: (s, ¢, aqy, a};gev)

Figure 3.6.: A simplified version of Debt Accumulation

The user checks if the received data is valid and ends up with an updated token

next

7 = (aq, comg, decomg, or, comq, decomq, o, A, bV + p,ui*", x + 1, 5)
= (s, compig,
decomp;q), where decomyiq allows to open the hidden ID, for the case that it is needed in a Prove
Participation task. The RSU stores (¢, aqy, aserev, D, t, Uz, COMpig, S).

containing the new wallet state comq, comg, o7, og. The user additionally stores w
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Debt Clearance. In this task conducted by a user and the TSP, the user identifies themselves using
skq, and reveals the balance of their current wallet state. The wallet is terminated by not creating a new
state. Upon receiving a double-spending randomness u; from the TSP, the user computes the double-
spending tag t and fraud detection ID ¢. This is the same as in Debt Accumulation. Then the user sends
over pkq,, bP*Y, ¢, t and a NIZK proof 7. This NIZK proof asserts that the user knows a certified wallet
state with balance bP*®', fraud detection ID ¢, and double-spending tag t which is bound to pk¢,. Note
that if the user does not make use of their latest wallet state, double-spending detection will reveal this.
If the proof verifies, the balance and the double-spending information, i.e., (bP™", ¢, t, uy), is stored by
the TSP.

Prove Participation. In this task executed between a user and the SA, the user proves that they
participated in one of the Debt Accumulation transactions under audit by the SA. This task is identifying,
as the SA retrieved the user’s physical ID from their license plate number and, thus, is aware of their
public key pkg,. First, the SA sends the list S%p of serial numbers observed by the RSU during the
I,’L}; i= (s, compiq, decomp;g) with s € SEY, they
simply send over wfﬁ. The SA accepts if the commitment comy;q indeed opens to pkq, and s is part of
the corresponding prove participation information the RSU stored. Note that no other user may claim

to have sent comy;q, as this would imply to open comyq with a different public key.

considered time frame to the user. If the user owns some w

Double-Spending Detection. This algorithm is applied by the TSP to its database containing all
double-spending information (¢, t, uy) collected by the RSUs. The fraud detection ID ¢ is thereby
used as the database index. If the same index appears twice in the TSP’s database, a double-spending
occurred and the cheater’s keypair can be reconstructed from the two double-spending information as
follows: Let us assume there exist two records (¢, t, uz), (¢, ', u;). In this case, skq, can be recovered
as skq, = (t = ') (uz — u5)) ! mod q with overwhelming probability. The cheater’s public key pkq, can
be computed from skq,. As a consequence, the wallet bound to pkq, could be blacklisted. The output of
the algorithm is the fraudulent user’s public key pk, along with a proof-of-guilt 7 = sk,.

Guilt Verification. This algorithm can be executed by any party to verify the guilt of an accused
double-spender. Given a public key pkq, and a proof-of-guilt 7, it checks if g7 = pkq,.

Blacklisting & Recalculation. This is a task executed by the DR upon request of the TSP. We assume
that DR and TSP agreed out-of-band that the user with public key pk%R should be blacklisted before
the task starts. Given e* and A", the DR recovers the contained PRF key but only if it is bound to kaMR.
To this end, DR decrypts e* using skpp to obtain A, A”, and pkg,. If pkq, # pk%R or A” # g% it aborts.
Otherwise, it computes the (small) discrete logarithms of the A’ to the base g; to recover the chunks A}
of the user’s share of the PRF key. The key is computed as A = A" + 31} A} - B'. Using A, the fraud
detection IDs belonging to the previous and upcoming states of a user’s wallet can be computed. Thus,
all interactions of the user (including double-spendings) in the TSP’s database can be linked and the
legitimate debt recalculated. Also, the fraud detection IDs for upcoming transactions with this wallet

can be blacklisted.

3.4.2. Task Descriptions

In this and the next section we describe and define a real protocol II,,~ that implements our toll
collection system ¥, 1. The proof that IT},, ;. is a UC-realization of ¥, is deferred to Appendix A.1.
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The style of the presentation of IT}, 1~ roughly follows the same structure as the presentation of the
ideal model #,,5. in Section 3.3: Although II,,, - is a single, monolithic protocol with different tasks,

the individual tasks are presented as if they were individual protocols.

While in the ideal model all information is kept in a single, pervasive, trustworthy database, in the real
model such a database does not exist. Instead, the state of the system is distributed across all parties.
Each party locally stores a piece of information: The user owns a “user wallet”, which is updated during
each transaction, the RSU collects “double-spending information”, “recalculation information”, and
“prove participation information”, which are periodically sent to the TSP, and the TSP creates and keeps
“hidden user trapdoors” for each wallet issued.

Secure Authenticated Channels. In our system, all protocol messages are encrypted using CCA-secure
encryption. For this purpose, a new session key chosen by the user is encrypted under the public key
of an RSU/TSP for each interaction. Furthermore, we make use of fully authenticated channels. The
only exception to this is the task of Debt Accumulation where only the participating RSU authenticates
itself to the user who in turn remains anonymous. We omit these encryptions and authentications
when describing the protocol.

Wallets. A central component of our toll collection system is the wallet that is created during Wallet
Issuing. It is of the form

T = (s, ¢, x"*, A, aq/, comg, decomg, o, certg, coms, decomq, o, b, u?exr

Some of the components are fixed after creation, some change after every transaction. The fixed
components consist of the wallet ID A (which is also used as the PRF seed), the user attributes aqq, the
TSP commitment comq (a commitment on A and the secret user key skg,), its corresponding opening
decomq and a signature o7 on comq and aq, created by the TSP.

rextand x

its corresponding opening decomg, a signature og on comg and s created by a RSU, the balance b, the
double-spending mask ui‘e"t for the next transaction, the PRF counter x"* for the next interaction, a RSU
certificate certg and the serial number s and fraud detection ID ¢ = PRF(A, x"*** — 1) for the current
transaction. These components change after each interaction with an RSU via the Debt Accumulation
task.

The alterable components consist of the RSU commitment comg (a commitment on A, b, u nexty

In the following, a description of the operations of each task is given. We again group the tasks into
“System Setup Tasks”, “Basic Tasks”, and “Feature Tasks”. For a better overview, the variables used are
summarized in Table 3.3 and Table 3.4. The complete protocol is afterwards presented in Section 3.4.3.

3.4.2.1. System Setup Tasks

To set up the system, the CRS needs to be created and most parties (DR, TSP, RSUs, and Users) need to
create their keypair.It is assumed that the DR and the TSP register before the initial start of the system,
while RSUs and users can register afterwards (but they need to register before they can participate in
the system).
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Identifier = Domain Description
skpgr VAR secret DR key
skq- Z?S X Zg+6 X Zé secret TSP key
vk; G{ 3 public TSP commitment signing key (part of pkg)
sk; Zé” secret TSP commitment signing key (part of sk-)
vk%ﬁrt G} x Gél/ 3 public certification key (part of pky)
sk zd *6 secret certification key (part of skq-)
vk?;- G? x G, public TSP’s RSU commitment signing key (part of pkg-)
sk;{- Zé secret TSP’s RSU commitment signing key (part of sk
skg Zq secret RSU key
skq, Zqg secret user key
comq- G, TSP commitment
decomq- Gy decommitment of comq-
o7 Gg X Gy signature on comq and aq
comg G, RSU commitment
decomg Gy decommitment of comg
oR G§ X Gy signature on comg and s
certg (G} X Gy) X G{ x (GExGy)  RSU certificate
cert’f} (G? X G2) X Gy x (GEx G;) TSP certificate
0';;“ G x G signature on vkg and ag
oS G X G signature on vkX and as-
COMpid G, hidden ID
decomniq G, opening of hidden ID
com;ee d G, commitment on the user half of the wallet ID
decom, 4 G opening of com/__,
comy, G? commitment on the RSU half of the serial number
decom,, z; opening of com.,
%P Gy X Zq X Zq double-spending information
W™ Gy X Zq blacklisting information
w?L}; G1 X Gy X Gy user’s prove participation information
w%p G1 X Gy RSU’s prove participation information
Uy Zqg double-spending mask
Uy Zqg double-spending randomness
t Zq double-spending tag
htd G1 X Gy XZqx ((G} xG3)x  hidden user trapdoor
G*2 x Gr)
HTD set of (G1 X G1 XZq X ((G3x  set of hidden user trapdoors
G;) X GI*2 x Gr)) elements
APRF N maximum value of the PRF counter
B N splitting base

Table 3.4.: Notation that only occurs in the real protocol I}, .~
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System Setup (CRS Generation). To setup the system once, the public parameter crs must be generated
in a trustworthy way. The CRS crs consists of a description of the underlying algebraic framework
gp, a splitting base B and the individual CRSs for the used commitments and zero-knowledge proofs.
Formally, we assume that the hybrid functionality ¥, handles CRS generation and distribution. In
practice, a number of mutually distrusting parties can run a multi-party computation (using some other
sort of setup assumption) to generate the CRS or a commonly trusted party is charged with this task.
As a trusted third party (the DR) explicitly participates in our system (for resolving disputes), this party
could also run the system setup.

In the following task descriptions, we assume that the CRS is available to all parties.

Registration. The registration algorithms of DR, TSP, RSUs and users mainly consist of the parties
generating their keypairs (and obtaining the CRS).

The DR computes an encryption keypair (pkpg, skpg) which can be used to remove the unlinkability
of user transactions in case of a dispute between the user and the TSP. The DR could be a (non-
governmental) organization trusted by both, users to protect their privacy and the TSP to protect
operator security.

The TSP must also generate a keypair. Therefore, the TSP generates several signature keypairs (vk?,
sk;), (vkee, skfﬁrt), (ka, sk;e-), where sk; is used in the Wallet Issuing task to sign the TSP commitment
coms and the user attributes aq, sk is used to sign RSU public keys in the RSU Certification task
and ska- is used in the Wallet Issuing task to sign the RSU commitment comg and the serial number s
in place of an RSU. The TSP also generates a certificate certﬂ,/i for its own key vk?;-.

Each RSU must generate a keypair as well. For that purpose, each RSU generates a signature keypair
(vkg, skg) that is used in the Debt Accumulation task to sign the RSU commitment comg.

Each user also has to generate a keypair. The public key pk,, will be used to identify the user in
the system and is assumed to be bound to a physical ID such as a passport number, social security
number, etc. Of course, for this purpose the public key needs to be unique. We assume that ensuring
the uniqueness of user public keys as well as verifying and binding a physical ID to them is done
“out-of-band” before participating in the Wallet Issuing task. A simple way to realize the latter could be
to make use of external trusted certification authorities.

RSU Certification. The RSU Certification task is executed between a RSU and the TSP when a new
RSU is deployed into the field. There, the TSP certifies the validity of the RSU public key and stores the
certificate on the RSU.

Note that the public key of an RSU vk and the associated certificate certg has to be refreshed from
time to time. For the ease of presentation we assume that the same RSU (identified by its PID pid) can
only be registered once. In other words, if the (physically identical) RSU is removed from the field, goes
to maintenance and is re-deployed to the field, we consider this RSU a “new” RSU.

3.4.2.2. Basic Tasks

Next we describe main tasks of our toll collection scheme, namely Wallet Issuing, Debt Accumulation,
and Debt Clearance.
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Wallet Issuing. The Wallet Issuing task is executed between a user and the TSP. It is executed at the
beginning of each billing period to generate a fresh wallet for the user. The task fulfills four objectives:

(1) Jointly computing a fresh and random wallet ID for the user that is only known to the user.

(2) Storing this wallet ID in a secret form at the TSP such that it can only be recovered by the DR in
the case that the user conducts a fraud.

(3) Jointly computing a fresh and random serial number for this transaction.

(4) Creating a new wallet for the user.

For the first objective, both parties randomly choose shares of the wallet ID A’ and 1", respectively,
that together form the wallet ID A := A" + A”’. To this end, the parties engage in the first two message of
a Blum coin toss and omit the last message. This way, the wallet ID A is fixed and known by the user,
but remains secret to the TSP.

The second objective requires some sort of key-escrow mechanism. Ideally, the user would simply
encrypt the wallet ID A under the public key pkpg of the DR and prove to the TSP that the encrypted
value is consistent to the committed shares in zero-knowledge. Unfortunately, we are unaware of a
CCA-secure encryption scheme whose message space equals the key space of our PRF underlying the
wallet (i.e., Zq) and that is compatible to the GS-NIZK proof system (i.e., is algebraic). Moreover, it
is impossible to recover A from g due to the hardness of the DLOG problem in G;. Therefore, the
user splits its share A" into smaller values Aj,...,A;_; € {0, .. —1}st. A = XI5y A - B for some

base B. The splitting base B is chosen in a way that it is fea31ble for the DR to recover A} from g1 in

a reasonable amount of time (e.g., B = 23?). Then the user encrypts a vector of all gl’ together with
the TSP’s share g1 " and their own public key pkq, under the public key pkpy of the DR and sends the
ciphertext e* to the TSP. The TSP’s share gf” and the public key pkg, are embedded into the ciphertext
in order to bind it to the user and to rule out malleability attacks. The TSP creates the hidden user
trapdoor as htd = (pkq, s, A”, e*). In the case that the user commits a fraud, the TSP sends the htd for
each wallet of the fraudulent user to the DR and the DR recovers the wallet ID A for each wallet. For
more details, see the Blacklisting & Recalculation task.

The goal of the third objective is to create a truly random serial number s € G; for this transaction. To
ensure that the serial number is indeed random (and not maliciously chosen by either party), the user
and the TSP engage in another (complete) Blum coin toss.

For the last objective, the user generates the TSP and RSU commitments, i.e., the fixed and the updatable
part of the wallet. The user commits to the wallet ID A and secret user key sk, for the TSP commitment
comq-. For the preliminary RSU commitment comg, the user commits to the wallet ID A, the balance
b := 0, a fresh double-spending mask u}**" and the PRF counter x"**' := 1. Then the user computes a
proof showing that these commitments are formed correctly. The proof also shows that the encryption
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e” has been honestly created and that each A; is smaller than 8. More precisely, P1 is used to compute

a proof 7« for a statement stmt from the language Lg(:,) defined by

AN A, AT € Zgs
AN A, LN, U decom, decomg, decom,y € Gy;

-1
SKqs € Gy :
-
pkq e (pkqs» 92) = e (91, SKay)
pkpr C1.0pen(crstom, (A, pkqy), coms, decoms) = 1
e* C1.0pen(crsiom, (A, 1, U™, g1), comg, decomg) = 1
Jco . comg C1.0pen(crsl,,, A, com4s decoml ) =1 (3.1)
g comg e* = E.Enc(pkpg, (Ay, ..., A, A, pkey)iri,12) .
com’ 4 A=1+2
124 _ A _ A'
A// A_gl’A/_gl.
A A= 25;01 A - B

Vie{o,...,6—1}:
Nef{o... B-1}
”

A =g

Note that the first equation in Eq. (3.1) actually proves the knowledge of g;kw (rather than sk, itself).?!

However, computing g;kﬂ without knowing sk, (only given pky,) is assumed to be a hard problem
(Co-CDH).

In temporal order, the task proceeds as follows: In the first message (from user to TSP) the user sends
its own public key pky, and starts the Blum coin toss for the wallet ID by sending com/__,. The TSP
checks if the user’s public key is contained in the TSP blacklist bls- and potentially aborts. If not, the
TSP replies with the second message of the Blum coin toss for the wallet ID by sending its own share
A" and starts the other Blum coin toss for the serial number by sending com(... Moreover, the TSP
sends its own certificate cert? and the attributes aq, the user is supposed to incorporate into its wallet.
This completes the first Blum coin toss for the wallet ID. At this point the user knows all information
to create the two commitments coms and comg of the wallet, the hidden user trapdoor e* for the
key-escrow mechanism and to create a proof 7 that everything is consistent. In the third message
(again from user to TSP) the user sends all these elements (e*, comqs, comg and ) to the TSP together
with its share s” of the serial number as the second message of the second Blum coin toss. If the proof 7
verifies, the TSP creates two signatures: o7~ on comg together with aq, for the fixed part of the wallet,
and og on comg together with s on the updatable part of the wallet. Please note that at this point
the serial number s :=s" - s” is fixed and known to the TSP. In the fourth message (from TSP to user)
the TSP sends the signatures o7 and og to the user and completes the Blum coin toss for the serial
number by sending its share s’ together with the opening information decom,,. At this point the user
assembles all part to obtain a fully functional wallet

7= (s, ¢ = PRF(A,0),x"*" := 1,1 = 1’ + 1", aqq, comg, decomg, o, certﬂ(}, comg, decomy, b = 0, u}***
and check its validity by executing the WalletVerification algorithm (see Section 3.4.2.4), which is
presented as a separate algorithm to make it reusable.

At the end of the task, the user stores the wallet 7 and outputs the serial number s of this transaction
and their attributes aq¢;. The TSP stores the hidden user trapdoor htd and returns the serial number s of
this transaction.

. ke - k
21 Note that proving a statement Jskq; € Zq: pkes = gi U instead would not help as we can only extract gi U from the
proof.
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Debt Accumulation. When a driving car passes an RSU, the Debt Accumulation task is executed
between the user and the RSU. For this task, the user needs their keypair (pkg,, skq,), the public key of
the TSP pky and their current wallet

P = (P, P x, A, aqq, com decomr;;ev, cr%rev, certgP™®", coms, decomq, o, bP*V, u;)

The RSU needs its own secret key sk and certificate certg, the public key of the TSP pk, and the RSU
blacklist blg. It has also access to a pricing oracle Opyicing(, -, *), Which helps it to determine the price
the user has to pay.

Analogous to the Wallet Issuing task, the RSU and the user utilize a Blum coin toss to jointly compute
a fresh and random serial number s for this transaction. The detailed description of this coin toss is
therefore omitted in the remaining description of this task.

The RSU starts the task by sending its certificate certg and a fresh double-spending randomness u; to
the user. The user checks the validity of the certificate and uses u; to calculate the double-spending
tag t = skq, - uz + ug mod q. They then compute the fraud detection ID for the current transaction
as ¢ = PRF(A,x). The user then proceeds by preparing the updated wallet. Therefore, they first
sample a fresh double-spending mask u]**" and execute (comf, decomy) < C1.Com(crsly, (4, bP'",
u™", x)) to commit to their wallet ID, the current balance, the fresh double-spending mask and the
current counter. The user also executes (comy;qg, decompiq) «— C1. Com(crscom, skq,) to create a fresh
commitment on the user’s secret key. This commitment can be used at a later point in the Prove

Participation task to prove to the TSP that the user behaved honestly in this transaction.

The user continues by using P2 to compute a proof z for a statement stmt from the language L(Z)

defined by

rev rev
3 x, A, skqy, ur € Zg; sP™, 9PV, X, A, pkyy,
BPreY U, UneXt decompq, decomR decomR, decomq € Gy;
rev 3 rev rev tprev
vk};e € Gy; corn};e ,comq € Gy 0, p geertPrey

s T >YR
kacz;t o € Gg X G1 :
v g C1.0pen(crséom, (A, pkqy), comg, decoms) = 1
ay C1.0pen(crsty,, pkqy, comnig, decompig) = 1
prev prev
Lérz)) - a2 C1. Open(crscom, (A, BV, Uy, X), cong ,decom )=1 (3.2)

Co(ﬁlhid C1.0pen(crscom, (A, BP™Y, UP, X), comly, decomR) =1
com’ S. ny(va, o7, (comy,aq)) =1
R S. ny(vkprev Uprev ( prev SPISV)) =1
S ny(vkcert Certprev ( lﬁ)rev prev))
Prrev = PRF(A x—1), ¢ = PRF(A x),
t = skq ug +uy

sk u P
pke =g, % U =gy, X =g}, A=g]

uz

This proof essentially shows that the wallet 7 is valid, i.e., that the commitments coms and coml;;ev are

valid, bound to the user and have valid signatures, that the certificate certgP" from the previous RSU
is valid and that the fraud detection ID ¢P*®" from the last transaction has been computed correctly. It
also shows that comyq is valid and contains the user’s secret key, that com};;ev and comfR contain the
same values (except for the double-spending mask) and that the fraud detection ID ¢ and the double-

spending tag t are computed correctly.

The user then sends (7, ¢, aqy, a%rev, COMhid, com’R, t) to the RSU, who first checks whether the proof
7 verifies and the fraud detection ID ¢ is on the RSU blacklist blg or not. If one of the checks fails,
the RSU aborts the communication with the user and takes certain measures. These measures should
include instructing the connected camera to take a picture of the cheating vehicle.
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If the tests have been passed, the RSU calculates with the help of the pricing oracle the price p the user
has to pay, depending on factors like the user’s attributes, the attributes of the current and previous
RSU and auxiliary information (e.g., the time of the day, the current traffic volume). Then the RSU does
its part to update the user’s wallet. It blindly adds the price p to the wallet balance b and increases the
PRF counter x by 1 by calculating (com;é, decom;é) = C1.Com(crsgom, (0,p,0,1)). Then it computes
the new RSU commitment comg by adding comy, and comi, (remember that C1 is homomorphic) and
also signs it along with the serial number s. The RSU then sends (comg, decom;é, oR, p) to the user. It
also stores several information: The recalculation information ™ = (¢, p) can be used at a later point
in the Blacklisting & Recalculation task to recalculate the total fee of a fraudulent user. The double-
spending information w%P = (¢, t, u;) enables the TSP to identify the user if they use an old state of
the wallet (with unchanged balance) in another transaction. The RSU’s prove participation information
a)%p = (s, comp;g) can be used later in the Prove Participation task.

The user can then calculate the remaining values needed to update the wallet, e.g., increasing the
counter and the balance. They can thus construct the updated wallet

T = (s, ¢, x"*, A, aq, comg, decomg, o, certg, coms, decomq, o, b, u?e"t)

and check its validity by executing the WalletVerification algorithm (see Section 3.4.2.4).

At the end of this task, the user stores the updated wallet along with the user’s prove participation
information a)gf = (s, compiq, decompiq). The RSU stores the three information w'™, ©%P, and w%p ,and
outputs the user’s attributes aq; and the attributes a%rev of the RSU from the previous transaction of the

user.

Debt Clearance. After the end of a billing period, the Debt Clearance task is executed between a user
and the TSP. For this task, the user needs the public key pky of the TSP, their own keypair (pkq,, skq,)
and their current wallet

rev rev rev
PV = (P, PPV x, A, aqy, comr,;Q ,decoml;Q ,0% , certgP?™®, comq, decom, o, bP*V, uy).

The TSP needs its own public key pk-.

This task is similar to the Debt Accumulation task, with the difference that the user here is not
anonymous, the wallet balance is no secret and the TSP does not give the user an updated wallet. Like
in Debt Accumulation, the TSP first sends a fresh double-spending randomness u; to the user and
the user calculates the double-spending tag t = skq,u, + u; mod q and the fraud detection ID ¢ for
this transaction. The user continues by preparing a proof of knowledge. More precisely, P3 is used to
compute a proof r for a statement stmt from the language Lé?,) defined by

3 A%, u, 5kqy € Zqgs GO, PV, X, A, Uy,
7| decomt™, decoms € Gy; vk € G3; comPy™, coms € Gy
Vk R 5 2 1-
T
kaTert CT.Open(crsgom, (A, pkqy), comq, decorrrérvr) =1 -
) o) C1.Open(Tcrséom, (A, BV, Uy, X), com%l)e ,decom%;e )=1
Ly, = aqy S.Vfy(vkZ, o7, (coms, aq)) = 1 (3.3)
&P prev Y( I()];eV Tpgev 4 g{e)v) revyy _
S.Vfy(vkg " op , (comy ,sPV)) =1
BpPrev S.VIy (VK o, (v ™, alp ™)) = 1
¢ ¢P* = PRF(A, x — 1), ¢ = PRF(4,x),
Uy t = skquy +uy
sk,
pky =g; 4 Ui =g}, X =g}, A=g}
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The proof is a simplified version of the one in the Debt Accumulation task. The balance and the public
user key are now in the statement and not in the witness and one does not need to prove anything
about comg and compg.

The user then sends (pkq,, 7, ¢, aq, al;;ev, bP™V 1) to the TSP. Unlike in Debt Accumulation, the balance
and the user’s public key are transmitted. The TSP then checks the validity of the proof and signals the
user that the proof successfully verified.

At the end of the task, the TSP stores the recalculation information w™ = (¢, —bP™") and the double-
spending information ©%P = (¢, t, u) and outputs the user’s public key pkq, and final debt pPill .= pprev,
The user just outputs their final debt b1 :== bP™V for this billing period.

Note that the wallet itself is discarded. It is expected that the user and the TSP execute the Wallet
Issuing task next, to give the user a fresh wallet. After the task has ended, the TSP can issue an invoice
to the user for the current billing period. The specifics of the actual payment process are out of scope.

3.4.2.3. Feature Tasks

The feature tasks Prove Participation, Double-Spending Detection, Guilt Verification, and Blacklisting &
Recalculation all deal with different aspects arising from fraudulent user behavior.

Prove Participation. The Prove Participation task is used by a user to prove to the SA that they
behaved honestly at a specific Debt Accumulation transaction. In the case that more than one vehicle
is captured on a photograph taken by a RSU camera after a fraud occurred, this task can be used to
identify the fraudulent driver.”* The SA recovers the identities of the users captured on the photograph
and executes the Prove Participation task which each of them. The user that is not able to prove that
they honestly participated in a corresponding RSU transaction is found guilty.

For this task, the SA needs the set Q%p of prove participation information. The entries of this set are
collected by the RSUs, and we assume that each RSU periodically transmits its set to the TSP, which
merges them into a large set Q%p. We also assume that the TSP periodically sends this set (or updates
to it) to the SA, so that before a Prove Participation task is started, the SA’s copy of Q%p is up to date.
Note that we assume that this information transfer is out-of-band, and do not model it explicitly. The
SA also needs the set S%p of all serial numbers that were recorded by the RSU that took the photo at
roughly the time the photo was taken, as well as the public key pkq, of the user in question. The user
needs their own internally recorded set QI,)LI; of all prove participation information.

The task itself'is then simple. The SA first sends S%p to the user who searches QsE for a prove participation
25 is also in S%p. If one is found, the user’s output
bit ouTq, is set to OK, if none is found, ouTq, is set to NOK (“not ok”). The user then sends wgg = (s,
compig, decompiq) to the SA and the SA checks if (s, compiq) € O, if s € SpRp and if decomy;q is the
opening of comp;q under pkg,. If all checks succeed, the SA’s output bit 0UTs, is set to OK, if at least

one check fails, oUTsy is set to NOK. At the end of the task both parties output their bits out¢; and

information a)gi) for which the serial number s in

22 Of course, the task can also be used in the case that only one vehicle was captured on the photograph to eliminate the
possibility that the RSU falsely instructed the camera to take a photograph.
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OUTsy, respectively.?® If the SA’s output equals NOK, the user is found guilty and appropriate measures
are taken (e.g., the user gets blacklisted).

Double-Spending Detection. The double-spending information %P collected by the RSUs are pe-
riodically transmitted to the TSP’s database, which is regularly checked for two double-spending
information associated with the same fraud detection ID. If the database contains two such records,
the Double-Spending Detection task can be used by the TSP to extract the public key of the user these
double-spending information belong to as well as a proof (such as their secret user key) that the user is
guilty.

In particular, the task gets a fraud detection ID ¢ as input and searches the internal database Q9
for two double-spending information w®P = (¢, t,u,) and w®P’ = (¢, ¢, uy) that contain the same
fraud detection ID ¢ = ¢’ but not the same double-spending randomness u; # u;. Then the fraudulent
user’s secret key can be recovered as skq; = (£ — ) - (u — uz) "' mod q. The user’s public key is then

pkq, = gik'”. The secret key skq, can be used as a proof of guilt in the Guilt Verification task, which
will be described next.

Every user that is convicted of double-spending is added to the blacklist via the Blacklisting & Recalcu-
lation task and additional measures are taken (these are out of scope).

Guilt Verification. Whether a user is indeed guilty of double-spending can be verified using the Guilt
Verification task.

This algorithm may be run by anyone, in particular by justice. Essentially, the algorithm checks if
a given public user key pkq, and a proof of guilt 7 match. This is easily accomplished because they
match if and only if gT = pkq, holds. This equation holds if and only if 7 equals the user’s secret key
skq, that was recovered using the Double-Spending Detection task.

Blacklisting & Recalculation. The Blacklisting & Recalculation task executed between the DR and the
TSP is used to put a user on the blacklist as well as calculate their outstanding debt. There are several
reasons why a user is entered on the blacklist:

(1) A user did not submit their balance at the end of the billing period.
(2) A user did not physically pay their debt after submitting their balance.
(3) A user has been convicted of double-spending.

(4) The wallet (or the vehicle including the wallet) of a user has been stolen and the user wants to
prevent the thief from paying tolls from their account.

Blacklisted users are unable to get issued a new wallet and they also get photographed at every RSU
they pass. They may also be punished by other means (which are out of scope).

For this task, the DR needs its keypair (pkpg, skpg) and the public key pk%R of the user to be blacklisted.
The TSP needs the set HTDq, containing all hidden user trapdoors from that user for the current billing

23 Note that after a successful (both parties output OK) execution of the Prove Participation task a single transaction can be
linked to the user. But as long as the user does not get guiltlessly photographed at every RSU they pass, tracking is not
possible.
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period** We assume that the DR and TSP agreed upon which user is going to be blacklisted before the
task out-of-band.

At the beginning of the task the TSP sends HTDq; to the DR. The DR then recovers the correspond-
ing wallet ID A for every htd = (pk’,s,1”,e*) € HTDq. To this end, the DR decrypts e* to get
(AG, .- AN, pk,{,). Firstly, the DR checks if the decrypted public key per equals the expected
public pk%R of the correct user in question.”> This way, the DR cannot be tricked into recovering the
wallet ID of another (possibly innocent) user. Since each A is small (4] < 8), the DR can compute
the discrete logarithms of (Ay, ..., A}_;) in a reasonable amount of time to recover (A, ..., A;_,). This
algorithm is also not time-critical and is expected to be executed only a few times per billing period.

Therefore, the amount of required computation should be acceptable. Secondly, the DR checks if the

claimed TSP’s share A"’ of the wallet ID is consistent to the decrypted A” < gf”. (Remember that A"
is directly stored in htd.) The DR calculates the wallet ID as A := A” + }}i_} A/ - B'. Finally, the DR
sends ®q to the TSP, which is the union of all sets {PRF(A4,0), ..., PRF(A, xp1,)} of fraud detection IDs
for every htd € HTDq;. The blacklist parameter xy,, is chosen in such a way that a user is expected
to perform at most xp), executions of the Debt Accumulation task in a single billing period. The TSP
then calculates the total toll amount the user owes for the billing period in question. To this end, the
TSP calculates the subset €7 € (™ of all recalculation information that correspond to the unveiled
fraud detection IDs in ®¢;. By summing up all the prices in €7, the TSP can calculate the total fee phil
the user owes. The DR’s output of the task is simply OK, while the TSP’s output is the ®¢; of fraud
detection IDs to be blacklisted and the debt b!! of the user.

We assume that after the execution of this task, the fraud detection IDs ®¢; are added to the RSU
blacklist blg out-of-band and the user’s public key pkq, is added on the TSP blacklist bl out-of-band.
In the Wallet Issuing task the TSP uses the blacklist bls to prevent a user that did not pay its invoice
from receiving a fresh wallet. In the Debt Accumulation task a RSU checks if the fraud detection ID
that the current user presents is on the RSU blacklist blg.

3.4.2.4. Wallet Verification

The WalletVerification algorithm is depicted in Fig. 3.7. Users can verify with this algorithm that the
wallet they store at the end of a transaction is valid. In particular, the algorithm verifies that the
commitments comq and comg are valid and contain the values they are supposed to contain, that o is
a valid signature under sk; of comg and aqy, that o is a valid signature under sk of comg and s, that
the certificate certg containing vkg is valid and that the fraud detection id ¢ was calculated using the
correct values.

Of course, this algorithm can also be run by a third party to verify the validity of a wallet (since no
secret keys are needed to run this algorithm).

24 In the case that a user owns more than one vehicle they can have more than one wallet and hence more than one hidden
user trapdoor is stored at the TSP for this user.

25 Note: The public key pk:’;( is stored redundantly: in clear as part of htd = (pk:{{, s,A”’,e*) and encrypted as part of
the ciphertext e* = Enc(Ay,...,A,_,A”, pkz;). The DR only considers the latter version as this is protected by the
non-malleability of the CCA encryption. The outer public key is only required as management information and utilized by
the TSP which cannot look inside e*. The DR ignores the outer pk,(Z.
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WalletVerification(pky, pkqy, 7)

Parse (vk;, vk%?rt,vk?;) = pk
Parse (s, , x"*, A, aqy, comg, decomg, og,
certg, coms, decomy, o, b ul™) =1
Parse (vkg, ag, cffjfrt) = certg
If
C1.0pen(crst, ., (gf, pkq,), comg, decomg) =0V

S.ny(vk;, or, (comg,aq)) =0V

next next
C1.0pen(crslom. (g1.9%.9," g7 ). comg, decomg) =0V
S.Vfy(vkg, or, (comg,s)) =0V
S.VEy (VKT o™, (vkg, ag)) = 0 V
PRF(A, X" — 1) # ¢
then return 0

else return 1

Figure 3.7.: Algorithm for wallet verification

3.4.3. Full Protocol

We now present the complete protocol II
blocks can be instantiated.

patc- Afterwards we briefly outline how the used building

Protocol Mpyre

State of the Parties:
« The DR stores:
- CRS crs = (gp, B, crSlom: CrSeom» CrSpok)
- Encryption keypair (pkpg, skpr)
+ The SA stores:

— Set Q%P of double-spending information (initially empty). We assume that the TSP periodically sends
updates to Q%P out-of-band to the SA, such that before a Prove Participation task is started, the SA’s
copy of Q%P is up-to-date.

+ The TSP stores:

- CRS crs = (gp, B, crSlom, CrSeom» CrSpok)

- Own public and private key (pkg, sky) = ((vk;, vk, vk?}), (sk;, sk?,e-rt, sk(é{—))

— A self-signed certificate cert;{_ = (vk%, ar, crgfrt)

— A set HTD of hidden user trapdoors (initially empty)

- A (partial) mapping {vkg > ag} of RSU attributes (initially empty)

— Sets Q¥P (¢ and QPRP of double-spending information, recalculation information and prove participa-
tion information (all initially empty)

« Each RSU stores:

- CRS crs = (gp, B, crslom, Crséom, Crspok)

- Own signing keypair (vkg, skg)

— A certificate certg signed by the TSP
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— Sets Q4P| " and Q%p of double-spending information, recalculation information and prove partici-
pation information (all initially empty). We assume that each RSU periodically transmits these sets
out-of-band to the TSP, who then stores the entries in the TSP’s copy of these sets.

« Each user stores:
- CRScrs = (gp, B, €rslom, CrSioms CrSpok)
- Own public and private key (pkq,, skq;)
— A set {r} of all past tokens issued to them (initially empty)
- Aset QP,LI; of prove participation information (initially empty)

System Setup (Fzs):

« Input: (14, B)

« Behavior:

gp = (Gy, Ga, Gr, €, 0, g1, g2) < SetupGrp(14)
crsl,, < C1.Gen(gp)

—_
~

2
crs? ., «— C2.Gen(gp)
4
5

crspok < POK.Setup(gp)

— 1 2
Store crs = (gp, B, CrS¢qm» CrSZoms CrSpok)

A~ A~~~ A~
w

)
)
)
)

DR Registration:

« Input DR: (REGISTER)
« Behavior:

1) If a keypair (pkpg, skpr) has already been recorded, output L and abort
2) Query Fpg to obtain crs = (gp, B, crslyp, crs?

oms> CISpok) and store crs

3) Generate encryption keypair: (pkpg, skpg) < E.Gen(gp)

~ A~~~

4) Store (pkpg, skpr) and call Gy, with input (REGISTER, pkpg)
+ Output DR: (pkppg)

TSP Registration:
« Input TSP: (REGISTER, ag)
« Behavior:
(1) If a keypair (pkq, skq-) has already been recorded, output L and abort
(2) Query F g to obtain crs = (gp, B, crs}om. Crsiym, Crspok) and store crs
(3) Generate signing keypair (vk;, sk;) «— S.Gen(gp) for signing TSP commitments during Wallet
Issuing
4) Generate signing keypair (vk", sk™) « S.Gen(gp) for certifying RSUs
5) Generate signing keypair (vk?-, sk?) < S.Gen(gp) for signing RSU commitments like a RSU
6) (phr, k) = (Vi VST, k), (kT skie™, kX))
7) Certify own “RSU signing key:
() ot  S.Sign(ski™, (vki,ar))
(b) cert? = (vk?-, ar, 0';§rt
(8) Store (pky, sky) and (certq;) and call Gy, with input (REGISTER, pk4-)
+ Output TSP: (pkq)

(
(
(
(

RSU Registration:
« Input RSU: (REGISTER)
« Behavior:

(1) If a keypair (vkg, skg) has already been stored, output L and abort
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(2) Query g to obtain crs = (gp, B, crslom, CrsZym, Crspok) and store crs
(3) Generate signing keypair (vkg, skg) < S.Gen(gp)
(4) Store (vkg,skg) and call Gy, with input (REGISTER, vkg)

+ Output RSU: (vkg)

User Registration:
« Input User: (REGISTER)
« Behavior:
(1) If a keypair (pkqy, skq,) has already been stored, output L and abort
(2) Query Fpg to obtain crs = (gp, B, crsiom, CrsZom, Crspok) and store crs
(3) Parse (G, G, Gr,6,G,91,92) = gp
(4) Generate keypair:
@) y e Zg
(b) (pkqs skey) = (g7, y)
(5) Store (pkqy, skq,) and call Gy, with input (REGISTER, pkq,)
+ Output User: (pkq,)

RSU Certification:

« Input RSU: (CERTIFY)

« Input TSP: (CERTIFY, ag)

« Behavior:

(1) TSP:
(a) Load crs = (gp, B, crslom: CrSoms CrSpok) ™
(b) Load (pkg sky)*
(c) Receive vkg from the bulletin-board Gy, for PID pidg*
(d) Check that no mapping vkg +— aj, has been registered before, else output L and abort
(e) Parse ((vki, vk&, vk, (sk7, skee™, skX)) = (pky sky)
(f) Create RSU certificate:
(i) o™ « S.Sign(skF", (vkg,ag))
(ii) certg = (vkg,ag, oF"
(g) Store mapping of RSU attributes vkg — ag
(h) Send (certg) to the RSU
(2) RSU:

(a) Load crs = (gp, B, crSlom, CrSom: CrSpok) ™
(b) Load (vkeg, skg).*
(c) Receive pkq-from the bulletin-board Gy, for PID pid,+
(d) Parse (vk;,vkcﬁrt, vk?) = pky-and (vky,ag, ox™) = certg
(e) Check validity of certificate: If S.Vfy(vkS™, 0';;”, (vkg,ag)) = 0, then return L
(f) Store certificate certg

« Output RSU: (ag)

« Output TSP: (OK)

Wallet Issuing:

« Input User: (Issug)

« Input TSP: (IssUE, aq, bly)
« Behavior:
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(1) User:
(a) Load crs = (gp, B, crsiom, Crséom: Crspok) = and parse (Gi, Gz, Gr. €, q, g1, g2) = gp
(b) Load (pkqy, skq)*

(c) Receive pkg from the bulletin-board Gy, for PID pids+ and parse (va vk, k:’;) = pkqg
(d) Receive pkpg from the bulletin-board be for PID pidpp*

(f {0,...,B—l}forie{O,...,l’—l}
(g 25701 A - B!
(h (com p decom; ;) « C1. Com(crst ., A)

)
)
)
)
(e) P1ck first half of the serial number: s’ & Gy
) A
) A
)
)

(i) Send (pk,u, com/__,) to the TSP
(2) TSP:
(a) Load crs = (gp, B, crslom. C sgom,crspok)L and parse (Gy, Gy, G, €,q,91,92) = gp
(b) Load (pkg, sky) and cert(RL and parse (sk”, skCert skR) = skq-
(c) Receive pkpy from the bulletln board Gy, for PID pidpp*
(d) If pkq, € bly, then return BLACKLISTED

(e) Pick second half of the serial number: s” P& Gy

® (comser, decom(.,) « C2.Com(crs? . s”)

(g) A’ & YA
() A" =g
(i) Send (cert,l_, aqy, com,
(3) User
(a) Check validity of “RSU” certificate:
(i) Parse (vk?, ar, o) = certﬂ}
(ii) If S.VFy(vkS™, oS, (vkX, a7)) = 0, then return L

A”) to the user

ser?

(b) A=A +1"
© A=gl, N=g\', N =g N=gforiec{o,... -1}
@) rir & Zg
(e) e* « E.Enc(pkpg, (Ag, ..., A;_, A7, pkey);r,12)
() west & 7,
(8) (com, decomy) «— C1.Com(crsiyp, (4,skq))
(h) (comg, decomg) « C1.Com(crsion, (A, 0,u™, 1))
(i) stmt = (pkq,, pkpg, €", comq, comg, comseed, AN
(G) wit = (LA, A .., A r i, AN A, A l,glmt decomq, decomg, decoml, ., g;kﬂ)
(k) 7 < P1.Prove(crsyok, stmt, wit) (cp. Eq. (3.1) for L(l))
(I) Send (s’, e*, comq, comg, ) to the TSP
(4) TSP
(@ s=¢s"-s5"
(b) stmt = (pkqy, pkpg, €, comg, comg, com;eed, A A7)
(c) If P1.Verify(crsyok, stmt, ) = 0, then return L
(d) o5 « S.Sign(skT, (comq, aqy))
(e) or «— S.Sign(skR, (comg, s))
(f) htd = (pkqs,s, A7, e")
(g) Store htd in HTD
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(h) Send (s”, decom..,, o7, oR) to the user

(5) User:
(a) If C2. Open(crscom, , coml. , decom..,)) = 0, then return L
(b) s=5"-s"

(c) 7= (s,PRF(A,0),1,A,aq, comg, decomg, oR, cert?., comg, decomy, o, 0, u}*)

(d) Run the code of WalletVerification(pky, pkq,, 7) (cp. Fig. 3.7)
(e) If WalletVerification returns 0, output L and abort
(f) Storer

« Output User: (s,aq)

« Output TSP: (s)

Debt Accumulation:

« Input User: (PayToLy, sP™")

« Input RSU: (PayTouLi, blg)

« Behavior:

(1) RSU:

(a) Load crs = (gp, B, crsl ., crs? ., crspok)* and parse (Gy, Gz, Gr, €, 4, 91, 92) = gp
(b) Load (vkg,skg)t
(c) Load certg* and parse (vkg,ag, Gcert) = certg

(d) Receive pk,- from the bulletin-board Gy, for PID pid,+ and parse (vk7, v ke, ka) = pks
(e) Pick second half of the serial number: s’ & Gy
() up & Z,
(g) (com(.,, decom
(h) Send (uy, com..
(2) User:
(a) Load crs = (gp, B, crsl ., crs? ., crspo) - and parse (G, Gy, Gt €, q, g1, g2) = gp
(b) Load (pkeq, skq,)*
(c) Receive pkg from the bulletin-board Gy, for PID pid,+ and parse (va, vk, ka) = pko
(d) Load ™" for serial number sP*¥ and parse (sP™", PV, x, A, aqy, com decoml;rev, }I’;ev certgPreY,
comq, decomq, o, bP™V, uy) = rP*
(e) Parse (vklgev, a};ev, oY) = certgPeY
(f) Check validity of RSU certificate:
(i) Parse (vkg,ag,o%™) = certg
(ii) If S.VFy(vks™, cf%ert, (vkg,ag)) = 0, then return L
(8) ¢ =PRF(4x)
(h) Pick first half of the serial number: s’ & Gy
(@) et & 7,

(j) (comg, decomy) « C1. Com(crs}

Ser) — C2.Com(crsZ,,,,s”)

certg) to the user

ser?

- (/1 bprev next x))
(k) t = skquz +u; modq
(1) (comnig, decompiq) < C1.Com(crsly ., skq)

(m) stmt = (va vkCert ¢, aq, agev, COMpid, COMig, t, Up)

pPrev g
(n) wit = (x, A, skq, ug, sP™, PV, gl,gl, pkes 95 ,gll,gl decomhld, decom decomR, decomq,
rev rev rev re
vkp ,coml;{ , com, 0'% ’o,;;;rtp Y o)

(0) 7 < P2.Prove(crspok, stmt, wit) (cp. Eq. (3.2) for L(z))
(p) Send (s', 7, ¢,aqa Rr , COMpid, comR, t) to the RSU
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(3) RSU:

(a) stmt = (va vkCert ¢, aq, a%;arev, COMpid, COMiy, t, Up)
(b) If P2.Verify(crsyok, stmt, ) = 0, then return L

(©)

(d)

C

d

If ¢ € blg, then return BLACKLISTED

environmental information: p < Opricing(aq/, ag, a};;ev

(e) s = sl . s//

(f) (com%, decomy) « C1. Com(crsl, ., (0, p,0,1))

(8) comg = comy, - comgy

(h) og « S.Sign(skg, (comg, s))

(D) 0®P = (§,1,up)

() 0™ =(.p)

(k) @ = (s, compia)

)] Store %P in Q%P store '™ in O, and store wl,;p in Qp P
(m) Send (s”, decom;,,, comg, decom,R, oR, p) to the user

(4) User:

(a) If C2. Open(crscom, , coml,., decom..,.) = 0, then return L
(b) s:

(c) decomqg = decomy, - decomy

(d) b=bF+p

(e) x"*t:=x+1

(f) 7= (s, ¢, x"*', A, aq, comg, decomg, or, certg, comg, decoms, o, b, u}*")
(®) Wiy = (s, comiq, decompiq)

(h) Run the code of WalletVerification(pk, pkq, 7) (cp. Fig. 3.7)
(i) If WalletVerification returns 0, output L and abort

PP P
(j) Store 7 and store wg, in QEJ
« Output User: (s, ag, p, b)

+ Output RSU: (s, ¢,aq, a prev)

Debt Clearance:
« Input User: (CLEARDEBT, sP*¢)
« Input TSP: (CLEARDEBT)
« Behavior:
(1) TSP:
(a) Load crs = (gp, B, crSiom, CrScom: CrSpok) ™ and parse (Gy, Gz, Gr, €, q, g1, g2) = gp
(b) Load (pkg skq)* and parse (vkI, v kCert ka) = pkyg

(c) up & Zg
(d) Send (u,) to the user
(2) User:
(a) Load crs = (gp, B, crsl ., crs? ., crspok) - and parse (Gi, Ga, Gr, €, G, g1, G2) = gp
(b) Load (pkqy, skqy)*
¢) Receive pk.- from the bulletin-board Gy, for PID pid+ and parse va vkt vkR) = pk
Pk piaq p T 7) = PKy
(d) Load 7P™ for serial number sP*'1 and parse (sP™", $P*V, x, A, aqy, com decom};ev, o%rev, certgP™e,

comg, decomq, o, bP*V, uy) = P
(e) Parse (vk};erev, a};erev, oY) = certgPrY
(f) ¢ =PRF(A,x)
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(g) t=skqus+u; modq
(h) stmt = (pkq,, vk;, vkcf-rt, ¢, aq, a},;arev, gfprw, t,uy)
(1) wit) = (x, A, skqy, ug, sPTY, 9PV, g’l‘,gf,g’l“, decom},zev, decomq, vk%rev, comg
or
(j) m < P3.Prove(crspok, stmt, wit) (cp. Eq. (3.3) for Lég))
(k) Send (pkq,, 7, ¢, aqs, al;;ev, bP™V t) to the TSP
(3) TSP:
() stmt = (pkqy, vk, vk, d,aqs aly " g8 1, up)
(b) If P3.Verify(crspok, stmt, ) = 0, then return L
(C) bbill = pprev
(d) W' = (¢’ _bbill)
(€) WP = (§,1,uy)
(f) Store w™ in Q* and store w%P in QP
(g) Send (OK) to the user
(4) User:
(a) bbill = pprev
« Output User: (b1
« Output TSP: (pkq,, ¢, b*1)

prev

prev
, COMy, Oy

certprev
bl O-R 3

Prove Participation:
« Input User: (PROVEPARTICIPATION)
« Input SA: (PROVEPARTICIPATION, pkqy, S)
« Behavior:
(1) SA:
(a) Query F_pq to obtain crs = (gp, B, crsly, crsZy ., crspok)
(b) Load the set Q%p of all prove participation transaction information
(c) Send (S%p) to the user
(2) User:
(a) Load the set Qp,lf of all prove participation transaction information
(b) If3 a)?LI; = (s, comp;q, decomy;q) € QP,LI; with s € S%p,
then ouTq; == OK
else ouT¢; = NOK
(c) Send (s, comy;g, decomp;q) to the SA
(3) SA:
(a) ouTgy = OK
(b) Wi = (s, compiq)
(©) Ifwly ¢ {(s", com;,,) | (s*,com},,) € QF As* € S}, then ouTss = NOK
(d) If C1.0pen(crsl, pkqy, compiq, decomyiq) = 0, then ouTsy == NOK
« Output User: (ouTqy)
« Output SA: (OUTsy)

Double-Spending Detection:
+ Input TSP: (ScANFORFRAUD, ¢)
+ Behavior:

(1) Load crs = (gp, B, crslym, Crsiom: Crspok)t and parse (Gi, Go, Gr, €, q, g1, g2) = gp

(2) Load the set Q%P of all double-spending information

81



3. P4TC - Provably-Secure yet Practical Privacy-Preserving Toll Collection

(3) Pick double-spending information P = (¢, t,uz) and 0P = (¢’,t',uy) from the database Qdsp,
such that ¢ = ¢’ and up # u;*

(4) skqy=(t—1t")- (uz —u,)"' mod q
skqy

() pky =g,
(6) = skq,
« Output TSP: (pkq,, 7)

Guilt Verification:
« Input some party P: (VERIFYGUILT, pkq, )
« Behavior:
(1) Query Fps to obtain crs = (gp, B, crsiom, CrsZom. Crspok) and parse (Gi, Gy, Gr, €, 4, 91, g2) = gp
(2) Receive pidy, from the bulletin-board Gyy, for key pky,*
(3) If g7 = pke,
then out == OK
else out == NOK
« Output P: (ouT)

Blacklisting & Recalculation:
« Input DR: (BLACKLISTUSER, pk%R)
« Input TSP: (BLACKLISTUSER, pk,lTl)
« Behavior:
(1) TSP:
(a) Load the set HTD of all hidden user trapdoors
(b) HTDq; = {htd | (pk? .-,-,-) € HTD}
(c) Send (HTDq;) to the DR
(2) DR:
(a) Load crs = (gp, B, crsiom: CrScom: CrSpok) = and parse (Gy, Gz, Gr, €, q, g1, g2) = gp
(b) Load (pkpg, skpg)*
(c) Receive pk%R from the bulletin-board Gy, for PID pi(LDuRl
(d) &g =0
(e) For all htd € HTDq;:
(i) Parse (ka,s, A e*) = hid
(i) (A),...,A,_,, A", pk],) = E.Dec(skpg, €*)
(iii) If ((decryption fails) v (A” # g’lv’) \Y% (pk%R * pkz)), then return L
(iv) 1=21"+ Y} DLOG(A)) - B!
(v) @q = Dqy U {PRF(A,0),...,PRF(A, xpi,)}
(f) Send (®q,) to the TSP
(3) TSP:
(a) Load the set Q¢ of all recalculation information
(b) Let Q7 be the subset of entries 0™ = (¢, p) with fraud detection IDs ¢ € ®q,
(c) Recalculate the user’s debt: bPl = 3 weeos P
« Output DR: (OK)
« Output TSP: (b*1, ®q))

LIf this does not exist, then output L and abort.
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3.4.4. Building Block Instantiation

P4TC is designed to use Groth—Sahai (GS) proofs [EG14; GS08] as NIZK proofs. Therefore, all building
blocks about which statements are to be proved in zero-knowledge must be compatible with GS proofs.
In particular, all these building blocks must be algebraic. We now present possible instantiations for all
building blocks that satisfy the required security guarantees (cp. Theorem A.1) and, if necessary, are
compatible with GS proofs.

NIZK Proofs. We choose the SXDH-based Groth—Sahai (GS) proof system [EG14; GS08] as our NIZK,
as it allows for very efficient proofs (under standard assumptions). On the other hand, GS comes
with some drawbacks, which makes applying it sometimes pretty tricky: It only works for algebraic
languages containing certain types of equations, it is not always zero-knowledge, and Fyp, is not
always the identity function. When choosing our remaining building blocks and forming equations we
ensured that they fit into this framework. Likewise, we ensured that the ZK-property holds for the
languages we consider.

For proving correctness of the computations taking place on the user’s side we need three different
instantiations of the GS proof system, denoted by P1, P2 and P3, respectively. The corresponding
functions Fg(;), Fg(g) and Fg(;) depend on the considered languages Ly, L, and L3 (defined in Section 3.4.2)
but they have the following in common: They behave as the identity function with respect to group
elements and map elements from Z, either to G; or G, (by exponentiation with basis g; or g,) depending

on whether these are used as exponents of a G; or G, element in the language.

Note that all proof systems share a common reference string, i.e., there is a shared setup algorithm.

Range Proofs. For the task Wallet Issuing we need range proofs in order to show that some Z4-
element A] is “smaller” than some fixed system parameter 8 with both elements being regarded as
elements from {0, ..., q— 1} and the normal <-relation from the integers. We realize these range proofs
using Groth—-Sahai by applying the signature-based technique from Camenisch, Chaabouni, and shelat
[CCs08]. Here, the verifier initially chooses parameters q and t such that every possible A] can be
represented as A] = ;'=0 djq’ with 0 < d; < q. He also generates a signature on every possible value
of a digit, i.e., 0,..., g — 1. The prover then shows using a Groth-Sahai NIZK that each A} can be indeed
represented in this way and that he knows a signature by the verifier for each of its digits. Clearly, a
structure-preserving signature scheme is needed for this purpose and we use the one from Abe et al.

[Abe+11].

Signature Schemes. As we need to prove statements about signatures, the signature scheme S has to
be algebraic. For our construction, we use the structure-preserving signature scheme from Abe et al.
[Abe+11], which is currently the most efficient structure-preserving signature scheme. Its EUF-CMA-
security proof is in the generic group model, a restriction we consider reasonable with respect to our
goal of constructing a highly efficient PATC scheme. An alternative secure in the plain model would
be [KPW15]. For the scheme in [Abe+11], one needs to fix two additional parameters y, v € N defining
the actual message space G, X Gg. Then sk € Zg+v+2, pk € Gf+2 X G} and o € G5 X G;.

We use the signature scheme from Abe et al. [Abe+11] in the following ways in our system:

26 GS-NIZKs support “pairing-product equations”, “multi-scalar equations over G;”, “multi-scalar equations over Go”, and
“quadratic equations over Zg”.
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+ In the Wallet Issuing and Debt Accumulation tasks we use S for messages from G, X G; (v =1
and p = 1).

« In the Wallet Issuing task we use S for messages from G**2 (v = 2¢ + 2 and p = 0).

+ In the RSU Certification and TSP Registration tasks we use S for messages from Gf+y v=3+y
and p = 0).

Commitments Schemes. We make use of two commitment schemes that are both based on the SXDH
assumption. We first use the shrinking a-message-commitment scheme from Abe et al. [Abe+15a].
This commitment scheme has message space Z%, commitment space G, and opening value space Gj.
It is statistically hiding, additively homomorphic, equivocal, and Fy,-Binding, for Fg,(my, ..., mg) =
(g7, ...,97""). We use this commitment scheme as C1 with CRS crsCom in the following ways in our
system:

+ In the Wallet Issuing task we use C1 for messages from Z (a = 1), Zg (o = 2) and Zé (o = 4).

+ In the Debt Accumulation task we use C1 for messages from Z, (« = 1) and Z‘é (ax =4).

We also use the (dual-mode) equivocal and extractable commitment scheme from Groth and Sahai [GS08].
This commitment scheme has message space G;, commitment space G2 and opening value space Zg. Itis
equivocal, extractable, hiding and Fy,-Binding for Fy,(m) = m. In our system, we use this commitment
scheme as C2 with CRS crs?,,, in the Wallet Issuing and Debt Accumulation tasks to realize the Blum
coin toss on the serial number s.

Asymmetric Encryption. To instantiate the asymmetric encryption scheme E that is used for the
deposit of shares of the wallet ID, we use a variant of the structure-preserving, IND-CCA2 secure
encryption scheme by Camenisch et al. [Cam+11]. Note that the original scheme is formalized for
a symmetric type-1 pairing, but we need a scheme that is secure in the asymmetric type-3 case. For
the conversion we followed the generic transformation proposed by Abe et al. [Abe+14] with some
additional, manual optimizations.

PRF. As we want to efficiently prove statements about PRF outputs, we use an efficient algebraic
construction, namely the Dod1s—Yampolsk1y PRF [DY04]. This function is defined by F(k, x) : Zz — Gy,

(k,x) — gl""" where k & Zq is the random PRF key. It is secure for inputs {0, ..., Aprr} C Zq under
the Aprp-DDHI assumption. ThlS is a family of increasingly stronger assumptions Which is assumed to
hold for asymmetric bilinear groups.

Secure Channels. To encrypt the exchanged protocol messages, we combine an IND-CCA2-secure
asymmetric encryption scheme with an IND-CCA2-secure symmetric encryption scheme in the
usual KEM/DEM approach. As asymmetric encryption scheme we use the one by Cash, Kiltz, and
Shoup [CKS08]. This scheme is based on the TWIN-DH assumption and is used to set up a session
key for a symmetric encryption of all protocol messages. The symmetric encryption scheme can for
example be instantiated with AES in CBC mode together with HMAC based on the SHA-256 hash
function. The result will be IND-CCA2-secure if AES is a pseudo-random permutation and the SHA-256
compression function is a PRF when the data input is seen as the key [Bel15].
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3.4.5. Security of 1,

To prove the security of our toll collection protocol I1
the ideal functionality

patc> We show that it is “indistinguishable” from

Fparc- In particular, we show the following theorem:

Theorem 3.1 (informal). Assuming co-CDH is hard and all building blocks are secure, we prove that the

toll collection protocol I, 1 from Section 3.4 UC-realizes the ideal functionality ¥ 1 from Section 3.3 in

the (TERS, Ghb)-hybrid model, i.e.,
F crs> Gbb G
Hpsrc ™ 2ve Fpsre
Informally, this means the ideal functionality and our protocol are indistinguishable and therefore provide
the same guarantees regarding security and privacy. The statement holds given a static corruption of either

(1) A subset of users.

(2) All users and a subset of RSUs, TSP and SA.

(3) A subset of RSUs, TSP and SA.

(4) AIlRSUs, TSP and SA as well as a subset of users.

Note that we assume the DR to be honest.

While full versions of the theorem and all proofs can be found in Appendix A.1, the following proof
sketch explains the ideas behind them.

Proof Outline. For our security statement, we separately prove correctness, system security and user
security and privacy.

Although proofs of correctness are often neglected for smaller UC-secure protocols, they are highly
nontrivial for extensive ideal models as are required for a complex real world task like toll collection.
Since it is not only instructive to understand the underlying functionality but also a helpful basis for our
proofs of system and user security, we briefly sketch the idea behind our proof of correctness here.

First, note that the entries trdb = (sP*, s, §, A, pid,, pidg, p, b) of the ideal transaction database TRDB
define a graph structure where serial numbers s are considered vertices and predecessors sP*" define
edges (sP'®,s). Assigning a label (pidg, p) to this edge and (¢, 4, pidq,, b) to the vertex s results in
a graph where every vertex represents the state of a wallet and the incoming edge represents the
transaction that led to this wallet state. We call this perception of TRDB the Ideal Transaction Graph
and give graph-theoretic proofs of its structural properties. These properties include that the graph as
a whole is a directed forest where each tree corresponds to a wallet ID A, double-spending corresponds
to branching and different wallet states have the same fraud detection ID ¢ if and only if they have the
same depth in the same tree.

Secondly we add in and out commitments (comi;{‘, comi;l) and (com%“t, comoT“t) from the real protocol to

each transaction vertex in the Ideal Transaction Graph. These commitments are the fixed and updatable
part of the wallet before and after the transaction (cp. Section 3.4). This information gives a second
set of edges where two transactions trdb and trdb" are connected if (com$", com%*') corresponds to
(com®”, comi7“.*). We call the resulting graph the Augmented Transaction Graph. Showing that in case
of an honest execution of the toll collection protocol both of those graph structures coincide with

overwhelming probability yields correctness.
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The proofs of system security and user security and privacy are conducted by explicitly specifying a
simulator and reducing the indistinguishability of real and ideal world to the security of our building
blocks. During an execution of the protocol our simulator generates the Augmented Transaction Graph
as explained above. After showing that all messages sent by the simulator are statistically close to the
real messages, i.e., simulated perfectly, that leaves only two kinds of reasons the environment could
be able to distinguish both worlds. The first kind are failure events where the two graph structures in
the augmented transaction graph diverge and the second are discrepancy events where some party’s
outputs could be distinguished. We show that both of those cases only occur with negligible probability
by various reductions to our cryptographic building blocks and hardness assumptions.

3.5. Information Leakage and Discussion on Privacy Implications

As briefly discussed in Section 3.2.3 and Section 3.3.3, possibly known background information and
the leakage of the ideal functionality determines the level of user privacy in P4TC. Since we prove
our real protocol IT,,, 1~ to be indistinguishable from the ideal functionality %, it is ensured that an
adversary attacking I1,, in the real world can only learn as much about a user as an adversary in the
ideal model.

Table 3.5 summarizes what an adversary learns about the users in each task. We omitted the serial
number s and the fraud detection ID ¢ in the table as these are independently and uniformly drawn
randomness and thus cannot be exploited (see (P9) in Section 3.3.3). In all tasks except Debt Accumula-
tion the user’s public key pkq, is leaked. The variables aq/, ag, agerev and aq refer to attributes of the
participating parties. The variable p denotes the price of a Debt Accumulation transaction, and bP! is

the total debt the user owes at the end of the task Debt Clearance.

For every billing period, the TSP collects all transaction information from every RSU. Hence, the TSP
eventually possesses two datasets:

(1) A database of users that are identified by their public key pkq, together with their attributes
and total debt. This dataset comprises all information from every conducted task but Debt
Accumulation.

(2) A database of anonymous transactions. This dataset stems from the Debt Accumulation task.

With respect to practical privacy considerations one can naturally pose several questions: Can a single
transaction be linked to a specific user? Has a user passed by a particular RSU? Can a user be mapped to
a complete trip, i.e., a sequence of consecutive transactions? A final answer to these questions crucially
depends on the concrete instantiation of the attributes aq;, ag and the pricing function but also on
“environmental” parameters that cannot be chosen by the system designer such as the total number of
registered users, the average length of a trip, etc. An in-depth analysis would require plausible and
justifiable assumptions about probability distributions for these parameters, and would constitute a
separate line of research in its own right.

In the following, however, we will discuss some general aspects of the question how to link a user to
a complete trip. This problem can be depicted as a graph-theoretical problem of finding a path in a
directed, layered graph. The graph consists of initial nodes, inner nodes that are ordered in layers and
terminal nodes. Initial nodes represent Wallet Issuing transactions and are linked to users. Terminal
nodes represent Debt Clearance transactions and are also linked to users and final balances b,
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Protocol Leakage
pke, ay ag/ar al;;ev p phill
User Registration °
Wallet Issuing . . .
Debt Accumulation . . e o
Debt Clearance o (o) . °

Prove Participation e

Table 3.5.: Information an adversary learns about honest users

Inner nodes represent the (anonymous) transactions in between. Assuming that transactions can only
occur at discrete points in time, the inner nodes can be ordered in layers. A directed edge connects two
nodes if the target node is a plausible successor of the source node. As a bare minimum, this requires
that the represented transactions have equal user attributes a¢, the attribute al;erev of the target node
equals ag of the source node and the target node is in a later layer than the source node (because time
can only increase). Additionally, background knowledge such as the geo-position of the RSUs, the
given road infrastructure, etc. can be utilized to only insert an edge between two nodes if, e.g., the
corresponding RSUs are within a certain distance bound. Obviously, the average in- and out-degree of
a node heavily depends on the distribution of distinct values for aq; and ag. Given this graph, the task
is to find a path from the initial node to the terminal node for a particular user such that the sum of the
prices of the transactions on this path equals the total balance. Moreover, if the transactions of all users
are taken into account, there must be a path for each user such that all paths are pairwise disjoint and
every node (i.e., transaction) lies on exactly one path.

For privacy, two characteristics are important: How many solutions do exist and what is the compu-
tational complexity to find one (or all) solutions? This results in a trade-off between two borderline
cases:

(1) There is exactly one unique solution. At first glance, this contradicts privacy. However, the mere
existence of a unique solution is worthless, if it is computationally infeasible to find it.

(2) Finding a solution is easy but there are many equally valid solutions. In this case privacy is
preserved as well.

If additional background information is omitted, the problem can be cast as a specialized instance
of various NP-complete problems, e.g., the parallel-version of the KNAPSACK problem. Parallel
KNAPSACK is defined as follows:

Definition 3.2 (Parallel KNAPSACK). Let {u;};c(1,... ) be a finite set of knapsacks (users) with volume
b; = b(u;) (total balance). Further let {¢;}c(1,. m) be a finite set of items (transactions) with volumes
pj = p(t;) (price) respectively. Let x;; € {0, 1} be variables that indicate if knapsack i contains item j.
The task is to maximize the objective function

m

Z Zn: x,-jv(tj)
j=1 i=1

under the constraints

injpjsb,- forie {1,...,m} (3.4)

Jj=1
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and

n
inj <1forje{l,...,m}
i=1

Here, v denotes a value function that assigns a benefit to each item. In our case, we set v(t;) = p(t;),
i.e, each item (transaction) has its volume (price) as value. Informally, parallel KNAPSACK means to
pack items (transactions) into knapsacks (invoices) without exceeding the volume (balance) of each
knapsack or assigning an item to more than one knapsack, such that the total value of the packed items
is maximal.

Having an optimal solution means that each knapsack is filled to its limit, i.e., the total value of its
items equals the total balance of a user. This is because we know that all knapsacks can be filled exactly
without any item being left over, since every transaction must belong to a user. Hence we can deduce
that any solution that does not completely use a knapsack up to its limit must omit an item and can
thus never be optimal.

Setting the value function to the price of the transaction has the advantage that now every solution for
filling each knapsack to its limit leads to a maximal total value, i.e., the total value of the items in a
knapsack equals the total balance of a user. Hence, the set of optimal solutions is now the set off all
solutions for the trip-finding problem.

Two remarks are in order. With the above explanation, we map an instance of our trip-finding problem
onto an instance of the parallel KNAPSACK problem, i.e., this only shows that our problem at hand is
not harder than parallel KNAPSACK. To be fully correct, we would have to show the inverse direction,
namely that a restricted set of instances of the parallel KNAPSACK problem can be cast into our trip-
finding problem (without background knowledge). The general KNAPSACK problem is NP-complete.
This is beneficial as it implies that finding a solution is generally believed to be intractable. However,
there might be good heuristics for all “natural” instances. Especially since we only need to consider
those instances for which the optimal solution is a perfect solution (i.e., each knapsack is completely
filled). Nonetheless, this restricted class of KNAPSACK problems is still NP-complete and can indeed
be mapped onto our trip-finding problem. Moreover, depending on the concrete parameters (e.g., an
upper bound on the maximum price p or the balance b"') the problem might become fixed-parameter
tractable [GRR19]. In other words, although solving the general problem has super-polynomial runtime
in the instance size, it might still be practically solvable for “real-world instances”. We stress again that
an in-depth analysis requires to look at concrete distributions of these parameters which may be the
basis for an independent work.

Nonetheless, there are indicators that—if finding one solution is easy—there might be a myriad of
solutions, which again yields privacy. To examine this, we take the German Toll Collect®” for trucks
and analyze the statistics from January, 2018 [Deu18], as a more concrete example. This system uses
24 distinct?® values for the user attributes. We assume that transaction times are recorded with 5 min
resolution which is a little bit larger than the timespan a truck needs to travel between two subsequent
RSUs.2? Within this timeslot each RSU is passed by 28.4 other trucks. Picking a fixed RSU and a fixed

27 https://www.toll-collect.de/en/

28 The actual system uses more attribute values (i.e., 720) for statistical purposes. However, we only counted attribute values
that the price depends on.

29 Since the German toll collection system is GNSS-based and has no RSUs, the average distance between two RSUs is assumed
to be 5km as in the Austrian Toll Collection system [KDD15]. Additionally, we assumed 80 ]% travel speed for trucks.
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timeslot, this implies that the probability pr that at least one other truck with identical attributes passes

by equals
1 93 284 .
r=1-(— ~ 0.
p 24

This means, for a randomly chosen transaction in the graph the probability to find at least one other
transaction in the same layer (i.e., timeslot) for the same RSU and for identical user attributes equals
0.7. In other words, for a randomly chosen node in the transaction graph the in- and out-degree is at
least two with probability 0.7.

The average length of trips per month of a single vehicle equals 3398 km and the vehicle passes 613
RSUs. This means the average trip consists of 613 transactions. For approximately 0.7 X 613 = 429 of
these transactions there are at least two identically looking transactions that are a plausible predecessor
or successor. However, it is completely wrong to assume this would yield 24?° identically looking
paths that could be assigned to a particular user. This kind of analysis would assume an independence
of the transactions which does not hold. Again, let us randomly pick a particular RSU and timeslot
and consider the geographically next RSU in the following timeslot. If two identical transactions
are observed at the first RSU, the conditional probability to observe two identical transactions at the
next RSU again is assumedly much higher than 0.7, given that there are no entry points, exit points
or intersections in between. Vice versa, if an transaction is unique at the first RSU, the conditional
probability to observe a second, identical transaction at the next RSU is assumedly much lower. On the
contrary, we expect to have some transaction nodes with a high in-/out-degree, namely those before an
exit point or after an entry point. If a truck leaves the tolling system, it might either promptly re-enter
the system at some nearby entry point or at some distant entry point in the remote future.

In summary, the analysis above is overly simplified as we assume uniform distributions of all values
and an independence of random variables that is likely not given in reality. Nonetheless, this indicates
that the solution space for mapping a particular user to a specific trip might be vast for long average
trip lengths and it points out why an in-depth analysis would justify an independent work on its own.
Please also note that this analysis is only based on trucks, not passenger cars, where we expect much
higher probabilities for joint occurrence of identical attributes due to the higher number of participants
and higher travel speeds.

Remark 3.3. In practice, several privacy notions like k-anonymity are established. For several reasons
these notions are not directly applicable here. First of all, these notions evaluate the privacy level of a
concrete dataset and we stress again that this is out of the scope of this work. While at first glance the
calculations above might suggest that our system features k-anonymity [Swe02] for some yet to be
determined k, the notion of k-anonymity is actually not applicable due to formal reasons. The definition
of k-anonymity requires the database to have exactly one entry for each individual, but our transaction
database features several entries per user. Therefore, the notion of k-anonymity is syntactically not
applicable to the users of our system. While we could still discuss k-anonymity in this setting if the
TSP combined all entries that pertain to the same user into one single entry, privacy of our system
largely stems from the TSP not being able to link transactions of the same user in this way and hence
such a discussion would largely undervalue the privacy protection P4TC provides.

3.6. Onthe Impact of Different Pricing Schemes on Privacy

In Section 3.5 we discussed the potential difficulty of mapping a specific transaction or a specific trip,
i.e., a set of specific transactions, to a user. Now we want to look at this from a different angle, and
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first ask how easy it is to find out which RSUs a user has passed (independent of specific transactions).
In [Jol+24] this question was answered for a specific ETC system, namely the ETC system currently
deployed in Brisbane, Australia. There, the authors show that for users with a wallet balance of 10$ or
less, it is possible to guess the toll stations visited by a user (but not necessarily the correct order) with
an average probability of 94%.

In this section we ask whether this is an inherent problem with ETC systems or whether it depends on
the pricing scheme used. To answer this question, we will first examine and compare several artificial
pricing schemes. To get a more complete picture, we will then compare the artificial pricing schemes
with the real pricing scheme from the Brisbane ETC system.

3.6.1. Analysis of Artificial Pricing Schemes and General Results

The artificial pricing schemes we will be examining are the following:

Puniform =1{1,1,1,1,1,1,1,1,1,1,...}

Plinear 01 =11.0,1.1,1.2,1.3,1.4,1.5,1.6,1.7,1.8,1.9,.. .}
Plinear 0.5 = 11.0,1.5,2.0,2.5,3.0,3.5,4.0,4.5,5.0,5.5,.. .}
Plinear 1.0 =11,2,3,4,5,6,7,8,9,10,...}

Pquad 0.1 = {1,1.21,1.44,1.69, 1.96, 2.25, 2.56, 2.89, 3.24, 3.61, ... 3
Pquad 05 = {1,2.25,4,6.25,9,12.25, 16, 20.25, 25, 30.25, . . .}

Puniform simply has the same price for all toll stations; the Plinear » pricing schemes have a linear
increase of prices (such that the difference between two consecutive prices is x); and the Pyuad_x pricing
schemes have a quadratic increase (more specifically, they take the items from Pjinear » and square
them). Note that we will not examine Pquad 1.0 because the prices there quickly become too high to be
useful.

For this set of pricing schemes, we want to explore the following question:

Given a pricing scheme and a wallet balance, how many different trips can lead to that wallet
balance?

Recall that a trip consists of a sequence of toll station visits. So we are interested not only in the toll
stations visited (as in [Jol+24]), but also in the order in which they are visited. This is similar to the
subset sum problem, which is a special case of the knapsack problem.

Definition 3.4 (Subset Sum Problem (SSP)). Given a set J of integers and a sum S, is there a subset of
I whose sum is exactly S?

In our scenario the set 7 corresponds to a set of prices and the sum S is the wallet balance. However,
answering the question above does not exactly map to the SSP, since we need the number of solutions
a SSP instance has. But it does map exactly to the counting version of the SSP.

Definition 3.5 (Counting Version of the Subset Sum Problem (#SSP)). Given a set 7 of integers and a
sum S, how many subsets of I exist whose sum is exactly S?
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Note that #SSP is #P-complete and thus NP-hard [Val79]. However, the instances we are examining in
this section are small enough to be solvable in reasonable time.

Translating this to the ETC setting again, solving the #SSP means finding out how many different trips
can lead to the same wallet balance (sum). Intuitively, a large number of different trips yields more
privacy for the user since then it is harder to find the correct trip. Now that we have a clearer picture
of the problem domain, we can rephrase our question from above:

What influence do the different pricing schemes have on the #SSP?

To get closer to answering this question, we will first look at how the number of toll stations affects
the #SSP. In Fig. 3.8 we compare the pricing schemes Puniform, Plinear 0.1, and Pquad 0.1 With 5 and 9
toll stations, respectively. To get from the pricing schemes from above to a price list for 5 (or 9) toll
stations, we just take the first 5 (or 9) items from the list. In each graph in Fig. 3.8, for each possible
wallet balance between 1 and 10, the output of the #SSP is plotted for that wallet balance (as sum S)
and price list (as set 7). In other words, for each wallet balance, the number of distinct trips leading to
that wallet balance is depicted. In the upper left corner the average number of different trips is also
shown. If we now compare the 5 toll station variant with the 9 toll station variant for each pricing
scheme, we can see that the number of trips is generally higher for the 9 toll station case. This fits with
the intuition that the larger the set 7, the more solutions the SSP has. Thus, having more toll stations
seems to benefit user privacy.

One can already see in Fig. 3.8 that Pypiform outperforms the other pricing schemes by far. It can also
be seen that even for the currently weakest-looking pricing model (Pquad 0.1), the number of trips with
a wallet balance of ~10 is mostly so high that it is unlikely to filter out the correct trip among them.
This leads to the conclusion that high wallet balances are beneficial for privacy. In the following, we
will therefore look at a smaller maximum wallet balance in order to better analyze the vulnerable small
wallet balances. Similarly, we will now examine the pricing schemes for 5 toll stations, as this also
seems to be more privacy-critical.

In Fig. 3.9 we now compare all six pricing schemes (Puniform Plinear_o.la 5Dlinear_O.Sa Plinear_l.O, Pquad_O.l,
and Pquad_o.5), all with 5 toll stations and wallet balances ranging from 1 to 6. When using the average
number of possible trips as a metric, then the pricing schemes can be clearly sorted from best to worst
as follows:

puniform > 7:'linear70.1 > Plinear70.5 > Plinear71.0 > Pquad70.1 > Pquad70.5

When using the number of trips for wallet balance 6 as a metric, then the pricing schemes are sorted a
bit differently:

Puniform > Plinear_o.l > Plinear_O.S > Pquad_O.l > Plinear_l‘o > Pquad_O.S

For both metrics, Puniform is undoubtedly the best scheme from a privacy perspective. However, it
is unsuitable for widespread practical use because it provides virtually no flexibility in the pricing
scheme. Most toll providers will want to be able to assign different prices to different toll stations, e.g.,
to support traffic management. However, it is easy to see that having multiple toll stations with the
same price has a positive impact on privacy, as it is then impossible to deduce the toll station visited
from the price alone. Toll providers must therefore find the right balance between pricing flexibility
and user privacy when deciding on the number of different prices to have in their system.

On average, the linear pricing schemes generally seem to be better than the quadratic ones from a
privacy perspective. Since the linear schemes have more “even” prices, there are intuitively more
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Figure 3.8.: Comparison between price lists of length 5 and length 9
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Figure 3.9.: Comparison between different artificial pricing schemes (wallet balance <6)
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possible trips per wallet balance. In the case of quadratic pricing schemes (particularly evident in
Fig. 3.9¢), the number of possible trips can be in the low single digits even with high wallet balances.
This is probably due to the irregular distribution of prices.

For Plinear 0.5 (Fig. 3.9¢) and Plinear 1.0 (Fig. 3.9d) one can see that the number of possible trips is strictly
monotonically increasing. This is not the case with Pjinear 0.1, because prices 1.5 to 1.9 are missing and
therefore some possible combinations for certain sums are not available. When comparing Fig. 3.8¢c
and Fig. 3.8d, it can be seen that the number of possible trips for Plinear 0.1 approaches a monotonically
increasing function as the number of toll stations increases.

Looking at the linear pricing schemes in Fig. 3.9 in detail, one can see that they are all above =30
possible trips from a fairly low wallet balance: With Plinear 0.1 the number of possible trips is 35 for a
wallet balance of 4.4 and stays above this value from then on, with Pjinear 9.5 the number of possible
trips is 29 for a wallet balance of 5.0 and then increases monotonically, and with Plinear 1.0 We reach 31
possible trips with a wallet balance of 6.0. Just to compare, with Pypiform We have 25 possible trips with
a wallet balance of 2, and with a wallet balance of 3 we already have 125 possible trips.

If we compare the quadratic pricing schemes with the linear pricing schemes again, we can see that
they differ greatly in the number of possible wallet balances: The linear pricing schemes generally
have quite a low number of possible wallet balances (Plinear 0.1 has 45 possible wallet balances and
Plinear 0.5 has 11 possible wallet balances). On the other hand, Pquad 0.1 has 89 possible wallet balances,
which is a comparatively large number.*° It can be argued that pricing schemes with a small number of
possible wallet balances have a positive effect on privacy. Intuitively, this is because when there are few
possible wallet balances, there are generally more users with the same wallet balance. This means that
per trip there are more users who could potentially have made that trip, making it even more difficult
to associate a trip with a user. This is another reason why linear pricing seems to outperform quadratic
pricing in terms of user privacy.

In Fig. 3.10, the same pricing schemes are shown as in Fig. 3.9, but now with a maximum wallet balance
of 10. Since the trends observed in Fig. 3.9 continue in Fig. 3.10, we will not discuss Fig. 3.10 in detail
and will simply provide Fig. 3.10 as additional information for the reader.

Summarizing all the points described above, we conclude that among the artificial pricing schemes
analyzed, it is most beneficial for user privacy to choose a linear pricing scheme with a small distance
between the different prices. This way, the number of possible wallet balances is small and it is not the
case that there is only a low number of possible trips for higher wallet balances. On the other hand, the
toll stations have different prices, so the toll provider has some flexibility in pricing. Ideally, some toll
stations are assigned the same price.

Remark 3.6. Of course, there are many more pricing schemes that could be analyzed. However, we
have deliberately looked at only a limited selection here, as we only wanted to illustrate that the chosen
pricing scheme has a significant impact on privacy.

Remark 3.7. As a side result it can be noted that pricing schemes that form a superincreasing sequence
are not suitable pricing schemes.

30 Note that we are omitting Plinear_1.0 (6 possible wallet balances) and $gyaq_o.5 (12 possible wallet balances) from this
comparison, as there simply cannot be many wallet balances <6 due to the generally higher individual prices.
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Definition 3.8 (Superincreasing Sequence (from [MV97, Def. 8.34])). A superincreasing sequence is

a sequence (by, by, ..., by,) of positive integers with the property that b; > Zj;} bj for each i with
2<i<n

An example for a superincreasing pricing scheme would be Py = {1, 2,4, 8,16, ...}. The subset sum
problem for superincreasing sequences is solvable in polynomial (even in linear) time [MV97, Sec. 8.6.1],
so finding all possible solutions is efficiently possible even for large instances. Also, superincreasing
sequences tend to have a low number of possible solutions to the subset sum problem, which makes
them unsuitable as a pricing scheme.

3.6.2. Analysis of the Brisbane ETC System

Having examined various artificial pricing schemes, we now turn to a real-world example: the Brisbane
ETC system, which was also examined in [Jol+24]. The Brisbane ETC system is an access-based ETC
system with 9 toll plazas. Like [Jol+24], we use the toll prices for passenger cars as of July 1, 2018,
which are as follows [TC18, p. 23]:

Prrisbane = 11.72, 2.68,2.84,3.19,4.09,4.55,5.11, 5.11, 5.46}

In Fig. 3.11 we show the distribution of the number of possible trips per wallet balance for different
maximum wallet balances. Looking at the maximum wallet balance of 6, Ppyisbane (cp. Fig. 3.11a) seems
to perform even worse than the worst artificial pricing scheme examined, i.e., Pquad_o.5 (cp. Fig. 3.9f), as
all wallet balances have only 1 or 2 possible trips. All graphs in Fig. 3.11 show that Ppyispane has the
property that even for higher wallet balances, some wallet balances have only one possible trip. Since
the prices in Phyishane are very unevenly distributed, this is not surprising.

The linear pricing schemes in Fig. 3.9 all had the property of reaching >30 possible trips per wallet
balance fairly quickly (the slowest of them was Plinear 1.0, Which reached it at a wallet balance of 6.0).
For the Brisbane ETC system, 30 possible trips is only reached in Fig. 3.11d. There, only 7 out of 174
wallet balances have >30 possible trips, and 11.33 is the smallest wallet balance with this property.

Thus, the Brisbane ETC system appears to perform worse than any of the artificial pricing schemes
examined so far. We now turn to the question of whether we can “fix” this by slightly tweaking the
pricing scheme. For that we examine two additional pricing schemes: Phyisbane 0.1, Which rounds the
prices from the Brisbane ETC system to the nearest 10 cents; and Pprispane 0.5, Where the prices from
the Brisbane ETC system are rounded to the nearest 50 cents. More precisely, these pricing schemes
look like this:

Phrisbanc 0.1 = {1.70,2.70, 2.80, 3.20, 4.10, 4.60, 5.10,5.10, 5.50}
Phrisbane 0.5 = {1.50, 2.50, 3.00, 3.00, 4.00, 4.50, 5.00, 5.00, 5.50}

In Fig. 3.12 we now compare Phyisbane With Phrisbane 0.1 a0d Phrisbane 0.5, for maximum wallet balances
of 6 and 10. It can be seen that with a maximum wallet balance of 6, all pricing schemes do not perform
particularly well, but since the minimum price is >1.50, it is expected that not many different trips
are possible with a wallet balance <6. Looking at the graphs on the right, where the maximum wallet
balance is 10, we can see that Phyishane and Phrisbane 0.1 Sometimes still have a low number of possible
trips even with higher wallet balances. This is not the case for Ppyispane 0.5, Where the number of possible
trips is 30 or more for all wallet balances >7.5. The number of possible wallet balances for Phyisbane 0.5
(with 16) is also significantly lower than for Pprisbane 0.1 (54) and for Pprisbane (93). Thus, Phrisbane 0.5
seems to be a good improvement of Ppyishane SO far.

96



3.6. On the Impact of Different Pricing Schemes on Privacy

#Trips

Prices: [1.72, 2.68, 2.84, 3.19, 4.09, 4.55, 5.11, 5.11, 5.46]

[¥)

Average: 1.4 L *e * "
- *-& *—® - > 90 —&
T T T T T
2 3 4 5 6

Wallet Balance

(@) Phrisbane With wallet balances <6

Prices: [1.72, 2.68, 2.84, 3.19, 4.09, 4.55, 5.11, 5.11, 5.46]

#Trips

Prices: [1.72, 2.68, 2.84, 3.19, 4.09, 4.55, 5.11, 5.11, 5.46]

o

Average: 2.4 * o0

Wallet Balance

(b) Pprishane With wallet balances <8

Prices: [1.72, 2.68, 2.84, 3.19, 4.09, 4.55, 5.11, 5.11, 5.46]

12 | Average: 3.8 * sese Average: 7.8 .
40 + L2
.
10 4
* 30 A oo
84 * ® .
@ w . o
2 2
= E 204 sses »
# 64 > 00 oco®Ed SO & ™
se o
e .
e
4 * o8& - = L -tu? 8--.
10 4 F S
8 0 o o5 eme 0sss %
5 o Iln-—-‘.-.-
g e se e mee ssme s s o .
o .'.‘._‘kl oele ."‘- *
. s se o o sme | o o sem o 0l ® wee 0% "l % T S el te .
T T T T T T T T T T T
2 4 6 8 10 2 4 6 8 10 12

Wallet Balance wallet Balance

(€) Pprisbane With wallet balances <10 (d) Pirishane With wallet balances <12

Figure 3.11.: The pricing scheme of Brisbane’s ETC system for different maximum wallet balances

Note that Pprisbane 0.5 has the property that some of its prices can be expressed as the sum of other
prices, while Phyishane 0.1 does not. Since this property inherently increases the number of possible
trips for a given wallet balance, having this property for a pricing scheme seems to be beneficial for
privacy.

If we now compare Pprishane 0.5 With the pricing schemes in Fig. 3.10, we see that Ppyrisbane 0.5 fits into
the ranking of artificial pricing schemes as follows:

puniform > Plinear70.1 > Plinear70.5 > pquadfo.l/ Plinear71.0 > Pbrisbane70.5 > pquad70.5

Note that Pprispane 0.1 and Phrishane are both worse than Pquad o.s-

In conclusion, while Ppyishane 0.5 is a significant improvement over the original Ppyisbane, it does not
compare well with most artificial pricing schemes. Although Phyisbane 0.5 is basically Plinear 0.5 With a
few items missing, those missing items seem to have a noticeable impact on privacy. Nevertheless,
switching from Phyishane 10 Pbrisbane 0.5 Would already significantly improve privacy for most users,
since for wallet balances >7.5 the number of possible trips is >30. And if switching to a pricing scheme
with a difference of >50 cents between prices is not flexible enough for practical use (for example,
because small annual price changes should be possible), then switching from Pprisbane t0 Phrisbane 0.1
would still be a noticeable improvement.
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4. Universally Composable Auditable Surveillance

This chapter is based on [Fet+23a; Fet+23b] and most parts of this chapter are either taken verbatim
or rephrased from these works, along with some additional explanations. As the conference ver-
sion [Fet+23b] had a page limit, significant details are missing in that version (in particular the ideal
functionalities and protocols could only be presented there in abbreviated form), which have been
added to the appendix of the ePrint version [Fet+23a]. In this thesis, the contents of [Fet+23a; Fet+23b]
are now reorganized to form a consistent overall structure. The formatting of the ideal functionality
and protocol has also been adjusted to make the formatting consistent within the thesis.

In [Fet+23a; Fet+23b], but not part of this thesis, an application was presented to showcase how the
auditable surveillance functionality ¥, can be used to enhance a system with auditable surveillance
capabilities. We briefly sketch the contribution of this application here to give an idea about the
intended use of ¥, but the application itself will not be featured further in this thesis. An additional
contribution of [Fet+23a; Fet+23b] is a (toy) ideal functionality, ¥, ¢y, for Auditably Sender-Traceable
Encryption (ASTE). Effectively, F, ¢y allows a registered user to anonymously encrypt a confidential
message to another registered user, while ensuring that law enforcement is able to deanonymize the
resulting ciphertext. In this toy example, law enforcement does not learn the message of a ciphertext,
fully separating “content” from “identity”. But it is easy to modify the example, so that law enforcement
learns any function of message and identity. In [Fet+23a; Fet+23b], ¥, o5y also has a protocol that
UC-realizes it utilizing ¥, .

Structure of this Chapter. We first give an introduction to the scenario in Section 4.1, clearly state the
contribution, and discuss related work. In Section 4.2 we introduce the setting, give a high-level system
overview, and discuss the desired security properties of our system.

The concrete presentation of the auditable surveillance system starts in Section 4.3 with the ideal
functionality for auditable surveillance, ¥ ,4. In Section 4.4 we present the protocol I1, ; that UC-realizes
F s+ 14 outsources the decryption of user secrets to a hybrid functionality ,,, which is presented in
Section 4.5. In Section 4.6 we give a protocol I, ;, that UC-realizes the auditable decryption functionality
¥ ap in the YOSO model.

Finally, we discuss some design decisions of our system in Section 4.7 and conclude the chapter in
Section 4.8. Note that the security proofs are deferred to Appendix B.

4.1. Introduction

In user-centric application scenarios such as communication services, electronic payments, internet
search engines, etc. there is a strong tension between the need for user privacy and legal requirements or
business interests that entail the monitoring of a user’s (meta-)data. This tension is also reflected by the
recent European Council Resolution on “Security through encryption and security despite encryption”
[Cou20]. On the one hand, there is a strong demand for anonymity and confidentiality supported
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by the European General Data Protection Regulation. On the other hand, scenario-specific laws and
regulations such as the European Council Resolution on the Lawful Interception of Telecommunications
[Off95] or the EU Directive on Anti-Money Laundering and Countering the Financing of Terrorism
(AML/CFT) [Off18], to name just a few, make it necessary to revoke a user’s anonymity or disclose its
encrypted transaction data or messages under certain well-defined circumstances, e.g., when a warrant
has been issued for a suspect.

The security research community has recognized and addressed the necessity to balance confiden-
tiality/anonymity with accountability. Most proposed solutions follow a variant of the key escrow
paradigm [Arf+21; BCS05; BGK95; Daz+22; K1.95; LRC14; PY00; Sav18; YY98]. In key escrow systems
one or more, typically fixed, trusted authorities (TAs) aka escrow agents, are equipped with (shares
of) a trapdoor key which can be used to recover encrypted messages, revoke transaction anonymity,
etc. However, this holds the risk that, by corrupting the publicly known TAs, trapdoors can be silently
misused, e.g., for mass surveillance or spying on lawful individuals of public interest (e.g., politicians,
business leaders, celebrities). Due to these issues, policymakers, security researchers, and practitioners
are concerned about deploying key escrow without further measures to prevent or detect misuse, e.g.,
[Abe+15b; Gro19]. Moreover, the lack of transparency concerning the lawful usage of trapdoors leaves
citizens with the subconscious feeling of being under permanent surveillance.

To make surveillance actions more transparent and accountable, recent work [Fra+18; GP17; Pan+19]
has discovered the usefulness of distributed ledgers. Here, judges, law enforcement, and companies
publish commitments to information about surveillance measures on the ledger and can provide zero-
knowledge proofs that they behave according to the laws. However, these proposals do not enforce that,
in order to access user trapdoors, evidence must be put onto the ledger first. That means, a secure and
accountable escrow and disclosure of end-to-end encryption keys is not considered. Hence, trapdoors
kept by a company are still at risk of being covertly misused without leaving any trace.

Very recently, Green et al. propose a misuse-resistant surveillance scheme [GKV21] which compels law
enforcement to leaving a warrant on the ledger in order to disclose the encrypted communication of a
suspect. To this end, the authors build on extractable witness encryption (EWE) [GLW14], instead of a
key escrow scheme, where the publication of a warrant serves as the key (aka witness) to decrypt the
communication. Unfortunately, it seems implausible that extractable witness encryption (for general
NP languages) does actually exist [Gar+14].! Moreover, they prove that any protocol secure in their
model would already imply extractable witness encryption (for a highly non-trivial language). The goal
of our system is to combine ledger-based auditability of surveillance actions with corruption-resilient
key escrow mechanisms. Similar to [GKV21], leaving a warrant on the ledger to access trapdoors is
enforced, but without relying on extractable witness encryption.

Goyal et al. [Goy+22] model storing secrets on a blockchain (via secret-sharing them among members
of an evolving committee) and retrieving them under some condition. If we apply that idea to our
scenario, we could secret-share user-specific trapdoors at committees who only release their shares if
they find a warrant on the ledger requesting their specific shares. Benhamouda et al. [Ben+20] also
model the storing of a secret on a blockchain, but additionally make committee members anonymous
until they finished their work to prevent targeted corruption. Both methods [Ben+20; Goy+22] can
result in a lot of overhead for the committee who potentially has to manage millions of secrets. To
reduce the committee’s workload during the handover phase, we take this idea and combine it with
a key-escrow approach. Instead of secret-sharing millions of trapdoors on the blockchain, we only
secret-share one item: A secret key for a threshold public key encryption scheme. The trapdoors are not

1 Even (non-extractable) witness encryption currently has no efficient constructions.
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secret-shared on the blockchain, but encrypted under the threshold public key and stored off-chain to
reduce blockchain workload. The secret key for that ciphertext is secret-shared on the blockchain and
instead of directly retrieving a secret from the blockchain, law enforcement can request the decryption
of the ciphertext. To increase security, only a part of the trapdoor is decryptable by the blockchain
committee; the other part is stored offline at the system operator. Thus, the system remains secure
even if the blockchain committee’s majority is corrupted. See Section 4.7 for a further discussion of
design decisions.

While some other systems [GGM16; KV03] only enable prospective surveillance, where law enforcement
must prepare surveillance of each user individually before this user conducts any transactions, we
achieve retrospective surveillance, where law enforcement can also access transactions that were
conducted in the past. We additionally model this functionality as a building block in the UC framework
and prevent users from learning whether their trapdoor was retrieved or not (in contrast to [Ben+20;
Goy+22]). Unlike [GKV21], we achieve retrospective surveillance without implying EWE. Moreover,
the efficiency estimate of our application shows that our system is realizable and scales favorably: The
judge is only involved in granting warrants, law enforcement is only involved when surveilling users
and the work on the blockchain only depends on the number of surveilled users, not the number of
registered users. We thus present the first UC-secure proof of concept.

Additionally, we add the possibility to audit the surveillance decisions of law enforcement. A special
party, the auditor, has the power to retrospectively examine law enforcement’s surveillance decisions
and inform the public about possible abuse. Since this party is very powerful, care must be taken as to
who takes on this role; for example, a neutral investigative committee might be suitable.

Application scenarios for our auditable surveillance technology range from mobile communication
systems (e.g., 5G) and anonymous messaging services over anonymous electronic payments (e.g.,
Monero, ZCash, etc.) to privacy-preserving video surveillance.

4.1.1. Contribution

We formalize an auditable surveillance system as a building block which can be used to enhance
many different (existing) applications with the capability to revoke a user’s anonymity or to reveal a
user’s transaction data under the condition that a law enforcement agency has a court-signed warrant
that legally empowers them to do so. Our auditable surveillance system is the first to combine key
escrow with accountability without requiring unlikely assumptions (e.g., EWE) while scaling well. We
accomplish this through the following contributions.

First and foremost, we provide an abstract ideal functionality for auditable surveillance, 7"AS. The
functionality ¥, serves as a building block which allows to enhance protocols with auditable surveil-
lance with relative ease. In particular, this provides a basic target functionality to realize and serves
as a separation between the low-level implementation of the auditability mechanism, and the high-
level decision of adding auditability to protocols, e.g., choosing what data to make available to law
enforcement in anonymous electronic payment systems with auditable surveillance. We formalize our
auditable surveillance system in the Universal Composability (UC) framework [Can00; Can20]. The
standard approach to formalizing security is to formulate the security properties as a list of individual
properties. This approach, however, carries the risk that important security and privacy aspects are
overlooked, e.g., because the list may not be exhaustive. This problem does not exist in UC, because the
objective is not to formalize a list of individual properties, but to define what an ideal system should
look like. UC-security also assures that even if the system is executed in a large environment where
many different protocols are executed concurrently, the system retains all security guarantees. Since
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there are many applications that would benefit from added auditable surveillance, we chose to model
its security in the UC framework. This ensures that the system’s security and privacy guarantees still
hold if the system is run in combination with many different other protocols.

Our second contribution is the protocol I,y which UC-realizes ¥,¢. It uses several cryptographic
building blocks like commitments, signatures and zero-knowledge proofs to achieve the same strong
security and privacy guarantees as ¥, ;. The protocol IT ¢ is based on an ideal functionality for auditable
decryption, ¥,,, for managing the secret-shared secret key for the threshold encryption scheme and
answering decryption queries. Our modeling of this building block achieves auditability of requests for
secrets and privacy regarding which secrets are released. The auditable decryption functionality ¥,
is also modeled in the UC framework to enable a flexible use of this building block and we provide a
protocol IT,, that UC-realizes it. We cast our protocol IT,, in the YOSO (You-Only-Speak-Once) model
[Gen+21] (see Section 4.6 for a brief introduction). In this model, protocols are executed by roles, where
each role is only allowed to send messages once. Which party is executing a specific role is hidden
until it sends its messages. This prevents targeted corruption of parties that comprise the current
committee, and thus allows for leveraging global honest-majority (for the set of all nodes operating the
blockchain) assumptions for smaller committee sizes, and achieving security against mobile adaptive
adversaries.?

To summarize our contribution:

(1) We identify and define an ideal UC-functionality, called ﬂs, which acts as a building block for
auditable surveillance systems or more generally auditable access systems.

(2) We realize this functionality in a setting where the deployment of such systems is of interest
(namely, the “blockchain space”). Therein we also specify a UC-functionality ¥,, for auditable
decryption, which may be of independent interest. We stress however, that the realization of ¥,
is not in any way restricted to this setting.

4.1.2. Related Work

In this section, we review the academic literature on related topics.

Key escrow. Since the 1990s, many papers, e.g., [KL95; PY00; YY98], have been dealing with different
variants of key escrow mechanisms in various domains, where key material is deposited with one or
more trusted parties who can then decrypt targeted communications or access devices. In particular, key
escrow has also been applied in the scope of e-cash [BGK95] to balance anonymity and accountability.
Also, more recent work follows this paradigm. For instance, in [Arf+21] the authors propose protocols
for secure-channel establishment of mobile communications that offer a session-specific opening
mechanism. A session key is escrowed with n authorities which all need to agree for recovering the
session key. The system comes with some addition of security guarantees, e.g., non-frameability. The
work [Sav18] considers lawful device access while protecting from mass surveillance. The authors
propose the use of self-escrow passcodes which are written to the device itself and can only be retrieved
by means of physical access, e.g., via dedicated pins.

2 Mobile adversaries can adaptively corrupt and uncorrupt parties as long as they do not exceed a certain threshold of
simultaneously corrupted parties.
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Paper Lawful- Retro- Silent® No EWE Public UC- Flexible
only! spective? needed® Statis- secure®  Frame-
tics® work’
[KV03], [GGM16] no no yes yes no no no
[Daz+22] no yes yes yes no no yes
[Bro+23] no yes no yes yes yes no
[LRC14] no yes yes yes yes no partially®
[Jso4] yes yes no yes no no partially®
[GKV21] yes yes yes no yes yes no
Our System yes yes yes yes yes yes yes

Whether a warrant is needed for surveillance actions.

Whether surveillance is retrospective or only prospective.

Whether surveillance is silent, e.g., users are not aware that they are surveilled.

Whether the system does not assume the existence of EWE (extractable witness encryption).
Whether the system supports public statistics.

Whether the system is UC-secure.

Whether the work contains a framework that can be used for many different applications.
The system support a limited set of applications.

® N G R W N =

Table 4.1.: Comparison of our system with the most relevant related work on accountable surveillance systems

Accountable access. Some works have tried to extend key escrow with basic accountability features.
We compare ourselves with the most relevant of them in Table 4.1.

In [BCS05] an anonymous yet accountable access control system is proposed. Regarding accountability,
the user needs to escrow its identity with a trusted third party (TTP) which is revealed by the TTP if
some previously agreed condition bound to the ID using verifiable encryption with labels (where the
condition is encoded as label) is satisfied. Liu et al. [LRC14] propose an accountable escrow system
focusing on encrypted email communication. In their system users escrow their decryption capability
(instead of their private key), essentially by means of a 3-party Diffie-Hellman key exchange, to trusted
custodians. Custodians perform decryptions upon request by means of their own private keys and are
trusted to log each decryption request to hold the government accountable. Still, the private keys of
custodians can be stolen or they can be corrupted in particular as they are well-known to government
organizations. The works [KV03] and [GGM16] deal with auditable tracing techniques in the context
of e-cash and cryptocurrencies, respectively. The underlying idea is to provide a user either with a
randomized version of the authority’s public key, where the corresponding secret key is the revocation
trapdoor, or a completely random key, which is useless for tracing. The user cannot tell which key
it received until later when the authority is enforced to reveal this. The big disadvantage of their
approach is that the authority has to decide in advance (e.g., at the beginning of each month) which
users should be traced. This could result in practical issues, e.g., when money laundering is suspected,
but the transactions of suspects cannot be traced since tracing was not turned on for them. In [Daz+22]
a “mutual accountability layer” is added to systems to make operators accountable for opening key-
escrowed user transactions. However, this accountability feature only results in the current key escrow
committee learning that some transaction was opened. The lawfulness of opening a transaction is not
verified and information about opening requests are not persistently and publicly stored.

Some proposals try to avoid key-escrow and its misuse potential from the outset. Very recently, a
misuse-resistant surveillance scheme with retrospective exceptional access to end-to-end encrypted
user communication has been proposed in [GKV21]. Instead of building on key escrow, users are
forced to (additionally) encrypt their messages with extractable witness encryption [Gol+13]. Loosely
speaking, witness encryption allows to define a policy under which a ciphertext can be decrypted. In
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their scheme, this is the case when a warrant for the corresponding user signed by a judge has been
published on a public ledger. The major disadvantage of their approach is that it is implausible that
extractable witness encryption schemes actually exist [Gar+14].

In [JS04], the authors also abstain from using key escrow. Instead, given a warrant, a user has to
(verifiable) reveal the transactions of interest itself to the judge. Unfortunately, this prevents silent
investigations and leaves a suspect with the option to deny cooperation.

Several works deal with the collection of auditable logs of surveillance actions. In [Bat+12] the authors
propose a distributed auditing system for CALEA-compliant wiretaps. The idea is to add Encryptor
devices to the wiretaps which send encrypted audit records to a log. With the help of the log, audit
statistics can be computed from ciphertexts using homomorphic encryption. Kroll et al. in two not
formally published manuscripts [KFB14; Kro+18] propose different systems for accountable access
control to user data. Here, law enforcement needs to interact with a set of decryption authorities to
decrypt user records, for which a single encryption key is used. Accesses are logged by an auditor
party with whom the other parties need to interact continuously in order to confirm the different
protocol steps. No end-to-end encryption of user data or the revocation of anonymous records is
considered. Also, formal security model and proofs are missing. The work [Fra+18] extending [GP17]
uses ledgers to collect accountable information about surveillance action and a hierarchical form of
MPC to compute aggregate statistics. However, a secure and accountable escrow and disclosure of user
trapdoors is not considered. In particular, if such trapdoors are kept by a company, they can still be
misused by the company, stolen by an intelligence agency, etc. without leaving any trace on the ledger.
The work [Pan+19] addresses some of the issues of [Fra+18] like, e.g., that government agencies and
companies are trusted to regularly post (correct) information on the ledger. This is done by introducing
an independent party called Enforcer who serves as the conduit for interactions between them and
ensure compliance. However, for this it is assumed that government agencies and companies do never
directly communicate with each other. Moreover, they do not make use of ledgers to control access to
user trapdoors to disclose end-to-end encrypted communication or revoke anonymous transactions.

Finally, there are number of rather unconventional proposals to impede mass surveillance. In [BR99],
the authors introduce the concept of translucent cryptography which, based on oblivious transfer
and without relying on key escrow, allows law enforcement to access encrypted messages with a
certain probability p. In [WV18], a system is proposed where law enforcement needs to provide a
hash-based proof of work in order to recover an encrypted message, intentionally resulting in a high
monetary cost (e.g., $1K-$1M per message). The work [SW19] considers exceptional access schemes for
unlocking devices such as smartphones. To unlock a device, law enforcement needs to get approval
by a set of custodians and subsequently locate and get physical access to a randomly selected set of
delegate devices to obtain an unlock token. This requires both human and monetary resources of the
law enforcement agency. In [Sca19] Scafuro introduces the concept of break-glass encryption for cloud
storage where the confidentiality of encrypted cloud data can be revoked exactly once for emergency
reasons. This “break” is detectable by the data owner. The author’s construction relies on trusted
hardware and is a feasibility result rather than a practical solution. Persiano, Phan and Yung [PPY22]
recently introduce the concept of anamorphic encryption. The idea behind this is that even an attacker
who can dictate the messages sent and demand the surrender of a decryption key (e.g., a government),
cannot prevent a second, hidden, message from being sent along that only the dedicated recipient
can decipher. While this means that one cannot prevent the exchange of hidden messages despite
of surveillance, law enforcement agencies still consider surveillance as a useful measure as not all
criminals have the knowledge or skill set to exploit this fact or find it convenient.
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Storing secrets on a blockchain. There are prior works which model the capabilities of storing secrets
and retrieving them under certain conditions thereby replacing the need for extractable witness
encryption by relying on a blockchain.

In the recently published “eWEB” system [Goy+22] a dynamic proactive secret sharing (PSS) scheme
with an efficient handover phase is constructed and used in a black-box way to store and retrieve secrets
on a blockchain. Their system is secure against an adversary that statically corrupts less than half of
the blockchain nodes. However, the members of the current committee are publicly known and the
identifier of a retrieved secret is revealed to the general public. Hence, in our case, a user would learn
that law enforcement is exposing its transactions, which should be prevented.

The system by Benhamouda et al. [Ben+20] uses a similar approach. They introduce an evolving-
committee PSS scheme instead, where the selection of the next committee is a part of the secret-sharing
scheme itself and the members of the current committee remain anonymous (to anyone, including
the members of the previous committee) until they finished their work and hand over the role to the
next committee. This enables the system to handle a mobile adversary corrupting ~ 29% of blockchain
nodes. However, they do not clearly state how their PSS scheme can be used to retrieve secrets from
the blockchain, in particular it is unclear who learns which secrets are retrieved, whether the current
committee learns this witness and whether the secret is revealed to the public or not.

Our usage of a blockchain has similarities to [Ben+20; Goy+22], in particular we also use the anonymous
committees from [Ben+20], but we additionally model the system as a building block in the UC
framework, which [Ben+20; Goy+22] do not. Also, we prevent users from learning whether their secret
was decrypted or not (in most cases).

Erwig, Faust and Riahi [EFR21] propose a standalone protocol for threshold decryption in the YOSO
model. Our building block for auditable decryption is similar to their protocol, but augmented to satisfy
our auditing needs and formalized in the UC-model instead of using game-based security notions.

Brorsson et al. [Bro+23], in a concurrent and independent work, recently published PAPR, an anonymous
credential scheme with a retrospective auditable surveillance feature. PAPR and our work both model
retrospective auditable surveillance with a detailed UC framework, utilizing techniques such as bulletin
boards/blockchains, YOSO, secret-sharing, ZK, and TPKE. Regarding the committee structure, our
system differs from PAPR as the sets of users and committee member candidates are distinct, while
PAPR’s sets are identical. However, it is worth mentioning that PAPR proposes this separation as future
work. Notably, our system supports silent anonymity revocation, whereas anonymity revocation in
PAPR is inherently non-silent. Additionally, we implement different validity periods, allowing law
enforcement to revoke a user’s anonymity only for specific periods, offering a more nuanced approach
compared to PAPR, where revocation affects all credential showings.

4.2, System Overview

In this section, we provide an overview of our system. We start by introducing the parties, followed
by a high-level description of their interactions. Lastly, we give a brief discussion of its (intuitively)
captured security properties.
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Figure 4.1.: High level system overview. The numbers represent the intended order of task execution.

4.2.1. Parties

Our system consists of the following parties:

System Operator: The system operator SO operates the system (e.g., anonymous payment system,
confidential instant messenger service) that is enhanced with auditable surveillance.

Law Enforcement: Law enforcement LE can access a user’s escrowed secrets if it is in possession of a
valid warrant.

Judge: The judge J grants or rejects warrants.
Auditor: The auditor AU can access information about all used warrants.
Users: The set {U;} of users who want to make use of the application provided.

Nodes: The set {N;} of nodes that is available to execute assigned roles on the blockchain (the share-
holder committee).

There is one each of system operator, law enforcement, judge and auditor, but there may be arbitrary
many users and blockchain nodes. We consider static corruption of SO, LE and the users U;. For the
nodes N; we achieve mobile adaptive corruption since each role a node can play is cast in the YOSO
model [Gen+21] and only sends messages once. ] and AU are assumed to always be honest. Apart
from the explicitly modeled parties, some portions of our system are available for everyone, for example
reading information from the blockchain.

3 While a corrupt AU would learn all warrants, it is not possible for a corrupt AU to convince a third party of false claims
about those warrants.
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4.2.2, High-Level System Overview

An overview of the tasks the different parties can execute can be found in Fig. 4.1. We now describe the
intended usage of our system. In the following we focus on a specific application and instantiation
to make the description clearer. We apply our functionality ¥, to an anonymous message transfer
service and instantiate it with the protocols IT, and IT,  that utilize a blockchain.* Note that of course
different applications and instantiations are possible as well.

To initialize the system, each party generates their respective cryptographic keys. The public keys of
SO, J and AU are posted on the blockchain and available to everyone. The blockchain selects its first
committees and creates a threshold encryption keypair, whose public key is available to everyone and
whose secret key is secret-shared among the committee members.

Users need to register themselves with SO and create an account to use the system. Each period (e.g.,
monthly) the user and SO create together a fresh escrow secret that could be used to expose the user’s
identity in messages sent during that period. The secret is then secret-shared into two partial secrets:
One part is directly stored at SO° and the other part (only known to the user) is encrypted under the
committee’s threshold public key. The ciphertext itself reveals nothing about the user’s identity, but it
is linked to the user’s identity and the period the secret is valid for with a zero-knowledge (ZK) proof.
After depositing a secret for the current period, the user can use the messenger service during that
period. To use the anonymous messenger application, the sender would prove in zero-knowledge that
it has stored a secret for the current period and appended its identity (but encrypted under its escrow
secret for the current period) to the current message. This proof can be verified by anyone, in particular
the receiver and SO, where the latter can block non-complying messages.

If the law enforcement agency LE has a legitimate interest in disclosing one or multiple user secrets,
it can request a warrant from the judge J. Each warrant consists of a set of sub-warrants and each
sub-warrant states which user should be surveilled in which period. Additional information is included
in each sub-warrant, for example the name of the court, the reason for surveillance, etc. If J signs
the warrant, LE can get information about each user from SO, i.e., the partial secret stored by SO
and the ciphertexts containing the other part of the secret. With a signed warrant and the additional
information from SO, LE is able to retrieve the partial secrets for the users and periods in that warrant
from the blockchain. In particular, LE convinces the current committee in zero-knowledge that it indeed
has a warrant signed by J for that set of ciphertexts. Upon verifying the proof, the committee then
decrypts the ciphertexts and reveals the other partial secrets to LE, who can then reconstruct the users’
full secrets. Given the (anonymous) message data of the messenger system operator, LE can now match
the previously anonymous messages to users in the warrant (but only for messages sent during the
period specified in the warrant).

Security and Privacy Protection Mechanisms. To prevent misuse of the system or even mass surveil-
lance, several countermeasures are supported by the system. Firstly, a system-wide policy function
prevents any warrants violating that policy. For example, it may disallow surveillance of an individual
user for more than 12 months (by a single warrant). Secondly, LE needs to be in possession of a valid
warrant signed by J to request a secret and the blockchain committee first verifies the validity of this
warrant before decrypting a secret. There exists the risk that the signing key of the judge may get

4 The features of a blockchain include publicly viewable and non-editable information as well as easy committee formation.
Alternatively, an append-only bulletin board can be used. In this case, a committee has to be formed by some other means.
> Since we use a Blum coin toss to jointly generate the secret, SO knows a share of the secret anyway.
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stolen and an attacker could use the stolen key to sign a warrant itself and thus retrieve some secrets.
We cannot prevent this entirely (other than suggest that judges secure their secret keys properly), but
have mitigation measures. To retrieve a decrypted secret from the blockchain, the request needs to
publish some information about the respective warrant on the blockchain, thus leaving visible proof
that such a request took place. What information about each warrant should be publicly available is
declared by a system-wide transparency function. Choosing a suitable transparency function for the
system can be a challenging task since one needs to balance the public’s desire for information, the
privacy of surveilled users, and LE’s need for silent surveillance. The transparency function should,
for example, never publish the names of the surveilled individuals. But it may, for example, publish
the number of different users in the warrant, the periods in which the retrieved secrets are valid and
the name of the court that signed the warrant. Assuming the latter information is published, each
court can monitor the blockchain and upon seeing more warrants signed by its key than they actually
signed, they can detect key theft and henceforth take appropriate measures.® Thirdly, assuming an
appropriate transparency function, anyone can get useful information about all enforced warrants
through publicly available statistics. For example, if the transparency functions reveals the number of
different users in the warrant, the number of currently surveilled users becomes public. If this number
suddenly skyrockets, it is an indication of misuse of power. Fourthly, the auditor AU has the capability
(as it can access the “full” warrant information on the blockchain) to conduct a detailed investigation of
enforced warrants. It may check for any peculiarities and prove statements about the stored warrants
to an arbitrary entity without revealing any further information. For instance, such a statement might
be that none of the warrants issued within a certain period of time involve a certain user.

On the Necessity of the Prove and Verify Tasks. To be used in an application, the auditable surveillance
functionality ¥, must provide a suitable interface. In most applications, users need to be able to prove
that they escrowed a secret, e.g., a secret for the current period in the messenger application ASTE. A first
idea to realize that, is for F, ¢ to provide a digital signature on user identity, escrowed secret and current
period to the user. However, formulating a usable (let alone zero-knowledge-compatible) UC signature
scheme turns out to be a daunting task, since signatures in UC are riddled with subtleties [BHO04;
Cam+16; Can04; KF08], and indeed many modeling artifacts occur.

To circumvent such problems, ¥, directly provides the possibility for users to prove statements about
their identity uid, their escrowed secret secret, some validity period vper and other information. Such a
proof can show a statement of interest w.r.t. vper, for a witness which includes (uid, secret), and the
proof ensures that the secret secret for uid is stored for period vper. Overall, this approach is more
general and easier to use.

4.2.3. Security Properties and Trust Assumptions

We now summarize the desired security and privacy properties of our building block for auditable
surveillance in an informal and intuitive manner:

« (Non-colluding”) users are not aware whether LE issued a request to recover one of their secrets.

6 Qur system actually only supports a single non-revocable judge key to keep the model from being overly complex, but the
extension to several different and revocable judge keys is straightforward.

7 This security property holds for a user colluding with other users and blockchain nodes but not one colluding with SO or
LE.
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+ To use the Prove task (cf. Fig. 4.1) for an application on top, e.g., to prove some statement
involving the user’s identity, the user needs to have escrowed a secret for the respective period.

« The privacy guarantees of the application on top are only breached if a warrant was granted.
And even in that case, only the users covered by the warrant have (some of) their data exposed.

+ LE can only request secrets for warrants that comply with the system policy.

« After LE requested a decryption by the blockchain, the publicly available information about the
warrant (for statistical purposes) and the information about the warrant that is only available to
AU are permanently stored on the blockchain and can not be modified or removed afterwards.

« Anyone is able to retrieve publicly available statistics on all enforced warrants.

+ AU has the capability to provide the general public with provably correct statistics about the
enforced warrants.®

« Even if SO and LE collude, they can not expose any escrowed user secrets.

« Likewise, even if a majority of the blockchain nodes collude, they can not reconstruct a user’s
secret.

We assume the judge ] and auditor AU to be honest. Since AU has the power to read all warrants
in the clear, it is a very powerful entity that could potentially misuse that power. In reality, one
could decentralize that trust by having multiple auditor parties that utilize threshold cryptography
or multi-party computation. Since we trust the jurisdiction, we also model ] as an honest party and
assume that it honestly follows the protocol. Warrants that were granted but legally not justified can
be detected upon request to AU. The existence of judge-signed warrants also ensures that LE can also
only request user information from SO for which it has a signed warrant.

Although SO is corruptible in our system, we implicitly have to trust it in some aspects: We assume that
SO cooperates with other parties and responds to messages. A SO that ignores messages from other
parties could bring the system to a halt or deny individual users’ participation in the system. Since SO
has a monetary motivation to keep the system running for a long time, we believe these assumptions
to be reasonable. Note that while a corrupt SO cannot send false data (e.g., pretend that a ciphertext
belongs to another honest user), it can omit some data (e.g., data from colluding corrupt users) when
sending it to LE. This is a general problem that can be discouraged through laws.

4.3. ¥, :AFormal Model for Auditable Surveillance Systems

In this section we introduce the functionality ﬂs’ our formal model for our auditable surveillance
system, which is independent of the application. We first introduce some variables that are essential
for the functionality in Table 4.2.

We model our system in the Universal Composability (UC) framework [Can00; Can20]. For a very brief
introduction to UC, see Section 2.7. Before we start, we introduce some writing conventions.

Remark 4.1 (Writing Conventions). We use the following conventions when describing the functionali-
ties ¥, and ¥, :

8 Since AU has access to the full warrants, its statistics can be more detailed than those the general public can compute. AU
could even prove to third parties (e.g., a parliament) facts about specific warrants without revealing the full warrant.
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Identifier Description

pid The party identifier for the UC framework (e.g., a physical identifier)

uid The (self-chosen) identity of a user

secret The escrowed secret

vper The validity period for a single secret (e.g., the current month)

w A warrant from LE to retrieve (multiple) user secrets with W = (Wy,..., W,) and
W; = (uid;, vper;, meta;)

v number of subwarrants W; inside a warrant W

meta Meta information about a warrant. Some of it is public information and some is only meant for
the auditor

wpub The information about the warrant that should be known to the public

Table 4.2.: Variables used in TAS

« As usual, we assume authenticated channels between all parties.

« We omit (sub)session identifiers, written sid (resp. ssid), which are used to identify separate
protocol instances (resp. separate instances of tasks in a protocol instance). Adding sids and ssids
is straightforward.

« When we write “Input P: (...)” for P € {SO, AU, J, LE}, the functionality first checks that the
party calling the functionality has indeed that role.” If that is not the case, the functionality
ignores the message.

o The first task that has to be called is the System Init task. If any parties send any other messages
to the functionality before the System Init task has been completed, those messages are ignored.

« We use delayed output to some party P as a short-hand notation for the following protocol: Send
(OuTtpuT, TASKNAME, P) to the adversary and wait for message (ALLow, TASKNAME, P) from the
adversary. Then send (value) to P.

« When we write “Output P: (value)”, this is a shorthand for “generate delayed output (value) to
party P”.

« If, in contrast, we write “immediately output (value) to P”, the message is directly sent to party
P without notifying the adversary.

« We use notion of “urgent request”/“immediate response” from [Cam+16], as well as responsive
environments, to model that the adversary can not make any other calls to functionalities or
hybrid functionalities before sending a response to the current request. By UC-realization, we
mean realization w.r.t. to responsive environments.

« The notation “Send (value) to the adversary” is also a shorthand for “Send (value) to the adversary
and wait for message (Ok) from the adversary before continuing”.

We now describe how our auditable surveillance system is modeled in the UC framework by presenting
the ideal functionality ¥, in Figs. 4.2 and 4.3, as well as sketching the individual tasks.

System Init. This task initializes the system and is thus the first task that must be invoked. The ideal
functionality does not respond to other messages until this task has been successfully executed.

° The functionality can do that because it knows the party identifiers (pids) of all parties in the system
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Functionality ¥,

System Parameters:

« f; — Transparency function. Outputs public infor-
mation of a warrant WP « f£,(W).

+ f» — Policy Function. Checks whether a given
warrant is allowed by system policy. Interface is
(0,1} — f(W).

« S — Space of secrets

« R — an NP relation for statements about stored
secrets: Contains (stmtg, witg) € R pairs where
stmtg is a statement and witg is a witness for that
statement

« System pids: pid, pid;, pid,y

Functionality State:

« L,: List of initialized parties (initially empty). Con-
tains (pid) entries.

« L List of registered users (initially empty). Con-
tains (pid, uid) pairs.

+ Lg: List of stored secrets (initially empty). Con-
tains (uid;, vper,, secret;) entries.

+ L, List of warrants that were requested by LE
from J (initially empty). Entries are of the form
(W, b), where b is a bit that states whether the
warrant was granted or denied by the judge.

« L,: List of proofs (initially empty). Entries are of
the form (stmtg, witg, 7, b), where the bit b states
whether the relation is fulfilled or not.

System Init:
« Input SO & J & AU: (InrT, SO/J/AU)

— If this is the first time that this task is invoked,
then do whatever is stated in “Behavior”. Else,
ignore the messages.

« Behavior:
(1) Create empty lists L, L, Lg, L, and L,
(2) Send (In1T) to the adversary
(3) Add pidg, and pid; to L,

« Output SO & J & AU: (INITFINISHED)

Party Init:
+ Input some Party P: (PINIT)
« Behavior:
(1) If pid ¢ L, then store pid in L,
(2) Send (PINTT) to the adversary
« Output to P: (PINITFINISHED)

User Registration:
o Input U: (REGISTER, uid)
« Input SO: (REGISTER, uid”)
« Behavior:
(1) Assoon as U gave input, send (REGISTER, pid,
uid) to the adversary. Wait for (Ox) from the

adversary and input from SO before continu-
ing.

(2) If uid # uid’, then abort (Wrong inputs)

(3) If (pid, ) € L, then abort (User already regis-
tered)

(4) If (-, uid) € L, then abort (Identity already
taken)

(5) Add (pid, uid) to list of registered users L,

(6) Store pidin L,

« Output U & SO: (REGISTERED)

Store Secret:

« Input U: (STORESECRET, uid, vper)
« Input SO: (STORESECRET, vper’)

«+ Behavior:

(1) IfSOis corrupted (and U is honest): As soon as
U gave input, send (STORESECRET, vper) to the
adversary and then wait for input from SO
If vper # vper’, then abort
Check if user is registered: If (pid, uid) ¢ Ly
then abort
Check if user already registered a secret for the
current validity period: If there exists an entry
(uid, vper, -) in the list of stored secrets L, then
abort
Generate secret: secret i S
Store (uid, vper, secret) in the list of stored se-
crets Lg
« Output U: (SECRETSTORED, secret)

« Output SO: (SECRETSTORED, uid)

()
(6)

Request Warrant:
« Input LE: (REQUESTWARRANT, W)
« Behavior:

(1) Check if policy function allows that warrant: If
0 < f,(W), then abort (Warrant not allowed
by policy function)

« Output J: (REQUESTWARRANT, W)
« Input J: (b)
«+ Behavior:

(1) If there already exists an entry (W,-) € L,,,
then abort (Warrant already processed)

(2) If SO is honest: If b = 1, then send

(REQUESTWARRANT, f; (W), ‘W’,v) to the ad-

versary and wait for message (Ox) from the
adversary
(3) If SO is corrupted: Send (REQUESTWARRANT,
W, D) to the adversary and wait for message
(Ok) from the adversary
(4) Append (W,b) to L,
 Output LE: (REQUESTWARRANT, b)

Figure 4.2.: The ideal functionality ¥,
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Functionality ¥, (continued)

Get Secrets:
« Input LE: (GETSECRETS, W)
« Behavior:

(1) Check if warrant was granted by Judge: If no
entry (W, 1) exists in L,,,, then abort (Warrant
either not requested or not granted)

(2) Parse warrant: (Wy,..., W,) «— W and (uid;,
vper,;, meta;) «— W;

(3) For each i from 1 to v:

(a) Check if secret is stored: Get secret; for
which an entry (uid;, vper;, secret;) exists in
the list of stored secrets Ls. If none exists,
then set secret; = L.

(4) IfLE is honest: Send (GETSECRETS) to the ad-
versary

« Output LE: (GOTSECRETS, (secrety, . .., secrety))

Get Statistics:
« Input some Party P: (GETSTATISTICS)
« Behavior:
(1) Send (GETSTATISTICS) to the adversary
(2) Initialize empty list L,
(3) Forevery (W,b) € L, withb =1:
(a) Apply transparency function to warrant:
WP f(W)
(b) Append WP to Lotats
« Output to P: (GOTSTATISTICS, L

Audit:

« Input AU: (AUDITREQUEST)

« Behavior:
(1) Send (AUDITREQUEST) to the adversary
(2) Initialize empty list L,
(3) For every (W,b) € L,, with b = 1, append W

tol,,
+ Output to AU: (AUDITANSWER, L))

Stats)

Prove:
« Input U: (PROVE, stmtg, witg)

 Behavior:
(1) Parse (uid, secret, wit') = witg
(2) Parse (vper, stmt’) == stmig
(3) Let pidy; be the pid of the calling party
(4) If R(stmtg, witr) # 1 or (pidy, uid) ¢ L or
(uid, vper, secret) ¢ Lgecrers> then abort
(5) Send urgent request (PROVE, stmtg) to the ad-
versary
(6) Wait for immediate response (PROOF, ) from
the adversary
(7) Store (stmtg, witg, m,1)in L
+ Output U (immediate): (PROOF, stmtg, witg, 7r)

Verify:
« Input some party P: (VERIFY, stmig, )
« Behavior:
(1) If pid ¢ L,, then abort (Verifier did not initial-
ize)
(2) For (stmtg, ), check if there exists (stmig,
witg, 7, b) € L,
(3) If entry exists:
(a) (Immediately)
stmtg, 7, b) to P
(4) If entry does not exist:
(a) Send urgent request (VERIFY, stmig, ) to
the adversary
(b) Wait for immediate response (WITNESS,
witg) from the adversary
(c) Setb «— R(stmtg, witg)
(d) Only if SO is honest:
(i) Parse (uid, secret, wit') == witg
(if) Parse (vper, stmt’) = stmtg
(iii) If (uid, vper, secret) & Lg, . then set
b = 0 (User has not stored a secret)
(e) Store (stmtg, witg,7,b)in L,
(f) Prepare output message (VERIFICATION,
stmtg, 7, b)
« Output to P (immediate): (VERIFICATION, stmig,
7, b)

output  (VERIFICATION,

Figure 4.3.: The ideal functionality ¥, (continued)

Party Init.

If parties want to use the Verify task, they have to initialize with the system first. While
in the ideal world this is achieved by the ideal functionality just adding them to the list L,, this will
correspond to the parties getting all needed CRSs and public keys in the real world. Note that users do

not have to explicitly call this task, as they are already added to L, during User Registration.

User Registration.

To participate in the auditable surveillance system (and to use the application
on top) the user needs to create an account with SO. It is ensured that each user can only create one

account. The user can choose an unique identity (uid) under which it will be known henceforth.
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Store Secret. Each period (e.g., monthly) the user needs to deposit a new secret. Since ¥, is a
trustworthy incorruptible entity, we do not need to encrypt it and directly store the secret inside .
¥ 5s first checks that the user is registered in the system and has not yet stored a secret for the current
period. Then, ¥, draws a fresh secret (so the user can not influence what his secret will be) and stores
it in its internal storage. After this task is finished, the user can now use the application, which is not
modeled directly in F .

Request Warrant. In this task LE can request a warrant from J. The functionality itself first checks if
the proposed warrant W complies with the system’s policy function f,,. Then it gives ] the opportunity
to approve (b = 1) or deny (b = 0) that warrant. ¥, also ensures that each warrant is only processed
once (this ensures that the statistics calculated later will be correct).

Get Secrets. With a granted warrant LE can now retrieve the secrets for all (uid, vper) pairs inside the
warrant. F, first verifies that the warrant was approved by J and then outputs all secrets corresponding
to that warrant to LE.

Get Statistics. Every party of the system can query this task to enable the general public to access
statistics about the warrants. For every warrant granted by J the transparency function f; is computed
to get the publicly available information WP"? about that warrant. The publicly available information
about each warrant are then returned to the party asking for statistics.

Audit. When AU gets tasked with calculating detailed statistics or with investigating the case of a
specific user, it can call this task. AU is then provided with all warrants that were approved by J. Since
we assume AU to be a trustworthy entity (or a group of entities that perform this task in a multi-party
computation) we can provide AU with the warrants in the clear. The actual execution of AU’s task
takes place outside our system, we only provide AU with the necessary information.

Prove and Verify. The zero-knowledge proof interface is used to build applications on top of ¥,. The
Prove task allows a prover to generate a proof 7 for a statement stmtg in some NP-relation R, where
the witness witg includes the user’s identity and escrow secret for the chosen period. The Verify task
allows to check the validity of a proof. As an example, a user may prove that it correctly encrypted
its identity under its escrow secret key. Since we do not limit our system to a single application, this
generic proof/verify interface enables the flexible use of different applications.

Remark 4.2 (Discussion of the leaked information). In the description of ¥, (c.f. Figs. 4.2 and 4.3) there
are several messages of the form “Send (value) to the adversary”. This is due to modeling the system
in the UC framework: In UC, privacy guarantees are modeled by explicitly sending all information that
an adversary could learn in the real world to the adversary. Note that the information the adversary
learns in F, are all either information any party could learn (by monitoring public changes on the
blockchain or the bulletin board) or information a corrupted party learns during the protocol IT, ; either
way. While the information the adversary could learn in ¥, might seem like more information than
necessary, this is again due to the nature of the UC framework: In the UC framework, there exists only
a single adversarial party that can corrupt several other parties. In the real world, this corresponds to
the scenario that all dishonest parties collude and share all the information they gathered with each
other. Consequently, a UC-adversary learns a lot of information. However, one should note that in
reality dishonest parties learn significantly less information if they do not cooperate.
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4.4. II,.:AProtocolto Realize 7';\5

The functionality ¥, represents an ideal version of the system we want to achieve. Since in practice we
do not want to rely on trusted third parties to perform our calculations for us, we build a protocol IT,
in the real world that achieves the same security guarantees as ¥,,. We later prove that our constructed
protocol IT,; UC-realizes ¥, in the {F, ), Frpe> Fp» Gcrock }-hybrid model. Since setup assumptions
are common when modeling UC functionalities due to strong impossibility results [CF01], we also need
to rely on several setup assumptions: We use the well-known functionality ¥y (cf. Fig. 2.2) which
enables access for all parties to a common reference string (CRS), set up by a trusted party with a given
distribution. We also use an external bulletin board functionality #, (cf. Fig. 2.3), where any party can
register a single (uid, v) pair associated with its identity, where the uids need to be unique. Any party
can retrieve registered values v, which in our case are public encryption keys.

We modularize our realization by outsourcing the auditable decryption of ciphertexts to another hybrid
functionality ¥, which we describe in Section 4.5. This hybrid functionality idealizes the primitive
of a blockchain with an evolving set of committees where the committee members are anonymous
until they finished their work. The functionality is parameterized by a (threshold) PKE scheme and
provides everyone with access to a public key under which secrets can be encrypted. Then, given
suitable auditing and authorization information, decryption of a ciphertext can be requested. In our
case this information will be a judge-signed warrant for that ciphertext. We outsource the auditable
decryption for several reasons:

(1) A primitive for auditable threshold decryption is an interesting building block in itself and to the
best of our knowledge no UC formalization of that primitive exists yet.

(2) It simplifies the security analysis of our system, since we can first assume that the decryption
is handled by a trustworthy party. In a second step we then replace the auditable decryption
functionality ¥, with a protocol that realizes it.

Since blockchains with evolving committees generally require some concept of time (e.g., to ensure
that the committee changes daily), the functionality ¥, utilizes the global clock functionality Gerock
(cf. Fig. 2.5) from [Bad+17] to model time.

We now first elaborate on some of the core techniques we use in I, and give the full description of
I1,, afterwards. Note that the hybrid functionalities (except ¥,,) are given in Section 2.8. The hybrid
functionality ¥, will be described in Section 4.5.

System Init. SO and J each create a signing keypair. Then SO, J, and AU initialize the auditable
decryption functionality ¥,, together. The functionality ¥, is then used to provide all parties with
access to the needed CRSs and public keys.

Party Init. If parties want to use the Verify task, they have to initialize with the system first. Thus,
in this task they utilize #,, to get all needed CRSs and public keys Note that users do not have to
explicitly call this task, as they get all needed CRSs and public keys during User Registration.
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User Registration. Users create a signing keypair (vky, sky;) during registration. To ensure at most
one account per user, we use an idealized bulletin board ¥, where any party can register a single
(uid, vky;) pair associated with its identity, where the uids need to be unique. Any party can retrieve
registered values.

Store Secret. To store a fresh secret with validity period vper, user and SO jointly create a fresh
secret secret with a Blum coin toss, where each party draws a partial secret: SO draws sec; and the
user draws sec,. The full secret is then secret = sec; ® sec,, but only learned by the user. The operator
directly stores the partial secret sec; (along with the user’s identity uid and the current period vper).
The user encrypts the partial secret sec; under the public threshold encryption key pk of ¥, sends
the resulting ciphertext ct to SO and proves in zero-knowledge that it calculated all values honestly.
SO also stores the ciphertext ct and provides the user with a (blinded) signature on (uid, vper, secret)
(without learning secret). The user can then utilize this signature in the application on top to prove to
another party that it indeed stored a secret for that validity period.

Request Warrant. First, J signs the warrant W proposed by LE to convince third parties that it indeed
has approved the warrant. Since the auditable decryption functionality ¥, needs to know which
ciphertexts should be decrypted, we need J to also sign all ciphertexts ct containing the partial secrets
secz associated with the warrant W. Therefore, we additionally include SO in this protocol: LE sends
the signed warrant to SO and asks for the corresponding ciphertexts ct along with the stored partial
secrets secy.'” Afterwards, LE provides J with the ciphertexts ct to get a signature on W, which is the
warrant W including the ciphertexts.'’ LE can now utilize the hybrid functionality ¥, to request the
decryption of all ciphertexts corresponding to the warrant w.

Get Secrets.  After ¥, processed the decryption request, LE can retrieve the partial secrets sec; for a
warrant from ¥, . Of course, ¥,, verified the validity of all requests and partial secrets for invalid
requests can not be retrieved. Then, LE uses the already stored partial secrets sec; (obtained from SO)
to reconstruct the full user secrets secret := sec; ® sec, for all users in the warrant.

Get Statistics and Audit. Since 7, ) knows all requested'* warrants, 7, , can directly give the desired
information for those tasks.

Prove and Verify. The Prove task is a local task in which the user uses a NIZKPoK to create the proof
 itself. Similarly, the Verify task is also a local task in which the validity of the statement is verified
using the NIZKPoK.

Before delving into the full details of the protocol, we introduce the NP-relations needed in II AS for the
zero-knowledge proofs:

10 This of course enables SO to guess which users are or will be tracked by LE. But in practice this could be amended either
by SO just sending all its information to LE or by LE using private information retrieval (PIR) to get just the ciphertexts for
the current warrant without SO learning which ciphertexts were retrieved.

1 Before sending the request to J, LE checks the users’ signatures. Before answering the request, J checks the (same) signatures
as well. Since we assume that J is always honest, it would be sufficient for only ] to check the signatures. But we intentionally
let LE check the signatures first to filter out invalid requests before forwarding them to J, to reduce J’s workload.

12 Note that these tasks provide the parties with information about all requested warrants, independently of whether the
secrets were actually retrieved or not.
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Details of the relation RS

wit = (secret, secz, decomgec, deCOMyec,, T)
stmt = (secy, COMsec, COMyec,, PK, CE, CrScom )

RAS = {(stmt, wit) |

* secret = sec; @ secy

« Open(crscom, COMsec, decomsec, secret) = 1
« Open(crscom, COMyec,, AECOMec,, S€C2) = 1
« ct = Enc(pk, secz; 1)

}

Figure 4.4.: ZK-relation R4S

Details of the relation Rfks

wit = (uid, secret, wit', ogs, COMyid, decommyid, COMgec, deCOMgec, COMyper, AECOMyper)
stmt = (vper, stmt’, vkg, CrScom)

R?,f = {(stmt, wit) |

+ Vfy(vkgg, (comyiq, cOMgec, COMyper), Os) = 1
« Open(crseom, COMyid, decomyd, uid) = 1

+ Open(crseom, COMgec, deCOMyec, secret) = 1

+ Open(crscom, COMyper, decomyper, vper) = 1
o witg = (uid, secret, wit")

« stmtg = (vper, stmt’)

o R(stmtg, witg) =1

Figure 4.5.: ZK-relation ‘Rf]f

« Relation R4S (see Fig. 4.4) is used in Store Secret by a user to prove to the system operator that
they honestly encrypted the partial secret sec;.

+ Relation R‘Z“ks (see Fig. 4.5) is the NP-relation used in the Prove and Verify tasks to prove some
statement about a user’s identity, secret and the current period.

We are now ready to give the complete description of the protocol I, ; that UC-realizes the auditable
surveillance functionality ¥, .

Protocol IT AS

System Parameters:

« f; — Transparency function. Gets a preliminary warrant W as input and outputs what should be publicly
known about that warrant. Interface is WP™ « f;(W).

+ fp — Policy Function. Checks whether a given warrant is allowed by system policy. Interface is {0, 1} «
To(W).

« n — Number of committee members

« 8 — Space from which the secrets are drawn

« Signature scheme X = (Gen, Sign, Vfy), where all algorithms are PPT and Vfy is deterministic
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« Commitment scheme COM = (Setup, Com, Open), where all algorithms are PPT and Open is determin-
istic

« Re-randomizable Threshold Public Key Encryption scheme TPKE = (Gen, Enc, Dec, TDec, ShareVer,
Combine, Rand, Sk2Pk), where all are PPT and Dec, TDec, ShareVer, Combine and Sk2Pk are determin-
istic

+ Non-interactive Zero-Knowledge Proof of Knowledge scheme NIZK = (Setup, Prove, Verify), where all
are PPT and Verify is deterministic

+ R — an NP relation (The code threats R as a binary function)

« ZK-Relations R%S (see Fig. 4.4), and R?]f (see Fig. 4.5)

« System pids: pid, pid;, pid

States of the Parties:
« Each user stores:
— CRS:crs = (crsZAkS,crscom)
- SO public key: vkg (to verify signatures from SO)
— Public threshold encryption key: pk
- Own signing keypair: (vky, sky)
— Registration data: (uid, comyd, decomyd, Oreg)
- List of own secrets. Entries are of the form (secret, comgec, decomsec, vper, comyper, decomyper, 0ss)
« LE stores:

— List of warrants. Entries are of the form (W, b, W, GVT,)
- List of ciphertexts requested for decryption. Entries are of the form (uid;, vper;, ct;, secy ;)

o J stores:
- Own signature keypair: (vkj, sk;) (to sign warrants)
— CRS: crscom
— List of already processed preliminary warrants. Entries are of the form (W, b)
— List of already processed enhanced warrants. Entries are of the form (W, o)

« SO stores:
- CRS:crs = (crszAlf,crscom)
— Public verification key of the judge: vk;
— Public threshold encryption key: pk

- Own signature keypair: (vkg, skgg). Messages are either of the form comyq or of the form (comy;q,
COMsec, COmvper)

- List of registered users. Entries are of the form (uid, comyiq, decomyig, Oreg, Vkyy)
— List of stored partial secrets. Entries are of the form (uid, vper, ct, oy, seci, comgec,, decomsec,, Osec,)

System Setup (¥ y¢):
. (crs?ks, td) « NIZK.Setup(1%)
e CrScom < COM.Setup(1%),

o Return (crsfks,crscom)

System Init:
« Note:

— Each of SO, J, AU only executes the following the first time this input is received and ignores all further
inputs of this form.

117



4. Universally Composable Auditable Surveillance

— Each of SO, J, AU ignores all other inputs and messages until this has been executed.

« Input SO: (InrT, SO)
« Input J: (In1T, J)
« Input AU: (InrT, AU)
« Behavior:
(1) AU:
(a) Initialize F,p:
AU — 7, (In1T, AU)
Fap — AU: (INITFINISHED)
2) J:
(a) Create signing keypair (vk;, sky) « ¥.Gen(1%) and store it
(b) Initialize F,,:
J—= Fap: (In1T, J, ij)
Fap — J: (INITFINISHED)
(c) GetCRS:
J = Fegs: (VALUE)
Fers = J: (crsﬁf,crscom)
(d) Store crscom
(3) SO:
(a) Create signing keypair (vkgq, skgy) < 3.Gen(1%) and store it
(b) Get CRS and keys:
(i) SO — Fpg: (VALUE)
Fers — SO: (crs?ks, CrScom)
(i) SO — ¥, (GETPK)
Fap — SO: (GoTPK, pk)
(iii) SO — ¥, (GETSKEYS)
Fap — SO: (GOTSKEYS, vkgq, vk))
(c) Store crs = (crsﬁ(s, Crscom), pk and vk;
(d) Initialize 7,
SO — F,p: (In1T, SO, vkg()
Fap — SO: (INITFINISHED)
« Output SO: (INITFINISHED)
+ Output J: (INITFINISHED)
« Output AU: (INITFINISHED)

Party Init:
« Input some Party P: (PINIT)
« Behavior P:
(1) Get CRS and keys:
(@) P— Fps: (VALUE)
Fers — P (crs‘?ks, CrScom)
(b) P — F,p: (GETSKEYS)
Fap — P: (GOTSKEYS, vkg, vk;)
(c) P— F,p: (GETPK)
Fap — P: (GoTPK, pk)
(2) Store crs = (crs?ks, crscom) and (pk, vkj, vkso)
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« Output to P: (PINITFINISHED)

User Registration:
« Input U: (REGISTER, uid)
« Input SO: (REGISTER, uid”)
«+ Behavior:
(1) U:
(a) If no keypair is stored yet, generate keypair (vky, sky) < Z.Gen(1%) and store it
(b) Send (uid) to SO
(2) SO:
(a) If uid # uid’, then abort (Wrong inputs)

(b) If there is already an entry (uid,-,-,-) in the list of registered users, then abort (User already
successfully registered)

(c) Send (Ump_oOK) to U
3) U:
(a) Register on bulletin board:
U— Fpp: (REGISTER, uid, vky;)
(b) Check bulletin board to see if registration was successful:
U — oyt (RETRIEVE, uid)
Fap — U: (RETRIEVE, pidy;”, uid, vkg)
(¢) If pidy" # pidy or vk{; # vky, then abort (UID already taken by someone else)
(d) Send (Ok) to SO
(4) SO:
(a) Check bulletin board to see if registration was successful:
SO — Fyp: (RETRIEVE, uid)
Fap — SO: (RETRIEVE, pidy;”, uid, vky)
(b) If pid," # pidy;, then abort (UID already taken by another user)
(c) Setvky = vkj
(d) Commit-and-sign uid:
(comyig, decomy;q) < COM.Com(crscom, uid) and oyeq = X.Sign(skgq, comyiq)
(e) Store (uid, comyiq, decomyid, Oreg, Vky)
(f) Send (oreg, comyid, decomy;q) to U
(5) U:
(a) Get public key of SO:
U — ¥,p: (GETSKEYS)
Fap — U (GOTSKEYS,VkSO,ij)
(b) Store vkgy
(c) Get CRS:
U — Fipg: (VALUE)
Fers = U: (crsfks, CrScom)
(d) Store crs = (crs?ks, CrScom)
(e) Get public key of TPKE:
U — ¥, (GETPK)
Fap — U: (GoTPK, pk)
(f) Store pk
(g) Verify commitment and signature:

If COM.Open(crscom, comyid, decomyig, uid) = 0 or X.Vfy(vkg, Oreg, cOMyiq) = 0, then abort
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(h) Store (uid, comyid, decomyd, Oreg)
« Output U: (REGISTERED)
+ Output SO: (REGISTERED)

Store Secret:
« Input U: (STORESECRET, uid, vper)
« Input SO: (STORESECRET, vper’)
« Behavior:
(1) U:
(a) Draw part of the secret: sec; & S
(b) Commit on secz: (comye,, decomse,) < COM.Com(crseom, secz)
(c) Commit on vper: (comyper, decomyper) < COM.Com(crscom, vper)
(d) Send (uid, Oreg, cOMyid, decomyiq, COMgec,, COMyper, decOMyper) to SO
(2) SO:
(a) Verify comyper: If COM.Open(crseom, COMyper, decomyper, vper’) = 0, then abort
(b) If (uid, comy;g, decomyig, Oreg, -) is not in the list of registered users, then abort
(c) If there already exists an entry (uid, vper, -, -) in the list of stored secrets, then abort (User already
registered a secret for the current validity period)
Draw part of the secret: sec; &s
Send (sec;) to U

) Compute secret := sec; ® sec;  (Remark: @ can be XOR or +, but it must hold that secret € S)
(b) Commit on secret: (comsgee, decomsec) «<— COM.Com(crscom, Secret)
) Commit-and-sign sec;:

(comsec,, decomsee,) «— COM.Com(crscom, secy) and oy, < Z.Sign(sky, comse,)

—~
(=9

Encrypt part of the secret: ct « TPKE.Enc(pk, secz; r) for fresh randomness r

—

e) Sign ciphertext: oy < X.Sign(sky, (ct, uid, vper))

—

f) Assemble ZK-witness: witss = (secret, secs, decomsec, decoMsec,, 1)

(g) Assemble ZK-statement: stmtgs = (secy, COMgec, COMyec,, PK, €t, CrScom)
(h) Compute proof: s «— NIZK.Prove(crsZAkS, stmitss, Witgs, 73;455)

(i) Send (ct, comgec, TTss, OU, Tsec;> COMsec;, AECOMyee,) to SO

O:

w

(4)
(a) Assemble ZK-statement: stmtss = (secs, COMgec, COMgec,, Pk, €1, CrScom)
(b) Verify proof: If NIZK.Verify(crsﬁ(S, stmtsg, T, R?SS) = 0, then abort
(c) For uid, retrieve entry (uid, -, -, -, vky;) from list of registered users

(d) Verify commitment: If COM.Open(crscom, COMisec,, decomsec,, sec;) = 0, then abort

(f) Sign the commitments: ogs < Sign(skgg, (comyid, COMgec, COMyper))
(g) Store (uid, vper, ct, oy, sec, COMygec,, AECOMsec,, Tsec,)
(h) Send (o) toU
(5) U:
(a) Verify signature: If X.Vfy(vkgq, (comyid, comgec, cOMyper), 05s) = 0, then abort

)
)
)
)
(e) Verify signatures: If 3.Vfy(vky, (ct, uid, vper), oy) = 0 or E.Vfy(vky, comsec,, Osec,) = 0, then abort
)
)
)

(b) Store (secret, comgec, decomsec, vper, COMyper, decOMyper, Tss)
«+ Output U: (SECRETSTORED, secret)
« Output SO: (SECRETSTORED, uid)
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Request Warrant:
« Input LE: (REQUESTWARRANT, W)
+ Behavior:
(1) LE:
(a) Send message (W) to]
@) J
(a) Check if policy function allows that warrant:
If 0 « f,(W), then abort (Warrant not allowed by policy function).
« Output J: (REQUESTWARRANT, W)
« Input J: (b)
« Behavior:
(1) J
(a) If b =0, then set o = L. Else, set ow « 2.Sign(sk;, W).
(b) Store (W, b) in list of already requested preliminary warrants
(c) Send (b, ow) to LE
(2) LE:
(a) Store (W, b, L, 1) in list of warrants
(b) If b = 0, then skip all other steps and directly go to output
(c) Get CRS:
LE — Fps: (VALUE)
Fcgrs — LE: (crsZAkS, CrScom)
(d) Get public key of J:
LE — ¥,: (GETSKEYS)
Fap — LE: (GOTSKEYS, kg0, Vky)
(e) Verify signature: If Z.ny(vkj, W, ow) = 0, then abort
(f) Send (W, ow) to SO
(3) SO:
(a) Verify signature: If 3.Vfy(vk;, W, ow) = 0, then abort
(b) Parse preliminary warrant: (Wi, ..., W,) = W and (uid;, vper;, meta;) = W;
(c) For each (uid;, vper;,-) entry in W:
(i) Retrieve the matching (uid;, vper;, ct;, oy, secy,i, COMgec, i, d€COMyec, i, Osec, ) entry from internal
storage. If none exists, then abort (User has not stored a secret).
(d) Build enhanced warrant W by adding ct; to each W;
(e) Send (W, {ou,i, secyi, cOMyec, i, decoMyee, i, Osec i tieft,...0}) to LE
(4) LE:
(a) Parse enhanced warrant: (Wl, e, WU) = W and (uid;, vper;, meta;, ct;) = W
(b) Build preliminary warrant W’ out of w by deleting ct; from each w;
(c) If W’ £ W, then abort (SO sent wrong w)
(d) Forifrom 1 to v:
(i) Get verification key of the ith user:
LE — F4p: (RETRIEVE, uid;)
Fep — LE: (RETRIEVE, uid;, ka’i)
(if) Check signatures:
If 2. Vfy (vky;, (cti, uid;, vper;), ou;) = 0 or Z.Vfy(vky;, coMiec, iy Osec,i) = 0, then abort
(iii) Check commitment: If COM.Open(crscom, COMiec, i, decomye, i, Secy ;) = 0, then abort

(e) Send (W, {ou;, secy i, COMgec, i, deCOMgec, i, Osecyi tie(1,...0}) tO]
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() J:
(a) Build preliminary warrant W”’ out of W by deleting ct; from each w;
(b) If there is no entry (W”, 1) in the list of already processed preliminary warrants, then abort

(c) Check if (W, -) is already in list of stored enhanced warrants. If yes, then abort (Warrant already
processed).

(d) Parse enhanced warrant: (W, ..., W,) == W and (uid;, vper;, meta;, ct;) = w;
(e) Forifrom 1 to v:
(i) Get verification key of the ith user:
J — Fpp: (RETRIEVE, uid;)
Fap — J: (RETRIEVE, uid;, vky;)
(ii) Check signatures:
If 2.Vfy (vky;, (cti, uid;, vper;), ou;) = 0 or Z.Vfy(vky;, c0Msec,is Osec,i) = 0, then abort
(iii) Check commitment: If COM.Open(crscom, COMsec, iy d€COMiec, i, S€C1.1) = 0, then abort
(f) Sign enhanced warrant: oy; < X.Sign(skj, W)

(g) Store (w, oyy) in list of stored enhanced warrants
(h) Send (o7;) to LE
(6) LE:
(a) Update the entry (W, b, L, 1) in the list of warrants to (W, b, W, JW)
(b) Request decryption of secrets:
LE — ¥, (REQUEST, w, o)
Fap — LE: (REQUEST)
(c) Store each (uid;, vper;, ct;, secy;) pair fori € {1,...,0}
« Output LE: (REQUESTWARRANT, b)

Get Secrets:
« Input LE: (GETSECRETS, W)
« Behavior LE:
(1) Retrieve the entry (W, 1, W, oyy) from the list of warrants. If none exists, then abort (Warrant not
requested or not granted)
(2) Retrieve all (uid;, vper;, ct;) tuples from w
(3) For all (uid;, vper;, ct;), retrieve the corresponding entry (uid;, vper;, ct;, oy, secy i, COMye,,, decoMyec,,,
Osec,.i) from the list of stored partial secrets
(4) Retrieve (partial) secrets:

LE — ¥, ¢ (RETRIEVE)

Ready )

Fap — LE: (RETRIEVE, LRequests

(5) For each (uid;, vper;, ct;, secy;):
Ready

(a) Search for an entry (ct;, secs;) in LRequests

where ct; = ct;
(b) If one exists, then set secret; = sec;; © secy;
(c) If none exists, then set secret; == L

« Output LE: (GOTSECRETS, (secrety, . . ., secrety))

Get Statistics:
« Input some Party P: (GETSTATISTICS)
« Behavior P:

(1) P — F,p: (GETSTATISTICS)
Fap — P: (GoTSTATISTICS, L

Stats)

« Output to P: (GoTSTATISTICS, Ly, , )
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Audit:
« Input AU: (AUDITREQUEST)
« Behavior AU:
(1) If the party invoking this task has not the pid pid,;, then abort
(2) Get list of warrants (including ciphertexts):
AU — F,: (AUDITREQUEST)
Fap — AU: (AUDITANSWER, L
(3) Build L, outofL, ..
« Output AU: (AUDITANSWER, L AU)

Warrants)

by deleting ct; from each W;

Prove:
« Input U: (PROVE, stmtg, witg)
« Behavior U:
(1) Parse (uid, secret, wit") = witg and (vper, stmt’) == stmig
(2) If R(stmtg, witg) # 1, then abort
(3) For uid, if there is no registration data (uid, comyid, decomyiq, -) stored, abort (User not registered)

(4) For (secret, vper), if there is no entry (secret, comgec, decomsec, vper, comyper, decomyper, 0gs) in the in-
ternal list of encrypted secrets, abort (User has not encrypted a secret for the period)

(5) Assemble witness: wit = (uid, secret, wit', 0ss, COMyid, decoMyid, COMgec, dECOMgec, COMyper, dECOMyper)
(6) Assemble statement: stmt = (vper, stmt’, vkgg, CrScom)
(7) Compute proof: 7 « NIZK.Prove(crs?kS, stmt, wit, Rfks

« Output U: (PROOF, stmtg, witg, )

Verify:

« Input some party P: (VERIFY, stmig, 1)

« Behavior P:
(1) If the values crs‘;ks, Crscom, VKgo are not stored internally, then abort
(2) Parse (vper, stmt’) = stmig
(3) Assemble statement: stmt = (vper, stmt’, vkgq, CrScom)
(4) Verify proof: b « NIZK.Verify(crs?l(S’, stmt, , Rf]f

« Output to P: (VERIFICATION, stmipg, 7, b)

Security. To prove the security of the just described protocol IT, , we show that it is “indistinguishable”
from the ideal functionality ¥,. More precisely, we show that I, UC-realizes ¥, which is captured
by the following theorem:

Theorem 4.3. 11, UC-realizes ¥ in the {F,p,, Fogs» Tp» Gerock }-hybrid model under the assumptions
that

« COM is a (computationally) hiding, (statistically) binding and (dual-mode) extractable and equivo-
cable commitment scheme,

+ 3 is a EUF-CMA-secure signature scheme,
« NIZK is a straight-line simulation-extractable non-interactive zero-knowledge proof system,

« and TPKE is IND-CPA-secure

against all PPT-adversaries A who statically corrupt either
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(1) a subset of the users,
(2) LE and a subset of the users,
(3) SO and a subset of the users, or

(4) SO, LE and a subset of the users.

The proof of this theorem is given in Appendix B.1.

4.5. ¥,:AFormalModel for Auditable Decryption Systems

We now want to describe our ideal auditable decryption functionality 7., which is used to outsource
the auditable decryption of ciphertexts in IT .

To enable protocols realizing this functionality based on the YOSO approach (cf. Section 4.6), our
functionality makes use of the global clock functionality Gerock (cf. Fig. 2.5) and proceeds in rounds,
where a round lasts a predefined amount of time units and decryptions only become available in
following rounds. The functionality is also parameterized by a (threshold) PKE scheme TPKE and a
signature scheme 2. To ensure compatibility with IT ,, the schemes TPKE and . used in ¥, , must be
the same as in IT .

AS°

We now describe how our auditable decryption system is modeled in the UC framework by presenting
the ideal functionality ¥, in Figs. 4.6 and 4.7, as well as sketching the key points of the individual
tasks. Note that we again use the UC writing conventions introduced in Remark 4.1.

Init, Get Tasks and Interaction with Gcrock. %, is initialized by creating an encryption keypair and
registering with the global clock Gerock. In I, g, SO and J each create a signing keypair and pass their
public verification keys to ¥, ,, where they are stored. There are also tasks to provide the parties in
I1,, with the public keys of SO, J and the public encryption key of the functionality. This ensures that
both systems use the same keys.

Request Decryption and Retrieve Secret. LE can send a signed warrant to ¥, , to request decryption
of all ciphertexts ct listed in that warrant. ¥, , checks if that warrant is valid and then adds the listed
ciphertexts ct to a list of pending decryption requests. To allow our implementation II, ; to be YOSO,
requests for decryption are only processed during committee handovers. To emulate that behavior
in the ideal world, ¥, separates the request of a secret and the actual retrieval of a secret into two
different inquiries by LE, with the requirement that the committee switches between the two calls.

Role Execute. To emulate the passing of time in the real world and the fact that YOSO parties can only
send a message once, ¥, interacts with the clock Gerock: After all honest nodes have activated Fap>
it advances the current time. After the required amount of “time” passes, ¥, emulates a committee
handover as follows: ¥,, handles all pending decryption requests and adds the decrypted (partial)
secrets to a list of processed decryption requests. After this “committee handover”, the list of processed
decryption requests contains all (partial) secrets that are ready for retrieval by LE.
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Functionality ¥,

System Parameters:

tcom — Number of clock ticks between committee
handovers

fi — Transparency function. Gets a warrant W as
input and outputs what should be publicly known
about that warrant. Interface is WP « f;(W).
Signature scheme ¥ = (Gen, Sign, Vfy), where all
are PPT and Vfy is deterministic
Re-randomizable Threshold Public Key Encryp-
tion scheme TPKE = (Gen,Enc, Dec, TDec,
ShareVer, Combine, Rand, Sk2Pk), where all are
PPT and Dec, TDec, ShareVer, Combine and
Sk2Pk are deterministic

System pids: pidg, pidy, piday

The functionality has access to a global clock Gerock.

Functionality State:

tast: Time of last committee handover
(pk, sk): Keypair for TPKE__
Liarrants: List of warrants W on the blockchain

Lge : List of requests for decryption not yet

auests'
ready for retrieval

ﬁ::izstsz Lists of requests for decryption ready to

be retrieved

vkgo: Public signing key of SO (This key is not
needed for this functionality, it only exists so par-
ties in I, 4 can get it)

vk;: Public signing key of J (Used to verify warrant
signatures and so parties in IT 5 can get it)
{dpid}, for pid € {N;}: Flag whether the node pid
has called ExEcUTEROLE since the last clock tick

Init

Note: For each party only execute this task once. Ig-
nore messages other than (IN1T) until SO, J and AU
each have called this task.

Input SO: (IN1T, SO, vkgg)
Behavior:
(1) Send (REGISTER) to Gcrock
(2) Set cnum =10
(3) Generate encryption key pair: (pk, sk, {vki},
{ski}) «— TPKE.Gen(1*) and store (pk, sk)
(4) Set tiast =0
(5) Send (INTT, SO, vk, pk) to the adversary
(6) Store vkg
Output SO: (INITFINISHED)

o Input J: (INIT,],VkJ)

« Behavior:
(1) Send (InrT,]J, ka) to the adversary
(2) Store vk;

« Output J: (INITFINISHED)

« Input AU: (In1T, AU)
« Behavior:

(1) Send (In1T, AU) to the adversary
« Output AU: (INITFINISHED)

Get Public Key:

« Input some Party P: (GETPK)

« Behavior:
(1) Send (GETPK) to the adversary
(2) Retrieve (pk, sk)

« Output P: (GoTPK, pk)

Get System Keys:

« Input some Party P: (GETSKEYS)

« Behavior:
(1) Send (GETSKEYS) to the adversary
(2) Retrieve vkgg and vk,

+ Output P: (GOTSKEYS, vkg, vky)

Request Decryption:
+ Input LE: (REQUEST, W, 07)
« Behavior:
(1) Check warrant signature:
b= Z.ny(vkj, w, O'VT,)

(2) If b = 0, then abort (Warrant not valid)
(3) Parse warrant: (Wl .. Wu) = W and (uid;,

vper;, meta;, ct;) = W;

(4) For each i, store ct; in list of requests L

(5) Send (REQUEST, pid, f; (W), |W|,v) to the ad-
versary, where pid is the id of the calling party
(6) When the adversary allows to deliver output,

store W in the list of warrants L
« Output LE: (REQUEST)

Retrieve Secret:
« Input LE: (RETRIEVE)
« Behavior:

(1) IfLE is honest: Send (RETRIEVE) to the adver-

sary

(2) IfLE is corrupted: Send (RETRIEVE,

to the adversary

Ready
LRequests)

« Output LE: (RETRIEVE,

‘Warrants

)

Figure 4.6.: The ideal functionality 7,
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Functionality ¥, , (continued)

Get Statistics: (3) If for all honest nodes N; it holds that dy, = 1,
« Input some Party P: (GETSTATISTICS) then execute ClockTick
« Behavior: « Output N: (EXECUTEROLE)

(1) Send (GETSTATISTICS) to the adversary Handling corruptions:

(2) Initialize empty list L, .. .
. Upon receiving a message (CORRUPT, pid) for
(3) Retrieve list of warrants L entries are P & ge ( pid)

~ Warrants’ pld € {Ni}:
of the form W — (1) Mark N; as corrupted
(4) Foreach W e Ly, . Build W from W, cal- (2) If as a result of this operation for all remaining
culate WP ft(W) and append WP " to honest nodes N; it holds that dy, = 1, then ex-
Lstats ecute ClockTick

o Output P (immediately): (GoTSTATISTICS, L
put P ( 9 ( stats) ClockTick:

Audit: (1) Reset dy;g = 0 for all nodes
+ Input AU: (AUDITREQUEST) (2) Send (CrLock-UPDATE, sid) to Gerock

« Behavior: (3) Send (Crock-READ, sid) to Gcrock and receive
(1) If the party invoking this task has not the pid (CLOCK-READ, sid, tow)
pid ,y;, then abort

(4) If tiast + tcom < tnow, then execute Handover
(2) Send (AUDITREQUEST) to the adversary

. . Handover:
(3) Retrieve list of warrants L, . (1) Set |Ready | Ready U | Pending
o Output AU (immediately): (AUDITANSWER, € Requesés "~ “Requests < ~Requests
Pending
LWarrants) (2) Clear LRequests
RoleExecute: (3) For each entry ct; € LRequests’
« Input N: (EXECUTEROLE) (a) secret; = TPKE.Dec(st, d"fi)
. Behavior: (b) Add (ct;, secret;) to LRZZULZ%S
(1) Send (EXECUTEROLE, pidy) to the adversary (4) Clear LRequests
(2) Setdy =1 (5) Set time of last handover: fj,5; = tNow

Figure 4.7.: The ideal functionality ,, (continued)

Get Statistics and Audit. 7, keeps track of all warrants for which LE requested secrets. If AU initiates
an investigation, ¥, provides it with all valid warrants. Likewise, ¥, , can also provide a party asking
for statistics with the outputs of the transparency function for all warrants. Therefore, ¥, provides
the same statistics and audit information as ¥ .

4.6. II,.:AProtocol to Realize TAD

We cast our protocol II Ap I the YOSO model, which we now introduce briefly.

The YOSO Model. In the YOSO (You-Only-Speak-Once) model introduced by [Gen+21], protocols are
run between roles, where each role is only allowed to send one message and has no lasting state. These
roles can then be assigned to actual machines executing them through some form of role assignment
mechanism. With a way to anonymously receive messages (e.g., by reading ciphertexts stored on a
public blockchain) and a role assignment mechanism that privately assigns roles, this prevents targeted
attack against roles: The identity of a machine executing a role can only be learned when it sends its
message, but at that point it finished execution and is no longer in possession of any secret state.
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4.6. I1,,: A Protocol to Realize ¥,

Functionality

The functionality is parameterized by an encryption scheme PKE, a signature scheme %, a threshold ¢, a
maximum delay posy and a set MACHINE which is the set of parties allowed to use it. It has also access
to a global clock Gerock. Upon receiving any input, ;¢ first queries Gerock and sets tnow to the value
returned.

Init: Let PoSTED be the empty set, let ORDERED be the empty sequence.

Post: On input (PosT,m) from pid € MACHINE, add (pid, tNow,m) to the set POSTED and output
(PosT, pid, m) to the adversary.

ORDER: On input (ORDER, pid, m) from the adversary where some (pid, t, m) € PosTED and no (pid, t’,m) €
ORDERED, append (pid, tNow, M) to ORDERED.

READ: On input (READ) from pid € MACHINE, leak (READ) to the adversary. For each entry (pid, t,m) €
PosTED for which no (pid,t’,m) € ORDERED and t = fnow — Opost, append (pid, tNow, m) to ORDERED.
Then output (ORDERED) to pid.

NExTCOMMITTEE: On input (NEXTCOMMITTEE, R, n, S) from the adversary, with |S| < en containing entries
of the form (M; € MACHINE, (ek;, vk;)), do the following:

« Forie (1,...,]S]):
(1) Mark M; as corrupted

(2) Set m = (NExTCOMMITTEE, R, ek;, vk;), add (roleassign, tnow, m)“ to PosTED and leak m to the
adversary

« Forie (|S|+1,...,n):

(1) Sample (ekg,dkg ) < PKE.Gen(1%)

(2) Sample (vkg,skg) < ¥.Gen(1%)

(3) Sample a uniformly random Mg, € MACHINE

(4) Set m = (NEXTCOMMITTEE, R, ekRi’VkR,—)’ add (roleassign, tNow, m) to PosTED and leak m to the
adversary
When (roleassign, ¢/, m) is later added to ORDERED, output (GENERATE, R, ekRi, dkRi, kai, SkR,-) to Mg, for
i€ (|S|+1,...,n)
Forward Security: When Mg becomes corrupted, output (GENERATE, R, ekg, dkp, vkg, skg) to the adversary
if (NEXTCOMMITTEE, R, ekg, vkg) ¢ ORDERED.

a

roleassign is a special pid used to represent role-assignment messages

Figure 4.8.: Blockchain with role assignment functionality, loosely based on [Gen+21]

This allows both resilience against denial-of-service attacks as well as against strong adversaries trying
to corrupt roles that are part of a protocol execution of interest. Assuming a large enough pool of
machines willing to execute roles, an attacker able to corrupt any machine of its choosing, but limited
in the number of machines it can corrupt at once, cannot break the security of a protocol even when
run between only a number of roles smaller than the corruption limit.

To achieve this in our protocol, we make use of a blockchain with role assignment functionality Fy g 1>
which provides a public append-only ledger together with a mechanism that anonymously selects
parties for the next committee by posting public encryption and verification keys for the individual
roles on the ledger and privately sending the corresponding decryption and signing keys to the assigned
party. For more details, see Fig. 4.8. Note that since it is unclear how to realize the role assignment
functionality provided in [Gen+21], our functionality differs from theirs in the following ways:

(1) We integrated the global clock Gerock-
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4. Universally Composable Auditable Surveillance

(2) Fucra only allows assigning roles of the next committee, not roles at an arbitrary time in the
future.

(3) The adversary can control a portion of the public keys (and
corresponding secret keys).

Facra does not get to know the

We deem it plausible that the committee selection protocol from [Ben+20] with suitable corruption
thresholds in combination with a suitable blockchain can be used to implement this,'* although more
efficient approaches such as described in [Cam+22] are also possible. We want to stress here that we
are in the “near future” setting of [Cam+22], compared to the “far future” setting that would imply
witness encryption. Given that the mechanisms for assigning roles and the criteria by which parties
should be chosen are subject to ongoing research, we believe using to abstract from the details
is a suitable approach that allows incorporation of future research.

Tcra

We now first elaborate on some of the core techniques we use in I, and give the full description of
I1,, afterwards. Our instantiation IT,; UC-realizes ,, in the {F5-p4» Fops» Gerock }-hybrid model.
We use F g (cf. Fig. 2.2) to set up the CRS for the NIZK and to distribute it to all parties. To achieve our
YOSO modeling we need some form of (generalized) time, which is why the protocol used the global
clock functionality Gerock (cf. Fig. 2.5) to model rounds/epochs.

Init, Get Tasks and Interaction with Gcrock. During initialization, AU creates an encryption keypair
and SO, ] and AU post their public keys to the ledger ¥, - The common reference string is obtained
by querying g, the other Get Tasks are handled by reading from the ledger ¥y, All honest nodes
N register with the clock Gerock upon first activation. Additionally, the distributed key generation
protocol from [EFR21] is run by the first roles assigned through ;. . resulting in a public encryption
key pk and a threshold-sharing of the corresponding decryption key among the first committee.

Request Decryption and Retrieve Secret. To request decryption of ciphertexts and subsequently receive
user secrets, LE needs to be in possession of a judge-signed warrant listing the relevant ciphertexts ct.
To ensure privacy of the warrant W, instead of simply posting the warrant to -y ,, LE instead posts an
encryption W of the warrant W under AU’s public key, the output WP of the transparency function
and a NIZK-proof that it knows a valid signature under J’s public key on W and both W and WPt
were computed correctly. Additionally, instead of posting the ciphertexts ct directly, LE re-randomizes
them and also proves in zero-knowledge that the ciphertexts ct are indeed re-randomizations of the
ciphertexts ct listed in the warrant. This ensures that the users under surveillance can not be identified
from the ciphertexts. The request additionally contains a public encryption key of LE under which the

responses from the committee members will be encrypted.

After the responses have been posted, LE again reads the content of # ¢ ,, decrypts all responses using
its decryption key, and combines the partial decryptions ct* to obtain the secret for each ciphertext
ct.

13 Alternatively, a suitable variant of the committee selection protocol from [Ben+20] or the “encryption to the current
winner” scheme from [Cam+22] are good candidates as well.
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Role Execute. Nodes N read the content of #;, ., at least once per round (this is ensured by them
only sending an update-message to Gcrock after having done so). Afterwards, they check if they were
assigned a role in the current round. If this is the case, they proceed as follows by parsing the content

of the ledger:

+ They gather all required encryption/verification keys for relevant previous and the next committee
« They gather all messages with key shares of the threshold decryption key

+ They gather all requests for decryption

After gathering all relevant messages, they fulfill their role as committee member of the current round.
For all messages gathered from the ledger, they validate the signature and accompanying proofs and
ignore the message if they are invalid.

They gather all resharings of the threshold decryption key that were made by the previous committee
and addressed to the current role and combine them to obtain their share sk; of the threshold decryption
key sk. To enable the committee in the next round to fulfill their duties as well, they reshare sk; again
and encrypt each reshare to a committee member from the next round. This is again done in the same
way as in [EFR21].

For each valid decryption request, a (partial) threshold-decryption of the ciphertext ct is performed
using sk;. The answer (including the partial decryption ct* and a proof of correct decryption) is
encrypted under the public key of LE contained in the request.

All messages to be sent'* are signed using the role’s signing key. Before sending any message, all state

except for the prepared messages is deleted. Finally, all messages are posted to F; -

Get Statistics and Audit. Obtaining statistics is achieved by reading the content of ¥ - , and gathering
all WP accompanied by valid NIZK-proofs. Similarly, the audit is performed by AU reading the content
of F-ra and decrypting all W' accompanied by valid NIZK-proofs.

Before delving into the full details of the protocol, we introduce the NP-relations needed in IT AD for the
zero-knowledge proofs:

+ Relations Rﬁgl and Rﬁgz (see Fig. 4.9) are used during initial key generation to ensure the

resulting keypair is generated properly

« Relation Rﬁ? (see Fig. 4.10) is used during each committee handover to ensure correct resharing
of the secret key

+ Relation R’&,D (see Fig. 4.11) is used in Request Decryption by law enforcement to prove that they
possess a warrant signed by the judge and correctly evaluated the transparency function

+ Relation Rggc (see Fig. 4.12) is used when answering decryption requests to prove correct partial
decryption

14 These include messages to the next committee and decryption answers to LE
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RAD

Details of the relation R,

wit = (Ski’ {rj}je[n]’F)

stmt = (pki, {ctj, ekRj}je[n])

72?’31 = {(stmt, wit) |
« Fisadegree t polynomial
« Foreach j € [n]:

- ctj= PKE.Enc(ekRj,F(j);rj)

}

. . AD
Details of the relation R,

wit = (ski, {rj}je[n]’dkR’ F)
stmt = (Pki’ {Ctk}ke[m]’ {th’ ekRj}je[n]’ ekR)

7?;332 = {(stmt, wit) |
« PKE.Sk2Pk(dky) = ekg
. sk; = Z,t:;ll PKE.Dec(dkg, ct¥)
« TPKE.Sk2Pk(sk;) = pk;
« Fis adegree t polynomial with F(0) = sk;
« For each j € [n]:

- ctj= PKE.Enc(ekRj,F(j);rj)

}

. e . AD AD
Figure 4.9.: ZK-relations Ry, and R,

Details of the relation R??

wit = (dkR, sk;, {rj} F, G)

jelnl
— k .
stmt = (ekR, {ct }ke[t+1]’ {ctj, ekRj}jEan, pki)

RI‘?’;’ = {(stmt, wit) |
« PKE.Sk2Pk(dkg) = ekg
« TPKE.Sk2Pk(sk;) = pk;
« G and F are both degree t polynomials
« G(i) = F(0) = sk,
o Foreachk € [t+1]:
- shy = PKE.Dec(dkp, ctk)
« G is obtained by interpolating shy, . .., shy
« For each j € [n]:
- ctj= PKE.Enc(ekRj,G(j);rj)
}

Figure 4.10.: ZK-relation R??
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Details of the relation R‘&,D

wit = (Ws r, GW) {Ctib ri}iE[U])

stmt = (ekAU, vkj, wene ypub {Et,})

7?‘&,1) = {(stmt, wit) |

Wene = PKE.Enc(eky, Wsr)

WP = (W)

Vfy(vk;, w, o)

W is W but without the ciphertexts
For each i € [v]:

— ct; = TPKE.Rand(ct;; r;)

}

}
Figure 4.11.: ZK-relation R’{}VD
Details of the relation RSEDC
wit = (sk;)

stmt = (vk;, ct, ct*)

RED = {(stmt, wit) |

TPKE.Sk2Pk(sk,) = vk;
ct* = TPKE.TDec(sk;, ct)

We now give the complete description of the protocol I1, ; that UC-realizes the auditable decryption

Figure 4.12.: ZK-relation ‘RSD
ec

functionality 7, .

Protocol IT AD

System Parameters:

n: Number of committee members

teom: Number of clock ticks between committee handovers

Transparency function f;. Gets a preliminary warrant W as input and outputs what should be publicly
known about that warrant. Interface is WP « f,(W).

Signature scheme ¥ = (Gen, Sign, Vfy), where all algorithms are PPT and Vfy is deterministic
Re-randomizable Threshold Public Key Encryption scheme TPKE = (Gen, Enc, Dec, TDec, ShareVer,
Combine, Rand, Sk2Pk), where all algorithms are PPT and Dec, TDec, ShareVer, Combine and Sk2Pk are
deterministic

Public Key Encryption scheme PKE = (Gen, Enc, Dec), where all are PPT and Dec is deterministic
Non-interactive Zero-Knowledge scheme NIZK = (Setup, Prove, Verify), where all are PPT and Verify is
deterministic

ZK-Relations R‘;‘VD (see Fig. 4.11), Rﬁgl, 72232 (see Fig. 4.9), Rﬁ? (see Fig. 4.10) and RgeDc (see Fig. 4.12)
System pids: pidg, pid;, pid,y, pid; g

131




4. Universally Composable Auditable Surveillance

State of the Parties:
« LE stores:

— Own encryption keypair (ek;g, sk;z)
» AU stores:

- Own encryption keypair (eky;, skyy)

System Setup (Fzs):

(1) crsZAﬁ3 — NIZK.Setup(1%)

AD

(2) Return crs),

Init:
« Note:

— Each of SO, J, AU only executes the following the first time this input is received and ignores all further
inputs of this form.

— Each of SO, J, AU ignores all other inputs and messages until this has been executed.

« Input SO: (IN1T, SO, vk¢()
« Behavior SO:

(1) Send (Post, (OPERATORKEY, vkg()) to Fyrpa
« Output SO: (INITFINISHED)

« Input J: (INIT,J,VkJ)
« Behavior J:

(1) Send (Post, (JuDGEKEY, vkj)) to Fyopa
« Output J: (INITFINISHED)

« Input AU: (INn1T, AU)

« Behavior AU:
(1) Generate (ek,y, skyy) < PKE.Gen(1%)
(2) Send (PosT, (AUDITORKEY, ek,y)) to Fpa
(3) Store (ekyy, skap)

« Output AU: (INITFINISHED)

Get Public Key:
« Input some Party P: (GETPK)
« Behavior P:
(1) Send (READ) to -z, and receive (ORDERED)
(2) For each role R; in the first key generation committee do the following:
(a) Find (roleassign, t, (GENERATE, R;, ekp, vk)) in ORDERED and retrieve vk
(b) Find (R, msg, o) with msg = (KEYGENT1, ({ct;}je[n], TkG)) in ORDERED
(c) Verify that 3.Vfy(vkg, msg, o) = 1, otherwise ignore this role
(d)
(e) Verify that NIZK.Verify(crsﬁ(D, stmtgg, TKG, 7{}3&) = 1, otherwise ignore this role
(f) Add {ct;}je[n to Laual
(3) Sort Lgual lexicographically

Assemble ZK-statement: stmtgc = (pk;, {ct;, ekRj }ieln])

(4) For each role R; in the second key generation committee do the following:

(a) Find (roleassign, t, (GENERATE, R;, ekp, vkp)) in ORDERED and retrieve ekp, vkp

132




4.6. I1,,: A Protocol to Realize ¥,

(b) Find (R, msg, o) with msg = (KEYGEN2, (pk;, {ct;}je[n]> 7TkG)) in ORDERED
(c) Verify that X.Vfy(vkg, msg, o) = 1, otherwise ignore this role
(d) Retrieve the first t + 1 ciphertexts ct}, .. ., ct/*! for this role from Lgual as {ct* breprea]
(e) Assemble ZK-statement: stmtgc = (pk;, {ctk}ke[tﬂ], {cti}ic[n]> ekg)
(f) Verify that NIZK.Verify(crsﬁ(D, stmtkg, TKG, R?gz) = 1, otherwise ignore this role
(8) Add pk;to Ly,

(5) Sort L qual lexicographically

(6) Reconstruct pk via Lagrange-interpolation from the first ¢ + 1 entries in Lqual

« Output P: (GotPK, pk)

Get System Keys:

« Input some Party P: (GETSKEYS)

« Behavior P:
(1) Send (READ) to Fp, and receive (ORDERED)
(2) Find (pidgg, t1, (OPERATORKEY, vkg,)) in ORDERED, otherwise abort
(3) Find (pidy, t2, (JUDGEKEY, vk;)) in ORDERED, otherwise abort

+ Output P: (GoTSKEYS, vkgp, ka)

Request Decryption:
« Input LE: (REQUEST, w, o)
« Behavior LE:

(1) Initialize empty list Lo oo
(2) If sk p = L, then run (ek, sk;z) < PKE.Gen(1%)
(3) Send (READ) to F-p, and receive (ORDERED)
4) Fin id;, t, (JUDGEKEY, v in ORDERED, otherwise abort

Find (pid, J K kj)) in O herwise ab
(5) Find (pid Ay, t3, (AUDITORKEY, €k ;1)) in ORDERED, otherwise abort
Pidpy AU

6) Bui reliminary warrant out of W eleting the ciphertext from each entr
(6) Build preliminary w f W by deleting the ciph f h y
(7) Compute transparency function of warrant: WP « f,(W)

(8) Encrypt warrant to the auditor: W « PKE.Enc(ek,y, W;r) with randomness r & R
(9) Parse warrant: (W, ..., W,) == W and (uid;, vper,, meta;, ct;) = w;

(10) For each i € [v], re-randomize ct; « TPKE.Rand(ct;; r;)

(11) Assemble ZK-witness: wity; = (W, r, o Lcti, Titie[o])

(12) Assemble ZK-statement: stmity; = (ekyy, ka, wene ppub {&i}ie[u])

(13) Compute proof: 73 < NIZK.Prove(crsﬁ(D, stmi;, wityy, R’;‘VD)

(14) Send (PosT, (REQUEST, WP'>, W, {Ct; }ic (o], 7y €kip)) t0 Facpa

« Output LE: (REQUEST)

Retrieve Secret:
« Input LE: (RETRIEVE)
« Behavior LE:
(1) Send (READ) to Fyp, and receive (ORDERED)
(2) For each entry (pid, t, R, (REQUEST, C), 0) in ORDERED:
(a) Find (roleassign, ¢, R, ekp, vkg) in ORDERED

(b) Verify that 3.Vfy(vkg, (REQUEST, C), o) = 1, otherwise skip the following steps and proceed to next
entry

(c) Decrypt (ct, ct*, mpec) = PKE.Dec(sk;g, C)
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(d) Assemble ZK-statement: stmitpe. = (Vk, ct, ct¥)

(e) Verify npe.: Check that NIZK.Verify(crsS(D, StMtpec, TDecs RB?C) = 1, otherwise skip the following
steps and proceed to next entry

(f) Add ct* to Lgua[
(3) Sortall lists L  lexicographically
Qual

: .

(4) For each list L&ual.

ct
Qual’
(b) Obtain decryption: secret := TPKE.Combine({ct} }xe[s+1], ct)
(c) Add (ct, secret) to | Ready

Requests

(a) Retrieve the first ¢t + 1 values ct; from L ignore this list if |L&ual| <t+1

Ready )
Requests

 Output LE: (RETRIEVE, L

Get Statistics:
« Input some Party P: (GETSTATISTICS)
+ Behavior P:

(1) Initialize empty list L,
2) Sen EAD) to and receive (ORDERED
Send (R Facra and ive (O

(3) Find (pidy, t, (JUuDGEKEY, vk;)) in ORDERED, otherwise abort
(4) Find (pid,y, t3, (AUDITORKEY, ek,;)) in ORDERED, otherwise abort
(5) For each entry (pid, t, (id, wpub yyrenc 57)):

(a) Assemble ZK-statement: stmiy; = (ek,y, vky, W, wpub)

(b) Verify proof: b = NIZK.Verify(crsﬁ(D, stmis;, T57)

(c) Ifb=1and WP ¢ L, then store WPUb jn L

« Output P: (GoTSTATISTICS, L

stats- E15€, skip this entry and proceed to next entry.

Stats)

Audit:
« Input AU: (AUDITREQUEST)
« Behavior AU:
(1) Initialize empty list Ly, ...
(2) Retrieve stored (ek,y, skay)
(3) Send (READ) to -z, and receive (ORDERED)
4)
(5) For each entry (pid, t, (id, wpub yyenc 777)) in ORDERED:

(a) Assemble ZK-statement: stmty; = (ekyy, vkj, W, wpub)

(b) Verify proof: If NlZK.Verify(crsﬁ(D, stmty;, my;) = 0, then skip the following steps and proceed to
next entry
(c) Decrypt Were: W= PKE.Dec(sk,y, W)
(d) EW ¢ L, . then store Win L
« Output AU: (AUDITANSWER, L

Find (pidJ, t2, (JUDGEKEY, ka)) in ORDERED, otherwise abort

Warrants: E15€, skip this entry and proceed to next entry.

Warrants)

Behavior of Nodes:
« Upon being activated for the first time, send (REGISTER) to Gcrock
« Upon receiving a message (GENERATE, R, ekp, dkp, vk, skp) from Facras Store (R, ekg, dkg, vkg, skg) in

LRoles
« Upon receiving input (EXECUTEROLE):

(1) Send (CLock-READ) to Gerock and receive (tnow)
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tcom

(2) Set cnum = ltNﬂJ
(3) Send (READ) to -, and receive (ORDERED)

(4) Find (pidy, t, (JUDGEKEY, vk;)) in ORDERED, otherwise abort

(5) Find (pid,y, t, (AUDITORKEY, ek ;)) in ORDERED, otherwise abort
(6) For each role in Lroles’
(7) After having executed all roles for this round, send (CLock-UPDATE) to Gcrock

check if it should be executed this round, if yes execute it

+ Executing Role KeyGen1:
(1) Retrieve skp associated with this role R; from L

next
CommitteePK

(3) Get encryption keys for next committee.

(2) Initialize empty list L

For each role R; in the next committee:
(a) Find (roleassign, t, (GENERATE, R}, ekRj, kaj)) in ORDERED

. t
(b) Insert ekRj Into I‘CommitteePKneX

(4) Generate key share: s; & Zy
(5) Share secret key: Choose a random degree ¢ polynomial F(x) = ag + a; * x +az * x> +. ..+ a, * x* with
F(0) =s;
(6) For each role R; in the next committee:
(a) Setsh; = F(j)
(b) Generate ciphertext: ct; « PKE.Enc(ekRj, shj;r;)
(7) Assemble ZK-witness: witxc = (si, {rj}je[n], F)
(8) Assemble ZK-statement: stmtxg = ({ct;, ekRJ_ }ieln)
(9) Compute proof: ngg NIZK.Prove(crsZA]P, stmtgg, Witkc, R?]()n)
(10) Prepare message: msg = (KEYGEN1, ({ct;} je[n], TKG))
(11) Sign message: o < X.Sign(skg, msg)
(12) Remove the entry for this role from L
(13) Delete all state except msg, o
(14) Send (PosT, (R;, msg, o)) to Fyrpa
+ Executing Role KeyGen2:

(1) Retrieve skp associated with this role R; from L |
oles

next current
,L ,L

(2) Initialize empty lists L

CommitteePK CommitteePK CommitteeVK

(3) Get encryption keys for next committee.
For each role R; in the next committee:
(a) Find (roleassign, t, (GENERATE, R}, ekR]_, kaj)) in ORDERED
(b) Insert ekRj into LCommitteePKneXt
(4) Get encryption keys for the current committee.
For each role R; in the current committee:
(a) Find (roleassign, ¢, (GENERATE, R}, ekp, vk)) in ORDERED
(b) Insert ekpinto Lo, oo o crent
(5) Get verification keys for the previous committee.
For each role R; in the previous committee:
(a) Find (roleassign, t, (GENERATE, R}, ekRj, kaj)) in ORDERED
(b) Insert kaj into Ly ovic
(6) Read messages from KeyGen phase 1:
For each entry (pid, t, (R;, (KEYGENL, ({ct;} je[n]> TkG)), 0)) in ORDERED

(a) Retrieve ka]_ from L ok
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(b) Check if .Vfy(vkg, (KEYGENL, ({ct;} je[n], TKG)), 0) = 1, otherwise skip this entry.
(c) Assemble ZK-statement: stmigc = ({ct}, ekRj Yiern)
(d) If NIZK.Verify(crsﬁ(D, Stmike, TKG» Rﬁgl) # 1, skip this entry
(e) Add ct; to L qual (the one addressed to the currently executing role)
(7) Sort L, lexicographically
(8) Obtain the first ¢ + 1 entries ct}, ..., ct:*! from L ol
(9) Decrypt cl‘éc as shy = PKE.Dec(dkg, ct{.‘)
(10) Set sk; = ;:;11 shy and pk; = TPKE.Sk2Pk(sk;)
(11) Share secret key: Choose a random degree ¢ polynomial F(x) = ag +a; * x +ap * x* + ... +a; * x* with
F(0) = sk;
(12) For each role R; in the next committee:
(a) Setsh; =F(j)
(b) Generate ciphertext: ct; « PKE.Enc(ekRj, shj;r;)
13) Assemble ZK-witness: witkc = (sk;, {7} je[n], dkg, F)
14) Assemble ZK-statement: stmtgg = (pk;, {ctk}ke[m], {ctj,ekRj}je[,,],ekR)

15) Compute proof: g « NlZK.Prove(crsﬁ(D, stmtgg, Witke, Rﬁ&)

17) Sign message: o « 2.Sign(skg, msg)
18) Remove the entry for this role from L
19) Delete all state except msg, o

20) Send (PosT, (R;, msg, 0)) to Fypa

« Executing Role Handover:

(13)
(14)
(15)
(16) Prepare message: msg = (KEYGENZ, (pk;, {ct;}je[n], TKG))
(17)
(18)
(19)
(20)

(1) Retrieve dkpg, sky associated with this role R; from L | -

next current
bl L bl L

L and L

CommitteePK CommitteePK CommitteeVK> ~Shares Requests

)
(2) Initialize empty lists L,
(3) Get encryption keys for next committee.
For each role R; in the next committee:
(a) Find (roleassign, t, (GENERATE, R}, ekg, vkp)) in ORDERED
: t
(b) Insert ekp into L oo "
(4) Get encryption keys for the current committee.
For each role R; in the current committee:
(a) Find (roleassign, t, (GENERATE, R}, ekg, vky)) in ORDERED
(b) Insert ek into Lcommmeechurrent
(5) Get verification keys for the previous two committees.
For each role R; in the previous two committees:
(a) Find (roleassign, t, (GENERATE, R}, ekRj, VkR_,-)) in ORDERED
(b) Insert VkR,— into L mitteevi
(6) Get proofs for key resharings from last epoch.
For each entry (pid, t, (R;, msg, o)) with msg = (KEYSHARE, (vk;, {ct;}, 7kg)) for the previous com-
mittee in ORDERED:

CommitteeVK

(a) Retrieve kaj from L

(b) Check X.Vfy(vkg, msg, o) = 1, otherwise ignore this message
)
)

(c) Assemble ZK-statement: stmitgs = (vk;, {ctj,ekRj Yietn])

(d) Check NIZK.Verify(crsﬁ(D, stmtks, TKs, ‘Rfé?) = 1, otherwise ignore this message

(e) Add {Ctj}je[n] to Lgual

(7) Sort Lf{ual lexicographically
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(8) Read reshared key.

For each entry (pid, t, (R}, msg, o)) with msg = (KEYSHARE, (vk;, {ctx}, 7ks)) for the current commit-
tee in ORDERED:

(a) Retrieve kaj from L, mitteevi

(b) Check if Z.ny(kaj, (KEYSHARE, msg, o) = 1, otherwise skip this entry.
(c) Retrieve from Lf{ual from the first t+1 entries the ciphertext ct; for R; each,as L = {ct}, ces ct}’}
(d) Assemble ZK-statement: stmigs = (pkj, {etktren] Licom)
(e) Check if NIZK.Verify(crsﬁ(D, stmtgs, TKs, 72[‘315)) = 1, otherwise skip this entry.
(f) Add ct; (the one addressed to the currently executing role) to LQuaI
(9) Sort L qual lexicographically

(10) Reconstruct and reshare secret key share:
(a) Obtain the first ¢ + 1 entries ct},..., ct:*! from L
(b) Decrypt ct¥ as shy = PKE.Dec(dkpg, ctF)

(c) Lagrange-interpolate G(x) from shy, ..., shy4q to obtain secret key share sk; == G(i) and set vk; =
TPKE.Sk2Pk(sk;)

d) Choose a random degree ¢ polynomial F(x) = ag + a; * x + az * x> + ... + a; * x* with F(0) = sk;
g poly i

Qual

(e) For each role R; in the next committee:
(i) Generate ciphertext: ct; « PKE.Enc(ekRj,F(j);rj)
(f) Assemble ZK-witness: witgs = (dkg, sk;, {r;}je[n], F, G)
(g) Assemble ZK-statement: stmigs = (ekg, {cté‘}ke[ﬁl], {ctj, ekRj }Yieln)s vky)
(h) Compute proof: ngs « NIZK.Prove(crsﬁ(D, stmtys, witks, R?’;’)
(i) Add msg = (KEYSHARE, (vk;, {ct;}je[n], TKs)) to Ly,

(11) Parse requests for decryption and store them in L Requests-

For each entry (pid, t, (REQUEST, wpub yyrenc {ai}ie[v], 73> ek g)) in ORDERED:
(a) Assemble ZK-statement: stmty; = (ekyy, vky, W, wpub, {ai}ie[v])
(b) If NlZK.Verify(crsﬁ(D, Stmtyy, Ty, R{}VD) # 1, abort
(c) Foreachi € [v]:
(i) Store (ekg, ct;) in LRequests
(12) Process decryption requests.
For each entry (ek;g, ct) in LRequeStS:
(a) Partially decrypt ct to ct* := TPKE.TDec(sk;, ct)
(b) Assemble ZK-witness: witpe = (sk;)
(c) Assemble ZK-statement: stmtp,. = (vk;, ct, ct*)
(d) Compute proof: 7pe. «— NlZK.Prove(crsﬁ(D, StMtpec, Wit e, RS?C)
(e) Encrypt answer: msg < PKE.Enc(ekg, (ct, ct*, mpec))
(f) Add (REQUEST, msg) to L,
(13) Sign outgoing messages.
For each entry (msg) inL,,:
(a) Generate signature o « X.Sign(skg, msg)
(b) Update msg = (R;, msg, o)
(14) Remove the entry for this role from L
(15) Delete all state except for L,,
(16) Send messages.
For each entry (msg) in L,
(a) Send (PosT, msg) to Fypa
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Security. In Appendix B.2 we show that our protocol I, ; UC-realizes ¥,,. In particular, we show
the following theorem.

Theorem 4.4. 11,y UC-realizes F,, in the {Fy-ga> Fopgr GeLock }-hybrid model under the assumptions
that

« NIZK is a straight-line simulation-extractable non-interactive zero-knowledge proof system,

« ¥ is an EUF-CMA -secure signature scheme,

o the PKE scheme used by LE and AU is an IND-CPA-secure public key encryption scheme,

« the PKE scheme that is a parameter of F, - is @ RIND-SO-secure public key encryption scheme,
« and TPKE is an IND-CPA-secure, simulatable, re-randomizable and binding (t, n)-threshold PKE

against all PPT-adversaries A who may statically corrupt SO and/or LE as well as mobile adaptively
corrupt at most a fraction £ — e of nodes N.

Efficiency. Given the need for a suitable incentive for nodes to participate, it is important to limit
the amount of work roles have to do. In our protocol, the work of roles only depends on the number
of decryption requests (which correspond to the number of users under surveillance in the combined
system), but not on the number of ciphertexts created (which corresponds to the number of registered
users in the combined system). A current bottleneck is the role assignment process and the commu-
nication required to transmit the shared secret key to the next committee. This is an active area of
research and improvements along the lines of [Cam+21; Cas+22; GHL22] are promising.

4.7. Discussion of Design Decisions

In this section we want to elaborate on some decisions made during the design of the whole system.

A first question would be why we used the threshold crypto approach (secret-sharing a single decryption
key and encrypting the user’s escrow secrets with the corresponding public key) instead of directly
secret-sharing the user escrow secrets with the blockchain committee. Since there is more literature
related to the secret-sharing approach (e.g., [Ben+20; Goy+22]), this approach might seem more natural
at first glance. But a big drawback of this approach is scalability. Since there very well may be millions
of escrow secrets (one for each user and validity period), the workload for the committee is immense
since they need to hand-over all those secrets. While there has been effort to speed up the hand-over
process [Cas+22], the workload for the committee remains high. This raises the question on how to
incentivize parties to apply for a committee position, which is an entirely different research direction.

One idea to reduce the workload for committee members would be to not have one committee that
handles all secrets, but multiple committees that each handle one (or a constant number of) secrets.
While this reduces the workload per committee member, it significantly increases the number of nodes
needed for all the committees. If not enough nodes are available to fill the millions of committee
member positions, some nodes will have to apply for multiple committees — and thus their workload
increases again. Despite the glaring disadvantage of workload, the multiple-committee approach has
one advantage: if an attacker were to succeed in corrupting the majority of one of the committees, only
the secrets of that committee would be at risk, not all secrets.
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With our threshold crypto approach, the committee only stores one item (the decryption key), so the
hand-over phase should be more efficient than the secret-sharing approach.

One disadvantage of our current approach is that if an attacker manages to compromise a majority of
the blockchain committee, it can reconstruct the threshold decryption key. If that attacker then also
corrupts (or is) the system operator, the attacker would be able to compute all escrowed user secrets.
We deem this scenario unlikely, but not impossible. To prevent that, the threshold encryption keypair
would need to be changed periodically, which would lead to a significant efficiency decrease. Also, then
the question arises how law enforcement would be able to receive decrypted user secrets that were
encrypted with a previous threshold key. The committee could keep copies of all previous keypairs to
be able to decrypt ciphertexts created during previous key epochs. This would lead to a forward-secure
but not backward-secure system.

Another question is why we put a lot of trust on the system operator. As explained in Section 4.2.3 we
implicitly have to trust SO in some aspects, although SO is modeled as corruptible in our system. In
particular, we assume that SO honestly stores the partial secrets and ciphertexts and releases them upon
LE’s request because if SO cheats at this step, we can only detect it but not prevent it. We believe this
assumption to be reasonable since, to earn revenue, SO has an intrinsic motivation to keep the system
running for a long time. However, it would be possible to remove that trust assumption. The user could
encrypt the ciphertext containing the escrow secret again, this time under LE’s public encryption key.
The resulting ciphertext would then directly be sent to and stored by LE. While this approach removes
some trust from SO, it has two disadvantages:

(1) LE is now directly involved in every Store Secret task and thus possibly in millions of interactions
each validity period (e.g., month).

(2) This directly limits the role of LE to be played by a single party (or multiple parties sharing a
single encryption keypair).

In our system we wanted to minimize the involvement of LE (in our system LE’s workload only scales
with the number of surveilled users, not with the number of existing users) and to keep the possibility
open to expand the system to multiple law enforcement agencies (each with their own key pair). For
these two reasons, we decided to put the additional trust in SO.

This second reason is also the reason why there is no fixed LE keypair in our system (neither in ¥,
nor in ¥,,): We wanted the system to be easily expandable to multiple LE keys. Therefore, every time
LE requests the decryption of a partial secret on the blockchain, it can specify a public key under which
the result will be encrypted. When the role of LE is played by multiple parties, each party can specify
its own key pair there.

Having the idea of multiple LE parties in mind, the question arises why we limit our system to a single
auditor party with a single and fixed encryption key pair. Would it not be preferable to be able to
selectively determine a different auditor for each warrant request? We deliberately chose to stick to
a single auditor key pair to keep the system from being overly complex. Nonetheless, the system is
designed in a way so that it is easy to extend it to multiple auditor parties (for example, there might be
a separate AU party for each LE party).

A note on GDPR’s “right to be forgotten”. We also consider user rights, such as the “right to be
forgotten” (Article 17 of the European General Data Protection Regulation (GDPR)), which enables
users to request the deletion of all their personal data. Publicly accessible within our system are only
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ciphertexts that are stored on the blockchain and thus cannot simply be deleted, as blockchains are
write-only. There are two types of ciphertexts.

Firstly, there are ciphertexts containing a secret-share of the user’s escrow secret. The other secret-share
of this secret is held by the system operator, who has the ability to delete its share upon receiving a
deletion request from the user. Without the system operator’s share, it is not possible to reconstruct
the user’s escrow secret.

Secondly, court orders encrypted under the auditor’s key are stored on the blockchain. To avoid
granting infinite access to these orders, our system can be expanded to incorporate annually rotating
auditor keys. Then, upon the expiration of the retention obligation, the auditor’s decryption key for
the warrants pertaining to that specific year can simply be deleted.

The concept of deleting an encryption key instead of deleting the ciphertext is commonly known as
“crypto-shredding”. This approach is widespread in the IT security community, e.g., in HDDs, SSDs, file
systems and databases.

4.8. Conclusion and Future Work

In this chapter, we developed a building block to enhance different applications with auditable surveil-
lance. For that matter, we gave an ideal formalization that easily visualizes the security and privacy
guarantees we achieve and described how this building block could be instantiated.

A realistic protocol must also cover the existence of many judges, law enforcement agencies, and
auditors. Once the judge (and auditor) are not modeled as trusted parties anymore, key-revocation
mechanisms become absolutely necessary, as otherwise a single key compromise allows a (state-level)
adversary permanent unauthorized surveillance. Although our system ensures that such unauthorized
surveillance will be noticed, it does not prevent it. See also Section 4.7 for a more fine-grained discussion
of system limitations.

Moreover, to harden security, one should distribute trust over multiple parties, especially for the auditor,
for example by using threshold cryptography or secure multi-party computation.

Also, it is an interesting question how to achieve more flexibility w.r.t. warrants, e.g., surveillance based
on metadata similar to [GKV21], but without resorting to implausible primitives such as EWE.

Currently, realizations of the ¥, hybrid functionality are still novel and experimental [Ben+20;
Cam+21; Cas+22], so the actual guarantees of such a realization may differ from our assumptions.
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A. Appendix for Chapter 3

A..  Security Proof: I, .. UC-realizes -

In this appendix we show that IT, . UC-realizes ;1 in the (Fgq. Gbob)-hybrid model for static
corruption. More precisely, we show the following theorem:

Theorem A.1 (Security of II,,1.). Under the assumptions that the Co-CDH problem is hard for (G1, G),
the DLOG-problem is hard for Gy, the SXDH-problem? is hard for gp = (Gy, G2, Gr, e, q, g1, g2), the Apgp-
DDHI problem is hard for Gy, and our building blocks (encryption scheme E, commitment schemes C1 and
C2, signature scheme S, NILZK POK, and PRF PRF) are instantiated as described in Section 3.4.4 it holds

that

¥ crs> Gob

Gob
My e 2uc 7—;’4TC

under static corruption of either

(1) a subset of users,

(2) all users and a subset of RSUs, TSP and SA,

(3) a subset of RSUs, TSP and SA, or

(4) all RSUs, TSP and SA as well as a subset of users.

Why this corruption model was chosen and why it does not represent a severe restriction from a
practical point of view is explained below.

Remark A.2. When instantiating the building blocks as described in Section 3.4.4, the building blocks
have the following properties:

« E is a structure-preserving IND-CCA2-secure asymmetric encryption scheme

« C1is a group-based commitment scheme that is statistically hiding, additively homomorphic,
equivocal, and Fy,-Binding for Fgp(my, ..., mg) = (¢, ..., 97")

+ C2is a (dual-mode) equivocal and extractable commitment scheme (which is, depending on the
mode, either statistically hiding or statistically binding)

« S is a structure-preserving EUF-CMA-secure signature scheme

« POK is a (dual-mode) non-interactive proof system, where one can switch between composable
zero-knowledge and perfect Fy,-extractability, with three different instantiations, denoted by P1,
P2, and P3, which share a common reference string

« PRF is a group-based pseudo-random function

1 Please note that the hardness of the Co-CDH problem and DLOG-problem is already implied by the SXDH-assumption.
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We prove Theorem A.1 in three steps:

+ In Appendix A.1.1, we first show some structural properties of T}%I’C.

+ In Appendix A.1.2, Theorem A.11 proves Theorem A.1 for the corruption scenarios (1) and (2).
We call this case “Operator Security”.

« In Appendix A.1.3, Theorem A.26 proves Theorem A.1 for the corruption scenarios (3) and (4).
We call this case “User Security and Privacy”.

Proof of Theorem A.1. The theorem is immediately implied by Theorem A.11 and Theorem A.26. [

Before giving the proof in full detail and complexity in Appendices A.1.1 to A.1.3, we explain our
adversarial model.

Restricted Corruption. Firstly, we only consider security under static corruption. This is a technical
necessity to enable the use of PRFs to generate fraud detection IDs. With adaptive corruption the
simulator would be required to come up with a consistent PRF that could explain the up to the point of
corruption uniformly and randomly drawn fraud detection IDs. We deem static corruption to provide a
sufficient level of security as a statically corrupted party may always decide to interact honestly first
and then deviate from the protocol later. Adaptive corruption is tightly related to deniability which is
not part of our desired properties.

Secondly, we only consider adversaries Z that corrupt one of the following sets*:

1) A subset of users.

1)
(2) All users and a subset of RSUs, TSP and SA.
(3) A subset of RSUs, TSP and SA.

(4)

4) All of RSUs, TSP and SA as well as a subset of users.

We subsume the cases (1) and (2) under the term Operator Security and the cases (3) and (4) under
the term User Security. For both Operator Security and User Security the two subordinate cases are
collectively treated by the same proof. It is best to picture the cases inversely: To prove Operator
Security we consider a scenario in which at least some parties at the operator’s side remain honest; to
prove User Security we consider a scenario in which at least some users remain honest. Please note
that both scenarios also commonly cover the case in which all parties are corrupted, however, this
extreme case is tedious as it is trivially simulatable.

One might believe that the combination of all cases above should already be sufficient to guarantee
privacy, security and correctness under arbitrary corruption. For example, case (4) guarantees that
privacy and correctness of accounting are still provided for honest users, even if all of the operator’s side
and some fellow users are corrupted. This ought to be the worst case from a honest user’s perspective.
Further note that the proof of indistinguishability quantifies over all environments Z. This includes
environments that—still in case (4)—first corrupt all the operator’s side but then let some (formally
corrupted) parties follow the protocol honestly.

2 Note that “subset” also includes the empty or full set.

154



UC-realizes 7,

A.1. Security Proof: II PATC

P4TC

However, consider a scenario in which a party acts as a Man-in-the-Middle (MitM) playing the roles of
a user and an RSU at the same time while interacting with an honest user in the left interaction and
an honest RSU in the right interaction. The MitM simply relays messages back and forth unaltered. If
the MitM approaches the RSU and the RSU requests the MitM to participate in Debt Accumulation,
the MitM relays all messages of the RSU to the honest user (possibly driving the same road behind the
MitM). The honest user replies and the MitM forwards the messages to the honest RSU. The MitM
passes by the RSU unnoticed and untroubled, while the honest user pays for the MitM.

This scenario is not captured by any of the above cases and is the missing gap towards arbitrary
corruption. As the MitM is corrupted and plays both roles of a user and RSU, this falls into case (2) or
(4). But either all users are corrupted in case (2), which contradicts the existence of an honest user in
the left interaction, or all of RSUs, TSP and SA are corrupted in case (4), which does not allow for an
honest RSU in the right interaction.

This attack is known as relay attack. Please note that the MitM does not need to break any cryptographic
assumption for this kind of attack as it just poses as a prolonged communication channel. There are
some possible countermeasures that can be applied in the real world. For example, using distance-
bounding the honest user could refuse to participate in the protocol, if the RSU is known to be to far
away. However, these are physical counter measures and thus are not captured by the UC notion nor
any other cryptographic notion. Actually, it is a strength of the UC model that this gap is made explicit.
For example, a set of game-based security notions that cover a list of individual properties would most
likely not unveil this issue.

Channel Model. Most of the time we assume channels to be secure and authenticated. The only
exception is Debt Accumulation, which uses a secure but only half-authenticated channel. Half-authen-
ticated channel means only the RSU authenticates itself and the user does not. These channels exempt
us from the burden of defining a simulator for the case where only honest parties interact with each
other and rules out some trivial replay attacks. Of course, the authentication of the channels must
be tied to the parties’ credentials used in the toll collection system. In other words, the same key
registration service that registers the public keys for the toll collection system must also be used to
register the public keys to authenticate the communication.

A.1.1. Proof of Correctness

Many papers that show some protocol to be UC-secure consider rather simple cases (e.g., a commitment,
an oblivious transfer, a coin toss) and correctness of the ideal functionality is mostly obvious. In contrast,
our ideal functionality %, is already a complex system on its own with polynomially many parties
that can reactively interact forever, i.e., #p,1 itself has no inherent exit point except that at some
point the polynomially bounded runtime of the environment is exhausted. In this appendix no security
reduction occurs, because we only consider the ideal functionality #,,;.. We start with a series of simple
lemmas which also help to develop a good conception about how the individual tasks/transactions are
connected. Moreover, these lemmas are closely associated to the desired properties of a toll collection
scheme (cp. Section 3.2.4 and Section 3.3.3).

Internally, 1 stores a pervasive database TRDB whose entries trdb are of the form
trdb = (s, s, §, x, A, pidy,, pidg, p, b).

This set can best be visualized as a directed graph in which each node represents the state of a user after
the respective transaction, i.e., at the end of an execution of Wallet Issuing, Debt Accumulation or Debt
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P pide 5, ¢.x, A, pidqy, b

Figure A.1.: An entry trdb € TRDB visualized as an element of a directed graph

Clearance, and the edges correspond to the transition from the previous to the next state. Each trdb
entry represents a node together with an edge pointing to its predecessor node. The node is labeled
with (s, ¢, x, A, pid4;, b) and identified by s. The edge to the predecessor is identified by (sP**",s) and
labeled with (pidg, p). See Fig. A.1 for a depiction. Transaction entries or nodes that are inserted by
Wallet Issuing do not have a predecessor, therefore sP™¥ = 1 and also p = 0 holds. All other tasks
besides Wallet Issuing, Debt Accumulation and Debt Clearance do not alter the graph but only query
it. We show that the graph is a directed forest, i.e., a set of directed trees. Wallet Issuing creates a
new tree by inserting a new root node. Debt Accumulation and Debt Clearance extend a tree. Debt
Clearance results in a leaf node from where no further extension is possible. As long as no double
spending occurs, each tree is a path graph.

Definition A.3 (Ideal Transaction Graph (Informal)). The transaction database TRDB = {trdb;} with
trdb = (P, s, §, x, A, pidg,, pidg, p, b) is a directed, labeled graph as defined above. This graph is called
the Ideal Transaction Graph.

Lemma A.4 (Ideal Transaction Forest). The Ideal Transaction Graph TRDB is a forest.

Proof. TRDB is a forest, if and only if it is cycle-free and every node has in-degree at most one. A new
node is only inserted in the scope of Wallet Issuing, Debt Accumulation or Debt Clearance.

Proof by Induction: The statement is correct for the empty TRDB. If Wallet Issuing is invoked, a new
node with no predecessor is inserted. Moreover, the serial number s of the new node is randomly
chosen from the set of unused serial numbers, i.e., it is unique and no existing node can point to the
new node as its predecessor. If Debt Accumulation or Debt Clearance is invoked, a new node is inserted
that points to an existing node. Again, the serial number s of the new node is randomly chosen from
the set of unused serial numbers, i.e., it is unique and no existing node can point to the new node as its
predecessor. Hence, no cycle can be closed. Since the only incoming edge of a node is defined by the
stated predecessor sP™" (which may also be L), each vertex has in-degree at most one. O

Lemma A.5 (Tree-Wise Uniqueness of the Wallet ID). The wallet ID A maps one-to-one and onto a
connected component (i.e., tree) of the Ideal Transaction Graph.

Proof. “ <= ": Let trdb; be an arbitrary node in TRDB and A be its wallet ID. Furthermore let trdb; be
the root of the tree containing trdb;. Then on the (unique) path from trdb; to trdb;, every node apart
from trdb; was inserted by means of either Debt Accumulation or Debt Clearance, both of which ensure
the inserted node has the same A as its predecessor. By induction over the length of the path, trdb; has
the same wallet ID as trdb; and hence the wallet ID is a locally constant function on TRDB.

<

* = ”: For contradiction assume there are two nodes trdb; and trdb; with equal wallet IDs A; = A; in
two different connected components. Pick the root nodes trdb; and trdb; of their respective trees. By
“ " we get A=Ai=A= /1}5, i.e., the root nodes have equals wallet IDs, too. Both root nodes are
inserted in the scope of Wallet Issuing and the wallet ID is randomly drawn from the set of unused
wallet IDs, i.e., they can not both have the same wallet ID. Contradiction! O
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Lemma A.6. Within a tree of the Ideal Transaction Graph, the PID pid,, of the corresponding user is
constant.

Proof. Same proof as “ &= ” in the proof of Lemma A.5. O

In other words, Lemma A.6 states that a wallet (a tree in TRDB) is always owned by a distinct user. But
a user can own multiple wallets.

Lemma A.7. Within a tree of TRDB, every node trdb = (s""*", s, §, x, A, pidq,, pidg, p, b) has depth x and
all nodes of the same depth in the same tree have the same fraud detection ID ¢. Conversely, nodes with
the same fraud detection ID are in the same tree and have the same depth within this tree.

Proof. Proof by Induction: The statement is true for the empty TRDB. In the scope of Wallet Issuing a
new root node is inserted, Wallet Issuing sets x := 0 and an unused ¢ is chosen. In the scope of Debt
Accumulation or Debt Clearance, x is calculated as x = xP™" + 1, where by induction xP*" is the depth
of its predecessor. With respect to ¢ we note that when inserted, every node gets as fraud detection ID
the value stored in f3 (A, x) which only depends on the node’s wallet ID and depth. When this value is
set (in either Wallet Issuing, Debt Accumulation, Debt Clearance or Blacklisting & Recalculation) it is
chosen from the set of unused fraud detection IDs and therefore unique for given A and x. O

Lemma A.8 (Billing Correctness). Let trdb = (s?"",s, §, x, A, pid,, pidg, p, b) be an arbitrary but fixed
node. If trdb is not a root, let trdbP™" = (sPTeVPTeY, sPTeV, HPTEV X PV ) pid,, pid’;’{ev, PPV, bP"Y) be its prede-
cessor. Then b = bP™ + p holds for non-root nodes and p = L, b = 0 for root nodes.

Proof. Same induction argument as in the proof of Lemma A.7. O

Before we start to show that I1},, . correctly implements ¥, we make note of two additional simple
statements about the ideal functionality itself.

Lemma A.9 (Protection Against False Accusation).

(1) The task Double-Spending Detection returns a proof = # L if and only if the user has committed
double-spending.

(2) The task Verify Guilt returns OK if and only if its input (pidq,, ) has been output at a previous
invocation of Double-Spending Detection.

Proof. The first part obviously follows by the definition of the task Double-Spending Detection (cp.
Task Double-Spending Detection in Fig. 3.5). Note for the second part that users are assumed to be
honest. If fii(pidq,, ) is undefined, then ouT is set to NOK and the result is recorded (cp. steps (3) and
(4) in the Task Guilt Verification in Fig. 3.5). Guilt Verification only returns OK, if fij(pidq, 7) = OK
has already been defined (cp. step (2)). As (in case of honest users) Guilt Verification extends fi; by
nothing but invalid proofs, Double-Spending Detection exclusively sets fi(pidy, m) = OK (cp. step (2)
of Task Double-Spending Detection Fig. 3.5). O

Lemma A.10 (Correctness of Blacklisting). Let U be an arbitrary but fixed user with pid,,. Under the
assumption that U participates in less then xp,, transactions, i.e., in less then xpy,, invocations of Wallet
Issuing, Debt Accumulation and Debt Clearance, the following two statements hold:
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(1) Let the TSP be honest. The set ®q; returned to the TSP by Blacklisting & Recalculation contains all
fraud detection IDs that have ever been used by U.

(2) Any invocation of Debt Accumulation for U with input blg = ®q, aborts with message BLACKLISTED.

Proof. We prove both claims separately.

sponding to pid,, and let L, denote the set of wallet IDs occurring in TRDBq,. For A € Lq, the
depth of the tree associated to the wallet id A is given by x) = max{x | fp(A, x) # L}. If U with
pidq, participated in less than xy), transaction, then the maximum depth xpa.x = maxje £, x is
smaller than xp,,. The set of used fraud detection IDs is given by {fp(A,x) [ A € Lq/,0 < x < x3}
which is a subset of ®q¢; = {fo(A4, x) | A € Lq7,0 < x < xp1, }-

(2) Let sP™V denote the serial number for which Debt Accumulation is invoked and let trdb*™’ =
(-, SPTY, @PTV xPTV A, ...) be the corresponding transaction entry. By assumption xP**V < xy,
holds. As Blacklisting & Recalculation has previously been called, ¢ = fp (A, xP™V + 1) is already
fixed. Moreover, ¢ € ®¢; = blg holds and thus Debt Accumulation aborts.

O]

A.1.2. Proof of Operator Security

In this appendix we show the following theorem.

Theorem A.11 (Operator Security). Under the assumptions of Theorem A.1

F crs»Gbb Gob
My e 2uc 77P4TC

holds under static corruption of

(1) a subset of users, or

(2) all users and a subset of RSUs, TSP and SA.
Before giving the UC-simulator S}S,’;ST_SC“, a few remarks are in order. Please note that while the real
protocol I, lives in the (Fgq, Gbb)-model the ideal functionality ¥, has no CRS. Hence, the CRS
(but not the bulletin board) is likewise simulated by S},7 » giving it a lever to extract the ZK proofs
P1, P2, and P3 and to equivoke the commitment C2.

While the protocol executes, the simulator S;};ST_SC“ records certain information similar to what the

parties or the ideal functionality internally record, namely the set of simulated double-spending
detection information ﬁdSp, the set of simulated prove participation information Q. and the simulated
transaction graph TRDB. Basically, K_QdSP, _(LI,) and TRDB correspond to Q9P Q,pf; and TRDB resp., but
exist in the head of the simulator and are augmented by additional information. The simulator uses

them as “lookup tables” to keep up a consistent simulation in later parts of the protocol. Obviously,

this implies information is stored redundantly: In the head of S;JZST_?C as ?2?5 and TRDB and inside the
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ideal functionality ¥, (in case of TRDB) or the environment (in case of QI,?; for a corrupted user).® A

crucial part of the security proof is to show that these sets stay in sync.

We now present the UC-simulator S;};ST_SC?C for Theorem A.11.

Simulator S35 %€

pirc for System Security

System Setup:
(1) Set TRDB = 0
@) Set 3P =0
(3) Set ;=0

System Setup (¥ ys):
(1) Run a modified version of ¥ setup with

(1) crs?,,, < C2.Gen(gp) being replaced by (crszom,tdeqcom) «— C2.SimGen, and

com

(2) crspok < Setup being replaced by (crspok, td® ) « ExtSetup

pok
(2) Record crs, tdeqcom and td;’:k

Simulation of 7—'CRS:

tasks in the following.

S answers all calls honestly.

Corrupt parties P can issue calls to ¥, whenever they want, not just at the intended points in the protocol.
We specify here once how all calls from P to # g4 to all tasks are handled and ignore calls to F 4 for all

DR Registration:

(1) Upon receiving (REGISTERINGDR, pidpyg) from 7,0
(a) Honestly generate encryption keypair: (pkpg, skpr) < E.Gen(gp)
(b) Record pidpg + (pkpg, Skpr)
(c) Return pkpg to Fpure

TSP Registration (honest TSP):

(1) Upon receiving (REGISTERINGTSP, pid, a7) from 7 1
(a) Honestly generate all signing keys and the certificate:
(i) (vk(r,sk;) «— S.Gen(gp)
(i) (vk&, sk « S.Gen(gp)
(iii) (vkZ,skRX) « S.Gen(gp)
(iv) (pkgsky) = ((vkI, v, VKR, (skT, sk&, skX))
(v) oSt — S.Sign(skS™, (vki, ar))
(vi) cert?f. = (ka}, ar, o)
(b) Record pids +— (pks, sk, cert?)
(c) Return pkyto Fp,pc

. . . —d .
3 Note, that we get rid of Q4P during the proof, because honest users are only dummy parties and only Q *P remains.
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TSP Registration (corrupted TSP):
Nothing to do as this is a local algorithm for a corrupted TSP

RSU Registration (honest RSU):

(1) Upon receiving (REGISTERINGRSU, pidg) from % 7.
(a) Honestly generate signing keypair: (vkg, skg) < S.Gen(gp)
(b) Record pidg — (vkg,skg)

(c) Return vkg to Fpupe

RSU Registration (corrupted RSU):
Nothing to do as this is a local algorithm for a corrupted RSU

User Registration (honest user):

(1) Upon receiving (REGISTERINGU, pidq,) from %, 7.

(a) Honestly generate keypair:
. R
(i) y < Zq
(i) (pkqsskey) = (g/.7)
(b) Record pidq; — (pkqy skqs)
(c) Return pkq, to Fp re

User Registration (corrupted user):
Nothing to do as this is a local algorithm for a corrupted user

RSU Certification (honest TSP, honest RSU):

(1) Upon receiving (CERTIFYINGRSU, pidg, ag) from %1
(a) Load the recorded pid, — (pk, sk, cert®?), and pidg — (vke, ske). If any of these do not exist,
paq PKq SKq T pag R> SKR y
then let ¥, abort.
(b) Generate certg = (vkg, ag, 0) with o™ « S.Sign(sk%™, (vke, ag)) faithfull
R R R 2 T R y

(c) Update record pidg — (vkg, skg, certg)

RSU Certification (honest TSP, corrupted RSU):

(1) Upon receiving (CERTIFYINGRSU, pidg, ag) from %1

(a) Load the recorded pids — (pkg, sk, cert?.), and obtain vkg from Gy, for pidy. If any of these do
not exist, then let ¥, abort.

(b) Generate certg = (vkg,ag, o%™") with o™ « S.Sign(sk&™, (vkg, ag)) faithfully
(c) Record pidg — (vkg, L, certg)
(d) Output cert to Z"¢"%¢¢ as message from the TSP to the RSU

RSU Certification (corrupted TSP, honest RSU):

(1) Upon receiving (certg) from Z"5° in the name of the TSP with pid,

(a) Load the recorded pidgy +— (vkg, skg), and obtain pks from Gy, for pids-. If any of these do not
exist, then let 7'; 4TC abort.

(b) Parse ag and 0,%’“ from certg
(c) If S.ny(vk‘;", o%ert, (vkg,ag)) = 0, then let 7,1, abort

(d) Call F,, 5 with input (CERTIFY, ag) in the name of the TSP with pid -

160




UC-realizes 7,

A.1. Security Proof: II PATC

P4TC

RSU Certification (corrupted TSP, corrupted RSU):
Nothing to do as Z"¢"5¢¢ plays both parties

Wallet Issuing (corrupted user, honest TSP):
(1) Load the recorded pids — (pkq sk, cert?}), pidpg — (pkpgr skpg); if any of these do not exist, then
let 3,7 abort
(2) Upon receiving (pkq,, com!_ ) from Z*Y***¢ in the name of the user with pidy,
(a) Look up pid,, from Gy, for which pkq, has been recorded; if no pidy, exists, then abort
(b) If pidqy ¢ PID corrupt, then give up simulation
(c) Call #p,p with input (Issug)
(3) Upon receiving the leak (s, aq/) from %7

7
ser’

144 R
(b) A" & Z,.

(c) Send (cert® aq, com,, ') to %5 as message from the TSP to the user.

decomser) < C2.SimCom(crs?,.).

(a) (Com com

(4) Upon receiving (s, e*, comq, comg, 7) from Z%5% in the name of the user with pid*(u
(@) stmt = (pkq,, pkpg, €*, comq, comg, )
(b) If P1.Verify(crspok, stmt, ) = 0, then let Fparc abort
(c) Extract witness as WIT = (A A, Ag,..., A, ;.. .,Ul“e"t, decoms, decomg, decom;eed, SKq) «
P1.ExtractW (crs, td;’gk, stmt, 1)

(d) Assert that (stmt, WIT) fulfills the projected equations from Lé:,), else abort (event EI)
() A=21"+ Y DLOG(A) - B
(f) Provide alternative user PID pidq, to ¥,
(5) Upon being asked by 7,1 to provide a fraud detection ID ¢
(a) ¢ =PRF(A,x) withx =0
(b) Provide ¢ to Fp 7
(6) Upon receiving output (s, aq) from %, for the user
(@) s"=s-5"""

’ decomge,)

ser

2

com?

144 7’

(b) Equivoke decom, < C2.Equiv(crsy,, tdeqcom,s”, comg,,

(c) o7 « S.Sign(sk;, (coms, aqy))
(d) og « S.Sign(skR, (comg, s))
e) SetsP™ := 1 p:==0,b:=0, com™ := 1, decom®:= 1, MI® = 1, com® = L, decom := 1, M0 == 1
p T T T R R R
. t. out . out .. out .
com®t == comq, decom?ru = decom, MF = (A, pkqy), com@" = comg, decomy" = decomg, and

T

MR* = (A, g7 Ur, g1

rev . . in in in in in in out out out
(f) Append (sP*, s, ¢, x, A, pidq, pids, p, b, comg, decom'y, M,]_, comug, decomlg, Mg, com, decom,]- ’M‘T ,
com%“t, decom‘;e“t, M%“t) to TRDB

(g) Send (s”, decom,,., o7, oR) to ZY*" as message from the TSP to the user

Wallet Issuing (other corruption scenarios):
Nothing to do

Debt Accumulation (corrupted user, honest RSU):

(1) Load the recorded pids — (pky, sk, cert?), and pidg +— (vkg, skg, certg); if any of these do not exist,
then let ¥, abort

(2) Pick u, & Z,

(3) (coml,, decomse;) < C2.SimCom(crs )
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(4) Send (uy, com..
(5) Upon receiving (s, m, ¢, aqy, al;rev, COMpid, com’R, t) from Z as message from the user to the RSU

certg) to Z as message from the RSU to the user

ser?

(a) stmt = (vk;, vk?ﬁrt, ¢, aq, a};ev, COMpyid, COMip, t, Up)
(b) If P2.Verify(crspok, stmt, ) = 0, then let 7,1 abort
(c) Extract witness as WIT = (X, A, pkqy, Uy, sP™, ¢P7, X, A, pkqy, BP™V, Uy, Ulne"t, decomyq, decom‘,;;ev,

decomip, decomrr,vk%rev, comgarev, comq, crg;ev cr%ertprev o7) « P2.ExtractW(crs, tdg’;tk, stmt, )

(d) Assert that (stmt, WIT) fulfills the projected equations from Lép), else abort (event EI)

(e) Lookup trdb = (sPrev s, ¢*, x*, A%, pidy,, pide, p*, b*, com decom Mln comR ,decom Mln
com"Ut decom‘;llt ,M‘“‘t* com2t*, decom'y

R
entry exists, give up 51mulat10n (event EZ)

out® , M) with s* = sP™ being used as key; if no unique

(f) Give up simulation if any of these conditions meet: comout* # comprev (event E3), A # gf* (event E4),
com3*" # comq (event ES5), pky, # pky, with (A", pky, ) = M (event E6), B’ # g¥" (event E7),
orX # g7 *! (event E8).

(g) Retrieve pid,, from Gy, for pke,

(h) Call 7,1 with input (PayToLL, sP*®) in the name of the user

(6) Upon being asked by 7,7 .
(7) If being asked by ¥, to provide ¢, return ¢ = PRF(4, x) w1th x=x"+1to Fpupc”
(8) Upon being asked by 7,

would do

to provide an alternative PID, return pidg, to ¥,

4rc to provide a price for (aq, ag, a 'R "), return a price p as the dummy adversary

(9) Upon receiving output (s, ag, p, b) from ¥, for the user

4TC
(a) Set Epp = (s, comp;d, decomniq, pkq,) and append Epp to ﬁpp
(b) Run (comy, decomy) « C1.Com(crsly., (0,p,0,1)), comg = coml, - comy, and og < S.Sign(ske,
R com p R R g R
(comg, s)) honestly as the real protocol would do

(c) Sets” =s-s'~" and equivoke decom.,. « C2.Equiv(crs?,,,,s", com,, decomser)

(d) Set comi,]_ = comg, decom = decom, Mm = (A, pkqp)s comR = comR decomR = decomgev,
ME = (A, B, U, X), com‘;k‘t = comq, decom(r = decomi - decom(], M3 = (A, pkq,), comR* =

come, decom‘;zUt = decomiy - decomy, and MOut (A, gi’, Ul,g’l‘”)

(e) Append (s, s, ¢, x, A, pidq,, pidg, p, b, com‘7‘l, decomi#, MiTn, comiq-‘,, decom Mln com"llt decom"ut M"ut
com", decomy", MR") to TRDB

(f) Append 3% = (4, t,up) to O

(g) Check if m9PF = (¥, 1%, u;) e O™ exists with ¢ =¢* and uy # ug, in this case
(i) skqy = (t—t*) - (uy — uz) ' mod q
(ii) Record pidy, — (pkq,, skq,) internally

(h) Send (s”, decom,,, comg, decomy, or, p) to Z as message from the RSU to the user

Debt Accumulation (other corruption scenarios):
Nothing to do

Debt Clearance (corrupted user, honest TSP):
(1) Load the recorded pids — (pkq, skq, certR) if this does not exist, then let ¥, abort.

(2) Pick u, & Zq
(3) Send u, to Z as message from the TSP to the user
(

4) Upon receiving (pkq,, 7, ¢, aq/, a prev ,bP™V 1) from Z as message from the user to the TSP

prev _pprev

(a) stmt = (pkq,, vk;, kcf—”, daq,ag g7 ,tuz)
(b) If P3.Verify(crspok, stmt, ) = 0, then let 1 abort
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(c) Extractwitnessas WIT = (X, A, pkqy, Uy, sP™, ¢P™V, X, A, Uy, decom Y decomq, v k};erev, coml;erev, comq,

G%rev, (f%ertprev, o) < P3.ExtractW(crs, td;’;tk, stmt, 1)
(d) Assert that (stmt, WIT) fulfills the projected equations from Lép), else abort (event EI)
(e) Lookup trdb = (sPreV*, s*, o™, x¥, A%, pzd,u,pld¢,p b*, com decom Mm comi;-‘,1 ,decom Mm

* *
com*”, decom®™”, M, comR™, decomp"” , M) with s* = sP*V belng used as key; if no unique

entry exists, give up 51mulat10n (event E2)

(f) Give up simulation if any of these conditions meet: com"“t* # com};gev (event E3), A # gf* (event E4),

comollt # comq (event E5), pky, # pkg, with (A", pky, ) = Mo‘“* (event E6), or BP™ # g " (event
E7)
(g) Retrieve pidy, from Gy, for pke,
(h) Call %,y
5) Upon being asked by 7,

(
(6) If being asked by 7,
(

 with input (CLEARDEBT, s*"*) in the name of the user
47c to provide an alternative PID, return pidq, to Fp 7
to provide ¢, return ¢ = PRF(A, x) with x = xP™" + 1 to Foarc”

4TC
7) Upon receiving output (b*!) from Fparc for the user
(a) Set comi,r = coms, decom = decomq, Mm = (A pkqy), comi = com decomR = decom};erev,
My = (A b UL X)), comﬂ’,llt = 1, alecomf’rut =1, MO =, com‘,;{ut = 1, decom}" = L, and

Mout
(b) Append (spre" s, @, x, A, pidq, pidg, p, b, com decomT, Mi,rn, comiqg, decomi;g,M%‘, com™, decom?rut, M,
com;’z“t, decom;’{“t, M%Ut) to TRDB
(c) Append @%P = (4,1, up) to o
. o —d _
(d) Check if @%P* = (g%, ¥, u;t) € Q" exists with ¢ = ¢~ and u, # ug; in this case
(i) skq, = (t —t%) - (up — 1)~ mod q
ii) Record pid,, — (pkq,, skq,) internall
piaqy PKqy SKqy y
(e) Send (OK) to Z as message from the TSP to the user

Debt Clearance (other corruption scenarios):
Nothing to do

Prove Participation (corrupted user, honest SA):

(1) Call Fp,pc With input (PROVEPARTICIPATION) in the name of the user
(2) Obtain leaked set S%p of serial numbers from %1~
(3) Upon receiving output (ouTq,) from ¥, for the user
P g outp P4TC
(a) Delay the output of 7,1 to the SA
(b) Send S%p to Z as message from the SA to the user
(4) Upon receiving (s, compid, decompiq) from Z as message from the user to the SA
(a) If (s, compig, -, ") ¢ ?ZPP, then let 7, abort
(b) Look up pkg, from Gy, for PID pid,,; if no pkg, has been recorded, then abort
(c) If C1.0pen(crst, pkq,, compiq, decomyig) = 0, then let ¥, abort
(d) If ouTq = NOK, then give up simulation
(e) Let Fp rc return the delayed output to the SA

Prove Participation (other corruption scenarios):
Nothing to do
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Double-Spending Detection (honest TSP):

(1) Upon being asked by %, to provide a proof for pidq,
(@) Look up pidq, — (pkey, skqy)
(b) Return skq, to Fp,rc

Double-Spending Detection (corrupted TSP):
Nothing to do as this is a local algorithm for a corrupted TSP

Guilt Verification (honest P):

(1) Upon being asked by 7,1 to provide ouT for (pid,,, )
(a) Receive pkq, from Gyy, for pidy,
(b) If gT = pkq,, then set out = OK, else set ouT = NOK
(c) Return ouT to Fp,pc

Guilt Verification (corrupted P):
Nothing to do as this is a local algorithm for a corrupted P

Blacklisting & Recalculation (corrupted TSP):

(1) Upon receiving HTDq from Z"¢"5¢¢ as message from the TSP to the DR

(a) Parse HTDq, to get a set of user public keys. If they are not all the same, abort. If they are all the
same, denote this key with pkq,.

(b) Call 7 With input (BLACKLISTUSER, pkq,) in the name of the TSP
(2) Upon being asked by %, to decide on the output for both parties

(a) Set (OK) as DR output and (L, L) as TSP output

(b) Let Fp p deliver output

Blacklisting & Recalculation (honest TSP):

(1) Upon receiving (4, x) from %, and being asked to provide a serial number
(a) Return ¢ = PRF(4,x) to Fp,rc

¢ N.b.: Fp, 1 does not always ask for the next serial number. If the corrupted user re-uses an old token, then 7,1
internally picks the next serial number which has already been determined in some earlier interaction. Hence, the
simulator only needs to provide the next serial number if the chain of transactions is extended.

Before starting with the security proof we explain the Simulated Transaction Graph TRDB and the
additional information beyond the Ideal Transaction Graph (cp. Definition A.3) in more details. The
Ideal Transaction Graph is a theoretical construct that helps us to link the interactions of the parties
across the various tasks our protocol provides. An Simulated Transaction Entry trdb has the form

trdb = (sP™V, s, ¢, x, A, pidgy, pidg, p, b,
comi(/rl, decomi(?, Mi(/rl, comi,,g, decomi;é, M;?, (A1)

out out out out out out
comg, decomg, M, comy”, decomy”, My")

with ¢, d and M with equal suffixes denoting a commitment, its decommitment information and
the opening in the implicit message space (see Fig. A.2). At the beginning of a transaction in the

scope of Debt Accumulation or Debt Clearance, the user loads their token 7°*¢V which contains two

. rev . .
commitments comq and comga , randomizes the commitments and at the end the user possesses two
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P4TC P4TC

sprev S, ¢, X, /1, pidru, b

pidg, p

e in in 3 sin out out 3 rout
com, decom(r, MZ,  comg ,decom,r , MY,

in in in out out out
comu, decomR, MR comgp”, decom72 , MR

Figure A.2.: An entry trdb € TRDB visualized as an element of a directed graph

updated commitments comq, comg which are stored in 7 again. We call the initial commitments the
in-commitments of the transaction and the resulting commitments the out-commitments.

Definition A.12 (Simulated Transaction Graph (Informal)). The set TRDB = {trdb;} with trdb; defined
as in Eq. (A.1) is called the Simulated Transaction Graph. It inherits the graph structure of the Ideal
Transaction Graph and augments each edge by additional labels, called the in-commitments and out-
commitments.

Two remarks are in order: Firstly, none of the (commitment, decommitment, message)-triples is neither
completely received nor sent by the RSU or TSP, respectively. The RSU receives a randomized version
of the in-commitment and no decommitment at all. In the reverse direction, the RSU sends the out-
commitment and a share of the decommitment. The complete triples only exist inside the user’s token.
Secondly, it is tempting but misleading to assume that comi;{1 = coml;zreV (or similar equations) hold.
Note that we do not make any of these assumptions for the definition. Hence we decided on a new
notion and coined the term in-/out-commitments instead of re-using the term “previous commitment”.
Actually, these kind of equalities is what we have to show.

The overall proof idea is to define a sequence of hybrid experiments H; together with simulators S;
and protocols IT; such that the first hybrid Hy is identical to the real experiment and the last hybrid Hy
is identical to the ideal experiment. Each hybrid is of the form

Hi = EXECHi’gbb,Si,Zsysfsec (1/1) .

Instead of directly proving indistinguishability of the real and ideal experiment we can break the
proof down into showing indistinguishability of each pair of consecutive hybrids. We achieve this
by demonstrating that whenever ZY*"** can distinguish between two consecutive hybrids with non-
negligible probability this yields an efficient adversary against one of the underlying cryptographic
assumptions. The general idea is that the protocol IT; that honest parties perform gradually declines
from the real protocol [Ty = Il to a dummy protocol I1;¢, which does nothing but relay in- and
outputs. At the same time S; progresses from a dummy adversary Sy to the final simulator S;¢ which

can be split up into the ideal functionality ¥, and S;};ST_SCCC.

We proceed by giving concrete (incremental) definitions of all hybrids H;. Please note that input privacy
for honest TSP, RSU, DR and SA does not pose a difficulty for the definition of the sequence of the
simulators. The users learns most information as part of their prescribed output anyway. In other
words, the simulator SZST_SCCC
messages towards the (malicious) user after it has received the user’s output from the ideal functionality.
The essential part is to ensure that no malicious user can make the Simulated Transaction Graph to
deviate from the Ideal Transaction Graph and thereby cause a different (wrong) output at some later
point in the protocol. To this end, most hybrids introduce additional “sanity checks” to the simulation:
if the sanity check holds, both transaction graphs are still in sync and the simulator proceeds; if the
sanity check fails, the adversary has caused the transaction graphs to fall apart and the simulator

immediately gives up the simulation. Each sanity check is related to the security of one of the building

mimicking the role of an honest operator can perfectly simulate most
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blocks or cryptographic assumptions. Finally, after the last hybrid, all sanity checks collectively assert
that no efficient adversary can deviate from the Ideal Transaction Graph.

Hybrid Hy The hybrid H, is defined as
HO = EXECHO,gbb,SO,ZSys-SCC (11)

with §y = A being identical to the dummy adversary and I, = II Hence, Hy denotes the real

experiment.

P4TC*

2
com

— —d —
by C2.SimGen. Additionally, S; initializes the internal sets TRDB, Q ¥ and QI()LI,) as empty sets.

Hybrid H, Hybrid H, replaces the code in the tasks DR/TSP/RSU/User Registration of the protocol IT,
such that the simulator S, is asked for the keys instead. This equals the method in which the keys are
generated in the ideal experiment.

Hybrid H; In hybrid H; the task RSU Certification is modified. The protocol II3 is modified such
that the simulator S3 receives the message (CERTIFYINGRSU, pidg, ag), creates the certificate a%ert and

records it.

HybridH; Inhybrid H; we modify S; such that crsp,\ is generated by ExtSetup, and crs,,, is generated

Whenever the honest TSP or honest RSU running IT; would send o™ as part of their messages in the
scope of Wallet Issuing or Debt Accumulation, they omit (7%;’“. Instead, the simulator S; injects O'%ert

into the message.

Hybrid Hy Hybrid Hy4 replaces the code in the tasks Wallet Issuing and Debt Accumulation of the
protocol IT4 such that the RSU/TSP do not create signatures, but the simulator S, creates the signatures
o7, og and og resp. and injects them into the messages instead.

Moreover, in Debt Accumulation the RSU running I1; does not send comg and decomy in its final
message, but reports the price p to Sy, Sy creates comg and decomgy honestly and injects them into the
message.

Hybrid H; Hybrid Hs modifies the tasks of Wallet Issuing and Debt Accumulation. The code of
I15 for the TSP/RSU is modified such that it does not send com{,, in the scope of Wallet Issuing or
Debt Accumulation. Instead Ss runs (coml., decomge;) < C2.SimCom(crs? ) and injects com(, . into

the message. Moreover, IT5 for the TSP/RSU is modified such that it uniformly and independently

R
picks s « Zq and passes s to Ss as part of the final message. Ss calculates s” = s - (s') 7!, executes
decomy, « C2.Equiv(crsyn, tdeqcom, s”/, com

the messages from TSP/RSU to the user.

124
ser

124
ser?

decomse;) and injects s’ together with decom(,,. into
Hybrid H;  When S receives a NIZK proof 7 in the scope of Wallet Issuing, Debt Accumulation
and Debt Clearance, it extracts the witness, restores A == 1/ + Y- DLOG(A}) - B', assembles trdb

and appends it to TRDB. Additionally, S¢ also assembles 525, @%P in the scope of Debt Accumulation

—pp —d —d

and appends entries to Q?LI{), ™’ resp. If Q P already contains an entry %" with matching fraud
detection ID, the secret key sk,, is immediately reconstructed and the pair pid,, +— (pkq,, skq,) is also
recorded.

Moreover, the verification of the proof is moved from Il¢ for the honest TSP/RSU to the simulator. If
the verification fails, S¢ aborts as the TSP/RSU running the real protocol would do.

Additionally, S checks if the pair of the statement and the extracted witness fulfills the languages L

gp >
L@

gp > and Lg(;g) resp. If not, S abort with failure event (EI).
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Hybrid H; This hybrid modifies the code II; for TSP, SA and DR in the scope of the tasks Prove
Participation, Double-Spending Detection, Guilt Verification and Blacklisting & Recalculation. The
honest parties become dummy parties, the code is moved to the simulator and S; resorts to its “lookup

tables” TRDB, Q;, and ﬁdSp that have been introduced by the previous hybrid.

More precisely, in Prove Participation the SA becomes a dummy party and simply forwards the set of
serial numbers S%p to §7. The simulator uses its own set QP,LI; to validate the response of the environment
(in the name of the malicious user) and returns the result to the SA.

In the task Double-Spending Detection the honest TSP becomes a dummy party, too. It simply asks the
simulator S; to provide a proof. To this end, S; checks if pidq, — (pkq;, skq,) has been recorded and
returns skq,.

The same applies to the task Guilt Verification. The honest party does not locally run the algorithm
itself, but simply forwards its input to the simulator (as the dummy party would do) and S; actually
checks if g7 = 7 holds.

The task Blacklisting & Recalculation is modified accordingly. The dispute resolver DR becomes a
dummy party and simply sends it input (BLACKLISTUSER, pk%R) to the simulator S; in order to signal
its consent to blacklist the user. The simulator S; utilizes the Simulated Transaction Graph TRDB and
runs the code as the ideal functionality ¥~ would do eventually.

Hybrid Hg Hybrid Hg replaces the code in the tasks Wallet Issuing and Debt Accumulation of the
protocol IIg such that the RSU/TSP do not neither send A" nor u,. Instead Sg draws A’ and u, and
injects them into the appropriate messages. Consequently, the code of the TSP is modified such that
it does not longer record htd. Likewise, the code of the RSU is modified such that it does not longer
record %P,

Hybrid Hy In the scope of Debt Accumulation or Debt Clearance, the simulator Sy looks up the
predecessor entry with sP*®" being used as the unique key. If this fails, S gives up the simulation with
event E2.

pre

Hybrid H;y The simulator Sy additionally checks for com;’e“t* # comg V. If the check succeeds, it
gives up the simulation with event E3.

Hybrid H;; The simulator S;; additionally checks for A # g%*. If the check succeeds, it gives up the
simulation with event E4.

out*

Hybrid Hi; The simulator S;, additionally checks for comg?

up the simulation with event E5.

# comq. If the check succeeds, it gives

Hybrid Hi3  The simulator Si3 parses (A", pky,) = M3 and checks for pkq, # pky,. If the check
succeeds, it gives up the simulation with event E6.

Hybrid H; The simulator Sy4 additionally checks for BP™¥ # gll’*. If the check succeeds, it gives up
the simulation with event E7.

Hybrid His The simulator S;5 additionally checks for X # g’f*”. If the check succeeds, it gives up the
simulation with event E8.

For the proof of Theorem A.11 we show the indistinguishability of subsequent hybrids by a series of
lemmas. The Lemmas A.13 to A.15 are rather trivial and thus Lemma A.14 handles various hybrids at
once.
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Lemma A.13 (Indistinguishability between Hy and H;). Under the assumptions of Theorem A.11,
Ho = H; holds.

Proof. This hop solely changes how the crs is created during the setup phase. This is indistinguishable
for crspok (see the extractability property of Definition 2.28, Item (3a)) and crs?,,, (see the equivocality

property of Definition 2.24, Item (3a)). O

Lemma A.14 (Indistinguishability H; — H4 and He¢ — Hg). Under the assumptions of Theorem A.11,
H, = Hy, Hy = Hs, Hy = Hy, Hg = Hy, and Hy; = Hg holds.

e

Proof. The hops are all indistinguishable as they do not change anything in the view of ZY*%¢°. Please
note that Z%%%¢ only sees the in-/output of honest parties and these hops only syntactically change
what parts of the code are executed by the parties or by the simulator. With each hop the parties
degrade more to a dummy party while at the same time more functionality is put into the simulator. [J

Lemma A.15 (Indistinguishability between Hy and Hs). Under the assumptions of Theorem A.11,
Hy = Hs holds.

Proof. This hop is indistinguishable as the equivoked decommitment information is perfectly indis-
tinguishable from a decommitment that has originally been created with the correct message (cp.
Definition 2.24, Item (3)). O

So far, none of hops between two consecutive hybrids changes anything from the environment’s
perspective: either the hops are only syntactical or the modification is perfectly indistinguishable.
Hence, no reduction argument is required. In the contrary, each of the upcoming security proofs
roughly follows the same lines of argument. If the environment Z%%¢ can efficiently distinguish
between two consecutive hybrids, then we can construct an efficient adversary 8 against one of the
underlying cryptographic building blocks. To this end, B plays the adversary against the binding
property in the outer game and internally executes the UC-experiment in its head while mimicking the
role of the simulator. It is important to note that although 8 emulates the environment internally, it
only has black-box access to it. In other words, although everything happens inside “the head of 8 it
cannot somehow magically extract Z’s attack strategy.

Lemma A.16 (Indistinguishability between Hs and Hg). Under the assumptions of Theorem A.11,
Hs = He holds.

Proof. First note that the only effective change between Hs and Hg are the additional checks that abort
the simulation with event E1, if the extracted witnesses are invalid. Again, the other modification
are purely syntactical. To proof indistinguishability between Hs and H¢ we split this hop into three
sub-hybrids. Each sub-hybrid introduces the check for one of the languages Lé,lj), Lé? and Lég), resp. In
the following only the sub-hybrid for the language LE(;)) is considered, the indistinguishability of the re-
maining two is proved analogously. Further note, that the view of ZY5% is perfectly indistinguishable,

if the simulation does not abort.

Assume there is an environment Z%5% that triggers the event E1 in the first sub-hybrid with non-
negligible advantage. This immediately yields an efficient adversary $ against the extraction property
of the NIZK scheme. Internally, 8 runs Z*V*¢ in its head plays the role of the simulator and all honest
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parties. Externally, 8 plays the adversary in Definition 2.28, Item (3b). If the event EI occurs internally,
B outputs the corresponding pair (stmt, 7). In the second and third sub-hybrid 8B internally extracts
the witness for the previous sub-hybrid using the extraction trapdoor td;f)tk which 8 obtains as part of
its input. O

Remark A.17. We observe that Lemma A.16 implies
with m = (A, pkq):

C1.Open(crs1 m, comq, decomg) = 1,

com?

with m = (A, 1, U™, g7):

C1.0pen(crsl ., m, comg, decomg) = 1,

with m = (A, BP™Y, Uy, X):

prev

1 prev _
C1.0pen(crsy,,, M, comg ,decomﬁ ) =1,

with m = (A, BPY, UP®, X):

C1.0pen(crs}ym,, m, comp, decomy) = 1,

furthermore

1 ’ ’ ’ _
C1.0pen(crsgm, A, com, 4, decom_,.;) = 1,

C1 .Open(crsgom, pkq, compig, decomnpiq) = 1,
with m = (coms, aqq):

S.ny(vk;, or,m) =1,

with m = (com};;ev, SPreY):

S.ny(vkgzrev, U%rev, m) =1,

. _ prev _prevy
with m = (vky , ap

S.ny(kaﬁrt, cr;frtprev, m) =1,

and that all variables can efficiently be extracted. Remember, that Fy, acts as the identity function on
group elements. Moreover, given the extracted chunks of the wallet ID Ay, ..., A;_, the unique wallet
ID A can be reconstructed. The projection Fy, becomes injective if the pre-image is restricted to Z, and

the inverse, i.e., DLOG, can be efficiently computed as A, ..., A;_, are sufficiently “small”.

Up to this point, we already know that Hy = Hs holds. Except for two small changes (from Hy4 to Hs
and from Hs to Hg) all hops are only syntactical. Moreover, the simulator Ss of hybrid Hg is indeed
sufficient to simulate an indistinguishable view for ZY5%¢ in the ideal model. Note, that all subsequent
hybrids from Hjy to H;s only add more sanity checks but do not change any messages. Actually,
even the modification introduced by Hg is not required for a indistinguishable simulation, as Hg only
records TRDB, but TRDB is not used yet. However, only TRDB and the upcoming sanity checks enable
a reduction to cryptographic assumptions and thus are vital to proof the indistinguishably between Hg
and the ideal model.

To this end, two additional lemmas about the structure of TRDB are necessary. These lemmas are in the
same spirit as Lemmas A.4 and A.5. Intuitively, the commitments coms, comg induce a graph structure
onto TRDB comparable to the wallet ID A and serial number s.
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Lemma A.18 (Simulated Transaction Forest).

(1) Every trdb = (sP"®,s,...) € TRDB is uniquely identified by s with overwhelming probability.
(2) The Simulated Transaction Graph TRDB is a forest with edges defined by (s™",s).

Proof. We prove both claims separately.

(1) A new entry is only inserted in the scope of Wallet Issuing, Debt Accumulation or Debt Clearance.
Proof by Induction: The statement is correct for the empty TRDB. For each insertion, the simulator
S (and every following simulator) draws s uniformly and independently. The chance to pick a
serial number that has already been used is negligible.

(2) As the serial number s of the new node is randomly chosen, no existing node can point to the
new node as its predecessor and thus no cycle is closed with overwhelming probability.

O]

Lemma A.19 (Indistinguishability between Hg and Hg). Under the assumptions of Theorem A.11,
Hg = Ho holds.

Proof. Assume there is an environment Z%5°¢ that triggers the event E2 with non-negligible advantage.
This immediately yields an efficient adversary B against the EUF-CMA-security of S. We only need to
deal with the case that s* does not exist. If it exists, Lemma A.18, Item (1) implies its uniqueness. We
need to distinguish two cases. On an abstract level these cases correspond to the following scenarios:

Either the previous RSU exists. Then the signature a%rev on (coml;zr Y, sP™) is a forgery. Or alternatively,

the allegedly previous RSU does not exits but has been imagined by the user. Then (comgev, sP™V) may
have a honest, valid signature (because the user feigned the RSU), but the certificate certgP™" for the
fake RSU constitutes a forgery. Please note that the simulator always records an entry trdb when it

legitimately issues a signature o and vice versa.

(1) A record pidj;;ev — (vkj;{ev, skj;;ev) has been recorded:
In other words, (comgerev, sP™") has never been legitimately issued by the allegedly previous
RSU.* We construct an efficient adversary B against the EUF-CMA-security of S. Internally, 8
runs Z%%%¢€ in its head and plays the role of the simulator and all honest parties. Externally,

8B plays the EUF-CMA-security experiment with a challenger C and a signing oracle Oik,sk' B

needs to guess for which pidl;'?reV the event (E2) eventually occurs. When the RSU with pidl;;ev
registers itself, and 8 playing Sy needs to provide vqu)grev it embeds the challenge as vkggrev = pke.
Whenever B playing the role of Sy needs to issue a signature with respect to vk, it does so

using its external EUF-CMA oracle ng o When the event (E2) occurs, B extracts (com};;ev, sPrev)

and ogev from the proof and outputs the forgery. Note that (coml;;ev, sP™V) has never been signed

with respect to vkr,];rev = pk, by assumption.

4 Note: RSU may also denote the TSP, if the transaction at hand happens to be the first after a Wallet Issuing and thus s* has
been signed by the TSP playing the role of an RSU. For brevity, we only consider RSUs here.
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(2) A record pidgev - (vkgev, skf;;ev, certr) has not been recorded:
We construct an efficient adversary 8 against the EUF-CMA-security of S along the same lines
as above. Internally, 8 runs Z%%%¢ in its head and plays the role of the simulator and all
honest parties. Externally, 8 plays the EUF-CMA-security experiment with a challenger C and a
signing oracle Oik,sk' When the adversary 8 has to internally provide pks = (vk?ﬁrt, vk;e-, vk;)
playing the role of Sy in the scope of the TSP Registration, $ embeds the external challenge as
vk == pk,. Whenever B playing the role of Sy in the scope of RSU Certification needs to issue
signatures with respect to kaﬁrt, it does so using its external EUF-CMA oracle ng,sk' When the
event (E2) occurs, B extracts certgP™® = (vkg, ag, 0';{6”) from the proof and outputs (vkg, ag)
together with o™ as the forgery. Note that (vkg, ag) has never been signed by the TSP with
respect to ka;:rt = pk as otherwise a mapping pidr;erev — (vkr;erev, skserev, certg) would have been

recorded.

The forgeries are indeed valid due to Remark A.17. O

Remark A.20. Without Lemma A.19 it is unclear in Lemma A.18, Item (2) if the denoted predecessor of
edge (sP™, s) actually exists. The simulator extracts the serial number sP*V of the predecessor from the
proof and puts this serial number into the newly added trdb. With this in mind Lemma A.18, Item (2)
would have to be interpreted such that an edge (sP™,s) is ignored, if the predecessor did not exist.
Nonetheless, TRDB is still a forest and Lemma A.18, Item (2) remains correct. Anyway, this oddity is
ruled out by Lemma A.19.

Lemma A.21 (Indistinguishability between Hy and Hyp). Under the assumptions of Theorem A.11,
Ho = Hyo holds.

Proof. Assume there is an environment Z%%¢ that triggers the event E3 with non-negligible advantage.
This immediately yields an efficient adversary B against the EUF-CMA-security of S by the same

argument as in the proof of Lemma A.19 as (com%rev, sP™) are jointly signed by the same signature

OR. ]

Lemma A.22 (Indistinguishability between Hqy and Hi;). Under the assumptions of Theorem A.11,
H10 é H11 holds.

Proof. Assume there is an environment Z*Y¥"*¢¢ that triggers the event E4 with non-negligible advantage.
We construct an efficient adversary 8 against the binding property of C1. Internally,  runs Z%% in
its head and plays the role of the simulator and all honest parties. Externally, 8 plays the role of the
adversary as defined by Definition 2.24, Item (2). When the event (E3) occurs, 8 sets

M%rev — (A, Bprev, Ul, X)
from the extracted witness and obtains
MR = (A", B, Uj, X")

from TRDB. 8 outputs (com‘;eut*, M%rev, decomserev, M%Ut*, decom%m*) to the external game. By assump-
tion A # A" holds and Remark A.17 asserts that both openings are valid. O

Lemma A.23 (Tree-Wise Uniqueness of the Wallet ID). The wallet ID A maps one-to-one and onto a
connected component (i.e., tree) of the Simulated Transaction Graph.
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Proof. Same argument as in the proof of Lemma A.5. O

Lemma A.24 (Indistinguishability between Hy; and Hi,). Under the assumptions of Theorem A.11,

4

H11 = le holds.

Proof. We introduce a sub-hybrid that splits between two cases why event E5 is triggered:
(1) com‘;‘.”* # comq and comg is not recorded in any trdb € TRDB

. . —t
(2) comf’i‘_lt* # comqg and comg- is recorded in some record trdb- € TRDB

An environment Z%%¢ that can differentiate between Hy; and the sub-hybrid yields an efficient
adversary B against the EUF-CMA security of S. An environment % that can differentiate
between the sub-hybrid and H, yields an efficient adversary 8B against the binding property of C1.

(1) We construct an efficient adversary 8B against the EUF-CMA-security of S. Internally, 8 runs
Z%55¢ in its head, and plays the role of the simulator and all honest parties. Externally, 8 plays
the EUF-CMA-security experiment with a challenger C and a signing oracle ng o« When 8

must internally provide pky- = (vk$™, vk;e_, vk?) playing the role of S;; in the scope of the TSP

Registration, 8 embeds the external challenge as vk; = pk,. Whenever 8 playing the role of
Si2 needs to issue signatures with respect to pkg, it does so using its external EUF-CMA oracle
ng o When the event (E5) occurs, 8 extracts coms and o from the proof and outputs the
foréery.

(2) We construct an efficient adversary $ against the binding property of C1. Internally, 8 runs
Z%Y55¢ in its head and plays the role of the simulator and all honest parties. Externally, $ plays
the role of the adversary as defined by Definition 2.24, Item (2). As (E5) has not been raised earlier,

comoT“t(i) = com?rut* # comq holds for all com?rut(i> in the same tree. Consequently, M)i with
com"Tut$ = comq is part of a different tree in TRDB and thus A* # A* = A follows by Lemma A.23.
B sets

from the extracted witness and obtains
M = (A%, pkd)

from TRDB. B outputs (comq, My, decomq, M;Pti, decom?rutj’_) to the external game.

O

Remark A.17 asserts that the forgery in (1) and both openings in (2) are indeed valid.

llle
.
=
w
llle

Lemma A.25 (Indistinguishability Hi, — Hjys). Under the assumptions of Theorem A.11, Hys
H14 é H15 holds.

Proof. If an environment Z%5¢ can distinguish between any of the hops from Hj, to Hys this yields
an efficient adversary 8 against the binding property of C1. As usual, 8 runs Z%°%¢ in its head and
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internally plays the role of the simulator and all honest parties. Externally, 8 plays the role of the
adversary as defined by Definition 2.24, Item (2). If event (E7) or (E8) occurs, B sets

M = (A, B, Uy, g:1X)
from the extracted witness and obtains
M%ut* = (A", B, UL, X*)
from TRDB. B outputs (comqg,M%rev, decomlggev, M%“t*, decom%Ut*) to the external game. If the event

(Ee) is triggered, 8B proceeds analogous but for the fixed part of wallet comq-. O

Taking all the aforementioned statements together, Theorem A.11 from the beginning of this appendix
follows. For the sake of formal completeness we recall it again.

Theorem A.11 (Operator Security). Under the assumptions of Theorem A.1

7 crss Gob

Gob
Mpyre Zuc 77P4TC

holds under static corruption of

(1) a subset of users, or

(2) all users and a subset of RSUs, TSP and SA.

Proof of Theorem A.11. A direct consequence of Lemmas A.13 to A.16, A.19, A.21, A.22, A.24 and A.25.
O

A.1.3. Proof of User Security and Privacy

In this appendix we show the following theorem.

Theorem A.26 (User Security and Privacy). Under the assumptions of Theorem A.1

Fcrs» Gbb

Gob
HP4TC Zuc 7:P4TC

holds under static corruption of

(1) a subset of RSUs, TSP and SA, or
(2) all RSUs, TSP and SA as well as a subset of users.

Before giving the UC-simulator Sp373%, a remark is in order. Please note that while the real protocol
e lives in the (F g, Gbb)-model, the ideal functionality 7,1 has no CRS. Hence, the CRS (but not
the bulletin board) is likewise simulated, providing Sp35 ¢ with a lever to simulate the ZK proofs P1,
P2, and P3, to equivoke C1, and to extract C2.

We now present the UC-simulator Sp357 for Theorem A.26.

173



A. Appendix for Chapter 3

Simulator Sp377°¢¢ for User Security and Privacy

System Setup:
(1) Set 3™ =0
(2) Set Q) =0
(3) Set HID =0

System Setup (Fzs):

(1) Run a modified version of F ;4 setup with
(a) crsly, < C1.Gen being replaced by (crslyp, tdegcom) <= C1.SimGen,

b) crs?  « C2.Gen being replaced by (crs?. ., tdextcom) «— C2.ExtGen, and
com g p y com
(c) crspok < Setup being replaced by (crsok, td‘;i:r() «— SimSetup

(2) Record Crs, tdeqcoms tdextcoms and td;ig;'(

Simulation of ¥p:

Corrupt parties P can issue calls to #-p Whenever they want, not just at the intended points in the protocol.
We specify here once how all calls from P to 4 to all tasks are handled and ignore calls to F ;¢ for all
tasks in the following.

S answers all calls honestly.

DR Registration:

(1) Upon receiving (REGISTERINGDR, pidp) from F,,7.
(a) Honestly generate encryption keypair: (pkpg, skpr) < E.Gen(gp)
(b) Record pidpg = (pkpg, skpr)

(c) Return pkpg to Fpupe

TSP Registration (honest TSP):

(1) Upon receiving (REGISTERINGTSP, pid -, as) from 7, 7.

(a) Honestly generate all signing keys and the certificate:
(i) (vkZ.skl) < S.Gen(gp)
(i) (vk&™, sk « S.Gen(gp)
(iii) (vkX,skX) < S.Gen(gp)
(iv) (pkq sk = ((vki vk, VD), (ski sk, skiY))
(v) o5t — S.Sign(ske™, (v, ar))
(vi) cert”} = (vkﬂ}, ar, o)
(b) Record pids — (pky, sk, cert?)
(c) Return pksto Fpre

TSP Registration (corrupted TSP):
Nothing to do as this is a local algorithm for a corrupted TSP

RSU Registration (honest RSU):

(1) Upon receiving (REGISTERINGRSU, pidg) from %1
(a) Honestly generate signing keypair: (vkg, skg) < S.Gen(gp)
(b) Record pidg = (vkg,skg)
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(c) Return vkg to Fpure

RSU Registration (corrupted RSU):
Nothing to do as this is a local algorithm for a corrupted RSU

User Registration (honest user):

(1) Upon receiving (REGISTERINGU, pidq,) from Fp 7
(a) Honestly generate keypair:
(i) y & Zg
(i) (pkqsskq,) = (g7, y)
(b) Record pidy, — (pkqy skq)
(c) Return pkq; to Fpype

User Registration (corrupted user):
Nothing to do as this is a local algorithm for a corrupted user

RSU Certification (honest TSP, honest RSU):

(1) Upon receiving (CERTIFYINGRSU, pidg, ag) from Fp 1
(a) Load the recorded pids — (pkq, sk, cert{f}), and pidg +— (vkg, skg). If any of these do not exist,
then let ;1 abort.
(b) Generate certg = (vkg,ag, O',f,frt) with O',f;rt — S.Sign(sk%‘?rt, (vkg, ag)) faithfully
(c) Update record pidg — (vkg, skg, certg)

RSU Certification (honest TSP, corrupted RSU):

(1) Upon receiving (CERTIFYINGRSU, pidg, ag) from %y pc
a) Load the recorded pid — (pk, sk, cert®), and obtain vk, from Gy, for pidy. If any of these do
piaq PKq SKq- T R piag y
not exist, then let 1. abort.
(b) Generate certg = (vkg,ag, o) with o™ « S.Sign(sk", (vkg, ag)) faithfully
(c) Record pidg +— (vkg, L, certg)
(d) Output cert to Z"5°° as message from the TSP to the RSU

RSU Certification (corrupted TSP, honest RSU):

(1) Upon receiving (certg) from Z"¢ in the name of the TSP with pid,

(a) Load the recorded pidg +— (vkg,skg), and obtain pks from Gy, for pids. If any of these do not
exist, then let 7, ATC abort.

(b) Parse ag and O'%,ert from certg
(c) If S.VFy(vks™, o™, (vkg,ag)) = 0, then let 7,1 abort
(d) Call Fp, 5 with input (CERTIFY, ag) in the name of the TSP with pidg-

RSU Certification (corrupted TSP, corrupted RSU):
Nothing to do as Z"¢"*¢¢ plays both parties

Wallet Issuing (corrupted TSP, honest user):
(1) Load the recorded pidq, — (pkqy, skq,), and obtain pks- from Gy, for pid-. If any of these do not exist,
then let ¥, abort.

2) (com.,,, decom;ie“é) « C1.SimCom(crst,,,)
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(3) Send (pkq, com, ;) to Z"°¢ as message from the user to the TSP

(4) Upon receiving (cert”}, aqq, comgy,, A”") from Z"5¢°¢¢ in the name of the TSP with pid ¢

(a) Parse (vk&,ar, o) = certt

(b) If S.ny(vk‘;frt, 0?7‘3“, (vk®, as)) = 0, then abort

() A =g

(d) s” « C2.Extract(crs?,,,, tdextcom, COM,

(e) Call Fp,,q with input (ISSUE, aq, 0) in the name of the TSP with pid7—b
(5) Upon receiving output (s) from ¥, for the TSP

(a) s i=5- s//—l
() i & Zg
(c) e" « E.Enc(pkpg, (1,...,1);71,72)

——
+2
(d) (coms, decoms) «— C1.Com(crsl,,, (0,0))
(e) (comg, decomg) < C1.Com(crsl , (0,0,0,0))
(f)
)

(g) m < P1.SimProve(crspok, td;i(;‘f(, stmt)

stmt = (pkqy, pkpg, €*, comy, comg, com;eed, AN
(h) Send (s', e*, comq, comg, ) to Z"5 ¢ as message from the user to the TSP
(6) Upon receiving (s”, decomy,,, o7, og) from Z"* in the name of the TSP with pid-

(a) If C2.0pen(crs?,,s"”, com(.., decom, ) = 0, then let #,,.. abort

(b) Set htd = (pkqy s, A”, €*) and insert htd into HTD

(c) Create real token 7 faithfully

(d) If WalletVerification(pky, pkq, 7) = 0, then let F;,, 1~ abort
(e) Let Fp pc return the delayed output to the user

Wallet Issuing (other corruption scenarios):
Nothing to do

Debt Accumulation (corrupted RSU, honest user):

(1) Obtain pky from Gyy, for pid,-. If it does not exist, then let 7,1 abort.
(2) Upon receiving u,, comg,, certg from Z"¢"* in the name of the RSU with pidy,
(a) Parse (vkg,ag, 0';;“) = certg
(b) If S.Vfy(vk§™, o™, (vkg,ag)) = 0, then abort
(c) s « C2.Extract(crs?,,,, coml.,
(d) Call F,,p with input (PayToLr, @) ¢ in the name of the RSU with pidy
(e) Obtain RSU’s output (s, @, aq, ag) from Fparcs and delay the output of the user
(f) s’ =s-s"""
(3) Upon being requested by Z"5¢"¢° to provide the second message
(a) Run (compiq, decompiq) «— C1.SimCom(crs!,,,) and append (s, cOMpd, decomyg) to ﬁpﬁ
(b) (comly, decomy) « C1.Com(crsiyy, (0,0,0,0))
(c) Checkifany (¢,t",u,) € 0™ has been recorded previously with (¢) being used as key. If no, pick
t & Zq. If yes, load the recorded pid,, — (pkq;, skq,) and set t =1’ + skq,(uz — uy). Insert (¢, t, us)
into ﬁdSp.
(d) stmt = (pkq, vk?fft, ¢,aq, al;;ev, COMpid, COM, L, Up)

(e) m < P2.SimProve(crspok, td;'c':;(, stmt)
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(f) Output (s', 7, P, aq, a%rev, COMpid, com’R, t) to Zusersee
(4) Upon being ask to provide a price for (aq, ag, a};;ev)

(a) Return a price p as the dummy adversary would do
(5) Upon receiving (s”, decom,, comg, decomgy, or, p) from Z1sesec 4

(a) decomg = decomly - decomy

(b) IfC1.Open(crsg0m, (l,gp, 1,91), comg, decomg) = 0, then let Fparc abort

(c) If S.Vfy(vkg, or, (comg,s)) = 0, then let 7,1~ abort
(d) Let ¥ p return the delayed output to the user

Debt Accumulation (other corruption scenarios):
Nothing to do

Debt Clearance (corrupted TSP, honest user):
1) Load the recorded pi — ,S , and obtain rom Gy, for pid-. If any of these do not exist,
(1) d th ded pidq, — (pkq skq), and ob pkq from Gy, for pid,-. If any of these d
then let . abort.
(2) Upon receiving u, from Z"** in the name of the TSP with pid,
(a) Call Fp,pc with input (CLEARDEBT) in the name of the TSP with pid-
(b) Obtain leaked a%rev
(c) Obtain TSP’s output (pidy,, ¢, b1y from Fparcs and delay the output of the user

(3) Upon being requested by Z"¢"*¢° to provide the second message
(@) Checkifany (4,1, u;) € 0™ has been recorded previously with (¢) being used as key. If no, then
pick ¢ & Zq. If yes, then load the recorded pidg, — (pkqy, skq,) and set t =t +skq, (uz — uy). Insert
(¢, t,uz) into ﬁdSp.
(b) stmt = (pkqs, ko, VKT, §aqs, aly glfbm, t,up)
¢) 7 « P3.SimProve(crspok, td*™, stmt
p pok
d) Output (pkq,, 7, ¢, aq, abr®v phill ) po Zuser-sec
put (pKqy R
(4) Upon receiving (OK) from Zvser-secd
a) Let F,, return the delayed output to the user
P4TC Y p

Debt Clearance (other corruption scenarios):
Nothing to do

Prove Participation (corrupted SA, honest user):

(1) Load the recorded pidq, +— (skq, pkq,). If this does not exist, then let 77, abort.
(2) Upon receiving S%p from Z"5¢"%¢¢ in the name of the SA
(a) Call Fp,pc with input (PROVEPARTICIPATION, pidq, Siy)
(b) Obtain the SA’s output (ouT) from %},
(c) If ouT = NOK, then abort
(d) Pick EI,B = (s, comyp;q, decomy;q) from ?2135 such that s € S%p. If this does not exist, then abort.

(e) Equivoke decomyiq < C1.Equiv(crsly,,, skq, comnig, decompiq)

(f) Output (s, compiq, decompiq) to Z" ¢ as message from the user to the SA

Prove Participation (other corruption scenarios):
Nothing to do
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Double-Spending Detection (honest TSP):

(1) Upon being asked by %, to provide a proof for pidq,
(@) Look up pidq, — (pkey, skqy)
(b) Return skq, to Fp,rc

Double-Spending Detection (corrupted TSP):
Nothing to do as this is a local algorithm for a corrupted TSP

Guilt Verification (honest P):

(1) Upon being asked by 7,1 to provide ouT for (pid,,, )
(a) Receive pkq, from Gyy, for pidy,
(b) If gT = pkq,, then set out = OK, else set ouT = NOK
(c) Return ouT to Fp,pc

Guilt Verification (corrupted P):
Nothing to do as this is a local algorithm for a corrupted P

Blacklisting & Recalculation (honest TSP):
Nothing to do

Blacklisting & Recalculation (corrupted TSP):

(1) Load the recorded pidyg — (pkpg, skpgr)
(2) Upon receiving HTDq from Z¥S¢75¢¢

() HTDE™™ = {(pkqs 5,17, €%) | (1", €*) € HIDy A (pkqs,s, 1", e*) € HID}

(b) HIDEK = {(pkqss,47,€%) | (-5,1”,e*) € HTDg A (-, A", e*) ¢ HIDA
(..., pkq) < E.Dec(skpp, e*)}
(c) Assert pkflll) = pk,(Lz() for all (pk(l), ), (pkazl), ) € HTD,gLe{nlline U HTqu'j‘{ke and set pk,z = pk(l),
else abort
(d) Call F,,p With (BLACKLISTUSER, pk{,)
(3) Upon being ask by %1 '
(@) Sroot = {5 | (s € HTD{gljnume}
(b) Provide Sroot to Fpyrc
4) Upon receiving the TSP’s output (bPL, @})) from F,
p g p P4TC
(a) ForH TDf,Zke, recover ®k¢ a5 the real DR would do
(b) Send ®q; = Dy, U Dke to Fpsrc @s the message from the DR to the TSP

to provide Syoot

4 If no message is received, let 7"13 4TC abort; if BLACKLISTED is received, override 7"P 4Tc’s delayed output for the user
with BLACKLISTED.

b Use empty set as blacklist. If the TSP intended to blacklist the user, the TSP would not have sent the previous message.

¢ Use empty set as blacklist.

d Ifno message is received, let 7:P4TC abort.

The overall proof idea is to define a sequence of hybrid experiments H; together with simulators S;
and protocols IT; such that the first hybrid Hy is identical to the real experiment and the last hybrid Hy;
is identical to the ideal experiment. Each hybrid is of the form

Hi = EXECHi’gbb’Si’Zuserfsec (1/1)
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Instead of directly proving indistinguishability of the real and ideal experiment we can break the
proof down into showing indistinguishability of each pair of consecutive hybrids. We achieve this by
demonstrating that whenever Z"¢ can distinguish between two consecutive hybrids with non-
negligible probability this yields an efficient adversary against one of the underlying cryptographic
assumptions. The general idea is that the protocol I; that honest parties perform gradually declines
from the real protocol IIy = I}, to a dummy protocol I1;,, which does nothing but relay in- and
outputs. At the same time S; progresses from a dummy adversary S to the final simulator §;; which can
be split up into the ideal functionality ¥, and Spi73°. We proceed by giving concrete (incremental)
definitions of all hybrids H;.

Hybrid Hy The hybrid Hy is defined as
H() = EXECHO’gbb,SO,Zuser-sec(1A)

with §y = A being identical to the dummy adversary and I, = II Hence, H, denotes the real

experiment.

P4TC

Hybrid H; In hybrid H; we modify S; such that crspo is generated by SimSetup, crsl,, is generated

—d.
by C1.SimGen and crs?,, is generated by C2.ExtGen. Additionally, S; initializes the internal sets Q2 P,

?2?15 and HTD as empty sets and records the respective entries as the final simulator Sp;5 5 does.

Hybrid H, Hybrid H, replaces the code in the tasks DR/TSP/RSU/User Registration of the protocol I,
such that the simulator S; is asked for the keys instead. This equals the method in which the keys are
generated in the ideal experiment.

Hybrid H; In hybrid Hs the task RSU Certification is modified. For an honest TSP or an honest RSU
the code of IT5 is replaced by the code of a dummy party. The simulator Ss behaves in this case as the

H user-sec
final simulator SP O

Hybrid H; H, modifies the tasks of Wallet Issuing and Debt Accumulation. The code of I1, for the
user is modified such that it does not send s’ but randomly picks s and sends it to S4. Then S, extracts
s” « C2.Extract(crs?,,, coml. ), calculates s’ := s- (s”") ! and inserts s’ into the message from the user

com? ser

to the TSP or RSU respectively.

would.

Hybrid Hs  This hybrid modifies IT5 such that the honest parties do not send any proofs. Instead, the
simulator S; appends a simulated proof to the message from a user to a TSP or RSU without knowing
the witness.

Hybrid Hy Hg modifies II¢ such that honest users do not send the commitments com;eed, comq and
comg in the Wallet Issuing task and com’R in the Debt Accumulation task. Instead, S¢ injects suitable

commitments to vectors of zeros. This equals the behavior of the final simulator Sp;T 5.

Hybrid H;  This hybrid introduces a lookup table that links hidden user trapdoors to their origin. More
precisely, if the task Wallet Issuing is executed, S; records htd = (pkq, s, A”, e*) in HTD. Please note
that §; knows s due to the change in Hy.

Moreover, if the task Blacklisting & Recalculation is invoked, S; partitions the set of hidden user trap-
doors HTDq provided by the environment into two “subsets”> H TD?Znume and H TD%ke (cp. Ttems (2a)
to (2c) in the task Blacklisting & Recalculation of Spi72%). If for a hidden user trapdoor htd =
(pkqs s, A", e*) a corresponding entry (-, -, A", e*) is recorded in HTD, then we call it a genuine hidden

user trapdoor and the public key pkq, and the serial number s are set to the originally recorded value.

5 The sets HTDE™ ™ and HTDfeke might be no actual “subsets”. The hidden user trapdoors are classified with respect to
(v, - A", e*) which are left unmodified, but the first two components (pkqy, s, -, -) are sanitized.
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Genuine hidden user trapdoors are those which have legitimately been created in the scope of Wallet
Issue. Else, we call it a fake hidden user trapdoor. In this case, the provided serial number s is left as is
and the public key pky, is set to the decrypted value from e*° S; additionally checks if the hidden user
trapdoors of both sets H TD%;nume and H Tszllke belong to the same user public key pk(z or else aborts.
This equals the behavior of the final simulator.

S7 runs the code of an honest DR on H TD?Znuine UH TDfZke to recover ®qy, i.e., it decrypts every hidden
user trapdoor and evaluates the PRF itself. For the DR the code of II; is changed such that it simply
signals its consent by forwarding its input pk%R to S7.

Hybrid Hj7 is a preparative step to eventually free the simulator from having to actually decrypt genuine
hidden user trapdoors in case a user is blacklisted. Decryption of genuine hidden user trapdoors
becomes impossible for the final simulator Sp37 2% as hybrid Hy replaces all hidden user trapdoors with
an encryption of zeros. However, a hidden user trapdoor is not bound to any user secrets. This allows a
(malicious) TSP to pick an arbitrary chosen wallet ID Afk¢ and create a syntactically valid hidden user
trapdoor for A€ and any public user key pkq,- If the DR and the (malicious) TSP agree to blacklist
a user, the TSP may send these fake hidden user trapdoors in addition to the genuine hidden user
trapdoors to the DR. In the real protocol the DR simply decrypts both types of hidden user trapdoors
and returns a list of pseudo-random fraud detection IDs for each of them.” The final simulator needs to
mimic this behavior. The ideal functionality always returns a list of uniformly drawn fraud detection
IDs of the correct length only for legitimately issued wallets. Hence, the final simulator extends this list
by fraud detection IDs for each of the fake hidden user trapdoors.

Hybrid Hg  This hybrid introduces a new incorruptible entity F rang into the experiment that is only
accessible by honest users and the simulator through subroutine input/output tapes.?

¥ $-rand provides the following functionality: Internally, #4.rang manages a partial map f3, mapping
pairs of wallet IDs A and counters x to fraud detection IDs. Whenever an as yet undefined value fp (4, x)
is required, Frand defines f3(A, x) = PRF(4,x). If a user requests a fraud detection ID ¢ for (4, x),
Fp-rand returns fo (A, x) to the user. If an honest user inquires F.ranq for the first time for a fresh A, the
user has to also provide the corresponding serial number s of the current transaction. ¥y rand internally
records that s is associated with A. If F_ranq is invoked by the simulator with input s, 4 rand looks up
the associated wallet ID A and returns the set {f3(4,0), ..., fo(A, xp1e) }-

An honest user running I3 does not evaluate the PRF to obtain a fraud detection ID ¢, but requests
F $-rand to provide one.

If Blacklisting & Recalculation is invoked, the simulator Sg proceeds as follows: For hidden user
trapdoors in the set H TD{;‘{ke it still decrypts the seed and evaluates the PRF. However, for hidden user

trapdoors (pkq, s,A”, e*) in the set H TD%;nume, Ss it does not decrypt e*, but requests F anq for the
corresponding set of fraud detection IDs using s.

Hybrid Hy In the scope of Wallet Issuing ITy is modified such that honest users do not send e*. Instead,
Ss injects an encrypted zero-vector as e*.

6 We assume that E.Dec returns L if e* cannot be decrypted.

7 Skipping ahead, please note that this is not a “real” attack but only a very cumbersome way for the TSP to evaluate the PRF
on self-chosen seeds.

8 Ie., communication is confidential, reliable and trustworthy. One might think of this entity as a preliminary version of the
eventual ideal functionality.

180



UC-realizes 7,

A.1. Security Proof: II PATC

P4TC

Hybrid H;y Hybrid Hy, replaces the PRF inside ¥4 rang by truly random values. Whenever an as yet
undefined value f3(4, x) is required, F.ranq independently and uniformly draws a fresh random fraud
detection id ¢ and sets fp (4, x) = ¢.

HybridH;; Inhybrid H;; Debt Accumulation and Debt Clearance are modified such that the simulator

—d
S replaces t in the message from the user. If no (¢, ¢, u}) € Q " has been recorded previously, Sy;

R —d
picks t < Zg, else Sy sets t =t + skq,(up — uy). Finally, Sy; inserts (¢, t, uz) into Q P This equals

the behavior of the final simulator SgieTrgec.

Hybrid H;; The hybrid H;, modifies Debt Accumulation and Prove Participation. In Debt Accumula-

tion the simulator S, runs (comp;g, decomy;q) «— C1.SimCom(crs.,,,) and appends (s, comp;d, decomy;q)

to TZP(LI; In Prove Participation the code of Sy, for the honest user is replaced by a code that just checks

if the user has a matching and correct (s, com;. ., decomy;;) and respectively sends OK or NOK to

PP _

o (s, compig, decomy;q) from ﬁpﬁ such that

Si2. If 813 receives OK from the user, then it picks

s € S%p. Furthermore, it runs decomyq < C1.Equiv(crsl,,,

decomp;q) to the TSP. Again, this equals the behavior of the final simulator

skq,, compig, decomy;q) and sends (s, compig,

user-sec
SP4TC

The combinations of all modifications from Hy to Hy; yields

le = EXECHIZ’gbb)SIZ)Zuser-sec (1/1)

— A
= EXEC 7_})4TC’gbb’sgie;-éec,zmer—sec (1 )

With these hybrids we can now give the proof of Theorem A.26. We do not spell out all steps of the
proofs in full detail, but rather sketch the necessary reductions.

Proof of Theorem A.26.

From Hy to Hy: This hop solely changes how the crs is created during the setup phase. This is indistin-
guishable for crspok, crsiym,, and crs?, (see the composable zero-knowledge property of Definition 2.28,

the equivocality property and the extractability property of Definition 2.24, resp., condition (a) each).

From H; to Hy: This hop does not change anything in the view of Z"¢*¢¢ as S, runs the same key
generation algorithm as the real protocol does for honest parties.

From Hj to Hs: Again, this hop only changes which party runs which part of the code, but has no effect
on the view of Z"s¢rse¢,

From Hs to Hy: This hop does not change anything from the perspective of Z"5¢"¢¢ as C2 is perfectly

Suser-sec

extractable. The change is a purely syntactical one to push the simulator closer to Sp35°

From Hy to Hs: This game hop replaces the real proofs by simulated proofs. To show indistinguishability
despite this change, we actually have to consider a sequence of sub-hybrids—one for each of the different
ZK proof systems P1, P2 and P3. In the first sub-hybrid all proofs for P1 are replaced by simulated
proofs, in the second sub-hybrid all proofs for P2 are replaced and finally all proofs for P3. Assume there
exists ZU5¢75¢¢ that notices a difference between H4 and the first sub-hybrid. Then we can construct an
adversary 8 that has a non-negligible advantage Advf,ookz 1:3 (A). Internally, B runs Z"* and plays
the protocol and simulator for Z"¢¢. All calls of the simulator to P1.Prove are forwarded by 8 to
its own oracle in the external challenge game which is either P1.Prove or P1.SimProve. 8 outputs
whatever Z"5¢ outputs. The second and third sub-hybrid follow the same line, but this time B

internally needs to generate simulated proofs for the proof system that has already been replaced in the

181



A. Appendix for Chapter 3

previous sub-hybrid. As 8 gets the simulation trapdoor as part of its input in the external challenge
game, B can do so.

From Hs to Hg: In this hop the commitments com;ee & comy, comg and com’R are replaced with com-
mitments to zero-messages for every honest user. Again, the hop from Hs to Hg is further split into
a sequence of sub-hybrids with each sub-hybrid replacing a single commitment in reverse order of
appearance. Assume "¢ can distinguish between Hs and H¢ with non-negligible advantage.
This yields an efficient adversary 8 against the hiding property of C1. Please note that none of the
commitments are ever opened, hence in each sub-hybrid only a single message is replaced. Internally,
B runs Z"¢¢ and plays the role of all parties and the simulator for Z"¢*¢¢. Externally, 8 plays
the hiding game. First, 8 guesses the index i of the sub-hybrid which lets Z""%¢¢ distinguish. For
the first (i — 1) commitments, 8 commits to the true message. For the i commitment, B sends the
actual message and an all-zero message to the external challenger. 8 embeds the external challenge
commitment (either to the actual message or the all-zero message) as the i commitment. All remaining
commitments are replaced by commitments to zeros. 8 outputs whatever Z"**"*¢ outputs.

From Hg to Hy: This hop is perfectly indistinguishable from the environment’s perspective as the
additional code executed by S7 does not change the output. Note that the hidden user trapdoors are
still recovered in the same way the real DR would. For hidden user trapdoors htd = (pkg,,s, A", e*) in
H TDijnume the (outer) public key pkq, is replaced by the public key that has originally been recorded
for (-, -, A", e*). However, due to the correctness of E the ciphertext e* determines a unique message
(for a fix key pair pkpg, skpg) and thus the originally recorded pkq, equals the one that e* decrypts to.
The additional, pairwise equality check for all public keys triggers an abort if and only if the real DR
aborts as well.

From Hy to Hg: Again, this hop is purely syntactical. The inserted entity . anq is invisible for Z"s¢s¢c.
Moreover, F4.rand still uses the real PRF to generate fraud detection IDs. However, this hop frees
Ss from the decryption of genuine hidden user trapdoors. Instead, Sg uses the originally recorded
serial number s of the associated Wallet Issuing task to look up the set {PRF(A,0),..., PRF(A, xp1.)},
if required. Again, this is possible due to the correctness of E, i.e., e* uniquely determines A and thus
maps to a unique s.

From Hg to Hy: In this hop every encryption e* of a wallet ID A is replaced by an encryption of a 1-vector
for every honest user. We further split this hop into a sequence of sub-hybrids, with each sub-hybrid
replacing a single encryption in reverse order of appearance. Assume Z"5¢"%¢ can distinguish between
Hg and Ho with non-negligible advantage. This yields an efficient adversary 8 against the IND-CCA
security of the encryption scheme E. Internally, 8 runs Z"%¢ and plays the role of all parties and
the simulator for Z"*5°¢. Externally, 8 plays the IND-CCA2 game. When B—playing the role of the
simulator—needs to provide the public key in the scope of DR Registration, it embeds the challenge
key pkpg = pk©. B needs to guess the index of the sub-hybrid that causes a non-negligible difference,
i.e., B needs to guess which (user) wallet causes distinguishability. For the first (i — 1) invocations of
Wallet Issuing, B encrypts the true seed, in the i invocation 8 embeds the external challenge and
B encrypts a 1-vector for the remaining invocations of Wallet Issuing. If Z"5¢"*¢¢ invokes the task
Blacklisting & Recalculation and $ needs to restore the wallet ID, the following two cases may occur:

(1) The presented hidden user trapdoor is a genuine trapdoor.

(2) The presented hidden user trapdoor is a fake trapdoor.
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In case (1) B uses its lookup table to recover the correct set of fraud detection IDs. In case (2) 8 uses its
decryption oracle of the external IND-CCA2 game to restore the wallet ID A and to create a set of fraud
detection IDs. B outputs whatever Z"¢"5¢¢ outputs.

From Hy to Hyg: In this hop the pseudo-random fraud detection IDs for honest users are replaced
by uniformly drawn random IDs. Again, we proceed by introducing a sequence of sub-hybrids. In
each sub-hybrid the fraud detection IDs for one particular wallet ID A are replaced. If Z"“°¢ can
distinguish between two of the sub-hybrids, this immediately yields an efficient adversary 8 against the
pseudo-random game as defined in Definition 2.32. Internally, 8 runs Z"¢"*¢ and plays the protocol
and simulator for Z"¢%¢¢. Externally, 8 interacts with an oracle that is either a true random function
R(-) or a pseudo-random function PRF(i, -) for an unknown seed A. Whenever B playing . rand
internally needs to draw a fraud detection ID for the particular wallet A, 8 uses its external oracle. 8
outputs whatever Z"¢"5¢¢ outputs. Please note that this argument crucially uses the fact that Z"5¢5¢¢
is information-theoretically independent of A. The hidden user trapdoors e* have already been replaced
by encryptions of 1-vectors in the previous hybrid Ho. This enables the external challenger to pick any
seed .

From Hyg to Hyq: The two hybrids are statistically identical. As long as no double-spending occurs, the
user chooses a fresh u; in every transaction and thus a single point (u,, t) is information-theoretically
independent from skg,.

From Hy; to Hys: In this hop the simulator S;; sends simulated commitments comy;q for the hidden user
ID instead of commitments to the true values. Later, S;, equivokes these commitments on demand
to the correct pkq,, if Z"°¢ triggers Prove Participation. Again, if Z"*¢ has a non-negligible
advantage to distinguish between Hy; and Hi,, then an efficient adversary 8 can be constructed against
the hiding property and equivocality of C1. The reduction follows the same lines as in the hop from
hybrid Hs to He. O
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B.1.  Security Proof: II, UC-realizes 7—'AS

Here we prove that the protocol IT, ; from Section 4.4 UC-realizes the functionality ¥, from Section 4.3.
In particular, we prove the following theorem.

Theorem 4.3. 11, UC-realizes F g in the {Faps Fcrs g GeLock t-hybrid model under the assumptions
that

« COM is a (computationally) hiding, (statistically) binding and (dual-mode) extractable and equivo-
cable commitment scheme,

« ¥ is a EUF-CMA-secure signature scheme,
« NIZK is a straight-line simulation-extractable non-interactive zero-knowledge proof system,

+ and TPKE is IND-CPA-secure
against all PPT-adversaries A who statically corrupt either

(1) a subset of the users,

(2) LE and a subset of the users,

(3) SO and a subset of the users, or
(4) SO, LE and a subset of the users.

To simplify the security proof a bit, we split it into two cases, depending on whether SO is honest
or corrupted. We call the first and second corruption scenario (where SO is honest) System Security
and the third and fourth corruption scenario (where SO is corrupted) User Security and prove them
separately.

B.1.1. System Security

In the System Security case, we handle the following corruptions:

« U can be statically corrupted, so some U are corrupted and some U are honest.
+ SO is honest here
« LE can be statically corrupted

« Jand AU are always honest
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We now first describe a simulator S for those corruptions and then proceed to prove the security. The
simulator uses the following writing conventions:

- If ¥, wants to deliver outputs to honest parties, delay them until the simulator explicitly allows
them.

« Deny any other calls until the System Init task has been successfully completed.

« Hybrid functionalities ¥, and #;, are simulated honestly. We assume in the following that
whenever calls to those functionalities are made, S simulates them honestly.

« Hybrid functionality ¥, is mostly simulated honestly, except the tasks Request Decryption, Get
Statistics and Handover (for details see the paragraph “simulation of ¥, ).

The simulator S for System Security is defined as follows.

Simulator for System Security

State of the Simulator:

« Setup
— TPKE keypair: (pk, sk)
SO signing keypair: (vkgq, skgg)

J signing keypair: (vkj, sky)
— Common reference strings (crs?ks, CrScom)

- Trapdoor td<X! for extracting commitments

— Trapdoor tdnizx for simulating and extracting NIZKs

. L?;Sg:ssteecre 4 With (uid, oyeg, comyia, decomyia) entries for corrupted users. Filled in the task User Registration.
This is the same list that SO keeps in IT ..

o Ljp>%, with (pid, uid, vky, sky) entries for honest users. Filled in the task User Registration.

. ?;Z:Se:uet with (uid, vper, secret, secs, coMyec,, decOMsec,, Osec,, SEC2, Ct, 07) entries for corrupted users. Filled

during StoreSecret.

« IfLE is corrupted:
— The list LY with (W, 1, W, o) entries. Stored in Request Warrant (like J in IT , o)

Warrants

— The list Laljr::sicsecrets stores (uid;, vper;, sec;;) entries for honest users. Filled during Request Warrant

and used in ¥, .RequestDecryption

. sys—sec . . . . . .
— Thelist LReq NotReady temporarily stores (ct;, secz;) entries for honest users. Filled during the simulation

of F,-RequestDecryption and cleared during the simulation of #,.Handover.
+ IfLE is honest:
— The lists Larrants> Lre quests’ LEz:iZsts and Lg,.4s N ﬂD are not used. Instead, manage a separate list

for statistics: L?tlzt_ssec with f; (W) entries. This list is filled during RequestWarrant.

« List for simulation of #j: Ly, (initially empty).

System Setup (Fz¢):

(1) (crs?ks, tdnizi) < NIZK.Setup(14)

(2) (crscom, tdSx) <~ COM.ExtSetup(1%)
(3) Store all generated values

186



B.1. Security Proof: IT ,; UC-realizes ¥, ¢

System Setup (7;):
(1) Create empty list Ly,

System Setup (7,,):
(1) Execute this during the System Init task
(2) Create signing keypair for J: (vkj, sk;) « ¥.Gen(1%) and store it
(3) Create signing keypair for SO: (vkgq, skg) ¥.Gen(1%) and store it

(4) Honestly simulate the Init task of #,, with the generated public keys as inputs. Store all generated
variables and lists. Leak all necessary information to the adversary.

System Setup (7,):

(1) Choose the same system parameters for ¥, ¢ as I,

Simulation of ¥p:

Corrupt P can issue calls to -z whenever they want, not just at the intended points in the protocol. We
specify here once how all calls from P to 4 to all tasks are handled and ignore calls to 4 for most tasks
in the following.

S answers all calls honestly.

Simulation of ¥:
Corrupted U can issue calls to #,, whenever they want, not just at the intended points in the protocol. We
specify here once how all calls from P to ;, to all tasks are handled and ignore calls to 5 in the following.

S answers all calls honestly.

Simulation of ¥,,:
Corrupt P can issue calls to F,; whenever they want, not just at the intended points in the protocol. We
specify here once how all calls from P to ¥, to all tasks are handled and ignore calls to ¥, for most tasks
in the following.
S simulates ¥, , honestly (including taking track of all internal lists and leaking information to the adversary),
except for the following tasks:
« Request Decryption
(1) Retrieve (REQUEST, W, oyy) as input from LE
(2) Check Warrant Signature: b « 2.Vfy(vk;, w, o)
(3) If b = 0, abort (Warrant not valid)
(4) Find the entry (W, 1, w, o) € L;y/z:r;encts containing W. If none exists, abort (warrant not granted)
(5) Call ¥, in the name of LE with input (GETSECRETS, W) and get output (GOTSECRETS, (secrety, .. .,
secret,)) for LE

(6) Parse enhanced warrant: (Wl, el Wv) — W and (uid;, vper;, meta;, ct;) — W
(7) For each ifrom 1 to v:
(a) Check if there is an entry (-, uid;,-,-) € L
(case: user is corrupted) go to step (7¢).
(b) Case: User is honest
(i) For uid;, retrieve (uid;, vper;, secy;) from L

sys—sec

Honesty+ If yes (case: user is honest) go to step (7b), if not

sys—sec
HonestSecrets
(if) Compute secy; such that sec;; ® secy; = secret;

e Ssys—sec
(i) Add (ct;, secz;) to LR);qNotReady

(iv) Go back to step (7) and continue with next item

(c) Case: User is corrupted
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(i) Append ct; to L Requests of Fup
(if) Go back to step (7) and continue with next item
(8) Send (REQUEST, pidy s, fy(W),|W/|,0) to A
(9) When A allows to deliver output, store W in list of warrants L
(10) Output (REQUEST) to LE
+ Get Statistics
— IfLE is corrupted:
(1) Simulate task honestly
— If LE is honest:

(1) Send (GETSTATISTICS) to the adversary
sysfsec)
Stats

of F.p

Warrants

(2) Output (GotSTATISTICS, L

« Handover

Simulate honestly, but additionally execute the following steps at the end:

Pending
Requests

sys—sec

ReqNotReady” append (ct;, secz;) to L

(1) For each item (ct;, secz;) in L
sys—sec
(2) Clear LReqNotReady

System Init (honest SO, honest J, honest AU):

(1) Upon receiving the leak (IN1T) from ¥, ¢
(a) Initialize F,, as described above
(b) Allow ¥, to deliver output to all parties

Party Init (honest P):

(1) Upon receiving the leak (PINIT) from ¥,
(a) Send (GETSKEYS) and (GETPK) to the adversary
(b) Allow ¥, to deliver output to all parties

Party Init (corrupted P):
This is handled by simulation of F,;,.

User Registration (honest U, honest SO):

(1) Upon receiving the leak (REGISTER, pid, uid) from ¥,
(a) Send (Oxk) to ¥,
(2) When ¥, wants to deliver output,
(a) Generate keypair for the user: (vky, sky) < >.Gen(1%)
(b) Store (pid, uid, vky, sky;) in list of honest users Lalsn_::tcu
(c) Honestly simulate REGISTER and RETRIEVE calls to F;, including leaks to the adversary
(d) Send (GETSKEYs) and (GETPK) to the adversary
(e) Allow F,q to deliver output

User Registration (corrupted U, honest SO):
(1) Upon receiving the message (uid) from U with pid pid,

sys—sec

Registered’ let S abort in the name of SO (User already successfully

(a) Ifthere exists an entry (uid,-,-,-) in L
registered)
(b) Call ¥, in the name of U with (REGISTER, uid) under the pid pidy;’".

(i) After receiving (REGISTER, pidy’, uid) from ¥, send (OK) to F,q
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(ii) If F,q aborts, S aborts as well.
(2) Upon receiving output (REGISTERED) from ¥, to U

(a) Note that receiving this output implies that uid = uid’, where uid’ is the secret SO input.

(b) Report message (UIp_ok) from SO to U
(3) Upon receiving (Ok) from U to SO
(@) Honestly simulate call (RETRIEVE, uid) to F, including leaks to the adversary

(b) Receive answer (RETRIEVE, pidy;", uid, vk{;) from Fyp. If pidy,™ # pidyy’, abort (UID already taken by

another user or not registered).
(c) (comyiq, decomyig) = COM.Com(crseom, uid)
(d) oreg = 2.Sign(skgg, comyig)

sys—sec

(e) Store (uid, Oreg, cOMyig, decomyig) in LRegistere d

(f) Report message (0req, cOMyid, decomy;g) from SO to U
(g) Allow ¥, to deliver output to SO

Store Secret (honest U, honest SO):

Nothing to do, since F,4.StoreSecret does not leak anything, II, ;.StoreSecret has no calls to subfunctionali-

ties and all involved parties are honest.

Store Secret (corrupted U, honest SO):

(1) Upon receiving (uid, Oreg, cOMyid, decomyid, CoMgec,, COMyper, decomyper) from U to SO:

(a) Extract Commitment comype, to get vper: vper « COM.Extract(tdSy,, comyper)

(b) Call ,q with input (STORESECRET, uid, vper) in the name of U
(c) If F,q aborts, let S abort as well (in the name of SO)
(2) Upon receiving (SECRETSTORED, secret) as output from ¥, to U
(a) Extract Commitment comy, to get secs: secz «— COM.Extract(tdﬁﬁn, COMec,)
(b) Calculate sec; such that secret = sec; @ sec; € S
(c) Report message (sec;) from SO to U
(3) Upon receiving (ct, comgec, 7ss, 0U, Osec;» COMgec,;, d€COMec,) from U to SO:
(@) Compute signature oy = X.Sign(skgp, (coMyid, COMgec, COMyper))

(b) Report message (oss) from SO to U
sys—sec

(c) Store (uid, vper, secret, sec;, COMsec,, deCOMsec,, Osec; S€C2, €ty 0U) in Leg- oo

(d) Allow ¥, to deliver output to SO

Request Warrant (corrupted LE, honest J, honest SO):

(1) Upon receiving the message (W) from LE to ]
(a) Call ¥, in the name of LE with input (REQUESTWARRANT, W)
(b) Allow ¥, to deliver output to ]
(2) Case 1: If then F,q delivers the output (REQUESTWARRANT, 0) to LE:
(a) Report message (0, L) from ] to LE
Note that this concludes the simulation for this task in this case
(3) Case 2: If then ¥, leaks (REQUESTWARRANT, f; (W), W/, 0):
(a) Setb =1
(b) Set ow = 2.Sign(sk;, W)
(c) Store (W,b,L,1)in L;y/:;icts
(d) Report message (b, o) from J to LE
(4) Upon receiving the message (W, o7,,) from LE to SO
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(a) Verify Signature: If ow # o7, abort in the name of SO
(b) Parse warrant: (Wy,..., W,) « W and (uid;, vper;, meta;) «— W;
(c) Create empty lists Lscys_Sec and Lx:g_gzgw

)

(d) For eachifrom 1 to v:
(i) Check if there is an entry (-, uid;, -, -) € L;yosl:essicu. If yes (case: user is honest) go to step (4d-ii), if
not (case: user is corrupted) go to step (4d-iii)
(ii) Case: User is honest
(A) Fake ciphertext ct; < TPKE.Enc(pk, 0) and append ct; to Lscys_Sec
(B) For uid;, retrieve entry (pid,;, uid;, vky, sky) € ng;:sicu
(C) Create signature oy; < X.Sign(sky, (ct;, uid;, vper;))
(D) Draw random secy; & S and commit to it: (comye,,, decomy,;) < COM.Com(crscom, secy,;)
(E) Create signature o, i < 2.Sign(sky, comge,,)

sys—sec
(F) Append (ou;, secy,i, COMgec, ,, decomse, ;, Tsec, i) tO LMngqu

. sys—sec
(G) Append (uid;, vper;, secy;) to Lo ‘o oo

(H) Go back to step (4d) and continue with next item
(iii) Case: User is corrupted

(A) For uid; retrieve the entry (uid;, vper;, secret;, secyj, COMgec, » d€COMgec,  Tsecy is S€C2,i> Ctir OU)

from LZ{'Zr:Seeccret. If none exists, abort in the name of SO (User has not stored a secret)
(B) Append ct; to LSC\/S_Sec and (ouj, secy i, COMyec,,, deCOMyec, ,, Tec, i) tO sz;zgw
(C) Go back to step (4d) and continue with next item

(e) Build enhanced warrant w by adding ct; (from Lscysfsec) to each W;

(f) Report message (W, L'ZX;;::W) from SO to LE

(5) Upon receiving the message (W {ou,i, secyi, comge,,, decomyee,,, Osec, i }ie(n,...0y) from LE to ]
(a) Build W out of W by deleting ct; from each W;
(b) If there is no entry (W, 1, 1, 1) in L) >

Warrants’ abort in the name OfJ

)
(c) Parse enhanced warrant: (Wi, ..., W,) — W and (uid;, vper,, meta;, ct;) < w;
(d) Forifrom 1 to o:
(i) For uid;, retrieve entry (pidyy;uid;, vky;) € Lgg
(ii) Check signatures: If 3.Vfy(vky;, (ct;, uid, vper;), ou;i) = 0 or Z.Vfy(vky;, comsec,is Osec,i) = 0,
abort in the name of ]
(iii) Check commitment: If COM.Open(crscom, COMsec, i, decomsec, i, secy;) = 0, abort in the name of ]
(e) Sign enhanced warrant: oy; = X.Sign(sk;, W)
(f) Change the entry (W, 1,1, 1) in L;);Z:;fts to (W, 1, w, o)
(g) Report message (oy;) from J to LE
(6) When the adversary allows ¥, to deliver output in ¥, . RequestDecryption
(a) Finish simulation of ¥, ;.RequestDecryption
(b) Send (Ok) to F,q
(c) Receive output (WARRANTANSWER, b) from F,¢

Request Warrant (honest LE, honest J, honest SO):
(1) Upon being notified that ¥, wants to deliver output to J, allow the output
(2) Upon receiving the leak (REQUESTWARRANT, f; (W), |W|,v) from Fas
(a) Send (REQUEST, pid,z, fi(W),|W/|,0) to A
(3) When A allows to deliver output in F,.RequestDecryption

(a) Store f;(W) in L?{::ec for managing statistics in F,
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(b) Send (Oxk) to 4
(c) Allow F,q to deliver output to LE

Get Secrets (corrupted LE):
This is handled by simulation of ;.

Get Secrets (honest LE):

(1) Upon receiving the leak (GETSECRETS) from ¥,
(a) Leak (RETRIEVE) to A
(b) Allow ¥, to deliver output

Get Statistics (corrupted P):
This is handled by simulation of 7.

Get Statistics (honest P):

(1) Upon receiving the leak (GETSTATISTICS) from ¥, ¢
(a) Send (GETSTATISTICS) to A and wait for okay from A
(b) Allow ¥, to deliver output

Audit (honest AU):

(1) Upon receiving the leak (AUDITREQUEST) from %,
(a) Send (AUDITREQUEST) to A and wait for okay from A
(b) Allow ¥, to deliver output

Prove (corrupted U):
Nothing to do since this is a completely local task.

Prove (honest U):

(1) Upon receiving the message (PROVE, stmtg) from F ¢
(a) Simulate proof: 7 < NIZK.Sim(tdnizk, stmig, Rfks)
(b) Send (PROOF, 1) to ¥,

Verify (corrupted P):
Nothing to do since this is a completely local task.

Verify (honest P):

(1) Upon receiving the message (VERIFY, stmtg, ) from F, ¢
(a) Extract Witness: witg < NIZK.Ext(tdnizk, stmig, 7, ‘R‘;]f
(b) Send (WITNESS, witg) to ¥,

We now prove the following theorem:

Theorem B.2 (System Security). I1,, UC-realizes F,q in the {F,p, Firs» Fpp> GeLock }-hybrid model
under the assumptions that

« COM is a (computationally) hiding, (statistically) binding and (dual-mode) extractable and equivo-
cable commitment scheme,

191



B. Appendix for Chapter 4

« ¥ is a EUF-CMA-secure signature scheme,
« NIZK is a straight-line simulation-extractable non-interactive zero-knowledge proof system,

« and TPKE is IND-CPA-secure
against all PPT-adversaries A who statically corrupt either

(1) a subset of the users, or

(2) LE and a subset of the users.
To prove Theorem B.2, we proceed in a series of games, where ﬁ;l behaves the same as TXS except for
the stated changes and S**! behaves the same as S’ except for the stated changes.

Game 0. Game 0 is equivalent to the real experiment. That is,

1
H = EX AS
0 pﬂD’?-CRS’?;;B’gCLOCK,SO,Z

with 8° being the dummy adversary. This means that all parties execute the real protocol.

Game 1. In this game, the simulator S! takes control over TCRS, ?%B and F,., but executes them
honestly. Additionally, 7, is introduced, and all honest parties are replaced by dummy parties that
forward their inputs to ¥, and when receiving output from ¥, forward it to the environment. ¥,
upon receiving any message from a dummy party forwards it to the simulator S! and asks it for output.
S executes the real protocol for all honest parties (using the inputs received from ¥,;) and instructs

F s to deliver the resulting outputs. Note that S' simulates % like S does.

Proof Sketch: Game 0 ~ Game 1.
S' executes the same code as the real parties on the same inputs (that have been forwarded by 7).
Thus, Game 0 and Game 1 are identical from the environment’s view.

Game 2. In this game, S? generates the common reference string for the commitment scheme with
an extraction trapdoor tdS: as (crscom, tdSX) « COM.ExtSetup(1%). S? also generates the common
reference string for the non-interactive proof system with a trapdoor for simulating and extracting

proofs, i.e., (CI‘S?kS, tdnizk) < NlZK.Setup(l’l). Thus, S? simulates ¥ crs the same way S does.

Proof Sketch: Game 1~ Game 2.
Indistinguishability follows from the extractability of COM and the simulation-extractability of NIZK.

Game 3. During setup of 7, ,, S is asked for the keypairs for SO, J and AU. S° generates the keypairs
honestly and stores them.

Proof Sketch: Game 2 ~ Game 3.
S® runs the same key generation algorithm as the real protocol does for honest parties, therefore Z’s
view remains unchanged.

Game 4. S* keeps track of additional information. For each honest U, it stores (uid, vper, sec;) in the
list L;y;::sicsecrets at the end of the Store Secret task.

. . . . SyS—SeC
For each corrupted U, it stores (uid, vper, L, sec;, comgec,, decomsec,, Osec; Se€C2, €t, 0y) inthe list L~ o«
at the end of the Store Secret task. Note that normally instead of L the user’s secret should be stored in

the list. But at this point we do not know the secret yet.
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Proof Sketch: Game 3 ~ Game 4.
S* only keeps track of more information (that the honest parties acquire during the real protocol),
nothing to distinguish for Z.

Game 5. In this game, ¥, additionally handles the tasks System Init and Party Init the same way ¥,
does, and S° handles these task the same way S does.

Proof Sketch: Game 4 ~ Game 5.

Since SO, J and AU are honest, the games are identical for the System Init task.

Party Init for honest Parties: Z’s view remains identical, since S° only needs to leak (GETSKEYS) and
(GETPK) to A to emulate the call to 7, ,.

Party Init for corrupted Parties: Only the simulation of hybrid functionalities needs to be handled,
which are already simulated honestly.

Game 6. In this game, ‘7725 additionally handles the Audit task the same way ¥, does, and S® handles
this task the same way S does. Note that since the auditor AU is assumed to be honest, simulation only

requires a simulated (AUDITREQUEST) to F g -

Proof Sketch: Game 5 ~ Game 6.
Since AU is honest, these games are identical.

Game 7. In this game, ¥ additionally handles the User Registration task the same way ¥, does, and
S7 handles this task the same way S does.

Proof Sketch: Game 6 ~ Game 7.

For honest U: Z’s view remains identical, since S’ only needs to leak (GETSKEYs) and (GETPK) to
A to emulate the calls to ¥, and to honestly emulate the calls to ;. Note that additionally some
information about honest users (pid, uid and keys) are stored in a designated list L;yosr:sicu

For corrupted U: Since S essentially simulates SO in the User Registration task honestly, the hybrids are

indistinguishable for Z. Note that S keeps track of the list of registered users like SO does in IT .

Game 8. If LE is honest, ¥ additionally handles the Request Warrant task the same way ¥, does for
honest LE, and S® handles this task the same way S does for honest LE. Additionally, S8 simulates TAD
as S does for the Get Statistics task in F,,. Note that if LE is corrupted, this game changes nothing.

Proof Sketch: Game 7 ~ Game 8.

F 3 sends (REQUESTWARRANT, f; (W), |W/|,0) to S8. S8 then simulates the execution of F \p-RequestDe-
cryption by sending (REQUEST, pid, g, f; (W), |W|,0) to A, which yields an indistinguishable execution
of the Request Warrant task. But now the Get Statistics task has to be adapted as well, since we now do
not store a warrant in L,,,, . (since we do not actually know the warrant). This is fixed by directly
storing f;(W) in a separate list L?t':t_:ec during Request Warrant and using this list in ¥, ;.GetStatistics
to return the same statistics as the real game does. The task ¥, ,.GetStatistics now behaves like S does,
since there we only changed the behavior for honest LE and the task is executed honestly for corrupted

LE.

Game 9. If LE is corrupted, 7’1;”5 additionally handles the Request Warrant task the same way ¥, does
for corrupted LE, and S° handles this task the same way S does for corrupted LE. Additionally, S’
simulates #,, as S does for the Request Decryption and Handover tasks in F, . Note that if LE is
honest, this game changes nothing. Also note that now S° simulates ¥, as S does (for every task and
every corruption scenario).

Proof Sketch: Game 8 ~ Game 9.
S? receives the necessary information from LE to call 7":5 with the correct input. After receiving output
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from %,

AS? S mostly executes the real protocol for J and SO. For corrupted users, the information
needed to send the correct messages can be extracted from the list Ly, that was filled during Store
Secret (for corrupted users). For honest users, the strategy is a bit different, since the list L?;Z;Sseeccret has
no entries for honest users. For honest users, S° creates a fake ciphertext (by encrypting 0) and then
honestly creates the remainder of the information needed to send the correct messages. Since TPKE is
IND-CPA-secure, this change can not be detected. If the signature scheme X is EUF-CMA-secure and
the commitment scheme COM is binding, S? aborts in the same cases as SO/J] would do in II as- Note
that S° stores the granted warrants in Lal,zr_;?ts during the Request Warrant task.

Now, the simulation of #,.RequestDecryption needs to be handled as well. Since 3. is EUF-CMA-
secure, S’ aborts in the same cases as the real ¥ sp Would. S has access to the list LSYZ;ZZCG that is
filled during Request Warrant (which needs to be called before this task). Using L;’;Zr_riis S? can call
¥ g With the correct inputs and gets the corresponding outputs. Next, the secrets need to be prepared
for retrieval. Here we again need to distinguish between secrets of honest and corrupted users. For
corrupted users, we already know the correct ciphertext (from the input of this task) and we can just
append the ciphertext to LRequests of ¥, like an honest ¥, ;. The remainder of the secret retrieval (for
corrupted users) is then handled by the honest simulation of ¥,,. For honest users, we retrieve the
entry (uid, vper, sec;) from L;y;:;icsccrets and use the output of F. to calculate the secret secz (in the
clear) that needs to be retrieved. We then store this secret sec, directly to a special list LE?q,jijea dy*

Then the ¥,,.Handover task has to be adapted as well. It now additionally moves all entries from

— Pendi . .
;ys se¢ to L."“""® This ensures that now for honest users the correct secrets can be retrieved as
eqNotReady Requests
well. Note that for honest users, the ciphertext encrypting the user’s secret in Store Secret is not used

during retrieval anymore.

Game 10. In this game, 7"Al§ additionally handles the tasks Get Secrets and Get Statistics the same way
F s does, and S handles this task the same way S does.

Proof Sketch: Game 9 ~ Game 10.

Get Secrets: For honest LE, Z’s view remains identical, since S1° only needs to leak (RETRIEVE) to A
to emulate the ¥, .RetrieveSecret task. For corrupted LE, only the simulation of ¥, ,.RetrieveSecret
needs to be handled, which is already simulated like the final simulator does and returns the correct
value.

Get Statistics: For an honest party sending that message, S'° only needs to send (GETSTATISTICS) to
A. For a corrupted party, this game is identical to Game 9 since this task is already handled by the
simulation of .

Game 11. In this game, .3 additionally handles the Store Secret task the same way ¥, does, and S
handles this task the same way S does.

Proof Sketch: Game 10 ~ Game 11.

For corrupted U: 8! can obtain the required inputs to call ¢ from the message (uid, Oreg, cOMyid,
decomyid, COMysec,, COMyper, decomyper) from U by extracting vper from comype. Since COM is extractable,
this is possible with overwhelming probability and allows S'! to call ¥, with the correct input. Using
the output (SECRETSTORED, secret) of ¥4 and by extracting sec; from com, (which is again possible
with overwhelming probability since COM is extractable), S!! can calculate the correct sec; and then
honestly execute the remainder of the protocol for SO.

For honest U: nothing to do in this case.

Game 12. In this game, ¥ .2 additionally handles the Prove and Verify tasks the same way ¥, does,
and S'? handles this task the same way S does.
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Proof Sketch: Game 11~ Game 12.
Since NIZK is a simulation extractable zero-knowledge proof system, Z can not distinguish between
the outputs it gets from 7,2 and the outputs it gets from 7.

Note that S'? equals the final simulator S. Since we showed that Game i is indistinguishable from
Game i + 1 for i € {0,...,11}, it follows that Game 0 (the real protocol) is indistinguishable from
Game 12 (ideal execution) and thus Theorem B.2 follows. O

B.1.2. User Security

In the User Security case, we handle the following corruptions:

+ U can be statically corrupted, so some U are corrupted and some U are honest.
« SO is corrupted here (static corruption)
« LE can be corrupted here (static corruption)

+ Jand AU are always honest

We now first describe a simulator S for those corruptions and then proceed to prove the security. The
simulator uses the following writing conventions:

- If F,5 wants to deliver outputs to honest parties, delay them until the simulator explicitly allows
them.

« Deny any other calls until the System Init task has been successfully completed

« Hybrid functionalities ¥ g, 5 are simulated honestly. We assume in the following that when-
ever calls to those functionalities are made, S simulates them honestly.

« Hybrid functionality ¥, is mostly simulated honestly, except the tasks Request Decryption and
Handover (for details see the paragraph “simulation of ¥, ,”

The simulator S for User Security is defined as follows.

Simulator for User Security

State of the Simulator:

« Setup:
TPKE keypair: (pk, sk)
- Verification key of SO: vkg

- J signing keypair: (vk;, sk;)
— Common reference strings (crsﬁf’, crsean)
— Trapdoor tdnyzx for simulating and extracting proofs
— Trapdoor tdeay, for equivocating commitments
« Stored in User Registration:

user—sec
Registered

that list.
« Stored in Request Warrant:

with (pidy, uid, comy;q, decomyg, Oreg, Vky, skyy) entries. Note that only honest users are in

— List of already requested preliminary warrants with (W, b) entries
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— List of stored enhanced warrants with (W, oy) entries
« Stored for simulation of ¥,

= L&erose¢ with (uid, vper, secy, ct) entries. Entries are stored in AS.StoreSecret (for honest U) and used

in ¥, .RequestSecret.
— Only for corrupted LE: The list LES;VI\] otRea dy temporarily stores (ct;, secy ;) entries (for honest U). Filled
during the simulation of F, ,.RequestDecryption and cleared during the simulation of ¥, ,.Handover.
- Everything else that is stored inside ¥,
« List for simulation of #,:

= Lgp (initially empty). Entries are of the form (pidy, uid, vky;)

System Setup (Fzs):

(1) (crsZAkS, tdnizk) < NIZK.Setup(14)
(2) (crsedy, tded ) «— COM.SimSetup(1%)
(3) Store all values

System Setup (7;):
(1) Create empty list Lg.

System Setup (F,,):

(1) See simulation of Init-Task

System Setup (7,):

(1) Choose the same system parameters for F,q as IT,¢

Simulation of ¥ p:

Corrupted P can issue calls to ¥, whenever they want, not just at the intended points in the protocol. We
specify here once how all calls from P to # g to all tasks are handled and ignore calls to 4 for most tasks
in the following.

S answers all calls honestly.

Simulation of 7;:
Corrupted P can issue calls to ¥, whenever they want, not just at the intended points in the protocol. We
specify here once how all calls from P to F,j; to all tasks are handled and ignore calls to #;, in the following.

S answers all calls honestly.

Simulation of 7, :

Corrupted P can issue calls to 7, whenever they wants, not just at the intended points in the protocol. We
specify here once how all calls from P to F,; to all tasks are handled and ignore calls to ¥, for most tasks
in the following.

S simulates F, , honestly (including taking track of all internal lists and leaking information to the adversary),
except for the following tasks:
« Request Decryption
(1) Receive (REQUEST, W, o) as input from LE
(2) Check Warrant Signature: b « X.Vfy(vkj, w, o)
(3) If b = 0, abort (Warrant not valid)
(4) Build preliminary warrant W out of w by deleting ct; from each Wj
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(5) Call ¥4 in the name of LE with input (GETSECRETS, W)

(6) If F,q aborts, S lets ¥, abort as well (Warrant either not requested or not granted)
(7) Receive output (GOTSECRETS, (secrety, ..., secret,)) from ¥, to LE

(8) Parse warrant: (Wy,..., W,) < W and (uid;, vper;, meta;, ct;) «— W;

(9) Forifrom 1 to v:

(@) Check if there is an entry (uid;, vper;, -, ct;) in L& 25¢¢. If yes (case: user is honest) go to step
(9b), if not (case: user is corrupted) go to step (9c).

(b) Case: User is honest
(i) Retrieve the entry (uid;, vper;, -, ct;) from LS 25ec.
(if) Compute secy; such that sec;; ® secy; = secret;

(i) Add (ct;, secz;) to LEZ‘;“,\? iRea dy

(iv) Go back to step (9) and continue with next item
(c) Case: User is corrupted

(i) Append ct; to L of F.p
(if) Go back to step (9) and continue with next item

(10) Send (REQUEST, pid; g, f;(W), |W|,0) to A
(11) When A allows to deliver output, store W in list of warrants L
(12) Give output (REQUEST) to LE
- Handover

Simulate honestly, but additionally execute the following steps at the end:

Requests

of F,p

‘Warrants

(1) For each item (ct;, secz;) in LES'=5¢  append (ct;, secs ;) to L Pending ¢ Fap

ReqNotReady Requests
user—sec
(2) Clear LReq NotReady

System Init (corrupted SO, honest J, honest AU):

(1) Upon receiving (IN1T, SO, vkgg) from SO to F,
(a) Create signing keypair for J: (vkj, sky) < ¥.Gen(1%) and store it
(b) Store vkg
(c) Honestly simulate the Init-Task of F,, with the following inputs:
J—= Fap: (In1T, J, vkj)
AU — F,p: (In1T, AU)
SO — Fp: (In1T, SO, vkg()

(d) During simulation of the Init-Task, store all generated variables and lists and leak all necessary
information to the adversary.

(e) Call ¥, in the name of SO with input (IN1T, SO)
(2) Upon receiving output (INITFINISHED) from ¥, to SO
(@) Report message (INITFINISHED) from ¥, to SO
(b) Send (GETSKEYs) and (GETPK) to the adversary
(c) Allow F,q to deliver output to all honest parties

Party Init (honest P):

(1) Upon receiving the leak (PINIT) from ¥,
(a) Send (GETSKEYS) and (GETPK) to the adversary
(b) Allow ¥, to deliver output to all parties
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Party Init (corrupted P):
This is handled by simulation of F,,.

User Registration (honest U, corrupted SO):

(1) Upon receiving the leak (REGISTER, pid, uid) from ¥,
(a) Report message (uid) from U to SO
(2) Upon receiving the message (uIp_ok) from SO to U
(a) Call ¥4 in the name of SO with input (REGISTER, uid) and send (OK) to F,¢
(b) If ¥, aborts, let S abort as well (User already registered or UID already taken)
(c) Generate keypair for U: (vky, skyy) < 2.Gen(1%)
(d) Honestly simulate U’s REGISTER and RETRIEVE calls to #, with the correct inputs
(e) When ¥, wants to deliver output to U, delay it and report message (Ok) from U to SO
(3) Upon receiving the message (0yeg, comyig, decomy;g) from SO to U
(a) Send (GeTSKEYS) and (GETPK) to the adversary
(b) Verify Commitment: If COM.Open(crscom, comyid, decomy;g, uid) = 0, abort.
(c) Verify Signature: If 3.Vfy (vkgq, Oreg, cOmyia) = 0, abort.
()
(e) Allow F,g to deliver output to U

- - . . : user—sec
Store (pidy, uid, comy;g, decomyg, Oreg, Vky, sky) in LRegiStere d

User Registration (corrupted U, corrupted SO):
This is handled by simulation of 7, .

Store Secret (honest U, corrupted SO):

(1) Upon receiving the leak (STORESECRET, vper) from ¥,
(a) Call ¥, in the name of SO with input (STORESECRET, vper)

(b) If ¥, aborts, abort as well (Either wrong validity period or user is not registered yet or user has
already stored a secret for the current validity period)

(c

) Retrieve output (SECRETSTORED, uid) from ¥, to SO, but delay output to U
d) For uid, retrieve entry (pidy, uid, comy;d, decomy;q, Oreg, Vky, skyy) from L
)

)

user—sec
Registered

—~

Create fake commitment on sec;: (%2, eq,) < COM.SimCom(tdeam

(e
(f) Create real commitment on vper: (comyper, decomyper) «— COM.Com(crscap, vper)

) Report message (uid, 0yeg, cOMuyia, decomyig, cz_rr\l;;, COMyper, decomyper) from U to SO
(2) Upon receiving the message (sec;) from SO to U
(a) Create fake commitment on secret: (Conisec, eq,) «— COM.SimCom(tdeam
(b) Fake ciphertext ct «— TPKE.Enc(pk, 0)
)

(c) Honestly commit and sign secy: (comsec,, decomse,) «— COM.Com(crscom, secy) and o, «— 2.Sign(sky,
Comsem)

(d) Create signature oy « X.Sign(sky;, (ct, uid, vper))

—

)
e) Stmtss = (5601, COMgec, COMiecy, Pk, ct, Crscom)
(f) Fake proof: 75 < NIZK.Sim(tdizk, stmtss, R4S

SS
Report message (ct, cOMgec, Mss, OU, Osec;, COMgee,, AeCOMgee, ) from U to SO
g p g ! : 1
(3) Upon receiving the message (oss) from SO to U
(a) Verify signature: If 3.Vfy(vkgq, (comuyid, COMsec, COMyper), Oss) = 0, let S abort in the name of U
(b) Store (uid, vper, secy, ct) in Leserone
)

(c) Allow ¥, to deliver output to U

198




B.1. Security Proof: IT ,; UC-realizes ¥, ¢

Store Secret (corrupted U, corrupted SO):
Nothing to do, since II, ;.StoreSecret has no calls to subfunctionalities and all involved parties are corrupted.

Request Warrant (corrupted LE, honest J, corrupted SO):

(1) Upon receiving the message (W) from LE to ]
(@) Call ¥, in the name of LE with input (REQUESTWARRANT, W)
(b) Allow ¥, to deliver output to J
(2) Upon receiving the message (REQUESTWARRANT, W, b) from ¥,
(@) Ifb =0, set ow = L. Else, set ow = 2.Sign(sk;, W)
(b) Store (W, b) in list of already requested preliminary warrants
(c) Report message (b, o) from J to LE
(3) Upon receiving the message (W, {ou,i, secyi, coMgec, i, decomyee, i, Oec, i Yieqt,...0}) from LE to J
(a) Build preliminary warrant W’ out of W by deleting ct; from each Wi
(b) If there is no entry (W”’, 1) in the list of already processed preliminary warrants, abort in the name
of J
(c) Check if (W, -) is already in list of stored enhanced warrants. If yes, abort in the name of J (Warrant
already processed).

d) Parse enhanced warrant: Wl, e WU — W and uid;, vper;, meta;, ct;) FVV,
per;
(e) Forifrom 1 to v:
(i) For uid;, honestly simulate a call to ¥, in the name of J with (RETRIEVE, uid;) and get answer
(RETRIEVE, pidU’i, uid;, ka,i)
(ii) Check signatures: If 2.Vfy(vky;, (ct;, uid;, vper;), ou;) = 0 or Z.Vfy(vky;, coMgec,is Osec,i) = 0,
abort in the name of J
iii) Check commitment: If COM.Open(crscom, COMgec, i, decomse,. i, sec; ;) = 0, abort in the name of J
p " 1 :
(f) Sign enhanced warrant: oy; = X.Sign(skj, W)
Store W 0= ) in list of stored enhanced warrants
® (W, o)
(h) Report message (o3;) from J to LE
4) When the adversary allows ¥, to deliver output in ¥, ..RequestDecryption
y AD p AD-R€q YP
(@) Finish simulation of ¥, ;.RequestDecryption (like described above)
(b) Send (Oxk) to
(c) Receive output (WARRANTANSWER, b) from ¥, ¢

Request Warrant (honest LE, honest J, corrupted SO):

(1) Upon ¥, asking to deliver output to ], allow the output
(2) Upon receiving the leak (REQUESTWARRANT, W, b) from ¢
(a) Ifb =0, set o = L. Else, set ow = X.Sign(sk;, W)
(b) Store (W, b) in list of already requested preliminary warrants
(c) If b =0, directly go to step (4b)
(d) Send (GETSKEYSs) to the adversary
(e) Report message (W, o) from LE to SO
(3) Upon receiving the message (W {ou,i, secyi, coMyec, i, decomee, i, Oec, i Yieqn, ..o} ) from SO to LE
(a) Parse enhanced warrant: (Wi, ..., W,) «— W and (uid;, vper;, metaj, ct;) «— w;
(b) Build preliminary warrant W’ out of W by deleting ct; from each w;
(c) If W’ # W, abort in the name of LE. (SO sent wrong W)
(d) Forifrom 1 to v:
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(i) For uid;, honestly simulate a call to #;, in the name of LE with (RETRIEVE, uid;) and get answer
(RETRIEVE, pidyy;, uid;, vky;)

(ii) Check signatures: If X.Vfy(vky;, (ct;, uid;, vper;), oui) = 0 or Z.Vfy(vky;, coMec,is Osec,i) = 0,
abort in the name of LE

(iii) Check commitment: If COM.Open(crscom, COMsec, i, decomse, i, sec;) = 0, abort in the name of
LE

(iv) For uid;, honestly simulate a call to #; in the name of J with (RETRIEVE, uid;)
(e) Sign enhanced warrant: oy; = 2.Sign(sk;, W)
(f) Store (W, oyy) in list of stored enhanced warrants
Simulate call to F,..RequestDecryption by sending (REQUEST, pid; , ; (W), w ,0) to A
g ADR€q Yp y g plarg
4) When the adversary allows ¥, to deliver output in F,,..RequestDecryption
y AD P ADeq yP

(a) Store W in list of warrants L of F.p

(b) Send (Ok) to F,q
(c) Allow ¥F,q to deliver output to LE

Warrants

Get Secrets (honest LE):

(1) Upon receiving the leak (GETSECRETS) from ¥, ¢
(a) Leak (RETRIEVE) to A
(b) Allow ¥, to deliver output

Get Secrets (corrupted LE):
This is handled by simulation of 7, .

Get Statistics (honest P):

(1) Upon receiving the leak (GETSTATISTICS) from %,
(a) Leak (GETSTATISTICS) to A and wait for okay from A
(b) Allow ¥, to deliver output

Get Statistics (corrupted P):
This is handled by simulation of 7, ;.

Audit (honest AU):

(1) Upon receiving the leak (AUDITREQUEST) from ¥,
(a) Leak (AUDITREQUEST) to A and wait for okay from A
(b) Allow ¥, to deliver output

Prove (corrupted U):
Nothing to do since this is a completely local task.

Prove (honest U):

(1) Upon receiving the message (PROVE, stmtg) from ¥,
(a) Simulate proof: 7 « NIZK.Sim(tdnizx, stmtg, Rfks
(b) Send (PrOOF, 7) to

Verify (corrupted P):
Nothing to do since this is a completely local task.
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Verify (honest P):

(1) Upon receiving the message (VERIFY, stmtg, ) from ¥,
(a) Extract Witness: witg < NIZK.Ext(tdnizk, stmitg, 7, 73?,5
(b) Send (WITNESS, witg) to ¥,

We now prove the following theorem:

Theorem B.3 (User Security). I1,q UC-realizes ¥ in the {Fap Fors Tap: Gerock ) -hybrid model under
the assumptions that

« COM is a (computationally) hiding, (statistically) binding and (dual-mode) extractable and equivo-
cable commitment scheme,

« 3 is a EUF-CMA-secure signature scheme,
« NIZK is a straight-line simulation-extractable non-interactive zero-knowledge proof system,

+ and TPKE is IND-CPA-secure
against all PPT-adversaries A who statically corrupt either

(1) SO and a subset of the users, or

(2) SO, LE and a subset of the users.

To prove Theorem B.3, we proceed in a series of games, where ﬁgl behaves the same as ﬁs except for
the stated changes and S™*! behaves the same as S’ except for the stated changes.

Game 0. Game 0 is equivalent to the real experiment. That is,

I_IAS

Ho = EXpﬂD’ﬁ:Rs’ﬁsB’gCLOCK’SO’Z

with S° being the dummy adversary. This means that all parties execute the real protocol.

Game 1. In this game, the simulator S ! takes control over Fers Tap and ﬂD, but executes them
honestly. Additionally, 7:Als is introduced, and all honest parties are replaced by dummy parties that
forward their inputs to F s and when receiving output from ¥, forward it to the environment. 7,
upon receiving any message from a dummy party forwards it to the simulator S' and asks it for output.
S executes the real protocol for all honest parties (using the inputs received from ¥,) and instructs

F a5 to deliver the resulting outputs. Note that S' simulates %, and F . like S does.

Proof Sketch: Game 0~ Game 1.
S' executes the same code as the real parties on the same inputs (that have been forwarded by 7).

Thus, Game 0 and Game 1 are identical from the environments view.

Game 2. In this game, S? generates the common reference string for the commitment scheme with an
equivocation trapdoor tdga, as (crscom, tdeam) < COM.ExtSetup(11). S? also generates the common
reference string for the non-interactive proof system with a trapdoor for simulating and extracting

proofs, i.e., (crsfks, tdnizk) < NIZK.Setup(1*). Thus, S? simulates Fcgs the same way S does.

Proof Sketch: Game 1~ Game 2.
Indistinguishability follows from the equivocality of COM and the simulation-extractability of NIZK.

201



B. Appendix for Chapter 4

Game 3. During setup of F,, S? is asked for the keypairs for ] and AU. S® generates the keypairs
honestly and stores them.

Proof Sketch: Game 2 ~ Game 3.
83 runs the same key generation algorithm as the real protocol does for honest parties, therefore Z’s
view remains unchanged.

Game 4. S* keeps track of additional information. For J it stores a list of (W, b) elements and a list of
(W, oy;) elements in the Request Warrant task. For each honest U, it stores (pidy, uid, comy;d, decomy;g,
Oreg> Vky, sky) in the list L*¢"=5€¢  at the end of the User Registration task and (uid, vper, secy, ct) in the

Registered
list LYs€™"5€¢ at the end of the Store Secret task.

Secrets

Proof Sketch: Game 3 ~ Game 4.
S* only keeps track of more information (that the honest parties acquire during the real protocol),
nothing to distinguish for Z.

Game 5. In this game, . additionally handles the tasks System Init and Party Init the same way %,
does, and S° handles these task the same way S does.

Proof Sketch: Game 4 ~ Game 5.

S° simulates the System Init task honestly, therefore Zs view remains unchanged.

Party Init for honest Parties: Z's view remains identical, since S> only needs to leak (GETSKEYs) and
(GETPK) to A to emulate the call to 7, .

Party Init for corrupted Parties: Only the simulation of hybrid functionalities needs to be handled,
which are already simulated honestly.

Game 6. In this game, ¥, additionally handles the Audit task the same way ¥, does, and S handles
this task the same way S does. Note that since the auditor AU is assumed to be honest, simulation only

requires a simulated (AUDITREQUEST) to g 4-

Proof Sketch: Game 5 ~ Game 6.
Since AU is honest, these games are identical.

Game 7. In this game, ¥/ additionally handles the User Registration task the same way ¥, does, and
S7 handles this task the same way S does.

Proof Sketch: Game 6 ~ Game 7.

For honest U, S7 learns the uid the environment has chosen for the user and can thus invoke ﬂs with
the correct input. Apart from that, S’ plays the role of the user honestly. If the signature scheme
is EUF-CMA-secure and the commitment scheme COM is binding, S 7 aborts in the same cases as U
would do in IT .

For corrupted U, this game is identical to Game 6 since this task is already handled by the simulation of

Fan-

Game 8. If LE is honest, 7‘?55 additionally handles the Request Warrant task the same way ¥, does for
honest LE, and S® handles this task the same way S does for honest LE. Note that if LE is corrupted,
this game changes nothing.

Proof Sketch: Game 7 ~ Game 8.

S? essentially simulates the real protocol for honest parties (only the call to F,., is simulated instead
of executed honestly), therefore Z can not distinguish those games. The simulated call to ¥, is
indistinguishable since S® leaks the correct information to the adversary. Note that if the signature
scheme ¥ is EUF-CMA-secure and the commitment scheme COM is binding, S? aborts in the same
cases as LE or J would do in IT .
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Game 9. If LE is corrupted, 7":5 additionally handles the Request Warrant task the same way ¥, does
for corrupted LE, and S° handles this task the same way S does for corrupted LE. Additionally, S’
simulates ¥, as S does for the Request Decryption and Handover tasks in ¥, . Note that if LE is
honest, this game changes nothing. Also note that now S° simulates 7,  as S does (for every task and
every corruption scenario).

Proof Sketch: Game 8 ~ Game 9.

In Request Warrant, S° receives the necessary information from LE to call TAgS with the correct input.
After receiving output from ¥, S° essentially executes the real protocol for J and SO. Now, the
simulation of ¥, RequestDecryption needs to be handled as well. Since ¥ is EUF-CMA-secure, S’
aborts in the same cases as the real ¥,, would. S’ can call ¥ with the correct inputs and gets the
corresponding outputs. Next, the secrets need to be prepared for retrieval. Here we need to distinguish
between secrets of honest and corrupted users. For corrupted users, we already know the correct
ciphertext (from the input of this task) and we can just append the ciphertext to Lp, quests of ¥, like an
honest ¥, ;. The remainder of the secret retrieval (for corrupted users) is then handled by the honest
simulation of ﬂD. For honest users, we retrieve the entry (uid, vper, secy, ct) from Lg;‘é:;ssec and use the
output of TXS to calculate the secret sec; (in the clear) that needs to be retrieved. We then store this

secret directly to a special list L;Zf;,\j iRea dy" Then, the ¥,,.Handover task has to be adapted as well.

It now additionally moves all entries from L3> *% . to LPendine This ensures that now for honest
eqNotReady Requests
users the correct secrets can be retrieved as Weﬂ. Note that for honest users, the ciphertext encrypting

the user’s secret in Store Secret is not used during retrieval anymore.

Game 10. In this game, 7,9 additionally handles the tasks Get Secrets and Get Statistics the same way
F . does, and S'* handles these tasks the same way S does.

Proof Sketch: Game 9 ~ Game 10.

For a corrupted party calling those tasks, this game is identical to Game 9 since those tasks are already
handled by the simulation of ¥, . For honest parties, S'* only needs to leak the same messages to the
adversary as ¥, would do. All the information S'° needs for that are provided by leaks from Fas-

Game 11. In this game, 7,3 additionally handles the Store Secret task the same way ¥, does, and S
handles this task the same way S does.

Proof Sketch: Game 10 ~ Game 11.

For corrupted U: nothing to do in this case.

For honest U: With the message (STORESECRET, vper) S'! is able to invoke F,.¢ with the correct inputs
for SO. Instead of computing real commitments on sec; and secret, S'! computes equivocal commitments
on them. Since COM is hiding and equivocable, Z can not differentiate between the real and the
simulated commitments. Also, S'! simulates the proof s instead of computing a real proof for honest
users. Due to the zero-knowledge property of NIZK, Z can not detect this. S!! also creates a fake
ciphertext (by encrypting 0) which is not detected by Z since TPKE is IND-CPA-secure and we do not
use this ciphertext during retrieval anymore. Apart from these changes, S'! simulates the role of the
user honestly.

Game 12. In this game, F,2 additionally handles the Prove and Verify tasks the same way 7, does,
and S'? handles this task the same way S does.

Proof Sketch: Game 11 ~ Game 12.

For corrupted parties invoking this task, there is nothing to do for S'2, since both tasks are local tasks.
So let us assume the calling parties are honest in the following. Since NIZK is a simulation extractable
zero-knowledge proof system, Z can not distinguish between the outputs it gets from 7,2 and the
outputs it gets from ¥ ,4. Note that in the ¥, Verify task, it may be the case that no corresponding
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entry exists in L, ... But since SO is corrupted, the additional check in ¥, ¢ Verify that involves L
is skipped and the correct output is given.

Secrets

Note that S'? equals the final simulator S. Since we showed that Game i is indistinguishable from

Game i + 1 fori € {0,...,11}, it follows that Game 0 (the real protocol) is indistinguishable from
Game 12 (ideal execution) and thus Theorem B.3 follows. O
Proof of Theorem 4.3. The theorem is directly implied by Theorem B.2 and Theorem B.3. O

B.2. Security Proof: I1, , UC/YOSO-realizes 7,

Here we prove that the protocol IT, ,, from Section 4.6 UC-realizes the functionality ¥, from Section 4.5
in the YOSO model. In particular, we prove the following theorem:

Theorem 4.4. 11,y UC-realizes F,, in the {Fy-ga> Forg: GeLock }-hybrid model under the assumptions
that

+ NIZK is a straight-line simulation-extractable non-interactive zero-knowledge proof system,
« ¥ is an EUF-CMA -secure signature scheme,
o the PKE scheme used by LE and AU is an IND-CPA-secure public key encryption scheme,

« the PKE scheme that is a parameter of is a RIND-SO-secure public key encryption scheme,

Focra
« and TPKE is an IND-CPA-secure, simulatable, re-randomizable and binding (t, n)-threshold PKE

against all PPT-adversaries A who may statically corrupt SO and/or LE as well as mobile adaptively
corrupt at most a fraction % — € of nodes N.

First, note that IT, ;, is YOSO when considering SO, LE, ] and AU as input/output roles: Nodes N; only
send one (batch of) outgoing message(s) and do not retain state after doing so. Thus, we can simplify
our corruption treatment in the following security proof to static corruptions.

We first describe the simulator S and then proceed to prove indistinguishability between the real and
ideal worlds. Again, we use the convention that when ¥, ) wants to deliver output to an honest party,
the adversary is notified about this (including the relevant task name, but not the other output) and
output is only delivered after the adversary allows to do so.

The Simulator S is defined as follows.

Simulator S

State of the Simulator:

« Setup:
- SO verification key vkg
- J verification key vk,
— AU encryption keypair (ek,y, skay)

Functionality public key pk

AD
zk

Trapdoor td for extracting and simulating zero-knowledge proofs

— Common reference string crs
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« Lists to keep track of simulation:
-L
-L

to store shares of retrieved secrets
I: List of public keys of the committee with number i. Entries are of the form (ek j).

Secrets

CommitteePK
= Leommittee : LSt of keys for the committee with number i. Entries are of the form (ekj, dkj, vkj, skj).
For each committee a set H of honest roles, a set B of corrupted roles and a set SH of corruptible
roles.

« State of F gt

— Set POSTED, initialized to 0

— Sequence ORDERED, initialized to ()

Simulation of Fp:

A corrupted party P can issue calls to ¥, whenever it wants. Since simulation of ¥ is straightforward,
we specify here once how all calls from corrupted P to F 4 are handled and omit calls to F 4 in the
following description of the simulator.

+ Upon receiving (VALUE) from corrupted P to Fxq:
(1) If this is the first time such a message is received:
(a) Generate and store (crs?kD, td) « NIZK.Setup()

(2) Report message crs/i° from Fpq to P

Simulation of ﬂCRA:

+ Upon receiving (PosT), (ORDER) or (READ) from corrupted P, simulate % , honestly

« Upon receiving (NEXTCOMMITTEE, R, n, S) with |S| < en containing entries of the form (M; € MACHINE,
(ek;, vk;)) from the adversary

(1) Let j be the id of the next committte. If L ...
(2) Otherwise, send (CLOCK-READ) to Gerock and receive tnow
- Forie(1,...,]|S]):
(a) Mark M; as corrupted
(b) Add (R;, (ekg,, L,vkg, L)) to Ly oo’
(c) Set m = (NEXTCOMMITTEE, R, ek;, vk;), add (roleassign, tnow, m) to POsTED and send m to
the adversary on behalf of ¢,

— Forie (|S|+1,...,n):
(a) Sample (ekp , dkg ) — PKE.Gen(1%)
(b) Sample (vkg,,skg,) < 3.Gen(1%)
(c) Add (R;, (ekg,, dkp ,vkg,skg)) toLeg oo
(d) Set m = (NEXTCOMMITTEE, R, ekRi, kai), add (roleassign, tNow, M) to PosTED and send m to
the adversary on behalf of Fp

J # 0, ignore this message.

Init (honest SO):

+ Upon receiving (INIT, SO, vkg(, pk) from Fap
(1) Store pk as the functionality public key
(2) Send (CLock-READ) to Gerock and receive tnow
(3) Set m = (OPERATORKEY, vkgg)
(4) Add (pidsg, tnow, m) to PosTED and send (PosT, pidgn, m) to A on behalf of Fp 4
(5) Allow ¥, to deliver output
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Init (corrupted SO):
« Upon receiving (PosT, OPERATORKEY, vkgq) from SO to Fypa
(1) Send (Crock-READ) to Gerock and receive tnow
2) Set m = (OPERATORKEY, vkgg)
3) Add (pidgp, tnow, m) to PosTED and send (PosT, pidg,, m) to A on behalf of Facra
4) Send (INIT, SO, vkgq) to F,, on behalf of SO
5) Upon receiving (INIT, SO, vkgg, pk) from F ap» store pk and allow ¥, to deliver output

(
(
(
(

Init (honest J):
« Upon receiving (INIT, ], vk;) from
(1) Send (CLoCK-READ) to Gerock and receive tnow
(2) Set m = (JuDGEKEY, vk;)
(3) Add (pidj, tnow, m) to PosTED and send (PosT, pid;, m) to A on behalf of -y
(4) Allow ¥, to deliver output

Init (honest AU):

« Upon receiving (In1T, AU) from ¥,
(1) Send (CLock-READ) to Gerock and receive tnow
(2) Generate (ek,y, skay) < PKE.Gen(1%) and store (ek,y, skay)
(3) Set m = (AUDITORKEY, ek,;)
(4) Add (pid sy, tnow, m) to POSTED and send (PosT, pid ,i;, m) to A on behalf of 7, x
(5) Allow ¥, to deliver output

Get Public Key (honest P):

« Upon receiving (GETPK) from ¥,
(1) Send (READ) to A on behalf of 7,
(2) Allow ¥, to deliver output

Get Public Key (corrupted P):

« This is handled by simulation of key generation roles and F5g

Get System Keys (honest P):

« Upon receiving (GETSKEYS) from ¥, ,
(1) Send (ReAD) to A on behalf of ¢,
(2) Allow ¥, to deliver output

Get System Keys (corrupted P):
« This is handled by simulation of %y,

Request Decryption (honest LE):
« Upon receiving (REQUEST, pid, weub Jen v) from Fap
(1) Send (CLock-READ) to Gerock and receive tnow
(2) If skyz = L set (ekyp, skyz) « PKE.Gen(1%)
(3) Send (READ) to A on behalf of F ¢
(4) Generate W « PKE.Enc(ek,y, 0em)
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(5) Fori=1,...,0do:
(a) ct; « TPKE.Enc(pk,0)

(6) stmty; = (ekyy, vk, W, WP Lot} icro])

(7) my < NIZK.Sim(crs?kD, stmi;, td)

(8) Set msg = (REQUEST, WP, Wee {cti}ielo) Ty, ekyg), add (pid, tnow, msg) to PosTED and send
(Posr, pid, msg) to A on behalf of Facra

(9) Allow ¥, to deliver output

Request Decryption (corrupted LE):
« Upon receiving (PosT, (REQUEST, wpub yyenc {cti}ielo]s T3 ek;p)) from LE to Facra
(1) stmtgy = (ekyy, vy, W, WP {cti}iclo))
2) If NIZK.Verify(crsﬁ(D, stmt, ry;) # 1 ignore this message
(3) Otherwise, extract wity; = (W, r, o {ctis Titie[o]) < NIZK.Ext(crs, 7y, td)
4) Sen EQUEST, ~, o) to on behalt o
Send (R W, o3) to ¥, on behalf of LE

Retrieve Secret (honest LE):

+ Upon receiving (RETRIEVE) from F,
(1) Send (READ) to A on behalf of F ¢
(2) Allow ¥, to deliver output

Retrieve Secret (corrupted LE):

« This is handled during simulation of handover and Fp s

Get Statistics (honest P):

+ Upon receiving (GETSTATISTICS) from ¥,
(1) Send (ReAD) to A on behalf of F ¢,
(2) Allow ¥, to deliver output

Get Statistics (corrupted P):

+ This is handled by simulation of Fp,

Auditor Audit (honest AU):

« Upon receiving (AUDITREQUEST) from ¥,
(1) Send (ReAD) to A
(2) Allow ¥, to deliver output

RoleExecute (honest N):
For each committee, after Facra delivered all secret keys, the simulator fills the three sets H, 8, SH as
follows:

« All roles that are already corrupted are assigned to 8

+ t —|8B| random roles that are not corrupted are assigned to SH

« The remaining roles are assigned to H

It holds that SH (N B = 0 and H N (SH U B) = 0 and H |J SH |J B contains all roles of that committee.
Whenever the adversary corrupts a party that is assigned a role in H and has not executed yet, the simulator
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picks a random role R; € SH instead, sets SH = SH \ {R;}, B = B J{R;} and returns the state of role R;
instead (which consists of that roles secret keys). When the adversary corrupts a party that is assigned a
role R in SH, the simulator sets SH = SH \ {R}, B = B J{R} and returns the state of that role.
« Upon receiving (EXECUTEROLE, pidy) from ¥,y
(1) Send (READ) to A on behalf of 7,
2

(2) Send (CLock-READ) to Gerock and receive tnow
(3) If tiast + tecom < tNow, then execute PrepareExecution
(4)

4) If this node is scheduled to execute a role R; this round, then execute the respective task KeyGen1,
KeyGen2 or Handover below.
« PrepareExecution:
(1) Set tjast = INow
(2) Initialize empty lists L ooopeand Lo o
(3) Get encryption keys for next committee.
For each role R; in the next committee:
(a) Find (roleassign, t, (GENERATE, R}, ekg, vky)) in ORDERED
(b) Insert eky into Lgeoxr;mmeePK
(4) Get encryption keys for the current committee.
For each role R; in the current committee:
(a) Find (roleassign, t, (GENERATE, R}, ekp, vkp)) in ORDERED
(b) Insert ekp into Lo o o
(5) Get verification keys for the previous two committees.
For each role R; in the previous two committees:
(a) Find (roleassign, t, (GENERATE, R}, ekg, vky)) in ORDERED
(b) Insert vky into Ly ieavi
(6) Assign the roles of the current committee to H, SH, B as described above
(7) If KeyGenl has been executed, but KeyGen2 not, do the following:
(a) For each entry (pid, t, (R;, (KEYGEN1, ({ctj} , TKG)), 0)) in ORDERED:

(i) Retrieve kaj from L

Jjeln]
CommitteeVK

(ii) Check if X.Vfy(vkg, (KEYGENI, ({Ctj}je[n]’ 7KG)), 0) = 1, otherwise skip this entry.
(iii) Assemble ZK-Statement: stmigg = ({ctj, ekRj} - ])
jeln

(iv) If NIZK.Verify(crsﬁ(D, stmtge, TKGs ﬂﬁgl) # 1 skip this entry

(v) Add ct; to LQual (the one addressed to the currently executing role)
(b) Sort LQual
(c) For each of the first ¢ + 1 entries in LQuaI do the following:

lexicographically

(i) Decrypt the ciphertexts for all roles in H (by assumption of n > 2t + 1 this results in at least
t + 1 shares) and use the resulting shares to interpolate all ¢ + 1 polynomials G, ..., G4

ii) For eachrole R; € compute sk; = > ;7. Gi(j) and pk. = TPKE.Sk2Pk(sk;
(if) hroleR; e SHUSB p k; th<+11G() d pk; Sk k(k])

(iii) For eachrole R; € H set pk; = pkMo - TThe SHU B pkij’k , where /; ; are appropriate Lagrange
coefficients.
(8) If key generation already finished, do the following:
(a) Get proofs for key resharings from last epoch.
For each entry (pid, t, (R}, msg, o)) with msg = (KEYSHARE, (vk;, {ctj}, nki)) for the previous
committee in ORDERED:

CommitteeVK
(ii) Check 2.Vfy(vkg, msg, o) = 1, otherwise ignore this message

(i) Retrieve kaJ_ from L
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J

(iii) Assemble ZK-Statement: stmigs = (vki, {ctj,ekR_}je[n])

(iv) Check NIZK.Verify(crsﬁ(D, stmtgs, TKs, Rﬁ?) = 1, otherwise ignore this message

(v) Add {Ctj}je[n] to '-Eium

(b) Sort Lgua[ lexicographically
(c) Read reshared key.
For each entry (pid, t, (R}, msg, o)) with msg = (KEYSHARE, (vk;, {ctt}, mxs)) for the current
committee in ORDERED:
(i) Retrieve kaj from L, misteevi
(i) Check if 2.Vfy(vk R (KEYSHARE, msg, o) = 1, otherwise skip this entry.
(iii) Retrieve from L&.m from the first ¢ + 1 entries the ciphertext ct; for R; each, as L .. =
1
{ctj, el ct;?}
(iv) Assemble ZK-Statement: stmtgs = (pkj, {ctk}keln)s LKCom)

(v) Check if NlZK.Verify(crsﬁ(D, stmtgs, TKs, R?ls)) = 1, otherwise skip this entry.
(vi) Add ct; (the one addressed to the currently executing role) to LQua[

(d) Sort Lqual lexicographically

(e) For each of the first £ + 1 entries in L, | do the following:

(i) Decrypt the ciphertexts for all roles in H (by assumption of n > 2t + 1 this results in at least
t + 1 shares) and use the resulting shares to interpolate all ¢ + 1 polynomials Gy, . . ., Gs+1

(ii) For eachrole Rj € SH |J B compute sk; = Z,t:;ll Gk (j) and vk; = TPKE.Sk2Pk(sk;)
(iii) For eachrole R; € H set vk; = pkA0 - [Tke SHU B pkij’k, where /; ; are appropriate Lagrange
coefficients.
(f) Read requests for decryption and store them in L

Requests”
For each entry (pid, t, (REQUEST, Wpub_yyrenc {ai}ie[v], 757, ek g)) in ORDERED:
(i) Assemble ZK-Statement: stmty; = (ekAU, ka, wene ypub {cAt,-}iE[v])
(ii) If NIZK.Verify(crsﬁ(D, stmiss, T, ’R’%,D) # 1, ignore this message
(iii) For each i € [v]:
(A) Store (ekyp, ct;, L)in L
(g) IfLE is corrupted:

Requests

Pending )

(i) Send (RETRIEVE) to ¥, and receive (RETRIEVE, L Requests

(i) For each entry (ekyg, ct;, 1) in LRequestS:

Pending
Requests

(A) Find (ct;, secret;) in L
(B) For each role R; in SH |J B, compute gt{ « TPKE.TDec(sk;, ct;), where sk; was com-
puted earlier

(C) Run {E\tf} «— TPKE.SimTDec(pk, ct;, secret;, {&f} )
keH ie(SHU B)

’ ~k
(D) Update the entry in Ly, . to (e cti, {Ct" }ke‘H)
+ KeyGen1:

(1) Retrieve the respective dkg, sk

(2) Generate key share: s; & Zyp

(3) Share secret key: choose a random degree t polynomial F(x) = ag+a; * x + az * x2 + ...+ a; * x*
with F(0) = s;

(4) For each role R; in the next committee:
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(a) Set sh;j = F(j)
(b) Generate ciphertext ct; « PKE.Enc(ekg , shj;r;)

(5) Assemble ZK-Witness: witgg = (si, {rj}je[n],F)

(6) Assemble ZK-Statement: stmigg == (1ct;j, ekp.
PR eln)

(7) Compute Proof: ngg NlZK.Prove(crsﬁ(D, stmtgg, Witkg, R?gl)
(8) Prepare message: msg = (KEYGEN1, ({Ctj}je[n]’ TKG))
(9) Sign message: o « 2.Sign(skg, msg)
(10) Add (pid, txow. (Ri, msg, o)) to PosTED and send (PosT, pid, (R;, msg, o)) to A on behalf of Fp ,
+ KeyGen2:
(1) IfR; € SH execute this role honestly
(2) Otherwise (R; € H) do the following:
(a) Choose random degree-t polynomial F(x)
(b) For each role R; in the next committee:
(i) Set sh; = F())
(ii) Generate ciphertext ct; « PKE.Enc(ekRj, shj;r;)
(c) Retrieve pk; computed during preparation

(d) Assemble ZK-Statement: stmtgs = (pki, {ctk}ke[tﬂ], {Ctj: ekRj} ,ekR)

jeln]
(e) Simulate Proof: ngg «— NIZK.Sim(crs?kD, stmtgg, td, Rfégz)
(f) Prepare message: msg = (KEYGENZ, (pk;, {Ctj}je[n]’ TKG))
(g) Sign message: o « X.Sign(skg, msg)
(h) Add (pid, tnow, (R;, msg, o)) to PosTED and send (PosT, pid, (R;, msg, o)) to A on behalf of Fp ,
« Handover:
(1) IfR; € SH, then execute this role honestly
(2) Else (R; € H), do the following:
(a) Reshare secret key share:

(i) Retrieve vk; and the first t + 1 entries of Lgual as {ctk} ke[r41] computed during preparation

(ii) Choose a random degree t polynomial F(x) = ag + a; * x + az * x> + ...+ a, * x'
(iii) For each role R; in the next committee:
(A) Generate ciphertext ct; « PKE.Enc(ekRj,F(j); r)

(iv) Assemble ZK-Statement: stmiyg = (ekR, {cti.C ke[r+1] {ctj, eka}je[n]’ vki)

(v) Simulate Proof: mgs « NIZK.Sim(crska, stmtgs, td, R}‘é?

(vi) Add msg = (KEYSHARE, (vk;, {ctj} P 7Ks)) to Ly

(b) Process decryption requests.

jeln

For each entry (ekg, ct, LDecryptions) inL
— If LE is honest:
(i) Partially decrypt ct to ct* < TPKE.TDec(sk;, ct)
(ii) Assemble ZK-Statement: stmip,. = (vk;, ct, ct*)
(iii) Simulate Proof: mpec NIZK.Sim(crsﬁ(D, stmtpee, td, R?)?c

Requests:

(iv) Generate response ciphertext: msg < PKE.Enc(ek;g, (0!, 0l¢"l, gl7pecly)
(v) Add (ReQUEST, msg) to L,,
— IfLE is corrupted:

(i) Retrieve ct* for this role from LDecryptions
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(ii) Assemble ZK-Statement: stmipe, = (vk;, ct, ct*)

iii) Simulate proof: mpee < NIZK.Sim(crs?P, stmtpee, td, RAD
P zk

Dec
(iv) Encrypt answer: msg « PKE.Enc(ekg, (ct, ct*, mpec))
(v) Add (REQUEST, msg) to L,,
(c) Sign outgoing messages.
For each entry (msg) in L,:
(i) Generate signature o < X.Sign(skg, msg)
(if) Update msg = (R;, msg, o)
(d) Remove the entry for this role from L |
(e) Delete all state except for L,,
(f) Send messages.
For each entry (msg) in L,

(i) Send (PosT, msg) to Fyoxa

RoleExecute (corrupted N):
« This is handled by simulation of F5p,

To prove Theorem 4.4, we proceed in a series of games, where 71! behaves the same as F,,, except
for the stated changes and S**! behaves the same as S except for the stated changes.

Game 0. Game 0 is equivalent to the real experiment. That is,

i
H = EX AD
0 pq-CRS’?}SCRA’gCLOCKsso’Z

with S being the dummy adversary. This means that all parties execute the real protocol.

Game 1. In this game, the simulator S ! takes control over Fers and FocrRA> but executes them honestly.
Additionally, #, is introduced, and all honest parties are replaced by dummy parties that forward
their inputs to ¥, and when receiving output from ¥, forward it to the environment. ¥, upon
receiving any message from a dummy party forwards it to the simulator S' and asks it for output. S*
executes the real protocol for all honest parties (using the inputs received from ¥,) and instructs %,

to deliver the resulting outputs.

Proof Sketch: Game 0 ~ Game 1.
S executes the same code as the real parties on the same inputs (that have been forwarded by 7).
Thus, Game 0 and Game 1 are identical from the environments view.

Game 2. In this game, S? generates the common reference string for the zero-knowledge proof system
with an extraction and simulation trapdoor td as (crs?kD, td) « NIZK.Setup(1%).

Proof Sketch: Game 1~ Game 2.
Indistinguishability follows from the simulation extractability of N1ZK.

Game 3. In this game, ;) now handles (INIT, .. .) messages the same way 7, ) does, except that during
SO init it also sends the generated secret key sk to S*, and S* handles this task the same way S does,
except that it also stores the received secret key sk. Note that S® still chooses the outputs for (GETPK)
and can thus still return the public encryption key pk” generated during the protocol.

Proof Sketch: Game 2 ~ Game 3.
If SO is honest, S® receives the message (INIT, SO, vkgq, pk) from 77A3D and can thus perfectly simulate
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the real protocol for this task. If SO is corrupted, S° can wait for a message (PosT, OPERATORKEY, vkg)
from SO to Facra and then send (INIT, SO, vkgg) to 7-‘ASD on behalf of SO. Since both J and AU are
assumed to be honest, S® receives the respective messages from ., and can perfectly simulate the
real protocol for the respective task.

Game 4. In this game, T:D now handles (GETSKEYS) the same way ¥, does, and S* handles this task
the same way S does.

Proof Sketch: Game 3 ~ Game 4.
For corrupted parties, this is perfectly simulated by executing %, For honest parties, 7, outputs
the keys if they are available via ¢ .. Thus, these games are statistically indistinguishable.

Game 5. In this game, after simulation of ¥, , resulted in all secret keys for the next committee being
delivered, S° fills the three sets H, B, SH as follows:

« All roles that are already corrupted are assigned to B
« t —|8B| random roles that are not corrupted are assigned to SH

+ The remaining roles are assigned to H

It holds that SHN B = 0 and HN(SHUB) = 0 and H |JSH |J B contains all roles of that

committee.

Proof Sketch: Game 4~ Game 5.
This change is only syntactical.

Game 6. In this game, whenever the adversary corrupts a party that is assigned a role in 4 and has not
executed yet, the simulator picks a random role R; € SH instead, sets SH = SH\{R;}, B = B U{R;}
and returns the state of role R; instead (which consists of that roles secret keys). When the adversary
corrupts a party that is assigned a role R in SH, the simulator sets SH = SH \ {R}, B = B U{R}
and returns the state of that role.

Proof Sketch: Game 5 ~ Game 6.
Since all roles in a committee have the same description, and the assignment of a role to a node only
becomes visible after it executed, these games are indistinguishable.

Game 7. In this game, the simulator uses the shares of uncorrupted roles to reconstruct the secret
key sk’ associated with the public encryption key pk” generated during the key generation protocol.
Additionally, S7 performs the steps listed under PrepareExecution in S, except that in step (8g-i)
instead of querying 7, , for decrypted secrets it uses sk’ to decrypt ciphertexts ct; to secret;.

Proof Sketch: Game 6 ~ Game 7.
This change only affects the internal view of the simulator.

Game 8. This is the same as the previous game, except that during KeyGen2 and Handover the
simulation trapdoor td is used to generate the zero-knowledge proofs.

Proof Sketch: Game 7 ~ Game 8.
Indistinguishability follows from the zero-knowledge property of NIZK.

Game 9. In this game, if LE is corrupted, then when processing requests for decryption during Handover
while executing roles in H, S° uses ct computed during PrepareExecution instead of executing
TPKE.TDec. (This corresponds to step (2b), LE corrupted in S)
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Proof Sketch: Game 8 ~ Game 9.

If LE is honest, these two games are the same. Otherwise, ct has been computed to ensure that
TPKE.Combine outputs the correct plaintext. Since honest roles delete all internal state before sending
their message, these two games are indistinguishable.

Game 10. In this game, if LE is honest, then when processing requests for decryption during Handover
while executing roles in H, S'° encrypts (the appropriate amount of) zeroes instead. (This corresponds
to step (2b), LE honest in S)

Proof Sketch: Game 9~ Game 10.
IfLE is corrupted, these two games are the same. Otherwise, indistinguishability follows from IND-CPA
security of PKE.

Game 11. In this game, S'! simulates the distributed key generation protocol to output pk (received
from ) during SO Init) as resulting public encryption key. This is achieved by following the steps
listed under KeyGen2 and Handover in S. Additionally, sk (received from ¥}, during SO Init) is
used during PrepareExecution to decrypt ciphertexts. ) now handles (EXECUTEROLE) messages
the same way ¥, does.

Proof Sketch: Game 10 ~ Game 11.
Since by assumption at most ¢ roles in each committee are corrupted, the shares received by corrupted
roles are statistically close to those in Game 10. Since honest parties delete all internal state before
sending their message, corrupting them after they executed does not reveal anything. Thus, only
ciphertexts addressed to uncorrupted roles differentiate these two games, and RIND-SO security of
PKE ensures Indistinguishability.

Game 12. In this game, .3 now handles (GETPK) the same way 7,, does, and S'? handles this task
the same way S does.

Proof Sketch: Game 11 ~ Game 12.
Since the previous games already ensured that the same public key pk is used in both .2 and the
protocol simulation, these two games are perfectly indistinguishable.

3
D

valid. If the signature is valid, it forwards (REQUEST, W) to S (but not the signature oy!), otherwise
it ignores the message. S*3 follows the protocol honestly except for the NIZK proof, where it uses
the simulation trapdoor to generate my; < NlZK.Sim(crs?kD, stmt;, td, R?VD ) without knowing the
witness.

Game 13. In this game, when receiving (REQUEST, W o7;) messages, 7’2 checks if the signature is

Proof Sketch: Game 12 ~ Game 13.
If LE is corrupted, these two games are identical. If LE is honest, then indistinguishability follows from
zero-knowledge of NIZK.

Game 14. In this game, when receiving (PosT, (REQUEST, WP, wene, {cti}tieo)s 73y €kpg)) from LE to
Facras if the zero-knowledge proof verifies, S'* uses the trapdoor td to extract a witness and aborts
the simulation of this fails.

Proof Sketch: Game 13 ~ Game 14.
This game only differs from Game 13 if the abort happens. Due to the simulation extractability of NIZK,
this only happens with negligible probability, and thus the games are indistinguishable.
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Game 15. In this game, when receiving (PosT, (REQUEST, wpub yyenc {cti}tie[o), 7y ekyg)) from LE to

?;CRA, S sends (REQUEST, W, o) to 7"Al]5) in the name of LE. ?'Alg now fills the lists L L

Warrants® ~Requests
Pendi Read
ending . q | Ready

the same way ¥, does, and as a consequence also fills the lists LRequests Requests

during Handover.

Proof Sketch: Game 14 ~ Game 15.
This only affects the internal view of .2, but no output depends on that view (yet). Thus, these games
are perfectly indistinguishable.

Game 16. In this game, 7,5 handles (RETRIEVE) messages the same way as F,,,, and S'¢ handles this
task the same way as S.

Proof Sketch: Game 15 ~ Game 16.

If LE is corrupted, this changes nothing. If LE is honest, the list LEZ:iZStS has been correctly filled in
Game 15. Since by assumption, at least ¢ + 1 roles in each committee are not corrupted, every ciphertext
that F, , decrypts also results in at least t + 1 decryption shares in the real protocol. As such, the same
set of decryptions is output in both games and indistinguishability follows.

Game 17. This game is the same as Game 16 except that ¥,/ now stores W in L when 817

instructs it to deliver output while handling (REQUEST) messages.

‘Warrants

Proof Sketch: Game 16 ~ Game 17.
This change is only syntactical.

Game 18. In this game, 7,3 additionally handles (AUDITREQUEST) messages the same way ¥, does,
and S'® handles this task the same way S does. Note that since the auditor AU is assumed to be honest,

simulation only requires a simulated (READ) to Fj -

Proof Sketch: Game 17 ~ Game 18.

If LE is honest, these games are identical, since S'7 generated entries in ORDERED with valid proofs
for exactly the warrants that (fAlg hasinL,,, . .. and simulation of AU is perfect. If LE is corrupted,
then these games are also identical: In Game 17 AU outputs exactly those warrants stored in ORDERED
for which the zero-knowledge proof is valid. For exactly those warrants, S'® sends (REQUEST, .. .)
messages to ,5 resulting in them being in L Thus, AU outputs the same set of warrants in
Game 18 as in Game 17.

Warrants*

Game 19. This game is the same as Game 18 except that S'° computes W as W « PKE.Enc(ek
0l"l) instead of encrypting W.

Proof Sketch: Game 18 ~ Game 19.
If LE is corrupted, these two games are again identical. If LE is honest, indistinguishability follows
directly from the IND-CPA security of PKE.

Game 20. In this game, 2] no longer sends the secret decryption key sk to S** during Init. Instead
of using sk to decrypt ciphertexts during PrepareExecute handling, S*® now queries ?fg for the
decryption as described in S.

Proof Sketch: Game 19 ~ Game 20.

The only place sk was used was to decrypt ciphertexts in step (8g-i) of PrepareExecute (instead
of querying ¥,,). Thus, if LE is honest, these games are the same. If LE is corrupted, these two
games only differ if there is an entry (ek;g, ct;, L) in LRequests for which no matching entry (ct;, secret;)
Ei:ﬂie:i returned by ?fg. This can not be the case: Only ciphertexts ct; corresponding to

valid zero-knowledge proofs are inserted into L But for each valid zero-knowledge proof, the

exists in L

Requests*
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extracted warrant (and thus all listed ciphertexts) was send as input to TAZS, and thus a valid decryption
is returned. Therefore, these games are indistinguishable.

Game 21. In this game, ¥} handles (REQUEST) messages the same way as ¥,,, and S*' handles this
task the same way as S.

Proof Sketch: Game 20 ~ Game 21.

For corrupted LE, this changes nothing. For honest LE, S?! no longer receives W but only f;(W), |W’ )0,
i.e., the output of the transparency function, the length of the warrant and the number of listed
ciphertexts. W was used to compute the transparency function and obtain the listed ciphertexts before,
since encryption of the warrant was already replaced by an encryption of zeroes in Game 19. Since
the output of the transparency function was passed by F2L, the only missing thing are the listed
ciphertexts, which the simulator replaces by ciphertexts of zeroes. By assumption, at most ¢ roles in
each committee are corrupted, and up to ¢ decryption shares obtained by the environment in this way
reveal no information about the plaintexts. Note that the decryption of these ciphertexts has not been
used by S?! since Game 10, except for parties in SH, for which it is ensured that there are at most ¢
parties in SH | B. Thus, indistinguishability follows from IND-CPA security of TPKE.

Game 22. In this game, 22 additionally handles (GETSTATISTICS) messages the same way 7, does,
and S? handles this task the same way S does.

Proof Sketch: Game 21 ~ Game 22.
These games are identical for the same reason as above, the set of warrants in ORDERED with valid
proofs is the same as the set of warrants in 7,

Note that Game 22 equals the ideal world. Since we showed that Game i is indistinguishable from Game
i+1forie{0,...,21}, it follows that Game 0 (the real protocol) is indistinguishable from Game 22
(ideal execution) and thus Theorem 4.4 follows. a
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