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Abstract. Machine learning can significantly improve power side-
channel attacks that derive cryptographic keys from hardware devices.
The attacker learns a model that maps side-channel information (e.g.,
a device’s power consumption) to the computation’s intermediate
states/values, which in turn serve as evidence for the actual key. The
model implicitly learns which portions of the power traces leak informa-
tion and which are mere noise. This knowledge is of great interest to the
designer of the cryptographic hardware. Knowing the “leakage points”
allows them to tweak the implementation to prevent the leakage. The
community has thus investigated the use of “Explainable AI” (XAI) to
derive the machine-learning model’s knowledge about existing leakage.
Unfortunately, with limited success for protected (masked) implementa-
tions as used in practice so far. In this paper, we show that very much like
for a side-channel attack itself, model analysis using XAI must focus on
intermediate values rather than keys, accumulate evidence for all inter-
mediates, and make an informed choice at the end. Doing so successfully,
however, requires class-discriminative explanations—a fact overlooked up
to now. We present a novel analysis method, LEAX, that uses this obser-
vation to precisely pinpoint leakage, especially for masked cryptographic
implementations, which prior work has failed to do.

1 Introduction

Machine learning has emerged as a powerful tool in power side-channel analy-
sis (SCA) to retrieve secret keys from cryptographic hardware [3,6,7,18,19, 39,
40]. Side-channel attacks correlate side-channel information, such as the power
consumption [e.g., 16,35] or electromagnetic emissions [e.g., 3,4,25], with inter-
mediate values of the cryptographic computation, which are used as evidence to
derive secret keys. While traditional methods, such as differential power analysis
(DPA) [15] and correlation power analysis (CPA) [5], perform statistical analy-
sis to uncover this correlation, learning-based attacks train a machine-learning
model to do so [26]. Proficiency in identifying these correlations is critical to
reduce the number of traces required for a successful attack. For defense, in
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turn, we strive to additionally identify the source of the leakage and fix it (e.g.,
avoid moving the mask and the masked value to the same register [3]).

Side-channel traces represent the executed instructions over time. Thus, it is
possible to precisely link leakage occurrence in time to the executed instruction
in the implementations [28,30]. However, doing so is particularly difficult for
learning-based attacks. While the used machine-learning models hold unique
knowledge about leakage that the hardware designer requires to protect against
(or at least increase the difficulty of) learning-based attacks, they are mostly
operated as black-box oracle and do not expose their internal “reasoning” easily.

“Explainable AT” (XAI) holds great promise in this setting as it allows to
reveal what the machine-learning model “looks at” during a successful attack,
and thus, can point out where information leaks. Prior work [7,12,22,24,38,40]
has explored transferring XAl techniques from the image domain to side-channel
analysis, such as “Simple Gradients” [31], “Layer-wise Relevance Propagation” [2],
or “Weight Visualization” [36,40]. We find that these methods fall short of
accurately locating leakage points in protected (masked) implementations. The
reason is two-fold: First, unlike in the image domain, neither instance-based
explanations [2,31], that explain a single input trace, nor model-based expla-
nations [36,40], that explain the underlying model using its parameters and/or
activations, are directly applicable in side-channel analysis because the machine-
learning models used here operate on comparably low confidence [25]. SCA-based
attacks, hence, accumulate evidence gathered from intermediate values across
multiple power traces. Second, applying this logic of accumulating results to
explanations must not solely focus on the correct key [12] but all classes. As it
is well known in the SCA community, all classes of all traces contribute to the
ranking of each key candidate. Similarly, all classes of all traces contribute to
the final explanation, and thus, all classes need to be considered for model anal-
ysis (without pre-filtering by key). We find that the success of such class-focused
aggregation of explanations is, however, dependent on using class-discriminative
explanations—a type of explanation method that can attribute feature-relevance
specific to a single class and suppress the influence from other classes [11,17].
Most explanation methods [2,31,41] used in SCA so far [7,12,24,40] are specific
to the predicted class but are not class-discriminative.

Contribution. In this paper, we revisit the use of XAI techniques in the
field of side-channel analysis and provide new insights in how to use them for
learning-based profiling attacks. We point out the limits of key-focused expla-
nations (that filter explanations based on the correct key) for locating leak-
age points in protected/masked hardware implementations. Additionally, we
propose a novel approach for locating leakage, LEAX, that uses class-focused
explanations and is suitable for the particularities of side-channel analysis.
We extensively evaluate our explanation strategy on the community bench-
marks ASCAD [3], AES_HD [25], and DPA_v4 [4], showing that LEAX signifi-
cantly outperforms instance-based and key-focused explanations across different
learning-based SCA attacks.
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2 Side-Channel Analysis

In this paper, we focus on the classical setting where side-channel analysis is
used to derive encryption keys from cryptographic hardware [5,8,15]. Although
the encryption scheme is provably secure, it is possible to derive the used key via
information leaked during the hardware’s computations. In this setting, the side-
channel commonly is the hardware’s power consumption, referred to as power
traces. We specifically consider learning-based profiling attacks [3,6,7,19,40],
meaning, attacks that learn a machine learning model on power traces observed
during profiling a cloned device [26].

We elaborate on the considered attacker model and provide more details on
learning-based attacks in Sects. 2.1 and 2.2, respectively. Moreover, side-channel
attacks can also serve to locate leakage points, that is, the specific time samples
that allow to derive the secret key. This information is of paramount importance
for hardening the implementation, as we explain in Sects. 2.3.

2.1 Attacker Model

Side-channel attacks operate on cryptographic hardware, implementing a spe-
cific, known cryptographic function for which side-channel information can be
gathered. We consider power consumption as the side-channel measured over
time, yielding power traces. Moreover, the encryption key is not hardcoded in
the device but is configurable, and the attacker cannot read the key from the
device’s memory.

In addition to the “target device,” the adversary is assumed to have an identi-
cal cryptographic device, the “clone device,” that can be reconfigured at will and
unlimitedly queried. It hence is possible to gather side-channel information, such
as power traces, for different configurations and keys as a preparatory step for
the attack, giving rise to so-called profiling attacks. In contrast to non-profiling
attacks [e.g., 5,15], profiling attacks better cope with defense strategies such as
“masking.” We refer the reader to related survey [26,27] for more details.

For the actual attack against the target device for which the key is not known,
the adversary collects side-channel information to derive a ranking of possible key
candidates. The more evidence the adversary collects (number of power traces),
the higher the correct (actually used) key rises in the derived ranking and thus,
can be identified. The likelihood of success can be estimated using the “guessing
entropy,” which in turn is estimated through the mentioned key rank. Below, we
sketch the principle and again refer the reader to related work [21,33] for details.

2.2 Learning-Based Attacks

In recent years, learning-based attacks have yielded promising results in SCA [18,
39,40]. Thereby, a machine learning model represented as its parameters 6 and a
decision function f : R? — [0,1]?°%, takes a single power trace x consisting out
of d time samples as its input and predicts the probabilities scores for abstract
representations of a cryptographic intermediate value used as label y = ¢(z).
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An intermediate value z can result from any intermediate computational step,
for instance, z = S(p; ® k;), where S refers to an S-box. Its representation, in
turn, can be thought as a map ¢, implemented as either the hamming weight [24],
least significant bit (LSB) [34], or simply the identity function [3,25,40]. In the
remainder of the paper, we consider the latter as it is the most effective among
the three with the least loss of information [3].

Note that a thoroughly trained model can still not predict the intermediate
value perfectly but provides imprecise clues only. Hence, a successful learning-
based profiling attack accumulates prediction results across multiple inputs.
In this setting, the above observation on the indirection from intermediate value z
to key byte k; is crucial.

Depending on the plaintext byte p;, a different intermediate value z represents
the correct key byte &k in the model’s output. Hence, when cumulating results
over a set of inputs X = {x1,...,x,} it is imperative to resolve this indirection
per input trace x individually.

For the remainder of the paper, we abstract away details of the encryption
scheme (e.g., the use of S-Boxes) and introduce a plaintext-dependent map ¢,
using a message my that represents the used plaintext of a specific input trace x,
so that z = ¢(k; ;mx). Next, we sum up the yield log-probabilities over all
traces in X to measure the attack performance, forming a single experiment’s
“distinguishing vector”:

vx = Y (log fo(X)g, m)) ke fo.....255) > (1)
xeX

where each element of the vector refers to the likelihood of a specific key byte k;
to be correct. The map ¢ links keys (associated with the vector’s dimensions)
with the classifier’s predictions of intermediate values.

Finally, we approximate the guessing entropy and thus the success of a
learning-based SCA attack after processing n traces in X (the attack budget)
across N experiments as: Rank(k},vx) = + 21111 rank(k},vx®). For evalua-
tion, one commonly shows the average rank on the y-axis over the number of
traces in X used on the x-axis. Hence, the “faster” an attack approaches Rank = 0
(meaning the fewer input traces are needed to reach an approximated guessing
entropy of 0), the better the attack.

2.3 Locating Leakage

Side-channel traces represent the executed instructions over time, and thus, it
is possible to pinpoint the instruction responsible for the observed effect in the
trace. Consequently, knowing the precise time samples where leakage occurs
allows for identifying problematic instructions or constructs in the implementa-
tion [28,30]. These indicative time samples of a power trace that correspond to
information leakage are commonly referred to as “leakage points” or “points of
interest” [26].

Locating leakage thus is of particular interest to the analyst, striving to
improve the concealment of information in hardware. A large strain of research
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on side-channel analysis hence attempts to precisely locate leakage points [12,
22,28,30]. Our paper also falls in this category, presenting methods to locate
leakage based on learning-based profiling attacks.

Most straightforwardly, the analyst can use the signal-to-noise ratio (SNR)
to point out leakage locations [20]. However, such an analysis requires knowledge
about the used encryption key and the masking scheme (including the involved
random values) that is deployed as a defense. In learning-based profiling attacks,
the attacker has access to a clone device and thus, controls the key during pro-
filing. The masking scheme, however, is obstructed in the implementation and
initialized through randomness so that an attacker or external analyst cannot
compute the SNR directly [1,37].

3 XAI for Side-Channel Analysis

Explainable AI (XAI) can show what a machine learning model “looks at” when
deriving the correct key. An explanation method hg(x,c) provides a prediction-
specific relevance vector R € R? of the same dimensionality as the input trace
x based on the model #. This means that each input feature z; receives a rele-
vance value R;, showing how important that feature is to class c. Consequently,
these methods can indicate leakage points, and thus, the problematic instruc-
tions to be adjust in the implementation to prevent the leak [28,30]. However,
prior work on using XAI methods for leakage localization [7,12,22,24,38,40] had
limited success in correctly pointing out points-of-interest in protected (masked)
implementations as we show in our evaluation (cf. Fig. 2).

Informative time samples including leakage are sparsely distributed. Hence,
an explanation method needs to highlight specific time samples accurately rather
than rough regions. Figure 1 provides an example of an ideal attribution e using
XAI (orange) with the SNR-over-time as ground truth showing the masking’s
random value r and the masked S-box output depicted in red and gray color.

e — SNRa SNRb
x10~4

1.0 6
8
505 4
3 Z
2 %)
&~ 0.0 2

e 0
0 200 400 600
Time Samples

Fig. 1. Locating leakage points using XAI (orange) for a recent learning-based
attack [12] on the ASCAD dataset [3]. Ground truth is provided in red and gray color
based on the signal-to-noise ratio (SNR). Note that information about the SNR is not
available in practice but is provided by the benchmark. (Color figure online)
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In further follow, we describe common strategies found in literature and
highlight shortcomings of existing attempts to use XAI in side-channel analysis.

Explanation Strategies. In the past, various explanation methods and strate-
gies have been used for locating leakage points [7,12,22,24,38,40], split into two
rough categories: intrinsically explainable machine-learning models and “post-
hoc explanations” of ML models.

While the former promises a tight coupling of explanations to the reasoning
of the learning-based attack, these approaches are currently limited in handling
low-dimensional inputs with as little as twelve time samples only [38]. The large
majority [7,12,24,40], however, uses post-hoc explanations for locating leakage,
which is also in line with the XAI community where most approaches fall into
this category [2,29,31,41]. We distinguish three explanation strategies for SCA:

A. Instance-based explanations. Most straight-forwardly one takes a sin-
gle input (a power trace) and uses XAI to highlight what the machine-
learning model considers to be important for deriving the encryption key [22].
In the image domain, instance-based explanations are used with great suc-
cess [2,29,41]. For side-channel analysis, however, a single input carries too
little information to derive the correct key with certainty [25], and thus, the
explanation based on one individual power trace cannot locate the true leak-
age as we demonstrate. As an example, Fig. 2a shows three traces explained
using Gradient Visualization [22], exhibiting drastic variance from one to
another.

B. Model-based explanations. In SCA, we strive to know what the model in
its entirety has learned about all the individual power traces that contain little
clues about the occurring leakage. Model-based explanations [7,40] promise to
provide this insight so that their application in SCA feels somewhat natural.
Unfortunately, the models in learning-based attacks provide predictions with
comparably low confidence [25], and hence, model-based explanations repli-
cate this low confidence, failing to satisfactorily locate leakage. For instance,
Fig. 2b shows the “Layer-wise Correlation” method [7] indicating areas where
no sensitive information/leakage exists.

C. Aggregation-based explanations. In line with the learning-based attack’s
common practice of cumulating predictions to derive the correct encryp-
tion key, another strain of research proposes to cumulate explanations to
locate leakage [12,24]. This middle way uses instance-based explanations to
extract model knowledge as striven for in model-based explanations. Such
an explanation strategy is unique to the field of side-channel analysis and is
not employed in the image domain. Figure 2c and 2d provide two examples:
First, attribution-based explanations [12] fail to indicate clear positive or neg-
ative regions of relevance in the trace, and also the “Layer-wise Activation”
method [24] equally struggles to highlight “points of interests.”

Unfortunately, none of those directions has yielded satisfactory results for
masked implementations so far, leaving the community with effective key extrac-
tion but without the means to use these tools to locate leakage.
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Fig. 2. Explanations of pior work: (a) Instance-based “Gradient Visualization” [22],
(b) model-based “Layer-wise Correlation” [7], and two aggregation-based techniques
using (c) different attribution methods [12] including salicency maps (“Sal”), LRP-¢,
and Occlusion (“Occ”), and (d) Layer-wise Activation [24].

4 Revisiting Aggregation-Based Explanations

In this section, we specifically look at aggregation-based explanations that cumu-
late relevance values across multiple input traces similar to how attacks in SCA
are typically conducted [3]. We detail key-focused explanations as presented in
related work [12] and derive our proposal of class-focused explanations that bet-
ter resembles the community’s knowledge of SCA-based attacks.

Key-Focused Explanations. Hettwer et al. [12] propose to average explana-
tions across all inputs x € X whilst considering the mapping from the correct
key byte k to the respective intermediate value z = p(o(k; ;mx)). However, we
assume ©(.) to be the identity map in further follow, so that z = ¢(k ;mx). An
instance-based, prediction-specific explanation method hgy(x, z) then derives the
time samples’ contribution to the decision for value z:
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e = T 3 ol (k i) (2)

xeX

This derivation, unfortunately, does not allow us to conclusively determine
the correct leakage points in masked implementations, as we show in our evalu-
ation. However, it gives rise to connecting explanation strategies with the com-
mon attack strategy in SCA. In line with the computation of the key ranking
to approximate the guessing entropy, this approach can be extended to finding
the correct averaged explanation based on label-to-key mapping ¢ among all key
candidates k; € K = {0,...,255}:

By = {|X1| S ho(x, ok sma)) | ki € K}. 3)
xeX

Note that ey € Ex because k; is one (of multiple) key hypothesis.

Class-Focused Explanations. We propose an alternative explanation strat-
egy for side-channel analysis: Rather than focusing too rigidly on the label-
to-key mapping, ¢, it instead is better to explain the neural network’s predic-
tion, fp(x). for the specific classes ¢ € C, irrespective of the assigned key byte
k; =¢~'(c;mx). This rationale follows the intuition that all predicted classes
(intermediate values) of all traces contribute to the ranking of the individual
key candidates [26]. However, as we are not interested in the final key but in
the model’s insights/explanation, we consider all predicted classes of all traces
without pre-filtering by keys. There are two crucial observations to make:

1. While the classifier might be wrong overall, the individual locations it
“looks at” (i.e., the corresponding features) can still be correct.

2. Predictions are influenced by features from the correct class and any other
(wrong) class. Hence, indicative features can be obstructed by wrong features.

A class-discriminative explanation method hy(x, c) that subtracts the influ-
ence of classes not matching the actual prediction [11] can highlight these indica~
tive features. Cumulating over multiple inputs x € X then gathers all the class-
discriminative clues/features that the model is aware of, no matter how small:

1 /
EC:{mZhe(meceC} . (4)

xeX

Moreover, without relying on the correct key byte k' each class ¢ € C seems
equally likely, so that we require a method for finding the most indicative expla-
nation e € E¢. Formally, we denote this method as Hy(X) and describe a novel
approach in Sect. 5.
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Fig. 3. Schematic depiction of LEAX: We @ employ our class-focused explanation
strategy, @ select two maximally contradicting groups of candidates, and @ verify
which of those describe leakage by analyzing different cut-off thresholds «.

5 LEAX: Locating Leakage Using XAI

Our method LEAX determines the most indicative explanation e = Hy(X) that
shows leakage points (“points of interest”), thus implementing the function Hy
on an attack dataset X. Often, there is not a single explanation, though, but a
group of similar explanations that stand out so that we average across the most
indicative candidates from F¢ in practice.

Locating leakage with out method, LEAX, involves three steps as depicted
in Fig. 3:

® We determine the class-focused explanations for all possible classes ¢ € C as
described in Sect. 4. We do so by averaging across an attack dataset of power
traces X gathered from the clone device (Sect.5.1).

® Interestingly, these (aggregated) class-focused explanations occur in two
opposing groups with varying intensity. We choose the explanations that
differ the most, yielding the most promising “explanation candidates”
(Sect. 5.2).

® These candidates have low/high relevance values for the correct leakage points
already. However, we cannot tell which one of the two is correct, so that
we verify leakage by incrementally removing least to most relevant time
samples (according to the explanations) and inspect the progression of attack
success. Only the candidate yielding more effective attacks across increasing
« indicates the correct leakage points (Sect. 5.3).

5.1 Class-Focused Explanations

While the reasoning for class-focused explanations is based on difficile details
of side-channel analysis (cf. Sect.4), the computation itself is rather straight-
forward. However, the specific choice of the used explanation method hy is cru-
cial, though: We require so-called class-discriminative explanation methods as
we strive to focus on the involved classes (and their individual prediction scores).
Interestingly, most explanation methods are not class-discriminative.

Methods such as Simple Gradients [31], SmoothGrad [32], or “Layer-wise
Relevance Propagation” (LRP) [2,23] indicate features relevant to the decision
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but do not focus on features distinguishing it from other classes [11]. Conse-
quently, these are unsuitable for our use case. There exist class-discriminative
extensions to some of the mentioned methods, though, e.g., “Softmax Gra-
dient LRP” (SGLRP) [14] or “Contrastive Layer-wise Relevance Propaga-
tion” (CLRP) [11]. For LEAX, we use the latter and provide further details
below.

In our evaluation (cf. Sect.6.3), however, we show results for both variants
(LEAX with CLRP and SGLRP) to shed light on the differences in practice.

Contrastive Layer-Wise Relevance Propagation (CLRP). As the name
suggests, CLRP [11] builds upon LRP [2,23], which is founded on the so-called
conservation property, stating that the relevance of all the units of a neural
network’s layer [ need to sum up to the relevance values of all the units in the
next layer [ + 1 for all L layers of the network:

SRV =3"R® = = R".
i i i

Here, Rgl) denotes the relevance of unit ¢ in layer . LRP determines relevance
for all classes, which unfortunately results in low sensitivity to the predicted
class [11]. To highlight features for the target class, CLRP introduces negative
values to non-target classes and conducts multiple runs of the above calculation.
CLRP initialize the relevance values of the last layer as follows:

_ go(xX)e :
Cl=t otherwise,

REL) — { 96(X)c i=c

where gp(.) represents the logits of the neural network before any softmax oper-
ation. The currently investigated class is denoted as ¢, and |C| refers to the total
number of classes. Note that only the relevance for the particular class c is set
to the model’s output, and all remaining values of classes ¢’ # c are set so that
the overall sum of relevance values is zero:

RV + 3 R =o0.
c'#c

This construction guarantees that features indicative for class ¢’ are high-
lighted rather than other classes’ features. Moreover, similarly to LRP, positive
values mean that the features speak in favor of the classification of class ¢, while
negative values (from the wrong classes’ “penalty values”) speak against it. Even-
tually, we will use positively valued input features for determining leakage points
with LEAX as these speak in favor of the classification.

5.2 Candidate Selection

Due to the use of class-discriminative explanations and the aggregation of input
traces, class-focused explanationse € FE¢ exhibit some interesting properties:
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(1) Positive values that speak in favor of the classification and negative values
that speak against the classification cancel each other out when averaged across
classes ¢ € C. (2) Positive and negative values are spread out over the entire
input range due to the noise involved in learning-based SCA attacks. Consider-
ing positive values only and averaging these, hence, is not helpful. Consequently,
we have to indeed select one/some of the classes rather than average across
Ec. (3) Class-focused explanations form opposing clusters with varying inten-
sity, that is, we have multiple pairs of ¢; and cg, so that e., ~ —e.,. In other
words, some explanations show very high while other explanations show very
low relevance values for the same time samples.

The third and last property is crucial for identifying the most indicative
class (representative) and its class-focused explanation, respectively. We calcu-
late the pair-wise Euclidean distance for all explanations e;,es € E¢ to find
the opposing (groups of) explanations. We then choose the pair, Py,q;, with the
largest distance. However, it may happen that doing so captures stark outliers
that are not good candidates. We hence determine the [-nearest neighbors® [9]
to form two groups/neighborhoods of explanations, Fcq and E¢go, that show
similar explanation patterns. Finally, we use the center class of Ec1 and E¢o as
our explanation candidates e, and ey, respectively, for the final step.

5.3 Leakage Verification

At this stage, the candidates e, and e, are equally likely, and we cannot decide
based on the mere explanation output which one shows true leakage points. We,
thus, take recourse to established techniques for evaluating XAI methods [13]
and adapt them to class-focused explanations.

We follow the intuition that a learning-based attack will not succeed if we
remove time samples that leak information from the considered input traces.
Put differently, if we remove time samples that do not leak information, the
attack still works. However, in learning-based SCA attacks, we may have multiple
leakage points (e.g., repetitive leakage [4] or combined leakage [3]) that may serve
as an indicator for the used key. Even worse, the machine-learning model may
or may not consider this redundancy. Hence, the mere removal of certain time
samples is insufficient.

We propose to take/keep presumably indicative (regions of) time samples
according to a “take ratio” a while rejecting the rest and retrain an attack
model on this data. We refer to this process as “Take and Retrain” (TART) that
we describe below in more detail. Based on this, we then demonstrate how to
identify the correct explanation candidate by observing attack performance over
increasing values of a.

Take and Retrain (TART). We construct two datasets Xe,and X, based on
the explanation candidates e, and ey, and train separated models 6, and 6, on

! Note that we use the well-known k-nearest neighbors algorithm [9] but avoid using k
to prevent confusion with the encryption key as used before.
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these datasets. More specifically, we filter out time samples with low relevance
according to a “take ratio” « yielding Te = {i | ¢; > o - max(e)} for an explana-
tion e. This set of highly relevant time samples serves as a reference to judge
which time samples (i.e., input features) to take/keep in the new datasets:

Xe = {(xi)iETe | X € X} .

For each candidate e, and ep, we construct individual training datasets,
Xéimm) and Xéff“”), and attack datasets Xe, and X, , respectively. While the
former is used for training, the latter we use to measure the attack performance
of the new models 0, and 6,. The model architecture remains identical except
for the input size. Comparing the performances of these models then allows us
to pick the candidate that shows the leakage points used by the original model.

Note that retraining on these datasets is crucial for the success of TART,
and the original model must not be used to classify the modified data. Without
retraining, it is impossible to tell whether the dataset modification itself causes a
change in performance or it stems from the removed input features [13]. In other
words, retraining allows the model to adapt to the changed dataset distribution.

Assuming e, as the more suitable explanation, we have three possible out-
comes of the final comparison of models:

1. One model performs a successful attack while the other does not:
Rank(kf,vx, ) =0 A Rank(k/,vx, ) #0,

where vy, and v, are the “distinguishing vectors” of the respective models,
and Rank determines the averaged rank of the correct key byte &k as discussed
in cf. 2. A successful attack is indicated by a rank of 0, meaning that the model
has learned the leakage correctly as revealed by the explanation candidate.

2. Machine-learning models do not necessarily capture redundancy if a subset
suffices for successful prediction. In our scenario, a model may derive the
correct key using one of multiple leakage points. This circumstance may lead
to the situation where both models are successful:

Rank(k},vx, ) =0 A Rank(k,vx, ) =0,

which means that both explanations capture leakage points. Here, we are in
favor of the explanation enabling faster rank convergences to 0.
3. Finally, it may happen that both models fail to derive the correct key:

Rank(k?,vx, ) #0 A Rank(k[,vx, ) #0.

In this case, either the underlying explanation method cannot show the real
leakage or the take ratio « is too restrictive/high.

Verification. For verifying explanation candidates, we repeat TART for differ-
ent take ratios « € [0, 1] applied to e, and e,. We measure the average number
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of traces required for a successful attack (normalized to the attack budget n)
indicated on the y-axis per take ratio on the x-axis and determine the area under
this curve denoted as TART-AUCe, and TART-AUCey, respectively. The lower
the ..., the preciser the explanation—thus, the explanation candidate yielding
the lower value indicates the correct leakage points.

Obviously, the ...can only be approximated in discrete steps for increasing the
« in practice. In the remainder of the paper, we thus use steps of 0.1. Examples
are provided in Figs.4, 5 and 6. Note that the figures in the remainder of the
paper show the absolute number of traces used on the y-axis rather than the
normalized value to better compare the attack success to related work.

6 Evaluation

In this section, we evaluate LEAX across different model structures and leakage
scenarios. We begin by introducing the used datasets in Sect. 6.1, before pre-
senting our main results of LEAX under different leakage scenarios in Sect. 6.2.
Finally, the ablation study in Sect. 6.3 investigates the choices of LEAX’s major
components and elaborates on the insufficiency of key-focused explanations.

6.1 Experimental Setup

Benchmarks used in the SCA community typically consider implementations
of the “Advanced Encryption Standard” (AES) [10] to compare side-channel
attack methods. In our experiments, we apply our method to attack models
from related work that use (a) convolutional neural networks (CNNs) [12,40]
and (b) simple multi-layer perceptrons (MLPs) [36]. We evaluate LEAX on three
datasets covering different types of leakage. Note that each dataset has a specific
MLP and a CNN model, and that all models applied to demonstrate the general
applicability of LEAX have been proposed in related work.

Datasets. In our evaluation, we cover three leakage types from varying software
and hardware implementations described below:

1. Combined Leakage means that information from multiple, disjunct time
frames must be combined to infer sensitive data. The hardware implementa-
tion from the ASCAD dataset [3| uses first-order masking so that the adver-
sary requires both the mask r and the masked S-box output, S(myx ©k*) &,
to obtain the correct key.

2 The model architecture for AES_HD is inspired by Zaid et al. [40]. It has one
convolutional layer with kernel size 1 and a pooling size of 25. The model is trained
without (0,1)-scaling [36].
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2. Single Leakage refers to a situation where one specific time frame reveals
sensitive information. The AES HD dataset [25] shows power traces of an
FPGA-based, unprotected (i.e., no masking) implementation, where leakage
occurs through writing a register in the last round of the AES decryption.

3. Repetitive Leakage occurs if multiple time frames leak identical sensitive infor-
mation. The DPA Contest v4.2 (DPA_v4) dataset [4] has been recorded
based on a masked software implementation of AES for a smart card. Here,
the masking values are know, so that the community [e.g., 25,40] often treats
it as unprotected implementation and reduces it to a subset of 4000 time
samples per trace. Each input trace contains three groups of time samples
that leak the S-box output in the first round of AES.

Among the public benchmark datasets, ASCAD dataset [3] is most commonly
used for demonstrating machine learning-based side-channel attacks [3,7,18,25,
39,40] and explanation techniques in this domain [12,22,24, 38].

Learning Setup. We follow the common setup in deep-learning based SCA,
where attack models are customized to each dataset. 90% of a training set
(the “profiling dataset”) is used for actual training and 10% for validation. Each
benchmark dataset mentioned above additionally provides a test dataset to
measure attack performance. The input traces are preprocessed to have zero
mean and unit variance before training. For all datasets, we average the guess-
ing entropy across 100 repetitions of the attack and shuffle the attack traces
randomly for each experiment.

6.2 Explanation Performance

We apply LEAX to different MLP-based and CNN-based attack models [12,36,
40] and use the same explanation parameterization/configuration across different
datasets. More specifically, we use CLRP for @ class-focused explanation, set the
number of nearest neighbors to 5 for @ candidate selection, and present explana-
tion results indicated by © leakage verification. The choice of these parameters
is further explained in the ablation study in Sect. 6.3.

Combined Leakage. We show LEAX on the most commonly investigated
dataset ASCAD |[3] that records combined leakage where the mask and the
masked output are required to infer sensitive data. We present results of LEAX
on an MLP model [36] and CNN model [12] in Fig.4 and discuss the details in
the subsequent paragraphs.
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Fig. 4. Our method using CLRP for ASCAD on the MLP model [36] (top row), and
CNN model [12] (bottom row).

MLP. Figure4a (top row) shows class-focused explanations using CLRP for each
class, that is, for each of the 256 possible key bytes. Based on these, LEAX’s can-
didate selection obtains the representative explanation pair (e,, ep) as presented
in Fig. 4b (top row), that show opposing relevance scores across the x-axis. Con-
sequently, only one of them can be correct.

We apply leakage verification with different take ratios « € [0, 1] and present
the attack performances in Fig.4c (top row). Orange and blue dots represent
models trained on time samples positively indicated by e, and e, respectively.
When the take ratio « increases to 0.7 to construct X, the attack fails as we
start to exclude time samples corresponding to the masking at time sample 180.
Therefore, there is not sufficient information to learn the real leakage based on
e, anymore. In contrast, when taking time samples based on e, the trained
models fail consistently across take ratios (blue dots in Fig. 4c top row). We use
the attack budget of 400 traces to indicate failure.

In summary, leakage verification yields a ...for e, and e, of 0.64 and 1.0,
respectively, indicating that e, is the correct explanation. The presence of two
peaks (close to time samples 180 and 514) in e, suggests that we are dealing
with a combined leakage scenario, where two distinct sets of leakage information
are required for a successful attack.

CNN. Again, we show all class-focused explanations and the distilled represen-
tative explanations (e,,ep) in Figs.4a and 4b (bottom row), respectively. We
then apply leakage verification to reveal which explanation matches the leakage.
The attack performance in Fig. 4c (bottom row) shows that taking time samples
based on e, allows us to reliably identify the correct key, whereas e, does not lead
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to a successful attack. We yield a ...for e, and e, of 0.70 and 1.0, respectively,
indicating that e, is the correct explanation. Also, e, nicely overlaps with the
ground truth visually. Only when the take ratio a equals 0.9, the critical leak
close to time sample 149 (i.e., the mask) is omitted. Therefore, the model is
unable to learn the correlation between traces and target classes.

Single Leakage. Next, we present how LEAX locates a single leakage on the
AES HD dataset [25] in Fig.5. We show results on a MLP-based [36] and a
CNN-based attack model [40] in three steps as before.

MLP. We retrained attack models based on e, and ey, as extracted from the 256
class-focused explanations shown Fig. 5a (top row), using different take ratios o €
[0, 1]. In Fig. 5¢ (top row), we present the number of traces on the y-axis needed
to perform a successful attack for different values of o on the x-axis. Here,
TART-AUC(e,) = 0.55 and TART-AUC(e;) = 0.96, meaning that selecting
time samples based e, highlights the leaking samples best. Visually, there also
is a high peak in e, close to time sample 960 in accordance to the ground truth.

CNN. Fig. 5 (bottom row) shows the three steps of LEAX. During leakage verifi-
cation, we obtain TART-AUC(e,) = 0.52 and TART-AUC(ep) = 1.0, and thus,
e, as the correct explanation. This is a similar difference in attack performance
between e, and e as in the MLP model (cf. Fig. 5 top row). The results on MLP
and CNN models demonstrate LEAX can address a single leakage scenario.
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Fig. 5. LEAX using CLRP for AES HD on the MLP model [36] (top row), and CNN
model [40] (bottom row).
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Fig. 6. LEAX using CLRP for DPA_v4 on the MLP model [36] (top row), and CNN
model [12] (bottom row).

Repetitive Leakage. DPA _v4 dataset [4] has three groups of leakage repre-
senting the same information leak. We present the results of LEAX on an MLP
model [36] and a CNN model [12] in Fig. 6.

MLP. After applying CLRP to all classes, we obtain a representative explanation
pair (eq,ep) as shown in Fig. 6b (top row). Leakage verification identifies e, as
the correct explanation, with a ...of 0.18. The explanation candidate ey, in turn,
yields a ...of 0.36. As can be seen in Fig. 6¢ (top row), trimming time samples
according to both explanations does not make the attack fail, indicating the
presence of multiple leakages within the dataset.

CNN. Leakage verification for the selected candidates e, and e, (cf. Fig.6b
bottom row) yields TART-AUC(e,) = 0.07 and TART-AUC(e;) = 0.40, and
thus, identifies e, as the final explanation result. In Fig.6¢ (bottom row), the
model retrained on X, always performs better than Xe,, meaning the model
learns the leakage mainly from time samples close to 850.

6.3 Ablation Study

We proceed to analyze each component of LEAX, focusing on the influence of
class-discriminative explanation methods and the cluster size used for candidate
selection. Finally, we also discuss the insufficiency of key-focused explanations.

Class-Discriminative Explanations. To clarify why class-discriminative
methods are crucial to class-focused explanations, we apply class-discriminative
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methods and not class-discriminative methods to explain all classes on the bench-
mark dataset ASCAD. Additionally, we investigate LEAX when using a method
that is not class-discriminative, Grad x Input, and another class-discriminative
method, SGLRP, and present the results in Fig. 7.

When using Grad x Input, LEAX yields a ...of 0.80 and 0.95 for e, and ey,
respectively. The former thus is selected as the correct explanation. However,
both ...values are relatively high, implying that both explanations are subpar.
As shown in Fig. 7c (top row), the attack based on e, fails with a take ratio of
0.4 already. Also visually comparing with the ground truth (cf. Fig. 7b top row)
reveals that neither explanation candidate highlights the masked output at time
sample 514.

For SGLRP, in contrast, leakage verification results in ...values of 0.62 and
0.99 for e, and ey, respectively, indicating e, as the correct explanation. Expla-
nations based on SGLRP are clearly more indicative: The TART-AUC(e,) is
significantly lower when using SGLRP than it was with Grad x Input. In Fig. 7b
(bottom row), e, again highly overlaps with the ground truth.
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Fig. 7. LEAX using Grad x Input (top row) and SGLRP (bottom row) on the MLP
model [36] for ASCAD dataset.

Size of Candidate Clusters. Assuming that high positive values in the expla-
nation indicate high classification confidence, we select explanations of high rele-
vance to indicate leakage time samples. Given the limited size of only 256 classes,
exhaustively searching for suitable candidates emerged as a suitable options.
Our candidate selection seeks to identify class pairs with the highest Euclidean
distance P,,,, as potential representatives. Since explanations across different
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classes are similar, we use simple nearest neighbors clustering to find similar
explanation groups based on P,y -

While the number of clusters is fixed to two (to find two opposing groups
of explanations), we perform a grid search for the best neighborhood size in
[5,10, 20,40, 60, 80, 100, 120, 140]. Interestingly, all these values perform reason-
ably well for locating leakage when selecting the center explanation. Averaging
across classes, however, is not. The reason is that the larger the neighborhood
gets, the more low-relevance explanations are included, flattening any explanation
peaks present. In our experiments, we thus fix the neighborhood size to 5.

Insufficiency of Key-Focused Explanations. With the successful use of
class-discriminative explanations, a natural thought is, if we can improve key-
focused explanations using class-discriminative explanation also. We present two
case studies: (1) using CLRP in key-focused explanations and (2) using LEAX’s
candidate selection based on key-focused explanations.

Case Study 1. We incorporate CLRP into the key-focused explanation strategy.
Specifically, we choose the class corresponding to the correct key for each trace
and aggregate the relevance scores to obtain e+ as described in Eq. (2). Figure 8
shows the key-focused explanations on MLP and CNN models retrieved this
way. Both fail to indicate the correct leakage as compared to the ground truth.
The explanation of the MLP points to non-leakage time samples [200, 300] and
[600, 700], the one for the CNN highlights time samples [200, 300] and [400, 500].
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Fig. 8. Key explanations using CLRP on ASCAD with the correct key.

Case Study 2. Finally, we generate key-focused explanations for all 256 key
hypotheses (i.e., ex, € Fk) and apply candidate selection to observe how well
the explanation candidates align with the ground truth. Again, the key-focused
explanation strategy fails to highlight leakaging time samples on MLP and CNN
models. Compared to class-focused explanations, they simply are not as indica-
tive. Key-focused explanations cannot help locate leakage even when equipped
with class-discriminative explanations or LEAX’s candidate selection.
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7 Conclusion

Existing approaches for locating leakage points using learning-based attacks fall
short in precision. We analyze the reasons and revisit the use of XAI techniques
for this task. Two aspects are crucial: First, naively applying instance-based or
model-based explanations is prone to fail as the accuracy of the SCA attack mod-
els is low in comparison to other classification tasks where XAl is applied. Second,
accumulating explanations just like we do for attacks to compensate for low clas-
sification accuracy, in turn, must focus on the model’s classes (the intermediate
values) rather than the key, giving rise to class-focused explanations. The fea-
sibility of class-focused explanations, however, is fundamentally dependent on
class-discriminative explanations (e.g., CLRP). We have developed a thorough
understanding of the relations of SCA attacks and traditional XAI techniques,
effectively bridging disciplines. The resulting technique, LEAX, allows to pre-
cisely locate leakage, improving the state of the art decisively.
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tion (HGF) within topic “46.23 Engineering Secure Systems.”

Data Availability Statement. For the sake of reproducibility, we make the imple-
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