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Abstract—Misconfigured SSHFP records might lead to SSH
users not carefully verifying host key fingerprints, making
SSH connections vulnerable to Man-in-the-Middle attacks. To
warn domain owners about SSHFP misconfigurations and the
potential security implications, we conducted a 2 x 3 random-
ized controlled notification experiment. We sent notifications to
n = 518 domain owners with misconfigured SSHFP records.
Following up on contradictory results from related work, we
investigated the effects of tool support. While we see that the
sender of the notification itself has no effect, our results suggest
that tool support might increase remediation when the sender
of the notification is different than the institution providing
the tool. Furthermore, we analyzed domain owners’ responses
to our notification to identify reasons for (non-) remediation.
While only 27% remediated the misconfiguration after our
notification, we identified valuable explanations for individual
remediation behavior in the responses we received (n = 52),
supporting the argument that remediation rate should not be
considered a success measure for a notification campaign but
instead individual challenges faced by domain owners should
be taken into account.

Index Terms—DNSSEC, SSHFP, SSH, misconfiguration, noti-
fication experiment, vulnerability notification

1. Introduction

The Secure Shell Protocol (SSH) was designed to allow
access to remote systems over insecure network connec-
tions [1]-[7]. SSH relies on TOFU (Trust On First Use)
and PKC (Public-Key Cryptography) to authenticate an SSH
server. Upon the first connection to an SSH server, which
usually happens via a SSH client, SSH users should validate
the fingerprint of the server’s public key through an out-of-
band channel, e.g., by obtaining it from the server admin-
istrator. However, SSH users tend to not properly follow
this crucial security-relevant step, called Host Key Veri-
fication (HKV), and just accept the displayed fingerprint,
opening attackers avenues for compromising the connection
or system [|6], [[8]. Under certain circumstances, a network-
based attacker could steal password-based authentication
credentials [9], [10], or deanonymize users through their
public keys [[11].
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One solution to facilitate HKV for SSH users was stan-
dardized in RFC 4255 [6]. It introduced a new Domain
Name System (DNS) resource record type named “SSHFP”
(Secure Shell Fingerprint) to store host key fingerprints and
allows SSH clients to query the server’s Fully Qualified
Domain Name (FQDN) for these records to verify the au-
thenticity of the server’s host keys automatically. However,
this requires the SSHFP records to be transmitted tamper-
resistant, e.g., by activating DNSSEC for the domain. Re-
lated work (e.g., [12]], [13]) has shown that these SSHFP
records are not always correctly configured, which makes
SSH clients fall back to manual HKV.

In order to make domain owners, i.e., the individuals
who registered a domain or are responsible for its content,
aware of the potential security risks due to misconfigured
SSHFP records, the main goal of our study is to notify
affected domain owners. However, this raises the question
of how to reach them best, and how to get them to act upon
a notification. Given that we report a misconfiguration rather
than a critical security issue, it seems promising to notify
domain owners individually and in a targeted manner. Many
notification experiments have been conducted in recent years
to find the most effective senders (i.e., individuals such as
security researchers who send a vulnerability notification),
notification channels, notification texts, or additional support
in the form of, e.g., a more detailed report on a website
or a self-test-tool [14]-[28]] for notifying individuals about
security issues or misconfigurations in their systems. To gain
further insights into factors that help design misconfigu-
ration notifications, we conducted a mixed-methods study
consisting of a notification experiment and thematic analysis
of the email responses we received.

Our first goal was to find out which of the previous
results related to sender and additional support in the form
of a self-test tool (i.e., tool support) can be replicated
when investigated in the same study setting, eliminating the
need to compare results across different studies. Secondly,
this study design allowed us to be the first to investigate
possible interaction effects between the tool provider, i.e.,
the institution that provided the self-test tool, and the sender
of the notification, in our study researchers from two Ger-
man universities. Thirdly, we examined the responses to
our notifications in more detail, as [18], [25] suggested



that remediation rates might not be sufficient to explain
remediation behavior.

Specifically, our work consists of four research ques-
tions, which we motivate in detail in Section

RQ 1 [Tool Support] Does an interactive self-test tool
increase remediation compared to textual informa-
tion?

RQ 2 [Sender x Tool] Does an interaction effect exist
between the provider of the tool and the sender of
the notification?

RQ 3 [Response] What are the reasons for domain own-
ers’ non-remediation of the misconfiguration?

RQ 4 [Reaction] How do domain owners react to notifica-
tions about misconfigurations?

2. Background

Secure Shell and Host Key Verification. The Secure Shell
Protocol (SSH) was designed to allow access to remote
systems over insecure network connections [I[]-[7]. The
protocol was designed to rely on Trust On First Use (TOFU)
for checking the authenticity of the remote server upon
connecting. That is, during the first connection to a new
server, the user is asked to manually verify the server’s host
key fingerprint, which should be obtained from or provided
by the administrator through an out-of-band channel. This
“Host Key Verification (HKV) step is used to ensure the
users are connecting to the correct server. Afterwards, SSH
clients such as OpenSSH will store the verified host key
locally and use it for subsequent connection attempts. Au-
tomated HKV without user interaction can be achieved with
DNS-based HKV, as described below in more detail.

Domain Name System and DNSSEC. The Domain Name
System (DNS) was initially standardized in RFC 882 [29]
and has become an indispensable part of today’s internet
usage, as it allows to resolve rememberable domain names
to IP addresses. Furthermore, different DNS resource record
types were standardized in the past to extend DNS use cases.
For example, A and AAAA records are for IP addresses, while
MX records are used to identify mail servers. However, as a
plaintext protocol, DNS is prone to network-based attacks,
such as the manipulation of DNS records in transit, i.e.,
by Man-in-the-Middle (MitM) attacks. The DNS Security
Extensions (DNSSEC) standard (RFC 9384 [30]) brings
authenticated records to DNS. While the usage and adoption
of DNSSEC comes with its own challenges (e.g., [31]], [32]),
it allows DNS records to be relied upon for security-related
processes, such as DNS-based HKV.

DNS-based Host Key Verification. RFC4255 [6] intro-
duced the SSHFP DNS record type, which allows to place
a SSH server’s host key fingerprints in the DNS to enable
automated HKYV, thus, removing the risk of verification
mistakes due to human error [6]], [8]].

There are two requirements for DNS-based HKV to
work securely, as depicted in Figure [T}
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Figure 1: Secure vs. insecure configuration of SSHFP
records leading to manual host key verification.

&

(1) The host key fingerprint(s) in the SSHFP record(s) must
match with the server’s actual host keys.

(2) The SSHFP records are always transferred and vali-
dated using DNSSEC. If local validation is not possi-
ble, the records need to be securely transmitted between
the client and the validating resolver.

Thus, in a secure configuration, the SSH client can fetch
the DNSSEC-secured SSHFP records containing the correct
host key fingerprints and then successfully validate these
against the SSH server’s host keys. If the comparison suc-
ceeds, the authenticity of the host is established without user
interaction, even upon the first connection to the server (see
secure configuration in Figure [1).

Misconfigured Host Key Verification. On the other hand,
there are two situations in which this automatic process
can fail, as depicted in the insecure configuration scenario,
whose remediation can vary in complexity:

(1) Mismatching host key fingerprints: This issue can be
remediated by an administrator by updating the respec-
tive SSHFP DNS records with the correct host key
fingerprints.

(2) Missing DNSSEC validation: DNSSEC needs to be
enabled for the domain by an administrator, which
may require more configuration efforts and coordina-
tion with upstream DNS providers to avoid wrong or
insecure configuration [32].

In both cases, a user’s SSH client and system need to be
instructed to perform SSH-based HKYV, including correct
DNSSEC validation, which might impose another challenge
from an administrator’s perspective. If automated HKV is
not possible, the OpenSSH client falls back to manual
verification again. If a SSH user does not correctly validate
the host keys to ensure they are connecting to the intended
SSH server and automatic HKV is not possible, a suitable
positioned, network-based attacker might be able to obtain
login credentials or learn information about their victim
depending on the configuration [9], [11].
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While this attack scenario appears to be feasible in
theory, in practice it will require several conditions (e.g.,
password-based authentication, manual HKV, MitM-capable
attacker, first connection to a server) to be met, likely lim-
iting its practicability outside lab environments. However,
related work suggests that some of the required conditions
are imaginable. Andrews et al. [[33]] have shown that, over
65% of the internet-reachable SSH servers had password
authentication enabled. Neef et al. [13] reported a signifi-
cant number of mismatched SSHFP records and a frequent
lack of DNSSEC protection for these records. Furthermore,
Thankappan et al. [34] reviewed MitM-attacks and con-
cluded that network packet manipulation is still feasible and
not fully mitigated in WiFi protocols.

Therefore, the notification campaign described in this
work aims to make the respective domain owners aware of
the potential risk of incorrectly configured SSHFP records,
which should prompt them to review and update their
configuration. Choosing SSHFP misconfigurations for this
study appeared sensible as little prior research on this exact
record type and its misconfigurations exists, warranting a
closer examination to gain a better understanding of it.
Further, SSH’s prominent role in server administration and
the discussed impact reinforce the importance of raising
awareness of incorrectly configured SSHFP records.

Figure [2| illustrates the relationship between the dif-
ferent entities used in the remainder of the paper. A do-
main owner can have multiple second-level domains (i.e.
example.com) having SSHFP records set for the second-
level or any sub-domain individually. Sometimes, the servers
or domains are not under the domain owner’s direct control,
as they might be hosted on shared hosting services, meaning
that the domain owners have to contact a third-party (e.g.,
their hosting provider) to get the records changed. The latter
also applies to CNAME entries, which point to domains
not under the domain owner’s control. In any case, the
fingerprints should match the SSH host-keys on the server
pointed to by the domain’s IP address (A record).

3. Related work

3.1. SSHFP Studies

While there has been active research about SSH (e.g.,
[35]—-[41]]), the DNS-based HKV using SSHFP records
(RFC4255 [6]) has only seen limited coverage. For example,
Gasser et al. [[12] analyzed SSH servers and SSHFP records
in 2014, and Neef et al. [13]] followed up with a large-
scale analysis of these records’ configuration in 2022. Both
studies reported a low adoption rate of SSHFP records.
Additionally, Neef et al. discovered up to 76% misconfig-
ured domains, whose SSHFP records do not fully match
the system’s actual host keys, and DNSSEC support for
only up to 39% of the analyzed domains. To the best
of our knowledge, neither Gasser et al. nor Neef et al.
notified the affected domain owners, and we are not aware
of a notification study that raised awareness among domain
owners about misconfigurations of the SSHFP records and
missing DNSSEC.

3.2. Notification Studies

Previous work has shown that reaching out to affected
individual'] is not an easy task. Several conditions have
already been tested to find the most effective ways - com-
paring different senders or recipients (e.g., [16], [17], [19]-
[21], [23]-125], [28]]), comparing message texts and length
(e.g., [23[l, [24], [42]), and comparing different notification
channels (e.g. [16], [18]-[20], [26], [27]).

Sender and Recipient. Concerning the recipient, direct
(e.g., directly via email [19], [20], [23], or via customer
support accounts [16], [24], [26], [27]) and indirect (e.g.,
hosting provider [21]], [23], [25]], [28]], or CERTs [15]], [17],
[21]) contacts were tested. Direct approaches with manual
or automatic retrieval of contact information (e.g., from the
imprint of a website) proved most effective [18]-[20], [42].
Thus, for our study design, we decided to manually retrieve
contact information from the websites and contact domain
owners directly.

With respect to the sender, individuals who did not
disclose themselves as researchers [19], individual re-
searchers [20]], [21], [28], university groups (e.g. univer-
sity computer science group [19], [28]], or university law
group [19]], [25])), or external senders (e.g. anti-malware or-
ganizations [28]], or generic senders [20], [24]]), were tested.
Besides the university law group [[19] no sender proved to
be more effective than the other senders compared in the
respective studies. Thus, for our study design, we decided to
sent notifications from two individual researchers affiliated
with two major German universities (Technical University
of Berlin (U1) and Karlsruhe Institute of Technology (U2)).

1. Depending on the issue, these were, e.g., system operators, website
owner, domain owner or system administrators. For our study, these were
domain owners.



Tool Support. For notification content and providing ver-
ification possibilities, tool supporﬂ has been proposed in
previous studies [16]-[19], [25]], [43]. Tool support has
not been proven effective in increasing remediation rates
compared to a not notified control group (i.e., all treat-
ment groups received the link to the tool) [19], nor proven
effective with respect to remediation rates compared to
text-only notifications when notifying nameserver operators,
domain owners, and Internet Service Providers (ISP) [25].
However, a significant amount of notifications to the domain
owners in Cetin et al.’s [25] study bounced (slightly more
in the demonstrator group), and the authors mentioned that
the demonstrator website seemed to have some usability
issues. Furthermore, providing a self-test tool as recipients
appreciate verification, increased remediation rates (where
used) and led to a more permanent remediation, and is,
therefore, recommended by previous work [18]], [[19], [25],
[43]. Understanding the effects of tool support can help
clarify why self-test tools are perceived as useful by affected
individuals and researchers, even when they have yet to
show significant effects on remediation. By comparing a
tool to a text-only notification in a different context than
used by Cetin et al. [25]] we contribute valuable insights on
when a self-test tool is effective (RQ T).

Maass et al. [19] analyzed the effectiveness of a self-
test tool that was hosted on the servers of the University
of Bamberg, while the senders of the notifications were
affiliated with the University of Darmstadt. However, their
study had no baseline group with respect to tool support,
i.e., all notified users received the link to the tool. The
authors found that although the self-test tool did not increase
remediation rates significantly, users nonetheless found it
helpful. This discrepancy raises the question of underlying
factors that might influence an affected individual’s decision
to use such a self-test tool. Specifically, it suggests that
interaction effects might exist between the institution the
sender of the notification is affiliated with and the institution
hosting the tool. It might be that, e.g., a tool hosted at
another institution might provide further credibility. On the
other hand, a link to an external tool provider might look
suspicious and is, thus, not used. The fact that it has not
yet been researched whether this separation between tool
provider and sender of the notification was beneficial for the
notification campaign motivated us to investigate possible
interaction effect between tool provider and sender of the

notification (RQ 2).

Responses. Another topic that came up in previous studies
was how meaningful the interpretation of remediation rates
is without considering the affected individual’s perspective.
While not analyzing responses in depth, Cetin et al. [25]]
discussed that just because an issue is not remediated does
not imply that affected individuals are not aware or careless.

2. Note, that while we call it “tool support” we do not refer to a
software product that the domain owners need to install. Instead, we built
a demonstrator website where the domain owners can verify the problem
with a self-service web application and test whether they have remediated
the issue (see Section @] for more information).

Stover et al. [44] thematically analyzed the responses from
Maass et al. [[19] and found that website owners face multi-
ple challenges that can be, for example, lack of knowledge,
but also lack of resources or complex organizational coor-
dination that slow down or hinder remediation processes.
Understanding the reasons for non-remediation and exam-
ining the challenges for remediation will help future work to
tailor notifications to affected individuals in the best possible
way. Thus, we explored reasons for domain owners not to
remediate the misconfiguration (RQ 3).

Furthermore, it has been shown that responses to security
issues differ from those to privacy issues [42]. As described
by Maass et al. [19] reactions to notifications on privacy
related misconfigurations can range from requesting help to
complaints or just gratitude. By analyzing the responses we
received in the context of security related misconfigurations,
we contribute to the current findings in that we provide
further insights on the motivations and reactions of different
affected individuals whom researchers are addressing in the

context of notification campaigns (RQ 4).
4. Methodology

4.1. Sampling

Domain Sample. For our study, we focused on domains be-
longing to the .de ccTLD (country code top-level-domain).
At the time of writing, the German TLD operator DENIC
reported almost 17.7 million registered domains [45]. While
several TLD providers make their domain data freely acces-
sible [46]], this is not the case for the DENIC. Therefore, we
gathered domains from publicly available sources as used by
other measurement studies (e.g., [13[], [47], [48]], [48]):

o OpenINTEL’s [46] popular domain lists, such as the
Alexa Top 1M, Cloudflare Radar Top 1M, Tranco 1M
and Cisco Umbrella Top 1M, resulting in 41,206 unique
.de domains with 101,322 subdomains;

. CRT.sIﬂ resulting in 260,158 unique subdomains be-
longing to 117,009 .de domains;

. CertStrealrﬂ resulting in over 2.2M unique .de domains
with 4.5M associated subdomains;

o Censys [51]], resulting in almost 10M unique .de do-
mains and over 31M subdomains;

In total, we collected over 12.3M domains and 36M
subdomains from these sources, of which 9.98M domains
and 31.1M subdomains were unique after removing dupli-
cates. The domains in this dataset were not yet validated
and, thus, included expired domains or domains with wild-
cards (e.g., .example.com), which were unsuitable for
further analysis. Consequently, we eliminated wildcards and

3. An online service that allows querying of certificate transparency
logs [49].

4. Another service that gathers information about issued certificates in
real-time [50).



*.de domain sources

Notification sample

Remediation

OpenINTEL text_only U1 e resTuIts
@ @ .
CRT.sh SSHFP Analysis & text_only U2 =Y |£ QlLog analysis
[ Contact detail collectiony» tool same U1 1. EMail Intermediate 2. EMail
CertStream e = (First contact) results | (Reminder)
tool_same U2
= [QContent analysis
tool_diff U1 ®©Periodic
tool_diff U2 £ scans Response
results

text_only tool_same tool_diff
sy quz utd
STT—=

Figure 3: The methodology of our notification experiment, ranging from the domain sampling to analyzing the results

validated the existence of each domain, resulting in a dataset
of resolvable and active’| German domains.

The final domain dataset comprised 7.97M domains and
26.5M subdomains, representing around half of the regis-
tered German domains (7.97M / 17.7M = 45%) according
to [45]. We make these datasets and related code available
for future work in our repository [52].

Notification sample. We used Neef et al.’s analysis pro-
totype [13] with slight modifications to obtain our no-
tification sample. The modifications include longer DNS
query timeouts (! = 10s) and a slower DNS query rate
(r = 10q/s) to improve the DNS scanning reliability as
well as an additional analysis step to output domains and

their respective misconfiguration issue in a separate ﬁleﬁ

These issues include mismatching fingerprints, where the
fingerprints in the SSHFP record do not match the server’s
actual host keys, and missing DNSSEC, where the domain
does not have DNSSEC configured. After scanning all
26.5M subdomains, we found a slightly higher, but still
low adoption rate of SSHFP records in our German sample
compared to Neef et al. [13] with only 10,462 (0.04%)
subdomains belonging to 1,289 domains setting this record
type (compared to 0.011% for the Tranco 1M and 0.013%
for the CT datasets in [[13]]). The discovery of an SSH server
on the default port (22/tcp) for the host key comparison
succeeded for 3,267 subdomains. Over 50% (1,638) of these
subdomains, which belong to 498 unique domains, have
an insecure configuration, due to mismatching fingerprints
(437 subdomains, 168 domains) or missing DNSSEC (1201
subdomains, 330 domains). Interestingly, we not only see a
slightly higher SSHFP adoption rate in our German sample,
but also less misconfiguration compared to the international
sample in Neef et al. [13])). Figure [7/in Appendix [E] provides
a visualization of the statistics.

5. We queried the .de TLD’s DNS servers for a first-level domain’s
authoritative nameservers. If we received a non-empty set, we assumed the
domain to be valid and active.

6. A repository with code and data is available at [52].

For our study, we decided to notify domain owners about
the misconfiguration, as we assumed they would have the
authority to change SSHFP records for the misconfigured
(sub-)domains. In order to identify the contact information
in the form of email addresses of the affected domain own-
ers, we first mapped subdomains to their respective domains
and grouped them, e.g., when different subdomains or even
domains displayed the same content and, thus, obviously
belonged to the same domain owner. One challenge that we
encountered was when different subdomains of a domain
hosted individual websites with distinct contact information,
as was the case for universities, where some departments
had their own websites with their own imprints. In such
cases, we treated the subdomains as separate cases since the
notification would be addressed to — and likely be processed
by — different individuals.

We deliberately chose email as the only notification
channel for our experiment. The main reason for this choice
is that none of the previous studies have proposed a feasible
alternative for large-scale notification campaigns [[18]]-[20].
All studies criticize the fact that letters [[18]], [19]] or phone
calls [20] are too inefficient and that the enormous amount
of time and money spent on alternative contact channels
is disproportionately high compared to the (small) increase
in remediation. We also deliberately decided against social
media [20] as a notification channel as this seems not to be
an appropriate way for researchers to contact domain owners
about a misconfiguration.

Contact information, i.e. the email addresses and names
of domain owners, were collected by manually visiting
the imprint or the contact information page from a do-
main’s website, as in [43]], [53]]. We collected the email
addresses given for the persons being responsible for the
website (i.e., usually the person being named in the first
paragraph as, e.g., “service provider”, “responsible person”,
or “operator”). If the email contact of a webmaster was
given, we used theirs. If we were unable to retrieve this



information or there was no website presen we used the
standard address hostmaster@<domain> (for example,
hostmaster@example.com) for DNS related requests
as specified in RFC 2142 [54].

We also checked all misconfigured domains for security-
related contact information in security.txt [55]. As its adop-
tion is generally limited especially for less popular web-
sites [56]], this approach only revealed useful contacts for
nine domains in our sample (9/498:1.8%ﬂ To avoid adding
further variables to our study design, we only used the email
addresses we manually retrieved by visiting the imprint
of each website or generated according to RFC 2142 to
keep the study’s design similar to related work (e.g., [25],
[53]]). In total, we identified email addresses for 518 cases
(304 manually collected, 214 generic), which formed our
notification sample and which we notified about the mis-
configuration.

4.2. Study Design Notification Experiment

To evaluate effects and interaction effects of sender
and tool support, we designed a 2 x 3 randomized con-
trolled notification experiment. We defined two individ-
ual researchers from the computer science departments of
two different universities in Germany as senders. Both
senders used their institutional email address using their
names and their institution’s abbreviation as sender identity
([firstname.] lastname@<domain>ﬂ). Since we did
not have direct control over outgoing mail servers’ config-
uration, we contacted our universities’ IT departments. We
were assured that both mail servers are configured similarly
and to the state-of-art best practices (i.e., SPF, DKIM,
DMARC) to maximize email acceptance and minimize the
risk of our notifications being marked as SPAM. We send
out the emails at a slow rate and as Ul’s and U2’s email
servers are supposed to handle large volumes of incoming
and outgoing emails in short times, we did not expect our
notifications to be blocked.

With respect to the content of the notification, we used
best practices provided in [43]], [57]], e.g., using a per-
sonal salutation, clearly stating our motivation, providing
detailed information, pointing out possible consequences if
the misconfiguration is not remediated, and providing the
senders’ names, affiliations, and further contact information
(see Section [C.1] Figure [6] for the notification text).

To answer [RQ 1] and [RQ 2] we designed three
different notification types: text_only, tool_same,
tool_diff (see Figure [3). The text_only condition
contained only the text described above. The tool_same
and tool_diff conditions additionally contained a link to

7. Note, that some (sub-)domains were not used as a webserver but, e.g.,
as a mailserver, so it was not unusual that a domain had no or an empty
website.

8. We requested both, “/security.txt” and *“/.well-known/security.txt” over
“https://” in accordance with RFC 9116 [55]. Returned pages were checked
for (email) contact details in “Contact:” as per RFC 9116. See [52]] for more
information.

9. Ul only uses the lastname, whereas U2 uses firstname.lastname

the self-test tool (STT; see Section [.3)). In total, we defined
six groups for our experiment (see “notification sample”-box
in Figure [3):

o Two groups that received the email with the textual ex-
planation but without a link to the STT (text_only
Ul, text_only U2).

o Two groups that received the email with the textual
explanation including a link to the STT hosted by the
sender’s institution (tocol_same Ul, with link to STT
hosted at Ul; tool_same U2 with link to STT hosted
at U2).

e And two groups which received the email with the
textual explanation, including a link to the STT hosted
by the other sender’s institution (tool_diff Ul, with
link to STT hosted at U2; tool_diff U2, with link
to STT hosted at Ul).

The domains were evenly distributed randomly to one of the
six groups (see Figure [3). Table 2] in Section [C.2] contains
the final numbers of domains in each group.

We used the MailMerge Add-o in Thunderbird to
prepare the emails for sending. We used the option to save
the personalized email as draft, in order to check each email
for correctness and to not trigger SPAM or other filters by
sending them in bulk. Both authors sent out their share of
518 notifications each between 12.30 and 1 pm on March 6,
2024. Since the emails were sent out manually, this process
took approximately 30 minutes per sender (on average <
9 emails/minute). Three weeks later, on March 26, 2024,
between 5.30 and 6 pm a reminder was sent using the same
process to those domain owners who had not remediated the
misconfiguration or had not answered our initial email yet
(see Appendix [C.I] Figure [6] for the reminder notification
text). We monitored the domains for another two and a half
weeks, until April 12, 2024 to detect delayed remediation
(for more details on the monitoring, see Section @

4.3. Self-Test Tool (STT)

In order to provide affected domain owners with the
ability to verify the problem we described, and check
whether their changes to the configuration were successful,
we implemented a web-based self-test tool (STTE similar
to [19], [25]. Our STT implements the same validation
checks and uses the exact same code as our initial analysis
script (see Section [4.1). To make the script’s output more
user-friendly, we displayed the results in a structured way,
using different colors to indicate whether a configuration is
correct or not, in addition to the scan results (see Figure E]
in Appendix [B).

Two identical instances of the STT were made avail-
able at subdomains of the websites of Ul and U2,
e.g. ssh-security-check.<domain>. When access-
ing the respective website, it first showed the FAQ page,
where we provided answers to 16 questions addressing the

10. https://addons.thunderbird.net/thunderbird/addon/mail-merge/
11. The links will be added in the final version. The code is available
in [52].



domain owners’ potential concerns, describing our motiva-
tion, providing contact details, and recommending remedia-
tion steps. The first FAQ entry guided the domain owner to
a subpage with the STT. To avoid malicious or unintended
use, the STT could only be used if a valid token was
entere We generated a random alphanumeric 8-character
token for each notified domain owner in the tool_same
and tool_diff groups. Each website owner could, thus,
only check the (sub-)domains that belonged to the respective
token. If the token was incorrect or did not match the
(sub-)domain that was entered, no scan was performed by
the STT. The website was made available in German and
English to mitigate respective language barriers. We did
neither publicly advertise the website nor the STT.

4.4. Data Analysis

Periodic Scans. To identify when an insecure configuration
was remediated, we set up continuous monitoring through-
out the evaluation period of 37 days (~ 5 weeks). Every
six hours (at 00, 06, 12, and 18 o’clock), all (sub-)domains
belonging to the notified individuals were checked automat-
ically using the scanning tool described in Section The
resulting data was then used for the statistical analysis.

Statistical Analysis. For our study, we defined two inde-
pendent variables (sender and tool support) with the sender
having two nominal characteristics (Ul and U2), and tool
support having three nominal characteristics (text_only,
tool_same, tool_diff), which resulted in total in six
characteristics when assessing interaction effects (see Fig-
ure : text_only Ul, text_only U2, tool_same
Ul, tool_same U2, tool_diff Ul, tool_diff U2.
As described in Section 4.2 we controlled these variables by
evenly distributing the domains to the treatment groups. Our
dependent variable was remediation (i.e., the correction of
the configuration), which we measured a continuous variable
(time until remediation) and as dichotomous variable (status
at the end of the study period).

We analyzed the differences between the treatment
groups (RQ 1), with a single-factor ANOVA (days until
remediation as dependent variable) and a y?-test (status as
dependent variable). We used two-factor ANOVA (days until
remediation as dependent variable) to identify interaction
effects between the institution hosting the tool and the
sender of the notification (RQ_2). Furthermore, we used
survival analysis to analyze the remediation behavior over
time similar to several previous studies in the context of
notifications experiments [17], [19], [23]], [24]], [26]], [28]].

To determine the necessary sample size for our statistics,
we used an a priori power analysis ['°} Since no effect sizes
were reported in related work, we assumed a medium effect
for all tests (f = .25, resp. w = 0.3). Assuming a medium

12. A similar approach was used by Cetin et al. [25].

13. Note that our sample size was naturally determined by the number of
misconfigured domains we were able to detect and, in the end, even more
restricted by our exclusion criteria. Nevertheless, we think an a priori power
analysis was helpful to properly discuss possible limitations of our results.

effect size is common practice when calculating sample
sizes. While assuming a medium effect, might leave studies
with the risk of being underpowered, one could argue that
assuming a low effect size without good reason could raise
the question why an investigation, i.e., the notification in
our case, would even be necessary if it is assumed to be
only little effective.

The results of the a priori power analysis with G*Power
showed that a sample size of 324 notifications is rec-
ommended for single-factor ANOVA with six groups. A
sample size of 220 notifications is recommended for y2-
test. For two-factor ANOVA that we used to determine
interaction effects between the sender and the institution
providing the STT we calculated a total sample size of 400
notifications. We could not calculate the sample size for the
survival analysis with G*Power. Since survival analysis is
based on Cox regression as a semi-parametric model, we
determined the sample size based on logistic regression.
Following Bujang et al. [58]] we determined that we require
n = 100+50-#independent variables = 100+50-6 = 400
notifications. Our sample was supposed to exceed all these
thresholds (n = 518 notifications sent). However, since 132
emails were not delivered and 36 notifications needed to be
deleted, our analysis sample only included 350 notifications.
All statistical tests were conducted using an alpha level of
.05, and post-hoc Holm-Bonferroni correction was applied
to counter alpha error cumulation where necessary.

Thematic Analysis of Responses. Finally, we used thematic
content analysis to answer [RQ 3| and [RQ 4] We received
52 responses from the 518 domain owners we notified. We
excluded two answers, one who explicitly asked that their
data should be excluded, and one who answered to both
senders (we discuss this in Section [6.3). For the thematic
analysis, we manually removed all personally identifiable
information, and only analyzed the anonymized texts.

We used a codebook proposed by Stover et al. [44].
While their codebook refers to “web operators”, we could
easily transfer the codes so that they fit our purpose, e.g.,
by slightly modifying the original wording (e.g., we ex-
changed “reasons for lack of AIP” with “reasons for lack
of remediation”), and adding detailed explanations. We also
added codes for sentiment analysis (i.e., fone and content)
to compare the responses we received to other notification
experiments (e.g., [19], [42]). We discussed our codes with
the authors of [44]] to make sure our adapted codebook is
still comparable to the original one.

To assure inter-rater reliability (IRR), calculated using
Cohen’s Kappa, two coders manually coded 8% of the
material together. They then met, discussed ambiguities, and
refined the codebook. Again, 4% of the material was coded
together. Cohen’s Kappa was then calculated, reaching an
IRR above 0.7 (x = 0.74). This was deemed sufficient, so
the rest of the material was coded manually by one of the
coders (see Appendix for our codebook).



4.5. Ethical Considerations

While designing our study, we carefully considered the
important lessons learned from previous notification exper-
iments. For example, we decided to use a misconfiguration
as the basis for our notification, which does neither represent
an immediate threat nor introduces a vulnerability, as used
by other studies, e.g., [59]. Additionally, to the best of our
knowledge, the reported misconfiguration does not entail
any legal consequences or legal obligations for the domain
owners so that we could sidestep potential drawbacks of
fear, anxiety, anger, or mistrust among affected individuals,
as reported by [60].

Reminder notifications could also increase mental over-
load, as discussed in [17]. However, since Maass et al. [19]]
could prove the effectiveness of reminder notifications, we
decided to send one reminder notification, but only con-
tacted those domain owners again who did not respond or
remediate three weeks after our initial notification.

The notification included our contact details, and the
information that the notification is part of a combined re-
search project from Ul and U2. For those receiving the link
to the STT, the corresponding website included an extensive
FAQ answering potential questions the domain owners might
have about our study [ﬂ Thus, no deception occurred, and
we provided sufficient information that the email was sent
as part of a research project. The domain owners could opt-
out of any follow-up communication or data processing at
any time if they answered one of our notification emails.
The opt-out was requested and honored in one case, which
is in contrast to the many positive responses as discussed in
Section 5.2

To the best of our knowledge, we followed the Guide-
lines for Safeguarding Good Research Practice and further
guidelines issued by the ethics commission of Ul and U2
to ensure that our study does not pose any potential harm
or risk to the domain owners. Note that according to U2,
our study was exempted from ethics oversight, and for Ul
our study design did not require IRB approval.

5. Results

5.1. Results of the Notification Experiment

Our notification sample contained in total 518 domain
owners that we notified. For our analysis we needed to
exclude 132 cases where the email notification was not
delivered (118 hostmaster@<domain>, 14 manually
collected), one domain where the domain owner asked to
be excluded, and 35 domains that we learned during the
notification process belong to the same domain owner, al-
though having different contact information in the imprints.
Thus, our analysis sample contained 350 notifications.

We created two datasets with two subsets each based on
different interpretations of remediation: DS—1 is based on

14. Link to STT hosted at U2: https://ssh-security-check.aifb.kit.edu. The
code is available in [52].

the domain-level, where each domain was treated as one case
if all subdomains showed the same remediation behavior.
We excluded all domains where the remediation behavior
differed for individual subdomains. This dataset is closest to
our notification sample and reflects remediation without any
interpretation, based only on the scan results. DS—2 is based
on subdomain-level, where we treated those subdomains as
one case that showed the same remediation behavior. This
means that for some domains we then had several cases. This
dataset reflects the researcher’s interpretation that domain
owners made individual decisions on a subdomain basis,
i.e., implies that our notification is effective even if the
configuration has not changed for the whole domain but
only for certain subdomains.
From both datasets we created two subsets:

e DS-1-RT (n = 302) and DS-2-RT (n = 338) to
analyze remediation over time (RT). In this subset,
domains with periodic scan error for more than four
consecutive data points (i.e., when a whole day’s data
was missing during the 37 days observation period)
were excluded to ensure a coherent survival analysis.

e DS-1-RS (n = 318) and DS-2-RS (n = 348) to
analyze the final remediation status (RS) at the end
of the study period. For this dataset, only domains
with four consecutive errors in the last four data points
(i.e., no data on the last day of the study period) were
excluded, but not the ones having scan errors during
the observation period.

Remediation Rates. The average remediation rate for our
notification experiment was 26.0% for DS-1 (76/302 =
25,2% remediated in DS—-1-RT, 86/318 = 27.0% remedi-
ated in DS—-1-RS), and 29.0% for DS—-2 (97/338 = 28,7%
remediated in DS—-2-RT, 101/348 = 29.0% remediated in
DS-2-RS), meaning that at least 70% of the domains in
our sample did not change their configuration based on our
notification. The mean remediation time ranged between
96.95 scans (tool_diff Ul, approximately 24 days) and
131.15 scans (text_only U2, approximately 33 days) for
DS-1, and 96.76 scans (tool_diff Ul, approximately 24
days) and 131.19 scans (text_only U2, approximately 33
days) for DS-2.

Not surprisingly, we found a significant difference be-
tween the notification types mismatching fingerprints and
missing DNSSEC in remediation status (x?(1) = 19.72,p <
.001,¢ = 0.25 (DS-1-RS); x*(1) = 16.95,p < .001,¢ =
0.22 (DS-2-RS), and days until remediation (¢(169.97) =
—4.71,p < .001,d = —0.62 (DS-1-RT); ¢(183.65) =
—4.59,p < .001,d = —0.58 (DS-2-RT)), with mismatching
fingerprints being remediated more often and in a shorter
period of time. This supports that missing DNSSEC was
eventually more complex to remediate, as it requires more
configuration and coordination effort (see Section [2). How-
ever, we have to consider that around 46% of websites in
the missing DNSSC sample are hosted at a DNS provider

15. See Section for an explanation.



TABLE 1: Statistical analysis of the different datasets according to our research questions and the statistical tests used.

Time to Remediation

Status of Remediation

DS-1-RT | DS-2-RT DS-1-RS | DS-2-RS
stat.  dfl df2 p n?  stat.  dfl df2 p n?  stat. df p @ stat. df p ®
sender 279 1 300 096 - 217 1 33571 142 - 1.85 1 174 - 194 1 164 -
tool vs. no tool  3.34 1 240.05 .069 - 376 1 25252 053 - 1.77 1 184 - 1.71 1 190 -
tool detail 342 2 198.85 .035 .025 362 2 22237 .028 .023 625 2 044 14 549 2 064 -
tool x sender 207 5 296 070 - 218 5 332 056 - - - - - - - - -
We only saw a significance in tool support (text_only vs.
10 10 tool_same vs. tool_diff). Thus, we cannot prove that
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Figure 4: Kaplan Meier curves for tool support

(Hetzner) that does not offer DNSSEC as confirmed by their
customer support, which introduces a huge sample bias.

Tool Support. While we could neither iden-
tify significant effects between the two senders (U2 vs.
Ul), or when considering tool support in general (tool
vs. text_only), we found significant differences when
looking at the groups in more detail (text_only vs.
tool_same vs. tool_diff, see Table [I] for the statis-
tics). However, all tests had only small effect sizes: 1% = .025
(DS-1-RT), n? = .023 (DS-2-RT), ¢ = .14 (DS-1-R9).
Post-hoc analysis showed that significant differences ex-
ist between the groups text_only and tool_diff
p = .032 (DS-1-RT), p = .025 (DS-2-RT), and more
specifically between text_only U2 and tool_diff Ul,
p = .026 (DS-1-RT), p = .022 (DS-2-RT) (see Table [3|
in Appendix [D] for all results), and applying the Holm-
Bonferroni correction confirmed these findings. Survival
Analysis confirmed that significant differences exist between
the survival distributions for text_only, tool_same,
and tool_diff, x2(2) = 7.68,p = .022 (DS-1-RT) and
x%(2) = 8.34,p = .015 (DS—2-RT) (see Figure [4| for the
survival functions). Thus, tool support seems to have no
effect in general when we compare our text_only con-
dition to both groups that received the link to the STT. How-
ever, we see that the tool_diff group (the group where
the sender of the notification was different to the institution
hosting the STT) has a significantly higher remediation than
the text_only group. Specifically significant differences
exist between text_only U2 and tool_diff Ul.

Interaction Effects. For our datasets, neither the
main model nor the main effect for the sender or the inter-
action between the sender and tool support was significant.

remediation is affected by whether the self-test tool is hosted
at the same or a different institution. Nevertheless, we can
confirm that text_only U2 vs. tool_diff Ul differ
significantly with respect to the time to remediation, which
is not affected by any interaction effect between sender and
tool support.

5.2. Results of the Thematic Analysis

As we only coded unsolicited answers, we could not
apply all codes from our codebook. We mainly coded the
reasons for the lack of remediation, approaches, challenges,
tone, and content. We further considered “incorrect technical
implementation” as a separate theme, not a code for the
theme “Reasons for lack of remediation”. We analyzed in
total n = 50 email responses (16 to Ul and 16 to U2, total-
ing 32 for our initial email; 10 to Ul and 8 to U2, totaling
18 for our reminder email). Appendix Table [] provides
a complete overview of all codes and code frequencies.

Incorrect Technical Implementation. With respect to the
theme “incorrect technical implementation”, most of the
respondents confirmed that either fingerprints did not match
(18 responses) or DNSSEC was missing (15 responses).
Nine domain owners explained that the implementation is
correct for their use case (although the analysis tool reports
a misconfiguration), and three domain owners explained that
the entries are outdated and no longer used. Two reported
incomplete deletion (they forgot to delete old, unused DNS
entries), and two domain owners could not identify the
problem. One response only stated that our notification was
internally forwarded without commenting on the incorrect
implementation.

Reasons for Lack of Remediation. Within this category,
most responses provided several reasons for lack of remedi-
ation. We coded lack of awareness in 16 responses stating
that the problem is not an issue for the respective domain
owners. Lack of awareness for our study meant that for some
of the domain owners the misconfiguration was not seen as
a critical security issue. Deliberate lack of maintenance was
coded for nine responses. Domain owners explained that the
website is not used anymore (three responses), the website
has no priority (two responses), the DNS entries were out-
dated (one response), DNSSEC seems problematic and not
useful (one response) or has no priority (one response), or



the misconfiguration is probably not a problem since SSH
server authentication via password is deactivated in general
(one response).

Finally, for one response we additionally coded reliance
on others as the domain owner stated that they had adopted
the default configuration in good faith that this was correct.
Most interestingly, we also found that seven domain owners
had no chance to solve the issue since the problem lies with
their external service provider.

Approaches and Challenges. We could see that as a re-
sults of our notification most of the domain owners who
responded changed (eight responses) their configuration,
delegated the implementation of changes (four responses),
or planned to change their configuration (ten responses).
Seven reported that they do not have the possibility to
make changes as DNSSEC is not supported by their hosting
provider. Only less than half of the responses (19 responses)
mention challenges, mainly lack of time (eight responses) or
lack of care, i.e., the domain is not part of the daily business
(one response), as well as dependencies or slow processes
in organizations, i.e., other entities were needed for re-
mediation (four responses), or the coordination with other
stakeholders is complex (one response). Two mentioned that
they forgot to delete old DNS entries, which was also coded
as a lack of resources, and one mentioned that they are
not sure if the old domains might be needed again so they
did not change the configuration. Furthermore, two domain
owners reported problems within their configuration: One
was not able to reproduce the problem, and one mentioned
that a wrong automatism created the DNS entries, which
had never been updated since. We could not identify lack
of technical knowledge as a frequently named challenge as
it was only mentioned once.

Sentiment Analysis. The responses we received were over-
whelmingly friendly (23 responses) or thankful (13 re-
sponses), and the domain owners were keen to provide fur-
ther information or explanations (23 responses), or wanted to
learn more about our research, e.g., about our methodology,
motivation, or threat model (ten responses). Two responses
provided suggestions for improvements: One recommended
writing different notifications for the two scenarios we de-
scribed (mismatching fingerprints and missing DNSSEC).
The other recommended reporting (sub)domains grouped
by CNAME:s in order to reduce the number of subdomains
reported to the same domain owner.

We received eight responses that were rather neutral,
even if the domain owner did not agree with our findings
(two responses). Three domain owners wrote explanations,
two gave feedback to our notification, and one asked a
question. We only identified four responses in which the
domain owners were rather annoyed about our notification.
In three of these four responses, the domain owners dis-
agreed with our findings; in one of the four responses,
the domain owner raised questions about our motivation
and methodology implying disagreement while not directly
mentioning it.

6. Discussion

6.1. RQ 1] & [RQ 2: Tool Support

Cetin et al. [25] have shown that tool support has no
effect compared to text-only notifications, and Maass et
al. [18], [19] have shown that providing tool support did
not in general increase remediation significantly. However,
remediation was successful for more than 90% of the re-
cipients who used the tool [18]]. Thus, providing a self-test
tool seems recommended [[16]—[19], [25], [43]]. Therefore,
we used parametric (ANOVA) and non-parametric (y2-test)
methods to see whether linking to a website with a STT can
increase remediation significantly. Interestingly, our results
were not as clear as in previous studies. While there were no
significant effects for the text_only vs. tool condition,
we found that the text_only condition from U2 was
significantly less effective than the notification sent from
U1 with a link to the tool hosted at U2.

We tested interaction effects between the sender and the
institution providing the tool, to check if we could find
an explanation for the difference. We could not identify
interaction effects, but prove that only the main effect for
tool support is significant. However, the effect size is very
small, so we came to the conclusion that tool support might
have an effect when the tool is hosted by an institution
that is different than the sender. Furthermore, we found
it interesting that the combination TU Berlin as sender,
which by name can be associated with a university, and tool
linked to the Karlsruhe Institute of Technology, which is not
immediately identifiable as university, was most effective.

We have to leave it to future work to investigate the
effect of tool support in more detail. We assume that differ-
ences could be detected with a larger sample, as our analysis
only identified small effect sizes < 0.1, while we calculated
our sample size based on medium effect sizes. Since in
our study the tool_diff condition was most effective,
it would especially be interesting to analyze if differences
are more obvious when sender and hoster have different
affiliations, and the institution hosting the tool is not clearly
identifiable as a university (e.g., university sender, but STT
provided by a company). However, until further results are
available, it does not seem to be a huge disadvantage if
no tool support can be provided for a specific notification
campaign.

6.2. RQ 3] & [RQ 4 Responses and Remediation
Behavior

While we measured remediation as the correction of the
misconfigured SSHFP records and activation of DNSSEC,
we learned from the response and our analysis that not all
domain owners remediated as we anticipated. Instead, some
domain owners removed the (incorrect) SSHFP records of
affected (sub)domains. While, e.g., removal of subdomains
made the STT stop reporting an issue (since no SSHFP
records could be analyzed), it leads to users facing SSH’s



default behavior of manual HKV, which may pose some
risks as described in section 2] However, we can assume
that action was taken based on our notification, making our
notification campaign effective, although the misconfigura-
tion was not fully addressed.

Further, we learned from the response emails we got that
our remediation rate was also influenced by individual con-
figurations the domain owners made. From the responses, 16
out of 50 domain owners explicitly stated that they would
not make any changes because their configuration is other-
wise secure or made on purpose (i.e., multiple SSH servers
on different ports), which leads to lower remediation rates
although our notification was read and processed — meaning
the goal of our notification campaign, raising awareness for
possibly insecure SSHFP configurations, was met.

We also learned that some domain owners did not even
have a chance to remediate by enabling DNSSEC, because
their DNS hosting provider has not implemented the possi-
bility to use DNSSEC at all. We approached this particular
provider with our findings, but they informed us that the
implementation is not planned in the near future, because
enabling DNSSEC for their customers would take a lot of
time and personnel. At the same time, demand is, at least
in Germany, too low for this to be planned at the moment.
However, they will monitor demand for this feature and the
general market situation on an ongoing basis.

Overall, we saw that domain owners drew very dis-
tinct decisions based on our notification. This also means
that while we planned to measure the effectiveness of our
notification campaign by analyzing remediation based on
our scan results, like in previous notification studies, we
found that this method does not represent our findings
properly. Non-remediation, even if the domain owners had
valid reasons not to do so, would imply that our notifications
were ineffective when, in fact, we successfully reached the
domain owners.

As already discussed in Cetin et al. [25]], a low reme-
diation rate might have several reasons researchers don’t
know about, and only the interpretation of scan results might
not sufficiently reflect the effectiveness of a notification
campaign. Li et al. [17] or Zeng et al. [24]], e.g., found that
domain owners draw decisions based on individual cost-
benefit analysis, which results in leaving some services vul-
nerable or disagreeing with the researcher’s risk assessment.
Durumeric et al. [[I14] found that missing possibilities to
remediate, e.g., no server access, were reasons for low reme-
diation rates. Further, Stover et al. [44]] found that within the
notification campaign of [[19], ambiguous responsibilities in
organizations impacted the lack of remediation, while lack
of resources (e.g., time) or slow organizational processes
delayed or hindered remediation.

Thus, we argue that non-remediation does not automati-
cally mean the notification was not received, not processed,
or the recipients lack awareness or technical knowledge.
Instead, it is very likely that in some cases the notifications
are processed differently than expected by the researchers,
which, in turn, does not make the notification campaign
ineffective. This could also be the reason why previous

notification experiments have rarely found significant effects
with respect to the sender, tool support, or framings —
even if surveys with website owners have shown that this
should have an effect [14]], [17], [19], [20], [24], [25]. We
recommend that future notification studies should pay more
attention to this, and always consider individual decisions
when reporting remediation rates, e.g., by including qual-
itative research. Furthermore, identifying reasons for non-
remediation at a larger scale could help derive patterns and
create customized notifications for different user groups.

6.3. Limitations and Future Work

Internal Validity. Several factors might influence the in-
ternal validity of our results. We observed delivery issues,
particularly with the generic hostmaster@<domain>
email addresses (118 out of 214 bounced), which primarily
impacted the sample size. Reasons for delivery failures for
manually collected email addresses (4.6%) can be human
errors while retrieving the information, poorly maintained
contact information, network issues, or misconfiguration of
receiving mail servers. We see that these numbers are in
line with related work that also retrieved contact addresses
manually [18]], [[19].

During our analysis, we noticed that several (sub-) do-
mains had CNAME records configured, which delegated the
resolution of SSHFP entries to a referenced domain. This
is not an issue if the second-level domains are identical to
the CNAME records (similar to the example in Figure [2| in
Appendix [A), since the domain owner remains in control.
Howeyver, if the referenced second-level domain is different
from the analyzed one, the notified domain owners can only
remediate the misconfiguration by removing the subdomain
or contacting the operator of the referenced domain, as they
cannot change records of a domain not under their control.
We addressed this issue by excluding those (sub-)domains
from our analysis, where we had definite proof that one
domain owner took care of several domains in our sample
to avoid biases in our analysis.

Besides CNAME:s, further (sub-) domains might be op-
erated by or related to several domain owners we notified.
Those domains where we had clear indicators that they were
connected to each other or operated by one and the same
domain owner were assigned to the same group before we
sent our notifications. However, we cannot be entirely sure
that domain owners received notifications for more than one
group if a domain owner operates several (sub-) domains but
does not appear as a contact in the imprint.

One factor limiting the amount of results was network
timeouts, caused by the way the analysis tool of Neef
et al. [[13]] retrieves the server-side SSH public keys. We
observed that for certain domains, which all resolved to
the same IP address, no connection to the corresponding
SSH server could be established after a certain number
of initially successful connections. We believe that these
systems limited the number of connections originating from
a single IP address at some point. While such network-
based mitigations are out of our control, we reduced the



impact by slowing down the scanning rate and running the
scan multiple times per day. Furthermore, we subsequently
excluded domains with periodic scan errors for more than
four consecutive data points (i.e., a whole day) from our
analysis to prohibit bias in our survival analysis.

External Validity. Our domain sample is exclusively fo-
cused on German domains, risking that the generalization of
our results is limited in terms of language and cultural di-
versity. However, we deliberately decided against extending
our study to other countries. According to Maass et al. [19]
tailoring notifications to only one country has the advantage
that notifications are better comprehended, and trust in the
notification is higher as names of organizations involved are
better recognized. Additionally, we would have encountered
difficulties in obtaining accurate contact information, as
other countries may not require domain owners to provide
contact details in an imprint.

Due to domains being excluded, we did not reach the
calculated sample size for the single-factor ANOVA for DS-
1-RT, the two-factor ANOVA, and the Survival Analysis.
This introduces the risk of the affected tests being under-
powered, potentially leading to a type II error. Please note
that besides the single-factor ANOVA for DS-1-RT, the two-
factor ANOVA, and the Survival Analysis, all other tests
had a sufficient sample size. Furthermore, both, single factor
ANOVA for DS-1-RT and Survival Analysis, also showed
significant results for tool support, indicating that our tests
were able to detect significant differences. Thus, we are
confident that the reduced sample size did not affect the
adequacy of our statistical analysis.

Lastly, it might be that the two senders are not as
distinguishable as we assumed. Recipients unfamiliar with
the universities may not have associated the same differ-
ences with the names, but instead perceived both senders
as originating from the same domain. This could have
weakened the interaction effect between tool support and
sender. Investigating interaction effect in future work seems
promising, as, we identified weak significant differences
between text_only U2 vs. tool_diff Ul.

We recommend addressing the limitations mentioned
above in future work by increasing the sample size, ex-
tending our study design to other countries, and test the
interaction effect between sender and tool support for dif-
ferent senders — as described in Section [ - to see if similar
results can be observed.

We also acknowledge that the misconfiguration we iden-
tified is rather niche, and our sample likely consists mainly
of tech-savvy domain owners. We could not derive any
limitations to our study results from this, but future work
will need to take this into account when comparing to our
work.

7. Conclusion

By conducting a 2 x 3 randomized controlled notification
experiment, our study is the first that aims to raise aware-
ness among domain owners about the risks and existence

of SSHFP misconfigurations, specifically mismatching host
key fingerprints between the DNS and the SSH server, and
missing DNSSEC, that were found prevalent in [[12], [13].
Within our notification campaign, we notified 518 domain
owners via email and measured the effect of sender and tool
support to complement previous findings by adding further
evidence if — and if so how — tool support has an impact
on remediation. Most importantly, our study is the first to
investigate possible interaction effects between the sender
of the notification and the institution hosting the tool.

With respect to our research questions, we found that the
effect of tool support needs further investigation. While we
could not identify a significant effect of tool support vs. text-
only notifications, we found that text-only notifications sent
out by U2 were significantly less effective than notifications
sent out by Ul with a link to the tool hosted at U2. This
raises the question of whether a combination in which the
sender of the notification and the institution hosting the tool
are clearly different (e.g., sender with a university affiliation
and tool support provided by the national CERT or the
hosting provider) increases the effects we found.

While only around 30.0% of domain owners remediated
the misconfiguration after our notification, we learned from
the thematic analysis of the responses we received that low
remediation rates do not automatically represent a lack of
awareness or lack of technical knowledge among the domain
owners. Instead, we found that our notification triggered
several responses in which domain owners explained their
situation, leading us to conclude that a low remediation
rate does not necessarily make a notification campaign
ineffective if raising awareness for a certain issue is the
main priority. Future work should take into account that
domain owners might apply individual cost-benefit analyses
or face different challenges, like a missing server access or a
contractor who does not provide the required infrastructure.
Thus, results of notification campaigns should be discussed
accordingly, and preferably always take qualitative data like
responses from domain owners, surveys or interviews into
account.

Code and Data

All code and data (as far as permissible by GDPR) are
made publicly available following the FAIR principles to
allow reproduction. The repository with code (e.g., analysis
tool) and data (e.g., website data for the STT) is available at
https://github.com/gehaxelt/SSHFP-Notification-Study- AE.
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Appendix A.
HKYV prompt, SSHFP example, and relation-
ship

Listing [T shows the HKV prompt by the OpenSSH client

upon the first connection to a yet unknown server. Listing
[2] displays an example SSHFP DNS record.

Listing 1: Host Key Verifcation prompt shown by the
OpenSSH client upon the first connection to a SSH server.

The authenticity of host ’ssh.example.com
(192.168.0.1)° can’t be established.

ED25519 key fingerprint is SHA256:Mz3TPMNH6gwbYF/
rJqcBtvqYhsNfPD+wfpgYkgmqV2o.

This key is not known by any other names.

Are you sure you want to continue connecting (yes/
no/[ fingerprint])?

Listing 2: Example of an SSHFP resource record

$> dig SSHFP sshfp.example.com +short
4 2 B6D16BEFB9F8B306E18593791C8E8188
C69E665DF835D0438EF85D832E22DBDB

Appendix B.
Self-Test Tool

Figure[5|shows a screenshot of the page with the analysis
results that was shown after the domain owner successfully
checked their domain in the STT.

Self-test-Tool

se the tool o check the misconia
eyscan, dig, dev).

art of the research projectof the and
t DN and SsH server and checs

Results for ~

Test Result Description

DNSSEC Support ‘SSHEP records ely on asecure ranspart over DNS, DNSSEC quarantees authenficty and thus should be used,

DNS SSHFP records SSHFP records prsable s aion.

va servers

Server 852155021

foundinthe DNS.

Analysis Details -

Figure 5: Screenshot of the results shown to the domain
owners using the STT.

Appendix C.
Notifications

C.1. Notification text

The notification email template (see Figure [f) was used
in combination with Thunderbird’s Mail Merge extension to

fill the placeholders. The template without link to the STT
(text_only) omits the green paragraph about the self-test
tool. The tool_ same email contained a link to the STT
hosted at the sender’s university, and to the other sender’s
university in tool_diff. For the reminder notification we
added the text displayed in blue.

Greeting {{firstnamel}} {{lastnamel}}.

As part of a research project at {{UNI}}, we are identifying misconfigurations related to your
DNS infrastructure.

We have already contacted you about this or

to inform you If you have

records, ed DNSSEC
a up to your discretion. As part of our study, you will
c o do nothing further. After this reminder email, we

0 you think our email is a mistake? Or are you already aware of the problem? We would greatly

appreciate your feedback in a short reply to this email

Otherwise, here is the information from our first email agair

# What is the issue?
You are using SSHFP DNS records on the following domains to utilize DNS-based HostKey
verification for SSH:

{{subdomain_1}}
{{subdomain_2}}
{{subdomain_3}}
{{subdomain_4}}

In the course of our investigation, we have found that the entries you have set are not
correctly configured. There are two possible scenarios:

1) The HostKey fingerprints in the SSHFP DNS records do not match the actual HostKeys or HostKey
fingerprints of the SSH server.

2) The SSHFP DNS records are not being securely transmitted because DNSSEC is not configured.
# What can happen?

For scenario 1: If the HostKey fingerprints in the DNS and the corresponding SSH server do not
match, the HostKey verification cannot be automatically performed by the SSH program. This means
that the SSH program (e.g., OpenSSH) will prompt the user for manual verification. Manual
verification carries the risk that it may be done incorrectly or not at all.

For scenario 2: DNS is a plaintext protocol that, without DNSSEC, does not provide guarantees
for the authenticity of the transmitted data. The SSHFP standard requires that these DNS records
be securely transmitted (e.g., via DNSSEC). If this is not the case, network-based attackers can
manipulate or remove the transmitted SSHFP records. This means that automated HostKey
verification will fail or may accept manipulated HostKeys from the attacker.

In both scenarios, this could potentially lead to attackers gaining access to your SSH
credentials and thus to your infrastructure.

i can verify
infor

on we identified us
T the

}. You ¢

We recommend that you resolve the issue. You can consult your IT administrator or DNS hosting
provider on how to set the configuration correctly.

Best regards.
{{Sender}}

{{Sender's footer}}

Figure 6: Notification and reminder (blue) notification text
with (green) and without link to STT
C.2. Notification emails

Table [2] shows the sent out emails and bounces per
sender and group.

Appendix D.
Post-hoc analysis tool support

Table [3] shows the post-hoc analysis for differences
between the groups text_only, tool_same, and
tool_diff.

Appendix E.
Domain Sampling

Figure [/| visualizes the domain sampling process.



extracted domains
12.3M domains  |—
36M subdomains

validated domains
7.97M valid domains
26.5 valid subdomains

duplicate
removal & —>
existence check

SSHFP record
existence check

SSHFP-domains
1,289 domains
10,462 subdomains

—misconfiguration

mismatching fingerprints
168 domains

SSHFP 437 subdomains

analysis missing DNSSEC

330 domains
1201 subdomains

Figure 7: Statistics on analyzed (sub)domains and SSHFP misconfigurations.

TABLE 2: Overview of notification emails sent, bounced,

delivered and responses received.

TABLE 4: Frequency of codes applied in the thematic
analysis of the email responses.

Sender  Group | Emails | Bounces | Delivered | Responses Variabl&iEl Code: Frequency
text_only 87 26 61 7 Backgroumﬂ
Ul tool_same 87 21 66 9 - ossional 2. orivater 1 vl 3
tool_diff 85 16 69 1t ownership ) professional: 2, private: 1, vo }mteer.
involvement maintenance operates website with support: 1
> 259 63 196 27 motivation privacy/compliance/security is important: 4
text_only 87 24 63 6 .
Implementation
U2 tool_same 87 22 65 of
tool_diff 85 23 62 10 ingorrect technical implemen- ir:correct i.mp~le]rgel'1tati]on: 18, i'ncorﬁpflete l1lm-
) 259 69 190 25 tation plementation: 13, implementation is for their
use case correct: 9, other: 3
Z ‘ 518 ‘ 132 ‘ 386 ‘ 52 Lack of Remediation

 This also includes one response that was deleted from the analysis.

TABLE 3: Post-hoc Analysis for Differences between the
Groups text_only, tool_same, and tool_diff.

lack of awareness
problem outside of influence

reliance on others’ judge-
ments

not an issue: 16

problem lies with external service provider:
5, other: 2

default settings taken: 1

deliberate lack of mainte-  website has no priority: 2, other: 21
I J | Mean diff Si 95% CI e
ean diff. . ig. o
(Sender)  (Senden) | (1) e Sl om L Approaches
u2 -14.939 10559 718 1 4565  15.77 implementation implement changes themselves: 8, delegate
Ul_same 2911 11.810 1 1 3724 3141 implementation of changes: 4, do not imple-
Ul U2_same -5.018 11.930 998 1 -39.70  29.66 ment changes: 16, other: 13
Ul_diff 19.263 12229 617 1 -16.22 5475 kind of support technical support: 2
U2_diff 6.450 13.004  .996 1 -31.46 4436 support instance study organizer: 2
Ul 14.939 10.559 718 1 -15.77  45.65 Challenges
Ul_same 12.028 10419 857 1 -18.30  42.36
u2 U2_same 9.922 10.554 935 1 -20.82  40.66 lack of resources personal reasons: 8, website is not daily busi-
U1_diff 34.203" 10.891 .26 .041 256  65.84 ness: 1, other: 3
U2_diff 21.389 11755 460 1 -13.03 5581 lack of technical knowledge lack of technical knowledge: 1
Ul 2911 11.810 1 1 3141 3724 problems with code error cannot be found: 1, other: 1
U2 _12.028 10419 857 1 4236 18.30 dependencies and slow pro-  complex coordination with other stakehold-
Ul _same U2 _same 22.107 11.807 1 1 3645 3224 cesses in organizations ers: 1, other entity needed for fix: 4
Ul_diff 22.174 12.109 450 837  -12.98 57.33
U2_diff 9.361 12891 978 1 28.24  46.96 Sentiment Analysis
Ul 5.018 11.930 998 1 229.66  39.70 tone (rather) neutral: 8, (rather) thankful: 13,
U2 -9.922 10.554 935 1 -40.66  20.82 (rather) friendly: 23, (rather) annoyed: 4
U2_same Ul_same 2.107 11.807 1 1 -32.24  36.45 content explanation: 23, dissent: 5, question: 10,
Ul_diff 24.281 12225 357 561  -1122  59.78 feedback: 4, expressing thank: 6
U2_diff 11.467 13.001  .950 1 -26.45  49.39

1 The mean difference is significant at the 0.05 level.

Appendix F.
Thematic Analysis

F.2. Codebook

Table [5] shows the codebook used for the thematic anal-

ysis.

16. For reasons of space we just name the variable in this table. For more
explanation on the definition of the variables and the codes see Table El
Note that we do not report variables here that we did not code.

17. Please note that we did not report on this in the results since we
only identified information on background for six responses. We assume
from the context of the responses that the majority of the domains in our
sample are run in a private context. However, we could not identify clear
indicators for that.

F.1. Frequency of codes applied

Table @] shows the observed frequencies of the different
codes.



TABLE 5:

Codebook with themes, categories, explanation and codes that were used for analysis.

Category (variable)
Theme: Background

Explanation

Codes

ownership (B_1)

involvement development
(B_2)
involvement maintenance
(B_3)

motivation (B_4)

Theme: Implementation

Context of owning the respective domain
Involvement of the domain owner in the development of the website

Involvement of the domain owner in the maintenance of the domain

The motivation of the domain owner to tackle the problem

professional / private / volunteer / other

did not build website / built website with support / built website
without support / other

has domain operated / operates domain with support / runs domain
without support / other

does not care about privacy/security / privacy/security has no high
priority / privacy/compliance/security is important / other

incorrect technical implemen-
tation (R_1)

Theme: Lack of Remediation

An implementation was incorrect which causes the problem

incorrect implementation / incomplete implementation / wrong code
applied by mistake / implementation is for their use case correct /
other

lack of awareness (R_2)

ambiguous
(R_3)
problem outside of influence
(R_4)

reliance on other’s judgments
(R_5)

responsibilities

deliberate lack of maintenance
(R_6)

Theme: Approaches

The domain owner lacks awareness of the problem, either because the
domain owner thinks there is no privacy/security issue or the domain
owner thinks the problem is not existent

The responsibilities for the domain or the problem are not clear, so
nobody took care of the problem

The problem lies outside the influence of the domain owner

The domain owner relied on the expertise of others

The domain has deliberately not been maintained

not an issue / already implemented / other

not aware of responsibility / responsible person not available / other

problem lies with third-party provider / problem lies with external
service provider / other

relied on certification / relied on information of external service
provider / relied on information of friends / default settings taken
/ other

domain has not been maintained for a long time / domain was set up
a long time ago / domain has no priority / domain is currently being
revised or new domain is being created / other

implementation (A_1)

kind of support (A_1-1)

support instance (A_1-2)

Theme: Challenges

Did the domain owner make the changes themselves or with the help
of an external?

[Only if A_1 “implement changes with support” or “delegate imple-
mentation of change”] If the domain owner seeks support what kind
of support is this?

[Only if A_1 “implement changes with support” or “delegate imple-
mentation of change”] What kind of instance does the named support
belong to?

implement changes themselves / implement changes with support /
delegate implementation of changes / do not implement changes /
other

legal support / technical support / other

study organizer / professional IT person / private IT person / domain
provider / hosting provider / other

lack of resources (C_1)

lack of technical knowledge
(C2)

problems with code (C_3)

dependencies and slow process
in organizations (C_4)

Theme: Sentiment Analysis

The lack of resources delays or hinders the remediation of the problem

The lack of technical knowledge delays or hinders the remediation of
the problem

Technical problems exist that delay or hinder the remediation of the
problem?

There are some dependencies or in general slow processes that slow
down the remediation process

personal reasons / domain is not daily business / no money for
professional help / other
difficult to keep up to date / lack of technical knowledge / other

trouble solving the problem / error cannot be found / other
responsible person currently not available / domain is not actively

maintained / complex coordination with other stakeholders / other
entity needed for fix / other

tone (S_1)

content (S_2)

Theme: Feedback

The overall tone of the response email. Only use one code, if there
seem to be contradicting tones (e.g. friendly and annoyed), decide
which one is most prominent.

The content of the response email. If several codes apply, choose the
most pre-dominant one. If several codes apply equally, separate them
with semicolon.

(rather) neutral / (rather) thankful / (rather) friendly / (rather) annoyed
/ (rather) angry / hostile / other

explanation / dissent / question / request for help / feedback / express-
ing thank / complaint / authenticating sender / other

feedback_improvement (F_1)

Theme: Other

Feedback mentioned in the response to improve further notifications. If
several improvements are mentioned, each are separated by semicolon

problem other than described / group several emails / define the
specific problem / include a self-service tool / personalize salutation
/ other

other (OTHER)

Other results that are not in the categories yet, but seem interesting
for the analysis

open
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