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ABSTRACT

The increasing integration of blockchain technology in supply chains has brought about significant
challenges due to the volatility of cryptocurrencies, as it has become an essential aspect of cus-
tomers’ risk considerations. This study addresses the problem of managing supply chain operations
amid such volatility, focusing specifically on pricing, advertising, manufacturer subsidy, and cyber-
security strategies within a manufacturer-retailer framework involving two cryptocurrency-based
retailers that have higher market capitalisation compared to others: Ethereum and Bitcoin. The pro-
posed solution employs game theory — a simultaneous game and two Stackelberg games with either
retailer as the leader - to identify optimal strategies based on the corresponding parameter values.
Accordingly, the study uniquely delivers blockchain-related risks by applying game theory to analyze
the decision variables, providing insights into competitive pricing adjustments and leadership strate-
gies for the cryptocurrency-based retailers under varying volatility levels. Results demonstrate that
retailer pricing strategies must adapt to changes in wholesale prices and to the difference in cryp-
tocurrency volatility. It also identifies crucial subsidy levels for manufacturers and optimal strategies
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for retailers under different volatility conditions to sustain profitability and demand.

1. Introduction

The application of blockchain technology in the dynamic
realm of contemporary business has brought about
a paradigm shift in supply chain visibility, present-
ing unparalleled levels of transparency and security
(Moretto and Macchion 2022). Blockchain-based sup-
ply chains (BSC) have received considerable attention
due to their potential to enhance efficiency and trace-
ability across various industries (Chang and Chen 2020).
Amidst this transformative wave, the intersection of
blockchain and cryptocurrency has facilitated the emer-
gence of new dynamics within the retail sector (Chan
et al. 2020). Retailers, recognising the potential and
widespread acceptance of cryptocurrencies, are adopt-
ing digital currencies such as Ethereum and Bitcoin as
viable payment methods (Harikumar et al. 2022). The
attraction of borderless transactions, reduced transaction
costs, and enhanced security have positioned cryptocur-
rencies as more than just speculative assets but as prac-
tical instruments for facilitating commerce (Corbet et al.
2019).

Nevertheless, achieving seamless transactions within
the cryptocurrency domain is not devoid of its own

challenges (Sabry et al. 2020). The inherent volatility of
cryptocurrencies brings a layer of complexity that retail-
ers have to navigate strategically (Baur and Dimpf{l 2018).
This volatility, distinguished by rapid and unpredictable
price fluctuations, prompts a deeper examination of its
consequences (Panagiotidis, Papapanagiotou, and Sten-
gos 2022).

As cryptocurrencies, notably Ethereum and Bitcoin,
struggle with volatility, retailers find themselves at the
forefront of a unique challenge. The conventional under-
standing that higher volatility leads to diminished pur-
chasing power and decreased demand comes to the fore
(Corbet et al. 2019b). The nuanced exploration of this
volatility effect on demand loss forms a critical ground
of our inquiry as we examine the intricate relationship
between cryptocurrency volatility and its impact on the
supply chain.

In this particular context, the significance of demand
attraction motivators becomes paramount. Retailers are
compelled to use creative and inventive strategies in
response to the potential downturn in demand due to
cryptocurrency volatility. Scholars remark that advertis-
ing, as an effective driver for boosting demand, has great
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Figure 1. Market capitalisation of the 10 top cryptocurrencies from 2021 to 2023.

potential to ensure that retailers can withstand the chal-
lenges posed by volatility and emerge as resilient and
competitive entities within a dynamic market (Jernej and
Kovaci¢ Batista 2018; Sakas et al. 2023). In our study,
game theory is applied to analyze the complex interde-
pendencies of supply chain decision-making.

Numerous scholars and trade journals have docu-
mented how retailers manage cryptocurrency volatility.
Notable examples include Overstock and Shopify’s strate-
gies for accepting cryptocurrency payments (IvyPanda
2024). Overstock.com began accepting Bitcoin in January
2014 to attract tech-savvy customers and pioneer digital
currency adoption. However, the company faced chal-
lenges as Bitcoin’s value fell from $770 to $320 by the end
0f 2014 (Overstock.com 2024). Overstock launched cam-
paigns targeting cryptocurrency enthusiasts, highlight-
ing Bitcoin’s security benefits and offering exclusive deals
(OSTK-2015). Their experience revealed the advantages
and drawbacks of integrating cryptocurrencies, such as
reduced fraud and transaction fees, providing valuable
insights for other companies considering similar strate-
gies (Bradbury 2014; Lo and Wang 2014).

Additionally, our study focuses on two major top-
trend cryptocurrencies, Bitcoin and Ethereum, due to
their significant market presence and contrasting volatil-
ity profiles. Figure 1 presents a comparison of the market
capitalisations for the top 10 cryptocurrencies from 2021
to 2023, highlighting that both Bitcoin and Ethereum
consistently reached the highest market capitalisations
during this period (CoinGecko 2024).

Bitcoin and Ethereum are the leading cryptocurren-
cies by market capitalisation. Bitcoin, created in 2009
by Satoshi Nakamoto, has a market cap of about $1.29
trillion, largely due to its status as the first cryptocur-
rency and its adoption as a store of value (coindesk 2024;
Nakamoto 2008). Ethereum, launched in 2015 by Vita-
lik Buterin, has a market cap of around $550 billion
(Buterin 2013; coindesk 2024). It introduced smart con-
tracts, facilitating decentralised applications and finance,
boosting its market position. The differing volatilities
of Bitcoin and Ethereum make them ideal for studying
the effects of cryptocurrency volatility on retail strategies
(CoinGecko 2024; CoinMarketCap 2024).

Our model delves into the intricate interplay between
a manufacturer and its two cryptocurrency-based retail-
ers, Ethereum and Bitcoin, who, despite offering iden-
tical products and sharing the benefits of cybersecurity
investments, experience divergent paths in the face of
volatility. The Ethereum-based retailer, grappling with
higher volatility, strategically employs advertising and
a partial return policy to mitigate its challenges and
leverage the allure of potential returns. Our research
analyses three different game variants regarding the
information structure: a simultaneous move game that
reflects imperfect information between manufacturer
and retailer (‘Nash-game’) and two sequential games
(‘Stackelberg-games’) which represent asymmetric infor-
mation between the market actors (Bitcoin-Stackelberg-
leader and Ethereum-Stackelberg-leader). The compari-
son of these three variants allows for unravelling optimal



strategies amid fluctuating cryptocurrency values and
encompasses the analysis of crucial decision variables
such as retailer pricing, advertising investments, and
cybersecurity levels, providing a nuanced understanding
of the strategic landscape in blockchain-enabled sup-
ply chains. Accordingly, we formulate research questions
by reviewing the literature on blockchain technology,
cryptocurrency applications, and game theory. We iden-
tified gaps in understanding the impact of cryptocur-
rency volatility on retailer pricing, manufacturer sub-
sidies, and strategy. Our questions aim to explore the
interplay between advertising, return policies, cyberse-
curity, and wholesale pricing in blockchain-based sup-
ply chains, enhancing strategic decision-making under
cryptocurrency volatility as the following:

RQ1: How does cryptocurrency volatility affect retailer
pricing strategies, and what is the interplay between
advertising, return policies, and cybersecurity in shap-
ing the performance and resilience of blockchain-based
retailers?

RQ2: What role does manufacturer subsidy play in
supporting Blockchain-based retailers amid significant
volatility, and how do critical subsidy thresholds influ-
ence their profitability, advertising investment, and
response to demand fluctuations?

RQ3. How does the information structure, i.e. the order
of move (Nash game, Bitcoin leader, Ethereum leader)
influence both strategic decisions and profitability for
retailers facing cryptocurrency volatility and potential
cyberattacks?

RQ4. How do changes in wholesale prices interact
with cryptocurrency volatility to impact retailer pricing
strategies, offering insights for competitiveness and prof-
itability in a dynamic blockchain-based supply chain?

This paper is structured as follows. Section 2 reviews
the related literature. Section 3 presents notations, model
descriptions, and key assumptions. Section 4 outlines
the solution method, employing game theory to derive
optimal decisions. Section 5 includes the presentation of
numerical examples, sensitivity analyses, and managerial
insights. Concluding remarks and recommendations for
future studies are provided in Section 6.

2. Literature review

This section provides an in-depth analysis of the research
context surrounding the key variables investigated in
this study. The literature review is organised into three
main categories based on the central themes of the pro-
posed study: Blockchain in Supply Chains, Cryptocur-
rency Volatility in Supply Chains, and Game Theory
Applications in Blockchain-Based Supply Chains. Fol-
lowing these categories, the literature gaps are identified
to highlight the contributions of this study.
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2.1. Blockchain technology in supply chains

2.1.1. Blockchain and transparency

Blockchain technology has significantly improved trans-
parency in supply chains. Centobelli et al. (2022) high-
lighted that the decentralised nature of blockchain
ensures secure and rapid cross-border transactions,
enhancing supply chain management flexibility. Agarwal
et al. (2022) also emphasised the role of blockchain in
increasing the efficiency of financial transactions within
supply chains. However, Zhu, Bai, and Sarkis (2022)
noted that there is still a gap in understanding the
full impact of blockchain on supply chain transparency.
Moreover, Bai and Sarkis (2020) developed a hybrid
decision model showing that decision-maker psychology
critically influences the selection of blockchain technolo-
gies for sustainable supply chain transparency.

2.1.2. Blockchain and efficiency

Blockchain’s ability to streamline operations is well-
documented. For instance, Casino et al. (2021) presented
and tested a blockchain-based traceability system for
the dairy supply chain, demonstrating improved trans-
parency, real-time monitoring, and regulatory compli-
ance through smart contracts and decentralised data
sharing. Choi (2021) compared supply chain scenarios
with and without blockchain and found that blockchain
significantly reduces transaction costs and enhances effi-
ciency. Viriyasitavat, Hoonsopon, and Bi (2021) fur-
ther developed a blockchain-based payment system to
improve financial transaction efficiency. Additionally,
Yang, Ni, and Ng (2023) remarked that blockchain-
enabled traceability eliminates moral hazard in logistics,
encouraging both producers and third-party firms to
improve quality, and motivating outsourcing when deliv-
ery is cost-inefficient. Yet, the integration challenges and
the scalability of these solutions remain underexplored.

2.1.3. Blockchain and security

Security is another critical benefit of blockchain tech-
nology. Hamledari and Fischer (2021) demonstrated
how blockchain-based crypto assets can secure finan-
cial transactions by linking payments to product move-
ments. Furthermore, Vatankhah Barenji et al. (2020) pro-
posed a blockchain-based platform that enables secure,
decentralised manufacturing for SMEs, addressing scal-
ability, trust, and big-data challenges. Additionally, Yang
et al. (2023) demonstrated that blockchain security crit-
ically influences supply chain finance outcomes, propos-
ing an optimisation model that tailors blockchain design
to fraud risk levels, showing that mismatched security
levels can significantly undermine system efficiency and
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cost-effectiveness. However, blockchain systems’ poten-
tial vulnerabilities and security risks, especially in the
context of cyberattacks, require further investigation.

2.2. Cryptocurrency volatility in supply chains

2.2.1. Impact on retailer pricing strategies
Cryptocurrency volatility poses significant challenges
for supply chains, particularly in developing effective
retailer pricing strategies. Li and Wang (2017) explored
the technological and economic determinants of Bitcoin
volatility, noting that such volatility complicates pric-
ing decisions. Similarly, Ding et al. (2022) demonstrated
that volatility clustering models can mitigate uncertainty
in manufacturing supply chains. Moreover, Kitamura
(2022) remarked that retailers in cryptocurrency-based
ecosystems face unique challenges, such as rapidly fluc-
tuating exchange rates and reduced purchasing power,
necessitating dynamic pricing models that account for
market turnovers. Nevertheless, adaptive strategies, such
as hedging through more stable coins or fiat currency
reserves and employing dynamic pricing algorithms
based on real-time market data, can help retailers navi-
gate these challenges (Chiu 2021). These methods, cou-
pled with tailored demand forecasting models, allow
retailers to maintain profitability and customer satisfac-
tion while enhancing resilience in blockchain-enabled
supply chains.

2.2.2. Strategic responses to volatility

Retailers’ strategic responses to cryptocurrency volatility
are crucial. Doumenis et al. (2021) identified macroe-
conomic variables that correlate with cryptocurrency
prices, emphasising the need for adaptive pricing strate-
gies. Apergis (2022) highlighted how the COVID-19 pan-
demic exacerbated cryptocurrency volatility, suggesting
that retailers need robust strategies to cope with such
crises. Moreover, Mathivathanan et al. (2021) highlighted
that unfamiliarity with blockchain and uncertainty about
its benefits — exacerbated by perceptions shaped by cryp-
tocurrency volatility — undermine trust in its security
potential, thus acting as major barriers to adoption in
supply chains (Mathivathanan et al. 2021).

2.2.3. Volatility and advertising investment

The relationship between volatility and advertising
investments by retailers is complex. Khan and Hakami
(2022) discussed the risks and rewards of using cryp-
tocurrencies, suggesting that high volatility could deter
investment in advertising. Gerrit, Schmidtke, and Posch
(2020) evaluated Bitcoin volatility forecasting, indicat-
ing that better predictive models could support more
stable advertising investments. Similarly, Osagwu and

Okafor (2022) examined how advertising influences the
purchase intentions of cryptocurrencies among young
adults in Nigeria, revealing that advertising variables
such as awareness, interest, desire, and action signifi-
cantly impact consumers’ decisions to purchase cryp-
tocurrencies. The findings suggest that effective adver-
tising strategies can enhance the adoption of cryptocur-
rencies within this demographic. By integrating these
perspectives, this study aligns the theoretical discussion
with practical approaches, illustrating the critical role of
advertising as a stabilising mechanism in volatile cryp-
tocurrency markets.

2.3. Game theory in blockchain-based supply chains

2.3.1. Strategic interactions and pricing

Game theory offers a framework for understanding
strategic interactions in blockchain-based supply chains.
Biais et al. (2021) reviewed game-theoretic approaches,
noting their usefulness in analyzing pricing and risk
management. Giovanni (2020) presented a game involv-
ing a supplier and a retailer, showing how blockchain can
reduce transaction costs but requires significant initial
investments. Eltoukhy et al. (2023) integrated blockchain
and a Stackelberg game-theoretic model to optimise
resource allocation and vehicle routing in modular
construction, enhancing transparency and coordination
across stakeholders. Mamoudan et al. (2024) developed a
hybrid pricing model combining CNN-LSTM-GA fore-
casting and game theory to optimise perishable food
pricing, showing that incorporating brand value and
predictive pricing of competitors significantly improves
profitability and coordination in the green supply chain.
Additionally, Tao, Wang, and Zhu (2023) presented that
blockchain adoption in platform supply chains signif-
icantly affects pricing and quality strategies, revealing
that under low consumer acceptance, blockchain leads to
lower prices and higher quality, but high acceptance shifts
strategic advantage to competition between platforms
rather than the technology itself. Zhang et al. (2024) used
a biform game model to show that blockchain invest-
ment enhances coordination and profitability in supply
chains under hybrid carbon trading schemes. Their find-
ings highlight that cooperative behaviour and blockchain
adoption together optimise pricing strategies and reduce
emissions.

2.3.2. Collaboration and incentives

Choi, Taleizadeh, and Yue (2020) emphasised that
blockchain, as an emerging technology, enhances trans-
parency and trust in circular and sharing economy
supply chains, and when combined with game theory,
offers a robust framework for analyzing decentralised
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Table 1. A summary of the relative literature in the case of game theory in blockchain-based supply chain.

'g 2 Channel structure Game structure
g =
g § CRP. volatility MAN. subsidy Nash Stackelberg
o e N
= 9] ]
=} Z 2
Article x 2 )
Biais et al. (2021) v v v v
Giovanni (2020) v v v v
Gaoetal. (2022) v v v N
Biswas et al. (2023) v v v v
Song et al. (2022) v v v v
Bebeshko et al. (2022) v N v
Tao, Wang, and Zhu (2023) v v
Mamoudan et al. (2024) v v v
This study v v v v v v v

CRPVolatility: Cryptocurrency volatility, MAN.Subsidy: Manufacturer Subsidy.

decision-making and contract design. Gao et al. (2022)
used game theory to design a blockchain framework
incentivising supply chain participants’ collaboration.
Their model achieved a Nash Equilibrium, demon-
strating blockchain’s potential to foster fair collabora-
tion. However, real-world applications and the effec-
tiveness of these incentives in dynamic environments
need further research. Additionally, Wu and Yu (2023)
showed that blockchain’s ability to reduce transaction
costs and enhance information transparency significantly
improves supply chain performance, especially when
transaction costs are high, but platforms may avoid adop-
tion if blockchain operation costs outweigh strategic ben-
efits.

2.3.3. Risk management and security

Risk management is another area where game theory can
provide insights. Biswas et al. (2023) analyzed a global
supply chain using a game theory model, balancing trace-
ability and sustainability with blockchain adoption. Song
etal. (2022) used an evolutionary game model to explore
blockchain’s role in agricultural supply chains, highlight-
ing its impact on long-term stakeholder interactions. The
study by Bebeshko et al. (2022) utilised game theory,
fuzzy logic, and neural networks to assess risks and fore-
cast digital currency rates, optimising investment strate-
gies under uncertainty. Accordingly, Table 1 presents a
summary of the presented articles.

This study extends existing research by incorporat-
ing a dual-retailer channel structure, where the retailers
operate under distinct cryptocurrency volatilities. Unlike
prior works, which primarily focus on traditional pric-
ing and advertising strategies, our game-theoretic model
considers the simultaneous impacts of volatility, advertis-
ing, subsidies, and cybersecurity investments. The results
reveal unique dynamics, such as the strategic interplay
between retailer leadership roles and their ability to miti-
gate volatility effects through targeted strategies, offering

insights that contrast with conventional models of supply
chain coordination. These findings emphasise the criti-
cal role of cryptocurrency-specific challenges in shaping
retailer and manufacturer strategies, which is a novel
contribution to the literature.

Although there have been notable advancements in
understanding blockchain technology and cryptocur-
rency volatility within supply chains, several areas remain
unexplored. Specifically, the effects of advertising, return
policies, cybersecurity, and wholesale pricing under
cryptocurrency volatility are not well understood. Table 2
highlights critical gaps identified in relevant articles,
detailing their focus, key findings, and the gaps that
inspired this study. These gaps motivated the develop-
ment of this article to address the existing deficiencies in
the research.

3. Model description
3.1. Notation

The notations employed in this article are presented in
Table 3.

3.2. Model definition

As depicted in Figure 2, the model studied in this arti-
cle comprises a manufacturer and two cryptocurrency -
based retailers, an Ethereum-based retailer (ER), and a
Bitcoin-based retailer (BR), both of which operate online
with blockchain-based payment system. In this model,
the manufacturer presents identical products to the two
retailers at the same wholesale price (w). To simplify,
we assume the manufacturer transacts with retailers (w)
using traditional (i.e. non-digital) fiat currency. Fiat-to-
crypto payment gateways like CoinGate and Transak
play a crucial role by enabling businesses to receive fiat
payments while converting them into cryptocurrencies
(Vuteva 2024). For instance, Transak’s integration with
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Table 2. Critical gaps identified in relevant articles.

Study

Focus

Key findings

Gaps identified

Centobelli et al.
(2022)
Zhu, Bai, and Sarkis
(2022)
Doumenis et al.
(2021)
Khan and Hakami
(2022)
Biswas et al. (2023)

Mathivathanan
etal. (2021)

Yang, Ni, and Ng
(2023)

Bai and Sarkis
(2020)

Casino et al. (2021)

Song et al. (2022)

Transparency in supply chains

Application of blockchain in supply
chains

Macroeconomic variables and crypto
prices

Risks and rewards of cryptocurrencies

Game theory model for balancing
traceability and sustainability in supply
chains.

Identifies and structures barriers to
blockchain adoption in supply chains
using TISM and MICMAC.

Blockchain traceability’s effect on out-
sourcing and quality decisions

Blockchain evaluation for supply chain
transparency using fuzzy-regret deci-
sion modelling

Blockchain traceability system for dairy
supply chains

Game theory application in agriculture
using evolutionary models.

Blockchain ensures secure and rapid
cross-border transactions

Significant potential but practical
implementation lacking

Need for adaptive pricing strategies

High volatility deters advertising
investment

Blockchain adoption improves sustain-
ability and economic benefits for stake-
holders.

-Unfamiliarity with blockchain
technology-Uncertainty — about its
benefits

Resolves moral hazard, boosts out-
sourcing and quality under certain
costs

Transparency boosts sustainability;
decision psychology affects tech choice

Boosts trust, security, and regulatory
compliance

Stable cooperation promotes sustain-
able agricultural practices, by applica-
tion of Blockchain.

Full impact on transparency not fully
understood

Practical implementation and
real-world applicability

Detailed impact on supply chain
dynamics

Long-term effects on retailer strategies

Did not address volatility and strategic
retail decisions.

Does not address operational strate-
gies, crypto volatility, cybersecurity
risks, or quantitative modelling in
blockchain adoption.

No crypto volatility, pricing, advertis-
ing, or cybersecurity considerations

No crypto volatility, pricing, cybersecu-
rity, or game-theoretic analysis

No pricing, volatility, or strategic deci-
sion modelling

Focused on agriculture without
addressing retail supply chains, and
volatility in cryptocurrencies.

Visa Direct allows real-time conversion of crypto to fiat,
facilitating immediate spending at Visa-accepting mer-
chants worldwide, thereby enhancing the practical use
of cryptocurrencies in daily transactions (Shittu 2024).
Therefore, it is assumed in our paper that the manufac-
turer determines a defined wholesale price (w) in fiat
currency, which is converted into Ethereum or Bitcoin
via gateways such as CoinGate or Transak. This pricing
mechanism simplifies transactions and guarantees uni-
formity among retailers. If retailers deploy separate gate-
ways, w can be modified to include volatility-based risk
surcharges or variations in transaction costs to ensure
equity and market coherence. This method allows retail-
ers to adjust their pricing strategies dynamically, effec-
tively reducing demand fluctuations caused by volatility.
Additionally, Each retailer then sells the products to the
market at its own retail price of py, and plp, respec-
tively. This assumption aligns with the long-standing
practice of product retailers such as REEDS Jewelers and
Newegg, who have integrated Bitcoin and Ethereum as
accepted payment methods. For instance, REEDS Jewel-
ers began accepting Bitcoin in 2014, reporting an increase
in transactions from tech-savvy customers, with cryp-
tocurrency purchases accounting for approximately 2%
of their total sales by 2016. Similarly, Newegg has seen
significant engagement with cryptocurrency payments
since introducing the option in 2014, with over 15% of
its online transactions in certain markets being processed
in Bitcoin and Ethereum by 2021. These examples high-
light the practical adoption of cryptocurrencies in retail
and their potential to attract niche customer segments,

demonstrating the relevance of this assumption to real-
world practices (REEDS Jewelers’ 2023; Newegg Knowl-
edge Base 2023).

According to Phillip, Chan, and Peiris (2018) and
Hayes (2015), different cryptocurrencies exhibit vary-
ing volatility, directly influencing customers’ decision of
the preferred retailer. In our study, we computed the
daily volatility of the cryptocurrencies ER and BR from
November 1, 2021, to November 1, 2022, using data from
www.coinmarketcap.com as illustrated in Figure 3(a,b)
(CoinMarketCap 2023). This calculation was based on
the measure of daily volatility according to D’Amato,
Levantesi, and Piscopo (2022).

Vi = Ln(Hg) — Ln(Lg) (1)

In Equation (1) Hy represents the high price, and L,
stands for the low price at a given period. This method
enables the measurement of daily volatility (V) through
intraday ranges, demonstrating efficiency and consis-
tency properties supported by the research of Alizadeh,
Brandt, and Diebold (2002) and Yang and Zhang (2000).

When assessing the volatility of ER and BR, we calcu-
late the mean and standard deviations for each during the
specified period, as illustrated in Figure 4. Accordingly,
Figure 4(a,b) depict the number of days beyond the stan-
dard deviation for ER and BR, respectively. It is evident
that the number of days exceeding the standard devia-
tion for ER (71) is significantly greater than for BR (59),
indicating that the Ethereum-based retailer faced higher
volatility.


http://www.coinmarketcap.com

Table 3. Overview of notations.

Category Symbol Definition

Nomenclatures
. BR  Subscript index for Bitcoin-based retailer
= [ER Subscript index for Ethereum - based
retailer
NE  Superscript index for Nash equilibrium
j=18 (simultaneous move game)
El Superscript index for Bitcoin leader (Stack-
elberg game)
Superscript index for Ethereum leader
(Stackelberg game)
Market base demand dependent on volatil-
ity
Market base demand independent form
volatility
Own price elasticity
Rival price elasticity
Wholesale price of the manufacturer
Ethereum cryptocurrency volatility rate
Basic return of products independent from
refund amount
Refund amount of a unit of product in ER
Sensitivity of returns quantity with respect
to refund amount
Manufacturer subsidy coefficient

Parameters a

Q

H IR

= S =

The probability of successful cyber-attacks
of i in game model j
The total number of platform shutdowns of
iin game model j

f Total number of cyber-attacks

L Sensitivity of product demand to cyberse-

curity level of i

ki Cost of platform shutdown of i

Decision variables A The wholesale power price of the renew-
able power plant in scenario / strategy j
z The wholesale power price of the fossil fuel
) power plant in scenario / strategy j

pf, The retail price of the manufacturer in sce-
nario | mode i strategy j
Customer demand function in scenario /
mode i strategy j
br Fossil fuel power plant profit function for
scenario / strategy j

Q

Functions D:

As our analysis focuses on relative volatility of one
cryptocurrency with respect to a competing alterna-
tive, we normalise Bitcoin’s volatility to the value zero.
This normalisation analytically isolates the impact of
Ethereum’s cryptocurrency volatility (¢) on customers’
choices of the preferred platform. Furthermore, cryp-
tocurrency instability also results in a loss of demand
for the desired product through the ER. To counteract
this loss and attract more demand, the ER invests in
advertising (A).

In our model, it is supposed that the ER provides cus-
tomers with a partial refund return policy. This practice
aligns with the approach commonly found in other arti-
cles, such as Taleizadeh, Soleymanfar, and Choi (2017),
as illustrated below in Equation (2):

r(@ + or — /lAj)s (2)
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|

|

|
Bitcoin-based 1 L

Retailer (BR) 1

|

|

Customers

Figure 2. Basic structure of the model in this study.

The parameter 0 indicates the primary return of the
product that does not depend on its refund amount of the
Ethereum-based retailer. Moreover, ¢ reflects the sensi-
tivity of returns concerning the refund amount, and r rep-
resents the refund amount of a unit product aligned with
the article Heydaryan and Taleizadeh (2017). Accord-
ingly, ¢r reflects the sensitivity of returns to the refund
amount. However, due to the assumed higher volatility of
the Ethereum cryptocurrency, the expectation of product
returns by dissatisfied customers is higher. Therefore, in
this model, it is mentioned that the manufacturer sup-
ports the ER, which has invested in product advertising,
with the subsidy factor in the product return policy (1), as
illustrated in Equation (2). This support aims to encour-
age more customers to purchase products through adver-
tising and offset the negative impact of increased returns
on the Ethereum platform due to its higher level of crypto
volatility.

Another interesting aspect of this model comes from
the extra customers who were attracted to the product
through Ethereum advertisements. Due to the volatility,
these customers may choose to buy the product through
the Ethereum platform or switch to the Bitcoin platform.

Given that both retailers operate online using block-
chain technology, the model accounts for the possibility
of cyber-attacks. In our model, both platforms benefit



7346 N. SHIRAFKAN ET AL.
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Figure 3. Daily volatility for Ethereum (a) and Bitcoin (b) from 1st
Nov.2021 to 1st Nov. 2022.

from a cybersecurity level (Z}), wherein this level of secu-
rity differs based on platform design characteristics in
blockchain technology such as consensus level, type of
smart contract, etc. The model quantifies the number
of cyberattacks (f) and considers the probability of a
successful attack (né), in which ni =1- Zé. After each

successful attack (Q}), the system is generally shut down
to prevent further damages, and the total number of
shutdowns is formulated as Equations (3).

Q= lf (3)

3.3. Formulation

The problem formulations are based on three main build-
ing blocks:

(1) Demand functions,
(2) Ethereum-based retailer profit function, and
(3) Bitcoin-based retailer profit function.

Ethereum Boxplot
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Figure 4. Achieved values of daily volatility for both cryptocur-
rencies ER and BR from 1st Nov.2021 to 1st Nov. 2022.

3.3.1. Demand functions

This model employs linear demand functions that are
commonly utilised in academic studies such SeyedEsfa-
hani, Biazaran, and Gharakhani (2011), and Jamali and
Rasti-Barzoki (2018).

Dl = (1 —&)a + 0 — Bl + vy

+(1—&)A — Quup) (4)
Dy = (ca+1—0 — pply+ 77}
+eAl — Qlup) (5)

The parameter o shows the market base demand
dependent on volatility while ¢ refers to independent
ones. In both equations f and y demonstrate the sen-
sitivity of product demand to the own and rival s prices,
respectively, and u; represents the sensitivity of product
demand to cybersecurity levels. Moreover, another note-
worthy aspect of this model is the inclusion of surplus



customers attracted to the product through Ethereum
advertising. These customers may choose to purchase the
manufactured product through the Ethereum platform
((1 — &)A) or shift to the Bitcoin platform (¢A), due to
cryptocurrency volatility in ER.

3.3.2. Ethereum-based retailer profit function

The profit function of the Ethereum-based retailer,
denoted as ﬂéR, encompasses various aspects of the
retailer’s financial performance and can be expressed as
follows:

7hp = (P — W)Dlgg — 10 + or — 2A4)e — (QKE)

-= - (6)

This equation includes five key components that
reflect different elements of the retailer’s profit and loss.

The first component, (p’E — W)D’ER, represents the rev-

enue from selling new products. Here, p’E is the retail
price, w presents the wholesale price paid to the man-
ufacturer, and Dj, is the demand for the products.
This term calculates the gross profit by subtracting the
wholesale cost from the retail price and then multiply-
ing by the quantity sold, which provides the core rev-
enue generated from product sales. The second compo-
nent, r(6 + ¢r — iAj)e, accounts for the loss through
partial refunds. In this term, r is the refund amount
per unit product, § represents the base rate of prod-
uct returns, and ¢ reflects the sensitivity of returns to
the refund amount. The term AA/ represents the man-
ufacturer’s subsidy for advertising, and ¢ captures the
volatility of Ethereum. This component quantifies the
financial impact of product returns, which increase with
higher refund amounts and greater volatility. The subsidy
from the manufacturer is intended to offset some of these
costs by supporting advertising efforts. A pertinent case is
Coca-Cola’s cooperative advertising programs. Through
these initiatives, Coca-Cola collaborates with retailers by
sharing advertising costs to promote its products, thereby
supporting retailers’ marketing efforts and ensuring con-
sistent brand presence across various markets. This strat-
egy not only alleviates the financial burden on retailers
but also aligns marketing objectives between the man-
ufacturer and retailers, fostering a unified promotional
approach (Oliver et al. 2022).

Expenses due to system shutdowns from cyber-attacks
are captured in the third component, Q]EKE, where Q’E
represents the number of system shutdowns and Kg is the
cost per shutdown. This term highlights the operational
costs related to maintaining the platform’s security and
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dealing with disruptions, emphasising the importance of

cybersecurity.
2

The fourth and fifth components, ‘%2 and %, reflect
the costs associated with advertising and cybersecurity
investments, respectively. The term A/ represents the
investment in advertising, and the quadratic form of the

i2
cost function, ‘%, indicates increasing marginal costs
for higher levels of advertising. Similarly, Zg denotes

2
the investment in cybersecurity, and ZJ% represents the
increasing costs of enhancing the platform’s security.
These quadratic terms are standard in economic mod-
elling to show the increasing marginal costs associated
with scaling up investments.

The profit function is constructed to provide a com-
prehensive view of the retailer’s financial performance
by including both revenue and various cost factors
influenced by internal and external variables relevant
to decision-problem. The inclusion of costs related to
refunds, system shutdowns, advertising, and cybersecu-
rity investments underscores the complex nature of man-
aging a blockchain-based retailer, where both operational
efficiency and external market factors like cryptocur-
rency volatility play crucial roles.

This modelling approach is grounded in established
economic literature and (in particular) industrial eco-
nomic’s applications, as evidenced by its use in previous
studies by Yu, Huang, and Liang (2009); Assarzadegan,
Hejazi, and Rasti-Barzoki (2023); Cachon and Netessine
(2006). These references provide a foundation for under-
standing the dynamics of supply chain management,
pricing strategies, and the impact of volatility on finan-
cial performance, thereby validating the structure and
components of the profit function used in this analysis.

3.3.3. Bitcoin-based retailer profit function
Similarly, the Bitcoin-based retailer’s profit function,
denoted as 7}, also comprises various components that
collectively reflect the retailer’s financial performance.
The profit function is expressed as:
. . . . 72
7pr = (Pp = W)Dpr = (QKp) = == (D)
The initial component, (pl — w)Djp, represents the
Bitcoin retailer’s earnings generated from the sale of
new products to its customers, whereas the second part,
(Q3Kp), considers the expenses associated with system

shutdowns resulting from attacks across the entire Bit-

j 2
coin platform. In Equation 7, the third component, Z%,
encompasses the costs related to enhancing the security

level of the Bitcoin platform.
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The first component, (p’B — w)D]B r» Tepresents the rev-

enue generated from selling new products. Here, plB is
the retail price at which the Bitcoin-based retailer sells
its products, w is the wholesale price paid to the manu-
facturer, and D’BR is the demand for these products. This
term calculates the retailer’s gross profit by subtracting
the wholesale cost from the retail price and multiplying
the result by the quantity sold, thus providing a measure
of the earnings from product sales. The second compo-
nent, QlBKB, considers the expenses associated with sys-
tem shutdowns caused by attacks on the Bitcoin platform.
In this term, Q} denotes the number of system shut-
downs, and Kp represents the cost per shutdown. This
component highlights the operational costs incurred due
to disruptions in the platform’s functionality, which can
significantly impact the retailer’s overall performance.
i2

The third component, %, encompasses the costs
related to enhancing the security level of the Bitcoin plat-
form. Here, Z]E reflects the investment in cybersecurity
measures. The quadratic nature of this cost function indi-
cates that the costs increase at an increasing rate as more
resources are allocated to improving security. This term
underscores the importance of investing in cybersecu-
rity to protect the platform from potential threats, which,
although costly, is essential for maintaining operational
integrity and customer trust.

Together, these components provide a comprehen-
sive view of the Bitcoin-based retailer’s financial perfor-
mance, accounting for both revenue generation and the
various costs associated with maintaining and securing
the platform. This model reflects the intricate balance
that the retailer must maintain between generating rev-
enue through sales and managing the costs related to
system security and stability. By considering these ele-
ments, the profit function illustrates the critical factors
that influence the retailers profitability in a volatile and
risk-prone cryptocurrency market.

3.4. Decision support perspective for model
applications

The suggested game-theoretic model serves as an effec-
tive decision support mechanism for stakeholders in
blockchain-integrated logistics and production systems.
It empowers manufacturers and retailers to make edu-
cated, data-driven choices on essential operational fac-
tors such as pricing, advertising, refund policies, and
cybersecurity investments amid digital currency volatil-
ity. The system simulates strategic interactions using a
simultaneous Nash game and two Stackelberg leadership
scenarios, reflecting typical hierarchical connections in

supply chains. This framework assists companies in eval-
uating the implications of leading posture and asym-
metric volatility exposure, providing direction on ideal
subsidy levels, demand-side incentives, and investment
thresholds to ensure profitability stability. The approach
is designed to be versatile across industries using
blockchain for transaction transparency and decentral-
isation, hence facilitating diverse production and logis-
tical decision-making scenarios. Accordingly, key novel-
ties of the Proposed Model:

e Volatility as Operational Risk: Introduces cryptocur-
rency volatility as a production-relevant uncertainty
affecting pricing, demand, and profitability.

e Cybersecurity as a Decision Lever: Models cyberse-
curity investment as a strategic variable to mitigate
cyberattack-related disruptions.

e Dual-Retailer Game Structure: Incorporates a two-
retailer Stackelberg framework with asymmetric vola-
tility exposure (Ethereum vs. Bitcoin).

e Integrated Strategy Variables: Combines pricing,
advertising, return policy, and manufacturer subsidies
in a unified decision model.

Equilibrium Insights: Compares Nash and Stackel-
berg outcomes to guide decision-making under different
market and leadership scenarios.

4. The game models and optimal values

In this study, we use a game-theoretic approach, which
provides a robust framework for examining how sup-
ply chain participants make decisions and interact, tak-
ing into account their personal motivations and the
potential for conflicts. Our primary analysis involves
three different game variants, and we begin with an
analysis of the simultaneous move game between two
mentioned retailers as a whole (in short: Nash game).
Subsequently, we examine BR as a leader, which turns
the model into a Stackelberg game. Lastly, we investi-
gate a second Stackelberg variant where ER acts as a
leader.

This type of analysis is commonly employed in numer-
ous studies, allowing for a comprehensive strategic exam-
ination across various game theoretic models (Kumar,
Basu, and Avittathur 2018; Rajabzadeh and Babazadeh
2022). Notably, the Stackelberg games in this study are
solved using a backward induction approach based on
dynamic optimisation principles as outlined by John
(2021). The proofs for all lemmas and propositions can
be found in Appendix 1.



4.1. Equilibrium values of decision variables in the
Nash game

In the initial game, we conducted a Nash equilibrium
analysis by examining the concavity of each profit func-
tion with respect to their decision variables, ultimately
determining the optimal values for each profit function.

Lemma 4.1: The profit function of ER exhibits concavity
in its own decision variables under the condition presented
in Appendix 1.

Lemma 4.2: The profit function of BR shows concavity in
its own decision variables under the circumstances outlined
in Appendix 1.

Proposition 4.1: The optimal outcomes for the decision
variables of both retailers in the Nash game are as follows.

Ny + ffAeruguy + frekeugue
—2ff*deugr — f*kpugus

J(Ns +{2/182/12Eﬂ%;7’ ;flee,téE,u}zg
NEx —af euppuy + B wueup)
1

FON = P36 pmir
—af’eupug + BfPwuspg + f> 1pug)

NE*
No ittty — L ket
NEx —f he‘rug + fowetuy .
PR = N, (11)
No £ [y — ['knpniy
: —f"herug + fwetup
Phr = (12)

N

The values of N to Ng are presented in Appendix 1.

4.2. Equilibrium values of decision variables in the
Stackelberg game with BR leadership

As a second variant, we conduct an equilibrium analy-
sis of the Stackelberg game with BR taking the leadership
role. Firstly, the optimal values for ER as the follower are
determined after ensuring that the concavity conditions
are held.

Lemma 4.3: The profit function of ER exhibits concavity
in its own decision variables subject to the conditions stated
in the first Appendix 1.
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Proposition 4.2: The optimal solutions for the decision
variables of ER in the second scenario are as follows.

fleg,u%r}g +f28kE,uE —2BAerg —fzkE,uE
—pwe — feug + yepp +ae + fw
+uef —ypp—a

fPut+er—28—2e+1
(13)
fPwug = fPhpu + As*rs — rede
+we? — Bw + upf — y pp — 2we
Bl —o+w
— 14
PEr frut+er—28—2e+1 e
f(AePrpug — Aergup + pwup + fug?
Bl _ TVHEPET ¢’k — app — 2pkp — 2ekp + ki)
ER —

fPut4+er—28—2e+1
(15)

By substituting the optimal values of A, Z%, and p%
into the profit function of BR, the concavity conditions
are confirmed and the optimal values for BR’s decision
variables are obtained.

Lemma 4.4: The profit function of BR exhibits concavity
in decision variables under Appendix 1’s condition.

Proposition 4.3: The optimal, profit-maximising choice
of both retailers in the second scenario are derived as
follows.

sl fQwX2up + X1up — 2X2kp)

7B = 16
o Foug+2X2 1o

pBle _ fwug — frkpps — X1 (17)
BR f2ub +2x2

Furthermore, by substituting the obtained values from
Equations (16) and (17) into Equations (13), (14), and
(15), the ultimate optimal values could be attained.

The values of X1 and X2 are presented in Appendix 1.

4.3. Equilibrium values of decision variables in the
Stackelberg game with ER leadership

In the third game, ER is assumed to be the Stackelberg-
leader. Accordingly, this yields as key findings to follow-
ing Lemma 4.5 and Proposition 4.4.

Lemma4.5: The profit function of the BR shows concavity
in decision variables when the conditions in Appendix 1 are
met.
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Proposition 4.4: The optimal value for the decision vari-
ables of BR in the third scenario are outlined below.

(Ae — pw + 7 pe + o) up + 28kp)f — ful

ZEl —
BR leu% _ Zﬂ
(18)
fPwug + (—f*ks + s
—Ae — fw— —a
pg% _ IB VpE (19)

fPug =28

It can easily be verified that the concavity conditions
hold. We derived the optimal values for ER’s decision
variables by plugging in the optimal values for Zgz, and
pgz into ER’s profit function.

Lemma 4.6: The profit function of ER displays concav-
ity in its own decision variables subject to the conditions
described in Appendix 1.

Proposition 4.5: For the third game variant, the optimal
solutions for the decision variables are given as the follows.

FwYlug = fYlkpup — f2Y205
—Y1Y3 —2Y2Y4

AEl* —
frud + Y12 +2Y4

(20)

f(Y1%kp — wY12up — 2wYdup + Y1Y2ug
—Y3ug + 2Y4kg)

frud + Y12 4274

21)

e fPwup — f*kpup + Y1Y2 — Y3
Per = fud+ Y12 +2Y4

(22)

Furthermore, by substituting the obtained values from
Equations (20), (21), and (22) into the Equations (19) and
(20), the ultimate optimal values could be attained.

The values of Y1 to Y4 are presented in Appendix 1.

5. Sensitivity analysis
5.1. Numerical example

In this section, we employ a numerical example and carry
out a sensitivity analysis to compare optimal solutions,
given the complexity of the equations and resulting solu-
tions. Following the approach used by various articles
such as Zhang et al. (2021), the parameters are set as
follows in Table 4.

Regarding the concavity conditions presented in Lem-
mas 4.1-4.6, the mentioned numerical values are only
valid for a volatility of at least 0.4. Therefore, the provided
numerical examples in Table 4 are considered to satisfy
the conditions, and the volatility is set at 0.4.

Table 4. Numerical value used in this study.

Parameters Allocated values Parameters Allocated values
o 0.5 f 1

4 0.6 0 0.05

B 0.3 2 0.08

y 0.08 kar 0.009

w 0.5 UER 0.06

€ 0.4 ker 0.005

% 0.2 ILBR 0.09

r 0.8

5.2. Simultaneous effect of changes in Ethereum
crypto volatility and wholesale price on the retailers’
prices

The initial analysis includes examinations of changes in
¢ and w, considering the effects on the decision variable
pl, for each game model.

As presented in Table 5 for all game models with
increasing Ethereum crypto volatility (&), the presented
prices (pi-) of both retailers decline significantly to avoid
the demand loss; clearly, as the value of ¢ rises, a decrease
in the retailer price on the Ethereum platform (p’ER)
can be expected, accompanied by a decline in demand
(D’ER) (Anisiuba et al. 2021). An interesting insight can
be drawn from Table 5 regarding the impact of (w) and
volatility levels on the pricing strategies of the Ethereum-
based retailer. At medium and high volatility levels, an
increase in w leads to higher prices (PJ’:) set by the
retailers. This trend reflects the necessity to compen-
sate for the increased wholesale costs in environments
where volatility already affects demand stability. How-
ever, at lower levels of volatility, the Ethereum-based
retailer opts to reduce its retail price (PER). The ratio-
nale behind this strategy is that lower volatility (&) leads
to an increased demand or maximise revenue for the
Ethereum-based retailer’s products. By lowering PfR, the
retailer can attract more customers, thereby enhancing
its market share and maintaining stable pricing strat-
egy. This approach not only helps in sustaining demand
but also maximises competitiveness against the Bitcoin-
based retailer, which might not need to adjust prices as
aggressively in response to fluctuations in volatility.

Additionally, the retail price in the Bitcoin platform
(p’BR) tends to drop due to competition with ER and its
market demand increment. When analyzing the first two
game models including Nash and Bitcoin leader game,
the price reduction trend (pIF and p?l, respectively) is
minor compared to the Ethereum leader game.

Additionally, the impact of an increase in the whole-
sale price (w) on the prices set by retailers (pé) varies
depending on the volatility level (¢). For instance, when
¢ is low, an uptick in w results in a decline in retail



Table 5. Achieved values ofpf: in terms of ¢ and w in the various
game models.

. w
Achieved values ofp{. in

various game models j Low (0.4)  Medium (0.7)  High (1.0)

e Low(04) P NE 3874 3.843 3.821

BL 5.516 5335 5.154

) EL 7.669 7.369 7.070

Pee NE 5150 5.058 4.967

BL 5.843 5.688 5.530

) EL 5.652 5.479 5.306

Medium (0.7) phe NE 2273 2390 2.508

BL 2.517 2611 2.705

) EL 2.275 2394 2513

Phr NE 2001 2147 2292

BL 2.049 2.190 2.331

) EL 2.678 2.757 2.836

High (1.0) P NE 1916 2.094 2272

BL 1.961 2.136 2310

EL 1.513 1.682 1.850

Per NE 1426 1.604 1.783

BL 1.433 1.612 1.790

EL 2.248 2.387 2.526

prices (pi). This occurs at lower values of ¢, when there is

greater demand for Ethereum-based retailer (DlER), caus-
ing a smaller shift in demand from ER to BR. As a result,
Bitcoin reduces its price (p]BR) to offset the decreased
demand. Conversely, when ER suffers from higher ¢, the
dynamic is reversed, in a way that an increase in w leads
to higher pl. In this scenario, the surge in w reduces
the demand for ER, shifting more demand towards its
competitor, the Bitcoin-based retailer. Thus, an increase
in w drives up BR’s price (p’BR) as it seeks to maximise
its profit (73y), ultimately causing the price of the rival

(plER), Ethereum, to increase.

When comparing various games in this study, both
retailers in the Nash game perform better in terms of
attracting customers compared to the other game models
leaving the Ethereum leader game as the worst. This dis-
crepancy can be attributed to the fact that prices offered
in the Nash game (pME) are lower for both retailers, in
contrast to the Ethereum leader game (pf"). This finding
is caused by the classic problem of Double Marginalisa-
tion.

This interpretation aligns with the study by Roozbe-
hani, Dahleh, and Mitter (2012), which emphasises the
critical impact of volatility on market dynamics, pric-
ing strategies, and stability. In power grids at their study,
real-time pricing and elasticity influence market volatil-
ity, necessitating adaptive control mechanisms. Simi-
larly, in our research, volatility impacts retailer pric-
ing and demand, with game theory offering strategic
insights. Effective information management and strategic
responses are essential in both fields to mitigate volatility
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and ensure market stability. On the other hand, while the
remarked paper emphasised real-time pricing for miti-
gating volatility, our study reveals that advertising invest-
ments, cybersecurity, and subsidies are equally critical in
cryptocurrency-based supply chains. Moreover, our find-
ings show how leadership roles (e.g. Stackelberg games)
create unique asymmetries in profitability and volatility
management, diverging from traditional models.

These analyses show that there is an area in which
volatility is still relatively unproblematic in terms of mar-
ket outcomes. Here, the Ethereum-based retailer still
has so much demand that it can target it with a price
reduction and thus compensate for the higher whole-
sale price. For volatility values higher than this critical
threshold, demand shifts significantly from ER to BR,
which increases BR’s market power. From this point
onwards, a price increase is the remaining option for ER
to compensate for the loss of sales. BR can then also
increase its price due to lack of competitive pressure.
For a cryptocurrency-based retailer, it is therefore cru-
cial to know this critical threshold in advance and take
additional measures to contain volatility, e.g. by financial
hedging.

5.3. Advertisement vs. return policy: effects of ¢ and
A on profit gain/loss

The main goal of this section is to explore the effects
of changes in Ethereum crypto volatility (¢) and in
the subsidy by the manufacturer (1) on demand. Note
that demand is attracted through advertisement and a
demand loss should be prevented by the refund policy of
the ER as presented in Equation (23).

M= (p]E —w)(1 — S)Aj — 10 + pr — /lAj)g (23)

The initial component of equation (23) represents the
revenue gained by the ER through advertising, which
is influenced by e. The second component reflects the
cost associated with returned products due to ¢, which
includes the manufacturer’s subsidy as part of revenue.

Considering the combined influence of ¢ and 4, as
illustrated in Figure 5, it becomes apparent that in
all game models, as ¢ rises the two components in
Equation (23) tend to converge toward similar values,
their differences ultimately approaching zero. Addition-
ally, with an increase in 4, the accrued profit of ER experi-
ences a boost, since it compensates the part of the return
cost across all three game models. Hence, given a low level
of €, an increase in 4 results in higher profit value. This
happens because along with the rise in 4 as a profit source
for the ER, the lower level of ¢ attracts a larger number
of customers through advertising, who are less willing to
return products.
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Figure 5. The effects of changes in volatility and manufacturer’s subsidy on the gained profit by ER in three game models.

The achieved profit reaches the peak when the ER has
the leadership role. However, this profit is lower com-
pared to the other Stackelberg-variant, with the BR in
the leadership position. In the Nash game model, these
differences are minimal. Furthermore, at higher values
of ¢ and, increasing 4, the value of M (Equation (23))
increases similarly but slightly, due to higher return
amount, as shown in the figure above. Across vari-
ous game models, no significant variations are observed
within the given value ranges in the mentioned equation.

It can be understood that in higher values of ¢, the ER
needs more manufacture’s support (1) to hold its profit
according to Equation (23), and this is true for all game
models since at higher values of ¢ there is no signifi-
cant difference between the presented game variants. The
important observations are that the manufacturer should
take into account that at higher values of ¢, it must offer
A at a level larger than 0.4. Lower values drive down the
value of M in Equation (23) to almost zero, as depicted in
Figure 5.

Tesla’s impressive financial growth in 2022, high-
lighted by increases in net income and revenue, demon-
strates the impact of strategic financial management
(Tesla, Inc. 2022). Similar strategies are noted in our
study, where cryptocurrency retailers must manage
volatility (¢) and manufacturer subsidies (1) s to stay
profitable. Both sectors emphasise the importance of cost
management, dynamic pricing, and effective advertising
to sustain profitability in fluctuating markets. Neverthe-
less, our study reveals that beyond a certain cryptocur-
rency volatility threshold (¢), traditional strategies like
subsidies and dynamic pricing lose effectiveness, leading
to greater demand instability. This contrasts with prior
findings that assume these approaches are universally
stabilising.

The findings provide important insights for collabo-
ration in the context of cryptocurrency-based SCs. Only
when ER benefits the most from the return policy (in
terms of increasing profits) it can use this policy most
effectively. At the same time, however, it is exactly under
this constellation that the volatility will execute a rather
modest or harmless effect on the price dynamics, which is
an important incentive for the manufacturer to enter into
this agreement in the first place. The return policy also
only becomes a truly effective instrument when volatility
is low and the policy coefficient reaches a minimum level.
The prerequisites for effective compensation of volatility
therefore depend on the level of volatility itself. This illus-
trates why cryptocurrencies require a minimum level of
stability as a precondition to be profitably integrated into
supply chains.

5.4. The impacts of volatility on the rate of partial
refunds and cyberattacks on the Ethereum-based
retailer

The final goal of this analysis is to investigate how ¢
impacts the costs of partial refunds and imposed cyber-
attacks on the platform of the Ethereum-based retailer as
presented in Equation (24).

(0 + or — LA))e
(P — w)(1 = Z)f e

In the first step, the effect of ¢ on partial return and
cyber-attack cost functions are investigated distinctly as
presented in Figure 6. Accordingly, an increase in &
results in a higher cost for a partial refund, as explained
in the previous section (5.3), across all three defined
game models. Additionally, higher values of ¢ lead to a

N =

(24)
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Figure 6. The impact of volatility on costs of return and costs of lost demand due to cyber attacks.

lower cost imposed by successful cyber-attacks, interest-
ingly. Even though an increase in ¢ raises the probabil-
ity of cyber-attacks (1 — Z}), it also causes a decrease
in prices offered by ER (p’ER). However, the decrease in
p]ER outweighs the increase in the value of (l—Zé) caus-
ing (pl; — w)(1 — Z)f uE; to decrease, and this function
exhibits an upward trend in all three game models.

Additionally, as indicated in Figure 6, both the refund
and cyber-attack cost functions in each game model
exhibit a peer-to-peer intersecting point, at which the
two costs become equal in equilibrium. In the sorted
models, these intersection points are (0.638,0.094),
(0.650,0.097), and (0.695,0.097), corresponding to the
Nash, BR leader, and ER leader game models, respectively.
This investigation highlights that when 0.4 < & < 0.64,
the minimal difference between the two presented costs
makes the Nash game as the game variant which balances
the two cost components. As long as ¢ increases and lies
within the range 0.64 < ¢ < 0.68, the BL leader has the
most balancing effect and can withstand larger volatility.
As the discrepancies between the two cost measures in
the BL leader is lower than those in other game models,
the intersection occurs at (0.65, 0.097).

Finally, when & exceeds 0.68, the EL leader becomes
the balancing strategy by the peak point of (0.695, 0.097),
the cross point, with tolerating higher volatility in terms
of the disparity between the two aforementioned costs in
Equation (24). In conclusion, the most favourable situa-
tion for ER (in the sense of lowest disparity) emerges in
the EL leader game in the given range of ¢ > 0.4.

Figure 7 depicts the costs rate as presented in N
(Equation (24)). As ¢ increases, the cost rate associ-
ated with the refund function compared to the cost of
lost demand due to cyber-attacks, Equation (24), also

increases significantly. Notably, in the Nash game model,
within the given specified ¢ ranges, this upward trend
is more pronounced than in the other two game mod-
els. This implies that as the level of ¢ rises, the cost rate
becomes higher in the Nash game model compared to
others. Conversely, in the Ethereum leader game model,
it brings a greater capacity to tolerate differences between
the two cost functions.

Moreover, as illustrated in Figure 7, it becomes evident
that when Ethereum- and Bitcoin-based retailers play a
leadership role within the ¢ range of 0.4 < ¢ < 0.45 and
0.4 < ¢ < 0.41, respectively, the value of Equation (24)
falls to the negative ranges. As also presented in Figure 6,
this occurs because the costs of the return function in
both of these games turn negative, owing to the higher
profits gained from the manufacturer’s subsidy (1) in
the ER.

This section aligns with the ESRB’s systemic risk prin-
ciples, showing how market volatility and cyber threats
destabilise blockchain-based supply chains, similar to
financial systems. It underscores the need for robust
cyber risk management and resilience strategies to mit-
igate such impacts. The use of game theory to analyze
retailer responses underlines the importance of dynamic
pricing and consumer behaviour analysis in addressing
systemic risks (Forscey et al. 2022).

The trade-oftf between the costs of a (partial) refund on
the one hand and cyber security on the other illustrates
the optimal handling of multiple risks in a supply chain.
The cost of cyber security forces the retailer to accept
a drop in demand due to increased volatility. In princi-
ple, this phenomenon corresponds to the theory of the
second best according to Meade (1955) and Lipsey and
Lancaster (1956).
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Figure 7. Effects of volatility on the rate of refund cost in terms of cost of cyber attacks.

5.5. Managerial insights

The model developed in this study offers strategic insight
into how decision-makers can manage operations under
the influence of cryptocurrency volatility and cyber risk.
At low levels of volatility, pricing and promotional tools
(e.g. return policies or advertising) can effectively sta-
bilise demand. However, as volatility crosses a criti-
cal threshold, these mechanisms become insufficient,
leading to eroding market share and competitive dis-
advantage. This highlights a fundamental insight: in
blockchain-based supply chains, volatility is not only a
consequence of weak market positioning but can also
act as a reinforcing cause of instability. Moreover, this
helps explain the market structure of cryptocurrency
platforms, where smaller players with high volatility are
crowded out, and more stable currencies (e.g. Bitcoin,
Ethereum) tend to dominate over time. From a dynamic
market perspective, only cryptocurrencies with moderate
volatility are likely to sustain co-existence in competitive
digital environments.

For cryptocurrencies, short-term speculative bets pre-
dominate, with the risk of contagious correlation due
to interdependencies and volatility co-movements (Pala-
malai and Maity 2019). However, this is not true for
the considered case of Bitcoin and Ethereum since these
two currencies belong to different correlation networks
(Yongjing et al. 2020). This finding encourages diversi-
fied strategies for firms transacting in crypto. Specifically,
retailers could hedge financial risk by balancing exposure
between Bitcoin and Ethereum - a strategy captured in
our model’s dual-retailer structure.

The proposed model offers actionable guidance
for decision-makers in real-world blockchain-integrated
production and logistics systems. For retailers, the model

highlights when to adopt aggressive advertising and
dynamic pricing strategies to sustain demand in the face
of cryptocurrency volatility. For example, firms operat-
ing in digital retail (e.g. Overstock, Newegg) can use the
model to determine optimal price reductions or adver-
tising investments when dealing with Ethereum’s higher
volatility compared to Bitcoin. Manufacturers can apply
the model to set threshold-based subsidy schemes - sup-
porting retailers only when volatility exceeds critical lev-
els - to stabilise sales and maintain channel resilience.
Additionally, the inclusion of cybersecurity investment
allows both manufacturers and retailers to model trade-
offs between system trust and risk of disruption, which
is increasingly relevant as cyber threats to supply chains
grow. From a portfolio management perspective, the
model also suggests that using a mix of cryptocurrencies
(e.g. Bitcoin and Ethereum) can help mitigate risk expo-
sure, making it particularly applicable for omnichannel
or multi-region retail platforms. Altogether, the frame-
work provides a decision-aid system that supports pric-
ing, coordination, and risk mitigation in digitally enabled
supply chains operating under volatile and decentralised
transaction environments. Accordingly, the real-world
applications of the proposed model include:

e Retailers (e.g. Overstock, Newegg): Adjust pricing
and advertising strategies dynamically in response to
crypto market shifts.

e Manufacturers: Design conditional subsidy schemes
to stabilise retailer operations when volatility exceeds
target levels.

e Supply Chain Managers: Optimise cybersecurity inve-
stment to reduce operational risk and avoid platform
shutdowns.



e Digital Commerce Platforms: Decide on leader-
ship roles (leader vs. follower) using game-theoretic
insights under information asymmetry.

e Omnichannel Firms: Diversify crypto transaction
exposure by balancing use between Bitcoin and
Ethereum to mitigate volatility shocks.

e Blockchain-Integrated Logistics Networks: Use model
simulations to preemptively manage volatility-driven
demand instability.

In the future, however, we can expect both the fre-
quency of cyber attacks and the associated volatility to
increase. However, this applies to cryptocurrencies in
general, as investors are firstly aware of these risks (Capo-
rale et al. 2020), and secondly will only be able to differen-
tiate between the use of different currencies to a limited
extent.

6. Conclusion

This study offers insights into the intricate dynamics
of blockchain-based supply chains, with a particular
focus on the profound impact of cryptocurrency volatil-
ity. It investigates the dynamics of pricing, return poli-
cies, advertising, and cybersecurity in a supply chain
comprised of a manufacturer and two cryptocurrency-
based retailers (Ethereum and Bitcoin). The study utilises
game theory models to analyze decision-making strate-
gies under different volatility scenarios. The game model
structure, comprising three central models, namely Nash
game, Bitcoin leader, and Ethereum leader Stackelberg
games, provides a nuanced understanding of the dynamic
interplay between an Ethereum-based retailer (ER), and
a Bitcoin-based retailer (BR).

The research’s findings and related insights, obtained
through a rigorous solving approach grounded in game
theory and a thorough analysis of decision variables,
illuminate critical aspects of this dynamic ecosystem as
follows:

e The analysis demonstrates the intricate relationship
between changes in the wholesale price (w) and
retailer pricing strategies. The impact of w increase
varies based on the level of Ethereum’s volatility ().
When ¢ is low, an increase in the wholesale price
leads to lower retail prices due to increased demand in
ER. In contrast, when Ethereum’s volatility is high, a
wholesale price increase leads to higher retail prices as
demand shifts towards BR. This finding highlights the
importance of dynamic pricing strategies that factor
in multiple variables, including cryptocurrency mar-
ket dynamics and wholesale costs. Retailers should
closely monitor these factors and be prepared to adjust
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pricing strategies accordingly. By doing so, they can
optimise their competitiveness and profitability in a
rapidly changing blockchain-based supply chain envi-
ronment. Overstock.com, which became one of the
first major retailers to accept Bitcoin as payment, is
recognised as an empirical evidence. Initially, they
experienced a significant increase in orders paid with
Bitcoin, highlighting the potential benefits of adopt-
ing cryptocurrency payments. However, over time,
the impact of Bitcoin’s volatility led to a decrease in
transactions. This fluctuation demonstrates how cryp-
tocurrency volatility can influence retailer pricing and
sales strategies, emphasising the need for businesses to
adapt their pricing approaches to maintain profitabil-
ity and remain competitive in a dynamic market.

e The results indicate a key threshold for the subsidy
level (4) provided by the manufacturer. In circum-
stances with significant volatility, the manufacturer
has to provide a subsidy level larger than 0.4 to retain
a profit for the Ethereum-based retailer. Otherwise,
it may lead a considerable reduction in ER’s willing-
ness to spend on advertisement, as a result of demand
increment due to the drop in ER’s profit level. This
research underscores the manufacturer’s involvement
in minimising the unfavourable impacts of volatility
on the Ethereum-based retailer’s profitability.

o The findings identify specific thresholds for the opti-
mal strategies of Ethereum Retailer within different
volatility ranges, wherein at lower ranges, the Nash
game emerges as the cost-balancing strategy. How-
ever, as volatility increases and falls within the mid-
range, the Bitcoin Retailer leader strategy becomes
the preferred choice. The analysis highlights that,
in scenarios of higher volatility levels, the Ethereum
retailer leader strategy becomes the most favourable
choice, in which it brings flexibility in the face of
increased volatility, offering the highest profitability
and demand resilience. It underscores the impor-
tance of leadership roles in managing the challenges
posed by cryptocurrency volatility and its impact on
customer behaviours, refund policies, and cyberat-
tacks. These thresholds provide clear guidance for
blockchain-based retailers to adapt their strategies
based on the prevailing volatility conditions.

Future research in blockchain-based supply chains
and cryptocurrency dynamics could consider multi-
platform competition, dynamic volatility models, regu-
latory impacts, and customer behaviour. Moreover, also
competition between private (e.g. Ethereum) and public
(e.g. Bitcoin) cryptocurrencies is shaped by their volatili-
ties. With higher volatility, private cryptocurrencies need
aggressive strategies like extensive advertising and return



7356 N. SHIRAFKAN ET AL.

policies to compete. Public cryptocurrencies, with lower
volatility, provide a more stable environment for pricing
and marketing. On the other hand, the design of pub-
lic digital currencies (as digital central bank money) has
been a challenging topic for monetary policy authori-
ties for almost ten years (Bech and Garratt 2017). For
example, the ECB is developing a concept for the dig-
ital euro, which raises questions such as the allocation
to the money supply, the transaction possibilities of pri-
vate households and the possible usability of the currency
in the event of a crisis. The volatility of an introduced
digital public currency is expected to be systematically
lower than that of commercial currencies due to the
lower risk (central bank as lender of last resort). Most
of the results of this paper then apply to the volatil-
ity difference between Ethereum (or any other private
cryptocurrency) and public crypto currency. Accord-
ingly, further research could also explore how private
cryptocurrencies can manage volatility through finan-
cial tools and strategic partnerships to stay competitive.
Furtheremore, it is essential to study the resilience of
blockchain-based supply chains against cyberattacks and
evaluate security measures. Keeping up with blockchain
technology advancements and their impact on supply
chain operations is crucial. Additionally, it is of great
value if researchers assess the environmental sustainabil-
ity of blockchain-based supply chains and conduct real-
world case studies across various industries to gain prac-
tical insights. To sum up, the findings of this study pro-
vide a foundation for several promising research direc-
tions that may further enhance the practical and theo-
retical contributions of blockchain-based supply chain
models:

e Dynamic Modelling: Extending the current game-
theoretic framework into a dynamic or multi-period
setting would allow for modelling the evolution of
volatility, adaptive decision-making, and long-term
strategic adjustments in decentralised environments.

e Multi-Tier Supply Chains: Incorporating additional
layers such as wholesalers, logistics service providers,
or third-party platforms would enrich the analysis of
coordination and risk-sharing across the full supply
network.

e Regulatory and Monetary Impacts: Examining how
public digital currencies (e.g. CBDCs), transaction
regulations, or tax policies influence operational
decisions in blockchain-integrated systems would
align this research with ongoing financial digitisation
trends.

e Behavioural and Strategic Extensions: Introducing
bounded rationality, risk aversion, or reputation-
based dynamics into the decision-making process may

capture more realistic responses to uncertainty and
volatility.

e Empirical Validation and Case Applications: Applying
the model to specific sectors (e.g. digital retail, high-
tech manufacturing, or food logistics) using real data
would allow testing of theoretical insights and increase
the model’s managerial value.

e Sustainability and ESG Alignment: Investigating how
cryptocurrency-enabled systems interact with envi-
ronmental performance, carbon tracing, or circular
economy practices can bridge digitalisation with sus-
tainability goals in supply chain management.

These perspectives offer a roadmap for further enrich-
ing both the academic exploration and the real-world
applicability of decision models in blockchain-enabled
production and logistics systems. These areas collectively
enhance our understanding of this evolving field.
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Appendix

Equilibrium values of decision variables in the
Nash game

Lemma A.1: The profit function of ER exhibits concavity in
A2 .

Proof: The profit function of ER’s hessian in ANE, Zgg, pgﬁ is
as follows:
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only condition for profit function of ER’s hessian to be concave
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Lemma A.2: The profit function of BR shows concavity in Z5z,
NE
PBRr-

Proof: The profit function of BR’s hessian in ZJE, piE is as

follows:
_ |28 wusf
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Since |—2f| < 0, the only condition for profit function of BR's
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Proposition A.1: The optimal outcomes for the decision vari-
ables of both retailers in the Nash equilibrium game are as

follows.

hessian to be concave is:

Proof: getting the first derivatives of profit functions regard-
ing the decision variables we got:

on NE
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When we solve the 5 Equations (A3-A7), we get the values as
Equations (8-12).
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Equilibrium values of decision variables in the
Stackelberg game with BR leadership

First of all, considering ER as the follower, the concavity condi-
tion of its profit value is investigated.

Lemma A.3: The profit function of ER exhibits concavity in APL,
ZBL BL
ER> PER-

Proof: The profit function of ER’s hessian in ANE, ZNE, pNE
is as follows:

=2 1—¢ ugf
H”BL(ABL)ZBL’pBL) =|1l—-¢ -1 0 (A8)
ER ER’PER luEf 0 _1
Since |—28| < 0, ‘ffﬁ; 1__18‘ =28 —(1—¢)?> >0, the

only condition for profit function of ER’s hessian to be concave
-2 l—e& ugf
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uef 0 =1
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Proposition A.2: The optimal solutions for the decision vari-
ables of ER in the second scenario are as Equations (13-15).

Proof: getting the first derivatives of ER’s profit function
regarding the ABL, ZBL pBL we got:

a”}?}% BL BL
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Solving Equations (A9-A11) we got optimal values as Equa-
tions (13,14,15).

(Al1)

LemmaA.4: The profit function of BR exhibits concavity in Z5k,
BL
PBr-
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By substituting the optimal values as Equations (13-15) in
BR’s profit function as leader the Hessian gained as below:

ek efhrt
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Proposition A.3: The optimal, profit-maximising choice of both
retailers in the second scenario are derived as follows.

Proof: getting the first derivatives of BR's profit function
regarding the Z5%, pbL we got:

an_BL
B — (phk — w)usf — Zpg + fks (A13)
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Solving the equations (A13-14) regarding Z5k, pBL  the optimal
values gained as Equations (16-17).

Equation substitution:

In Equations 16, 17:

+
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Equilibrium values of decision variables in the
Stackelberg game with ER leadership

First of all, considering BR as the follower, the concavity condi-
tion of its profit value is investigated.

Lemma A.5: The profit function of the BR shows concavity in
7EL oFL
BR>PBR:

Proof: The profit function of BR's hessian in ZEk, pEL is as
follows.

28 fus
H”L%Ii(ZBRPBR) - |:fﬂB —1:|

Since (—2p) < 0, the only condition for profit function of BR's

f fle —frud +28>0

(A15)

hessian to be concave is:

Proposition A.4: The optimal value for the decision variables of
BR in the third scenario are outlined as Equations (17-18).

Proof: getting the first derivatives of BR's profit function
regarding the ZEx, pEL we got:
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Solving Equations (A16-17) we got optimal values as Equa-
tions (18-19).

Lemma A.6: The profit function of ER exhibits concavity in AFL,
Zio P

By substituting the optimal values as Equations (18-19) in
ER’s profit function as leader, the Hessian gained as below:
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Proposition A.5: For the third game variant, the optimal solu-
tions for the decision variables are gained as Equations (19-21).

Proof: getting the first derivatives of ER's profit function

regarding the AL, ZEL | pEL we got:
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Solving the equations (A19-21) regarding AEL, ZEL, pEL the
optimal values gained as Equations (20, 21, and 22).
In Equations 20, 21, and 22:
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