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Abstract—Autonomous vehicles (AVs) are expected
to comply with traffic laws, ensure safety, and provide
transparent explanations of their decisions. Achieving
these goals requires monitoring architectures that pro-
cess large volumes of sensor, control, and contextual
data. While real-time perception and decision-making
are functionally indispensable, storing and using this
data for auditing or improvement raises unresolved
legal and technical challenges.

Data protection regulations—such as the
GDPR—mandate that personal data processing
be limited to what is strictly necessary for specified
purposes (Art. 5(1)(b), (c), and (e)). Yet, in practice,
what counts as “necessary” remains ambiguous. This
tension gives rise to the data-justification gap: the lack
of systematic methods to determine which logged data
is both sufficient to support compliance assessments
and minimal under data protection constraints.

At the same time, aligning formalized rules with
their legal intent poses a separate but interrelated
challenge—the alignment problem. Legal norms are
often ambiguous or context-dependent, and existing
monitoring frameworks rarely guarantee that formal
specifications faithfully reflect legal meaning.

This paper outlines a research agenda for bridging
these gaps. We propose an integrated approach com-
bining formal methods, legal reasoning, and runtime
monitoring to develop data-justification frameworks.
Such frameworks would enable developers to generate
interpretable rule formalizations, synthesize minimally
sufficient monitors, and justify data collection in a
transparent and legally defensible manner.

Index Terms—autonomous vehicles, monitoring,
GDPR, data minimization, formal methods, privacy

I. INTRODUCTION

Autonomous vehicles (AVs) must meet stringent le-
gal and safety requirements. To demonstrate compli-
ance—whether for certification, liability assessment, or

This work has received funding by KASTEL Security Research
Labs (SRL), by the V&VANGC project of the German Aerospace
Center (DLR), as part of the project "FuturePorts” (DLR)

safety assurance—AVs log sensor data, control decisions,
and environmental interactions. However, data protec-
tion frameworks such as the GDPR (Art. 5(1)(b), (c)
and (e)) mandate that the processing of personal data
be adequate, relevant and limited to what is necessary
for pre-defined purposes. This creates a tension: insuf-
ficient logging can hinder the reproducibility of compli-
ance assessments, whereas excessive logging may violate
privacy regulations. We refer to this conflict as the data-
justification gap—the lack of a means to determine which
data is minimally sufficient to support compliance claims.

While significant progress has been made in formalising
traffic rules and synthesising runtime monitors, existing
approaches face two critical limitations. First, they rarely
ensure that formal rule specifications faithfully capture the
original legal intent, coined as the alignment problem [14].
Legal norms are often formulated in ambiguous or context-
dependent natural language, which requires interpretative
decisions when formalizing them. Without a comparison
between the interpretation of the law, the formalized rules
and real world behaviour, compliance with the regulations
remains contestable. Without alignment between legal
interpretation, formal models, and observed behaviour,
rule compliance cannot be achieved. Second, current mon-
itoring techniques offer no systematic way to justify the
amount or type of data logged in view of data minimisation
obligations.

This paper examines these two challenges in tandem.
We argue that alignment and data justification are in-
terdependent problems that must be addressed jointly to
enable both auditable and legally defensible AV moni-
toring. To this end, we outline a research agenda that
integrates formal methods, legal theory, and data efficiency
techniques to develop data-justification frameworks that
are compliant by design.

To lay the groundwork, Sect. II introduces the concept
of self-monitoring in autonomous vehicles and outlines how



sensor data is collected and processed to support behavior
evaluation, including rule compliance. Section III examines
the legal foundations of data protection, particularly the
GDPR, and highlights how its principles constrain mon-
itoring practices. Section IV discusses the formalisation
of traffic rules and outlines the alignment challenges that
arise when translating legal norms into machine-readable
specifications. Section V explores the limits of observabil-
ity and categorises different types of traffic rules according
to the data they require. Section VI presents a research
agenda for bridging the data-justification gap, focusing on
formal tools and frameworks for minimal, transparent, and
legally defensible logging. Finally, Section VII concludes
with a reflection on the implications for system design,
accountability, and future regulatory alignment.

II. MONITORING IN AUTONOMOUS VEHICLES

Monitoring helps AVs assess whether they operate safely
and lawfully. It involves collecting, processing, interpret-
ing, and sometimes storing data about the vehicle’s envi-
ronment, internal state, and decisions. The basic steps of
monitoring are illustrated in Fig. 1.

Figure 1: Basic Steps of Moni-
toring:
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To limit the scope of the discussion, we focus on self-
monitoring, where an AV uses its onboard sensors such
as lidar, cameras, or GPS to observe traffic situations.
For example, to check compliance with a rule like “Stop
at red lights”, the AV must detect the traffic light state
and match it to its own behaviour. Monitoring extracts
relevant sequences of events, such as “light turned red”
followed by “vehicle stopped” and compares them with
predefined requirements.

Some rules require monitoring of temporal aspects. For
instance, to assess whether the AV has given way to a
pedestrian, it must log monitoring data before and after
the pedestrian crosses/attempts to cross.

This process can generate a high demand on system
resources. Complex scenarios require complex perceptions,
interpretation, and storage. AV developers must balance
these demands with performance constraints, ensuring
that systems remain responsive while collecting enough
information to verify legal compliance.

III. DATA PROTECTION ISSUES IN MONITORING

Data protection frameworks impose legal constraints on
monitoring to the extent that it involves the processing of
personal data. In the EU context, personal data is broadly

defined and refers to any data relating to an identified
or identifiable natural person (Art. 4(1) GDPR). When
processing data linked to identifiable individuals (such as
the vehicle identification number (VIN), or even technical
and usage data of the vehicle and details of journeys made
[2]), the monitoring will only be considered lawful if the
conditions set out in the GDPR are met.

The regulatory structure of modern data protection
frameworks, similar to or inspired by the GDPR, requires
a proper justification for each processing of personal data
carried out by monitoring activities. Under the principle
of purpose limitation (Art. 5(1)(b) GDPR), the purposes
of the processing—e.g. to ensure compliance with traffic
rules or to provide ad hoc explanations—must be explicitly
defined and, in general, communicated to the data subjects
before the processing takes place. This is linked to the
principles of data minimisation (Art. 5(1)(c) GDPR) and
storage limitation (Art. 5(1)(e) GDPR), which require
that the data collected and their storage be adequate,
relevant and limited to what is necessary to fulfil this
predefined purpose. In addition, the controller must be
able to demonstrate that at least one of the legal grounds
justifying the processing is present (Art. 6(1) GDPR), such
as the consent of the data subject or a legal obligation.
This regulatory structure therefore presupposes the feasi-
bility of defining the purposes and the data necessary to
carry out the monitoring.

Consider a monitoring module to ensure compliance with
Art. 21(1)(b) of the Vienna Convention and its implemen-
tation in § 26(1) of the German Road Traffic Act (StVo),
which regulates the driver’s behavior towards pedestrians
using or about to use crosswalks (as in the case of Figure
2). According to this rule, the driver must approach the
crosswalk at a speed low enough not to endanger the pedes-
trian and, if necessary, stop to allow the pedestrian to cross.
In the context of AV, adherence to this rule requires the
collection of sufficient data, through multiple sensors, to
automatically identify pedestrians on the sidewalk and their
intentions (“about to use the crosswalk”), and to trigger the
appropriate anticipatory behavior for that situation.

i
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Figure 2: A pedestrian approaches a crossing. They might
either pass the crossing and actually cross the road. An
AV has to consider both possibilities.

Purpose and legal basis are provided by the traffic rule:
the driver must identify pedestrian intentions and respond



accordingly. However, determining the data strictly neces-
sary to monitor this rule remains a major challenge. It
is essential to justify what data is collected and stored.
Intransparencies—especially when using learning systems
like neural networks—often reduce justification to observa-
tions such as “Using this data collection works sufficiently”.
No established techniques exist for justifying the selection
of training data. Only recently, a first approach to assess
the relevance of knowledge was published by Grundt
et al. [7]. In other words, the quantity and quality of
collected data affect AV performance, so road safety and
data protection—especially the principle of data minimi-
sation [5]—can appear to conflict technically [10]. Alter-
natives have been proposed to anonymise collected data
and thereby avoid data protection requirements. However,
anonymisation measures such as automatic blurring of
faces and number plates [5] may reduce data quality,
making them unsuitable for some applications, such as
detecting pedestrian intentions [5].

Let us consider the case that there may be a need
to extend the data processed by the monitoring module
to perform other functions, such as post-hoc analysis for
determining liability, or even to further improve the per-
formance of the automated driving system. For example,
in case a collision with a pedestrian is inevitable, the
AV may need to mitigate the impact instead of avoiding
the collision. As the manufacturer might be required to
proof that the mitigation, and not the avoidance, increased
safety in this exceptional situation (see Annex III, Point
1.4.3.1.2, of the Commission Implementing Regulation
(EU) 2022/1426), additional monitoring data must be
collected to allow such explanation. The processing of
data that is not strictly necessary to comply with the
aforementioned transit rules must be justified by another
legal ground, such as the public interest in road safety
(Art. 6(1)(e) GDPR) or for the legitimate interest of the
manufacturer (Art. 6(1)(f) GDPR).

The extent of data that must be processed by monitor-
ing is directly impacted by the level of automation. In the
context of a level 4 AV, which can handle all driving tasks
but requires human takeover in exceptional situations, the
monitoring of the driver’s state (awareness, health, etc.)
might be considered necessary in order to safely hand over
control [10]. Naturally, this task would require collecting
more data, including health data (special category data
under Art. 9 GDPR), i.e., monitoring eye and head move-
ments, heart or breathing rate, etc. However, it remains
unclear whether such a monitoring system complies with
data protection requirements and ensures an adequate
level of protection.

While data protection laws impose significant legal
constraints to protect fundamental rights, the monitoring
of AVs presupposes the processing of personal data to
realise other important rights and values, such as road
safety or even the economic freedom of manufacturers
to develop their products. The solution to this apparent

conflict is unclear. Data protection rules assume that the
manufacturer is able to clearly define which data are
“necessary” to carry out the legitimate purposes of the
monitoring. Nevertheless, as discussed in the next section,
the challenges inherent in monitoring rules prevent an a
priori definition of the necessary data without significantly
compromising the efficiency of compliance monitoring.

IV. FORMALISING LEGAL RULES FOR MONITORING

Monitoring legal rules with AVs introduces unique dif-
ficulties beyond technical challenges like sensor noise or
occlusions. A central challenge is interpreting and for-
malising traffic rules, which are often written in natu-
ral language and contain ambiguous, vague, or context-
dependent terms. Without a formal basis, it is difficult to
correctly compare observed behaviour with the intended
specification. To monitor compliance, traffic rules must
first be translated into formal representations. We sum-
marize the main challenges of formalising traffic rules
following Westhofen et al. [14].

Formalising traffic rules requires interpreting legal lan-
guage to resolve ambiguity and make normative choices.
Westhofen et al. identify the resulting congruence prob-
lem—the challenge of aligning interpretations of the legal
rule—as fundamental. It affects both rule formalisation
and monitoring (cf. Fig.3). The semiotic triangle [11],
shown in Fig. 3, illustrates how legal terms like “vehicle”
(a symbol) refer to abstract concepts (e.g. cars, trucks)
which in turn relate to real-world entities (e.g. the car
observed on Monday). Formalising and implementing a
monitor each instantiate this triangle, possibly introducing
differing interpretations at each stage.

Law ontology: concepts  Rule ontology: concepts Monitor antology: concepts
legal

rules RW: rule; WM: monitor,/ monitored\ RW:

formal
rules
exeriences symbols referents symbols observations

Law:
symbols

Figure 3: The semiotic triangle [11] relates symbols, con-
cepts and referents. In practice, the triangles of legal
rules, formal specifications and monitor interpretations
may misalign—risking inconsistent compliance evaluation.

Following [14] thus the following challenges have to be
solved: Alignment: Different stakeholders—legal experts,
engineers, regulators—may interpret key concepts differ-
ently, hence shared interpretation must be ensured. Ob-
servability: Abstract legal concepts must be mapped to
perceptible quantities/conditions. Vagueness: Many legal
terms intentionally require interpretation. Uncertainty:
Uncertainties (e.g. due to sensor limitations) must be dealt
with. Interrelations and Exceptions: Legal rules are inter-
related by exceptions, dependencies, or priority clauses.
Traceability and Justifiability: Transparency, certification,
and legal accountability require linking system behavior
and formalized rules back to their legal origins.



V. OBSERVABILITY AND THE DATA-MINIMISATION
DILEMMA

Even if rules are faithfully formalised, enforcing them
in practice depends on what an AV can observe. This
section discusses the limits of observability and introduces
key categories of rules: externally observable, introspective,
predictive, and vague. These categories pose distinct chal-
lenges for compliance monitoring and data minimisation,
especially in the presence of non-explainable systems or
GDPR constraints. We illustrate how partial observability
can compromise both legal accountability and privacy
compliance.

(i) Externally observable rules can be monitored via
sensor data and external behaviour (e.g. “Stop at red
lights”). (ii) Introspective rules require insight into the AV.
For example, “Drive in such a way that you can stop at
any time”, requires a risk assessment based on its own
dynamics. (iii) Predictive rules require the AV to antici-
pate others’ actions. For instance, “Give way to pedestri-
ans clearly intending to cross” demands inferring intent
from subtle behaviours like posture or gaze. (iv) Vague
rules depend on interpretation and local context. “Let
pedestrians pass safely” where the AV has to tell what
“safely” means—an assessment that can vary by region.
Many rules combine these aspects. The German StVO,
for example, uses expressions like “nach bestem Wissen
und Gewissen” (to the best of one’s knowledge and belief)
or “vorausschauendes Fahren” (anticipatory driving).

From an engineering perspective, introspective rules
may require access to proprietary or non-explainable sys-
tems (e.g. neural networks), making external auditing
difficult. Predictive rules are prone to be caught between
performance and data protection requirements. For exam-
ple, in order to recognise the intentions of pedestrians at a
human level or better, highly sensitive biometric and be-
havioural data (glances, micro gestures, facial expressions)
would have to be captured, which is generally restricted
or completely prohibited under data protection law. Vague
regulations add to the complexity, as their interpretation
evolves with social norms and case law.

Figure 4 illustrates a situation where minimal data
logging might fail. Suppose an AV brakes hard because
it expects a pedestrian to step into the street. It may have
noticed that a shop door is about to open while, at the
same time, an e-scooter approaches. Without recording
the scooter, the AV ’s prediction may appear irrational. To
avoid such gaps, AVs may need to store data beyond the
immediate event. However, identifying which observations
are relevant is particularly difficult—especially for systems
whose internal reasoning is not explainable. This example
highlights the core tension: storing enough data enables ac-
curate compliance assessments, yet GDPR demands data
minimisation. AVs must therefore collect sufficient context
while justifying why each recorded element is necessary.

-
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Figure 4: Why did the AV predict that the pedestrian
enters the road? Capturing the relevant is a challenge

VI. FroM RULES TO LOoGS: TOWARD A
DATA-JUSTIFICATION FRAMEWORK

In this section we discuss next steps regarding two
great challenges for monitoring traffic rules: the alignment
problem ( “Does the rule formalization capture what was the
legally intended?”) and what we call the data justification
gap (“How to justify logging and processing of monitored
data?”)

The alignment problem is specific to rule-compliance
monitoring: only properly formalized rules can be reliably
monitored. We propose Traffic Sequence Charts (TSCs)
as a formalism to address this gap. TSCs enable collab-
oration among domain experts during rule formalisation
and audit, aligning real-world scenarios with their formal
specifications. Our research agenda for rule formalisation
and monitoring appears in Sect. VI-A. Another important
issue is what we call the data justification gap. Manufac-
turers must justify what data is monitored and logged. We
present a research agenda in Sect. VI-B.

A. TSCs: A Visual Rule Specification Formalism

1) The Role of Intuitive Rule Specification in AV De-
sign: TSCs [4] provide a visual yet formal method to
specify traffic scenarios. By composing symbolic scenes,
they describe temporal evolutions in traffic, as illustrated
in Fig. 2. For example, a pedestrian might approach a
crossing, pause, and then cross or pass by.

Symbols appearing in each scene are declared in a sym-
bol dictionary. Each symbol is linked to a formal concept,
which in turn refers to world model objects (referents),
thereby capturing the structure of the semiotic trian-
gle [11]. For instance, the symbol pedestrian is associated
with an object of the world model that moves.

This structure enables translation of TSCs into tem-
poral logic formulas, from which runtime monitors can
be synthesized [6], [13]. These monitors are aligned with
the formal rules—they use the same symbols and ontol-
ogy—and can be deployed during system development or
operation to assess rule compliance. Figure 5 summarizes
the TSC formalism.

Figure 3 illustrated how the interpretations of legal,
formal, and monitored rules can diverge conceptually.
Building on this, Figure 6 shows how T'SCs help align these
interpretations through shared symbols and ontologies,
reducing ambiguity and improving traceability. While legal
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- Scenes reflect the spatial relations of objects L&
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Figure 5: The TSC formalism. Scenes represent symbolic
configurations of traffic. Rules are formalized visually and
mapped to temporal logic monitors.

rules are derived from human-centered concepts, formal
rules result from interdisciplinary interpretation, and mon-
itors instantiate these concepts from sensor data. This
alignment relies on a function obsyyys that maps real-world
observations to instances of the formal world model [13,
p. 13].

Law ontology: concepts # Ontology: concepts = Ontology: concepts

@
Law: rules RW: TSC; WM: TSC: /monitored\ RW:

symbols exeriences symbols referents symbols observations

Figure 6: Monitoring TSCs: The semiotic triangles of legal,
formalized, and monitored rules must be aligned. T'SCs
enable this alignment through shared symbols and on-
tology, supporting consistency across legal interpretation,
specification, and observation [11], [14].

Because rule formalization and monitoring operate on
the same symbolic foundations, feedback loops can be
established: when monitoring exposes implausible system
behavior (e.g. a pedestrian moving faster than expected),
it may indicate gaps in the formal model. Such insights
can improve rule formalization.

TSCs are particularly well suited for interdisciplinary
auditing. Their visual representation aids communication
between legal, engineering, and regulatory experts. TSCs
allow users to: (p:a) visualize formal rule specifications in-
tuitively, fostering cross-domain discussion; (p:b) generate
monitors grounded in real-world observations, anchoring
formalization in sensor data; (p:c) visualize deviations
between formalization and observed behavior for post-hoc
audits.

This makes TSCs a promising bridge between stake-
holder comprehensibility and formal verifiability. Auditing
simulated or real-world scenarios using TSCs supports
alignment between the semiotic triangles of formalized and
monitored rules and those held by auditing stakeholders.

2) Eatending TSC Expressiveness and Monitor Synthe-
sis: TSCs have already been used successfully to formalize
various traffic rules [1]. Nevertheless, some aspects remain
difficult to express, and extensions to the TSC formalism

are being developed [3]. We briefly summarize that discus-
sion here.

Current TSCs can already capture compliant and non-
compliant behaviors (e.g., maintaining a safety distance
or obeying speed limits), but they lack explicit support for
obligations (O), permissions (P) and prohibitions (F). Ex-
tending TSCs with deontic modalities—by tagging scene
subgraphs—will allow rules to be captured more accu-
rately [15]. For example, Fig. 7 illustrates how deontic
TSCs could be used to capture the StVO’s rules of main
beam wusage. Main beam may be used when wvisibility it
requires and no one is dazzled (P); Drivers should switch
on main beam in poor visibility to enhance safety (O);
Main beam must not be used if it dazzles other road users

(F).

If there is no car in front
ol (now and in the future),
o using main beam is permitted.
a2 W C 24
| If visibility is poor,
° ego should use main beam.
N =

If there is a car in front,
ego must not use the main beam.

-

Figure 7: Sketch of deontic TSCs. Each is an “if~then”
scenario chart: the (history|future)-premise is inside an
elongated hexagon, and consequences carry deontic tags.

Currently, sequential TSC specifications support run-
time monitoring via derived monitors [6], [13]. With ap-
propriate sensor-to-attribute mappings, these monitors
verify that observed behaviors conforms to the TSC.
Planned next steps include: synthesizing runtime monitors
for all TSC language features (e.g., all chart structures,
time pins), developing a schema for orchestrating mul-
tiple runtime monitors, application of monitoring using
automotive-grade hardware.

B. The Data—Justification Challenge

As discussed in Sect. III, the GDPR requires that
personal data collection be limited to what is necessary
for the stated purpose. In AVs, primary purposes include
real-time compliance monitoring and triggering corrective
actions, post-hoc analysis for liability and (safety) improve-
ments and continuous learning of ML components. Yet,
“necessary” remains legally qualitative, lacking an algo-
rithmic definition. Collecting too much violates privacy
while collecting to little risks functional deficiencies.

As argued in Sect. IV, for the above purposes we
rely on a runtime monitor m derived from formal rules
R that logs data. Let [ denote the recorded log. The
GDPR requires that the log contains the fewest recorded
entries but allows logging of the data that is neces-
sary for a monitor to produce its verdict, m(lpe.) =
m(l) A records(lye.) minimal. In order to alleviate the



manufacturer’s burden of justifying that they actually log
the necessary data for judging compliance with rules R,
approaches are required that log only the relevant records.

‘We believe that closing the data-justification gap hinges
on answering a few core questions that span legal interpre-
tation, formal methods, and systems design. In particular,
any viable justification function J(m,l) = [, must, for
each runtime monitor m, pinpoint exactly which entries
lnec C 1 are both (a) sufficient to reproduce m’s verdict,
and (b) minimal under GDPR-style data-minimization.
Concretely, we identify the following interlocking research
thrusts:

(1) Standardized Scenario Recognition, Ontology € Per-
formance Baseline: Establish an industry- and regulator-
endorsed standard that defines: (a) A core ontology
of “must-recognize” entities and events (e.g., pedestri-
ans at crosswalks, cyclists overtaking, emergency wvehi-
cles). (b) Quantitative sensing performance targets (e.g.,
“> 95% recall for pedestrian-in-crosswalk at 30 m under
daylight”). (c) A governance process for evolving the stan-
dard as sensor and Al capabilities advance. Anchoring the
“state of practice” in a shared standard enables manufac-
turers to defend minimal logging schemes by conformance
rather than proprietary claim.

(2) Legal Semantics of Relevance and Minimality:
Precisely formalize the notion of “relevance” under
Art. 5(1)(b), (c), and (e) GDPR: (a) Distinguish between
raw and pre-processed data, retention periods, and levels
of anonymization (e.g., pseudonymization, aggregation,
noise addition). (b) Define purpose-specific criteria—for
example, differentiating safety monitoring, post-hoc anal-
ysis, and continuous learning.

(3) Log-Schema Synthesis and Certification (a) Given a
monitor mpg, synthesise a minimal log schema specifying
which sensor streams and internal events reproduce all
verdicts. (b) Provide a formal proof of sufficiency and
GDPR-purpose minimality—i.e. that only personal-data
elements strictly necessary for compliance are retained.

We  envision employing minimal-witness and
unsatisfiable-core methods [9] from temporal logic,
enriched with relevance analysis [12] to pinpoint privacy-
critical attributes per scenario. Since true minimality
is NP-hard [8] and undecidable in unbounded time,
we envision performing this calculation offline via a
catalog of standard scenarios (which can also be used for
certification). At runtime, the AV identifies the active
scenario and executes a lightweight monitoring on its
pre-defined, scenario specific data fields.

Answering these thrusts will yield a holistic data-
justification framework, that prescribes not only what an
AV must monitor but also why each recorded datum is
both necessary and no more than necessary.

VII. CONCLUSION

Monitoring is vital for ensuring legal and safe behavior
in autonomous vehicles. Yet current methods fail to ensure

that formalized rules are aligned with legal intent, and
it remains unclear what data must be stored to justify
compliance without violating privacy regulations.

We identify two key gaps: the alignment problem, con-
cerning the fidelity of formal rule representations, and the
data-justification gap, concerning which data is necessary
and sufficient for defensible monitoring. Bridging these
gaps requires interdisciplinary tools that link legal norms,
formal semantics, and real-world observability.

We proposed a research agenda centered on rule
formalizations, minimal data logging strategies, and
auditable justification frameworks. These are essential to
balance safety, transparency, and data minimization—and
to enable accountable, trustworthy AV systems.
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