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Goal

Integrate the SeamlessAccess with OpenID Federation:

• Show OIDC OPs the same way as SAML IdPs - in synergy with the eduGAIN 
OIDFed PoC project.



Work Done

1. Investigate OpenID Federation discovery

Discovery Flow

2. Investigate OP listing methods, OIDFed Spec 

Entity Collection endpoint

Propose additional metadata claims to the OpenID Federation specification



Work Done

3. Investigate SeamlessAccess architecture 

Identified points of integration





Entity Collection Endpoint Specification

• Draft for an extension to the OpenID Federation specification
• Goal: Well-defined mechanism to obtain a filterable list of all(*) Entities in a federation

• Primary intent: UI purposes, e.g. OP selection
• Request: flexible filters
• Response: List of Entities with their UI related Claims
• Need for additional UI related Claims in the OIDFed spec

• Submitted PR; accepted

• GitHub Repo: https://github.com/zachmann/openid-federation-entity-collection
• Issue Discussions: https://github.com/zachmann/openid-federation-entity-collection/issues
• Rendered Version: 

https://zachmann.github.io/openid-federation-entity-collection/main.html

(*) Not only direct subordinates

https://github.com/zachmann/openid-federation-entity-collection
https://github.com/zachmann/openid-federation-entity-collection/issues
https://zachmann.github.io/openid-federation-entity-collection/main.html


Entity Collection Endpoint - Examples

GET /collection?entity_type=openid_provider&
trust_mark_type=https://rp.refeds.org/sitfi&
trust_anchor=https://swamid.se HTTP/1.1
Host: openid.sunet.se

Example Request

Example Response Entity Entry



SeamlessAccess

Improving the user experience for identity provider discovery

• REFEDS discovery guide (circa 2012)
• "RA21" (circa 2019)

• Founded by Géant, Internet2, NISO, and STM Publishers (and ORCID)
• A lot of voluntary engagement from interested parties

• Weekly Technical development-, and non-technical meetings
• Monthly Operations, and Outreach meetings
• Monthly Governance meetings



SeamlessAccess

Not just technology

• Industry engagement
• Best practices for user interfaces of login
• Toolkit on best practices for libraries
• Community for promoting federated access

• Used with many of the large and smaller publishers



SeamlessAccess

How its used and how it works

• Limited integration
• Standard integration
• Advanced integration
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SeamlessAccess

How its used and how it works

• Advanced integration
• Follow UX guidelines
• Persistence
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• A word on browsers
• Use of third party storage

• Smells like..
• Storage access API
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not filtered

filtered sirtfi
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How its used and how it works

• The components
• Discovery page
• Metadata query

• Aggregate
• eduGain
• Open Athens
• + NRENs



SeamlessAccess

How its used and how it works

• The components
• The "Smart button"
• Persistence service
• Discovery page
• Metadata query

https://app.excalidraw.com/l/AiEVanr1dOo/DtXaIVAHlj

courtesy of Kushal Das

https://app.excalidraw.com/l/AiEVanr1dOo/DtXaIVAHlj


SeamlessAccess

Why OpenID Federation (and why SeamlessAccess)

• Supporting the community
• Years of UX work

• Ready for the technology shift



Future plans

• Create proof-of-concept solution for SeamlessAccess
• Engage with other OpenID Federation efforts, ie. eduGAIN PoC, national 

OIDFed
• Move forward the Entity Collection specification work
• Prepare the discovery elements for the community 



Any questions?
Thank you


