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The demand for next-generation flexible electronics in applications like smart packaging and smart bandages
has driven the need for cost-effective solutions. Traditional silicon-based electronics struggle with high costs
and rigidity, making them unsuitable for these emerging markets. In this regard, additive printed electronics (PE)
offer a viable alternative with their flexibility and ultra-low-cost manufacturing. printed analog neuromorphic
circuits (pNCs) are well-suited for these target applications, especially for classification tasks, as their low
device count can efficiently meet the needs of the technology. However, low-cost additive manufacturing comes
with higher defect rates, such as misprints, broken connections, and defective components, posing significant
challenges to the reliability of printed circuits. This article presents a novel co-design of training algorithm
and hardware for fault-tolerant pNCs using fault-aware training (FAT). The proposed method introduces a
fault-tolerant version of printed nonlinear transformation circuits, combined with a bespoke training process
that selects different types of printed activation functions (AFs) for different neurons to optimize both fault
endurance and hardware costs. Experiments on benchmark datasets demonstrate an improvement in the
accuracy of fault-tolerant (FT) pNCs from 62.1% to 79.4% under a 10% fault rate. Moreover, combining both
normal and fault-tolerant versions of activation functions (AFs) using gumble-softmax distribution shows an
acceptable accuracy drop with an average reduction in power and area of 54.5% and 6.54%, respectively, while
reducing the training time significantly by 56.2%, compared to only using FT-AFs.
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1 Introduction

Despite significant advancements in power efficiency and transistor density, silicon-based electron-
ics face challenges in being adopted for many consumer edge applications, such as smart packaging
[1], smart bandages [2], wearables [3, 4], [oT [5-7], RFID tags and other disposable electronics [8, 9]
(as shown in Figure 11). These applications require devices to be flexible, customizable, biocompati-
ble, and capable of being produced on demand, with manufacturing costs expected to stay below
just a few cents. However, these requirements are difficult to meet with traditional silicon-based
VLSI technology due to its bulky substrates and the complexity of lithography-based manufac-
turing processes. Printed Electronics (PE) emerges as a promising and cost-effective alternative
for these applications. PE’s key advantage is its ability to offer customized application-specific
solutions, whether in high or low volumes. This adaptability is made possible by the low-cost,
additive nature of the additive printing process, which contrasts with the more expensive and
complex lithography-based fabrication used in traditional silicon electronics.

To enable basic signal processing tasks, such as classification in printed devices, various printed
computing circuits are required [10, 11]. Printed analog neuromorphic circuits (pNCs), which
use resistor crossbars and inverter-based AF circuitry, emulate artificial neural network (ANN)
operations by processing analog sensory input directly, thereby eliminating the need for expensive
analog-to-digital converters.

The primary benefit of additive printing processes is the significant cost reduction achieved
through maskless manufacturing. However, these processes come with reduced process control,
leading to a higher variability and defect rate during both manufacturing and runtime. Common
defect mechanisms in PE include misprints, incomplete traces, broken or misaligned connections,
crossovers, and material degradation [12], which can cause open-short circuits, unpredictable
electrical behavior, or even complete non-functionality of the circuits as shown in Figure 2. In
addition, issues such as ink smudging, delamination, or void formation can further reduce the
reliability of printed circuits [13].

Given these challenges, it is very critical to ensure high manufacturing yield while maintaining
reliability in PE during in-field operation. Furthermore, the bespoke architectures used in pNCs
[10, 14-17] introduce additional layers of complexity, further increasing vulnerability to faults [18].
Therefore, cost-effective fault-endurant custom hardwired (bespoke) architectures are needed to
address these inherent defects, ensuring that printed circuits continue to function reliably despite
the presence of manufacturing defects [19, 20], allowing the system to remain operational, thereby
maintaining its overall quality and robustness.

'Images are generated by the DALL-E Al tool.
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Fig. 1. Target application domains of PE: (a) smart bandages, (b) smart food packaging, (c) smart fruit package,
(d) RFID tags, and (e) smart milk carton.

(@) o) (c)

Fig. 2. (a) Transistor with exploded electrolyte, (b) inkjet-nozzle clog, (c) inhomogeneous layer formed, (d)
satellite drops of ink, and (e) short circuit between S-D (sourced from [12, 19]).

Although significant efforts have been made to implement various pNCs [10, 15, 21], very few
studies have focused on fault modeling and fault-tolerant FT design for printed ANN architecture
[21]. In this context, our work focuses on the X-design (co-design) and modeling of FT nonlinear
activation circuits, fault injection, and fault-aware training (FAT) in the neural network (NN)
architecture.

In short, the contributions of this work are:

(1) This work, for the first time, proposes the X-design (co-design) of FT printed bespoke
nonlinear transformation circuits at both the circuit and the algorithmic level.

(2) A gradient-based FAT approach is introduced to optimize pNCs in a bespoke manner. Using
Gumbel-Softmax distribution, the most fault-tolerant AF is selected for each neuron, allowing
differentiable backpropagation to dynamically adapt to printing defects.

The proposed FT-pNC demonstrates an accuracy improvement from 62.1% to 79.4% under a
10% fault injection compared to the baseline scenario (4-normal AFs). However, adopting only
fault-tolerant activation functions (4-FT AFs) significantly increases hardware and training time
overhead. To address these, we propose our combined FAT approach with 8-combined AFs, which
integrates both normal and fault-tolerant versions and significantly reduces area, power and training
time by = 6.54%, = 54.5%, and 56.2%, respectively, while maintaining an acceptable drop (= 7%) in
classification accuracy compared to using only 4-fault-tolerant (FT) versions.

The rest of this article is structured as follows: Section 2 introduces PE, pNC, fault models, and
other preliminaries. Sections 3 and 4 describe the design and modeling of FT nonlinear transforma-
tion circuits and formulation of FAT. In Section 5, the proposed approach is validated with extensive
simulations. Finally, Section 6 summarizes this work.
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Fig. 3. Schematic of (a) additive printing process of PE, (b)-(e) types of printing processes; (f) front view of an
inkjet-printed n-EGT.

2 Preliminaries
2.1 Printed Electronics (PE)

PE is a fabrication technology that utilizes printing methods such as inkjet, screen, or gravure
printing [22]. This approach allows for the production of ultra-low-cost electronic circuits due
to its simple additive manufacturing steps as shown in Figure 3(a) and low fabrication costs. In
contrast, silicon-based processes require expensive foundries, even for older technology nodes [23].
Additionally, PE enables flexible electronics through its contactless printing techniques, such as
inkjet printing, combined with advanced functional inks, conductive, semiconductive, and insulating
materials. These inks are used to fabricate devices based on organic [24] or oxide-based materials
[25].

Printing technologies are categorized into two primary types, each suited to specific applications
and material needs: (i) contact printing and (ii) non-contact printing. Contact printing methods
include: (a) replication printing, such as gravure printing as shown in Figure 3(b), which is optimized
for high-volume production; and screen printing in Figure 3(c), which requires significant manufac-
turing time and costs while delivering relatively low resolution. On the other hand, non-contact
printing includes: aerosol printing (Figure 3(d)), suitable for low-volume production due to its
slower printing speeds and higher maintenance requirements; and Figure 3(e), jet printing, with
inkjet printing being a key example, tailored for bespoke fabrication of small-batch electronic
circuits.

As shown in Figure 3(a), the fabrication process of an N-type Electrolyte-Gated Transistor (n-EGT)
begins with the printing of the drain (D) and source (S) electrodes directly onto a glass substrate
using inkjet printing techniques. The active semiconductor material is then printed between these
electrodes to facilitate charge transport. Following this, an electrolyte material, is deposited over
the semiconductor to act as a gate dielectric, enabling voltage control. Finally, the gate electrode is
printed on top of the dielectric layer. Although this streamlined additive process exhibits greater
variability [21, 26], it reduces material waste, simplifies manufacturing [27], and is ideal for low-cost,
flexible, and energy-efficient electronics [1, 2, 28].

Most state-of-the-art inkjet-printed field-effect transistors (FETs) often use organic semicon-
ductors, but their low field-effect mobility and high operating voltages make them unsuitable for
low-power applications in PE powered by energy harvesters or small batteries [29]. As shown in
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Fig. 4. On-demand design and fabrication given a specification of a desired functionality realized through
training a pNC. The derived design can be readily fabricated through the on-demand fabrication capabilities
of inkjet-PE [33].
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Fig. 5. Schematic of printed neuromorphic circuits. (a) example of a 3-input and 3-output printed layer based
on crossbar array; (b) p-negative weight (c) p-ReLU (d) p-CReLU (e) p-tanh (f) p-sigmoid AF circuits [15].

Figure 3(f), inorganic oxide semiconductors, particularly n-EGTs are more promising, as they benefit
from high electron mobility and sub-1V operation due to their high gate capacitance [30], making
n-EGTs ideal for energy-efficient PE, while no reliable P-type EGTs have been reported yet [29, 31].

2.2 Printed Analog Neuromorphic Circuits (pNCs)

Neuromorphic computing,? driven by advancements in artificial intelligence, offers a powerful
approach for solving complex tasks, with small NNs enabled by pNCs being especially cost-effective.
These pNCs are ideal for real-time sensor data processing in resource-constrained applications
like wearable sensors, flexible displays, and smart bandages [1, 2, 32], where they outperform
conventional silicon-based hardware. By utilizing basic operations like weighted-sum and nonlinear
activation, pNCs offer efficient, on-demand computing for various PE target applications. Figure 4
shows the existing flowchart of a pNC as available in the literature.

2.2.1 Hardware Primitives. Figure 5(a) illustrates the circuit schematics of a neuron in pNC.
Some negative weight circuits are also incorporated in case required. Figure 5(b) and (c)-(f) shows
the specific schematics of the negative weight circuit and the printed activation circuits [33]. The
cross-sectional layouts of the primitives are shown in Figure 6. In the following, we will provide a
detailed introduction of these circuit primitives.

Resistor crossbars. The resistor crossbar circuit, shown on the left side of Figure 5(a), follows
Ohm’s Law and Kirchhoff’s Laws to calculate the output voltage V, as a weighted-sum of input
voltages V;, with the weights determined by the conductance ratios as shown in Equation (1).

g g g b
Vv, = Elv1 + EZV2 + év3 + EVb’ (1)

where g; signifies the conductances of the resistors R; and G represents the aggregate conductance
Zj &+ &b + &q- This design enables the customization of conductances to achieve desired weights,

analogous to training in ANNs.

2Here, in these works, the term “neuromorphic” is used broadly to indicate analog computational circuits inspired by NN
architectures, using nonlinear AFs and resistor crossbar arrays for parallel computation.
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Fig. 6. Cross-sectional view of pNC primitives: (a) resistive crossbars, (b) printed negative-weight, and (c)
printed tanh with nEGT, resistors in PE [33].

Printed negative weight circuits. Since the conductances in the crossbar resistor array can only
represent positive weights, some resistors are paired with inverter-based circuits [28], as depicted
in Figure 5(b), to enable negative weight representation. This setup allows for the emulation of
multiplication with negative weights by inverting the input voltages V;.

Printed activation circuits. After passing through the crossbar, the signals can be processed by
different printed activation circuits, as shown in Figure 5 (c—f), which emulate the AFs commonly
used in ANNs. These AFs are crucial in introducing nonlinearity into the system, enabling the
network to model complex functions. For example, p-tanh maps the input to a range [-1,1], which
is useful for balanced and stronger gradient flow [15]. The p-sigmoid outputs values between [0,1],
which is ideal for binary classification tasks [34]. Similarly, p-ReLU passes only positive inputs,
promoting network sparsity and addressing gradient saturation issues [35], while p-CReLU limits
the maximum output value, ensuring stability by preventing overly large activations. Although the
existing printed AFs are learnable and are designed to maintain ANN performance, they are more
sensitive to defects, which leads to unstable behavior in pNCs [21].

2.3 Related Works

Recent studies on analog VLSI implementations of NNs have made significant progress in improving
fault endurance [43, 44] and robustness to process variations through innovative design methodolo-
gies. Gowda et al. introduced redundancy and dynamic reconfiguration strategies that allow faulty
components to be replaced with spare fault-free ones, ensuring high reliability in silicon-based
circuits under process variations [36]. In addition, recent work has introduced printed stochastic
NNs hardware accelerators, leveraging stochastic computing principles to improve robustness
against process variations and transient errors in PE [45-47]. [42] proposed an FT on-line training
method for Resistive Random-Access Memory (RRAM)-based computing systems, combining a
quiescent-voltage comparison method for fault detection with a threshold-training and remapping
scheme to enhance robustness in neural computing applications. [48] proposes a device variability
aware (DVA) training methodology where stochastic noise is added to the parameters during
training to enhance the robustness of network to the parameter’s variation. FAT-RABBIT [37]
introduces FAT with the M-SAM optimizer to improve robustness against bit-flip attacks in deep
neural networks without additional hardware overhead. [49, 50] introduces zero-overhead solutions
to improve the reliability of deep neural networks (DNNs) against transient hardware failures by
redesigning and retraining models. [51] presented several network design choices and a training
procedure that increases the robustness of standard DNN models. Also, Leem et al. introduced
cross-layer error resilience for robust systems [41].
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Table 1. Related Works and Comparison with Our Proposed Method

Ref. Technology |Fault Model | Red. | Variation | Aging | FAT | Acc. |Fault Detection | Complexity and Hardware overhead
[36] Analog VLSI v - - - - - Active High (different signal levels)
[37-40] Digital NN v v - - v | >80% Active High (digital logic, MUX, switching)

[41] Digital VLSI - - - - - - Cross-layer High (digital logic, MUX, switching)

[42] Memristive NN v - v - v [>70% Active High (MUX, logic switching)

[14] pNC - - - v - | >80% - Low (bespoke design)

[15] pNC - - v - - | >78% - Low (bespoke design)

[33] pNC - - v - - |>66% - Low (bespoke design)
Proposed pNC v v v - v [79.5% Passive Moderate (bespoke design, FER, FAT)

Prior studies addressed fault modeling in VLSI, variation and aging awareness in PE. Our approach uniquely integrates
the critical aspects through redundant (Red.) circuit design using FER, preserves the accuracy (Acc.) fault modeling and
variation awareness within FAT.

Table 1 summarizes the state-of-the-art works on fault modeling and training methodologies,
focusing on their capabilities (fault modeling, variation and aging awareness, FAT) and applicability
to PE. Although several approaches in PE address specific aspects such as variation [15, 33],
redundancy [37-40], or aging [14] individually, they do not consider to integrate fault modeling with
FAT into their approaches. Moreover, conventional methods typically involve complex hardware
architectures with fine-grained control and significant overhead, making them impractical for
ultra-low-cost and disposable printed circuits. Also, pPNCs must uniquely address challenges such
as higher defect rates, significant manufacturing variability, and stringent constraints on cost and
disposability.

Our proposed approach fundamentally differs from conventional memristive crossbars and
conventional analog ANNs. Memristive crossbars encode synaptic weights through adjustable
memristive elements, offering general-purpose programmability but requiring complex reconfigu-
ration circuitry. In contrast, our pNCs offers precise fabrication control through additive manufac-
turing, embedding permanently optimized device characteristics specifically matched to trained
neural models. This bespoke hardware mapping significantly reduces complexity and overhead,
enabling efficient fault endurance. By integrating FAT with a Gumbel-Softmax distribution [52],
our method facilitates dynamic AFs selection, utilizing lightweight hardware redundancy within
additive manufacturing constraints to achieve increased robustness.

2.4 Fault Models in Printed Circuits

Circuit faults can arise from various issues, such as defective components, signal line breaks, short
circuits, and delays, which hinder the proper functioning of circuits. Figure 2 illustrates the typical
defects that occur in n-EGTs [53] during the inkjet printing process [19]. In general, circuit faults
can be categorized into two types: permanent faults, which persist and are easily detectable during
testing, and temporary faults, which appear and disappear quickly. Permanent faults are further
classified into catastrophic faults (such as open and short circuits) and parametric faults (resulting
from variations in process parameters) [54].

2.4.1 Catastrophic Faults. Catastrophic faults are categorized into stuck-open and stuck-short
faults. In stuck-open faults, the terminals of a component lose contact, leading to high resistance.
These faults can be simulated by adding a large series resistor (e.g., Ry = 100 M) to the faulty
component. In contrast, stuck-short faults involve a short circuit between terminals, effectively
bypassing the components. These can be simulated by adding a small parallel resistor (e.g., R, =
1 Q). Both types of faults can occur in resistors, capacitors, or transistors. Although catastrophic
faults often disrupt circuit functionality, some may only affect performance specifications without
impacting overall operation [36, 54].
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Fig. 7. Overview of (a) redundant transistor and resistor configuration for FT pNCs (b) p-negative weight
circuit; printed activation circuit designs of (c) p-ReLU (d) p-CReLU (e) p-tanh (f) p-sigmoid and (g) corre-
sponding fault-free and faulty characteristics curves.

2.4.2  Parametric Faults. Parametric faults impact the values of components such as resistors,
capacitors, and transistors and can be caused by local or global defects. Global parametric faults
arise from manufacturing imperfections that affect all components during production, while local
parametric faults arise from specific defects, such as particles affecting the channel length of a
transistor.

Our methodology addresses both catastrophic and parametric faults. Catastrophic faults, such as
open or short circuits, are mitigated by adding hardware redundancy with parallel transistor-resistor
paths, followed by FAT. Parametric faults, like resistor or transistor variations, are addressed through
variation robustness as described in [15], and then further mitigated using FAT. This combined
approach ensures robustness against both types of faults without explicit runtime fault detection
or additional complexity.

3 Fault-Tolerant (FT) Printed Circuit Design

As shown in Figure 7, in this section, we describe the design of FT nonlinear circuits, aimed
mainly at mitigating catastrophic faults by assuming single-component failures in either resistors
or transistors. Furthermore, in Section 4, we introduce an FAT algorithm that dynamically selects
the appropriate AF for each neuron. This bespoke approach aims to minimize accuracy degradation
in pNCs, ensuring robustness while reducing hardware costs, even in the presence of faults.

The printed FT nonlinear circuits are designed with redundant components to ensure that it
continues to function properly even if certain components fail, and thus follows a consistent design
principle. The main component of these circuits includes redundant resistors, transistors, and
transistors configured as switches to reroute the current path in the event of any faults.

3.1 Circuit Working Principle

The FT activation circuits use printed n-EGTs and resistor networks to implement a robust analog
neuromorphic computing system. The core working principle relies on the inherent tunability of
EGT threshold voltages (V;;,) by simple adjustments during the printing process—such as varying
electrolyte concentration or gate material composition—individual transistor switches can be pre-
cisely used to exhibit different conduction states. This simplifies the design of FT nonlinear transfer
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functions (e.g., ReLU, sigmoid, and tanh), without requiring additional complex manufacturing
steps.

Unlike CMOS fabrication, where individual threshold voltage adjustments are challenging due to
specialized implants and costly processes, printed EGT allows easy per-device threshold adjustments.
Additionally, printed resistors uniquely benefit from additive manufacturing, allowing precise
deposition of individual resistors without added complexity. Although redundancy is common in
traditional CMOS circuits, redundancy in PE has not been extensively explored due to its technology-
related constraints. Thus, we introduce redundancy through multiple parallel EGT and resistor
paths, each with slightly varied thresholds and conduction characteristics. This provides
inherent robustness against manufacturing variability, catastrophic faults (short/open circuits),
and parametric deviations. Crucially, our circuits rely solely on built-in redundancy based on the
concept of analog forward error recovery (FER), in which circuit components are designed with
redundancy to inherently tolerate single-device defects (transistor or resistor). This approach
does not require any form of reconfiguration after faults occur, significantly enhancing yield and
reliability for ultra-low-cost scalable printed neuromorphic systems.

3.1.1  FT Operation. In Figure 7(a), the Tyy;icp, transistors act as two-terminal switches, with gate-
source (G-S) shorted, operating based on the voltage difference between them and are connected
with each redundant component. Under normal operation, they remain off, but if a catastrophic
fault occurs in any component of the circuit, the G-S voltage of T, increases above a threshold
voltage (Vi,)- The Ty itcn turns on, and allows the current to flow between the drain and the source
(D-S) to either one of the redundant resistor’s (Rqed) or transistor’s (T7' ed) paths. It is worth mentioning
that the threshold control in n-EGTs is easily achieved by transistor channel sizing [55], thus enabling
multiple n-EGTs with varying thresholds in the same circuit. So, even if the primary component
fails, the current flow is maintained without disrupting the overall functionality. However, in
any non-catastrophic fault, such as a partial short or open resistor R§ (as in ReLU), the circuit
remains functional, without causing significant performance degradation, and does not require
redundant components. Also, the redundancy ensures automatic functionality without requiring
explicit switches or external logic control. Under normal conditions, each transistor-resistor path,
having slightly varied electrical characteristics (threshold voltage (V};,)), together contributes to the
intended circuit functionality (as shown in Figure 5).

FT Printed Negative Weight (Inverter) Circuit. The transfer characteristic of the FT negative weight
(analog inverter) circuit (Figure 7 (b)) is characterized by

neg(V,) = — (Y +ny - tanh ((V, = n§) - ny)) » 2)

where nN = [1711\1, 1712\1, r]IgI, 7721] = [0.04, 0.95, 0.01, 142.20] are fixed auxiliary parameters determined
by the physical quantities qN = [RIN, WiN, L?I], where R?I ) I/ViN, L%\I are the resistances, width, and
length of the transistors, respectively.

FT Printed ReLU Circuit. The printed ReLU activation circuit shown in Figure 7(c) implements a
piecewise linear function that remains linear for positive inputs and nullifies negative inputs. So, a
combination of a softplus function for smoothness at V, = 0 and a linear function for the negative
slope is used to accurately describe the circuit’s behavior. Consequently, the function describing
p-ReLU circuit is

Vo =1 (x—n8) +nj - softplus (V, — n5, n%) + 1}, 3)
and 7R = [17112, qg, 17133, ryg, U§]2[0~01> 0.66, 0.20, 0.003, 7.74] are fixed auxiliary parameters determined
by circuit components q® = [RR, W'iR, LlR], where RZR, W'iR, LlR are the resistances, width and length

1
of the transistors, respectively.
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FT Printed Clipped ReLU (CReLU) Circuit. The FT CReLU activation, as shown in Figure 7(d), ex-
tends the basic ReLU by capping the output voltage so V, € [0, V., ]. The mathematical expression
of the CReLU is

ax

CR CR

ns V, < 3

CR CR
V. = ’72 > VZ > T]4 (4)
a CR _ ,CR CR,.CR _ ,,CR,,CR
T2~ Tr s "7 '3 otherwise
Z ) )
gt —n§R gt —n§R

with pR = [ry(fR, r]gR, 17(3:R, nffR] = [0.001, 0.96, 0.02, 1.17] are fixed auxiliary parameters determined

by the physical quantities qCR = [RiCR, VViCR, LiCR], where RiCR, VVI-CR, LiCR are the resistances, width,
and length of the transistors, respectively.

FT Printed Tanh Circuit. Figure 7 (e) shows the schematic of an FT p-tanh circuit and is realized by:
V, = ptanh(V) = f + 5 - tanh ((v—- ’7”31") . r]?f) (5)

with the fixed auxiliary parameters 77 = [17?, 17;, qg, r]}] =[0.05, -0.91, 0.23, -9.24] determined by
qT = [RiT, W'iT, LZ-T],, where RiT, W'iT, LiT are the resistances, width, and length of the transistors,
respectively.

Printed Sigmoid Circuit. Similar to the p-tanh AF circuit design in Figure 7(f), the p-sigmoid can
also be modeled by a suitable mathematical equation:
Vo= rﬁ + 172 - sigmoid ((V,, — ryg) -ryi) , (6)
where the sigmoid(x) function is defined as sigmoid(x) = 2=, and 11° = [}, 73,73, 73] = [0.99,
-0.91, 0.10, -48.71] are fixed auxiliary parameters determined by the physical quantities q° =
[Ris, WiS, Ll-s], where RiS, VVl.S, Ll-S are the resistances, width, and length of the transistors, respectively.
The normal and faulty transfer characteristics of all the AFs are shown in Figure 7(g), assuming
single-component failures in either resistors or transistors.

3.1.2  Redundancy Management and Complexity. In our FT approach, redundancy is realized
through analog FER. Unlike conventional digital redundancy, which requires active fault detection
and complex reconfiguration, our printed circuits leverage passive redundancy directly embed-
ded during additive manufacturing. Specifically, each printed AFs incorporates multiple parallel
transistor-resistor paths, inherently managing faults passively by automatically rerouting current
in the event of single-component-level faults such as open or shorts. This design significantly
minimizes additional complexity as it eliminates the need for dedicated fault detection circuits,
digital logic overhead, or external runtime configuration.

Furthermore, the implementation uses bespoke pNCs, in which NN parameters are physically em-
bedded during fabrication. While bespoke network architectures inherently risk fault vulnerability
due to fabrication deviations affecting hard-coded parameters, our passive redundancy substantially
mitigates this risk. Moreover, our approach utilizes FT architecture search, dynamically selecting
robust combinations of normal and FT components during training. This co-optimization ensures
high fault tolerance and minimal hardware overhead, leveraging the NN’s inherent approximate
computing nature and intrinsic redundancy.

4 Fault-Aware Training (FAT) Framework

In this section, we present our FAT framework for modeling FT-pNCs, which integrates three key
aspects and is also shown in the proposed implementation flow, Figure 8:
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Fig. 8. Proposed implementation flow for an on-demand bespoke fault-tolerant printed neuromorphic circuit
(FT-pNC) X-design given a specification of a desired functionality realized through Gumbel-Softmax distribu-
tion through FAT.

— Initialization of Fault-Aware Printed Layer: Our method uses a printed NN layer (pLayer)
structure (Algorithm 1, Lines 1-5). Initially, each layer is configured with several trainable
parameters:

— Conductances (0): These represent the crossbar weights and are initialized with small
random values.

— Selection Logits (coefficients_act, coefficients_neg): Trainable parameters controlling
dynamic selection of activation functions and negative weight implementations via the
Gumbel-Softmax mechanism.

— Temperature Parameters (act_temp, neg_temp): Initially set to a higher value to en-
courage exploration in early training phases, and later gradually annealed during training
iterations.

— Fault Injection During Training: We introduce defects (catastrophic: resistor open/short,
transistor G-D/G-S/D-S shorts, non-catastrophic: resistance variation, transistor threshold
voltage, width, and length variations) into crossbars and nonlinear circuits, derived from
SPICE-level simulations.

— Dynamic Architecture Search: We use Gumbel-Softmax to dynamically select AFs and
inverters at each neuron, enabling a differentiable architecture search that adapts to
faults.

— Fault-Aware Classification Loss: We incorporate these faults into the forward pass and
compute an expected classification loss, ensuring the model learns to remain accurate under
realistic manufacturing defects.

In summary, our FAT framework integrates realistic fault scenarios directly into the training
phase of pNCs. Using Monte Carlo-based fault injection, we randomly introduce realistic fault
behaviors, derived from detailed SPICE simulations, into our NN training process and dynamically
optimizes the architecture, selecting bespoke AFs via a Gumbel-Softmax, ensuring maximum
robustness against the injected faults. Although our framework considers AFs, negative weight
circuit, and crossbar conductances’ faults, we place greater emphasis on faults in AFs due to their
critical nonlinear behavior and inherent vulnerability to faults, which require more careful analysis
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and mitigation strategies. The following subsections detail each component, with Algorithm 1
summarizing the core pseudo-code.

4.1 Simulated Fault Injection During Training

To evaluate pNCs fault endurance, we employ a Monte Carlo-based fault injection approach during
training, targeting both crossbars and nonlinear circuits. As illustrated in Algorithm 1 (Lines 8,
12, 18), random masks Mp., Mnv, Mact alter the behavior of conductances, inverters, and AFs,
modeling realistic printing defects. We consider resistor open/short conditions and transistor
faults (gate-drain (G-D), gate-source (G-S), or drain-source (D-S) shorts/opens), each with specific
behaviors derived from SPICE simulations.

4.1.1  Top-Down Sampling Strategy for Faulty Layers. As shown in Algorithm 1 (Lines 21-32,
35-38), we simulate faults by selecting which layers are faulty, then deciding which components in
those layers (AFs, inverters, conductances) will be corrupted. Let N; denote the total number of
components in layer [. We define a probability
o) = =
ZI: 1 ]\]l
which ensures that layers with more components have a higher probability of receiving faults.
After choosing e, 1 layers based on p(l), we further distribute faults among AFs, inverters, and
conductances proportionally to their device counts. Specifically,

(7)

]Vl Z\][ACT
p() = T , p(Type = ACT | 1) = ,
XN N
8)
lINV ]VlRes
p(Type = INV |]) = N p(Type = Res | ) = N

where NIACT, NIIN V, and NlRes denote the counts of AFs, inverters, and resistors in layer L This
approach maintains a consistent fault rate across the network, reflecting the higher probability of
defects in layers with more total components.

4.1.2  Masks for Crossbars and Nonlinear Circuits. Once we determine which components are
faulty, we apply specialized masks, as shown in Algorithm 1 (Lines 8, 12, 18):

— Crossbar Conductances (Res): A ternary mask Mg, multiplies each conductance g by
{1, 0, oo}, simulating no fault, open circuit, or short circuit, respectively. Hence, g — 0
emulates an open fault, and g — oo a short.

— Nonlinear Circuits (ACT or INV): We define a generic binary mask My, for any nonlinear
subcomponent, whether it is an AF or an inverter. Concretely,

Myt € {Mcr, Mgy}

meaning that My, corresponds to Myt if the subcomponent is an AF, and My if it is an
inverter. Formally, if Myy x = 0, then subcomponent k is fault-free, while Myy j = n # 0
indicates that the nth faulty transfer function is used instead of the normal function. In
equation form:

NLgyyity () = Y (I(My . = 0) - NLi(x) o
k 9
+ ]I(MNL,k = n) . FBDatasetNL [k, n](x)) s
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where I(-) is the indicator function. Thus, if My, corresponds to an AF, it acts as M, e, and
if it corresponds to an inverter, it acts as Mjyy. Either way, a nonzero mask entry means
subcomponent k is replaced by the corresponding faulty behavior from the FBDataset.

During each forward pass, MakeFault updates these masks based on the sampled probabilities if
it > 0, while RemoveFault resets them otherwise, as shown in Algorithm 1 (Lines 22-24). The
masked values directly impact the MAC output (Line 13) and subsequent layer computations.

4.1.3  Faulty Behavior Dataset (FBDataset). Although prior works [21] have analyzed fault
sensitivity in certain pNCs, they did not provide any solution to improve their fault-endurance. Our
approach strengthens the pNCs robustness at both the design and algorithmic levels. Specifically,
we first characterize printed circuit blocks such as AFs and negative weight circuit (analog inverter)
(as in Figure 6) through SPICE simulations to capture their response under multiple fault conditions,
such as transistor open faults, transistor short faults, resistor open faults, and parametric deviations
(e.g., variations in transistor threshold voltages and resistor values). These faulty behaviors were
recorded as input-output pairs representing how each fault impacted the circuit’s analog transfer
characteristics. These functions are stored in a Faulty Behavior Dataset (FBDataset). When Mct
or Mpyy flags a subcomponent as faulty, the network substitutes its normal function with the
corresponding entry from FBDataset, accurately modeling real-world printing defects.

4.1.4  Forward Pass Under Fault Masks. In each training iteration:

(1) Faulty Layer Selection: We choose up to e, layers based on p(). Within those layers, the
probability p(Type | [) decides how many AFs, inverters, or conductances are marked faulty.

(2) Mask Application: For crossbars, Mg, zeroes or inflates conductances to emulate open/short
conditions. For nonlinear circuits, M c1, My dictate whether an AF/inverter is normal or
replaced by a faulty counterpart from FBDataset.

(3) Fault-Aware Computation: The model’s forward pass reflects these masked values, ensuring
outputs incorporate realistic defect behaviors. Each iteration thus presents a different fault
scenario, improving the model’s overall robustness through repeated exposure.

By combining this mask-based approach with our dynamic architecture search (Section 4.2), the

network adaptively learns circuit configurations that minimize accuracy loss, even under repeated
exposures to realistic manufacturing faults.

4.2 Bespoke Architecture Optimization (Dynamic Architecture Search)
To further enhance fault endurance, we perform a dynamic architecture search at the circuit level.

As illustrated in Algorithm 1 (Lines 11, 17), each neuron’s choice of inverter and AF is determined
by trainable logit vectors, which we sample using the Gumbel-Softmax distribution:

eXP((IOg(Ci) +8)/ T)
Y-y exp((log(e) + /1)’
where g; = —log(—1log(U};)) with U; ~ Uniform(0, 1), and 7 is a parameter controlling exploration
vs. exploitation. Initially, a higher 7 yields soft selections, allowing gradients to flow to multiple

AFs/inverters. Over time, we decay 7 (e.g., T < max(0.95 x 7,0.1)) to approximate a near-hard
argmax.

GumbelSoftmax(c;, 7) = (10)

Masking and Gumbel-Softmax Synergy. The Gumbel-Softmax distribution serves as a differentiable
approximation to categorical selection, making the choice of AFs a continuous optimization problem
that can be efficiently solved using standard gradient-based backpropagation in PyTorch. Initially,
each neuron considers all AF candidates simultaneously, weighted by learnable probabilities. During
training, these probabilities are gradually optimized, resulting in one dominant AF per neuron at
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ALGORITHM 1: Fault-Aware Printed Layer (pLayer) and Printed Neural Network (pNN)

P Y S SIS
S © ® TG A LN

21:

_
_ O N0 0NN U R W N

Notation:
L: # layers; Nj: total devices in layer [; NIACT, NIINV, NlReS: AFs, inverters, resistors in ; eg,;: faults per forward
P =Ni/ £}, N, p(Type | 1) = N** /N, Type €{ACT, INV, Res}
Trainable Params: 0 : conductances; coefficients_act, coefficients_neg : activation/inverter parameters
: procedure PLAYER_INIT(n;,, g, ACT,INV)
Init 6 € R{tin*2¥ou > My, Mgy input and output dims
Init coefficients_act, coefficients_neg
act_temp, neg_temp « 1.0 > Gumbel-Softmax temperature parameters for AF and inverter selection
Init all-ones FaultMaskRes, zeros FaultMaskACT, FaultMaskNEG
: end procedure
: function MAC(a)
Bhoisy < 0 © (noise) © FaultMaskRes > variation + fault aware training
W < normalize|f),g;qy |
Split 0,015y into W, W_
B < GumbelSoftmax(coefficients_neg, neg_temp)
aeg < X, fINVi(a) > Each INV; uses its own FaultMaskNEG internally
returnaW, + a,,, W_
: end function
: function FORWARD(a)
z < MAC(a)
a < GumbelSoftmax(coefficients_act, act_temp)
ag, — Zl,‘:fﬂ a; ACT(z) > Each ACT,; uses its own FaultMaskACT internally
return a
: end function
procedure MAKEFAULT(eg, 1)
if eg,; = 0 then
ReEMOVEFAULT; return (FaultMaskRes, FaultMaskACT, FaultMaskNEG)
end if
fori=1... Ny, do
Split €hault N(}\]IRes . J\]IACT . ]\]IINV)
Pick random resistor indices; set Mg, = 0 or co
Pick random AF indices; set Mot to nonzero code
Pick random inverter indices; set My to nonzero code
end for
return (FaultMaskRes, FaultMaskACT, FaultMaskNEG)
: end procedure
PNN: sequence of pLayer modules
: function PNN_FORWARD(x)
REMOVEFAULT
fori=1..ep, do
Sample layer | ~ Categorical{p(1),..., p(L)}
Count faults per layer and call MAKeLAYERFAuLT(], 1)
end for
for each layer ¢ do
f.act_temp « max(0.95f.act_temp, 0.1);f.neg_temp <« max(0.95 L.neg_temp, 0.1)
x « £.forward(x)
end for
return x
end function

convergence. This “bespoke” selection process ensures that each neuron’s AF is individually tailored,

m
to

aximizing fault endurance and accuracy based on the learned robustness characteristics specific
the printed neuromorphic hardware. As faults are injected randomly each iteration, the selected

AF that performs better under these defects tends to achieve lower classification loss, driving up

ACM Trans. Embedd. Comput. Syst., Vol. 24, No. 5s, Article 83. Publication date: September 2025.



Printed Ultra-Low-Cost Electronic X-Design with Scalable Adaptive Fault Endurance 88:15

its logit value. Over repeated exposures, each neuron converges on the circuit component most
resilient to the observed faults. Thus, the network effectively learns a bespoke circuit architecture,
picking subcomponents that best mitigate printing defects.

4.3 Loss Function for Fault Endurance

Finally, we use a fault-aware classification loss as shown in Algorithm 1 (Lines 33-44) that accounts
for the random fault masks M. Let f(x;¢, M) be the network output under parameters ¢ and a
mask M. We define:

Lclassification = IE“p(M) [ﬁprimary(y’ fx ¢, M))]. (11)

Because enumerating all faults is intractable, we sample Mk~ p(M) multiple times and average
the resulting classification loss (e.g., cross-entropy). Formally,

N
1
Llassification = N Z zprimary(% flx; ¢, Mk)) (12)
k=1

By combining fault injection, dynamic circuit selection, and this expected classification loss,
our framework learns robust pNCs that can tolerate real-world manufacturing variability without
sacrificing accuracy.

4.4 Runtime (Post-fabrication) Fault Management

The FT designs inherently manage runtime faults passively. Redundant transistor-resistor pathways
are integrated during additive printing. In operational scenarios, any component-level faults, such
as opens or shorts, trigger automatic rerouting of current through available functional redundant
paths. This automatic rerouting eliminates the necessity of active switching logic, multiplexers,
controllers, or explicit fault classification circuits. Consequently, our printed circuits maintain
functionality without additional runtime complexity, significantly reducing hardware overhead
and simplifying operational reliability.

5 Evaluation

To evaluate the effectiveness and robustness of our proposed FAT method® in pNCs, we employed
standard ANN models, specifically multilayer perceptrons (MLPs), trained and tested using
well-established PE benchmark datasets as in [14, 28, 33]. After training, we mapped the printed
ANN weights and neuron functionalities onto multiple printed crossbar arrays, with each crossbar
functioning as an analog computing block. We further assessed the generalization capabilities of
our method by selecting fault injection ratios at different training-to-testing scenarios: specifically
0:0, 0:10, 0:20, 0:30, 10:10, 10:20, and 10:30 using PyTorch [56]. Ratios like 0:0 represent the ideal
(fault-free) baseline scenario, matched ratios like 10:10 reflect realistic assumptions of similar fault
occurrence between training and operation, and mismatched ratios (e.g., 10:20, 10:30) investigate
model resilience under harsher defects than those explicitly faced during training. These assump-
tions are guided by practical considerations relevant to PE [19], where devices experience varying
degrees of defects or degradation over their operational lifetime.

5.1 Experiment Setup

Circuit Design and Training Configuration. The FT-pNCs model was trained using PyTorch [56],
with datasets normalized to [0,1] and split into 60% training, 20% validation, and 20% testing. Fault
injection was performed at two levels:

3Code is available at https://github.com/KIT-Neuromorphic-Computing/Fault_Aware_pNC
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Fig. 9. (a)-(d) Evaluation of average accuracy of four single AFs using FT pNCs (e) effectiveness of bespoke
FT AF over existing baseline [21] AF under 0% (no fault) and 10% (with fault) fault injection in training and
up to 30% fault injection in testing averaged over 8 benchmark datasets. y;, and y;, denotes 0% and 10% fault
injection in training.

— SPICE Level: Fault injection in the non-linear AFs in Figure 7(b)—(g) was first conducted
at the SPICE simulation level using the n-EGT P-PDK [26] in Cadence Virtuoso,* ensuring
an accurate representation of physical defects and their effects on circuit transfer and fault
characteristics based on FER.

— Algorithmic Level: The fault effects, encapsulated in the SPICE-generated FBDataset, were
abstracted into a PyTorch-compatible format for FAT. During training, fault rates ranging from
0% to 10% were introduced using Monte Carlo sampling, enhancing the model’s robustness
against defect-induced variations. This approach enabled the model to effectively handle
both typical and extreme fault scenarios (0% to 30% fault rates) during testing. The Adam
optimizer [57] was used during training.

Bespoke Architecture. In this section, we discussed the design of different AFs within the pNC,
i.e., different neurons utilizing different AFs during training: (a) using 4-normal-AFs, (b) using
4-FT-AFs, and (c) using 8-combined AFs (4-normal and 4-FT). The functionality of the baseline
printed neuromorphic hardware and the printed defects have been validated in [19, 33], and the
contribution of this work, i.e., the fault-endurant approaches has been verified at the algorithmic
level, the experiment is conducted at simulation level based on P-PDK [26].

5.2 Results and Discussion

This subsection presents the experimental results of proposed FT-pNCs, comparing its accuracy
and hardware costs with the baseline and combined versions of AFs under various fault conditions
on 8 benchmark datasets.

The box plots in Figure 9 show that FAT enhances the robustness of FT-AFs across various pNCs.
In addition, for single FT-AFs, both p-ReLU and p-CReLU show the most notable accuracy with
minimal variation under 0% till 30% fault conditions. Meanwhile, the ReLU family consistently
demonstrated strong robustness when faults are injected during both training and testing, sug-
gesting inherent characteristics that improve its fault resilience. However, they require high-value
resistors (= 1.5MQ), which not only occupy a huge area but also consume more power.

As shown in Figure 10, the average accuracy across 8 benchmark datasets for the ideal fault-free
scenario (0% fault during training and testing) is 72.3% when employing 4-Normal AFs. Under
real fault conditions (10% faults during both training and testing), the accuracy of normal AFs
significantly drops to 62.1%, while the 4-FT AFs improve this accuracy notably to 79.4%. Figure 10

4https://www.cadence.com/en_US/home.html
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Fig. 10. (a)-(d) Evaluation of average accuracy of 4-Normal AFs, 4-FT AFs and 8-combined AFs under 0:0 and
10:10 train : test ratios over 8 benchmark datasets.

Table 2. Hardware Costs and Training Time (hours) Comparison of Normal, FT, and Combined AFs over 8
Benchmark Datasets Under Train: Test = 10% : 10% Ratios

Dataset 4-Normal AFs 4-FT AFs 8-Combined AFs

Area | Power | Time | Area | Power | Time Area Power Time

(mm?) | (mW) | (hr) | (mm?)| (mW) | (hr) (mm?) (mW) (hr)
Acute Infl. 34.40 | 0.455 | 10.6 | 32.48 | 4.616 | 45.8 33.66 1.978 17.1
BreastCanc. | 21.36 | 0.552 | 11.0 | 36.48 | 0.712 | 46.9 40.87 1.119 18.2
En. (yl) 32.65 | 5.560 4.9 43.96 | 10.91 | 54.9 40.33 85.2 24.8
En.(y,) 33.06 | 6.276 7.3 36.94 | 40.45 | 51.6 30.92 1.402 24.9
Mammo. 34.26 | 28.24 9.6 43.76 | 31.26 | 46.7 42.29 0.620 20.5
Tic-tac 32.09 | 31.00 8.5 55.07 79.5 44.5 47.74 0.615 20.7
Verteb(2-cl.) | 26.22 | 94.19 | 11.6 | 37.82 | 288.9 | 38.8 34.81 124.1 17.7
Verteb(3-cl.) | 41.83 | 1.939 | 7.02 | 47.33 | 18.83 | 37.6 41.43 0524 16.7
Average 31.98 | 20.57 | 8.81 | 41.73 | 59.39 | 45.9 | 39.00 |(6.54%) | 26.99 | (54.5%) | 20.07 1(56.2%)

(The reduction w.r.t 4-FT AFs at an acceptable accuracy drop (= 7%) is highlighted in blue.

and Table 2 further confirm that the 8-combined AF balances accuracy, robustness, area, and power,
offering a viable solution for applications where these tradeoffs are critical. For datasets, verte3cl.
and tictac., the 4-FT-AFs show an unusually high accuracy (81.9% and 99.4%, respectively) at the
10%/10% train/test ratio, which is much higher than their accuracy in other datasets, whereas
energy?2. dataset results in an accuracy drop to 67.4% in 4-FT-AFs. These suggest that certain AFs
have struggled or excelled depending on the characteristics of the datasets. For some datasets,
the accuracy of the FT-AF under the 10%/10% train/test ratio fault scenario exceeds that of 0%/0%
train/test fault-free scenario. Fault injection during training has acted as a form of regularization,
allowing the model to generalize better, even in a non-faulty environment.

However, our evaluation clearly shows that adopting only 4-FT AFs introduces higher overhead
compared to the baseline (4-normal AFs), increasing area by = 30.5% (1.31 x), power by = 188%
(2.89 x), and training time by = 420% (5.21 x). To address this issue, we further adopt the combined
fault-aware approach (8-Combined AFs), which effectively reduces these overheads, achieving
significant reductions of 6.54% (1.23 x) in area, 54.5% (1.31 x) in power, and 56.2% (2.28 x) in training
time compared to the only 4-FT AFs while incurring only = 7% classification accuracy drop. This
= 7% accuracy degradation for significant reductions in power (54.5%) and area (6.54%) is practically
justified in resource-constrained applications where energy efficiency, cost, and size constraints out-
weigh the demand for maximum achievable accuracy. For e.g., in applications like disposable smart
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10% (with fault) fault injection in training and upto 30% fault injection in testing averaged over 8 benchmark
datasets. y, and y; denotes 0% and 10% fault injection in training.
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Fig. 12. Percentage of AFs used when (i) 4-Normal AFs (ii) 4-FT AFs and (iii) 8-Combined AFs are selected
averaged over 8 benchmark datasets under train: test = 10% : 10% ratios.

bandages or wearable health-monitoring sensors, maintaining adequate battery life, minimizing
device footprint, and ensuring affordability are prioritized and moderate accuracy losses are accept-
able, provided the system maintains sufficient reliability under real faults. It is also observed that the
normal AF has a slightly larger area (34.40 mm?) than the FT-AF (32.48 mm?) for the “Acute Infl”
dataset which seem counterintuitive but can occur due to the bespoke (customized) selection of
AFs. In some cases, this approach might choose AFs that inherently require fewer or smaller circuit
components compared to the uniformly chosen normal AFs, resulting in a smaller overall area.

Also, the training time significantly increases from the normal AFs (= 8.81hours) to the FT ones
(= 45.9hours), reflecting the additional computational complexity introduced by fault-aware opti-
mization. However, using combined AFs moderately reduces the training overhead (= 20.07hours)
by = 56.2%, showing a tradeoff between accuracy, robustness, and computational cost.

Figure 11 compares the robustness of three bespoke AF architectures—4-Normal, 4-FT, and
8-combined—across different fault injection train-test ratios, averaged over 8 benchmark datasets.
At low fault levels (e.g., 0:0 and 10:10), all architectures exhibit high accuracy and low standard
deviations, indicating stable performance. However, as fault severity increases (e.g., 0:30 and 10:30
scenarios), the 4-Normal AFs show a sharp decline in average accuracy accompanied by notably
higher standard deviations, indicating increased variability and instability. In contrast, the 4-FT
AFs demonstrate significantly better robustness, maintaining higher mean accuracy with smaller
standard deviations, showing consistent and reliable operation under increased fault levels. The
8-combined AFs give an intermediate solution, balancing accuracy and robustness, with moderate
mean accuracy and lower standard deviation compared to the normal AFs.
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The selection of AFs in each pNC, as in Figure 12, reflects their ability to handle faults in faulty
scenarios. In both 4-normal-AF and 4-FT-AF, ReLU family is preferred for its simplicity, efficiency,
and better generalization in resource-constrained environments, while p-sigmoid is chosen for its
robustness against severe faults. The 8-combined AF balances all the AFs leveraging their strengths
to optimize area and power consumption, thus minimizing the drop in accuracy under various
faulty conditions.

6 Conclusion

Printed Electronics, due to their unique features, are gaining attention for next-generation electron-
ics. However, the inherent defects of maskless additive manufacturing reduce the manufacturing
yield and lower run-time reliability of the printed circuits. This work establishes a foundation for
the design of fault-tolerant printed neuromorphic circuits by leveraging fault-aware training. Also,
our work currently focus on single-component failures, capturing typical fault conditions. However,
the inherent redundancy and forward error recovery embedded in our approach may also provide
resilience against more complex, multi-component fault scenarios. This approach not only opens
new fault-aware optimization opportunities, but also improves robustness against manufacturing
defects. Future research may explore fault-aware strategies in complex NAS architectures.
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