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Abstract

In computer science, different data structure types exist that store linked information, for
example, dictionaries and retrieval data structures. Dictionaries store the key-value pairs,
while retrieval data structures only store the values. Thus, retrieval data structures need less
space. Most retrieval data structures are static, so they only have a construction operation
and a retrieval (also known as lookup) operation, which returns the key’s corresponding
value.

Possible uses for retrieval data structures include filters like Bloom or XOR filters and perfect
hash functions. Retrieval data structures are a growing area of research in computer science.
This thesis focuses on designing a dynamic retrieval data structure that separates the space
used by a lookup operation from the rest of the space. The main goals are to keep the space
needed for a lookup compact and have insert, update, and delete operations with linear run
times. VisionEmbedder is an existing dynamic retrieval data structure that separates the
data structure into two. As VisionEmbedder had similar goals of having low space cost and
fast lookup speeds, it is the main competition for our data structure. Our data structure
needs less space for a lookup, while VisionEmbedder’s lookup is faster.






Zusammenfassung

In der Informatik gibt es verschiedene Arten von Datenstrukturen, die dafiir verantwortlich
sind, zusammenhéngende Informationen zu speichern, zum Beispiel die Worterbuchda-
tenstruktur oder die Retrieval-Datenstruktur. Worterbuchdatenstrukturen speichern die
Schliissel-Wert-Paare, wiahrend Retrieval-Datenstrukturen nur die Schliisselwerte speichern
und somit weniger Platz brauchen. Meistens sind Retrieval-Datenstrukturen statisch, also
haben diese nur eine Konstruktionsoperation und Schlisselwertabfragen (auch Lookup
genannt).

Mogliche Anwendungen fiir Retrieval-Datenstrukturen sind Filter, wie Bloom-Filter oder
XOR-Filter und perfekte Hashfunktionen. Retrieval-Datenstrukturen sind ein wachsendes
Forschungsgebiet. In dieser Abschlussarbeit werden dynamische Retrieval-Datenstrukturen
entwickelt, die den Platz fiir eine Schliisselwertabfrage vom restlichen Platzbedarf tren-
nen. Die Hauptziele sind es, den Platzbedarf kompakt zu halten und Einfiige-, Losch- und
Aktualisierungsoperationen mit linearer Laufzeit zu entwickeln. VisionEmbedder ist eine
schon existierende Retrieval-Datenstruktur, die den Platzbedarf in zwei Teile trennt. Da
VisionEmbedder ahnliche Ziele hat, von geringen Platzbedarfskosten und schnellen Lookup-
Operationen, ist es der grofite Wettbewerb fiir unsere Datenstruktur. Unsere Datenstruktur
braucht weniger Platz, wohingegen VisionEmbedder eine schnellere Lookup-Operation hat.
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1 Introduction

The efficient storage and retrieval of key-value pairs (x, f(x)) has been a fundamental topic
in computer science, with data structures ranging from maps and dictionaries to retrieval
data structures. Static retrieval data structures store the values, typically requiring (1 + €)rn,
where n € N is the number of keys, r € N is the number of value bits, and € > 0 is the
additional overhead. This thesis will create a dynamic retrieval data structure that supports
insert, update, and delete operations, which requires extra steps to keep the data structure
efficient and compact. We look at networking and telecommunications as inspiration for
how to create the data structure efficiently.

In networking and telecommunications, separating the data plane and the control plane is a
largely discussed topic, for example, when it comes to the development of 5G networks[5].
The data plane handles frequent operations, such as packet forwarding, so the separation
would allow the data plane to have a simple and fast design to procure extreme efficiency.
The control plane is responsible for the more complex operations, like routing updates. In
the context of retrieval data structures, the data plane performs lookups, while the control
plane manages the insert, update, and delete operations. As the main goal is efficiency, the
data plane should be as compact as possible, and the insert, update, and delete algorithms
should be linear.

Retrieval data structures are typically set up as linear systems, where the multiplication of
a matrix with a key returns their corresponding values. This matrix forms the main part of
the data plane. Constructing the matrix involves multiplying the inverse of a key matrix
with the value matrix. To efficiently update the inverse we will use the Sherman-Morrison
formula and to further improve the performance we will use partitioning and threshold
bumping.

In Chapter 2 the preliminaries are discussed, including the Sherman-Morrison formula.
Chapter 3 discussed related works such as VisionEmbedder and Bloom filters. Chapter 4
explores the relationship between the keys and the data structure, which is necessary for
algorithm development. Chapters 5 and 6 detail the algorithms and their implementation.
Chapter 7 introduces partitioning and threshold bumping to enhance the performance.
Lastly, Chapter 8 evaluates the code through experiments and a comparison to VisionEm-
bedder.






2 Preliminaries

2.1 Retrieval Data Structures

In a universe U there is a set of keys S € U with |S| = n. In addition, a function f : § —
{0,1}" is given, which provides each key x € S with a corresponding value f(x), where
r € N is the value size. Combining the key and its value creates a key-value pair (x, f(x)).

Retrieval data structures store the necessary information from key-value pairs so that a
lookup(x € U) returns:

o f(x)ifx €S.
« An arbitrary value a € {0,1}" if x ¢ S.
If the data structure is dynamic the following modifying operations must be possible:

o insert(x,a € {0,1}"): Akey x ¢ S is inserted into the data structure, which inserts the
key into the set S’ = S (J{x} with the value a.

« update(x,a € {0,1}"): A key’s x € S value updates to be a.
o delete(x): A key x € S is deleted, which deletes the key from the set " = S\{x}.

A possible strategy to implement this, is to store variables in a solution matrix Z € {0, 1}™,
where the j’th row of the matrix is a solution row Z; € {0,1}" and m is the capacity. Using a
hash function k : S — {0, 1} on the key, the solution matrix is chosen so that multiplying
it with the solution matrix gives us the value f(x):

h: f(x)=k(x)-Z

These equations h are called key equations and can be used for the lookup operation. To
better understand these equations regard the following example: There are two keys x; and
x, and their hash values are k(x;) = 11001000 and k(x;) = 00011010. The first key x; has
ones at the indexes 1, 2 and 5, meaning that when the hashed key k(x) is multiplied with
the matrix Z only the solution rows Z;, Z,, and Z5 are multiplied with 1. This means that
the multiplication consists of each column adding the values located in the solution rows 1,
2, and 5. We are working in F, therefore the key equation can also be shown as the addition
of the solution rows h; : f(x1) = Z; ® Z, ® Zs. Following the same logic, the second key
x, creates the following simplified key equation h; : f(x;) = Z4, ® Z5 ® Z;. The solution
matrix Z needs to solve both key equations simultaneously. Since Z;, Z,, Z4, and Z; only
appear once in their key-equations, per each key-equation, one solution row is selected
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to be assigned the key’s value f(x). In this case, we will assign the values to Z, = f(x1)
and Z; = f(x;), while the rest of the solution rows need values that do not contradict the
equations. The most obvious value to choose for all the solution rows is 0 = Z; = Z5 = Z.

From |S| = n, it follows that n key equations are acquired from the n keys. Solving the
key equations is equivalent to solving a system of equations. Hence, we fill a key matrix
K € {0,1}"™™ with the hashed keys k(x) and the value matrix F € {0, 1} with the
associated values. Meaning that if the hashed key k(x) is in the i’th row of K, then the
value f(x) is also in the i’th row of F. These matrices create a more generalized form of the
key equations:

F=K-Z & Z=K'-F

Using the inverse of the key matrix K~! to determine the matrix Z, requires the key matrix
K to be invertible. Therefore, the matrix has to be square and more importantly the key
matrix needs to have a full rank. In other words, a hashed key can only be added to the key
matrix K if it is not linearly dependent on the existing hashed keys. In addition, any rows
that do not have a key cannot have a zero vector, so they default to the row’s unit vector.
From now on, when speaking about the key it could be either x or the hashed version k(x).
For example, "inserting a key k(x)" means inserting the hashed version of the key.

Inserting keys alters the key matrix K and computing a new inverse each time is extremely
time-consuming. Therefore, a shortcut would come in handy and this would be where the
Sherman-Morrison formula comes in.

2.2 Sherman-Morrison Formula

The Sherman-Morrison formula[7] explores the connection between the inverse A™! before
and after the matrix A € R™™ js altered. The alteration consists of the addition of the

product of a column vector u € {0,1}™ and a row vector o’ € {0,1}™ to the matrix A:
A = (A+uo?).

. AluoTA™

1+0TA u
Altering a matrix can lead to it not being invertible because certain rows or columns could
develop a linear dependency with each other. In addition, the formula can not always be
solved, because we cannot divide by 0. A" is not invertible if the Sherman-Morrison formula
can not be solved, due to the denominator being 0 = 1 + ol A",

ATl =A"

The Sherman-Morrison formula is a specialization of the Woodbury formula, where u and

o are not vectors but matrices with U € R™% and V € R%™ where a € N is the rank.

A-UV)'=Aa1+ AU -vA'U) TvAT!
There are two instances where the Sherman-Morrison formula can be used in our algorithms.

These instances include when a new key is inserted to or removed from the key matrix
K.



3 Related Works

Perfect hash functions and retrieval data structures are closely linked. A minimal perfect
hash function can be used to create a retrieval data structure[1] with lookups in constant
time but with an overhead of nloge. Also in combination with a cuckoo hash table a
retrieval data structure can be used to make a perfect hash function[10].

A lot of retrieval data structures are built from linear equations. In the paper from Genuzio,
Ottoviano and Vigna[6], they try to solve the linear equation through the use of hypergraphs
and peeling. Their technique was based on a combination of new results and techniques
from other papers. The data structure ended up with an overhead of 1.23rn, where r is
the value bit amount and n is the number of keys. A paper by Martin Dietzfelbinger and
Stefan Walzer [3] reduces construction time and in theory achieves a space of nr + O(log n)r.
Belazzougui and Venturini[1] discuss the idea of compressing static functions resulting for

an overhead of only o(n) when log(1/€) = o(logn/loglogn).

3.1 Vision Embedder

VisionEmbedder is a dynamic retrieval data structure that our implementation will be
compared to later on. Just like our data structure Vision Embedder[11] consists of two parts:
the data plane which is the value table and an assistant table, which is used to update the
value table.

The value table is made up of three arrays A;, with j € {1, 2,3}, that each have their own
unique hash function h;. A lookup operation retrieves a value from each array and adds
them together to calculate the keys corresponding value:

Ai[hi(ki)] ® Az[hi(ki)] ® As[hi(ki)] =

The calculation consists of a constant amount of XOR operations, therefore a lookup has a
constant runtime.

To calculate the value table the assistant table is used. It uses a counter C;[t] to record the
number of keys mapped to A;[t] and it uses buckets S;[t] = {(k;, v;)|hj(k;) = t.} to keep
track of the set of keys mapped to each integer.

In theory their proposed update algorithm compares the cost of update A;[t], with ¢ € N,
for the key’s three integers. Then, the integer with the lowest cost is chosen and updated.
After that, the other affected key-value pairs are updated too, while making sure that the
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previously updated integer is not modified again. This algorithm is not perfected, since
their analysis determined the probability for an endless loop after n insertions and t updates
to be O(t/n?). Their solution is to reconstruct the data structure if this occurs.

Their delete operation does not alter the value table, it only deletes any trace of the key-value
pair from the assistant table.

3.2 Bloom Filters and XOR Filters

Retrieval data structures can be used to answer isMember operations through filters. Static
retrieval data structures are used in XOR Filters[4], which has a construction operation and a
isMember(x € U) query with a false positive rate of 27". Dynamic retrieval data structures
are used in Bloom filters[2] which has 2 main operations: insert and a isMember(x € U)
query. Before our dynamic retrieval data structures can be used for Bloom filters deleting a
key will need an extra step, to minimize the possibility of a false positive. Bloom filters can
be used in web caching, address lookup, network measurement and more[8].

The implementation for the isMember query is identical for both filters. A fingerprint
fo : U — {0,1}" and a retrieval data structure Dy are compared to each other to determine
what the isMember function returns:

1, fp(x) = lookup(Dg, x)

isM b 7/{ =
isMember(x € U) {0 , fo(x) # lookup(Dg, x)



4 Data Structure

Building the data structure is quite simple. Given is a set of keys S = {x1, x2, x3, x4}, a value
matrix F € {0, 1} and the key matrix K € {0, 1}"™, which start off as a unit matrices.
One after the other, each key k(x) is added to the key matrix K replacing a unit vector.
When choosing the row the key k(x) is added to we need to assure that the matrix K can still
be inverted. This might cause gaps between inserted keys. Whichever row of the key matrix
the key k(x) is inserted into, is the same row of the value matrix F that the corresponding
value f(x) is inserted into.

k(xy) f(xl)
k(xz) f(xz)
€3 0
_ [ k(x3) _ | f(x3)
M= lkeo | P )
(43 0
em 0

Now, the inverse of the key matrix K~! can be calculated and be used in the generalized
key equation Z = K~! - F to determine the solution matrix.

Z
Zy
Z3
Zy
Zs
Zs

Zm

The next section explores the connection between the key and the data structure, which
will further explain the connection of the solution rows Z; and the inverse key matrix.

4.1 The Key in the Data Structure

Understanding how the key interacts with the data structure is imperative to understand
the algorithms later on. Regard this example of a key matrix K and its inverse K !:
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11001 0110 1
01100 11100
K=|1 110 1|andK'=[1 0 1 0 0
11011 10010
000 0 1 000 0 1

The first four rows of the key matrix K contain keys, while the last row is a unit vector. Each
row i in the key matrix is connected to the i’th column of the inverse matrix, also known
as the corresponding key’s key column. In regard to the second key k(x;) = 01100, which
is located in the second row of the key matrix K, the key column is the second column
in K™1. It only has a 1 in the first and second row, therefore the key equation h; is only
involved with these two rows. To understand what being involved in a row means, we look
at the second row of the inverse K. The first three key columns have a 1, meaning that
the combination of the first three key equations create an equation for the second row.

hi@hy ®hs: f(x1) ® f(x2) ® F(x3) = (k(x1) ® k(xz) @ k(x3)) X Z
= (11001 @ 01100 & 11101) X Z
= 01000 X Z
=7,

As the example shows us, the keys added together always equal the row’s unit vector. This
is due to the fact that K x K~! = 1. To determine what the solution rows are made up of we
need to add the values of the corresponding keys.

Z1=f(x3) ® f(x3) ® Zs
Zy = f(x1) & f(x2) @ f(x3)
Z3 = f(x1) ® f(x3)

Zy= f(x1) @ f(xq)

Zs is undefined and can be assigned any value, like 0. A lookup for a key would give the
following result:

lookup(xz) = k(x2) X Z
=01100 X Z
=7, ® /3
= f(x1) ® f(x2) @ f(x3) @ f(x1) & f(x3)
= f(x2)

Next, multiplying a key k(x) with the inverse key matrix K~! gives us a unit vector e;. The
index i of the unit vector e; is the index for the key’s key column, i.e., the i’th column in K~*
is the key column. This is possible due to the condition that KXK~! = 1 and ¢; XK = k(x).



4.1 The Key in the Data Structure

KxK'=1
& exKxKl=¢x1
o k(x)xK 1 =¢

Key columns contain a lot of useful information about how the key equations interact with
each other and with the solution matrix. The usefulness of key columns and therefore the
inverse key matrix is important for the next chapter.






5 Algorithms

Dynamic retrieval data structures need to be able to insert a key, update a key and delete a
key. Before developing the algorithms, we need to understand what information the data
structure needs to store. For the lookup of a key the solution matrix Z is needed. As we
explained the importance of the key columns in section 4.1, we also want to store the inverse
matrix. It is not necessary to save the key matrix since it can be calculated from the inverse.
Lastly, to prevent a key from being added to a row where a key already is, we use a key
position vector p € {0, 1}™ to mark occupied rows.

5.1 Lookup

A lookup receives a key k(x) and returns the corresponding value f(x). To find the value
the key equation h : f(x) = k(x) X Z can be used. Multiplying the key with the solution
matrix has r steps, one for every column of the solution matrix. Therefore, the runtime is in
O(r), which could be constant if r = 1.

Algorithm 1: Lookup

Function Lookup (k(x)) // key
L product = k(x) X Z

return product

5.2 Update Key

The update function receives a key k(x) and an update value new € {0, 1}". Currently the
lookup function for the key k(x) returns the old value old € {0,1}". The goal of the update
function is to alter the data structure so that the lookup function returns new for k(x).

Considering that the only change to the key equation is that the value is now new instead
of old, the next step is to determine where the key’s value pops up in the data structure.
Neither the key position array p nor the inverse key matrix K~ store the values, that leaves
the solution matrix Z as the element that needs to be altered. As was shown in 4.1 each
solution row Z; is made up of various values f(x). Which values they are made up of can
be deduced from the inverse K~!. Therefore, the update algorithm needs to use the key
column to determine the solution rows that need updating.

11
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Algorithm 2: Update Key

Function updateKey (k(x), new) // key, value
e; — k(x) x K1
i « index of ¢;
valueDifference < lookup(k(x)) ® new
for j «— 1 tom do
ifK;l.1 =1 then // m is the number of rows in K~!
L Z; « Z;® valueDifference

First, the algorithm has to calculate the old value of the key old. Second, the algorithm
determines the key column i. Third, for every row j € N of the inverse key matrix K1,
where the key column i has a 1 in it the corresponding solution row Z; needs to be updated.
Section 4.1 showed that having a 1 in the key column means that the key’s value f(x)
appears in the solution row Z;. Since the current dataset is still working with the old value,
every solution row looks like Z; = old ® a, where a € {0,1}" is a combination of other
solution rows and values from other keys. To update a solution row the difference of the
old and new key value (old ® new) is added onto it:

Zi=old®a
© Zj=old ®a® (old ® new)
S Zj=new®a

The update algorithm has a linear runtime based on the capacity: O(m). This is because
finding the key column is in O(m) and the m columns in K~! are traversed.

5.3 Insert Key

The insert function inserts a new key k(x) and its value f(x) into the data structure. The
intended result is that a lookup for the key k(x) returns f(x), while still working properly
for the other keys in the data structure. To insert the key k(x) into the data structure the
key also needs to be inserted into the key matrix. Since the data structure only stores the
inverse key matrix the Sharon-Morrison formula can be used to alter the inverse, thereby
also altering the hypothetical key matrix.

Begin with the inverse K~ and a key k(x) which is to be inserted into the key matrix. This
means that the key k(x) needs to be inserted into a row i, which doesn’t contain a key. It
should be noted, that these rows are not empty as any rows without a key default to their
unit vector. Therefore, in one move the key k(x) has to be inserted and the unit vector e;
has to be deleted from the row i. To simplify this we create the row vector o’ € {0,1}™
which needs to be inserted into the key matrix K.

ol =k(x) —e; = k(x) + &

12
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5.4 Delete Key

Subtracting e; is the same as adding e;, because the vector is in the space F,. The unit vector
e; also gives us the column vector u = e; for the Sherman-Morrison formula. Determining
which row of the key matrix K the key k(x) can be added to can be done with the help of
the denominator in the Sherman-Morrison Formula. If a key is currently not occupying the
i’th row in K and the denominator 1+ 0" K~!¢; of the Sherman-Morrison formula is unequal
to 0, then the key k(x) can be added. Since the space is in Fy, the denominator check can be
simplified to the following:

0#1 +UTK_le,-
S 1=1 +UTK_1el-
S 0= z)TK_lei

This also means that if the key can be added, then the denominator equals 1. Consequently,
the Sherman-Morrison formula can be simplified:

K 'ew K1

K= (K+eo) = K1 —
(K+ew’) 14+ 0TA g

=K '-Kleo'K?

This simplified version is also applicable when deleting a key from the key matrix.

Next, since the i’th row of the key matrix now has a key, this needs to be indicated in the
key positions vector by changing the entry at the i’th index to a 1. Lastly, the solution
matrix Z needs to be updated. Currently, a lookup for the key returns a random variable a
but it should actually return f(x). This task is identical to updating a key to have the value

f(x).

Algorithm 3: Insert Key

Function insertKey (k(x), f(x)) // key, value
fori < 1tomdo // m is the number of columns in K~!
if p; = 0 then // Checks if row i has a key
if 1 =0TK 'e; then /7 o =k(x) +e
K'=K'+Klep'K™!
pi—1

updateKey(k(x), f(x))

return true

return false

Due to the use of the Sherman-Morrison formula and update key having a linear runtime,
the insert algorithm has a linear runtime O(m), where m is the capacity.

5.4 Delete Key

The delete function deletes a key k(x) from the data structure. More specifically, by deleting
the key from the key matrix K. In addition, since the key is no longer in the key matrix, the

13
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index in the key positions vector p needs to be set to 0. Due to the ambiguity of lookup for
keys not in the data structure, the solution matrix does not have to be altered.

Just like in section 5.3 the Sherman-Morrison formula is used to delete a key from the key
matrix. Begin with an inverse key matrix K~! and the key k(x) which is to be deleted
from the key matrix. An element needs to be iterated through to find a case where the
denominator check 0 = K~ e; passes. The row i in the key matrix K is fixed, but the
vector that replaces the row is not fixed. Therefore, instead of using e; in the row vector, the
row vector o7 = k(x) + e; iterates through various possible unit vectors, where j € [1...m].
Once a unit vector e; is found where the denominator check passes, then the row vector 0T,
and the column vector e; are used in the simplified Sherman-Morrison formula to compute
the new inverse matrix K'~! = K~! — K~!e;oT K~!. K’ is not an acceptable key matrix yet
though, because if i # j then the i’th row of the key matrix has e; in it’s row instead of the
intended e;. Before we discuss how to convert the key matrix back into an acceptable state

a condition needs to be proven.

Condition: The denominator check can only pass for a row j that has a key in it. This is
because if the row j has a unit vector e; and the Sherman-Morrison formula tried to add the
unit vector to e; too, then two rows i and j would have e; in it’s row, since i # j. Therefore
the two rows would be linearly dependent on one another and an inverse wouldn’t exist.
Since the Sherman-Morrison formula is explicitly used to calculate the inverse the inverse
shouldn’t be calculable, therefore the denominator check shouldn’t have passed.

Using the condition, that row j needs to have a key, the key matrix can be returned to an
acceptable state by switching the rows i and j in the key matrix K. For example, if a key
was removed from the 3rd row of a key matrix while adding the unit vector e;, then the
switch will create an acceptable state for the key matrix.

k(x1) €1
k(x2) k(x2)
K = (1 = K" = k(xl)
k(x4) k(x4)

€5 €5

In section 4.1 the connection between the key in K and the inverse matrix K~! showed
that the rows in K and the columns in K~! correspond to each other. Therefore, switching
the rows i and j in the key matrix is equivalent to switching the columns i and j of the
inverse. Now, the key matrix is in an acceptable state and any traces of the key k(x) have
been removed, that part of the algorithm is complete. Lastly, the deletion of the key needs
to be marked in the key position vector p by setting the j’th position to p; = 0.

14



5.4 Delete Key

Algorithm 4: Delete Key

1 Function deleteKey (k(x)) // key
2 e; — k(x) x K1

3 i « index of ¢;

4 je1

5 while 0 = vTK'¢; do /7 ol =k(x)+ ej
6 | j++

7 | K'=K!1'+Kleo K™!

8 Swap columns i and j in K™*

9 j index removed from p

First, the key column i of the key k(x) is determined, this is also the key’s row in the key
matrix. Next, the denominator check will find a unit vector e;, where the check passes.
Then, the Sherman-Morrison formula is used to alter the inverse key matrix. After that,
the columns i and j in the inverse key matrix K™! are switched, if i # j. Lastly, the index
j is removed from the key positions vector p, since that is where the key’s position was
technically switched to.

In general the delete algorithm has a linear runtime based on the capacity: O(m). This is
because finding the key column is in O(m) and so is the Sherman-Morrison formula.
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6 Implementation

As we discussed in the previous chapter the dynamic retrieval data structure has three
variables. These are the solution matrix Z, the inverse key matrix K~! and the key positions
vector p. Beginning with the inverse key matrix K~!, as we already discussed the key matrix
is a square matrix, so the inverse has to be square too. In addition, the rows of the key matrix
are filled with the keys k(x), meaning that the number of columns has to equal the number
of bits in k(x). For this implementation a key is a 64 bit integer uint64_t and the inverse
key matrix is an array of 64 keys. Therefore, the inverse key matrix has 64 columns and 64
rows. As the Sherman-Morrison formula works with columns of the inverse key matrix and
update works with key columns, it is wise to save the inverse matrix column-wise.

Next, the solution matrix Z has the same number of rows as the inverse key matrix, but
the number of columns equals to the value type size r. The strongest criteria for deciding
if the solution matrix should be stored column-wise or row-wise is the lookup function,
because the lookup function should be as efficient as possible. During the lookup the key is
multiplied with the solution matrix columns. An iteration through the matrix is needed, so
whichever type size is smaller would be the more efficient option. Typically, the value types
are small for example 1 bit or 8 bits, so a column-wise implementation would be better. This
means that the solution matrix Z will be implemented as an array made out of r keys. If
values only have one bit, then the runtime is constant.

Lastly, the key positions vector p, will be implemented as a key uint64_t, where each bit
marks if that corresponding row in the key matrix has a key.

To prevent the need to code the same behavior twice helper functions are needed. These
helper functions are: find key column, the denominator check for the Sherman-Morrison
formula, and the Sherman-Morrison formula. In addition, the implementation of updating
solution rows is separated into an extra function because both update key and insert key
update the solution matrix.

6.1 Helper Functions

6.1.1 Find Key Column

Both the update and delete key algorithm require the keys respective column in the inverse.
In section 4.1 the formula k(x) X K~! = e; was introduced to convey the connection between
the key and the inverse key matrix. From the formula the steps to find the key column can
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6 Implementation

be deduced. First, multiply the key with the columns of the inverse matrix. Then, check if
the product only has one 1. If it does the index for the 1 is returned, because this is also the
index for the key column. If there is not exactly one 1, the key is not in the data structure
and the function returns —1.

6.1.2 Denominator Check

The three general input variables are the key k(x), the index i for e; and the index j for e;.
As a reminder the denominator check is 0 = o7 K~le;, where o = k(x) @ e ; for delete and
ol = k(x) ® e; for insert. To be able to implement both at the same time insert can have j
default to i, so that e; = e;.

First, the row vector o' is calculated by adding the key k(x) and a 1 at the j’th index. K™ 'e;
is equal to the i’th column of the inverse matrix. Multiply these two variables together and
return true if the product is 0: 0 == parity((key ® e;) & inverseKeyMatrix[i]). Adding
and multiplying the variables can all be done in constant runtime

6.1.3 Sherman-Morrison Formula

Just like with the denominator check the insert and delete algorithm both use the Sherman-
Morrison formula. In addition, the input variables are exactly the same: key k(x), the index
i for e; and the index j for e;, where e; = e; for insert. The simplified Sherman-Morrison
formula is used to calculate the new inverse key matrix K'~' = K~' + K~le;oT K1,

Each bit of the column vector T K~! needs to be calculated separately by multiplying the
key with the m inverse matrix columns. Additionally, K™ 'e; (the i’th inverse column) needs
to be multiplied with o7 K~1, this creates a matrix. Each column a of the matrix is either a 0
column or K~'e; = u; based on if the a’th bit of T K~ ! is a 1 or 0 bit.

o'K'=(1 011 .. 0

<:>ul-UTK_1:(ui 0 w u; .. O)

This shows that calculating the matrix K~'e;o? K~! and adding it to the original inverse key
matrix can be done separately for each bit in oY K~!. When a bit for v K~! is calculated,
then if the bit is 1 the K™!e; can be added to the corresponding column of the inverse key
matrix.
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6.2 Lookup

6.1.4 Update Solution Rows

The update solution rows function receives two input variables, the key column index and
the value difference, which needs to be added to certain solution rows. In section 5.2 we
explained that the ones in the key column are the columns that need the value difference
added to it. Since values in the solution matrix are stored column-wise, the logic of how the
value difference is added needs to be altered. Instead of adding the value difference, the key
column is added for every 1 bit of the value difference. In total r operations are needed.

Now, these helper functions can be used to implement the general functions: lookup, update,
insert and delete.

6.2 Lookup

A lookup for a key involves retrieving the corresponding value. To determine the value
f(x) that needs to be returned the key needs to be multiplied with the solution matrix
k(x) x Z. Each value bit is calculated separately by multiplying the key with a solution
matrix column. The runtime of the lookup function is in O(r). In particular the runtime is
constantinr =1

6.3 Update

First, the find key column function is used to determine the key column. Next, the value
difference between the old value of the key and the new value is calculated, this requires
the lookup function to be called to determine the old value. Lastly, the update solution rows
function uses the value difference and the key column to update the solution matrix.

6.4 Insert

First, different values of i are iterated through until the denominator check passes for the
given key. Once an iteration where the denominator check passes is found, the Sherman-
Morrison formula is used to calculate the new inverse key matrix. Next, the newly calculated
inverse key matrix is used to update the value for the key. Just like with the update key
function the value difference of the new value and the old value is calculated and then the
update solution rows function is called.
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6 Implementation

6.5 Delete

The delete function has 3 steps. First, finding the key column i. Next, different possibilities
for the index j are iterated through until the denominator check passes. Once a denominator
check passes for j, the Sherman-Morrison formula recalculates the inverse key matrix. Lastly,
the columns i and j of the inverse key matrix K~! are swapped.
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7 Partitioning and Threshold Bumping

Partitioning is the idea of splitting up a data set into smaller data sets, thereby making them
easier to manage and enhancing the performance. Each smaller data set can be called a
bucket and consists of its own retrieval data structure. A hash function ! : U — {1, ..., b},
where b € N is the amount of buckets, is used to separate the key-value pairs to their
corresponding bucket.

Threshold bumping allows for scalability and adaptability in regards to inserting and deleting
keys. Instead of having one level of partitioning, multiple levels of partitioning are used to
catch keys that are bumped. Thresholds are used to indicate if a key is in that level or was
bumped to the next level. Each bucket has a retrieval data structure and a bucket threshold
b;. In addition, each partitioning level uses a hash function ¢t : U — {1,..., w}, where
w € N is the maximum threshold, to determine a key’s threshold. The key’s threshold is
then compared to the bucket’s threshold to determine if the key is in the level or in one
underneath it, e.g. the key is in the level if t(x) < b;. In case a key insertion fails for a
retrieval, that buckets threshold is lowered. Lowering the retrieval threshold means that
the key, where the insertion failed, could be bumped to the next level and all of the keys in
the retrieval where t(x) > b; need to be bumped to the next level too.

7.1 Algorithms

Partitioning needs two hash functions; one to assign key-value pairs to their buckets and the
other one to calculate the key’s threshold. In addition, it needs it’s own insert, update, delete
and lookup functions to be able to pass on the commands to the corresponding retrieval
data structure.

The implementation for the update, delete and lookup functions follows the same setup as
before. First, the key’s corresponding retrieval data structure is determined. Second, the
key is hashed. Third, the key threshold is calculated and used to determine if the key is in
that partitioning level or not. If it is in that level then the function (e.g. update key) is called
on the retrieval data structure for the key. Otherwise, the function (e.g. update) is called on
the next partitioning level.

The insert function uses the same foundation as the other functions but with an extra step.
If the key is in the partitioning level and the insertion into the retrieval data structure fails,
then bump is called. After that, the key is either bumped to the next level or inserted into
the retrieval data structure. There is a possibility that the insertion will fail again, so bump is
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7 Partitioning and Threshold Bumping

repeatedly called until the key is either successfully inserted into the retrieval data structure
or bumped to the next level.

The bump function retrieves the keys from the retrieval data structure, lowers the retrieval
threshold, and bumps the keys that no longer belong in the current level. The most costly
part of this function is retrieving the keys from the retrieval data structure, making the
runtime quadratic.

7.2 Extract Keys from Dynamic Retrievals

If the threshold of a retrieval data structure is reduced, then the key-value pairs stored in the
retrieval data structure need to be checked, because the keys that are no longer smaller than
the retrieval threshold need to be bumped to the next level and deleted from the retrieval
data structure. If a key needs to be bumped can only be determined by the key’s threshold,
so all the keys in the retrieval data structure need to be retrieved and the keys that need to
bumped will be bumped.

The hashed keys k(x) can be found in the rows of the key matrix K € {0, 1}, which
can be calculated by inverting the inverse key matrix K~!. Since the matrix K™! is stored
column-wise and the keys are stored row-wise in K, the way it is stored needs to be flipped.
Once K is calculated the rows i with keys are indicated by the key positions vector p, where
pi = 1. Lastly, the values are gathered and the key-value pairs are returned. Switching the
matrix from column-wise to row-wise and calculating the inverse of K~! make the runtime

O(m?).

Since the key matrix stores the hashed version of the keys, if a key is bumped the hashed
version of the key will be sent to the next level. This means that any key that is sent to
the next level needs to be hashed first, regardless of whether they were ever inserted into
that level’s corresponding retrieval data structure or not. To reduce the likelihood of hash
collisions in later partitioning levels, each partitioning level uses one hash function to hash
the keys instead of one per bucket.

Repeatedly hashing a key for every partitioning level is not the most elegant way. The only
alternative would require either using a reversible hash function or extra storage. Using
a reversible hash function would defeat the purpose of hashing the key in the first place.
The extra storage would amount to m X m X b bits of space, which stores the keys for every
retrieval data structure b € N. Although, the extra information stored would be able to
speed up bumping from O(m?) to O(m).
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8 Evaluation

This chapter will focus on using experiments to evaluate the code. For example, we identify
which configuration has the smallest data plane. In addition, the implementation will be
compared to VisionEmbedder.

8.1 Experiment Setup

The CPU used is a AMD Ryzen 7 PRO 4750U with Radeon Graphics, it has 8 cores, 16 logical
processors and a clock speed of 1700Mhz. The implementation is compiled using G++ 13.2.0
in Visual Studio Code with the optimizations from Vision Embedder "-03", "Ofast" and
"inline".

The experiments use test data obtained from VisionEmbedder containing n = 100, 000
key-value pairs. Each pair has a 32 bit key and 8 bit value. Although since the system
operates on a 64-bit system the keys are converted to 64-bit keys, these are then hashed
using randomly generated hash seeds. The threshold maximum for the implementation is
8. We use an implementation with 2 partitioning levels and a hash map at the base. The
amount of buckets c in the first partitioning level is used to calculate how many buckets are
in the next level ¢’ = ¢ X a, with a € (0, 1].

8.2 Results

For the first experiment the amount of buckets in the first level is set to ¢ = n/96 and the next
capacity is ¢’ = ¢ X 0.6. With ¢ = n/96 buckets the first level can store a maximum of 66624
key-value pairs, which is equal to about 66.6%. The n keys are added in 10% increments,
which means 10 000 keys are added. Each increment counts the amount of insert fails and
measures the insert throughput for the first partitioning level. An insert fail describes when
the insertion of a key into a retrieval data structure fails for the first time.
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Figure 8.1: Insert Throughput

The horizontal axis shows the amount of inserted keys divided by the key-value pair capacity 66624.

The left vertical axis displays the insert throughput in MOPS (million operations per second), which

the blue line uses. The right axis shows the insert fail divided by the total amount of insertions in
that increment, which the orange line uses.

Claim 1: The throughput is mostly affected by bumping.

Until about 60% of the capacity is reached the throughput ranges between 3 and 2.5 MOPS.
No insertions have failed and therefore bumping hasn’t been called yet, which means that
all of the keys are being inserted into the retrieval data structures. As the dynamic retrieval
data structures fill up the throughput lessens a little, most likely due to the fact, that the
retrieval data structures take longer to find an empty row to insert the key in. Then, once
70% of the capacity has been reached in the first level the first insertions start to fail and
bumping is called for less than 1% of the insertions. Still this causes the throughput to sink
to 1.7 MOPS. After that the amount of insertions that fails rises, causing the throughput to
worsen even more. Towards the end the insertion fails start to lessen, but the throughput
doesn’t improve because the other levels are starting to fill up.

In the next experiment the values for the variables stay the same (c = n/96 and ¢’ = ¢ X 0.6)
but different information is gathered. Each increment measures the number of keys, as well
as the threshold average for the first partitioning level.
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8.2 Results

Capacity Analysis
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Figure 8.2: Capacity Analysis

Just like with the last graph, the horizontal axis shows the amount of inserted keys in the first level
divided by the key-value pair capacity 66624. On the left vertical axis the amount of key-value pairs
in the first level is shown using the orange bars. The blue line uses the right axis to show the
threshold average in the first level.

Claim 2.1: The 90% of the first-level capacity is reached, after adding keys equivalent to
105% of that capacity. Based on the graph, that is also when the most key-value pairs are in
the first level. As was previously stated, the first-level capacity is at 66.6%. This value could
be helpful when choosing the next capacity multiplier ¢’ = ¢ X 0.6.

Claim 2.2: The partitioning level is never at max capacity.

The maximum capacity that is reached is 90% and after that the keys lessen. A possible
reason why the maximum capacity is never reached is because the implementation for
threshold bumping is not optimal. In addition, during these experiments the same threshold
maximum is always used, so the optimal threshold maximum can be explored in the future.

Towards the end of the graph in 8.2 it looks like the capacity is decreasing. The next
experiment will measure the same things as the previous experiment but for less buckets
¢ = n/128 and a next capacity of ¢’ = ¢ X 0.6.
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Capacity Analysis
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Figure 8.3: Capacity Analysis for a Smaller Capacity

This graph is just like the graph from 8.2 just for a smaller capacity of 49984 key-value pairs.

Claim 3: After adding key-value pairs equivalent to 120% of the first-level capacity, the
amount of key-value pairs continues to lessen.

The average key threshold is steadily decreasing, and along with it the number of key-value
pairs in the first level is also declining, though at a slower pace. When a threshold reaches
0, then all of the keys in that retrieval data structure are bumped. Eventually, the threshold
average will reach 0 causing all the keys to bumped and leaving the current level empty.

The same values for the variables as the last experiment will be used in the next experiment
¢ = n/128 and a next capacity of ¢’ = ¢ X 0.6. During this experiment the average amount of
keys bumped is calculated based on how often the bump function is called.

Bump Key Average
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Inserted Keys / Capacity

Figure 8.4: Average Keys Bumped
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8.2 Results

Just like the previous graphs the horizontal axis shows how many keys were added in relation to the
first-level capacity. The vertical axis shows the average amount of keys being bumped per
increment. The average is the number of keys bumped divided by how often bump is called.

Claim 4: The amount of keys that are bumped increases over time.

This happens due to how thresholds work. When the retrieval threshold is at it’s maximum
b; = 8, then the key-value pairs stored in the retrieval data structure can have eight different
possible thresholds {0, ..., 7}. Therefore, when keys are bumped about an eight of the
keys are bumped, which is shown in the graph. When the threshold sinks the possible
key thresholds lessen and more keys will have the same threshold. Therefore, when the
threshold is reduced again more keys will be bumped. For example, if the threshold is
reduced from 6 to 5, then about a sixth of the key-value pairs are bumped.

Lastly, one of the goals for our dynamic retrieval data structure is to have a compact
data plane, therefore how certain variables influence the data plane needs to be studied.
The dependent variables are the capacity ¢ = {n/64,n/80,n/96,n/112,n/128} and factor
a ={0.3,...,0.4} for the next capacity ¢’ = ¢ X a.
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Figure 8.5: Data Plane Comparison

This graph shows the space the data plane needs in bytes per key, shown by the vertical axis. The
horizontal axis shows the values for the next capacity factor a. Each next capacity factor has a
group of various capacities c, as seen in the legend.

Claim 5.1: The implementation with the smallest data plane has a capacity of ¢ = n/80 and
a next capacity of ¢’ = ¢ X 0.5. It needs 1.228 bytes per key.
1.228 bytes per key is very efficient, since a value has 8 bits (1 byte).

Claim 5.2: The higher the factor a is the fewer buckets the first level needs for optimal
space efficiency.
If there are less buckets in the first level, the second level needs to compensate by having a
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8 Evaluation

bigger capacity, otherwise most of the key-value pairs end up in the base level. For a factor
a < 0.4 the capacity with the most optimal space is ¢ = n/64. Next, for a = {0.5,0.6,0.7} the
best capacity is ¢ = n/80. After that, a = {0.8,0.9} has the most optimal space for a capacity
of ¢ = n/96.

8.3 Vision Embedder

To be able to compare our implementation with VisionEmbedder we used their demo that is
available on GitHub[9]. Unfortunately, their implementation does not include their update
and delete algorithms. For our algorithm a bucket size of ¢ = n/80 and a next capacity of
¢’ = ¢ x0.6is chosen.

H Our Algorithm VisionEmbedder H

CP (Byte per key) 11.69 47.6
DP (Byte per key) 1.29 1.7
Insert (in MOPS) 0.61 1.27
Update (in MOPS) 5.47 NA
Delete (in MOPS) 14.66 NA
Lookup (in MOPS) 28.27 142.3

One of our main goals was to have a compact data plane. If we look at the table, we can see
that our implementation not only has a more compact data plane but also a more compact
control plane. However, their implementation has a faster lookup. This is understandable
when it comes to lookup because they only need to add a constant amount of values together,
while we need to add r = 8 values together. If the test data was using values with 1 bit, the
lookup throughput might look different. While the overall insert throughput is faster for
VisionEmbedder, in 8.1 we saw the throughput is most impacted by bumping and insertions
without bumping are much faster than 1.27 MOPS.
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9 Conclusion

The development of our dynamic retrieval data structure successfully achieved the wanted
separation of the data plane from the control plane, as the lookup only needs the solution
matrix. Our main goals were to design a compact data plane and to develop insert, update
and delete algorithms with a linear runtime in O(m), these were achieved.

In the evaluation the best results were observed for a capacity of ¢ = n/80 and a next
capacity of ¢ = ¢ X 0.6. Compared to VisionEmbedder, our implementation is more compact,
though their lookup is faster. Future work could focus on optimizing the threshold function.
Additionally, bumping could be improved. For instance, the extract keys function could
be modified to return only the keys from the retrieval data structure and bumping would
use lookup to get the values for the bumped keys. Finally, the impact of having different
number of levels is another area for future research.
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