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virtual commerce environments (v-commerce) (Xue et al. 
2020). In this paper, we define v-commerce as electroni-
cally mediated commercial transactions that originate from 
cross reality technologies, particularly VR, and involve 
the exchange of either digitally generated or real-world 
goods and services. We refer to v-commerce as the subset 
of the broader concept of e-commerce that leverages VR to 
enhance the online shopping experience by creating immer-
sive virtual marketplaces (de Regt and Barnes 2019; Luna-
Nevarez and McGovern 2021). V-commerce research in this 
journal (Adhanom et al. 2023) has pointed out that the avail-
ability of new data sources, eye tracking (ET) in particular, 
provides exciting new uses cases for research and practice. 
For example, Pfeiffer et al. (2020) have shown that market-
ers can identify shopping motives (goal-directed and experi-
ential search) by tracking and analyzing ET data in VR. The 
identification of shopping motives thus allows personaliz-
ing v-commerce applications. In addition, there are a few 
notable real-world pilot studies that demonstrate the appli-
cation of utilizing such data in v-commerce. For instance, 
Hershey’s and Kellogg using devices such as the Vive Pro 
Eye to track eye gaze and dwell time for optimizing product 
placement and shelf layout in retail environments (Nantelle 

1  Introduction

Virtual Reality (VR) allows elevating 2D shopping experi-
ences, such as traditional e-commerce shopping on Amazon, 
to computer-simulated, interactive, real-time 3D shopping 
experiences. Prior research has argued that VR allows cre-
ating more functional, interactive, realistic, and engaging 
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2021). Similarly, Alibaba’s Buy + VR shopping experience 
allowed users to interact with virtual products via gaze-
based selection in commercial VR platforms (Hines 2016). 
While v-commerce shopping is still in a nascent stage, 
v-commerce represents a significant potential shift in the 
retail landscape. Forecasts predict a significant growth in 
the v-commerce market, with a CAGR of 34.7%, elevating 
its revenue from $18.60 billion in 2022 to $201.80 billion 
by 2030 (Statista 2023).

Despite the enthusiasm resulting from creating so-far 
unseen consumer benefits, researchers emphasized that 
v-commerce diffusion is challenged by various techni-
cal, ethical, and societal challenges (Dwivedi et al. 2022; 
Giaretta 2024). For creating a fully immersive environment 
with smooth interactions for the user, sensor-based data is 
needed to an extent that goes beyond what consumers are 
used to from e-commerce or brick-and-mortar shopping 
environments. The interactive data captured through VR 
technology is crucial for its functionality and for being able 
to offer the outlined benefits, such as presenting tailored 
recommendations based on identifying shopping motives 
(Pfeiffer et al. 2020). As a result, companies implement 
data-driven strategies by utilizing user-related data to gen-
erate personalized and interactive services for consumers 
(Saura et al. 2021). However, the literature provides little 
insights and guidance how multi-sensory data is connected 
to both benefits and privacy risks. Prior research either 
approached the topic from a technical (Garrido et al. 2024), 
theoretical (Reinartz et al. 2019) or privacy risks (Karwatzki 
et al. 2022) perspective. What is missing to the current day, 
is a framework that provides a comprehensive understand-
ing of the topic.

This paper contributes to closing the outlined research 
gap by critically analyzing the intersection of VR technol-
ogy and its application in v-commerce. We bring together 
the three outlined perspectives by reviewing the literature 
and developing a data-driven privacy-benefit assessment 
(PBA) framework. We start by describing from a technical 
perspective which data must and can be collected in VR. 
We then describe from a theoretical perspective which ben-
efits and privacy risks may arise in the v-commerce context. 
Finally, we approach the empirical perspective by point-
ing readers to prior empirical findings about what can be 
learned from the VR data on the user level (we refer to this 
as psychological constructs).

This paper makes three key contributions. Firstly, it pro-
vides an understanding which data is used to infer which 
constructs that ultimately lead to knowledge about the user. 
Secondly, our paper outlines the benefits and privacy risks 
tied to various types of data and constructs. As these risks 
and benefits are context-specific, we, thirdly, illustrate the 

implications in the context of v-commerce highlighting 
implications for companies as well as users.

From a practical perspective, our framework provides 
valuable insights for companies seeking to leverage VR 
technology in v-commerce, policymakers tasked with regu-
lating its use, and researchers focused on further advancing 
the VR technology field. Our work serves as a guide to the 
development of privacy-preserving strategies that balance 
innovation and user protection, contributing to the acceler-
ating discussion on privacy in virtual reality (Giaretta 2024).

This study follows a conceptual theory synthesis 
approach (Jaakkola 2020), which is well-suited for syn-
thesizing insights across diverse and overlapping research 
areas. Our goal is to integrate knowledge from technical, 
psychological, and ethical domains into a unified framework 
for assessing data practices in v-commerce. Accordingly, 
we selected literature relevant to the dimensions of our PBA 
framework from Scopus, Web of Science, AIS eLibrary, 
IEEE Xplore, ACM Digital Library, SpringerLink, and 
ScienceDirect. To complement this, we included selected 
industry reports, technical documentation, and authoritative 
web sources where relevant. Additionally, we applied back-
ward and forward citation tracking to ensure comprehensive 
coverage across technical, psychological, and HCI-related 
domains. We prioritized foundational, recent, and domain-
representative works that contribute to understanding key 
aspects such as data types, behavioral inference, consumer 
value, and privacy risks.

The rest of this paper is organized as follows: Sect.  2 
explores the data collected in VR (technical perspective). 
Section 3 examines the interplay between v-commerce ben-
efits and privacy risks (theoretical perspective). Section 4 
bridges the technical and theoretical perspectives by linking 
VR data to psychological constructs, drawing on empiri-
cal findings (empirical perspective). This section highlights 
how the data can suggest psychological constructs and pro-
vide deeper understanding of consumers. The section also 
discusses potential use cases of business benefits and pri-
vacy risks of such insights.

2  Data collection in VR (technical 
perspective)

From a technical perspective, VR environments exhibit 
numerous advanced features that distinguish from traditional 
human–computer interaction (HCI) interfaces (Doerner 
et al. 2022). Among these is the multimodal presentation, 
which synchronizes various sensory channels—visual, 
auditory, and haptic, to produce realistic virtual experiences. 
These different channels are needed because the technol-
ogy relies on interaction in a 3D world, leveraging body, 
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hand, head movements and gestures. As a result, high-end 
VR devices are incorporating features such as room-scale 
tracking, hand tracking, and high-resolution displays, with 
plans to include extensive biometric measurements (Kröger 
et al. 2020a) such as electromyography (EMG) and electro-
encephalography (EEG).

We categorize data recorded in VR into three main types 
(see Fig. 1): primary, secondary and inferable data. Primary 
data attributes are directly observable and derived from 
data sources (e.g., sensors or devices). Secondary data attri-
butes are deterministically generated from the primary data 
sources (e.g., body pose inferred from head and hand posi-
tions). Inferable data attributes are statistically estimated 
from primary and/or secondary data attributes (e.g., infer-
ring personality traits from gaze and posture). Primary and 
secondary data, that are outlined further in the following 
sub-sections, present an immediate privacy risk due to their 
direct observability or deterministic nature, while the risk 
from inferable data is less apparent and depends on con-
textual analysis. We therefore offer a general overview of 
primary and secondary data attributes in this section and 
outline which data have been used to infer constructs that 
are particularly interesting in the v-commerce context as 
further outlined in Sect. 4.

Building on Garrido et al. (2024), we differentiate pri-
mary data attributes into static and dynamic privacy data 
types (see italics in Fig.  1 and Table  2 in Appendix 1). 
Privacy regulators mainly focus on personally identifiable 
information (PII) which is associated with static private 
information and revolves around identity. The static privacy 
dimension includes context-independent personal data that 
can currently be regulated and does not change (dramati-
cally) over time, such as name, billing information, health 
information, beliefs, and personal documents (Bailenson 
2018; Gulhane et al. 2019; Wang et al. 1998). The dynamic 
privacy view includes transit data which refers to real-time 
emotion and sensor data that changes substantially over 
time (Bailenson 2018; Gulhane et al. 2019). Being dynamic 
involves non-verbal behavioral cues that are meaningful 
and unique. These cues include unconscious interactions 
beyond the user's conscious awareness. Dynamic private 
information is primarily context-dependent and can be col-
lected and analyzed to generate a well-informed individual 
profile (Wang et al. 1998). Heller (2020) calls the concept 
of creating such a profile within VR “biometric psychog-
raphy”. Biometric psychography involves using bodily-
centered data to uncover deep insights into an individual’s 
preferences and interests (Heller 2020).

Fig. 1  Overview of categorized primary, secondary, and inferable data 
attributes and the associated content. Extended, modified, and based 
on Garrido et al. (2024), Nair et al. (2023a), Nair et al. (2023b), and 
Trimananda et al. (2022). Categories, marked with an asterisk, flag 
data that is essential to the functionality of the VR technology. Dou-
ble asterisks (**) mark categories that are only contextually required, 

depending on the application. Data attributes in italics are dynamic and 
otherwise static. It is worth noting that any specifications and markings 
in the table are subject to change at any time as VR technology and 
regulations evolve. For a comprehensive overview, refer to Table 2 and 
Table 3 in Appendix 1
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Pro (face and eye movements), HTC Vive Pro Eye (only eye 
movements; in combination with HTC Vive Facial Tracker 
also with face movements), and Playstation VR 2 (only eye 
movements) (Meta 2023; PlayStation 2023; VIVE 2023a, 
2023b). ET technology has become an essential component 
of VR technology, enhancing the immersive and interactive 
experience for users (Adhanom et al. 2023). Its integration 
is primarily driven by foveated rendering, as highlighted by 
Godin et al. (2004). Many recent VR head-mounted displays 
(HMDs) incorporate ET technology to achieve this effect 
because manufacturers have made significant advance-
ments in ET, making it cost-effective, portable, and highly 
proficient, as emphasized by a study conducted by Grand 
View Research (2022). Additionally, eye- and face-tracking 
technology (e.g., HTC Vive Pro Eye and HTC VIVE Facial 
Tracker) can be used to provide more personalized and 
adaptive content based on this information, such as (photo-
realistic) facial expressions (Chu et al. 2020).

ET constructs and inferences can be derived from a com-
bination of fixation-related, saccade-related, pupil-related, 
iris-related, or face-related data streams (Kröger et al. 
2020a; Pfeiffer et al. 2020). Fixation-related ET measure-
ments involve tracking the duration and location of fixa-
tions, which are periods of relative visual stability during 
which the eyes are focused on a specific point in the visual 
field. Saccade-related ET measurements involve tracking the 
speed, amplitude, and direction of saccades, which are rapid, 
abrupt eye movements that occur when a person shifts their 
gaze from one point of interest to another. Pupil-related ET 
measurements involve tracking pupil size and dilation. Yet, 
while data on fixations and saccades is standard in ET, not 
all ET systems measure pupil dilation. Kröger et al. (2020a) 
presented an extensive analysis outlining the multitude of 
insights that can be derived from ET. ET data can yield 
various inferences, including cultural and linguistic aspects 
(e.g. knowledge), expertise and performance, interests and 
preferences, emotional states and physical conditions and 
health-related information (e.g., drug addiction).

The human face has other essential physiological func-
tions that only physiological tracking systems can track by 
applying physiological measures. For example, physiologi-
cal measures such as photoplethysmography (PPG), EEG 
and galvanic skin response (GSR) become necessary to 
track microexpressions accurately (Saffaryazdi et al. 2022).

2.4  Behavior: communication (voice and text)

HMDs usually have microphones integrated and allow for 
voice input. Controllers, virtual keyboards or eye-move-
ments further allow for text inputs. These multimodal 
ways of direct communication help users with disabilities 
or mobility impairments who may have difficulty with one 

2.1  User identifiers

This primary data attribute category only includes static 
components and is used in all digital environments where 
users must at least provide personally identifiable informa-
tion (PII) name and email registration, licensing, and in-app 
purchases. For this purpose, upon registration, a unique user 
ID is usually created once for the user on the respective cen-
tral platform (e.g., Oculus Store).

2.2  System

The user identifiers can also be collected and accessed via 
network data flow (Trimananda et al. 2022). The network 
data flow enables collecting and accessing system informa-
tion (see Table  2). This information encompasses device 
identifiers, geographical location either directly through 
IP address or indirectly through hyperbolic positioning 
using latency information, as well as virtual space loca-
tion through obtaining the hostname in virtual space by 
capturing the IP address. Additionally, usage information, 
hardware information, and operating system and software 
information can be collected through this data flow (Nair et 
al. 2023b; Trimananda et al. 2022). Web trackers can create 
individual user profiles, called fingerprints, by utilizing sys-
tem parameters and settings such as OS and software, hard-
ware and usage information (Trimananda et al. 2022). This 
practice of fingerprinting enables trackers to monitor users 
for long periods of time, even if the users delete their traces 
(e.g., cookies) or utilize private modes (Vastel et al. 2018). 
Although there is unanimous consensus among standards 
bodies and browser vendors that fingerprinting is detrimen-
tal, its utilization on the internet has progressively risen 
throughout the last decade (Apple 2019; Das et al. 2018; 
Englehardt and Narayanan 2016; Google 2019; Mozil-
laWiki 2022; W3C, 2015, 2021). Always-on cameras and 
sensors, especially inside-out tracking VR devices (Meta 
2023) observe the surrounding real-world space to ensure 
the user's safety from physical collision. These cameras 
and sensors can expose the real-world environment around 
users, which may contain sensitive information (e.g., per-
sonal objects or bystanders).

2.3  Behavior: face and eyes

The face serves as the foremost instrument for facial expres-
sions. The face and eye are closely connected by muscles, 
and movements of the face, including the eyebrows, eye-
lids, and mouth, and can provide valuable information about 
where a person is looking at as well as emotions (Schwartz et 
al. 2020). Both face and eye movements can be detected by 
(infrared) cameras such as implemented in the Meta Quest 
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HRV enables the quantification of autonomic processes like 
fluctuations between heart beats due to emotional arousal 
(Marín-Morales et al. 2021), while EMG enables captur-
ing deliberate processes like facial muscle movements 
(Lou et al. 2020). Physiological measures allow inferring 
a user's inner state and can provide insights into cognitive 
and affective responses (Riedl & Léger 2016). The quanti-
tative nature of the data obtained from physiological mea-
surements makes it suitable for analysis and utilization in 
machine learning and deep learning algorithms, enabling 
insights and inferences to be drawn from the collected data. 
In the context of VR, physiological measuring is enabled 
by integrated sensors or wearables in VR headsets or on the 
user's body.

However, it is important to note that mainstream con-
sumer VR headsets generally do not come equipped with 
built-in physiological sensors (except for ET, which some 
researchers consider to be a physiological measure). Instead, 
consumer-grade VR headsets focus primarily on deliver-
ing immersive visual and auditory experiences, relying on 
external devices or separate accessories, such as the Meta 
EMG Wristband (Meta 2021), for physiological monitoring 
if required.

2.7  Video

HMDs in VR systems often include sensors and cameras 
that capture the surrounding real-world space to enable spa-
tial awareness, prevent collisions, and support functional-
ities such as passthrough vision or mixed reality overlays. 
This environmental recording enhances user safety and 
interaction fidelity. However, such continuous data may 
inadvertently capture the presence and distance of bystand-
ers, private spaces, or sensitive contextual information (e.g., 
recording individuals without consent, revealing personal 
items or documents, or exposing confidential workspaces) 
(Y. Zhang et al. 2020b; Garrido et al. 2024). Even non-priv-
ileged applications can exploit side channels (side-channel 
attack) to infer real-world details (Y. Zhang et al. 2020b).

2.8  Avatar: non-verbal behavior and digital assets

Avatars may collect and transmit sensitive personal data, 
including biometric and behavioral data (Dwivedi et al. 
2022; Giaretta 2024). An avatar is a visual representation of 
a user within the VR environment, and it is typically used 
to participate in social activities, driven by the user's move-
ments (Bailenson et al. 2004). In the case of the upcom-
ing Metaverse, the avatar is a medium that projects one's 
identity within virtual spaces (Park and Kim 2022). The pri-
mary means of controlling virtual avatars is through body 
movement. For this, professional motion-capture systems 

or the other input device (Mott et al. 2019). Moreover, 
voice and text inputs can be faster and more efficient than 
traditional input methods, allowing users to perform more 
quickly and easily (Baxter et al. 2021; Jiang et al. 2019). 
Natural language processing (NLP) techniques can be 
used to analyze voice and text inputs to extract meaning 
and intent (Acosta & Reinhardt 2022). Audio data, such as 
voice, can provide vast information about the speakers and 
their surroundings. Kröger et al. (2020b) provide a plethora 
of sensitive information that can be derived from linguistic 
and acoustic patterns in recorded audio through advanced 
data analysis methods. Voice recordings may allow infer-
ences about the user's personal characteristics, psycho-
logical states, linguistic and cultural aspects, health-related 
information, socioeconomic status and environmental infor-
mation (e.g., background noise).

2.5  Geospatial and inertial telemetry

Using geospatial and inertial telemetry information gath-
ered from end-users uncovers sensitive anthropometric 
measurements. Body tracking devices can reveal various 
continuous (e.g., arm-length and height) and binary anthro-
pometric measurements (e.g., longer-arm and dominant 
handedness), which can be combined (e.g., wingspan) or 
compared to reveal additional biometrics or asymmetries 
in the user's body (Garrido et al. 2024; Nair et al. 2023a). 
In addition, kinesiological movements revealing unique 
gestures (Figueiredo et al. 2016) and biometric movements 
such as gait can also be recorded (Olade et al. 2020; Shen 
et al. 2019). Geospatial and inertial telemetry data can also 
be used to infer a user's full-body pose (Winkler et al. 2022) 
and even derive speech from bone and air-borne vibrations 
registered by an HMD's IMU inertial measurement unit 
(IMU) telemetry data (Shi et al. 2021). An IMU, a com-
bined electronic sensor with accelerometers, gyroscopes, 
and magnetometers, tracks velocity, orientation, and gravity 
forces (Shi et al. 2021). For instance, it is used in headsets 
for head orientation and in controllers for hand movement 
detection.

2.6  Physiological measures

Physiological measures present a nonintrusive approach 
for assessing various task-related variables (Halbig & 
Latoschik 2021; Riedl & Léger 2016), such as heart rate 
variability (HRV) (Marín-Morales et al. 2021), electro-
grams by using EEG (Bin Suhaimi et al. 2020), and EMG 
(Lou et al. 2020). They provide objective assessments of 
autonomic (organic activations involuntarily and subcon-
sciously controlled responses by the autonomic nervous 
system) and deliberate processes (intentional responses). 
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identity layers, and protective measures against risks like 
targeted harassment or the misinterpretation of disability-
related avatar features (Zhang et al. 2022, 2023a; Stendal & 
Bernabe 2024).

3  Privacy risks and benefits (theoretical 
perspective)

Information systems need extensive personal data to 
develop and deliver benefits based on personalized services. 
The use of data for personalization, however, often brings 
along a loss in information privacy. The following example 
illustrates the close connection between benefits and pri-
vacy concerns: In v-commerce, companies can utilize ET 
to discern consumers' attention patterns. Companies cre-
ate benefits for consumers if they tailor product displays to 
individual search motives (Pfeiffer et al. 2014) or determine 
the point in time when assistance is needed (Weiß and Pfei-
ffer 2024). However, the same data potentially reveals how 
price-focused or -sensitive a consumer is. A company may 
use this information against the interest of consumers and 
implement price discrimination. The example outlines that 
the same process of data collection, inferred by the same 
construct (attention patterns) but used in different contexts, 
can yield benefits as well as risks associated with data mis-
used. Consumers, when facing such benefit-risk trade-offs, 
are expected to assess privacy risks dependent on the con-
text as risk perception originate from the nature, causes and 
consequences inherent to each context.

When evaluating whether to disclose personal data, con-
sumers do not rely on a fixed set of preferences. Instead, 
their privacy decisions are context-dependent (Acquisti 
et al. 2015). For instance, even if consumers express con-
cern for their information privacy, they may still choose to 
share behavioral data in specific contexts such as travel. 
This dynamic also applies to sensitive data types like bio-
metric information—studies have shown that consumers' 
willingness to disclose such data is heavily influenced by 
the benefits they expect to receive in return (Ioannou et al. 
2020). Therefore, the trade-off between perceived benefits 
and privacy risks plays a central role in shaping consumers’ 
disclosure decisions (Wang et al. 2016). Given the grow-
ing depth and scope of data collection driven by digital 
technologies in retail, it becomes increasingly important to 
systematically outline and categorize the potential benefits 
that can result from data disclosure. This is especially rel-
evant in v-commerce, where the understanding of customer 
value and future customer shopping experiences are essen-
tial. In response to this need, marketing scholars have dis-
cussed regarding opportunities in future retail stores (e.g., 
Szocs et al. 2023; Grewal et al. 2023; Reinartz et al. 2019). 

and suits are typically used in avatar-related research to 
achieve high-quality embodied experiences (Kilteni et 
al. 2013; Roth et al. 2016; Spanlang et al. 2014; Wu et al. 
2021). Although these systems provide high accuracy and 
potentially large tracking areas, they are expensive and 
cumbersome to wear (Wu et al. 2021). An alternative solu-
tion for tracking body parts is consumer VR devices such 
as the Oculus Rift or HTC Vive with spatial controllers or 
hand tracking such as for the Meta Quest 2. However, the 
majority of VR systems currently rely on three-point track-
ing solutions (HMD plus two controllers), which necessitate 
additional sensors and trackers to convey movements of the 
arms, legs, or feet, as well as complex inverse kinematic 
algorithms (Aristidou et al. 2018; Caserman et al. 2019; 
Wu et al. 2021). Avatars have a crucial function in social 
VR, and their degree of realism significantly impacts the 
sense of presence, interpersonal interactions, and copres-
ence (Jung et al. 2017, 2018; Jung and Hughes 2016; Steed 
and Schroeder 2015; Wu et al. 2021). When engaging in 
social interactions, people often communicate more through 
nonverbal cues than through verbal means (Matsumoto et 
al. 2013). According to Navarro and Karlins (2008), non-
verbal cues account for about 60–65% of communication. 
Consequently, non-verbal social presence cues (proximity, 
orientation, eye contact and gaze, and physical appearance) 
are important for communication (Aburumman et al. 2022; 
Bente et al. 2004; Rae et al. 2008; Swinth and Blascovich 
2002). Non-verbal behavioral data could easily be used to 
infer user facts, behaviors, or behavioral trends that are not 
visible to the user's eyes (Dwivedi et al. 2022; Dick 2021). 
Furthermore, the choice of avatar representation and digi-
tal assets the user owns can also reveal information such as 
their demographics and financial status (Dick 2021; Garrido 
et al. 2024; John et al. 2020).

We would like to point out that we consider only the 
directly observable (inter)actions (e.g., choices and human-
to-human interaction) and appearance of avatars (e.g., 
gender identity and species). Therefore, we limit possible 
digital assets that belong to an avatar contributing to its 
appearance, such as wearables (e.g., clothing).

2.9  Disability status

Self-declaring a disability in VR environments enables peo-
ple with disabilities (PWD) to shape their virtual identity 
authentically, access tailored social experiences, and foster 
representation through avatar design that reflects their real-
world conditions (Zhang et al. 2022). While self-declaration 
promotes visibility and agency, it requires safeguards that 
ensure PWD retain control over what they disclose and are 
protected from potential misuse or harm. Such safeguards 
may include selective disclosure settings, anonymous 

1 3

173  Page 6 of 19



Virtual Reality (2025) 29:173

implications of data-driven value creation in VR commerce. 
Consequently, we will refer to these different categories of 
benefits and discuss their magnitude and relative impor-
tance in the light of our v-commerce context.

Consumers' decision whether to share private data in 
a particular context is the outcome of a trade-off between 
potential benefits and risks (Dinev et al. 2013; Hui et al. 
2007; Kaur et al. 2024). Information systems research 
showed that a loss of information privacy can increase pri-
vacy concerns and privacy risks perceptions, in case users 
feel that organizations could misuse their data (Al-Natour 
et al. 2020; Smith et al. 1996). Research focused on bet-
ter understanding user’s privacy risk perceptions resulting 
from external (parties) access to users’ personal information 
(Karwatzki et al. 2022) or privacy concerns stemmed from 
literature and interviews (Kummer et al. 2021; Yun et al. 
2019).

Privacy perceptions and behaviors are not only situa-
tional but also shaped by individual and cultural differences. 
For example, Fleming et al. (2021) demonstrate that self-
construal and cultural orientation significantly influence 
how individuals value personal data and, consequently, how 
they manage privacy behaviors. In addition, a meta-analy-
sis by Bauer and Schiffinger (2016) confirms that cultural 
factors, such as individualism and uncertainty avoidance, 
significantly moderate how individuals assess privacy risks 
and benefits. This reinforces the importance of integrating 
cultural context in privacy-related research. Consequently, 
scholars have examined various strategies to safeguard 

While much of the frameworks provide valuable insights 
by examining the evolution of retail formats—such as the 
distinction between physical and online stores (Szocs et al. 
2023) or purely focus on future online retail stores (Grewal 
et al. 2023), they do not address how digital transformation 
fundamentally reshapes value creation itself. In particular, 
we adopted the framework by Reinartz et al. (2019) for 
illustrating the benefits in v-commerce for our work. Rein-
artz et al.’s framework explains how digital transformation 
opens up new sources of value by meeting customer needs 
in novel ways through the lens of value creation (see Table 1 
for the categorization of benefits used for companies and 
consumers). This perspective aligns closely with our focus 
on VR technology in commerce, where consumer interac-
tion often involves the disclosure of biometric data. We 
argue that such data serves as a key driver of value such 
as enabling personalization and convenience for consumers, 
and offering retailers new avenues for business growth. At 
the same time, these data introduce privacy risks. By build-
ing on Reinartz et al.’s lens, we highlight data disclosed as 
a fundamental mechanism through which digital transfor-
mation generates both value and vulnerability. Secondly, 
the distinction between firm-level and consumer-level 
benefits from Reinartz’s framework is especially useful in 
our analysis. Because the use of consumer data in VR can 
lead to either mutually beneficial outcomes (e.g., enhanced 
shopping experience) or one-sided advantages (e.g., price 
discrimination). Categorizing benefits at both levels helps 
us more clearly capture the complex trade-offs and ethical 

Table 1  Overview of potential benefits and privacy risks of data and constructs
Data and construct Benefits for companies and consumers Privacy risks for consumers
Data attributes Constructs Benefits for (source of 

value creation) company 
(Reinartz et al. 2019)

Benefit for consumers 
(Reinartz et al. 2019)

Concrete 
examples 
of benefit

Concrete exam-
ples of negative 
consequences

Risk dimensions 
(Karwatzki
et al. 2022)

Eyes Attention 
patterns

Individualization convenience, relevance AP1, AP2 APN1, APN2 Freedom-related, 
Resource-relatedAutomation convenience AP3

Transparency and control empowerment AP4
Eyes, HR Attention 

directed to 
stimuli

Individualization relevance or convenience ADS1 ADSN1 Psychological, Prosecu-
tion, Freedom-relatedrelevance, experience ADS2

Eyes Level of 
processing

Interaction relevance, empowerment LP1 LPN1 Resource-related, 
Psychological

Eyes, ECG Cognitive 
load

Interaction relevance, experience CL1 CLN1, CLN2 Resource-related, 
Social, Psychological, 
Freedom-related

Empowerment CL2
Ambient embeddedness relevance CL3

Eyes, EMG, 
HR, SCR, 
Voice

Emotional 
arousal

Interaction relevance, experience EA1, EA2 EAN1, EAN2 Resource-related, 
Freedom-related, Psy-
chological, Social

Eyes, EMG, 
HRV, Kine-
siological 
Movements, 
SCR, Voice

Personality 
traits

Individualization relevance, experience PT1 ETN1, ETN2 Psychological, 
Resource-relatedIndividualization

Interaction
relevance, experience, 
empowerment

PT2

relevance, experience PT3

The example abbreviations in the table correspond to examples discussed in Sect. 4 (e.g., AP1 denotes the first example under the Attention 
Patterns subsection in Sect. 4). Note: Not all data attributes mentioned in Table 1 are required to infer the respective construct
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due to existing strong evidence in the literature supporting 
its possibility to be inferred directly from VR observable 
data such as body movements, ET data, voices. Moreover, 
personality plays a central role in social VR interactions, 
making it a particularly relevant construct for this context.

4.2  Attention patterns

The investigation of attention patterns has a long tradition 
in decision-making research. The adaptive decision-making 
framework developed by Payne et al. (1993) has strongly 
stimulated decision-making and information processing 
research. In an overview of attention in decision-making 
theories, Orquin and Loose (2013) suggest that decision-
makers tend to form patterns when making decisions, par-
ticularly segmented into ‘overview’, ‘comparison’, and 
‘checking’ phases, as indicated by ET data. Furthermore, ET 
data can reveal how the context of search tasks influences 
attention patterns. For example, Shi et al. (2013) introduce 
a hierarchical hidden Markov model using ET data and 
suggest that consumers switch between attribute-based 
and product-based information acquisition strategies dur-
ing online decision-making environments. Their study par-
ticularly emphasizes and challenge the traditional notion of 
deliberate and conscious strategic decision-making because 
the role of over-learned and largely unconscious routines in 
information overload and time pressure context are signifi-
cant. Attention patterns can further be used to distinguish 
goal-directed and exploratory search motives (Janiszewski 
1998). Findings by Pfeiffer et al. (2020) suggest that search 
motives can be identified based on ET data with 85% accu-
racy after observing the first 15 s of search behaviour in a 
VR shopping context.

Observing attention patterns in v-commerce could yield 
several benefits for both users and companies (see Benefits 
for Companies and Consumers column in Table 1). V-com-
merce environments can be individualized to enrich user 
experience, offering consumers significant convenience. 
This individualization facilitates attribute-wise search in 
complex situations through methods like product highlight-
ing or sorting by frequently observed attributes, saving 
consumers’ time and ensuring a tailored search experience 
(AP1). Furthermore, the identification of search motives can 
be used by recommender systems that aid in line with search 
motives, enhancing the relevance of the shopping experi-
ence (AP2). Furthermore, it increases convenience to con-
sumers by providing better recommendations based on their 
past shopping habits (AP3). Pfeiffer et al. (2020) found that 
users prefer product filters and social network recommenda-
tions in goal-directed search and collaborative filtering rec-
ommendation systems. In contrast, more special offers are 
preferred in exploratory search situations. Matching offers 

consumer privacy and reconcile the industry's data collec-
tion needs, through the angle of regulation, trust, ethics, and 
justice (Ashworth and Free 2006; Liu et al. 2022), a point 
that we will come to at the end of this paper.

As the assessment of privacy risks requires a solid under-
standing of the benefits and is also highly context-specific, 
we assess privacy risks through the multidimensional 
framework proposed by Karwatzki et al. (2022). Karwatzki 
and colleagues conceptualized privacy risks according to 
the context-specific negative consequences as perceived 
by consumers. They identified seven distinct privacy risk 
dimensions: physical, social, freedom-related, resource-
related, prosecution-related, career-related, and psychologi-
cal (Table 4 in Appendix 1 provides an overview of these 
dimensions and possible use cases in VR). By knowing 
the consequences they would be encountering, consumers 
may vary in privacy risk perceptions due to different con-
texts when the data is used and aggregated. This framework 
provides a foundation to our work as we aim to outline 
the potential privacy risks for consumers and the benefits 
derived from companies' value creation.

4  Constructs (empirical perspective)

4.1  Data and construct

As discussed in previous literature (Meißner and Oll 2019), 
psychological constructs are frequently operationalized 
and measured using attentional or sensory data. Building 
upon the discussion of VR data attributes in Sect.  2, this 
section discusses how user’s psychological constructs can 
be inferred in v-commerce and further present the potential 
values for companies, benefits for consumers, and privacy 
risks stemming from the analysis of the inferred constructs 
by applying Reinartz et al. (2019) and Karwatzki et al. 
(2022)’s framework. Table 1 summarizes the explanations 
given in the following paragraphs and gives readers the 
opportunity to directly link data attributes, constructs, as 
well as benefits and risks.

We acknowledge that it is not feasible to include all pos-
sible constructs in our assessment, especially given the 
rapid advances in computational modeling. In this paper, 
we focus on constructs that (1) are directly inferable from 
observable VR data attributes, as categorized in Sect.  2, 
(2) are supported by robust empirical evidence—either in 
VR or related contexts, and (3) are uniquely relevant to the 
immersive and embodied nature of VR.

For instance, as we discussed in the following section, 
attention patterns can be directly inferred from ET data and 
have been extensively validated in decision-making and 
information search contexts. Personality traits are included 
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between attention to stimuli and preferences, recommender 
systems could use the amount of attention directed to stim-
uli to create real-time product recommendations, enhanc-
ing engagement by providing content matching consumer 
interests. Furthermore, retailers could leverage information 
on consumers’ response to stimuli by identifying highly 
engaged consumers and sending them promotional codes to 
incentivize immediate purchases (ADS2).

Although identifying preferences may be relatively 
unproblematic within a marketing context if the goal is to 
create additional consumer value, inferencing preferences 
outside the marketing context has stronger privacy impli-
cations. Attention paid to political statements or sexual 
content could potentially reveal a person's political views 
or sexual orientation (Wenzlaff et al. 2016) (ADSN1). This 
exposure could lead to negative outcomes such as discrimi-
nation and surveillance inducing mental discomfort and a 
feeling of being watched, leading to psychological privacy 
risks. Moreover, if religious beliefs, political views, or 
sexual orientation is accidentally exposed, it could present 
significant prosecution risks, particularly in countries with 
extreme conservative stances on these matters.

4.4  Level of processing

Stimulus information processing occurs at levels from shal-
low (focuses on physical attributes), to deep processing 
(meaningful connections are formed) (Craik and Lockhart 
1972). Typically, fixation durations between 200-250  ms 
are associated with scanning and automatic processing, 
whereas deeper processing requires fixation durations 
exceeding 300 ms, indicative of a slower and more cogni-
tively demanding process (Velichkovsky et al. 2002). ET 
can be used to identify processing strategies. For instance, 
print ads provoke longer processing times and larger pupil 
sizes, signalling stronger engagement and a broader range 
of attention, while digital ads receive shorter processing 
times but a higher proportion of long fixations, hinting at 
deeper processing (Venkatraman et al. 2021). Evaluation of 
high and low involvement product categories and their cor-
responding purchase risk (Rossiter and Percy 2017) might 
necessitate different processing levels. Researchers have 
found that individuals process stimuli differently depend-
ing on the complexity of the stimuli. They become aware 
of basic visual features, like color, before complex features, 
like categories (Jimenez et al. 2021). Ovalle-Fresa and col-
leagues (2021) extended these findings to visual associative 
memory, demonstrating the influence of level of processing 
framework to both verbal and perceptual stimulus.

Utilizing different presentation modes like print, digital, 
voice marketing, and other sensory marketing techniques, 
retailers can effectively customize the presentation of 

provided by the company with the consumer’s goal further 
empowers consumers by providing automated comparisons 
for items of interest to simplify their choices, and it also 
increases the company’s transparency and control over con-
sumer’s needs (AP4).

However, a system that infers attention patterns will also 
make users more vulnerable. Companies may infer consum-
ers’ price sensitivity by quantifying how often they search 
by brand or by price and adjust the visual store layouts with 
the intention to personalize brand and pricing information 
presentation in real-time (APN1). Sorting of products on 
the shelf can also be adapted to individual needs. This cus-
tomization can also pose threats on freedom-related privacy. 
For example, fostering brand-focus by enhancing space for 
products of a particular brand might reduce price focus and 
make impulsive buying more likely (Zhao et al. 2022). Con-
sequently, the outlined application would result in unex-
pected resource-related privacy risks. Second, retailers 
detecting consumers’ attentional biases (Chen et al. 2021) 
may strategically place high-margin products at eye level 
to maximize profits. Similarly, recommender systems could 
be set up to influence user preferences based on presenting 
selective information in a certain order or limiting the num-
ber of options in personalized consideration sets (APN2).

4.3  Attention directed to stimuli

The measurement of attention towards a stimulus can be 
quantified by various methods, such as tallying the num-
ber of fixations or accumulating fixation durations. Find-
ings by Meißner et al. (2016) support a strong correlation 
between the utility of alternatives and their attention, known 
as the “alternative focus effect.” Similarly, the attention 
that an attribute receives can signify the attribute’s rela-
tive importance in the decision-making process. Moreover, 
neurophysiological methods also reveal consumers’ prefer-
ence (Venkatraman et al. 2015) and attention. For example, 
changes in heart rate (HR) and skin conductance response 
(SCR) have been shown to distinguish levels of viewer 
attention, specifically detecting the shift from preattention 
to focal attention during ad exposure (Bellman et al. 2019). 
Furthermore, Walla et al. (2011) found that significant 
reductions in eye blinks, SCR, and HR occur when consum-
ers view brands they favor, compared to those they dislike.

Analyzing the attention to stimuli in real-time in v-com-
merce could aid consumers in forming their consideration 
set, thereby enhancing convenience and relevance in shop-
ping experience (ADS1). For instance, making decision-
relevant information visually salient, such as highlighting 
products that so far got most consumer attention, may prevent 
information overload and enable consumers to form consid-
eration sets more efficiently. Given the strong correlation 
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consumer satisfaction (CL1). In essence, the combination of 
ET data and machine learning techniques has made it pos-
sible to predict cognitive performance and, in turn, quantify 
consumers’ real-time cognitive load (Bachurina et al. 2022). 
Furthermore, cognitive load can help determine the optimal 
time for a decision support system or a digital sales agent 
to offer assistance (CL2), offering an individualized, stress-
free shopping experience. Retailers can also provide selec-
tive discounts based on consumer cognitive states, offering 
them when consumers are most likely to respond to them 
(CL3).

Cognitive load positively influence how much time con-
sumers spent in virtual stores in purchase stages, indicating 
that retailers could potentially identify who are more likely 
to stay longer in the store (Kakaria et al. 2023). Moreover, 
cognitive load can potentially be used to identify impulsive 
buyers (CLN1). Research has shown that people under high 
cognitive load are more likely to make impulsive decisions 
as their ability to self-regulate and make rational choices 
decreases (Vohs and Faber 2007). Consequently, retailers 
could exploit this finding by pushing flash sales, limited 
time offers, or suggesting more expensive products, playing 
into the impulsivity of these overloaded users. Moreover, 
high cognitive load has also been associated with risk-tak-
ing behavior when performing economic decision-making 
(Blaywais and Rosenboim 2019), suggesting that retailers 
could potentially promote high-risk content to those experi-
encing such cognitive strain (CLN2).

4.6  Emotional arousal

Emotional arousal, defined as a state that describes the level 
of calmness or excitation elicited by a stimulus (Skaramag-
kas et al. 2021), plays a significant role in understanding 
how we interact with our environment. Researchers have 
found that physiological measures like ET, HR, voice, and 
EMG serve as valid indicators of arousal. Skaramagkas et 
al. (2021) conducted a comprehensive review of ET metrics 
that can infer significant levels of emotional arousal, and 
Hildebrand et al. (2020) demonstrated how changes in voice 
dimensions can infer different types of emotions. Laukka 
et al. (2005) also showed the connection between slower 
speech rate with arousal ratings. Luangrath et al. (2022) 
found that those highly stimulated (based on the elevation 
of HR) in VR tend to experience a greater sense of psy-
chological ownership when using virtual hands and tend to 
have a stronger impact on willingness to pay for products. 
In addition, social competition within the environments and 
time pressure could increase arousal states (based on HR 
and SCR) (Adam et al. 2015).

The given examples demonstrate that retailers can utilize 
physiological measures for identifying arousal levels. Virtual 

information to suit the target product category in a v-com-
merce context. This approach fosters interactions that ben-
efits companies by engaging consumers in a more dynamic 
and personalized manner. Furthermore, personalized pre-
sentation assimilates relevant product information without 
additional mental effort for consumers, empowering them 
with the knowledge they need to make informed decisions 
and ensures effective delivery of product information for 
retailers. In line with the idea to change the design of non-
verbal stimuli to enhance recall of decision-relevant prod-
uct attributes (Krefeld-Schwalb and Rosner 2020), retailers 
may adapt stimulus presentation to the level of complexity 
experienced by users (LP1).

The privacy risk related to the given example is that 
retailers could use highly personalized and potentially sen-
sitive information about the consumer's current level of 
processing to customize their sales tactics. For example, 
knowing that a consumer's cognitive processing abilities 
are currently diminished, a retailer could choose to present 
highly appealing, but potentially more expensive items or 
use other persuasive techniques that the consumer might be 
more susceptible to under these conditions, thereby generat-
ing freedom-related privacy risks (LPN1).

4.5  Cognitive load

Cognitive load, a multidimensional construct, refers to the 
allocation of working memory resources during mental 
activities (Paas et al. 2010). Gambiraza et al. (2021) indi-
cate that oculometric data alone can be effectively used for 
cognitive load classification, for example by using machine-
learning approaches (Bachurina et al. 2022). Luong et al. 
(2020), for instance, argued that blinks and pupil size are 
known to be affected by varying levels of cognitive activity. 
Weiß and Pfeiffer (2024) support the idea that ET measures, 
specifically, saccadic angular velocity and saccade duration 
are highly discriminative in cognitive load measurements. 
Also, ECG can be used to measure cognitive load (Haap-
alainen et al. 2010) and was tried as sensor (Weiß and Pfei-
ffer 2024).

High cognitive load reduces attention to negative infor-
mation (Li et al. 2020), enabling retailers to adapt review 
displays accordingly, for example, by balancing positive 
and negative feedback. Moreover, cognitive load might 
also affect consumers' choice behavior. Shiv and Fedorikhin 
(1999) showed that individuals choose products superior to 
the affective dimensions but inferior to the cognitive dimen-
sions when the cognitive load is enhanced. This knowl-
edge can be used by retailers to recommend emotionally 
linked products to those experiencing high cognitive load, 
potentially improving interaction with consumers by pro-
viding relevant product recommendations and increasing 
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dominance, and sociosexual orientation. Studies suggest that 
physiological markers such as heart rate variability (HRV) 
could indicate individual mindfulness and emotion regula-
tion, which could further describe one's personality (Watford 
et al. 2020). Moreover, Gil-López et al. (2023) found the 
potential to identify gender and age using kinematic move-
ments such as hand gestures and head postures. They suggest 
that hand gestures may be more useful for identifying gen-
der during free exploration tasks, while head postures may 
be more relevant for both free exploration and task-oriented 
search navigation tasks.

By integrating these movements with ET, retailers could 
infer tailored search behaviors, enabling more individual-
ized customer service. A potential application of identify-
ing personality traits is the grouping of consumers with 
similar traits (PT1). Adamopoulos et al. (2018) has shown 
that similar personalities in word-of-mouth communication 
increased the likelihood of subsequent purchases by nearly 
50%. This finding supports the benefit of leveraging word-
of-mouth campaigns that resonate with consumer personali-
ties, enhancing relevance, experience, and empowerment for 
consumers (PT2). In dynamic v-commerce environments, 
distributing product reviews based on recipients' personali-
ties could significantly enhance sales. Furthermore, retailers 
can provide customized interaction, such as matching the 
preferred personality of a salesperson to the consumer based 
on their personality. For instance, extrovert consumers may 
prefer interacting with an extrovert salesperson (PT3).

However, there is also a privacy-related downside. Mis-
interpretation of personality traits could lead to an unwel-
come shopping experience. For example, a retailer may 
increase the number of shoppers in a VR environment to 
enhance social presence, assuming that an extroverted con-
sumer would enjoy a more crowded shopping environment. 
But if the consumer is not receptive to socializing at that 
time, the implementation could lead to discomfort and men-
tal burden (ETN1). Moreover, awareness of consumers' per-
sonality traits could exacerbate impulsive buying tendencies 
(ETN2). As Olsen et al. (2016) showed, neuroticism cor-
relates positively with impulsive buying behavior and has 
a negative correlation with variety-seeking. Retailers could 
exploit this correlation by targeting neurotic consumers with 
limited-time promotions to amplify impulsive purchasing. 
This practice could lead to undesired financial burdens for 
consumers, triggering resource-related privacy risks.

5  Discussion

VR technology is revolutionizing future commerce interac-
tions between consumers and companies. It utilizes sensor-
based data collection, including biometric and behavioral 

store atmosphere could then be adapted in line with the level 
of arousal measured, improving interaction with consumers. 
For instance, for consumers who show high arousal under 
social competition or time pressure (Adam et al. 2015), a lim-
ited promotion sales strategy could be utilized to enhance their 
shopping experiences and boost sales. This strategy under-
scores the relevance and experience benefits for consumers 
by customizing shopping environments to their real-time 
emotions (EA1) and presenting marketing stimuli based on 
their arousal levels (EA2). However, potential privacy risks 
exist. For instance, if a retailer wants to promote a poorly sell-
ing product, they could manipulate the tone and voice of mar-
keting messages, based on data revealing which kind of voice 
features can increase or decrease arousal (EAN1). They could 
also create a scenario of social competition, increasing the 
arousal level through self-generated avatars, leading consum-
ers to have a higher willingness to pay or purchase intention 
(Adam et al. 2015). This manipulation of arousal levels and 
incorporating with marketing tactics could result in unwanted 
impulsive purchases and unexpected financial loss for con-
sumers. Furthermore, consumers may experience discomfort 
that companies have access to their arousal states and use that 
data to affect their (purchase) behavior. In combination with 
the information which stimuli a user looked at, retailers could 
potentially quantify and model the arousal level of each con-
sumer for each stimulus, enabling them to determine which 
stimuli interest consumers (EAN2).

4.7  Personality trait

Personality traits refer to “consistent patterns in the way indi-
viduals behave, feel, and think” (Cervone and Pervin 2022). 
Berkovsky et al. (2019) have sought to predict these traits 
based on measurements of human physiological responses 
to external stimuli like eye saccades, brain activity, and skin 
conductivity. Using machine learning techniques, the authors 
report a remarkable overall accuracy rate of 85.71% in pre-
dicting 16 personality traits. Hoppe et al. (2018) further utilize 
eye movements during routine activities and successfully pre-
dicted four of the five Big-5 traits. Parallel research by Khatri 
et al. (2022) demonstrated that data from ET, head and hand 
postures (POS), and navigation behavior (interaction metrics, 
INT) could predict traits such as extraversion, agreeableness, 
and open-mindedness. Their work also suggests that, when 
combining results from both exploration and goal-oriented 
tasks, both ET data and a distinct set of posture and interac-
tion metrics (POS + INT) can individually predict Big-5 per-
sonality traits with over 70% classification accuracy. Other 
researchers suggest that analyzing spoken content can unveil 
aspects of an individual's personality (Koutsoumpis et al. 
2022; Stern et al. 2021). Stern et al. (2021) found voice pitch 
to be a valid indicator for identifying traits like extraversion, 
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2022). Our PBA offers foundational knowledge on the ori-
gins of potential negative impacts (due to collecting respec-
tive data attributes), their composition (aggregating these 
data reveals sensitive personal information), and the result-
ing consequences (infringed privacy risk dimensions). Busi-
nesses can leverage our PBA to tailor data usage to individual 
consumer preferences in various contexts. For example, if a 
consumer particularly dislikes the sensation of being moni-
tored (a freedom-related privacy risk) during their shopping 
experience, businesses could refrain from employing busi-
ness practices that might trigger this privacy risk dimension. 
Therefore, our work provides companies a clear overview to 
enhance transparent communication with consumers regard-
ing how their data will be used. Moreover, our PBA suggests 
that collaborative design of product or service interactions 
between companies and consumers would work best in this 
context, as business can ensure that activities uphold con-
sumer ethics (Adams et al. 2018).

Third, our work supports policymakers to pave an effec-
tive way to protect VR data without hindering innovation in 
VR technology. Despite the tremendous opportunities ahead 
in VR, we advocate the consideration of the potential con-
sequences of sensory manipulation on customers' self-image 
and the influence on possibly resulting real-world behavior. 
Studies have shown that virtual experiences can alter internal 
models and assumptions (e.g., stereotype priming) about the 
world, potentially leading to real-world changes in behav-
ior (Doerner et al. 2022; Peck et al. 2013; Piryankova et al. 
2014). For instance, VR technology can be used to nudge 
consumers towards sustainable consumption through multi-
sensory experience (Laukkanen et al. 2022). However, these 
manipulations can have negative consequences if not used 
responsibly, as seen in cases of cyberbullying and immoral 
behavior in social VR, and escapism (Blackwell et al. 2019; 
Doerner et al. 2022). Effective management of psychological 
manipulation within VR experiences necessitates a respon-
sible approach. Therefore, our work contributes to the bal-
ancing of innovation and potential risks by taking a first step 
to delineate possible business benefits and associated privacy 
risks stemming from the collection and aggregation of data 
in VR. With a comprehensive understanding, policymak-
ers can better balance consumer and corporate perspectives, 
thereby crafting policies that harmonize innovation with risk 
management.

One limitation of our study is the evolving nature of 
VR technology. As this technology continues to advance, 
new privacy challenges and considerations may emerge. 
Future research should keep pace with these developments 
and further explore the privacy implications of VR in vari-
ous domains beyond v-commerce. Additionally, the ethical 
dimensions of privacy in this virtual realm deserve closer 

data, to enhance user interaction in virtual environments. This 
paper's uniqueness lies in detailing the data attributes that can 
be collected and linking these to higher-level psychologi-
cal constructs inferred from these attributes. Our PBA (see 
Table  1) demonstrates how these connection between data 
attributes and constructs could result in value creation for 
companies, benefits for consumers, as well as privacy risks 
associated. For the data attribute, ET data is potentially one of 
the most important data attributes given its ability to measure 
attentional-based behavior, information processing, and the 
reaction of a stimuli. Individualization seems to be important 
for companies' value creation in v-commerce as it fosters rel-
evance for consumers. Interaction for value creation is also 
indispensable as it enables real-time experiences for consum-
ers depending on their states. However, our PBA also outlines 
the salient role of psychological and freedom-related privacy 
risk, mostly because companies are able to manipulate infor-
mation and gain certain sensitive knowledge of consumers by 
analyzing the data collected.

The PBA contributes in three ways. Firstly, the technical 
perspective details the specific collectable data attributes in 
VR and their potential to reveal different facets of consumer. 
Our work highlights the importance of data management in 
future v-commerce by demonstrating how such huge amount 
of data could be valuable in understanding consumers. This 
understanding could further help companies on areas like 
product development. For instance, if consumers consis-
tently show increased attention on certain product functions, 
such as paying lots of attention on the gamification features 
in a fitness app, companies can prioritize the development 
and improve such functions. Through integrating emotional 
arousal analysis, the company can also assess whether the 
attention is perceived in a positive or negative light. VR data 
can also be relevant for improving accessibility and inclusiv-
ity. For example, by understanding the level of processing and 
cognitive load, companies can provide more accessible per-
sonalized commerce environment for people with disabilities.

Second, our work also underscores the importance for 
companies to prioritize transparency and articulate their data 
collection and data usage methodologies clearly. Given most 
consumers' limited awareness of how their data is being used, 
even those informed about the risks face a tough decision: 
to accept a compromise on privacy risks for VR application 
benefits or to forego the benefits created by new applications. 
This trade-off creates the tension between the desire for per-
sonalized, immersive experiences and concerns over privacy. 
Our PBA contributes to educating companies (and potentially 
also consumers) to make better informed trade-off decisions 
by detailing the specific negative impacts stemming from 
potential data misuse. Notably, we emphasize the signifi-
cance of understanding specific negative impacts, as opposed 
to a broad apprehension of privacy concerns (Karwatzki et al. 
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attention, including issues related to consent, data ownership, 
and algorithmic bias.

Future research may address the challenges identified in 
this article. Firstly, there is a need for comprehensive and 
standardized privacy frameworks tailored specifically to VR 
environments. These frameworks should encompass tech-
nical, legal, and ethical aspects to ensure effective privacy 
protection. For instance, the idea of the Neuro-rights (right 
to identity, agency, mental privacy, fair access to neurotech-
nology, and protection from algorithmic bias) aims to pro-
tect fundamental human rights (dignity, freedom, security, 
non-discrimination, equal treatment, and privacy) in the 
context of neuroscience advancements (Yuste et al. 2021). 
Secondly, further studies should focus on developing pri-
vacy-preserving mechanisms and technologies that strike a 
balance between personalization and privacy, such as privacy 
computing technologies. Privacy computing technologies in 
VR employ methods like federated learning (McMahan et 
al. 2017) and differential privacy (Dwork et al. 2006; Dwork 
and Roth 2014) to secure data while enabling its use without 
additional privacy protection programs (Chen et al. 2024), 
such as the MetaGuard (Nair et al. 2023a). These technolo-
gies aim to protect sensitive information, enable anonymous 
interactions, and support data analysis without compromising 
privacy (Chen et al. 2024), thereby fostering user trust and 
addressing ethical concerns. Thirdly, interdisciplinary col-
laborations between researchers, policymakers, and industry 
stakeholders are essential for understanding the broader soci-
etal implications of VR privacy and formulating appropriate 
regulations and guidelines.

6  Conclusion

This article explores the intricate relationship between user pri-
vacy and business benefits in the context of v-commerce. The 
granular data collected through VR, ranging from biometric 
and behavioral data to geospatial telemetry, can enhance per-
sonalization and engagement but also poses substantial risks 
if not managed properly. Our PBA demonstrates the structural 
overview of which data available in VR will lead to which 
benefits for companies and consumers alongside the privacy 
risks it poses. This mapping serves as a crucial tool for both 
researchers and practitioners to understand the dual-edged 
nature of VR data collection. We emphasize the need for mul-
tifaceted privacy protection strategies to balance personalized 
and engaging shopping experiences with privacy preservation.

Appendix 1

See Tables 2, 3 and 4.

Table 2  Overview of categorized primary data attributes and the associ-
ated content
Category Data attribute Content (if 

necessary)
Static Dynamic

Personal 
identifiable 
information*

Person name x
Email x
User ID x
Billing 
information

x

System* VR device 
specification

VR device 
identifiers 
(android ID, 
device ID, 
serial num-
ber, device 
model, field 
of view,…)

x

OS & software SDK, build 
versions, 
flags (rooted 
or not)

x

Usage info Usage time, 
session info, 
app name, 
cookies

x

Hardware info Refresh rate, 
tracking rate, 
resolution, 
GPU power, 
CPU power

x

Network Bandwith, 
Latency, IP 
Address

x

Video* Surrounding real-
world space

x

Geospatial 
telemetry*

Height x
Arm length Left arm, 

right arm
x

Hand shape x
Limb length x
(Inter)pupillary 
distance (IPD)

x

Room length x
Room width x

Inertial 
telemetry*

Angular velocity x
Orientation x
Proper 
acceleration

x

Physiological 
measures**

Electromyography x
Galvanic skin 
response

x

Heart rate 
variability

x

Extended, modified, and based on Garrido et al. (2024), Nair et al., 
(2023a), Nair et al. (2023b), and Trimananda et al. (2022). Categories, 
marked with an asterisk, flag data that is essential to the functionality of 
the VR technology. Double asterisks (**) mark categories that are only 
contextually required, depending on the application. It is worth noting 
that any specifications and markings in the table are subject to change 
at any time as VR technology and regulations evolve

1 3

Page 13 of 19  173



Virtual Reality (2025) 29:173

Author contributions  The authors S.H. and Y.F. contributed equally 
to all parts (including tables and figures) of this work and should be 
considered co-first authors. All authors reviewed the manuscript.

Funding  Open Access funding enabled and organized by Projekt 
DEAL.

Data availability  No datasets were generated or analysed during the 
current study.

Table 3  Overview of secondary data attributes and the associated content
Secondary data attribute Required primary data attribute
Device System*: VR Device Specification, Hardware Info
Locality Network*
Body spatial measurements & relationships Geospatial telemetry*: height, hand shape, limb length, (inter)pupillary distance 

(IPD)
Kinesiological movement Geospatial telemetry*: height, hand shape, limb length, (inter)pupillary distance 

(IPD); inertial telemetry*: angular velocity, orientation, proper acceleration
Bone- and air-borne vibrations Inertial telemetry*, kinesiological movement
Speech content Bone- and air-borne vibrations, kinesiological movement, behavior**: voice
Room dimensions Geospatial telemetry*: room length, room width
Play area
Language Self-declared; behavior**: voice, text, speech content
Extended, modified, and based on Garrido et al. (2024), Nair et al. (2023a), Nair et al. (2023b), and Trimananda et al. (2022). Categories, marked 
with an asterisk, flag data that is essential to the functionality of the VR technology. Double asterisks (**) mark categories that are only contex-
tually required, depending on the application. It is worth noting that any specifications and markings in the table are subject to change at any 
time as VR technology and regulations evolve

Table 4  Overview of the privacy dimensions and corresponding exemplary use cases
Privacy dimensions Possible use cases in v-commerce
Physical privacy risk In the context of VR therapy, future treatments may leverage virtual environments to elicit and simu-

late patients' distress. However, the unauthorized access of physiological data by third parties could 
result in malicious use. For example, replicating such stimulation with the intention to trigger patients 
in other VR environments might pose a threat to their physical safety

Social privacy risk Users may utilize VR as a platform for escapism and the exploration of identities or activities that 
they may be hesitant to express in reality. However, reputation damage could occur in VR if a user's 
actions, typically presumed private, become public due to data breaches or unauthorized data access. 
Consequently, users' social relationship would be negatively affected

Resource-related privacy risk Users might worry that sharing personal physiological or biometric data in VR, like facial or voice 
data, could heighten the risk of identity theft. Such a breach could lead to financial losses if payment 
authentication details are misused

Psychological privacy risk VR environments collect various types of personal information, encompassing both behavioral and 
biometric data. As the subsequent section will detail, this data consolidation facilitates real-time 
comprehension, analysis, and prediction of individual behavior and preferences. While this allows 
for hyper-personalization benefits, it may simultaneously heighten discomfort related to perceived 
surveillance and diminish personal information autonomy

Prosecution-related privacy risk In the VR context, users may worry about legal repercussions if their identities are stolen by mali-
cious actors who then commit crimes. The regulation of criminal activity in VR environments, 
including avatar misconduct that could harm individuals in the real world, remains unclear at the 
moment

Freedom-related privacy risk ET data can reveal one’s shopping behavior and attitude towards marketing stimuli. While in VR 
context, product display could be manipulated in a more salience way, consumers may fear that their 
options be limited because companies try to predict their preferences and only show options that have 
high margins

Career-related privacy risk Various categories of data collected in VR could infer one’s mental states, and when these kinds 
of information become available consciously or unconsciously to the employers, possible career 
discrimination may happen
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