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Abstract

Today, computing systems play a crucial role in everyday life, with applications ranging from compact
embedded control units in automotive, healthcare, and smart devices to large-scale, high-performance
computing systems. Memory is a critical component of any modern computing system, as its performance,
energy efficiency, and reliability can greatly influence overall system behavior. The need for high perfor-
mance and low power consumption in modern computing systems has led to aggressive technology scaling,
which increasingly limits the potential of conventional Complementary Metal-Oxide Semiconductor
(CMOS)-based memory technologies in advanced technology nodes. Emerging Non-Volatile Memory
(NVM) have revolutionized data storage and computing performance, making them viable alternatives to
CMOS memories. Several NVM technologies, including Resistive Random Access Memory (RRAM),
Phase Change Random Access Memory (PCRAM), and Spin Transfer Torque Magnetic Random Access
Memory (STT-MRAM), are being explored as potential replacements for conventional CMOS memories.
Among various NVM technologies, STT-MRAM is the most promising candidate for memory applications,
offering high density, low power consumption, high access speed, and non-volatility, making it a viable
alternative for both standalone off-chip memory and System-on-Chip (SoC)-level caches in modern
general-purpose computing systems, as demonstrated by several industrial implementations (e.g., TSMC,
Intel, Samsung, and Everspin). However, STT-MRAM has some reliability issues fundamentally different
from those of the conventional CMOS memories, such as stochastic and asymmetric switching behavior,
sensitivity to process and temperature variations, short-bit failure, and oxide breakdown, leading to
soft and hard errors. Mitigating these failure mechanisms through fault-tolerant/error-correction design
techniques is essential to improve in-field reliability and manufacturing yield of STT-MRAM devices.

The advancements in emerging memory technologies have also led to the development of various hardware
accelerator platforms designed to accelerate Neural Network (NN) computations, which demand massive
storage capacity and Matrix-Vector Multiplication (MVM) operations. In particular, the Computation-in-
Memory (CiM) paradigm leverages crossbar arrays of resistive NVM technologies—such as STT-MRAM,
RRAM, and PCRAM—to seamlessly integrate storage with energy-efficient analog MVM directly within
the memory array, often referred to as a memristive crossbar. The CiM architecture addresses the
memory wall issue of the conventional Von-Neumann architecture by combining storage and computation
within the same memory array. Additionally, unlike CiM, non-CiM digital Multiply and Accumulate
(MAC)-based NN accelerators, which utilize memory for storage rather than computation, have also
benefited from advancements in memory technologies by leveraging them as on-chip or off-chip weight
storage. However, ensuring the reliability of NN computing systems is essential, as emerging memories
are also prone to faults such as manufacturing defects, device non-idealities, conductance/resistance
variation, temperature sensitivity, and write/read failures. These issues can lead to both soft and hard
errors, which may alter stored weight values and degrade the accuracy of NN inference. Therefore,
implementing fault-tolerant mechanisms is essential to maintain reliable NN operation, particularly in
safety-critical applications.
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Abstract

In this thesis, we examine low-overhead fault-tolerant techniques that utilize Error-Correcting Code (ECC)
in conjunction with architectural adaptations tailored to specific system-level requirements, aiming to
enhance the reliability of emerging memory technologies used in both general-purpose computing systems
and NN computing systems (NN accelerators). In the context of memory applications for general-purpose
computing systems and/or standalone memory applications, we specifically target improving the run-time
reliability of STT-MRAM. To this end, the thesis presents low-overhead fault-tolerant schemes to mitigate
soft and hard errors resulting from intrinsic failure mechanisms in STT-MRAM technology. ©@ Hard
errors in STT-MRAM arise from various failure mechanisms such as manufacturing defects, stuck-at
faults, and oxide breakdown. To address this, we propose an efficient block error correction pointer-based
strategy for hard error correction. We also incorporate experimental measurement data obtained from
manufactured STT-MRAM chips, and the proposed method aligns well with our specific STT-MRAM
error distribution. @ The switching characteristic of STT-MRAM is asymmetric in nature, where the
likelihood of switching from 1—0 differs from that of 0—1. In such scenarios, uniform error correction
coding is inefficient. To address this, we propose a memory-efficient, asymmetric, and adaptive error
correction strategy based on the Hamming weight of data bits, which operates with negligible overhead
in conjunction with an adaptive ECC framework. @ Interconnects become more critical with technology
scaling, primarily due to the growing impact of parasitic resistive-capacitive delays. The parasitic
resistance of signal lines compromises STT-MRAM cell reliability, particularly in relation to the location
of the driver. To address this, we propose a systematic, location-aware error correction strategy that
protects memory sub-arrays non-uniformly.

In the context of memories for NN computing systems, this thesis targets both CiM architecture based on
resistive NVMs and binary weight memories of non-CiM digital MAC-based NN hardware accelerators.
The proposed fault-tolerant strategies are based on ECC schemes, co-designed with architectural
adjustments and, where applicable, integrated into the NN training process. These techniques are
optimized for memory efficiency and apply to both CiM architectures based on resistive NVM and
binary weight memories of non-CiM digital MAC-based NN accelerators. @ Resistive NVM used in a
memristive crossbar-based CiM architecture is susceptible to different failure mechanisms such as device-
to-device and cycle-to-cycle variation, random-telegraph noise, and process and temperature-induced
variability. These non-idealities can introduce both soft and hard errors. To address this, we propose a
memory-efficient column-based online error correction strategy for memristive crossbars, which enables
reliable MVM by combining the idea of a checksum and a linear block code ECC. @ The memories in
digital MAC-based NN accelerators are used to store the known NN model parameters. This provides
the opportunity to embed the ECC parity bits within the data bits, without increasing the number of
NN parameters during the ECC encoding in case of binary weight memories, and eliminates storage
requirements for parity bits. Furthermore, the approach can also be applied to CiM architecture with a
binary memory element.
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Zusammenfassung

Tegenwoordig spelen computersystemen een cruciale rol in het dagelijks leven, met toepassingen
vari€rend van compacte ingebouwde besturingseenheden in auto’s, gezondheidszorg en slimme apparaten
tot grootschalige, krachtige computersystemen. Geheugen is een cruciaal onderdeel van elk modern
computersysteem, aangezien de prestaties, energie-efficiéntie en betrouwbaarheid ervan een grote invloed
kunnen hebben op het algehele gedrag van het systeem. De behoefte aan hoge prestaties en een laag
stroomverbruik in moderne computersystemen heeft geleid tot agressieve technologische schaalvergroting,
waardoor het potentieel van conventionele CMOS-gebaseerde geheugentechnologieén in geavanceerde
technologische knooppunten steeds meer wordt beperkt. Opkomende NVM hebben een revolutie
teweeggebracht in gegevensopslag en computerprestaties, waardoor ze een levensvatbaar alternatief
zijn geworden voor CMOS-geheugens. Verschillende NVM-technologieén, waaronder RRAM, PCRAM
en STT-MRAM, worden onderzocht als mogelijke vervanging voor conventionele CMOS-geheugens.
Van de verschillende NVM-technologieén is STT-MRAM de meest veelbelovende kandidaat voor
geheugentoepassingen. Deze technologie biedt een hoge dichtheid, een laag stroomverbruik, een hoge
toegangssnelheid en niet-vluchtigheid, waardoor het een haalbaar alternatief is voor zowel standalone off-
chip geheugen als SoC-level caches in moderne algemene computersystemen, zoals blijkt uit verschillende
industriéle implementaties (bijv. TSMC, Intel, Samsung en Everspin). STT-MRAM heeft echter enkele
betrouwbaarheidsproblemen die fundamenteel verschillen van die van conventionele CMOS-geheugens,
zoals stochastisch en asymmetrisch schakelgedrag, gevoeligheid voor proces- en temperatuurvariaties,
short-bit-storingen en oxide-doorbraak, wat leidt tot soft- en hard-fouten. Het verminderen van deze
storingsmechanismen door middel van fouttolerante/foutcorrecticontwerptechnieken is essentieel om de
betrouwbaarheid in het veld en de productieopbrengst van STT-MRAM-apparaten te verbeteren.

De vooruitgang in opkomende geheugentechnologieén heeft ook geleid tot de ontwikkeling van verschil-
lende hardwareversnellingsplatforms die zijn ontworpen om NN-berekeningen te versnellen, die enorme
opslagcapaciteit en MVM-bewerkingen vereisen. Het CiM-paradigma maakt met name gebruik van
crossbar-arrays van resistieve NVM-technologieén, zoals STT-MRAM, RRAM en PCRAM, om opslag
naadloos te integreren met energiezuinige analoge MVM direct in de geheugenarray, vaak aangeduid
als een memristieve crossbar. De CiM-architectuur pakt het geheugenprobleem van de conventionele
Von-Neumann-architectuur aan door opslag en berekeningen binnen dezelfde geheugenarray te combine-
ren. Bovendien hebben, in tegenstelling tot CiM, niet-CiM digitale MAC-gebaseerde NN-versnellers,
die geheugen gebruiken voor opslag in plaats van berekeningen, ook geprofiteerd van de vooruitgang
in geheugentechnologieén door deze te gebruiken als on-chip of off-chip gewichtsopslag. Het is echter
essentieel om de betrouwbaarheid van NN-computersystemen te waarborgen, aangezien nieuwe geheugens
ook gevoelig zijn voor fouten zoals fabricagefouten, niet-ideale eigenschappen van apparaten, variaties in
geleiding/weerstand, temperatuurgevoeligheid en schrijf-/leesfouten. Deze problemen kunnen leiden tot
zowel soft- als hard-fouten, die de opgeslagen gewichtswaarden kunnen wijzigen en de nauwkeurigheid
van NN-inferentie kunnen verminderen. Daarom is het implementeren van fouttolerante mechanis-
men essentieel om een betrouwbare werking van NN te behouden, met name in veiligheidskritische
toepassingen.



Zusammenfassung

In dit proefschrift onderzoeken we fouttolerante technieken met lage overhead die gebruikmaken van ECC
in combinatie met architecturale aanpassingen die zijn afgestemd op specifieke vereisten op systeemniveau,
met als doel de betrouwbaarheid te verbeteren van opkomende geheugentechnologieén die worden gebruikt
in zowel algemene computersystemen als NN computersystemen (NN versnellers). In de context van
geheugentoepassingen voor algemene computersystemen en/of stand-alone geheugentoepassingen richten
we ons specifiek op het verbeteren van de betrouwbaarheid tijdens de uitvoering van STT-MRAM. Daartoe
presenteert het proefschrift fouttolerante schema’s met lage overhead om zachte en harde fouten als gevolg
van intrinsieke storingsmechanismen in STT-MRAM-technologie te verminderen. @ Harde fouten in
STT-MRAM ontstaan door verschillende storingsmechanismen, zoals fabricagefouten, vastgelopen fouten
en oxidebreuk. Om dit aan te pakken, stellen we een efficiénte, op pointers gebaseerde strategie voor harde
foutcorrectie voor. We hebben ook experimentele meetgegevens van geproduceerde STT-MRAM-chips
meegenomen, en de voorgestelde methode sluit goed aan bij onze specifieke STT-MRAM-foutverdeling.
@ De schakelkarakteristieck van STT-MRAM is asymmetrisch van aard, waarbij de kans op schakelen van
1—0 verschilt van die van 0—1. In dergelijke scenario’s is uniforme foutcorrectiecodering inefficiént. Om
dit aan te pakken, stellen we een geheugenefficiénte, asymmetrische en adaptieve foutcorrectiestrategie
voor op basis van het Hamming-gewicht van databits, die met verwaarloosbare overhead werkt in
combinatie met een adaptief ECC-raamwerk. @ Interconnecties worden steeds belangrijker naarmate
de technologie kleiner wordt, voornamelijk vanwege de toenemende impact van parasitaire resistieve-
capacitieve vertragingen. De parasitaire weerstand van signaallijnen brengt de betrouwbaarheid van
STT-MRAM-cellen in gevaar, met name in relatie tot de locatie van de driver. Om dit aan te pakken, stellen
we een systematische, locatiebewuste foutcorrectiestrategie voor die geheugensubarrays op niet-uniforme
wijze beschermt.

In de context van geheugens voor NN computersystemen richt dit proefschrift zich zowel op CiM
architectuur op basis van resistieve NVMs als op binaire gewichtsgeheugens van niet-CiM digitale
MAC-gebaseerde NN hardwareversnellers. De voorgestelde fouttolerante strategie€n zijn gebaseerd op
ECC-schema’s, die samen met architecturale aanpassingen zijn ontworpen en, waar van toepassing, in het
NN-trainingsproces zijn geintegreerd. Deze technieken zijn geoptimaliseerd voor geheugenefficiéntie en
zijn van toepassing op zowel CiM-architecturen op basis van resistieve NVM als binaire gewichtsgeheugens
van niet-CiM digitale MAC-gebaseerde NN-versnellers. @ Resistieve NVM die wordt gebruikt in een op
memristieve crossbars gebaseerde CiM-architectuur is gevoelig voor verschillende storingsmechanismen,
zoals variaties tussen apparaten en cycli, willekeurige telegraafruis en door processen en temperatuur
veroorzaakte variabiliteit. Deze onvolkomenheden kunnen zowel zachte als harde fouten veroorzaken. Om
dit aan te pakken, stellen we een geheugenefficiénte, op kolommen gebaseerde online foutcorrectiestrategie
voor memristieve crossbars voor, die betrouwbare MVM mogelijk maakt door het idee van een checksum
en een lineaire blokcode ECC te combineren. @ De geheugens in digitale MAC-gebaseerde NN-versnellers
worden gebruikt om de bekende NN-modelparameters op te slaan. Dit biedt de mogelijkheid om de ECC
pariteitsbits in de databits in te bedden, zonder het aantal NN parameters tijdens de ECC codering te
verhogen in het geval van binaire gewichtsgeheugens, en elimineert de opslagvereisten voor pariteitsbits.
Bovendien kan de aanpak ook worden toegepast op CiM architectuur met een binair geheugenelement.
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1. Introduction

1.1.  VLSI Technology Scaling

The remarkable progress in Very Large Scale Integration (VLSI) technology over the past few decades
has made semiconductor chips the foundation of virtually all modern electronic systems. For example,
devices such as smartphones and laptops stand out as among the most ubiquitous and essential in daily
life. A typical laptop incorporates numerous semiconductor components, with the SoC serving as its
central and most critical element [1]. An SoC is a highly integrated VLSI circuit that combines multiple
functional modules into a single chip. The advancement of VLSI technology has been predominantly
driven by Moore’s Law, which predicts that the number of transistors in a semiconductor chip doubles
approximately every eighteen months. Technology scaling has historically improved the transistor density,
computing performance, and cost-effectiveness of semiconductor devices. Figure 1.1 illustrates the
evolution of microprocessor performance trends over the past several decades [2]. However, the energy
efficiency gains have not kept pace with the scaling of device geometry. As transistor dimensions shrink,
power density remains constant, and scaling leads to a rise in leakage power, making static power a
critical design constraint. To address this, Dennard scaling advocates proportional reductions in both
voltage and current alongside physical scaling. Yet, as the industry approaches the fundamental limits of
both Moore’s Law and Dennard scaling, the performance improvements in CPUs attributed to scaling
have begun to taper off [3]-[6].
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Figure 1.1.: 42 years of microprocessor trend Data (Reprinted from [2])
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1.2. Power Wall and Memory Wall Issue

While continuous transistor scaling, as predicted by Moore’s Law, has driven significant performance
improvements in computing systems, it has also introduced critical power consumption challenges,
commonly referred to as the “power wall” problem. As semiconductor technology nodes shrink, the
leakage power becomes comparable to or even exceeds dynamic power consumption. This shift indicates
that overall power consumption is increasingly dominated by leakage power [7], [8]. This is particularly
problematic for modern integrated circuits, especially in energy-constrained environments such as mobile,
edge, and IoT devices, where prolonged operation is essential [9].

In conventional Von Neumann computing architectures, the processor frequently accesses memory to
fetch instructions and data, creating a performance bottleneck as memory access speed has not kept pace
with the rapid improvements in processor performance, known as the “memory wall” bottleneck. This
issue stems from the limited throughput between the processor and memory unit, which restricts the rate
at which data can be supplied to the CPU, thereby hindering overall computational efficiency [10]-[12].
The exponential growth in data and the need to bridge the memory—processor performance gap have led
to an increasing demand for high-density, low-power, and fast-access on-chip memory to overcome the
memory wall and power wall bottleneck [13]-[15].

1.3. Why Emerging Memory Technologies?

Memory is a fundamental component of modern computing systems, playing a critical role in determining
overall system performance. A typical memory hierarchy includes mass storage devices (such as hard
drives and Flash memory), main memory (DRAM), multiple levels of cache (SRAM), and registers,
as illustrated in Figure 1.2. This hierarchical structure is essential to bridge the speed gap between the
processor and slower memory components by minimizing memory access latency. Conventional CMOS
memory technologies have historically benefited from both Moore’s Law and Dennard scaling, enabling
significant improvements in memory capacity and performance over time. However, as CMOS memory
technologies approach sub-nanometer nodes, their scalability is limited by intrinsic physical constraints,
which adversely impact performance, energy efficiency, and area utilization [5], [16], [17]. Furthermore,
the CMOS memory technologies like Static Random Access Memory (SRAM) and Dynamic Random
Access Memory (DRAM) are volatile in nature and require continuous power to maintain data integrity.
As a result, rising leakage power has also emerged as a critical challenge to the scalability of CMOS
memory systems [18]. These challenges have collectively prompted significant research into alternative
emerging NVM technologies, which offer improved scalability, energy efficiency, and performance,
making them attractive candidates for next-generation computing systems.

A variety of NVM, including STT-MRAM, PCRAM, and RRAM, are under active consideration as
potential replacements or alternatives to CMOS memories due to their enhanced scalability and low
leakage power. Among the spectrum of NVMs, STT-MRAM has garnered exceptional attention from
the research community and industry, positioning itself as a leader in the journey toward commercial
viability [19]-[21]. The parameters of STT-MRAM with those of conventional CMOS-based memory
technologies are shown in Table 1.1. STT-MRAM stands out with its enhanced read/write access, high
endurance, scalability, and negligible leakage, making it a promising candidate compared to other NVMs,
specifically in the case of SoC-level memories, which are primarily used as caches in modern computing
systems [19], [22], [23]. STT-MRAM is also increasingly utilized in industrial, automotive, and embedded
applications [22]-[28].
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Parameters SRAM | DRAM | NOR-FLASH | NAND-FLASH | STT-MRAM
Cell Size (F?) 80-120 6-10 10 5 6-20
Read Latency Low Medium High High Low
Write Latency Low Medium High High Medium
Write Energy Low Low High High Medium
Other Power Consumption | Leakage | Refresh None None None
Supply Voltage Low Medium High High Low
Non-Volatility No No Yes Yes Yes
Scalability Problem | Problem Problem Problem Scalable
Endurance High High Low Low High

Table 1.1.: Comparison of STT-MRAM memory technology with existing CMOS-based memory technology [29]
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Figure 1.2.: Typical memory hierarchy in a computing system

1.4. Emerging Memories in NN Computing

Furthermore, recent advancements in Artificial Intelligence (Al) algorithms have significantly enhanced
the capabilities of NN across various applications. The NN models are computationally intensive
and typically comprise millions of weight parameters, which must be stored and accessed efficiently.
This requirement becomes even more challenging when deploying NNs on traditional Von Neumann
architectures, where the constant data transfer between processing and memory units creates a memory wall
issue [30]. Advancements of emerging memory technologies have enabled the development of specialized
hardware accelerator platforms for accelerating NN computations. In particular, CiM paradigm based on
a crossbar of resistive NVMs, such as STT-MRAM, RRAM, PCRAM, enables the seamless integration
of storage and energy-efficient analog MVM within the memory array itself, which effectively addresses
the memory wall limitation of traditional Von Neumann computing systems [31]-[36]. Additionally,
unlike CiM, digital MAC-based NN accelerators, including Graphic Processing Unit (GPU), Tensor
Processing Unit (TPU), Field Programmable Gate Array (FPGA), and digital Application Specific
Integrated Circuit (ASIC), which use memory for storage rather than computation, have also benefited
from emerging memory technologies. These accelerators also leverage high-density, low-power NVMs as
on-chip and/or off-chip storage for NN weights, thereby enhancing memory efficiency and overall system
performance [37], [38].
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1.5. Dissertation Contributions

Although emerging technologies offer numerous advantages over traditional memory systems, they also
introduce specific reliability challenges that need to be addressed for reliable implementation. Errors in
memory systems can negatively impact the overall performance of the system. In the context of on-chip
and off-chip memory applications in general-purpose computing systems, our focus is on STT-MRAM,
a mature technology. However, STT-MRAM also presents specific reliability challenges, including
stochastic and asymmetric switching characteristics, susceptibility to process variations, manufacturing
defects, limited thermal stability, and location-dependent failures driven by interconnect parasitics.
Together, these effects can lead to both soft errors (transient faults) and hard errors (permanent or
stuck-at faults), potentially degrading the reliability of the memory system [29], [39]-[52], which must be
mitigated through dedicated fault-tolerant strategies.

Beyond general-purpose computing applications, the memristive crossbar array formed by emerging
resistive NVM (such as STT-MRAM, RRAM, PCRAM) is also a prominent choice for CiM realization
to accelerate MVM computation, which is one of the core operations of NN computation. Among
these NVM technologies, RRAM is particularly popular due to its ability to store multiple bits, making
it well-suited for accommodating the large weight parameters of the NN model. Additionally, these
emerging NVMs are becoming an alternative and/or complementary choice to conventional CMOS
memory technologies in the case of digital-MAC-based hardware accelerators for on-chip and off-chip
weight storage. However, resistive NVMs also encounter reliability challenges due to various failure
mechanisms, including device-to-device variation, cycle-to-cycle variation, Random Telegraph Noise
(RTN), stuck-at faults, conductance or resistance drift, temperature sensitivity, and random telegraph
noise [53]-[63]. These device non-idealities and deviations can perturb the stored weights and degrade
NN inference accuracy. To address these issues, it is essential to incorporate fault-tolerant mechanisms to
mitigate failures and prevent performance losses.

The objective of this thesis is to develop different low-overhead fault-tolerant strategies aimed at enhancing
the reliability of emerging memory technologies in both general-purpose computing and NN computing
systems. The thesis objective is divided into two main parts. First, it aims to develop hardware-efficient
fault tolerance strategies by combining ECC with lightweight architectural modifications to improve
the reliability of STT-MRAM in general-purpose computing systems. Second, the goal is to develop
fault-tolerant techniques that protect the weight memories of NN computing systems, including CiM
architecture, as well as digital MAC-based hardware accelerators. The proposed methods are broadly
applicable and can be adapted to other memory technologies and computing architectures with modest,
technology-aware tuning. Overall, the contributions of this thesis are listed below.

Fault-tolerant techniques for reliable STT-MRAM in general-purpose computing systems

Study and analysis of error correction techniques: In this work, we provide a comprehensive study of
different fault-tolerant/error-correction techniques to enhance the in-field reliability of STT-MRAM,
addressing both soft (transient faults) and hard (permanent: stuck-at faults) errors, with potential
applicability to other emerging NVM technologies. We have categorized existing works based on critical
parameters, including error types, mitigation strategies, overhead, and architectural-level considerations.
This study provides a detailed resource and analysis for researchers seeking to address similar reliability
challenges in STT-MRAM or other emerging memory technologies. The work is detailed in Chapter 2
and partly based on [64].
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Hard error correction to enhance stuck-at-fault tolerance: Failures, including manufacturing defects,
short-bit faults, and oxide breakdown, lead to hard errors. We propose an efficient block error correction
pointer strategy, which divides memory words into smaller blocks and stores the block-wise offset location
of hard errors, rather than the absolute address. We have incorporated experimental measurement data
from manufactured STT-MRAM chips to get the hard error distribution and design an efficient strategy.
We have shown that the proposed method is hardware-efficient, with reduced decoding and memory
overhead compared to existing approaches. The work is detailed in Chapter 3 and partly based on [65].

Addressing asymmetric failures: The switching characteristic of STT-MRAM is asymmetric in nature,
where the likelihood of switching from 1—0 differs from that of 0—1. In such scenarios, uniform error
correcting coding is inefficient, as it provides an equal probability of error correction for both switching
directions. To address this, we propose an efficient, asymmetric, and adaptive error correction strategy
based on the Hamming weight of data bits, which operates with negligible overhead alongside an adaptive
ECC framework. We show that the proposed technique significantly enhances reliability, as measured by
a last-level cache block error rate. The work is detailed in Chapter 4 and partly based on [66].

Mitigating the impacts of interconnect parasitics on bit cell reliability: Interconnects become increasingly
critical as technology scales, primarily due to the growing impact of parasitic resistive-capacitive delays.
The parasitic resistance of signal lines worsens cell writability and readability, especially in cells farther
from the write driver. This work proposes a systematic location-aware non-uniform error correction
strategy, where rows closer to the driver receive standard error correction, while rows farther from the
driver are assigned more robust error correction. This strategy reduces ECC parity requirements by
selectively applying stronger error correction to specific rows within the memory array, rather than
uniformly across the entire array. The work is detailed in Chapter 5 and partly based on [67], [68].

1.5.1.  Fault-tolerant techniques for weight memories in NN computing system

Error correction in a memristive crossbar-based CiM architecture: In this work, we propose a column-
based error correction in memristive crossbars, which enables reliable MVM by combining the idea of a
checksum and a linear block code. Firstly, we propose a scaled checksum-based strategy for performing
single-column error correction. The proposed approach alleviates the problem of storing the checksum
value into multiple columns of the crossbar, which arises from the limited number of stable levels in
resistive NVMs. This is achieved through checksum scaling and checksum-aware NN training. The work
uses Algorithm-based Fault Tolerance (ABFT) and a Hamming code-based checksum to perform error
correction with a scaled checksum. Secondly, we demonstrate a ECC-based checksum for block error
correction in a memristive crossbar, which protects a block of the memristive crossbar at a time, enabling
multi-column error correction. The work is detailed in Chapter 6 and partly based on [69], [70].

Protecting binary weight memories of NN accelerator: Unlike memories in general-purpose computing
systems, which can store arbitrary values, the memories in NN accelerators are used to store the known
model parameters. This provides the opportunity to embed the ECC parity bits alongside the data bits
without extending the memory size. We propose NN-ECC, a multi-task learning objective that integrates
binary linear block ECC into the NN parameters during training. The proposed strategy does not increase
the number of NN parameters during the ECC encoding process and eliminates all storage requirements
for parity bits. The proposed approach is versatile and can accommodate various ECC schemes with
different error correction capabilities. We have demonstrated zero memory overhead up to a 4-error
correction capability, while incurring negligible accuracy drop due to ECC encoding. The proposed ECC
encoding can also be extended to CiM architecture with a binary memristive device. The work is detailed
in Chapter 7 and partly based on [71].
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1.6.

Dissertation Outline

In this chapter, we have presented the motivation and contributions of this thesis. The remaining sections
of the thesis are organized into the following chapters:

Chapter 2 introduces the relevant background and state-of-the-art to understand the scope of this
thesis.

Chapter 3 demonstrates a hard error correction strategy in STT-MRAM aimed at improving
stuck-at-fault tolerance.

Chapter 4 discusses adaptive and asymmetric error correction in STT-MRAM to mitigate asymmetric
failures.

Chapter 5 presents a systematic location-aware non-uniform error correction in STT-MRAM to
address reliability issues caused by interconnect parasitics.

Chapter 6 introduces a checksum-based error correction in memristive crossbar-based CiM
architectures used for NN acceleration.

Chapter 7 presents a zero-overhead ECC scheme tailored for binary weight memories of NN
hardware accelerators.

Chapter 8 concludes the thesis and outlines potential directions for future research.



2. Background

This chapter begins with an overview of STT-MRAM and other emerging resistive NVM technologies,
and also discusses their reliability challenges. It then introduces the fundamentals of NN computation and
NN hardware accelerators, highlighting how memory faults impact NN performance. Next, we examine
fault tolerance classification across different abstraction levels and standard fault-tolerant techniques to
protect memories and computing systems. Finally, the chapter presents a comprehensive analysis of
state-of-the-art techniques related to fault tolerance for STT-MRAM and weight memories in neural
network computing systems, outlining key bottlenecks and research opportunities.

2.1. STT-MRAM

2.1.1. Basics of STT-MRAM

STT-MRAM employs a Magnetic Tunnel Junction (MTJ) as a basic storage element to store data. MTJ
consists of two ferromagnetic layers separated by a thin oxide layer (e.g., MgO), as shown in Fig 2.1(a) [29],
[39], [75], [76]. The reference layer has a fixed magnetic orientation, while the free layer can freely
rotate its magnetic orientation. The resistance of the MTJ depends on the magnetic orientation of the
free layer with respect to the reference layer. The parallel magnetic orientation (P) of both layers results
in a Low Resistance State (LRS) (Rp). Conversely, the anti-parallel orientation (AP) leads to aHigh
Resistance State (HRS) (R4p). The magnetic orientations of the free layer can be switched by passing a
spin-polarized current in the proper direction, thereby storing binary data as either LRS or HRS.

Bit Line
(BL)

<> EX
Free Layer
@ m, Reference Layer

m, Reference Layer Word
Line |_|
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Free Layer
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(a) MTJ (b) Bit-cell

Figure 2.1.: STT-MRAM bit cell
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Fig. 2.1(b) illustrates a 1T-1MTJ STT-MRAM bit cell, where the access transistor is connected in series
with the MTJ, forming a three-terminal configuration. In this setup, the Bit Line (BL) and Source Line
(SL) constitute the current path, while the Word Line (WL) governs the transistor gate to enable bit-cell
selection. Fig. 2.2 depicts how the bit cell stores binary information: the high resistance state (HRS),
corresponding to the anti-parallel CAP’) magnetization, represents binary ’1°, whereas the low resistance
state (LRS), corresponding to the parallel ("P’) magnetization, represents binary "0’.

To retrieve or read the stored value from the MTJ, a sense amplifier senses a low unidirectional current.
The sensed current is compared with the reference current to get the information about the read data.
If the sensed current exceeds the reference current, the MTJ is in the low resistance state (LRS, Rp);
otherwise, it is in the high resistance state (HRS, R4p). The accuracy of the sensing process relies on the
relative resistance between 'P’-state and AP’ -state, defined by a factor Tunneling Magnetoresistance
(TMR), as described in Equation (2.1.1). Fig. 2.3 illustrates the resistance distribution of Rp and Rap
states of experimental measurement data for the 1 Mbit array. This experimental measurement setup
considers the MTJ size of 60 nm, a pitch size of 200 nm, and a total of 1024 x 1024 = 65, 536 cells. The
resistance measurement is performed using a standard 4-point Kelvin measurement technique.
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Figure 2.2.: STT-MRAM bit-cell storing binary data
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STT-MRAM is a type of NVM designed to retain stored data even when the device is in standby mode for
a specific period, known as Retention Time (RT). The RT of STT-MRAM is primarily determined by the
thermal stability factor (A), which quantifies the energy barrier (Eg) that the free layer magnetization
has to overcome to switch its magnetic orientation. This factor is formally defined in Equation (2.1.1),
where fy is the vacuum permeability, M; denotes saturation magnetization, Kg represents the Boltzmann
constant, Hy indicates the magnetic anistropy field, V is volume of free layer, and T depicts temperature.
The statistical RT model is widely used and is expressed in Equation (2.1.1), where 7, denotes the time
constant, which is the inverse of attempt frequency (typically 1ns), and Pgr is the switching probability of
MT]J state after RT. A higher thermal stability factor (A) leads to a longer data RT. Typically, a data storage
application requires longer retention (in years) compared to a cache memory application (ms-scale).
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Fig. 2.4 depicts a typical organization of a STT-MRAM memory array. It comprises the 1T-IMTJ (one
access transistor and one magnetic tunnel junction) bit-cell and peripheral circuitry. Each bit cell in an
array is connected to the CMOS peripheral components via three signal lines: WL, BL, and SL. The WL
is used to control the access of the bit-cell, which is connected to the gate of the access transistor. For a
given memory address, a specific WL is activated to access a particular row in a memory array. The
remaining two terminals of the bit cell are connected to the BL and SL. The voltage signals on BL and SL
are responsible for managing the write and read operations of the internal MTJ device. These operations
are governed by the magnitude and polarity of the voltage applied across the MTJ via BL and SL.

Typical write and read circuits for STT-MRAM are shown in Fig. 2.5 [29], [77], [78]. The write circuit
consists of control logic paired with a write driver. When the write enable signal (Wr,,) is asserted
high, the control logic allows the input data to pass through to the input port. During a write operation,
the write driver generates the appropriate voltage polarity and amplitude across the BL and SL lines,
producing a spin-polarized current that alters the state of the MTJ. For a read, a small bias is applied over
the same path, and the resulting cell current is compared to a reference by a sense amplifier to determine
the stored value. Fig. 2.5(b) shows a pre-charge sense amplifier to read the stored data. The read process
is initiated when the read enable signal (Rd.,) is asserted high. The sense amplifier compares the current
flowing through the target bit cell with that of a reference cell. The resistance of the reference bit cell is
set to Ref = @, representing the midpoint between the anti-parallel and parallel resistance states. If
the cell current I exceeds the reference current I ¢, the sense amplifier outputs logic *0” on the Q node;
conversely, if Iee;i<Iref, it outputs a logic *1°. The read margin of STT-MRAM is constrained by limited
TMR; robust sensing is essential. There also exist other sense-amplifier architectures that incorporate
reference trimming and disturb-free reference cells to improve read operation [27], [28].
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2.2. Reliability challenges associated with STT-MRAM

2.2.1. Faults and Errors

A fault is an unwanted physical condition within a system that can lead to an error. An error is a deviation in
the logical state of a data bit from the expected value. A failure occurs when such errors impact a system’s
functionality [79]. Faults are generally classified into two categories: transient and permanent. Transient
faults are temporary disruptions caused by environmental factors like radiation, electromagnetic pulses,
temperature variation, and voltage fluctuation. They lead to soft errors—temporary data corruption that
persists until overwritten [80]—[82]. Advancements in CMOS technology, including higher transistor
density and faster speeds, make systems more susceptible to soft errors [83]. It is difficult to detect the
presence of soft errors during functional testing as they occur during runtime. ECCs are widely employed
to recover corrupted data bits during runtime [84].

Permanent faults are typically caused by irreversible physical damage, such as manufacturing defects,
extreme temperature fluctuations, radiation exposure, and process variations. At the storage or processing
level, the permanent faults translate into hard errors, which persist over time [80], [82]. As device
dimensions continue to shrink, hard error rates are likely to increase as effects such as electromigration
and dielectric breakdown become more common. Hard errors are modeled by stuck-at faults (stuck-at-1
or stuck-at-0) and generally require bit-cell replacement. The location of most hard errors can be detected
during the manufacturing testing process, and redundancy repair (i.e., extra rows or columns) is the most
commonly used strategy in memory systems to address these errors [85], [86].

2.2.2. Softerrorsin STT-MRAM

The STT-MRAM is also known to be susceptible to various sources of soft errors. Soft errors in
STT-MRAM predominantly arise from the characteristics of the free layer, including parameters such as
the thermal stability factor, as well as the stochastic and asymmetric nature of the bit-cell switching [29],
[39]-[49].

2.2.2.1. Read disturb

In MT]J, the read and write currents share the same path within the bit-cell. This introduces the possibility
of unintended switching of the bit-cell content when the read current is applied, resulting in a read
disturb, which is quantified as read disturb probability (Prp) and given by Equation (2.4). The variable ¢
represents an intrinsic attempt time constant equal to 1 ns. The A value represents the thermal stability
factor, which defines the retention property of the bit-cell during standby mode. The A value is a function
of the volume of the free layer, saturation magnetization, effective anisotropy field, and temperature. I is
the critical current, corresponding to the minimum current required to change the state of the bit-cell, and
I, is the read current for ¢, read duration. Additionally, the retention failure probability (Prr) for a specific
period (t) can be calculated using the Pgp with I, = 0. Environmental factors during runtime, such as
thermal fluctuations and stray magnetic fields, may also lead to resistance drift, meaning a change in the
resistance values of Rp and R4p. This resistance drift may result in both read and retention failures.

—t,

—]
r.exp[A(1 - )]

Prp=1- exp[ (24)
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2.2.2.2. Write error

The switching behavior of STT-MRAM differs significantly from conventional CMOS-based memory
technologies, as STT-MRAM relies on a magnetic switching mechanism that is inherently stochastic
and asymmetric in nature, and some desired data may not be stored correctly on MTJ. This issue arises
primarily due to two reasons: Firstly, the MTJ exhibits inherent asymmetric switching behavior, which is
a function of the spin-transfer efficiency factors of the MTJ and the reduced current density resulting from
the voltage degradation of the access transistor. The asymmetric switching is characterized by a higher
likelihood of errors during transitions from P(‘0’)—AP(‘1’) than from AP(‘1’)—P(‘0’). Secondly, the
switching of MTJ magnetic orientation is stochastic due to random thermal fluctuations of magnetization.
This implies that the switching delay of MTJ magnetization is not deterministic. If the write current is
terminated before the MTJ completes its switching, resulting in a write error, it is given by Equation (2.5).
Where t,, is the write latency, and C is a technology-dependent parameter, I is the ratio of the write
current (I,,) to the critical current (I.). At the device level, the critical current is determined by technology
parameters, while at the circuit level, it is defined by the switching time.

-m2.(I-1).A
Lexp[C - 1)t,] — 1)

WERpir(tw) =1 - exp[4( ] (2.5)

2.2.3. Hard errorsin STT-MRAM

Hard errors in STT-MRAM primarily arise from the characteristics of the thin oxide barrier sandwiched
between two ferromagnetic layers, such as its thickness (¢,,) and TMR ratio. The hard errors are referred
to as permanent faults, which cause the STT-MRAM cell to be stuck-at-0 or stuck-at-1, irrespective of the
applied switching current [29], [40], [48]-[52].

Achieving high switching speed in STT-MRAM to meet the demands of modern computing systems
requires a high current density, as defined by Equation (2.6). This can be accomplished in two ways: first,
by increasing the bias voltage (V'), and second, by reducing the resistance-area product (RA). Additionally,
improving switching speed often necessitates thinning the oxide barrier. However, these modifications
may lead to the breakdown of the oxide barrier, resulting in hard errors.

The preference for a thin oxide barrier also introduces significant variation. The MTJ resistance exhibits
an exponential relationship with the oxide barrier thickness. The variation in oxide barrier thickness may
exceed the adequate TMR ratio, which can disrupt sensing operations and lead to hard errors. Additionally,
applying bipolar stress (AC) may reduce the lifetime of the STT-MRAM cell and increase the risk of
breakdown in the oxide barrier.

J= o (2.6)

Hard error in STT-MRAM also arises from a rough oxide barrier, known as pinhole defects. These occur
when CoFeB particles fill the concave of the rough oxide barrier during the deposition process, forming a
leakage path between two ferromagnetic layers and potentially leading to oxide breakdown, as shown in
Fig. 2.6. The presence of pinholes shunts the current path, which degrades the TMR and can ultimately
lead to oxide breakdown. Furthermore, significant variations in the manufacturing process may also lead
to permanent faults in STT-MRAM. This is because critical parameters of the MTJ, including magnetic
anisotropy, oxide barrier, TMR, and saturation magnetization, can be adversely impacted.
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Figure 2.6.: Demonstration of pinhole generation in STT-MRAM (Reprinted from [40])

2.3. PCRAM

PCRAM is also a non-volatile storage technology often grouped among resistive NVMs that stores data
as HRS/LRS states. A PCRAM storage element consists of a volume of Phase-Change Material (PCM),
sandwiched between two electrodes, as shown in Fig.2.7. Data are encoded in the significant resistance
contrast between the PCM’s crystalline (LRS, high-conductivity) and amorphous (HRS, low-conductivity)
phases. This phase change is accompanied by pronounced shifts in electrical and optical properties of
PCM: the amorphous phase exhibits high resistivity and low optical reflectivity, while the crystalline
phase shows low resistivity and high reflectivity. To switch between these phases, an adequate electrical
current pulse is applied, also known as the RESET and SET operations. The applied switching electrical
pulses produce Joule heating, which drives phase transitions. A SET operation (HRS to LRS switching)
can be initiated by applying a longer, lower-amplitude pulse that raises the active region below the melting
point but above the crystallization range. Similarly, for LRS to HRS, i.e., the RESET operation, a short,
high-amplitude pulse is used to heat the material above its melting temperature and then rapidly quench
it, thereby freezing an amorphous phase. The transition from amorphous to crystalline phase (i.e., a
set process) determines PCRAM performance (speed). PCRAM performance depends critically on the
properties of PCM. A memory read operation involves measuring the device’s electrical resistance to
determine its state: high resistance indicates the amorphous phase (logical ‘0’), while low resistance
indicates the crystalline phase (logical ‘1’). Furthermore, PCRAM can also offer the benefit of supporting
multi-bit storage per cell, commonly known as multi-level memory. [87]—-[91].

Bit Line Bit Line
(BL) (BL)
g Electrode
Metal ' Electrode
{3 220> Word Word
i| PCM o o2 Line H Line H
| Metal | (WL) (WL)
Source Line Source Line
LRS HRS D) <L)
(a) PCRAM (b) Bit-cell (c) Equivalent Bit-cell

Figure 2.7.: PCRAM technology
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PCRAM offers a promising memory solution; however, it also faces reliability challenges. The reliability
issue may be more pronounced in the case of a multi-level cell, as adjacent levels have a narrow resistance
window [92]-[96]. Table 2.1 categorized different reliability issues associated with PCRAM and their
impact on bit cell [92]. Most reliability concerns in PCRAM trace back to the metastability of the
amorphous state. This can evolve over time through crystallization and structural relaxation. Other
reliability challenges include cycling endurance, programming disturbance, read disturbance, and retention
failure. Repeated SET/RESET cycling leads to gradual drifts in the SET and RESET states, ultimately
resulting in stuck-at faults. Program disturb occurs due to thermal interference in the array caused by
unintentional heat spreading induced by programmed cells. Read disturb can result in unwanted switching
and resistance degradation in the reset state. Data retention is also another limitation, where the RESET
state’s retention can degrade at elevated temperatures.

Table 2.1.: Reliability issues for PCRAM cell [92]
Reliability Issue Impact on cell
Crystallization Resistance decrease

Structural relaxation | Resistance increase

Cycling endurance Stuck set/reset

Program disturb Resistance decrease/increase

Read disturb Switching and resistance decrease

2.4. RRAM

RRAM is also one of the leading candidates among emerging NVM technologies, showing potential as
an alternative to traditional memory and computing applications. Its operation is commonly attributed to
the formation and partial rupture of nanoscale conductive filaments within an insulating oxide, enabling
reversible switching between LRS and HRS. Fig. 2.8 shows the basic structure of RRAM technology,
which represents the metal-insulator-metal stack, where the oxide layer is sandwiched between an active
electrode and an ohmic electrode. In RRAM, under an applied bias, oxygen vacancies drift and local
oxidation/reduction reactions (redox reaction) alter the oxide stoichiometry, which creates, reshapes, or
ruptures a conductive filament between the electrodes. A SET pulse forms the conductive filament and
places the cell in the LRS; a RESET pulse ruptures the filament and returns the cell to the HRS. These two
resistance states are used to encode logic values. RRAM can operate in two polarity-dependent switching
modes: unipolar and bipolar. In unipolar switching, both SET and RESET are executed with the same
voltage polarity, differing only in amplitude and/or pulse duration. In bipolar switching, voltage pulses of
opposite polarity are required: one polarity drives SET, and the opposite drives RESET [97]-[101].

Furthermore, RRAM is well suited for CiM architectures that accelerate NN workloads. Its ability to
realize multi-level conductance/resistance states allows model weights to be stored in situ and mapped
directly to crossbar conductances; the same array then performs the required MVM, reducing data
movement and improving energy—latency efficiency [102], [103]. However, RRAM devices also exhibit
certain reliability challenges—device non-idealities, device-to-device and cycle-to-cycle variability,
resistance drift, and RTN—which can lead to soft errors (transient faults) and hard errors (permanent
faults). Device-to-device variability involves stochastic differences between individual cells, cycle-to-
cycle variability pertains to changes from one switching cycle to another, and RTN noise is related to
read instability observed in RRAM, which represents the variation of current amplitude during reading,
which typically exhibits stochastic changes [97], [98], [104]-[107].
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Figure 2.8.: RRAM technology

2.5. NNs and hardware accelerators

2.5.1. Basics of NN computation

The concept of NN is inspired by the biological NNs in the human brain, enabling computers to solve
problems in ways that mimic human thought processes. An NN is a computing graph in which nodes
represent neurons, and connections are weights, as shown in Fig. 2.9. Mathematically, NN can be defined
as a function ¥y with learnable parameters 8 (weights) that map a given input vector X to an output vector
Y. During NN training, given a dataset for a task Dyrqin C (Xtrain, Y), the parameters 6 are learned with a
learning algorithm by minimizing the loss £ [108]. Delving deeper, the advent of Deep Neural Network
(DNN) signifies an extension of NN architectures to encompass more than just a few layers to perform
more complex tasks. In the domain of NN computation, there exist four principal topologies: spiking
neural networks (SNNs), which aim to closely mimic the actual biological processes of the brain; fully
connected networks, where each neuron is connected to every neuron in the adjacent layer; Convolutional
Neural Network (CNN), renowned for their prowess in processing data with a grid-like topology, such as
images; and recurrent neural networks (RNNs), which excel in handling in time-series or sequential data
due to their inherent memory of previous inputs [108]-[111].

Weights

Weighted

Activation
Sum

Figure 2.9.: Basic structure of NN computation

15



2. Background

2.5.2. NN hardware accelerators

Deep learning algorithms have become increasingly important in various fields, ranging from mobile
devices to data center operations. These algorithms involve numerous MVM operations on large datasets.
However, a major challenge in efficiently deploying NN algorithms on traditional computing architectures
is the bottleneck caused by data transfer between the processor and memory. This bottleneck, also
commonly referred to as the memory wall problem, can significantly impact both the performance and
energy efficiency of computing systems [10]-[12].

To address the memory wall bottleneck inherent in traditional von Neumann computing architectures and
enhance the performance of NN computations, significant research efforts have focused on deploying
NN on various specialized silicon hardware platforms. Hardware platforms such as FPGA, Digital
ASIC, GPU, and TPU have been utilized to enhance NN performance in the domain of digital hardware
accelerators [112]-[125]. These hardware accelerators have been engineered to optimize the execution
of deep learning algorithms, improving computational efficiency. Alongside digital approaches, the
evolution of analog and mixed-signal (AMS)-based NN accelerators is also promising. These solutions
have the potential to increase computational efficiency, which makes them particularly suitable for
edge computing scenarios [126]—-[132]. The AMS-based NN accelerator domain has seen significant
advancements, particularly with the introduction of memristive crossbar-based CiM architectures, where
MVM is executed within the memory [128]-[132].

A GPU, also known as a graphics processor, display core, or graphics chip, is a specialized microprocessor
designed for graphics workloads in computers, workstations, game consoles, and mobile phones. Thanks
to its massively parallel architecture and high memory bandwidth, the GPU has become a popular
accelerator for deep learning, where developers leverage its data-parallel execution model to accelerate
training and inference. A hardware accelerator based on GPU [117], [119], [120] leverages parallelism
enabled by numerous cores within its architecture, as shown in Fig. 2.10, resulting in substantial
computational speedup. GPU harnesses extensive data-level parallelism in applications using the Single
Instruction Multiple Thread (SIMT) execution model. The decision to integrate GPU largely depends
on the expected benefits associated with increased memory bandwidth, larger dataset sizes, and the
optimization of long-running tasks.
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Figure 2.10.: Overview of GPU architecture. SP: Scalar processor with private and on-chip shared memory
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TPUs [117], [120], [121] are specifically designed as matrix processors tailored to efficiently handle NN
tasks. They are equipped with thousands of MAC units, or Processing Element (PE)s, interconnected to
form an extensive physical matrix, as shown in Fig. 2.11. Each PE can have a single or multiple cores
and executes computations in a Single Instruction Multiple Data (SIMD) fashion. Data are exchanged
between off-chip memory and PEs through an on-chip controller. The controller loads activations and
parameters into the on-chip staging buffers and also fetches the low-level instructions executed by the PEs.
Each PE can consist of one or more cores, with each core featuring multiple compute lanes to enable
SIMD-style parallel execution. The compute lanes in these cores feature MAC units, enabling efficient
computation between activations and model parameters, which is a core operation of NN computation.

FPGA-based accelerators [117], [123] can serve as a viable alternative to ASIC-based accelerators,
offering superior performance at an affordable cost with reconfigurability, low power dissipation, fast
iteration, and low non-recurring engineering costs. They support parallelism and speed up computations
by mapping them to parallel hardware. FPGA-based accelerators can provide several orders of magnitude
speed-up compared to baseline CPUs. FPGAs enable designers to implement only the necessary logic in
hardware, based on the target application. The architecture of FPGA-based DNN accelerators mainly
consists of a host computer and an FPGA part to implement NN algorithms.

Memory N
Instruction :
Parameter : : :
Controller E(_)E|

Figure 2.11.: Overview of Edge TPU architecture [121]

PE Memory

In the case of an AMS-based accelerator, the memristive crossbar-based CiM architecture is gaining
significant attention due to its efficiency in performing matrix-vector multiplication (MVM) [129]-
[132]. The CiM architecture can also be realized using CMOS memories, such as SRAM, with modest
modifications to the bit cell structure and periphery. This might be an attractive option at an advanced
technology node. However, the SRAM-based CiM architecture would suffer from leakage power, which
can be significant and thus undesirable for edge inference that spends substantial time in standby [103].
Consequently, resistive NVM technologies, such as RRAM, PCRAM, and STT-MRAM, are at the forefront
of developments for the realization of CiM architecture, also known as memristive crossbars [133]-[141].
In particular, RRAM is widely used for CiM realization to accelerate NN computation, and it can also
enable multi-bit storage per bit cell [103], [133]-[137]. Fig. 2.12 shows the basic structure of the
memristive crossbar array used in CiM architecture. The memristive crossbar, formed by an array of bit
cells, is utilized as an accelerator module for MAC operations in an analog manner. The bit cell is used to
store the weight value in the form of device conductance/resistance. The BL represents the summation
of the multiplication of the input vector (V) and the conductance matrix (G), i.e., Iy = Z?ﬁl ViGin. A
Digital-to-Analog (DAC) converter and Analog-to-Digital (ADC) are required to maintain the interaction
between the analog and digital data flows. Moreover, the writing circuitry, address decoder, and controller
are the other periphery circuits needed for the functionality of the MAC accelerator.
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Figure 2.12.: Memristive crossbar-based CiM Architecture. The resistive NVMs are also referred to as memristive devices

Controller

In a memristive crossbar architecture, the number of bits in the output produced by each BL during MVM
operation depends on the several factors: the number of rows in the crossbar (M), the input bits (V3), and
the resolution of the memory device (b). This configuration can be used to decide the resolution of the
ADC. The relationship can be expressed by Equation (2.7), where R represents the output resolution. The
expression shown in the Equation (2.7) is valid when the values of V;, and b are greater than 1; otherwise,
the Equation (2.8) needs to be used to get the output resolution [142]. Here, when not all the rows are
activated at a time, the value of M should be equal to the number of activated rows at a time.

R=log(M)+V, +b 2.7)

R=logM)+V,+b—-1 (2.8)

The NN inference can be made using memristive crossbar-based CiM, in which synaptic weight can be
stored into these crossbar arrays, which efficiently perform the required expensive MVM in the memory
array, as shown in Fig. 2.13 (c). A one-time write operation is required to map the trained weights
of the NN to the crossbar array. Fig. 2.13 (a) represents the single layer of a NN. Each connection
of the two-layer represents the synaptic weight value, which is represented by the conductance values
(G) of memristive cells in a memristive crossbar structure. The conductance (resistance) values (G) of
memristive cells represent the synaptic weights (W) of NN. The weights of fully connected layers are 2-D
shaped so that they can be mapped directly to the crossbar array. In the case of convolution layers, a
4-D weight matrix is flattened to a 2-D weight matrix by semi-unrolling. This flattened weight matrix is
mapped to the crossbar as shown in Fig. 2.13 (b). The peripheral circuit performs batch normalization
and non-linear activation to get the activation for the next layer [143].
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2.5.3. Impacts of faults (or errors) on NN performance

NN contain millions of weight parameters that must be stored in the memory system available on the
deployed hardware accelerator. These memory solutions span from CMOS memories to a variety of
cutting-edge NVMs [144]-[156]. However, these memory devices are susceptible to different faults that
can lead to both soft and hard errors. Such errors can alter the stored weights, resulting in computational
inaccuracies and potentially causing functional task failures [157]-[161]. This interconnection is
conceptually illustrated in Fig. 2.14, which showcases a NN assigned with computational roles and
deployed on a hardware platform.
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Figure 2.14.: Overview of the relationship between fault and its impact on NN functional task

In the domain of NN hardware accelerators, numerous faults often have minimal impact on performance.
They are either masked before they can affect the desired output or result in acceptable minor changes that
do not compromise the overall NN performance. This robustness can be attributed to several key factors,
like the inherent sparsity of NN, over-provisioning, the distributed nature of computing architecture, and
the specific nature and sequence of mathematical computations that are executed. However, some faults
are significant and detrimental to system performance, which can be crucial in safety-critical applications.
Fig. 2.15 represents the overview of fault criticality classification [157]. It is essential to evaluate how
faults propagate through NN computation and affect the performance of NN hardware accelerators. This
facilitates early reliability analysis and assists in developing practical and economical strategies for fault
detection, fault tolerance, and fault repair [159], [160].

For assessing fault tolerance, it is preferred to use a fault injection technique to understand how a system
behaves under different error conditions. This is particularly useful for identifying critical components
that may need protection against specific faults in their physical implementation. The fault injection in an
NN hardware accelerator can be performed at different levels of abstraction, such as software model, RTL
level, micro-architecture level, transistor level, gate level, etc. [162]-[167]. By introducing faults into
an NN model on a probabilistic basis, researchers can evaluate the extent of the failure and its impact
on the neural computations being performed. Recent studies predominantly focus on bit-flips and/or
stuck-at-faults occurring in memory cells and registers that store NN parameters, such as synapse weights
and neuron activations [159]-[161], [168]-[170]. Bit flips can be introduced at a specific bit error rate,
which represents the probability of faults occurring. This rate can also be represented as a fault rate,
which is the percentage of faulty bits. Similarly, stuck-at faults can also be modeled as a permanent
bit-flip fault model, rather than temporarily flipping the bits. The comprehensive study on the different
fault modeling and fault injection experiments can be found in the survey work [157], [158].
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Figure 2.15.: Overview of fault criticality classification [157]
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Figure 2.16.: Impact on NN baseline accuracy as a function of different fault rates using the bit-flip fault model

Figure 2.16 shows the impacts of faults on NN baseline accuracy (mean of 100 Monte Carlo simulations)
for different NN models under different fault rate configurations for CIFAR-10 and CIFAR-100 datasets.
The weight parameter is an 8-bit quantized weight case. In the context of fault injection, bit-flip faults
are introduced into the weights of NN models by randomly sampling from a uniform distribution. Here,
the fault rate indicates the percentage of faulty bits injected to assess the reliability of the NN. It can be
observed that as the fault rate increases, there is a significant drop in accuracy. We have performed 100
Monte Carlo simulations and reported the mean accuracy for different NN models. Additionally, it is
evident from Figure 2.16 that different NN models exhibit varying degrees of inherent fault tolerance,
which is influenced by their distinct architectural designs.
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2.6. Overview of fault-tolerance

To enhance the reliability (continuity of correct service) of systems, fault-tolerant techniques are commonly
employed. A fault-tolerant strategy integrates reliability assurance by incorporating testing, diagnosis,
and redundancy into a system’s design and operation. A widely accepted definition of a fault-tolerant
computing system is one that can continue to perform its functions correctly, without needing external
intervention, even in the presence of specific faults. In other words, fault tolerance is aimed at failure
avoidance and is carried out via error detection and system recovery. Table 2.6 outlines the techniques
involved in fault tolerance. In general, redundancy techniques are extensively used to safeguard against
operational faults and can be implemented at various levels, including hardware, software, temporal, and
informational [79], [171]. Hardware redundancy involves adding extra components to enhance fault
tolerance and can be divided into two types: static and dynamic redundancy. Static redundancy masks (or
corrects) the errors. Dynamic redundancy handles faults after they manifest, and it is implemented via
a two-step process: first, detection of the fault, followed by recovery. Hardware redundancy methods
such as N-modular redundancy, redundancy repair, and ECC are primarily used to protect memory and
computer systems at the hardware level. Software redundancy includes additional programs, routines, or
instructions that would not be necessary in a fault-free system. Time redundancy refers to the practice
of re-executing or validating operations at various levels of detail, including micro-operations, single
instructions, code segments, or entire programs, to identify and correct errors [171]. In this thesis, we
focus explicitly on hardware-level redundancy, particularly the ECC-based strategy [84], which can detect
and correct errors at runtime by utilizing additional redundancy, as discussed next.

Fault Tolerant Strategies

Error Detection Detects the presence of an error

Concurrent Detection

During normal service delivery

Preemptive Detection

While normal service is suspended

Error Recovery

Transforms a system state with errors/faults into a state without
detected errors and without faults that can be activated again

Error Handling Eliminates errors from the system state
Rollback Brings the system back to a saved state before the error occurred
Rollforward State without detected error is new state
Compensation Uses redundancy to mask or correct errors
Fault Handling Prevents faults from being activated again
Diagnosis Identifies and records the cause of errors
Isolation Performs physical or logical exclusion of the faulty components
from further participation
Reconfiguration Switches to spare component or reassigns tasks among non-
failed components
Reinitialization Checks, updates and records the new configuration
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Table 2.2.: Different abstractions of fault-tolerant techniques (adopted from [79])




2.7. Error-Correcting Codes (ECCs)

2.7. Error-Correcting Codes (ECCs)

2.7.1. Basics of ECCs

Low error rates are essential for achieving high manufacturing yield and density in memory systems.
ECC:s are recognized as an effective fault-tolerant technique against different faults (or errors) in memory
systems. ECC employs finite field arithmetic to facilitate error detection and correction in information
bits. Linear block codes are a class of ECCs that operate on blocks of data. The linear block code can be
defined as a (n, k) code, where k is the length of data bits (u), n is the length of the codeword (c), and
p = n — k is the number of redundant parity bits [84], [172], [173]. The basic architecture of an ECC
is illustrated in Fig. 2.17(a). In the ECC architecture, the encoding process is performed by converting
k-bit data (u) into an n-bit codeword (c) by multiplying the k-bit data (u) by a generator matrix (G) using
modulo-2 arithmetic, as shown in Equation (2.9). The resulting n-bit codeword is stored in a memory
system. In this way, ECC uses redundant parity bits in each word line of memory systems.

[clixn = [u]ixk X [Glkxn (2.9

For ECC decoding process, the received n-bit vector (r) is processed using a parity-check matrix (H), as
shown in Equation (2.10). This matrix operation generates a syndrome vector, which is used to detect,
locate, and correct errors. In typical memory systems, the process of decoding is carried out individually
for each word line as it is accessed sequentially. The strength of an ECC is quantified by its minimum
Hamming distance (d;,i,), which directly influences its error-correcting capability. Hamming distance
indicates the number of different bits between any two valid codewords in a set of 2 valid codewords. A
linear block code with minimum Hamming distance d,,;;,, guarantees correcting all the error patterns of
t= L(‘i”’iz—”_l)J or fewer errors [172].

[shixn—k = [rlixn X [HIL .., (2.10)
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Figure 2.17.: Basic block diagram of ECC structure
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2.7.2. SEC/SEC-DED ECCs

Hamming code is the first class of linear block codes devised for Single Error Correction (SEC). For any
positive integer p > 3, there exists a (n, k) Hamming code with a data block size of k = 22 — p — 1, code
length, n = 27 — 1 and the number of parity bits, p = n — k, where k is the data bits [84], [172], [173].
The Hamming code can also be used to detect double errors by extending one extra parity bit, which
is referred to as Single Error Correction-Double Error Detection (SEC-DED) code. For example, the
(71,64) Hamming code can be used as a SEC-DED code by extending a single parity bit, which results in
a new code dimension of (72,64). SEC-DED is widely used to increase computer memory reliability
in most real-world applications. There also exist other SEC-DED codes, which are a class of optimal
minimum odd-weight-column [174].

2.7.3. Multi-bit ECCs

Bode-Chaudhuri-Hocquenghem (BCH) codes are renowned for their proficiency in multi-bit error
correction scenarios, especially those involving multi-bit errors [172], [175]. For any positive integers
m > 3 and t < 2™"!, there exists a binary BCH code with codeword length n = 2™ — 1, number of
parity p < mt and dp,;, > 2t + 1. BCH codes are expensive in terms of memory overhead compared to
SEC-DED. The required number of parity bits (p-bits) for  error correcting BCH code can be roughly
estimated by p =t - [log, (k + 1)].

BCH codes can also be extended by adding 1-bit parity for enhanced 1-bit error detection capabilities.
The storage overhead for the SEC, SEC-DED, and ¢ error correcting t + 1 error detecting BCH code
for different memory blocks is represented in Fig. 2.18. Additionally, the decoding procedure of the
BCH code is computationally expensive in terms of hardware overhead, specifically in terms of decoding
area and latency overhead, as it requires multiple cycles to perform the decoding process to obtain the
corrected data bits [172], [175], [176]. There are also parallel error-correcting designs of multi-bit BCH
codes, which utilize parallel combinational logic to accelerate the decoding process [177].
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Figure 2.18.: Storage overhead for single and multi-bit ECCs
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2.7.4. Block failure probability

An ECC strategy for correcting ¢ errors in k-bit data can be represented as (n, k, t), where n is the codeword
size, also known as word (or block) size after the ECC encoding process. If the failure probability at the
bit level, known as the bit error rate, is denoted as Py, then the failure probability of a memory block, also
known as the word error rate or Block Error Rate (BER), Pggg, can be expressed as follows:

t
Poer=1- ) ('?)P;;u - Q.11

i=0 \!

2.8. Algorithm-based Fault Tolerance (ABFT)

ABFT was introduced to perform fault-tolerant matrix computation [178]. ABFT encodes matrices
using checksums, representing the sums of each row or column as shown in Fig. 2.19. This technique
involves performing computations on both the original and encoded data, resulting in an output matrix
that contains the computed results and checksums. By comparing the row and column sums with the
corresponding checksums in the output matrix, faults can be located at the intersection of the row and
column where the checksums are incorrect. Additionally, when processing matrices with large integer
elements, the same data length (k) can be used to store elements of the summation vector if residue
arithmetic is applied, with the modulus (2¥) applied to the summation vector. Further, the work in [179]
extended the concept of ABFT with the weighted checksum technique to perform error detection and
correction in matrix computation. The technique combines non-weighted and weighted checksums to
extract the signature for error correction, as shown in Fig. 2.20. In the case of the weighted checksum,
a linear or exponential weight factor is applied, correlated with either the row or the column number.
For example, the checksums computed during encoding are denoted as Ay, and Anyw, for weighted and
non-weighted checksums, respectively. The error correction signature is computed as the ratio of the
weighted deviation to the non-weighted deviation, expressed as Afquiry = S2/S1, where S; = Ay, — Zfi L Qi
and Sy = Anw, — Z?]: 1 Wga;. The correction can be done by subtracting the S; from the faulty output
whose column/row address is indicated by Agauiry. The weight factor Wy, can be defined as linear:
Wy, = 1,2,3,...N or exponential: Wy, = 21,2723, .2V,
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Figure 2.19.: ABFT based on row/column checksum
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2.9. State-of-the-art fault-tolerant techniques for STT-MRAM

This section provides a comprehensive study of state-of-the-art fault-tolerant techniques for STT-MRAM
in general-purpose computing systems. We briefly review the existing strategies, focusing on prominent
redundancy-based fault-tolerant techniques, as well as cross-layer schemes that combine architectural and
device-level approaches. These failure-specific techniques are the keystone for enhancing reliability in
the face of both soft and hard errors. We also highlight opportunities and bottlenecks associated with the
existing strategies. We present a more detailed overview of existing strategies; however, later in each
chapter, we also give context of existing related work with respect to our proposed strategies.

2.9.1. Soft error correction (Transient fault mitigation)

ECCs are widely used to mitigate run-time errors in memory and computing systems. As the failure
mechanism in STT-MRAM differs significantly from that in conventional CMOS-based memories, using
ECCs along with architectural enhancements has become a common practice to ensure the robustness
and dependability of STT-MRAM. Several fault-tolerant techniques have been introduced in the literature
to mitigate soft errors in STT-MRAM. These techniques include general error-mitigation-based strategies,
read disturbance mitigation, and write error mitigation [180]—[202].

Wang et al. [180] proposed the use of One-Step Majority-Logic Decodable (OS-MLD) codes, such as
Orthogonal Latin Square (OLS) codes, Euclidean geometry codes, and difference-set codes. These
codes are a class of multi-bit ECCs, relying on orthogonal parity-check sums on the error digit. The
correctness of the data bit under decoding is determined by the majority voting logic results of all the
parity-check sums, as depicted in Fig. 2.21(a). However, the serial iterative decoding of OS-MLD code
leads to high decoding latency. They proposed a parallel decoder implementation of OS-MLD codes to
address this issue, as shown in Fig. 2.21(b). This enables parallel decoding by independently replicating
the majority logic and XOR gates for each data bit, thereby reducing decoding time while sacrificing
decoding hardware area overhead. Although the OS-MLD codes have simple decoding logic due to
their parallel, low-latency operation, they encounter certain limitations. Both Euclidean geometry and
difference-set codes have restricted useful code parameters, including codeword sizes and error correction
capabilities. While the OLS code necessitates considerably high storage overhead for parity bits, this
increases significantly as the number of bits to be corrected increases, as shown in Fig. 2.28.
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Figure 2.21.: Decoding logic for OS-MLD with DS(21,11) code. DS code refers to the Difference Set code [180]

In one of the studies, Li et al. [181] explored the use of Low-Density Parity Check (LDPC) codes in
single-level cell and multi-level cell STT-MRAM designs to enhance memory reliability against soft
errors. This method employed a holistic channel model to assess the asymmetric effects in STT-MRAM
and developed a dedicated asymmetric LDPC soft decoding tailored explicitly for the asymmetric nature
of STT-MRAM. The benefits of asymmetric LDPC soft decoding are more pronounced in multi-level
STT-MRAM cells than in single-level STT-MRAM cells (i.e., binary storage cell). However, this also
results in increased storage overhead for multi-level STT-MRAM cells. Similarly, Mei et al. [182]
presented a method to optimize polar codes for the STT-MRAM channel, where they used an approach to
symmetrize the STT-MRAM channel, then constructed the polar codes and optimized their performance
for the STT-MRAM channel. While these codes exhibit a significant reduction in the block error rate, it
is essential to note that the decoding complexity of these codes poses a substantial hardware challenge.

The ECC uses redundant parity bits that might affect the lifetime of the STT-MRAM cache. Farbeh et
al. [183] introduced Floating-ECC, which exploits the difference in write activity between ECC bits and
data bits. Floating-ECC dynamically circulates the physical position of ECC bits within a cache line
using swap and restore logic, ensuring that no specific bits are subjected to excessive wear. It operates in
two phases: the normal phase and the repositioning phase. During the normal phase, the Floating-ECC
controller increments a counter with each write operation or cache miss and triggers the next repositioning
phase when the threshold is exceeded. The repositioning phase periodically changes the physical location
of the ECC word within the cache lines, ensuring an even distribution of ECC activity across all bits. This
method improved cache lifetime, but at the cost of one additional read and write access. Additionally,
regular cache operations are suspended for a specific period during the repositioning phase.

There is an expectation of an increase in failure rate with the scaling of the storage element of STT-MRAM,
which will demand strong multi-bit ECC and periodic scrubbing to ensure reliability. To address this
issue, Guo et al. [184] proposed a scheme that aims to reduce the scrubbing frequency by utilizing strong
BCH codes applied to long codewords that span multiple cache blocks. The idea is to minimize the
need for fetching multiple blocks from memory and conducting strong ECC checks during every read by
predicting and proactively scrubbing memory regions that are likely to be accessed in the near future. It
employs a hierarchical error protection mechanism, wherein strong ECC is used for infrequent scrubbing,
while simple ECC is employed for most ordinary memory accesses, because recently scrubbed memory
blocks tend to accumulate relatively fewer errors.
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The hybrid multi-level cache architecture is an emerging solution meeting the growing demand for
high-performance storage systems, with STT-MRAM as a promising candidate for the first-level cache.
To address this context, Hadizadeh et al. [185] introduced an STT-MRAM aware dynamic ECC allocation-
based method to enhance the reliability of a hybrid cache architecture, where STT-MRAM is employed
as the first-level cache and solid-state drive as the second-level cache. This approach uses (72,64)
SEC-DED code to protect all pages uniformly throughout the first-level cache. In contrast, for dirty pages,
a dynamically applied strong multi-bit ECC module (Double Error Correction-Tripple Error Detection
(DEC-TED)) is utilized to provide strong protection. This is achieved by allocating idle or under-utilized
pages from the first-level cache to meet the required ECC redundancy for the dirty pages. This method
avoids the added overhead of strong multi-bit ECC by using less-utilized cache pages for extra redundancy.
However, it increases cache controller memory overhead for first-level and second-level cache.

Seyedzadeh et al. [186] developed different policies to achieve read disturbance mitigation, as shown in
Fig. 2.22. The first policy, called write after error, utilizes ECC to detect errors and performs a write-back
operation to clear persistent errors. The second policy, known as write after the persistent error, filters out
false reads by reading the data a second time when an error is detected. This involves a trade-off between
write and read energy consumption. The third policy, write after error threshold, selectively leaves cells
with incorrect data behind, up to a certain threshold error (e;;), when the number of errors is below the
ECC capability. The reliability of these approaches varies depending on the dominant type of error.
When false reads are more prevalent, the write after error and write after the persistent error policies are
found to be more reliable than write after error threshold and ECC;, where ¢ represents the number of
bits that ECC can correct. Conversely, when the rate of read disturbance increases, the write-after-error
policy becomes more reliable due to its consistent write-back to eliminate read disturbance, but at the
cost of higher energy overhead and additional memory bandwidth consumption.
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Figure 2.22.: Leveraging ECC to mitigate read and write faults [186]
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Mittal et al. [187] propose a method to reduce the read disturbance issue in Last Level Cache (LLC)
STT-MRAM by data compression and selective duplication. This can work with any compression
technique, and they illustrated using the base-delta-immediate compression algorithm. Firstly, the method
avoids writing any bits for all-zero data because it can be reconstructed from the compression encoding
bits. Secondly, it maintains two copies of the data within the block when the data has a compressed
width of at most 32B. During the next read operation, the copy experiences read disturb errors that are
not corrected since the second copy remains unaffected. Lastly, for any data with a compressed width
exceeding 32B, including uncompressed data items, it writes a single copy of the data, restored after
each read operation. This technique reduced the read disturbance at the cost of base-delta-immediate
compression and decompression logic overhead.

In a typical w-way set-associative cache, each read operation from a line in a set triggers w-1 additional
reads from the other lines in the same set, leading to the accumulation of read disturbance errors. Asadi
et al. [188] proposed a Read Error Accumulation Preventer (REAP) cache architecture, as shown in
Fig. 2.23. This approach involves a slight modification to the cache read path, ensuring that ECC checks
are conducted not only for the requested block but also for all other blocks within the cache set that are
read concurrently. In this scheme, the read path is modified by adding the ECC decoder unit for each line
accessed in parallel, enabling the simultaneous checking of all data blocks within the cache. As a result,
ECC checking is guaranteed for every cache line after each read operation. This method increased the
Mean Time To Failure (MTTF) of the cache, but at the cost of a slight increase in cache area and energy
consumption due to the large number of ECC checks per read access.
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Figure 2.23.: Cache Architecture of REAP-cache scheme [188]

Wu et al. [189] exploited the thermal gradient from the read reliability perspective of the STT-MRAM
LLC, where the ECC protection strength for a bank changes with the on-chip thermal distribution. The
overview of their approach is illustrated in Fig. 2.24. Each bank is categorized as either a hot or a cool
bank. Hot banks have temperatures higher than the thermal threshold, requiring stronger ECC protection,
such as DEC-TED, compared to cool banks, which need only SEC-DED. The CPU sends a cache read
request with a virtual address that comprises a bank address, set index, tag address, and data offset. The
bank address is used to locate the data bank and access the bank coding table. If the bank uses the
SEC-DED code, the corresponding table bit is set to 0; otherwise, it is set to 1. In case of a cache hit and
when the bank uses the DEC-TED ECC code, the data and corresponding ECC code are read into a data
buffer. The DEC-TED ECC decoder generates and sends the correct data to the CPU. The thermally aware
adaptive ECC reduces the average ECC encoding and decoding latency, thereby improving performance
and decreasing energy consumption.
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Figure 2.24.: Working of thermal aware adaptive ECC [189]

An excessive number of read accesses to the tag array may significantly increase the read disturbance
rate. To address this issue, Cheshmikhani et al. [190] proposed a scheme called Read Disturbance
Rate Reduction in STT-MRAM Caches by Selective Tag Comparison (3RSeT) to mitigate errors by
eliminating a substantial portion of unnecessary tag reads. The concept behind 3RSeT is to minimize
the number of reads from tag cells during each access by eliminating unnecessary reads. Aboutalebi et
al. [191] presented the device and architecture-level techniques to mitigate and tolerate read disturbance.
At the device level, they recommended enlarging the STT-MRAM cell volume (enlarging the MTJ
area and free layer thickness) and increasing the anisotropy energy. These changes increase the critical
switching current (I.) and the value of the thermal stability factor (A), effectively decreasing the rate
of read disturbances. Additionally, at the architectural level, they proposed a restore-aware memory
controller design that employs a restore-aware policy selection to tolerate read disturbance. While the
architectural-level technique can improve performance and energy efficiency, it is essential to consider
the tradeoff at the device level, as altering device parameters may significantly degrade other important
design metrics at the array level, such as area overhead.

In STT-MRAM, switching is asymmetric in nature, i.e., the write failure rate at 0—1 (P to AP) switching
can be several orders of magnitude higher than 1—0 (AP to P) switching. The number of 0—1 (P to
AP) switching in the write operation is proportional to Hamming weight, i.e., the number of 1s in the
incoming block that should be written to the target cache line. Wen et al. [192] proposed a dynamic
differential encoding strategy to reduce the Hamming weight of incoming cache data blocks to reduce
the asymmetric write errors. The block diagram of this method is shown in Fig. 2.25, where the data
blocks with a Hamming weight higher than the threshold are XORed to produce new data with reduced
Hamming weights. This approach effectively reduces the block error rate due to asymmetric switching in
STT-MRAM by Hamming weight reduction. However, it incurs higher storage overhead than SEC-DED
as it requires an extra 12-bit flag per 512-bit word line to store the encoding status. In addition, this
method may not be optimal when dealing with applications where the cached data blocks within most
word lines have very low value locality or data correlation. This can pose a significant challenge in
reducing the Hamming weight.
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Figure 2.25.: Dynamic differential coding scheme [192]

Azad et al. [193] also proposed a technique called Asymmetry-Aware Protection (A%PT) to protect the
STT-MRAM LLC against asymmetric write error. The cache block is divided into groups or subsets,
each with a different level of ECC protection. The incoming data is mapped to the respective group
depending on their Hamming weight. The data blocks with high Hamming weights require strong ECC
protection using the 7EC-8ED BCH code, while those with very low Hamming weights require weak
ECC protection. Their method used four BCH codes (2EC-3ED,3EC-4ED,4EC-5ED, and 7EC-8ED)
for an error protection mechanism (each corresponds to one group). They also proposed a write error
rate-aware replacement policy to map incoming data to the respective cache group efficiently. The method
aimed to reduce storage overhead by employing robust multi-bit ECC for large data blocks. However, the
robust multi-bit BCH code requires a very complex decoding structure. Also, the method needs a lot of
architectural modifications in cache policies, which can further affect the system’s performance.

Wang et al. [195] proposed an adaptive ECC method to mitigate write failures. The method divides
the cache block into regions, each protected by a different ECC. The error rate of data is dynamically
estimated, and the data is allocated to a specific partition that offers the necessary error-correcting
capability. All the cache blocks belonging to the same set are divided into groups; the simplest case is
two groups having different ECC protection (one with (72,64) SEC-DED, and the other with (523,512)
SEC-DED). The work in [194] also proposed a similar two-level approach using (72,64) SEC-DED for
cache lines above a specific Hamming weight and (523,512) SEC-DED for the rest. However, relying
solely on a (523,512) SEC-DED for entire cache lines does not achieve the desired reliability, and runtime
reliability may be affected. It may fall short of modern memory ECC requirements, which typically
include at least (72,64) SEC-DED per 64-bit, and in some cases, ECC, as well. Additionally, the method
lacks protection for flag bits, which is crucial, as it may adversely affect the data bits. Additionally, these
approaches necessitate architectural modifications, which can further impact the performance.

In the work presented in [196], data compression techniques were employed to reduce the number
of bits that need to be written to the STT-MRAM array. However, the process of compressing and
decompressing data demands complex circuit designs, which can lead to an increase in performance
overhead. For instance, the data compression algorithm such as Bit-Plane Compression [203] used
in [196] incurs five cycles for compression/decompression. Similarly, the work in [197] also uses the
base-delta-immediate compression/decompression logic [204] to store the additional ECC parity bits
in the case of the compressible cache line. Though the work uses OLS code, which has low decoding
complexity, the OLS code suffers from high memory overhead, as it requires a large number of parity bits
when error correction capability increases [180].
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Sayed et al. [198] employed the idea of the Lazy-ECC technique, which performs speculative computation
based on unchecked data, allowing the exclusion of decoding latency from read access. Fig. 2.26 illustrates
the Lazy-ECC for the instruction cache, where both the ECC decoder and the processor pipeline stages
receive unchecked data. While speculative computation occurs based on unchecked data, the decoder unit
simultaneously checks for errors. If the read data is correct, execution continues uninterrupted. However,
if an error is detected, an error signal is activated, and the erroneous instruction is reverted from the
pipeline before progressing to the next stage. The pipeline then inserts no-operation instructions until the
error is corrected. This method achieved a performance improvement by excluding the high decoding
latency associated with strong multi-bit ECC from the critical read path. Nonetheless, it comes with the
drawback of high storage overhead due to the use of a strong multi-bit BCH code. Sayed et al. [199] also
demonstrated the use case of systematic unidirectional error-detecting codes, which are suitable for error
detection only and not for error correction. The data can only be recovered in case of a write-through
policy, as a copy of the data exists in the lower-level cache memory. Therefore, unidirectional error
detection alone is insufficient to meet the overall reliability requirements.
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Figure 2.26.: Block diagram of Lazy-ECC (instruction cache) [198]

Bishnoi et al. [200] presented a static and dynamic circuit-level strategy to improve the write performance.
The static method addresses MTJ asymmetry by boosting write current during slow-write operations.
Additionally, a pMOS transistor is introduced in the bit-cell parallel to the nMOS access transistor to avoid
the voltage drop across the access transistor. The dynamic technique mitigates the stochastic switching
behavior by dynamically increasing the write current by activating parallel transistors of the write circuitry
in a step-wise manner to drive more current. The method achieves equal switching latencies for both
transitions, improving performance and reducing energy consumption. However, all these improvements
come at the cost of high area overhead, up to a 20% area overhead for a 512 kB memory.

In [201], a NAND-SPIN-based LLC is proposed to improve write bandwidth, with two write policies:
fixed width invert (FWI) and adaptive buffer entry (ABE). FWI sets all bits to 1 with the spin-orbit-torque
effect, and checks if the O count exceeds half the buffer width, then inverted data bits are written using the
STT effect, resulting in 6.25% memory overhead. The ABE policy checks if a number of Os exceeds 256
in the 512-bit cache line to invert the data bits, and a single flag bit is used to indicate the inverting status.
Further, the ABE policy also tracks Os in each buffer entry to optimize the write process, requiring an
additional overhead of 2.98%. Speculatively, work in [201] might face write reliability issues, showing
a relatively high bit error rate of 14e-3 while writing a few selective cells of a NAND-SPIN group.
Additionally, it involves counting Os at two stages, in addition to the two-step write, which may contribute
to performance overhead.
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The work in [202] introduced ROCKY, a cache replacement policy designed to enhance the reliability
of the STT-MRAM cache. ROCKY takes care of two things: keeping the number of write operations
imposed by the L1 to L2 (hybrid SRAM-STT-MRAM) cache low and reducing the overall hamming
weight ratio of data blocks in the STT-MRAM cache. However, the work requires a modified controller
and a replacement policy algorithm not only for the STT-MRAM cache but also for the other-level cache.
Furthermore, ROCKY employs a hybrid SRAM-STT-MRAM L2 cache, where SRAM stores data blocks
with high Hamming weight, which can possess higher leakage power and reduced non-volatile storage
compared to the L2 cache made up of fully STT-MRAM technology.

2.9.2. Hard error correction (Permanent fault mitigation)

The Redundancy Repair (RR) is the most commonly used technique in nearly all memory systems for
addressing hard faults during post-manufacturing testing, utilizing redundant or spare rows/columns.
The RR approach, however, tends to require excessive redundancy, as it demands an entire row/column
to repair a single fault. This becomes particularly challenging in the case of NVMs when hard faults
are dispersed throughout the array rather than clustered [205]. The primary concern, however, lies
in addressing hard faults that occur when the memory is already in the field, necessitating dedicated
hard error correction logic. The RR approach is very general and similar for all the memory systems.
Therefore, our research primarily focuses on a dedicated, efficient hard error correction strategy tailored
to when the memory is in the field and can handle diverse hard fault scenarios. Conventional ECCs,
designed primarily for soft errors, are also not well suited to combat hard errors. However, integrating
ECC with architectural-level modification, additional hardware logic, or combining ECC with RR and/or
error correction pointers can effectively mitigate both hard and soft errors. Several studies have been
reported that explicitly target hard error correction and hybrid hard and soft error correction in different
NVMs [205]-[210].

Schechter et al. [206] proposed a concept of Error Correction Pointer (ECP) for hard error correction in
resistive memories. ECP works by directly storing the address of memory cells that are found to have
permanently failed during the verification of a memory write. Similar to conventional ECC, ECP also
operates at the word level within each memory block. In the ECP, scheme, t Correction Pointer (CP)
are utilized to indicate the addresses of failed cells. Each pointer is paired with a replacement memory
cell (R), as shown in 2.27(a). When performing a write operation, if the stuck-at value in a memory cell
does not match the value that should be written in that cell, the corresponding replacement bit is set to 1;
otherwise, it is set to 0. The value of the replacement cell is XORed with corrupted data bits to produce
the corrected data value. ECP incurred significant storage and decoding overhead with an increase in
error correction capabilities, as shown in Fig. 2.28 (b).

Swami et al. [207] proposed a Error Correction String (ECS) to efficiently utilize the correction pointers,
which stored the hard error location for each memory word line. In the case of ECS, the offsets
(distances) between successive failed cells are encoded instead of the absolute addresses of the failed
cells. Fig. 2.27(b) demonstrates the simple example of the ECS method for k=128-bits memory block that
adopts the base-offset approach to store the address of faulty cells. Here, the base is the address of the first
faulty cell, and the offsets are the distances between successive failed memory cells. ECS permits each
word line in the memory array to have offsets of different lengths, but all the offsets within a particular
word line are of equal length. ECS uses redundant bits to store the offset value, replacement cell, and
offset identifier bits, all together constituting a total of 66 bits for a 512-bit word line. ECS achieved lower
storage overhead by efficiently utilizing correction pointers compared to ECP, with an increased burden
of decoding the offsets to recover the absolute locations of the failed cells. ECS becomes inefficient when
one of the offset sizes becomes large, which limits the optimal utilization of correction pointers.
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Figure 2.27.: Error Correction Pointer (ECP) and Error Correction String (ECS) for hard error correction

The stuck-at-fault mitigation scheme developed by Seong et al. [208] exploits the fact that a permanently
failed cell can still be readable, allowing for the continued use of those memory cells to store data.
Their method introduced a dynamic data block partitioning technique that guarantees that each partition
contains at most one faulty bit. This characteristic enables the recovery of each partition by utilizing
single-bit error correction techniques such as SEC-DED. After that, data block inversion is used to read
the value from faulty cells in a partitioned group, where data can be stored in an inverted form if a failed
memory cell has a value opposite to the data being written. This method improves lifetime; however, it is
restricted to having only one fault in each group.

Qureshi et al. [211] proposed a method called Pay-As-You-Go (PAYG) for hard error correction in
PCRAM. The key idea is that PAYG splits the correction mechanism into two groups: first, a local
error correction that can correct up to a single error per memory word line, and second, a global error
correction that contains multiple correction pointers to provide strong error correction for the word lines
that have multiple errors that exceed the capability of the local error correction mechanism. The method
requires additional memory access when accessing the correction pointer entries from the global error
correction pool, which may introduce a performance penalty.

Yoon et al. [209] introduced a method called FREE-p (Fine-grained remapping with ECC and Embedded
Pointers) to tolerate both hard and soft errors in resistive NVMs. This approach focuses on identifying
and remapping only the small memory block of a physical page that has wear-out failures, leaving the
rest of the page functional. FREE-p can tolerate up to six errors by employing a 6EC-7ED BCH code,
comprising two soft errors and four wear-out or permanent failures, for a 512-bit word line. In this method,
the responsibility of identifying a remap region for the failed block lies within the scope of the operating
system. The FREE-p technique is capable of addressing both soft and hard errors. However, it comes
with a significant decoding overhead due to its utilization of the 6EC-7ED BCH code. Additionally, the
operating system needs to support the FREE-p scheme to allocate pages for mapping failed blocks and
monitor free space in all allocated pages.
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Kang et al. [205] proposed a synergistic framework, named sECC, that integrates both the ECC and fault
masking to simultaneously address the permanent and transient faults in STT-MRAM. This approach
masks permanent faults using a linear block ECC to mask the stuck-at faults and correct the transient
faults simultaneously with the same codeword. Additionally, they proposed an enhanced integration of
redundancy repair and sSECC (iRRSECC) to optimize system performance. In this, all single isolated
faults are masked, transient faults are corrected using SECC, and other permanent faults are repaired
through redundant rows or columns. The hardware overhead primarily arises from storing the generator
and parity-check matrices, redundant rows/columns, and the ECC codec structure. This method exhibits
lower hardware efficiency compared to conventional redundancy repair techniques when the probability
of permanent fault distribution is small. However, it shows improved performance in cases with a higher
probability of permanent faults.
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Figure 2.28.: Trend of storage overhead for ECP and OLS code. t5: no. of soft error correction, t;: no. of hard error correction

Das et al. [210] introduced a technique for hard and soft error correction in STT-MRAM LLC using a
low decoding complexity OLS code. Unlike traditional OLS codes that only correct soft errors using
majority voter logic, this approach employs a threshold voting scheme that can handle both soft and hard
errors. This method leverages the use of a threshold voting scheme to mask the inputs to the voter that
have hard errors in one or more of their constituent data bits. During the encoding process, it stores
the address of the hard error locations using the write-verify read procedure along with the encoded
codeword for soft error correction. In the decoding process, hard error locations are masked before
being passed to the threshold voting logic, which effectively outvotes both soft and hard errors. The
OLS code employed in this approach requires reduced decoding overhead compared to the multi-bit
BCH code, thanks to its simple, parallel XOR-based hardware implementation. However, the technique
exhibits substantial storage overhead, which escalates considerably even for minor enhancements in error
correction capability, as demonstrated in Fig. 2.28 (b).
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2.9.3. Summary of state-of-the-art fault-tolerant techniques for STT-MRAM

Although existing literature extensively covers soft error mitigation techniques for STT-MRAM, partic-
ularly those related to ECCs, architectural-level design, circuit and device level, and the combination
of ECCs and architectural-level approaches, further improvements are needed, particularly in terms of
decoding overhead, and storage overhead, to make STT-MRAM a viable option for SoC-level memory,
which is also referred to as cache in modern computing systems. Regarding hard error correction
(permanent or stuck-at fault) correction, most existing strategies focus on other NVMs, such as PCRAM,
and have their own limitation as well. While techniques developed for other NVMs may be helpful for
STT-MRAM, hard error correction for STT-MRAM has not been extensively explored, and the techniques
developed for other NVMs may not be tailored to specific fault types in STT-MRAM. The existing hard
error correction strategies, designed explicitly for STT-MRAM, are also expensive in terms of storage
and decoding overhead, indicating a need for further research to improve these aspects and open up an
option for new efficient run-time hard error correction.

2.10. State-of-the-art fault-tolerant techniques for weight memories of NN
computing systems

In conventional memories in general-purpose computing systems, redundancy-based strategies have
been employed to ensure fault-free operation up to a certain fault rate. However, this comes at a
considerable storage overhead. Several works in the literature target fault-tolerant strategies for NNs
deployed over different hardware accelerators [157], [158], [212]-[238]. Many of these strategies utilize
redundancy-based approaches, such as ECCs, ABFT, and a checksum-based strategy as an alternative
solution that guarantees the mitigation of faults by restoring the erroneous weights stored in the memory of
the NN hardware accelerators, thereby enhancing reliability [221]-[238]. We categorize these strategies
into two domains: one for digital MAC-based accelerators, and the other for resistive NVM-based CiM
architecture for NN acceleration.

2.10.1. Digital MAC-based NN accelerators

In the case of digital MAC-based hardware accelerators, memory units are used to store the NN parameters
(weight, bias, etc.), and processing elements carry out MAC operations to achieve the desired MVM
functionality by accessing data from the memory units associated with the NN accelerators. In such a
scenario, the ECC framework might be slightly modified compared to the ECC implementation used in
conventional memory systems. The work in [221], [222] proposed an error detection mechanism based
on even/odd parity. The Least Significant Bit (LSB) of a g-bit quantized weight is used as the parity.
An error is detected when an odd number of bit errors occur for a weight, and this erroneous weight is
replaced with a zero value. The work in [221] uses a 16-bit quantization representation for each weight,
where 15 bits are used to represent the binary expansion of weights, and the LSB bit is used as a parity bit
such that the modulo-2 sum of 16 bits is zero, as shown in Figure 2.29. Similarly, the work in [222] uses
8-bit quantized weights, where parity is applied over the group of 8 or 32 weights. Since these approaches
use weight zeroing once an error is detected, it might be crucial in the case of safety-critical applications,
as this corrective action may result in information loss since the erroneous weights are replaced with
zeros, which may reduce NN performance. These approaches focus only on error detection and lack
explicit error correction.
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Safety is the most critical aspect of an autonomous driving system. Accurate object detection and
classification inference are crucial for accurately mapping the vehicle’s surroundings. The work in [223]
analyzes the vulnerability of NNs to random hardware faults in GPUs, specifically within the context of
autonomous systems where meeting safety requirements of auto safety standards, such as ISO 26262, is
crucial. The study demonstrates vulnerability to random hardware faults, such as silent data corruption
and permanent faults, which can cause functional failures, including poor object detection and degradation
in classification accuracy. The work also evaluates the effectiveness of chip-level safety mechanisms in
GPU architectures, utilizing ECC to detect and correct random hardware faults. The target hardware
platform used in their study is the NVIDIA VOLTA GPU architecture, where SEC-DED safeguards the
HBM?2 memory subsystem. Similarly, various on-chip SRAMs are also protected using SEC-DED.

Undervolting below the nominal voltage is an effective solution for enhancing energy efficiency in FPGAs.
However, reducing the voltage without scaling the frequency can lead to timing-related faults. The work
in [224] experimentally demonstrated that voltage underscaling would lead to an exponential increase
in fault rate for on-chip memories, or block RAMs in FPGA. Consequently, running a FPGA-based
NN accelerator at low voltage can significantly reduce its classification accuracy for a given functional
task. The work demonstrated that ECC can effectively mitigate undervolting faults in NNs deployed over
FPGAs. To achieve power savings for the accelerator without compromising NN accuracy, they leverage
the built-in ECC of FPGA BRAMs. Consequently, the NN classification error rate reduces with the use
of ECC during under-voltage operation. Using built-in ECC offers the advantage of not requiring any
software or hardware modifications. However, this approach needs further evaluation regarding ECC
requirements for more complex NN architectures and larger datasets.

The study in [225] proposed a selective protection scheme that chooses only a subset of weights under
ECC protection to minimize the redundancy overhead associated with ECC parity bits. For instance,
ktotar is the total number of bits used to represent the NN weights, and k,, denotes the number of bits
protected with ECCs. A (n, k) code is used to enable error correction, and then the memory overhead for
ECC redundancy can be given by Equation (2.12). A deep reinforcement learning-based algorithm is
used to identify the critical components that require protection. A trade-off between ECC redundancy and
DNN performance is assessed using ResNet-18 and VGG16 with the CIFAR-10 and MNIST datasets. The
finite-length (n = 8191, k = 6787) BCH code is used for error correction, which is capable of correcting up
to 115 errors. However, using such a robust BCH code for a large word length (k) is not computationally
efficient from a hardware and performance perspective, as it would cause significant decoding area and
latency overhead.

kpro X (n — k)

2.12
ktotal X k ( )

Redudancy =
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The approach in [226] also employs selective protection to reduce the storage overhead associated with
error correction logic. The work utilized explainable Al (XAI) to identify the most critical weights
that require protection to prevent performance loss, and selectively applied TMR to the most sensitive
locations in the feature maps. TMR can correct single bit-flips, assuming no more than one-bit error
occurs during a computation cycle. The method exhibits superior inference accuracy in cases of higher
redundancy. However, it drops when redundancy is reduced. However, applying TMR can be slightly
computationally expensive, though it is applied selectively. For instance, TMR for 10% of values of
feature maps might lead to about 30% computational complexity. Furthermore, they have also tested
the approach with BCH code, similar to the work done in [225]. For the same redundancy case using
the BCH code, the XAl-based protection performs better than the deep reinforcement learning-based
algorithm utilized in [225]. However, using such a robust BCH code for a large word length (k) is not
computationally efficient from a hardware and performance perspective, as it would cause significant
decoding area and latency overhead.

The works in [227], [228] proposed a methodology to achieve zero memory overhead ECC for fault
tolerance in NNs. The method introduced in [227] proposed an in-place zero-space ECC for single
error correction in NN weights. The primary motivation behind their approach is that the weights of
well-trained CNNs are mostly small values. The absolute values of the weights are less than 64 in most
cases, so an adequate number of weight bits would be less than 8, and the remaining bit could be used
for ECC parity storage. They used SEC-DED code with code dimension (n = 64, k = 57), applied over
a group of eight 8-bit weights (64 bits). Out of 64 bits, 57 bits represent the weight value, and 7 bits
store parity bits, as shown in Fig. 2.30. This way, there can not be more than one large weight in every 8
consecutive weights. Also, extra space would be needed to store the location of large weights, as it is
required during the ECC decoding stage to identify the location of ECC parity bits. A modified training
is required to ensure weight distribution in a specific range to eliminate the need to store large weight
locations. This allows a second higher-order bit (bs) of each weight to store the parity bits (p) of the
SEC-DED, as shown in Figure 2.30. The output of the ECC logic is used to recover the original weights,
and for each small weight, the sign bit (S) is just copied to parity bits to get the original weights. However,
this method lacks multi-bit error correction capability, as it cannot store extra parity bits. Additionally, the
approach requires a large number of modified training iterations to achieve the desired weight distribution,
resulting in significant computational overhead.

The value-aware parity insertion ECC for fault-tolerant NN is proposed by [228], with reduced parity
storage overhead compared to the conventional ECC approach. The method leverages the fact that most
weights fall within a specific range, making it feasible to use a few weight bits for parity. Specifically,
in the case of 8-bit sign-magnitude representation, when the absolute value of the weight is less than
0.5, then the bgbs is always guaranteed to be O, as shown in Table 2.3. This creates an opportunity to
use weights with absolute values less than 0.5 to store the parity bits in place of bs and bs. The original
weight value can be recovered by zeroing the parity bits at bgbs. In contrast, for weights larger than or
equal to 0.5, the by b, is used to store the parity. However, the original weight value may not be recovered
fully, as lower-order bits are not always 0. The method uses a Double Error Correction (DEC) code for
64-bit data. During the encoding process, 14-bit parity is generated using (n=64, k=50) code and stored
in the two free bits of each of the seven weights among the eight weights, as shown in Figure 2.31. The
decoding process is conducted before the start of inference to perform error correction. Once the error
correction is performed, the parity bits within the weights are no longer utilized, and the original weights
are restored by masking the parity bits with Os. The method necessitates additional storage (0.1%) for
identifying the location of parity bits during the decoding process. Additionally, the encoding method
slightly impacts the baseline accuracy, as the technique sacrifices a few weight bits to store the ECC
parity bits, resulting in an accuracy loss of up to 4%. This limitation may further constrain their approach
from achieving zero memory overhead for ECCs requiring more parity bits.
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Figure 2.30.: Hardware logic for in-place zero-space ECC protection [227]

Table 2.3.: Sign-magnitude binary representation of 8-bit weight value.

Weight Value Sign-magnitude representation
0.0625 (-0.0625) | 00000100 (10000100)
0.125 (-0.125) 00001000 (10001000)
0.25 (-0.25) 00010000 (10010000)
0.5 (-0.5) 00100000 (10100000)
0.5625 (-0.5625) | 00100100 (10100100)

Few studies have focused on using ABFT, which are used to enable reliable matrix operation in NN
computation [229]-[231]. A sanity checksum mechanism is proposed in [229] to safeguard both fully
connected and convolutional layers in DNNs. Spatial checksums are implemented using an additional
neuron, while a temporal checksum is facilitated through an additional input. In [230], the authors
proposed ABFT-based checksum techniques aimed at improving the reliability of CNN computations.
The work has designed different ABFT schemes for CNN implementation to detect and correct errors at
runtime. The first approach implements a full checksum, deriving checksums from both input and weight
data. The second is related to the row checksum of the output. The third scheme is related to the column
checksum of the output. The last scheme is related to checksum-of-checksum, which consists of neither
input nor weight but only their checksum. ABFT-based checksum is also used in [231] to improve the
reliability of matrix multiplication kernels for neural networks on GPUs. The strategy enhances traditional
ABFT approaches by optimizing the use of additional rows and/or columns. Specifically, it reduces the
number of matrix rows and columns required for multiplication, replacing them with checksum rows and
columns. The checksums based on ABFT are widely used in matrix operations; however, decoding them
can be slightly more complex than the conventional ECC operation, as it involves division, along with
addition and multiplication.
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Figure 2.31.: Encoding logic for parity-aware insertion ECC [228].
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2.10.2. Resistive NVM-based CiM architecture (memristive crossbhar) for NN acceleration

Applying ECC for CiM-based accelerators slightly differs from traditional memory or digital accelerators,
where data decoding is typically performed on each memory word line. In CiM architecture, however,
multiple word lines within the crossbar are activated simultaneously to perform MAC operations in order
to enable parallel MVM operations. This parallelism necessitates a ECC approach that accommodates the
arithmetic nature of CiM operations, making arithmetic decoding essential for accurate error correction.
As illustrated in Fig. 2.32, unencoded operands are added, and the result is encoded using the SEC (7,4)
Hamming code (f(x + y)). On the right-hand side, however, the encoded operands are added (f(x) + f(y)),
yielding a result that does not match the left-hand side because Hamming distance is not equal to zero
(i.e., f(x +y)!' = f(x) + f(y)). This underscores the need for arithmetic distance-based decoding logic,
which can conserve the additive property essential for CiM architectures. Figure 2.33 illustrates the
basic structure of a binary ECC scheme for a CiM macro. Like conventional ECC methods, encoding is
applied in a similar manner, especially when bit-cells store binary values. However, the decoding process
deviates from traditional ECC; instead of conventional decoding, it requires arithmetic, i.e., algebraic
decoding logic, as the output represents the cumulative result of the MAC operation. Moreover, when
utilizing multi-bit memristive cells for weight storage, the binary ECC encoding logic often transitions to
an algebraic checksum operation rather than a simple XOR function

Data Parity
Input Array Array
Vector < > € >
Data (7,4) Hamming > 0 1 1 0 0 1 1
code > 1 1 1 1 1 1 1
7 0111 0111000 0111000
+ + > 0 1 1 1 0 0 0
1 0001 0001011 0001011 —> 0 0 1 0 1 0 1
: : wal Lo
8 1000 1000111 XOR 1000011 Result
Mux and ADC
| @ | lMA.C-
Hamming distance!=0, i.e. ECC MAC- Parity

Dat:
does not conserve additon 0000100 aa ECC Decoder

(Arithmetic/Algebric decoding)

Figure 2.32.: Example demonstrating the SEC Hamming Corrected MAC
code does not conserve the additive property output

Figure 2.33.: Demonstration of CiM macro with ECC

The work in [232] utilized LDPC code to correct non-ideality-induced errors during MVM operation in
a memristive crossbar. Fig. 2.34 shows the overview of the error correction logic based on the LDPC
coding. The pre-trained, quantized NN weights are encoded through the generator matrix (G), and these
encoded weights are mapped to the memristive crossbar. During the inference stage, the binary input is
applied to the crossbar, and the resultant current is converted to voltage and applied as an input to the
ADC to give a digital output. The binary output is then decoded through the parity check matrix (H). The
result along each column of the crossbar is a multi-level value, so the multi-level decoding through belief
propagation [239] over a finite field GF(q) with ¢ > 2 can be performed to give the correct results. The
generator matrix with g = 2, where b is the number of bits per memristive cell, is used for the encoding.
The work also tried to encode only a few MSB bits of weight to reduce the storage overhead. This
encoding method works well when there is low variation in the read current of the crossbar and when the
device has low precision, such as b = 1 or 2 bits. However, when variation is significant, accuracy drops
significantly, especially for 2-bit and 3-bit memristive devices. Also, the complexity of LDPC decoding
is nearly proportional to the g%, so a higher b value would impose significant computational overhead.
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Figure 2.34.: Fault-tolerant CiM architecture with LDPC ECC [232]

MAC-ECC, proposed in [233], leverages ECC techniques from [240] to perform error correction in CiM
architectures based on binary RRAM cells. The MAC-ECC corrects errors based on arithmetic distance
rather than Hamming distance. MAC-ECC is denoted as (n, k, r), where n is the codeword length, k is
the length of data bits (or columns), and r denotes the presence or absence of the check bit column. The
parity length can be calculated as p = n — k. The MAC-ECC encoding and decoding process is illustrated
in Figure 2.35. In step 1, encoding is performed similarly to conventional ECC encoding. In step 2, the
MAC operation is carried out. In step 3, the error locator and output vector are used to compute the
syndrome (S) vector. In step 4, the syndrome and its complement are utilized for error correction. A p
value of 0 indicates no errors or an even number of errors, while a p value of 1 indicates an odd number
of errors. Different approaches are used for designing a suitable MAC-ECC scheme tailored to a specific
DNN workload, target accuracy, and required error rate.

Similarly, the work in [234] also proposed SEC-DED ECC-based logic for binary RRAM-based CiM
architecture targeting NN acceleration. The basic idea of the encoding and decoding logic is shown in
Figure 2.36. Since it involves binary RRAM cells, the encoding process resembles that of a conventional
linear binary block code, where the XOR operation is applied among the data bits to generate the parity
bits. However, to enable double error detection, the method requires two additional bits: one for error
detection (Sy) and the other for sign detection (S;). The sign computation is obtained using a LUT, which
stores entries for different possible combinations of data output and parity output during MVM operation.
The method employs (n = 39 + 1, k = 32) SEC-DED ECC. From a hardware point of view, the (n=39+1,
k=32) ECC hardware logic accounts for 3.5% of total area, and ECC parity bits (including associated
read circuits) account for 13.3% of total area, respectively.
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Figure 2.35.: [llustration of MAC-ECC encoding and decoding logic [233]
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Figure 2.36.: [llustration of MAC-ECC encoding and decoding logic [234]

The work in [235] proposed an arithmetic code-based error correction scheme for analog memristive
crossbar-based NN accelerators. During encoding, the weight matrix is multiplied by A before being
mapped to the crossbar. The detection and correction capability of AN code highly depends on the
value of A; the larger the A, the higher the correction capability will be, but at the same time, the code
complexity will also increase. The work also extended the concept of AN code to data-aware ABN code,
where B is a small prime number multiplied by a factor A. During decoding, errors are corrected using A,
followed by error detection on the corrected result using the B value. The error correction mechanism
consists of three elements: two units for computing the residuals of A and B, and a correction table used
to map each residual to a syndrome, as shown in Figure 2.37. The memristive devices considered in their
work have a multi-bit (2 bits per cell) storage capability. The area overhead incurred by error correction
logic is about 3.4%, and the overhead incurred by the additional parity bit is around 7%. The work
in [241] also proposed AN-based error correction coding for RRAM-based CiM architecture.

MAC /T Decoded
Sum / > output
A % 0 5 Valid?
1
-16

Correction table

Figure 2.37.: CiM with AN code [235]

In [236], analog error-correcting codes are introduced to enable fault-tolerant MVM in memristive
crossbars for NN applications. The analog ECC is implemented by expanding the CiM area with an
additional encoder matrix, which generates the parity output simultaneously with the actual data output.
The decoder matrix is used to check for the presence of errors. If all inaccuracies are within a defined
tolerance (8 = 0.5), then the decoder output will be close to zero, indicating an error-free output. The
design of the decoder matrix guarantees that the pattern for any substantial deviation is unique, so that the
location of the error can be determined by looking up this unique pattern. The error can be corrected
accordingly based on the output magnitude that exceeds the threshold, as specified in the work [240],
which demonstrates the information theory behind the analog error-correcting codes. The effectiveness
of the analog ECC is validated by deviating the device conductance from its target value, programming it
to a very high conductance state, and then analyzing the accuracy before and after applying analog ECC.
However, the work does not include an evaluation of CNN. Also, the evaluation of the hardware overhead
associated with the encoder and decoder matrix is not specified.
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2.10. State-of-the-art fault-tolerant techniques for weight memories of NN computing systems

The work in [237] proposed extended-ABFT (X-ABFT) inspired by ABFT-based checksum logic to
improve the reliability of RRAM-based crossbar for NN acceleration. The method extends the classical
ABFT along the time dimension by sampling the outputs from multiple clock cycles. Similar to ABFT,
the encoding is done by using extra checksum columns to store the non-weighted and weighted checksums,
respectively, as shown in Equation 2.13. The non-weighted (Gc,,) and weighted (Gc,,) checksum for
the i (i = 1,2...M) row can be expressed by Equation 2.13. Where Wy, represents the weight factor,
and G;; is the quantized conductance value (quantized weight value of the given weight matrix). The
location of the faulty column can be identified by extra checksum columns used in the crossbar. To enable
the purpose of extra checksum rows, the method uses extra input voltages in an additional test cycle,
as shown in Figure 2.38, which is used to identify the address of a faulty row. The X-ABFT has two
kinds of overhead, one related to test time, and the other is hardware overhead for redundant checksum
columns. The time overhead is a function of the number of computation cycles between two test rounds
and the number of test inputs (or test block size). The hardware redundancy is associated with checksum
columns, as RRAM cells have limited states, so storing checksums involves a few additional columns
per crossbar. For example, 1% faults while considering a 4x16 sub-array under test, the method can
cover 81% of faults; however, it incurs 5% of time overhead and 33% hardware redundancy. Furthermore,
the ABFT error detection and correction logic will also incur additional area overhead and decoding
overhead to extract the signature for error detection and correction.
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2. Background

The work in [238] proposed a Hamming code-based checksum and majority voting-based checksum for
error correction in the RRAM-based memristive crossbar. The method encodes the weight matrix using a
binary parity check matrix, similar to conventional linear block codes, but computes the checksum by
adding data instead of XOR operations, as shown in Figure 2.39(b). The number of parity checksum
computations needed for k data symbols and p parity checksums is given by k + p < 2P — 1. The decoding
is performed on the final MVM output. The method can correct any number of errors in a single column
at a time, also referred to as the t-column error correction strategy. The decoding can also be done
algebraically instead of an XOR operation, where the magnitude of error can be added/subtracted to
the received data symbol, as shown in Figure 2.39(c). The method also used a majority voting-based
checksum strategy, where decoding is based on majority voting. The encoding and decoding logic would
be slightly different, as the parity check matrix differs from that of the Hamming code. Also, the decoding
is based on a majority voting scheme. In the case of a majority voting scheme, the number of parit
checksum computations needed for the k data symbol and p parity checksum is given by k < P(pT_l.
In the case of a checksum-based strategy, due to the limited number of stable states in memristive
devices, checksum-based techniques require more than one memristive cell to store such a large checksum
value, resulting in the need for several checksum columns in a memristive crossbar array, which leads to
significant memory overhead.

2.10.3. Summary of state-of-the-art fault-tolerant techniques for weight memories of NN
computing systems

The existing works cover various redundancy-based fault mitigation techniques designed to enhance
the reliability of weight memories in NN computing systems. While existing literature covers a wide
range of strategies, further improvements are necessary, particularly in terms of storage overhead. NN
contains millions of parameters, which can result in significant redundancy for error correction strategies.
Additionally, there is a lack of low-overhead multi-bit error correction methods, resulting in considerable
storage overhead due to the use of parity bits. Moreover, in the case of multi-bit resistive NVM-based
CiM architecture, checksum-based techniques also introduce significant memory overhead for storing the
checksum values. This aspect requires further enhancement to enable a more efficient approach.

2.11. Summary

This chapter provides an overview of STT-MRAM and other emerging resistive NVM technologies,
highlighting their associated reliability challenges. It then introduces foundational concepts in NN
computation and explores various hardware accelerators, also highlighting the impact of memory faults
on NN performance. Further, the chapter examines different levels of fault tolerance abstraction, with
a focus on redundancy-based strategies such as ECCs. Finally, the chapter presents a comprehensive
analysis of state-of-the-art fault-tolerant techniques in the context of this thesis, which covers fault-tolerant
techniques for STT-MRAM and weight memories in NN computing systems.

44



3. Hard Error Correction Strategy in STT-MRAM:
Enhancing Stuck-at-Fault Tolerance

Hard errors in STT-MRAM are primarily caused by oxide barrier breakdown, which can lead to cells
being in a stuck-at state. This can severely impair the manufacturing yield and its large-scale industrial
adoption. This chapter introduces an efficient hard error correction strategy for STT-MRAM to enhance
the stuck-at-fault tolerance. In this chapter, we develop a block-based correction-pointer scheme that
employs block-wise base-offset address encoding to effectively repair hard faults, supported by hard fault
distribution data obtained from chip measurements. This design focuses on minimizing storage costs and
ensuring simple decoding logic. The proposed strategy is designed for STT-MRAM, but this approach
can also be adapted for other types of NVMs.

3.1. Introduction

Although STT-MRAM has many promising features, it has some reliability issues, including soft and
hard errors. Hard errors (permanent faults: stuck-at-1 or stuck-at-0) in STT-MRAM are primarily caused
by oxide barrier breakdown and variations in oxide layer thickness [29], [40], [48]-[52]. STT-MRAM
achieves high switching speeds through a high current density. However, this demands thinning of
the oxide barrier sandwich between two ferromagnetic layers, which can indeed lead to oxide barrier
breakdown. Furthermore, the variability of oxide barriers can create resistance fluctuations that result in
hard errors. Extreme process variations during manufacturing can also contribute to these hard faults.
Furthermore, rough oxide barriers can result in pinhole defects, which may further grow over time,
causing the memory cell to become stuck in LRS. A detailed discussion of the various sources of hard
errors in STT-MRAM is discussed in Section 2.2.3. While some of these faults can be repaired using spare
bits during post-manufacturing testing, there are limitations. If the faulty bits are dispersed randomly
across the array, there may not be enough redundant rows and columns available to repair these faults.
Furthermore, these errors can arise during memory operation. It is crucial to address hard errors during
runtime to ensure reliable operation.

Several studies on hard errors, specifically in PCMs, have been reported in the literature, as discussed
in Chapter 2. Despite the progress made by state-of-the-art approaches in mitigating hard errors in
resistive NVMs, the challenges related to the underutilization of error-correcting resources and decoding
overhead remain active areas of research. Although the techniques developed for PCMs may be applicable
to STT-MRAM, the hard-error correction for STT-MRAM has not been extensively explored, and the
techniques developed for other NVMs may not be tailored to the specific fault types in STT-MRAM. In
this chapter, we developed an efficient block error correction pointer-based strategy to store the hard
fault location and correct them during the run-time decoding process. We discuss various variants of
the proposed strategy, outlining their encoding and decoding logic. Additionally, we use experimental
measurement data obtained from a manufactured STT-MRAM chip to support our design strategy.
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3. Hard Error Correction Strategy in STT-MRAM: Enhancing Stuck-at-Fault Tolerance

The hard fault distribution obtained from our experimental measurement data demonstrates that the
faults are scattered throughout the large memory word line, with no specific sub-block having clustered
faults. This demonstrates that using spare/redundant rows or columns is not efficient to replace faulty
bits. This finding motivates us to propose a sub-block-specific technique to address hard errors, which
is simple yet highly effective. In this paper, we propose a storage-efficient and low-decoding-overhead
Block Error Correction Pointer (BECP) to correct hard failures in STT-MRAM. It adopts a block-wise
base-offset approach, in which a large word is divided into smaller sub-blocks. Each sub-block has its
dedicated base value and correction pointer to store the offset address of the hard error. The offset for
each sub-block is determined by subtracting the hard error location from the base value. Therefore,
we only need to store an offset instead of the actual address of the hard error. This enables efficient
utilization of correction pointers, resulting in a reduction of memory overhead and decoding overhead
while providing a high number of error correction capabilities. We utilize experimental measurement
data obtained from manufactured STT-MRAM arrays at various die locations to get the fault distribution,
enabling the efficient design of the proposed approach. Such experimental validations are not considered
in the related work.

3.2. STT-MRAM array and analysis of measurement data

3.2.1. STT-MRAM array description

An experimental approach is adopted to analyze the hard fault behavior and distribution of fabricated
STT-MRAM chips and develop a practical and technology-relevant correction scheme. The measurement
involves a considerable number of memory elements, exceeding one million, which is statistically suitable
to provide a solid practical perspective for the fault behavior. We describe the details of the 1Mbits
STT-MRAM memory array, which is used as our experimental vehicle. Fig. 3.1 shows the block diagram
of the 1Mbit (1024 X 1024) macro, which consists of sixteen blocks in columns (A-P) and eight blocks in
rows (0-8). The (0, 0) cell is physically located at the bottom right, and the (1023, 1023) cell is at the top
left of the array structure. Fig. 3.2 shows the general structure with the array dimension. The sixteen
blocks along the column constitute the 1024 cells, each block having a size of 64 bits. The eight blocks
in a row constitute 1024 cells, with each block having a size of 128 bits. Overall, this array consists
of sixteen major block columns (MBC), each having size equal to 1024 X 64. The block in blue color
indicates the local word line (LWL) driver and global word line (GWL) repeater. The block in red color
indicates the local bit line (LBL) periphery. The GWL is divided into four segments (four repeaters).
Transmission gates connect one LBL to the proper GBL and supply voltages depending on the read and
write operations.

Fig. 3.3 shows the physical dimensions of the 1Mb memory array. A 60nm device is designed in a 200nm
pitch and measuring devices in every 4um (i.e., in every 20 devices). The structure consists of three parts:
memory elements, measuring devices, and bottom electrodes. The size of memory elements and the
bottom electrode is the same for all sixteen major block columns (MBCs). In this study, we utilize several
datasets of the fabricated memory array obtained from various wafers and distinct die positions. Fig. 3.4
illustrates the distribution of resistance in the parallel state (Rp) and anti-parallel state (R4p) of measured
data from one of the wafers.
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3.2. STT-MRAM array and analysis of measurement data
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Figure 3.1.: Physical structure of 1 Mbit array macro

LWL Driver and GWL
Repeater

LBL Periphery

AR

16*64=1024 cells

Figure 3.2.: Array Dimension of 1 Mbit array macro

47



3. Hard Error Correction Strategy in STT-MRAM: Enhancing Stuck-at-Fault Tolerance
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Figure 3.3.: Physical dimension of 1Mbit array macro
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Figure 3.4.: Resistance distribution of parallel (Rp) and anti-parallel state (R4p). The values of parallel and anti-parallel state
resistance are determined through chip measurements.

48



3.2. STT-MRAM array and analysis of measurement data

3.2.2. Analysis of fault distribution with measured chips

To design an efficient hard error correction strategy that minimizes both memory usage and decoding
overhead, we analyze the fabricated STT-MRAM arrays to examine the fault distribution. This analysis
serves as the basis for our proposal of an efficient hard error correction method for the STT-MRAM array.
The details of this analysis are discussed below.

3.2.2.1. Case 1: Number of faults per sub-block

In this analysis, we analyze the fault distribution across different-sized blocks, referred to as sub-blocks.
Figure 3.5 presents the analysis of hard fault distribution for various sub-block sizes, using data collected
from two separate wafers at three different die locations. The hard fault information is obtained through
the "write-verify read" procedure (write verification) [206], [209], [210]. When analyzing larger sub-block
sizes, such as 256 bits, we observe many instances where more than one fault occurs within the sub-blocks,
as illustrated in Figure 3.5. Even with a sub-block size of 128 bits, up to three faults are found in some
sub-blocks, although cases with four faults are infrequent, occurring in only up to 0.048% of the instances.
Reducing the sub-block size to 64 bits reveals that only a few blocks exhibit more than one fault, as
depicted in Fig. 3.5. The percentage of sub-blocks with two faults is up to 0.701%, significantly lower
than that of 256 and 128-bit sub-block sizes. The occurrence of three faults in a sub-block is almost
negligible (up to 0.043%). By considering even smaller sub-block sizes, such as 32 bits, the percentage of
sub-blocks with more than one fault becomes even smaller compared to sub-block size =64 bits. i.e., up
to 0.2% for two fault cases, and nearly zero for three fault cases, i.e., up to 0.009% only.
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Figure 3.5.: Fault distribution with different sub-block sizes

3.2.2.2. Case 2: Multiple sub-blocks having more than one fault in a word line

We have also examined the scenario in which multiple blocks within a word line contain more than one
fault. Consider a 512-bit word (two sub-arrays of size 1024 x 512 per 1Mbits) and a maximum sub-block
of 64 bits. In wafer 1, the percentage of word lines in which two sub-blocks have more than one fault
(up to 2 faults only) is up to 0.048%, i.e., one word line only among both sub-arrays. In the wafer 2 (0,2)
dataset, it is up to 0.097%, i.e., one-word line only per sub-arrays, and it is zero in the wafer 2 (0,-2). This
case was not observed for a sub-block size of 32 bits. While these occurrences are negligible, we still
consider further enhancing the error correction capability.
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3. Hard Error Correction Strategy in STT-MRAM: Enhancing Stuck-at-Fault Tolerance

3.2.2.3. Analysis of choosing a sub-block size

Based on the analysis above, using a sub-block size of 64 bits or smaller decreases the likelihood of
encountering multiple faults. A 512-bit block can be divided into either eight sub-blocks for a 64-bit size
or sixteen sub-blocks for a 32-bit size. The number of CPs equals the number of sub-blocks correcting
a single hard error per sub-block. Therefore, choosing a smaller sub-block size (such as 32 bits) will
increase the error correction but will also lead to high storage overhead. However, Choosing a smaller
sub-block size may provide storage efficiency for word lengths less than 512 bits. A sub-block size of at
least 64 bits is recommended to strike a sensible balance for a 512-bit memory block.

3.3. BECP: Block Error Correction Pointer

The above analysis serves as a basis for introducing the proposed BECP scheme, which involves breaking
down large word lengths into smaller sub-blocks and applying block-wise base-offset encoding of the
absolute address of the hard faults. Each sub-block is assigned a dedicated base value and a correction
pointer to encode the absolute address of failed memory cells in terms of their offset value. By encoding
the faulty cell location in terms of offset for each sub-block, the BECP scheme not only decreases
memory overhead but also significantly reduces decoding complexity. In situations where sub-blocks have
multiple faults or when there are multiple sub-blocks with more than one fault in a memory word, a single
correction pointer per sub-block is not sufficient to correct the faults. We also propose a modification
to BECP, called Multi-Block Error Correction Pointer (MBECP), to address these practical scenarios
presented in Section 3.2.2.

3.3.1. Block-wise base-offset encoding of the hard faults

Block-wise base-offset encoding is significantly different from the encoding used in ECS, where the
address of the first fault within a word is treated as the base, and the offsets are the distances between
successive failed memory cells [207]. However, in the block-wise base-offset approach, a fixed base value
is assigned per sub-block and is not dependent on the address of the first faulty cell in a word. Figure 3.6
illustrates the block-wise base-offset encoding of the absolute address of a failed cell. In this method,
a large k-bit word is divided into multiple sub-blocks, each with a size of kg,;-bits. The number of
sub-blocks (Ng,p) is determined by the ratio of the original word length (k) to the size of each sub-block
(ksup). Each sub-block has a specific base value, and to find the offset of the faulty cell, the absolute
address of the faulty cell is subtracted from this base value. The maximum address of each sub-block
serves as the base value to determine the offset location of hard faults.

Consider a 16-bit data block divided into four blocks, as shown in Fig. 3.6 (b). To store the absolute
address of the faulty cell, we need a 4-bit (log,(16)) Correction Pointer (CP) for each failed cell, but with
block-wise offset, we need only a 2-bit CP for each failed cell. Here, the important assumption is that
there is one fault per sub-block, as we are using one CP for each sub-block. The BECP scheme requires
Ngup» CPs to store the offset of faulty locations and Ny,,;, replacement bits to replace the faulty bits, which
are adequate to correct N, hard faults. The number of bits needed to store each correction pointer is
given by (log, ks,p = log, k —log, Ng,p), where k is the word size, and kg, = L is the sub-block size.
Therefore, the fractional-storage overhead (Sggcp) required by BECP for a k b1t word is given by the
following equation:
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3.3. BECP: Block Error Correction Pointer
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Figure 3.6.: Block-wise base-Offset encoding of BECP

3.3.2. Decoding hardware implementation for BECP

Fig. 3.7 shows the decoding logic of the proposed BECP. Each sub-block implements decoding logic
separately by replicating the decoding structure of ECP; [206], but with the use of a much smaller decoder
(6 to 64-way) instead of a large decoder (9 to 512-way). A replacement bit (R) is used to invert the cell
stuck at the wrong value. If the cell is stuck at the wrong value, the replacement bit (R) is programmed to
logic high; otherwise, logic zero. Depending on the value of the correction pointer, one of the output
lines of the row decoder would be logic high, and the replacement cell performs an error correction by
inverting the faulty cell value. The interesting point in this logic is that it does not require any additional
combinational logic to restore the absolute address of the faulty cell, unlike the ECS method [207], which
results in a further reduction in decoding hardware and latency. The offset bits themselves are sufficient
to indicate the actual address of the failed memory cell by reversing the connection of decoder lines.
Thanks to the assumption of a single error per sub-block, which can reduce both storage and hardware
complexity overheads.
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Figure 3.7.: Decoding logic for BECP (k = 512, and kg, = 64-bits)

3.3.3. Multi Block Error Correction Pointer 1: MBECP;

Based on the fault distribution analysis, it has also been observed that a few sub-blocks potentially
experience up to two faults. To address this, we propose MBECP; as a modification to BECP, as shown in
Fig. 3.8(a). It includes one CP per sub-block to correct the single fault, and an additional CP (CPx) is
used per word line for the second fault. A selection bit (Sel = log,Ny,p) is used to indicate the specific
sub-block in which the double fault occurred. A DEC decoding strategy is developed for each sub-block,
and a 3-to-8-way decoder is required to activate the DEC strategy for any sub-block. If a double fault
occurs in any of the sub-blocks, the output of the decoder and replacement cell (Rx) corresponding to CPx
can be passed to the right by enabling the AND gate of the corresponding sub-block. Expression (3.2)
defines the fractional-storage overhead (Sypgcp,) for a word line containing k-bit data.

1+ logsk + Ngyp + Neyp(logak — logo N,
SvisECh, = +L0gaK + bt kb( 092 092 Nsup) 3.2)

3.3.4. Multi Block Error Correction Pointer 2: MBECP,

According to the fault distribution analysis discussed in Section 3.2, we have also observed that the
occurrence of more than two faults in a sub-block or multiple sub-blocks with the multi-fault (up to
two faults) scenario in a word line is extremely rare. However, we propose a further modified design,
MBECP,, illustrated in Figure 3.8(b), to enhance the fault correction ability in cases where measurements
are available on STT-MRAM subarrays, which would require even more than two errors per sub-block.
This design utilizes two additional CPs and applies the three error correction decoding logic to each
sub-block. Similar to the previously modified approach, 3 to 8-way decoders are used to generate a
control signal that depends on the select signal corresponding to each additional CP (Sel; and Sel,). The
control signals trigger the precedence logic, which is responsible for detecting the activation of a higher
correction entry. Control signals trigger precedence logic, activating the higher correction entry. If
such an entry is activated, the replacement cell of the corresponding CP can be passed to the right. The
fractional storage overhead (Sygecp,) for k-bit word is given by Expression (3.3). For a specific scenario
where k = 512 and the block size is 64, the number of sub-blocks (Nj,;) is equal to 8, and the number of
select bits required for each select signal to address these sub-blocks is three (Sel = log;Ngyp).
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2(1 + logzk) + Ngyup(1 + (logzk — loga Nyp))
k

SmBECP, = (3.3)

3.3.5. Handling errors in Correction Pointers metadata

The likelihood of errors in CP metadata is lower than that of data bits because metadata receives minimal
write traffic compared to memory data bits, as they are updated only during the write-verify read process
to get the hard fault location. Despite the negligible possibility of failure in CPs, our proposed modified
approach can also handle failures in CPs. We utilize additional CP for each row to cover multi-fault
situations, enabling the replacement of a faulty CP in any sub-block. The additional CP (CPx) can be used
to replace the faulty CP of any sub-block. In cases where two CPs point to the same cell, the correction
entry with a higher index takes precedence over the one with a lower index. Furthermore, our experimental
analysis depicts that the faults are scattered rather than clustered, suggesting that traditional redundancy
repair using spare rows/columns [242] will not be efficient [243]. In practical scenarios, the occurrence of
a large number of faults in any word would be rare, and such chips with high defectivity rates are usually
discarded. This means our method can effectively replace the costly redundant rows/columns scheme.

3.4. Results and discussions

3.4.1. Simulation setup

This section discusses the simulation setup and evaluation of the proposed methodology. Based on
the fault distribution analysis using our experimental measurement datasets, we consider the maximum
sub-block size to be 64 bits. Additionally, we use a memory word of k = 512 bits, which is consistent
with the typical memory block size. To provide insight into even smaller word lengths, we also analyze
such scenarios by considering word length k=256 bits. The error correction schemes are implemented
using Verilog HDL and synthesized using Synopsys Design Compiler with the GF 22nm technology.
The proposed method is also evaluated against the existing state-of-the-art methods using the same
technology node. However, it is essential to note that the proposed methodology can be extended to other
word lengths and is not restricted to this specific length. The comparison is based on storage overhead,
the number of tolerable error capabilities, and decoding overhead, such as area and latency. We have
evaluated three configurations of the proposed strategy, including the BECP, MBECP,, and MBECP;.

3.4.2. Performance evaluation against ECP and ECS (k=512)

The comparison of the proposed technique with correction pointer-based methods (ECP and ECS )is
presented in TABLE 3.1. This comparison assesses storage overhead for correction pointers, the number
of correctable errors, and decoding overhead, encompassing both area overhead and decoding latency.
Various error correction capabilities (ECP,) have been considered for the ECP method. The ECP; scheme
can correct up to ¢t errors, and as the value of t increases, the storage overhead also increases drastically
compared to the proposed approach. For instance, the storage overhead of ECPs is greater than that of the
proposed modified MBECP methods, MBECP; and MBECP;, by 22.72% and 16.57%, respectively. The
storage overhead for ECP increases substantially with an increase in the error correction capabilities, as
shown in Fig. 3.9.
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To perform conditional error correction up to nine errors for a 512-bit word, the ECS requires an additional
66 bits, resulting in a storage overhead of 12.89%. However, the MBECP; requires the same storage as
ECS for the same number of correction capabilities. The MBECP, shows better correction capability
than ECS but with slightly higher storage overhead, as shown in the TABLE. 3.1. In ECS, all the offsets
within a specific word have the same length. A lower offset value increases the likelihood of effective
error correction in ECS. However, if one of the offsets in a word line becomes large, the error correction
capability can decrease. ECS permits each word line in the memory array to have offsets of different
lengths, but all the offsets within a specific word line have the same length, limiting the efficient utilization
of correction pointers. Practically, having a lower offset may not always be possible, which limits the
correction capability.

Table 3.1.: Comparison of proposed method with correction-pointer schemes ECP and ECS (k = 512, kqyp, = 64)

Performance metric ECP [206] ECS [207] Proposed
ECPs | ECP; | ECPs | ECPy | ECPyg BECP MBECP, MBECP,
Number of tolerable errors 6 7 8 9 10 9 8 9 10
Storage overhead (%) 1191 | 13.88 | 15.82 | 17.77 19.73 12.89 10.93 12.89 14.84

Decoding area (um?) 4197 | 5246 | 5834 | 6883 7472 7376 712 | 1781 | 1839 | 2450
Decoding latency (ps) |912.71]958.55|958.55|1004.39|1004.39| 1234.25 |134.26|326.49|286.48 | 305.40

Table 3.2.: Comparison of proposed method with ECP (k = 256, kg, = 64)

. ECP [206] Proposed
Performance metric
ECP; | ECP, | ECPs | ECPs | BECP MBECP, MBECP,
Number of tolerable errors 3 4 5 6 4 5 6
Storage overhead (%) 1093 | 1445 | 17.96 | 21.48 | 10.93 14.45 17.96
Decoding area (um?) 1002 | 1302 | 1831 | 2131 356 889 916 1218
Decoding latency (ps) |481.79(503.48|521.17|521.17 | 134.26 {297.04|237.91| 275.95

Table 3.3.: Comparison of proposed method with ECP (k = 256, kgp = 32)

. ECP [206] Proposed
Performance metric
ECPs | ECP; | ECPy | ECPy | ECPyy | BECP MBECP; MBECP,
Number of tolerable errors 6 7 8 9 10 8 9 10
Storage overhead (%) 21.48 | 25.00 | 28.51 | 32.03 | 35.54 | 18.75 22.26 25.78

Decoding area (um?) 2131 | 2660 | 2961 | 3491 | 3790 | 362 | 921 993 1261
Decoding latency (ps) |521.17|563.78 |563.78 | 606.40 | 606.40 | 86.64 | 218.87|177.40| 214.45

The proposed method achieves significantly lower decoding overhead compared to existing correction
pointer-based techniques, as demonstrated in Table 3.1. This is due to the fact that the proposed method
requires a simpler decoder (i.e., 6 to 64-way for sub-block size = 64) to decode the offset location of
the faulty cell. In contrast, existing schemes require a 9-to-512-way decoder per correction pointer
entry. Additionally, the proposed methodology utilizes a reduced number of chains of OR gates and Mux
logics, which further decreases the decoding overhead. For instance, even ECPg exhibits approximately
2.4x and 1.7x higher decoding area overhead compared to proposed MBECP, and MBECP, techniques,
respectively. The decoding latency is also much lower in the case of the proposed strategy.
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Figure 3.9.: Trend of storage-overhead for ECP [206]

In contrast, the ECP has a higher decoding latency, as shown in TABLE. 3.1. In general, it follows the
order of O(logd) + O(logn) + O(1). The factor O(logd) corresponds to d-way decoder latency, O(logt) is
attributed to the chain of OR logic and Mux logic, and O(1) is for the final AND and XOR gate to invert
the faulty bit. In ECP, there are certain scenarios where the increase in latency is negligible. This is
attributed to the optimization carried out during the mapping process by the synthesizer because the logic
structures of ECP;_; and ECP; are nearly identical, with the exception of one additional level of Mux and
OR logic in ECP;. As illustrated in the TABLE. 3.1, ECS has an even higher decoding overhead than
ECP because the ECS requires the use of ECPy decoding logic and additional logic to recalculate the
original address of the faulty cell. The decoding area overhead of ECS is almost 4.2 and 3 higher than
the proposed MBECP; and MBECP,, respectively.

3.4.3. Performance evaluation against ECCs for k=512 bits

Fig. 3.10 (a) presents the comparative analysis of the proposed method with ECC techniques for k=512
bits word length. It illustrates the storage overhead related to storing hard fault locations and the number
of tolerable or correctable errors for each respective scheme. The FREE-p scheme [209] is capable of
correcting up to 6-bit errors, including two soft errors and four hard errors. Compared to the FREE-p
scheme [209], the proposed technique offers better error correction capability while incurring slightly
higher memory overhead. The FREE-p scheme utilizes the 6EC-7ED BCH code, which has a highly
complex decoding structure resulting in a very high decoding area and latency compared to the proposed
method [176]. Additionally, the FREE-p technique relies on the operating system to allocate pages for
mapping failed blocks. The (72,64) SEC-DED ECC can be applied to each sub-block of size 64 and
can correct a single error per sub-block. The (72,64) SEC-DED ECC incurs higher storage overhead
compared to the proposed BECP.

The OLS code [210] incurs a high storage overhead compared to the proposed method. The OLS code
can correct three errors per 256-bit word, which includes one soft error and two hard errors. For a 512-bit
word length, two OLS codes are necessary because OLS codes are typically applied to word lengths that
are powers of 2, such as 16, 64, 256, and so on. As per data reported in [210], the OLS technique would
result in significantly greater decoding area overhead compared to the proposed method (= 6.5x MBECP;
and = 4.5X MBECP,), while the decoding latency would be roughly twice compared to the proposed
MBECP; and MBECP,.
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Figure 3.10.: Comparison of the proposed technique with ECCs. Numbers above bars indicate tolerable errors

3.4.4. Performance evaluation against ECP and ECCs for k=256 bits

In TABLE.3.2 and Table 3.3, the proposed method is compared with the existing ECP for a word k=256
bits with the sub-block size of kg,;=64 and k,;,=32 bits, respectively. The proposed method was not
compared with ECS for k=256-bit words, as the offset analysis in the case of ECS is done explicitly for a
word length of k=512 bits only. The proposed method requires smaller storage and decoding overheads
compared to the ECP. The comparative analysis between the proposed method and the ECC, such as
OLS code with three different configurations: OLS3 (1 soft error + 2 hard errors), OLS4 (2 soft errors +
2 hard errors), and OLS5 (1 soft error + 4 hard errors) for a word length of k=256 bits, is presented in
Figure 3.10 (b). Although the OLS code corrects both soft and hard errors, it requires significantly higher
storage overhead, even for lower error correction capabilities. As an illustration, the storage overhead for
OLS4 is 3.08x that of MBECP; and 2.47x that of MBECP,, respectively. The decoding overhead for OLS
is also higher for k=256 bits, following a similar trend to the case of k=512 bits.

3.5. Summary

In this chapter, a hard error correction strategy for STT-MRAM is presented. The proposed design is
developed based on the analysis of hard fault behavior in STT-MRAM chips that have been experimentally
fabricated. The proposed technique utilizes a block-wise correction pointer and the block-wise base-offset
encoding of the address of faulty cells for hard error correction. The performance of the proposed strategy
is also compared with the state-of-the-art techniques. It is worth noting that the proposed technique
is efficient in terms of storage and decoding complexity while achieving considerable error correction
capability. The low decoding complexity of the proposed method also makes it a viable option in the case
of STT-MRAM as a last-level cache. Notably, the use of experimental measurement results obtained from
memory arrays manufactured on different wafers and die locations supports the validity and effectiveness
of our proposed method. A similar approach can also be applied to other NVMs as well.
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4. Adaptive and Asymmetric Error Correctionin
STT-MRAM: Addressing Asymmetric Failures

STT-MRAM has emerged as a promising alternative to conventional CMOS memory technologies for
on-chip cache replacement. Due to its superior access speeds, high endurance, and scalability, it is being
extensively considered a promising candidate for last-level cache replacement. This technology has
reached considerable industrial maturity, with several foundries now offering this emerging technology.
Despite its advantages, STT-MRAM faces reliability challenges, primarily due to its asymmetric switching
error characteristics, where the likelihood of a bit transitioning from 1—0 differs from that of 0—1.
Conventional ECCs do not account for such asymmetry between these bit-flip types and fall short of
providing balanced error correction. This chapter presents an effective asymmetric and adaptive error
correction method for STT-MRAM that leverages the Hamming weight of data bits while operating
with minimal overhead alongside an adaptive ECC framework. We propose two-level strategies: the
first focuses solely on reducing Hamming weights within the standard uniform ECC framework, and
the second emphasizes Hamming weight reduction in conjunction with an adaptive non-uniform ECC
framework. The efficacy of the proposed strategy is tested by reliability enhancement, measured by a cache
word/block error rate, across the last-level cache data for various SPEC CPU2017 benchmarks [244]. This
enhancement in reliability is achieved without introducing excessive memory and hardware overhead, and
without compromising system performance, presenting a compelling case for improving the operational
reliability of STT-MRAM.

4.1. Introduction

The switching behavior of STT-MRAM differs significantly from conventional CMOS-based memory
technologies, as STT-MRAM relies on a magnetic switching mechanism that is inherently stochastic
and asymmetric in nature. The asymmetric switching is characterized by a higher likelihood of errors
during transitions from P(‘0’)—>AP(‘1’) than from AP(‘1’)—P(‘0’) [182], [192], [193], [245], [246].
The asymmetric switching error rate ratio of P(‘0’)—AP(‘1”) switching to AP(‘1’)—P(‘0’) switching
can be up to in the order of 103, for a typical write pulse width of 10ns [192], [193], [245], [246].
Though switching parameters are typically configured for worst-case P(‘0’)—AP(‘1’) switching scenario,
however, due to the stochastic nature of magnetization, the P(‘0’)—AP(‘1’) switching duration is higher
and shows more significant variability than AP(‘1’)—P(‘0’) switching, leading to a higher failure rate.
Furthermore, using a longer write pulse width and a larger write current magnitude during the write
operation proved inefficient from an energy consumption perspective [245], [247]. Also, asymmetric
switching becomes even more prominent for higher pulse widths [192], [193], [245]. Moreover, using
high pulse widths and current magnitudes diminishes write endurance and increases the risk of junction
barrier breakdown, potentially causing permanent bit cell failure [48]-[50]. Such asymmetric errors
challenge the effectiveness of conventional symmetric ECCs, typically designed to handle uniform error
probabilities across all bits in the memory array.

59



4. Adaptive and Asymmetric Error Correction in STT-MRAM: Addressing Asymmetric Failures

In the existing literature, research has shown some attempts to enable asymmetric error correction in
STT-MRAM [181], [182], [186], [192]-[197], [201], [202]. Some of these efforts have concentrated on
reducing the asymmetric error rates by tailoring strategies to the data content dependent, such as lowering
the Hamming weight or integrating more robust ECC and architectural modifications according to the
Hamming weight of data bits [192]-[196], [201], [202]. However, existing approaches are hindered by
memory overhead associated with the Hamming weight reduction approach, high decoding complexity
due to the deployment of a robust multi-bit ECC configuration, and necessary architectural modifications
at both the cache and system levels, which can potentially adversely impact system performance. There is
still significant work needed to improve asymmetric error correction in STT-MRAM without imposing
excessive hardware and performance overhead. These challenges need to be addressed to maintain a
balance between reliability and efficiency in STT-MRAM.

4.2. Asymmetric errorsin STT-MRAM

The writing data in STT-RAM cells is inherently stochastic due to the impact of thermal fluctuations [41],
[42], [48], [243]. These thermal fluctuations during the magnetization of MTJs result in stochastic
switching behaviors. If the write current is terminated before the MTJ completes its switching, resulting
in a write error. The write switching probability in STT-MRAM is governed by Equation (2.5) [42].
Specifically, in STT-RAM cells, transitioning the MTJ from a low-resistance state to a high-resistance state
(0—1) requires a larger current or longer write pulse due to lower spin-transfer efficiency. Furthermore,
the variability in the switching time during the 0O—1 transition is more significant, contributing to an
increased likelihood of errors during this transition. As a result, the switching error rate from 0 — 1 is
higher compared to the switching direction from 1 — 0 [182], [193], [245], [246].

Similarly, this asymmetry can also be reflected in the read operation. In STT-MRAM, the read and write
currents share the same path, which introduces the possibility of unintended switching of the bit cell data
when the read current is applied during the sensing process, resulting in a read disturbance [42]. While
the retrieved data may initially appear accurate, the stored value could become corrupted, leading to
potential multiple bit flips in future reads from the same location. The read-disturb phenomenon occurs
solely in one direction. However, this uni-directionality of read disturb depends on whether the read
current path is aligned with the write-0 or write-1 direction [182], [201]. The unintended asymmetric
bit-flip can occur during reading, for example, i.e., 1 —0 bit-flip when reading a ‘1’ [196].

4.3. Constraints of uniform ECCs

Studies have demonstrated that the number of 0—1 bit-flipping during write operation is proportional
to the Hamming weight, i.e., the number of ‘1’s in the incoming data blocks being written to the target
word/cache line [192], [193], [245]. Therefore, the Hamming weight serves as an upper limit for the
number of 0-to-1 switching. Fig. 4.1 (a) demonstrates how memory block reliability (Ppjocx) correlates
with Hamming weight, for a 256-bit block size with Hamming code having error correction capability
t = 1. The dominant bit error rate of 0— 1 switching (P, ,,) is considered to represent a fully asymmetric
case. The block level reliability (Ppjock), Which indicates the successful flipping of all bits, reduces as the
Hamming weight of the word increases, as shown in Fig. 4.1 (a). For high Hamming weight, achieving
acceptable reliability may necessitate the use of a multi-bit ECC, as indicated in Fig. 4.1 (b), which relates
word/block error rate (Pggr=1-Pgjock) to Hamming weight for various ECC strengths (t).
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4.3. Constraints of uniform ECCs

ECCs are typically designed with fixed error correction capability and offer symmetric error correction
capability to both bit-flipping directions (i.e., 1-to-0 and O-to-1 errors are equally likely and equally
correctable). As a result, conventional ECCs may struggle to efficiently address asymmetric error rates.
Furthermore, employing strong multi-bit ECC to cover the worst-case highest Hamming weight scenario
(i.e., the worst-case highest number of 0-to-1 switching), as such cases are rare and highly unlikely to
occur, is also inefficient due to increased ECC memory overhead and decoding costs. This highlights the
necessity for asymmetric and adaptive error correction in STT-MRAM to improve the overall reliability.
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Figure 4.1.: Word/Block-level reliability vs. Hamming weight (HW) for an asymmetric error rate P, = 0.001
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4.4, Asymmetric and adaptive error correction

This section explores the proposed strategy for asymmetric and adaptive error correction. First, we
introduce the concept of applying XOR-based differential encoding selectively guided by the Hamming
weight of the incoming word/cache line being written to the memory, aiming to reduce the Hamming
weight, which eventually minimizes the asymmetric 0-to-1 switching. Following this, we employ a
standard SEC-DED ECC on encoded data bits. The application of ECC is essential after the first level of
asymmetric switching reduction because even when memory cells store either O or 1, a runtime error can
still occur due to external factors such as thermal variation, interference of magnetic field, oxide barrier
breakdown, etc. To mitigate these issues and enhance the overall reliability, ECC protection is always
essential, safeguarding the memory from runtime errors and improving long-term stability. Additionally,
we introduce the concept of an adaptive ECC strategy to enhance the STT-MRAM reliability when data
blocks have low Hamming weight reduction.

4.4.1. Hamming weight reduction

Fig. 4.2 shows the Hamming weight distribution of last-level cache data for two representative SPEC
CPU2017 benchmarks [244], based on write cache traces, as our focus is on the Hamming weights of
incoming data bits being written to memory. Here, two scenarios are presented: the first involves a 512-bit
cache line, and the second involves a block granularity of 64 bits. The block granularity is important
because ECC is applied at the block level within a word line. As shown in Fig. 4.2, most of the Hamming
weight distribution does not lie in the extreme range. Therefore, using uniform, robust multi-bit ECC to
cover the extreme range is overkill from the perspectives of memory storage and decoding overhead. In
the case of cache data, it is also observed that data correlation (value locality) exists within the word line,
i.e., data is correlated at the block level granularity [195]. An XOR-based differential encoding can be
a common approach to de-correlate the data blocks [192]. However, real-world data may disrupt this
correlation, particularly in the case of low Hamming weight blocks between highly correlated blocks.

To address this issue, we adopt selective XOR-based differential encoding based on the Hamming weight
of the entire word line (also referred to as cache line) to reduce the Hamming weight of incoming data
bits before they are written to the memory array, as shown in Fig. 4.3. The underlying concept is that
when a word line has a high Hamming weight, there is a greater likelihood of correlation among the
data blocks within that word line. In such cases, performing the XOR operation between data blocks
effectively reduces the Hamming weight, as XORing two blocks with a higher number of 1s will result in
a higher number of Os. If the Hamming weight of the word line is greater than the defined threshold
(HWyp,1) value, then we only perform the XOR-based differential encoding between the data blocks in that
word line. Otherwise, the data blocks are transmitted without encoding, as demonstrated in Fig. 4.3.

The first data block is selected as the base, and XOR operations are performed between consecutive blocks
to obtain encoded data (B’). This process is mathematically expressed as: Bj=By, and B;=B; ® B;_1,i > 2.
This way, the proposed strategy bypasses the differential encoding of word lines with lower Hamming
weight to avoid the adverse effect. As we consider the Hamming weight of the entire word line, we need
only a single flag bit to store the encoding status. The Hamming weight distribution might differ slightly
for different workloads, so the Hamming weight threshold (HW,;;) depends on the workloads. Hence, to
determine the adequate HW;;, we simulated the Hamming weight distribution of cache data of various
workloads from the SPEC CPU2017 benchmark suite with different thresholds. We consider the size of
the word line to be 512 bits; so we varied the threshold up to this range. The threshold that significantly
reduced the Hamming weight in most benchmark datasets is selected.
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Figure 4.2.: Normalized distribution of Hamming weight of cache data for SPEC CPU2017 benchmarks (gcc and roms)

4.4.2. SEC-DED ECC and reconstruction of original data bits

After the initial level of Hamming weight reduction is achieved using selective differential encoding,
the SEC-DED ECC is employed to further enhance overall reliability. We apply ECC at the block level
granularity, utilizing the standard (72,64) SEC-DED Hamming code for 64-bit block granularity. During
the ECC encoding process, the encoded data generated through the selective differential encoding process
is fed to the ECC encoder, producing a 72-bit codeword consisting of 64 data bits and 8 parity ECC bits.
An additional flag bit is used to indicate the data encoding status, indicating whether the differential
encoding is applied or not for a word/cache line. During the decoding phase, ECC decoding is conducted
first to detect and correct errors. The overall process is summarized in Fig. 4.4. The ECC decoder takes
encoded data bits and parity bits as input, computes the syndrome vector to detect the occurrence of
an error, and performs the error correction. Following the ECC decoding, the status of the flag bit is
identified; if it is 1, the differential encoding is reapplied to retrieve the original data. Conversely, this
reversal step is skipped if the value of the flag bit is 0.
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Figure 4.3.: Overview of the proposed Hamming weight reduction strategy. HW: Hamming weight, and HW,;,;: Hamming
weight threshold for a word line. We consider a data block size of 64 bits, which is aligned with the standard data block size for
ECC implementation and most suitable from the Hamming weight reduction point of view, as per our simulation

Addressing potential errors in the flag bit is also a critical concern, as it can cause unintended differential
encoding to the data bits, which needs to be taken care of. To prevent the need for extra memory overhead
for protecting the flag bit, utilizing a shortened code can be a helpful strategy, i.e., deriving the shortened
code dimension from the larger code dimension [248], [249]. Consider an ECC code dimension (n, k),
with the generator matrix ([G]xxn), and data block ([B];xx), where n represents the codeword size and k
represents the data bits. The ECC encoded codeword can be obtained using Equation (4.1), where the
input data block (B) is modulo-2 multiplied by the generator matrix (G) of the ECC. The number of parity
bits required by ECC is equal tor = n — k.

[Clixn = [Blixk X [Glixn (4.1)

In order to protect a flag bit, it is necessary to incorporate it into the ECC encoding process, thereby
altering the data size to [B]xx+;- This modification necessitates a revision in the original code dimensions
t0 (Npew, Knew), Where kpey, = k + 1, with a corresponding generator matrix ([Gpew]k,p.,xnpe.,)- 10 Create
the generator matrix for this adjusted code dimension, the first step is to compute a generator matrix
([Glgxn) for a code dimension that exceeds the newly required parameters. This is done by determining
a (n,k) Hamming code, where r = n — k = 1 + logy(knew). Following this, the process entails the
removal of k — ky,, rows and columns from [G]ix, to get the new generator matriX ([Gpew]k, o\, xnpers)
for (Npew, knew) SEC Hamming code. The (npe, knew) code can be made to behave as SEC-DED by
appending an additional parity bit.
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Figure 4.4.: Decoding process during the memory read operation

We use the (72,64) Hamming code for the 64-bit block. The adjusted block size becomes ke, = 64+1 = 65
upon incorporating a single flag bit. For such a scenario, a (n = 127,k = 120) SEC Hamming code with
generator matrix ([G]i20x127) can be used to derive a code dimension suitable for ky,,=65 bits. This
reduction involves eliminating 55 rows and columns from the [G]i20x127, resulting in a new generator
matrixX [Gpew]72x65- This process effectively tailors the code (nye.w=72, knew = 65) having single error
correction capability. An additional parity bit is appended to obtain the SEC-DED code, which results in
a (Npew = 73, knew = 65) code, necessitating the same memory overhead as the (72, 64) code and similar
decoding complexity.

In the scenario where a word line comprises eight 64-bit blocks, totaling 512 bits, the strategy to protect a
single flag bit involves employing the new code dimension of (73, 65) for just one of these blocks. The
remaining seven blocks can be safeguarded using the standard (72, 64) SEC-DED Hamming code. For
practicality and ease of implementation, it is advantageous to apply the (73, 65) code dimension to the last
block of the word line. The hardware overhead would be similar to the case of (72, 64) SEC-DED, as it
also needs eight parity bits and a similar decoding structure. The overview of the modified decoding
structure is shown in Fig. 4.5.
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4.4.3. Adaptive error correction at the block level

In some applications, the data blocks within most word lines may possess a very low-value locality.
This presents a significant challenge in reducing the Hamming weight. Fig. 4.6 illustrates the simulated
Hamming weight distribution of encoded data for a few example benchmarks. The Hamming weight
distribution of the original and encoded data shows substantial overlap, with a minimal shift towards the
lower range, indicating a negligible reduction. It has also been observed in existing robust techniques
for reducing the Hamming weight of data bits, such as the high memory overhead dynamic differential
encoding [192], which uses multiple flag bits (12-bits) to store the encoding status, does not work
effectively in such hard scenarios, as shown in Fig. 4.6. Therefore, using a high memory overhead solely
for Hamming weight reduction could not be efficient in improving reliability.

To address such scenarios, we introduce an efficient adaptive ECC technique. This technique selectively
applies a robust multi-bit ECC only to those blocks within a word line with high Hamming weight, even
after an initial Hamming weight reduction, instead of using strong ECC for all the blocks. This approach
is intended to reduce the memory and decoding overhead associated with the robust multi-bit ECC while
enhancing memory reliability. Fig. 4.7 presents an overview of the adaptive ECC strategy, specifically
devised to align with the varying Hamming weight observed at the block level in a word line. After
initially reducing the Hamming weight at the word level, blocks that exhibit a Hamming weight exceeding
a predefined block level threshold Hamming weight (HW,,,) receive protection via robust multi-bit ECC,,
a DEC-TED BCH code. Meanwhile, an SEC-DED Hamming code (ECC;) protects blocks with lower
Hamming weight. In the adaptive ECC, each block is accompanied by a flag bit to indicate the status of
the ECC. The flag bits across all eight blocks of the word line are also protected through the application
of shortened block codes.
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Determining the number of blocks in a word line that needs protection by ECC; is crucial. This can
be achieved by analyzing the distribution of blocks whose Hamming weight exceeds the block-level
Hamming weight threshold HW,;,,. Fig. 4.8 represents the variation in the distribution of a number of
blocks requiring ECC, with different HW;;,, following the initial Hamming weight reduction at the word
level. The analysis reveals that the frequency of a number of blocks requiring ECC; is not uniform. The
number of blocks requiring ECC, differs for different HW;;,. A lower HW;,, results in more blocks
requiring ECC,, while a higher HW;j, leads to fewer blocks with ECC,. Additionally, a higher frequency
is noted for up to two or three blocks, which progressively decreases as the number of blocks increases.
This trend is even more evident with a higher HW,,, as fewer blocks require ECC,.
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In most cases, protecting up to two or three blocks with strong ECC is sufficient to improve overall
reliability. Nevertheless, there is a trade-off between the number of blocks protected by ECC,, the memory
overhead associated with ECC parity bits, and the overall improvement in reliability. The detailed
study of the trade-off between memory overhead and reliability is discussed later in this chapter. This
visualization helps in understanding the impact of threshold settings on the need for ECC, and facilitates
decision-making for balancing reliability with ECC overhead. We present one example benchmark, and
the distribution may differ slightly for other benchmarks, as it depends on the data correlation. However,

a similar conclusion can also be drawn for other benchmarks.
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4.5. Results and discussions

4.5.1. Simulation setup

To test our proposed strategy, we analyze the reliability of cache data of a wide range of applications
from the SPEC CPU2017 benchmark suite [244]. The benchmarks have been chosen to take into account
multiple factors: first, not selecting applications that behave too similarly, following indications from
previous work [250]. Secondly, mixing benchmarks that stress the memory system as well as more
compute-intensive ones [251]. Assuming STT-MRAM serves as the last-level L2 cache and the gem5
simulator [252] is used to produce the L2 cache traces, and the most representative workload segment is
extracted through the Simpoint method [253].

The basic details about the evaluation methodology are illustrated in Table 4.1. We consider two different
CPU configurations: in-order and out-of-order (O00). Firstly, all the analyses are conducted for in-order
CPUs, and the analysis related to out-of-order CPUs is presented in Section 4.5.6. We obtain the encoded
cache data block for each benchmark using the proposed encoding scheme designed to minimize the
Hamming weight. Subsequently, we calculate the probability of word failure (BER: block error rate)
under the application of the Hamming code (ECC;) for each cache line in the case of both encoded and
original data blocks. We present the average BER for both cases in each benchmark suite. Finally, we
evaluated our adaptive ECC approach by analyzing its impact on BER. Regarding the bit error rate,
we consider the dominant O to 1 switching failure probability (P, ,) as a bit error rate to compute the
BER [246]. Considering that currently manufactured STT-MRAM chips may exhibit varying bit error
rates [254]. The bit error rate (Pp) range from 10~%-107° is considered for the evaluation. However, the
relative improvement in BER remains consistent across different bit error rates.

Table 4.1.: Simulation Details for Reliability Analysis

602.gcc, 649.fotonik3d,
605.mcf, 654.roms,
Benchmarks 638.imagick, 625.x264,
628.pop2, 641.leela,
623.xalancbmk, 607.cactusBSSN
ARM HPI (high performance in-order)

CPU Model ARM Out-of-Order (OoO) CPU
Clock frequency: 2 GHz

L1I/SRAM 16 kB, Associativity:2, Read/Write cycles: 2/2
L1D/SRAM 16 kB, Associativity:4, Read/Write cycles: 2/2
L2/STT-MRAM 256 kB/1MB, 4/16 Bank, Assoc.16, Read/Write cycles:

12/20
Word/Cache line 512 -bits (64 Byte)
Data Block Size 64 bits (total eight blocks)

For a memory block of Hamming weight (HW), the block reliability (Pgjocx) under an asymmetric bit
error rate (Pp) protected by t-bit error correction coding strategy can be given by Equation (4.2) [255].
The block reliability (Pgj,cx) demonstrates the successful flipping of all the bits in a memory block. The
block failure probability or BER (Pggr) can be computed as given by Equation (4.3).
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o (HW) —i
Palock(HW, t) = ( ; )PbH(l - Pp,_)"Y (4.2)
i=0
Pgpr(HW, t) = 1 = Ppiock(HW, 1) (4.3)
Np
Pper(HW, 1) = 1 = | | Piock,(HW, 1) (4.4)

i=1

In general, ECC is applied at the block level within a large word line, where the word line is divided
into multiple blocks and each block is protected by a dedicated ECC. In situations where a word/cache
line is divided into multiple blocks (Np), such as in our example with eight 64-bit blocks constituting a
512-bit word line, and where each block is safeguarded by its own dedicated ECC, the cache BER can be
determined using the following approach as shown in Equation (4.4).

Moreover, we also present an analysis of the hardware overhead entailed by the proposed strategy. Our
assessment centers on memory overhead, along with the overheads associated with encoding and decoding
processes. The realization of this approach is executed using Verilog HDL and synthesized via the
Synopsys Design Compiler, leveraging the Global Foundries 22nm technology library for this purpose.

4.5.2. Evaluation of Hamming weight reduction

We simulated the Hamming weight distribution of the cache data for different benchmarks using the
proposed strategy. The Hamming weight threshold for the word line was established at HW,p; = 185.
Fig. 4.9 and Fig. 4.10 illustrate the Hamming weight distribution at the word and block level granularity,
respectively. The Hamming weight distribution shifts towards the region of lower Hamming weight,
demonstrating the effectiveness of the proposed encoding strategy, which utilizes only a single flag bit.
The benchmarks ‘x264’°, ‘pop2’, ‘roms’, and ‘imagick’ demonstrate average Hamming weight reductions
of 15%, 21%, 42%, and 64%, respectively. The more considerable reductions observed in ‘roms’ and
‘imagick’ are attributed to the higher correlation among the data blocks.

It has also been observed that setting a lower threshold in cases where benchmarks have a very high
correlation among the data blocks, such as ‘imagick’, can result in a significant decrease in Hamming
weight. Our simulation depicts that in the case of ‘imagick’ when the threshold value was lowered
below HW;p;=120, the average Hamming weight was reduced by 70%. This reduction remained almost
consistent up to HW,,;=85. Further threshold reduction led to an impressive decrease of nearly 87% in
the Hamming weight of data bits.

We further assessed the performance of the proposed strategy against the existing robust dynamic
differential encoding [192]. Fig. 4.11 represents the percentage reduction in Hamming weight across
various benchmarks, demonstrating that our strategy is capable of reducing Hamming weight by as
much as 64%, nearly matching the performance of the existing robust encoding method [192]. This
demonstrates the efficiency of our proposed strategy, which achieves a notable reduction in Hamming
weight using only a single flag bit (only 0.19% memory overhead), as opposed to the existing strategy
that requires a 12-bit (2.35% memory overhead) for the flag bits.
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4.5.3. Reliability evaluation with SEC-DED Hamming code

The BER is a crucial metric for assessing memory reliability. To conduct a detailed and comprehensive
assessment, we systematically calculate the BER for each word line of cache data across various
applications for different asymmetric switching error rate scenarios. In this analysis, encoded data using
the proposed strategy with the SEC-DED Hamming code is compared against the baseline original data
with the SEC-DED Hamming code per 64-bit data in a word line.

Figure 4.12 illustrates the simulated BER across various applications. The proposed strategy significantly
reduces the BER in the case of encoded data sets. The observed reduction in average block error rates
was significant, up to 22% for ‘fotonik’, 24% for ‘x264°, 32% for ‘pop2’, 33% for ‘cactu’, 59% for
‘roms’, and 80% for ‘imagick’, thereby indicating notable enhancements in memory system reliability.
Conversely, for some benchmarks like ‘leela,” ‘gcc,” and ‘xalancbmk,” the improvement in error rates
was relatively modest. This outcome was anticipated, given the negligible impact on Hamming weight
reduction observed in these particular benchmarks.
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4.5.4. Hardware overhead with SEC-DED Hamming code

The proposed method employs the standard SEC-DED Hamming code per 64-bit data blocks, incurring a
memory overhead of 12.5%. The SEC-DED encoder and decoder incur an area overhead of 134um? and
274um? for each block, with a latency of 145ps and 200ps, respectively. The data encoding logic, which
includes Hamming weight calculation and differential encoding, demands an area overhead of 1750um?
and incurs a latency of 425ps, as shown in Table 4.2(a). Remarkably, the encoding process imposes a
minimal memory overhead (0.19%), leveraging merely a single flag bit. During critical read operations,
the data decoding adds only 27ps to the inherent latency of SEC-DED decoding. The additional hardware
overhead required for the data encoding and decoding logic to reduce the Hamming weight is minimal,
< 0.3%, normalized to the L2 cache area, estimated based on NVSim [256].

Table 4.2.: Hardware overhead of data encoding/decoding logic on top of ECC

(a) Hardware overhead with SEC-DED Hamming code (b) Hardware overhead with Adaptive ECC
\ Hardware Logic \ Area (um?) \ Latency (ps) \ \ Hardware Logic \ Area (um?) \ Latency (ps) \
Data Encoding 1750 425 Data Encoding 2938 685
Data Decoding 448 27 Data Decoding 572 132

We also evaluate the impact of computational overhead incurred by the proposed strategy with SEC-DED
on system performance. In this, we measure the system performance in terms of Instructions Per Cycle
(IPC). Figure 4.13 shows the normalized IPC using the proposed scheme, with respect to the baseline
ECC,. The average IPC reduction across different benchmarks is just under 0.1%. This is because
the proposed method adds only one extra cycle during writing, while the critical read cycle remains
unchanged, as low-latency data decoding can be performed within the same cycle as ECC decoding.
In this way, the critical decoding path remains unaffected, preserving system performance close to the
baseline scenario, i.e., just ECC without extra logic.

[ Baseline: ECC,
-Proposed encodlng strategy with SEC-DED
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Figure 4.13.: Normalized IPC under the proposed strategy with SEC-DED ECC
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4.5.5. Evaluation of the adaptive ECC technique

We investigate the reduction in BER with an adaptive ECC framework across various SPEC CPU2017
application benchmarks. Fig. 4.14 shows average BER under varying configurations where different
numbers of blocks in a word line are protected by DEC-TED BCH code (ECC3;), considering different
block-level threshold (HW;;,). As the number of blocks using ECC, increases, there is a noticeable
reduction in the BER compared to the baseline original data with ECC;. For instance, in the case of ‘gcc’
with HW,,=24, the reduction in BER is 26%, 38%, 46%, 51%), and 55% with the number of blocks using
ECC, being 1, 2, 3, 4, and 5, respectively. For benchmarks such as ‘imagick’, the BER reduction remains
relatively consistent. This is because the encoding itself significantly reduces the Hamming weight,
resulting in a minimal ECC, configuration. Moreover, the BER reduction slightly differs for different
HW,p,. Because a high threshold results in a lesser number of word lines with blocks utilizing ECC,, as
shown in Fig. 4.15, which yields a smaller BER reduction. However, for benchmarks such as ‘mcf’ and
‘imagick’, the frequency of word lines with block utilizing ECC; follows nearly a similar trend even for
higher HW,,, as illustrated in Fig. 4.15. This consistency is due to the similar trend in the number of
blocks utilizing ECC, per word line across various HW,, values. Although a lower HW,;, may lead to a
greater reduction in block error rate, it leads to higher memory overhead since it increases the number
of blocks requiring ECC, in most of the word lines. It is adequate to use a block-level threshold of
around HW,,,=24, or a maximum of up to 32, to achieve a satisfactory reduction in block error rate while
keeping the memory overhead at a reasonable level. Fig. 4.16 illustrates the trade-off between reliability
improvement (reduction in BER) and memory overhead with HW,;,,=24. For example, in the case of
mcf, the percentage reduction in BER is approximately 45%, 77%, 84%, 87%, corresponding to memory
overheads of 15.62%, 17%, 18.35%, and 19.72%, respectively. Although it may appear intuitive that
the reduction in BER increases with more blocks using ECCs, it comes with a higher memory overhead.
However, ECC parity bit requirement can be reduced by up to 33.3%, 27.5%, 21.67%, and 15.83% for 1,
2, 3, and 4 blocks, respectively, with adaptive ECC, configuration compared to applying uniform ECC
configuration (uniform ECC; requires 23.4% of memory overhead for ECC parity bits).

In the case of an adaptive ECC strategy, the ECC, decoding logic is based on the work described in [177].
The ECC, encoding and decoding logic for a block results in an area overhead of 160um? and 2570 um?,
and a latency of 300ps and 693ps, respectively. The critical ECC decoding latency would correspond
to ECC; logic. However, the average ECC decoding latency would be lower, as about 70% of word
lines will not have blocks requiring ECC, decoding logic in most benchmarks, as shown in Fig. 4.15.
The estimated hardware overhead for ECC; logic is based on prior work in [177], [257]. During data
encoding, the selective differential encoding results in overhead similar to that detailed in Table. 4.2.
The block-level Hamming weight calculation and additional logic are needed to determine which block
needs to be triggered with ECC,, altogether resulting in an area of 1188um? and a latency of 260ps. The
adaptive ECC supports up to N blocks with ECC,. If the number of blocks requiring ECC, goes beyond
N5, the system is programmed to process only N blocks with ECC,. We considered Ng=3; however,
even if we increase Np, the change in hardware overhead is negligible. During the data decoding, the
additional hardware logic is required to identify the blocks that need ECC, decoding logic, resulting in an
area overhead of 124um? and a latency of 105ps. Finally, selective differential encoding is reapplied
based on the flag bit to recover the original data, which results in an area of 448um? and a latency of
27ps, similar to that detailed in Table 4.2(b). Overall, the additional hardware overhead needed for the
data encoding and decoding logic in adaptive configuration is minimal, at under 0.5%, normalized to
the L2 cache area, estimated based on NVSim [256]. Furthermore, the power-delay product caused by
the data encoding and decoding logic in the adaptive ECC strategy is minimal, accounting for under 1%,
normalized to the L2 cache access energy, estimated based on NVSim [256].
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Figure 4.14.: Simulated average block error rate using adaptive ECC configuration for different benchmarks with P, = 1073

We also assessed how computational overhead affects system performance, which is measured in terms of
IPC. The data encoding logic accounted for one extra cycle during writing, in addition to ECC encoding.
During the critical read phase, the data decoding logic incurs no additional cycles beyond those required
for ECC decoding because its latency is quite low. As a result, it can be completed within the same cycle
as ECC decoding. However, the average decoding latency is expected to be slightly lower, as not all word
lines require ECC,. Therefore, we consider both the scenario for adaptive ECC configuration: one with
adaptive ECC; application and another worst case scenario in which ECC; latency applies to all word
lines, even though not all word lines require ECC,.
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Figure 4.17 presents the normalized IPC for various benchmarks using the proposed adaptive ECC scheme
relative to baseline ECC; and ECC,. Compared to the ECC; configuration, the average IPC reduction
across different benchmarks is within 1%, whereas compared to ECC;, the average IPC reduction across
different benchmarks is also minimal, at less than 0.1%, resulting in negligible performance overhead.
This is the worst-case scenario, considering similar decoding latency for ECC; however, there would be
no overhead compared to uniform ECC,, as shown in Figure 4.17(b), instead it would perform better,
as not all cache lines require ECC, decoding in the case of an adaptive ECC configuration, as shown in
Figure 4.15.
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Figure 4.17.: Comparison of normalized IPC and another metric under adaptive ECC configuration.

4.5.6. Evaluation with out-of-order CPU configuration

We expanded our evaluation to the OoO CPU with an L2 cache size of 1MB organized in 16 Banks
while keeping the other configurations as outlined in Table 4.1. Figure 4.18 shows the Hamming weight
distribution for a few example SPEC CPU 2017 benchmarks. The Hamming weight distribution notably
shifts towards the left after the application of the proposed encoding strategy, highlighting its effectiveness.
Furthermore, Figure 4.19 displays the percentage of Hamming weight reduction across some example
benchmarks, which exhibits an almost similar trend to the findings discussed in Section 4.5.2.
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Figure 4.20 demonstrates the simulated average BER using the proposed encoding strategy with SEC-DED.
The observed reduction in average BER was significant, up to 11% for ‘x264’, 35% for ‘cactu’, 31%
for ‘pop2’, 58% for ‘roms’, and 80% for ‘imagick’, respectively. Conversely, for some benchmarks,
the improvement was relatively modest due to minimal impact on Hamming weight reduction, as we
discussed previously. This is further addressed by the proposed adaptive strategy, as shown in Figure 4.21.
For example, in the case of mcf, the percentage reduction in BER is approximately 43%, 77%, 84%,
87%, corresponding to memory overheads of 15.62%, 17%, 18.35%, and 19.72%, respectively. Similar
reductions in BER are also evident in other benchmarks. Moreover, we also evaluate the impact on system
performance in the case of O0oO CPU configuration. Figure 4.22 illustrates the normalized IPC using the
proposed adaptive ECC compared to the baseline ECC; and ECC,. The average IPC reduction across all
the benchmarks is under 1% compared to ECC;. The average IPC reduction is less than 0.15% compared
to the baseline ECC,, signifying negligible impacts on system performance. This is the worst-case
scenario, considering similar decoding latency for ECC; however, there would be no overhead compared
to uniform ECC,, as shown in Figure 4.22(b), as not all cache lines require ECC, decoding.
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4.6. Summary

This chapter presents an efficient method for facilitating asymmetric and adaptive error correction
in STT-MRAM. The proposed approach leverages the Hamming weight reduction strategy on top of
standard SEC-DED to mitigate the predominant asymmetric switching failure rate while imposing
minimal additional memory overhead for flag bits, i.e., just a single bit per word line. Furthermore, we
have developed an adaptive ECC configuration that avoids the need for strong multi-bit ECC uniformly,
thereby improving reliability when Hamming weight reduction is ineffective. The adaptive ECC approach
significantly improves reliability without imposing substantial hardware overhead and impacting system
performance, as demonstrated across different SPEC CPU2017 benchmark suites. This presents a strong
argument for boosting the operational reliability of STT-MRAM. The proposed method is highly adaptable
and can also be applied to other types of memories.
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5. Location-Aware Non-Uniform Error Correctionin
STT-MRAM: Mitigating Interconnect-Induced
Reliability Challenges

The reliability challenges of STT-MRAM become more pronounced as technology scales down, primarily
due to the increasing impact of interconnect parasitic resistive-capacitive (RC) effects. In this chapter,
we propose an efficient location-aware non-uniform error correction strategy for mitigating the impact
of interconnect parasitics on the reliability of STT-MRAM bit cells. By applying a non-uniform error
correction mechanism across different memory zones, our approach increases correction strength with
distance from the driver. The proposed approach eliminates the need for uniformly strong error correction
across the entire memory zone, thereby reducing ECC parity bit memory overhead while enhancing
reliability in the vulnerable memory zone. The efficacy of the proposed strategy is tested by reliability
enhancement, measured by a cache word/block error rate, across the last-level cache data for various
SPEC CPU2017 benchmarks [244]. Additionally, we also conduct a system-level evaluation to assess the
impact of our proposed strategy on overall system performance, measured by IPC.

5.1. Introduction

The reliability challenges of STT-MRAM macro as a resistive memory are further aggravated as
interconnects become more critical with technology scaling, primarily due to the growing impact of
resistive-capacitive parasitic effects [258]—[260]. The parasitic resistance of signal lines (word, bit, and
source line) worsens cell reliability [261]. This is problematic for cells farther from the driver, where the
voltage drop caused by parasitic resistance is more pronounced. Therefore, the failure probability is more
likely to gradually increase as the distance of word lines (rows) from the write driver increases. This
highlights the need for a non-uniform error correction mechanism tailored to the varying susceptibility of
memory rows based on their proximity to the write driver.

In the literature, several studies based on ECC have been reported to improve the reliability of STT-MRAM
by addressing different failures. Existing reliability improvement techniques have attempted to enhance
various aspects of reliability metrics. However, prior works mainly consider the failure behavior at either
the device level or in a workload-aware manner. These strategies lack consideration of the impacts of
interconnect parasitics on bit-cell reliability at the memory array level. Additionally, some foundry works
have also explored device and circuit-level strategies [28], [261], [262]. The work in [28] attempted
to reduce parasitic resistance by employing a two-column common-source line. Similarly, the work
in [262] employs an eight-column common source line and a hybrid resistance reference. These strategies
aimed to optimize STT-MRAM performance at the circuit and design levels; however, they do not
explicitly target the error correction in the most error-prone regions. The recent work in [261] employed
design-process-test co-optimization to improve STT-MRAM reliability, demonstrating that most test
failures occur farther from the driver, highlighting the need for location-aware error correction.
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In this chapter, we propose an efficient, location-aware error-correction strategy to mitigate random
failures and interconnect-induced reliability degradation in STT-MRAM, enhancing overall reliability.
The proposed strategy offers robust protection against location-dependent failures, where the failure
probability increases with distance from the driver due to voltage drops resulting from interconnect
resistance. The proposed strategy divides the memory subarray into different zones based on the proximity
of rows to the driver. Each zone is protected by ECC of varying strength, with stronger error correction
applied to rows farther from the driver, which are more vulnerable to errors. The proposed approach
eliminates the need for uniformly strong ECC across the entire memory by strategically applying ECC of
varying error correction levels, thereby optimizing both reliability and ECC parity overhead. We evaluate
the reliability metric by simulating the memory word/cache block error rates (i.e., the probability of
word or cache block failure) under the presence of the proposed strategy. Additionally, we thoroughly
examine the trade-offs between ECC parity overhead and varying error correction mechanisms across
different memory zones. Furthermore, we perform detailed system-level performance analysis with
STT-MRAM as the last-level (L2) cache and simulate realistic workloads from the SPEC CPU2017
benchmark suite [244]. The system-level simulation results indicate that our strategy has a negligible
impact on system performance, as measured by IPC.

5.2. Motivation and Problem Definition

In STT-MRAM, errors stem from stochastic switching, process variations, and manufacturing defects,
which can affect cell reliability, including weakening writability and readability. These reliability concerns
become more dominant depending on the row’s location within the subarray due to interconnect parasitics.
Fig. 5.1 shows the STT-MRAM subarray with peripheral blocks. As the distance from the write driver
increases, parasitic resistance leads to significant voltage drops in the signal lines, making cells more
prone to failures. An STT-MRAM subarray with interconnect parasitics is simulated using the parameters
shown in Table 5.1. We consider a perpendicular magnetic anisotropy MTJ [263]. The memory simulator
NVSim [256] is used to compute RC parasitics, following the configuration outlined in Table 5.1(a). The
switching failure of the worst-case (last) cell in a few rows is simulated using 5K Monte Carlo (MC)
SPICE runs at different switching voltages. Conducting a large MC run, such as 100K, to obtain the
typical failure rate is highly time-consuming. To address this, the observed failures are correlated with
the corresponding cell current obtained with a single-run SPICE simulation, which is expected to vary
across rows due to parasitic resistance. An exponential model is then applied to extrapolate the failure
probability based on the current vs. failure trend, as shown in Fig. 5.2. The switching failures in the
row gradually increase with distance from the write driver and become more severe in the farthest group
of rows (last ~64 rows), as shown in Fig. 5.3. Failure is normalized to the farthest row from the driver.
Although the magnitude of failure may vary with different simulation setup parameters, the trend remains
the same: a higher failure probability as we move away from the driver.

Additionally, we demonstrate the impact of interconnect parasitics on switching failure probability using
experimentally measured datasets. The measurement setup considers the MTJ size of 60nm, a pitch size
of 200nm, and a switching pulse duration of 10ns. Fig. 5.4 shows the switching failure probability for
four different chips (192kb are being measured in each chip). The subarray is divided into four blocks,
each containing an equal number of rows. The Block; is close to the write driver, while the Block, is
farthest. It is noticeable that the failure gradually increases as we move away from the driver. This trend
is even acknowledged in recent studies by GlobalFoundries [261], which indicate that most failures occur
in cells farther from the driver in a 40Mb fabricated STT-MRAM chip. These failures were attributed to
voltage drop due to increased interconnect resistance.

&4



5.2. Motivation and Problem Definition

Driver and Peripheral Circuits

Rt . WL

5 —1- T W T

3 B[[0] 1 VoY ][O}
3 <HH <Hh
a CpL 2ReL =
@ <HB <HB
g —1- J_‘vAvAvAv T X

3 SeHY 3 LeeH

BL

Figure 5.1.: A Subarray structure of STT-MRAM memory macro. WL: Word line, SL: Select line, BL: Bit line

Table 5.1.: Technology parameters for simulating switching failures. RA: Resistance-Area product, TMR: Tunneling-
Magnetoresistance, tox: oxide layer thickness, t5;: Free-layer thickness, »: MTJ radius. For interconnect parasitic calculation
using NVSim, we consider bit cell area of 0.046 ym? [264] and cell aspect ratio of 2.

(a) Technology specification and MTJ parameters.

Node | VDD | Pulse | RA | TMR | toy tg r
22nm | 0.9 10ns | 7.5 | 2 0.8nm | 1.2nm | 20nm
(b) Interconnect specification (R:Q, C: aF ).
Line WL BL SL
Metal Width 44nm 90nm 90nm
Parasitic Rwr | Cwr | Rer | Cpr | Rsp | Cst
1.5Q | 33aF | 0.7Q | 60aF | 0.7Q | 65aF
0.016
0.014 : ¢ Simulated data ]
0.012 - Exponential Fit (A*exp(B*])) | |
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Figure 5.2.: Switching failure trend vs bit cell current
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Figure 5.4.: Switching failure probability for four different chips

Additionally, the read reliability of STT-MRAM can also be influenced by interconnect parasitics. These
interconnect parasitics can affect the read window during memory access and, similar to their impact
during switching, they can degrade the applied read voltage. Existing studies from foundries indicate
that read failures increase due to the effects of interconnect parasitics [261], [262]. This trend mirrors
that of switching, where a greater distance from the driver results in a higher likelihood of failure [261].
The increased failure rate in cells located farther from the driver increases the probability of cache block
failure, as depicted by the cache block error rate (BER: P,k ), detailed in Section. Conventional ECC
offers the same level of error correction to all the rows in a subarray. However, using uniform ECC with a
higher error correction strength for all rows to cover the worst-case row scenario is too costly in terms
of memory overhead and decoding overhead, as not all rows require enhanced error correction. This
underscores the need for non-uniform ECC that not only corrects random bit failures across the array but
is also tailored to mitigate the extra reliability degradation induced by interconnect parasitics in rows
farthest from the driver.

86



5.3. Memory Organization

5.3. Memory Organization

The hierarchical breakdown of a typical STT-MRAM organization, as shown in Fig. 5.5(a), has a bank as
the top-level unit (a fully functional memory unit that operates independently). Each bank has multiple
mat units that can be operated simultaneously to serve a required cache access request, and within each
mat, there are multiple memory subarrays [256]. In the experimental and simulation setup section of this
chapter, an example 1 MB STT-MRAM last-level cache is integrated into an ARM CPU. The hierarchical
breakdown of the considered STT-MRAM, shown in Fig. 5.5(a), consists of 16 banks, with each bank
containing four mat units, and each mat unit containing two subarrays. Accessing a 64-byte cache block
requires activating a group of mats and a single subarray in each activated mat, with each subarray
providing 32 bytes. A unique 14-bit internal address is used to identify each cache block at its physical
location in the cache memory, as shown in Fig. 5.5(b). This address is derived from a subset of the 40-bit
physical address, which may vary across architectures, along with additional way bits obtained from the
tag comparison logic, as the cache follows a 16-way set associativity. Column bits are not needed since
the entire row is accessed. However, if only a subset is accessed, column bits are used, adjusting the
number of banks, mats, and subarrays to align with the internal address bits.

Bank, Bank, Banks N 2256
............. MatGroupo 1 [ .. MatGroup, | [T 7 MatGroup, 1 —E
i Mat, Mat, i i Maty Mat, i Maty Mat, ....Lﬁ
OH BN OR DA (DR BH | ==
T = H S e | I S TTIE R K Subarray
Mat Group, Mat Group, Mat Group,
..... Matz ................ & at3 ........ - Matz ................ Mat3 ........ ..... Matz ................ i at3 ........ Ny, =16
i i NMat=4
O OR ORDoOR [EEBERA .-

(a) Memory Organization (1MB, 16-Banks)

Npjock = 1IMB/64B = 214 40-bit Physical Address
N..=N | k/ N - 214/16 =210 24-bit Tag 10-bit Set 6-bit Byte offset
Set Blocl Way

4-bit (log,(Ny,,)) comes
from tag comlparison logic 10-bit set address

[ | 1
R7 = J Sub- Mat )

ub- Ma Y
R:Rows within S'ubarray array group B:Bank selection

(b) 14-bit Internal Address to access the 64B cache block

Figure 5.5.: Example 1MB STT-MRAM organization
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5.4. Location-Aware Non-Uniform Error Correction Strategy

The proposed strategy provides non-uniform error correction by dividing the memory subarray into
multiple zones (M-zones), with each zone protected by a different ECC strength. We partition the Ngo+,
rows into M disjoint zones Zy, Z1, . . ., Zp—1, With Z?fo‘l |Z;| = Ngow and order them from the cold zone
Zy (group of rows nearest the driver) to the hot zone Zy;_; (group of rows farthest from the driver).
Our goal is to address both random and location-dependent failures by using simpler ECC in the cold
zone Zj and stronger ECC in the hot zone Zy;_; to mitigate the increased failure probability caused by
interconnect parasitic resistance. The hot zone comprises roughly 0.25% of the array, i.e., the last ~64
farthest rows from the driver, which are most prone to failure. However, there is a trade-off between
the number of rows in the hot zone and memory overhead for ECC parity bits. The intermediate zones
(“warm zones”) Zi, . .., Zy—1 can share ECC of intermediate strength, enabling a fine-grained trade-off
between reliability and ECC parity-bit overhead. We propose two variants of the proposed strategy to
improve the STT-MRAM reliability:

* SEC/SEC-DED with distinct data block sizes: Reducing the ECC data block size within the
word line can boost the error correction capabilities. The number of error corrections in the hot
zone is enhanced by using a smaller data block size for the SEC/SEC-DED code compared to the
other zone.

* Hybrid ECC (SEC/SEC-DED and DEC/DEC-TED): The second variant implements a double
error correction (DEC) or double error correction-triple error detection (DEC-TED) multi-bit BCH
code in the hot zone, while the SEC/SEC-DED code protects the other zone. Applying stronger
error correction only to specific rows improves memory reliability without incurring unnecessary
memory overhead.

A detailed discussion of the proposed location-aware non-uniform error correction strategy for STT-
MRAM is presented in the following subsections.

5.4.1. SEC/SEC-DED (ECC;) with distinct data block size

In general, the memory is protected by SEC/SEC-DED code or double error correcting BCH code for
a typical data block size of 64 or 128 bits [25], [265]-[267]. Instead of applying an ECC to the entire
cache block (B-bits), it is common practice to divide the large cache line into multiple smaller blocks
(k-bits) and protect each one individually, as shown in Fig. 5.6. Smaller ECC data block sizes improve
the number of error corrections but also increase memory overhead due to increased ECC parity bits, as
shown in Table 5.2. Where t represents the number of error corrections for a 512-bit word size with a
single error correction per k-bit block. Memory overhead per block is given by Equation (5.1), and the
total memory overhead is obtained by multiplying this by the number of blocks (%) in 512-bit word
lines. For instance, applying SEC/SEC-DED to a 512-bit block incurs 10/11-bit parity, whereas applying
SEC/SEC-DED to each 64-bit block results in 56/64-bit parity (7 parity bits per block: 7x8=56 bits for
SEC and 8 parity bits per block: 8x8 = 64 bits for SEC-DED).

Parity

MemoryOverhead = X 100 5.1
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Table 5.2.: ECC parity bits for various block sizes (k-bits) in case of SEC/SEC-DED

SEC SEC-DED
k Memor, Memor
t | Parity bits Overhee}ll d t | Parity bits OverheZ d
512 | 1 10 1.95% 1 11 2.14%
256 | 2 9 3.51% 2 10 3.90%
128 | 4 8 6.25% 4 9 7.03%
64 8 7 10.93% 8 8 12.50%
32 | 16 6 18.75% 16 7 21.87%
Data Parity : Data Parity :
B:512 bits 11-bits B:512 bits 64-bits
(n=523,k=512)
...................................................................... 64 blts 64 blts 64 blts
(n=72,k=64)
(a) k-512 bits (b) k-64 bits

Figure 5.6.: Demonstration of a SEC-DED Hamming code for 512 bits

In this strategy, we apply the SEC/SEC-DED Hamming code (ECC;) with varying data block sizes across
different zones in a memory subarray. Fig. 5.7 (a) illustrates the overview of the proposed strategy using
ECC; with distinct data block sizes, where the 512-bit cache block mapped to the different zones is
protected by ECC; with distinct data block sizes (k). The hot zone uses the smallest block size to enhance
error protection. Each zone requires a different number of ECC parity bits; smaller data block sizes result
in more parity bits. Since different zones require different parity bits, the memory array must be a regular
structure. Therefore, we use uniform parity overhead, corresponding to the cold zone parity (P¢), for all
cache blocks mapped to any zone on the subarray to maintain the symmetric array structure. To avoid
uniform additional storage overhead for cache blocks mapped to other than the cold zone, we introduce a
separate parity bank (a group of subarrays) dedicated to storing the additional parity bits (X Py and X Pp)
associated with warm and hot zones.

Adding extra parity rows within the subarray is inefficient, as it not only complicates the parity mapping
process but also incurs a performance penalty due to the additional read/write operations. To enhance
hardware efficiency and avoid these extra operations, the additional parity (or extra rows) can be efficiently
mapped to a separate bank, enabling parallel access. This can be achieved by utilizing a multi-bank
memory architecture. Given that the cache block is 512 bits, the system must be able to access the 512-bit
data and the associated parity bits for ECC encoding/decoding in the hot zone. A key consideration is
that accessing the parity stored in a separate bank requires an explicit address mapping strategy, which
should not introduce substantial hardware overhead.

In this work, we demonstrate two configurations for the proposed location-aware ECC: a two-zone
configuration (cold and hot), as shown in Fig. 5.7 (b), and another with an extended three-zone
configuration (cold, warm, and hot), as shown in Fig. 5.7 (c). However, the proposed strategy is generic
and can be applied to more zones. The details are discussed next.
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Figure 5.7.: The proposed location-aware error correction strategy employs ECC; with distinct data block sizes (k). The
cache/word line size is 512 bits. The cold zone consists of rows near the driver, and the hot zone includes the rows farthest from
the driver. b stands for bits, X Py denotes extra parity bits/bytes associated with the warm zone, and X Py denotes extra parity
bits/bytes related to the hot zone
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5.4.1.1. Two Zone Configuration

Fig. 5.7 (b) shows the structure of a two-zone configuration, where the memory subarray is divided into
two zones: cold and hot zones. The cold zone is protected by an SEC-DED with a 64-bit block size,
while the hot zone is protected with SEC-DED using a 32-bit block size. The cold zone is protected by a
(72,64) SEC-DED code, requiring a 64-bit (Pc = 8 x 8) parity for a 512-bit cache block. The hot zone, on
the other hand, is protected by a (39,32) SEC-DED code and requires a 112-bit (Py = 16 x 7) parity. We
use a uniform 8-byte (64-bit) parity overhead for all cache blocks mapped to any zone on the subarray. In
the cold zone, the parity bit can be easily accessed due to the uniform 8-byte parity storage, which is
sufficient to store the parity associated with the (72,64) code. For the hot zone, each block requires 7 bits
of parity, which can be treated as a 1-byte parity chunk. In this case, the parity for the first eight blocks
can be accessed from the uniform parity storage, while the remaining 8 bytes are mapped to a separate
parity bank, with the parity subarray operating at an 8-byte word level access.

For the hot zone, an additional 8-byte parity corresponding to the remaining eight ECC data blocks in a
512-bit cache or word line must be mapped to a separate parity bank. Storing extra parity in a parity bank
requires address calculation corresponding to the data address, which may lead to additional hardware
overhead. To make parity mapping hardware efficient, we ensure that the number of rows in each zone
is a power of 2. The total number of extra rows required for memory depends on the number of rows
in the hot zone (Ngo.,, ), and the extra parity bit associated with the cache block mapped to the hot
zone (X Py). This, in turn, determines the total number of parity subarrays within the parity bank. The

number of subarrays required for the parity bank associated with the hot zones is given by Equation (5.2).

NRowH SXXPH 1
Mo % NBlock X Newi NRow) . All parameters are

treated as powers of 2, and the units are bytes for both parity and cache block size. The parity bank with
four subarrays (256 X 256) is sufficient when considering the last 64 rows under the hot zone, for the
organization shown in Fig. 5.5.

Alternatively, it can also be given by Ngyp,= [(

Nr XPy
Nsubp = P % == X (NBank X Nptat X Nsub) (5.2)
NROW B

The details of the address mapping procedure for the parity bank are outlined as follows:

* Cache block distribution: The cache configuration is 16-way set-associative, with each way
containing a 64-byte block. The physical memory location of all the sets is distributed across 16
banks. Fig. 5.8 shows an example of how sets are mapped to Mat Group-0, Subarray-0 of Bank 0.
The 14-bit address (Bs, By, B, By, MG, Sub, R;, Rs, Rs, Ry, Rs, Ro, Ry, Ro) is sufficient to specify
the row address of each 64-byte blocks mapped to a subarray.

* Memory Zone identification: The Most Significant Bit (MSB) of the row address (R; and R¢) in
the 14-bit internal address are used to identify whether a cache block resides in the cold or hot
zone. If the block falls within the hot zone, the (39,32) SEC-DED code is applied; otherwise, the
(72,64) SEC-DED code.

 Parity Bank Organization: A parity bank with four 256 X 256 subarrays is sufficient to store the
extra parity bits associated with the hot zone, as shown in Fig. 5.9 (a) while considering Ngoy,, = 64
number of rows under the hot zone. Since each cache block mapped to a hot zone requires an
additional 8 bytes of parity, the parity subarrays within the parity bank operate at an 8-byte word
level to enable 8-byte parity access.
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* Address bits for Parity Bank: To access the required extra parity bits, the parity bank addressing

scheme requires a 12-bit address, which includes 2-bits (Ps,,;) for the selection of a parity subarray,
8-bits (Pr) for the row address within a subarray, and 2-bits (P¢,;) to select the column group
containing the 8-byte parity.

* Address mapping for parity bank: The enable logic for the parity bank is derived by performing

an AND operation on the MSB bits of the row address of the cache block, as shown in Fig. 5.9(b).
The address corresponding to the 64-byte cache block can be mapped to the 12-bit parity bank
address by rewiring the required data address bits, as shown in Fig. 5.9(c). The data address (Bs, By,
Bi1, Bo, Rs, Ry, R3, Ry, Ry, Ry, Sub, MG) is mapped to the parity bank address (Pcor1, Pcoro» Pr7> Pre»
Pgs, Pra, Prs, Pr2, Pr1, Pro, Psub1, Psupo), enabling access to the 8-byte parity. Fig. 5.10 illustrates
an example of parity address mapping for the hot zone corresponding to Mat Group-0, Subarray-0
of Bank-0. In this example, the parity is mapped to column byte-0 of the first 64 rows in Parity
Subarray-0. Similar mappings can be applied to other bank, mat, and subarray configurations.

The parity bank requires no separate ECC protection since it only stores the ECC parity, which the ECC
already safeguards against errors in both the data and parity bits. The proposed strategy is adaptable to
any memory organization. For ECC encoding and decoding logic in the hot zone, the (72,64) SEC-DED
encoder/decoder can be reused for the first eight 32-bit blocks by zero padding to align the data bit length
of the (72,64) code, while the remaining eight blocks require dedicated (39,32) SEC-DED encoding and
decoding logic. However, due to the inherently low latency of the (72,64) ECC logic, it is also practical
to reuse the same (72,64) encoder/decoder sequentially across all sixteen 32-bit blocks.

Bank

Mat Group-0, Subarray-0

0 — 0 16 32 48 64 80 96 112 128 144 160 176 192 208 224 240 —
1 — 1 17 33 49 65 81 97 113 129 145 161 177 193 209 225 241 -
2 — 2 18 34 50 66 82 98 114 130 146 162 178 194 210 226 242 —
3 ~ 3 19 35 51 67 83 99 115 131 147 163 179 195 211 227 243 =
4 — 4 20 36 52 68 84 100 116 132 148 164 180 196 212 228 244 —
5 — 5 21 37 53 69 85 101 117 133 149 165 181 197 213 229 245 —
6 — 6 22 38 54 70 86 102 118 134 150 166 182 198 214 230 246 -
7 — 7 23 39 55 71 87 103 119 135 151 167 183 199 215 231 247 —
8 - 8 24 40 56 72 88 104 120 136 152 168 184 200 216 232 248 =1
9 - 9 25 4 57 73 89 105 121 137 153 169 185 201 217 233 249 -1
10 - 10 26 42 58 74 90 106 122 138 154 170 186 202 218 234 250 =1
11 - b 27 43 59 75 o1 107 123 139 155 171 187 203 219 235 251 -1
12 — 12 28 44 60 76 92 108 124 140 156 172 188 204 220 236 252 =1
13 ~ 13 29 45 61 77 93 109 125 141 157 173 189 205 221 237 253 -1
14 — 14 30 46 62 78 94 110 126 142 158 174 190 206 222 238 254 =1
15 - 15 31 47 63 79 95 111 127 143 159 175 191 207 223 239 255 =1
Set Index

Figure 5.8.: Cache Set distribution across different banks in the case of mat group-0 and subarray-0, where the red regions
indicate hot zones—cache blocks mapped to the last 64 rows of the memory subarray. A similar configuration applies to other
mats and subarrays
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Figure 5.9.: Address mapping logic for extra parity bits associated with the hot zone to a designated parity bank in case of a
two-zone configuration. The wiring logic described is applicable to any memory configuration. However, the specific wiring
details will depend on the parameters of the memory configuration

5.4.1.2. Three Zone Configuration

Fig. 5.7 (c) shows the structure of the proposed strategy with distinct ECC data block sizes for a three-zone
configuration, where the memory subarray is divided into three zones: cold (rows near the driver), warm
(middle rows of the subarray), and hot (rows farthest from the driver). The number of rows for each zone
is strategically chosen to make the parity mapping process efficient while optimizing memory overhead.
Additionally, using the SEC code instead of the SEC-DED code proves more efficient in this context,
helping to maximize memory overhead. However, the method is still applicable to SEC-DED code with
distinct data block sizes across different zones. The cold zone is protected by a (136,128) SEC code,
requiring 32-bit parity (Pc = 4 x 8). The warm-zone uses a (71,64) SEC code with 56-bit parity (P = 8
x 7), while the hot zone employs a (38,32) SEC code requiring 96-bit parity (Pg = 16 x 6).
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As outlined earlier, a uniform 4-byte parity, corresponding to the cold zone, can be applied to all cache
blocks. In the warm zone, an additional 4-byte parity (XPyy) is required for the remaining four ECC
data blocks in a 512-bit cache block and must be mapped to a separate parity bank. Similarly, in the hot
zone, an extra 8-byte parity (X Pp) is required and must also be mapped to the separate parity bank. The
warm zone is designed to be relatively large to enable a parity bank organization similar to that of the hot
zone. This architectural alignment simplifies parity mapping and enhances implementation efficiency
by allowing uniform handling of parity across both zones. However, selecting the number of rows for
each zone involves a trade-off in memory overhead. The number of parity subarrays for each zone can
be obtained by Equation (5.2). A parity bank consisting of four subarrays (256 X 256) is sufficient to
support the memory organization shown in Fig. 5.5, assuming 128 rows are allocated to the warm zone
and 64 rows each to the hot and cold zones. The details of the parity bank addressing for the three-zone
configuration are as follows:

* The parity bank addressing scheme varies between the warm and hot zones. In the warm zone
parity bank, a 13-bit address is used, comprising 2-bits (Ps,p) for the selection of a subarray,
8-bits (Pg) for the row address, and 3-bits (Pc,;) for the selection of columns within the row which
contains the extra 4-byte parity.

* The hot zone parity bank requires a 12-bit address, which includes 2-bits (Ps,,;) for the parity
subarray, 8-bits (Pg) for the row address, and 2-bits (P¢,;) to select the column group containing an
8-byte parity block.

* The parity bank’s enable logic selects the appropriate parity bank according to the row address of
the cache block being accessed, as shown in Fig. 5.11(b). If the data resides in the cold zone, the
output of both enable signals remains 0, thereby disabling access to parity banks.

* The cache block data address can be mapped to the 13-bit (warm zone)/12-bit (hot zone) parity
bank address by rewiring the data address bits, enabling access to the 4-byte/8-byte parity, as shown
in Fig. 5.11(c).

* Warm zone: By — Pcor2, B1 — Pcoin, Bo — Pcoto, Bs — Pry, R7 — Pre, Rs — Pgrs, Ry — Pra,
R3 — Prs, Ry — Pra, Ri — Pgry, Ry — Pro, Sub — Ps,p1, MG — Psypo.

* Hot zone: Bs — Pcoi1, Bo — Pcoto, Bi — Pry, By — Prg, Rs — Prs, R4 — Pp4, R3 — Pgs,
Ry — Py, Ry — Pri1, Ry — Pro, Sub — Psyp1, MG — Psyp

 Fig. 5.12 shows an example of parity address mapping for a three-zone configuration. It is mapped
to Column Group-0 of the first 128 rows and 64 rows of parity Subarray-0 of the warm and hot
zone parity banks, respectively.

For ECC encoding and decoding, four (136,128) SEC units are sufficient to cover the cold zone. In the
warm zone, these units can be reused for the first four 64-bit data blocks with zero-padding to align with
the data bit width of the (136,128) ECC unit, while the remaining four blocks require dedicated (71,64)
SEC units. In the hot zone, the (136,128) and (71,64) SEC units are reused for the first eight 32-bit
blocks via zero-padding, and the remaining eight blocks are handled by dedicated (38,32) SEC units.
Furthermore, there is no latency penalty when using (136,128) or (71,64) SEC units for smaller data
blocks, such as 32-bit or 64-bit, as each encoding and decoding operation can be completed in a single
cycle. Further details are discussed in Sec.

Implementing more than two zones offers certain advantages but also introduces some design complexity.
While increasing the number of zones can reduce uniform parity storage overhead, it also demands a
dedicated ECC encoder and decoder module for each zone. Despite this, the ECC logic hardware overhead
remains relatively small compared to the total memory area and becomes negligible as memory scales.
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14-bit internal address to access the data cache block
(Bank-0, MAT Group-0, Subarray-0)
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Figure 5.10.: Demonstration of the hot zone address mapping from Mat Group-O and Subarray-0 within Bank-0 to the
corresponding parity bank in case of a two-zone configuration

Moreover, a multi-zone architecture requires parity banks with varying word-level access granularity to
accommodate the additional parity associated with each zone. These factors must be carefully considered
to fully leverage the practical benefits of fine-grained zone partitioning. As a result, limiting the number
of zones offers an optimal trade-off between reliability, memory efficiency, and architectural complexity,
making it a more practical and scalable solution. Additionally, configuring the number of rows in each
zone as a power of two helps streamline the parity mapping process and improves implementation
efficiency.

5.4.2. Hybrid ECC strategy using multi-bit ECC

In this variant, the proposed strategy implements DEC or DEC-TED (ECC;) logic only in the hot zone,
while the other zones are protected with the ECC; while having different ECC data block sizes, as shown
in Fig. 5.13. This confines the higher storage overhead of ECC; to the hot zone, avoiding a large, uniform
parity-bit overhead across the entire array.
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Figure 5.11.: Address mapping logic for extra parity bits associated with the warm and hot zone to a designated parity bank in
case of a three-zone configuration. The wiring logic described is applicable to any memory configuration. However, the specific
wiring details will depend on the memory configuration

5.4.2.1. Two-zone configuration

The hot zone is protected using a (79,64) DEC-TED code, as illustrated in Fig. 5.13(a), which requires
120 bits of parity (8x15). In contrast, the cold zone uses the (72,64) SEC-DED, which requires 64 bits of
parity for a 512-bit cache block. The (79,64) DEC-TED code necessitates extra parity storage in the hot
zone. The 60-bit (4x15) parity corresponding to the first four 64-bit data blocks can be mapped to the
available 64-bit space, while the remaining 60 bits can be mapped to a parity bank, considering it as an
8-byte parity, similarly to the discussion presented in Section 5.4.1. A similar design structure is also
applicable for the (78,64) DEC code, which requires 14 bits (~2 bytes) of parity per 64-bit.
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Figure 5.12.: Demonstration of warm and hot zone address mapping from Mat Group-0 and Subarray-0 within Bank-0 to the
parity bank in case of three-zone configuration

The read and write procedures are depicted in Fig. 5.14. During a read operation, the row address is
first checked to see whether it falls within the hot or cold zone. Accordingly, it enables the SEC-DED
decoding or DEC-TED/DEC decoding, as illustrated in Fig. 5.14 (a). Similarly, during a write operation,
if the address belongs to the hot zone, the data is encoded using the DEC-TED encoder to produce the
parity output; otherwise, SEC-DED encoding is performed, as shown in Fig. 5.14 (b). In this case, due to
the differing error correction capacities of the codes, separate decoding logic is required.

The extra memory overhead associated with the hot zone can be avoided using a slightly larger block
size (128 bits) with a DEC code, i.e., (144,128) code. In this design, the cold zone is protected by a
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Figure 5.13.: The proposed location-aware error correction strategy that employs a hybrid ECC strategy with multi-bit ECC in
the hot zone. The cache/word line size is 512 bits (64 bytes). The cold zone consists of rows near the driver, and the hot zone
includes the rows farthest from the driver. b stands for bits
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(72,64) SEC-DED code, while the hot zone employs a (144,128) DEC BCH code. Notably, using 128-bit
blocks for DEC requires 64 bits of parity (4 X 16), which matches the parity requirement of four (72,64)
SEC-DED blocks for a 512-bit cache line. This configuration enhances reliability in the hot zone without
incurring extra memory overhead, as further discussed in Section 5.5. However, while the (144,128) DEC
approach is memory-efficient, it offers lower correction granularity compared to (79,64) DEC-TED code
and involves more complex decoding compared to applying DEC-TED/DEC on smaller 64-bit blocks.

Read

DEC-TED SEC-DED DEC-TED SEC-DED
Encoding Encoding

DEC-TED SEC-DED

Decoding Decoding Write Data and

ECC Parity
(b) Write Operation

(a) Read Operation

Figure 5.14.: Memory read and write operation in case of proposed strategy with strong multi-bit (¢ = 2) ECC in the hot zone

5.4.2.2. Three-zone configuration

The multi-bit ECC can also be applied to the hot zone in three-zone scenarios. However, selecting an
appropriate block size and allocating rows per zone is crucial for optimizing memory overhead and
maintaining symmetric parity bank organization. Here, we show two cases of extending the proposed
strategy to three zones with multi-bit ECC, as shown in Fig. 5.13. In the first case, as shown in Fig. 5.13(b),
the hot zone is protected with (79,64) DEC-TED code, whereas other zones are protected with SEC with
distinct data block sizes. For the cold zone, a (136,128) SEC code is applied, requiring 32 bits of parity
per cache block. This determines the uniform ECC parity overhead of 32 bits across all blocks. In the
warm zone, a (71,64) SEC code is used, which requires seven parity bits (~byte) per 64-bit block, so 8
bytes total for a 512-bit cache block. Of this, 4 bytes can be provided from the uniform parity storage,
while the remaining 4 bytes can be stored in a separate parity bank.

Similarly, for the hot zone, (79,64) DEC-TED requires a 15-bit parity bit (~2 bytes) per 64-bit data block.
Therefore, out of the 16-byte parity for a 512-bit cache block, 12 bytes of parity need to be stored in a
separate parity bank. The hot zone parity can even be divided into two banks operating simultaneously to
serve the 12-byte parity request; one operates at a 4-byte word access, and the other operates at an 8-byte
word access, ensuring the full utilization of storage inside the parity bank. The warm-zone parity bank
would require a four-parity subarray, considering 128 rows under the warm zone. The parity banks of the
hot zone would require six subarrays: four subarrays in the bank that operate at an 8-byte word level and
two subarrays in the bank that operate at the 4-byte word level, considering 64 rows under the hot zone.
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Furthermore, efficient parity mapping with reduced memory overhead can be achieved using multi-bit
ECC with a 128-bit block size. As shown in Fig. 5.13(c), applying a (144,128) DEC adds 2 bytes of parity,
totaling 8 bytes for a 512-bit line. In this case, 4 bytes can be accommodated in the 36-bit uniform parity
storage, while the remaining 4 bytes are stored in a separate parity bank. The warm and hot zones require
an additional 4 bytes of parity per cache block, allowing them to operate at a 4-byte word-level access.
This common granularity allows the sharing of the same parity bank among the zones, further improving
mapping. For ECC encoding and decoding, four (136,128) and (71,64) SEC units are sufficient to cover
the cold and warm zones, whereas the hot zone requires a dedicated DEC unit for each block. These
strategies can also be implemented using SEC-DED with uniform parity overhead of 36 bits instead of 32
bits, based on the (137,128) SEC-DED used for the cold zone. Similarly, in Section 5.4.2.2(1), SEC-DED
can be applied uniformly across all zones with a uniform storage overhead of 36 bits. Additionally, the
hot zone would incur extra memory overhead, as the (39,32) SEC-DED needs more parity bits than the
(38,32) SEC code.

5.5. Results and discussions

5.5.1. Simulation setup

We consider an example 1 MB memory organization with 16 banks, as illustrated in Fig. 5.1 and Table 5.3.
The STT-MRAM macro serves as the last-level (L2) cache [15]. However, the proposed strategy is
generalizable and can be applied to other memory organizations. To evaluate the memory reliability
metrics, we assess the memory word/cache block error rate (BER:Pggg: probability of cache block
failure), i.e., the probability of having no more than ¢ errors when ECC with t-correction capability is
employed. For n-bits block, under a bit error rate (Pp) protected by #-bit error correcting code, the BER
can be computed by Equation (5.4). However, when a large word/cache line is divided into several smaller
blocks, the block error rate can instead be computed using Equation (5.5), where the cache line is split
into multiple blocks (np), each protected by its own dedicated (n, k) ECC.

We also evaluate the memory overhead associated with the proposed location-aware error correction
strategy and provide a comparative analysis against the uniform ECC memory overhead. Additionally, we
report the ECC encoding/decoding overhead at the 22nm technology node. Furthermore, we assessed
system performance, measured in terms of instructions per cycle (IPC), under the proposed strategy by
simulating various realistic workloads from the SPEC CPU2017 benchmark suite [244]. The benchmarks
were selected based on multiple criteria: first, to avoid choosing applications with similar behavior, as
suggested in prior work [250]; and second, to include a mix of memory-intensive and compute-intensive
benchmarks [251]. The simulation details for evaluation of system performance are provided in Table 5.3.
The gem5 simulator [252] is used to produce the L2 cache traces, and the most representative workload
segment is extracted through the Simpoint method [253].

t
Ps(n,t) = > ('l.’)P;,-tu ~ Ppir)"™! (5.3)
i=0
Pger(n, t) = 1 — Ps(n, t) 5.4
Pger(n,t) = 1= | Ps,(n,1) (5.5)
j=1
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Table 5.3.: Simulation details for system performance estimation.

Benchmarks 602.gcc,649.fotonik3d,605.mcf,654.rom, 623.xalancbmk,
638.imagick,625.x264, 628.pop2,641.leela,607.cactus

CPU Out-of-Order (O00) and Clock: 2.1GHz

L1I/SRAM 16 kB, Associativity:2, Read/Write cycles: 2/2

L1D/SRAM 16 kB, Associativity:4, Read/Write cycles: 2/2

L2/STT-MRAM IMB, 16 Bank, Associativity-16, Read/Write cycles: 12/21

Cache block 512 bits (64 bytes)

Physical address 40-bits

Subarray Ngow X Ncolumn: 256 X 256

5.5.2. Impacts of bit error rate and varying ECC data block size on block error rate

Fig. 5.15 illustrates how increasing the bit error rate (P,) impacts the memory cache/word BER (Pgggr)
for a 512-bit cache block protected with SEC-DED Hamming codes (¢=1 error correction capability). It
can be observed that as Py;; increases, the cache Pggr increases significantly, almost following a square
law relation. For instance, when the bit error rate increases from Py, to 2Py, i.e., two times, the Pggr
almost increases to ~4x. This highlights that even a slight increase in bit error rate can significantly affect
memory block reliability, which is valid for ECC with an even smaller data block size.

Fig. 5.16 illustrates the impact of ECC data block size on cache BER. As the block size decreases, the
BER drops significantly. In particular, reducing the ECC data block size from 512 bits to 32 bits can
decrease the BER by up to 11.5X%, as smaller data block sizes allow for a greater number of independent
error corrections. Applying ECC with a smaller data block size in the hot zone will increase the number
of independent error corrections (single error correction per block) in a 512-bit cache line, as shown in
Table 5.2. Applying SEC/SEC-DED ECC per 32 bits would enable 16 independent error corrections, as it
divides the cache block into 16 blocks and a single error correction in each block, compared to the eight
error corrections in the case of ECC per 64 bits. In the hot zone, reducing the ECC data block size from
64 bits to 32 bits can lower the cache BER by up to ~1.75X% in the hot zone, as shown in Fig. 5.16.
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Figure 5.15.: Impact of bit error rate (P) on the block error rate (Pggr)
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Figure 5.16.: Impact of data block size on the block error rate (PggR)

5.5.3. Evaluation of the location-aware error correction strategy using SEC/SEC-DED
Hamming code (ECC,) with distinct data block sizes

Fig. 5.17 illustrates the average BER reduction compared to the standard (72,64) SEC-DED code,
considering Nrowy = 64 rows assigned to the hot zone of the memory subarray and varying bit error
rates in the hot zone (XPbit). The average BER reduction is almost similar in the case of 2-Zone and
3-Zone. Even when the BER in the hot zone is five times higher (5Py;), the proposed strategy can reduce
the average BER by up to 37.5%. When the BER increases to even 10Py;, the average BER can still be
reduced by up to 41% (43% in 3-Zone) compared to the (72,64) SEC-DED code. The improvement in
the average BER is primarily due to the use of smaller ECC block sizes in the hot zone, specifically the
(39,32) SEC-DED code. The average BER reduction will remain consistent even when the warm zone is
subjected to a higher bit error rate than the cold zone. This is because the proposed strategy also applies
the standard SEC/SEC-DED Hamming code per 64-bit block in the warm zone, which preserves the
relative BER improvement.

Table 5.4 presents the ECC parity bit memory overhead associated with the proposed strategy with distinct
ECC data block sizes across different zones. The extra memory overhead ("Extra MO’) corresponds to
the additional ECC parity bits required for the cache blocks mapped to the warm and hot zones, beyond
the uniform ECC memory overhead. The cumulative total memory overhead is reported as the *Total
MO?’. In case of 2-Zone configuration, while considering Ngo1v,; =64, the proposed strategy can reduce the
memory overhead to only 15.62% (12.5%+3.12%), compared with 21.87% memory overhead caused by
uniform (39,32) SEC-DED ECC for all the cache block (32.14% reduction in ECC parity bits). Similarly,
in the case of a 3-Zone configuration using SEC with distinct ECC data block size, the memory overhead
can be reduced to 12.5%, compared to the uniform (38,32) SEC code for all the cache blocks (33.33%
reduction in ECC parity bits).

The ECC parity bit reduction is achieved while maintaining the same level of BER in the hot zone. This is
because the proposed strategy applies the SEC/SEC-DED code per 32-bit data block. This enables sixteen
independent error corrections (one per 32-bit block within a 512-bit cache line), effectively doubling
the eight error corrections provided by the conventional (72,64) code. There is a trade-off between the
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Figure 5.17.: Average cache block error rate reduction vs multiplicands of bit error rate (XPp, in the hot zone while employing
SEC/SEC-DED with distinct ECC data block sizes compared to the standard (72,64) SEC-DED Hamming code. NRovy
represents the number of rows under the hot zone

number of rows assigned to the hot zone and the additional memory overhead. For example, in a 2-Zone,
a memory overhead reduction of up to 35.7%, can be achieved with Ng,,,, =32 rows in the hot zone,
compared to 32.14% reduction with Npg,,,, =64, but this comes at the cost of a slightly increased average
BER. However, as discussed earlier, choosing Ng,.,, =64 offers a balanced trade-off between reliability
and memory overhead, enabling the efficient parity bank addressing or mapping process, making it a
reasonable choice for defining the hot zone.

Table 5.4.: Trend of memory overhead (MO) in the proposed strategy using ECC; with distinct data block sizes. Ngosy,, =64
number of rows under the hot zone, Ng,,;,,, represents the number of extra parity subarrays. Total MO = Uniform MO + Extra
MO

Proposed Strategy (72,64) (39,32) (38,32)
(Using distinct ECC data block size) SEC-DED | SEC-DED SEC
Uniform Extra Total
#Zone MO Nsubp MO MO MO MO MO

2-Zone | 12.5% 4 3.12% | 15.62%
3-Zone | 6.25% 8 6.25% | 12.5%

12.5% 21.87% 18.75%

Table 5.5 gives the hardware overhead per k-bit block for ECC;. In a 2-zone configuration, the same eight
(72, 64) encoder/decoder can be used by zero-padding to cover eight 32-bit blocks out of 16 data blocks.
While the remaining eight 32-bit blocks can be covered with dedicated eight (39,32) encoder/decoder
logic. In a 3-Zone configuration, the cold zone requires a dedicated (136,128) SEC ECC unit for each
data block within the 512-bit cache line. For the warm zone, the four blocks can reuse the (136,128) ECC
units through zero-padding, while the remaining four blocks are protected using dedicated (71,64) ECC
units. In the hot zone, the eight blocks are covered using a combination of (136,128) and (71,64) ECC
units, and the remaining eight blocks are protected by dedicated (38,32) SEC ECC units.
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The hardware overhead associated with the encoding and decoding logic of ECC modules is low due
to the reuse of logic resulting from their simple encoding/decoding process. This can result in an area
overhead under 0.7% and 0.8% for 2-Zone, and 3-Zone, respectively, normalized to the data cache area
estimated by NVSim [256]. Table 5.6 presents the hardware overhead of control logic, which corresponds
to identifying the zone, routing the 512-bit cache data to the appropriate ECC encoder during encoding,
and retrieving the corrected 512-bit data from the corresponding ECC decoder during decoding. The
computational overhead is negligible, with no tangible impact on the clock frequency, which in turn does
not affect the data path, resulting in minimal performance overhead. The details regarding performance
overhead are discussed later.

The hardware overhead associated with the control logic is under 0.15% and 0.25% for 2-Zone and 3-Zone,
respectively, normalized to the data cache array estimated by NVSim [256]. While comparing to the
uniform (39,32) SEC-DED case, the additional area overhead (ECC + Control Logic) for both the zoning
cases is negligible (< 0.3% for the 2-Zone and < 0.5% for the 3-Zone, normalized to the data cache array
estimated by NVSim [256]).

Moreover, the power-delay product (PDP/energy = Power X Latency) of the different components of
the proposed strategy is minimal, i.e., a tiny fraction of pJ, as shown in Table 5.5 and 5.6. The energy
overhead associated with ECC and control logic has a negligible impact, accounting for less than 0.75%
during encoding and within 0.5% during decoding in the case of a 2-Zone (together, it results in under
0.6%). Similarly, in the case of the 3-Zone, it accounts for under 0.8% during encoding and 0.6% during
decoding. Together, these result in under 0.7%, normalized to the cache access energy as estimated by
NVSim [256].

Table 5.5.: Hardware overhead for SEC/SEC-DED (ECC;) Hamming code for different data block size (k)

(a) SEC-DED Hamming code

2 Encoding Decoding
Area | Latency PDP Area | Latency PDP
32 | 70um? 100ps | 0.0508p] | 155um? | 180ps | 0.1389p]
64 | 134um? | 140ps | 0.1221pJ | 254um? | 220ps | 0.2166p]
(b) SEC Hamming code
K Encoding Decoding
Area | Latency PDP Area | Latency PDP
32 | 56um? 95ps 0.0322p] | 111um* | 180ps | 0.0891p]
64 | 115um?® | 130ps | 0.0812p] | 223um? | 220ps | 0.2006p]
128 | 235um? | 170ps | 0.1694p] | 448um? | 260ps | 0.3968p]

Table 5.6.: Hardware overhead on top of ECC logic in case of the proposed strategy using ECC; with distinct data block sizes

Proposed Data Encoding Data Decoding

Strategy Area Latency PDP Area Latency PDP
2-Zone | 241 pm? 100ps 0.2952pJ | 500 um? 100 ps  0.5745 pJ
3-Zone | 507 yum® 100ps 0.6895p] | 1142 ym* 100 ps  1.3580 pJ

We also assess how the computational overhead affects the data path, which can impact system performance
measured by IPC. The system performance remains unaffected due to the use of a low-latency SEC/SEC-
DED decoder. There is no reduction in IPC compared to the baseline ECC; per 64-bit data, as shown
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Figure 5.18.: Normalized IPC under the proposed strategy using ECC; with distinct data block sizes. ECC1: SEC/SEC-DED
code

in Fig. 5.18, which shows the system performance in terms of normalized IPC. Even when compared
to a configuration without ECC (despite ECC protection always being present in most memories), the
average performance overhead remains negligible (~1%). To evaluate system performance, we consider
an additional cycle for each ECC encoding and decoding phase, which is sufficient, as the SEC-DED
encoding and decoding latency is lower than the clock cycle.

5.5.4. Evaluation of hybrid ECC strategy with strong multi-bit ECC (ECC,) in the hot zone

Using ECC; with smaller data blocks significantly increases the number of independent error corrections
while having a moderate impact on cache failure probability. The cache BER can be further reduced
by using DEC logic (t=2) in the hot zone. Fig. 5.19 shows that applying (79,64) DEC-TED to the hot
zone maintains a BER in the hot zone nearly equal to (72,64) SEC-DED at the original bit error rate
(Ppit), even when considering the bit error rate fifteen times (15%Py;;). Fig. 5.20 shows the average BER
reduction using the proposed strategy with ECC,, while considering different bit error rates (xPb) for
the hot zone. As shown in Fig. 5.20, even with a tenfold increase in the bit error rate (10P,) in the hot
zone, the proposed strategy using DEC-TED with Nrew,, =64 can reduce the BER by up to 31X (25.4X in
3-Zone). This reduction becomes even more significant under scenarios with a higher bit error rate.

Protecting the hot zone with (79,64) DEC-TED requires extra memory overhead, as illustrated in the
Table. 5.7 (‘Extra MQO’). However, the total memory overhead (“Total MQO’) is still much lower (33.5%
reduction in parity with Nrow,=64) than applying uniform DEC-TED, which requires a 23.44% memory
overhead for ECC parity bits. However, the (144, 128) DEC code in the hot zone can be used to avoid the
extra storage associated with the (79, 64) DEC-TED code, as discussed in Section 5.4.2. As shown in
Fig. 5.19, the (144,128) DEC code can achieve nearly a similar block error rate in the hot zone, even with
a ten times higher bit error rate (10XPp;;) in the hot zone while maintaining the same 12.5% overhead
as the (72,64) SEC-DED. The proposed strategy using the (144,128) DEC code is efficient in terms of
memory overhead but offers lower bit error resiliency and a higher block error rate compared to using the
(79,64) DEC-TED. This is because the (144,128) DEC code performs only eight error correction (two per
128-bit), whereas the (79,64) code offers sixteen error correction (two per 64-bit data).

105



5. Location-Aware Non-Uniform Error Correction in STT-MRAM: Mitigating Interconnect-Induced Reliability Challenges

The hardware overhead associated with the additional ECC module required in the proposed multi-bit
ECC is minimal on top of the uniform ECC, configuration. Furthermore, Table 5.9 details the extra control
logic required for zone identification and data routing during ECC encoding and decoding. Overall,
the area overhead associated with the additional ECC and control logic is below 0.65% for a 2-Zone
configuration, whereas it is under 0.85% for a 3-Zone configuration, both normalized to the data cache
array estimated by NVSim [256].

As shown in Table 5.8, the (144,128) DEC incurs higher decoding overhead (3.1x) due to its complex
decoding logic compared to the (79,64) DEC-TED. Thus, the two multi-bit ECC variants of the proposed
strategy present a trade-off among memory overhead, error resiliency, block error rate reduction, and
ECC decoding overhead. The implementation of ECC, configuration is based on latency-efficient
double-error-correction logic following the methods in [177], [257].

Table 5.7.: Memory overhead (MO) in case of the proposed hybrid ECC (ECC; in hot zone and ECC1 in other zones). NRoay;:
64 number of rows under hot zone, Ng,;,,: Number of extra parity subarrays. Total MO = Uniform MO + Extra MO

Proposed Strategy (72,64) (144,128) (79,64)
(Using ECC; in the hot Zone) SEC-DED DEC DEC-TED
ECC in Uniform Extra Total
Hot zone #Zone MO Nsubp MO MO MO MO MO
(79,64) 2-Zone 12.5% 4 3.12% | 15.62%
DEC-TED | 3-Zone | 6.25% 10 7.81% | 14.06%
(144,128) | 2-Zone | 12.5% - - 12500 | 1220% | 12:50% | 23.44%
DEC 3-Zone | 6.25% 6 4.69% | 10.94%
Table 5.8.: ECC encoding and decoding overhead for ECCy
ECC K Encoding Decoding
Area Latency PDP Area Latency PDP
DEC-TED | 64 | 202um? 170ps | 0.2476p] | 2303um?® | 600ps | 0.8844p]
DEC 128 | 393um? 190ps | 0.3768p] | 7169um? | 700ps | 1.4827p]

Table 5.9.: Hardware overhead on top of ECC logic in the proposed hybrid ECC strategy with multi-bit ECC in the hot zone

Proposed Data Encoding Data Decoding

Strategy Area Latency PDP Area Latency PDP
2-Zone | 473 ym?>  100ps  0.5833p] | 973 ym? 100 ps  1.0264 p]
3-Zone | 556 um®> 100ps 0.7391pJ | 1242 yum* 100 ps  1.4780 p]

The power-delay product (PDP/energy), resulting from the various logic modules, is shown in Table 5.5, 5.8,
and 5.9. The proposed strategy incurs minimal energy overhead in addition to the uniform ECC
configuration; the energy overhead associated with additional ECC and control logic accounts for less
than 0.7% during encoding and within 0.5% during decoding in the case of a 2-Zone (together, it results
under 0.5%). Similarly, in the case of the 3-Zone, it accounts for under 0.75% and 0.6% during encoding
and decoding, respectively. Together, this results in around 0.6%, normalized to the cache access energy
as estimated by NVSim [256]. Additionally, the control logic also performs input gating for the ECC
module, which is not in use; this can further minimize the run-time dynamic energy. Furthermore, the
proposed strategy does not increase the energy overhead associated with the parity bits. By applying
ECC in a non-uniform manner, the total number of parity bits is decreased relative to a uniform ECC,
thereby lowering the energy.

Applying multi-bit ECC uniformly is also inefficient due to high decoding latency, which can impact
the data path and ultimately degrade system performance. However, limiting it only to the required
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Figure 5.20.: Average block error rate reduction vs multiplicands of bit error rate (XPp, in the hot zone using the proposed hybrid
ECC strategy with ECC in the hot zone. ECCy: (79,64) DEC-TED / (144,128) DEC.

zone not only reduces memory overhead but also incurs minimal performance overhead. Fig. 5.21
shows the normalized IPC. The proposed approach with selective DEC-TED/DEC maintains an average
performance overhead under 1.25%, even compared to the no ECC case. However, the memory is at
least protected with ECC;, the proposed strategy incurs negligible performance overhead compared to
the baseline ECCy, as it maintains the average performance overhead within 0.25%. This is achieved by
introducing additional ECC decoding cycle latency only for cache blocks mapped to the hot zone, rather
than applying it uniformly.

Furthermore, concerning the feasibility of macro design for the proposed strategy, we have ensured that
each parity subarray in the parity bank is sized to match the data subarray. This approach helps in fixing
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Figure 5.21.: Normalized IPC under proposed hybrid ECC strategy with ECC in the hot zone. ECCy: (79,64) DEC-TED /
(144,128) DEC code.

the extra parity bank height or width, depending on how the subarrays are arranged, and supporting a
rectangular macro structure. In a three-zone scenario, the number of subarrays in the additional parity
bank is the same as the number of subarrays in the data banks. In the two-zone scenario, the size of the
extra parity bank is smaller, as it requires only four subarrays. However, the height/width of this extra
parity bank can be made the same as the data bank by rearranging the subarray placement, enabling
efficient physical design. The number of subarrays can also be fine-tuned to have a specific number of
subarrays in the parity bank, as it depends on the number of rows considered under the different zones.
Additionally, the STT-MRAM process is CMOS-compatible, making it a viable option for embedded
cache applications. Even small irregularities can be effectively managed during the final implementation
of the chip. In practice, supporting logic and analog circuitry can be incorporated in the residual area
near the extra parity banks — for example, cache policy control logic, charge pumps, or on-chip LDOs,

and ECC/control logic. This co-integration helps to alleviate the impact of any aspect-ratio mismatches
on the effective die size.
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5.6. Summary

As technology scales down, interconnect parasitics become increasingly significant, potentially degrading
bit-cell reliability due to voltage drops caused by interconnect resistance. In this chapter, we proposed
an efficient, location-aware non-uniform error correction scheme to mitigate reliability degradation in
STT-MRAM caused by increasing interconnect parasitics. Our strategy divides the memory subarray into
different zones based on their distance from the driver, with each zone employing different error correction
strengths. We have introduced two variants: one that applies a distinct block size for SEC/SEC-DED
across different zones, and another that employs strong multi-bit ECC (DEC/DEC-TED) for the hot zone,
while SEC/SEC-DED protects the other zones. The proposed strategy enhances memory reliability
while minimizing uniform memory overhead by applying stronger error correction only where it is most
needed. Further, by presenting a comprehensive cross-layer analysis, from technology to application, the
proposed strategy improves memory reliability and has no adverse impact on system-level performance.
The proposed method is highly adaptable and can be applied to other memory technologies with similar
reliability aspects in the subarray interconnect.
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6. Checksum-based Error Correction in Memristive
Crossbar-based CiM Architecture for NN
Acceleration

The memory wall issue in von Neumann architecture limits the performance of emerging applications,
such as deep learning-based applications that operate on very large amounts of data. More recent
advancements in computing, such as CiM, are potential solutions to the memory wall problem. The
emerging resistive non-volatile memories, also known as memristors, are the most suitable choice for CiM
realization, also referred to as a memristive crossbar. The MVM is one of the most frequently performed
operations in deep learning hardware accelerators. The crossbar array structure, with memristive devices
as its building block, has an inherent capability to perform energy-efficient MVM. However, memristive
devices also suffer from various non-idealities and a limited number of stable states, as discussed in
Chapter 2. Therefore, the reliability and, in turn, inference accuracy of the deep learning application
are negatively impacted. In this chapter, we present a checksum-based error correction method for a
memristive crossbar for reliable MVM computation. In this chapter, we focus on a memristive crossbar
made of multi-bit resistive NVM devices. In the first strategy, we propose an scaled checksum-based
low-overhead single-column error correction in a memristive crossbar. The proposed methodology
alleviates the problem of storing the checksum value into multiple columns of the crossbar due to the
limited number of stable levels of memristive devices. The number of extra columns required for storing
the checksum value is reduced. We discuss two types of checksums: one based on ABFT, and the other
on the Hamming code. The second strategy introduces the ECC-based checksum strategy for block error
correction in the memristive crossbar, aiming to protect groups of columns simultaneously.

6.1. Introduction

Deep learning algorithms have recently gained significant importance in many areas, ranging from
mobile applications to data centers [268]. These algorithms involve numerous MVM operations on
massive datasets. The data transfer between the processor and memory is becoming one of the most
critical performance and energy bottlenecks in conventional computing paradigms [10]-[12].. The
CiM paradigm, consisting of a memristive crossbar array, is one potential solution to overcome these
challenges. Emerging resistive NVMs (also known as memristive devices) are prominent choices for CiM
realization [133]-[141]. The memristive crossbar array is utilized for energy-efficient analog computation
of MVM, a core operation for NN accelerators. Many recent works demonstrate that non-volatile
memristive devices, specifically multilevel cells such as RRAM, are promising for implementing the
CiM paradigm [103], [133]-[137]. The memristive crossbar can be used for energy-efficient analog
computation of MVM for deep learning acceleration. However, the functionality is severely affected by
defects or non-idealities caused in memristive devices. These include stuck-at-faults, device-to-device
variations, cycle-to-cycle variations, write failure, and RTN [97], [98], [104]-[107].
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Several works in the literature target defect mitigation techniques for MVM using memristive cross-
bars [232]-[238]. The works in [237] and [238] focus on checksum-based fault-tolerant and error
correction strategies for memristive crossbar realized by multi-bit resistive NVMs. The extended
algorithmic-based fault tolerance (X-ABFT) for RRAM-based computing, which utilizes the traditional
ABFT and a test vector to extract a signature to mitigate stuck-at faults, has been presented by [237]. The
majority voting and Hamming code-based checksum techniques for error correction in RRAM-based
matrix operation have been presented in [238]. In this chapter, we present two distinct checksum-based
strategies for error correction in the memristive crossbar. The first strategy focuses on single-column
error correction, which aims to store the checksum value efficiently. The second strategy is block error
correction, designed to protect a group of columns in the crossbar simultaneously.

6.1.1. Scaled checksum-based single column error correction

The digital values are stored by programming the memristive cell in a particular resistive state. The
number of stable levels stored by memristive cells is limited due to variations in device resistance from
the target programmed value [61]. The limited number of stable levels impacts the maximum value
stored by the memristive cell. Due to this limitation, checksum-based techniques require more than one
memristive cell to store such a large checksum value, necessitating the use of several checksum columns
in a memristive crossbar array, which results in significant memory overhead. These technological
constraints have not been addressed in the existing checksum-based technique. We propose a low-overhead,
scaled checksum-based single-column error correction technique to overcome the bottleneck of storing
checksums into multiple columns of a memristive crossbar. First, we manipulate the data values in the
crossbar such that the checksum values become a multiple of the chosen scaling factor. In this way, we
only need to store a small factor for the checksum value, which requires only a single memristive cell.
The scaled checksum values can be recovered by a left shift operation at the ADC output. However,
this data manipulation has a severe negative impact on the inference accuracy. Therefore, we introduce
checksum-aware training of NN to recover the accuracy loss caused by manipulation, which incurs no
additional computation or storage overhead during inference, yet still achieves comparable accuracy to
the original for the MNIST, Fashion-MNIST, CIFAR-10, and Veg-15 datasets.

6.1.2. Checksum-based block error correction

In this strategy, we propose an efficient online block error correction methodology that can correct any
number of errors in one of the blocks of a memristive crossbar containing multiple columns, enabling it
as a multi-column error correction technique. The proposed method is inspired by fault-tolerant integer
parallel MVM, which combines the idea of self-checking capability (checksum) and a linear block code
ECC, such as a Hamming code [269]. The proposed strategy can also be extended to perform adaptive
error correction, allowing the ratio of data columns to parity checksum columns to be adjusted at runtime
based on the fault rate, thereby enabling the optimal use of the crossbar array. In this block error correction
strategy, we do not employ storing each checksum in a single column, as this would limit the capability
of multi-column error correction and impose excessive restrictions on the values of the weight matrix.
However, the proposed strategy requires a smaller code dimension, which can improve the efficiency
by reducing the number of checksum columns while enabling multi-column error correction. In this
strategy, we employ the Hamming code to get the checksum for the crossbar, which is used to compute
the signature for error detection and correction. However, a similar strategy can also be employed by
other coding techniques. We also analyze the tradeoff associated with the number of columns protected
at a time (a block of crossbar) and the additional required checksum column.
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6.2. Analysis of checksum for memristive crossbar

6.2.1. Weighted and Non-weighted Checksum

Fig. 6.1 shows the basic memristive crossbar array used in CiM architecture for parallel MVM. The
memristive crossbar can be utilized as an accelerator module for MVM operations in an analog manner.
The conductance (resistance) values (G) of memristive cells represent the synaptic weights W of NN. The
bit-line (BL) current represents the summation of the multiplication of input vector (v) and conductance
matrix (G), i.e., Iy = Z?fl ViGin, i.e. MVM output. In the memristive crossbar, the output of an MVM
is taken column-wise. So, it is not possible to get the row checksum and the output simultaneously.
Instead of using a row checksum, an extra checksum column can be added to extract the signature for
fault detection and error correction. The ABFT technique uses a combination of non-weighted and
weighted checksums to extract the signature for error correction [179], [237], [270]. Fig. 6.2 shows an
M x N memristive crossbar with two additional non-weighted and weighted checksum columns on top of
crossbar data columns. The non-weighted (G, ) and weighted (Gc,,) checksum for the i*" (i = 1,2...M)
row can be computed as follows:

N N
Ge, = > ,Gij and Ge, = > Wy Gy; (6.1)
j=1 Jj=1

Where Wy, represents the weight factor, and G;; is the quantized conductance value (quantized weight
value of the given weight matrix). In the rest of the paper, G is also treated as the weight matrix
of NN. The signature for the error correction is computed by taking the ratio of the weighted to the
non-weighted deviation and is given by Agauiry = S2/S1, where Sy = Ic, — Z?[: 1 I s the deviation and
Sy =1Ic, — Zj.\’: 1 W 1; is the weighted deviation. The correction can be done by subtracting the S; from
the faulty output current whose column address is indicated by Afgy4y. Fault detection and correction
are performed after the ADC in the digital domain.
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Figure 6.1.: Memristive crossbar
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Figure 6.2.: M X N memristive crossbar with two checksum columns
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Figure 6.3.: M X N memristive crossbar with multiple checksum columns

Consider an M X N crossbar with each cell storing a b-bit value, thus [ = 2° different levels for each
memristive cell and a linear weight factor (Wy, = Wg, Wp,...Wy, = 1,2...N) for the weighted checksum
calculation. The maximum value of the checksum for each row can be calculated as follows:

N
X _ b
Gox = Z}(z - 1),
=
N b (6.2)
G = > Wy (2" - 1.
j=1

GE™ = N (2" - 1),
N(N +1) (6.3)

Gey' = ——5— " -1)
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It is not possible to store a checksum value into a single memristive cell due to a limited number of
stable states. The weighted column slicing needs to be used to store the checksum value into multiple
columns [271]. If the memristive can store [ different levels, the output current of each column of a slice
would also be weighted by the power of [ based on its column address. In general, the number of extra
columns in the case of a non-weighted and weighted checksum is given by Equation 6.4. As an example,
consider a 64 X 64 crossbar with each cell storing a 3-bit value. The maximum value of a non-weighted
checksum is 448, i.e., a 9-bit value, and the maximum value of a weighted checksum is 14560, i.e., a
14-bit value. Therefore, the non-weighted and weighted checksums need to be sliced into three and five
columns, respectively, instead of single columns each. The value of non-weighted (Ic,) and weighted
checksum (I¢,) current after the slicing are given by Equation 6.5. If the maximum checksum value
(GE™) is a power of 2, then first add 1, and then perform the log, operation to avoid any discrepancy in
the bit width of the maximum checksum value, because for any b-bit precision, the range is 0 to 2°-1.

_ rowr&?")

b b
(6.4)
 [log,(GE)
e b
Ie, =" x I, +I' X I, (6.5)
Ie, = "X I, + 1" X I, + I* X I, (6.6)

Storing the checksum requires multiple columns due to the limited number of stable states of memristive
cells, resulting in significant memory overhead. Fig. 6.4(a) shows the maximum value of the checksum in
the case of non-weighted and weighted checksums. In the case of non-weighted and weighted checksums,
the value of the weighted checksum is more severe as it increases drastically with the array size. As the
array size increases, the maximum checksum value also increases, which imposes the requirements of
extra columns into the crossbar as shown in Fig. 6.4(b).

20

I Non-weighted I Non-weighted
I weighted I weighted

Max checksum (bits)
=
#Checksum columns

4 8 16 32 64 128 256 4 8 16 32 64 128 256
Array (M=N) Array (M=N)
(a) Maximum checksum value (b) Number of checksum columns

Figure 6.4.: ABFT checksum characteristics for b = 3 bits/cell
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6.2.2. Linear Block Code ECC-based Checksum

A checksum technique based on the linear block code ECC involves a non-weighted checksum (algebraic
sum of information bits) of the data to determine the parity, rather than using the XOR operation. In
the case of a conventional memory system, the linear block code, such as the Hamming code, is used to
protect the binary data by adding extra parity bits to the information bits. These parity bits are computed
by performing the XOR operation on the information or data bits. In contrast to memory applications, in
the case of a crossbar for CiM implementation with multi-bit memory elements, parity is computed by
the algebraic sum of data columns instead of the XOR operation. The parity check matrix (H) of ECC
determines which data participates in the calculation of the checksum. The selection of the parity check
matrix depends on the size of the crossbar, particularly the number of columns.

A 4 X 4 crossbar array encoded with a (7, 4) Hamming code, having three additional checksum columns
(also referred to as parity columns), is shown in Fig. 6.5. The checksum computation for parity is based
on the parity check matrix (H). The parity check matrix has two sub-matrices: one is a non-identity
matrix (Hy), and the other is an identity matrix (Hy), as shown in Equation (6.7). The location of one
in a non-identity matrix determines which part of the crossbar matrix participates in the checksum
computation to obtain the parity columns. The checksum value for all three parity columns using (7, 4)
code can be calculated as per Eq. (6.8). In general, the checksum for each parity is computed according to
the pseudocode in Algorithm 1. This demonstrates the checksum computation as a simple matrix-vector
multiplication, where each row value is multiplied by the parity check matrix to get the checksum.

(6.7)

O = =
—_ O
_ = O
S O =
S = O
- o O

Gc,, = Git + Gip + Gi3
Gciz = Gil + Gi2 + Gi4 (68)
G, = Git +Gis + Gyg

Algorithm 1 Checksum computation based on Hamming code

1: Input: Number of columns in crossbar (N)

2: Output: Checksums Gc,, for each parity p

3: Select the (n, k) ECC code, k = N

4: Get the corresponding parity check matrix (H)

5: Extract the non-identity part Hyy from H > H = [I Hyy]
6: for p=1to P do > for each parity p
7: h « row p of Hy > h = Hny[p, 1:N]
8: for i =1to M do > for each row of G
9: Gc,, < G[i, 1:N] - h' > dot product / checksum for parity p

10: end for

11: end for
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Fig. 6.5 shows the 4 X 4 array with three checksum columns for three parity using the (7,4) Hamming
code. Here, the assumption is that a single cell per row is sufficient to store the checksum value, resulting
in a single column for each parity. However, as discussed previously, this is not practically true because
memristive cells have a limited number of stable states, which would impose more than one column
for each parity. In Fig. 6.5, instead of three checksum columns, six checksum columns are required as
the checksum for each parity needs at least two crossbar columns due to the limited stable state of the
memristive cell, as shown in Fig. 6.6. This fundamental technological constraint has not been addressed
in the existing linear coding-based checksum for performing error correction in a memristive crossbar.
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Figure 6.5.: 4 x 4 memristive crossbar with Hamming code-based checksum
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Figure 6.6.: 4 x 4 memristive crossbar with Hamming code-based checksum

Fig. 6.7(a) shows the maximum value of the checksum in the case of the Hamming code-based checksum.
In the case of the Hamming code, the checksum values shown in Figure 6.7(a) correspond to the parity
having a maximum checksum value. As the size of the array increases, the maximum checksum value also
rises. This growth necessitates the addition of extra columns in the crossbar, as shown in Figure 6.7(b).
This is due to the fact that the more entries in the columns of the parity check matrix involved in checksum
computation, ultimately leading to increased parity checksum values and a higher demand for checksum
columns. The specific parity matrix is decided based on the number of columns of the array. For a
given column count, different constructions (e.g., generation method or underlying polynomial) may
yield slightly different matrices. However, these differences have a minimal impact on the required
number of checksum columns, as shown in Fig. 6.7, since the resulting checksum bit widths do not differ
substantially in this respect. The details of the parity check matrix are illustrated in the Appendix.
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Figure 6.7.: ABFT checksum characteristics for b = 3 bits/cell

6.3. Scaled checksum-based single-column error correction

In this strategy, we propose a scaled checksum-based run-time single-column error correction method
for a memristive crossbar array. The checksum computation used in this work is based on ABFT, and
linear block ECC, such as the Hamming code. The checksum value is the sum of multiple weight values,
resulting in a large number that cannot be stored in a single cell and therefore requires multiple cells
to store. We propose a method to scale the large checksum value so that it can be stored in a single
memristor cell, significantly reducing memory overhead.

Pre-trained NN weight matrix

&

Compute the checksum for each
row of weight matrix

<

Downscaling of the checksum by the
scaling factor (S)

g

Fine-tuning of the weight matrix

Checksum-aware NN Training to regain the accuracy loss

Figure 6.8.: Overview of checksum scaling process
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The overall steps of the proposed checksum scaling strategy are highlighted in Fig. 6.8, and these steps
are illustrated as follows:

* First, we compute the checksum for each row of the pre-trained weight matrix. Afterward, we
perform the downscaling of the checksum of the trained weight matrix using a scaling factor; that
is, each checksum value is divided by the scaling factor, so we only need to store a small factor (the
quotient part obtained during scaling).

* However, each checksum value is not always divisible by the scaling factor, i.e., a non-zero
remainder exists after the scaling, which may introduce inaccuracy in error detection and correction.
Hence, we propose fine-tuning the trained weight matrix, where the weight values are adjusted so
that the obtained checksums are divisible by the scaling factor.

* The manipulation of the weight matrix may cause a severe impact on NN accuracy. We propose
a checksum-aware training of NN to regain the NN inference accuracy degradation due to the
manipulation of the weight matrix.

6.3.1. Down scaling of checksum value

In the case of checksum storage, the checksum value must be sliced into multiple columns due to the
limited number of stable states available in the memory device. Therefore, the purpose of scaling down
the checksum value is to reduce it to 2° — 1 or less, so that it can be easily stored in a single memristive
cell with b-bit precision. This will allow us to store each checksum in a single column of the crossbar
only. The scaling factor is chosen in such a way that it should be a power of 2 so that it is easy to get the
original checksum value by a left shift operation at the output of the ADC in the digital domain. The
calculation of the scaling factor for different cases is discussed next.

6.3.1.1. Scaling factors for non-weighted and weighted checksum

In the case of ABFT-based checksum strategy, two kinds of checksums, non-weighted and weighted, are
used to extract the signature for error detection and correction. The maximum values of non-weighted
and weighted checksums are computed using the Expressions (6.2) and (6.3). The scaling term associated
with the non-weighted and weighted checksum (N and W) needs to be scaled down to get the
checksum value equal to or less than 2° — 1. The non-weighted and weighted checksum scaling conditions
can be obtained using Equation (6.9) and (6.10). The non-weighted (S,,,) and weighted (S,,) scaling

factor can be chosen approximately equal to the power of 2 nearest to N and Nx(év ”), respectively.
N(@2b -1
NE -1 <2b—1 (6.9)
Snw
NN +1) (20 -1
W+D) @ =1 gy (6.10)

2 Sw
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6.3.1.2. Scaling factors for Hamming code-based checksum

In the case of a Hamming code-based checksum, scaling factor computation can be done using a parity
check matrix (H). The number of ones in each row of the non-identity matrix of H defines the maximum
value of the checksum value for each parity. The parity check matrix would differ for different array sizes,
as Hamming codes would vary. The Hamming code dimension (n, k) can be determined based on the
number of columns (N) of the weight matrix, which serves as a data block for the Hamming code, where n
is the code length and k is the data block size. The following condition must be satisfied when computing
the code dimension, which is given as by Equation 6.11 [172], where k = N and p = n — k represent the
number of parties. The logic for computing the scaling factor in the case of the Hamming code-based
checksum is summarized as pseudocode in Algorithm 2. For example, the parity check matrix for the
(7,4) Hamming code is shown in Equation (6.7). To get the scaling factor for the first parity, we need to
count the number of ones in the first row (excluding the identity matrix), i.e., 3, so the nearest power of 2
for the value 3 is 4, so we can choose a scaling factor equal to 4. The logic for computing the scaling
factor in the case of the Hamming code-based checksum is summarized as pseudocode in Algorithm 2.

k<2P—p-1 6.11)

Algorithm 2 Scaling factor computation for Hamming code

Input: Number of columns in crossbar (N)
Output: Scaling factor Sy for each parity
Select the (n, k) ECC code, k = N

Get the corresponding parity check matrix (H)

Extract the non-identity matrix (Hyy) from H

for p =1to Np do > for each parity (1 to Np)
count =0 > count number of 1’s
for j=1to N do > for column size of Hyy (1 to N)

if Hn(p, j) == 1 then
count = count + 1

else
count = count
end if
end for
Su(p) = Power of 2 nearest to count > Scaling factor
end for
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6.3.2. Fine-tuning of the weight matrix

When a scaling factor reduces the checksum value, there can be instances where the checksum is not
exactly divisible by the scaling factor. This can result in a non-zero residual remainder, i.e, mod value
is not zero after scaling. This remainder can lead to errors during the decoding process. Because the
residual would not be recovered during decoding by the left shift operation, this would make the signature
for error detection and correction incorrect. To ensure error-free decoding, the checksum value must be
divisible by the scaling factor, resulting in a zero remainder (or modulus) after scaling. Practically, it is
not always the case that the remainder is zero, as illustrated by Fig. 6.9. It demonstrates an example of
a 4 x 4 weight matrix with an additional weighted checksum column, scaled down by a scaling factor
of § = 16. It can be seen in this example that not all the mod values are equal to zero after scaling the
weighted checksum with a scaling factor S = 16. This may cause an error while extracting the original
checksum value by left-shifting the scaled value at the ADC output. To avoid this error and get a zero
mod value after checksum scaling, we need to adjust the values of the weight matrix to ensure the mod
value is zero for each checksum. This is illustrated by the example shown in Fig. 6.9.

Weight factor | Weighted [Scaled(S=16)| .
Weighted )
1 2 3 4 |checksum checksum TR
61623 36 2 4
3| L [4]5 | 37 2 5
3 14|56 50 3 2
4 1 2 1 16 1 0
Goriginal
After
Fine Tuning
Weight factor | Weighted |Scaled(S=16)| .
1 [ 27 3] 4 |checksum :::lig:f:l vl
6|6 |22 3 2 0
310315 32 2 0
31356 48 3 0
4 1 2 | 16 1 0
Gmanipulated

Figure 6.9.: Example showing fine-tuning of the weight matrix

Given an original weight matrix (G°), we need to obtain a new manipulated weight matrix (G™) such that
it satisfies the constraints of checksum scaling with minimal changes in the weight values. In other words,
the checksum value of the newly obtained manipulated matrix is a multiple of the corresponding scaling
factor. To do this, we have formulated the required task as an integer linear programming problem to
satisfy the constraints of checksum scaling. For any scaling factor S, the possible mod value can be 1 to
S — 1, and mod value computation can be done as follows:
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Check 1
mod = remainder( e SI;m va ue) (6.12)

We have two types of checksums: one is non-weighted, and the other is weighted. In the case of a
Hamming code-based checksum, the concept of a non-weighted checksum is also used to compute the
checksum for each parity. The constraints for integer linear programming to make the mod value zero
after scaling the checksum of the i;, row of the weight matrix are given by expression (6.13). Where G?
and GI" represent the checksum value for the original and manipulated weight matrix, respectively, mod°
represents the mod value after checksum scaling in the case of the original weight matrix. The newly
obtained checksum value GI" is a multiple of the scaling factor S. The fine-tuning of the weight matrix is
summarized as pseudocode in Algorithm 3.

{G;’; = Gg, — mody, if mod? < §/2 6.13)
GZ‘ = Ggi —mod? +S, if mod? > 5/2
Algorithm 3 Fine-tuning of the weight matrix
Input: Goriginai(G®) and mod®
Output: Guaniputared(G™)
Objective: Minimize [G™ — G°]
fori=1toM do > for row (1 to M)
forj=1t0oS—1 do > for mod value (1to S — 1)
if mod; = j then
Manipulate i,, row of G° using integer linear
programming solver to satisfy the checksum
scaling constraints as follows:
if mod; < 5/2 then
Gg} = G¢, — mod;
else
Gl = G¢ —mod} + S
end if
else
Keep i;p, row as it is >ie., mod{ =0
end if
end for

end for
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6.3.3. Checksum-aware NN training

The fine-tuning of the weight matrix manipulates the weight values to satisfy the checksum scaling
requirement. However, this will impact the inference accuracy of the trained NN. To mitigate this accuracy
degradation, we propose a checksum-aware training of the NN. At the algorithmic level, the typical
computation of NN with overall L layers can be represented as a linear transformation of input x; followed
by batch normalization layer (BatchNorm) [272] and an element-wise nonlinear activation function ¢(-),

e.g.,

G?x; +b; —
Zi = ¢i(;l”
Vol + e

Where G° represents the original weight matrix (without manipulation), p and ¢ are the mean and variance
of the batch normalization layer. & and f are the learnable parameter of BatchNorm layer and € is a small
constant.

Xa+p),Vie[l...L]. (6.14)

The manipulated weight matrix is denoted as G™. The resulting weighted sum y’ # y is different due to
weight manipulation, leading to a higher value of the loss function, E’ > E, where E is the previously
optimized value of a pre-trained NN. The effect of error due to manipulating the entries of the weight
matrix needs to be suppressed by optimizing E’ using the backpropagation algorithm. Otherwise, the
inference accuracy can degrade to a very low value, corresponding to a randomly initialized NN. Therefore,
we introduce an additional parameter I" with dimension N for the manipulated layers of the NN. Here, N
denotes the number of neurons in the layer or the number of data columns in the crossbar. The overall
computation of a layer during re-training can be described as:

(G"x; +b;) xT — p
Vo2 +€

During retraining, the non-manipulated parameters of the NNs and the I' parameter are optimized through
the backpropagation algorithm, while the manipulated parameters are kept frozen.

Zi = ¢i(

xa+p)LVie[l...L]. (6.15)

Since introducing additional parameters increases both computation and memory overhead during
inference, we proposed to squash the I' parameter into the batch normalization parameter. We utilize the
fact that during inference, batch normalization is constant and can be simplified into the following:

(G"x; +b) XTI Xa—puxa

Zi = ¢i( N +B),Vie[1...L]. (6.16)
zi=¢i((G;nXi+bi)xa,_”l +B),Vie[1...L]. (6.17)

Vol +e

Where o’ =T X a and ' = mu X « are the new scale and mean of the batch normalization layer after
simplification, it follows that during inference, the proposed checksum-aware training does not introduce
any additional memory or computation overhead.
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6.3.4. Decoding logic for error detection and correction

The decoding scheme would vary slightly compared to the existing Hamming code, which performs
decoding based on Hamming distance, and the implementation logic mainly employs XOR-based
operations. Whereas, in the case of a Hamming code-based checksum, it would employ algebraic
distance-based decoding, so the XOR operation is replaced by the algebraic checksum operations. The
proposed downscaling of the checksum does not disturb the existing Hamming code-based decoding
structure [238]. Instead, it would avoid the use of additional shift and add operations to obtain the
checksum value from multiple columns, where checksum values were stored using column slicing
operations. Fig. 6.10 illustrates the decoding logic of the Hamming code-based checksum for the first
column of the 4 X 4 crossbar (Fig. 6.5). The output is flagged as erroneous if all syndrome values in
rows with a 1 in their parity-check column are equal and non-zero, while all others are zero. The error
magnitude is given by the syndrome corresponding to the row with 1 in the parity check matrix (H), and
it can be directly added or subtracted from the received output to get the corrected one.
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Figure 6.10.: Decoding of column current: I; for 4 x 4 memristive crossbar with Hamming code-based checksum

6.4. Results and discussions

6.4.1. Simulation setup

This section presents a detailed analysis of the simulation setup and an evaluation of the proposed scaled
checksum-based strategy for single-column error correction in a memristive crossbar. We have considered
a b = 3 bit per memristive cell used in a crossbar to store weight as well as to perform MVM computation.
In the ABFT-based checksum, we have considered the downscaling of the weighted checksum, which
is more severe than the non-weighted one. The linear weight factor (Wf =1,2,3,...N) is considered
for weighted checksum encoding, which is used along with the non-weighted checksum. In the case of
linear block code ECC, we used a Hamming code-based checksum. The checksum computation or the
checksum encoding process can be done offline. The checksum computation or encoding process can be
performed offline, as it only needs to be done once on a pre-trained weight matrix. Because the value of
the weight matrix is fixed during the inference. So, the checksum value can be calculated offline, and then
the memristive devices can be easily tuned or programmed to the particular checksum value. The integer
linear programming solver for pre-trained NN weight manipulation is implemented using MATLAB.
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The proposed approach is evaluated in terms of the number of additional checksum columns required. For
the Hamming code-based checksum, we also assess the performance comparison in terms of decoding
overhead. The implementation was performed using Verilog HDL and synthesized in Synopsys Design
Compiler using the GF 22nm library. To evaluate the proposed method on deep learning applications, we
have trained a 3-bit quantized 4-layer multi-layer perceptron with hidden layers containing 32, 64, 128,
and 256 neurons for the MNIST and Fashion-MNIST datasets. Additionally, we trained a CNN on the
CIFAR-10 and Veg-15 datasets using a ResNet-18 topology. The Veg-15 is a vegetable classification
dataset comprising 21,000 real-world images of size 224 x 224 and 15 different classes [273]. The hidden
layers are only encoded as they contain a large number of parameters, which is ~99.5% of total parameters
for the ResNet-18 topology. We exclude down-sampling, as well as the first and last layers of each NN
model. We have used the quantization algorithm proposed in [274]. The checksum-aware NN training is
performed after the NN weight manipulation. This is because training the NN from scratch by including
the checksum constraints imposes huge penalties, as it needs to satisfy both functional tasks and checksum
constraints. This results in a drastic drop in accuracy, even for very small datasets such as MNIST.

6.4.2. Performance evaluation

Table 6.1 presents the various scaling factors for different crossbar array sizes (M X N), specifically
for non-weighted (S,.,), weighted (S.,), and Hamming code-based (Sg) checksums. The scaling factor
calculation depends on the number of data columns in the crossbar and the bit width or precision (b) of
the bit cell used in the crossbar configuration. In the cases of weighted and non-weighted checksums, a
single scaling factor is sufficient for each type, as only one checksum is involved in each case. However,
for Hamming code-based checksums, multiple scaling factors are necessary for each array size due to the
varying number of elements involved in the checksum computation for each parity. For example, for a
32 x 32 matrix, the (38, 32) code is used, which requires six parities. The scaling factor for the first parity
is 8, the second and third require a scaling factor of 16, and the remaining parities need a scaling factor
of 32. Similarly, for other array sizes, different scaling factors can be used for different parity cases to
ensure the single-column checksum is satisfied for each parity.

Table 6.1.: Scaling factor for different checksums

Array Snw Sw Sy

32X 32 32 512 8, 16, 32

64 X 64 64 2048 8,32, 64
128 x 128 128 8192 8,64, 128
256 X 256 256 32768 16, 128, 256

Table 6.2.: Number of checksum columns for ABFT-based checksum

Array size | Existing ABFT [237] | Proposed scaled ABFT
32 X 32 7 4
64 X 64 8 4

128 x 128 10 5

256 X 256 10 5
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Table 6.3.: Number of checksum columns required for different array sizes

Array size Number Existing Hamming Proposed scaled
of Parity | code-based checksum [238] | Hamming code-based checksum
32x32 6 17 (18) 6
64x64 7 20 (21) 7
128x128 8 23 (24) )
256%256 9 34 (36) 9

() corresponds to parity check matrix: Hj

TABLE 6.2 shows the comparative analysis of the existing ABFT-based checksum and the proposed
strategy in terms of the number of checksum columns (N, ) required for different array sizes. The proposed
technique requires fewer additional columns compared to existing ABFT-based checksums, thereby
significantly reducing memory overhead. As an example, for the 128 X 128 and 256 X 256 array, the
number of checksum columns is reduced from 10 to 5, resulting in a 50% reduction in memory overhead.
The ABFT is a software-based fault-tolerant technique that involves an integer division operation to
compute a signature for error detection and correction. Implementing the integer division operation
on hardware is very costly in terms of parameters such as area, power, and latency. To accelerate the
decoding process, the signature computation for fault detection and error correction can be done in a
separate arithmetic logic unit (ALU) in a near-memory computing style [237].

TABLE 6.3 presents a comparative analysis of the existing Hamming code-based checksum and the
proposed approach in terms of the number of checksum columns (N.). The proposed scaled checksum-
based strategy requires only a single column per parity, which significantly reduces storage requirements.
In contrast, the existing Hamming code-based strategy required multiple columns for each parity, resulting
in a larger number of columns compared to the number of parity bits. The existing approach may require
roughly up to ~3X to ~4x number of columns compared to the proposed strategy, depending on the array
size, specifically the number of data columns in an array. While the number of checksum columns may
slightly differ for various parity checksum matrices (with roughly a one to two-column variation), the
proposed approach is independent of the parity check matrix for the same code, as it only requires one
column per parity. In this way, the number of checksum columns equals the number of parity.

Table 6.4 and Fig. 6.11 (normalized) represents the decoding overhead comparison for different array
sizes in the case of the Hamming code-based checksum. The proposed strategy employs a similar
decoding structure to the existing approach [238]. However, the proposed approach eliminates the need
for additional shift and add operations to retrieve the original checksum value from the sliced columns in
the crossbar, which are performed during the checksum encoding process. This will result in slightly
lower decoding overhead, as the proposed method incurs a smaller area overhead and power in the
decoding circuits. This is expected because the proposed method does not require column slicing to store
the large checksum value; therefore, no additional hardware overhead (shift and add operation) is needed
to obtain the final current checksum value. There is minimal impact on latency, and we used similar
timing information during the design synthesis for both cases. Synthesis optimizes the design with nearly
the same latency. When considering the latency in terms of cycles, the latency would remain the same.

Table 6.4.: Decoding overhead comparison for different array sizes

Array size Existing Hamming code-based checksum [238] | Proposed scaled Hamming code-based checksum
Area (pmz) Latency (ps) Power (mW) Area (ymz) Latency (ps) Power (mW)
32x32 1780 691 2.073 1649 670 1.96
64x64 3842 750 5.93 3668 750 5.64
128%x128 8294 972 9.93 8003 925 9.69
256x256 17831 1000 21.52 17425 998 20.95
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Figure 6.11.: Normalized decoding overhead compared to the existing Hamming code-based checksum

TABLE 6.5, 6.6, and 6.7 show the NN inference accuracy using the proposed scaled checksum-based
method for different datasets, respectively. These tables include the original accuracy (baseline), accuracy
after fine-tuning the weight matrix, and accuracy after checksum-aware training. The fine-tuning of the
weight matrix results in degradation in inference accuracy. It is expected that the accuracy degradation
will be more pronounced in the case of the Hamming code-based checksum, as the constraint for checksum
scaling must be satisfied for each parity, which requires a significant manipulation of weight values. With
the proposed checksum-aware training of the NN, the inference accuracy reaches almost the same level as
the original accuracy. The NN inference accuracy after checksum-aware training is within 1% of original
accuracy (baseline) for MNIST and Fashion-MNIST datasets, as shown in TABLE 6.5 and TABLE 6.6,
respectively. The inference accuracy is within ~3% of original accuracy (baseline) for CNN datasets:
CIFAR-10 and Veg-15, as shown in TABLE 6.7 respectively. Thus, with proposed checksum-aware
training, the results show a negligible impact on inference accuracy.

Table 6.5.: Inference accuracy for MNIST dataset

. After fine-tuning After chec{ks'um-aware
N | Baseline training
ABFT | Hamming | ABFT Hamming
32 95.62% | 71.99% 19.74% 96.64% 95.47%
64 96.67% | 40.58% 8.92% 97.17% 96.17%
128 | 97.05% | 46.50% 10.32% 97.13% 97.33%
256 | 98.52% | 13.54% 10.10% 98.40% 97.78%
Table 6.6.: Inference accuracy for Fashion-MNIST dataset
. After fine-tuning After chec.ks.um—aware
N | Baseline training
ABFT | Hamming | ABFT Hamming
32 84.73% | 77.42% 6.59% 84.96% 83.94%
64 86.31% | 62.73% 10.0% 87.10% 85.53%
128 | 87.06% | 78.32% 10.0% 87.79% 87.12%
256 | 88.14% | 39.37% 9.56% 88.59% 87.31%
Table 6.7.: Inference accuracy for CNN datasets
. . After checksum-aware
Dataset Baseline After Fine-tuning training
ABFT | Hamming | ABFT | Hamming
CIFAR-10 91.63% | 9.86% 9.98% 89.06% | 88.00%
Veg-15 99.16% | 6.66% 6.66% 96.30% | 95.63%

127



6. Checksum-based Error Correction in Memristive Crossbar-based CiM Architecture for NN Acceleration

6.5. Checksum-based block error correction in a memristive crossbar

6.5.1. Fault-tolerant structure for memristive crossbar

The basic structure of the proposed strategy is shown in Fig.6.12, in which the M X N memristive
crossbar array is divided into B sub-arrays. Each sub-array is also called as sub-block and denoted as
Ggup (sub = 1,2, ..., B) having dimension M X Ng, where N = %. Two redundant crossbar matrices are
included with the original crossbar to enable the fault-tolerant capability, one is a sum matrix [Ggyum ] MxNg»
and the other is a detection matrix [Gp]mxnp,, respectively. The main crossbar array ([G] = [G1G;...Gg])
and the redundant crossbar array (Gs,,, and Gp together) are also called the data array and checksum
array, respectively. The data output of crossbar [Is_,, ]ixn, (sub = 1, 2...B) is compared with the detection
output [Ip]ixnp, to detect the faulty output. The computation of the correct output vector [I. , ]1xnzcan
be done by subtracting the correct vectors among ([Ig, ], [Ig,], --.[Ig5]) from the sum matrix [Is;m]. The
assumption is that any one of the sub-blocks can be faulty at a time, so the Hamming code can be used
for error detection by adding some redundant columns into the crossbar, which is represented by the
detection matrix. The number of columns (Np) of the detection matrix is a function of the number of
sub-blocks, and it can be given as follows [172], [269]:

B=f(Np)=2"P —Np -1 (6.18)

In other words, the number of parties in a given Hamming code denotes the number of columns of the
detection matrix (Np). For the B number of sub-blocks, the dimension of the Hamming code can be
given as (n, k) = (B + Np, B). Consider an example with B = 4, the value of Np would be equal to 3 (as
per 2.11), so (n, k) = (7,4). The number of error correction capabilities can be determined by the number
of columns in each sub-block, represented by Ng,;. The magnitude of multi-column error correction
capability varies for different code dimensions.

[G1] [G2] [Gel [Gsum] [Go]
ited ﬂezl --------- [lcel [lGsum] [leol
Analog to Digital Conversion ]
Error Detection and Correction ]
[lc4] [lcal [lcel

Figure 6.12.: Fault-Tolerant Structure for block error correction
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6.5.2. Computation of sum matrix

The data matrix [G]pxn of the crossbar is a collection of all the sub-blocks, in other words, [G] =
[Gy, Ga, ..., Gg]. The computation of the sum matrix can be obtained by taking the sum of all the blocks

of the original crossbar matrix, and it is given as follows:

B
[Gsum] = [Gl] + [Gz] +..ot [GB] = Z [Gsub]MXNB

sub=1

G e Z¥¢ [G]=[Gi G; G; Gy, G € Z8.

[1 0 3 2 5 1 4 0] 10 3 2 51 40
21 4 0 6 2 51 21 40 6 2 51
0 213 40 6 2 02 13 40 6 2
[G] - 310 2 7 3 51 _ 31 0 2 7 3 51
4 2 31 6 2 40 4 2 31 6 2 40
50 2 1713 2 50 21 71 3 2
1 3 4 2 5 0 21 13 4 2 5 0 21
0 1 3 4 2 5 6 7 01 3 4 25 67

N~ Y~ Y~ =
G G, G3 Gy

The block-wise sum (element-wise over corresponding positions) is given as follows:

4
Gsum = 2 |G = Gy + Gy + G3 + Gy € 28
k=1

Equivalently, since each block contributes two columns, the two columns of Gy, are

Gsum(:: 1) = Gl(:, 1) + Gz(:, 1) + Gg(:, 1) + G4(Z, 1) = G(:, 1) + G(Z, 3) + G(:, 5) + G(I, 7),
Gaum(s 2) = G1(5, 2) + Ga(5, 2) + G3(;, 2) + Gy(;, 2) = G(;, 2) + G(;, 4) + G(;, 6) + G(;, 8).

13
17
11
15
17
17
12

(11 17]

Gsum =

AN U NN AW

(6.19)

(6.20)
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6.5.3. Computation of detection matrix

For the computation of a detection matrix, first, the checksum columns for each sub-block need to be
obtained and given as follows:

N
Qe = h
1 2 Z VB B.
€2 € j=1Y2;
[Cl=] . |.[Gl=| ] . [CB]l= . (6.21)
Cu Ch 2?331 GJJ\BM

Continuing the previous example of matrix [G], the checksum column values are given as follows:

[1] 5 [ 6] 4
3 4 8 6
2 4 4 8
C, - ‘é Gy i G- 130 G- Z (6.22)
5 3 8 5
4 6 5 3
[ 1] 7 | 7 | 113

Consider the number of sub-blocks B = 4, so the parity check matrix of the (7, 4) Hamming code can be
used to generate the columns of the detection matrix ([Gp] = [D1D2D5]) and given by Equation (6.23).
The mapping of each column of the sum and the detection matrix requires multiple crossbar columns due
to the limited number of stable states of the memristive cell.

[D2] = [C1] + [C2] + [C4] (6.23)

Combined checksum (C) and detection (D) computation from the same example 8x8 matrix ([G]) are
given as follows:

(12 10 11
15 13 17
10 14 14
Go=[D; D, Dy]= |10 11 T
16 13 18
15 13 12
(15 21 21]
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In general, for a given crossbar size, number of blocks, and number of detection columns, the detection
matrix computation can be obtained by pseudocode shown in Algorithm 4.

Algorithm 4 Detection matrix computation based on Linear block code ECC

1: Input: Number of blocks (B), Number of columns in detection matrix (Np)
2: Output: Detection Checksums D,, for each parity p
3: Select the (n, k) ECC code, k = B,n =k + Np

4: Get the corresponding parity check matrix (H)

5: Extract the non-identity part Hyy from H > H = [I Hnj]
6: for p =1toPdo > for each parity p
7: h < row p of Hy; >h = Hyr[p, 1:N]
8: Nz(h) — {je{L,...,k} | hj #0} > location of non-zero element in h
9: D, <0

10: for all j € Nz(h) do

11: D, < D +C;

12: end for

13: end for

6.5.4. Signature computation for error detection and correction

The signature computation for error detection and correction is based on checking the deviation of
crossbar blocks from the output of the detection matrix. Consider a (7,4) Hamming code as an example.
The syndrome ([S]ixn,, = [S15253]) calculation for error detection can be given as follows:

S1 = Ip, = ([g,] + [s,] + [IG,])
Sy = Ip, = (g,] + [Is,] + [Is,]) (6.24)
S3 = Ip, — (Ug,] + [I6,] + Ug,])

As per the expressions (6.23) and (6.24), if the syndrome vectors are equal to zero, in such a case, there is
no error; otherwise, depending on the values of the syndrome vectors, any one of the sub-blocks of the
crossbar can be faulty, which need to be corrected. Detection and correction are performed after the ADC
and in the digital domain. Each syndrome vector can be multi-bit values so that for the non-zero syndrome
value, the single-bit syndrome value can be represented by logic “1”, otherwise, it is represented by
logic “0”. For example, in the case of the (7,4) code, if all the values of the syndrome vector are equal
to ones (S = [111]), it indicates that the sub-block G is faulty. The error-free output of sub-block one
can be obtained by subtracting the remaining correct output vectors from the output of sum matrix, e.g.,
[L,] = [I,] = ([I5] + [Is] + [I7]). For the (n, k) Hamming code, there can be 2(1=k) possible syndrome
values to detect the location of the faults. Similarly, other possible Hamming codes can also be used to
detect the error in the crossbar array.
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6.5.5. Fault-tolerant structure for an example array size: 8 X 8

Fig. 6.13 shows the block error correction-based fault-tolerant structure for an 8 X 8 crossbar array using
the (n = 7, k = 4) Hamming code technique. The data array of a crossbar is divided into four sub-blocks
(B = 4), each containing two columns. The number of detection columns is given as Np = n—k = 3,
which also determines the number of syndrome symbols. The syndrome (S = [S15,5;5]) computation for
error detection is shown in Fig.6.14. Consider a case with S = [111], which indicates the sub-block G; is
faulty; in other words, the output current I; or I, or both can have an error depending on the location
of the faults in the corresponding sub-block. The computation of corrected output value I, and I, are
shown in Fig.6.14. Similarly, the correction can also be done for the other sub-blocks.

Gy G, G3 G4 Sum [Gg,,u] Detection [Gp]
Vi ., %i %i s o ] m
Va
SEEEE
\T3 > . v . . .
WIS A AR AR R R R %R

Vv VV VvV vV VVYw
[ D] [ L ]|Is L] |7 Is| [Isi  Is2| [ID1 ID2 Ip3|

[IG1] IG2] [IG3] [IG4] Lsum! [Ip]

K
~
]

=

Figure 6.13.: Fault-tolerant structure for 8 X 8 crossbar with (7,4) Hamming code

(a) Syndrome Computation (b) Error Correction

Figure 6.14.: Syndrome computation and Error Correction (sub-block 1) for 8 X 8 crossbar with (7,4) Hamming code
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6.5.6. Evaluation of block error correction strategy for a memristive crossbhar

This section presents a detailed performance evaluation of the proposed block error correction strategy
methodology. In this work, we have considered b = 3 bits per memristive cell. The checksum encoding
can be performed offline on the trained weight matrix, and the checksum value can be written into the
memristor cells just once. Since the weight matrix values remain fixed during inference, the checksum
value will not change throughout this process. The proposed methodology is evaluated in terms of the
number of checksum columns required and decoding overhead. The proposed scheme was implemented
using Verilog and synthesized in Synopsys Design Compiler using the GF 22 nm library. Table 6.8 lists
the required Hamming codes for various array sizes, with the corresponding parity matrix (H,) presented
in the Appendix.

Table 6.9 and 6.10 represent the overhead associated with different array sizes for Ny = 4 and Ng = 8,
Ng = Np represents the number of columns under one block, meaning the number of data columns that
can be protected at a time. That means it can protect all the columns of that particular block. The
proposed strategy employs a single block protection approach, enabling the protection of all columns
within that block. The number of data columns in a block depends on the selected code dimension for a
given array size. Fig. 6.15 represents the number of extra checksum columns required (N¢), number
of columns protected (Ng), decoding overhead (area, power, latency) for different code dimensions in
case of different array sizes. For a smaller code dimension, the strategy provides a larger number of
error corrections, as the number of protected columns increases for a smaller code. However, it will also
result in high memory overhead, as can be seen in Fig. 6.15, the number of required checksum columns
(N¢) increases drastically. Regarding area and power overhead, larger codes will require slightly higher
overhead for a given array size, as they involve more syndrome computations. For latency, there is not
much difference; we use the same timing constraints for all the code dimensions for a given array, and the
optimization results in nearly the same latency.

Table 6.8.: Hamming code dimension for different arrays

Crossbar array | Possible Hamming coding dimensions(n,k)
32 X 32 (7,4), (12, 8), (21, 16)
64 X 64 (7,4), (12, 8), (21, 16), (38, 32)
128 X 128 (7,4), (12, 8), (21, 16), (38, 32), (71, 64)
256 X 256 (7,4), (12, 8), (21, 16), (38, 32), (71, 64), (136, 128)

Table 6.9.: Decoding overhead for different array sizes in case of four columns per block (Np)

Array Code | Np=Np | Nc | Area (um?) | Latency (ps) | Power (mW)

32x32 (12,8) 4 20 2381 818 3.067

64x64 | (21,16) 4 27 5599 994 7.96
128x128 | (38,32) 4 30 12424 1169 12.34
256x256 | (71,64) 4 39 27634 1366 27.61

Table 6.10.: Decoding overhead for different array sizes in case of eight columns per block (Ng)

Array Code | Np=Np | Nc | Area (um?) | Latency (ps) | Power (mW)

32x32 (7,4) 8 25 1955 990 2.61

64x64 (12,8) 8 28 4967 998 6.51
128x128 | (21,16) 8 40 11812 1400 11.41
256x256 | (38,32) 8 47 26051 1498 26.091
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Figure 6.15.: Decoding overhead trend for different array sizes in case of block error correction

Fig. 6.16 presents a comparative analysis of the proposed block error correction with existing Hamming
code checksum-based single column error correction (¢ = 1) [238], majority voting checksum-based single
column error correction (¢ = 1) [238], double error correction (¢ = 1) strategies, including conventional
binary OLS code [275], [276] and non-binary symbol-based OLS code [277]. Here, for the proposed
strategy, two different cases are considered, one with four columns (N = 4) and another with eight
columns (Ng = 8) in each sub-block (i.e., four and eight column correction, respectively), where as double
column error correction is considered for the OLS code. Compared to Hamming code checksum-based
single error correction [238], the proposed strategy can provide a larger number of error corrections
with slightly higher memory overhead, as we require a slightly higher number of checksum columns.
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Compared to majority voting-based checksum [238], the proposed strategy provides a larger number
of error corrections with fewer checksum columns. In contrast to the majority voting-based checksum
method [238], the proposed strategy delivers a higher number of error corrections while using fewer
checksum columns. For the majority voting scheme, we adopt a conservative approach regarding the
number of checksum columns. Although the exact construction of the parity check matrix is not detailed
in [238], it is important to note that the checksums for each parity will involve summation over multiple
data elements. Thus, we assume at least two columns for each parity; in reality, some parity may require
more checksum columns since multiple data elements will be involved in the checksum computation.
When compared to the binary OLS code, the proposed strategy is demonstrated to be more efficient due
to its reduced number of checksum columns. For the OLS code, roughly the number of data elements
participating for each parity is around VN for an M x N array. Furthermore, a comparison with the
symbol-based non-binary OLS code [277] reveals that, while it requires a similar number of symbols
compared to the binary OLS code, it stores symbol-based parity instead of computing a checksum. This
results in fewer checksum columns compared to binary OLS code, equivalent to the number of extra
parities for the OLS code. For example, in the case of M X N array, the number of parity bits is equal to
2 X t X VN, where t is the number of error correction. The OLS code is efficient at decoding, but it has
significant memory overhead that would increase further with even a slight rise in error correction.
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Figure 6.16.: Comparative analysis of the number of checksum columns required

6.6. Summary

In this chapter, we have developed different strategies for performing error correction in a memristive
crossbar array, an architecture used to accelerate the MVM operation, a core operation of NN computation.
First, we have proposed a scaled checksum-based technique for single-column error correction in the
memristive crossbar, utilizing two methods: an ABFT-based checksum and a Hamming code-based
checksum. In this technique, each checksum is down-scaled so that it can be stored in a single column of
the crossbar, resulting in a significant reduction in the number of extra checksum columns in a crossbar.
Secondly, we have also demonstrated the use of linear block code ECC, such as the Hamming code, to
perform block error correction in a crossbar, where a block of the crossbar can be protected at a time,
thereby enabling multi-column error correction.
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7. Zero Overhead NN-ECC for Binary Weight
Memories of NN Hardware Accelerators

NN have demonstrated outstanding performance in various domains, resulting in widespread deployment
on diverse hardware devices. They require large memories to store the NN weight parameters, which
are susceptible to numerous permanent and transient faults. Therefore, error detection and correction
mechanisms with certain guarantees should be provided to ensure reliable NN operation, especially in
safety-critical applications. ECCs are a common approach to protecting memories against these failures,
but they impose significant memory overheads. In this chapter, we propose a zero overhead NN-ECC that
employs a multi-task learning objective, integrating linear block ECC into the NN parameters during
training without imposing additional memory overhead for ECC parity bits. Unlike existing methods,
which selectively eliminate the storage overhead with limited error correction and necessitate specific
weight distributions to utilize redundant weight bits for ECC parity, our approach is versatile. It can
accommodate various ECC schemes with different correction capabilities without imposing constraints
on weight distributions. In this chapter, we present a detailed approach to the ECC encoding process
for NN weight memories, along with the corresponding decoding strategy. Afterward, we detailed the
multi-task learning strategy to accommodate the ECC parity bits without affecting the size of the weight
matrix. Finally, we discuss the performance evaluation of the proposed strategy with various ECC code
dimensions, and different NN models and datasets.

7.1. Introduction

The advancements in deep learning algorithms have led to the impressive performance of NN in a
wide range of tasks, including image recognition, object detection, and segmentation. NN models
are deployed in various hardware devices to perform inference using trained weight parameters. The
trained weights are stored in the memory system associated with the hardware accelerators. However,
memory reliability plays a pivotal role, as errors within stored trained weights can severely impair NN
performance [157]-[161]. These faults can be catastrophic, especially in safety-critical applications.
Hence, it is crucial to improve the reliability of NN by safeguarding its weights from errors. The details
about the overview of memory errors and their impacts are discussed in Chapter 2. In conventional
memories, ECCs have been used to provide a guarantee for fault-free operation up to a specific fault rate.
However, this comes at a considerable storage overhead, as well as encoding and decoding overhead (in
terms of area, power, and latency), as discussed in Section 2.7. Several prior works in the literature target
defect mitigation strategies for NNs deployed over different hardware accelerators that employ ECC as an
alternative solution that guarantees the mitigation of defects by restoring the erroneous weights stored
in the memory of the NN hardware accelerators [221]-[225], [227], [228], [232]-[238], [240], [241].
Some of these works [221]-[225], [227], [228], [233], [234], [236] target the binary weight memories of
different NN hardware accelerators. In this chapter, we also focus on binary-weight memories.
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Since NNs have millions of weight parameters, the use of ECC can lead to substantial memory overhead,
as many additional parity bits also need to be accommodated on top of the original weight parameters. For
example, when protecting 64-bit weight parameters, the use of Hamming code would impose an additional
7 bits in case of SEC and 8 bits in case of SEC-DED. Consequently, a few of the works aim to eliminate
the ECC memory overhead for NN applications [221], [222], [227], [228]. In general, those works have
certain limitations: a) require NN models with specific weight distribution, which allows a higher-order
bit of each weight to store the ECC parity bits b) require a higher quantization level that already contains
redundancies in LSBs or MSBs of each weight, c¢) have limited error detection and correction capabilities,
restricting their ability to accommodate more parity bits for higher correction capabilities and d) are not
able to eliminate the memory overhead for higher correction capabilities (beyond their limit). These
restrictions hinder the goal of achieving zero-overhead ECC for NN applications in a generalized manner
that can correct even multi-bit errors without any restrictions.

Unlike memories in general-purpose computing systems, which can store arbitrary values, the memories
in NN accelerators used to store model parameters, such as trained weights, contain constrained values.
This is because offline-trained weights are mapped to the weight memories, which remain fixed during
inference. This provides the opportunity to embed the ECC parity bits alongside the data bits without
extending the memory size. In this chapter, we propose a zero-overhead NN-ECC strategy, a generalized
approach to eliminate the ECC parity storage overhead of different linear block ECC schemes for memories
storing NN model parameters. The proposed zero-overhead NN-ECC strategy embeds ECC parity bits
directly into the NN weights during training using a multi-task learning algorithm, without increasing the
size of the original weight matrices, while achieving baseline accuracy. As a result, both the data and the
parity bits are integral parts of the weight matrices and actively contribute to learning and inference tasks.
In our approach, ECC encoding is done off-chip and during training. Thus, no encoding operation is
required during inference, and the decoding process is the same as ECC for conventional memories. This
work specifically addresses the correction of weights stored in the binary weight memories.

The overall contribution of our approach is summarized as follows:

* Incorporating ECC parity bits into the weight matrix without increasing its size so that the size of
memories storing NN model parameters remains the same. That means the size of the encoded
weight matrix would be equal to the size of the original data weight matrix.

* A multi-task learning algorithm that eliminates the need for specific weight distribution and higher
quantization levels for embedding ECC parity into the weight matrix. A multi-task learning
algorithm handles both tasks, such as embedding the parity bits into the weight matrix, as well as
performing the functional task.

* Generalize the ECC parity bit embedding strategy so that it can be applied to a variety of ECC code
dimensions and ECCs with different error correction capabilities. Provision for both the single and
multi-bit error correction with zero memory overhead for ECC parity bits

 Elimination of extra memory overhead required to identify the parity location during decoding, as
we fixed the parity placement in the weight matrix during the encoding itself.

* Capability to perform error detection and correction not only before the inference but also during
the inference. As in our approach, we do not need to eliminate the parity, as it also participates in
inference, because it is part of the weight matrix.

138



7.2. Zero overhead NN-ECC

7.2. Zero overhead NN-ECC

In this work, we directly embed the ECC parity bits into the NN weight matrix, thereby eliminating the
need for dedicated storage associated with ECC parity bits. Unlike ECC for memory applications in
general-purpose computing systems, encoding of weight bits is not done during run-time using dedicated
encoding hardware, but in the case of NN applications, the encoding is performed offline in software
during training. The decoding follows traditional ECC logic, but with a smaller code size ((n? = k, k?))
than traditional ((n, k)). Consider a weight matrix Wy, x4, where d; represents the size of the data word or
the number of data columns in the memory array that stores the weight parameters. A key constraint is
that the size of the weight matrix, i.e., the size of memory, remains the same after ECC encoding. The
proposed encoding can also be used in the case of mapping weight to the CiM architecture with the binary
memory elements. Because in such a scenario, the encoding is the same as any conventional memory
encoding. The same offline encoding applies to the CiM architecture; however, the decoding strategy
for the CiM architecture differs. In the case of CiM, Hamming distance is not applicable for decoding.
Instead, algebraic-distance-based decoding is used for CiM architecture [233], [234], [240].

7.2.1. Encoding of weight matrix using ECC

In a typical ECC design for fault-tolerant NN applications, the weight bits of the NN serve as a data word,
and the computation of parity information involves performing modulo-2 multiplication between the
weight bits and the generator matrix (G) of the EECC scheme. The output of the weighted sum operation
of NN is taken column-wise, so the redundant-parity bits can be added as extra columns in a weight
matrix. The number of columns in the weight matrix decides the size of the data word, and accordingly,
the coding dimension can be chosen for error detection and correction. Let us have a weight matrix W of
a linear layer [ with shape d; X dz. The encoded weight matrix, [W]4,xn = [W|W,] with the code (n, k),
is defined by Equation 7.1. Where, [W,]4, x(nk) contains the parity information, k = d; is the length of
the data word, [W.]g4, x» is the encoded weight matrix with n >> d.

W11 Wiz ... Wig, Woi WPl,n—k
W21 W22 Wad, WP21 sz ek

W,=| . oo . (7.1)
Wdll Wdlz cee Wd1dz Wpdll ces WPdl,n—k

We designed a new ECC with dimensions (n?, k”) to meet the given requirement of maintaining the
memory size even after ECC encoding. The generator matrix (G) of the newly obtained ECC (n?, k?) is
used to encode the weight matrix [W]g, x4, to give an encoded weight matrix W] d,xnp Whose shape is
equal to the original weight matrix W. The newly encoded weight matrix, [V\/C,]dIan = [WélWI;]dlxnp,
contains both data and parity information, where n” = d,. To ensure that the ECC covers the entire
weight matrix, the shape of WC is kept equal to the original weight matrix W. The computation of Wc’
is done by first selecting a k” number of columns from W, defined as Wl;. Then the parity matrix WI;
is computed by modulo-2 matrix multiplication of Wk' and the generator matrix (G) of the ECC code
(n?, kP). When dealing with a weight matrix with many columns, it is possible to enhance fault tolerance
by segmenting the large weight matrix column-wise into distinct sub-matrices and applying ECC to each
of these sub-weight matrices.
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Wi Wiz ... Wik Wp WD\t kP
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We apply ECC per 64 weight bits, i.e., equivalent to 64 columns. However, our method also applies to
other data sizes, such as 128 bits, 256 bits, and so on. We employ two widely used linear block ECC
schemes: Hamming and BCH codes. Figure 7.1 illustrates the proposed NN-ECC encoding process
using the Hamming code to protect 64-bit weights. In the case of conventional ECC encoding, (n=72,
k=64) code is used to protect 64-bit weight requiring additional 8 parity bits. However, our proposed
approach uses a more compact code size of (n=64, k=57). This ensures that the encoded weight bit size
remains unchanged from the original, eliminating the memory overhead for ECC parity bits.

As an example, consider a weight matrix having dimension d; X dy, with d; = 64. A(nf = 63, kP = 57)
Hamming code can be used to get M with shape d; X 63, for single error correction. However, in the
case of Hamming code, the length of the codeword can be increased by one even or odd parity bit
(n? = 63 + 1, kP = 57) to enable double error detection, allowing full coverage of the weight matrix, i.e.,
possible to get the encoded weight matrix size equal to d; X 64. Similarly, this can be done for a multi-bit
error-correcting BCH code. With this approach, WC' has the same shape as W.

In rare cases, if n” < dj, the very small left-out part (W with column size of dr = d, — n”) that does not
participate in the error correction. The left-out subset of the weight matrix can be either pruned away
post-training or train the NN by reducing the number of neurons such that d}=d;-dy. However, Wy can
participate in NN inference depending on the embedding procedure employed. Here, df = d; — n? denotes
the column size of the Wy. The code dimension, generator, and parity check matrix for encoding and
decoding can generally be derived using the method specified in Algorithm 5, where d, is power of 2.

Algorithm 5 ECC code dimension and Generator & Parity check matrix

1: Input: Number of weight bits protected (d;)
2: Input: Number of error correction capability: ¢

3: Output: (n,, ky) code and parity check matrix: H, generator matrix: G

4: Define temporary code (n, k)

5:n=dy—1

6: k < n— (log,(ds) X t)

7. np—n+1, k,<—k

8: (np, kp) is extended version of (n, k), where n, =n+1=d;, and k, = k
9: Construct generator matrix for (n, k) code: [Glixn

10: Construct parity check matrix for (n, k) code: [H](n—k)xn

11: Extend [H](n-k)xn t0 [H](n,-k,)xn, by adding a row of 1s and a column of Os (with zeros in the
original rows and a 1 in the newly added row) for the new parity bit

12: Derive [G]kpxnp from the extended [H](,,P_kp)xnp

13: Encoding can also be done with [G] of (n, k) code and append extra parity bit to satisfy (n,, k) code

140



7.2. Zero overhead NN-ECC

64-bit weights (i.e. dy=64)
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(a) Conventional ECC Encoding

64-hit weights (i.e. dy=64)

< >
1 01 01 11]0]0]1 1 ccamnnnnn 1,0 1 1
l Encoding using ECC (n=64, k=57)
1 010 1 | 1 [ ceefeanrns 0O/ 1({ojoj1jo0j1|1]0
l Data (k):57-bits l Parity (p): 7-bits
-«
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(b) Proposed ECC Encoding

Figure 7.1.: Example of proposed NN-ECC encoding process showing that the size of original weights and encoded weights are
equal

7.2.2. Decoding Process for Error Correction

The decoding process of the proposed strategy follows an error detection and correction approach similar
to conventional ECC methods used in memory applications, and is consistent with existing techniques
for reducing ECC parity overhead. However, the proposed zero overhead NN-ECC uses a smaller code
size, such as (n? = 64, kP = 57) rather than (n = 72, k = 64) SEC-DED Hamming code, as illustrated in
Fig. 7.1. This reduced code size might result in slightly reduced decoding complexity. The decoding
process involves modulo-2 matrix multiplication between the encoded weight bits and the ECC parity
check matrix H to calculate the syndrome vector. Subsequently, error localization and correction can be
carried out based on the value of the syndrome vectors. The existing approach performs error correction
before inference, as it needs to mask the parity bits before inference starts to restore the original weight
bits that were occupied by the parity bits. In contrast to the existing method, our approach eliminates
the need for parity masking before inference begins because both the data bits and the parity bits are
inherent components of the weight matrix and actively contribute to the inference process. Due to this,
the proposed method offers the advantage of concurrently performing error detection and correction
during the inference process.
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In the case of CiM architecture, the decoding strategy differs from conventional ECC decoding. Because
multiple rows are activated simultaneously, their currents accumulate on the bit lines. This violates the
Hamming distance-based decoding strategy of conventional ECC schemes. In the case of CiM, Hamming
distance is not applicable for decoding. Instead, algebraic-distance-based decoding is used for CiM
architecture [233], [234], [240]. The details about such strategies are discussed in Chapter 2.

7.2.3. In-training ECC embedding using multi-task learning

NN is a computing graph in which nodes represent neurons, and connections are denoted by weights.
NN can be defined as a function Fy with learnable parameters 6 that map a given input vector X to an
output vector Y. During NN training, given a dataset for a task D;,qin C (Xirqin, Y), the parameters 0 are
learned with a learning algorithm by minimizing the loss £. NN learns its parameter 0 for a functional
task defined by the dataset D by minimizing a loss function £. However, for the proposed zero overhead
NN-ECC, the NN should learn not only functional tasks but also fault-tolerant/error correction tasks,
such as incorporating the ECC parity information directly into the weight matrix without increasing its
size. The fault-tolerant task can be defined as optimizing a subset of the 6 that fulfills the requirement of
ECC encoding without needing any additional data. Whereas the functional task is the intended task of
NN, such as classification or object detection. The overall parameter for both tasks is defined as 6. In the
proposed multi-task learning, we ensure that the NN learns the function task and the fault-tolerant task
without performance degradation. To achieve this, we update 6, which involves both the ECC parity bits
and the data parts of the weight matrix during NN training. As a result, the proposed strategy jointly
learns the shared parameters 6 using the same data.

To obtain the encoded weight matrix, the generator matrix (G) of ECC must be multiplied (using the
modulo-2 operation) by each row of the weight matrix. As each row of the weight matrix can be considered
a data word, each row is modulo-2 multiplied by the generator matrix, resulting in the codeword. In this
way, performing modulo-2 multiplication with all the rows leads to a codeword matrix that has both
data and parity parts. However, the weight matrix of the convolutional layers in NN is 4D in shape
[Cour X Cour X Fyg X Fy]. Here, Cyy, Cous, Fy, and Fyy refer to the input channels, the output channels, the
height, and the width of the kernels. To satisfy the matrix-vector multiplication rule, the four-dimensional
weight matrix is reshaped into a two-dimensional weight matrix of shape [Coy: X (Cin, - Fg - Fw)]. Here, -
denotes arithmetic multiplication. However, the computational cost of such an MVM can be expensive as
the number of rows is significantly high. To solve this problem of MVM operation, we have reshaped the
weight matrix again by inserting an additional dimension of size one into the row position to give a new
shape [Cour X 1 X (Cip, - Fy - Fyy)]. This replaces MVM with matrix-matrix multiplication between the
generator matrix of ECC and the weight matrix of NN.

To define the loss function during the training of the NN procedure, we have used common loss functions,
such as cross-entropy for classification, to learn both functional and ECC parity embedding tasks. At
the initialization of the weight, parity is embedded in the weight matrix, and it can be described by
Equation 7.3. Here, the function fzcc(.) describes the encoding of the weight matrix. The weighted sum
is performed on the encoded weight matrix during the forward pass. Since the loss is calculated with
respect to the encoded weight matrix, NN optimizes both tasks.

W = ficc(W, G) (7.3)
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During backpropagation, the NN parameters are updated with the gradient descent algorithm for the
functional task. Subsequently, the NN parameter is updated deterministically using frcc(.). Since the
ECC parity embedding preserves the data part of the weight matrix, and the gradient is not used in the
parity weight update, its gradient should not affect backpropagation for the functional task. As a result,
the straight-through estimator (STE) [278] is used during forward and backward propagation. This is
because parity is a function of the data part, so whenever the weight is updated, parity should update
accordingly. One cannot update weight and parity together with the gradient update rule, as it will not
preserve the property of the ECC parity bits. That’s why STE is used during both the forward and
backward passes in the case of parity update.

With a straight-through estimator, during weight update, ECC embedded weights are computed by
applying the fpcc(.) function to their corresponding functional weight proxies. During backpropagation,
a gradient is an estimation of functional weight proxies, i.e., the STE treats the gradient of the function
fecc(.) with respect to functional weight proxies as an identity and can be defined by Equation (7.4).
Therefore, the straight-through estimator allows us to estimate the gradient of the loss with respect to the
function fgcc(.) and update the proxies as per the definition by Equation (7.5).

ow

s = 1 (7.4)
oL 6L
Sw’ oW 7:2)

The overall algorithm for training is described as follows:

Algorithm 6 Proposed Multi-task Learning Algorithm

Require: initial 6, loss function £, number of layers L, NN model 7, training dataset Dyqin C (X, Y)
Require: ECC code dimension (n?, k?), generator (G) and parity-check (H) matrices
Ensure: trained parameters 6 for (n?, kP) ECC code
1: Initialize NN parameters
2: Initialize parity subset of NN parameters using fgcc(+)
3: for epoch in epochs do
Sample random minibatch Dy
Forward pass D, on NN with ECC-embedded parameter 6
Calculate the loss £ on the embedded ECC parameter 6
Backpropagate and update parameters 6
Flatten weight matrix of convolutional layers into shape [ Gy X (G .Fu.Fw) ]
Reshape flattened weight matrix into shape [ G,y X 1 X (Gy.Frr.Fw) ]
10: Update reshaped weight matrix W/, VI € [0, ..., L] using fgcc(:)
11: Reshape updated weight matrix to original shape [ Gu: X Gn X Fg X Fiy ]
12: end for

R A A
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7.3. Results and discussions

7.3.1. Simulation Setup

To enable fault-tolerance in NN using error correction with ECCs, we explore the effectiveness of two
widely used linear block ECCs: the Hamming code and the BCH code, both of which have ¢ error
correction capability and ¢ + 1 error detection capability. We consider the BCH code with various error
correction capabilities, including ¢t = 2, t = 3, and ¢ = 4, to highlight the versatility and ability of the
proposed zero overhead NN-ECC to accommodate a higher number of parity bits, thereby enabling
multi-bit error correction capability. The MATLAB tool is used to obtain the ECC code dimension
and generator matrix. The proposed strategy is evaluated using state-of-the-art NN models with 8-bit
quantized weights on the CIFAR-10 and CIFAR-100 datasets. These models, along with their number of
parameters, are detailed in Table 7.1.

Table 7.1.: NN Models and Their Respective Parameter Counts
’NN Model \ResNet-lS \Eﬂ‘icientNet—BO \MobileNet-VZ \ResNet—34 ‘

| #Parameters 89.3 x 10° [43.7 x 10° [17.1 x 10° [17.9 x 10° |

We train each model once without embedding any ECC during training and four times to embed different
ECC schemes with different error correction capabilities (¢ = 1 to 4) using the proposed strategy. We
have used ADAM optimization with the default setting in PyTorch and a cross-entropy loss function. The
model that achieved the best accuracy in the validation dataset is used for the simulation. In the context
of fault injection, bit-flip faults are introduced into the weights of NN models by randomly sampling
from a uniform distribution before inference. Following the fault injection phase, error correction is
executed based on ECC schemes. The fault tolerance is evaluated by observing the improvement in the
NN inference accuracy with the proposed NN-ECC solution. We have performed 100 Monte Carlo (MC)
simulations and reported the mean accuracy.

7.3.2. ECCdimension

The possible code dimensions (n?, k?) for the Hamming code (¢ = 1) and the BCH code (¢ = 2,3,4)
with different column shapes (d,) of the weight matrix are presented in Table 7.2. In this work, we
consider protecting eight 8-bit weights, that is, a 64-bit word size for ECC. In this work, we have used
the (n? = 64,kP = 57) code for the Hamming code and (n? = 64,kP = 51), (n? = 64,kP = 45), and
(n? = 64,kP = 39) for the BCH code with t = 2,3, 4 error correction capability, respectively, to ensure
error correction per 64-bit weights. In this way, the proposed approach ensures that the dimension of the
encoded weight matrix perfectly matches that of the original weight matrix, resulting in the complete
elimination of additional memory cells required to store the ECC parity bits, thereby representing zero
memory overhead. Furthermore, unlike our method, it avoids additional memory overhead for identifying
parity bit locations. This is because we employ the concept of systematic linear block ECC, where the
parity bits are appended after or before the data bits. In this way, the parity bits’ position is always
hard-coded, eliminating the need for extra bits to identify their location within the weight bits.
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Table 7.2.: The possible Code Dimension (n?, k) for Different Column size (d2) of the Weight Matrix

ECC Hamming (t=1) | BCH (t=2) BCH (t=3) BCH (t=4)
d> (nf, kP) (n, kP) (nP, kP) (nP, kP)

64 (64, 57) (64, 51) (64, 45) (64.39)
128 (128, 120) (128, 113) (128, 106) (128, 99)
256 (256, 247) (256, 239) (256, 231) (256, 223)

7.3.2.1.

Impact on baseline accuracy due to ECC Encoding

It is essential to assess how the proposed zero-overhead NN-ECC encoding techniques, based on multi-task
learning, impact the NN baseline accuracy. The ECC encoding should not disturb the baseline accuracy.
Table 7.3 and 7.4 show the impact of the proposed zero-overhead NN-ECC techniques based on multi-task
learning on NN baseline accuracy. Our method achieves accuracy comparable to the baseline across
diverse NN topologies and various ECC configurations in the CIFAR-10 and CIFAR-100 datasets.
Furthermore, the encoding using the multi-bit ECC, such as the BCH code with ¢ = 4, also shows a
negligible drop in accuracy, less than 1% for the CIFAR-10 dataset and up to ~ 2% for the CIFAR-100
dataset. This is achieved despite the fact that BCH code requires a large number of parity bits, posing
challenges in simultaneously meeting functional tasks and embedding ECC parity bits into the weight
matrix without increasing the size of the weight matrix.

Table 7.3.: Impact on Baseline accuracy due to ECC Encoding (CIFAR-10).

NN Inference Accuracy (%)
Topology . Proposed NN-ECC
Baseline | ine T BCH | BCH | BCH
(t=1) (t=2) | (=3) | (=4
ResNet-18 92.05% | 92.03% | 92.27% | 92.44% | 92.50%
EfficientNet-BO | 90.19% | 89.95% | 90.30% | 89.44% | 89.20%

Table 7.4.: Impact on baseline accuracy due to ECC encoding (CIFAR-100).

NN Inference Accuracy (Top-1 %, Top-5%)
Topology } Proposed NN-ECC
Baseline | ming | BCH BCH BCH
(t=1) (t=2) (t=3) (t=4)
ResNet-34 ((72.5,91.5)((72.3,91.4)((72.3, 91.5)|(71.6, 90.9)((71.6, 90.4)
MobileNet-V2|(67.7, 89.3)|(68.0, 88.3)((66.2, 89.1)|(67.3, 88.8)((65.6, 88.7)
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7.3.2.2. Impact on fault-tolerance

Fig. 7.2 and Fig. 7.3 show the result of random fault simulation for different NN models with CIFAR-10
and CIFAR-100 datasets. The baseline accuracy drops very sharply, even at a very low fault rate. However,
the accuracy remains stable up to a certain fault rate when errors are corrected using Hamming and
BCH codes. As the error correction capability increases, the sustainability of NN against the number of
injected faults also increases significantly. The increment in the fault tolerance limit almost doubles with
a 1-bit increase in error correction capability. For example, the fault tolerance limit of the BCH code with
t=2, t=3, and t=4 is almost 2X, 4%, and 8x the Hamming code (¢ = 1), respectively, as shown in Fig. 7.2
and Fig. 7.3. In EfficientNet-B0, the improvement is minor, as there was not much reduction in baseline
accuracy, as shown in Fig. 7.3.

Resnet-18, CIFAR-10

Efficientnet-B0, CIFAR-10
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Figure 7.2.: NN inference accuracy on CIFAR-10 Datasets. The vertical dotted line indicates the fault-tolerance limits with ¢

#Injected Faults (x 10%)

number of error corrections.

Figure 7.3.: NN inference accuracy (Top-5) on CIFAR-100 Datasets. The vertical dotted line indicates the fault-tolerance limits

ResNet-34, CIFAR-100

#Injected Faults (x 10%)

#Injected Faults (x 10%)

MobileNet-V2, CIFAR-100

#Injected Faults (x 10%)

with ¢ number of error corrections. The fault-tolerance trend was similar in the case of Top-1 accuracy.
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7.3. Results and discussions

Furthermore, we also demonstrate a case of the superiority of the proposed zero-overhead NN-ECC against
fault-aware training (FAT) and recalibration-based fault-tolerant strategy [218], as shown in Figure 7.2
(ResNet-18 on CIFAR-10). We consider a case of FAT and recalibration for a specific fault rate (7.1 x 10*
number of faults), and we observe a noticeable reduction in starting accuracy. Subsequently, the accuracy
experiences a significant decline after reaching the designated fault rate, as shown in Figure 7.2. These
strategies recover the accuracy approximately up to the designated fault rate, and they are computationally
intensive, which becomes even more pronounced with higher fault rates. Furthermore, they may lead to a
greater loss in starting accuracy at higher fault rates.

7.3.3. Comparative analysis

The proposed zero-overhead NN-ECC offers notable benefits over existing state-of-the-art ECC parity
overhead reduction techniques [221], [222], [227], [228], as highlighted in Table 7.5. The works in [221],
[222] are based on weight nulling, which detects errors based on even or odd parity. The LSB bit of the
g-bit quantized weight is used as the parity. An error is detected when an odd number of bit errors occur
for a weight, and this erroneous weight is replaced with a zero value. However, this corrective action
results in information loss since the erroneous weights are replaced with zeros, which may reduce the NN
performance. This approach focuses primarily on error detection, lacking explicit error correction. In
contrast to these techniques, the proposed strategy has the capability of error detection and correction,
including multi-bit error correction, without incurring any ECC parity bit memory overhead. Similarly,
the work in [227] relies on redundant bits for an 8-bit quantized weight. A modified training is proposed
to ensure weight distribution in a specific range. This allows a second higher-order bit (bs) of each weight
to store the parity bits of the SEC-DED ECC. However, this method lacks multi-bit error correction
capability and is not suitable for other types of ECCs. Moreover, this approach demands a large number of
modified training iterations to achieve the specific weight distribution, potentially resulting in significant
computational overhead. These challenges become even more pronounced when addressing scenarios
involving multi-bit error correction.

Our approach does not require a specific symmetric weight distribution and a higher quantization level to
store the parity. This is because we do not need weights to have some redundancy in their MSB or LSB
bits for storing parity information. Instead, we employ multi-task learning to embed the parity into the
weight matrix without expanding its dimensions. Also, the proposed ECC encoding, based on multi-task
learning, does not degrade the baseline inference accuracy (~ 2%), even for BCH codes with ¢ = 4 error
correction capability, which requires a very high number of parity bits. On the contrary, the work in [228]
can incur a drop in accuracy of up to ~ 4% due to the ECC encoding even for ¢ = 2 error correction, which
might worsen with asymmetry in weight distributions. Secondly, the proposed strategy possesses the
capability to perform not only single-bit but also multi-bit error correction, even more than two, with zero
memory overhead, as illustrated in Table 7.6, which provides a comparative analysis of memory overhead
for various ECC schemes. This level of flexibility and error correction capability was not observed
in [228], where their method was limited to ¢ = 2 only and was unable to maintain zero memory overhead
for higher error correction capabilities, as shown in Table 7.6. This is primarily due to their inability to
accommodate more parity bits. For example, the work in [228] can only accommodate 16-bit parity per
64-bit weight and can correct up to t = 2 errors per 64-bit weight with ~ 0.1% storage overhead (which is
related to identifying the location of the parity bits during decoding). However, when considering a ¢ = 3,
they may require an additional ~ 9.4% of memory overhead, which would increase further for ¢t = 4.
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7. Zero Overhead NN-ECC for Binary Weight Memories of NN Hardware Accelerators

The detailed analysis of the memory overhead in [228] is as follows: 48 out of the 64 bits can be used as
data bits, leaving the remaining 16 bits to store parity bits. A (70,48) BCH code can be used to perform
up to t = 3 error correction, which requires 22 parity bits. So, an additional 6 bits of storage are required
to accommodate the remaining parity bits, resulting in a memory overhead of ~ 9.4% per 64-bit weight.
The same approach is also applicable to higher correction capabilities, such as ¢ = 4, incurring a memory
overhead of ~ 20.3%.

Additionally, the proposed strategy eliminates the requirement of masking ECC parity bits before inference
begins to restore the original weight bits. This is achievable because, in our method, both data and parity
bits actively participate in the inference process. Thus, we have access to parity information during
inference, which can offer the advantage of performing error detection and correction simultaneously
with the inference process. In contrast, existing approaches [221], [222], [227], [228] require masking
the ECC parity bits before inference begins to recover the original weight values. This further limits
their method to perform error detection and correction before inference only. The proposed strategy also
eliminates the need for additional memory overhead to identify parity locations during the decoding
process, a requirement observed in [228], which may be approximately 0.1% to 0.2% of memory overhead.
We adhere to the concept of systematic linear block codes, where all the parity bits are appended together
before or after the data bits. In this way, we already know the location of parity bits during the decoding
process. This design choice ensures that the proposed method incurs zero memory overhead while
maintaining multi-bit correction capability. Lastly, with the higher correction ability of the proposed
strategy, NN resilience against a large number of randomly injected faults is significantly improved, as
illustrated in Figures 7.2 and 7.3. This demonstrates its adaptability to a variety of ECC schemes without
loss of performance.

Table 7.5.: Factors that distinguish the proposed method from existing works

Factors [221],[222] [227] [228] Proposed
Require specific weight distribution Yes Yes Yes No
Relies on higher quantization precision Yes Yes Yes No
Limited error detection and correction Yes Yes Yes No
Require parity masking before inference Yes Yes Yes No
Require storage to identify parity No No Yes No
Accuracy degradation due to encoding Yes No Yes No

Note. “Yes”: constraint is required (a bottleneck); “No”: constraint is not required (an advantage).

Table 7.6.: Comparative analysis of memory overhead (MO) for ECC parity bits

Method [222] [227] [228] Proposed

ECC (n?, kP)| MO |(n?, kP)| MO |(n?, k)| MO |(n?, kP)|MO
Hamming [(72,64)[10.9%(64,57)| 0% [(64,57)| 0% |(64,57)|0%
BCH (t=2) [(79,64)(21.9%|(71,56)|10.9%|(64,51)| 0.1% |(64,51)|0%
BCH (t=3) [(86,64)[32.8%|(78,56)|21.9%|(70,48)| 9.4% |(64,45)|0%
BCH (t=4) [(93,64)[43.7%|(85,56)|32.8%|(77,48)(20.3% |(64,39)|0%
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7.4. Summary

7.4. Summary

In this chapter, we proposed zero-overhead NN-ECC, an efficient and generalized method that embeds the
ECC parity bits in the NN weight matrix during NN training, thereby eliminating the parity bit storage
overhead for different ECC schemes in the NN accelerator memories that store NN model parameters.
This way, we provide multi-bit error correction guarantees, as required in safety-critical Al applications.
We devised a multi-task training approach for the suggested embedding that achieves the same level of
inference accuracy as the baseline. The efficacy of the proposed strategy is tested by state-of-the-art
codings, such as the Hamming code (single-bit ECC) and the BCH code (multi-bit ECC), to different
NN models on various benchmarks. The results showed that the proposed strategy can significantly
improve fault tolerance depending on the selected ECC, without introducing storage overhead. Notably,
the proposed NN-ECC is versatile and applicable to diverse NNs and linear block ECC schemes.
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8. Conclusions and Outlook

8.1. Conclusions

In this thesis, we have developed various low-overhead fault-tolerant strategies to improve the reliability
of emerging memories in both general-purpose computing and NN computing systems. For memories in
general-purpose computing systems and standalone memory systems, we have focused on STT-MRAM,
which is one of the mature memory technologies among other emerging memories. First, we have
improved the reliability of STT-MRAM by integrating ECC with lightweight architectural adjustments.
Second, we have enhanced fault tolerance by protecting the weight memories of NN accelerators, which
include CiM architectures and digital MAC-based accelerators.

In Chapter 2, we have discussed the different failure mechanisms in emerging memories and surveyed
fault-tolerant/error-correction strategies for STT-MRAM and the weight memories of NN accelerators.
These findings motivate the thesis direction: combining ECC-based techniques with minimal architectural
modification to deliver robust, scalable protection. In chapter 3, we have presented the strategies to
perform runtime hard-error correction in STT-MRAM to enhance the stuck-at fault tolerance. We have
introduced a scheme that stores block-wise offsets of hard-error locations and uses these offsets during
decoding to recover the correct bit values. We have incorporated experimental measurement data from
manufactured STT-MRAM chips to obtain the hard error distribution, supporting the proposed hard
error correction strategy. In chapter 4, we have presented the asymmetric and adaptive error correction
strategy to mitigate the asymmetric failure mechanism in STT-MRAM. We have shown that the proposed
technique is memory efficient and significantly enhances reliability, as measured by a last-level cache
block error rate. In chapter 5, we have presented a systematic location-aware non-uniform error correction
strategy to mitigate the impact of interconnect-induced reliability issues in STT-MRAM on top of random
error correction. This strategy reduces the requirements for ECC parity by selectively applying stronger
error correction to specific rows within the memory array, rather than applying it uniformly across the
entire array.

In chapter 6, we have presented a checksum-based column error correction in CiM architecture, which
consists of NVM-based memristive crossbar for reliable MVM, which is the core operation of NN
computation. Firstly, we have developed a scaled checksum-based method that offers low memory
overhead for single-column error correction within the memristive crossbar. We have demonstrated
the effectiveness of this strategy using checksums based on ABFTand Hamming codes. Next, we
have also illustrated the application of Hamming codes for block error correction in the memristive
crossbar, enabling the simultaneous protection of multiple columns. In chapter 7, we have presented
the zero-overhead ECC-based fault-tolerant technique to protect the binary-weight memories of NN
accelerators. We have demonstrated the strategy to embed the ECC parity into the weight matrix itself
without increasing the size of the weight matrix, enabling zero overhead for ECC parity bits. The proposed
strategy can also apply to the binary weight memories of CiM architecture.

151



8. Conclusions and Outlook

In conclusion, the methodologies and solutions presented in this thesis are viable alternatives towards
resilient memory and computing systems. Additional research not included in this thesis [72], [73] also
examines the potential of non-uniform and adaptive error correction techniques, as well as reliability
improvement methods. For instance, the work in [72] investigates a non-uniform error correction strategy
that enhances the fault resilience of HyperDimensional Computing (HDC), while preserving the hardware
efficiency. HDC is a brain-inspired computational paradigm designed to emulate human cognitive
processes. It is highly suitable for resource-constrained edge environments where efficiency is crucial.
The approach utilizes statistical fault sensitivity analysis to categorize memory regions storing HDC
parameters into different levels of fault sensitivity. This method identifies highly sensitive areas and
distinguishes them from less critical regions that can tolerate faults without significantly impacting overall
system performance. An efficient absolute summation weight-based method for fault sensitivity analysis is
employed, which is adaptable to various configurations and datasets of HDC, thereby eliminating the need
for time-consuming fault injections. By applying targeted ECC-based error correction strategies to only
the most sensitive regions, the strategy optimizes fault correction while maintaining resource efficiency,
making it a practical solution for edge environments. The work in [73] analyzes the radiation impacts in
SRAM-based register files. The reliability of SRAM-based register files is critical for ensuring robust
performance in high-performance computing systems. The work employs an architecture-level, adaptive
location-dependent WL pulse-width modulation to mitigate radiation impact in FDSOI technology.

8.2. Outlook

This thesis advances fault-tolerant techniques to improve the reliability of emerging memories and
computing systems. The methodologies are technology-agnostic and can be adapted to a range of memory
technologies and computing paradigms with modest, technology-aware modifications. Looking ahead, the
development of hybrid hardware—software co-design frameworks appears to be a promising area for future
research, as such co-design can further balance reliability, overhead, and performance. The reliability
solutions for emerging NVMs have primarily focused on CPU caches and main memory. However, with
the substantial rise in GPU usage, NVMs will likely soon be utilized for caches and main memory in GPUs,
which opens up opportunities to explore new reliability solutions tailored explicitly for GPU architectures.
In the future, hybrid memory designs that combine the strengths of conventional CMOS memory and
emerging NVMs are expected to emerge, opening up opportunities to explore new fault models and
reliability solutions. Moreover, developing effective fault tolerance across diverse NN architectures is
complex, highlighting the need for further exploration into architecture- and application-specific fault
tolerance. In addition, the passive memristive crossbar, while offering an area efficiency compared to
active crossbars, presents different testing and reliability challenges that can be explored in the future.
One of the works [74] not included in this thesis covered the testing aspects of a passive memristive
crossbar. Overall, the strategies developed in this thesis provide a foundation for future research on
improving the reliability of next-generation memories and computing paradigms.
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Parity check matrix for SEC Hamming code:

Method 1 (H;): In general, for each integer p > 2, there is a code-word with length n = 27 — 1 and data
length k < 27 — p — 1. For a given k bit data, if the default Hamming code is not available (especially
when k is a power of 2s), then derive from a slightly larger (n, k) code dimension, which is given as
follows:

Algorithm 7 Hamming Code Generator Matrix and Parity Check Matrix Construction

Require: Data bit width k
Ensure: Generator matrix G and parity check matrix H

1: Get the p value which satisfy: k <27 —p —1

2: Generate preliminary Hamming matrices (h, g) for p

3: Ngelete < TOWS(g) — k

4: Extract reduced generator matrix: G < g(1 : Tows(g) — Ngeletes 1 : €OIS(9) — Nygelete)

5: Let x; « rows(G), x3 < cols(G)
6: Xdiff — X2 — X1

7: Augment generator matrix: Gy « [Ix | G(;, 1 : xgiff)]

8: Derive parity check matrix: H; « gen2par(Gy)

Method 2 (H>):

It is possible to generate the codeword for any given data bits from scratch by applying the principles of
the Hamming code, which is shown below [173]. There are open-source simulators available that can
generate the parity check matrix for the provided input data bits [279], [280].

1. All bit positions that are powers of two are reserved for parity bits: 1, 2, 4, 8, 16, 32, 64, ...
2. All other bit positions are used for the data: 3, 5,6,7,9, 10, 11, 12, 13, 14, 15, 17, . ..
3. Each parity bit checks a specific sequence of data and parity positions.
* Position 1: check 1 bit, skip 1 bit, ... Example: (1,3,5,7,9, 11,13, 15,...)
* Position 2: check 2 bits, skip 2 bits, ... Example: (2,3,6,7,10,11,14,15,...)
* Position 4: check 4 bits, skip 4 bits, . .. Example: (4,5, 6,7, 12,13, 14, 15, 20, 21,...)
* Position 8: check 8 bits, skip 8 bits, . . . Example: (8—15, 24-31, 40-47,...)
* Position 16: check 16 bits, skip 16 bits, . .. Example: (16-31, 48-63, 80-95,...)
4. Each parity bit is set according to the number of ones in the positions it checks:
* If the total number of ones is odd, set the parity bit to 1.

* If the total number of ones is even, set the parity bit to 0.
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(a) Data size: k = 32 bits

10000110001010011110100011100100100000
11000101001111010001110010010110010000

H 01100010100111101000111001001011001000
1700110001010011110100011100100101000100
00011000101001111010001110010010000010
00001100010100111101000111001001000001

0000000000000000100000
1111100000000000010000
0000011111110000001000
1100011110001110000100
0011011001101101000010
1010110101011011000001

H2= 111000

OrRr PR OO

(b) Data size: k = 64 bits

1101000010101000000
0110100001010100000
1011010000100010000
0000101010110001000
1000010101010000100
0100001010100000010
1010000101010000001

11011000001100110101001
01101100000110011010100
10110110000011001101010

1000100110001 11010
11101
01110
0110110000011001101010011100
10110
01011
10101

0 1

01000100110001 1
00100010011000 0
H;=10011000101110 1
01001100010111
00100110001011
00010011000101

011000001100110101001110
101100000110011010100111

ROkl O

1
1
1
1
1100000110011010100111001
0
0

[

11111110000000000000000000000000000000000000000000000000000000001000000
00000001111111111111111111111111111111000000000000000000000000000100000
00000001111111111111111000000000000000111111111111111000000000000010000
H,=00000001111111100000000111111110000000111111110000000111111100000001000
11110001111000011110000111100001111000111100001111000111100011100000100
11001101100110011001100110011001100110110011001100110110011011010000010
10101011010101010101010101010101010101101010101010101101010110110000001

(c) Data size: k = 128 bits

1000111000100101110000001100100100110111001000001010110110101100101100001111101101111010111010001000011011000111100111001100010110000000
0100011100010010111000000110010010011011100100000101011011010110010110000111110110111101011101000100001101100011110011100110001001000000
1010110110101100101100001111101101111010111010001000011011000111100111001100010110100100010100101010011101110110011110111111010000100000

H ~1101100011110011100110001011010010001010010101001110111011001111011111101001100110101000110000011101010101111100101000010011111100010000
171110001001011100000011001001001101110010000010101101101011001011000011111011011110101110100010000110110001111001110011000101101000001000
0111000100101110000001100100100110111001000001010110110101100101100001111101101111010111010001000011011000111100111001100010110100000100
0011100010010111000000110010010011011100100000101011011010110010110000111110110111101011101000100001101100011110011100110001011000000010
0001110001001011100000011001001001101110010000010101101101011001011000011111011011110101110100010000110110001111001110011000101100000001

1111111100000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000010000000
0000000011111111111111111111111111111111111111111111111111111111111111100000000000000000000000000000000000000000000000000000000001000000

0000000011111111111111111111111111111111000000000000000000000000000000011111111111111111111111111111110000000000000000000000000000100000

H _0000000011111111111111110000000000000000111111111111111100000000000000011111111111111110000000000000001111111111111110000000000000010000
221000000011111111000000001111111100000000111111110000000011111111000000011111111000000001111111100000001111111100000001111111000000001000
0111100011110000111100001111000011110000111100001111000011110000111100011110000111100001111000011110001111000011110001111000111000000100
0110011011001100110011001100110011001100110011001100110011001100110011011001100110011001100110011001101100110011001101100110110100000010
0101010110101010101010101010101010101010101010101010101010101010101010110101010101010101010101010101011010101010101011010101101100000001

soatononionn iadootalifoototolol 000l o 1000101000010101 1010011111101 100100100101 1011111100100 001010001 10100101 1111110 0701100111100011111011101000001101011011011101100000101 1010111107010 s
5~ 1001100001001 11001010107 100001 1011110100 ocalalotiolo0 i1t 100 00d00 0110111 Tio0 o010 o 00 1100110000000 110001100 1010001101010 1111110100101 10001110101 1001011001 111000111 1011101000001 {0 1a 101101 101 iaonontot ool 111 1o1010101000000101
21000110000100111001010101100001 101111010 000010101 1010011111101100100100101 1011111100101 10101001100110000000110001100101000110100101 1111101000101 10001110101100101100111100011111011101000001101011011011101 100000101 1010111110101010100000010000001000
0010001 1000010011100101010110000110111101 1000010101 101001 1111101300100100101 1011111100001 101010011001100000001100011001a1000110100101 1111101000101 10001110101100101500111100011111011101000001101011011011101100000101 10501 111101010 101000 001000000100
0001000110000 1001110010101011000011011110 1010110100111111011 T01TH1T00100110101001 1001100000001 10001100301a001 1010010111 111101000101100011 10101100101 10011110001111101110100000130101101101110110000010110101111101010101
00010001 10000100111001010101100001101111 101011030011111301 1011111001001 101010011001 10000000110001 1001010001 1010010111111101000101100011101011001011001111000111110111010000013010110110111011000001011010111110101010
H-00000000011111111111111110000000000000000 111100000000000000001 111 111111111111 B0000000001111111111111111000000000000000
0110011011001 1001 10011001100110011001100 1100110011001 100110011007 10011001100 0110011001100110011001 1001 1001100110 50110011001100110011001 1001 100110013001100110
10101010110101010101010101010101010101010 101010101010101010101010101010101010101010101010101010101010101010101010101 S10T01010101010301010101010101010101010

To obtain the extended SEC-DED Hamming code, an extra parity bit can be added to the codeword
obtained by SEC. This parity bit is calculated by taking the XOR of all the bits (data and parity both).

156



Parity check matrix for DEC BCH code:
(a) Data size: k = 64 bits

000011011000111011100100001111001100101000111101011010001010100110000000000000
000110110001110111001000011110011001010001111010110100010101001001000000000000
001101100011101110010000111100110010100011110101101000101010010100100000000000
011011000111011100100001111001100101000111101011010001010100101000010000000000
110110001110111001000011110011001010001111010110100010101001010100001000000000
101111000101001001100011101001011000110110010000011111011000001100000100000000
;- 011101010010101000100011011101111101000100011101100100111010111000000010000000
=111010100101010001000110111011111010001000111011001001110101110100000001000000
110110010010011001101001111000111000111001001011001001100001001100000000100000
101111111100001000110111111110111101011010101011001001001000111000000000010000
011100100000101010001011110010110110011101101011001000011011010100000000001000
111001000001010100010111100101101100111011010110010000110110101100000000000100
110001011010010011001011000100010101011110010001111011100111111000000000000010
100001101100011101110010000111100110010100011110101101000101010000000000000001

(b) Data size: k = 128 bits

011111010000101110011110110011000101000011010000011111010001111111001001011010010001111101000001100000010110100010011111101101011000000000000000
111110100001011100111101100110001010000110100000111110100011111110010010110100100011111010000011000000101101000100111111011010110100000000000000
100010010010010111100101111111010001001110010001100010010110000011101100110011010110001001000111100001001100101011100001011000100010000000000000
011011110100000001010101001101100111011111110011011011111101111000010000111100111101101111001110100010001111110101011101011100000001000000000000
110111101000000010101010011011001110111111100110110111111011110000100001111001111011011110011101000100011111101010111010111000010000100000000000
110000000000101011001010000101011000111100011101110000100110011110001010101001100111000001111011101000101001110111101010011101100000010000000000
111111010001111000001010111001110100111011101011111110011101000011011100001001011111111110110110110001000101001101001011010110010000001000000000
100001110011011110001011000000101100110100000111100011101011111001110001001000101110000000101100000010011100111000001001000001110000000100000000
II:011100110110010010001000110010011100101011011111011000000110001100101011001011001101111100011001100100101111010010001101101110110000000010000000
111001101100100100010001100100111001010110111110110000001100011001010110010110011011111000110011001001011110100100011011011101100000000001000000
101100001001100110111101111010110111101110101101111111001001001101100101110110100110001100100111110010101011101010101001010110010000000000100000
000111000011100011100101000110101010011110001011100001000011100100000010110111011101100100001110000101000001110111001101000001100000000000010000
001110000111000111001010001101010100111100010111000010000111001000000101101110111011001000011100001010000011101110011010000011010000000000001000
011100001110001110010100011010101001111000101110000100001110010000001011011101110110010000111000010100000111011100110100000110110000000000000100
111000011100011100101000110101010011110001011100001000011100100000010110111011101100100001110000101000001110111001101000001101110000000000000010
101111101000010111001111011001100010100001101000001111101000111111100100101101001000111110100000110000001011010001001111110110100000000000000001

To obtain the extended DEC-TED BCH code, an extra parity bit can be added to the codeword obtained
by DEC. This parity bit is calculated by taking the XOR of all the bits (data and parity both).
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OLS Orthogonal Latin Square.

0S-MLD One-Step Majority-Logic Decodable.
PCM Phase-Change Material.

PCRAM Phase Change Random Access Memory.
PE Processing Element.

RR Redundancy Repair.

RRAM Resistive Random Access Memory.

RT Retention Time.

RTN Random Telegraph Noise.

SEC Single Error Correction.

SEC-DED Single Error Correction-Double Error Detection.
SIMD Single Instruction Multiple Data.

SL Source Line.

SoC System-on-Chip.

SRAM Static Random Access Memory.
STT-MRAM Spin Transfer Torque Magnetic Random Access Memory.
TMR Tunneling Magnetoresistance.

TPU Tensor Processing Unit.

VLSI Very Large Scale Integration.

WL Word Line.
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