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Abstract. This paper proposes a pragmatic exploration to facilitate the categorisation
of personal data as anonymous, quasi-anonymous, or pseudonymous, emphasising
contextualised threat modelling and proportionality over binary thresholds. Using
an integrated legal analysis and system-level threat model, we map legal criteria to
the design features and assess whether a privacy-preserving system like DROPS
can credibly achieve anonymisation under the GDPR. This allows us to evaluate the
discrepancy between the technical realities of maximising anonymisation techniques
and the requirements for anonymisation stipulated by the EU data protection law
corpus. The distinguishing feature of this paper is its grounding of the legal analysis
in the technical architecture, thereby bridging the gap between abstract regulation
and system-level design. This demonstration has the potential to serve as a model for
enhancing data protection measures, particularly for entities that handle high-risk
or otherwise sensitive data and for regulators to issue new concrete guidance on
anonymisation.
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1. Introduction

Amid a rising tide of data breaches and increasingly sophisticated cyberattacks, deter-
mining whether personal data has been genuinely anonymised under the General Data
Protection Regulation (GDPR) has become a complex and pressing issue. The GDPR
does not provide an explicit definition of anonymous data. Instead, it can be inferred from
a combined interpretation of Article 4(1) GDPR, which defines personal data, and Recital
26 GDPR, which explains how to assess identifiability. However, the threshold between
anonymisation and pseudonymisation remains unclear and debated. Data protection author-
ities, courts, and legal scholars across Europe have adopted varying interpretations — from
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relative to absolute approaches and from strict to functional anonymisation [21,35,26,10]
—- and legal and technical experts often view anonymisation differently. In light of this,
many organisations either incorrectly assess the effectiveness of their anonymisation
processes or struggle to comply. Against this backdrop of uncertainty, this paper offers a
techno-legal exploration of anonymisation and its role in data protection regulations. It
emphasises the importance of contextual threat modelling and proportionality, rather than
adopting an all-or-nothing approach based on binary thresholds such as the absolute and
relative approach. Using the DROPS system [14] as a case study, we ask: can a system
that employs cutting-edge, privacy-preserving methods credibly claim to anonymise data
under the GDPR, or does the data remain personal despite strong safeguards? This is of
particular interest given the different views [18,11] on whether pseudonymisation should
be considered an effective means of anonymisation. If strict anonymisation cannot be
practically achieved, even with robust safeguards in place, should the legal standard be
adjusted to take a more pragmatic, risk-based approach? Our analysis underpins legal
discussions by examining the technical architecture of DROPS, thus linking abstract
regulatory standards to system-level design choices. This integrated approach clarifies
GDPR compliance and serves as a model for data protection authorities to issue new,
more concrete guidance, as well as enabling the European Court of Justice (CJEU) to
consider illegal means in its assessments. We argue that absolute and relative binary
categories no longer provide an adequate framework for addressing identifiability under
the GDPR. Although we agree with the recent SRB judgement [11] that pseudonymous
data can be anonymous in certain instances, we also recognise that illegal means to obtain
additional information should be considered. Ultimately, our aim is to foster a more
practical understanding of anonymisation through this example.

The paper proceeds as follows: Section 2 reviews work relating to the intersection of
anonymisation in law and technology. Section 3 describes the DROPS system architecture
and design choices, while the subsequent section assesses DROPS from legal and technical
perspectives, applying GDPR and WP29 anonymisation criteria in light of a threat model.

2. Related Work

Prior research [28,38,27,39,16,12,33,6,34] has addressed specific aspects of the problem,
such as legal critiques of anonymisation under the GDPR [4,29,32,37,31], technical limita-
tions of anonymisation techniques [6,15,22,24], and highlighted key misunderstandings[2].
Achieving meaningful anonymisation in practice remains a significant challenge [25,36,
37] that straddles law and computer science. The most influential regulatory guidance
remains the Article 29 Working Party’s (WP29) Opinion 05/2014 [3], which introduced a
three-part test for anonymisation in conjunction with the “’means” test.[36] In its latest
opinions (Opinion 28/2024 [17] and Opinion 01/2025 [18]), the European Data Protection
Board (EDPB) has further clarified the “’means” test. Case law of the CJEU — notably the
Breyer [7], IAB [10], Scania [8], Olaf [9] and SRB [11] decisions, — has added nuance
(and also uncertainty) by interpreting identifiability based on access to additional informa-
tion, as well as considering whether re-identification by third parties is legally feasible[40].
The interpretative nature of the provision, combined with inconsistent guidelines and case
law, has not only led to divergent views among legal scholars but also among regulators.
For example, Spain’s [1], France’s [5] and Italy’s [23] data protection authorities tend
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Figure 1.: Flow diagram of data processing within the system.

toward a strict standard, whereas Ireland’s [13] has been more lenient in some instances.
Such fragmentation underscores the need for a harmonised approach grounded in both
sound legal reasoning and practical feasibility, as proposed in this paper. To date, existing
research has relied solely on regulatory guidelines, case law or a technical approach,
generally accepting the unresolved status quo without conducting an in-depth techno-legal
analysis based on a concrete threat model. A key challenge is to demonstrate at what point
pseudonymised data might be considered effectively anonymised, and where its ragged
edges lie. This paper builds on existing literature by synthesising the perspectives of law
and technology and seeks to fill the gap by evaluating the DROPS system against legal
criteria using a thread-scenario-based assessment [20], thereby illustrating how and when
the GDPR’s anonymisation threshold might be reached (or missed) in practice.

3. Architecture

The DROPS system[14] is designed to enable comparisons of an individual’s data with
records of known data breaches (leaks) without exposing any party’s raw data to the other.
The system accomplishes this through a pipeline of cryptographic hashing and secure
comparison protocols, described below and illustrated in Figure 1.

Each personal data value observable in raw identity data is separately hashed using
a combination of a system-wide randomly generated secret salt and an anchor, creating
unique hashes that do not inherently reveal their link to an anchor to outsiders. The anchor
is a value derived from a fixed set of attributes (three in total) for each individual (for
instance, a combination of name and address), allowing structured pseudonymisation
serving as a identity-unique temporal key. All personal data from a leak dataset is hashed
using the memory-hard Argon2id algorithm with the system’s secret salt, as recommended
by OWASP [30], then truncated. Argon2id’s CPU- and memory-intensive nature adds a
significant barrier to brute-force or dictionary attacks on the hashes. Importantly, after
the hashes are computed, the leak dataset, the original plaintext data (preimage) and the
anchor values are immediately discarded. The DROPS database stores only the salted
hashes of attributes, each tagged with an internal document ID (doc_id) and a leak ID
indicating from which leak the record stems. Neither the anchor nor the preimage is stored
in the database, and neither is needed for it to operate. Truncation limits the information
an attacker can gather from any single hash value, limiting the effect of precomputed
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tables, while only posing negligible collision risk. In fact, truncated Argon2id hashes still
enable almost 100 percent accurate matching between datasets through cryptographic
protocols like Private Set Intersection (PSI), allowing DROPS and its users to achieve
near-perfect intersection accuracy.

DROPS employs a form of PSI to enable secure matching of records between a
querying party and the leak database without revealing sensitive data to either side. To
initiate a query, an authorised user must use the DROPS client app, which handles the
following process client side given correct input: Give anchor attribute values and an
ordered list of identity attributes and these attribute’s values. Hash each value list entry
using anchor as key and the system’s salt. Hash the concatenation of these hashes again
using the system’s salt, then truncate the resulting hash to a pre-negotiated length. Query
with truncated hash and ordered list of identity attributes. Upon receiving the query,
DROPS compares truncated hashes of attribute sets that share doc_ids. A match occurs
only if the full set of queried attribute hashes exists within the DROPS database, assuming
no collisions. Throughout this PSI-based protocol, no raw personal data is ever exchanged.
The querying party only learns whether the queried attribute hashes exist within the
DROPS database. Conversely, the DROPS server learns nothing about the query other
than the fact that a query was made — it cannot derive which person the query pertains to.

Through these measures, DROPS establishes a highly secure and privacy-preserving
environment. It stores only pseudonymised personal data, requires prior knowledge of key
attributes to generate queries, and employs cryptographic protocols so that information
disclosure is minimal and controlled. Subsequently, we evaluate how these technical
choices translate to GDPR compliance in terms of identifiability of individuals in the data.

4. Techno-legal assessment

Under the GDPR, data are considered anonymous if individuals are “’not or no longer
identifiable” taking into account “all the means reasonably likely to be used” for re-
identification. WP29’s Opinion [3] established a standard three-criterion test: after
anonymisation, it should be impossible to (1) single out an individual in the dataset, (2)
link records relating to the same individual (within the dataset or between datasets) relating
to the same individual, and (3) infer any additional information about an individual from
the data. If any of these risks remain, the dataset cannot be regarded as fully anonymised.
Instead, the controller must evaluate the residual risk of identification and determine if it
is acceptably low in practice [3,17,20]. Importantly, the GDPR does not demand zero risk
— an impossible standard — but any risk of re-identification must be extremely remote.
Data can be considered effectively anonymised if re-identifying a person would require
a disproportionate effort. This assessment requires consideration of all the means that
could reasonably likely to be used by the controller or a third party to identify individuals,
and the determination of those means should be based on objective factors such as the
cost of identification, time required and technologies available at the time of processing.
Anonymisation procedures and their evolution must therefore be continuously reviewed
and evaluated [2]. This test requires a comprehensive and contextual risk assessment that
goes beyond simply assessing the technical possibility of re-identification and takes into
account the practical feasibility and likelihood of such attempts. Consequently, this raises
the question of whether there exists additional information, either currently available
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or that may become available in the future, that could be utilised in conjunction with
the existing data to identify the individual in question effectively. Controllers should
first focus on the concrete means (here: original leak dataset, anchor, salt) that would be
required to reverse the anonymisation technique, particularly concerning the costs and
know-how required to implement these means and the assessment of their likelihood and
severity. DROPS must, thus, balance its anonymisation efforts and costs (both in terms of
time and resources required) against, for example, the increasingly low-cost availability of
technical means to identify individuals in datasets, the public availability of other datasets
and the leakage of secret keys, as well as the costs of brute-force attacks. EDPB stresses
that risk assessment should account for all actors, including malicious attempts — not only
the “legitimate” data recipients foreseen by the controller [18]. This broad view contrasts
with the CJEU interpretations [7,8,10,19], which to date have not been particularly ex-
plicit about the scope of relevant other persons beyond data recipients concerning the
application of the means test. Essentially, courts focus on the intended or anticipated data
flows and apparently consider only legal means as applicable. However, this standpoint
may be excessively restrictive insofar as it poses a considerable real threat to privacy, es-
pecially in a world of frequent data breaches. Following the EDBP’s [18] approach, when
determining whether data is truly anonymised, it is necessary to consider not only honest
actors but also individuals who might deliberately attempt to circumvent de-identification.
Our assessment of DROPS follows this approach, examining identifiability from multiple
threat angles.

4.1. Singling out

Singling out is "the ability to locate or isolate an individual’s record in the dataset” [10].
Even without a person’s name, if one can pinpoint a unique record (or set of attributes)
that corresponds to the same individual, that individual is singled out.[3] Access to the
DROPS database: All personal records are individually stored as Argon2id anchor-
based hashes along a corresponding doc_id (and leak_id) to group all attribute-hashes
from the same document source. Each hashed identity record corresponds to one real
person’s attribute (e.g. name) from the leaks. Because DROPS uses deterministic hashing
with a fixed salt and anchor per person, each individual’s attribute data yields a unique
pseudonym (per doc_id a set of pseudonymised values) that acts as an identifier for that
person within the system. This means that, even though the actual identifiers are hashed,
an attacker with access to the DROPS database can use them to distinguish one person’s
record(s) from another’s because each record is stored alongside its doc_id. Attackers
do not need to know the person’s name or the details behind the records to distinguish
them. WP29 explicitly noted this pitfall [3] The structure of DROPS inherently allows for
singling out individual records in the dataset.

Through authorised use (a client with query access): If the user’s query finds a
match in DROPS, the user has effectively singled out that individual as present in the leak.
This is an intended feature outcome, not a bug — but it does highlight that an individual can
be singled out (identified as a breach victim) by combining the DROPS processing with
the additional knowledge held by the contracting organisation (the individual’s identity).
From an identifiability perspective, the system deliberately allows known individuals to be
singled out (alerted), albeit only by someone who already knew their identity. Therefore,
DROPS does not eliminate the risk of singling out, but rather limits who can singling
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out records. Notably, the authorised user already knows the identity, DROPS did not
reveal a new identity, but it did confirm the existence of that person’s data. From a strict
legal perspective (although the ability to do anything useful with a singled-out record is
severely constrained), DROPS does not eliminate the risk of singling out.

4.2. Linkability

Linkability refers to the ability to link two or more records concerning the same individual
within the same dataset or across different datasets [3]. For data to be anonymised, it
should not be possible to correlate separate data points and conclude that they are about
the same data subject.

Access to the DROPS database: The DROPS system’s functionality relies on
linkability by design. The anchor-based hashing scheme links all attributes of a record
under a common key (the anchor, although it is not stored). Internally, this is reflected in
the doc_id grouping in the database. This internal linking is necessary for the system to
function — it allows the PSI query to check for a matching set of attributes. If the same
individual’s information appears in multiple leaks imported into DROPS, the system
will, as long as the personal and anchor information is consistent, assign them the same
pseudonym (hash) each time. These hashes will then be assigned multiple 1eak_ids. An
insider who inspects the database could notice that two different doc_id groups have
identical hash values, suggesting that they belong to the same person. This means that
DROPS itself can inherently link records across different leaks that pertain to the same
individual. Even though the person’s name is not stored, the pattern of recurrence is visible.
This internal linkability is necessary for the system’s purpose. However, this means the
second WP29 criterion is not met — the system intentionally preserves the ability to link
records referring to the same individual.

Through authorised use (a client with query access): Linkability is the core
functionality provided to the querying party. When an organisation queries “Jane Doe,
Main Street, jd@example.com” (hashed) and DROPS finds a match, it is linking that
query record to a leak record. The PSI protocol outputs the intersection, i.e., the links
between the set of query hashes and the set of leak hashes. In this way, the authorised
user learns that the record in their database (Jane Doe) corresponds to a record in the
DROPS database. This linking is done in a privacy-preserving manner (neither side learns
anything beyond the existence of the link), but it is linkable across datasets nonetheless
(the querying party’s list and the DROPS database). A malicious authorised user might try
to exploit this by, for example, querying many different partial identities to see which ones
exist in DROPS (a fishing expedition to find out who is in the database). DROPS mitigates
such abuse by requiring the full anchor for queries and by monitoring for suspicious query
patterns. This makes it difficult to systematically probe for links without already knowing
the identity of a target individual.

External attacker: What complicates linkage for outsiders is that the anchor is secret,
and the salt is system-wide but not public. If an attacker did not know about the doc_id
link, they might not realise that two different-looking hashes actually belong to the same
person. However, DROPS uses pseudonyms for different attributes of the same person
within the system using the same anchor — for example, all of Jane Doe’s data (e.g. name,
address) becomes hashed identities under the same anchor context. Even truncated hashes
won’t break this link, as the hash input data are still linked through the anchor. As the



210 S. von Maltzan et al. / How Anonymous Is Anonymous? A Techno-Legal Exploration

system maintains consistent pseudonyms the second criterion is not met. This is in line
with WP29, which noted that when the same key is used for an individual across records,
linkage is “trivial” [3]. An attacker could link records that belong to the same person
either by querying using corresponding known personal data and finding a match or by
getting access to the DROPS database and filtering by doc_id. Neither of these methods,
however, allows the attacker to learn any identifiable information that they doesn’t already
know.

4.3. Inference

Inference is the ability to deduce the value of an attribute with significant probability using
other information [3]. DROPS severely limits what can be inferred by anyone without
prior knowledge. The data stored and exchanged is heavily transformed (hashed), so that
personal attributes cannot be directly inferred; the hash reveals nothing semantic other
than its appointed attribute. The data flows are, furthermore, sufficiently controlled that
unauthorised inference by outsiders is impossible (since they see nothing but hashed
tokens). The authorised parties (the clients), however, infer something non-trivial: they
learn that a particular user’s credentials were found in a leak. This is arguably new
information about that user. If a malicious client identifies the existence of a person’s
data in a leak, that client could try to find the leak. In fact, the existence of other entries
could even be verified by using the leak to gather information about other persons and
query their presence in the DROPS database. In that case, the additional knowledge of the
fact that the rest of the leaked content is also part of the DROPS database is likely to be
insignificant. DROPS performs well against the inference criterion against outsiders — it
is extremely resistant to someone inferring new information about individuals. However,
under WP29’s strict test, the existence of any plausible inference attack means that the
data is not anonymised.

By the strict criteria, DROPS does not fully protect against singling out, linkage and
inference, and thus cannot be considered anonymisation by this standard. The CJEU’s
stance that only legal means must be employed would not alter this.

4.4. The ”all means reasonably likely to be used” test

While the analysis above finds that DROPS does not satisfy the WP29’s strict criteria,
the WP216 opinion also states that controllers should carry out an evaluation of the
identification risks in order to determine whether the residual risk is acceptable; in other
words, whether the anonymisation process is sufficiently robust [3]. For the purposes
of this paper, the following simplified analysis considers several attacker models and
evaluates the effort, means and likelihood of success for each. This analysis brings us to
the concept of quasi-anonymisation, which we introduce to describe data that is not strictly
anonymous in law, but is sufficiently de-identified under a contextual, proportionate risk
analysis.

External Attacker: No Access to Salt or Anchor Given that an attacker gains access
to the DROPS database and has access to all hashes associated with their doc_id and
leak_id. An external attacker with sole access to the DROPS database has no direct
means of re-identifying individuals using the DROPS database alone. If the attacker
had access to various leaked data, some of which were used for the DROPS database,
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the attacker could try to create hashes based on the known leaked data. These hashes
could be used to find matching hashes in the database, thereby de-pseudonymising the
entry. Without knowledge of the salt, re-identification would require the attacker to guess
the salt, which would feasibly require an exhaustive search through all possible salts.
Since Argon2id is set up to limit the amount of hashes per second that can be calculated,
finding the correct salt is a disproportionate effort, as shown by the following calculation:
Assuming a DROPS system uses a salt with a length of 32 Byte or 256 Bit and that an
individual record can be hashed with Argon2id in 0.01 seconds, meaning 100 hashes
per second. An exhaustive search for all values of the salt would require an average
of 4.4e68 years using one processor. As the database stores only truncated hashes, the
attacker would also have to verify a matching salt for one record with at least a second
record, adding an additional step that is somewhat negligible considering the hashing cost.
Given the computational intensity of Argon2id and the entropy added by both the salt and
the anchor, brute-force reversal is not practically feasible. This would require expensive
computational resources. Recital 26 GDPR explicitly directs consideration of the cost and
time required, taking into account current technology. Here, an external attacker would
need astronomical resources to guess each unknown salt/anchor and recompute Argon2id
hashes. Under the Recital 26 test, the means of such an attacker are not reasonably likely —
the effort and cost of re-identifying identities are disproportionate, and the identification
thus fails the threshold of objective identifiability. In short, to an external attacker without
access to anchors and salt (additional information), the DROPS data — although technically
pseudonymised — can be deemed, for all practical purposes, anonymous under current
technological constraints: without the secret keys, the data cannot be linked to individuals
by any feasible method. In terms of considering pseudonymous data as anonymous, this is
consistent with the recent SRB judgment [11], but inconsistent with EDPB guidance [18].
We argue that the remaining risk appears to be acceptable. Recital 26, however, demands
a holistic assessment, meaning that DROPS must also consider actors who might obtain
the additional information.

Malicious Insider (Access to database, salt): If an attacker has access to both the
DROPS database and the salt, either as a malicious insider or through a salt leak, the
means of identification are much more accessible. This attacker would be enabled to
generate hashes for identity records for which the anchor attributes are known. It would be
possible to use acquired identity data to look for matching hashes, thereby inferring which
identity records are stored within the DROPS database. Notably, the attacker does not
learn any identity data that is not already known. Nevertheless, it is possible to attribute
the data to a specific individual by leveraging additional information, such as a secret
salt and the individual’s identity details. From a legal perspective, the presence of an
individual (the insider) who possesses or obtained a key to unlock the pseudonymised
data indicates that the data cannot be regarded as fully anonymised, unless the effort
expended is disproportionate. This illustrates that DROPS data is only as anonymous
as its secret salt remains secret, as long as the salt and anchor knowledge are confined
to the controller’s internal system. However, if an insider reveals that secret, the hashes
become identifiers, which necessitates treating such data as pseudonymised, with robust
technical and organisational safeguards in place, though not to the extent of irreversible
anonymisation. In summary, DROPS has been designed to make re-identification of the
hash records a complex, but not disproportionately impossible, undertaking in the event
of salt leakage. Beyond known identities, guessing unknown identity records involves
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the complexity of matching attributes and the correct anchor, which may be subject to
hash collisions, taking hash truncation into account. It is arguably less disproportionate
to find leaks presented to DROPS that researchers have found on the internet than to
guess identity records. However, this would be impossible for leaks shared only by
a whistleblower with DROPS and no third party. Without additional information, the
complexity of making valid guesses increases significantly due to anchor-hash binding
and hash truncation and would require disproportionate brute-force attacks or contextual
guessing. Ultimately, without access to the original leak or external auxiliary data, an
attacker cannot meaningfully narrow the input space. From a legal perspective, this
constitutes a disproportionate effort, rendering the data effectively anonymous. However,
if it could be possible to access the original leak, the threshold of disproportionate effort
may not be reached. In such cases, the concept of quasi-anonymisation is particularly
relevant and is used to describe data that is not strictly anonymous in a legal sense, but is
considered sufficiently de-identified under a contextual and proportional risk assessment
— especially when re-identification is close to the threshold of disproportionate effort.
Even without full anonymisation and with a hashing technique that essentially amounts to
pseudonymisation, the contextual risk of re-identification here is deemed low enough to
nearly reach the threshold of disproportionate effort. As a result, the data can be classified
as outside the scope of the GDPR’s definition of personal data. Nevertheless, this status
must undergo regular reassessment to ensure its ongoing relevance amid technological
advancements and shifting threat landscapes, as well as to incorporate new information.
Argon2id is currently the most robust option; however, this could change in the future.
Anonymisation should not be seen as a one-off technical achievement but rather as a
dynamic, context-sensitive process. Taking the CJEU’s perspective into account, it would
also be anonymous, since illegal means are not considered. However, according to the
EDPB, pseudonymous techniques cannot be attributed to anonymous data.

Malicious Insider (Anchor, Salt, API key): Having access to a correct API key
would allow an attacker to impersonate a DROPS client and create queries to attack the
DROPS system either through database probing, DDoS or similar attacks, which we
won’t discuss as they are outside the scope of this paper. Probing the DROPS database
using a known API key, salt, and prior knowledge of identity anchor information could
be used to attempt to learn about the existence of specific attribute records of previously
unknown identities. The DROPS database could be used as an oracle to verify a guess,
provided the attribute is present in the database. When combined with the salt and
anchor knowledge, this creates a feasible attack surface, especially when guessing small
attribute spaces. Notwithstanding the implementation of technical and organisational
safeguards, re-identification remains a realistic possibility. Consequently, the data remains
pseudonymised personal data, albeit not from the perspective of the CJEU.

Authorised User of DROPS (Querying via Client): A malicious authorised user
who interacts with the system only through the DROPS client would have access to an
API key, as well as the DROPS client software. From a GDPR perspective, the limited
and cryptographically shielded interaction reduces identifiability for the querying user
to a negligible level. Users are constrained to queries for which they possess the anchor
information, i.e., prior knowledge of the individual. Consequently, the users are unable to
re-identify the individual, as they are already aware of their identity. As re-identification is
predicated on pre-existing knowledge, and no further indirect identifiers or structural links
are revealed, the DROPS data is (besides the querying hashes) functionally anonymous
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for the querying user, and vice versa for DROPS, while the DROPS data is pseudonymous
for DROPS. This is in line with the IAB’s [10] reasoning that the status of personal data
is relative to the information held by each party: one entity’s data may be considered
personal, while another’s may be anonymous.

Incorporating these technical scenarios into legal analysis reveals a pattern: Due to
the intended use of DROPS, full anonymisation cannot (which is legally debatable under
different approaches) be achieved in all cases — a situation that frequently arises when
the data’s utility is still necessary. DROPS occupies a middle ground: quasi-anonymous
— the data is functionally anonymous given the realistic threat environment and existing
safeguards, though not irrevocably anonymised against all attackers, reflecting a pragmatic
and more practical balance between utility and privacy. Although residual risks persist,
they are effectively mitigated.

Quasi-anonymisation acknowledges that, while full anonymisation may be unattain-
able in specific contexts, strong technical and organisational (even pseudonymisation
techniques) safeguards can significantly reduce the risk of re-identification to an accept-
able level. This distinction recognises that anonymisation is not a binary phenomenon,
but rather a spectrum. It is proposed that, if quasi-anonymisation is achieved, the GDPR
would not apply in advance, but rather steps would be taken to limit the compliance gap
and associated risks of non-compliance with the transformation into personal data.

5. Conclusion

By applying the “means” test through a simplified attacker cost-and-effort model, we
demonstrated the different outcomes of applying the CJEU’s and EDPB’s guidance,
and showed the importance of conducting context-specific risk analyses to determine
when data can be considered effectively anonymised. The proposed concept of quasi-
anonymisation as a legally relevant category highlights a pragmatic middle ground where
data protection can be robust without requiring perfection. The effectiveness of anonymi-
sation will be demonstrated further in future, quantitatively. This paper aims to encourage
discussion on widespread practical anonymisation, encourage companies to adopt ad-
vanced data protection practices and regulators to reach a consensus. We argue that EDPB
should provide concrete guidance that outlines, first, clear criteria for anonymisation
and, second, the flexibility to implement quasi-anonymisation measures. If the criteria
remains too absolute or unclear, there is a risk that controllers will either misapply it
or disregard anonymisation efforts altogether. A more apparent acknowledgement of
contextually “’safe” data would incentivise the adoption of strong technical measures by
offering some relief under the law when the re-identification risk is minimal. Future work
and policy should focus on refining the concept of quasi-anonymisation and developing
best practices for achieving it within the GDPR’s framework. Importantly, our assessment
also sounds a note of caution: methods used in DROPS, while significantly reducing risk,
do not entirely eliminate the possibility of re-identification, especially if additional infor-
mation becomes available. Controllers should avoid any false sense of security. Relying on
a single technique is not enough; instead, a defence-in-depth strategy is imperative. Such
a holistic approach is essential to maintain effective anonymisation over time, ensuring
compliance with the GDPR’s demands for data protection by design and by default, and
preventing non-compliance in the event of the transformation of data into personal data.
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