This article has been accepted for publication in IEEE Transactions on Biometrics, Behavior, and Identity Science. This is the author's version which has not been fully edited and

content may change prior to final publication. Citation information: DOI 10.1109/TBIOM.2026.3666044

JOURNAL OF KTgX CLASS FILES, VOL. 14, NO. 8, AUGUST 2015

Advancing Brainwave-Based Biometrics:
A Large-Scale, Multi-Session Evaluation

Matin Fallahi*, Patricia Arias-Cabarcos’®, Thorsten Strufe*
*KASTEL, Karlsruhe Institute of Technology (KIT), Germany
Email: {matin.fallahi, strufe} @kit.edu Paderborn University, Germany
Email: pac@mail.upb.de

Abstract—The field of brainwave-based biometrics has gained
attention for its potential to revolutionize user authentication
through hands-free interaction, resistance to shoulder surfing,
continuous authentication, and revocability. However, current
research often relies on single-session or limited-session datasets
with fewer than 55 subjects, raising concerns about the gener-
alizability of the findings. To address this gap, we conducted a
large-scale study using a public brainwave dataset comprising 345
subjects and over 6,007 sessions (an average of 17 per subject)
recorded over five years using three headsets. Our results reveal
that deep learning approaches significantly outperform hand-
crafted feature extraction methods. We also observe Equal Error
Rates (EER) increases over time (e.g., from 6.7% after 1 day
to 14.3% after a year). Therefore, it is necessary to reinforce
the enrollment set after successful login attempts. Moreover, we
demonstrate that fewer brainwave measurement sensors can be
used, with an acceptable increase in EER, which is necessary
for transitioning from medical-grade to affordable consumer-
grade devices. Finally, we compared our results to prior work
and existing biometric standards. While our performance is on
par with or exceeds previous approaches, it still falls short of
industrial benchmarks. Based on the results, we hypothesize that
further improvements are possible with larger training sets. To
support future research, we have open-sourced our analysis code.

Index Terms—Brainwave Authentication, EEG Authentication,
Biometrics

I. INTRODUCTION

Authentication is the cornerstone of securing digital interac-
tions. While passwords have long been the dominant method,
biometrics are increasingly preferred. According to the 2024
FIDO Surveyﬂ of 10,000 consumers, 28% preferred biomet-
rics for signing into online accounts, apps, and smart de-
vices, making it the most popular choice. Beyond established
methods—such as fingerprint and face recognition—emerging
biometric technologies are being explored to enhance usability
and security [1]], [2]. Brainwave authentication has gained
attention for its hands-free operation, which enhances usability
in devices like XR systems [3], [4]. It offers resistance to
shoulder surfing by relying on distinct neural activity patterns
rather than observable actions or physical characteristics [3]].
Additionally, brainwave-based systems can enable continuous
authentication, improving security by monitoring user identity

2Current Affiliation: European Commission, Joint Research Centre (JRC),
Ispra, Italy.

1 https://fidoalliance.org/wp-content/uploads/2024/10/Barometer- Report-2024-Oct-29.
pdf

in active tracking [6]. Furthermore, research indicates that in
cases of brainwave sample leakage, changing the stimulus
can effectively enable template renewability and revocability,
thereby maintaining security [3]. This contrasts with con-
ventional biometric authentication, where compromised raw
templates typically cannot be revoked or updated. However,
brainwave authentication is still in its early stages, and both
permanence and performance remain significant challenges.

Prior studies on brainwave authentication mainly rely on
limited public datasets or small, privately collected datasets.
Consequently, they either focus on single-session datasets [7]],
8], 5], [9] or small-scale multi-session datasets [10], [L1]],
[12], [13]. While single-session studies completely overlook
session and temporal effects [14], [15], multi-session studies
remain limited to a maximum of 55 subjects [[13] and 270
sessions in total [16] (six sessions per subject) so far. These
limitations increase the risk of overfitting recognition models
and limit the generalizability of results, making it difficult to
identify key factors that affect long-term reliability. Impor-
tantly, existing multi-session studies rely on a single EEG
device, which prevents assessment of hardware variability,
although users may access the same profile from different
devices in real-world settings. Moreover, the lack of publicly
accessible code and data hinders reproducibility and further
development, in contrast to the face recognition field, which
benefits from open data and collaborative research.

To address this gap and better understand how different
parameters affect the performance of brainwave authentica-
tion over time, we analyzed the recently published PEERS
dataset [17], originally designed for large-scale, longitudi-
nal studies of memory-related electrophysiology. The dataset
includes recordings from 345 subjects and 6,007 sessions
collected over five years using three different headsets. This
dataset contains more than six times the number of subjects
and 22 times the number of sessions compared to previous
brainwave authentication evaluations. Our contributions are:

o Benchmark (Sec IV-A): To identify the best pipeline

for multi-session brainwave authentication, we conducted
a comprehensive evaluation of hand-crafted and deep
learning-based feature extraction methods. The results
showed that deep learning methods reduced the error rate
by up to two times.

o Analysis (Sec[IV-B): To better understand the parameters

influencing performance, we investigated the effects of
test size, session intervals, and device type. Our analysis
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revealed several key findings. First, a larger number
of subjects in the evaluation set does not necessarily
increase authentication error, while smaller datasets lead
to higher uncertainty due to limited observations. Second,
authentication errors increase over time by 100% after
one year. This suggests that updating the enrollment
dataset after successful logins may help reduce long-term
error rates. Third, visualization of the embedding space
shows that samples from the same session and recording
device are relatively close. This highlights the influence
of sessions and devices on the learning process, likely due
to environmental noise, device setup, and physiological
or behavioral variations over time. Finally, the analysis of
the three devices used for data collection indicates that
cross-device authentication is feasible when the feature
extractor is trained on subjects who have collected data
with both devices.

o Enhancing Performance (Sec [[V-C): We investigated
the trade-off between verification time and performance.
For example, by increasing the verification time from 1
to 4 seconds, the error rate decreased by approximately
40%. Additionally, we examined the trade-off between
enrollment sessions and error rates, observing that after
the second enrollment session, the improvement in error
rate diminished.

o Channel Reduction (Sec[IV-C): To evaluate the system’s
performance under conditions resembling real-world sce-
narios, we reduced the number of channels in the PEERS
dataset—collected using medical-grade devices—from 93
to 14, 7, and 4. These reductions correspond to sensor
placements commonly found in consumer-grade EEG
devices. The results showed a relatively small increase
in error compared to the notable reduction in channels.

« Industrial Standard Comparison (Sec [IV-E): For the
first time, we compare brainwave authentication per-
formance against international biometric standards. At
required security levels, the false rejection rate (FRR)
exceeds acceptable thresholds. However, our results show
a logarithmic relationship between error rate and training
subjects, suggesting that with more training data, these
standards may be met at a practical FRR.

o Open Sourced Code: We published our source code,
which, along with the public dataset, makes results easily
reproducible and facilitates future error rate reductions by
other researchers [

II. BACKGROUND AND RELATED WORK

EEG measures electrical activity produced by neurons
firing in the human brain, typically recorded at the scalp
using specialized sensors [18], [19]. German physiologist
and psychiatrist Hans Berger recorded the first human EEG
in 1924 for medical purposes, which remains one of its
primary applications [20], [21], [22]]. Beyond medical use,
EEG technology has advanced to support Brain-Computer
Interfaces (BCls), systems that enable direct communication
between the brain and external devices [23]. Recently, EEG

2https://github.com/kit—ps/N euroShield/

data has also been found to include unique features linked
to user identity, making it a promising method for user
authentication [24]]. Brainwave based authentication is hands-
free, resistant to shoulder surfing, revocable, renewable, and
supports continuous authentication.

Biometric authentication modalities should meet certain
requirements to enable widespread usage. These requirements
include universality (the modality must be present in all
individuals), distinctiveness (it must uniquely identify an in-
dividual), permanence (it should remain consistent over time),
and collectability (it must be measurable with available tech-
nology). Additional factors include performance (accuracy,
speed, and resource efficiency), acceptability (user willingness
to utilize the system), and circumvention resistance (difficulty
in forging or bypassing) [25].

EEG is universal because each person’s brain produces
EEG signals [26]. These signals exhibit distinctiveness due
to individual brainwave patterns, making them uniquely iden-
tifiable [27]. Advances in technology are rapidly improving
collectability, with new EEG headsets entering the market
annually, offering better signal quality and usability [28].
However, without real-time implementation, it is difficult to
comprehensively assess acceptability and circumvention resis-
tance, though some research attempts have been made in this
direction [29]], [30].

Currently, the primary focus of research is on performance
and permanence, as these are challenging aspects of EEG-
based authentication. The two are closely interrelated, with
performance metrics reflecting the system’s ability to maintain
consistent accuracy over time. Factors such as hair growth,
slight variations in sensor placement on the scalp, brain states
(e.g., stress), and environmental conditions (e.g., noise) can
significantly impact both performance and permanence in
EEG-based authentication. However, most research studies
evaluate the performance of brainwave authentication using
single-session datasets (cf. [7], [8l, [S], [9]), which neglect
session invariance (permanence) completely. This limitation
raises concerns that models may overfit to session-specific
characteristics rather than capturing subject-unique features.
Additionally, some studies (cf. [13], [14]) consider short time
intervals, limited to periods of a few days only, which may
only partially account for the aforementioned issues. While
a limited number of papers explore time intervals spanning
more than a week, these studies (cf. [10], [11], [16], [12])
rely on non-public datasets and omit sharing their source code,
hindering reproducibility and further research. Moreover, such
studies have been conducted with a relatively small sample
size and limited sessions (up to 54 subjects [13] and 270
sessions [16]), which increases the risk of overfitting and
restricts the generalizability of the results.

Therefore, a more comprehensive investigation of perfor-
mance and permanence is needed using larger multi-session
datasets to avoid overfitting. This would enable the exam-
ination of key parameters affecting performance over time
and provide insights into improving brainwave authentication.
Additionally, identifying the main challenges and ensuring
reproducibility through open-source code sharing are essential
for advancing the field.
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TABLE I: Demographic and session distribution of the dataset.

Metric Value

Unique subjects 345

Unique sessions 6007

Average sessions per subject (+ SD)  17.41 4+ 10.48

Female
Male
Unspecified sex

161 (46.7%)
136 (39.4%)
48 (13.9%)

Age, years (mean + SD) 27.0 + 159
Age, years (range) 17.0-85.0
III. METHOD

Biometric systems, including brainwave authentication, in-
volve four key stages: data collection, preprocessing, feature
extraction, and feature comparison. Like other biometric sys-
tems, they operate in two phases: enrollment and verification.
In the enrollment phase, brainwave signals are collected from
the user to generate a reference profile, known as a template.
During verification, performed after enrollment, brainwave
signals are captured again and compared with the reference
profile to confirm the user’s identity.

A. Dataset Description

Our study utilizes the Penn Electrophysiology of Encoding
and Retrieval Study (PEERS) dataset [17]], provided by the
University of Pennsylvania. Collected between 2010 and 2020,
the dataset focuses on exploring EEG correlates of memory
processes, particularly during tasks involving word memo-
rization. In these tasks, participants are shown a sequence
of words and asked to memorize them as stimulus. Stimulus
presentation was synchronized with EEG data collection using
event markers. We used the timestamps of word presentations
on the screen to segment the EEG data into individual samples.
EEG data, recorded as time series of scalp voltage signals,
are collected during the sessions at sampling rate of 500
Hz. The dataset includes approximately 8.7 TB of EEG data
from 345 subjects, each with more than one session, totaling
over 6007 sessions. The participants range in age from 17
to 85 years, with an average age of 26.98 + 15.86 years.
The dataset includes 161 female and 136 male participants,
while gender information for 48 subjects is unavailable (cmp.
Table [). The PEERS dataset is particularly suited for our
research as it includes multiple sessions per subject, enabling
the investigation of inter-session variability, a critical factor
for ensuring the robustness of real-world biometric systems.
Data collection was conducted using three distinct medical-
grade headsets: the 129-channel Geodesic Sensor Net (GSN
200 rnodel)2 , the 129-channel HydroCel Geodesic Sensor
Net.?, and the 128-channel BioSemi E] headcap using the
Biosemi ActiveTwo acquisition system. These diverse devices
further enhance the dataset’s relevance by reflecting real-world
variability in EEG acquisition systems.

3 https://www.biosemi.com/headcap.htm

2https://med.stanford.edu/c0ntent/clam/sm/lucasmri/documents/ 16_0824_EGI_
geodesic_sensor_net.pdf]

B. Preprocessing

As the channel layout of the different headsets varied, we
unified them by mapping the channels to a well-known ex-
tended versio of the ten-twenty electrode system [31]], which
includes 93 channels. Subsequently, the EEG data channels
were reordered for each recording to align with the expected
order during evaluation across all three devices. Following this,
and in line with best practices for preprocessing in brainwave
authentication [14], [5], [32], [12], a common average refer-
ence (CAR) was applied to reduce spatially correlated noise
and improve signal quality. Next, we applied a bandpass filter
between 1.0 Hz and 50.0 Hz using a zero-phase finite impulse
response (FIR) filter with default parameters, as implemented
in MNE-Python [33]], to focus on frequency bands that contain
EEG data relevant for authentication [34]. As the 50 Hz power-
line frequency lies close to the upper end of the preserved
frequency band, we additionally applied a notch filter at 50 Hz
to suppress potential residual line noise El After filtering, the
data was normalized using a robust normalization approach,
where the median was subtracted and the result divided by the
interquartile range (IQR), mitigating the influence of outliers
while preserving the temporal structure of the signal. The data
then consisted of 1-second non-overlapping samples aligned
to stimulus timestamps. Each sample was stored together with
metadata including session date and hardware type.

C. Feature Extraction

After preprocessing, each sample contains 46,500 values
(93 channels x 500 Hz). Due to the high dimensionality and
variability of EEG data, direct comparison is not feasible.
Therefore, feature extraction is necessary to capture subject-
specific information across sessions. Two main approaches
exist: the first is handcrafted feature extraction, which uses
predefined formulas based on expert knowledge and does not
require training data. The second approach uses deep learning
techniques, which require a separate training set to learn
feature representations. In this method, the feature extractor
is trained on labeled data to produce representations that
generalize to new subjects.

handcrafted Feature Extraction: We use Power Spectral
Density (PSD) to transform EEG signals from the time to
frequency domain, capturing patterns linked to brain dynamics.
PSD is commonly used in brainwave-based authentication
systems [35]], [Sl], [14], applying Fourier transformation to
quantify signal power across frequency components [36]]. We
also extract AutoRegressive (AR) model coefficients, which
capture temporal dependencies by modeling each point as a
linear combination of previous values. AR features provide
compact representations for authentication [3], [37]. Finally,
we combine PSD and AR features to incorporate both fre-
quency and temporal information.

4https://mne.1;001s/stable/auto_tutorials/im;ro/4()_se:nsor_l()can;ions.hlml

SResidual power-line interference in EEG recordings typically occurs at
50 Hz (e.g., most of Europe) or 60 Hz (e.g., North America). We bandpass-
filtered the data between 1 and 50 Hz and then applied notch filters at 50 Hz
and 60 Hz to suppress residual line noise at both mains frequencies; because
60 Hz lies outside the preserved band, its notch filter effect on the data is
negligible.
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Deep learning feature extraction: We applied metric
learning, which trains a network to map inputs into a feature
space where samples with the same label are close and those
with different labels are far [38]]. This method uses an encoder
to generate embeddings and a loss function that enforces
distances based on labels. Metric learning losses are distance-
based or softmax-based. Distance-based losses, operating on
pairs, triplets, or mined batches, optimize embedding distances
directly [39]. Softmax-based losses encourage class separation
by clustering embeddings and generally need larger datasets
to generalize well [39].

For softmax-based approaches, we selected two loss func-
tions: (1) SoftTripleLoss, which addresses intra-class varia-
tions by introducing multiple learnable centers per class; and
(2) ArcFaceLoss, which applies angular margin constraints to
improve inter-class separability and robustness to noise. For
distance-based approaches, we selected three loss functions:
(1) Triplet Loss [40], which minimizes the distance between
an anchor and a positive sample while maximizing the distance
from a negative sample; (2) LiftedStructureLoss [41], which
uses all positive and negative pairs within a batch and penal-
izes violations of distance constraints; and (3) SupConLoss
(Supervised Contrastive Loss) [42], which extends contrastive
learning by using class labels to group embeddings of the same
class together and separate embeddings of different classes.
This supervision helps SupConLoss align embeddings more
effectively across the batch.

For Triplet Loss, we adopt semi-hard online triplet min-
ing [40], which is recommended to emphasize informative
(non-trivial) triplets and improve convergence. LiftedStruc-
tureLoss and SupConLoss are pair-based (and not triplet-
based); accordingly, we employ Multi-Similarity mining [43]
to select hard positive and negative pairs based on cosine
similarity. ArcFacelLoss and SoftTripleLoss are proxy-based
margin losses (softmax-based) that operate on class centers
and therefore do not require mining, as they do not consume
explicit pair or triplet indices. Samples are drawn across all
sessions in the training set, and positive pairs include both
within-session and cross-session pairs of the same subject.
This allows the model to minimize both intra-session and
inter-session embedding distances, supporting continuous au-
thentication (stability within sessions) as well as multi-session
authentication (robustness across sessions).

For each loss function, different encoder architectures were
explored to optimize feature extraction. Specifically, we im-
plemented six backbone EEG models — ResNet1D [44], Shal-
lowNet [45], DeepConvNet [45], EEGNet [46], LSTM [47],
and GRU [47] — as encoder networks. These models were
selected to cover a diverse range of architectures, including
convolutional and recurrent networks, and to balance model
complexity and representational capacity for EEG signal pro-
cessing. Details of the neural network architecture are in

Appendix [B]

D. Feature Comparison

After reducing brainwave samples to lower dimensional
embeddings through feature extraction, the extracted features

should be compared, and a similarity score calculated to
evaluate verification attempts. Two main approaches can be
used. The first approach applies distance metrics; we select
Euclidean, Cosine, and Manhattan distances because Eu-
clidean captures absolute differences, Cosine measures angular
similarity independent of magnitude, and Manhattan is more
robust to outliers [4]], [48]. The second approach trains binary
and one-class classifiers to distinguish between positive and
negative samples for each subject. However, binary classifiers
require negative samples, which should not come from subjects
included in the evaluation. We employ several binary classi-
fiers, including logistic regression, linear discriminant analysis
(LDA), support vector machine (SVM) with linear kernel,
stochastic gradient descent (SGD) classifier with radial basis
function (RBF) kernel approximation, and random forests.
One-class SVM is also tested, although it is less suitable
when negative classes are available; it is included due to
its use in related work [12]. As shown in face recognition,
distance-based approaches are expected to perform better if
sufficient data is available to train the feature extractor [40],
since metric learning aims to minimize distances between
similar samples. The most suitable comparison method will be
selected via systematic hyperparameter tuning, as described in
the Section [V-Al

E. Threat model

Since EEG signals are not externally observable, shoulder
surfing is not possible, and the adversary cannot impersonate
a victim. Accordingly, authentication studies typically assume
that adversaries attempt to gain access using their own brain-
wave recordings [8]], [5]. Meanwhile, our goal is to investigate
the reliability of brainwave-based authentication over time
(multi-session setting), and to identify potential bottlenecks
affecting this reliability. The low reliability of brainwave
signals across sessions contributes to a high false acceptance
rate, which poses a significant security threat and can be
assessed using zero-effort attacks [49]]. A zero-effort attack
in biometric authentication occurs when an adversary uses
their own biometric sample in an attempt to gain unauthorized
access to another individual’s account. In this context, the
security objective of the biometric system is to minimize the
probability that the authentication algorithm incorrectly veri-
fies the adversary’s identity as the legitimate user. Specifically,
the likelihood of successful verification of a falsely claimed
identity, based on the adversary’s sensor readings, should be
negligible. Therefore, zero-effort attacks are commonly used
in studies on multi-session reliability involving brainwave
data [12], [16], [1O], [11], [14], [13].

F. Performance Metrics

We used the Equal Error Rate (EER) as a summary metric,
indicating the point where the False Acceptance Rate (FAR)
and the False Rejection Rate (FRR) are equal. The FAR
represents the proportion of unauthorized attempts incorrectly
accepted by the system, while the FRR refers to the proportion
of legitimate attempts incorrectly rejected. EER has been
widely used in biometric authentication papers [25], [50] to
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report results and ensure comparability. However, in practical
usage, it is preferred to keep FAR at very low rates to ensure
system security, even at the cost of a higher FRR. Therefore,
we also report the FRR at a FAR threshold of 1% for
comparison with other brainwave authentication studies [5]],
O, [51], as well as at 0.1%° and 0.01%]] to align with
biometric standards.

TABLE II: Results of hyperparameter trials on the validation
set (15 subjects): number of pipeline occurrences within the
top 1,000 trials, average EER computed for pipelines appear-
ing in the top 1,000, and best EER across all 10,000 trials.

Pipeline Count  Avg Best
ResNet1D + SupConLoss 98 10.20  8.05
ResNet1D + ArcFaceLoss 65 10.65 8.09
ResNet1D + LiftedStructureLoss 107 10.78 8.39
ShallowNet + SoftTripleLoss 77 11.13 897
ResNetlD + TripletMarginLoss 99 11.36 9.20
ShallowNet + LiftedStructureLoss 34 10.85 9.25
ShallowNet + SupConLoss 77 11.50  9.38
ResNet1D + SoftTripleLoss 54 11.79 9.66
ShallowNet + ArcFaceLoss 72 12.12 9.69
DeepConvNet + SoftTripleLoss 90 12.19  10.23
GRU + SoftTripleLoss 36 1143 10.35
LSTM + SoftTripleLoss 28 11.87 10.72
g  DeepConvNet + ArcFaceLoss 26 12.10  11.11
"CE ShallowNet + TripletMarginLoss 47 12.30  11.50
fg GRU + SupConLoss 28 12.62  12.04
M DeepConvNet + SupConLoss 10 12.69 12.34
g LSTM + LiftedStructureLoss 9 1271 12.59
§ DeepConvNet + LiftedStructureLoss 7 12.68  12.63
=  GRU + LiftedStructureLoss 8 12.69  12.65
EEGNet + LiftedStructureLoss 9 1293 1275
GRU + ArcFaceLoss 19 12.89  12.79
EEGNet + ArcFaceLoss 0 - 13.18
LSTM + ArcFaceLoss 0 - 13.21
EEGNet + SupConLoss 0 - 13.36
LSTM + SupConLoss 0 - 13.61
DeepConvNet + TripletMarginLoss 0 - 13.88
EEGNet + SoftTripleLoss 0 - 14.49
EEGNet + TripletMarginLoss 0 - 15.00
LSTM + TripletMarginLoss 0 - 15.55
GRU + TripletMarginLoss 0 - 18.74
PSD + AR 0 - 19.23
AR 0 - 19.43
PSD 0 - 29.34
o Euclidean Distance 86 11.18 8.05
2  Cosine Distance 168 10.75 8.05
'S Manhattan Distance 105 10.80  8.17
g Logistic Regression 171 11.70  8.36
S LDA 222 11.67 856
o  Linear SVM 106 11.95 8.86
g SGD RBF Kernel 80 11.74  9.58
®  Random Forest 62 1245 1149
One-Class SVM 0 - 21.68

IV. RESULTS AND DISCUSSION

In order to evaluate brainwave authentication performance
over time, we first select a pipeline comprising a feature
extractor and a comparison metric through hyperparameter
tuning. We then investigate important parameters such as test
size, time interval, recording hardware, and subject embed-
dings visualized as distinct clusters through t-SNE plots. Next,

6https://pages.nist.gov/S()O- 63-3/sp800-63b.html
1 https://pages.nist.gov/800-63-4/sp800-63b.html

to move toward consumer-grade devices, we analyze perfor-
mance with a reduced number of channels and contextualize
our findings with state-of-the-art methods and authentication
standards to identify potential directions for future research.

A. Benchmarking Feature Extraction and Compression

After introducing dataset and preprocessing methods we
now want to turn to selecting suitable feature extraction and
compression techniques, that are essential to complete the
authentication pipeline.

1) Experiment setup: We hypothesize that the proposed
method supports both inter-subject and inter-session gener-
alization. Inter-subject generalization refers to the ability of
a model trained on a subset of users to perform well on
previously unseen users. Inter-session generalization refers to
the ability of the model to embed data from different sessions
of the same user close to each other in the feature space.
Therefore, this is reflected by the data split and evaluation
protocol. We divided the 345 available subjects into non-
overlapping sets: 230 subjects for training the deep learning-
based feature extractor, 15 for validation, and 100 randomly
selected subjects for evaluation, on whom system performance
is measured. In all experiments, unless specified otherwise, the
first session of each subject in the evaluation set was used for
enrollment, and the remaining sessions of the same subject for
verification. This split ensures inter-subject evaluation, since
no subject appears in more than one of the training, validation,
and evaluation sets, and shows that the model does not require
retraining when new users are added. Additionally, separating
enrollment and verification by session enables the assessment
of inter-session generalization.

2) Hyperparameter tuning: From each combination of
model architectures and loss functions (6x5) mentioned in
the methods (Section [[II), we trained a model using hyper-
parameter tuning on the optimizer, learning rate, batch size,
and embedding dimension based on the training set, guided
by performance on the validation set. The entire process took
approximately 144 hours on four NVIDIA GeForce RTX 4090
GPUs.

After obtaining the feature extraction models, we conducted
general hyperparameter tuning to select the best combination
of feature extraction and feature comparison methods. The
tuning process was guided by the validation set and employed
a random search over 10,000 trials. To provide a clearer
overview, Table [II| reports the results for the top 10% of
trials on the validation set, thereby reducing the influence of
high-error outliers on the average results. The hyperparameter
tuning identified the “ResNetlD + SupConLoss + Euclidean
distance” pipeline as the best configuration. This pipeline was
then evaluated on a test set of 100 subjects, resulting in an
EER of 10.28% + 6.3%. For the remainder of this paper, we
use this pipeline as the default authentication pipeline.

3) Feature Extraction Methods: Table [lI] shows that our
dataset is sufficient for deep learning approaches to outper-
form handcrafted features, which result in significantly higher
error. Among the encoders, ResNet1D consistently achieved
the top three ranks, followed by ShallowNet, which outper-
formed the remaining models. This suggests that convolutional
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networks generally perform better than recurrent architec-
tures. Among the convolutional models, simpler architectures
like ShallowNet may benefit from reduced overfitting, while
ResNet1D leverages residual connections to achieve better per-
formance than models such as DeepConvNet. Although EEG-
Net is relatively shallow, its specialized filters for frequency
and spatial information did not translate into strong perfor-
mance in our evaluation. Regarding loss functions, although
SoftTripleLoss—with its multiple learnable centers per class—
performed best with shallower and recurrent backbones (Shal-
lowNet, DeepConvNet, LSTM, GRU), ResNetlD combined
with SupConLoss achieved the highest overall performance
across all architectures. SupConLoss combines the strengths
of distance-based and softmax-based approaches by leveraging
all positive and negative pairs in the batch, guided by class
labels. This batch-level supervision enforces strong intra-
class cohesion and inter-class separation, which ResNetlD—
with its higher capacity—can fully exploit to learn highly
discriminative EEG embeddings

4) Comparison Methods: The results (Table suggest
that, in general, distance-based functions outperform shal-
low classifier approaches for feature comparison. This is not
surprising, as loss functions in metric learning are designed
to minimize distances between embeddings, typically using
cosine or Euclidean distance. In contrast, shallow classifiers
either require negative samples for training or, in the case
of one-class classification, often show relatively poor perfor-
mance due to the instability associated with one-class models.
This is also why state-of-the-art face recognition methods use
distance functions for feature comparison.

B. Detailed Performance Analysis

With the best-performing pipeline identified, the EER re-
mains significantly lower than the 50% chance level but
still reaches 10.28%, which is higher than the performance
required for real-world deployment. This result may indicate
that brainwaves are not sufficiently unique for authentication
or that other underlying factors need to be understood to
develop effective solutions. Therefore, we aim to investigate
which parameters influence multi-session authentication more
deeply by addressing the following research questions:

1) How does altering the number of participants in an EEG-
based authentication evaluation set affect the overall
comparability of the evaluation? To investigate this, we
analyze how varying the number of evaluation subjects
from 2 to 100 affects the EER.

2) How does EEG-based authentication performance
change over time, and what does this suggest about
brainwave pattern stability? To explore this, we examine
how EER is influenced by varying verification and
enrollment intervals.

3) How effectively are subjects clustered based on their
embedding space derived from the feature extractor?
This explores the visualization of embedding space.

4) How does different recording hardware affect the perfor-
mance of brainwave-based authentication, and what are
the best practices for ensuring reliability? This question

is investigated by measuring the EER on hardware-
specific and generalized models as well as evaluating
cross-hardware authentication scenario.

1) Effect of the Number of Evaluation Subjects on EER:
When comparing the results of different experiments using
metrics such as EER, number of subjects in the evaluation is
typically reported as metadata. A larger test set generates more
impostor scores in zero-effort scenarios, making it valuable to
investigate the relationship between the number of subjects
in the evaluation set and the resulting error. This analysis
provides insights for better comparisons of results across
different studies or our follow-up experiments with smaller
test sets, such as when evaluating performance using headset-
specific recordings. To achieve this, we randomly select N
subjects, where IV ranges from 2 to 99 (starting at /N = 2 since
at least one genuine user and one impostor are required). For
each value of N, we compute the EER, repeat the procedure
50 times, and report the average EER per N.

Figure [2] presents the results of the experiment. The analysis
revealed no significant relationship between the number of
subjects and the EER. These findings align with observations
in face recognition systems. For example, Friedman et al. [52]]
investigated how test size affects identification and authentica-
tion tasks. They reported a linear decline in identification per-
formance with the logarithm of enrollment size but found that
the EER for authentication tasks remained stable. This stability
occurs because the EER is based on the Receiver Operating
Characteristic (ROC) curve, which balances the FAR and
FRR derived from impostor and genuine score distributions.
While larger subject pools better define these distributions,
they do not significantly influence the ROC. Therefore, we
can conclude that having a higher number of subjects in
the test set does not necessarily make authentication more
challenging. However, both scenarios indicate that test sets
with a small number of participants exhibit higher deviations
in EER, which can lead to unreliable or misleading results.
This underscores the importance of using larger test sets to
obtain more dependable evaluations.

2) Correlation Between EER and Time Interval: To in-
vestigate permanence, we first visualize the distribution of
evaluation session intervals in Figure [3| The test data includes
a total of 1,699 unique sessions available for 100 evaluation
subjects, where the first session (or the oldest session) per sub-
ject is considered as the enrollment session (100 sessions). The
results show that the highest concentration of sessions occurred
within the first week, with 129 sessions (8%) recorded. By the
end of the first month (weeks 0 to 3), this number increased
to 560 sessions (35%), indicating that one-third of all sessions
were conducted in the first month. The second month (weeks
4 to 7) accounted for 398 sessions (24.8%), while the third
month (weeks 8 to 11) added 201 sessions (12.5%). Beyond
the third month, session frequency declined further, with 182
sessions (11.3%) recorded from Month 4 to the end of the
first year. In the second year, session numbers were 89 sessions
(5.5%), and remained similar at 71 sessions (4.4%) in the third
year. The remaining years combined accounted for 4.8%.

To investigate the correlation between time intervals be-
tween sessions and authentication error, we extracted all
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Fig. 1: Number of sessions in the evaluation dataset post-enrollment. W, M, and Y denote week, month, and year. Labels
(e.g., W3) mark the number of sessions in that time unit, starting the day after the previous unit ends (e.g., W3: days 15-21).
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Fig. 2: EER vs. Number of Subjects: Each blue dot represents
the average of 50 instances of randomly selecting N subjects

and calculating the EER. The dot size represents the standard
deviation of the EER values across these 50 calculations.

possible pairs of sessions within specific time intervals and
calculated the EER for each. Figure [3] shows the results,
demonstrating a positive correlation between time interval and
error rate, as expected. Verifying identity becomes harder
over time. The EER after one day is 6.7%, increasing to
7.6% after seven days. However, within the second month, the
EER rises to 7.2%, which remains lower than the previously
reported average of 10.28%, indicating stable performance
over a reasonable time interval. Beyond the second month,
the EER gradually increases, reaching 14.3% after one year.
Performance remains relatively stable in the second and third
years. In the fourth and fifth years, performance deterio-
rates significantly, with EER values of 24.6% and 47.5%,
respectively. However, due to the limited data for these time
points, the results are not fully reliable. Nonetheless, even
the doubling of EER after just one year suggests substantial
degradation, indicating the need to update the enrollment set
at shorter time intervals.

3) Visualize Embedding Space: To better understand how
well users are represented in distinct clusters, we project the
embeddings into a 2D space using t-Distributed Stochastic
Neighbor Embedding (t-SNE) and visualize the results. Fig-
ure [] shows that the metric learning approach successfully
separates subjects: the average distance between a subject’s
own samples is significantly lower (0.75) than the average dis-

tance to other subjects’ samples (0.97), indicating the model’s
ability to capture individual differences. However, we observe
two separate colonies within the embedding space, leading us
to hypothesize that these colonies could be due to differences
in the hardware used during data capture. This hypothesis is
confirmed by Figure [5] which reveals that the data captured
using BioSemi hardware is located separately from the rest,
further illustrating the significant influence of hardware on the
embedding distribution. The effect of hardware on the results
will be discussed further in the next section.

To investigate the embedding space while accounting for
color and spatial limitations, we randomly selected 20 subjects
to prevent overcrowding the embedding space with excessive
dataEl Figure |§| illustrates the embedding space for these
selected subjects, demonstrating that the feature extraction
method effectively identifies subject identities. However, a
session effect is evident, where samples from the same session
tend to form distinct clusters. To better visualize this phe-
nomenon, the upper-right region of Figure [6] is magnified in
Figure [7] with separate colors indicating different sessions,
further confirming the session-based clustering. The session
effect on clustering may arise from environmental noise,
changes in hair length, slight variations in the positioning of
brainwave channels on the head, hardware differences, and
natural changes in brainwave patterns over time due to factors
such as aging, personal experiences, or mental states (e.g.,
stress or focus levels) throughout sessions. As a consequence,
most samples within a session tend to be either close to or far
from the enrollment set at the same time, which can contribute
to high variability in performance, as reflected in the relatively
large standard deviation (£+6.3%) observed in the reported
EER (10.28%).

4) Impact of Different Headsets on Performance: El Dif-
ferences in EEG recording hardware and channel positions
require further investigation to understand their impact on
brainwave authentication. We set up to examine: (1) how well
a model trained on one device performs on data from another,
(2) whether models trained on multiple devices outperform

8BioSemi subjects were excluded to avoid large gaps in the plot and
enhance detail visibility.

9To clarify, the results in IV.A (Table II) and Sections IV.B.1-IV.B.3 are
computed on the combined data from all the three headsets.
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Fig. 4: t-SNE visualization of embeddings. Color represents
the average cosine distance to the top 5 nearest samples from
the same subject but different session. Warm colors indicate
greater distances. Considering all samples, the average intra-
class distance is 0.75 and the average inter-class distance, 0.97.
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Fig. 5: t-SNE visualization of embeddings. Colors indicate
different EEG headsets used for data collection.
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Fig. 6: t-SNE visualization of embeddings for 20 randomly
selected subjects, with each subject assigned a unique color for
a clear distinction. Enrollment samples are depicted as circles
without borders, while verification samples are represented by
various shapes with black borders. Also, each unique shape
corresponds to a distinct session for verification samples.
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Fig. 7: Magnified view of the upper-right region of Figure El
highlighting the light blue subject. Each session for the high-
lighted subject is assigned a unique color, while all other
subjects are shown in gray for context.
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device-specific models, and (3) how performs varies when
enrollment and verification data come from different devices.

Cross Model: To address the first question, we trained
models using data from each specific headset and grouped
the test data based on hardware to evaluate performance
across models. The results, summarized in Table show
that headset-specific models perform well only when tested on
data from the same device. For example, the model trained on
HydroCe achieves an EER of 9.2% on HydroCe test data but
16.1% on Geodesic test data. To further investigate why some
hardware-specific models perform better on their own data, we
summarized the training and testing data in Table |V} which
reveals that the number of unique subjects in the training set
has a stronger correlation with the EER. Therefore, weaker
performance in some models could be related to the lower
number of subjects available for learning features.

General Model: We trained a general model using data
from all devices. The results in Table [lII| show that the general
model outperforms two hardware-specific models, even on
their own data, but performs slightly worse than HydroCe.
This comparison highlights two possible factors: the general
model may benefit from learning cross-device patterns, or
training on separate hardware-specific datasets may improve
generalization. To examine this, we created a smaller training
dataset by keeping only the most frequently used device per
subject, ensuring each subject’s data comes from a single
device. The results in Table[[V]|show a similar pattern, although
overall error rates are higher. Table [V]also shows that HydroCe
has significantly more training samples than other devices.
These findings suggest that combining smaller datasets with
consistent electrode positions can be beneficial for brainwave
authentication, especially when large datasets are not available.

Cross Device: In real-world scenarios, individuals using
brainwave-based authentication systems may rely on different
recording devices. Therefore, authentication systems should
maintain performance when enrollment and verification data
come from different hardware. To evaluate this, we used the
general model trained on the combined training set from all
three headsets (230 subjects) and then filtered genuine scores
in the evaluation set (100 subjects) by enrollment—verification
device pairs to compute the EER for each cross-device setting.
The results show an EER of 12.53% for Geodesic—HydroCe
pairs and 12.56% for HydroCe—Geodesic pairs. In contrast,
BioSemi—HydroCe and HydroCe-BioSemi pairs yield much
higher EERs of 39.00% and 44.05%, respectively. For other
combinations (e.g., Geodesic—BioSemi), no data were avail-
able in the evaluation set. The reason for this variation is
that in the training set used for feature extraction, only 7
subjects had HydroCe-BioSemi session pairs and only 2
had BioSemi—HydroCe pairs out of 230 subjects, while 122
subjects had Geodesic—HydroCe session pairs. This limited
overlap likely contributes to the poor generalization in the
BioSemi—HydroCe condition and explains the formation of
separate clusters in the t-SNE visualization shown in Figure [5
where BioSemi forms a distinct cluster.

TABLE III: EER (%) and standard deviation (£ Std) for dif-
ferent datasets/models. The first column (D) lists the datasets,
while the first row (M) lists the models. For example, the
entry in the second row and third column (28.32 4+ 11.7)
represents the EER for the BioSemi model evaluated on the
HydroCe dataset. ”All” indicates results obtained using all data
or models trained on data from all headsets.

D/M Geodisi HydroCe BioSemi All

Geodisi 9.52 £ 6.1 16.06 £84  29.33+£109 8.32&£52
HydroCe 18.56 £ 10.0 9.24+74 28.32£11.7  9.90 84
BioSemi 32.63+98 33.35+£105 2352484 20.62+76
All 22.60+ 126 22.08+149 2870+ 116 10.28+63

TABLE IV: Table showing EER (%) with standard deviation
(£ Std). The first column (D) lists the datasets, and the first
row (M) lists the models, where the training data for each
subject is limited to their most frequently used hardware.

D/M Geodisi HydroCe BioSemi All

Geodisi 17.37+£78 16.63 £86  30.10£ 115 10.55 £ 6.3
HydroCe  24.31+£9.6 1091 £87 29.65+122  10.09 =385
BioSemi 33.52+£100 36.31+£112 22.71+£80 21.55+179
All 24.46 +11.5 23.27+ 149 28.22+ 134 21.09 £ 144

TABLE V: Summary of training datasets by hardware type,
listing sessions and subjects with percentages in parentheses.

Hardware Sessions  Subjects

Train Set: Full Dataset

Hardware HydroCe 2038 169
Hardware Geodisi 1016 127
Hardware BioSemi 945 66
Train Set: Filtered Dataset

Hardware HydroCe 1751 131
Hardware Geodisi 435 38
Hardware BioSemi 905 61

C. Enhancing Performance

Samples from the same session are relatively close in the
embedding space, but in some cases, they are more dispersed.
For example, the pink session in Figure [§] Therefore utilizing
multiple verification samples can improve results, albeit at the
cost of additional verification time. Table [VI] illustrates the
tradeoff between the number of verification samples, EER, and
verification time. The results show that using more samples
reduces the error, but improvements beyond four samples show
a slower pace in reducing error. Considering the time cost
of approximately one second per sample, using four samples
appears to be a reasonable balance for the averaging strategy.

Moreover, while comparing the enrollment session to all
verification sessions offers useful insights into brainwave
authentication, real-world scenarios typically involve a single
initial enrollment session followed by one verification attempt
after some time. Upon successful login, it may be possible to
update the enrollment set with new data from the verification
attempt, which can then be used in future verifications. There-
fore, in Table we consider the first session as enrollment
and the second as verification and report the results. We
observe an EER of 6.87% based on single verification sample
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and 3.04% for four verification samples, showing significant
improvement compared to the previous 10.28% and 6.22%.
Additionally, we investigate the effect of multiple enrollment
sessions. The results suggest that having two enrollment
sessions improves EER to 4.87% and 1.54%, but further
enrollment sessions show diminishing returns. Specifically,
extending enrollment from two to three sessions reduces EER
by only 0.08 pp with 1V (4.87—4.79) and slightly worsens
with 4V (1.54—1.57). While four sessions can lower EER
(1V: 3.78; 4V: 1.14), these gains are not sustained at five and
six sessions (1V: 4.42/4.99; 4V: 1.43/1.39). Thus, beyond two
sessions the marginal benefit is small or unstable relative to
the added user effort. The average time interval between the
two enrollment sessions was 28 days. Among the subjects, 88
had a session interval of 10 days or less, and 32 had intervals
of only one or two days.

TABLE VI: Tradeoff between the number of samples (SN)
and EER. Increasing the number of samples reduces the EER
but increases the verification time, as shown in the table.

SN 1 2 4 8 16 32

EER 1028 775 622 535 487 459
Time 1s 2s 4s 8s 16s 32s

TABLE VII: Tradeoff between the number of enrollment
sessions (ES) and EER when using 1 verification sample (1V)
and 4 verification samples (4V). The table also includes the
number of available subjects (NAS) used in the evaluation.

ES 1 2 3 4 5 6

1v 6.87 487 479 378 442 499
4V 304 154 157 114 143 139
NAS 100 99 99 98 91 75

TABLE VIII: EER (%) when using the same channels as
consumer-grade devices. E, denotes the number of enroll-
ment sessions, and xV denotes the number of verification
samples. For the first two columns (Baseline and 4V), all
possible verification sessions were considered. However, for
the remaining columns, only the first verification session
immediately following the last enrollment session was used.

10

TABLE IX: Verification performance (EER [%]) for different
scalp regions (frontal, central, temporal, parietal-occipital)

Region Baseline 4V El 1V El14V E21V E24V
Frontal 15.74 1036 1251 6.49 10.63 5.13
Central 16.36 11.31 12.41 6.59 10.67 4.94
Temporal 15.76 1090  11.72 6.48 10.11 4.53
Par.—Occ. 15.11 9.95 11.67 5.82 9.52 4.33

ES Baseline 4v E1 1V E14V E21V E24V
Emotiv 13.37 8.68 9.78 4.85 7.57 3.02
DSI-VR300 16.61 11.55 13.09 7.11 11.31 5.35
Muse 2 18.18 13.07 15.01 9.10 12.74 6.39

D. Channels Reduction

In this section, we analyze how reducing the number and
placement of EEG channels affects biometric authentication
performance. We consider two practically relevant scenarios:
limiting channels to those available on specific consumer-
grade headsets and restricting channels to subsets from distinct
scalp regions under a fixed channel budget.

3The paper did not specify the exact number of days, so we used the same
terminology. However, it typically refers to a very short time interval.

1) Consumer-grade headsets: Despite advancements in
brainwave sensors in recent years, consumer-grade devices still
have a limited number of sensors. Therefore, we selected three
devices to evaluate performance by focusing exclusively on the
electrodes specific to each device. The selected devices include
the Emotiv Epoc X, which features 14{16] electrodes and costs
999 dollars, and the Muse 2, equipped with 4[72] electrodes and
available at 269.99 euros. Both are budget-friendly options for
consumer use. Additionally, we considered the DSI—VRSO
which includes 7 electrodes and costs 10,000 dollars. This
device, though expensive, has the potential to become more
affordable in the future and could be integrated into XR
devices. We simulated consumer-grade devices by selecting,
from the PEERS dataset, the electrodes corresponding to each
device’s channel layout. We subsequently trained a separate
model for each configuration, following the same subject-
disjoint split (230 subjects for training, 100 for evaluation).
Table VIII represents the results with a lower number of
channels. The baseline EER increases from 10.28% to 13.37%,
16.61%, and 18.18% for Emotiv Epoc X, DSI-VR300, and
Muse 2, respectively. The reduction from 93 channels in our
main dataset to 14, 7, and 4 channels suggests redundancy
due to correlated EEG signals across electrodes. Moreover,
using averaging techniques and multiple enrollment sessions
can further improve the results.

2) Regional channel subsets: To analyze which scalp re-
gions contribute most to authentication performance under
a fixed channel budget, we grouped electrodes into frontal,
central, temporal, and parietal-occipital regions according to
their 10-20 labels. We first counted, in each region, how
many such symmetric pairs were available and found that
the smallest region contained six pairs; we therefore fixed
the subset size to six pairs (12 channels) in all regions so
that every regional model operated with the same number
and type of electrodes. Separate models were trained on each
regional subset using the same architecture and protocol as in
the full-channel setting, and the resulting EERs are reported
in Table The parietal-occipital subset achieved the lowest
error rates, followed by frontal and central subsets, while
temporal channels yielded slightly higher EERs. This indicates
that placing electrodes over parietal-occipital areas preserves
authentication performance best, in line with previous EEG
biometric studies[12]], [S3].

Overall, these channel-reduction experiments indicate that
a subset of electrodes can retain much of the authentication
performance while improving usability. Our consumer-grade

10AF3, F7, F3, FC5, T7, P7, Ol1, 02, P8, T8, FC6, F4, F8, AF4
1'TP9, AF7, AF8, TP10
12ECz, Pz, P3, P4, PO7, POS, Oz
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TABLE X: Summary of state-of-the-art brain biometric verification solutions evaluated on multisession datasets

Publication Subjects Sessions Interval Verification =~ Dataset ~ Open-source  Inter-subject EER (%)
Das et al. [10], 2016 50 150 (3) up to 49 days 30s X X X 10 < EER < 22
Wu et al. [11], 2018 40 80 (2) 30 days 6s X X X 5.75 < EER < 7.07
Maiorana et al. [16], 2018 45 270 (6) up to 36 months Ss X X X 6.6 < EER < 10.7
Maiorana [12], 2021 45 225 (5) up to 15 months Ss X X v 4.8 < EER < 10.7
Debie et al. [13], 2021 54 108 (2) different days? 7.3s v X X 1.16 < EER < 1.93
Chaurasia et al. [14], 2024 54 108 (2) different days> 1s v v v 11.99
Proposed Method 345 6007 (~ 17) up to 66 months 1s v v v 10.28

headset configurations show that a substantial fraction of the
baseline performance can be preserved even with only 4—
14 channels, suggesting that low-channel-count devices can
be effective when properly configured. Regarding electrode
placement, parietal-occipital sites demonstrate the best per-
formance, which may be partly explained by the fact that they
are less affected by eye-movement artifacts that mainly disturb
electrodes on the forehead close to the eyes [54]]. Therefore,
these sites are particularly attractive for future consumer-grade
devices.Moreover, as discussed in Sections IV-B3 and IV-B4,
hardware characteristics affect performance, but this can be
mitigated by providing sufficient data from target devices and
incorporating such data into model training, which will be
crucial for achieving reliable results. Finally, if developers
adopt a common set of electrode locations, this would sup-
port data pooling across devices and studies, benefiting both
authentication and other EEG-based applications.

E. Comparative Analysis

We first evaluate the proposed method against state-of-the-
art brainwave authentication approaches. Next, we analyze its
performance relative to international biometric standards to
provide context and clarify the significance of the results.

1) Comparison with Brainwave Authentications Systems:
Table [X] summarizes the state-of-the-art in multi-session brain-
wave authentication studies.

Das et al. [10] is one of the earliest multi-session studies,
where the authors used simple averaging of samples and
compared them using cosine distance. Their reported EER
ranges between approximately 10% and 22%. The best result
for a one-week interval is around 10% EER, while for an
average interval of 34 days, the EER is approximately 15%.

Wu et al.[11] and Debie et al.[13] do not report EER
directly. Wu et al. report an FRR of 7.07% and FAR of 5.75%
with a 6-second window, while Debie et al. report an FRR of
1.93% and FAR of 1.16% using 7.3 seconds of data with only
a few days between sessions. Debie et al.[13|] performance
is calculated by averaging two scenarios: (1) first session as
enrollment and second as verification, and (2) the reverse—
an unrealistic setup that assumes access to future data. Both
studies use two-session datasets and train a separate CNN per
subject, making it unclear how session variability is learned.
This design limits generalization and requires training a new
model for each user, which is impractical and does not support
inter-subject learning.

Maiorana et al. [16], [12] present a longitudinal evaluation
with 45 subjects over six sessions collected across three years.

In their first study, they used handcrafted features with a
Hidden Markov Model and reported EERs between 6.6%
and 10.7% for 5-second verification samples. In the second
study, the evaluation was limited to 15 months without a clear
explanation. They adopted a metric learning approach, training
a feature extractor using contrastive loss on 30 subjects, with
a separate CNN per channel, and used a one-class SVM for
classification. They reported EERs between 4.8% and 10.7%
based on 15 evaluation subjects. However, this approach has
key limitations: learning from single channels ignores inter-
channel relationships, and one-class SVMs have shown limited
reliability, as supported by our findings.

Chaurasia et al.[14] present a framework for EEG evalu-
ation that investigates the multi-session scenario. They show
that, on a small dataset, handcrafted features outperform deep
learning approaches , reporting an EER of 11.99% using PSD
and AR features combined with an SVM, compared to 20.68%
EER using a CNN with triplet loss.

In terms of results, when using the first session for enroll-
ment and the second for verification—with an average interval
of 28 days—we achieve an EER of 3.04%, outperforming
[10], [L1], [14)]. Maiorana et al.[16]], [12] report 4.8% EER
with a 5-second window and similar time interval (a month),
while we obtain 3.04% with a 4-second window. Compared to
Debie et al. [[13], who report EER between 1.93% and 1.16%
using a 7.3-second window and only a few days between
sessions, our 2.30% EER with a 7-second window is measured
across a average of 28-day interval. Overall, our results either
outperform or are competitive with the state of the art.

However, several important issues are overlooked in related
works: (1) Most of the studies use short intervals [10], [11],
[L3], [L1] between sessions while our work considers longer
intervals, making the evaluation more realistic for practical
applications. (2) Except for Chaurasia et al.[14], none of the
studies provide source code, making it impossible to reproduce
results or build upon them. This lack of transparency makes
it particularly difficult to verify findings, especially where
reported performance differs from our results and expectations,
such as the use of one-class SVM [12] and subject-specific
CNNs [[13], [11] (3) None of the reviewed studies examine the
effect of recording hardware on authentication performance,
which is a key factor for real-world deployment. (4) Some
related works [10], [11], [13], [[16] do not follow an inter-
subject approach, where a general feature extractor is trained
to avoid the need for handcrafted features or retraining a new
network for each new subject—similar to best practices in face
recognition systems [S5]], [40]], [42]. (5) All studies use only
one session for verification, even when multiple are available.
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They typically repeat experiments with different session pairs
(one enrollment - one verification), averaging the results. In
contrast, using the first session for enrollment and the rest for
verification reflects a more realistic deployment setting.

2) Comparison with Biometric Industry Standards: Brain-
wave authentication is in its early stages, making it crucial
to assess progress and identify gaps for real-world imple-
mentation. For a biometric system to be deployed in prac-
tical applications, it must adhere to international industrial
biometric standards. These standards emphasize a very low
FAR to ensure security, while maintaining a reasonable FRR
to keep the system usable. According to guidelines from
NIST (2023)/ISnd the European Border Guard Agency
Fronte biometric systems should operate at FAR < 0.1%
(1 in 1,000). Stricter recommendations from FID and more
recent NIST (August 2024)/ISO 2024 standardg'®| suggest a
FAR < 0.01% (1 in 10,000). For usability, FRR standards
propose a maximum FRR of < 5%, allowing at least 19 suc-
cessful logins out of 20 attempts for genuine users. Table
presents the FRR at low FAR of 1%, 0.1%, and 0.01%. The
results show higher FRR. For instance, using the first session
as enrollment and all others as verification, with a duration
of 4 seconds, the FRR is 50.39% at FAR 0.1% and 64.75%
at FAR 0.01%. This means approximately 9 and 7 successful
logins out of 20 attempts for legitimate users, respectively.

While our experiments show that brainwave authentication
does not yet meet international standards, our previous exper-
iment on the impact of headsets on performance (Sec[[V-B4)
revealed that the headset with a higher number of subjects
yielded a lower error rate, and we also know that biometrics
that meet these standards typically employ datasets with thou-
sands of subjects[56]. Therefore, we conducted an experiment
to explore the relationship between the number of subjects
used for training the feature extractor and the error rate. The
results in Figure [§] indicate a linear relationship between the
logarithm of the number of subjects and the EER. It is obvious
that the linear decline eventually slows down. The current
trend suggests that with a dataset of a few thousand subjects
(from 2,000 to 16,000, depending on the device), it may be
possible to approach biometric performance standards. This is
reasonable when compared to the data volumes typically used
in modalities like face recognition.

V. LIMITATIONS

Our study is subject to certain limitations at three levels:
the authentication task, the dataset size, and the recoding
hardware.

At the authentication task level, our stimuli were limited to
a general text-based memorization task, which imposes non-
negligible cognitive load, requires explicit focused attention
during authentication, and may limit usability in practical
settings; therefore, the usability of this specific task requires

13 https://pages.nist.gov/800-63-3/sp800-63b.html.
l4https://www.frontex.europa.eu/assets/Publications/Research/Best_Practice_
Technical_Guidelines_ABC.pdf

3 https://fidoalliance.org/specs/biometric/requirements/Biometrics- Requirements-v4.
0.1-1d-20240522.pdf

I%https://pages.nist.gov/800-63-4/sp800-63b.html
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Fig. 8: EER vs. number of training subjects. Points show
experimental results; dashed line shows linear prediction.

further investigation, despite existing general usability studies
on brainwave authentication [29]. Ideally, multiple task types
could be included to allow for performance comparisons and
identification of the best-performing task. Additionally, we did
not explicitly address replay attacks or EEG-based liveness
detection. These aspects can be mitigated by adapting the
approach of Lin et al. [3]], which involves varying the stimulus
and detecting corresponding changes in EEG responses.

At the dataset size level, we only had access to a single
dataset including a notable number of sessions and subjects.
However, best practices in state-of-the-art face recognition
research recommend training on multiple large datasets and
testing on an independent dataset to ensure a more robust
evaluation [57]. To simulate this, we split our dataset into
a subject-independent set for training feature extraction and
evaluation. Moreover, we partitioned the dataset based on
device, showing that cross-device evaluation significantly in-
creases error (Tables and [IV]) Achieving robust perfor-
mance requires large amounts of data to extract distinctive
features and account for subject-specific, environmental, and
hardware-related variations. For example, in the case of face
recognition, Kim et al. [S7] used 3 datasets comprising over
350,000 subjects and more than 14.9 million images to train
a generalized model. Such large-scale datasets are not yet
available in brainwave authentication.

At the hardware level, we simulated consumer-grade devices
by selecting the same number and channel locations as those
found in such devices. However, we did not have a measure
to directly compare the quality of sensors. Although sensor
quality will improve, the main challenge will remain their
number and placement for effective use. It is worth noting
that all other multi-session studies in the literature [16], [IL3],
[L1], [14] also employ medical-grade data.

VI. CONCLUSION AND FUTURE WORK

This study investigated factors influencing the performance
of brainwave authentication over multiple sessions. Our find-
ings highlight that the pairwise deep learning approach for
feature extraction outperforms hand-crafted features. Interest-
ingly, we observed that larger evaluation sets do not necessar-
ily make authentication more difficult; instead, they reduce the
uncertainty of the results. We acknowledge that the error rate
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TABLE XI: Performance metrics for different scenarios with detailed enrollment and verification session information.
(Verification samples refer to the number of samples from the same session used in a single verification attempt.)

Scenario Metrics (%)

Enrollment Sess.  Verification Sess.  Verification Samples EER FMR 1% FMR 0.1% FMR 0.01%

First All Others 1 10.28 £6.30 43.33+£24.46 66.98 £25.30 80.65 £ 21.45
First All Others 4 6.22+5.64 27.86+25.75 50.39+30.40 64.75+ 30.03
First Second 1 6.87£7.61 3215+32.29 54.04£35.66 65.07 & 34.52
First Second 4 3.04£6.23 20.71+£33.98 33.44+£40.58 41.26 +42.16
First Two Third 1 4.87+5.36  23.98+28.29 43.59+35.04 56.39 +35.15
First Two Third 4 1.54 +£2.74 12.24 +26.99 24.28 +35.33  32.11 £+ 38.79
First Two Third 16 0.68 £ 1.75 9.60 +£26.67  16.08 +33.37  19.99 + 36.31

will eventually increase as the number of individuals grows, ACKNOWLEDGMENT

since only a limited number of individual templates can be reli-
ably distinguished within a finite embedding space. Expanding
the embedding space could mitigate this limitation, though
evaluating this would require datasets with substantially more
users.

Authentication performance remained relatively stable dur-
ing the first week, with error rates increasing only slightly in
the second month. However, error rates could increase by up to
2.1 times after one year, suggesting that the enrollment dataset
should be periodically updated to maintain performance. We
also examined the impact of recording devices, emphasizing
the importance of including data from different headsets in
training the feature extractor. Additionally, we showed that
increasing the number of enrollment sessions and verification
time can help reduce the EER, though only up to a certain
point. Our findings also demonstrate that brainwave authenti-
cation remains feasible even with a reduced number of EEG
sensors. Finally, our results are competitive with the state-of-
the-art in brainwave authentication, investigated with stronger
assumptions in simpler scenarios.

For future work, there is an urgent need for a public multi-
session dataset with a few thousand subjects to ensure brain-
wave authentication research meets international standards.
This dataset should be collected using consumer-grade devices
in multiple sessions, and incorporating multiple devices in the
same session would be valuable for studying the cross-headset
authentication challenge, and across different task paradigms
(e.g., passive viewing, motor tasks) to study task similarity.
On the technical side, further research should focus on de-
veloping deep learning architectures that better capture the
unique features of brainwave data, as well as effective signal
preprocessing approaches to remove noise. Specifically, the
new trend of utilizing attention mechanisms and specialized
transformer architectures [S8]], which have shown promising
results in other biometric modalities (e.g., enhanced keystroke
dynamics [59]]), needs future investigation to see how they
can be effectively integrated into EEG-based systems for im-
proved feature extraction and long-term performance. Finally,
adopting an open-source approach would enable researchers
to build on each other’s work, promoting reproducibility and
collaboration. Further investigation of more advanced attacks
on brainwave authentication is necessary.

This work was funded by the Topic Engineering Secure Sys-
tems of the Helmholtz Association (HGF) and supported by
KASTEL Security Research Labs, Karlsruhe, and Germany’s
Excellence Strategy (EXC 2050/1 ‘CeTI’; ID 390696704).
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APPENDIX A
SESSION COUNT DISTRIBUTION
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Fig. 9: Histogram of session counts per subject.

Figure [9] shows the session count distribution in our dataset.

APPENDIX B
ARCHITECTURAL DETAILS OF DEEP LEARNING FEATURE
ENCODERS

This appendix provides detailed specifications for the Con-
volutional Neural Network (CNN) architectures employed as
feature encoders in our benchmarking study. In our experi-
ments, CNN-based models trained with Supervised Contrastive
Loss (SupConLoss) [42] generally achieved the best perfor-
mance among the evaluated feature extraction methods, with
the strongest results obtained using ResNet1D.

A. Best-Performing Architecture: ResNetlD

The core concept of the Residual Network was introduced
by He et al. [60] to address the degradation problem in
very deep neural networks. By incorporating skip connections
(residual blocks), ResNet allows information to bypass one
or more layers, enabling the stable training of networks
with significantly greater depth. In our work, we adopt the
ResNet1D backbone proposed by Zheng et al. [44] for EEG
anomaly detection, which is based on a ResNet-34-style ar-
chitecture with temporally oriented convolutional kernels for
multi-channel EEG segments.
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Architecture Detail: ResNetlD is a deep CNN built from
residual blocks that operate along the temporal dimension of
the EEG. An initial temporal convolutional block is followed
by several stages of stacked residual blocks. Each residual
block contains one or more 1D convolutional layers with
batch normalization (BN) and rectified linear unit (ReLU)
activations, together with a skip connection from input to
output. After the last residual stage, global average pooling
over time is applied and the resulting feature vector is passed
through a fully connected layer, which provides the final
feature embedding for comparison.

B. ShallowConvNet

Introduced by Schirrmeister et al. [43]], the ShallowConvNet
was designed to closely mimic the successful Filter Bank
Common Spatial Pattern (FBCSP) pipeline [61] in an end-
to-end deep learning framework. The goal was to demonstrate
that a simple deep-learning structure could perform as well.

Architecture Detail: This architecture consists of two con-
volutional layers, specifically engineered to extract frequency
and spatial information, followed by operations that implement
log-variance features:

1) Temporal filtering (Block 1): A convolution with kernel
size 1x25 is applied along the temporal dimension. This
layer learns temporal filters independently across each
EEG channel.

2) Spatial filtering (Block 2): A convolution with kernel
size Channels x 1 is used to linearly combine the
temporal features across electrodes, followed by batch
normalization (BN).

3) Feature extraction: The output of the spatial filter then
passes through a squaring operation (z — 22), followed
by mean pooling (size 1 x 75, stride 15), and a logarith-
mic activation (log(x)). These operations directly imple-
ment the log-variance feature computation analogous to
FBCSP.

C. DeepConvNet

Also introduced by Schirrmeister et al. [45], DeepConvNet
was designed as a more generic CNN architecture, closer
to models used in computer vision such as VGG [62]. The
motivation was to explore whether less specialized, deeper
networks could capture a wider variety of abstract features
from the raw EEG signal, rather than being biased towards
the amplitude-based features commonly used in specific task
decoding.

Architecture Detail: The network is constructed with four
sequential blocks, using smaller kernels and max pooling for
feature compression:

1) Block 1: Temporal convolution (size 1 x 10) followed
by a spatial convolution (size Channels x 1), an expo-
nential linear unit (ELU) non-linearity, and max pooling
(size 1 x 3, stride 3).

2) Blocks 2, 3, 4: These three blocks are stacked consecu-
tively. Each consists of a convolution (size 1 x 10), an
ELU activation, and max pooling (size 1 x 3, stride 3).

This work is licensed under a Creative Commons Attribution 4.0 License. For more information, see https://creativecommons.org/licenses/by/4.0/



This article has been accepted for publication in IEEE Transactions on Biometrics, Behavior, and Identity Science. This is the author's version which has not been fully edited and

content may change prior to final publication. Citation information: DOI 10.1109/TBIOM.2026.3666044

JOURNAL OF KX CLASS FILES, VOL. 14, NO. 8, AUGUST 2015

These blocks use small convolutional kernels to extract
progressively abstract and compressed features.

3) Output: The final output is flattened and passed through
a dense (fully connected) layer, which provides the
feature embedding for comparison.

D. EEGNet

Lawhern et al. [46] introduced EEGNet to create a compact
and generalized CNN that could perform well across multiple
brain-computer interface (BCI) paradigms (e.g., P300, SMR,
ERN) and datasets. The primary design constraint was to
achieve this with a minimal number of trainable parame-
ters, making the model suitable for deployment in resource-
constrained or real-time BCI systems.

Architecture Detail: EEGNet achieves its efficiency through
the factorization of standard convolutions into depthwise and
separable convolutions:

1) Block 1 (temporal-spatial filter): This block consists
of a temporal convolution followed by a depthwise
convolution. Temporal filters learn frequency features.
The depthwise filters then apply a unique spatial filter to
the output of each temporal filter, extracting frequency-
specific spatial patterns.

2) Block 2 (feature mixing): This block employs a separa-
ble convolution, which is the combination of a depthwise
convolution (providing a temporal summary for each
feature map) and a pointwise convolution (a 1 x 1 con-
volution). The pointwise convolution acts as an efficient
final layer, learning how to optimally combine or mix
the feature maps across channels.
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