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Abstract—Digital Twins offer significant potential for assessing 

and enhancing reliability of energy systems by enabling 

continuously-updated models of reliability-relevant system 

behavior, which can be used to predict failures and identify critical 

components. While our previous and ongoing research 

demonstrates the capability of Digital Twins to discover reliability 

models from system data, the use of these models to improve 

system reliability remains underexplored. This paper aims to 

address this research gap by presenting a methodology and a 

proof-of-concept use case of a Digital Twin for a compact 

photovoltaic system, using Fault Trees as underlying models. The 

Digital Twin is used to identify components’ importance with 

respect to the overall reliability of the system, inform maintenance 

strategies, and guide decisions to enhance system reliability while 

considering maintenance expenditures. Using data from system 

faults and failures, this study builds upon previous work on 

discovery of reliability models and applying them to a real-world 

system to make decisions that enhance system reliability.  
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continuous monitoring and predictive analytics [3], [4]. A DT 
features a virtual replica of the physical system that continuously 
updates using real-time data to enable simulation, forecast 
failures, and prescribe corrective actions [5]. In energy systems, 
DTs are virtual entities replicate the behavior of physical assets, 
such as power plants, grids, and substations, to enable 
performance optimization and predictive maintenance through a 
continuous feedback loop [3], [6], [7].  

DT technology can transform energy systems by enhancing 
efficiency and reliability across energy sectors: generation, 
transmission, distribution, energy storage, and smart cities [4], 
[8], [9]. A key feature of DTs is their bidirectional connection to 
physical systems, with data flowing both from the physical 
system to the DT and vice versa [5], illustrated in Fig. 1. This 
adaptability enables DTs to proactively respond to emerging 
issues and provide decision support to support a more stable, 
responsive, and sustainable energy infrastructures. Unlike 
traditional control systems, which require engineers to make 
valid decisions about faults or warnings, DTs offer automatic 
decision support to guide operational adjustments and enhance 
system reliability [6].  

While existing research demonstrates the capability of DTs 
to discover reliability models from system data, the use of these 
models to improve system reliability remains underexplored. 
This paper addresses this gap by presenting a Photovoltaic (PV) 
system use case in which a DT uses simulated system data to 
extract a Fault Trees (FT) model for quantitative analysis of 
system reliability, identification of critical components and 
optimization of maintenance decisions. Section II reviews the 
background and related work. Section III describes the 
methodologies applied in the case study. Section IV presents and 
discusses the results of the case study analysis, identifying the 
most critical components and providing informed maintenance 
strategies to enhance system reliability at low cost. Finally, 
Section V summarizes the key findings and outlines future 
directions. 

Reliability-Oriented Digital Twins for Identifying 

Critical Components in Energy Systems via Fault 

Tree Analysis 

I. INTRODUCTION

Modern energy systems, especially those heavily reliant on 
renewable energy sources like solar and wind, face significant 
reliability challenges, including frequency fluctuations, 
generation variability, and intermittent energy supply [1]. These 
challenges were highlighted by the Iberian Peninsula blackout 
on April 28, 2025, when unexpected generation outages in 
southern Spain, a region dense with solar energy systems, 
triggered a cascading loss exceeding 30 GW, severely disrupting 
critical infrastructure [2]. Such events emphasize the need for 
affordable and effective technological solutions to ensure stable 
and secure energy supply with growing renewable integration. 
Further research is necessary to develop innovative, cost-
effective solutions that incorporate modern technologies to 
minimize unplanned downtime and maintain power supply 
under varying conditions. 

Digital Twins (DTs) have emerged as advanced tools for 
continuously enhancing reliability of the system 
through 
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Fig. 1. Bidirectional connection of reliability-oriented Digital Twins of 

energy systems. 

II. BACKGROUND & RELATED WORK

Reliability of energy systems is typically evaluated using 
analytical methods based on classical models, such as FTs, 
Markov models, and Reliability Block Diagrams (RBDs), as 
well as simulation methods such as Monte Carlo and discrete-
event simulation (DES) [10]. In DES,  the behavior of a system 
model is represented as a sequence of discrete, time-ordered 
events [11]. By generating large numbers of random failure 
scenarios, DES allows for estimation of system-level reliability 
indicators such as system downtime, Loss-of-Load Probability 
(LOLP), and Expected Energy not Supplied (EENS) [12], [13]. 

Fault Tree Analysis (FTA), a widely used reliability 
assessment method, systematically identifies potential failure 
modes and their logical links to system-level failures, offering 
qualitative insight into critical failure paths and quantitative 
metrics such as system reliability and failure probabilities [10]. 
In FTA, a Top Event (TE) is the undesired system failure being 
analyzed, intermediate events are failures caused by other events, 
and Basic Events (BEs) are the simplest occurrences that 
represent component-level faults. While FTA provides valuable 
qualitative and quantitative analysis, it often relies on expert 
knowledge for model building rather than operational data, 
limiting adaptability to evolving systems. Numerous studies 
have demonstrated the feasibility of using operational data to 
assess the reliability of energy systems [14], [15], [16]. However, 
there is limited research on using data generated by energy 
systems for automatic reliability modelling and analysis to 
inform decision-making.  

Various importance measures have been developed to 
identify the components that contribute most to system 
unreliability [17], [18]. Examples of these indices include 
structural, Birnbaum, criticality and Fussell-Vesely importance 

[17], [18]. These measures quantify how sensitive system 
reliability is to individual components, thereby providing 
guidance on maintenance or design improvement priorities. 

Effective maintenance management balances the trade-offs 
between preventing failures and minimizing costs. However, it 
has been reported that more than 30% of maintenance 
expenditures can result from inadequate or faulty maintenance 
planning [19]. According to Coandă et al. [19], scheduled 
maintenance often results in the premature replacement of 
components that have not yet reached the end of their lifecycle, 
leading to unnecessary costs. In contrast, predictive maintenance 
offers significant advantages by continuously monitoring 
equipment conditions through sensors and other real-time 
indicators. This approach ensures that maintenance is performed 
only when necessary, ultimately minimizing downtime and costs. 

III. METHODOLOGY

In this section, we present a DT methodology for 
automatically extracting FT models of energy systems using 
operational data. The methodology combines quantitative 
reliability analysis, importance measures, and critical 
component identification within the DT framework. These 
techniques enable reliability-oriented DTs to support data-
driven decisions aimed at improving energy system reliability 
through targeted maintenance and operational strategies. 

A. Fault Tree Extraction

The DT approach combines the automated discovery of
reliability models, FTs in our context, with reliability analysis to 
identify critical components in energy systems. We employ the 
Data-Driven Fault Tree Analysis (DDFTA) algorithm, 
introduced by Niloofar and Lazarova-Molnar [20], to 
automatically extract FT models from operational data. This 
method replaces expert-driven manual modeling with fully 
automated data-driven modeling of FTs.  

The DT uses input data such as time-stamped fault logs, 
sensor readings from the system (e.g., voltage), and 
environmental conditions (e.g., solar irradiance). The DDFTA 
algorithm derives a time-stumped truth table from input data, 
representing the logical relationships between component-level 
faults/failures (i.e., BEs) and the overall system reliability (i.e., 
TE). From these logical relationships, the algorithm derives 
Minimal Cut Sets (MCSs) representing the minimal 
combinations of BEs that lead to the TE, typically a system 
failure. The DT also uses the time-stamped truth table to 
estimate BEs probability distributions. The accuracy of the 
extracted FT is validated by generating a truth table from the 
extracted FT and comparing it with known fault combinations in 
the original input data. 

B. Quantitative Fault Tree Analysis

   
 

   

          

            

             

           

             

          

             

          
           

              

        
           

To perform quantitative FTA and simulate system
availability, we use the extracted FT model together probability 
distribution functions or failure rates (if assuming exponential 
probability  distribution)  of   BEs. The   following   probability



functions are used to calculate system reliability 
analytically as a function of time and to simulate system 
availability using DES [10], [11]: 

• Probability of Component Failure (𝑭𝒊𝒋):

Assuming that component failures follow an exponential 
probability distribution with a constant failure rate (λ), a 
common assumption for electronic and electrical equipment [10], 
the component failure probability as a function of time is given 
by: 

𝐹𝑖𝑗(𝑡) = 1 − 𝑒−𝜆𝑖𝑗𝑡, (1) 

where 𝜆𝑖𝑗 is the occurrence rate of  𝑗th BE within the 𝑖th MCS

of the FT, i.e., 𝐵𝐸𝑖𝑗 probability. For example, for 𝑀𝐶𝑆3 which

contains 𝐵𝐸3 and 𝐵𝐸4, the probability of 𝐵𝐸3 would be denoted
as 𝐹31(𝑡) (i.e., probability of the 1st BE within the 3rd MCS).

• Probability of MCS (𝑭𝒊):

Assuming independence among BEs within an MCS,  the 
probability of all BEs in the 𝑖th MCS occurring simultaneously 
(i.e., the probability of 𝑀𝐶𝑆𝑖) , where 𝑛  is the number of
components in 𝑀𝐶𝑆𝑖, is given by:

𝐹𝑖(𝑡) = ∏ 𝐹𝑖𝑗(𝑡).

𝑛

𝑗

(2) 

• Probability of System Failure (𝑭𝐬𝐲𝐬):

The probability of the TE (commonly interpreted as the 
probability of system failure), assuming independence of BEs 
[21],  is given by: 

𝐹sys(𝑡) = 1 − ∏(1 − 𝐹𝑖(𝑡))

𝑚

𝑖

, (3) 

where 𝑚 is total number of identified MCSs in the FT. 

• Reliability of the System (𝑹𝐬𝐲𝐬):

The reliability of the system as a function of time (i.e., the 
reliability of TE), is then: 

𝑅𝑠𝑦𝑠(𝑡) = 1 − 𝐹𝑠𝑦𝑠(𝑡). (4) 

The DT automates quantitative FTA using the extracted FT 
model, enabling near-real-time reliability assessment and 
continuous updating as new operational data becomes available. 
This approach substantially reduces, and in some cases 
eliminates, the need for expert intervention. 

C. Importance Measures

Importance measures quantify the contribution of each
component’s fault-related behavior to the TE [17], [18]. In the 
case study, these importance measures are used to identify the 
components that most significantly affect system reliability. 
Identifying these critical components allows the DT to guide 
maintenance strategies and support decision-making. The DT 
computes four importance measures to rank components 
according to the criticality of their failures in the extracted FT: 

• Structural Importance (𝑰𝚽):

Structural importance reflects the influence of a component 
failure (𝐵𝐸𝑖𝑗) within the logical structure of the FT, independent

of actual failure probabilities. The structural importance for 𝐵𝐸𝑖𝑗

is given by: 

𝐼Φ(𝐵𝐸𝑖𝑗) = 1 − ∏ [1 −
1

2𝑁𝑖−1
] ,

𝑖: 𝐵𝐸𝑖𝑗∈𝑀𝐶𝑆𝑖

 (5) 

where 𝑁𝑖 is the number of BEs in the 𝑀𝐶𝑆𝑖 [18]. This provides
a topology-based ranking of components solely on the design of 
the system. 

• Marginal Importance (𝑰𝑩):

Marginal importance, otherwise known as Birnbaum 
importance, measures the change in system failure probability 
when a component failure ( 𝐵𝐸𝑖𝑗 ) state changes from not-

occurring (𝐹𝑖𝑗 = 0) to occurring (𝐹𝑖𝑗 = 1) [17], [18]. Marginal

importance at time 𝑡 for 𝐵𝐸𝑖𝑗 can be calculated by:

𝐼𝐵(𝑡, 𝐵𝐸𝑖𝑗) = 𝐹𝑠𝑦𝑠(𝑡 | 𝐹𝑖𝑗 = 1) − 𝐹𝑠𝑦𝑠(𝑡 | 𝐹𝑖𝑗 = 0), (6)

where 𝐹𝑠𝑦𝑠(𝑡 | 𝐹𝑖𝑗 = 1)  and 𝐹𝑠𝑦𝑠(𝑡 | 𝐹𝑖𝑗 = 0)  denote system

failure probabilities at time 𝑡 given the occurrence (𝐹𝑖𝑗 = 1)  or

Fig. 2. Workflow of of our proof-of-concept case study for automated reliability assessment of energy systems using synthetic data. 

         

          

                  

               

          

            

                 

               

          

          

          

         

             

            

        

              

       

            

                  

             

          

             

                

             

        

         

       

                     

                  

               

          

                 

           

            

        

             

                 

                         

                      

          

     

          

                       



absence ( 𝐹𝑖𝑗 = 0 ) of 𝐵𝐸𝑖𝑗 , respectively. The DT can use

marginal importance to rank components based on the largest 
increase in the probability of system failure they can cause. 

• Criticality Importance (𝑰𝑪𝒓):

Marginal importance only considers whether the probability 
of system failure has changed based on whether a component 
failure ( 𝐵𝐸𝑖𝑗 ) has occurred or not. However, marginal

importance does not consider the probability of component 
failure (𝐹𝑖𝑗). This can result in high importance values for events

that are very unlikely to occur. Therefore, criticality importance 
considers component failure probability (𝐹𝑖𝑗) relative to system

failure probability (𝐹sys ). Criticality importance at time 𝑡  for

𝐵𝐸𝑖𝑗 can be calculated by:

𝐼𝐶𝑟(𝑡, 𝐵𝐸𝑖𝑗) = 𝐼𝐵(𝑡, 𝐵𝐸𝑖𝑗)
𝐹𝑖𝑗(𝑡)

𝐹𝑠𝑦𝑠(𝑡)
, (7) 

which is the conditional probability that 𝐵𝐸𝑖𝑗 contributes to the

probability of system failure, given the TE has occurred. The DT 
can use this measure to rank the component failures by how 
likely they are to be the root cause of system failure.  

• Fussell-Vesely Importance (𝑰𝑭𝑽):

The Fussell-Vesely (FV) importance accounts for any BEs 
that exist in multiple MCSs from the FT, and is calculated by: 

𝐼𝐹𝑉(𝑡, 𝐵𝐸𝑖𝑗) =
∑ 𝐹𝑖(𝑡)𝑖: 𝐵𝐸𝑖𝑗∈𝑀𝐶𝑆𝑖

 

𝐹𝑠𝑦𝑠(𝑡)
, (8) 

which is the conditional probability that 𝐵𝐸𝑖𝑗 contributes to the

probability of system failure, considering probability of all 
MCSs containing 𝐵𝐸𝑖𝑗, at a given time 𝑡. DT can use the FV

importance to rank highly sensitive failure events that cause 
system failure and are involved in multiple MCSs. 

The DT continuously updates all importance measures using 
streaming operational data. This automated, dynamic evaluation 
represents a key methodological advancement, enabling the DT 
to autonomously and continuously identify critical components 
and guide maintenance strategies that adapt to changing system 
behavior. 

D. Reliability-Enhancing Decision Support by Digital Twins

Our methodology integrates FT extraction, quantitative
reliability analysis, importance measures, and availability 
simulation into a single framework that enables DTs to support 
reliability-oriented decision-making. FTs capture the logical 
relationships among component failures (typically represented 
by BEs), while quantitative FTA quantifies system and 
component reliability. Importance measures, such as Birnbaum, 
criticality, and FV, rank component failures by their contribution 
to system unreliability. The DT identifies critical components 
based on the importance rank of their corresponding failures. 
DES uses input parameters (i.e., component failure and repair 
rates) to calculate transient availability of the system.  

DTs leverage these outputs to identify intervention 
points that can most effectively improve system performance at 
minimal cost. Components with highly critical failures but 
manageable maintenance costs can be prioritized for inspection 
or replacement, while high-cost components with limited impact 
on overall reliability may be maintained less frequently. In this 
way, DTs not only evaluate reliability but also provide 
actionable decision support for system reliability improvement 
and cost-effective maintenance planning. Fig. 2 illustrates the 
workflow implemented in our proof-of-concept case study for 
automated reliability assessment of energy systems using 
synthetic data, demonstrating a reliability-oriented DT use case 
in energy systems. 

Unlike conventional reliability studies that rely on static or 
expert-defined models, DTs continuously update their 
underlying reliability models using operational data, 
recalculating reliability indicators and importance measures in 
near-real-time. This enables automated identification of critical 
components and adaptive, cost-efficient maintenance strategies. 

IV. PROOF-OF-CONCEPT CASE STUDY: MODEL OF A 

PHOTOVOLTAIC ENERGY SYSTEM 

In the following, we present a case study that demonstrates 
the automatic assessment of system reliability, ranking 
components based on criticality, and simulation of system 
availability through the DT. Our case study system is a PV 
System, which we will elaborate on next.  

A. Case Study Setup

Our case study examines a small-scale solar power system
consisting of a PV module, a diode, Miniature Circuit Breakers 
(MCBs), a fuse, and a direct current (DC) load. The PV module 
converts solar energy into electric current; the diode ensures 
unidirectional current flow to the load; and the fuse protects the 
system against overcurrent originating in the PV module. Fig. 
3(a) and Fig. 3(b) show the system layout and the corresponding 
ground-truth FT model of the studied PV system, respectively. 
The underlying model of the reliability-oriented DT, in this case 
an FT, is automatically constructed from system data using the 
DDFTA algorithm, as described in Section III.A and our 
previous works [20], [22].  

In this case study, the DT uses two main data inputs: (i) fault 
logs from the PV system and (ii) occurrence rates for all 
components faults/failures (BEs). Table 1 shows all component 
faults/failures, their corresponding BEs and occurrence rates 
sourced from literature [23]. Table 1 also shows the 𝑖th and 𝑗th 
indices corresponding to each BE, as introduced in Section III.B 
and III.C. To emulate real-world operation, synthetic fault logs 
were generated using DES based on BE occurrence rates and the 
ground-truth FT model. Table 2 shows an excerpt from the 
generated fault logs that were used to extract the FT model. 
These logs record fault and failure events occurring throughout 
the system's operational time. The DT converts these fault logs 
into a truth table representing the PV system’s observed fault–
failure relationships. Combined with the BE occurrence rates, 
this truth table constitutes the complete DT input dataset. 



TABLE I. BASIC EVENTS AND THEIR OCCURANCE RATES IN THE PV SYSTEM  

𝒊 𝒋 Basic Event Fault / Failure 
Occurrence 

Rate (𝟏𝟎−𝟑 )
𝒊 𝒋 Basic Event Fault / Failure 

Occurrence 

Rate (𝟏𝟎−𝟑 )

1 1 𝐵𝐸1 Fuse aging 0.0001 9 1 𝐵𝐸10 PV cell breakage 0.1115 

2 1 𝐵𝐸2 Fuse installation  failure 0.0002 10 1 𝐵𝐸11 PV panel solder bond failure 0.1487 

3 

1 𝐵𝐸3
Miniature Circuit Breaker  1 

failure 

0.0008 
11 1 𝐵𝐸12

PV panel hot spot 0.0101 

2 𝐵𝐸4
Miniature Circuit Breaker  2 

failure 

0.0846 
12 1 𝐵𝐸13

PV panel diode  failure 0.0021 

4 1 𝐵𝐸5 PV interconnect  failure 0.0490 13 1 𝐵𝐸14 Short or open circuit 0.0052 

5 1 𝐵𝐸6 Grounding  failure 0.0003 14 1 𝐵𝐸15 Rack structure failure 0.0729 

6 1 𝐵𝐸7 PV glass breakage 0.0013 15 1 𝐵𝐸16 PV panel encapsulant  failure 0.0570 

7 1 𝐵𝐸8 PV panel soiling 0.0088 16 1 𝐵𝐸17 Cable insulation failure 0.0001 

8 1 𝐵𝐸9 PV panel shading 0.0001 17 1 𝐵𝐸18 Cable aging 0.0002 

 (a)  (b) 

Fig. 3. (a) Photovoltaic (PV) system layout for the case study. (b) Fault Tree (FT) model derived from state data generated by the system model. (BE stands for 

Basic Event, MCB for Miniature Circuit Breakers) 

The DDFTA algorithm identifies MCSs in the truth table to 
reconstruct the FT model. To construct the truth table from 
synthetic fault logs, each recorded fault/failure is associated with 
a BE, which has a binary status (active = 1 or cleared = 0). The 
TE status is then defined as 1 when the occurrence of one or 
more BEs causes system failure and 0 otherwise.  This 
establishes a direct mapping between individual component 
faults/failures and the TE, i.e., the system-level failure. The 
resulting truth table represents a set of all observed relationships 
between BEs and the TE. The DDFTA algorithm uses this truth 
table to automatically extract the FT model of the PV system. 

 Fig. 3(b) shows the extracted FT obtained using synthetically 
generated fault logs, which corresponds to the ground-truth FT 
model, representing component failure logic of the PV system. 
Using the extracted FT model, the DT performs quantitative 
reliability analysis and availability simulation to support 
maintenance planning and optimization. The computation of 
reliability indicators and informed maintenance strategies is 
studied in the following subsections. 

B. Quantitative Analysis

The DT assesses system reliability using two main
approaches. The first approach uses analytical methods 
assuming non-repairable components to evaluate both 
component- and system-level reliability, as presented in this 
subsection. The second approach, described in Section IV.C, 
accounts for component repairs using DES. 

The DT performs quantitative FTA using the extracted FT, 
with the approach from Section III.A, to identify components 
that most influence overall system reliability, assuming non-
repairable components. The resulting importance measures, 
summarized in Table 3, show that cell breakage and solder bond 
failure within the PV module, represented by 𝐵𝐸10 and 𝐵𝐸11,
respectively, are identified as the most critical events, 
contributing substantially to system unreliability with criticality 
importance values of 20.2% and 26.9%, respectively. Other 
critical components include the interconnect, rack structure and 
encapsulant of the PV panel ( 𝐵𝐸5 ,  𝐵𝐸15 and 𝐵𝐸16 ), with
corresponding criticality importance of 15.3%, 13.2%, and 
10.3%. These findings enable the DT to rank components by 



their influence on system reliability and to inform maintenance 
prioritization decisions as outlined by Section III.D. 

The importance measures calculated by the DT are 
consistent with the known vulnerability of PV modules [23]. The 
DT identified PV cell breakage (𝐵𝐸10) and solder bond failure
(𝐵𝐸11) as the most critical events, which are consistent with
findings of other studies that identified these failure mechanisms 
as the main cause of unreliability in PV systems [23]. The DT 
analysis further reveals that the interconnect ( 𝐵𝐸5 ) and
encapsulant (𝐵𝐸15) events are highly critical, which is expected
given the high rate of their fault occurrence relative to other 
system faults and their direct relationship to system reliability in 
the FT. In contrast, components such as the fuse (linked to 
𝐵𝐸1 and 𝐵𝐸2 ) and the Miniature Circuit Breakers (MCBs)
(linked to 𝐵𝐸3 and 𝐵𝐸4) demonstrate low levels of importance,
indicating their low impact on the overall system reliability 
despite their prominence in system operation. These DT analysis 
results emphasize the importance of prioritizing maintenance for 
components associated with critical events in the system, such 
as the PV module. 

The reliability as a function of time  was calculated for the 
system and its components by the DT using the equations from 
Section III.B, and exhibit behavior consistent with that of other 
systems featuring comparable FT models [24]. Fig. 4 and Fig. 5 
show the resulting system reliability as a function of time 
compared with the most and least critical components. Fig. 5 
shows that the most critical components (e.g., the PV module 
component linked to 𝐵𝐸11  and 𝐵𝐸10 ) exhibit a decline in

reliability that closely mirrors that of the overall system 
reliability, suggesting their potential impact on system reliability 
curve. Conversely, Fig. 4 shows that the least critical 
components (e.g., the fuse component linked to 𝐵𝐸1 and 𝐵𝐸2)
exhibit high reliability with minimal impact on the system 
reliability curve. The alignment of the system reliability curve 
with the curves of high-importance component failures shows 
the extent to which these components influence system 
reliability and contribute to the probability of the TE, thereby 
identifying critical components. 

C. Simulation of System Availability

Although quantitative reliability analysis provides useful
insights into the reliability of the system, it does not consider 
repairs and is limited by the probability distribution of time for 
component failures. Simulation, on the other hand, can easily 

consider repairs after failures and is not limited by probability 
distributions for either failures or repairs. Simulation can also 

TABLE II. EXAMPLE OF THE GENERATED PV SYSTEM FAULT LOGS.  

Timestamp Description Status 
Top 

Event 

2025-02-12 

10:53:24 
Grounding system fault detected. Active True 

2025-02-12 

17:32:11 
Grounding system fault detected. Cleared True 

2025-02-17 

11:20:54 
PV hot spot detected. Cleared False 

2025-02-18 

13:23:51 
Faulty MCB 1 detected. Active False 

2025-02-18 

08:55:02 
PV solder bond failure detected. Active True 

Fig. 4. The reliability of the system and probability of the least critical basic 

events determined by the Digital Twin using the extracted Fault Tree model 

and event occurrence rates. 

TABLE III. IMPORTANCE FACTORS SORTED FROM THE MOST CRITICAL 

EVENT TO THE LEAST CRITICAL EVENT 

Basic 

Event 

Structural 

Importance 

(𝑰𝜱)

Marginal 

Importance 

(𝑰𝑩) at 1000

hours 

Criticality 

Importance 

(𝑰𝑪𝒓)  at 

1000 hours 

Fussell-Vesely 

Importance 

(𝑰𝑭𝑽) at 1000

hours 
𝐵𝐸11 1 1 0.269335 0.269335 

𝐵𝐸10 1 1 0.201956 0.201956 

𝐵𝐸5 1 1 0.153233 0.153233 

𝐵𝐸15 1 1 0.132041 0.132041 

𝐵𝐸16 1 1 0.103242 0.103242 

𝐵𝐸6 1 1 0.088752 0.088752 

𝐵𝐸12 1 1 0.018294 0.018294 

𝐵𝐸9 1 1 0.015939 0.015939 

𝐵𝐸14 1 1 0.009419 0.009419 

𝐵𝐸13 1 1 0.003804 0.003804 

𝐵𝐸8 1 1 0.002355 0.002355 

𝐵𝐸7 1 1 0.000543 0.000543 

𝐵𝐸2 1 1 0.000362 0.000362 

𝐵𝐸18 1 1 0.000362 0.000362 

𝐵𝐸1 1 1 0.000181 0.000181 

𝐵𝐸17 1 1 0.000181 0.000181 

𝐵𝐸3 0.5 0.008 0.000001 0.000001 

𝐵𝐸4 0.5 0.008 0.000001 0.000001 

Fig. 5. The reliability of the system and the probability of the most critical 

basic events determined by the Digital Twin using the extracted Fault Tree 

model and event occurrence rates. 



incorporate stochastic failure and repair behavior to test different 
maintenance strategies and recommend those that reduce 
maintenance costs. Although simulations are more 
computationally expensive and time-consuming than reliability 
analysis, a comprehensive reliability-oriented DT of energy 
systems requires both approaches. 

Our case study DT employs DES to mimic the availability 
behavior of components and the overall system and evaluate 
unavailability. In each simulation cycle, failure times for BEs are 
modeled using random sampling from an exponential failure 
distribution, which is defined by BE occurrence rate. Using 
exponential distribution is not a limitation to our approach, as it 
was selected for its applicability in modeling electronic and 
electrical component failures. Mean Time to Repair (MTTR) for 
components are assumed based on typical preventive 
maintenance durations of PV energy systems [25].  

The simulation was run for a total duration of 10,000 hours 
with 3,000 independent replications. When a BE occurs, the 
corresponding component enters a failure state that lasts until the 
assumed repair time. The influence of the change in BE states is 
propagated through the FT logic to generate the timeline of 
system (and components) downtime. The DT uses the Boolean 
timelines generated by DES to compute the cumulative mean 
unavailability, Mean Time to Failure (MTTF) and MTTR of the 
system and its components. Cumulative mean unavailability (i.e., 
the downtime fraction) as the total downtime per run divided by 
the total run time and then averaged across all simulation runs 
[12]. Fig. 6 shows the unavailability of the system and Fig. 6. 
shows MTTF and MTTR for each component, calculated by the 
DT. Table 4 shows the MTTF and MTTR results for the system 
and its components, where Table 5 shows the unavailability 
results for the system and its components at the end of the 
simulation experiment. The Python code of this DT experiment 
is publicly available and automatically performs the entire data-
driven analysis and simulation in this case study [26]. 

According to the results in Table 4 and Table 5, the 
simulation experiment resulted in an overall system 
unavailability of 2.28 × 10−3 h, an estimated system failure rate 

of 𝜆𝑠𝑦𝑠 ≈ 6 × 10−5 ,  MTTF of 4482 h, and MTTR of 36 h.

These results are consistent with the analytical system reliability 
derived from the FT in Section IV.B, which identifies PV 
module component as a dominant contributor to unreliability, 
whereas other components (fuse, MCBs, and cable) have a 

negligible impact. Furthermore, the simulation experiment 
calculated the time-series mean cumulative availability of the 
system of 3000 replications for 10,000 hours of mission time 
shown in Fig. 7. 

The unavailability of each component, shown in Fig. 6., 
further emphasizes that the PV module is the component with 
the most frequent failures throughout the experiment. Moreover, 
to study the sensitivity of system unavailability to different BE 
occurrence rates, DT compared system unavailability with 
increased occurrence rates for the most and least critical events, 
shown in Fig. 8. Both results in Fig. 6. and Fig. 8. match with 
critical component identified by the quantitative analysis in 
Section IV.B (i.e., the PV Module linked to cell breakage 𝐵𝐸10

and solder bond failure 𝐵𝐸11). Since these events are associated
with the PV module component, the results indicate that this 
component must be prioritized in maintenance schedules. 

D. Maintenance Stratigies and Cost Analysis

To demonstrate the DT potential in informing cost-effective
maintenance strategies, we have manually performed this 
analysis based on the DT results. This analysis shows how the 
change in maintenance frequency for components can influence 
overall system reliability and maintenance costs. The aim is to 
identify the components for which increasing maintenance 
frequency would result in the greatest improvement in system 
reliability. Additionally, the aim is to identify the components 
for which increasing maintenance frequency would result in 
minimal improvement in system reliability.  

In this study, the components were assumed to have a 
predetermined replacement schedule (i.e., scheduled 
maintenance). Scheduled maintenance typically involves 
performing maintenance at set intervals, including replacing 
components regardless of their condition [19]. Although this 
type of maintenance can be costly due to labor and premature 
replacement of functional components, it has significant 
advantages such as preventing unexpected failures and reducing 
the probability of loss of power (i.e., the TE).  

For the cost analysis in this case study, repair costs were 
assumed based on recent industry data on solar panel repair costs 
[27]. The average cost of solar panel repair is $507, which varies 
depending on the type of failure [27]. 

Fig. 6. Unavailability of each component in the system during mission time 

100,000 hours with 95% confidence interval (plotted on a logarithmic 

scale).  

Fig. 7. Cumulative mean availability of the Photovoltaic system during 

mission time 10,000 hours with 95% confidence interval. 



To demonstrate the practical implications of the DT’s 
reliability analysis, importance measures, and availability 
simulation from an economic perspective, we have manually 
examined two hypothetical scenarios: 

The first scenario examines the broken interconnect failure 
within the PV module (𝐵𝐸5), which the DT identified with a
high criticality importance of 15.3%. Despite its significant 
impact on system reliability, average repair cost for this fault is 
low (~$100) compared to repair costs of other faults in the 
system [27]. This analysis shows an opportunity to enhance 
overall system reliability at relatively low additional costs and 
recommends that investing in higher-quality interconnect 
materials or increasing the frequency of scheduled inspections 
and preventive maintenance could effectively reduce the 
probability of 𝐵𝐸5. Thus, the DT facilitated the identification of
a cost-effective solution that can improve system reliability 
while considering expenditure. 

The second scenario examines the fuse installation fault 
(𝐵𝐸2), which the DT identified with a low criticality importance 
of 0.036%. However, repair costs for this fault might be high 

(~$150) compared to repair costs of other faults in the system 
[27]. Since the DT identified the fuse component as non-critical, 
with a limited impact on system reliability, increasing the 
frequency of maintenance and scheduling inspections for this 
component is not recommended given its rare failure rate and 
high repair costs. 

Through continuous, near-real-time analysis, the DT 
dynamically calculates reliability indicators from system data. 
The DT results allow operators to optimize maintenance 
frequency for cost-effective maintenance decisions, effectively 
reducing unnecessary expenses while maintaining an acceptable 
level of reliability. 

V. SUMMARY AND OUTLOOK

We present a methodology for developing reliability-
oriented Digital Twins of energy systems, demonstrated through 
a proof-of-concept case study of a solar photovoltaic system. 
The proposed approach integrates data-driven Fault Tree 
extraction, quantitative reliability analysis, component 
importance evaluation, and availability simulation. Overall, the 
results highlight the capability of Digital Twins to serve as 
effective tools that support automatic reliability assessment and 
proactive maintenance planning to improve reliability. By 
leveraging operational data, the data-driven model extraction 
enables Digital Twins to support decision-making and 
quantitatively evaluate system behavior.  

Reliability importance measures, such as Criticality and 
Fussell-Vesely importance, allow Digital Twins to identify the 
most critical components for system performance. In this 
photovoltaic system case study, the Digital Twin successfully 
identified critical components, quantified their impact on overall 
system reliability, and supported maintenance prioritization 
decisions. Unlike traditional reliability analyses, which rely on 
static models made by experts, the Digital Twin continuously 

TABLE IV. MEAN TIME TO FAILURE AND REPAIR FOR THE SYSTEM AND 

ITS COMPONENTS DURING 10,000 HOURS MISSION TIME AND 3,000  

REPLICATIONS 

Element Event in FT MTTF (hrs.) MTTR (hrs.) 

Fuse 
𝐵𝐸1 

5477.02 3.98 
𝐵𝐸2 

MCB 
𝐵𝐸3 

5631.17 10.02 
𝐵𝐸4 

PV Module 

𝐵𝐸5 

4502.10 36.31 

𝐵𝐸6 

𝐵𝐸7 

𝐵𝐸8 

𝐵𝐸9 

𝐵𝐸10 

𝐵𝐸11 

𝐵𝐸12 

𝐵𝐸13 

𝐵𝐸14 

𝐵𝐸15 

𝐵𝐸16 

Cable 
𝐵𝐸17 

6963.21 4.03 
𝐵𝐸18 

System TE 4481.94 36.30 

 Fig. 8. Sensitivity of system unavailability to basic event occurrence rate: 

Comparison of the impact of multiplying the occurrence rates of the most 

and least critical events on system unavailability during a 10,000 hour 

mission, with a 95% confidence interval. 

TABLE V. UNAVAILABILITY METRICS FOR THE SYSTEM AND  ITS 

COMPONENTS DURING 10,000 HOURS MISSION TIME AND 3,000 

REPLICATIONS 

Element 
Event in 

FT 

Unavailability 

(𝟏𝟎−𝟑 𝐡𝐫𝐬.)

Confidence Interval 

(95%) 

Lower 

bound 

Upper 

bound 

Fuse 
𝐵𝐸1 

0.000267 0.0000 0.0400 
𝐵𝐸2 

MCB 
𝐵𝐸3 

0.019331 0.0000 0.1000 
𝐵𝐸4 

PV 

Module 

𝐵𝐸5 

2.283772 0.5600 4.5600 

𝐵𝐸6 

𝐵𝐸7 

𝐵𝐸8 

𝐵𝐸9 

𝐵𝐸10 

𝐵𝐸11 

𝐵𝐸12 

𝐵𝐸13 

𝐵𝐸14 

𝐵𝐸15 

𝐵𝐸16 

Cable 
𝐵𝐸17 

0.000400 0.0000 0.0400 
𝐵𝐸18 

System TE 2.284440 0.55999 4.5599 



updates reliability indicators and importance measures using 
near-real-time operational data. 

Future research could build on this work in several ways. 
First, while our study assumed constant failure rates and 
exponential failure distributions, future studies could consider 
more complex distributions to more accurately capture 
component degradation. Second, incorporating real-time 
condition monitoring data and sensor data would improve the 
accuracy of automatically extracted Fault Trees and enhance the 
adaptability of Digital Twins. Third, including additional cost-
based factors into the analysis would allow for more effective 
decisions about the trade-off between reliability improvement 
and maintenance expenses. Finally, applying the proposed 
methodology to larger, more complex systems, such as 
microgrids or transmission networks, and exploring alternative 
reliability models is essential for evaluating scalability. These 
extensions would further support the development of Digital 
Twins as standard tools for reliability-oriented decision support 
in next-generation energy systems. 
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