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Abstract 

As digital technologies become increasingly embedded in societal infrastructure, IT security and privacy (S&P) have become 

critical for protecting sensitive information and preserving trust. These domains have evolved from foundational security 

measures to address complex challenges introduced by artificial intelligence, regulatory frameworks, and decentralized tech- 

nologies. This paper presents a longitudinal analysis of the evolution of IT S&P research from 1980 to 2023, analyzing over 13k 

papers from the most relevant venues. Employing the frameworks of established theories from social sciences, i.e. Latour’s 

actor–network theory, and Bourdieu’s forms of capital, along with Leydesdorff’s key dimensions in scientometrics, we discuss 

the evolution of research topics and highlight research priorities in the past and today. We apply modern natural language 

processing techniques to build a taxonomy of research topics within the S&P community. Using this taxonomy, we analyze the 

community’s thematic development, tracing its growth from 5 topics in the 1980s to 100 distinct research topics, reflecting 

the field’s expanding scope and complexity. Analyzing 0.5M authors, we demonstrate strong collaboration networks in the IT 

S&P community. We also demonstrate that the proportion of female authors in this community has remained relatively con- 

stant over the decades, despite an increase in their research activity in recent years. Finally, we assess factors impacting paper 

citations, author networks, and the linguistic evolution of the community. This study enhances the understanding of the S&P 

research community, providing valuable insights into future directions. The data underlying this article, including the analysis 

code and data processing pipeline, are available in the repository at: https://pulse- of- cybersecurity.com/ , which also provides 

an interactive webpage for exploring our results. 
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continual growth of specialized venues, such as the USENIX Secu- 
rity Symposium and the Network and Distributed System Security 
Symposium (NDSS) , has facilitated this diversification, allowing re- 

searchers to delve deeper into the nuances of emerging threats, 

reflecting the field’s dynamic nature. 

In this work, we utilize a novel approach by combining the the- 

oretical framing of Latour’s actor–network theory (ANT) [ 3 ] and 

Bourdieu’s field theory [ 4 ] to assess the S&P research community 

along three dimensions: (1) cultural capital (i.e. research topics 

and published papers) (2) symbolic capital (i.e. citation counts), 

and (3) social capital (i.e. collaboration in the community). This 

scientometric and metascientific (science-of-science) study con- 

tributes to understanding the S&P research landscape and pro- 

vides insights into collaboration patterns. The objective of this pa- 
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Introduction 

The evolution of IT security and privacy (S&P) research has closely

mirrored advancements in computing and digital communica-

tion [ 1 ]. In the 1960s, as computers became more widespread, re-

search focused on securing them against unauthorized access [ 2 ].

Concurrently, the digital landscape began to present new chal-

lenges and threats. The growth of specialized IT S&P venues sig-

nals the field’s advancement, leading to a notable increase in

scholarly papers. Initially, related work appeared at general com-

puting conferences [ 2 ]. The establishment of specialized plat-

forms, such as the IEEE Symposium on Security and Privacy (IEEE

S&P) in 1980 and the Annual Computer Security Applications Con-
ference (ACSAC) in 1985, signified a pivotal change in the field. The
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er is to examine the evolution of the community from its origins

s a niche topic to its current status as a specialized and rapidly

xpanding field. For this purpose, we examine the growth and

volution of IT S&P research since 1980. Our empirical observa-

ion is based on a large-scale analysis of 13k papers from the 11

ost relevant S&P venues. We assign a topic to each paper using

ERTopic [ 5 ] and use additional meta-information (e.g. authors,

enues, and citation counts) to perform an in-depth analysis of

he S&P research community. With our study, we aim to provide

n in-depth overview of the evolution and current state of the S&P

esearch community. Thus, we do not aim to identify governance

ailures or epistemic blind spots, nor to provide normative direc-

ions for the S&P community. On the contrary, this work is a start-

ng point for future science-of-science work in the S&P arena to

nalyze, for example, why gender imbalances persist in the com-

unity or how funding bodies can impact innovation in this field.

The main contributions of this paper are: 

� Taxonomy of S&P research topics: We build a taxonomy of

research topics in the S&P community (i.e. cultural capital).

Based on the taxonomy, we present an overview of the evolu-

tion of these topics within the community from a mere handful

to over 100 over the past four decades, reflecting the expand-

ing scope and complexity of S&P challenges. 
� Revelation of citation factors: We provide an overview of the

factors that impact citation counts (i.e. symbolic capital). Our

analysis indicates that key factors, including publication in A∗

venues, the number of coauthors, and engagement with pop-

ular or emerging topics, significantly impact citation counts. In

contrast, broader topic diversification negatively affects these

counts. 
� Insight into the collaboration in the community: We provide an

overview of the evolution of gender diversity and collabora-

tion networks in the community (i.e. social capital). The find-

ings reveal that the S&P community has been, and remains,

male-dominated, with little change over time. Furthermore,

we shed light on career longevity patterns and topic migration

trends. 

heoretical background 

 research community comprises a network of authors, venues,

ountries, universities, research centers, and institutions [ 6 ]. The-

retical frameworks established in the field of scientometrics (i.e.

the science of measuring science”) identify three key dimen-

ions for the analysis of a dynamic research community: actors

i.e. authors), venues (e.g. conferences), and outputs (i.e. publi-

ations) [ 7 ]. Given these key dimensions, we employ two estab-

ished theoretical frameworks from the sociological sciences [ 3 , 4 ]

esigned to facilitate understanding communities and their social

tructures. These frameworks allow us to interpret our findings

ithin a broader understanding of the S&P research field. 

Our primary framework is Latour’s ANT [ 3 ], which, compared

o other sociological theoretical frameworks, allows the interpre-

ation of interactions between living and nonliving entities (ac-

ors) as an extensive, symmetric, heterogeneous network. This

pproach allows us to observe the dynamic interactions and de-

endencies between the named key dimensions of research com-

unities rather than merely examining human interactions, as is
ommon in other social theories. 
We combine this framework with Bourdieu’s field theory [ 4 ].

This theory offers a theoretical lens for interpreting the power dy-

namics between individuals and their ingrained habits and prefer-

ences, shaped by socialization (habitus), within a structured net-

work of relationships among individuals who share common in-

terests and practices (field). The concept of capital in this the-

ory, which encompasses four categories: social, economic, cul-

tural, and symbolic, is of particular interest to our research. Ac-

cording to Bourdieu, humans accumulate these forms of cap-

ital over their lifetimes, leading to greater social prestige and

recognition. 

Social capital refers to having a strong collaboration network,

cultural capital to knowledge of popular topics in the S&P commu-

nity, and symbolic capital to publication in higher-ranked venues

and citations. These capital forms can be converted to one an-

other, which fits the context of our research. For example, a

stronger collaboration network can lead to a publication in a

higher-ranked venue and vice versa. In our analysis, we exclude

economic capital. While universities’ total budgets are often pub-

licly available, including the shares of state and third-party fund-

ing, departmental budgets are rarely disclosed. Moreover, for pub-

licly announced research grants, institutions often collaborate in

grant writing, making it infeasible to determine the share of the

funding obtained, since the respective proposals are not pub-

licly available. It is crucial to note that research institutions with

substantial economic capital benefit from access to tools and re-

sources for superior research, including the acquisition of costly

materials and more research staff. 

Related work 

Our study extends previous work that examined the evolution and

trends in S&P research. We use the term “security ” synonymous for

“IT security.”

S&P research 

Research in S&P has grown in recent years. Suryotrisongko et al .
[ 8 ] reviewed security research topics, taxonomy, and challenges

during 2014 and 2019 and analyzed 99 papers. Baset and Den-

ning [ 9 ] analyzed the progression of 95 topics and their rela-

tionship to authorship distribution in publications from the four

A∗ S&P venues through 2015. Dhawan et al . [ 10 ] analyzed global

security literature and discovered underlying trends and devel-

opments from 1998 to 2019. They demonstrated that cyberse-

curity research increased by 46% in that period. Katsikeas et al .
[ 11 ] identified over 90k active authors in the cybersecurity re-

search area since 1949 and identified differ ent subcommunities in

the field. Further, Reuter et al . [ 12 ] analyzed the evolution of us-

able S&P research, emphasizing the importance of transparency

and tailorability in user interventions. Most related to our work

is the System Security Circus, which provides useful high-level

figures on the evolution of the S&P community [ 1 ]. The website

analyzed the top security venues over the past 20 years, provid-

ing information on top authors, institutions, and the number of

published papers over time. For this reason, we exclude analyz-

ing the individual contributions of institutions to the S&P research

community. 
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Figure 1 Our collection, data processing, and model training pipeline. 
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Scientometrics and cybersecurity research

In recent years, scientometric analysis has examined cyberse-

curity research, focusing on its growth and collaboration pat-

terns. Loan et al . [ 13 ] analyzed cybersecurity publications from

2011 to 2020, noting increased collaboration among 93 coun-

tries and identifying the USA and China as top contributors. Lee

et al . [ 14 ] applied coword analysis to track shifts in IT Security

research, demonstrating how themes adapt to new technology

needs. Alqurashi et al . [ 15 ] focused on malware detection, map-

ping six key research clusters and highlighting the role of interdis-

ciplinary links in cybersecurity. Dhawan et al . [ 10 ] examined cyber-

security output from 1998 to 2019, highlighting the influence of in-

ternational collaborations, top countries, and funding on research

impact. Wendzel et al . [ 16 ] analyzed the impact of different factors

(e.g. length of paper, publication venue, or authors) on the citation

of a paper in differ ent subar eas of S&P. The authors find, for exam-

ple, that the number of references in a paper influences its cita-

tion count and that differ ences exist across subareas. Olijnyk [ 17 ]

analyzed the differences in papers published in information secu-

rity based on the authors’ affiliation country (e.g. USA or China),

the top researchers in the community, and topics (based on key-

words) discussed in the community. The author found that China

has surpassed the USA in academic output in the field and that

the S&P community has been predominantly technical. Lang [ 18 ]

conducted a bibliometric analysis of 6065 S&P publications using

Web of Science data, mapping 20 academic disciplines and identi-

fying key thematic clusters, authors, and journals. The study high-

lighted the field’s fragmentation and underscored the need for

more cohesive, multidisciplinary approaches to address the com-

plex, evolving nature of cybersecurity threats and emerging topics

effec tively. Koc a and Çiftçi [ 19 ] conducted a bibliometric analysis

of 3354 publications from the Web of Science Core Collection be-

tween 1975 and 2025 at the intersection of big data and cyberse-

curity, mapping intellectual structures, thematic clusters, and in-

ternational collaborations. Their findings highlight the dominance
of conference proceedings, the central roles of China and the USA,

key thematic trends such as IoT, AI-based intrusion detection, and

privacy-preserving technologies, and expose both strengths and

structural gaps that limit interdisciplinary research. 

Distinction from previous work 

This study differs from previous work in several ways. First, it cov-

ers the entire span of S&P research, providing insights from its in-

ception to the present. Second, while related studies often rely on

keyword analysis to identify trends, our study employs topic anal-

ysis, allowing us to identify core topics and organize them into a

structured taxonomy of research areas. Third, we integrate cita-

tion and community analysis with topic modeling, giving a clearer

view of influential works and collaborative networks. Finally, our

study also examines shifts in community structure and language

within the S&P field, adding context to the evolution of research

topics and framing over time. 

Data collection 

We collected openly accessible data for our analysis between 23

December 2023 and 14 February 2024. The methods and arti-

facts we outline in this section are publicly available (see the sec-

tion “Code and data availability”). Figure 1 provides an overview

of the data collection process and the development of the taxon-

omy for topics associated with S&P research, which we detail in

the following sections. 

Identifying relevant venues 

The initial step of our method is the identification of estab-

lished and well-renowned venues (e.g. conferences) that pub-

lish S&P-related papers. To identify these venues, we use the

CORE2023 [ 20 ] ranking and focus only on venues in the Cyberse-
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Table 1 Analyzed S&P venues, sorted by first appearance. Note: The table lists the venues’ current names. 

ID Venue Abbrreviation Rank First 

Number 

of 

papers 

1 IEEE Security and Privacy IEEE S&P A∗ 1980 1759 

2 Annual Computer Security Applications Conference ACSAC A 1985 1529 

3 IEEE Computer Security Foundations Symposium CSF A 1988 817 

4 European Symposium on Research in Computer Security ESORICS A 1990 1315 

5 USENIX Security USENIX Sec A∗ 1990 1695 

6 Network and Distributed System Security NDSS A∗ 1993 889 

7 ACM Conference on Computer and Communications Security CCS A∗ 1993 2405 

8 International Symposium on Research in Attacks, Intrusions and Defenses RAID A 1998 552 

9 Privacy Enhancing Technologies Symposium PETS A 2001 846 

10 ACM ASIA Conference on Computer and Communications Security AsiaCCS A 2006 1085 

11 IEEE European Symposium on Security and Privacy EuroS&P A 2016 335 
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this venue from the venue’s site. 

1 https://dblp.org/pid/ {author-id}.xml 
2 https://api.crossref.org/works/doi- of- a- paper
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urity and Privacy (4604) category, ranked as A∗ or A . We exclude

ryptographic venues, as their focus on theoretical and mathe-

atical security differs from the broader practical and applied

&P topics. Furthermore, we exclude journals, as the CORE journal

anking list has been discontinued since 2022, and the Scimago
anking (SJR) does not contain a dedicated category for cyberse-

urity and privacy journals. We acknowledge that this limitation

ay reduce the generalizability of our findings, particularly in re-

earch areas primarily driven by journals. Notably, the cybersecu-

ity and privacy community is conference-driven in terms of publi-

ations, with the so-called “top 4” conferences (USENIX, CCS, S&P,

nd NDSS) attracting the most attention [ 9 , 19 ]. 

We exclude venues that recently introduced a specific focus on

&P. Table 1 lists the analyzed venues. 

dentifying and collecting papers 

nalyzing the most relevant S&P papers is crucial to understand-

ng the community’s activities and contributions. Their metadata

ffers insight s into the r esear ch landsc ape, r evealing the scope

nd focus of scholarly efforts. In our study, we examine metadata

lements such as titles, abstracts, author names, or affiliations.

he following details our data collection and processing approach.

igital Bibliography & Library Project 

e use the Digital Bibliography & Library Project (DBLP) [ 21 ], an

pen-access platform for computer science bibliographies, to ex-

ract papers published in relevant venues. After manually identi-

ying the venue pages in DBLP, we developed a crawler to auto-

ate the extraction. We collected all listed papers from the ear-

iest available edition through 2023. Since not all venues have

ublished their proceedings when writing this paper, we excluded

024. Although our dataset is comprehensive, it omits the first

roceeding(s) of ACSAC (4), USENIX Sec (3), NDSS (2), RAID (1),

nd PETS (1), as they are not listed on DBLP. The data collected

rom DBLP includes (1) paper titles, (2) digital object identifiers

DOIs), (3) tracks of the papers published, (4) locations of the

enues, and (5) years of publication. We collect additional infor-

ation provided by DBLP on the identified papers and author,
using the provided API. 1 Some author names are disambigious

(e.g. Yang Liu). For these names, the DBLP has specific pages that

highlight the disambiguation of authors with the name (e.g. https:

//dblp.org/pid/51/3710.html for persons with the name Yang Liu).

Therefore, some data points in our database do not describe a

specific author; instead, they show the complete bibliographies

of multiple authors who share the same first and last name. We

acknowledge this as a limitation in our work, as this affec t s 9%

of the authors within our scope. We excluded these “authors”

from relevant analysis steps (e.g. collaboration networks). To al-

low a more in-depth analysis, the data was enriched with fur-

ther information, such as abstracts and affiliations of the authors.

To meet this challenge, we used the following additional data

sources. 

Crossref 

We use Crossref [ 22 ], an open bibliographic platform, to enrich

publication metadata. Through the “Crossref Unified Resource

API,”2 we can query additional metadata using the DOI of each

paper (e.g. abstracts, affiliations, and cited references). However,

Crossref has limitations that impact our study: (1) the complete-

ness of retrieved data is not guaranteed (e.g. missing abstract),

and (2) if a paper does not have a DOI, the API cannot find it. In

our study, this primarily affec t s papers from USENIX Sec, so we use

Google Scholar instead. 

Publisher’s websites 

We crawl the webpages of the publishers of the analyzed venues

using the DOI URLs provided by DBLP, which redirect to the pub-

lishers’ sites (i.e. Springer [ 23 ], Institute of Electrical and Elec-

tronics Engineers (IEEE) [ 24 ], or Association for Computing Ma-

chinery (ACM) [ 25 ]). From these sites, we extract the full PDF of

each paper and metadata. Since 2022, the Proceedings of the

Privacy Enhancing Technologies Symposium (PoPETS) have been

self-published [ 26 ]. Thus, we crawled the required metadata for

https://dblp.org/pid/51/3710.html
https://dblp.org/pid/
https://api.crossref.org/works/doi-of-a-paper


Journal of Cybersecurity, 2026, Volume 12, Issue 1 5

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

D
ow

nloaded from
 https://academ

ic.oup.com
/cybersecurity/article/12/1/tyag007/8607132 by G

2M
 C

ancer D
rugs AG

 user on 20 April 2026
Google Scholar 

The previous data sources provide the information most papers

require. However, we need to use differ ent sour ces f or papers

that do not have a DOI (e.g. USENIX Sec papers) as they are

not listed or cannot be found using the previously described

APIs and services. To address this challenge, we use Google

Scholar [ 27 ]. As of this writing, Google Scholar does not pro-

vide an API for querying publications. Thus, we developed a

crawler to extract the abstracts, the number of citations, and

the full paper (i.e. PDF file) of all papers. To ensure we only

find the desired papers, we use Google Scholar’s exact phrase

search and then visit the first result returned. Our manual veri-

fications showed that Google Scholar consistently returned cor-

rect results. We then store the found paper and all provided

metadata. 

Identifying the gender of authors 

Similar to other STEM fields [ 28 ], the computer science commu-

nity is male-dominated [ 29 ]. We aim to analyze if and how this

imbalance affec t s the community along the differ ent dimensions

(i.e. social, cultural, and symbolic capital). Thus, we need to as-

sess gender diversity in our community and its evolution over re-

cent decades by first determining the authors’ genders. There-

fore, we use the authors’ full names as stated in the analyzed pa-

pers as input to the name-to-gender determination service Nam-

sor [ 30 ]. Prior research has indicated that Namsor is effec tive f or

accurately mapping names to genders [ 31–34 ]. Before classifica-

tion, we removed any numbers or other residuals following the

name (e.g. 001 , which may occur when multiple authors share

the same name). We use Namsor’s “Genderize Full Name” feature,

which takes a name as input and returns a probability for the gen-

der associated with the name. 

We applied a 75% confidence threshold for this probability,

focusing only on names where Namsor shows relatively high

certainty. This cautious approach accounts for the fact that

names can refer to multiple sexes and vary across cultures

and regions. The commonly associated sex of a name might

not always reflect a person’s lived identity. Furthermore, an-

alyzing sex based on names raises important ethical and so-

cial concerns. First, it inherently reinforces a binary framework

(male/female) that excludes nonbinary and gender-diverse iden-

tities, as many individuals do not identify with the sex assigned

at birth, and their names may not reflect their gender iden-

tity. In particular, transgender and nonbinary individuals may

face misclassification, which can contribute to identity erasure in

research. 

Despite these concerns, we used this approach to highlight bi-

ases in the S&P community regarding the under-representation

of some groups and identities. Furthermore, we want to empha-

size that alternative means of determining an author’s lived gen-

der identity at the time a paper was published are not feasible.

Thus, to better reflect and observe the diversity of a community,

authors may disclose their lived gender identity when a paper is

published, as indicated in the manuscript metadata. Finally, our

goal is not to assess the reasons why gender inequality persists in

the community, but rather to make this inequality, to some extent,

measurable. Furthermore, our work can be viewed as a first step

toward enabling an analytical investigation that helps estimate
which measures have reduced inequality. Acknowledging the lim-

itations, our approach is scientifically accepted in other fields [ 35–

37 ] and has been validated for this purpose [ 38 , 39 ]. As expected,

we found that the majority of the authors are male (14 918; 79%)

and 4068 (21%) are female. 

Building a taxonomy 

To analyze evolving research trends, we constructed a standard-

ized taxonomy of S&P topics using topic modeling, an established

method for extracting thematic structures from large text corpora.

We chose the popular BERTopic modeling technique [ 5 ] due to

its modern transformer-based approach using Bidirectional En-

coder Representations from Transformers (BERT). This method

is reported to provide finer topic granularity and enhances the

semantic meaningfulness of topics in the context of science-of-

science analysis [ 40 , 41 ] compared to traditional topic modeling

techniques, such as Latent Dirichlet Allocation [ 42 , 43 ]. BERTopic

uses BERT’s vector embeddings to generate dense document rep-

resentations and applies clustering techniques to discover coher-

ent, interpretable topics from large datasets. 

We used an unsupervised approach to topic modeling to

facilitate a largely unbiased derivation of topics and to en-

able the construction of topics and the taxonomy at a fine-

grained level. This means that some high-level topics (e.g.

“privacy” or “formal methods”) may not be present due to

the absence of seed words, whereas more specific topics (e.g.

“Website Fingerprinting and Traffic Analysis”) may be present.

Thus, the topics are not expected to align with the com-

mon conference track names or the keywords provided in the

papers. 

Data preprocessing 

Preprocessing and standardizing collected textual data before

training a topic model is essential to reduce noise and ensure

consistent input data. This standardization includes expanding

common contractions (e.g. “you’re” to “you are”), replacing liga-

ture characters (e.g. “fi” to fi”), fixing broken hyphenation caused

by line breaks, and lowercasing all texts. We also remove stop-

words [ 44 ], URLs, and email addresses. Whitespaces are normal-

ized by reducing multiple spaces to a single one. Non-ASCII char-

acters are converted to their ASCII equivalents (e.g. é to e ). XML

tags and other noncontent formatting elements are removed. 

Topic model training and evaluation 

Training a BERTopic model is an iterative process, and the lack of

standard metrics (e.g. precision or recall) makes it challenging to

evaluate the results. We established the following evaluation cri-

teria to identify the best-trained model: 

(1) Coherence: The topic coherence measure [ 45–47 ] evaluates

the degree of semantic similarity between high-scoring words

in a topic. This metric indicates the interpretability and rel-

evance of the generated topics, is highly correlated with hu-

man judgments [ 47 ], and is one of the most important crite-

ria for evaluating the semantic interpretability of topic mod-

els [ 48 , 49 ]. 
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(2) Number of topics: It is essential for the model to generate

an appropriate number of topics. During our experiments,

we noticed the generation of models with relatively few top-

ics (around 10) and models with 70–611 topics. We exclude

models with around ten topics, as they are too coarse-grained

for our analysis. 

(3) Number of outliers: BERTopic sometimes does not assign any

topic to documents, leading to outliers. More outliers indicate

that the model cannot assign topics to papers, leading to in-

complete dataset coverage. To maximize coverage, we opt for

models with fewer outliers. 

To obtain high-quality embeddings for effective topic model-

ng, we used the embedding model with the highest rank in se-

antic search, i.e. all-mpnet-base-v2 [ 50 , 51 ]. As initial ex-

eriments indicated that topic modeling is less effective on the

ull texts of the papers, we used their titles and abstracts, as these

apture the core themes of each paper [ 52 ]. Thus, a document

s a combination of both elements. We use the Dynamic Topic
odeling technique of BERTopic to trace the evolution of topics

ver time. Our model-building approach consists of the following

teps. 

(1) Explorative training: In an exploratory study, we generated 30

models using specific parameters for our implementation (e.g.

min_topic_size , nr_topics ) and evaluated their performance

based on our criteria. The coherence range was 0.3–0.6, in-

dicating low performance. However, manually identifying the

optimal parameter space was a time-consuming and challeng-

ing process due to the complex nature of the data and the mul-

titude of potential parameter combinations. 

(2) Random parameter tuning: Based on the explorative train-

ing, we established a systematic parameter space to iden-

tify the best parameter ranges. We then trained 5k models

with randomly selected parameter combinations to ensure

comprehensive coverage and avoid bias, balancing depth of

exploration with computational feasibility. In this stage, we

achieved a maximum coherence value of 0.7. We observed and

determined the model parameters based on our evaluation

criteria, and adjusted the parameter space to improve coher-

ence. 

(3) Iterative parameter tuning: We developed an efficient ap-

proach to calibrate parameters. We proceed with the best

model identified in the previous stage and systematically ad-

just a single parameter at a time, testing whether the coher-

ence value increases, the number of topics remains within a

reasonable range, and the number of outliers decreases. If a

parameter improves without compromising other metrics, we

adopt it and continue iterating on the remaining parameters.

Following this method, we train over 7k models, refining the

parameter space to improve performance. 

anual evaluation of topic models 

e recorded the previously named parameters for all trained mod-

ls and screened them as follows: (1) select the models with the

ighest coherence value, (2) exclude models with < 10 topics (see

he section “Topic model training and evaluation”), (3) sort the

odels according to the number of outliers, favoring those with
he fewest outliers. 
The two best models were as follows: the first had a coherence

score of 0.76, 100 topics, and 188 outliers. The second model had

a coherence score of 0.72, with 127 topics and 194 outliers. Coher-

ence alone does not fully capture the accuracy of topic representa-

tion within the original documents [ 43 ]. To address this, we man-

ually analyzed 30 randomly selected papers to evaluate the per-

formance of the models, as suggested in related work [ 49 ]. Three

authors annotated whether a determined topic matched the given

abstract. The annotators did not check whether another topic was

a better fit, but they did verify that a given topic fit the abstract. 

After evalua ting the models, we discussed instances in which

we reached divergent conclusions (six cases for the first model

and seven for the second). Five and four inconsistent options

could be resolved. Subsequently, we computed Fleiss’ Kappa ( κ)

to measure the inter-rater agreement. Fleiss’ Kappa indicated an

“almost perfect” interpretation for both models ( κ = 0 . 91 for the

first model and κ = 0 . 83 for the second model). On average, the

first model correctly classified 84% of the papers and the sec-

ond model 81%. Given the second model’s lower inter-rater agree-

ment and lower classification accuracy, we perform an in-depth

analysis of model one. Therefore, each researcher manually eval-

uated 100 additional papers to verify the model’s performance,

resulting in 330 annotated papers. We found an average accu-

racy of 85% for the assigned topics. For reproducibility [ 53 ], we

note that the BERTopic model was trained using key parame-

ter settings ( min_topic_size : 10, min_cluster_size : 30,

n_neighbors : 10, ngram_range : (1, 3)); the complete set of

parameter values is provided in the Supplementary materials (see

the section “Code and data availability”). 

Adjusting topic labels 

The initial topic labels were generated by BERTopic, resulting

in labels, such as android_apps_android apps_android
applications , which lack clarity. To enhance their readabil-

ity, we leveraged ChatGPT to refine these labels [ 54 ]. This pro-

cess transformed them into comprehensible labels (e.g. “Android

App Security & Privacy”), rendering the topics more meaningful

to a human audience. Afterward, two expert authors optimized

the labels by cross-checking them against the documents, ensur-

ing clarity and simplicity in their representation (e.g. modifying

“Graph-Based Alert Causality Analysis” to “Causality in Log Data

Analysis”). Table 2 lists the top 20 topics, and Table B1 lists all 100

topics identified in the papers, sorted by popularity, illustrating

our final taxonomy. 

Lexical analysis 

We use two established linguistic techniques to examine lon-

gitudinal lexical shifts in the language of the collected papers.

Keyness analysis identifies significant changes in the occurrence

of phrases over time. The significance is determined using the

4-term log-likelihood estimation ( G2 ) [ 55 ] and the Bayesian In-

formation Criterion (BIC) [ 56 ], calculated as BI C = G2 − ln (N ) ,

where N refers to the sum of tokens observed in two com-

pared subcorpora. The subcorpora comprise the same data used

for training the topic model and are grouped by the longitudi-

nal topical trends described in the section “Topic trends over
time.”

https://academic.oup.com/cybersecurity/article-lookup/doi/10.1093/cybsec/tyag007#supplementary-data
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Table 2 Identified topics in S&P research ordered by the number of papers in each topic. 

ID Topic name 
∑ 

ID Topic name 
∑ 

0 Processor side-channel attacks 469 1 Android apps security and privacy 448 

4 Cryptographic security protocol analysis 423 3 Blockchain security and privacy 414 

9 Control flow integrity and code reuse attacks 361 2 Botnet detection and analysis 337 

6 Access control security policies 320 5 Tor and network anonymity 313 

8 Intrusion detection systems 278 7 GDPR and data privacy practices 252 

13 Trusted computing and other trusted systems 249 10 Adversarial attacks on neural networks 248 

21 Secure signature schemes and protocols 236 11 Differential privacy mechanisms and guarantees 232 

14 Secure multiparty computation techniques 231 18 Malware detection and deobfuscation techniques 230 

15 Web security and browser vulnerabilities 226 12 (Distributed) Denial of service attacks 218 

24 Secure information flow control 205 17 Biometric security in digital devices 189 
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We use collocation analysis to determine changes in the collo-

cates of frequently used terms over time. The window size (left

and right) and the cutoff size were set to 5, and the 10 collocates

with the strongest association based on the LogDice score [ 57 ]

were considered for each lustrum and term. The LogDice score

offers the advantage of a fixed range (0–14) and independence

of corpus size. Similar applications of these methods in the S&P

community include detecting change points in the terminology

of privacy policies over time [ 58 ] and analyzing their longitudinal

content [ 59 ]. 

Used statistical methods 

In this study, we use various statistical methods to analyze our

data. First, the Kruskal–Wallis test is used to compare the num-

ber of research topics across different venues. Second, the Spear-

man rank correlation helps us assess monotonic associations

between variables such as publication volume and topic diver-

sity. Third, we calculate Fleiss’ Kappa to measure the reliabil-

ity of manual topic evaluations. Fourth, we apply a 4-term log-
likelihood (G 

2 ) test combined with the BIC in our keyness anal-

ysis to detect significant changes in vocabulary over time. Fi-

nally, Structural Equation Modeling (SEM) with robust maximum-

likelihood estimation is employed to explore interdependencies

between factors, such as venue rank, coauthorship, and cita-

tion metrics. All tests are carried out with a significance level of

α = 0 . 05 . 

Research output trends (cultural 
capital) 

In our study, we analyze the three key dimensions for re-

search community analysis (authors, venues, and outputs) [ 7 ]. We

present research trends (i.e. cultural capital) observed within the

S&P community from 1980 to 2023 to assess the output of the S&P

research community. 

Trends across venues 

First, we present the high-level results derived from our dataset.

We collected 14 968 publications, including posters, editorial

notes, panel discussions, keynote talks, and workshop papers.
We excluded all entries that were not full papers and papers for

which we could not collect an abstract. After filtering, our analy-

sis dataset comprised 13 134 (88%) full papers. Figure 2 shows the

number of papers published annually across the analyzed venues.

Appendix A shows the distributions of published papers by year.

An exponential growth model indicates an annual increase of 11%

(min: −41%, max: 165%, SD: 32%). The dataset shows a substan-

tial increase in publications, from an initial count of 19 to 1548 over

the study period, highlighting significant growth in academic out-

put. However, this increase may also be influenced by the inclu-

sion of new venues, which can inflate paper counts. Thus, we nor-

malize the data for further analysis by accounting for the number

of venues each year. 

Due to the exponential growth of publications, we split the pa-

pers into three periods based on the growth rates to analyze the

evolution of the community at differ ent times. Fr om 1980 to 2003

(early years), the normalized annual growth rate in published pa-

pers was low, at about 1%, with an extensive range of year-to-year

changes (min: −26%, max: 77%, SD: 21%), reflecting a gradual in-

crease in research activity during this period. Between 2004 and

2013 (middle years), we observe a rise in this growth rate to 7%

(min: −2%, max: 18%, SD: 6%), suggesting a phase of stronger

growth and more activity within the research community. The

recent period from 2014 to 2023 (current years) shows a higher

growth, with a normalized annual rate of nearly 12% (min: −3%,

max: 28%, SD: 9%), reflecting a consistent increase in the number

of publications. CCS, IEEE S&P, USENIX Security, and ESORICS have

seen the highest increases over the past 4 years. These figures re-

flect a robust and increasing engagement in S&P research. Overall,

CCS (2544), IEEE S&P (1264), and USENIX Security (1823) have the

highest number of published papers. In contrast, EuroS&P (231)

and RAID (450) have the fewest. 

Topic trends over time 

As described in Section “Manual Evaluation of Topic Models” and

depicted in Table 2 , the trained BERTopic model identified 100 dis-

tinct topics in our dataset. Figure 3 provides an overview of the

topical diversity over the past 40 years. We found a significant rela-

tionship between the number of topics and the number of papers

( P < . 0001 , Spearman rank = 0.98). This finding confirms that the

number of distinct research topics increases proportionally with

the number of papers. Remarkably, since 2021, the number of pa-
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Figure 2 Number of papers by year and venue. 
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ers has substantially increased without a corresponding increase

n topics. The annual growth rate for the number of topics indi-

ates an average increase of 7% (min: −29%, max: 82%, SD: 20%),

eflecting considerable year-over-year variability in topic growth. 

Table 3 provides the evolving landscape of research topics. A

inear regression analysis demonstrates the rapidity (i.e. slope)

ith which a research area is gaining or losing popularity, as

eflected in the number of papers published on each topic. Overall,

he trends observed indicate that the community’s research inter-

sts fluctuate. 

arly years (1980–2003) 

n the early years of S&P research, emphasis was placed on es-

ablishing foundational frameworks. Trusted Computing and other
rusted Systems (slope 1.8) and Information Flow Security Analy-
is (slope 1.3) experienced growth between 1980 and 1991, reflect-

ng the need for security systems. Between 1992 and 2003, the rise

n Intrusion Detection System Techniques (slope 2.4) highlights the

rowing concern for proactive security measures. These trends un-

erline the initial focus on developing technologies to safeguard

merging digital infrastructures. In this period, we identified 79

opics. In the early years, downward trends were limited, reflecting

 period when S&P research was developing its foundational con-

epts. The slight decline in topics such as Cryptographic Security
nd Analysis (slope −0.1) may indicate a shift from theoretical ex-

loration to practical implementation as cryptographic methods

ecame standardized, alongside the shift of cryptography-related

ublications to more specialized venues, which are excluded from

his study. 

iddle years (2004–2013) 

his period demonstrates a transition toward combating emerg-

ng threats. During 2004 and 2008, Tor & Network Anonymity (slope

.9) and Malware Detection and Deobfuscation Techniques (slope

.1) surged in response to the increasing need for privacy in digi-

al communications and the growing complexity of attack vectors.

etween 2009 and 2013, the focus on Android App Security & Pri-
acy (slope 7.8) highlighted the shift in security practices to mobile

latforms. In this period, we identified 99 topics, a 25% increase

rom the early years. As S&P research evolved during the middle

ears, the focus on certain areas such as Trusted Computing and
ther Trusted Systems (slope −1.2) and Secure Database Manage-
ent Systems (slope −0.7) declined. This reduction likely reflects

 transition toward addressing emerging challenges that require

nnovative security solutions beyond traditional methods. 
Current (2014–2023) 

In the last decade, we have seen a focus on advanced tech-

nological challenges. Topics like Processor Side-Channel Attacks
(slope 8.4) and Adversarial Attacks on Neural Networks (slope 10.7)

demonstrate the transition toward addressing sophisticated at-

tacks. The substantial increase in publications on Blockchain Se-
curity and Privacy (slope 4.6) and GDPR and Data Privacy Prac-
tices (slope 10.2) reflects the response to new regulatory and tech-

nological landscapes. In this period, we observed all 100 top-

ics, indicating a minimal increase in the diversity and scale of

topics that the S&P community has researched in the near past.

In the same period, significant downward trends have been ob-

served in areas like TLS Certificate Security and Validation (slope

−1.4) and Trusted Computing and other Trusted Systems (slope

−2.2). These declines likely reflect the maturation of these top-

ics, where foundational research transitions into engineering stan-

dardization (e.g. IETF TLS 1.3 [ 60 ]) and industry practice, shifting

the community’s focus from novel discovery to refinement and

deployment [ 61 ]. 

Leading topic trends 

This section analyzes the most influential topics from 1980 to 2023.

We first present the life cycle of the “leading topics,” i.e. the topics

with the highest number of papers in at least 1 year, highlighting

their emergence and evolution over time. We then focus on the

most prominent topics of the last decade and assess their preva-

lence. 

Life cycle of leading topics 

We define a topic as leading if it was the most popular in any given

year (i.e. the topic with the most papers in a year). Overall, we

identified 11 leading topics. We examine how these leading top-

ics emerged and evolved in terms of publication volume. Figure 4

provides an overview of the life cycle of these leading topics, re-

vealing their changing prominence over time. At a high level, we

observe that the relative dominance of leading topics has declined

over time, with no single topic accounting for a large share of pa-

pers in recent years. This trend reflects a broadening of the field,

with research efforts distributed across a wider set of specialized

and emerging areas rather than concentrated in a few. 

First, we examine the life cycle of leading topics. In the first

26 years of S&P research, three topics dominated: 41: Secure
Database Management Systems (11 years), 4: Cryptographic Secu-
rity Protocol Analysis (5 years), and 8: Intrusion Detection Systems
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Figure 3 Diversity of the topics over time; longitudinally, the number of topics increased. 
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Table 3 Top increasing and decreasing topics over the analysis timespan [incline (positive slope), decline (negative slope)]. 

Growing Declining 

Topic Slope Topic Slope 

Early 1980–91 13: Trusted systems 1.8 20: Enc. in DBs 0.0 

28: Information flow 1.3 31: Crypto. vuln. −0.1 

41: Secure DBMS 1.2 21: Signatures −0.1 

Middle 2004–08 05: Network anonym. 2.9 02: Phishing −0.9 

18: Malware 2.1 67: Alert causality −1.3 

51: Rootkit detect. 1.9 12: DoS −2.0 

Current 2014–18 00: Side-channels 6.1 70: WiFi sec. −1.5 

03: Blockchain 4.6 36: Web apps −2.0 

17: Biometric sec. 3.3 02: Phishing −2.2 

Early 1992–03 08: IDS 2.4 98: DB concurrency −0.5 

35: Trust mgmnt. 0.9 41: Secure DBMS −0.7 

06: Access control 0.8 28: Information flow −0.7 

Middle 2009–13 01: Android sec. 7.8 04: Crypto. sec. −1.4 

14: Secure MPC 4.1 74: RFID −1.7 

00: Side-channels 2.3 06: Access control −2.5

Current 2019–23 10: Attacks neur. net. 10.7 55: Hypervisors −0.9 

07: GDPR and privacy 10.2 24: Information flow −1.0 

45: Fed. learn. sec. 8.6 22: TLS security −1.4 

Figure 4 Life cycle of leading topics. ∗ indicates the years when these topics had the most papers. 
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6 years). Over the next 18 years, we identified five leading top-

cs, indicating dynamism in this research ecosystem. We find that

rusted Computing and other Trusted Systems was discussed for

1 years, from 1983 to 1995 (except for 2 years), spotlighting the

mportance in early S&P research. This topic was followed by Intru-
ion Detection System Techniques and Android Apps Security & Pri-
acy , each leading for 6 years. Android Apps Security & Privacy had

he shortest trajectory to becoming the leading topic, reflecting

ts adoption and relevance. The other leading topics have shown

 more gradual, balanced increase in papers over the years. Typ-

cally, a topic remains leading for consecutive years or with brief

aps. However, Access Control Security Policies was a leading topic
in 1981 and 2007, with a gap of 26 years, suggesting that evolving

technology can reawaken interest in a topic. 

Our results demonstrate that the prominence of topics shifts

with technological changes, showing the field’s adaptability to

new challenges. Recurring interest in foundational topics like Ac-
cess Control Security Policies and Cryptographic Security Protocol
Analysis suggests that fundamental security concepts remain cru-

cial despite technological advancements. The rapid rise of topics

like Android Apps Security & Privacy highlights the community’s re-

sponsiveness to emerging technologies. From the perspective of

ANT, the growing number of security challenges led to the cre-

ation of new security topics, consequently reshaping the diversity
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Figure 5 Number of papers on hot topics in the past decade. 
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of S&P venues. Expanding the range of topics and publications en-

hances the S&P community’s cultural capital. 

Leading topics in the last decade 

In Fig. 5 , we provide an overview of the most prominent topics in

the past decade. Our results demonstrate that most papers (417)

were on 1: Android Apps Security & Privacy , followed by 0: Processor
Side-Channel Attacks (407 papers), and 3: Blockchain Security and
Privacy (396 papers). In 2023, the top topics were Side-Channel At-
tacks (78 papers), Blockchain Security and Privacy (75 papers), and

Adversarial Attacks on Neural Networks (70 papers). The promi-

nence of topics like Blockchain Security and Privacy reflects the

S&P community’s efforts to enhance security and trust in decen-

tralized systems. Moreover, in the last 5 years, GDPR and Data Pri-
vacy Practices has grown the most (400%), followed by Adversar-
ial Attacks on Neural Networks (almost 300%) and Side-Channel At-
tacks (245%). 

An in-depth analysis reveals that research on Security of Ma-
chine Learning techniques spans multiple topics (e.g. topics 10,

45, 34, 58, and 80). Combining these topics, we find 68 papers in

2020 and 173 papers in 2023, making it the leading research area

recently. 

Topic coverage by venues 

This section examines the variation of research topics across S&P

venues, highlighting their impact on research scope and diversity.

Figure 6 demonstrates the number of topics for each venue. The

Kruskal–Wallis test ( P < . 0001 ) [ 62 ] indicates statistically signifi-

cant differences between the venues in the number of topics cov-

ered, reflecting varying scopes. Since 2005, the number of top-
ics per venue has consistently increased, highlighting the growing

breadth of S&P research in this evolving field. 

On average, CCS has 25 topics per year, followed by IEEE S&P

(22) and ACSAC (19). As indicated by the Shannon Index [ 63 ], a met-

ric to measure diversity, CCS, IEEE S&P, and AsiaCCS (4.7 each) ex-

hibit the highest diversity in topics, while CSF (3.0) and PETS (3.4)

demonstrate the lowest topical diversity. This observation is rea-

sonable, given that these venues target a specific subfield. Review-

ing the average number of topics for the last 5 years reveals that

USENIX Security has an average of 63 topics, followed by CCS (62)

and IEEE S&P (50). This increase underscores the central role of

these venues in S&P research. 

First appearance of topics per venue 

Here, we aim to gain insight into the emergence of new topics

across venues by identifying those that have pioneered them. Our

results reveal that IEEE S&P has consistently introduced new top-

ics over the years, with 50 of them, underscoring its pivotal role in

shaping the field. CCS (21) and USENIX Security (13) also make no-

table contributions. AsiaCCS and NDSS introduced only one new

topic each, while PETS and CSF introduced two each, reflecting

their specialized focus and contributions to subareas. It should be

noted that a total of 8 of the top 10 topics were introduced by IEEE

S&P. 

Linguistic evolution 

Changes in vocabulary and the appearance and disappearance of

terminology in S&P papers contribute to longitudinal understand-

ing of the field. 
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Figure 6 Number of topics over the years across venues. 
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Figure 7 The number of n -grams whose occurrence changed with strong evidence between two consecutive topic timespans (see Table 3 ), 

demonstrating the ongoing evolution of vocabulary. 
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exical evolution 

hifts in the use of lexemes in scientific publications over time in-

icate changes in writing style or topic. To identify these shifts, we

ounted the number of n -grams ( n = { 1 , 2 , 3 } ) whose occurrence

ncreased or decreased significantly (BIC > 6) between consecutive

opical timespan pairs (see Table 3 ). Figure 7 demonstrates that

luctuations occurred in the vocabulary and phrases used over

ime, specifically in the last decade, showing a faster introduction

f new terms and the disappearance of others. 

Examples of such fluctuations include phrases related to ad-

ersarial attacks, GDPR, and federated learning after 2019, simi-

ar to the topics identified in Table 3 . Terms such as “S SL,” “access
control,” and “tor” have been disappearing from abstracts since

2019, while the occurrence of “fuzzing,” “IoT,” and “blockchain”

has been increasing. We observed stylistic changes regarding pa-

per writing in S&P publications. For example, the occurrence of

“in order to,” and terms containing “may” and “would” decreased

over time, probably related to the growing demand for the con-

ciseness of academic writing. 

Collocational evolution 

In our second analysis, we selected a set of common terms in ab-

stracts based on their frequency in our documents. Changes in

their collocating lexemes symbolize the evolution of language in
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Figure 8 The Structural Equation Model. Nodes represent outcome variables, and edges represent relationships. Green edges (positive weights) indicate 

positive effects, and orange edges (negative weights) have negative effects. 
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S&P papers. These terms (nodes) are: security , privacy , method ,

propose , solution , show , demonstrate , and contribution . 

Our analysis shows a shift toward using “new” and “novel”

with the nodes contribution and propose , underscoring the need

to present novelties in top S&P venues to accumulate symbolic

capital. Moreover, ordinal numbers have been collocates of con-
tribution since 2004, suggesting that contributions are presented

in a structured way in S&P papers, thereby indicating a desire to

display cultural capital (stylish academic writing) in high-ranked

publications. Since the beginning of the 21st century, “provide,”

“problem,” and “propose” have been used almost continuously

alongside the node solution . This node has also been accompa-

nied by “compare” since 2014, likely due to the need to compare

new solutions with previously published ones to demonstrate cul-

tural capital. The node show has been collocated with “evaluation”

since 2009. Furthermore, “experiment,” “result,” and “attack,” are

fixed combinations of this node over the last three decades. 

The node security has persistently been co-occurring with “sys-

tem.” While “computer” and “kernel” have disappeared as collo-

cates of security since 1999, “protocol” has constantly co-occurred

with this node since then. Since 2014, security has frequently been

accompanied by “privacy,” suggesting a trend toward including

both aspects in recent research topics. “Concern” and ”user” have

been present alongside privacy since 1992, and “preserve” has

been constantly present as a collocate since 2004. Although “pol-

icy” would have been expected to be continuously present along

the node privacy due to privacy policy analysis, their combina-

tion was present from 2004 to 2008, and between 2019 and 2023,

the reason for the latter likely being the recent introduction of

impactful privacy regulations such as EU’s GDPR or California’s

CCPA/CPRA, which raised the attractiveness of this topic for pri-

vacy researchers. The common collocates of demonstrate in re-

cent years, i.e. “effectiveness,” “feasibility,” “real,” and “experi-

ment” likely indicate the increased value of real-world practical

solutions. 

Research impact (symbolic capital) 

Building on our theoretical approach to analyzing the interactions

among actors in the S&P research community and understanding

the factors that lead to the accumulation of cultural capital, this

section examines the factors that influence the academic impact
of publications, particularly citation counts and symbolic capital

within the community. On average, each paper has 100 citations

(min: 0; max: 9132; SD: 287). First, we conduct a statistical analysis

using SEM to examine how various paper characteristics affec t ci-

tation rates. Then, we explore the relationship between the devel-

opment of the topics identified in the previous section and citation

counts. 

Citation patterns 

We use the “lavaan” R package [ 64 ] to perform SEM [ 65 ]. SEM is

a method for analyzing relationships among multiple variables to

examine their interrelationships. We consider the following fea-

tures (predictors) for our model: (1) publication year, (2) venue

rank, (3) number of authors, (4) topic popularity, (5) topic pop-

ularity at publication time, (6) title length, (7) abstract length,

(8) number of publications, (9) coauthor network, (10) author ca-

reer length, and (11) number of topics formerly worked on. Data

preprocessing involved handling missing values, identifying out-

liers (Z-scores ±3 ), and fitting the model using robust maximum-

likelihood estimation to address non-normality. Our model’s R2 

values indicate that the predictors explain 24% of the variance in

citation count, 67% in average publication count, and 4% in the

number of formerly worked on topics. 

Our analysis revealed multiple significant factors influencing ci-

tation counts (all P-values < . 01 ). Figure 8 demonstrates the pre-

dictors significantly affecting the citation count. Only topic popu-

larity and the number of topics formerly worked on did not indi-

cate a significant effect on citation count. 

Positive effects 

The most influential predictor is the venue rank, with publications

in A∗ venues leading to an increase of 65 citations, demonstrating

that the cultural capital (research quality) of the authors is con-

verted into the accumulation of symbolic capital and the affor-

dance of legitimate authority within the field. 

Notably, each additional author on a paper increases the cita-

tion count by 6.1, underscoring the significant role of coauthorship

in shaping citation metrics and, in turn, the influence of social cap-

ital in converting coauthors’ cultural capital into recognized pub-

lications. As the topical slope, which indicates the trending nature

of a topic, increases, citation counts rise by 6, demonstrating that
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Figure 9 Number of citations and published papers for the top eight topics in the past 44 years. 
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nvesting in emerging or growing fields as a form of cultural capital

peculation can enhance a paper’s impact. 

Going from the least trending topic to the most trending topic

orresponds to a predicted difference of 17 citations. Additionally,

onger abstracts are associated with higher citation counts. This

ight be due to more detailed abstracts increasing visibility in

earch engines and attracting more academic interest. Similarly,

lder papers accumulate more citations over time, gaining 10 cita-

ions per year, reflecting the continued relevance and influence of

arlier research. Finally, having more coauthors increases the total

ublication count by 0.6, suggesting that collaborative effort s pos-

tively contribute to research output and demonstrating the con-

ersion of social capital into symbolic capital. 

egative effects 

ur analysis demonstrates that longer academic careers, the num-

er of words in a paper’s title (marginally significant, P-value <

 07 ), and the number of topics an author works on (marginally sig-

ificant, P-value < . 1 ) negatively affect citation counts. The reason

ay be that longer titles may not capture readers’ attention. Fur-

hermore, in longer careers, researchers might stick to topics that

re no longer of broad interest, reducing citation counts. While

orking on more topics seems to reduce citation counts, it also

ncreases publication volume, positively impacting citations. 

opic popularity and citation counts 

ext, we examine the relationship between publication year and

itation count. We focus on the correlation between publication

olume and citations. Figure 9 demonstrates their relationship for

he top eight leading topics. The results show a pattern where

apers published early, i.e. when a topic emerges, typically re-

eive fewer citations. Citations peak shortly before the publication

olume peaks, suggesting that papers authored during the rising
phase of a topic’s popularity receive the most attention. Further

examination indicates that the peak citation period coincides with

the early phase of a topic’s development. Thus, the first papers

on a topic often receive less attention than follow-up work as the

community publishes more on it. However, late publications re-

ceive less attention. This highlights the influential role of founda-

tional papers that establish core concepts and methods and drive

the topic forward, a pattern observed across almost all analyzed

topics. The results show that papers published after the peak are

cited less, with citation rates declining after a topic’s publication

peak. 

Diversity in the community (social 
capital) 

This section examines diversity-related factors that contribute to

understanding the social capital of authors, who publish within

the S&P community. We evaluate the length of academic careers

of individuals publishing in the community alongside their as-

sociated research topics and output. Subsequently, we focus on

the authors’ collaboration networks, incorporating their gender to

better understand the evolution of the community. 

Academic careers and research output 

First, we analyze the timespan in which the community generates

cultural capital (i.e. research papers) to analyze the authors’ so-

cial capital within the community. Thus, we analyze the duration

of academic research careers of authors who publish in academic

S&P venues. We collected all authors (20 691) within our scope to

analyze academic career duration with greater precision. 

The mean publication period for authors was 13 years (min: 0,

max: 67, SD: 10.2, Mdn: 11). The minimum value of zero years refers
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Figure 10 Top 15 topics addressed by female authors compared to the number of male authors active. 

1 2 3 4 5 6 7 8 9 10+
Number of topics

0

20

40

60

Sh
ar

e 
of

 a
ut

ho
rs

 (%
)

Figure 11 Distribution of the various topics by percentage of authors publishing on them. 
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to authors who published a single paper. If we limit our consider-

ation to papers published at S&P venues within our scope (see Ta-

ble 1 ), the observed “career” durations become shorter. In this

case, the average timespan is 2 (min: 0, max: 42, SD: 4.5, Mdn: 0)

years, demonstrating that authors active in the S&P community

are also active at other communities. The results distinguish be-

tween authors, who remain in academia and those who leave or

stop publishing (e.g. after a doctorate) by the length of their aca-

demic careers [ 66 ]. 

Authors, on average, published at 1 (min: 0, max: 4, SD: 0.7) dis-

tinct A∗ venues during their academic career. 11 603 (61%) authors

published in an A∗ venue. 12 664 (67%) authors published papers

exclusively at a single venue throughout their careers. Of these au-

thors, 1245 (6%) published multiple papers at that venue. The au-

thors (7566), who published more than one paper did so, on aver-

age, at 3 (min: 1, max: 11, SD: 1.6, Mdn: 2) venues. The lower accep-

tance rates at A∗ venues [ 67 ] may explain why only approximately

two-thirds of authors published there. The results indicate that au-

thors publish across all analyzed venues, with relatively indiscrim-

inate preferences and no particular focus on any venue. 

Authors’ interest in topics 

In the following, we analyze the relationship between authors’ so-

cial capital and the community’s cultural capital, focusing on the

relative popularity of topics among authors. Using the identified

topic of each paper (one-to-one), as detailed in the section “Build-

ing a taxonomy,” we examined the topics regarding their author

distribution. We distinguish between male and female authors

(see the section “Identifying the gender of authors”). Both female
and male authors publish on all 100 topics within the scope of

this study. However, on average, male authors worked on ̃ 300%

(min: 41%, max: 1033%: SD: 147%) more topics than female au-

thors. Figure 10 provides an overview of the 15 topics with the

highest proportion of female (co-)authors. Topic 89 (“User Behav-

ior in Digital Security Awareness”) is the most popular with fe-

male (co-)authors. Even on these topics, male authorship still sur-

passes female authorship. This observation again highlights the

male dominance in the S&P community. 

We identified a significant statistical effect ( P < . 0001 ) for

the gender–topic relationship. This result suggests that female

researchers are more active in specific topics, while male re-

searchers cover a broader range of topics throughout their ca-

reers. It could also suggest the field’s habitus to privilege male-

dominated research topics (technical over social topics, e.g. topic

89). 

Changing topics in a career 

In the following, we present an analysis of the number of topics

the authors published about and the frequency with which they

changed their topics. 12 893 (68%) of the authors focus on a sin-

gle topic, while, on average, authors address 2 (min: 1, max: 46,

SD: 2.2) differ ent topics. These numbers appear reasonable, given

that doctoral students may focus on a single topic and subse-

quently leave academia, or authors who have published only a

single paper may concentrate on that single topic. Figure 11 pro-

vides an overview of the number of topics and the share of authors

who publish on one or more topics. The analysis shows that most

authors publish only on one topic, while only a tiny share publish

across multiple topics. The observation is logical, since many au-



16 Journal of Cybersecurity, 2026, Volume 12, Issue 1

1980 1990 2000 2010 2020
Year

0

20

40

60

80

100

Sh
ar

e 
of

 m
al

e/
fe

m
al

e 
au

th
or

s Trend Female
Trend Male

Female
Male

20

40

60

Pa
pe

rs
 w

/ f
em

al
e 

(c
o-

)a
ut

ho
r

Papers w/ a female (co-)author

Figure 12 Gender authorship evolution from 1980 to 2023. 

t  

f  

t  

d  

v  

n  

t

 

i  

t  

t  

p  

(  

c  

a  

o  

n  

i  

b

C

T  

d  

t  

a  

s  

w  

i  

w  

t  

c  

t  

o  

a  

f  

w  

c  

w  

p  

l  

1  

t  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

D
ow

nloaded from
 https://academ

ic.oup.com
/cybersecurity/article/12/1/tyag007/8607132 by G

2M
 C

ancer D
rugs AG

 user on 20 April 2026
hors quit academia after a short period (e.g. after a doctorate) and

ocus on only one or a few topics during that time. 32% of the au-

hors change or add topics to their research at least once, and 16%

o so more than three times. The authors engaged in research on

arious topics and occasionally shifted their focus, e.g. to explore a

ew area. From a field-theory perspective, this likely demonstrates

he intent to acquire cultural capital. 

We focus on the 6092 (32%) authors, who changed their top-

cs at least once to better understand topic changes. We analyze

hem because they contribute to the community’s cultural capi-

al, potentially influencing it through social capital. These authors

ublished 2.7 (min: 1, max: 143, SD: 5) papers per topic. Only 288

1.5%) authors changed to a leading topic, while 271 (1.4%) new-

omers started with such a topic. In an average 6-year period, an

uthor works on 3.7 topics. However, a topic’s average lifetime is

nly 2 years, indicating the pace of the topic changing. An expla-

ation is that researchers with multiple topics work 3–4 years dur-

ng their doctoral program and 2 years as postdoctoral researchers

efore leaving academia [ 68 , 69 ]. 

ollaboration networks 

his section presents an analysis of the coauthor networks to

emonstrate the extent of collaboration and author cliques within

he community. Thus, this section explores the connectivity

mong actors within the ANT framework and its implications for

ocial and cultural capital. Therefore, we examine all authors

ithin our scope (18 986) and their respective coauthors, resulting

n a total of 509 382 authors. On average, an author collaborates

ith 51 (min: 1, max: 2108, SD: 84, Mdn: 22) other authors during

heir career. On average, a paper published at A∗ venues has four

oauthors, and a paper published at A venues three more coau-

hors. This finding indicates that these papers require more collab-

ration (social capital) to examine various aspects of a problem,

nd thus require more knowledge (cultural capital) to be accepted

or publication. Overall, female authors have more coauthors (85),

hile male authors have 78 fewer coauthors (8% throughout their

areer). Upon further examination of the distribution of coauthors,

e discovered that 179 (4.4%) of the female authors collaborate

rimarily with females, while 13 020 (80%) of the male authors col-

aborate with male coauthors. 1758 (12%) of the male authors and

7 (0.4%) of the female authors had no publications with a coau-

hor of the other gender. On average, 3 (min: 0, max: 20, SD: 2,
Mdn: 3) of the authors listed in a paper are male, demonstrating

a disparity in collaboration between male and female authors. 

The graph, illustrated in Fig. C1 , comprises 34 components with

509 384 nodes (i.e. authors) and 1406 733 edges. The mean con-

nectivity of a node is 5.9 (min: 1, max: 2108, SD:50), which means

an author is somehow connected with around six other authors.

The largest component contains 99.99% of the authors, indicat-

ing strong community connectivity. Based on the components, we

identified 1212 941 cliques in the network. On average, a clique

has a size of 3 (min: 2, max: 28, SD: 2), reflecting strong collabora-

tion and the value of social capital in the S&P research community.

Evolution of gender authorship 

Figure 12 provides an overview of the evolution of authorship by

gender. Approximately 80% of the authors are male, and the num-

ber of female authors has only increased slightly over the decades

(slope = 0.08). The fewest authors were observed in 1981, with a

total of 25 (5 female and 20 male). The fewest female authors were

observed in 1983, with only one female author. On average, female

authors wrote 2 (min: 1, max: 111, SD: 4.8) papers and male au-

thors wrote 3 (min: 1, max: 143, SD: 5.5). These numbers indicate

that the S&P community is primarily male-dominated. 

We performed a trend analysis of the numbers observed over

the past 10 years to predict the number of female authors in

the coming years. For this purpose, we used a linear regression

model [ 70 , 71 ] to extrapolate the future presence of female au-

thors. The model indicates that by 2029, the presence of female

authors will increase by 29% compared to 2023. Despite the lim-

ited success of past efforts to increase the number of female au-

thors, this trend may change in the future. 

Female and male first authors 

We identified 2716 (20%) papers with a female first author. Our

data points show an increase in female first authors by 127%

between 1980 and 2023. Despite the general stagnation in the

number of female authors, these numbers suggest that a higher

proportion of females are actively engaged in research activities

within the field. Figure 13 illustrates the number of publications

by female and male first authors. Overall, we identified 1687 (41%)

distinct first female authors, compared to 6068 distinct male au-

thors. 1242 (67%) of the female authors had one publication, and

only 66 (4%) had more than five publications. The findings suggest
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Figure 13 Number of authors who have made first-authored publications during their careers, divided by gender. 
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that female authors may be more likely to leave academia more

frequently than their male counterparts, or at least, stop publish-

ing more frequently [ 72 ]. 

Finally, we conducted a comparative analysis of the mean time

intervals between consecutive publications. Our findings indicate

that, on average, female first authors publish a paper every 1.1

(min 0:, max: 42, SD: 1.6) years, while male authors publish every

0.9 years (22% less). The median time between two publications is

2 years. 4,551 (24%) of the authors [male: 3669 (19%), female: 882

(5%)] have experienced a minimum of 3-year publication break

during their academic career. The reasons for these breaks include

parental leave, different obligations following the attainment of a

doctorate or during the postdoctoral phase (e.g. teaching), or in-

dividuals leaving the academic field. It should be noted that if an

author publishes in venues outside our scope, this information is

not included in our data. 

Female coauthor network 

We have offer ed insight s into the under-r epr esentation of f emale

authors within the S&P community. In the following, we present

further insights into the structure of female coauthor networks. We

generated a subgraph of the coauthor network comprising only fe-

male authors to specifically analyze the evolution of female coau-

thor networks across the time spans defined in the section “Trends

across venues.” This analysis aims to understand how female au-

thors are connected within the community (social capital), given

that they publish less than their male colleagues (cultural capi-

tal). The results indicate that connectivity within the communities

of female authors increased, demonstrating greater social capi-

tal. In subsequent periods, the number of these gatekeepers de-

creased. Currently, communities are characterized by a stronger

meshwork of connections, with authors maintaining multiple con-

nections within and outside their cliques. Additionally, authors of-

ten serve as “bridges,” connecting disparate cliques of which they

are part. Some authors also act as “liaisons,” fostering connec-

tions between otherwise isolated cliques. 

Discussion 

The fields of scientometrics, metascience, and science of science

are not the primary focus of the S&P community [ 73 , 74 ]. Only

USENIX Security, among the top four ( A∗) conferences, listed meta-

science as a relevant topic in its 2025 call for papers but removed

it in 2026. On the one hand, this observation explains why this im-
portant topic is not discussed in the S&P community; on the other

hand, it poses a challenge for the community’s further develop-

ment, as it drives a focus on technical novelty without evaluating

whether the community’s efforts are fruitful. One prominent ex-

ample of this is the popularity of research on Blockchain Security
and Privacy in 2019, 2020, and 2021. Substantial parts of the com-

munity are working in this field. However, blockchain has never

had a relevant impact outside the field of cryptocurrencies [ 75 , 76 ].

Applying Bourdieu’s field theory, this pattern reflects the S&P

field’s doxa [ 77 , 78 ], i.e. the belief that legitimate security research

is purely novel. Dominant agents, in our case, the program com-

mittees of the A and A∗ S&P venues, exercise symbolic violence
by excluding metascientific research and retrospective analysis

as insufficiently novel. The blockchain case illustrates misrecog-

nition. The field consecrated blockchain as important, and re-

searchers invested heavily, believing this importance was objec-

tive. However, blockchain’s prominence stemmed from symbolic

struggles, such as competition for grants and prestige, rather than

from demonstrated security impact. Without metascience to re-

veal these dynamics, the community cannot distinguish between

grounded topics and elevated ones through “socially constructed

enthusiasms” driven by external funding or media hype [ 79 ]. 

Evolution of S&P research 

Over the past four decades, S&P research has expanded from basic

security measures to diverse and complex challenges. Early work

focused on access control, secure systems, and cryptography, but

the field has since grown to include AI security, privacy regula-

tions, and decentralized systems. While established topics like net-

work intrusion detection remain relevant, new research domains

continue to emerge, balancing foundational work with innovation.

Major shifts in S&P research often align with external events and

policy changes. High-profile cyber incidents have driven interest

in threat intelligence and system resilience, while regulations like

the EU GDPR have spurred privacy-focused research. These trends

highlight a field that evolves in response to real-world challenges,

continuously expanding its knowledge base to address an ever-

changing threat landscape. 

Recommendations 

S&P research should move from a reactive approach to a more an-

ticipatory approach by integrating strategic foresight into research

planning. Long-term investment in underexplored areas is essen-

tial. Researchers should collaborate with policymakers and indus-
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ry leaders to shape regulations, ensuring that research informs

olicy rather than merely responding to it. 

ollaboration in S&P research 

ollaboration in S&P research strongly influences impact, with

arger teams and broad coauthor networks leading to higher vis-

bility and publication frequency. High-impact papers, especially

n top-tier venues, often result from multidisciplinary teamwork,

ith A∗ publications typically having more coauthors than lower-

ier ones. Although the community is well connected, dominant

lusters centered on prolific research groups control much of the

ield’s visibility. While these groups are innovation drivers, they

ay inadvertently limit access for junior or peripheral researchers.

ecommendations 

o increase impact, the community should foster broader and

ore inclusive collaboration networks. Researchers should form

nterdisciplinary teams to approach problems from multiple an-

les, thereby increasing innovation and visibility. Established re-

earch groups should actively mentor and integrate early-career

esearchers, ensuring that collaboration networks are accessible

ather than isolated. Universities and funding bodies should in-

entivize multi-institution projects and recognize team science in

iring and promotions, valuing collaborative contributions along-

ide individual achievements. 

iversity in the S&P community 

&P research remains male-dominated, with females compris-

ng only 20% of authors, a ratio that has changed little over

he decades. Female researchers have shorter academic careers,

ith many publishing only once before leaving academia. They

end to collaborate more, but remain underrepresented in high-

mpact networks. Additionally, they often specialize in specific

ubfields, which can limit visibility if those areas receive less at-

ention. A persistent lack of diversity poses the risk of cognitive

lind spots in S&P research, as homogenous teams may overlook

ritical threats or introduce biases. Addressing these disparities

ill strengthen the field by incorporating broader expertise and

erspectives. 

ecommendations 

he S&P community must actively improve diversity and in-

lusion. Universities and conferences should implement out-

each programs, scholarships, and recruitment efforts for under-

epresented researchers, followed by structured mentorship and

ponsorship initiatives. Encouraging mixed-gender collaborations

s crucial, with project leaders integrating early-career female re-

earchers into teams. 

essons for research funding bodies 

his study identifies structural dynamics within the S&P research

ommunity that are highly relevant to funding bodies aiming

o support inclusive, impactful, and forward-looking science. Al-

hough the field has expanded significantly in research topics, vo-

abulary, and collaboration networks, this growth has not been

ccompanied by proportional diversification of its participant
base. Female representation, in particular, has remained essen-

tially unchanged in the field [ 80 ], but other forms of under-

representation, such as regional, institutional, and epistemic di-

versity, also deserve attention. Furthermore, our findings reveal

that the S&P community places high value on certain traditional

academic forms of symbolic capital (e.g. top-tier venues, cita-

tion counts), which can reinforce existing hierarchies and limit

greater participation. Finally, unlike disciplines such as medicine

or psychology, S&P research rarely engages in self-reflective, data-

driven evaluation of its structures and practices. This lack of

metascientific engagement may hinder the community’s ability

to evolve transparently and equitably. Connecting these insights

to broader policy frameworks, such as the EU’s Horizon Europe

diversity and research integrity goals, offers an opportunity to

shape funding strategies that promote excellence and structural

change. 

Recommendations 

Funding bodies should support targeted initiatives that address

persistent gender imbalances and promote inclusive participation

in S&P research. This includes investing in metascientific studies

to improve transparency and self-evaluation within the field. Col-

laborative and interdisciplinary work should be actively encour-

aged, as it correlates with increased impact and knowledge ex-

change. Beyond traditional metrics such as citation counts, fun-

ders are encouraged to recognize diverse forms of academic con-

tribution. 

Conclusion 

This study used a novel combination of two well-established

sociological frameworks to evaluate the S&P research com-

munity along three dimensions. Specifically, we examined

interactions among actors, venues, and outputs within the

S&P research community and empirically investigated actors’

accumulation of cultural, social, and symbolic capital over

44 years. 

We conducted topic modeling on over 13k publications drawn

from leading S&P venues between 1980 and 2023, identifying 100

research topics. We observe the growth of these research topics

over time and provide insights into their emerging development,

thus improving our understanding of S&P research output. The lin-

guistic analysis reveals an increase in vocabulary fluctuation over

the last decade and shifts in the co-occurrence of phrases. These

observations indicate that the cultural capital of the S&P commu-

nity has grown exponentially over time. 

Our analysis reveals that female representation within the

S&P community has remained largely unchanged over the past

decades, suggesting the need for more inclusive growth. Our find-

ings indicate a steady increase in the absolute and relative number

of collaborations, suggesting that the community’s social capital is

developing and growing. 

We provide insights into the factors that increase or decrease

the impact of papers (i.e. citation counts). Our findings indicate

that venue rank, number of authors, and abstract length signifi-

cantly increase impact. As a result, the S&P community, like other

research communities, strives to accumulate these scrutinized

forms of capital. 
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Compared to other academic disciplines (e.g. medicine,

physics, and psychology) [ 81 , 82 ], the S&P community under-

utilizes scientometrics and metascience, which can potentially

impede the advancement of research quality. By improving our

understanding of our community and highlighting areas that had

not been previously explored, this study aimed to address this

issue. 
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Appendix A: papers published by 

year 

Figure A1 shows the number of papers published in each year

on the analyzed venues. It is apparent that the community

steadily drew over time, first rather slowly and then exponentially,

demonstrating the demand for more secure and private technical

solutions. 
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ppendix B: overview of identified 

opics 

able B1 provides a list of all 100 topics that we used in this work

s a result of the clustering process (see the section “Data collec-

ion”). The topics are ordered by the number of papers in each. 
able B1 Identified topics in security and privacy research ordered by the numb

D Topic name 

 Processor side-channel attacks 

 Android apps security and privacy 

 Cryptographic security protocol analysis 

 Blockchain security and privacy 

 Control flow integrity and code reuse attacks 

 Botnet detection and analysis 

 Access control security policies 

 Tor and network anonymity 

 Intrusion detection systems 

 GDPR and data privacy practices 

3 Trusted computing and other trusted systems 

0 Adversarial attacks on neural networks 

1 Secure signature schemes and protocols 

1 Differential privacy mechanisms and guarantees 

4 Secure multiparty computation techniques 

8 Malware detection and deobfuscation techniques 

5 Web security and browser vulnerabilities 

2 (Distributed) Denial of service attacks 

4 Secure information flow control 

7 Biometric security in digital devices 

8 Information flow security analysis 

0 Searchable encryption in databases 

6 Location privacy 

5 Web tracking and browser fingerprinting 

6 Kernel security and memory isolation 

9 IoT device security and privacy 

7 Cloud storage security and verification 

9 Human factors in secure software development 

2 TLS certificate security and validation 

7 Cryptographic security and analysis 

4 Membership inference attack strategies 

2 Fuzzing techniques 

6 Buffer overflow vulnerability analysis 

1 Cryptographic implementation vulnerabilities and attacks 

5 Trust management in PKI security 

6 Web application vulnerability detection 

6 Verifiable electronic voting systems security 

0 Privacy-preserving machine learning techniques 

3 Zero knowledge proof techniques 

1 Authenticated key exchange protocols 

8 Security in web authentication and authorization 

8 Secure firewall and network configuration 

3 Cyber physical systems and power grid security 

0 Password security and guessing attacks 

5 Security in virtual machine hypervisors 
er of papers in each topic. 

∑ 

ID Topic name 

469 51 Kernel rootkit detection and analysis 

448 46 Cellular network privacy and security 

423 67 Graph-based alert causality analysis 

414 49 Social network security and spam detection 

361 76 SELinux and kernel integrity protection 

337 39 DNS security and privacy Measures 

320 52 Smart card security 

313 54 Postquantum lattice-based cryptography 

278 81 Identity-based encryption strategies 

252 89 User awareness for security and privacy 

249 72 Acoustic eavesdropping vulnerabilities 

248 85 Machine Learning for Intrusion Detection 

236 42 Oblivious RAM for secure computation 

232 37 Internet censorship circumvention techniques 

231 62 Network vulnerability and attack strategy 

230 45 Federated learning security techniques 

226 68 Kernel fuzzing and driver Security 

218 50 Attribute-based encryption and access control 

205 84 Patching and vulnerability management 

189 60 Forensic investigation and audit Log analysis 

182 58 Security of voice-controlled systems 

175 59 Security of Java runtime and applets 

164 97 Authentication and key management protocols 

162 69 Facial recognition privacy and security risks 

161 94 Sandbox security in untrusted code execution 

153 96 Multifactor authentication strategies 

153 82 Homomorphic encryption techniques 

146 64 Vehicle network security and robustness 

145 91 Binary code analysis techniques 

145 63 Covert channels in networks 

143 80 Adversarial attacks in NLP 

142 57 Genomic data privacy preservation 

142 66 Bluetooth device security and privacy 

138 83 Email security and privacy enhancement 

138 71 Secure deletion in flash storage 

134 75 Private information retrieval protocols 

128 78 Cloud infrastructure security measures 

126 90 Secure group communication protocols 

125 65 Secure private set intersection protocols 

124 73 Spam via SMS and phone calls 

122 93 Privacy in social networks 

122 98 Secure concurrency in database systems 

117 79 SDN network security approaches 

117 95 Software supply chain security 

113 74 RFID security and privacy 
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Table B1 Continued 

ID Topic name 
∑ 

ID Topic name 
∑ 

41 Secure database management systems 111 88 Secure biometric authentication techniques 43

33 Website fingerprinting and traffic analysis 107 77 AI and machine learning in cybersecurity 40 

44 Sensor network security and routing 96 99 Privacy protection in recommender systems 39

53 Firmware emulation and fuzzing security 94 87 Browser extension security and privacy 36 

70 Wireless network security vulnerabilities 94 92 CAPTCHA security and countermeasures 34
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Appendix C: plot of the coauthor 

network 

Figure C1 depicts the generated co-author network of the analyzed

papers. We build the graph using Gephi [ 83 ]. This graph demon-

strates the interconnections among the authors, with nodes rep-

resenting individuals and edges representing their collaborations.

The figure indicates a strong connection among the authors of the

S&P community. 
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Figure C1 The plot illustrates the coauthor network from authors in our scope. Each node represents an author, and each edge represents a 

collaboration between two authors. 
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