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Abstract

Various Byzantine fault tolerant protocols rely on thresh-
old cryptography to mitigate certain attack vectors or re-
duce communication complexity. Threshold cryptography
schemes distribute secret key material and cryptographic op-
erations such as decryption or signing, thereby making them
resilient to partial system corruption. Trusted Execution
Environments (TEEs) can accelerate such schemes, but intro-
duce new security trade-offs. We analyze both performance
gains and security implications of using TEEs for thresh-
old cryptography. To this end, we implement and evaluate
SpliTEE, a dedicated library for low-latency, non-interactive
threshold cryptography in both the hybrid and the Byzantine
fault model. We propose two variants: a common key variant,
making extensive use of the TEE and achieving observed
speedup factors of 1.4 to 2.2 for threshold encryption, of
20.7 to 27.5 for threshold signatures, and of 1.4 to 1.8 for
common coins; and a split key variant that remains secure
even against compromised TEEs via a forensic mechanism,
while still achieving speedup factors between 1.2 and 2.5 for
encryption, and between 2.2 and 4 for signatures.
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systems security.
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1 Introduction

Threshold cryptography distributes cryptographic opera-
tions, such as decryption, signing, or randomness generation,
among a group of 𝑛 parties of which each party only holds a
secret share of the secret key [1]. Instead of computing the full
result, each party can only compute an individual result share.
Parties must combine at least 𝑡 +1 distinct valid result shares,
where 𝑡 < 𝑛 represents the system’s corruption threshold,
to obtain the global result. Subsets smaller than 𝑡 + 1 parties
cannot compute the global result or prevent honest parties
from doing so. Threshold cryptography schemes are pivotal
to modern distributed algorithms, aiming to eliminate sin-
gle points of failure [2]. Threshold encryption can increase
resilience in Byzantine fault tolerant (BFT) state machine
replication by mitigating censorship [3] and request reorder-
ing [4]. It is also an essential building block in some secure
e-voting schemes [5]. Threshold signatures are used to create
irreversible commit certificates that reduce communication
complexity, e.g., in HotStuff [6], Kauri [7], and CART [8].
Other use cases include the management of secure threshold
wallets for cryptocurrencies [9] and the implementation of
distributed certificate authorities for public key infrastruc-
tures [10]. Threshold common coins, as a shared source of
randomness, are crucial for leader election in asynchronous
consensus [3, 11, 12].
Established threshold protocols incur significant perfor-

mance overheads as they typically rely on so-called pairing
curves [13] or zero-knowledge proofs (ZKP) [1, 14]. For exam-
ple, result share verification on a pairing curve takes∼ 4.5ms
on recent hardware [8] while a ‘classical’ signature verifica-
tion on Curve25519 takes less than 0.05ms [15]. Typically,
the number of required executions scales in the number of
parties and the number of handled requests, making crypto-
graphic operations a non-negligible performance bottleneck
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[2, 8, 16–18]. A well-known way to increase the performance
of distributed algorithms is to build upon the hybrid fault
model in which some computations are performed within
a Trusted Execution Environment (TEE) (e.g., [19–21]). The
TEE is assumed to only fail by crashing and can be used
to limit the options available to potential attackers. Related
work [22–25] has shown that the hybrid fault model allows
us to avoid the use of expensive building blocks in threshold
protocols. However, an analysis of the actual performance
gain and the security level achieved is still missing. Moreover,
using a TEE comes with a non-negligible trade-off: If the TEE
assumptions do not hold [26–28], the security properties of
the known proposals break.

In this paper, we investigate the actual performance gains
of TEE-based threshold cryptography and the security trade-
offs introduced. To this end, we present SpliTEE, a modular
Rust library1 specialized for TEE-based threshold cryptogra-
phy. For each threshold protocol, SpliTEE offers a common
key variant, a split key variant, and a non-TEE scheme. The
common key variants, which generalize from related work,
make extensive use of the TEE and focus on performance.
The split key variants aim to optimize the security trade-off
introduced by using TEEs; in this variant, the TEE merely
serves as a first but performance-relevant line of defense.
The remainder of the paper is structured as follows. We

give necessary background and an overview of related work
in Section 2. We present the SpliTEE library including the
TEE-based threshold schemes in Section 3. In Section 4, we
provide a complexity analysis and a detailed empirical eval-
uation. We discuss our approach and conclude in Section 5.

2 Background and Related Work

2.1 Threshold Cryptography

Threshold cryptography schemes distribute secret key ma-
terial among 𝑛 parties, such that security properties hold
even in the case where up to 𝑡 parties are compromised. In
addition, they often offer robustness, which guarantees that
as long as 𝑡 + 1 parties remain honest, they can successfully
perform the desired actions. A naive way of achieving this,
e.g., for signatures, would be for each party to have their
own key pair and a signature being considered valid if there
are at least 𝑡 + 1 signatures under 𝑡 + 1 distinct public keys.
This approach leads to a scaling of the size of public key
and signature material with the number of parties 𝑛, which
significantly increases overhead. A signature size indepen-
dent of the number of parties requires a key setup where
correlated keys are generated: Each party obtains a share
gsk𝑖 of a secret-shared global secret key gsk, a corresponding
global public key gpk, and a set of validity keys VK := {vk𝑖 }
[29]. A validity key vk𝑖 can be used to verify correctness
of computations using gsk𝑖 . To establish the described key

1Available at https://github.com/abcperf/abcperf

material, parties can either rely on a trusted dealer or employ
a Distributed Key Generation (DKG) protocol [30].

The parties must cooperate to calculate the result of a cryp-
topgraphic operation that is valid under the global public
key gpk. The workflow of non-interactive threshold cryptog-
raphy schemes unfolds as a three-step process. Parties use
their secret share gsk𝑖 to calculate a result share rs𝑖 which is
then broadcast. Honest parties verify received result shares
with the respective validity key to achieve fault tolerance.
Upon accumulating a set of 𝑡 + 1 different valid result shares,
parties combine them into the global result valid under the
global public key gpk. The security notions of a threshold
scheme depend on its specific type. For threshold encryption,
security is defined by a threshold extension of the IND-CCA
security game [1]. For threshold signatures, security is de-
fined through an extension of the EUF-CMA security game
[13]. Common coins are required to be unpredictable [14].
Most threshold schemes currently used operate over el-

liptic curves [31]. In this setting, validity keys typically are
of the form vk𝑖 ≔ 𝑔gsk𝑖 , where 𝑔 is a generator of the group
used, and result shares are of the form 𝑘gsk𝑖 for some other,
input-dependent generator 𝑘 . Verifying correctness of a re-
sult share requires to check whether, given 𝑘𝑥 and vk𝑖 , it
holds that 𝑥 = gsk𝑖 without revealing gsk𝑖 in the process.
This is typically achieved by a) using zero-knowledge proofs
(ZKP) or by b) working over groups that support bilinear
pairings [32]. There is a large number of threshold protocols
in cryptography literature (e.g., [1] for encryption, [13, 33]
for signatures, and [14] for common coins). Barbaraci et
al. [34] recently introduced Thetacrypt, a software library
for state-of-the-art threshold cryptography schemes with a
unified interface. Their benchmarks show that ZKP-based
schemes generally perform better than pairing-based ones,
and non-interactive protocols outperform interactive ones.

2.2 Hybrid Fault Model

In the hybrid fault model, parties are equipped with a Trusted
Execution Environment (TEE) that is assumed to only show
benign faults. Hybrid fault-tolerant protocols (e.g., [19, 21])
shift functionality into the TEE enabling simpler designs
and more performance. A TEE commonly comprises a set
of software and hardware protection mechanisms and can
provide the ability to execute arbitrary code in a so-called
enclave [35]. Enclaved execution guarantees confidentiality
and integrity: data inside the enclave cannot be read from the
outside; code and data inside the enclave cannot be altered
without notice. Moreover, TEEs can provide an attestation
feature, enabling the TEE to certify the identity of an enclave,
i.e., the code that is currently being executed, to a remote
party. Attestation can be used to bind arbitrary data, e.g., a
public key or a nonce, to the enclave identity. We refer to pro-
tocol components executed within an enclave as the trusted
part and those executed outside the enclave as the untrusted

2
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part. The transition between these two parts is called context
switch and required to interact with the trusted part.

To the best of our knowledge, there exist only a few propos-
als focusing on hybrid fault-tolerant threshold cryptography.
NxBFT [25] and Fides [24] use a TEE-based common coin to
implement asynchronous, hybrid-fault tolerant consensus.
Both approaches commonly seed a pseudo-random number
generator and safeguard its state using the TEE. Bebel and
Ojha [23] sketch a hybrid fault-tolerant threshold encryp-
tion scheme based on a common secret key safeguarded by
the TEE. The authors of Damysus [22] propose a so-called
accumulator module that is similar to a threshold signature.
We generalize the ideas behind these proposals with the
common key variants, investigate the trade-off introduced
by using TEEs, and, additionally, optimize the resilience to
broken TEEs by proposing the split key variants.

3 SpliTEE Approach and Software Design

Threshold cryptography suffers from two inefficiencies in
comparison to non-threshold cryptography: First of all, many
efficient cryptographic protocols are incompatible to be ef-
ficiently instantiated in a threshold setting. Secondly, the
result share verification required to tolerate adversarial input
causes non-negligible overhead. We observe that threshold
protocols can exploit TEEs in two different ways: In a com-
mon key approach, the TEE has access to the global secret
key gsk and uses it to compute the global result once suffi-
cient distinct parties approved it. In a split key approach, the
TEE has only access to a share gsk𝑖 of the global secret key
and uses it to compute result shares with the attestation cer-
tifying that a correct gsk𝑖 was used, and thereby omitting the
need for pairings or ZKPs. The common key variant allows
to solely rely on non-threshold cryptographic primitives that
are more efficient than threshold-compatible primitives. In
the case of a broken TEE, however, the global secret key
is leaked and the security property violated. The split key
variant requires to use threshold-compatible primitives with
the benefit of protecting the global secret key in any case.

SpliTEE is a Rust software library implementing the com-
mon key and split key threshold cryptography schemes as
well as conventional (“standard” in the following) thres-
hold schemes for encryption, signatures, and common coins.
Rust was chosen for its memory safety guarantees, high
performance capabilities, and well-maintained ecosystem.
The standard threshold schemes are selected as the best per-
forming state-of-the-art schemes based on [34] and serve
as the baseline for the performance evaluation as well as
the base schemes for the split key variants. The standard
threshold encryption is a hybrid encryption variant of [1].
Standard threshold signatures are based on BLS signatures
[13]. The standard common coin is based on a distributed
pseudo-random function (PRF) [14, Section 6]. The SpliTEE
library is independent from an actual TEE implementation

and split into the trusted and untrusted modules. To use
SpliTEE with a TEE platform that matches our requirements
(cf. Section 3.1), one must instantiate the trusted part within
the TEE and provide the necessary interfaces such that other
library components can seamlessly interact. Each type of
threshold scheme in SpliTEE exposes an implementation-
independent interface, allowing applications to change the
used variant without effort. With the exception of BLS sig-
natures, they operate on Curve25519. Trusted parts of both
variants use EdDSA [36] to produce validity signatures.

3.1 System Model

We consider a distributed system of 𝑛 parties, each equipped
with a TEE offering enclaved execution and attestation; the
TEE may only fail by crashing. Parties communicate via
asynchronous secure channels with eventual delivery. We
consider a Byzantine adversary in the hybrid fault model
that may statically corrupt 𝑡 < 𝑛/2 parties. We assume the
Decisional Diffie-Helmann (DDH) problem to be computa-
tionally hard in the used groups. For setup, we assume the
existence of a public key infrastructure (PKI) and synchrony.

3.2 Common Key Schemes

The common key variants are generalizations of relatedwork.
Each party hosts a TEE which manages a copy of the en-
tire global secret key gsk and a set of validity keys VK . To
generate result shares, parties sign the input of the crypto-
graphic operation using their validity secret key vsk𝑖 and a
non-threshold signature scheme; result share verification re-
duces to a simple signature verification. Upon accumulating
𝑡 + 1 valid result shares, an honest party provides the result
shares to the trusted part. The trusted part verifies that it
received signatures according to 𝑡 + 1 validity public keys
and then computes the global result using a non-threshold
cryptographic base scheme with the common global secret
key gsk. The achieved security depends on the security of the
used base scheme and the TEE. In case of a broken TEE, gsk
is leaked and the security property is violated. Robustness,
however, is not affected as malicious parties cannot prevent
honest parties from producing valid global results.

The common key threshold encryption scheme is based on
any IND-CCA secure public-key encryption scheme. To en-
crypt messages, parties or external clients use the encryption
algorithm of the base scheme. We rely on a hybrid ElGamal
encryption using ChaCha8Poly1305 [1, Section 2.5] as the
base scheme. Parties generate decryption shares by sign-
ing the ciphertext with their validity secret keys vsk𝑖 . The
trusted part uses the base scheme’s decryption algorithm to-
gether with the global secret key gsk to recover the plaintext
message 𝑚 of the ciphertext. The common key threshold
signature scheme is based on any EUF-CMA secure digital
signature scheme. We rely on EdDSA as the base scheme.
Parties generate signature shares by signing a message𝑚
with their validity secret key vsk𝑖 . The trusted part uses the
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Figure 1. Protocol workflow (three steps from left to right) of the split key schemes at the example of three parties. Parties
generate the result shares (colored semicircles, colors indicate the creator of a result share) of a standard threshold scheme
within their TEE based on their secret key share gsk𝑖 and produce a validity signature on the generated result share using
their validity secret key vski. Receiving parties verify the attached validity signature. Upon receiving 𝑡 + 1 valid result shares,
parties use the combination set to calculate the global operation result through Lagrange interpolation, perform a verification
of the global result, and, if needed, trigger a forensic mechanism in which flawed result shares are identified.

signing algorithm of the base scheme with the global se-
cret key gsk to compute the global signature 𝜎 on𝑚. The
common key common coin relies on SHA-512 as a local PRF.
Parties generate coin shares by signing a toss identifier 𝑐 ∈ N
with their validity secret key vsk𝑖 . The trusted part uses the
global secret key gsk to evaluate the PRF at the toss identifier
𝑐 yielding the global result.

3.3 Split Key Schemes

The split key variants are based on a standard, non-interac-
tive threshold cryptography scheme that is combined with
TEE-enabled share verification relying on non-threshold
signature schemes. In contrast to standard threshold cryp-
tography, only share generation and share verification are
modified; only share generation is executed within the TEE.
While the security property solely depends on the used base
scheme, the robustness property depends on the integrity of
the TEE: An adversary who breaks the TEE can generate in-
correctly computed but validly signed result shares. Honest
parties using a flawed result share during result share com-
bination obtain an invalid global result. We design the split
key encryption and split key signature schemes such that the
use of flawed result shares does not yield a valid global result
and propose a combinatorial forensic mechanism for the
case of compromised TEEs. The best performing standard
common coin [14, Section 6] relies on a distributed PRF for
which result share verification is crucial and no function for
global result verification can be defined, i.e., a process has
to verify and combine the result shares itself to verify the

global result. While it is possible to define a split key common
coin based on [14, Section 6] with a slight performance gain
(see Section 4.2), a forensic step cannot be supported and,
therefore, we do not explain the split key common coin in
detail.
The protocol flow of the split key schemes is depicted in

Figure 1. Each party hosts a TEE which manages a share
gsk𝑖 of the global secret key and a validity secret key vsk𝑖 .
To generate result shares, a party’s trusted part uses gsk𝑖 to
execute the share generation step of the base scheme and
vsk𝑖 to sign the result share. A valid signature certifies that
the result was generated within the TEE; result share veri-
fication is reduced to a simple signature verification. Upon
accumulating 𝑡 + 1 valid result shares, parties employ the
share combination algorithm of the base scheme to obtain
the global result which is then verified. In the case of en-
cryption, we rely on hybrid encryption with a symmetric
encryption scheme that supports key commitment [37]; the
symmetric key is secret shared between all 𝑛 parties. The key
commitment allows to detect if a flawed symmetric key was
obtained during decryption share combination. In the case
of signatures, the combined signature can be verified using
the verification algorithm of the base threshold signature
scheme. In both cases, if the verification of the global result
fails, i.e., a party compromised their TEE, leaked vsk𝑖 , and
proposed an invalid result share that is validly signed, honest
parties can identify the flawed result share by trying possible
combinations of result shares (worst case

(
𝑛
𝑡+1

)
), reconstruct

the correct global result, and punish the compromising party.
4
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Strictly speaking, the split key encryption and signature
schemes do neither require a TEE to maintain security nor
to maintain robustness. The forensic mechanism, however,
incurs immense computation cost. To this end, the TEE acts
as a first line of defense to significantly reduce the probability
that the combinatorial mechanism is triggered in the first
place. Moreover, once a party proposed a flawed share, the
forensic mechanism reveals the attacking party, which will
then be excluded from the distributed system.

3.4 Setup

All eight implemented threshold schemes require pre-estab-
lished cryptographic keymaterial. The common key schemes
must establish the global secret key and a common set of
validity keys VK ; the validity keys have to be bound to the
TEE’s execution context using the attestation feature. The
split key schemes rely on a secret-shared secret key and a va-
lidity secret key; the validity secret key has to be bound to the
TEE’s execution context using the attestation feature. More-
over, one must ensure that all parties correctly initialize their
TEE and that each party uses exactly one valid enclave. The
setup is executed exactly once, i.e., there is no dependence
on the number of executed threshold operations, making the
corresponding overhead (e.g., due to attestation) negligible.

The setup protocol performs pairwise attestation in which
the integrity of the TEE and the executed code is verified.
In this step, each enclave generates a random secret key for
confidential communication and authentication of computa-
tion results (authenticated encryption with associated data
based on a Diffie-Hellman key exchange). The correspond-
ing public key is part of the attestation certificate which
binds the secret to the execution context. To prevent sim-
ulation attacks and to ensure robustness, all parties must
agree on exactly one enclave identity per participant which
is a consensus problem. In asynchronous networks, reach-
ing (probabilistic) consensus requires a corruption threshold
of at most 𝑡 < 𝑛/3 [38]. Because the TEEs are not yet ini-
tialized, the hybrid fault model cannot be used to improve
upon this lower bound. Hence, we must assume network
synchrony during the setup phase to achieve the assumed
corruption threshold of 𝑡 < 𝑛/2 (cf. Section 3.1). To establish
the required cryptographic key material, the setup protocol
executes a DKG protocol. We adopt the synchronous con-
struction by Gennaro et al. [30]. The split key schemes can
directly use the result of the DKG as their cryptographic
key material; the common key schemes derive their global
secret key from the established public key. The confidential
channels established in the first step of the setup ensure au-
thenticity and confidentiality of the generated key material
and transitively bind it to the TEE’s execution context.

Table 1. Computational cost of threshold schemes regarding
scalar multiplications (M) and pairing computations (P)

Scheme Generation Verification Combination

Encryption

Standard 7𝑀 8𝑀 (𝑡+1)·𝑀+4𝑀
Common 1𝑀 2𝑀 (2𝑡+2)·𝑀+𝑀
Split 6𝑀 2𝑀 (𝑡 + 1) ·𝑀

Signatures

Standard 1𝑀 2𝑃 (𝑡 + 1) ·𝑀
Common 1𝑀 2𝑀 (2𝑡+2)·𝑀+𝑀
Split 2𝑀 2𝑀 (𝑡 + 1) ·𝑀

Common Coin

Standard 3𝑀 4𝑀 (𝑡 + 1) ·𝑀
Common 1𝑀 2𝑀 (2𝑡 + 2) ·𝑀

4 Evaluation

We conduct an analytical performance analysis by quanti-
fying computationally expensive operations and validate
these findings through an empirical evaluation in which we
measure the average computation time of each scheme.

4.1 Analytical Assessment

The most expensive operations are bilinear pairings and
scalar multiplications on elliptic curves. While TEE context
switches do incur overhead [39], our microbenchmarks let
us conclude that they (1) have a high variance and (2) they
have no significant impact on the schemes’ performances
as they are at most in the range of a few microseconds. Ta-
ble 1 presents the analytical cost of the TEE-based threshold
schemes alongside the standard schemes, divided into the
phases of share generation, share verification, and share com-
bination. These three phases differ in their impact on the
computational complexity of the overall threshold operation
as both result share verification and result share combination
have a linear dependency on the number of parties 𝑛.
The most critical phase is result share verification, since

honest parties must verify at least 𝑡 + 1 result shares. For
the TEE-based variants, it is sufficient to verify an EdDSA
signature which involves two scalar multiplications. Stan-
dard threshold schemes must either verify at least one ZKP
[40], requiring four scalar multiplications, or evaluate two
pairing functions, whose computational cost exceeds scalar
operations significantly [8]. The share combination phase is
the second most critical stage. Its computational complex-
ity depends on the number of shares to be combined. The
split key variants and the standard threshold schemes use
Lagrange interpolation for combination, resulting in 𝑡 + 1
scalar multiplications. The common key TEE-based construc-
tions must re-verify all received result shares within the TEE.
Since each share verification requires two scalar multiplica-
tions, the total cost of the combination phase amounts to

5
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Figure 2.Average computation time of the of common key (blue), split key (orange), and standard (grey) schemes for corruption
thresholds 𝑡 ∈ {1, 2, 4, 8, 16, 32, 64} and 𝑛 = 2𝑡 + 1. All times are averaged over 15 runs with 30 executions each.

2𝑡 + 2 scalar multiplications. The share generation phase is
not dependent on 𝑛 and thus negligible.

4.2 Empirical Assessment

We conduct an empirical evaluation in which we measure
the average computation time of the different variants and
schemes.We use Intel SGX [35] and the Rust SGX SDK by the
Apache Teclave project as the TEE platform. We use ABCperf
[41], a Rust framework designed for empirical evaluation
of distributed systems, to orchestrate our experiments on
a heterogeneous server cluster comprising 20 servers (10
servers with Intel Xeon E-2288G CPUs, 10 servers with Intel
Xeon E-2388G CPUs) that were interconnected via a 10 GBit/s
interfaces. All servers ran Linux kernel version 6.8.0.
An experiment run executes a threshold operation 30

times for a fixed 𝑛 and 𝑡 . Each of the 𝑛 parties first generates
and broadcasts its result share, then collects and verifies 𝑡 +1
result shares, and finally executes the result share combina-
tion. Each party measures the time it takes to execute the full
threshold operation, i.e., from generating the result share
until obtaining the global result. We vary the corruption
threshold 𝑡 ∈ {1, 2, 4, 8, 16, 32, 64} and choose 𝑛 = 2𝑡 + 1. We
determine the average time per operation and configuration
of 15 runs; observed 95% confidence intervals are below 2%.
Figure 2a compares the performance of the threshold en-

cryption schemes. The common key variant achieves a mini-
mum speedup of 1.4× for 𝑡 = 1 and a maximum speedup of
2.2× for 𝑡 = 64. The split key variant achieves a minimum
speedup of 1.2× for 𝑡 = 1 and a maximum speedup of 2.5×
for 𝑡 = 64. Starting from 𝑡 = 16, the split key scheme slightly
outperforms the common key approach. Figure 2b compares
the performance of the threshold signature schemes. The
common key variant achieves a minimum speedup of 20.7×
for 𝑡 = 1 and a maximum speedup of 27.5× for 𝑡 = 16. The
split key variant achieves a minimum speedup of 2.2× for
𝑡 = 1 and a maximum speedup of 4× for 𝑡 = 32. Figure 2c
compares the common key common coin with the standard
common coin; we observe a minimum speedup of 1.4× for
𝑡 = 1 and a maximum speedup of 1.8× for 𝑡 = 64.2

2We implemented a split key common coin based on distributed PRFs
[14, Section 6] without global result verification and forensic support that
achieves for 𝑡 ≥ 8 a slightly higher speedup than the common key variant
with 1.8×–2× (similar to split key encryption).

The observed behavior largely aligns with the results of
the analytical complexity assessment. The most notable de-
viation occurs for the threshold signature schemes. Based on
the analysis, wewould not expect the split key approach to be
an order of magnitude slower than the common key construc-
tion. However, the complexity assessment did not account for
the fact that the split key approach must perform nearly half
of the scalar multiplications on the pairing-friendly BLS12-
381 curve. In contrast, the common key approach operates
entirely on the highly optimized Curve25519, explaining
the significant latency difference observed. Moreover, for
increasing 𝑡 , we would expect the split key encryption to
significantly outperform the common key variant since it re-
quires only half as many scalar multiplications during share
combination. However, while the result share combination
in the split key variant requires arbitrary scalar multiplica-
tions, the scalar multiplication with a fixed base point during
EdDSA signature verification can be partially precomputed
[36] reducing the expected performance advantage.

5 Discussion and Conclusion

The aim of this paper is to improve the understanding of
TEE-based threshold cryptography in terms of performance
and security, to increase the achieved resilience in the light
of compromised TEEs, as well as to provide a comprehensive
software library which simplifies the development of mod-
ern distributed algorithms. SpliTEE offers, with the common
key variants, one consolidated form and, with the split key
variant, one novel form of TEE-based threshold cryptogra-
phy as well as state-of-the-art variants in the Byzantine fault
model. The TEE-based variants can be deployed on any TEE
platform offering enclaved execution and attestation. For
the common key variants, it is further possible to optimisti-
cally omit the result share verification phase, typically used
to detect flawed messages and malicious behavior as early
as possible, without compromising the security achieved
because the trusted part must re-verify each result share
anyway. This optimistic optimization significantly increases
the common key performance even further (∼ 2×, cf. Tab. 1),
eliminating any potential performance advantage of the split
key variants for 𝑡 ≥ 16.

The security property of the common key variants breaks
when the TEE assumption does not hold; the robustness
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property is not violated. The split key variants maintain the
security property but lose their robustness property. The
robustness property can be broken down into a safety state-
ment and a liveness statement: Parties are guaranteed to
eventually reach agreement on the correct output value. The
encryption and signature split key variants can efficiently
detect if a global result would break robustness and abort,
thus guaranteeing safety in any case. Moreover, they can
perform a forensic step to regain liveness and to identify
malicious parties, although this step is compute-intensive. If
the split key common coin itself is built on top of a split key
threshold signature scheme (see [14, Section 4.3]), the global
result is a verifiable signature and a forensic step becomes
possible. However, such a coin would be an order of mag-
nitude slower than the best performing standard common
coin (see split key variant of Figure 2b and standard variant
of Figure 2c).
In conclusion, we deem SpliTEE to be a flexible and reli-

able building block in distributed systems research software.
SpliTEE drastically decreases the computational workload
of threshold cryptography schemes by utilizing TEEs. There-
fore, it achieves significant throughput improvements in
use cases where computational resources, in contrast to net-
work resources, may become the bottleneck. Based on our
findings, we make the following recommendations. For typ-
ical deployment scenarios, e.g., state machine replication,
distributed ledgers, or blockchains, where the Byzantine
fault model is assumed but actual faulty behavior is very
costly for attackers and, thus, compromised TEEs are pos-
sible but not frequent, the split key variants are superior to
standard threshold schemes: They achieve a significantly
higher throughput without any security implications and
a negligible probability for a forensic step. If the primary
goal is maximum performance gain and successful attacks on
TEEs are even less likely, the common key variants should be
used. If the risk of the common key variants is not acceptable
and a common coin is required, we recommend to use the
standard scheme.
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