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Reachset-Conformant System Identification

Laura Lutzow

Abstraci—Formal verification techniques play a pivotal
role in ensuring the safety of complex cyber-physical sys-
tems. To transfer model-based verification results to the
real world, we require that the measurements of the tar-
get system lie in the set of reachable outputs of the cor-
responding model, a property we refer to as reachset
conformance. This article is on automatically identifying
those reachset-conformant models. While state-of-the-art
reachset-conformant identification methods focus on linear
state-space models, we generalize these methods to non-
linear state-space models and linear and nonlinear input—
output models. Furthermore, our identification framework
adapts to different levels of prior knowledge on the sys-
tem dynamics. In particular, we identify the set of model
uncertainties for white-box models, the parameters and the
set of model uncertainties for gray-box models, and entire
reachset-conformant black-box models from data. The ro-
bustness and efficacy of our framework are demonstrated
in extensive numerical experiments using simulated and
real-world data.

Index Terms—Data-driven modeling, dynamical systems,
formal safety verification, input—output models, reachabil-
ity analysis, reachset conformance, set-based computing,
uncertainty quantification, zonotopes.

[. INTRODUCTION

ORMAL verification techniques require mathematical

models that describe the behavior of the target system [1].
Since no model of a cyber-physical system is completely ac-
curate due to the inherent complexity of real-world dynamics,
we include uncertainties in our models to cover the discrepan-
cies to the target system. The automatic identification of these
uncertainties alongside the nominal model is the topic of this
article.

A. Literature Overview

Classical system identification techniques aim to find the
model or model parameters, which minimize some objective
function, usually by making probabilistic assumptions about
the uncertainty in the data and the model [2], [3], [4], [5]. In
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Fig. 1. Identification of a reachset-conformant model: The outputs

of the target system are measured across different test cases, each
defined by an initial state and an input trajectory. A reachset-conformant
model is identified by adjusting its parameters and uncertainty sets such
that all measurements lie within the model’s reachable set, which is com-
puted for each test case using the corresponding GLO approximation.

many applications, however, we do not have any information
about the underlying probability distributions [6]. Furthermore,
to establish rigorous safety guarantees in planning and control,
it is beneficial to have models with bounded uncertainties [7].

Given the model structure and the bounds of an additive model
uncertainty, which contains the errors between the model outputs
and the measurements of the target system, the set of feasible
parameters can be estimated by set-membership methods, also
called bounded-error approaches [8]. This set of feasible pa-
rameters is overapproximated by multidimensional intervals [9],
[10], [11], ellipsoids [6], or zonotopes [12]. An overapproxima-
tion with arbitrary accuracy can be obtained using unions of
nonoverlapping multidimensional intervals [13], [14], [15]. For
linear systems, the exact parameter set can be represented by a
polytope [16] if the model uncertainty is bounded by an interval,
or by a matrix zonotope [17] in the case of additive zonotopic
uncertainties. However, specifying the model structure and the
uncertainty bounds a priori, as required for set-membership
approaches, is usually a difficult task for real-world systems.
If the uncertainty bounds are assumed too large, the resulting
set of possible models is also too large. On the other hand, we
might not find any feasible parameters if the uncertainty bounds
are assumed too small.

To address these problems, techniques for conformant model
identification have been developed [1]. These methods find
optimal models and their corresponding uncertainties such
that a conformance relation is established. Depending on the
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conformance relation, different properties can be transferred
from the conformant model to the system. Many publications
focus on simulation relations, which facilitates the transfer
of temporal logic properties by relating system states [18],
[19], [20]. Establishing a simulation relation, however, requires
that the system state is observable. Less restrictive are trace
conformance and reachset conformance, which only consider
the output of the system. In trace-conformant identification,
the model and a bounded set for the uncertainties, which we
refer to as uncertainty set, are constructed such that the model
is able to produce all output traces of the target system [21],
[22], [23]. In most cases, this can only be done approximately
or leads to overly conservative models, which strongly lim-
its the usability of the resulting models for formal verifica-
tion. Reachset conformance, on the other hand, only requires
that the system output is contained in the reachable set of
the model at each time step, which facilitates using simpler
model structures and smaller uncertainties. As reachset confor-
mance transfers safety properties [24], a reachset-conformant
model suffices for formal safety verification, e.g., for colli-
sion avoidance [25] or the computation of control invariant
sets [26].

Although reachset-conformant identification is a young
research direction, there already exist multiple approaches to
identify reachset-conformant state-space models in the liter-
ature: A given model can be made reachset-conformant by
incrementally enlarging additive uncertainty sets until all mea-
surements are contained in the reachable set [27]. If we have
estimates for the system state, we can separately compute the
additive process and measurement uncertainty set as multidi-
mensional intervals that contain all errors between the system
states and the states predicted by the model, and between the
measurements and the model outputs [28]. Given full state
measurements, the reachset-conformant identification of linear
models with additive, zonotopic uncertainty sets can be formu-
lated as a convex programming problem minimizing the size
of the uncertainty sets [29]. Furthermore, additive, zonotopic
uncertainty sets for linear systems can be computed with a
linear program (LP) that minimizes the interval norm of the
resulting reachable set [30]. This method can be extended to
the identification of the initial state uncertainty set and the
minimization of the Frobenius norm of the reachable set [31].
The scalability of the LP with respect to the system dimen-
sion and time horizon can be improved by using the generator
representation instead of the halfspace representation of the
reachable set [32], while recursive identification techniques im-
prove the scalability with respect to the size of the identification
dataset [33].

B. Contributions and Outline

To the best of the authors’ knowledge, there exist no publi-
cations about a) the reachset-conformant identification of arbi-
trary (nonadditive) uncertainty sets, b) the reachset-conformant
identification of input—output models, such as autoregressive
models with exogenous inputs (ARX models) or nonlinear au-
toregressive models with exogenous inputs (NARX models), and

¢) reachset-conformant black-box identification based entirely
on data. Our work addresses these topics by proposing a gen-
eral framework for reachset-conformant system identification,
as visualized in Fig. 1. In particular, our contributions are as
follows.

1) We introduce a general linear output (GLO) approxima-
tion and derive its construction for state-space and input—
output models.

We compute, for the first time, the reachable set of nonlin-
ear input—output models using the GLO approximation.
Furthermore, we present a LP for the reachset-
conformant white-box identification of linear and non-
linear models, i.e., we identify uncertainty sets such
that reachset conformance is established. To the best
of the authors’ knowledge, this is the first approach
to estimate, potentially nonadditive, uncertainty sets
for input—output models and nonlinear state-space
models.

In addition, we propose a framework for the identification
of reachset-conformant models from data with little (gray-
box identification) or no prior knowledge about the system
dynamics (black-box identification).

The performance and scalability of the proposed ap-
proaches are analyzed in numerical experiments for dif-
ferent dynamical systems and considering different levels
of prior knowledge.

We demonstrate real-world applicability by identifying a
reachset-comformant vehicle model from real-world data.

The rest of this article is organized as follows. Fundamentals
about zonotopes and reachset conformance and the problem
statement are introduced in Section II. In Section I1I, we present a
general approach to compute the reachable set of different model
types using the novel GLO approximation. Section IV deals with
the reachset-conformant identification of uncertainty sets for
given model dynamics. Subsequently, we extend this approach
to cases where the model dynamics contain unknown parameters
in Section V and cases where we do not have any knowledge
about the model in Section VI. The efficacy of our approaches is
demonstrated in numerical experiments in Section VII. Finally,
Section VIII concludes this article.

2)

3)

4)

5)

6)

C. Notations

Sets are denoted by calligraphic letters, matrices by uppercase
letters, and vectors and scalars by lowercase letters. Further-
more, we use 1, I, and 0, respectively, for a vector filled with
ones, the identity matrix, and a matrix of zeros, where the
matrix dimensions can be explicitly written in the subscript. The
operation diag(v) returns a diagonal matrix with the elements of
the vector v on its main diagonal and diag( A, As, ..., 4, ) rep-
resents a blockdiagonal matrix where the matrices Ay, Ao, ...,
A,, are concatenated diagonally. In addition, we introduce the

notation vy, for the vertical concatenation [vg v{ --- v} ]" of
the time-varying vector v; € R™ for the time steps¢ =0, ..., k.

The Jacobian of f(vg.x) : RFTD™ — R™ with respect to the
vector v; is written as V,, f = | av{, - avf, —], where v;
denotes the j-th element of v;.
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Let us also introduce the Minkowski sum of two sets S, S C
R™ as S, @ Sp = {sa + 56|84 € Sa, sp € Sp}, the Cartesian
product S, x S = {[s} s} 1" | sa € Sa, sp € Sp}, and the lin-
ear transformation of S, using the matrix A € R"™*™ as AS,, =
{As|s € 8,}. The Cartesian product Sp x S; X - -+ x S, of the
sequence of sets S;, 7 = 0,.. ., k, is denoted by Sp..

[I. PRELIMINARIES AND PROBLEM STATEMENT

We first introduce zonotopes, which is the set representation
used in this work, followed by the definition of reachset confor-
mance. Subsequently, we formulate our problem statement.

A. Zonotopes

A zonotope is a convex set representation that is closed under
Minkowski sum and linear map. The generator representation
of zonotopes makes it possible to efficiently compute the afore-
mentioned operations in high dimensions [34].

Definition 1 (Generator representation of zonotopes [35]):
A zonotope Z C R"™ can be described by its center vec-
tor ¢ = cen(Z) € R™ and its generator matrix G = gen(Z2) =
g1 -+~ ga) € R77 s

i=1

A € [1,1]} = (c,G).

Alternatively, zonotopes can be described by their halfspace
representation:

Definition 2 (Halfspace representation of zonotopes [36]):
A zonotope Z C R"™ can be represented as the intersection of a
finite number of halfspaces, whose normal vectors are concate-
nated row-wise in the matrix N € R"*" and whose offsets to
the origin are stacked in the vector d € R":

Z={z e R"|Nz < d}.

A zonotope in generator representation can be converted
to its halfspace representation using [36, Thm. 7]. Generally,
computations using the generator representation scale better
with increasing dimension than using the halfspace represen-
tation, since a zonotope with 77 generators has up to 2(n’_71)
halfspaces [36] and thus, the number of halfspaces h grows
exponentially with the dimension n. Furthermore, the set op-
erations Minkowski sum, Cartesian product, and linear transfor-
mation can be efficiently performed in generator representation:
For two zonotopes Z, = (c,,G,) and Z;, = (¢}, Gp) and the
matrix A, we have Z, @ Zj, = (¢, + b, [Ga Gb]), Z0 X Zp =
([cq ey 1", diag(Gq, Gy)), and AZ, = (Acy, AG,). The size of
a zonotope can be evaluated using the interval norm:

Definition 3 (Interval norm of zonotopes [31, Sec. 3.1]): The
interval norm for the zonotope Z = (¢, G) is defined as

12l =1"|G/1.
B. Reachset Conformance

As measurements are usually obtained in discrete time, we
only consider discrete-time systems. Let us now introduce the
output 7 (.S, zg, up.r;) at time step k of a system S starting
at the state x(, controlled by the inputs stacked in ug.; =
[ug -+ u,]". The input vector u; consists of the control signals
and disturbances at time step ¢. We consider uncertainties by

assuming that the initial state zy and inputs u;, ¢ =0,...,k,
deviate from the expected initial state x. o and inputs u. ;, which
we call the nominal initial state and the nominal inputs. These
deviations are represented by the sets Xp(S) and U;(.S). The
nominal initial state and inputs are collected in a test case:
Definition 4 (Test case): A test case labeled by m € M
of length ny consists of the nominal initial state JI( ™) and the

nominal inputs ui O:)nkfl'

Each test case is executed ng times and the resulting out-
puts are measured as y(m é)(S), with k=0,...,n — 1, s =
1,.. . While the number of executions ng can vary for
different test cases m, we assume it to be constant in this article
for notational simplicity.

We refer to the set of reachable outputs as the reachable set,
which can be formally defined as follows:

Definition 5 (Reachable set): The reachable set of the system
S for test case m and at time step k is defined as

W(S) = {70, uow) | o € a3 @ X{™(S),
Uoik € “»ﬁ) k U(m)(s)}-

Subsequently, we consider a real-world system or a high-
fidelity model as the target system St. For many applications,
such as real-time verification, we need a simple model Sy that
is able to approximate the behavior of St. To transfer safety
properties from the model Sy to the target system S, reachset
conformance is necessary and sufficient [24, Thm. 1].

Definition 6 (Reachset conformance [I, Sec. 3.5]): System
Swm is a reachset-conformant model of the target system St if
and only if for all time steps k and all possible test cases m, the

reachable set yﬁg’” (Sm) contains the reachable set yﬁj’” (St) of
STZ

St confp Sm &
Vm, k: W™ (S1) € W™ (Sw). (1

Since the reachable set does not exist for real-world sys-
tems and cannot be computed for many models [37], [38],
we use the following approximations: The reachable set of
the target system St will be approximated by measurements

yl(€7n,s)(ST) - Tk(ST; (m,s) (m,s)

Jug ), e,

U2y {75 (S1, 2 (m.2) Uénfcs)

xém,s) c xi?g) @-X‘ém)(s )’

(Wé)
ok

W (5p) = ), with

WD U (S} @

As we can only consider a finite number of samples ng and
test cases np, in practice, reachset conformance can only be
established for the given measurements but not be proven in

general. Furthermore, we might use the reachable set j),im) (Swm)
computed by an overapproximative reachability algorithm in-
stead of y,(j”> (S ) in (1). Safety properties can be transferred
if the reachability algorithm used for verification is identi-
cal or even more overapproximative than the algorithm that

was used for computing ji,(gm) (Sm) when establishing reachset

conformance.
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C. Problem Statement

We present methods for an efficient identification of reachset-
conformant models from data. A model Sy is characterized by
a set of model functions JF, which describe the model dynamics
and make it possible to predict the output 74(Swm, o, Uo:k)
(see Section III for definitions for different model types), and
its uncertainty sets XJ™ (Sy) and 2™ (Syr). We assume that
the uncertainty sets can be represented by zonotopes indepen-
dent of the test case and time step. The center vectors consist
of the initial estimates ¢, € R™ and ¢, € R™ and unknown
center shifts ca x € R™ and ca , € R™". The generator matri-
ces are constructed from user-defined templates Gy, € R™x*"x
and G, € R™ "™ scaled by unknown factors o, € R”O and
ay, € RY%. This results in the following uncertainty sets:

X5 (Su) =
U™ (Su) =

(ex + ca x, Gxdiag(ax)), (3a)

(cu + cau, Gudiag(aw)), (3b)

for all time steps £k =0,...,nx — 1 and test cases m. For
T,

brevity, we introduce the combined variables ¢ = [¢, ¢
ca =[cheh,) anda = [a] o],

We can now formulate our problem statement of identifying
a reachset-conformant model. Since unnecessary conservatism
impedes the use of reachability analysis, we want the model to
produce tight reachable sets. Thus, we additionally minimize a
cost function that evaluates the size of the reachable sets for all
test cases.

Problem 1 (Reachset-conformant identification): We estab-
lish reachset conformance between the model Sy with the
uncertainty sets in (3) and the target system St for the test cases

in M. This is achieved by solving the optimization problem
nk— 1
q" = arg min, Z Z wkr SM)) (4a)
meM k=0
st. Vm,k,s: y(m S)(ST) € y;m)(SM), (4b)

where ¢ are unknown parameters of the uncertainty sets and the
model functions of Sy, the function r())) evaluates the size of
aset Y, and wy > 0 is a weight for time step k.

From this general problem, we derive the following subprob-
lems considered in this work, which depend on the variables we
optimize.

Problem 1.1 (Identification of white-box models): We solve
Problem 1 with the optimization variables ¢ = («, ca ), assum-
ing the model functions F are known.

Problem 1.2 (Identification of gray-box models): We solve
Problem 1 with the optimization variables ¢ = («, ca, p),
where the model functions F = F,, depend on unknown model
parameters p.

Problem 1.3 (Identification of black-box models): We solve
Problem 1 with the optimization variables ¢ = («, ca, F).

Estimating arbitrary model parameters p in Problem 1.2 or the
functions F in Problem 1.3 are complex, nonlinear program-
ming problems. As computing the global optimal solution of
general nonlinear programming problems is NP-hard and hence

intractable, we will focus on efficiently finding a good local
optimum that satisfies the conformance constraints.

Note that we will omit the symbol Sy for variables referring
to the model Sy in the rest of this work to enhance readability.

In this section, we explain how to generalize reachability
analysis for different model types using the GLO approximation.
Definition 7 (GLO approximation): The GLO approximation

7

REACHABILITY ANALYSIS

(zo,u0:) = ?J;E;m) + C_’,(Cm) (xo — i:ém))

—a™) )

is defined by the reference output gj,(cm)

)

, the system matrix C_’Igm),

and the input matrices D(".L . It provides a linear approximation

of the output 71 along the reference trajectory defined by :c( ™)

and ué. k) . The deviation between the output 7, and the linearized

—(m) S(m),

output 7, is described by the linearization error €,

(m)

- T

égcm)(

anuO:k) = Tk(anUO:k) ($07U0:k)-

Using the GLO approximation, we can simplify reachability
analysis as follows:

Theorem 1 (Reachability using the GLO approximation):
The reachable set of outputs 75 for test case m can be over-
approximated as

(m)

~(m) . ) @ g

Vi = (6)

where

g](cm) @ C,(m)(icx ® Xé}m))

and y,(cm) Cy (m) and D( ") are, respectively, the reference output,
system matrix, and 1nput matrices of the GLO approximation of
Tk along the reference trajectory defined by

0 =2

al™

oU™), %)

+ ¢, (8a)

=u ey i=0,....k (8b)

The vectors ¢y and ¢, are the initial estimates for the center
vectors of the uncertainty sets Xém) and UZ(-m), and the set E‘,im)
is an enclosure of the linearization errors é,(gm). The overall

tightness of the overapproximation ?im) yf;”) depends solely

m
on the conservatism introduced by 5’; ).

Proof: Using Definition 7, the output for test case m can be
expressed as

(m

)(3507 Uo:k) + é,(;’”)

©)

A set-based evaluation of (9) over the uncertain initial state
To € Tyo D )(< ™) and the uncertain inputs u; € u(m) @Z/I<m)

Tk (20, Uo:k) (w0, uo:k)-
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1 =0,...,k, leads to (6), where the reachable set of the GLO
approximation

{ﬂgm)(dfo, Uo;k-) | T € Iifg) D Xém), Ug: € Uifrol)k D Z/{én;)}
. 5y(m) a(m) . .
is denoted by ), , and the set &£, " encloses all linearization
errors. Equation (7) can be obtained from a set-based evaluation
of (5), and the reference trajectory in (8) centers the linearization
at the expected midpoint of the initial state and input sets to
reduce the expected linearization error.

Although the center shifts ca x and ca ,, are unknown, they
are treated as point values. This modeling choice implies that
dependencies between uncertainties at different time steps are
not considered (i.e., each uncertain variable takes values from its
respective uncertainty set independently of the others), thereby
avoiding any additional overapproximation that could arise from
ignoring such dependencies [39]. Moreover, since the uncertain
initial state and all uncertain input variables appear only once in
the GLO approximation, we do not encounter the dependency
effect [40, Sec. 2.2.3] in (7), which would otherwise introduce
additional conservatism. As a result, (7) computes the exact
reachable set of the GLO approximation, and the overall tight-
ness of 5),(:0 depends solely on the conservatism introduced by
&". 0

Using this theorem, we can compute the reachable set for dif-
ferent model types, where we compute the GLO approximation
f,im) from a first-order Taylor series expansion of the output
T}, along the reference trajectory to obtain small linearization
errors. In the following subsections, we present the formulas for
computing the GLO approximation and the set of linearization
errors for state-space and input—output models. For improved
readability, we omit the test case m in the superscripts in the
following derivations.

A. State-Space Models

A popular model type, which is especially used in control
applications, is the state-space model. In the general nonlinear
case, it is described by the model functions F = { f, g}, where

(10a)
(10b)

Try1 = f(ar, ur),
Ur = g(Tr, ug).

Corollary 1 (Reachability of state-space models): Thereach-
able set of the state-space model in (10) can be computed using
Theorem 1, with

Uk = 9(T, Ur), (ITa)
B k
Cr = Cx [ [ Ar-t (11b)
=1
_ Co (TIF-  Ap) B 0<i<k,
Dpi=1{ " (HH F l) =1 (11¢)
Dy, 1=k,

The reference output in (11a) is obtained from simulating (10)
along the reference trajectory in (8), the sets £ ; and Ly ;. can
be computed as in [41, Sec. 3.1], and

A =V, f(or, ur)|z,,a00, Bre = Vg [(@r, Wk)|zh,a
Cr = Va, 9(@r, ur)|zy a0, Dr =V, 9Tk, k) |z, ,a, -

Proof: Applying a Taylor expansion of order x with Lagrange
remainder to (10) along the reference trajectory, we obtain

Tpy1 = [(Zp, ur) + Ar(zr — Tr) + Br(up — tr) + lg ks
(12)

Y = g(a?k,ﬂk) + Ck(xk — :Ek) + Dk(uk — fbk) + ly,k,
(13)

where [y ;. € Ly rand [y, € Ly j contain the Taylor terms from
order two up to order x and the Lagrange remainders [41]. Re-
cursively inserting (12) in (13) leads to the GLO approximation
defined by the formulas above with

k=1 /k—j—1
er = Ch Z( H Ak—l) lx,j + ly7k.

j=0 \ =1

The set E‘k enclosing the linearization errors is computed by a
set-based evaluation of ¢j, using the overapproximations Ly ; 2

Ly ; and Z%k D Ly, from [41, Sec. 3.1]. O
If the state-space model is linear, we have &, = 0.

B. Input—Output Models

To compute the reachable set of state-space models, we
require some estimate for the initial state x, o, which is often
not directly measurable. In that case, guaranteed state estima-
tion [42] is required, which introduces additional uncertainties.
By contrast, input—output models can be directly initialized from
measurements, avoiding the need for state estimation and often
resulting in tighter reachable sets [43]. This makes input—output
models a valuable alternative for data-driven system identifica-
tion.

A widely used class of input—output models is the NARX
model, where the current output is computed from the current
input and a finite history of past outputs and inputs using the
model function F = {h}:

Yk = h(ykrfnp:kfhukfnp:k)a (14)
and n, denotes the number of past time steps consid-
ered. The model can be recursively evaluated from ini-
tial measurements, which form the initial state vector xy =
[yg yl y;[p_l]T. By combining a Taylor expansion
with the reformulation from [43, Thm. 1], we obtain the fol-
lowing formulas to compute the reachable set:

Corollary 2 (Reachability of input—output models): The
reachable set of the input—output models in (14) can be computed
using Theorem 1, with & > n,, and

Y = h(gk—np:kfhakfnpik% (153)
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k—np

Cr=FE [] Aex1, (15b)
=0
k—mnp

Dy,=FE Z (H Aext k- l> ext,k—j k—i—j

k—np /j—1

& =F @ (H Aext,kl)-ETZk:j' (15¢)
j=0 \i=0

The reference output in (15a) is obtained by simulating (14)
along the reference trajectory in (8), the set £; can be computed
analogously to [41, Sec. 3.1], and

E= Onyx(npfl)ny Iny] )
A L = O(npfl)nyxny I(npfl)ny
ext,k =
Ak, [Akn, -1 Ak
B o 0(7lp—1)n,y><nu
ext,k,i — )
By
Akﬂ' = vykfi h(yk*np:kflv ukfnp:k)"gk‘—np:k—l’ﬂkfnp:k’

Bk,i = Vuk—i h(yk*npik*h uk*npik)|yk7np:k71,ﬁk7np:k'

Proof: The output of the NARX model can be approximated
by a Taylor series of order x along the reference trajectory
defined by o = [y §{ -+ U, 1] and tg.:

)+ Z Api(Yk—i — Ur—i)

Yk = h(gkfnp:kfla akfnp:k:
=1
p
+ Z By, i(ug—; — tg—;) + Uk,
=0

where [;, € L;, contains the Taylor terms from order two up
to order x and the Lagrange remainder [41]. A reformulation
analog to [43, Thm. 1] results in the GLO approximation defined
by the formulas above with

k—np

=5 (HAexlk z)E l—j.-
j=0 \i=

A set-based evaluatlon of e leads to the set Ek using the
overapproximation Ck D Ly, from [41, Sec. 3.1]. O
If the function / in (14) is linear in yx_p k-1 and ug_n_ .k,

i.e., the model is an ARX model, we have /E\’k =0.

[V. IDENTIFICATION OF WHITE-BOX MODELS

This section describes the general framework to identify un-
certainty sets that ensure reachset conformance for models with
known model functions F (see Problem 1.1). For linear models
and the zonotopic uncertainty sets in (3), reachset conformance
can be established by computing scaling factors « and center
shifts ¢ with linear programming [32]. This approach can be
generalized to a nonlinear model by computing its reachable

set using Theorem 1 for each test case m. To formulate the
white-box identification problem from Problem 1.1 as a LP, we
require the following lemmas.

Lemma 1 (Set of output deviations): Given the uncertainty
sets in (3), the center vector and generators of the set jiém) from

Theorem 1 are

cen(ji,(cm)) = g,ﬁm) + C*,ﬁm) Ax T Z Dk i CALu, (16a)
T
gen(y( )) = gen (yk )diag( {al al ozﬂ )7
(16b)
gen' (") = |66, DUYG e
(16¢)
Proof: We insert the uncertainty sets from (3) in (7). (|

The cost function in (4a) can be expressed linearly in « as
follows:
Lemma 2 (Cost function):

1"(5712 )

Given Lemma 1 and using
" )= ||j/,(€m) Iz, the cost in (4a) can be computed as Y,
where o > 0 and

nkl

v = Z Zwle |C’m)G | Z

meM k=0

G| (17)

Proof: We evaluate (4a), where || J"™||; is computed by
inserting (16b) into (3), analogously to [32, Lemma 1]. J
To enforce the conformance constraints in (4b), we use one
of the following lemmas, which are based on the halfspace

representation or the generator representation of y(m).
Lemma 3 (Halfspace constraints): Given Lemma 1, the

containment constraint y,(cm -9 (St) € 5)}6"” , Vs, is equivalent to

B P
with a > 0, y(m ) _ ’im,s)(ST) . gl(q;m)’ and
k
p(ik) l‘Né7rL)O(7rL)G ’ Z‘ o
=0

The rows of N ,Em) are the normal vectors of the halfspace rep-
which can be obtained using [36, Thm. 7].
TR on both sides, we can write
(m) (m,s) _(m) (m)
y L as Z—,la k ST EB y
With the halfspace representation of yk , Where yk can be

computed using Lemma 1, this constraint can be enforced for
each test case m analogously to [32, Thm. 1]. ]

resentation of ji(m)

Proof: By subtracting 7,

the constraint y(m 5)( St) €
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Lemma 4 (Generator constmints): Given Lemma 1, the

containment constraint y(m *(St) € jié.m), Vs, is equivalent to

0 Ra (m,s)
Vs : Rty (192)
0 Ra,ka - ﬂk ’
g = QMen + QYA (19b)

(T)'L s)

with a >0, y,’ y,(cm’s)(S ) — y,(cm), and the auxiliary

optimization varlables ﬁ,im’s) € R7=+(k+1)nu  The constraint

matrices are

R B = Tx Tx XM
(6% - b
_0(k+1)77ux17x verty11 (I,

where verty, 1 (I, ) is the vertical concatenation of k£ + 1 iden-
tity matrices and gen’ (5},(;")) is computed as in (16c¢).
Proof: We can wrlte the constraint y\"™"* (St) € wm

yz(;” #) ¢ y(m) & y( after subtracting y(") on both sides.

This constraint can be enforced via the generator representation
y(m)
of Vi,

(m.s) o

uy” e~ e

analogously to [32, Thm. 2], i.e.,

D<e:f\;>1 E)h](cm75) c Rnx-i-(k—i-l)nu .

) <1,
yﬂ’s) = —g],im) + cen(j)ém)) + gen(y(m))k,gm’s)
(1<:6>) 3/6]5;”175) c Rnx+(k+1)nu .

-
BN < ol o] ol] (21a)

?JS?Z’S) _ C(m) x+ ZD(m) A
+ gen’ (V™) 0, (21b)
where we define 8% := diag([a] ol -+ a]]T)A™*) Fi-
nally, the constraints in (21a) and (21b) can be written as in (19a)
and (19b). O

The resulting white-box identification procedure is summa-
rized in Algorithm 1. It takes as input the set of model func-
tions F (i.e., F = {f, g} from (10) for state-space models or
F ={h} from (14) for input—output models), the matrix B,
that determines which components of the center shift ca are to
be identified, and the set of test cases M. In Line 1, we compute
the GLO approximations 7("™) for all m € M using the function
computeGLO (), which implements (11) for state-space mod-
els or (15) for input—output models. The scaling factors o and
center shifts ca are identified by solving the LP in (22), as shown
in Line 6. This optimization minimizes the cost function defined
in Lemma 2, subject to the reachset-conformance constraints
provided by Lemma 3 or Lemma 4. The matrix B, a diagonal

Algorithm 1: White.

Inputs:

F Model functions

B, Center identification matrix
M Test cases

Outputs:

a* Optimized scaling factors
Ch Optimized center shifts
25 Final conformance cost

Compute GLO approximation for each test case
1: 7™ « computeGLO (F,m),¥m € M
Optimize scaling factors and center shifts

20 v+ (17)
Ensure Be is identity matrix for nonlinear model functions

3: ifany function in F is nonlinear then

4: Be + 1

5:  endif

6. «F,Cp + argmin ya (22a)
a,ens(B)

s.t. constraint (18) or (19), Vm, k, (22b)

a >0, (22¢)
Beca =0, (22d)

Compute the final conformance cost
7. G ya”

matrix with entries in {0, 1}, encodes which elements of ¢ are
fixed to zero via the constraint in (22d). Since estimating optimal
center shifts for nonlinear models would require introducing
nonlinear constraints (see the proof of Theorem 2), we enforce
ca = 0 for such models by setting B, to the identity matrix in
Lines 3 to 5. To identify the center vectors for nonlinear models,
we can consider c as a part of the unknown model parameters p
and use the methods presented in the next section.

Theorem 2 (White-box identification of uncertainty sets):
Problem 1.1 can be solved with Algorithm 1.

Proof: If the sets of linearization errors Z’,(gm) used in (6)
)
k=0,...,

j)ffm) is underapproximated by j),g.m), which can be computed
using (7). By using this underapproximation and defining the

. . ~(m
contain the zero vectors, i.e., 0 € &, nyx — 1, then

function r(j),im)) = Hy(m) |l as in Lemma 2, Problem 1.1 can
be simplified to

arg min  yo (23a)
aL,CA
st. Vm,k,s: yk e (ST) € y (23b)

Feasible solutions to this optimization problem lead to reachset-
conformant models since the satisfaction of the more restrictive
constraint (23b) implies the satisfaction of (4b). According to
Lemma 3 and Lemma 4, (23b) can be expressed with the linear
constraints given in (22b) and (22c).

The requirement 0 ¢ E’,im) is trivially fulfilled for linear
systems. For nonlinear systems, this condition is satisfied by

Corollaries 1 and 2 if the initial state and inputs of the ref-

erence trajectory (5:(() ™) ué k)), which are used for the lin-

earization, are contained in the initial state and input sets,

respectively, i.e., :fé ™) e (m) @ X(m and ﬂ(m) € u(m) O U;,
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Algorithm 2: GraySim.

Algorithm 3: GraySeq.

Inputs:
P Initial estimate for the model parameters
Fp Model functions parameterized by p

B, Center identification matrix
M Test cases

Outputs:
p* Optimized model parameters
o Optimized scaling factors
cx  Optimized center shifts
£ Final conformance cost

Find p that minimizes the cost of the white-box identification

1:  while NLP solver has not terminated do

2: a, ca, b < White(Fp, Be, M)

3: p < next NLP-iteration to minimize £¢
4:  end while

50 pfep

Optimize scaling factors, center shifts, and cost given p*
6: o', cy,le < White(Fpr, Be, M)

Vi. Since x%) @A™ and uff?) @ U™ have their centers at
2™ 4 cay and @™ + ca ., this containment can be satisfied

by setting ca = [cA ¢ ] to the zero vector with (22d). [

V. IDENTIFICATION OF GRAY-BOX MODELS

In this section, we extend the uncertainty identification ap-
proach from Theorem 2 to the reachset-conformant identifica-
tion of gray-box models (see Problem 1.2). First, we describe an
algorithm that integrates the LP from Section IV in a nonlinear
program (NLP) to simultaneously identify the uncertainty sets
and the unknown model parameters. As an alternative with lower
computational complexity, we present a sequential identification
approach, which identifies the model parameters prior to the
uncertainty estimation.

The uncertainty sets and unknown model parameters p can
be simultaneously identified with the approach proposed in
[44, Sec. III-B], termed GraySim. The general procedure is
provided in Algorithm 2. The function White implements
Algorithm 1 and returns scaling factors «, center shifts ca,
and the conformance cost ¢ for the model functions 7. The
outer NLP uses /¢ to optimize the parameters p in Lines 1 to 4
until the solver converges or exceeds a maximum number of
iterations. While we do not have any guarantees for finding
the globally optimal parameters, we can ensure that the final
model is reachset-conformant by computing the scaling factors
o and center shifts ¢, withWhi te for the final parameters p* in
Line 6.

Solving the LP in White at each iteration of the NLP,
as proposed in [44], leads to high computational complexity.
Furthermore, only NLP solvers that do not require a closed-form
expression of the cost function can be used. Thus, we propose
Algorithm 3, termed Gray Sedq, resulting in shorter computation
times and higher flexibility in the choice of the NLP solver.
First, we identify model parameters p* and center shifts ca in
Lines 1 to 6 by minimizing an approximation of the conformance
cost £c, which is independent of the scaling factors «. Next,
we run the white-box identification algorithm Whi te using the

Inputs:
p Initial estimate for the model parameters
Fp Model functions parameterized by p

B, Center identification matrix
M Test cases

Outputs:
p* Optimized model parameters
o Optimized scaling factors
cx  Optimized center shifts
4 Final conformance cost

Find p that minimizes the cost function from Prop. 1
1:  while NLP solver has not terminated do
Compute GLO approximation for each test case

2: 7(m) < computeGLO (Fp,m),¥Vm € M
3: by« (24)

4: p, ca < next NLP-iteration to minimize £y
5:  end while

6: p < p

Optimize scaling factors, center shifts, and cost given p*
7 af ey, b+ White(Fyr, Be, M)

optimized parameters p* to compute the uncertainty sets and the
conformance cost in Line 7.

We propose to use the following cost function for the estima-
tion of the parameters p:

Proposition 1 (Underapproximative cost function): The min-
imum cost ya* of the LP in (22) can be underapproximated by

nk—l
by = Z Z w1 max, yg;:’s) — y(Amlz , (24)
meM k=0
with
g =y (Sr) - g,
y{) = [a Sk, D) Beea,
B 0 if any function in F, is nonlinear,
¢ |B. — 1| else.
Proof: Given Lemma 4, we have |ﬁ,(€m’s)| < aj, see (21a),
with o == [at" o -+ ai"]" and
k
L~ Ces 3 D = sen ()50
i=0

By taking the absolute value of both sides, we obtain

k

_ C’,im)CA,x _ ZDI(:Z)CA,J _ ‘gen/(j)gn))ﬁl(cmﬁ”
1=0

(m;s)

|Z/a,k

< [gen’ ()] 180"

< |gen’ (™) aj.
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As this has to hold for all s, we can take the maximum over s,
resulting in

Ekj ™) o

=0

max [y}~ O ea, D en | <lgen’ (9%

At the same time, the minimum cost of (22) can be computed as

nkl

=30 > wd e’ O o

meM k=0

Combining the last two formulas and considering constraint
(22d) leads to the underapproximation fy < ya*. |

Although we do not have any guarantees on the closeness
of the conformance cost ¢ and the underapproximation {yj,
this cost function works well in practice as demonstrated in
Section VII. Alternatively, we can use the least-squares cost
function

nk—1

hs=Y Zwkpz(yak _yA,g)Q.

meM k=0

(25)

This cost function decreases the computation time even more,
but the results are more vulnerable to not centrally distributed
uncertainties compared to using cost functions that consider only
the maximum errors. A detailed analysis of the accuracy and
computation times is presented in Section VII-B.

VI. IDENTIFICATION OF BLACK-BOX MODELS

For the black-box identification of reachset-conformant mod-
els (see Problem 1.3), we propose a sequential approach that first
identifies the model functions followed by the computation of
the uncertainty sets using the methods from Section IV. We use
genetic programming (GP) in this work, but other black-box
identification methods, such as the training of neural networks,
can be used similarly [45], [46], [47], [48].

GP is a global optimization technique that iteratively evolves
a population of symbolic functions or entire computer pro-
grams [49]. The evolution is driven by the need to optimize a
fitness function mimicking the Darwinian principle of survival
of the fittest. GP for system identification can be described by
the following steps.

1) Initialization: A population of random symbolic func-
tions, called individuals, is generated as a weighted sum
of different genes. Each gene is a nonlinear function rep-
resented by a tree structure, constructed using a specified
set of building block functions, input variables, and op-
tionally, random constants. An example gene is displayed
in Fig. 2.

2) Fitness evaluation: The fitness function evaluates the fit
of each individual to the training data.

3) Evolution: Individuals are selected based on their fit-
ness alone or on both their fitness and their complexity.
The selected individuals undergo the genetic operations
crossover (genes are exchanged between individuals), mu-
tation (random changes to individuals to maintain genetic
diversity), and replication (some high-performing indi-
viduals are copied directly to the next generation). The

Fig. 2. Example gene in GP using the building blocks +, *, and cos,
the input variables wy, ui_1, and yi_1, and the random constants 3
and 7.

resulting individuals are part of the next generation, where
we continue with step 2.

4) Termination: The evolution process is terminated if a
fitness threshold is exceeded or the maximum number of
generations is reached.

Overfitting to the given data is mitigated by limiting the
maximum number of nodes and the maximum depth of the trees,
as well as penalizing complexity in the evolution process.

As some of the models identified with GP might lead to
exploding reachable sets, even though we observed small predic-
tion errors in the training process, we propose a new GP variant
termed conformant genetic programming (CGP). Exploding
reachable sets can come from inherent model dynamics that
were not observable for the test cases in the training dataset.
For example, we might have a division by a near-zero number
in the output equation for a particular input trajectory, which
would lead to large outputs. The probability that this input
trajectory is contained in the training data is small, but the
probability is significantly higher when considering whole input
sets. Thus, it is advantageous to consider the cost £ of (22),
which describes the size of the reachable set for a conformant
model, in the training process. However, since the computation
of the conformance cost requires the solution of an LP, this
cost leads to a significantly higher computational complexity
than a least-squares cost function like (25) and can only be
evaluated for small test suites in reasonable computation time.
Hence, we propose the approach described in Algorithm 4,
where we first minimize a least-squares cost function, followed
by a few iterations of minimizing the conformance cost. We use
the following functions in the algorithm.

1) Initialize, whichrandomly creates n, sets of model

functions with different nonlinearities [50, Sec. 3.2],

2) Evolve, which implements the evolution process based
on the costs of the function sets [50, Sec. 3.2],

3) Best, which returns the sets of model functions with the
lowest cost, where the last argument specifies the number
of returned sets, and

4) White, which calls Algorithm 1.

First, we randomly initialize a population of n¢ sets of model
functions, where the structure of each set F; depends on the
selected model class (e.g., F; = {h; } from (14) for input—output
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Algorithm 4: BLackCGP.

Inputs:
My Training test cases for step 1
M Training test cases for step 2
Mc Conformance test cases
Outputs:
F* Identified model functions

a* Optimized scaling factors
Optimized center shifts
Final conformance cost

N
o
Step 1: Minimize least-squares cost
Initialize the function sets
{F1,...,Fn;} < Initialize
fori={1,...,ng} do
Compute least-squares cost for each function set

N —

3: for j ={1,...,n¢} do
4: 7(m) « computeGLO (Fj,m),¥m € My
S: L+ (25)
6: end for
7: if i < ng then
Optimization via genetic evolution
8: {F1,...,Fn;} ¢ Evolve ((}'1,21), ...,(fnf,znf))
9: end if
10: end for
Selection of the n¢ function sets with the lowest cost
1 {F1,. ., Fag} < Best ((F1,40), -, (Fag, bng), i)
Step 2: Minimize conformance cost
12: fori={1,...,75} do
Compute sum of conformance costs for each function set
13: forj ={1,...,7¢} do
14: Z]' —0
15: forl ={1,...,n,}do
16: a, ca,bo <~ White(Fy;,0, M2 ;)
17: fj — fj —+ fc
18: end for
19: end for
20: if i < ng then
Optimization via genetic evolution
21: {]:17 . ,]:ﬁf} < Evolve ((.7:1,f1)7 RN (]:ﬁf,éﬁf))
22: end if
23:  end for
Selection of the function set with the lowest cost
24: F e Best ((F1,01), -, (Fag, i) 1)
Optimize scaling factors, center shifts, and cost given F*
25: af,cy, LG + White(F", 0, Mc)

models). For the first n, generations, we minimize the least-
squares cost function for the training dataset M, to efficiently
find good candidate functions, see Lines 2 to 10. From the
optimized function sets, we choose the n¢ sets with the lowest
costs in Line 11. In the second part of the algorithm, we optimize
the obtained functions by minimizing the conformance cost for
the second training dataset M. To keep the computational
complexity small, we split the dataset M, into the subdatasets
My, 1=1,...,n,, and compute the sum of conformance
costs over all subdatasets for each function set in Lines 13 to 19.
To activate the identification of center shifts in the rare case of
linear model functions F;, we initialize B, with the zero matrix
(the algorithm White will automatically set 5, to the identity
matrix for nonlinear models). Having reached the maximum
number of generations 7z, we choose the function set with the
lowest cost in Line 24 and compute the scaling factors and center

TABLE |
COMPUTATION TIMES FOR WHITE-BOX IDENTIFICATION

Computation time of Theorem 2 [s]

Ny Nm Ns ny Using Lemma 3 Using Lemma 4
4 10 1 3 0.16 0.15
20 10 1 3 16.14 0.83
40 10 1 3 >600.00 1.61
4 100 1 3 0.54 0.26
4 1000 1 3 23.26 2.58
4 10 10 3 0.16 0.18
4 10 100 3 0.16 1.43
4 10 1 6 9.84 0.22
4 10 1 9 >600.00 0.31
4 10 1 100 >600.00 8.53

The smallest computation times are highlighted in bold.

shifts of a reachset-conformant model for the test cases in M
in Line 25.

VII. NUMERICAL EXPERIMENTS

First, we evaluate the scalability of our white-box identifica-
tion approach. Next, we analyze the general performance of the
proposed white-, gray-, and black-box identification methods for
different model types and compare them to baseline methods.
Finally, we identify a reachset-conformant vehicle model from
real-world measurements.

All methods are implemented in the MATLAB toolbox
CORA [51] and are evaluated on an AMD EPYC 7763 processor
with 2TB RAM and NVIDIA A100 40 GB GPU. We use the
built-in solvers linprog and fmincon for solving the required
LPs and NLPs. Continuous-time models will be discretized for
the identification using the forward Euler method.

A. Scalability of the White-Box Identification Approach

For evaluating the scalability of Algorithm 1, we simulate
a discretized version of a water tank system with uncertain
inputs [52], whose dynamics are

iml = Ut,1 — 03\/CLT’1,

i‘t,i = Ut + 0.3(,/56‘,5’1‘,1 — \/.E), 1= 2, .
The state x; ; describes the water level of tank ¢ at time ¢, such
that the system dimension ny is equal to the number of tanks, and
uy,; the water flow into tank 7. We assume that there is an inflow
in only every third tank, u;; =0 for ¢ #1,4,7,..., and we
measure each state variable, i.e., y;; = x;; fori =1,...,ny.
The computation times of the LP from Theorem 2 using the
halfspace constraints from Lemma 3 and the generators con-
straints from Lemma 4 are presented for a) a varying time
horizon ny, b) a varying number of test cases, which is denoted
by nm, ¢) a varying number of sample executions ng of each
test case, and d) a varying measurement dimension n,. As
we can see from Table I, increasing the number of samples
ns does not influence the computational complexity of the
LP using the halfspace constraints since we only consider the
sample yg’”“"’) closest to each halfspace in (18). However, as the
halfspace conversion scales exponentially with the dimension
of the reachable set [32], halfspace constraints can only be used

’nX'
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for systems with small measurement dimension n, and small
time horizons ny. In contrast, using the generator constraints is
efficient for high-dimensional systems and long time horizons,
but its computational complexity depends substantially on the
overall number of measurement trajectories ng - 7y .

B. General Comparison for Different Model Types

We evaluate the proposed identification methods by comput-
ing reachset-conformant models for four dynamical systems,
which are

1) a pedestrian model [43] formulated as the linear state-

space model

pt 0 p2 O p3 0 0 O
S 0 pr 0 po 0 p3 0 O -
0 0 p O pr 0 0 0
0 0 0 p 0 ps 0 0
1 0 0 0 0010
=10 1 0 O]x”[o 0 0 1]“’“’

where p; = 1, po = 0.01, p3 = 5- 1072, and ps = 0.01;
2) the pedestrian model converted to an ARX model, using
the conversion formulas from [43, Prop. 2], where

PO yk1+p2 Oka
0 pi|” 0 po| "

Yk =
00 1 0 ps 0 pa O
+ Uk—1
0 0 0 1 0 p3 0 p4
ps 0 1 0
+ Uk—2,
0 ps 0 11 b

withp; =2,py = —2,p3 =5-10"°, and py = —1;
3) the Lorenz system [53] described by the nonlinear state-
space model

(Pl + ut,1) (JCt,z - xm)
&y = (pz + ut,2)$t,1 — Tt — Tt 1Tt 3|
Tt1%t,2 — (p3 + Ut,3)5€t,3
-xt,ll
Yt = )
_%:,2

with py = 10, p2 = 28, p3 = §;
4) a NARX model, which we call NARX1 and whose dy-
namics

Yk-1,1

| 1 Yk-1,2Yk-1.2 +p1uk_1’1
Yk =

Uk —
14+Yk-1,2Yk-1,2 + pauk 2,2

are adapted from [54], with p; = 0.8 and p; = 1.2.
The corresponding uncertainty sets X(()m) (only for the state-

space models) and Z/{Em) are represented by zonotopes with a
random center vector with elements between —1 and 1 and a

TABLE Il
EVALUATION OF THE PROPOSED IDENTIFICATION METHODS (IN BOLD) AND
BASELINE METHODS

Approach  Normalized Failure Computation RMSE
cost rate [%] time [s]
White 1.00 0 0.09 -
WhiteAdd 1.88 0 0.10 -
GraySeq 1.02 4.00 12.56 0.19
GraySeq2 1.16 0.25 4.95 0.39
GraySim 1.49 11.50 20.67 0.24
BlackCGP 6.53 0.12 219.65 -
BlackGP 12.68 29.57 180.80 -

random diagonal generator matrix with elements between —0.25
and 0.25.

Using the true model, the true uncertainty sets, and random
input trajectories, we simulate 100 conformance test suites M ¢
comprising n,, = 20 test cases each. Each test case has a length
of ny = n;, + 6 time steps and contains ng = 10 measurement
trajectories resulting from different uncertainty realizations,
where n,, is the model order for the ARX and NARX model
(we require n;, measurements for their initialization) and zero
for the state-space models if not defined otherwise. More data are
required for the black-box identification approach as explained
in the respective subsection. The matrices G and G, for the
uncertainty sets are initialized by identity matrices, and the initial
estimates for the unknown parameters and center vectors are
sampled from a Gaussian distribution with a standard deviation
of 0.01.

We compare the identification methods using the following
criteria:

1) The normalized cost, which is the ratio of the final cost £,
of the model identified with the considered approach and
the cost using the true model and uncertainty sets.

2) The failure rate, which is the ratio of the number of failure
test suites, i.e., test suites where a conformant model could
not be identified or where the normalized cost is bigger
than 100, to the total number of test suites.

3) The computation time, which is the time required for
solving the conformance problem for one test suite.

4) The root-mean-squared errors (RMSE) between the true
parameters and the parameters estimated with the gray-
box identification approaches.

In Table II, we present the results averaged over all dynamical
systems and nonfailure test suites (except for the failure rate)
for the proposed identification methods and baseline methods.
Given the absence of comparable solutions in the literature,
we benchmark our methods White from Algorithm 1, GraySeq
from Algorithm 3, and BlackCGP from Algorithm 4 against the
following baseline approaches:

o WhiteAdd: This white-box identification approach is based
on Algorithm 1 but considers only additive measurement
error sets in the optimization since previous research fo-
cused only on additive uncertainty sets [27], [30].
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Fig. 3. Normalized cost for the identified models for different nonfail-

ure test suites. (a) Pedestrian state-space model. (b) Pedestrian ARX
model. (c) Lorenz model. (d) NARX1 model.

® GraySim: This gray-box identification approach imple-
ments the simultaneous identification scheme from Algo-
rithm 2, which was adapted from [44].
® GraySeq?2: This gray-box identification approach is based
on the sequential identification scheme of GraySeq in
Algorithm 3 but minimizes the least-squares cost function
l1s from (25) with the NLP solver instead of £y;.
® BlackGP: This black-box identification approach is based
on the standard GP algorithm and aims to find a model
minimizing the least-squares cost function in (25) before
applying the white-box identification approach to find un-
certainty sets that make the model reachset-conformant.
As the performance of the identification methods can vary
substantially between different test suites and systems, we also
visualize the normalized cost as boxplots for all nonfailure test
suites in Fig. 3. Example test cases, which were not contained in
the identification data, consisting of ng = 50 output trajectories
with alength of i = n;, + 10 time steps, and the reachable sets
from the identified models are displayed in Fig. 4. Since the GP
approaches approximate the Lorenz model with a NARX model,
which requires n;, = 3 measurements for its initialization, we
enforce that all test cases visualized in Fig. 4(c) start with the
same measurements y;, ¢ = 0,...,n, — 1, such that we are
able to compute one reachable set, which has to enclose all
measurements. Thus, we start the reachability predictions at
the time step & = n;, and, to have a fair comparison, we use

T, B X(()m) as the initial state set, which contains all states of
the visualized test cases at k = n,, for the nonlinear state-space
models identified with the white and gray-box approaches.

1) White-Box Identification: We use Algorithm 1 to iden-
tify the white-box models. Please keep in mind that the ARX and
NARX models do not require to find «v,; and that ca is only iden-
tified for linear models. We use the halfspace constraints from
Lemma 3 instead of the generator constraints from Lemma 4 to

shorten computation times, because the considered systems are
low-dimensional and the time horizon is short.

We can see from Table II that our identification algorithm,
termed White, is able to estimate small uncertainty sets, which
lead to tight reachable sets, with short computation times.
Since the assumed directions for the generators were correct,
linear programming is able to find a solution that is as good
as using the true uncertainty sets, i.e., the normalized cost
in Fig. 3 is always approximately equal to 1. Furthermore,
Fig. 4 shows that the reachable set of the identified model
is identical to the reachable set of the true system for the
pedestrian state-space model and the pedestrian ARX model.
Due to the linearization error, which is not considered in the
identification but added for the computation of the reachable
set, White identifies more conservative uncertainty sets for the
nonlinear models, resulting in larger reachable sets after longer
time horizons, see Fig. 4(d) at k = ny, + 9. The magnitude of
the conservatism depends on the degree of the nonlinearities of
the model.

The performance of WhiteAdd compared to White depends on
how well additive uncertainties can approximate the uncertain-
ties of the true systems. The true uncertainties of the pedestrian
state-space model and the NARX1 model have a similar influ-
ence as additive uncertainties. As a result, the normalized cost
of the models identified with WhiteAdd is almost identical to
the cost of the models identified with White for these systems,
see Fig. 3(a) and (b). However, the true uncertainties of the
pedestrian ARX model and Lorenz model have a more complex
influence on the system, which cannot be well approximated by
additive uncertainties. This can lead to bigger uncertainty sets
and reachable sets, see Fig. 4(b) and (c), and, thus, higher nor-
malized costs, see Fig. 3(b) and (¢). In some cases, we also obtain
models that are not reachset-conformant for validation test cases,
see Fig. 4(c), where the measurements are not contained in the
reachable sets Vwhiteada at & = np + 9.

If we know how the uncertainties act on the system, we should
use this knowledge in the identification by applying the proposed
algorithm White. The computation times are very short, and the
identification results are as good as or better than those of an
identification algorithm that only considers additive uncertainty
sets.

2) Gray-Box Identification: We evaluate the gray-box iden-
tification approaches from Section V by augmenting the identi-
fication variables from the previous subsection with the model
parameters p. Furthermore, we assume that the center vector of
the uncertainty set of the NARX1 model is unknown, such that
cy 18 added to the identification variables for this model.

As we can see from Fig. 3, the proposed sequential approach,
termed GraySeq, yields the smallest cost values for the lin-
ear models and the NARX1 model of all gray-box identifica-
tion approaches, while the simultaneous identification approach
GraySim, results in marginally smaller cost values than GraySeq
for the Lorenz model. The baseline method GraySeq2, which
uses a least-squares cost function, leads to the shortest computa-
tion times but also higher normalized costs and bigger reachable
sets, see Table II and Figs. 3 and 4. As displayed in Table II, all
three identification methods lead to small RMSE between the
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Fig. 4. Example test cases: measurements y(s) with s = 1,..., 50, reachable set Ve, Of the true system, and reachable sets Vimethod,r from

models identified with different white-, gray-, ané black-box identification methods for the time steps k = ny, np, + 1,1, + 5,1, + 9. (@) Pedestrian
state-space model. (b) Pedestrian ARX model. (c) Lorenz model. (d) NARX1 model.

estimated parameters and the true parameters, where GraySeq
shows the smallest error on average. GraySim has the highest
failure rate.

3) Black-Box Identification: Lastly, we evaluate the black-
box identification approaches. As the model structure of linear
models is completely determined by the linearity and the system
dimension, which could be estimated by comparing the gray-box
identification results for different dimensions, we only apply
our black-box identification approaches to the two nonlinear
systems. We assume no prior knowledge of the system state and
thus identify the model function F = {h} of an input—output
model, as described in (14).

First, we generate additional training datasets M consisting
of 1500 test cases for step 1 of Algorithm 4 and M, consist-
ing of 100 test cases for step 2. Each test case contains the
measurements resulting from ns = 10 uncertainty realizations
with a length of ny = n, + 6 time steps. For the model order,
we choose n,, = 3 for approximating the Lorenz model and
np = 2 for the NARX1 model. The accuracy of our black-box
identification approach can be improved by using more complex
models and more measurements. As such improvements always
involve a tradeoff in computation time, the decision will depend
on the accuracy required for the application.

Next, we evolve a population of model functions with GP,
using functionalities from the MATLAB toolbox GPTIPS2 [50].
The standard GP algorithm BlackGP aims to minimize the
least-squares errors for the training data over 100 generations
for a population of 300 randomly initialized model functions.
From the final population, we choose the model function with
the best fitto the data. In addition, we evaluate the CGP approach,
denoted as BlackCGP, where we minimize the least-squares
cost function over ng, = 95 generations for ny = 300 model
functions, followed by 7, = 5 generations, where the cost ¢ of
(22) is minimized for ny = 100 model functions.

As the considered identification methods are stochastic, the
data generation and black-box identification process is repeated
30 times. The normalized cost for all test suites is displayed in
the boxplots in Fig. 3 for the final models from all GP runs.

While both approaches lead to similar normalized costs for
the NARX1 model, see Fig. 3(d), the costs for identifying the
Lorenz system with BlackCGP are much smaller, see Fig. 3(c).
This is also shown in Fig. 4(c) and (d) (we do not display
the reachable sets Vpjackcop,x and Veiackp, i at the time steps
k =mnp +5and k = ny + 9 in cases where they are too large):
The models identified with BlackCGP mimic the reachability of
the true system well in an overapproximative way. In contrast,
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the results of BlackGP are more volatile. The identified Lorenz
model depicted in Fig. 4(c) leads to more conservative reachable
sets, while the reachable set of the identified NARX model
depicted in Fig. 4(d) is too small, as it does not contain all
validation measurements at time step & = n,, + 1. Furthermore,
as can be seen from Table 11, the models identified with BlackGP
lead more often to failures in the conformance identification
step. These failures result partially from exploding reachable
sets when considering set-based inputs and partially from an
insufficient influence of the input on the model dynamics, i.e.,
by increasing the scaling factors of the input set, we are not able
to enlarge the reachable set in all dimensions, especially at early
time steps, such that not all measurements can be enclosed and
the model cannot be made reachset-conformant.

C. Identification of a Vehicle Model

Finally, we test our identification method with measurements
of the automated vehicle EDGAR [55], which is depicted
in Fig. 1. Given the limited number of available test cases,
we only validate our white-box and gray-box identification
methods. We use the following kinematic model [56]:

[ 24 cos(B; + 25)
Tt 4 Sin(ﬁt + xt,s)
T§Ut,1 + Ut 3.7,

Ut 2

| ¢4 cos(By) M

Yt = 1

where the slip angle 8; can be computed as

[y = arctan (tan(mt73)l;) .

The state vector x; = [px ¢ Py.¢ 0.+ V¢ 1] | consists of the posi-
tion in x and y direction, the steering angle at the front axle,
the vehicle velocity, and the yaw angle, respectively. We obtain
noisy measurements of the position, y¢ 1 = px,c and ¥ 2 = Py ¢,
the steering wheel angle y; 3 = 357)5, and the velocity y; 4 = ;.
The input and disturbance vector wu; = [Js ¢ ay s w] v ]T
composed of the steering wheel speed SS,t, the longitudinal
acceleration ay 4, the process noise vector w;, and the measure-
ment noise vector v;. The parameters s, [, and [, denote the
transmission ratio from g to d¢, the wheelbase, and the distance
from the front axle to the center of gravity, respectively, and
are given for the white-box identification and unknown for the
gray-box identification.

The vehicle data are randomly split into an identification and
a validation dataset. The initial state estimate is computed from
the measurements with . o = [px,0 Py.0 7'555,0 Do 1[)0]T where

is
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Fig. 5. Reachable sets and measurement trajectories for a failure

test case of the automated vehicle EDGAR. (a) Position in x-direction.
(b) Position in y-direction. (c) Steering wheel angle. (d) Velocity.

the initial yaw angle is calculated as
Yo = arctan <w> )
Px,1 — Px,0

From the n,,, = 84 test cases of the identification data set with a
length of ny = 6 time steps and ns = 1, we identify the follow-
ing uncertainty sets with the white-box identification approach
from Algorithm 1:

‘)(‘(()m) = <Ovdiag

(:0.00
Uy = <O7diag ( 0.00
(

055 0.00 0.66 0.00])>,

0.00]) )

0.02 000 0.06 000])),

184 0.05 0.79})>,

with L{,(Cm) = Uin X Uy X Uy. The large values in U/, indicate a
large measurement uncertainty. The sequential gray-box identi-
fication approach GraySeq leads to larger initial state and process
noise uncertainties.

Next, we validate these results by computing the reachable
sets for the n,, = 304 test cases of the validation data set
with a length of ny = 10 time steps. In total, 98.9% of the
measurements are contained in their corresponding reachable
set for the white-box model and 93.6% for the gray-box model,
which shows that the proposed identification framework works
well for real-world data. One of the failure test cases is visualized
in Fig. 5. We can see in Fig. 5(d) that the measurement at time
0.25 s is marginally outside the reachable set (the reachable
velocities are identical for both models for this test case). In-
troducing safety factors for scaling the identified uncertainty
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sets decreases the failure rate, i.e., a safety factor of e = 1.2
leads to 99.2% contained measurements for the white-box model
and 97.6% for the gray-box model, while all measurements are
contained in the respective reachable sets for both models when
using a safety factor of € = 3. The magnitude of the necessary
safety factor shows that the data contains some outliers (mea-
surements that deviate substantially from the expected outputs).
Thus, a lower failure rate could also be achieved by detecting
and removing outliers from the measurement data.

VIIl. CONCLUSION

We present a novel framework for identifying reachset-
conformant models for linear and nonlinear system dynam-
ics, adaptable to various levels of prior knowledge. A pivotal
contribution is the introduction of the GLO approximation,
which unifies reachability analysis across different model types.
Leveraging this approximation, we introduce the first reachset-
conformant identification method capable of handling poten-
tially nonadditive uncertainty sets and input—output models. Our
framework also extends to the estimation of unknown model
parameters and the identification of reachset-conformant black-
box models using GP, allowing for modeling complex systems
with minimal prior information. Through extensive numerical
experiments involving the identification of linear state-space,
ARX, nonlinear state-space, and NARX models, as well as
the modeling of an automated vehicle using real-world data,
we demonstrate the robustness and practical applicability of
our proposed approaches. Across all experiments, we success-
fully identify reachset-conformant models, whose reachable sets
tightly enclose all measurements, within competitive computa-
tion times.

While our work guarantees reachset conformance for all
trajectories considered in the identification process, we did not
make any mathematical statements about the generalizability of
the results to unseen data. Although our experiments demon-
strate promising performance of the identified models on un-
seen data, future research will focus on deriving probabilistic
guarantees, potentially utilizing the scenario approach [57].
Despite these limitations, our approach offers a valuable tool for
enhancing reliability and mitigating conservatism in the formal
verification and control of real-world systems. It represents a
significant step towards transferring model-based verification
results to practical applications, thereby addressing a critical
gap in current methodologies.
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