Al & SOCIETY
https://doi.org/10.1007/s00146-026-03080-z

OPEN FORUM q

Check for
updates

Sexualized deepfakes as a socio-technical continuation of gendered
power

Dana Mahr!

Received: 22 January 2026 / Accepted: 21 April 2026
© The Author(s) 2026

Abstract

Sexualized deepfakes are frequently framed as a problem of deception, misinformation, or privacy. However, a growing body
of scholarship has shown that the central harm of deepfake pornography does not primarily lie in viewers being deceived,
but in the non-consensual creation and circulation of sexualized representations. Building on this insight, this article exam-
ines sexualized deepfakes as socio-technical mechanisms of gendered power. Drawing on science and technology studies
and feminist media theory, it argues that deepfake pornography extends existing practices of image-based sexual abuse by
weaponizing visual representation against women. The paper situates sexualized deepfakes within longer histories of visual
domination and analyzes how digital platforms, Al infrastructures, and cultural norms amplify these harms. It shows that
current governance approaches, including consent-based legal frameworks, victim-centered resilience strategies, and techni-
cal detection tools, address only partial dimensions of a fundamentally systemic problem. In response, the article proposes
a consent-centered socio-technical framework for governing deepfake abuse that integrates platform accountability, legal
reform, technical safeguards, and victim support. Understanding sexualized deepfakes as instruments of power rather than
merely falsified media shifts the focus of governance from protecting authenticity toward protecting autonomy, dignity, and

justice in the age of generative Al.

Keywords Sexualized deepfakes - Image-based sexual abuse - Gendered power - Visual coercion - Socio-technical
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1 Introduction

In early 2026, a controversy erupted around X when its
new Al chatbot “Grok” was found to be generating non-
consensual sexualized images of women on demand. Within
days, hundreds of these Al-altered photos (women digitally
“undressed” or placed in pornographic scenarios) flooded
the platform, prompting international alarm (Vicens and
Satter 2026). Government officials in France and India
announced investigations into X over the “sexual and sex-
ist” deepfake images, calling the content manifestly illegal
(Vicens and Satter 2026).

Deepfake technology (the Al-driven fabrication of realis-
tic images, video, or audio) has sparked widespread concern
about deception, misinformation, and the erosion of trust in
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visual evidence (Vaccari and Chadwick 2020; Giansiracusa
2021; Weikmann and Lecheler 2023). In public discourse
and much early policy debate, deepfakes have often been
framed primarily as threats to truth, democracy, and pri-
vacy, exemplified by concerns about fake news videos and
electoral disinformation (Pawelec 2022; Gosse and Burkell
2020; Yadlin-Segal and Oppenheim 2021). However, a strik-
ing fact received comparatively less sustained public atten-
tion until recently: the vast majority of deepfake content
circulating online is pornographic and disproportionately
targets women.

A 2023 survey by the tech blog Security Hero found that
98% of deepfake videos online were pornographic (Secu-
rity Hero 2023), and recent scholarship likewise emphasizes
that women are overwhelmingly the primary targets of such
content (Lapointe et al. 2025; McGlynn and Toparlak 2025;
Lazard et al. 2025). In other words, the deepfake phenom-
enon is overwhelmingly a story of gendered sexual exploi-
tation rather than political deception. Media analyses have
shown that news coverage has often prioritized deepfakes as
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problems of misinformation, democracy, and public decep-
tion rather than as forms of gendered or sexualized abuse
(Gosse and Burkell 2020; Yadlin-Segal and Oppenheim
2021). In this open-forum piece, I argue that sexualized
deepfakes are not simply deceptive media but technologies
of power.

By superimposing a person’s face (typically a woman’s)
onto pornographic imagery without consent, often using the
body of an actual performer (also without consent) as the
base, deepfakes weaponize representation itself. They coerce
and violate through visuals, exploiting both the power of the
gaze and the networked amplification of digital platforms
(Lazard et al. 2025). As feminist media theory reminds us,
visual media have long been implicated in gendered power
dynamics. From the invention of the camera onward, the
act of capturing and displaying a woman’s image has often
been an exercise of dominance, the male gaze that renders
women objects for consumption (Mulvey 1975). As Berger
observed, “Men act and women appear [...] Men look at
women. Women watch themselves being looked at,” (Berger
2008, p. 47) highlighting how women are positioned as
objects of vision within patriarchal structures. Sexualized
deepfakes exemplify an extreme, technologically augmented
extension of this dynamic: they make women appear in
sexual scenarios they never chose, for the gratification or
humiliation of (mostly) male spectators. In doing so, these
fakes enact what I term visual coercion (a form of image-
based force and intimidation) as opposed to mere deception.
The goal is often not primarily to convince viewers that the
target actually performed sexual acts, but rather to assert
power over the target by sexually exposing, humiliating,
and degrading her likeness (McGlynn and Toparlak 2025).
This constitutes a new mode of symbolic violence: a harm
exercised through representations and meanings, reinforc-
ing gendered domination without laying a physical hand on
the victim.

Situating deepfakes as instruments of gendered power
requires an interdisciplinary analytical lens. In this open-
forum article, I draw on science and technology studies
(STS) to examine how social norms, values, and disvalues,
including misogyny, become embedded in technologies
and infrastructures, on feminist media and communication
theory to understand the patriarchal context of visual cul-
ture, and on Al ethics and law to critique current govern-
ance approaches. The aim is to articulate a socio-technical
perspective on sexualized deepfakes that can inform both
understanding and response. By socio-technical, I mean an
approach that sees technology and society as deeply inter-
woven: deepfakes are products of algorithms and data and of
social norms, platform ecosystems, legal regimes, and power
relations. I treat sexualized deepfakes as both an ethical and
political question: how should societies understand and gov-
ern emerging technologies that enact gendered harm? This
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paper therefore takes an argumentative and reflexive stance,
mapping key conceptual tensions to guide future empirical
and policy work.

In the next Sect. (2), I review how scholars have concep-
tualized the harms of sexualized deepfakes, tracing a shift
toward socio-technical and gendered power frameworks. In
the third Sect. (3), I situate deepfakes within theories of
visuality, gender, and harm, exploring how acts of seeing
and showing function as mechanisms of power, how deep-
fake pornography extends gender-based violence, and how
it destabilizes ideas of privacy and autonomy. The fourth
section places this phenomenon in historical context (4),
connecting it to earlier forms of image-based sexual abuse
and revealing continuities of patriarchal intent. In the fifth
Sect. (5), I critique current responses (legal, technical, and
normative) that focus on consent, resilience, or detection,
arguing that these approaches often overlook the broader
socio-technical systems that enable harm. Finally, in the
sixth Sect. (6), I outline a more holistic framework that inte-
grates ethical Al design, platform accountability, education,
and cultural change to address the misogyny underpinning
these abuses.

2 Literature review

The rapid proliferation of sexualized deepfakes has prompted
increasing scholarly attention across disciplines, yet the con-
ceptualization of their harms remains fragmented across dis-
ciplinary approaches (Godulla et al. 2021; Twomey et al.
2025). Early research predominantly framed deepfakes as
problems of misinformation, authenticity, or individual pri-
vacy, reflecting the dominance of technical and legal para-
digms (Chesney and Citron 2018a; Gregory 2022; Amerini
et al. 2025). More recent work, however, calls for socio-
technical approaches that situate deepfakes within broader
systems of social power (Vasist and Krishnan 2023; Agyare
2025). This literature review traces a shift from narrow con-
cerns with deception and detection toward an understanding
of sexualized deepfakes as a form of gender-based violence,
while identifying key limitations that motivate the focus of
this paper.

Initial deepfake scholarship was largely driven by
computer science and engineering, prioritizing detec-
tion technologies and regulatory safeguards. Within this
framework, deepfakes were treated primarily as decep-
tive media requiring authentication or prevention, reflect-
ing the priorities of computer science and engineering
research (Kietzmann et al. 2020; Brooks 2021; Kerner
and Risse 2021; Mustak et al. 2023). Closely related mis-
information paradigms (shaped by anxieties about politi-
cal manipulation and “truth decay”) emphasized risks to
democratic discourse and public trust. While influential,
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these approaches tended to obscure the social distribu-
tion of harm. Although some studies acknowledged por-
nographic deepfakes, early research rarely examined who
was targeted and why, effectively treating deepfakes as a
generalized problem of media authenticity rather than a
gendered practice of abuse (Kerner and Risse 2021).

While early commentary on deepfake pornography often
emphasized the risks of deception and misinformation,
philosophical scholarship has increasingly argued that the
central wrong of sexualized deepfakes lies elsewhere. Recent
philosophical scholarship has argued that the central wrong
of sexualized deepfakes lies not in deception but in the non-
consensual creation and circulation of sexualized represen-
tations (Ohman 2020; De Ruiter 2021; Story and Jenkins
2023; Lorca 2025). These analyses show that deepfake por-
nography constitutes a form of image-based sexual abuse,
even when viewers recognize the content as fabricated. The
present article builds on this line of critique. Rather than
redefining the problem of sexualized deepfakes, it extends
these arguments by explicitly situating them within broader
feminist analyses of visual culture and gendered power. In
particular, it examines how deepfake technologies operate
as socio-technical mechanisms that reproduce and amplify
long-standing patterns of patriarchal domination through
digital infrastructures.

Legal scholarship has developed in parallel, conceptu-
alizing deepfake harms through individual rights such as
privacy, consent, defamation, and control over one’s likeness
(Judge and Korhani 2021; Kadri and West 2025). Sexual-
ized deepfakes were framed as violations of sexual privacy
and extensions of image-based abuse. While these analyses
articulated important legal harms and remedies, they largely
remained focused on individualized violations and case-by-
case responses (Dunn 2024; Karagianni and Doh 2024). As
a result, both technical and legal paradigms (despite their
contributions) tended to conceptualize deepfakes as discrete
incidents rather than as systemic phenomena embedded in
unequal social relations.

More recent scholarship adopts socio-technical and
feminist perspectives that explicitly link technological
affordances to social structures (Karagianni and Doh 2024;
Wagner and Blewer 2019; Burkell and Gosse 2019; Lazard
et al. 2025). Rather than treating deepfakes as neutral tools
gone awry, this work emphasizes how design choices, plat-
form infrastructures, and cultural norms collectively enable
non-consensual sexualization (Wagner and Blewer 2019;
Burkell and Gosse 2019; Lazard et al. 2025). Deepfakes
are increasingly understood as continuations of existing
practices of visual domination, intensified by automation
and scale (Kim 2022; Oscar 2023; Gockel 2024). Feminist
scholars in particular frame sexualized deepfakes as a form
of gender-based violence that undermines women’s agency,
dignity, and autonomy, while also producing collective harm

by creating a climate of threat that constrains women’s par-
ticipation in digital spaces (Taylor 2023; Karagianni and
Doh 2024).

However, insufficient analytical attention has been paid
to power relations themselves, despite increasing recogni-
tion that women are disproportionately targeted. Although
many studies now acknowledge that women are the primary
targets of sexualized deepfakes, gender is often treated
descriptively rather than analytically. Harm is frequently
explained through surface-level factors such as visibility,
popularity, or image availability, rather than through patri-
archal power structures that normalize the objectification
and sexual appropriation of women’s bodies (Fredrickson
and Roberts 1997, pp. 175-185). As Burkell and Gosse
(2019) argue, focusing narrowly on individual harm risks
obscuring the cultural tolerance for misogyny that makes
deepfakes resonate as effective attacks. Moreover, existing
frameworks rarely address how power operates intersection-
ally, leaving limited analysis of how intersecting forms of
structural inequality (including racism, homophobia, and
transphobia) shape patterns of targeting and harm. Without
centering these dynamics, analyses of deepfake harm remain
conceptually incomplete and politically muted (Burkell and
Gosse 2019).

In sum, while the literature has moved toward recogniz-
ing sexualized deepfakes as socio-technical and gendered
harms, it has yet to fully theorize them as practices of power.
Addressing this gap requires a framework that explicitly
foregrounds visuality, gender, and structural domination as
central analytical categories.

3 Conceptual framing: visuality, gender,
and harm

Deepfakes do not emerge in a social vacuum; they tap into a
long history of visual practices and gender norms. To con-
ceptually frame sexualized deepfakes, we must consider
three interlocking dimensions: (1) visuality and power, (2)
gender and the continuum of sexual harm, and (3) the nature
of the harm inflicted (including violations of autonomy and
identity). This section lays out each of these dimensions,
drawing on theoretical insights that situate deepfake porn as
a socio-cultural phenomenon rather than a purely technical
anomaly.

3.1 Visuality and power

Historically, visual representation has often been associated
with relations of power in many societies. Feminist media
and cultural theory have long emphasized that acts of look-
ing and being seen are embedded in social hierarchies rather
than being neutral processes (Mulvey 1975; Berger 2008).
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The act of looking is not neutral; it can objectify, control, or
claim ownership over the one who is seen. Feminist schol-
ars of media and film have long analyzed the “male gaze.”
Visual culture frequently positions men as active viewers
and women as passive objects to be viewed (Mulvey 1975;
Schroeder 1998). The gaze operates as a power relation, a
way of looking that positions the viewer as dominant and the
viewed as subordinate (Schroeder 1998). In her classic essay
on cinema, Laura Mulvey argued that mainstream films are
structured around a male viewer’s gaze, turning women on
screen into erotic objects for male pleasure (Mulvey 1975).
John Berger, as mentioned, observed that women internalize
this objectification, learning to watch themselves through
men’s eyes (Berger 2008). These insights highlight that vis-
ual representations are never just images; they are relations
of power. This dynamic also resonates with Foucauldian
analyses of visibility and disciplinary power, in which sub-
jects internalize the gaze as a mechanism of control and
surveillance (Foucault 1977, pp. 202-203). The camera, as
soon as it was invented, became a tool that could “capture”
subjects, often reflecting the shooter’s social dominance
(e.g., colonial photography, or early pornographic images
overwhelmingly made by and for men).

Sexualized deepfakes exploit this power of visuality in
novel but deeply gendered ways. By digitally transplanting
a woman’s face onto pornographic bodies, deepfakers assert
a kind of visual control over her, effectively saying: “I can
make you appear however I want, for my purposes.” This is
an act of what we can call visual coercion: using images to
force a narrative or scenario onto someone’s identity. Unlike
traditional deception (where the primary victim might be
the fooled viewer), here the primary victim is the person
depicted, and the image is a means of coercing or punish-
ing her (Wagner and Blewer 2019; Taylor 2023). The target
loses agency over how she is seen, becoming a puppet in a
visual performance orchestrated by others (Paris 2021). In
many documented cases, perpetrators appear to use deepfake
pornography as a means of humiliating, harassing, or threat-
ening women. Research on image-based sexual abuse shows
that such practices are frequently embedded in patterns of
online harassment and gendered intimidation (Henry and
Powell 2015; Viola and Voto 2023).

In documented cases, perpetrators use deepfake pornog-
raphy as a means of humiliating, harassing, or threatening
women. For instance, Indian journalist Rana Ayyub was tar-
geted in 2018 with a fabricated pornographic video circu-
lated as retaliation for her outspoken activism (India Today
2018). While few believed the video was real, it unleashed a
torrent of sexualized abuse and rape threats meant to silence
and humiliate her. Similarly, German author and journalist
Patrizia Schlosser was recently targeted by sexual deepfake
websites and users (Moore and Ko 2025). In both cases,
the harm lay not in deception but in violation and public
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shaming: the weaponization of visibility itself. A deepfake
can therefore be true in what it exposes about the perpetra-
tors’ intent to dominate and sexualize, even as it is false
in content. This perspective shifts our understanding from
deepfakes as “fake news” to deepfakes as extensions of the
age-old power to sexually objectify and silence women
through imagery.

3.2 Gender and the continuum of sexual violence

Feminist analyses caution against viewing harms like deep-
fake porn in isolation or as aberrations. Instead, they are part
of a continuum of sexual violence that spans from seemingly
“minor” violations (harassment, non-consensual imagery)
to extreme ones (physical sexual assault) (Kelly 1988). All
these practices feed into a culture that tolerates and repro-
duces gendered violence. Non-consensual pornography,
whether “real” (e.g., leaked nudes, secretly recorded vid-
eos) or fabricated via deepfakes, occupies a space on this
continuum. While no physical contact occurs, the emotional,
reputational, and psychological injuries inflicted by image-
based abuse can be profound. Survivors of “revenge porn”
and deepfake porn report feelings of violation akin to sexual
assault, including trauma symptoms like anxiety, depression,
and PTSD (Piper and Dardis 2025). The concept of symbolic
violence, coined by sociologist Pierre Bourdieu, is useful
here (Bourdieu 2001). Symbolic violence refers to subtler
forms of violence that operate through symbols, language,
and representations to reinforce dominance. Sexualized
deepfakes are precisely a form of symbolic violence: they
use sexualized images as a weapon to demean and assert
power over women, reinforcing a social message of female
subjugation. The fact that these images are fake does not
neutralize their impact. On the contrary, it is precisely their
falseness that reveals the imbalance of power: perpetrators
can fabricate a degrading fiction and forcibly graft it onto
a woman'’s public identity, without her consent or control.

It is also crucial to note the gendered asymmetry in who
is targeted and who perpetrates these acts. Multiple studies
confirm that women and girls constitute the overwhelming
majority of victims of non-consensual intimate imagery,
whereas perpetrators are predominantly men. Deepfake
porn is no exception (Viola and Voto 2023). In practice, the
production and circulation of deepfake pornography have
so far been heavily gendered. Creators are typically male
users who take publicly available images of women (often
celebrities but increasingly also private individuals) and use
them to generate sexually explicit content aimed primarily
at male audiences (Ohman 2020; Lapointe et al. 2025; Viola
and Voto 2023). It is a gendered abuse of technology, reflect-
ing broader patterns of digital patriarchy where new tools
are used to extend old sexist practices.
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One telling example is the now-defunct DeepNude app:
it allowed users to input a photo of a woman and receive
a completely fabricated nude version of her. The app’s
algorithm was trained exclusively on images of female
bodies, meaning it could only realistically “strip” women,
not men (Cole 2019).

This design was not an accidental quirk but reflected
the assumptions embedded in both the development pro-
cess and the anticipated user base. The application was
built to generate nude images of women, not men, because
developers assumed a predominantly male audience seek-
ing sexualized images of female bodies. In this sense, the
design reproduced existing patterns of gendered objecti-
fication rather than introducing a neutral technological
capability. As scholars of science and technology stud-
ies emphasize, technologies do not emerge in a social
vacuum; they incorporate the values, expectations, and
biases present in the societies and communities that pro-
duce them (Jasanoff 2010). The DeepNude case there-
fore illustrates how generative Al systems can encode
and amplify misogynistic norms already present in digital
culture. Rather than simply reflecting a vague “societal
context,” the system operationalized specific assumptions
about who would be viewed, who would do the viewing,
and whose bodies were considered legitimate objects of
visual access.

Understanding deepfake porn as an extension of patri-
archal power also invites us to consider how it intersects
with other axes of oppression. For instance, women in
public life (such as women politicians, journalists, or
activists) are frequent targets, suggesting deepfakes are
used to police gender norms and punish women who are
visible or outspoken in male-dominated arenas. The sexu-
alized defamation of female political figures via deep-
fakes (as in cases involving former U.S. Vice President
Kamala Harris or Italian Prime Minister Giorgia Meloni)
has been widely interpreted as an attempt to discredit and
silence women in public life by invoking familiar sex-
ist tropes, such as portraying female leaders as sexually
“impure” or morally unfit for authority (Krook 2020). In
this sense, sexualized deepfakes function less as mere
prurient content than as a form of targeted gendered har-
assment. By attaching explicit imagery to women who
occupy positions of political authority, such attacks draw
on long-standing cultural narratives that police women’s
sexuality and undermine their credibility in public roles.
The effect is not simply individual humiliation but the
reinforcement of structural barriers to women’s participa-
tion in political and professional life. It is a digital exten-
sion of practices that have long been used to keep women
“in their place” through sexual shaming and intimidation.

3.3 Nature of the harm: autonomy
and self-determination

What exactly is violated when someone is the victim of a
sexual deepfake? One way to articulate this harm is through
the concept of informational self-determination, the idea
that individuals should retain meaningful control over how
personal information about them is collected, processed, and
represented.

The concept, originally developed in German constitu-
tional law and later influencing European data protection
frameworks (Rouvroy and Poullet 2009, pp. 57-59), has
become foundational to contemporary privacy regimes. It
underpins key instruments such as Article 8 of the EU Char-
ter of Fundamental Rights and the General Data Protection
Regulation (GDPR), both of which recognize individuals’
rights to control their personal data and the digital represen-
tation of their identity.

In recent years, several jurisdictions have begun extending
these principles to address non-consensual intimate imagery,
including Al-generated content. For example, the United
Kingdom’s Online Safety legislation and related reforms
now criminalize certain forms of non-consensual deepfake
pornography, while several U.S. federal and state initiatives
(including proposals such as the “Take It Down Act”) seek
to regulate the distribution of Al-generated intimate images.
These developments indicate an emerging legal recognition
that the harm of deepfakes lies not only in deception but in
violations of autonomy, identity, and dignity.

Deepfakes profoundly undermine this autonomy, identity,
and dignity: they wrest control of one’s likeness and graft
it onto situations one did not choose. Recent philosophical
work on digital duplicates further highlights the implica-
tions of this loss of control. Danaher and Nyholm argue that
Al systems increasingly enable the large-scale creation of
digital replicas of individuals, raising concerns about the
erosion of scarcity and control over personal identity in
digital environments (Danaher and Nyholm 2024, 2025). In
the context of sexualized deepfakes, this problem becomes
especially acute: the technology allows unlimited sexualized
reproductions of a person’s likeness without their knowledge
or consent.

In effect, deepfakes hijack one’s image (a core aspect of
personal identity) and insert it into a false (and often sexu-
ally explicit) narrative. This is a violation of privacy, but it
is more than that. Legal scholar Danielle Citron describes
such attacks as violations of sexual privacy, the right to have
control over how (and whether) images of one’s body are
shared and portrayed (especially in sexual contexts) (Citron
2019). The non-consensual creation or sharing of intimate
imagery is, in Citron’s view, a form of sexual abuse that robs
the individual of dignity and security in their own persona
(Citron 2019).
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Across jurisdictions, lawmakers are increasingly recog-
nizing that synthetic media can inflict the same harms as
real non-consensual pornography and are gradually adapting
existing legal frameworks to address Al-generated intimate
imagery. The harm is not tied to the factual accuracy of the
image, but to the imposition of a sexual representation on
someone without consent.

Empirical research on image-based sexual abuse and sur-
vivor testimonies (Henry and Powell 2015; McGlynn et al.
2017; Piper and Dardis 2025) highlights the profound psy-
chological and social harms associated with non-consensual
intimate imagery. Studies show that victims frequently report
feelings of violation, loss of agency, and lasting damage to
their sense of identity and reputation, with many experi-
encing symptoms consistent with trauma, including anxi-
ety, depression, and post-traumatic stress (Piper and Dardis
2025; McGlynn et al. 2017). For example, Piper and Dardis
(2025) find that many victims of non-consensual image
dissemination report long-term emotional distress, social
withdrawal, and difficulties re-establishing trust in personal
and professional relationships. In this sense, the harm is not
limited to the existence of a fabricated image but extends
to the social meaning attached to it and the ongoing loss of
control over one’s public identity (Piper and Dardis 2025).

Researchers have described this as a “silencing effect,”
in which victims withdraw from public or online participa-
tion out of fear, shame, or anticipated harassment (Henry
and Powell 2015; McGlynn et al. 2017). Rather than engag-
ing openly in digital spaces, survivors often limit their vis-
ibility or retreat from public discourse altogether. Victims
also suffer practical harms: some lose jobs or find their
career prospects damaged because employers or colleagues
encounter them in a (fake) sexualized context (Henry and
Powell 2015; Citron 2022). Others face ruptures in personal
relationships (Henry and Powell 2015). Even when friends
or family believe the content is fake, the mere knowledge
that such images exist can cause immense distress and social
alienation (Citron 2022). Another key aspect of the harm is
reputation and credibility: especially for women in fields
like politics, academia, or journalism, a sexualized deepfake
is used to undermine their credibility (“she’s not a serious
person, she’s a sexual object”) (Citron 2022). This type of
character assassination via sexualization has a long sexist
history; deepfakes provide a new medium to execute it at
scale.

It bears emphasizing that these harms are magnified by
the networked, persistent nature of digital media. Once a
deepfake is released online, it can be widely distributed
(across multiple platforms, often anonymously) and dif-
ficult to eradicate. The victim faces the Sisyphean task of
trying to get each copy or link taken down, often needing
to report content on sites that may or may not respond
promptly. The platform infrastructure and visibility of
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content therefore become directly relevant to the impact
of deepfakes. For now, suffice it to say that the viral vis-
ibility of a deepfake can itself be a source of harm: the
knowledge that potentially thousands or millions of stran-
gers have seen the fabricated pornographic image/video of
oneself is a psychological burden that is hard to quantify. It
is a form of mass public shaming or exposure. And unlike
ephemeral gossip, digital artifacts can resurface repeat-
edly, renewing the trauma. This permanence and search-
ability of content in the platform age means the harm of
a deepfake can be “evergreen,” each new view or share
re-victimizes the person. The stakes for personal security
and dignity in this context are thus extremely high.

4 Sexualized deepfakes as a continuation
of visual violence

Sexualized deepfakes did not invent image-based sexual
abuse; they extend a long continuum of visual sexual vio-
lence that predates the digital era. To understand their sig-
nificance, we must see how images have long been weap-
onized against women and how deepfakes both reproduce
and transform those practices. This historical and socio-
technical lens reveals that deepfakes are not a “tech prob-
lem” but a digital evolution of enduring gendered power
relations.

4.1 From revenge porn to deepfakes

The 2010s marked the rise of “revenge porn,” the non-
consensual sharing of intimate images, often by ex-partners
seeking revenge. Alongside it, crudely photoshopped images
circulated to sexualize or humiliate women. These forms
led scholars to adopt the broader term “image-based sexual
abuse” (IBSA), capturing the use of images themselves as
tools of domination (Henry and Powell 2015; McGlynn
et al. 2017). Deepfakes escalate this logic: perpetrators no
longer require authentic intimate material. As Kugler and
Pace (2021) emphasize, “using only a series of images of a
person’s face and publicly available software, it is now pos-
sible to insert the person’s likeness into a video and show
them saying or doing almost anything, (p. 611)” dramati-
cally lowering the threshold for victimization. The result is a
chilling sense of vulnerability: any woman, public or private,
can be digitally stripped and exposed without ever having
participated in such acts. As legal scholars Bobby Chesney
and Danielle Citron (2019) argue, “Deep-fake sex videos
can transform rape threats into a terrifying virtual reality.
They send the message that victims can be sexually abused
at whim” (p. 1773).
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4.2 Visual violence, old and new

While the technology is novel, the underlying logic is famil-
iar. Across history, women’s images have been weaponized
for humiliation, from medieval shame paintings to school-
yard “slut-shaming” collages (Ringrose and Harvey 2015;
Milani 2016). In every case, the image serves as a public
spectacle that disciplines and degrades. Deepfakes amplify
this by making the fabricated spectacle seamless and infi-
nitely shareable. The realism is secondary; what matters is
the power to fantasize and circulate a woman’s image as
if she were available for sexual consumption. Whether or
not viewers believe the video is real, the act reasserts the
same patriarchal dynamic: control over women’s visibility
and sexuality.

4.3 Platforms and infrastructures of visibility

Deepfake pornography thrives on platform infrastructures
designed for virality, scalability, and anonymity. The phe-
nomenon gained traction in 2017 when a Reddit user began
posting Al-generated celebrity porn, spawning a “r/deep-
fakes” community that quickly amassed over 100,000 fol-
lowers before being banned, only for the content to migrate
elsewhere (Karen 2019). By 2018, specialized deepfake
porn websites had emerged, attracting over 134 million
views within 18 months (Chesney and Citron 2018b). The
architecture of digital platforms actively enables this scale of
harm: search algorithms amplify visibility, hosting services
provide infrastructure, and monetization systems sustain an
economy around abuse.

Mainstream platforms such as Pornhub, Reddit, and Twit-
ter (now X) eventually banned non-consensual deepfakes
under public pressure, but enforcement remains inconsist-
ent and difficult to assess. Since Elon Musk’s acquisition of
Twitter, researchers and journalists have noted significant
changes to the platform’s transparency and moderation infra-
structure. For example, the restriction of API access and
other policy changes have made it considerably harder for
external researchers to monitor harmful content and modera-
tion practices on the platform. Researchers have also noted
that changes to X’s API access policies have significantly
reduced transparency for external researchers and watch-
dog organizations. As Elizabeth Blakey (2024) observes, the
platform’s new restrictions make it harder to see what is hap-
pening within its information ecosystem. While the precise
effects on moderation remain contested, such reductions in
transparency raise concerns about the capacity of platforms
to detect and respond to abusive synthetic media at scale.

At the same time, automated moderation systems con-
tinue to struggle with non-consensual intimate imagery.
While detection tools can identify certain forms of manip-
ulated or explicit content, they remain fundamentally

limited in assessing contextual factors such as consent,
intent, and harm. As LeeYouk and Seering (2026) empha-
size, “harm arises from the absence of consent rather than
the sexual nature of the content itself,” (p. 2) making it
difficult for detection systems to infer illegality from visual
features alone. Moreover, current moderation approaches
are largely reactive and platform-bound, which limits their
ability to effectively address the persistence and cross-plat-
form re-circulation of such material. As a result, victims
frequently bear the burden of identifying and reporting
abusive content themselves, navigating slow or incon-
sistent reporting systems across multiple sites. In fact, X
(under Elon Musk’s ownership) has loosened safeguards,
with the integration of its Al chatbot Grok raising new
concerns about how generative tools might further nor-
malize or facilitate such content. Automated filters miss
much of the content, and the burden of reporting still falls
on victims who often remain unaware of their exploitation
(Pavon Pérez et al. 2026). Meanwhile, dedicated deepfake
marketplaces continue to profit, offering “custom orders”
and bounties for fake porn of specific women. This digital
infrastructure ensures that visibility itself becomes com-
plicit in the abuse.

4.4 Symbolic continuities

Deepfakes replicate older patterns of patriarchal control,
particularly entitlement to women’s bodies and the use
of sexual shaming as social discipline. In appropriating a
woman'’s face for pornographic display, perpetrators enact
the same denial of agency that has long underpinned rape
culture. Feminist scholars of image-based sexual abuse
and digital sexual violence (e.g., McGlynn et al. 2017;
Taylor 2023) describe this as a technological extension of
sexual entitlement: the perceived right to use a woman’s
image without her consent. Even when viewers know a
deepfake is fabricated, the stigma lingers (Citron 2022).
A single video can permanently taint a woman’s reputa-
tion in societies that still police female sexuality harshly.
Meanwhile, perpetrators remain largely anonymous and
unpunished, rewarded by online communities that nor-
malize degradation as entertainment. In sum, sexualized
deepfakes are not an aberration of Al but a continuation
of visual violence. They merge historical misogyny with
digital affordances, scaling old harms through new infra-
structures. Recognizing these continuities underscores the
need for responses that go beyond detection or takedown,
responses that confront the cultural, economic, and plat-
form conditions sustaining this abuse. The next section
turns to governance: how institutions have responded, and
why those efforts remain insufficient.
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5 Governance and the limits of consent
and resilience

As sexualized deepfakes have moved from a niche phe-
nomenon to a recognized social harm, a range of govern-
ance responses has emerged across legal, technical, and
social domains (McGlynn and Toparlak 2025; Henry and
Powell 2015; Kietzmann et al. 2020). These can be broadly
grouped into three approaches: legal measures centered
on consent and liability (McGlynn and Toparlak 2025),
individual and social measures emphasizing resilience and
support (Henry and Powell 2015), and technical measures
focused on detection and content moderation (Kietzmann
et al. 2020). While each approach contributes something,
none is sufficient on its own. Taken in isolation, all three
tend to frame the problem too narrowly (either as a mat-
ter of individual consent, individual coping, or technical
deception) thereby overlooking the broader socio-technical
systems and power relations that enable and sustain the
harm.

5.1 Legal approaches: consent, liability, and their
limits

Legal responses typically frame deepfake pornography as
a violation of consent and seek to criminalize or civilly
sanction its creation and distribution. Several jurisdic-
tions have moved in this direction, including U.S. states
that have expanded “revenge porn” laws to cover synthetic
media and the UK’s 2023 legislation explicitly banning
deepfake pornography (Dunn 2024). These measures are
normatively important: they signal social condemnation,
recognize victims’ rights, and offer avenues for redress.

Recent legal developments further underscore the grow-
ing recognition of deepfake abuse as a serious form of
harm. Across jurisdictions, lawmakers have begun to adapt
existing frameworks and introduce new offenses targeting
the creation and distribution of non-consensual synthetic
sexual imagery, reflecting an emerging consensus that such
practices warrant legal sanction (Diamantis et al. 2026). At
the same time, early enforcement efforts reveal the practi-
cal limits of these approaches. Empirical and legal analy-
ses suggest that successful prosecutions remain relatively
rare, in part due to persistent challenges in identifying per-
petrators, establishing jurisdiction across platforms, and
responding to the scale and speed at which such content
can be produced and disseminated.

Yet consent-focused legal frameworks face significant
limitations. Enforcement is difficult across jurisdictions,
enabling perpetrators and platforms to evade account-
ability through geographic arbitrage. Legal action is also
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burdensome for victims, often requiring identification
of anonymous perpetrators and costly, retraumatizing
proceedings (McGlynn et al. 2017; Sparks et al. 2023).
Moreover, by framing harm primarily as an interpersonal
rights violation, such laws risk obscuring the role of plat-
forms in amplifying and monetizing abusive content. Even
emerging efforts to impose platform liability raise difficult
questions about definition, enforcement, and unintended
effects on online speech. As a result, consent-based laws
tend to be reactive, fragmented, and ill-suited to address-
ing the distributed and systemic nature of deepfake abuse.

5.2 Individual resilience and victim support

A second response emphasizes individual resilience, digital
literacy, and victim support. Educational initiatives encour-
age skepticism toward visual media, while NGOs provide
resources to help victims report content, seek legal rem-
edies, and cope with psychological harm. These efforts are
valuable, particularly in countering shame and affirming that
responsibility lies with perpetrators, not victims (Paris and
Donovan 2019).

However, resilience-oriented approaches carry structural
limitations. They can unintentionally shift responsibility
onto victims by implying that individuals must adapt to a
hostile digital environment. In the context of deepfakes,
advice centered on self-protection or reduced visibility is
especially inadequate, since even innocuous images can be
misused. Expecting people—particularly women—to with-
draw from online or public life reinforces the very inequali-
ties that deepfake abuse exploits. Support services, while
essential, also reach only a small fraction of victims and
function more as damage control than prevention. More
broadly, public skepticism about the authenticity of images
does little to mitigate harm when deepfakes are used not
to deceive, but to harass, intimidate, or humiliate through
exposure itself.

5.3 Technical detection and moderation

A third approach focuses on technological solutions, includ-
ing automated deepfake detection and content moderation
tools. While significant progress has been made, detec-
tion technologies face an inherent arms race: as detection
improves, generation techniques adapt. Current tools remain
imperfect, often producing probabilistic assessments that
require human judgment, which is costly, slow, and context-
dependent (Wang et al. 2024). Crucially, detection cannot
resolve the core issue of consent. A system may identify
whether content is synthetic, but not whether it is non-
consensual, or whether real sexual content is being shared
abusively.
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Even when detection works, it rarely prevents rapid dis-
semination or re-uploading across platforms. More funda-
mentally, detection addresses falsity rather than violation. In
sexualized deepfakes, the primary harm lies not in viewers
being deceived, but in the coerced circulation of a sexualized
representation itself. Knowing that an image is fake does
not undo the humiliation, intimidation, or loss of dignity
inflicted on the person depicted.

5.4 Synthesis

Taken together, these approaches reveal the limits of sin-
gle-pronged governance strategies. Legal remedies affirm
rights but struggle with enforcement and systemic account-
ability; resilience strategies support victims but risk indi-
vidualizing responsibility; and technical solutions focus on
deception while missing the core dynamics of coercion and
power. Sexualized deepfakes thus constitute a wicked socio-
technical problem, one that spans law, technology, culture,
and gendered power relations. Addressing it requires mov-
ing beyond narrow framings toward integrated, structural
responses that confront not only the symptoms of harm, but
the conditions that make such harm possible.

6 Toward a socio-technical framework
for deepfake governance

If sexualized deepfakes are best understood as a socio-tech-
nical continuation of gendered power, governance responses
must move beyond narrow concerns with deception or
technical detection. What is required instead are measures
that directly address consent, accountability, and structural
power relations in the digital ecosystem. This section out-
lines several policy directions that shift responsibility away
from victims and toward the actors who design, deploy, and
profit from deepfake technologies.

6.1 Platform accountability

First, platform infrastructures must assume greater respon-
sibility for preventing and removing non-consensual deep-
fakes. Recent regulatory frameworks already provide a foun-
dation for this approach. Under the European Union’s Digital
Services Act (2022), large platforms are required to identify
and mitigate systemic risks associated with harmful content,
including violations of privacy and dignity. Sexualized deep-
fakes clearly fall within this category. Explicitly classifying
non-consensual deepfakes as illegal content would obligate
platforms to detect, remove, and prevent the dissemination
of such material more proactively.

Similar legal developments are emerging elsewhere. The
United Kingdom’s evolving regulatory framework on online

safety and intimate image abuse criminalizes the creation
and distribution of non-consensual intimate imagery, includ-
ing Al-generated material (Dunn 2024). In the United States,
federal initiatives such as the proposed Take It Down Act
aim to criminalize the sharing of non-consensual intimate
images and require platforms to respond rapidly to takedown
requests. These developments indicate a growing recognition
that synthetic media can produce harms equivalent to real
image-based abuse.

However, regulation must also address platform incen-
tives. Platforms that systematically fail to remove non-con-
sensual deepfakes should face meaningful penalties, par-
ticularly where algorithms or monetization systems amplify
the visibility of such content. Without stronger accountabil-
ity mechanisms, the economic infrastructures surrounding
deepfake pornography will continue to reward abuse.

6.2 Technical safeqguards

Second, technical interventions should focus on consent
verification and provenance tracking rather than detection
alone. Research into watermarking and provenance verifica-
tion for Al-generated media has advanced rapidly in recent
years. For example, emerging watermarking and provenance
verification systems can embed identifiers into synthetic
images so that their artificial origin can be verified and
traced (Wang et al. 2024). Such technologies could assist
platforms in identifying manipulated media and preventing
large-scale dissemination. At the same time, purely technical
solutions face clear limitations. Detection systems remain
locked in an arms race with generative models, while auto-
mated moderation struggles to determine whether explicit
imagery is consensual or abusive. For this reason, proposals
to embed unique biometric identifiers, sometimes described
as “Image Rights ID” systems, raise significant practical and
ethical concerns. As De Ruiter (2021) notes, visual like-
ness is not unique: unrelated individuals can resemble one
another closely enough to produce false matches. Strict bio-
metric identification systems therefore risk generating both
false positives and new privacy risks.

Instead, a more flexible approach may involve opt-in con-
sent registries in which individuals can voluntarily register
images or likenesses as protected against non-consensual
synthetic use. Such mechanisms align with emerging pro-
posals for a “transparency-driven” and opt-in data right
that would give individuals meaningful control over how
identity-linked data is used in Al systems (Lim 2026). These
registries could be paired with legal obligations requiring
platforms and Al developers to respect such preferences.
In parallel, researchers and regulators should invest in tools
capable of auditing training datasets for the presence of
personal data, thereby addressing ongoing concerns around
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opacity, provenance, and accountability in generative Al
systems.

6.3 Legal reforms

Third, legal frameworks must evolve to provide clearer
remedies for victims of deepfake abuse. Many jurisdictions
now criminalize the non-consensual distribution of intimate
images, yet these laws often struggle to accommodate syn-
thetic media (Chesney and Citron 2019; Dunn 2024). Vic-
tims may face uncertainty about whether existing statutes
apply when the image itself is fabricated. One promising
direction is to extend privacy and data protection rights to
cover Al-generated representations of individuals. A right to
request the deletion of Al-generated intimate imagery could
operate similarly to existing “right to erasure” provisions
under the GDPR. Such measures would recognize that indi-
viduals have legitimate claims over the digital use of their
likeness even when the underlying image is artificially gen-
erated. In addition, civil remedies should be strengthened so
that victims can seek damages from perpetrators, platforms,
or intermediaries that knowingly facilitate deepfake abuse.
Strengthening privacy torts, such as those recognized under
statutes like California’s Invasion of Privacy Act, could
allow victims to pursue legal action even when perpetrators
attempt to hide behind online anonymity.

6.4 Education and support

Finally, governance must address the social and cultural
conditions that enable deepfake abuse. Public education
initiatives should move beyond teaching audiences how to
detect manipulated media and instead emphasize the ethics
of digital consent and image sharing. Educational programs
in schools and online platforms can integrate media literacy
modules that address generative Al, consent, and image-
based sexual abuse. Equally important is the development of
support infrastructures for victims. Specialized counseling
services, legal aid programs, and rapid-response takedown
mechanisms should be funded and expanded in ways com-
parable to existing support systems for survivors of revenge
pornography. Law-enforcement training is also essential:
deepfake pornography should be treated not merely as a
technical violation of platform policy but as a form of tech-
nology-facilitated sexual abuse.

6.5 Rebutting “Image Rights ID” proposals

Some commentators have suggested embedding biometric
identifiers into images to prevent misuse of a person’s like-
ness. While appealing in theory, such proposals encounter
significant conceptual and technical obstacles. As De Ruiter
(2021) observes, visual likeness is not uniquely identifiable
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in the same way as fingerprints or DNA. Even unrelated
individuals can resemble one another sufficiently to trigger
automated matches. Strict identity-matching systems could
therefore generate false accusations while introducing new
privacy risks through centralized biometric databases. For
these reasons, governance strategies should prioritize right-
based approaches rather than strict biometric enforcement.
Mechanisms such as consent registries, dataset auditing, and
strong legal penalties for non-consensual deepfake creation
provide more flexible and proportionate safeguards.

6.6 Toward structural accountability

Taken together, these measures shift the burden of respon-
sibility away from victims and toward the institutions that
enable deepfake abuse. They align with feminist critiques of
resilience-based approaches that expect individuals to adapt
to hostile digital environments. Instead, consent-centered
governance recognizes that protecting dignity in the age of
generative Al requires structural accountability from plat-
forms, developers, and regulators alike.

7 Conclusion

This article has argued that sexualized deepfakes should
not primarily be understood as a problem of deception,
but as a socio-technical extension of gendered power. By
enabling the non-consensual fabrication and circulation of
sexualized representations, deepfake technologies transform
long-standing practices of image-based abuse into scalable
digital infrastructures. The harm they produce lies less in
misleading audiences than in imposing sexualized visibility
on individuals without their consent.

Viewing deepfakes through this lens reveals that the
problem cannot be solved by technical detection or indi-
vidual coping strategies alone. Instead, sexualized deepfakes
expose the broader socio-technical systems (platform archi-
tectures, economic incentives, cultural norms, and Al infra-
structures) that enable and amplify gendered abuse online.
Effective responses must therefore address these structural
conditions rather than focusing narrowly on authenticity or
misinformation. The consent-centered governance frame-
work proposed here outlines one possible direction. By
combining platform accountability, legal reform, techni-
cal safeguards, and victim support, such an approach shifts
responsibility away from victims and toward the institutions
that enable deepfake abuse.

Recent developments further underscore the urgency of
this challenge. Reports of the widespread use of so-called
“nudify” applications among teenagers, including in school
contexts, indicate that the creation of non-consensual sexu-
alized deepfakes is becoming increasingly normalized and
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accessible (Burgess 2026). In these cases, often involving
young girls as targets, the harm lies not in deception but in
the imposition of sexualized visibility and social humilia-
tion, mirroring the dynamics analyzed in this article.

Ultimately, the challenge posed by sexualized deepfakes
is not only technical but political: it concerns how societies
choose to govern emerging Al technologies in ways that pro-
tect autonomy, dignity, and equality. Addressing this chal-
lenge will require integrating feminist insights about power
and visual culture into the design and governance of digital
infrastructures themselves.
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