AT

Karlsruhe Institute of Technology

Reliable Analog Circuit Design and Computing for
Ultra-Resource-Constrained Edge Intelligence

Zur Erlangung des akademischen Grades eines
Doktors der Ingenieurwissenschaften

von der KIT-Fakultat fiir Informatik
des Karlsruher Instituts fiir Technologie (KIT)
genehmigte

Dissertation
von
Priyanjana Pal
aus Agartala, Tripura, India

Tag der miindlichen Priifung: 04. May 2026
1. Referent: Prof. Dr. Mehdi B. Tahoori

Karlsruhe Institute fiir Technology (KIT)
2. Referent: Prof. Dr. Haralampos-G. Stratigopoulos

Sorbonne Université - LIP6, France







Acknowledgement

Reflecting on this journey, I feel incredibly fortunate to have been surrounded by extraordinary individuals
whose support, kindness, and patience made this dissertation possible.

First and foremost, I would like to express my deepest gratitude to my advisor, Prof. Dr. Mehdi B.
Tahoori. I could not have asked for a better mentor throughout my PhD. His scientific insight, thoughtful
feedback, and unwavering support, especially during the more challenging phases of this work, have
profoundly shaped both this dissertation and my development as a researcher.

My sincere thanks go to all my colleagues at the Chair of Dependable Nano Computing (CDNC). I am
especially grateful to our secretary, Ms. Iris Schroder-Piepka, for her tireless efforts in keeping everything
running smoothly in the background. I would like to thank my co-authors Dr.-Ing. Haibin Zhao, Dr.-Ing.
Michael Hefenbrock, and Dr.-Ing. Dennis D. Weller for their generous help, insightful discussions, and
willingness to answer my questions, even after they transitioned to positions outside KIT.

I would also like to sincerely thank Prof. Dr. Sule Ozev from Arizona State University, USA and Dr.
Sani Nassif from Radyalis LLC, USA for their valuable insights, constructive feedback, and inspiring
discussions on reliability that significantly enriched the scientific depth of this work. My gratitude extends
to Dr. Georgios Zervakis from the University of Patras for his thoughtful comments on emerging computing
paradigms. I am equally grateful to Dr. Emre Ozer and Suman Balaji from Pragmatic Semiconductors,
UK for their support and for sharing their expertise on flexible electronics technologies, which provided
an important industrial perspective to this research.

Most importantly, I would like to express my heartfelt gratitude to my family. I am profoundly thankful
to my parents, Mr. Parimal Pal and Mrs. Ratna Pal, whose unconditional love, sacrifices, and belief
in me have been a constant source of strength. I am equally grateful to my elder sister, Dr. Rupanjana
Pal, my brother-in-law Dr. Praloyraj Modak and my dear little niece, Ms. Pragnika Modak, whose
affection and encouragement brought warmth and joy across the distance. My heartfelt thanks also go
to my childhood and bachelor friends, whose unwavering support and shared memories reminded me
that life extends beyond research. I also owe special thanks to my dear friends Dr.-Ing. Brojogopal
Sapui and Dr.-Ing. Surendra Hemaram, who were like family to me during this journey and whose
friendship, conversations, and humour helped me through many difficult days. I am likewise grateful for
the friendship and support of my wonderful colleagues and friends already mentioned above, including
Atousa Jafari, Sina Bakhtavari Mamaghani, Seyedehmaryam Ghasemi, Haneen Seyam, Dina Moussa,
Shanmukha Mangadahalli Siddaramu, Ali Nezhadi Khelejani, Giirol Saglam, Maha Shatta, Zhe Zhang,
Tara Gheshlaghi, Florentia Afentaki, Aradhana Dube, Mahboobe Sadeghipourrudsari, Mahta Mayahinia
and Vincent Meyers, who each, in their own way, made this path lighter and more enjoyable.

Finally, my thanks goes to the European Research Council (ERC) which supported me financially in the
form of the PRICOM project throughout my doctoral program.


https://cdnc.itec.kit.edu/21_54.php
https://cdnc.itec.kit.edu/21_54.php
https://cdnc.itec.kit.edu/
https://cdnc.itec.kit.edu/21_121.php
https://scholar.google.com/citations?user=IfxP2mYAAAAJ&hl=zh-CN
https://www.linkedin.com/in/dr-michael-hefenbrock-6320b9149/?originalSubdomain=de
https://www.linkedin.com/in/dr-michael-hefenbrock-6320b9149/?originalSubdomain=de
https://scholar.google.com/citations?user=7hBxiN8AAAAJ&hl=de
https://search.asu.edu/profile/1267699
https://www.asu.edu/
https://ieee-ceda.org/contact/sani-nassif
https://ieee-ceda.org/contact/sani-nassif
https://radyalis.com/
https://www.ceid.upatras.gr/en/personnel/zervakis-georgios-2/
https://www.upatras.gr/en/
https://www.hipeac.net/~ozer/#/
https://www.pragmaticsemi.com/
https://www.pragmaticsemi.com/
https://www.pragmaticsemi.com/
https://www.linkedin.com/in/brojogopal-sapui-66a2a1116/?originalSubdomain=de
https://www.linkedin.com/in/brojogopal-sapui-66a2a1116/?originalSubdomain=de
https://www.linkedin.com/in/surendraiitj/
https://commission.europa.eu/index_en
https://cordis.europa.eu/project/id/101052764

ii

Hiermit erkldre ich an Eides statt, dass ich die von mir vorgelegte Arbeit selbststindig verfasst habe,
dass ich die verwendeten Quellen, Internet-Quellen und Hilfsmittel vollstindig angegeben haben und dass
ich die Stellen der Arbeit — einschlieflich Tabellen, Karten und Abbildungen — die anderen Werken oder

dem Internet im Wortlaut oder dem Sinn nach entnommen sind, auf jeden Fall unter Angabe der Quelle
als Entlehnung kenntlich gemacht habe.

Karlsruhe, 28. February 2026
Priyanjana Pal



Abstract

In the rapidly evolving era of Internet of Things (IoT') ecosystem, edge intelligence is moving from
conventional embedded SoC platforms to ultra-resource-constrained and low-cost, lightweight application-
specific systems such as smart packaging, on-skin patches, and batteryless sensors. These applications
require extremely low power and low cost, and often demand implementation on flexible or unconventional
substrates. While silicon System-on-Chips (SoCs) deliver high performance, they are frequently unable
to satisfy the strict form-factor, cost, and energy constraints of such emerging domains. Large-area
electronics and analog computing offer a compelling alternative by enabling bespoke local intelligence
directly on non-traditional substrates, thereby reducing the hardware overhead of high-precision digital
processing.

However, moving to these emerging large-area substrates introduces significant reliability and security
challenges. Unlike standard silicon CMOS, large-area electronics suffer from process variations,
environmental drift, and aging, which severely degrade classification accuracy and temporal stability.
Also, these analog computing designs are physically exposed at the edge, due to lack of rigid packaging,
making them vulnerable to physical attacks such as side-channel analysis. Ensuring trustworthiness is
uniquely difficult because traditional heavyweight protection mechanisms cannot be applied under such
extreme area and power budgets. So, a new class of design methodologies is required that co-optimizes
accuracy, power and area.

This dissertation addresses these requirements by developing a cross-layer co-design framework for the
reliable and secure design of emerging analog computing paradigms including spiking neuromorphic
circuits. It systematically tackles the challenges of variability and fault tolerance through Neural
Architecture Search (NAS) and evolutionary methods; introduces power-aware/power-constrained training
to ensure energy efficiency and fault-endurance; and also establishes the comprehensive security and
diagnostic methodologies for large-area analog computing circuits. The outcome is a unified methodology
that enables robust, energy-efficient, and attack-resilient edge intelligence, even on the most resource-
constrained and unreliable substrates.
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Zusammenfassung

Im sich rasant entwickelnden Okosystem des Internet of Things (IoT) verlagert sich Edge-Intelligenz von
konventionellen eingebetteten SoC-Plattformen hin zu ultra-ressourcenbeschrankten, kostengiinstigen und
leichten, anwendungsspezifischen Systemen wie Smart Packaging, On-Skin-Patches und batterielosen
Sensoren. Diese Anwendungen erfordern extrem niedrige Leistungsaufnahme und geringe Kosten und
miissen haufig auf flexiblen oder unkonventionellen Substraten realisiert werden. Obwohl siliziumbasierte
System-on-Chips (SoCs) eine hohe Leistung bieten, konnen sie die strengen Anforderungen an Formfaktor,
Kosten und Energieverbrauch in diesen neuen Einsatzfeldern oft nicht erfiillen. Groflichige Elektronik
(Large-Area Electronics) und analoge Rechenparadigmen stellen eine attraktive Alternative dar, da sie
maBgeschneiderte lokale Intelligenz direkt auf nicht-traditionellen Substraten ermdglichen und dadurch
den Hardware-Overhead hochpriziser digitaler Verarbeitung reduzieren.

Der Wechsel zu solchen groBflichigen Substraten bringt jedoch erhebliche Herausforderungen hin-
sichtlich Zuverldssigkeit und Sicherheit mit sich. Im Gegensatz zu standardmiBiger Silizium-CMOS-
Technologie leidet groBflachige Elektronik unter ausgepréigten Prozessvariationen, umweltbedingter Drift
und Alterung, was die Klassifikationsgenauigkeit und die zeitliche Stabilitidt deutlich verschlechtert.
Zudem sind diese analogen Rechendesigns am Edge physisch exponiert, unter anderem aufgrund fehlender
starrer Verpackung, und dadurch anfillig fiir physische Angriffe wie Side-Channel-Analysen. Die Gewihr-
leistung von Vertrauenswiirdigkeit ist besonders schwierig, da klassische, rechen- und flichenintensive
Schutzmechanismen unter den extremen Energie- und Flachenbudgets nicht einsetzbar sind. Daher wird
eine neue Klasse von Entwurfsmethoden bendtigt, die Genauigkeit, Leistungsaufnahme und Fliche
gemeinsam optimiert.

Diese Dissertation adressiert diese Anforderungen durch die Entwicklung eines schichteniibergreifenden
Co-Design-Frameworks fiir den zuverldssigen und sicheren Entwurf neuartiger analoger Rechenparadigmen
einschlieBlich spikender neuromorpher Schaltungen. Sie begegnet den Herausforderungen von Variabilitit
und Fehlertoleranz systematisch mittels Neural Architecture Search (NAS) und evolutionédren Methoden,
fiihrt power-aware bzw. power-constrained Training zur Sicherstellung von Energieeffizienz und Fehler-
Endurance ein und etabliert umfassende Sicherheits- sowie Diagnosemethoden fiir gro3flachige analoge
Rechenschaltungen. Das Ergebnis ist eine einheitliche Methodik, die robuste, energieefliziente und gegen
Angriffe widerstandsfihige Edge-Intelligenz selbst auf stark ressourcenbeschréinkten und unzuverlédssigen
Substraten ermdoglicht.






Contents

Abstract . . . . . . . L i
ZusammenfassuUng . . . . . ... e e e v
Listof Figures . . . . . . . . . . . e 1
Listof Tables . . . . . . . . . . . e 7
ACroNYMS . . . . . L e e e e e e e e e e e e e e 9
I. Preliminaries n
1. Introductionand Motivation . . . . . . . . . ... .o oL oo 13
L1, Motivation . . . . . . . o Lo e e e e e 13
1.1.1. Characteristics of Ultra-Resource-Constrained Edge Nodes . . . . . . ... . .. 13

1.1.2. Limitations of Conventional Digital Edge Architectures . . . . . . . ... .. .. 14

1.1.3. Emerging Analog Computing Paradigms on Large-Area Electronics . . . . . . . 14

1.1.4. Printed (PE) and Flexible Electronics (FE) asan Enabler . . . . . .. ... ... 15

1.1.5. Large-Area Bespoke Analog Neural Network (NN) Hardware . . ... ... .. 16

1.2. Problem Statement . . . . . . . . . ... 18
1.2.1. ResearchGaps . . . . . . . . . . . i 19

1.3. Research Objectives and Contributions . . . . . . . . . .. . ... .. ... ....... 20
1.3.1. Research Questions . . . . . . . . . . . . i i i i it e e e 20

1.3.2. Thesis Contributions and Structure . . . . . . . . . . .. .. ... ... ..., 21

1.4. Methodology: Cross-Layer Co-Optimization . . . . . . . ... ... ... ........ 21
1.4.1. Power and Energy-Efficient Robust NN Design (Ch.3) . . ... ... ... ... 21

1.4.2. Architecture-Aware NN Design (Ch.4) . . . . . ... ... .. ... ... ... 23

1.4.3. Reliability, Endurance, and Test (Ch.5) . . . .. ... .. ... ... ...... 23

1.4.4. Security Analysis and Trust (Ch.6) . . . . .. ... ... ... ... ...... 23

1.5. Chapter Summary . . . . . . . . . . e e e e 24

2. BackgroundandRelatedWork . . . . . . . . .. .. ... ... L 0oL 25
2.1. Printed Electronics (PE) . . . . . . . . ... 25
2.1.1. Additive and subtractive fabrication in Printed Electronics (PE) . . . . . . . .. 25

2.1.2. Printing Methodsfor PE . . . . . . ... ... o 26

2.1.3. Inkjet Printing for On-Demand, Maskless Fabrication . . . . . . ... ... ... 28

2.1.4. Electrolyte-Gated Transistors (EGTs) . . . . ... ... ... ... ....... 28

2.1.5. Device FabricationFlow . . . . . .. ... ... ... L 0. 28

2.2. Flexible Electronics (FE) . . . . . . . . . . . . . . . . . . e 30
2.2.1. Design implications for flexible Thin-Film Transistor (TFT) circuits . . . . . . . 30

2.2.2.  Semiconductor options for flexible TFT technologies . . . . . . ... ... ... 31

2.3. Neural Network (NNs) Computing Models for Edge Intelligence . . . . . ... ... .. 33
2.3.1. Feed-forward Multilayer Perceptron-Style Computation . . . . . ... ... ... 34

2.3.2. Training of Multi-Layer Perceptrons MLPs) . . . .. ... ... ........ 35

2.3.3. Adapting MLPs to printed NN Hardware . . . .. ... ... .......... 36

vii



Contents

2.3.4. Printed Neural Network Computing Circuits . . . . . . . . ... ... ... ... 36
2.3.5. Recurrent and Spiking Neural Networks (RNNsand SNNs) . . . .. ... ... 38
2.4. Other Analog and Mixed-Signal Computing Paradigms . . . . . . .. ... .. ... .. 39
2.4.1. Analog Error Correction and Unary Computing . . . . . . . . ... ... .... 39
2.4.2. On-Sensor Mixed-Signal Classification with Bespoke ADCs . . . . ... .. .. 40
2.5. Reliability, Fault Endurance, and Test . . . . . . ... ... .. ... ... ....... 40
2.5.1. Sources of Faults in Printed and Flexible NN Classifier Circuits . . . . . . . . . 40
2.6. Security of Flexible NN Hardware . . . . . .. ... ... ... ... .......... 41
2.6.1. Side-Channel Leakage in Machine Learning (ML) and Flexible NN Hardware . . 42
2.7. Positioning of This Thesis . . . . . . . . . ... . L 42
2.8. Chapter Summary . . . . . . . . . . . e e e e 43
Il. Contributions 45
3. Power and Energy-Efficient Bespoke NN Design . . . . . . . . .. .. ... .......... 47
3.1. Power-Aware and Power-Constrained Training (P-AT and P-CT) . . . ... .. ... .. 47
3.1.1. Modified Power-Efficient Circuit Structure . . . . . . . . . ... ... ... ... 48
3.1.2. Power ConsumptionModel . . . . . . .. ... ... ... ... ... ..., 48
3.1.3. Power-Aware Training (P-AT) . . . . . . . . .. . . 52
3.1.4. BEvaluation . . . . .. ... 53
3.1.5. Experiment . . . . . ... e e e e e e 53
3.1.6. Result . . . . .. 54
3.1.7. Power-Constrained Training (P-CT) . . . . . . . . . .. . ... ... ...... 57
3.1.8. Evaluation . . . . . . . . . .. e 57
3.1.9. Experiment . . . . . . . . . ... e e e e e e 58
3.1.10. Result . . . . o o o e 59
3.2. Event-Driven Printed Analog Spiking Neural Networks (p-SNN) . . . . ... ... ... 60
3.2.1. Modeling and training of P-Spiking Neural Network (SNN) . . . ... ... .. 64
3.2.2. SpikeSynth: Learnable Spike Generator and Robustness-Aware Training . . . . . 66
3.2.3. Modeling and training of P-LLSNN . . . . . . ... ... .. 0oL, 67
3.2.4. Robustness-aware P-LSNN Training . . . . . . .. ... ... ... .. ..... 70
3.25. Evaluation . . . .. . . .. 71
3.2.6. Experiment . . . . . . . ... 71
327, Result . . . . oo 73
3.3. Temporal Processing and On-Sensor Intelligence . . . . . ... ... ... ... .... 74
3.3.1. Recurrent Neural Networks (RNNs) . . . . . ... . ... ... ... ...... 74
3.3.2. Modeling of Temporal Processing Unit . . . . . ... ... ... . ....... 75
3.3.3. Modeling of Temporal ProcessingBlock . . . . .. ... ... .. ........ 76
3.3.4. Training of pTprinted neural networks (p-NNs) . . . . . .. ... .. ... ... 77
3.3.5. Bvaluation . . . ... 78
3.3.6. Experiment . . . . . . . . ... 79
337, Result . . . . oo 79
3.4. ADAPT-p-NN: Robust Temporal Filters under Variability and Sensor Noise . . . . . . . 81
3.4.1. Variation-Aware Training of proposed Second-Order Filter . . . . . . .. .. .. 84
34.2. VariationinInputSensor . . . . . . . . . ... ... 85
34.3. Evaluation . . . . . . . . . .. e 85
344, EXperiment . . . . . . . . . . it e e e e e e e e e e e 85
345. Result . . . . oL 87

3.5. On-Sensor Intelligence via Bespoke Analog-to-Digital Converter (ADC) and Decision
Tree Co-Design . . . . . . . . . o e 88
3.5.1. Co-design Framework . . . . . . .. . . . . .. .. .. ... ... ... 89

viii



Contents

3.5.2. Parallel Unary Decision Trees . . . . . . . ... ... ... ... ........ 89
3.53. Bespoke ADCs . . . . . . . e 90
3.5.4. ADC-aware Decision Tree Training . . . . . . . . .. ... ... ... ..... 91

3.6. Chapter Summary . . . . . . . . . . . e e e 96
4. Architecture-Aware Bespoke NNDesign . . . . . . . . . . .. . ... ... ... ...... 97
4.1. Neural Architecture Search for Variability-Aware p-NNs . . . . . ... ... ... ... 97
4.1.1. Learnable Activation Function (AF) Circuits . . . . .. ... ... ... .... 97
4.1.2. Evolutionary Architecture Search . . . . . ... ... ... ... ........ 99
4.1.3. Variation-aware Training with NAS . . . . .. . ... ... ... ... .. 100
4.1.4. Evaluation . . . . ... ... 103
4.1.5. Experiment . . . . . . . ... e 103
4.1.6. Result . . . ... e 104

4.2. Neural Evolutionary Architecture Search for Compactp-NNs . . . . . .. ... ... .. 105
42.1. Encoding . . . . . . . . .. 106
422, Evolution . . . . . . .. .. 106
4.2.3. Area-Aware Training with Pruning . . . . . . . .. .. ... ... ... . .... 110
42.4. Circuit AreaModel . . . . . . . ... 112
4.2.5. Circuit Area Estimator . . . . . . . . . . . .. .. 113
42.6. Evaluation . . ... ... ... 115
427, Experiment . . . . . .. .. e e 115
428 Result . . . ... e 116
429. CaseStudy . . . .. . . . . 119

4.3. Thermo-NAS for Flexible IGZO-based NN Hardware . . . . . ... ... ... ..... 121
4.3.1. Thermal-resilient (TR) resistor-crossbars . . . . . ... . ... ... ...... 121
4.3.2. Thermal Stability Blocks . . . . . ... ... ... ... .. .. .. .. 121
4.3.3. Thermal-resilient (TR) Learnable Activation Function (AF) Blocks . . . . . .. 123
4.3.4. Thermal-aware Neural Architecture Search (NAS) . . . .. .. ... ... ... 125
4.3.5. Thermal-resilient (TR) NAS Training . . . . ... ... ... .......... 126
4.3.6. Evaluation . . . . . . . . . . . .. e 126
437, Experiment . . . . . . . . ... e e 126
43.8. Result . . . . . . . . e e 128

4.4, Chapter SUMMATY . . . . . . o v v vt i e et e e e e e e e e e e e 129
5. Reliability, Endurance,andTest . . . . . . . . . . . . . . . ... ... ... . . ..., 131
5.1. Fault Sensitivity Analysis of p-NN Classifiers . . . . . .. ... ... ... ... .... 131
5.1.1. Training approaches in analog-p-NN (a—p-NN) Classifier . . . . . . . .. .. .. 132
5.1.2. Fault Injection in digital-p-NN Classifier (d-p-NN) . . . . ... ... ... ... 132
5.1.3. Architectures in d-p-NN Classifier . . . . . ... ... ... ... ... ..... 133
5.14. Evaluation . . . .. ... ... 133
5.1.5. Experiment . . . . . . ... e 134
5.1.6. Result . . . . .. 134

5.2. PRINT-SAFE: Adaptive Endurance and Self-Healing . . . . .. ... ... ....... 138
5.2.1. Analog Printed Neural Networks (p-NNs) . . . . . ... ... ... ....... 138
5.2.2. Fault-Tolerant (fault-tolerant (F7)) Printed Circuit Design . . . . . ... .. .. 140
5.2.3. Fault-Aware Training (FAT) Framework . . . . . ... ... ... ... ..... 143
5.2.4. Bespoke Architecture Optimization (Dynamic Architecture Search) . . . . . . . 145
5.25. Evaluation . . ... ... .. 148
5.2.6. Experiment . . . . . . . . . ... e e 148
5.277. Result . . . oL 149

5.3. Delay-Based Testing and Reliable Design of ReFLEX-low-dropout regulator (LDO) . . . 150
5.3.1. Low Dropout Regulators (LDOs) . . . ... ... ... ... ... .... 150

ix



Contents

5.3.2. Proposed ReFlex-LDO Architecture . . . . . ... .. ... .. ......... 151
5.3.3. Structural Delay-based BIST Methodology . . . . .. ... ... .. ...... 154
5.34. EBEvaluation . . . . . . .. .. 155
5.3.5. Experiment . . . . . ... ..o 155
5.3.6. Result . . . . .. 156

5.4. Analog Error Correction (AEC) for Unary-Encoded Computing . . . . . ... ... .. 158
5.4.1. Proposed analog error correction Scheme . . . . ... ... ... ........ 159
5.4.2. Unary bitstream generation . . . . . . . . . . . .. .. 160
543, Circuitdesign . . . . . . . . . . e e e 160
5.4.4. Circuit optimization . . . . . . . . ... e e e 163
5.4.5. Variation Analysis of AEC Circuit . . . . .. ... ... ... .......... 165
5.4.6. Case Study: Printed PUF (p-PUF) . . . . . ... ... ... .. ... ...... 166

5.5. Chapter Summary . . . . . . . . . .. e e 170
6. SecurityAnalysisandTrust . . . . . . . . . . . . ... 173
6.1. Side Channel Attack Methodology on NN Classifiers . . . ... ... ... ....... 173
6.1.1. ThreatModel . . . . . . . . . . ... 173
6.1.2. CPA-based Attack on d-f-NN Classifiers . . . .. ... ... ... ....... 174
6.1.3. ML-based Attack on a-f-NN Classifiers . . . . . . . . ... .. ... .. .... 175
6.1.4. Evaluation . . . .. ... . ... 176
6.1.5. Experiment . . . . . . . . ... 176
6.1.6. Result . . . . . . . e 177

6.2. Security Frameworks for Flexible Spiking Neuromorphic Hardware . . . . .. ... .. 179
6.2.1. Flexible Spiking Neural Networks (f-SNN). . . . . ... ... ... ... .... 180
6.2.2. Flexible Recurrent Neural Networks (f-RNN). . . . . . . . . .. ... ... ... 180
6.2.3. The FlexSpy Framework Methodology . . . . .. ... ... ... ... .... 181
6.2.4. Threat Model and Leakage Observables . . . . . ... ... ........... 181
6.2.5. Substrate-Aware Leakage Model for f-SNN . . . . . .. ... ... ... .... 182
6.2.6. Trace Synthesis and Spike-Aligned Feature Extraction . . . .. ... ... ... 182
6.2.7. Leakage Quantification and Localization . . ... ... ... ... ... .... 183
6.2.8. Evaluation . . . ... ... ... 184
6.2.9. Experiment . . . . . . . ... e 184
6.2.10. Result . . . . . . . e 185
6.2.11. Countermeasures and Mitigation . . . . . . . . . .. ... ... ... 188
6.2.12. Evaluationof Defenses . . . . . . . ... ... oL 188

6.3. Chapter Summary . . . . . . . . . . . e e e e 189
7. Conclusionand FutureOutlook . . . . . . . . .. . ... ... ... ... .. . 191
7.1, Conclusion . . . . . . . L e e e e 191
7.2. Future Outlook . . . . . . . . . . . e 192
Bibliography . . . . . . . . .. e 195



List of Figures

1.1.

1.2.

2.1.

2.2.
2.3.
24.
2.5.
2.6.

2.7.

2.8.

2.9.

2.10.

3.1.

3.2.

Comparison between conventional silicon-based edge nodes and ultra-resource-constrained
nodes based on printed and flexible analog Artificial Intelligence (AI) hardware. Left:
a traditional IoT node with sensor, ADC, MCU/SoC, and radio on a rigid PCB. Right:
a flexible label or patch with co-integrated printed or amorphous Indium-Gallium-Zinc
Oxide (a-IGZO) TFT sensors, analog neuromorphic processing, energy harvester/printed
battery, and a minimal communication interface. The bottom row highlights the dominant
constraints (power, area, cost, mechanical compliance) and the shift from general-purpose
digital computation to bespoke analog intelligence at the sensor. . . . . . . ... ... ...
Structure of the dissertation, highlighting the four core contribution pillars mapping to
Chapters 3—0. . . . . . . . . e e e e

Comparison between subtractive-based patterning and fully additive printed electronics
fabrication. Subtractive approaches introduce additional steps such as resist processing and
etching, whereas additive approaches build devices by layer-by-layer ink deposition. . . . . .
Qualitative cost—performance landscape highlighting PE/Flexible Electronics (FE) as a
complementary technology to silicon microelectronics and motivating hybrid integration. . .
Schematics of common PE processes: gravure printing (engraved cylinder transfer), screen
printing (stencil-based transfer), aerosol printing and inkjet printing (digital droplet deposition).
Schematic of a printed n-Electrolyte-gated transistor (EGT): (a) top view and (b) front view.
Fabrication methodolgoy for printed n-EGTs with In,O3 channel. Adapted from [197].
Fabrication flow of a-IGZOs TFT, including material deposition (PVD, ALD, spin coating),
photo-patterning, and etching. Insets show flexible substrate, and device structure [272].
(Left) Forward pass of a 4-3-2 multilayer perceptron, mapping four inputs (x1, . . ., x4) to two
outputs (7, §2). Circles denote neurons performing weighted-sum and nonlinear activation,
edges represent weights, and the blue path highlights the forward computation of a single
neuron. (Right) Backpropagation in a multilayer perceptron, illustrating gradient propagation
from the loss L to network weights (e.g., will) and wgzl)). The blue path highlights one
backpropagation chain. . . . . . . . . . .. ...
A breakdown of network models in neuromorphic implementations, grouped by overall type
and sized to reflect the number of associates papers. Sourced from [112] (2017).. . . . . . .
Schematic of a printed 2-bit digital adder. (a) Gate-level implementation of the adder. (b)—(d)
Transistor-level realizations of OR, AND, and NAND gates, respectively, where logic gates
are shown in blue and transistors in gray. (e) XOR gate constructed using OR, AND, and
NAND primitives. . . . . . . . o v o o e e e e e e e e e e e e e e e
Schematic of a printed NN circuit receiving analog sensory signals and producing analog
outputs. A resistor crossbar performs weighted summation, followed by a printed negative
weight circuit and a printed activation block[202]. . . . . . . . .. ... L oL

Schematic of p-NNs. (a) Example of a 3-input and 3-output printed neuron based on crossbar
array. (b) Schematic of inverter-based negative weight circuit. (c) Schematic of inverter-based
printed tanh-like circuit. . . . . . . . . . ...
Modified power-efficient design of a printed neuron. . . . . . . . . . ... ...

22

33



List of Figures

3.3.

3.4.

3.5.

3.6.

3.7.

3.8.

3.9.

3.10.

3.11.

3.12.

3.13.
3.14.

3.15.
3.16.

3.17.

3.18.
3.19.

Left: Power of some negative weight circuits with input voltages Vj, ranging from —2V to 2V,
the legend shows the configuration of the circuit components g, the right bottom box shows
the shape of the pink curve. Right: visualization of the results from the surrogate power
consumption model. The x-axis and the y-axis refer to the true power P and predicted value
. Blue, green, and red colors denotes the data from training, validation, and test sets. . . . 49
Straight through gradient estimator for the soft-count of the negative weight circuits. . . . . . 50
Computation graph of the power-aware training of the printed neural networks with one
neuron. The orange part refers to previous work, while the green part denotes the contribution
ofthiswork. . . . . . . . . . 52
Results of experiment with 50 different « values. (a) normalized accuracies of 13 tasks. Each
task is indicated by a different color. (b) normalized power consumption of 13 circuits for
the corresponding tasks. (c) averaged normalized accuracy and power, the curves and area
denote the mean and standard deviation w.r.t. randomseeds. . . . . . ... ... ... ... 53
Scatter plot of normalized accuracy versus power for all runs. The red curve displays the
Pareto front, and the bold points denote different possible trade-offs on with Pareto optimality. 54
Schematic of p-NN. (a) Example of a 4-3-3 p-NN network, (b) 3-input-3-output printed
neuron based on crossbar array; surrogate power models of: (c) p-clipped_ReLU, (d) p-ReLU,
(e) p-sigmoid and (f) p-tanh activation circuit. . . . . . . . . .. .. ... ... 55
Classification accuracy and power consumption of p-NNs using exemplary p-tanh AF from
penalty-based and Augmented Lagrangian-based training approaches. The blue scatters are
the results of penalty-based training, while the pink curves are Pareto fronts drawn from
the scatters. The vertical lines indicate the power constraints in the augmented Lagrangian
approach, whereas the rhombus with the same color refers to the results from the augmented
Lagrangian . . . . . . . . . L e e e 58
Classification accuracy and power consumption of p-NNs using exemplary p-tanh AF from
penalty-based and Augmented Lagrangian-based training approaches. The blue scatters are
the results of penalty-based training, while the pink curves are Pareto fronts drawn from
the scatters. The vertical lines indicate the power constraints in the augmented Lagrangian
approach, whereas the rhombus with the same color refers to the results from the augmented
Lagrangian . . . . . . . . L 59
Illustration of integrate-and-fire (I&F) neuron behavior under (a) varying membrane leakage,
(b) different firing thresholds, and (c) different input signals. In each subfigure, matching
colors denote corresponding inputs, membrane voltages, thresholds, and outputs. The blocks
and arrows in (a) summarize the operation: leaky integration, threshold comparison, spike

generation, and membrane reset. . . . . . .. ... L. L. L 62
Circuit level implementation of Printed Spiking Neuron which includes three stages: Synapses,

Charge Network, and Reset and Discharge Network. . . . . . . ... ... ... ... ... .. 63
Transient measurement results of the proposed printed spiking neuron. . . . . . .. ... .. 66
Comparison of energy (mlJ) utilization for P-Artificial Neural Network (ANN)[243], P-

SNN[253] and proposed P-LSNN across 13 benchmark datasets. . . . . ... ... ..... 71
Dataset temporization that encodes real numbers into the density of the temporal spike trains. 72

Schematic of a 3-input 4-output printed temporal processing block (pTPB) that receives
sensor signals and yields outputs to subsequent devices. . . . . . . . ... ... L. 75

Schematic of a 6-input 4-output pTPB including sensory signals from various inputs, processed through a
weighted-sum resistor crossbar, second-order low-pass filters (LPF), and a printed tanh-like activation circuit.
Signal flows are shown in both time and frequency domain of both printed filters. . . . . . . . . . . . . .. 81
Baseline tested under physical variations and perturbed sensor inputs. . . . . . .. ... .. 83
Time-series augmentation techniques applied on PowerCons dataset: original, jittering,
time-warping, magnitude scaling, and frequency-domain augmentation. . . . . .. ... .. 83



List of Figures

3.20. Average accuracy comparison of variation aware (VA), augmented training (AT), and second-
order learnable filters (SO-LF) and combined (VA +SO-LF+AT) with baseline using an
ablationstudy. . . . . . .. L e e e e

3.21. Schematic of: a) conventional 3-bit Flash ADC and b) an example of an equivalent bespoke
ADC with four unary digits of output. . . . . . . . ... ... ...

3.22. Illustration of how a conventional Decision Tree (a) is translated into unary format, represented
by a set of unary digits. This example assumes Q0.4 formatted values, e.g., 0.75 — 6. (b)
depicts the simplified schematic. . . . . . . . . .. ... .. L

3.23. The Area and power of (4-bit) bespoke ADCs w.r.t. their output unary digits. The first values
correspond to 1-output ADCs, while the last one to 15-output ADC. Different points denote
different output digits. Selected output digits are in sequential order, i.e., “U;-U,” 2-Up ADC
is followed by “U,-Us” 2-Up ADC and so on, only to showcase the behavior of power. . . . .

3.24. Total area and power reduction (x) compared to the baseline designs [170] (i.e., vs Table 3.13).
For our printed Decision Trees only our proposed bespoke ADCs and parallel unary architecture
areconsidered. . . . . ...l e

3.25. Evaluation of the additional hardware gains delivered by our ADC-aware training. Total
area and power reductions (%) of our printed DTs w/ and w/o our ADC-aware training are
compared (i.e., vs Figure 3.24). Three accuracy loss constraints are considered: a) 0% (i.e.,
no accuracy 1oss), b) 1%, ¢) S%. . . . . . ..

4.1. Overview of (a) 6-4-3 printed neural network (p-NN). (b) printed neuron ;(c) negative weight
circuit, activation circuit design and transfer characteristics curve of (d) p-tanh (e) p-sigmoid
(f) p-clipped_ReLU and (g) p-ReLU. . . . . . ... ... ... ... .. ...,
4.2. Overview of the evolutionary algorithm (EA)-based training of p-NNs. (a) Genes that encode
nodes and edges. (b) Crossover from the parent genomes to offsprings. (c¢) Mutation of the
topology and learnable parameters. . . . . . . . . . .. ...
4.3. Results of the printing error rate enhancement in 13 benchmark datasets with (i) 5% and (ii)
+10% variation. . . . . . . ..o e e e e e e e e e
4.4, Percentage of AF selected during (i) no (ii) 5% and (iii) +10% variation averaged over 13
benchmark datasets. . . . . . . . . . .. e
4.5. Overview of the EA-based training of p-NNs. (a) Genes that encode nodes and edges. (b)
Crossover from the parent genomes to offsprings. (c) Mutation of the topology and learnable
PATAMELETS. . . . .« . ot e e e e e e e e e e e e e e e e e e e
4.6. Comparison of the circuit architecture from (a) gradient and (b) evolutionary approaches. In
(a), the dashed edges and nodes are pruned. The red color refers to pruning a neuron when all
its input weights are pruned. The green color represents the case of pruning a negation circuit
when all the weights associated to a voltage are positive. . . . . . . .. ... ... .....
4.7. Forward and backward pass of the soft count. The blue curve counts the number of x by 1
when x > 0, otherwise 0. In backward, the orange function is employed to derive the gradient
information. . . . . . . . . .. e e e e e
4.8. Schematics and photos of the primitives in p-NNs. (b) and (c) sourced from [202] with
permission for reprinting. . . . . . . . .. ... e e e e
4.9. Placement and routing of the analog p-NNs. (a) A naive placement that mimics the form of
neural networks described in Figure 4.6(b), and (b) the solution of the automatic placement
and routing from EasyEDA software. The gray box shows the major setups of the algorithm
(with technology specification of PE). (¢) illustrates the wire cross in PE: (c-1) is the symbol
of cross that appears in (a) and (b), while (c-2) denotes the microscopic photo of a wire-cross
with PEDOT:PSS as the conductive wire and dimethyl sulfoxide (DMSO) as the insulator,
from rasheed2020crossover. . . . . . . . . . ...

90

91

104



List of Figures

4.10.

4.11.

4.12.

4.13.

4.14.

4.15.

4.16.

4.17.

5.1.

5.2.

5.3.

54.

5.5.

5.6.

5.7.

5.8.

5.9.

Performance of the VAE-based area estimator on the test data. The x-axis is the ground truth
area from the EasyEDA, while the y-axis denotes the estimated areas. Each blue point is
a test data. The gray diagonal line refers to the ideal case where the estimation equals the
ground truth. The gray area around the line represents the variation of the ground truth areas. 114
Results of the experiment: averaged normalized accuracy (ACC) and area from three methods,
namely the EA-based training, the area-aware (AA) pruning, and the existing pruning method.116
Scatters and Pareto fronts of three methods, green for existing pruning that is unaware of
circuit area, red for proposed area-aware pruning, and black for EA-based area-aware training. 117
Case study on the Energy Efficiency y, dataset with 8 input features and 3 output classes.
Subfigures show the minimal area footprint to achieve ~ 91% classification accuracy. The
circuits are training from (a) previous area-unaware training, (b) area-aware pruning, and (c)
EA-based area-aware training with architecture search. To maintain clarity, we illustrate only
the symbolic diagram at the primitive-level without automatic placement. Nevertheless, we
report the related attributes in the gray boxes. . . . . . . .. ... L oo 120
(a) Bespoke flexible neuron layer; (b-g) thermal-unresilient (thermal-unresilient (TU))
activation circuits (fry-sigmoid, frr-tanh, frr-ReLU, frr-clipped-ReLU, frr-Leaky-ReLU,
frr-cubic) with transfer curves within a temperature sweep from —20°C to 185°C. . . . . . . 121
(a) Proposed bespoke flexible neuron selected during neural architecture search (NAS), (b-g)
thermal-resilient (thermal-resilient (7R)) activation circuits (frg-sigmoid, frr-tanh, frr-ReLU,
frr-clipped-ReLU, frr-Leaky-ReLU, frr-cubic) with transfer curves within a temperature
sweep from —20°Cto 185°C. . . . . . . L 122
Proposed three-stage OTA: (a) Circuit Schematic (b) Frequency response; (c) Current
stability and gain w.r.t temperature; (d) Voltage reference circuit schematic; (e) voltage w.r.t
temperature, from —20°C to 185°C. . . . . . . . . . ... 122
Gradual voltage response of input-output neuron layers across temperature for EA_TU, EA_TR
and EA_Mixed designs for Iris dataset. The color intensity reflects voltage levels, showing
the thermal stability among designs. . . . . . . . . . . . . . . ... 128

SPICE simulated stuck-open and stuck-short faults in (a) negative-weight and (b) p-tanh

activation circuit of a-p-NN hardware primitives. . . . . . . .. .. ... ... ... .. .. 132
Evaluation of various analog design approaches after single, double, and quadruple fault
injection in a-p-NNs. The dotted line represents the fault-free accuracy. . . . . . ... . .. 133

Evaluation of fault sensitivity w.r.t (a) design approaches in a-p-NN (The area for a-p-NN is
same in all training process) and (b) design architectures in d-p-NN. (Area is in logarithmic
scale). . .. e 134
Evaluation of conventional and bespoke architecture after single, double, and quadruple fault
injection. The bespoke architecture is as in [169]. The dotted line represents the fault-free

ACCUTACY.  + « v v v e e e e e e e e e e e e e e e e e e e e e e 135
Evaluation of fault sensitivity using dropout for both analog and digital p-NN. (The area for
analog p-NN is same in all training process) . . . . . . . . v v v v v v v v b e 136
Evaluation of approximate architecture with single, double, and quadruple fault injection. All
the architectures follow [222]. The dotted line represents the fault-free accuracy. . . . . . . . 136
(a) Transistor with exploded electrolyte (b) inkjet-nozzle clog (c) inhomogeneous layer formed
(d) satellite drops of ink (e) short circuit between S-D (sourced from [98], [187]). . . . . . . 138

On-demand design and fabrication given a specification of a desired functionality realized
through training a p-NN. The derived design can be readily fabricated through the on-demand
fabrication capabilities of inkjet-PE [202] . . . . . .. ... ... Lo oL 139
Schematic of printed NN computing circuits. (a) example of a 3-input and 3-output printed
layer based on crossbar array; (b) p-negative weight (¢) p-ReLU (d) p-CReLU (e) p-tanh
(f) p-sigmoid AF circuits[241] . . . . . . . ... 139



List of Figures

5.10.

5.11.

5.12.

5.13.

5.14.

5.15.

5.16.

5.17.

5.18.

5.19.

5.20.

5.21.

5.22.

5.23.

5.24.

5.25.

5.26.
5.27.
5.28.
5.29.
5.30.

Overview of (a) redundant transistor and resistor configuration for F'7' p-NNs (b) p-negative
weight circuit; printed activation circuit designs of (c) p-ReLU (d) p-CReLU (e) p-tanh (f)
p-sigmoid and (g) corresponding fault-free and faulty characteristics curves. . . . . . . . .. 140
Proposed implementation flow for an on-demand bespoke FT printed NN circuit (F7-p-NN)
X-design given a specification of a desired functionality realized through Gumbel-Softmax
distribution through fault-aware training (fault-aware training (FAT)). . . .. ... ... .. 142
(a)-(d) Evaluation of average accuracy of four single AF using FT p-NNs (e) effectiveness of
bespoke FT" AF over existing baseline [254] AF under 0% (no fault) and 10% (with fault)
fault injection in training and up to 30% fault injection in testing averaged over 8 benchmark

datasets. yo and y;o denotes 0% and 10% fault injection in training. . . . . . . . . ... ... 147
(a)-(d) Evaluation of average accuracy of 4-Normal AFs, 4-Fault Tolerant AFs and 8-combined
AFs under 0:0 and 10:10 train : test ratios over 8 benchmark datasets. . . . . . ... .. .. 147

(a)-(c) Evaluation of normalized accuracy of three bespoke architectures under 0% (no fault)
and 10% (with fault) fault injection in training and upto 30% fault injection in testing averaged

over 8 benchmark datasets. yo and y;, denotes 0% and 10% fault injection in training. . . . . 148
Percentage of AFs used when (i) 4-Normal AFs (ii) 4-FT AFs and (iii) 8-Combined AFs are
selected averaged over 8 benchmark datasets under train: test = 10% : 10% ratios. . . . . . . 148
Schematic and layout of the proposed gain-boosted ReFlex-LDO, showing the reference,
amplifier, buffer, and output stages, with design specifications. . . . . . ... ... ... .. 152

Line regulation of the proposed gain-boosted ReFlex-LDO. The left plot illustrates the
regulated output voltage V,,;, while the right plot highlights the stability of the internal
reference voltage V,. ¢ across process corners after post-layout. . . . . . .. ... ... ... 152
Regulation characteristics of the proposed gain-boosted ReFlex-LDO. The left plot shows
the line regulation of the internal V,..r and 5000 monte-carlo simulation across PVT corners
while the right plot shows load regulation by showing variation of Vg, with [j50q. . . . . . . 153
(a) Loop gain and phase response across frequency for stable operation after post-layout, (b)
power-supply-rejection ratio (PSRR) in dB (c) V,,; under supply ripple Vpp, (d) line transient
response of the LDO under varying Vpp. . . . . . . . . . . L o 153
(a) 1-bit ReFlex-LDO output using a chain of inverters; (b) Delay measurement using a counter. 154
Delay-based fault coverage under bending: PDF of path delay ¢, for flat, 20 mm, 10 mm, and

5 mm; p+30 windows yield 95.5%, 89.8%, 92.4%, and 86.7% respectively. . . . ... ... 158
Delay-based fault coverage vs. temperature: PDF of delay t; at —20°C, 0°C, 27 °C, 40 °C,
60 °C, and 80 °C. Coverage is computed over py+30; the 27 °C is 86.4% respectively. . . . . . 158
Schematic of the unary bitstream generation using Printed Process Design Kit (pPDK)[134],
[162]. . . o 161
Schematic of the AEC circuit for error correction connected to a 1-bit output (e.g. PUF
INSTANCE). . . v v v o e o e e e e e e e e e e e e e e e e e e e e e e 162

Simulation of the printed AEC for two output bitstreams and L=32. The first output Figure 5.24
(a) (OUTy) produces 80% ’0’s, which are applied as X to the AEC. As expected, the capacitor
voltage CAP is positive and the AEC output OUT is pulled down to 0V. In contrast, in
Figure 5.24 (b), the OUT; produces 75% ’1’s, and the AEC output is pulled up to VDD.

Consequently, the majority vote is working in both examples. . . . . ... ... ... ... 162
Impact of (a) temperature (K) and (b) supply voltage (VDD/VSS) variation on AEC[V] . . . 164
Impact of (a) Ty, T», Tz, Ts, (b) Ty, (¢) Ty, (d) T transistor’s V;, on AEC[V]. . . . . ... ... 166
Uniformity of pPUFs with distribution of 1’sand 0’s. . . . . . .. ... ... ... .. ... 166
Uniqueness of pPUFs (inter-HD) . . . . . . . . .. ... .. ... .. . . . . ... ..., 167

Monte Carlo simulation (1000 samples for each bit error corner): distribution of the PUF
reliability for proposed method vs conventional approach with unary-encoded bitstream
length of L=8 and 8 1-bit PUF instances. Whiskers are related to the low and high quartiles,
middle line represents the unary-encoded mean. The reliability for AEC is nearly 100% and
isshownby greylines. . . . . . . . . . . . . ... 167



List of Figures

5.31.

5.32.

6.1.
6.2.

6.3.

6.4.

6.5.

6.6.

6.7.

6.8.

6.9.

6.10.

6.11.

6.12.

6.13.
6.14.

6.15.

Monte Carlo simulation (1000 samples for each bit error corner): distribution of the PUF
reliability for proposed method vs conventional approach with unary-encoded bitstream length
of L=32 and 8 1-bit PUF instances. . . . . . . . . . . . . .. . ... ... ... ... ... 167
Monte Carlo simulation (1000 samples for each bit error corner): distribution of the PUF
reliability for proposed method vs conventional approach with unary-encoded bitstream length

of L=32 and 64 1-bit PUF instances. . . . . . . . . . . . .. . ... 168
Bespoke architecture of analog and digital flexible neural network (f-NN) [225], [241]. . . . 174
Comparison of side-channel attack effectiveness on analog and digital FE classifiers (Iris

dataset). . . . . .. e e e e 177
Robustness of CNN-based side-channel regression attack on analog f~NN implementation

(Iris dataset). . . . . . . . . e e e e e 177
Attack progress on a-f-NN classifiers (Iris dataset). . . . . . ... ... ... ... ..... 178
Attack success rate comparison across diverse datasets. . . . . .. ... ... L 179

Circuit-level implementations of f-NNs analyzed in this work. Left: f-SNN cell with Synapse,
Charge/Integrate, and Reset/Discharge stages. Right: f-RNN cell with recurrent RC dynamics
for continuous-time state evolution. . . . . . . . . . .. ... 180
Distinct leakage primitives from raw power traces: spike-driven quasi-DC offsets in f-SNN
(left) vs. smoother low-frequency RC oscillations in f-Recurrent Neural Network (RNN) (right).181
Overview of the FlexSpy framework pipeline. FlexSpy provides a complete design-time flow:
from technology-calibrated device simulation and Power Delivery Network (PDN) modeling
to spike-aligned feature extraction, a calibrated attack suite (CPA, templates, regression, MI),

and quantitative localization (SLI), enabling in-loop evaluation of countermeasures. . . . . . 181
Leakage localization in time for f-SNN on P-Cons. Left: quasi-DC Alp¢ offsets in Ipp(t)
during spike epochs. Right: sliding-CPA shows that leakage is maximized in W2. . . . . . . 185

Cross-dataset leakage at the nominal corner: ROC-AUC for label inference using spike-
window features on six workloads. Blue bars: f-SNN; red bars: f-RNN; the dotted line

indicates chance (AUC =0.5). The f-SNN consistently leaks more than the f-RNN. . . . . . 185
Model reliability and measurement robustness for label inference in f-SNN on P-Cons. . . . 186
Windowed quasi-DC current shift Alpc by class for f-SNN on P-Cons. Distinct class clusters

in the dominant W2 window visualize the rate-weighted }; g;s; leakage mechanism. . . . . . 186
Spike-rate recovery and mutual information analysis for f~-SNN. . . . . . ... .. ... .. 187
Confusion matrices for structural profiling from power traces in f-SNN. Gaussian templates

trained on spike-window features can recover both multiplicity and input source clusters. . . 187

Direct security comparison of f-SNN vs. f-RNN on P-Cons. The f-SNN'’s spike-window
Alpc offsets produce stronger instantaneous leakage than the f-RNN’s smoother envelopes. . 188



List of Tables

2.1.
2.2.
2.3.

3.1.
3.2
3.3.

3.4.
3.5.

3.6.

3.7.

3.8.

3.9.
3.10.

3.11.
3.12.
3.13.
3.14.

4.1.
4.2.
4.3.
44.

45.
4.6.
4.7.
4.8.
4.9.

Key properties and parameters of different printing methods . . . . . ... ... ... ... 28
Qualitative comparison of TFT semiconductor options for flexible/large-area electronics. . . 32
Comparison of the hardware cost between analog and digital (4-bit and 8-bit) approaches for
a 3-input neuron. (ADC: analog-to-digital converter, ReLU: rectified linear unit, #T: number

of transistors). Sourced from [202]. . . . . . . . .. e 37
Result of the Experiment on 13 Benchmark Datasets . . . . . ... ... ... ....... 51
Accuracy-Power Trade-oft . . . . . . . . . .. . . ... ... 55

Averaged Performance Metrics Across 13 Datasets: Comparison of Metrics (Pow: Power
(mW), Acc: Accuracy, Dev: Device Count) Across AF at Different Power Budgets and

Penalty-Based Baseline . . . . . . .. . ... .. 60
Result of the Experiment on 13 Benchmark Datasets . . . . .. ... ... ... ...... 65
Accuracy Comparison Across Different Printed Nueromorphic Architectures across 13
benchmark datasets . . . . . . . . . . L 70
Robustness-aware accuracy Across Models with + 10% Component Variation across 13
Benchmark Datasets . . . . . . . . . . .. 72
Comparison of Power, Area, and Training Time with the Existing Methods on 13 Benchmark
Datasets. . . . . . . . . e e e e e e 73

Results on 15 benchmark time-series datasets: mean and standard deviation of accuracy from
random guess (RG), previous printed neural network (p-NN), Elman recurrent neural network
(RNN), and printed temporal processing neuroal network (printed temporal processing neural
network (pTPNN)). . . . . o o o e e e e e e e e e e e e e e e e 78
Hardware costs of p-NN and printed temporal processing neural network (pTPNN). . . . . . 80
Result on 15 benchmark time-series datasets: (a) hardware-agnostic Elman recurrent neural
network (RNN), (b) baseline printed temporal processing neural network (pTPNN), (c)
robustness-aware ADAPT p-NN under precision printing (+10% variation) and perturbed

nputdata. . . . . ... L e e 84
Comparison of Runtime (Average) . . . . . . . . . . . v v v v i it 85
Hardware Costs for baseline pTPNN[260] vs proposed Robustness-Aware ADAPT-p-NN . . 86
Evaluation of the baseline bespoke Decision Trees. . . . . .. ... ... ... ....... 93
Evaluation of our Decision Trees for up to 1% Accuracy Loss. . . . . . ... ... ... .. 95
FEASIBLE DESIGN SPACE OF P-SIGMOID CIRCUIT . . . . .. ... ... ... .... 98
FEASIBLE DESIGN SPACE OF P-CLIPPED RELU CIRCUIT . . ... .......... 98
FEASIBLE DESIGN SPACE OF P-RELU CIRCUIT . . ... ... ... .......... 99

Simulation Result and Runtime of gradient-based approach without variation and comparison
with EA with baseline in (i) high precision printing (5% variation) and (ii) low-precision
printing (10% variation) on 13 Benchmark Datasets. . . . . .. ... ... ... ...... 102
Device Parameters in Nonlinear Circuits in pPDK (VDD=2V, Threshold Voltage Vi, rgr=0.24V)115
Simulation Result and Runtime of Three Approaches on 13 Benchmark Datasets withy =0 . 118
Comparison of Accuracy-Area Trade-off . . . . . .. ... ... ... ... ... ....... 119
Coeflicients in Multivariate Regression Analysis . . . . . . . .. .. ... ... .. ..... 120
Accuracy comparison between baseline [259]: nominal and worst-case temperature variation;
and using TR AF cells, EA-based training with three AF cell types: thermal-unresilient (7U),
thermal-resilient (7R), and mixed version across 13 benchmarks. . . . . .. ... ... ... 127



List of Tables

4.10. Comparison of Average Accuracy, Area and Power w.r.t Different Cross-Layer Approaches . 129

5.1.

5.2.
5.3.
54.
5.5.
5.6.
5.7.

5.8.

6.1.
6.2.

6.3.

Hardware costs and training time (hours) comparison of Normal, F7', and Combined AFs
over 8 benchmark datasets under train: test =10% : 10% ratios. (The reduction w.r.t 4-FT

AFs at an acceptable accuracy drop (= 7%) is showninblue. . . . . ... .. ... .. ... 147
Bending-induced parameter shifts predicted from reported TFT studies[91], [101] . . . . . . 156
Fault coverage for ReFlex-LDO . . . . . . . . . . . . . i e 157
Impact of multiple injection points(Niot = 140). . . . . . . . . . .. Lo 157
BIST overhead and testcost . . . . . . . . . . . . . ... . 158
Design parameters of the AEC circuit in n-EGT technology . . . . . .. ... ... .. ... 161

Evaluation of hardware implementation of 8-bit PUF and expected error probability at 20%
BER for proposed and baseline approaches. Bitstream length is set to L = 8. Energy efficiency

is abbreviated by "EE". . . . . . .. 166
Reliability (%) at different biterrorrate (BER) . . . . . . .. . ... ... .00 169
Hardware Costs of Bespoke f~-NN Classifier . . . . .. . .. ... ... ... ... ..... 176

Spike-Leakage Index (SLI) in dominant window W2 for f-SNN on P-Cons. Both counter-
measures (CMs) are effective, and the combination provides the strongest hotspot suppression. 189
Per-dataset countermeasure (CM) overheads and leakage reduction, grouped by architecture.
Values are relative to each model’s unprotected baseline; medians across parameter sweeps
arereported. . . ... L L L e 189



Acronyms

EA evolutionary algorithm.

FT fault-tolerant.

LDO low-dropout regulator.

NAS neural architecture search.

P-AT power-aware training.

P-CT power-constrained training.

TR thermal-resilient.

TU thermal-unresilient.

f-NN flexible neural network.

PTPB printed temporal processing block.
PTPNN printed temporal processing neural network.
p-NN printed neural network.

a-1GZ0 amorphous Indium-Gallium-Zinc Oxide.
ADC Analog-to-Digital Converter.

AEC Analog Error Correction.

AF Activation Function.

Al Artificial Intelligence.

ANN Artificial Neural Network.

CPA Correlation Power Analysis.

DC Direct Current.

EGT Electrolyte-gated transistor.

FAT fault-aware training.

FE Flexible Electronics.

FPGA Field-Programmable Gate Array.
ISI Inter-Spike Interval.

LDA Linear Discriminant Analysis.

M1 Mutual Information.



Acronyms

MIM Metal-Insulator—Metal.

ML Machine Learning.

MLP Multi-Layer Perceptron.

NC Neuromorphic Computing.

NN Neural Network.

PDK Process Design Kit.

PDN Power Delivery Network.

PE Printed Electronics.

pPDK Printed Process Design Kit.
PUF Physical Unclonable Function.
PVT Process, Voltage, and Temperature.
QDA Quadratic Discriminant Analysis.
RNN Recurrent Neural Network.

SCA Side-Channel Analysis.

SLI Spike-Leakage Index.

SNN Spiking Neural Network.

TFT Thin-Film Transistor.

VDD Supply Voltage.
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1. Introduction and Motivation

1.1. Motivation

The rapid evolution of the Internet of Things (IoT), wearables, and consumer-edge devices has shifted
computation from centralized cloud infrastructures toward distributed intelligence at the extreme edge.
Emerging platforms such as smart packaging, smart bandages, on-skin patches, and battery-less sensing
labels must sense, process, and sometimes act on data locally, while operating under severe constraints
in power, cost, and form factor. These nodes are often disposable, ultra-thin, and mechanically flexible,
targeting applications ranging from food quality monitoring and drug delivery to personalized healthcare
and environmental sensing.

Traditional silicon System-on-Chip (SoC) platforms offer excellent performance and benefit from highly
mature design flows. However, they are fundamentally limited by rigid substrates, complex and expensive
fabrication steps, and non-negligible per-die cost. Their packaging and thermal budgets are tailored
for long-lifetime electronics, not for ultra-low-cost, mechanically compliant, or biodegradable systems.
Furthermore, conventional digital systems incur significant overhead to perform even simple machine
learning (ML) tasks close to the sensor, due to the need for precise data conversion, clocked logic, and
general-purpose programmability. In many edge scenarios, transmitting raw sensor data wirelessly to a
gateway or cloud consumes more energy than performing the desired local computation, making purely
cloud-centric approaches unsustainable. This shift enables bespoke, application-specific intelligence at
the sensor, making it possible to deploy large numbers of ultra-low-cost intelligent tags and patches.

1.1.1.  Characteristics of Ultra-Resource-Constrained Edge Nodes

In this thesis, we focus on a restrictive design point, which we refer to as ultra-resource-constrained edge
intelligence. Compared to typical embedded systems, these platforms are characterized by:

* Tight power and energy budgets: Nodes may be powered by printed batteries, thin-film
photovoltaics, or energy harvesters, providing average power in the yW—-low mW range. Operation
must often be intermittent, with long sleep phases and short active bursts.

* Severe area and device-count limits: Large feature sizes and low integration densities in thin-film
technologies constrain the number of transistors or passive components that can be afforded on a
single tag, patch, or label.

* Rigid cost constraints: Many use cases (e.g., food packaging, logistics labels, disposable medical
patches) require total electronics cost on the order of fractions of a cent per unit, ruling out complex
SoCs, large memories, and high-precision ADCs.

* Mechanical and material requirements: Electronics must be flexible, bendable or even stretchable,
sometimes breathable or conformal to skin, and increasingly also biocompatible or biodegradable.
This favors thin-film and printed technologies over bulk silicon.

* Application-specific workloads: Unlike general-purpose edge devices, these systems typically
implement a single ML task (e.g., stress detection, spoilage detection, or event classification) with a
small input dimensionality and modest accuracy requirements, but extremely tight constraints on
footprint and power.
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1. Introduction and Motivation

These characteristics fundamentally change the design problem. The goal is not to maximize raw
computational throughput, but to realize the minimum viable intelligence—the smallest and most energy-
efficient model that satisfies application requirements—within a severely constrained technological
envelope.

1.1.2. Limitations of Conventional Digital Edge Architectures

A conventional IoT node usually consists of a sensor front-end, an analog-to-digital converter (ADC),
a microcontroller or digital ML accelerator, and a radio. From a system perspective, this architecture
exhibits several inefficiencies in the targeted regime:

* Data conversion overhead: High-resolution ADCs dominate both area and power when imple-
mented in large-area or printed technologies, and their precision is often unnecessary for simple
classification tasks. Even in silicon, data conversion can consume a significant share of system
energy.

* Digital control and memory cost: Microcontrollers require non-trivial amounts of digital logic
and embedded memory. Mapping even a small artificial NN (ANN) or spiking NN (SNN) to
such a platform introduces overheads in instruction decoding, control, and data movement that are
disproportionate to the actual computation.

* Form factor mismatch: Rigid dies and packages must be mounted on PCBs or interposer foils,
which increases thickness and reduces flexibility. This is incompatible with applications where
electronics must be imperceptible on skin, integrated directly into packaging, or laminated into
textiles.

* Energy for communication: In battery-less or energy-harvested systems, wireless transmission of
raw or lightly processed sensor streams is often infeasible. It is more energy-efficient to perform
aggressive local processing and communicate only decisions or compressed features.

As a consequence, simply porting standard digital edge architectures to flexible or printed substrates
is neither economical nor technically attractive. Instead, radically different computing paradigms
are needed—paradigms that co-design algorithms, circuits, and fabrication technology for this ultra-
constrained envelope.

1.1.3. Emerging Analog Computing Paradigms on Large-Area Electronics

In response, a new class of emerging analog computing paradigms implemented on large-area electronics
has gained traction. Instead of relying on dense CMOS logic, these paradigms exploit thin-film device
technologies, both printed and flexible, to realize bespoke, task-specific analog processing directly at the
sensor. In particular:

* Printed Electronics (PE) use additive manufacturing techniques such as gravure or inkjet printing
to deposit conductive, semiconductive, and dielectric inks on substrates like plastic, paper, or
textiles. Typical device examples in this thesis are printed inorganic n-type EGTs, which can operate
at sub-1V supply voltage and are therefore well-suited to energy-harvested nodes.

* Flexible Electronics (FE)based on amorphous oxide semiconductors, e.g., n-type a-IGZO TFTs,
are fabricated using low-temperature processes on polymer substrates. While not necessarily
purely additive, they provide mechanically flexible, large-area transistor arrays with better device
uniformity and higher switching speed than many printed devices.

Both technology classes share key system-level advantages: ultra-low-cost fabrication for modest
integration scales, mechanical flexibility and conformability, and the ability to print or deposit devices
side-by-side with sensors, energy harvesters, and interconnects on the same substrate. At the same
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1.1. Motivation

time, they suffer from pronounced process variations, limited device counts, and parasitics that make
conventional digital design unattractive. This motivates a shift toward analog computing paradigms that
minimize the number of required devices and avoid expensive digital blocks such as high-resolution ADC
and large memories.

1.1.4. Printed (PE) and Flexible Electronics (FE) as an Enabler

PE and FE provide fabrication platforms that differ fundamentally from wafer-scale CMOS. Instead of
deep-submicron lithography on rigid silicon, these technologies realize thin-film devices on mechanically
compliant substrates such as plastics, metal foils, or polymer laminates. In this thesis we exploit two
complementary device platforms:

* Printed inorganic n-EGTs fabricated additively on polymer substrates, as used in our printed NNs
and spiking networks.

*» Flexible a-1GZO TFTs fabricated on plastic foils using low-temperature thin-film deposition and
subtractive patterning, as used in our Thermo-NAS and ReFLEX-LDO studies.

Printed solution-processed n-EGTs. PE rely on maskless, additive processes such as gravure and
inkjet printing to deposit functional inks (conductive, semiconductive, dielectric) layer-by-layer onto
flexible substrates.! The printed devices used in this thesis are inorganic n-type EGTs based on oxide
semiconductors. A solid polymer electrolyte replaces the conventional gate dielectric, yielding very high
gate capacitance and enabling operation at sub-1 V supply voltages. This is crucial for scenarios where
power must be harvested from thin-film batteries, printed photovoltaics, or other low-capacity energy
sources.
The additive nature of PE provides several key advantages:

» Ultra-low-cost, bespoke fabrication: Roll-to-roll and sheet-based printing minimize non-recurring
engineering cost. Even for small volumes, per-unit cost can reach the sub-cent range, making it
economically feasible to fabricate bespoke circuits whose parameters are fully hardwired after
off-line training.

* Mechanical flexibility and conformability: Printed films on thin plastic or polymer foils can
bend, twist, or wrap around curved surfaces, enabling integration in smart bandages, packaging, or
textiles.

* Material and substrate diversity: By choosing suitable inks and substrates, printed devices can
be made soft, porous, biocompatible, or even biodegradable, properties that are difficult to achieve
in conventional silicon flows.

However, these benefits come at a price: printed transistors typically feature large geometries, low
integration densities, and substantial process variation originating from ink dispersion, droplet statistics,
wetting, and printer inaccuracies. Device characteristics drift with humidity, aging, and environmental
stress, and only n-type devices are available in our technology node. As a result, printed circuits must be
designed to tolerate wide parametric spreads, reduced matching, and limited device counts—constraints that
strongly motivate analog, neuromorphic, NN and bespoke architectures rather than large, general-purpose
digital systems.

Flexible a-IGZO TFT electronics. FE, in contrast, are thin-film circuits fabricated on bendable substrates
using more conventional semiconductor processing, but at reduced temperatures compatible with polymers.
In this thesis we consider a flexible oxide-TFT platform based on a-IGZO transistors patterned on polymer

! Typical printing processes and device cross-sections for printed electrolyte-gated transistors (EGTs) are discussed in Chapter 2.
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or foil substrates using physical-vapor or atomic-layer deposition, followed by photolithographic patterning
and etching. These devices provide higher mobility and better uniformity than fully printed organic TFTs,
and can operate from sub-1V to a few volts, making them attractive for low-power neuromorphic, NN
and power-management blocks on flexible foils.

Structurally, the a-IGZO TFT technology used in this thesis is:

* Unipolar and n-type only: Only enhancement-mode n-TFTs are available, forcing resis-
tor—transistor logic and precluding complementary pull-up/pull-down structures. This significantly
constrains achievable gain, noise margins, and circuit topologies.

* Thin-film and large-geometry: Feature sizes remain in the micrometer range, and practical
integration densities are limited to a few thousand devices per die. As in PE, this naturally favors
compact, application-specific neuromorphic, NN accelerators and power-management blocks rather
than large digital processors.

* Mechanically and thermally sensitive: The absence of rigid packaging and heat sinks means
that a-IGZO TFTs are highly susceptible to bending-induced strain and temperature variations.
Threshold-voltage shifts, mobility degradation, and bias-stress effects can lead to significant drift in
analog behavior and even functional failures under thermal or mechanical stress.

Despite these challenges, flexible a-IGZO TFTs enable neuromorphic, NN and mixed-signal hardware
that can be directly laminated onto curved surfaces, integrated into wearable or epidermal devices, or
embedded into packaging. In this thesis we exploit this platform to realize flexible NNs and support
blocks such as low-dropout regulators, and to study thermal-aware training and reliability-driven design
methodologies that explicitly account for the thermal and mechanical fragility of a-IGZO devices.

Common design implications. Both printed n-EGT and flexible a-IGZO TFT technologies share several
important traits: large device variations, limited device types (n-only), moderate integration density,
and strong sensitivity to the environment (temperature, bending, humidity, and aging). Consequently,
algorithm—hardware co-design is not a luxury but a necessity. Throughout this thesis, these constraints
motivate:

 analog NNs that avoid costly ADCs and exploit inherent error tolerance,

* bespoke, application-specific architectures where all parameters are hardwired after off-line
optimization, and

* explicit consideration of power, variability, thermal resilience, reliability, testing, and security at
the algorithmic level.

Together, PE and FE thus act as the enabling substrate for the research in this thesis: they provide
exactly the low-cost, mechanically compliant, but variation- and reliability-limited hardware context in
which the proposed neuromorphic, NN, optimization, testing, and security techniques are developed and
evaluated.

1.1.5. Large-Area Bespoke Analog NN Hardware

To endow printed and flexible platforms with local intelligence, one natural direction is to implement
analog NNs directly in these technologies. Such circuits mirror the computational primitives of artificial
NNs (ANNs), weighted sums followed by nonlinear activation, using resistor crossbar arrays and inverter-
based nonlinear circuits. In printed NNs, weights are encoded as conductances in resistive crossbars, while
the neuron nonlinearity is implemented using transistor-level activation circuits (e.g., p-tanh, p-ReL.U,
or other bespoke analog transfer functions). In flexible thin-film implementations based on a-IGZO
TFTs, similar resistor—transistor primitives can be realized on bendable substrates, enabling neuromorphic
classifiers that are both mechanically compliant and ultra-low-cost.
From a technology perspective, this thesis targets two complementary large-area platforms:
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1.1. Motivation

* Printed n-EGTs on paper or plastic substrates, where channel conductance is modulated by ionic
gating. These devices operate at sub-1 V supply voltages and are well-suited for ultra-low-power
analog computation and unary or multilevel signal processing directly at the sensor.

* Flexible a-IGZO TFTs on polymer substrates, fabricated via low-temperature deposition and
patterning. Here, unipolar n-type devices and resistive loads impose strict constraints on gain
and integration density, but offer mechanically robust neuromorphic building blocks that can be
wrapped onto curved surfaces or integrated into flexible patches.

Despite differences in materials and fabrication flows, both platforms share key characteristics: unipolar
device libraries, relatively low integration densities (up to a few thousand devices), and pronounced
process and environmental variations. These constraints strongly favor compact, bespoke analog NNs
rather than large programmable digital accelerators.

Analog neuron primitives on large-area substrates. At the circuit level, large-area analog neuromorphic
hardware implements neural computation using a small set of reusable primitives:

* Resistor crossbars that realize weighted sums by exploiting Ohm’s and Kirchhoff’s laws. Input
voltages are applied to crossbar rows, and column currents or voltages encode the weighted
combination of inputs; individual conductances encode synaptic weights.

* Nonlinear activation circuits implemented with n-EGTs or a-IGZO TFTs, such as analog tanh-like,
ReLU-like, or saturating transfer functions. Their shapes are controlled by device dimensions (e.g.,
W/L), biasing networks, and passive components, and can be tuned to match the desired neural
nonlinearity.

» Support blocks such as bias generation, level shifting, and simple PDNs, which provide stable
operating points despite low supply voltages and large variations.

In these architectures, circuit parameters—resistor values, transistor widths and lengths, bias voltages,
and in some cases even device layout options—become the analog equivalents of learnable weights. This
perspective enables a machine-learning-based design flow: a differentiable behavioral model of the p-NN
or flexible neuromorphic circuit is trained in software, and the resulting parameters are subsequently
mapped to physical circuit quantities.

Temporal and event-driven analog computation. Beyond static classification, many edge applications
involve time-varying signals (e.g., biomedical, inertial, or environmental data). Large-area analog NNs
can be extended to femporal processing in several ways:

* Learnable analog filters and recurrent connections, implemented as RC networks and feedback
paths around crossbars and activation circuits, provide finite impulse response (FIR)-like or
infinite impulse response (IIR)-like dynamics. Their component values are trained jointly with the
neuromorphic weights to optimally process temporal patterns.

* Spiking NNs use analog membrane voltages and thresholding elements to generate spikes. Printed
implementations can encode information in spike timing and rate, enabling event-driven operation
where computation and power consumption scale with activity rather than clock frequency.

* Mixed-signal interfaces- for example, bespoke ADCs co-designed with simple classifiers—enable
hybrid analog/digital decision-making where the analog front-end is tuned to the statistics of the
data and the classifier, reducing resolution and conversion cost while preserving task accuracy.

These temporal and event-driven extensions form a continuum of analog and mixed-signal neuromorphic
solutions, ranging from purely analog p-NNs and flexible analog NNs to hybrid systems that combine
analog preprocessing with lightweight digital logic.
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Design automation and hardware-aware training. A major challenge is that the design space of bespoke
NNs on large-area technologies is highly constrained and strongly affected by device nonidealities.
Manually exploring trade-offs between accuracy, energy, and robustness is infeasible. In response, this
thesis adopts and extends hardware-aware training and architecture search:

* Power- and area-aware training treats static and dynamic power, device count, and even current
densities as differentiable cost terms during training, yielding p-NNs that respect tight energy
budgets and device limits without post-hoc pruning.

* NAS and evolutionary design are leveraged to automatically explore the discrete design space of
layer sizes, connectivity patterns, and analog circuit primitives under process and thermal variations.
This includes printed p-NN architectures as well as flexible a-IGZO-based networks, where thermal
gradients on the flexible substrate can significantly perturb device characteristics.

* Thermal-aware co-optimization extends these techniques to explicitly account for spatially
varying temperature on flexible a-IGZO substrates, ensuring that the neuromorphic classifier
remains accurate even in the presence of non-uniform self-heating and ambient temperature
changes.

Through these methods, analog NNs are not only trained for accuracy on target datasets, but also
co-optimized for realistic device behavior, process variation, and physical operating conditions of PE and
FE.

Beyond neuromorphic: other analog computing primitives. While analog NNs form the core of this
thesis, large-area analog computing is not limited to ANNs and SNNs. Two important complementary
directions are:

* Unary-encoded analog computing with error correction, where information is represented as
unary pulse streams or resistor networks, and robust analog error-correction blocks are used to
mitigate noise and variability in printed hardware. These architectures target, among others, printed
physically unclonable functions (PUFs) and simple decision-making logic, further extending the
design space of ultra-low-cost analog computing.

* Analog-aware mixed-signal ML pipelines, such as on-sensor classifiers using bespoke ADCs
co-designed with decision trees. Here, analog front-ends and quantization structures are optimized
jointly with simple digital classifiers, showing that the cross-layer ideas developed for p-NNs also
generalize to non-neuromorphic ML models.

Together, these efforts position large-area analog neuromorphic hardware as part of a broader family of
analog and mixed-signal computing architectures tailored for ultra-resource-constrained edge intelligence.
Later chapters of this thesis will detail how these concepts are instantiated on both printed n-EGT-based
p-NNs and flexible a-IGZO-based neuromorphic and analog computing blocks.

To visually support this discussion, an illustrative figure is included, e.g., as Fig. 1.1 to give a brief
overview.

1.2. Problem Statement

The overarching problem addressed in this thesis can be stated as follows:

How can we design reliable and secure analog NNs on emerging large-area substrates that
operate under extreme power, area, and cost constraints, while maintaining meaningful
machine learning performance on edge tasks?

This problem spans multiple layers—from neural architecture and training schemes to fault modeling,
endurance management, testing, and security analysis. It is shaped both by the opportunities of PE and
FE and by their pronounced technological limitations.
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Conventional Silicon IoT Node Printed/Flexible Computing Node

Energy
morphic Harvesting/
Processing Battery

_ s
-« <]

Power Area Cost Stretchable ~ Mechanical Compliance at Sensor

General-Purpose Digital Computation F) Bespoke Ana
at Sensor

Figure 1.1.: Comparison between conventional silicon-based edge nodes and ultra-resource-constrained nodes based on printed
and flexible analog Al hardware. Left: a traditional IoT node with sensor, ADC, MCU/SoC, and radio on a rigid PCB.
Right: a flexible label or patch with co-integrated printed or a-IGZO TFT sensors, analog neuromorphic processing, energy
harvester/printed battery, and a minimal communication interface. The bottom row highlights the dominant constraints (power,
area, cost, mechanical compliance) and the shift from general-purpose digital computation to bespoke analog intelligence at the
Sensor.

1.2.1. Research Gaps

Existing work on printed and flexible neuromorphic and NN computing circuits and related analog
computing approaches falls short in several ways. We summarize the most critical gaps that this thesis
aims to address.

Gap 1: Power-Energy Efficiency and Temporal Processing

Analog neuromorphic circuits are often claimed to be power and energy efficient, yet most training
methods ignore detailed power models. Without accurate and differentiable power estimation, it is difficult
to enforce strict power budgets or to explore trade-offs between accuracy and power.

In addition, many edge applications involve temporal signals (e.g., physiological waveforms, motion
traces, or environmental time series). There is a lack of designs that combine energy-aware training
with temporal processing primitives, such as learnable filters or spiking neuron dynamics, in a way that
remains compatible with printed or flexible fabrication.

Gap 2: Architecture-Aware Robust Design

Most neuromorphic hardware design flows either assume a fixed network topology or tune architectures
manually using heuristic rules. In printed and flexible technologies, however, process-induced variability
interacts strongly with architecture choices: crossbar size, depth, activation function circuit family, and
analog operating range all influence variation tolerance.

Current approaches do not provide an automated framework that jointly explores network topology,
activation circuit design, and analog parameters under realistic process variation models. Moreover,
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1. Introduction and Motivation

environmental effects such as self-heating and ambient temperature are rarely accounted for during
architecture search, despite their strong impact on device characteristics.

Gap 3: Reliability, Endurance and Test

Printed NNs suffer from a mix of permanent and intermittent faults arising from manufacturing defects,
wear-out, and environmental stress. While some work examines basic reliability aspects, there is limited
understanding of fault sensitivity in bespoke printed MLP classifiers across different analog and digital
realizations.

At the same time, traditional digital error-correcting codes are too heavy for large-area analog circuits.
Lightweight Analog Error Correction (AEC) schemes that operate directly on unary or stochastic analog
encodings are underexplored, as are adaptive endurance mechanisms that can extend overall lifetime by
reconfiguring or derating hardware.

Gap 4: Security Analysis and Trust

Security research on flexible and PE is still in its infancy. Bespoke neuromorphic classifiers implemented
on TFT technologies exhibit unique leakage characteristics and attack surfaces. Existing work on digital
side-channel analysis cannot be directly transferred to analog flexible NNs, which exhibit continuous,
noisy leakage patterns.

Furthermore, manufacturing test and diagnostic frameworks for large-area NNs are largely missing.
Classical digital test pattern generation methods do not address analog behavior. There is a need for test,
diagnosis, and security frameworks that are aware of analog computing behavior and are compatible with
ultra-low-cost manufacturing.

1.3. Research Objectives and Contributions

To address the challenges and gaps outlined above, this thesis is organized around a set of research
objectives that are made more precise through four central research questions. Each research question
corresponds to one major contribution axis of the thesis and maps directly to one or more contribution
chapters.

1.3.1. Research Questions
Based on the above gaps, this thesis is structured around four central research questions:

RQ1: Energy-efficient bespoke robust processing: How can we incorporate accurate, differentiable
power models into the training of analog and spiking NNs to enforce strict power envelopes,
particularly for temporal processing tasks on ultra-low-power platforms?

RQ2: Architecture-aware design: How can we automatically synthesize analog neuromorphic architec-
tures on large-area substrates that remain robust under process variations, environmental drift,
and sensor noise, while respecting tight area and device-count budgets?

RQ3: Fault sensitivity, error correction, and endurance: How can we characterize and mitigate the
impact of manufacturing defects and wear-out in printed and flexible NNs using lightweight AEC
and adaptive fault tolerance, thereby extending effective lifetime?

RQ4: Security, analysis, and trust: How can we analyze and harden the security of flexible NNs and
related emerging-memory-based systems against side-channel and fault attacks, and how can
we integrate test and diagnostic capabilities that are compatible with large-area, analog-centric
designs?
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These research questions are tightly coupled: architecture and training choices affect both reliability
and security, and diagnostic capabilities feed back into endurance and adaptive reconfiguration strategies.
The thesis therefore adopts a holistic, cross-layer approach.

1.3.2. Thesis Contributions and Structure

To answer these research questions, the thesis makes a series of concrete contributions, which are organized
into thematic contribution chapters:

¢ Chapter 2 introduces the necessary background on flexible and PE, NN models (ANNs, RNNs,
SNNs), analog NN, error correction, reliability, test, and security. It positions the thesis relative to
the state of the art.

» Chapter 3 (Power and Energy-Efficient Robust NN Design) tackles RQ1 by integrating (power-
aware training (P-AT)) and (power-constrained training (P-CT)) with event-driven and temporal
processing primitives, including spiking NNs and on-sensor mixed-signal designs with bespoke
ADCs and decision trees.

* Chapter 4 (Architecture-Aware Robust NN Design) addresses RQ2 through NAS, evolutionary
design, and thermally resilient architecture search for large-area NNs on both printed n-EGT and
flexible a-IGZO TFT technologies.

* Chapter 5 (Reliability, Endurance, and Test) focuses on RQ3, covering fault sensitivity analysis of
printed analog and digital NN classifiers, AEC for unary-encoded computing, adaptive endurance
frameworks such as PRINT-SAFE, and manufacturing test for large-area NNs and related analog
blocks (e.g., flexible LDOs).

» Chapter 6 (Security Analysis and Trust) addresses RQ4, providing side-channel vulnerability
analysis of flexible NN architecture, security frameworks for printed and flexible neuromorphic
hardware.

* Chapter 7 concludes the thesis, summarizes the main findings, and outlines future research
directions, including deeper neuromorphic architectures, online learning, and tighter integration of
diagnostics and security with neuromorphic design.

This mapping from research questions to chapters ensures that each objective is supported by a coherent
set of methods, experiments, and hardware-aware analyses.

1.4. Methodology: Cross-Layer Co-Optimization

To address the research questions, this thesis develops a cross-layer design and optimization framework
for large-area analog neuromorphic hardware. The core methodological elements span from device and
circuit modeling to architecture search, training, test, and security evaluation as shown in Figure 1.2.

1.4.1. Power and Energy-Efficient Robust NN Design (Ch. 3)

For RQ1, we derive accurate power models for crossbar arrays and nonlinear activation circuits, including
spiking elements and event-driven primitives. These models are differentiable and are integrated into the
training objectives of analog and spiking networks:

» Power-aware training: Joint optimization of accuracy and power, resulting in Pareto fronts of
energy-accuracy trade-offs for large-area NNs.

* Power-constrained training: Augmented Lagrangian methods that enforce hard power budgets
during training, ensuring operational compliance with strict energy envelopes.
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1. Introduction and Motivation

Figure 1.2.: Structure of the dissertation, highlighting the four core contribution pillars mapping to Chapters 3—6.

[92.S1A]l OaT-xe|d8y ¥saL
pue Aujiqeley ' 08s

[g2.5031] Byuoosy aan
-depy :34vS-LNIdd
Buljesy-}|9S B 9oueINpuUT :g'G 998

[ez31val ubiseg-09 Jay
-ISSB|Q %% DAV 8vodseg
aouabi|aju] Josuas-uQ 'y 99

[92.0va-dSY | sunoa) oydiow
-0INaN OZDI 10} SYN-OWay |
|oualISaY |ewldyl :§'S 995

[S2.31vQ ‘€z.uosyoueN] sunoip
olydiowolnap juaiinday isnqoy

ssaujsnqoy |esodwa) :g'py 998

[9z.0val sishleuy
MH Bupids :Adgxa|4
s)iomawelq AJinoag :g'9 09

[ge.av01] bunindwod
Areun Joy D3 bBojeuy

uoN28.109) 01T :Z'G 99

[e.avDLll swereq 3 ABo
-lodo| Buiziwndo-09
uoneziwndo Areuonnjong :g'¢ 99

[s2.av0Ol ‘ez.alval
SNNS Bojeuy :yuAgexids
BuIssad0id USALIQ-IUBAT :Z2'y 998

[sz.av02lIl sdO ajq!
-X8|4 Ul s|jpuueyD-opIs
sisAjeuy Aujigesaujnp :1°g 99

[p2'sL3] sieyisseD
dIN Jo Analmsues
sisAjeuy }neq :1°G 993

1sni] % sisAjeuy Auinoag

9 H31dVHO

1s9] B ddueinpu3z ‘Aujiqeray
S H31dVHO

[v2.avo0ll sunong oiyd
-JOWOINaN ISNqoy 10} SYN
ubisaq aiemy-AHjIqeleA :L°E 995

[G2.0va ‘ve2.avo0ll siutess
-uo9 doo-asempleH
Bulurel] paulelsuon/aiemy
-19Mod :|'p 99S

ubisag NN a)odsag
aIeMYy-91N}03YdIY
€ H31dVHO

ubisag NN a)odsag
s1o13-Abiaug pue Jomod
¥ 431dVHO

22



1.4. Methodology: Cross-Layer Co-Optimization

* Temporal and event-driven processing: Development of large-area analog spiking circuits with
learnable spike generators and temporal filters that enable sparse, event-driven computation under
stringent power limits.

* On-sensor mixed-signal intelligence: Co-design of bespoke ADCs and classifiers, reducing
interface overhead and allowing analog-domain pre-processing before digitization.

1.4.2. Architecture-Aware NN Design (Ch. 4)

For RQ2, we model large-area NNs using differentiable surrogate models that capture the mapping from
physical circuit parameters (e.g., crossbar conductances, transistor sizes) to functional behavior. On top
of this, we perform:

* NAS: An automated search over network topologies, activation circuit families, and analog operating
ranges, guided by variation-aware objectives that account for process-induced perturbations.

* Evolutionary co-optimization: Evolutionary algorithms that jointly optimize architecture and
analog parameters for compactness and robustness, refining Pareto trade-offs between area, accuracy,
and variation tolerance.

* Thermal and temporal resilience: Augmented search procedures that incorporate self-heating
and ambient temperature models, as well as learnable temporal filters to mitigate sensor noise and
device variability.

1.4.3. Reliability, Endurance, and Test (Ch. 5)

For RQ3, we build fault and defect models at the device and circuit levels for large-area analog and digital
NN classifiers:

» Fault sensitivity analysis: Monte Carlo based evaluation of stuck-open/stuck-short faults in analog
NN and transistor- or resistor-level faults in digital implementations, across multiple datasets.

* Analog error correction: Efficient AEC schemes targeting unary-encoded computations, designed
to significantly reduce error rates with minimal digital overhead.

* Adaptive endurance (PRINT-SAFE): A scalable framework that monitors fault patterns and
dynamically reconfigures or derates hardware to extend operational lifetime, enabling self-healing
behavior.

* Manufacturing test: Delay-based test strategies for flexible power management blocks, and
extensions toward test of analog front-ends of emerging technologies.

1.4.4. Security Analysis and Trust (Ch. 6)

For RQ4, we conduct the first systematic side-channel and fault analysis of flexible NNs:

* Side-channel vulnerability analysis of flexible NNs: Modeling and evaluation of power-based
leakage in both analog and digital TFT-based NN, including CNN-based regression attacks and
correlation power analysis.

* Security frameworks for spiking neuromorphics: FlexSpy-style frameworks tailored to flexible
spiking hardware, capturing continuous-time leakage behavior and attack surfaces.

Throughout the thesis, physics-informed simulation and, where available, experimental data from
Institute of Nanotechnology (INT) are used to validate the proposed techniques on a diverse set of
benchmark tasks and realistic hardware models. The co-optimization across algorithms, circuits, and
technologies is a central theme: decisions at one layer are always evaluated in terms of their impact on
energy, robustness, testability, and security at the others.

23



1. Introduction and Motivation

1.5. Chapter Summary

This chapter motivated the move from traditional silicon-based SoCs to large-area analog computing
platforms for ultra-resource-constrained edge intelligence. It outlined the unique opportunities offered
by PE and FE, including ultra-low-cost, mechanically compliant integration with sensors and energy
harvesters, and highlighted the coupled challenges of variability, energy efficiency, fault tolerance, test,
and security.

Based on these challenges, four central research questions were formulated, spanning architecture and
variability-aware design, energy-efficient temporal processing, fault sensitivity and endurance, and security,
test, and diagnostics. To address these questions, the chapter introduced a cross-layer methodology that
unifies NAS, analog-aware training, reliability frameworks, and security analysis within a single design
flow, and mapped these methods and objectives to the contribution chapters of the thesis.

The next chapter provides the background and related work needed to understand the technological and
methodological context of this thesis.
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This chapter provides the technological and methodological background of the thesis. Section 2.1 -
Section 2.2 introduces the large-area and flexible device platforms that enable ultra-low-cost, mechanically
compliant edge hardware. Section 2.3 revisits the NN models that use edge intelligence, including
feed-forward ANNs, temporal RNNs models, and SNNs. Section 2.3.1 then discusses analog NN
circuit primitives and their realization on printed and flexible substrates, followed by other analog and
mixed-signal computing paradigms in Section 2.4. Sections 2.5-2.6 survey prior work on reliability, test,
and security of printed and flexible NN systems. Finally, Section 2.7 summarizes the main trends and
outlines how the thesis builds on and extends the state of the art.

Large-area electronics refers to technologies in which devices are fabricated on extended, often flexible
substrates such as polymer foils, paper, or thin metal films. Rather than maximizing integration density,
these platforms emphasize low cost, mechanical compliance, and compatibility with unconventional form
factors. Two families of technologies are particularly relevant for this thesis:

* Printed solution-processed electronics, where devices and interconnects are formed by additively
depositing functional inks.

* Flexible thin-film electronics based on amorphous oxide TFTs fabricated at low temperature on
polymer substrates.

Both technologies trade off device performance and integration density against cost and mechanical
properties, and have been widely explored for applications such as smart labels, wearables, and soft
robotics.[86], [103]

2.1.  Printed Electronics (PE)

PE refers to the fabrication of electronic devices and circuits by patterning functional inks (conductors,
semiconductors, and dielectrics) directly onto a substrate. In contrast to conventional silicon micro-
electronics, which relies on wafer-based lithography, rigid substrates, and high-cost infrastructure—PE
emphasizes simplified manufacturing, broader substrate compatibility, and scalable large-area fabrication.
This makes PE particularly attractive for applications where flexibility, lightweight form factors, and low
cost-per-area dominate over maximum switching speed and integration density (e.g., flexible systems,
large-area sensor interfaces, and ultra-low-cost electronics)[131], [134].

2.1.1. Additive and subtractive fabrication in PE

PE process flows can be grouped into subtractive and fully additive strategies. In subtractive approaches,
layers are first deposited as continuous films and then patterned using steps analogous to microfabrication
(e.g., resist processing and etching). While subtractive patterning can provide good feature definition,
it typically increases process complexity and infrastructure requirements [134], [269]. Fully additive
printing instead constructs device stacks through sequential deposition of inks only where material is
needed, enabling simplified workflows and reduced non-recurring engineering effort, especially for rapid
prototyping and low-to-medium volume fabrication [131], [134].

2.1.1.1. Cost-performance positioning and hybrid integration

A key limitation of PE is its comparatively large feature size, typically in the micrometer range.
Consequently, printed circuits generally offer lower switching performance and lower functional density
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Figure 2.1.: Comparison between subtractive-based patterning and fully additive printed electronics fabrication. Subtractive
approaches introduce additional steps such as resist processing and etching, whereas additive approaches build devices by
layer-by-layer ink deposition.

than nanometer-scale silicon technology. However, PE can provide substantial advantages in manufacturing
simplicity, substrate choice, and cost-per-area. Because neither PE nor silicon is universally optimal across
all metrics, PE is commonly positioned as a complementary technology. This motivates hybrid systems
that combine printed circuits (for low-cost, flexible, or large-area functions) with silicon components (for
high-performance computation and dense integration) [130], [200].

2.1.2. Printing Methods for PE

PE fabrication is implemented using a variety of printing processes. Commonly used approaches include
inkjet printing (jet printing), screen printing, and gravure printing. These processes differ in whether
patterns are generated digitally or via physical masters, and they impose different constraints on ink
viscosity, resolution, and throughput [151], [269].

2.1.2.1. Inkjet printing

Inkjet printing is a digital, maskless deposition technique in which droplets are ejected from a nozzle
and placed on the substrate under software control. Droplet generation is typically actuated (e.g., via
piezoelectric elements), enabling patterns to be printed by coordinating ejection timing with printhead
motion. Since printing is contactless, inkjet printing supports a wide range of substrates (including
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Figure 2.3.: Schematics of common PE processes: gravure printing (engraved cylinder transfer), screen printing (stencil-based
transfer), aerosol printing and inkjet printing (digital droplet deposition).

flexible and rough surfaces) and enables rapid design iteration without manufacturing physical masters,
reducing setup cost and facilitating application-specific customization [151].

2.1.2.2. Screen printing

Screen printing is an analog process that transfers ink through a patterned mesh (stencil) onto the substrate.
A blade forces ink through open regions of the screen to form the printed pattern. Screen printing is
widely used industrially due to its relatively simple equipment and low process cost; however, it typically
provides lower resolution than other methods and often requires highly viscous inks, which can degrade
electrical performance depending on the material system [269].

2.1.2.3. Gravure printing

Gravure printing is an analog process in which patterns are defined by an engraved cylinder. Ink fills the
engraved features and excess ink is removed using a doctor blade; during rolling contact, ink transfers to
the substrate. Gravure printing supports low-viscosity inks and provides strong control over ink usage and
repeatability across very large print runs. Its main limitation is the cost of master/cylinder fabrication,
making it most economical for large batch sizes [269].
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2.1.2.4. Resolution-throughput trade-offs

Printing methods trade off achievable resolution against manufacturing throughput. Gravure printing
is typically associated with fine resolution and high throughput (often compatible with roll-to-roll
production), whereas inkjet and screen printing are commonly used for low-to-medium volume fabrication
and larger feature sizes. Substrate compatibility also varies; multiple methods support plastic and paper,
while inkjet and screen printing can additionally be applied to rigid substrates such as glass depending on
materials and system configuration [134], [215].

Table 2.1.: Key properties and parameters of different printing methods

Property/Parameter | Gravure | Screen | Aerosol | Inkjet
Throughput (m?/s) 3-60 2-3 0.01-0.1 | 0.01-0.5
Resolution (lines/cm) 20-400 50 10-100 | 60-250
Printing Speed (m/min) | 100-1000 | 10-15 5-50 15-500

2.1.3. Inkjet Printing for On-Demand, Maskless Fabrication

Among PE processes, inkjet printing is particularly attractive for research and application-specific
manufacturing because it enables on-demand fabrication without physical masks or masters. This
drastically reduces non-recurring engineering cost and allows circuit layouts to be customized and
produced in low batch sizes. Desktop materials printers enable “fab-in-the-box™ style workflows, where
rapid iteration and bespoke layouts can improve footprint and system-level integration [199]. A broad
range of printed building blocks has been demonstrated using inkjet-printed materials (e.g., transistors,
logic, and mixed-signal blocks), but supply voltage requirements in many printed technologies can still
span from a few volts to significantly higher values, which is problematic for systems powered by printed
batteries or energy harvesters [182], [235].

2.1.4. Electrolyte-Gated Transistors (EGTs)

EGTs are a promising device class for low-voltage printed electronics. Instead of relying on a conventional
solid dielectric, EGTs use an electrolyte as a dielectric substitute. The electrolyte/semiconductor interface
can provide very high effective gate capacitance, enabling low threshold voltage operation. As a result,
EGTs can be operated at sub-volt supply levels, which is attractive for portable printed systems and for
integration with low-voltage energy sources [197].

2.1.5. Device Fabrication Flow

EGTs can be fabricated using a small number of sequential, inkjet-printable process steps. In the
metal-oxide EGFET flow considered in this work, the device stack is formed by (i) patterned electrodes
and interconnects, (ii) an inkjet-printed indium-oxide semiconductor channel, (iii) an inkjet-printed
composite solid polymer electrolyte (CSPE), and (iv) an inkjet-printed conductive polymer gate.

Substrate preparation and patterning. A common starting point is an ITO-coated glass substrate, where
the drain, source, and gate electrodes as well as passive structures (e.g., resistors and interconnects) are
defined by patterning the ITO layer [197]. After structuring, the substrate is cleaned to remove residues
prior to printing the functional layers.

Semiconductor channel printing and conversion. The transistor channel is formed by inkjet printing
an indium-nitrate precursor ink into the gap between drain and source electrodes while applying mild
stage heating (e.g., around 60 °C) [197]. A representative formulation uses 0.05 M indium nitrate hydrate
dissolved in double-deionized water and glycerol (4:1), followed by filtration prior to printing [173], [197].
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Figure 2.4.: Schematic of a printed n-EGT: (a) top view and (b) front view.

The printed precursor is converted into In,O5 through thermal annealing (e.g., 400 °C for 2 h), where
controlled ramp-up and cool-down can be used to mitigate crack formation and thermal stress [197]. While
the high temperature supports improved oxide quality, it restricts substrate selection; lower-temperature
chemical or photonic curing routes can relax substrate constraints at the expense of reduced mobility
[197].

Electrolyte (CSPE) printing. Subsequently, a CSPE is inkjet-printed on top of the semiconductor
channel to serve as the gate dielectric [197]. A typical preparation dissolves PVA in DMSO at elevated
temperature and dissolves LiClOy in propylene carbonate at room temperature; the solutions are mixed
until homogeneous, filtered, and printed with moderate stage heating (e.g., around 40 °C) [173], [197].

Gate formation: in-plane vs. top gate. The gate electrode can be realized as an in-plane gate (laterally
displaced from the channel) or as a printed top gate above the CSPE. For in-plane gates, the electrolyte-
covered gate area should be significantly larger than the channel area to maintain efficient gating
[197]. In many cases, the gating efficiency is maximized by printing a top gate on the CSPE using a
PEDOT:PSS-based ink, which avoids high-temperature post-treatment that could degrade the electrolyte
[197]. Foundational work on printed metal-halide oxide EGTs further demonstrates that In,O3/CSPE
devices can achieve low-voltage operation with strong electrostatic control [55].

Applications and system-level characteristics PE have been explored for RFID tags, smart packaging
and labels, printed sensors, and disposable medical devices.[60], [64], [82], [100], [122], [138], [143],
[183], [192], [215], [219] Cui’s book surveys materials and devices for applications such as energy
harvesters, displays, and large-area sensor arrays.[86] Typical device counts range from a few tens to a
few thousand transistors per circuit, making PE attractive for application-specific, small-footprint analog
blocks rather than complex programmable systems.

Relation to NN and ML hardware

More recently, PE have been proposed as a platform for neuromorphic computing and ML accelerators.
Nawrocki et al. demonstrated polymer-based neural units using memristive devices and polymer
transistors,[69] and Weller et al. introduced programmable neuromorphic circuits based on inorganic
printed n-EGTs.[175], [202] These works paved the way for the printed NN hardware and spiking NNs
that later chapters of this thesis will build upon.
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Figure 2.5.: Fabrication methodolgoy for printed n-EGTs with In,O3 channel. Adapted from [197].

2.2. Flexible Electronics (FE)

Flexible TFTs form the technological backbone of large-area electronics, where the primary requirement is
not aggressive feature-size scaling but rather the ability to distribute electronics across very large surfaces
and, increasingly, across mechanically flexible substrates. Historically, TFT development was strongly
driven by display backplanes, where manufacturing area and cost-per-area dominate over minimum
transistor dimensions. This “large-area” design space has expanded substantially beyond displays to
include flexible sensor interfaces, wearable health patches, identification tags, and other systems where
the circuit footprint is inherently set by the application geometry rather than by integration density.

A key advantage of TFT platforms is that the active semiconductor is deposited as a thin film onto a
carrier (e.g., glass or polymer), enabling electronics on substrates that are incompatible with conventional
bulk-silicon processing. In practice, this shifts the design focus from maximum speed and density towards
manufacturability, mechanical robustness, and achieving sufficient electrical performance under tight
processing temperature constraints [127], [190], [216].

In contrast to bulk silicon MOSFET technologies—where the transistor is formed by patterning and
doping a crystalline wafer—TFTs are realized by depositing the semiconductor film on top of a carrier.
This allows transistor fabrication on a broad set of substrates, including rigid (silicon, glass) and flexible
(polyimide, PET) carriers, subject to the thermal budget and process compatibility [190], [216].

A generic TFT can be viewed as a gated conduction channel formed in a deposited semiconductor
film contacted by source/drain electrodes and insulated from the gate by a dielectric layer. Since the
active semiconductor is not part of a bulk body, TFTs are often treated as more “geometrically symmetric’
devices from a high-voltage standpoint, which can be beneficial when large voltage swings are required.

B

2.2.1. Designimplications for flexible TFT circuits

Two practical aspects strongly shape circuit design in flexible TFT technologies.

Interconnect limitations. Compared to advanced CMOS, TFT processes frequently provide fewer metal
layers, and the back-end stack is typically less optimized due to cost and process constraints. The limited

routing resources can become an area bottleneck, especially for circuits requiring dense interconnect or
strict pitch matching to sensors/actuators.
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Figure 2.6.: Fabrication flow of a-IGZOs TFT, including material deposition (PVD, ALD, spin coating), photo-patterning, and
etching. Insets show flexible substrate, and device structure [272].

Variability, and model maturity. While CMOS design flows benefit from mature PDKs and statistical
compact models, thin-film technologies often provide less mature modelling infrastructure. Consequently,
robust circuit techniques (guard-banding, calibration, variation-tolerant topologies) become important,
but typically trade off area, speed, and/or power [127], [190], [216].

2.2.2. Semiconductor options for flexible TFT technologies

The semiconductor material largely determines achievable mobility, stability under bias stress, polarity
(unipolar vs. complementary), and process temperature—all of which are central to FE.

2.2.2.1. Organic semiconductors

Organic TFTs are attractive for flexible systems due to low processing temperatures and the potential
for low-cost manufacturing. However, many organic technologies are predominantly unipolar, and their
electrical characteristics can be sensitive to the environment, requiring encapsulation for long-term
stability. Vertical organic device concepts have also been reported to enable complementary circuit blocks,
which is appealing for low static power digital logic [167], [189].

2.2.2.2. Amorphous silicon (a-Si)

Hydrogenated amorphous silicon has historically been a major workhorse for display backplanes. Its
key limitations for flexible/high-performance circuits are relatively low carrier mobility and pronounced
stability effects under prolonged bias, which can translate into drift in circuit operating points [45].

2.2.2.3. Metal-oxide TFTs (e.g., a-1GZO)

Metal-oxide TFTs, and a-IGZO in particular, have become central in flat-panel manufacturing due to their
favourable balance of mobility, stability, and compatibility with large-area fabrication. These devices also
support transparent electronics and can be processed within temperature windows suitable for various
flexible substrates, while offering strong resilience to mechanical strain in relevant process stacks [46],
[104], [128], [214].

A commonly cited limitation is that many oxide TFT platforms are predominantly n-type, which
complicates fully complementary logic. Although complementary oxide approaches exist, they often
introduce either reduced mobility or performance mismatch between n- and p-type devices [46].

2.2.2.4. Carbon nanotube (CNT) TFTs

CNT TFTs are promising for FE because they can be processed at low temperatures and are compatible
with printed/direct-write approaches. Importantly, CNT technologies can offer n-type, p-type, and even
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Table 2.2.: Qualitative comparison of TFT semiconductor options for flexible/large-area electronics.

Platform Typical strengths Typical limitations

Organic Low-temperature processing; Often unipolar; environmental
mechanically compliant; po- sensitivity; stability/aging con-
tentially low-cost cerns [167], [189]

a-Si Mature in display manufactur- Low mobility; bias-stress re-

ing; low-cost on glass

lated drift; limited suitability
for high-performance flexible
circuits [45]

Metal-oxide (a- Good mobility/stability bal- Frequently n-type dominant;

1GZ0) ance; large-area compatible; complementary integration re-
good off-current; flexible com- mains challenging in many
patibility stacks [46], [214]

CNT Low-temperature / printable; Variability, hysteresis, and
ambipolar possible; promising long-term bias stress chal-
for flexible logic lenges [85], [145]

LTPS High mobility; complementary Higher process complex-

feasible; higher circuit perfor-
mance

ity/cost; uniformity constraints
for very large panels [37], [70]

ambipolar behaviour, enabling compact logic styles. Key challenges remain in controlling device-to-device
variability and ensuring long-term stability under bias stress [85], [118], [145], [180].

2.2.2.5. Low-temperature poly-silicon (LTPS)

LTPS TFTs offer among the highest mobilities in flat-panel compatible technologies and can support
complementary device integration, which is valuable for dense and power-efficient digital circuitry. LTPS
has therefore been adopted in high-performance display backplanes and is also demonstrated on plastic
substrates. These advantages come with higher process complexity and manufacturing cost, and practical
uniformity constraints that can limit scalability to very large panel sizes [20], [37], [70].

Table 2.2 summarizes the key trade-offs of the most common TFT material platforms used in flexible
and large-area electronics. The “best” choice is application-driven: performance-demanding large-area
systems may favour LTPS or oxide TFTs, while ultra-low-cost and mechanically compliant systems
may leverage organics or CNT-based approaches when their variability and stability constraints can be
managed.

From a circuit designer’s perspective, flexible TFT technologies require a careful balance between
(i) performance targets (speed, voltage swing, noise, leakage), (ii) manufacturability and cost-per-area,
(ii1) mechanical reliability, and (iv) the maturity of compact models and design kits. As a result, robust
circuit techniques and architecture choices are not an optional “nice-to-have” but a core part of successful
thin-film system design [127], [190].

Relation to this thesis

Recent works have begun to exploit a-IGZO TFTs for neuromorphic, NN hardware and ML tasks. Ozer et
al. presented a bespoke ML processor on flexible substrates [146] and a hardwired ML engine fabricated
with submicron metal-oxide TFTs on flexible foils, [171] demonstrating that modest-size classifiers
can be implemented with limited device resources. Lebanov et al. proposed flexible unipolar a-IGZO
integrate-and-fire neurons for spiking neuromorphic applications, [250] and Giustolisi et al. designed
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Figure 2.7.: (Left) Forward pass of a 4-3-2 multilayer perceptron, mapping four inputs (x1, . . ., X4) to two outputs (g, §2). Circles
denote neurons performing weighted-sum and nonlinear activation, edges represent weights, and the blue path highlights the
forward computation of a single neuron. (Right) Backpropagation in a multilayer perceptron, illustrating gradient propagation
from the loss £ to network weights (e.g., wﬁ) and wgzl)). The blue path highlights one backpropagation chain.

a three-stage operational transconductance amplifier in a TFT flexible-substrate process, highlighting
analog building blocks for future systems[246]. These studies show that flexible oxide TFTs can host both
digital and analog neuromorphic circuits, but they also underline the strong impact of temperature and
bias-stress effects on circuit behavior, motivating the thermal-aware design methodologies addressed later
in the thesis.

The prior literature establishes printed n-EGT and flexible a-IGZOs TFT platforms as promising but
variability-prone substrates for neuromorphic circuits and ML accelerators. The thesis will build on these
foundations by developing architecture, training, reliability, and security frameworks that specifically
target these technologies under the extreme power, area, and cost constraints outlined in Chapter 1.

2.3. Neural Network (NNs) Computing Models for Edge Intelligence

Brain-inspired computation as shown in Figure 2.8 has been discussed since the early foundations of
computer science and digital architectures, including the era of Alan Turing and John von Neumann [4],
[8]. In modern terminology, NN computing models refer to computing paradigms that draw inspiration
from information processing in biological nervous systems [112]. A central architectural distinction from
the classical von Neumann design is the tight coupling of storage and computation, often described as
processing-in-memory (PIM) [226]. By reducing the repeated data transfers between separated processing
and memory units, such architectures mitigate bandwidth limitations and data-movement overheads that
commonly limit performance and energy efficiency in conventional systems [68]. This approach naturally
supports massive parallelism and can be advantageous for workloads that resemble neural processing,
including applications in neuroscience and ML [42], [95].

Multiple neural-inspired models exist, spanning a spectrum of biological fidelity. Commonly referenced
examples include the Hodgkin—Huxley model, the FitzHugh—Nagumo model, membrane-dynamics-based
formulations, integrate-and-fire (I&F) neurons, and the McCulloch-Pitts abstraction [2], [5], [9], [23],
[43]. While the more detailed models can closely represent biophysical processes, the simpler abstractions
are often preferred when computational cost and scalable training are primary concerns.

Two simplified model families are particularly relevant to contemporary learning systems. The I&F
model is widely used as a basis for SNNs, which are commonly regarded as Neuromorphic neural models
[24]. In contrast, the McCulloch—Pitts formulation underpins many standard ANNs designs, including
feed-forward MLPs [35].
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Figure 2.8.: A breakdown of network models in neuromorphic implementations, grouped by overall type and sized to reflect the
number of associates papers. Sourced from [112] (2017).

2.3.1. Feed-forward Multilayer Perceptron-Style Computation

Among Neuromorphic Computing (NC)! models, feed-forward MLP-style computation has received
extensive attention due to its operational simplicity, strong empirical performance, and compatibility
with efficient implementations [35]. In hardware contexts, specialized devices and circuits can serve
as accelerators for such networks [137]. Accordingly, systems that implement MLP-like computation
directly in hardware are sometimes described as hardware MLPs [30]. The following sections summarize
the MLP formalism and then discuss how these computations can be adapted to printed circuit platforms.

A typical MLP is composed of an input layer, one or more hidden layers, and an output layer. Each
neuron forms a weighted combination of inputs from the previous layer and then applies a nonlinear
activation function. For the [-th layer, a common mathematical description is

2V = at=OwWO 4 ), 2.1
a® = f(27), 2.2)
where a’~1 e RNi-1 js the previous-layer output (with N;_; neurons), W® e RNi-1*Ni is the weight

matrix, b € RN is the bias vector, and f(:) is a nonlinear activation (e.g., ReLU, sigmoid, or tanh)
[113].

' Here, in these works, the term “neuromorphic” is used broadly to indicate analog computational circuits inspired by neural
network architectures, using nonlinear AFs and resistor crossbar arrays for parallel computation[202].
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Bias absorption into an augmented weight matrix. For notational convenience, biases are often folded
into an extended weight matrix by augmenting the input with a constant 1:
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This representation consolidates all trainable parameters of a layer into a single matrix W) € RINi-1+D)xN;

Mini-batch processing. When processing a mini-batch of size B, inputs can be stacked into a matrix
AU ¢ REXN+D) | producing ZO € RBNi. Over L layers, the network mapping can be expressed
compactly as

V(W) = f(. . f(f(f(W(l))W(Z)) ...W<L>)’ (2.4)

where X is the augmented input matrix and W = U,L:1 W denotes the full set of trainable parameters.

2.3.2. Training of MLPs

Historically, early neural-inspired circuits often used fixed or randomly chosen parameters [3], [7]. In
contrast, modern learning systems typically train W using gradient-based optimization, most notably
backpropagation [13]. Training can be formulated as minimizing a loss function that quantifies mismatch
between the network output Y and the target labels Y in a dataset.

Regression losses. For regression, a standard choice is the mean squared error (MSE):
LOW) = —— W) - Y[, 2.5)
BN F
where ||-||F is the Frobenius norm [49].

Classification losses. For classification, accuracy is discrete and not directly suitable for gradient descent.
A widely used differentiable surrogate is the cross-entropy loss [233]. Using a one-hot encoding Yopy of
the labels, one common form is

L(W) = —%(YOH ©log Y(W) + (1 - Yoy) ©log (1 - Y(W))), (2.6)

where © denotes elementwise multiplication and 1 is an all-ones matrix of matching size. In typical
classifiers, the number of output neurons equals the number of classes, and prediction is obtained by
selecting the index of the largest output activation.

Gradient descent and backpropagation. Optimization is performed iteratively, e.g.,
W — W — aVy L(W), 2.7

with learning rate & > 0. Backpropagation computes Vy;, L efficiently by applying the chain rule through
the network layers, as conceptually depicted in Fig. 2.7 [13]. Modern frameworks such as PyTorch and
TensorFlow provide automatic differentiation and practical optimizers (e.g., RMSprop and Adam) [51],
[67], [71], [147].
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Figure 2.9.: Schematic of a printed 2-bit digital adder. (a) Gate-level implementation of the adder. (b)—(d) Transistor-level
realizations of OR, AND, and NAND gates, respectively, where logic gates are shown in blue and transistors in gray. (¢) XOR
gate constructed using OR, AND, and NAND primitives.

2.3.3. Adapting MLPs to printed NN Hardware

Common routes for deploying an MLP on specialized hardware include: (i) hardware synthesis, which
translates an MLP into circuit-level descriptions for application-specific implementations [19]; (ii)
mapping, where a trained network is placed onto a given hardware architecture while accounting
for resource constraints [33]; and (iii) programmable implementations, which leverage reconfigurable
platforms (e.g., Field-Programmable Gate Arrays (FPGAs)) and accompanying toolchains [80], [148].

While these approaches are well established for silicon-based digital systems, their direct application to
printed circuit platforms can be less effective. Printed components often provide only approximate analog
behaviors for nonlinearities (e.g., printed tanh-like or ReLU-like responses), and practical device/circuit
constraints can require redesign or co-optimization of network structure and circuit parameters [177],
[199], [202].

2.3.4. Printed Neural Network Computing Circuits

Printed NN circuits merge (i) PE manufacturing advantages (low-cost, mechanically compliant/soft
substrates, and flexible form factors) with (ii) NN computing models that can operate in highly parallel,
low-power regimes [87], [202]. This combination is promising for scenarios where lightweight, low-cost
sensing and local decision-making are required near the edge.

2.3.4.1. Analog versus digital realizations

A key constraint in PE is the comparatively large feature size (typically micrometer to millimeter
scale), which makes large Boolean digital systems expensive in area and device count relative to silicon
technologies [36]. Even modest digital blocks may require many gates and transistors.

In addition, additive fabrication can introduce both parametric variation and catastrophic defects,
strengthening the motivation to minimize device count and simplify testability [199]. For these reasons,
analog implementations are often preferred in printed NN circuits.

2.3.4.2. Circuit primitives for printed NN computation

Foundational building blocks for printed NN circuits typically include (i) resistor crossbars for weighted
summation, (ii) printed nonlinear circuits that approximate activation functions, and (iii) mechanisms to
express negative weights in architectures where conductances are intrinsically positive [176], [202], [213].
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Table 2.3.: Comparison of the hardware cost between analog and digital (4-bit and 8-bit) approaches for a 3-input neuron. (ADC:
analog-to-digital converter, ReLU: rectified linear unit, #T: number of transistors). Sourced from [202].

Approach Components Delay (ms) Area (mm?) Power (uW) #T

ADC 13.8 25.4 328 185
Adder 13 7.9 289 59
4-bit Multiplier 13.6 15 550 103
ReLU 2.5 1.7 80 10
Neuron 69 48 1250 357
ADC 154 957 37180 5938
Adder 29 22 793 144
8-bit Multiplier 28 85 3100 583
ReLU 2.55 3.7 210 22
Neuron 522 1068 41250 6602
Analog Neuron 27 0.49 859 4
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Figure 2.10.: Schematic of a printed NN circuit receiving analog sensory signals and producing analog outputs. A resistor
crossbar performs weighted summation, followed by a printed negative weight circuit and a printed activation block[202].

Resistor crossbar as a weighted-sum operator. A resistor crossbar can implement an analog weighted
combination of input voltages. Applying Kirchhoff’s current law at the summation node yields

Vi-V, V,-V. V.
ML _EL 2, 2.8)

C c T pC "
TR Ry Ry
where Rj.: represent crossbar resistances, Vj, is a bias voltage, and V; is the node voltage. Writing
conductance as g = 1/R and fixing V;, = 1V, the output can be rearranged as

9 gy
=2Vt G206 e e 29)
J i
which mirrors the affine operation in Eq. (2.1): the effective weights and bias are realized through

conductance ratios. Therefore, selecting and printing appropriate conductances provides a direct physical
route to implement desired network parameters [1], [137], [226].

Printed tanh-like activation circuit. After weighted summation, an inverter-based nonlinear block can
approximate a tanh-shaped activation. One convenient parametric representation is

V, = ptanh(V;) = it + 73 tanh((Vz - n5) ’72‘), (2.10)

where n = [, 75, 75!, '] controls scaling and shifting of the nonlinearity. These parameters are

ultimately determined by physical circuit quantities (e.g., resistances and transistor geometries) [201].
Prior studies often fixed these circuit choices [202]. In later chapters of this thesis, a parametric model
is introduced so that such physical quantities can be treated as optimizable design parameters during
training.
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Negation circuit for representing negative weights. Because conductances are nonnegative, a pure
crossbar naturally realizes only nonnegative weights. However, negative weights are essential for
representing inhibitory relationships in neural computations. A practical approach is to insert a printed
inverter-based negation block on selected inputs [202]. A typical transfer approximation can be written as

neg(a) = — (1 + 13’ tanh((Vin = n})n)), @.11)

with gV = [ryf’ , 175] , ryé\] , ryfl\’ ] set by circuit-level physical parameters [202]. This allows a negative weight

—|w| to be emulated by negating the input and using a positive magnitude, i.e.,

(_|W|)Vm ~ |W|(_Vin) — |W|neg(Vin)- (2.12)

Printed neuron model. Combining the crossbar weighted sum (Eq. (2.9)), the printed activation
(Eq. (5.8)), and optional input negation (Eq. (2.11)), the effective input—output behavior of a printed
neuron can be summarized as

V, = ptanh Z g—]CV.' + g—g (2.13)
a J G J G 5 .
where the modified input voltage Vj’ depends on whether a negation block is present:
, _ |neg(V;), if anegation circuit is inserted on input j, (2.14)
] V; otherwise. .

Using an augmented input vector (to absorb bias terms), Eq. (2.13) can also be written in a compact
matrix form:
V, = ptanh(v' w), (2.15)

where V' stacks the modified inputs together with constant entries (e.g., a bias reference voltage). One
convenient expression for the effective weight matrix derived from conductances is

W =diagg1)'g",  g=1[47.95.-.95-95), (2.16)

where 1 is an all-ones vector with compatible dimension.

2.3.5. Recurrent and Spiking Neural Networks (RNNs and SNNs)

Many edge sensing tasks involve time-varying signals such as biomedical waveforms, motion traces,
or environmental time series. Recurrent NNs (RNNs) extend feed-forward ANNs by maintaining an
internal state, enabling them to process sequences of arbitrary length. Classical Elman RNNs [12], Long
Short-Term Memory (LSTM) networks [17] and Gated Recurrent Units (GRUs) [58] are widely used
temporal models in software.

Hardware implementations of full LSTM or GRU cells are resource-intensive due to the number of
parameters and gating operations involved. In the context of large-area electronics, more hardware-
friendly approaches have been proposed in this thesis, in which temporal behavior is realized by simple
analog filters or delay elements instead of full RNN cells. Printed temporal processing blocks (pTPBs)
demonstrate this idea: learnable first- or second-order RC filters are inserted between crossbar outputs
and activation circuits, and their parameters are trained alongside network weights [240]. These blocks
emulate low-order recurrent dynamics while reusing existing circuit primitives, making them suitable for
temporal processing on printed n-EGT platforms.

Recent SNN research has also investigated temporal information dynamics and how spike timing encodes
information in deep spiking networks [230]. Such work motivates the printed spiking neuromorphic
architectures as shown in Section 3.4.
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SNNs model neural activity using discrete spikes, more closely mimicking biological neurons than
continuous-valued ANNSs. A typical leaky integrate-and-fire (LIF) neuron integrates synaptic inputs
on a membrane capacitor and emits a spike when a threshold is crossed; after firing, the membrane
potential is reset. Information can be encoded in spike rates, temporal spike patterns, or precise spike
timing. Schuman et al. review neuromorphic computing and SNN hardware across digital, analog, and
mixed-signal platforms, emphasizing energy-efficiency and event-driven operation [110]. Digital SNN
chips exploit low-leakage CMOS and on-chip memories, while analog SNN circuits use subthreshold or
weak-inversion operation of transistors to emulate biophysical dynamics.

On printed and flexible substrates, several works have demonstrated spiking primitives. Hosseini et al.
realized an axon-hillock neuromorphic circuit using printed organic electronics, showing biologically
compatible and physically flexible integrate-and-fire behavior [163]. Tischler et al. fabricated an
integrate-and-fire neuron based on printed organic FETs, demonstrating neuron-like spiking on fully
printed devices [238]. Lebanov ef al. recently proposed flexible unipolar a-IGZO integrate-and-fire
neurons, enabling spiking neuromorphic functions in oxide TFT technology [250]. These developments
show that spiking primitives can be implemented in both organic and oxide-based large-area technologies,
although circuit complexity and device counts remain limited.

Analog printed spiking neuromorphic circuits based on inorganic n-EGTs extend these ideas by
leveraging printed resistor crossbars and inverter-based spike generators, and represent a first step toward
programmable SNNs in PE [253].

Relation to this thesis

The literature on ANNs, temporal RNN models, and SNNs provides a rich algorithmic toolbox for edge
intelligence. However, most hardware work targets CMOS or, in the case of large-area technologies,
focuses on isolated building blocks or small fixed architectures. The thesis builds on these models but
couples them tightly with the constraints and device characteristics of printed and flexible substrates,
enabling hardware-aware training, architecture search, and robustness optimization in later chapters.

2.4. Other Analog and Mixed-Signal Computing Paradigms

In addition to NN hardware, several analog and mixed-signal paradigms have been explored for low-cost
edge intelligence on large-area substrates. This section highlights unary computing with analog error
correction and on-sensor mixed-signal classification with bespoke ADCs.

2.4.1. Analog Error Correction and Unary Computing

Unary encoding represents a value by the number of active elements (e.g., lines in a resistor array,
unit current sources, or pulses in a bitstream) rather than by a binary-weighted combination. Unary
representations are attractive in PE for several reasons:

* They map naturally to arrays of identical printed devices, where each element contributes a single
quantum of conductance or current.

* Device failures affect only a small fraction of the total code, often resulting in small magnitude
errors rather than catastrophic failures.

* Simple analog operations, such as averaging or majority voting, can implement powerful error-
mitigation functions without full digitization [39].

In the security domain, unary or near-unary structures are widely used in physically unclonable functions
(PUFs). Error-correction schemes for PUFs often employ helper data and strong digital error-correcting
codes such as BCH or LDPC codes to recover stable keys in the presence of noisy responses [47], [48],
[62]. However, these techniques typically assume CMOS with relatively abundant digital resources.
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Motivated by printed unary computing and PUFs, recent work has proposed analog error correction
blocks that operate directly on unary analog signals. Instead of fully converting unary codes to digital
words, these blocks reshape analog amplitudes or currents to the nearest plausible unary value by simple
majority-like operations, trading fine-grained precision for robustness and ultra-low overhead [266].

Such analog error correction is particularly appealing on printed substrates where ADCs and complex
digital decoders are prohibitively expensive. It also enables robust unary-based decision logic and security
primitives co-integrated with neuromorphic circuits.

2.4.2. On-Sensor Mixed-Signal Classification with Bespoke ADCs

Many edge applications require a small digital classifier operating directly on sensor data. Decision trees
(DTs) are an attractive model class for such tasks because they can be implemented in hardware with
simple comparators and logic.[248] On printed substrates, however, the analog front-end, particularly the
ADC, dominates area and power.

Conventional N-bit flash ADCs require 2N — 1 comparators and an encoder, making them ill-suited
for resource-limited printed tags. Yet, the thresholds used in a trained decision tree are fixed and sparse.
Recent work exploits this by co-designing the ADC and DT: thresholds are mapped to unary comparator
outputs, and only those comparators corresponding to used unary digits are retained [244]. The resulting
bespoke ADC-DT systems significantly reduce the number of comparators and logic gates, while still
achieving task-level accuracy [207], [244].

These ideas have been demonstrated both in PE and in flexible oxide TFT platforms, and are conceptually
related to the tiny classifier circuits proposed by lordanou et al. for CMOS and TFT technologies [248].

Relation to this thesis

Unary computing with analog error correction and bespoke ADC-DT co-design illustrate that algo-
rithm—hardware co-optimization is not limited to NN architectures. The thesis builds on these paradigms
to argue for a broader family of analog and mixed-signal computing blocks on large-area substrates and
later integrates some of these ideas into reliability and security analyses.

2.5. Reliability, Fault Endurance, and Test

Reliability is a central concern for PE and FE. Compared to CMOS, these technologies typically exhibit
higher rates of both parametric variations and catastrophic faults due to fabrication imperfections, material
non-idealities, and environmental stress.

2.5.1. Sources of Faults in Printed and Flexible NN Classifier Circuits

Fault mechanisms in printed and flexible circuits include:

* Manufacturing defects, such as opens and shorts in printed lines caused by misalignment, nozzle
clogging, coffee-ring effects, or incomplete curing [92], [97], [187].

» Parametric variations, including spreads in threshold voltage, mobility, and sheet resistance due
to variations in film thickness, channel geometry, and electrolyte/material composition [151].

* Aging and wear-out, arising from repeated bending, humidity exposure, temperature cycling,
and electrochemical degradation. In oxide TFT technologies (e.g., a-IGZ0), bias-stress and
temperature-dependent instabilities have been studied extensively [76], [78], [108], [258].

These non-idealities can be especially impactful in mixed-signal and neuromorphic circuits, where
device-level shifts translate into gain errors, delay variations, and drift in time constants.
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Fault Sensitivity Analysis of NN Classifiers To quantify accuracy degradation under non-ideal hardware
behavior, several works perform fault sensitivity analysis by injecting faults (or parameter perturbations)
into NN hardware models and evaluating the resulting inference performance. For example, Li et al.
studied reliability—efficiency trade-offs in memristor-based NN designs and highlighted the need for cross-
layer mitigation techniques [140]. Vatajelu et al. reviewed reliability challenges for hardware-implemented
SNNs, covering fault mechanisms across device, circuit, and algorithm levels [154].

In printed implementations, Hefenbrock ef al. demonstrated in-situ tuning strategies that compensate
process variation and recover accuracy after fabrication [211]. Zhao ef al. studied highly-dependable
printed NN circuits that incorporate timing- and structure-level redundancy to enhance fault tolerance [242].
Overall, this body of work motivates fault models and evaluation methodologies that connect device/circuit-
level non-idealities to end-to-end ML metrics.

Endurance and Adaptive Fault Tolerance Endurance refers to the ability of a system to maintain
acceptable performance over time despite the accumulation of faults and drift. In large-area electronics,
faults may be spatially correlated (e.g., due to cracks, delamination, or local process excursions), which
can simultaneously affect multiple neighboring devices and interconnects.

Adaptive fault-tolerant strategies explored in NN hardware include reweighting or disabling faulty
synapses/neurons, training with fault injection, and leveraging redundancy or over-parameterization [140],
[154]. In PE, post-fabrication calibration/tuning and redundancy have been proposed as practical
approaches to mitigate high variability under tight cost constraints [211], [242]. Finally, because yield and
gross defects are recurring concerns in printed platforms, low-cost screening techniques are also relevant.
For transparent PE with large feature sizes, learning-based optical inspection has been proposed to detect
defective devices and reduce reliance on exhaustive electrical measurements [187].

Test of Power Regulation in FE Flexible power-management circuits such as low-dropout regulators
(LDOs) are key building blocks for flexible NN hardware. ReFlex-LDO-type designs use a-IGZOs TFTs
to implement regulators and employ delay-based testing schemes to detect parametric variations and
subtle faults[275]. Instead of probing analog voltages directly, they monitor timing behavior in replica
paths or oscillators whose delay is sensitive to regulator parameters, enabling test with simple digital
measurement structures on flexible foils. Such delay-based/test-time reuse strategies are attractive for
large-area electronics, where adding precision measurement circuits is expensive.

Relation to this thesis

The existing literature on reliability and endurance illustrates both the magnitude of the problem in
large-area electronics and the promise of cross-layer solutions. This thesis builds on these insights by
combining variation-aware training, analog error-correction, adaptive filtering, and tailored test and
security analyses, with a focus on printed and flexible NN circuits [243], [262], [264], [267].Chapters
on reliability in this thesis will build upon self endurance and delay-based test to propose integrated
frameworks for diagnosing NN and support circuits[263], [273].

2.6. Security of Flexible NN Hardware

Large-area edge devices are often deployed in physically exposed environment and may process sensitive
data (e.g., biomedical signals, activity patterns, or secrets derived from PUFs). As a result, security
concerns such as side-channel leakage are relevant even for low-cost printed and flexible platforms.

Basics of Side-Channel Attacks Side-channel attacks (SCAs) exploit statistical dependence between
secret-dependent internal states and physical leakage such as power consumption, electromagnetic
emissions, and timing. A common non-profiled method is correlation power analysis (CPA), which
assumes a leakage model and correlates measured traces with hypothetical intermediate values to infer
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secrets. Profiled attacks (e.g., template attacks) learn device-specific leakage characteristics using a
training phase, often reducing the number of traces required for key recovery.

In mixed-signal and analog circuits, leakage is continuous-valued and may be nonlinear and sensitive
to operating conditions, which complicates modeling. However, these properties do not imply inherent
security: data-driven profiled attacks can still extract information from traces when sufficient training data
and measurement stability are available.

2.6.1. Side-Channel Leakage in ML and Flexible NN Hardware

In hardware ML systems, side-channel leakage has been demonstrated in various digital implementations,
where power/timing traces may reveal internal activations, inputs, or model parameters under certain
threat models. Similar concerns extend to flexible and printed realizations: digital designs leak through
switching activity in logic, while analog implementations can leak through bias currents, charge/discharge
events in capacitors, and transient dynamics during computation.

For printed and flexible security primitives, prior work has explored PUF primitves and majority-vote
stabilization techniques to improve reproducibility under noise and variation [57], [105]. Surveys also
emphasize that the reliability and bias of underlying devices can materially affect key stability, uniqueness,
and overall authentication strength [194].

Relation to this thesis

The security literature for printed and flexible NN circuits is still in research. The works mentioned
above highlight that both analog and digital realizations can leak sensitive information and that ML-based
side-channel analysis is a powerful tool. This thesis will extend such analyses, focusing on flexible NN
classifiers and printed analog blocks, and will explore lightweight, analog-friendly mitigation strategies
within tight area and power budgets[267], [268].

2.7. Positioning of This Thesis

The literature surveyed in this chapter demonstrates significant progress across multiple domains:

* PE and FE provide ultra-low-cost, mechanically compliant platforms for sensing and computation,
but suffer from strong variability, unipolar device libraries, and limited integration density[64],
[86], [103], [151], [157].

* NN circuits, temporal processing blocks, and spiking networks have been realized in both silicon and
large-area technologies, but often as fixed architectures with limited hardware-aware training[40],
[63], [69], [110], [185], [202], [210], [238], [250], [253].

* Power-aware and robustness-aware training methods have emerged for printed NN circuits,[159],
[168], [205], [211], [222], [224], [225], [231], [240], [242], [243], [262], [264] but a unified
framework that jointly considers power, temporal dynamics, and variability across printed and
flexible platforms is still lacking.

* Unary computing with analog error correction and bespoke ADC-DT co-design demonstrate
powerful analog and mixed-signal alternatives to conventional digital processing, yet their integration
with NN architectures and security primitives is still at an early stage[57], [96], [105], [109], [153],
[178], [194], [207], [244], [266].

* Reliability, test, and security studies have addressed individual building blocks, printed NN
circuits, flexible power regulators, unary PUFs, and flexible ML engines—but comprehensive
cross-layer frameworks that span architecture, training, test, endurance, and security for ultra-
resource-constrained large-area hardware remain scarce[10], [154], [236], [263], [267], [268],
[273].
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Against this backdrop, the thesis aims to provide a unified cross-layer methodology for reliable,
energy-efficient, and secure analog NN computing on printed and flexible substrates. Chapters 3—6 will
build on the background presented here to introduce new architecture and variability-aware design flows,
power-aware temporal and spiking networks, reliability and endurance frameworks, and security and test
methodologies tailored to ultra-resource-constrained large-area hardware[252], [259], [274].

2.8. Chapter Summary

This chapter has introduced the technological and methodological foundations of the thesis. It reviewed
printed and flexible large-area electronics, highlighting printed n-EGT and flexible a-IGZOs TFT platforms
as key enablers for low-cost, mechanically compliant edge devices. The chapter then summarized the
NN models of interest (feed-forward ANNs, temporal RNN models, and SNNs) and described how their
computational primitives map to analog NN circuits using resistor crossbars, activation circuits, temporal
filters, and spiking elements.

Complementary analog and mixed-signal paradigms were discussed, including unary computing with
analog error correction and on-sensor mixed-signal classification via bespoke ADC—Decision Tree
co-design. The chapter further examined reliability challenges, fault mechanisms, endurance strategies,
and testing methodologies for printed and flexible analog hardware, as well as side-channel security
considerations for flexible NN systems and unary-based security primitives.
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3. Power and Energy-Efficient Bespoke NN Design

This chapter focuses on design methodologies that simultaneously target energy efficiency and robustness
for p-NNs and related on-sensor computing fabrics. It builds on the printed analog neuromorphic
primitives introduced in the previous chapters and shows how algorithmic training, circuit-level design
and temporal/on-sensor intelligence can be co-optimized under tight power and variability constraints.

3.1. Power-Aware and Power-Constrained Training (P-AT and P-CT)

p-NNss are excellent candidates for ultra-low-cost classification at the extreme edge, but their deployment
is fundamentally limited by tight power budgets imposed by printed batteries and energy harvesters. At
the same time, the large device dimensions and resistive crossbars of printed technologies lead to non-
negligible static and dynamic power consumption, especially in the nonlinear blocks and negative-weight
circuits.

This section discusses two complementary algorithmic design flows:

1. Power-aware training (P-AT) that treats power as a soft objective and explores Pareto trade-offs
between accuracy and power.

2. Power-constrained training (P-CT) that enforces hard power limits using an augmented Lagrangian
optimization scheme.

Both flows rely on differentiable power models for the underlying printed circuits and are evaluated on the
same family of benchmark datasets.
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(a) Exemplary printed neuron (b) Negative weight circuit (c) Printed tanh-like circuit

Figure 3.1.: Schematic of p-NNs. (a) Example of a 3-input and 3-output printed neuron based on crossbar array. (b) Schematic of
inverter-based negative weight circuit. (c¢) Schematic of inverter-based printed tanh-like circuit.

In many target applications of PE such as smart packaging, the printed devices are possibly disposable
and consequently may not be accessible for recharging. Therefore, they are generally powered by their
initial printed batteries [54] or printed energy harvesters [106]. In this case, the low power consumption of
the circuit becomes particularly crucial. Moreover, due to resistive nature of weighted sum crossbar and
lack of P-type transistors in this printed technology, the need for low-power design is even further justified.

In this work, we first modify the existing circuit structure in a more power-efficient way, and then
propose power-aware training for p-NN by explicitly integrating power models into the objective function.
Specifically, we derive the accurate power models for the circuit primitives in the p-NNs. Afterwards, by
integrating these models into the p-NN framework, the power of the circuits can be estimated during the
training process. Finally, by combining the original loss function (for classification accuracy) with the
estimated power, a Pareto front of power-accuracy trade-offs can be established.
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3.1.1. Modified Power-Efficient Circuit Structure

In Figure 3.1(a), negative weight circuits are prepended to the respective resistors whenever negative
weights are necessitated. However, this approach is suboptimal regarding power conservation, as some
inputs are repetitively converted to their corresponding negatives (e.g., Vu31 at Rgz and R3C3). To eliminate
this redundancy and thus reduce the power, we modified the circuit design, as shown in Figure 3.2. With
this modified structure, only a single negative weight circuit is required for each input. Subsequently,

resistors may be connected to either Vl; or neg(Vifl), depending on the sign of the corresponding weights.
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Figure 3.2.: Modified power-efficient design of a printed neuron.

To validate the new circuit design and assess other characteristics such as the latency of both circuits
(Figure 3.1 and Figure 3.2), we performed SPICE simulations with the pPDK [129]. The new circuit
structure yields the same output and a similar latency as the previous design; however, the power
consumption with respect to Vlfl decreases due to the reduced number of negative weight circuits.

3.1.2. Power Consumption Model

Due to the structural simplicity of resistor crossbar arrays, we directly employ fundamental circuit
formulae to derive analytical solutions for the power consumption. In contrast, due to the complexity of
the nonlinear circuits, we obtain the power models by approximating data from SPICE simulations based
on the pPDK [129]. Specifically, after SPICE simulations with various circuit configurations, ANNs are
employed to approximate the transformation from the physical quantities q~ and g* to the circuit power
PN and P2. We refer to this ANN-based transformation as the surrogate power consumption models for
the nonlinear circuits.

3.1.2.1. Power Consumption Model for the Crossbar

Due to the pure resistivity of the resistor crossbar array (excluding the negative weight circuits), the
analytical power model can be directly obtained from the formula of electronic power. For each individual
resistor, the power can be calculated by

AV? )
P:T:AV A

wherein AV refers to the potential difference between the two ends of the resistor. Therefore, the power
consumption for the crossbar excluding negative weight circuits can be modeled as

PC = ((Vin @ ¥{p20 + neg(Vin) © ¥(g<0y) — V,)* © |0,
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Figure 3.3.: Left: Power of some negative weight circuits with input voltages V;, ranging from —2V to 2V, the legend shows the
configuration of the circuit components qY, the right bottom box shows the shape of the pink curve. Right: visualization of the
results from the surrogate power consumption model. The x-axis and the y-axis refer to the true power P and predicted value P.
Blue, green, and red colors denotes the data from training, validation, and test sets.

where (-)? denotes an element-wise square operation, moreover,

Vin = [VI, -+, V| e RMDXN,

in’

and
V,
{/Z _ : c R(M+2)XN.

\Z

In this way, each element in the matrix PC represents the power of the corresponding resistor. By summing
all elements in PC, the over all power consumption of the crossbar can be obtained by

PC 1], PC 1y, (3.

where 15,2 € RM*2 and 15 € RY are a vector with all the elements being 1.

3.1.2.2. Surrogate Power Consumption Models for Nonlinear Circuits

For the nonlinear circuits, i.e., negative weight circuits and printed tanh-like circuits, estimating the power
consumption based on the physical quantities q¥ and q* is challenging. We therefore train ANNs to
approximate the power consumption of these circuits based on SPICE simulations. Note that since the
operations in ANNs are fully differentiable, the physical quantities can be optimized for reducing the
circuit power through gradient-based algorithms.

Since the methodologies for both negative weight circuits and the printed tanh-like circuits are identical,
we only describe our approach for the negative weight circuit as an example.

We firstly define the feasible design space QN to guarantee the desired negative tanh shapes of the
characteristic curves. QN consists of MIN-MAX constraint on each physical quantity, i.e., g~ € [gN. . qN..]
and inequality constraints among individual values, i.e., RII\I > RIZ‘I, RgI > Rf, and WN > LN, Subsequently,
we employ a Quasi Monte-Carlo method with Sobol sequence to sample 10 000 points within the feasible
space, with each point referring to a unique circuit configuration. Afterwards, we performed SPICE
simulations using the pPDK [129] to gain the power consumption of each sampled circuit.

The left side in Figure 3.3 exemplifies the power of multiple negative weight circuits, with input voltage
Vin ranging from —2V to 2V. The legend denotes the corresponding circuit configuration V. It is notable
that, although the power varies with changing input voltage, as shown by the pink curve in the right bottom
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H{Oij<0}
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Figure 3.4.: Straight through gradient estimator for the soft-count of the negative weight circuits.

box, the variation is so small that the power consumption can be regarded as a constant w.r.t. the DC input
voltage Vi,. Moreover, due to the absence of a priori knowledge for the magnitude of input voltages, the
distribution of the input voltages should be assumed as a uniform distribution ranging between —2V and
2V according to the principle of maximum entropy [6]. Consequently, the expected power consumption
PN is represented by the mean value w.r.t. input voltages.

After obtaining the sampled value q?, i=1,..,10000 and the corresponding power consumption PlN,
we can train an ANNS as the surrogate power consumption model, which is denoted by PN(qV).

To train the ANN, we randomly split the dataset {qV, PN}1°0% into training set (70%), validation set
(20%), and test set (10%). The training set serves to guide the training process, the validation set stops
the training to prevent overfitting, and the test set is used to evaluate the trained ANN.

To enhance performance of the ANN, we employ some typical techniques, such as data normalization,
NAS, and hyperparameter tuning on the learning rate. Finally, a 15-layer ANN is chosen as the surrogate
power model.

The performance of the surrogate model is demonstrated on the right side of Figure 3.3, where the
horizontal axis denotes the true power consumption from SPICE simulation and the vertical axis refers to
the predicted power from the surrogate model. We can qualitatively conclude that, the surrogate model
generates acceptable power estimations. Moreover, the losses on training and test sets indicate that the
model generalizes well.

Power Estimation for a Printed Neuron Building upon the developed power consumption models, we
are able to estimate the power of each printed neuron by accumulating the power of each circuit primitive,
namely:

P = PC+ NN PN+ NA . PA, 3.2)

where NN and N* denote the number of negative weight circuits and printed tanh-like circuits. Moreover,
PN and P4 are the estimated power consumption from the surrogate power models.

It is notable that, according to the SPICE simulation, despite the similar inverter-based structures
between negative weight circuits and printed tanh-like circuits, their power consumptions differ by
orders of magnitude. Specifically, the power of the inverter circuits is at the mW level, whereas for the
activation function is at the pW level. This difference can be attributed primarily to the feasible range
of resistor values. Consequently, reducing the power consumption of negative weight circuits becomes
even more significant. However, since we want to leverage gradient-based optimization to reduce the
power consumption, we require useful gradient information of the power with respect to all our design
parameters. Unfortunately, NV in Equation 3.2, representing the number of negative weight circuits,
depends on @ but represents a piece-wise constant function. Specifically, NN is expressed by

~ ~ ~ \2
P = ((Vin © ¥ (g20)) + (neg(Vin) © ¥ (0<0)) ~ V) © 0.
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Figure 3.5.: Computation graph of the power-aware training of the printed neural networks with one neuron. The orange part
refers to previous work, while the green part denotes the contribution of this work.

NN = 1;/1+2 - row max {]1{@<0}}, (3.3)

where row max(-) returns the row-wise maximum values. The blue curve in Figure 3.4 visualizes the
indicator function ¥ g.o}. It is evident that, except for 6;; = 0, all gradients are 0, meaning that, within the
context of gradient-based optimization, § will not be modified for the purpose of reducing N~. To address
this issue and enable the optimization of NN through 6, we introduce the soft count of negative weight
circuits, denoted by Nsliﬂ. In the forward pass of the soft count, Nsliﬂ is still calculated by Equation 3.3,
however, in the backpropagation, a relaxed function,

15, - rowmax {1 — sigmoid()},

is employed to generate the gradient for updating 8. Compared to Equation 3.3, the indicator function is
relaxed as a sigmoid function, as shown by the orange curve in Figure 3.4 . This kind of separate treatment
for the forward and backward pass is also referred to as the straight-through gradient estimator [52].

By replacing NN in Equation 3.2 with soft count of the negative weight circuits, the resulting power
estimation of the printed neuron can be formulated as

P =P+ NN - PN+ N PA (3.4)

The computation graph for the complete power estimation is shown by the green part in Figure 3.5.
Note that this figure only represents the computation graph for one neuron. In case multiple neurons are
adopted, the V,,; of one neuron will be passed to the next neuron as the input voltages. Consequently, the
output of the last neuron will be regarded as the actual output. Moreover, the power consumption of all
neurons will be summed up, serving as the final estimate for the power consumption.

3.1.3. Power-Aware Training (P-AT)

For training ANNS, loss functions are generally utilized to guide the optimization process and reflect the
performance of the ANNs. A typical loss function for classification tasks is cross-entropy. However, to
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account for hardware limitations, such as minimal distinguishable voltages, a modified multi-class hinge
loss [202] is employed to guide the training of p-NNs. It can be expressed as

L(@, qN’ qA) = ((m +T - Vout) ) Vtarget : lN)+
+ (max{(m + Vout) O (1 - Vtarget)})+ s

where T represents the measuring threshold, m denotes the sensing margin, (-)* = max{0, -}, and Viarget
refers to the target class after one-hot encoding. This loss function encourages the voltage for the correct
class to exceed m + T, while suppressing outputs corresponding to incorrect classes.

Consequently, to jointly optimize both classification accuracy and power consumption, the power-aware
training objective of the p-NN is given by

LO,N, ¢ =(1-a) LO N, ¢*) +a- P, (3.5)

where o € R* denotes a scaling factor to express the trade-off between loss and power consumption.
If & = 0, the training objective entirely corresponds to the accuracy of the classification tasks. In this
case, the trained p-NN should achieve the highest accuracy, which can be regarded as the upper bound.
However, since power consumption is totally ignored, the corresponding power should also be regarded as
an upper bound. Conversely, if a = 1, power $ dominates the training objective whereas the accuracy
is disregarded. Therefore, the trained p-NNs may exhibit the lowest power consumption but, at the
same time, also the poorest accuracy. Since the trade-off between power and accuracy is only implicitly
influenced by «, and, considering that a specific trade-off will be chosen based on different application
scenarios, we decide to train p-NNs with different @ € [0, 1] and construct a Pareto front to facilitate the
selection of various trade-offs with Pareto optimality.

1.0[\s

o

=)

0.8

e

®
o
%

0.6

e
=

o

>
S
'S

=== mean accuracy
mean power

Normalized accuracy
Normalized power
Averaged normalized
power and accuracy

<
(%)

std power
std accuracy

S

IS
o
=)

0 0.2 0.4 0.6 0.8 1.0 0 0.2 0.4 0.6 0.8 1.0 0 0.2 0.4 a 0.6 0.8 1.0

(@ @ (b) @ ©

Figure 3.6.: Results of experiment with 50 different « values. (a) normalized accuracies of 13 tasks. Each task is indicated by a
different color. (b) normalized power consumption of 13 circuits for the corresponding tasks. (c) averaged normalized accuracy
and power, the curves and area denote the mean and standard deviation w.r.t. random seeds.

3.1.4. Evaluation

To evaluate the effectiveness of the power-aware training of p-NNs, we implemented the proposed
approach! with PyTorch [149] and conduct experiments on the 13 benchmark datasets, which were
also used in the related works, such as [220] and [241]. Moreover, these benchmark datasets exhibit a
complexity and scenario that matches the target application domains of PE. The experiment is conducted
at simulation level based on the pPDK [129]. The functionality of the printed neuromorphic hardware has
been experimentally validated in [202] and [218].

3.1.5. Experiment

We first split the datasets into training (60%), validation (20%), and test (20%) sets. Subsequently,
we use a consistent topology (#inputs-3-#outputs) for all p-NNs on each dataset. The learnable

! https://github.com/Neuromophic/Power-Aware-Training
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parameter © is randomly initialized, while for the nonlinear circuits, qV and q* are initialized as
[463Q,109Q, 10kQ, 9k, 24kQ, 283pm, 69m] and [205MQ, 7kQ, 80jm, 80j1m, 480;m, 40pm]. The corre-
sponding auxiliary parameters are JN = [-0.006, 1.024,0.016, 1.006] and JA =[0.290,0.710,-0.017, 20],
respectively. Regarding the training, we employ full-batch training with the Adam [66] optimizer in
default parameterization to update parameters in p-NNs. To prevent overfitting, we calculated the loss on
validation set for early-stopping [18] after each parameter update. We start with an initial learning rate of
0.1 and halve it after a patience (updates without improvement on objective function) of 100-epochs on the
validation set. Additionally, the training process is stopped, when the learning rate was halved 10 times.
In investigate the trade-off between accuracy and power, we uniformly select 50 values in « € [0, 1].

The training is repeated 10 times (with seeds varying from 1 to 10) for different initialization for
each value of & to make sure to achieve a sufficiently good solution for each value of «. Finally, the
hardware-related hyperparameters in the loss function, i.e., measuring threshold and margin, are chosen
tobe T = 0.1 and m = 0.3 to keep in line with other works [202].
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Figure 3.7.: Scatter plot of normalized accuracy versus power for all runs. The red curve displays the Pareto front, and the bold
points denote different possible trade-offs on with Pareto optimality.

3.1.6. Result

After training, we evaluate the trained p-NNs on the test sets. Table 3.8 reports the accuracies and powers
with « € {0,0.25,0.5,0.75, 1}.

To analyze the impact of @ more clearly and to eliminate the disparate difficulties among different tasks,
we normalize the accuracy by the baseline (a = 0), which refers to the power-unaware training, and should
theoretically achieve the best accuracy. Note that this is not always true in practice due to the complex
nature of the non-convex optimization problem that neural network training resembles. The resulting
curves are displayed in Figure 3.6(a). Analogously, the power consumption is also normalized by the
baseline power consumption. Because compared to the exact values, the relative power reduction serves
as a more informative metric. The normalized powers are visualized in Figure 3.6(b).

To investigate the effectiveness of the power-aware training within a comprehensive and generic
scenarios, we calculate the averaged normalized accuracy across all tasks, which is intended to exemplify
the expected performance of the p-NNs on multiple datasets. The statistical result (w.r.t. 10 random seeds)
of the averaged normalized accuracy (blue curve) and power (red curve) are summarized in Figure 3.6(c).

In order to obtain the Pareto front, we plot the entirety of normalized powers versus their respective
normalized accuracies for all runs (random seeds) and all values of « by the green points in Figure 3.7.
Subsequently, we can delineate the Pareto front by the red curve.
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Discussion As expected, for & = 0 (no consideration of the power consumption) p-NNs yield the highest
accuracies and power consumption (Figure 3.6). As a progressively increases to 1, both accuracy and
power decline. However, the reduction in accuracy is less significant than that in power. This phenomenon
enables the power conservation without a substantial drop in accuracy.

The Pareto front in Figure 3.7 illustrates the relationship between power and accuracy. In comparison
to power-unaware training (black point), if accuracy is allowed to decrease by 10%, 2.5X power reduction
can be achieved (blue point). Furthermore, if a 20% accuracy drop is allowed, the power consumption
can be reduced to 3.6X. Other examples of trade-offs with Pareto optimality are reported in Table 3.2.
Beyond the examples listed, every point on the Pareto front may be chosen in consideration of the specific
design requirements and application contexts.

It is notable that, when power decreases from 100% to 50%, the accuracy reduces in a gradual way.
Conversely, a more substantial decrease in accuracy can be observed as the power budget continues to
diminish from 50%. Thus, within the scope of this experiment, employing 2Xx power reduction to achieve
95% accuracy may represent a reasonable trade-off.

Table 3.2.: Accuracy-Power Trade-off

Accuracy (%) | 100 | 95 | 90 | 85 | 80 | 75 | 70
Power (%) 100 | 50 | 40 | 34 | 28 | 23 | 18
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Figure 3.8.: Schematic of p-NN. (a) Example of a 4-3-3 p-NN network, (b) 3-input-3-output printed neuron based on crossbar
array; surrogate power models of: (c) p-clipped_ReLU, (d) p-ReLU, (e) p-sigmoid and (f) p-tanh activation circuit.

P-CT with Augmented Lagrangian While traditional NN computing has made significant strides in
low-power design [84], most existing methods rely on best-effort power optimization with soft constraints,
where minimizing power is desirable but not mandatory [116], [139]. However, many real-world
applications require strict (hard) power constraints to ensure reliable operation within predefined energy
budgets. For example, wearable health devices, disposable medical sensors, and IoT smart labels depend
on limited power sources like small batteries or energy harvesters, making it critical to enforce precise
power budgets.

Our work directly addresses this gap by modeling and optimizing strict power constraints during the
training of p-NNs. Unlike soft constraints, where achieving optimal power-performance trade-offs is
the goal, we enforce hard constraints to achieve the best accuracy and efficiency without exceeding the
predefined power budget. This approach integrates AFs as learnable parameters and uses SPICE simulation
for accurate power estimation, ensuring a robust and practical methodology for power-constrained electronic
design.

55



3. Power and Energy-Efficient Bespoke NN Design

To enable training under strict power constraints, we propose a training framework based on the
augmented Lagrangian method. The primary objective is to maximize classification accuracy given the
circuit parameters 6 and q, while ensuring that power consumption below a predefined limit. Formally,
this can be described by

mingimize L(D,0,q)s.t. c(h,q) = P(B,q) — P <0, (3.6)
4

where £(D, 0, q) denotes the cross-entropy loss on the training data 9, which ensures high classification
accuracy, and ¢(6, q) = P(6, q) — P represents the constraint function, ensuring that the estimated power
consumption P(6, q) remains within the strict task-specific upper limit P. Evaluating the power contraint
(0, q) requires accurate power estimation. Furthermore, since we will require derivatives through the
contraint in the training procedure described later, we require a differentiable power model P(6, q).

3.1.6.1. Surrogate power Modeling for Power Estimation

To simplify power analysis for resistor crossbar arrays, we adopt analytical solutions derived in [243].
However, modeling power consumption for nonlinear circuits, such as printed activation circuits (AFs),
is more complex. We address this by approximating power consumption through SPICE simulations
using the pPDK [129]. For each AF (p-ReLU, p-clipped ReLU, and p-sigmoid), we run 10,000 SPICE
simulations, revealing distinct power behaviors as illustrated in Figure 3.8 (c)-(f) (bottom). For instance,
in p-clipped_ReLU, power spikes near a threshold as transistors conduct more current, then stabilizes
due to the clipping effect; p-ReLU exhibits a smooth increase in power with input voltage, reflecting its
unbounded nature; and p-sigmoid shows asymmetric power patterns due to higher current demands at
negative voltages. Thus, the choice of AFs and their learnable parameters g*f = [R, W, L] (representing
vectors of resistance, transistor widths, and transistor lengths) significantly impacts power consumption in
p-NNs.

To model learnable AFs, we define a feasible design space, Q*F, with specified bounds for each
parameter q*F. We sample 10,000 circuit configurations using a Sobol sequence and simulate their power
consumption using SPICE.

Based on this data, we train a 15-layer ANN for each AF as a surrogate model to map the corresponding
physical variables ¢* to power consumption, PAF(q*F). To enhance accuracy, data normalization and
hyperparameter tuning are applied. This surrogate model provides efficient power estimation, enabling
the total power calculation and analysis of the impact of AF configurations on power.

Power Estimation for a Printed Neuron We estimate the power consumption of each printed neuron
using the power of the crossbar (PC) and surrogate power models for its components: PAF and PN,
corresponding to the AF and negation circuits, respectively. To calculate the total power consumption, we
determine N and NN[243], which represent the counts of AFs and negation circuits, respectively.

Counting Activation Circuits. Initially, N4F is calculated using an indicator function:
NAT = 17 - row max {¥(j9;>0} } , (3.7)

where 15 € RY is a vector of all ones, ¥{j0|>0} assigns 1 to active circuits and 0 otherwise, and row max(-)
returns the row-wise maximum values, as each row in 6 corresponds to a single activation circuit. If all
elements in a row of surrogate conductances are zero, the corresponding activation circuit does not need
to be printed or activated. This calculation ensures that any row with at least one non-zero conductance is
counted only once. However, this piecewise constant function is non-differentiable, limiting its utility for
gradient-based optimization.
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Soft Count for Differentiability For optimization, we replace ¥(|g>0) in Eq. (4.12) with a sigmoid

function o(|6]) for gradient computation, defining NAY as

NAL = 13 - row max {o(|0])} .
This relaxation allows gradient-based updates for NAF by providing smooth gradients with respect to 6, as
was previously done for Nsliﬂ in [243].

Final Power Estimation. During the backward pass, the soft count facilitates gradient-based optimization.
However, the final power estimation for a neuron is determined using the indicator function, as shown
below:

P = PC L NN.pN L NAF . pAF,

Power estimation in p-NNs is influenced directly by the learnable parameters q~, qf, and 6. Additionally,
0 indirectly affects the number of active elements in the circuit, which further impacts the total power
consumption P(6, q). In multi-neuron configurations, the output voltage of each neuron serves as the input
for the subsequent neuron, with the final neuron’s output representing the overall p-NN output. The total
power consumption is determined by summing the contributions from all neurons.

3.1.7. Power-Constrained Training (P-CT)

To respect the constraints in training with Eq. (3.6), we require an adapation of the classic training
procedure towards methods that can handle constraints. One such method that integrates particularly well
backpropagation-based training schemes is the augmented Lagrangian method, see e.g. [15], [29]. It
can be motivated by solving a sequence of unconstrained problems that converge to the solution of the
constrained problem. Specifically, the method alternates between solving

o 1 7\2
mmgl)r‘;uze max L(D,0,q)+ A-c(0,q) — Z(A -1, (3.8)

and updates to the Lagrange multiplier estimate A" by
A — max{0,A" + - c(0,q)}. (3.9

The parameter y € R* is a hyperparameter that controls the speed of convergence and influences the
stability of the method.

The minimization in Eq. (3.8) may be performed using classic backpropagation based training.

The inner maximization over A can be solved analytically for a given A’, details see [245]. After solving
Eq. (3.8), the update of A’ in Eq. (3.9) adjusts the estimate for the Lagrange multiplier, encouraging
the constraints to hold for the next minimization attempt. To save computation time, 6 and q should
be warmstarted with the last solution obtained. The alternations of these steps can be stopped when a
sufficiently good feasible solution is obtained.

3.1.8. Evaluation

To evaluate the effectiveness of the power-aware training of p-NNs, we implemented the proposed
approach? with PyTorch [149] and conduct experiments on the 13 benchmark datasets, which were
also used in the related works, such as [220] and [241]. Moreover, these benchmark datasets exhibit a
complexity and scenario that matches the target application domains of PE. The experiment is conducted
at simulation level based on the pPDK [129]. The functionality of the printed neuromorphic hardware has
been experimentally validated in [202] and [218].

2 https://github.com/Neuromophic/Power-Aware-Training
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Figure 3.9.: Classification accuracy and power consumption of p-NNs using exemplary p-tanh AF from penalty-based and
Augmented Lagrangian-based training approaches. The blue scatters are the results of penalty-based training, while the pink
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3.1.9.

We first split the datasets into training (60%), validation (20%), and test (20%) sets. Subsequently,
we use a consistent topology (#inputs-3-#outputs) for all p-NNs on each dataset.
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Figure 3.10.: Classification accuracy and power consumption of p-NNs using exemplary p-tanh AF from penalty-based and
Augmented Lagrangian-based training approaches. The blue scatters are the results of penalty-based training, while the pink
curves are Pareto fronts drawn from the scatters. The vertical lines indicate the power constraints in the augmented Lagrangian
approach, whereas the thombus with the same color refers to the results from the augmented Lagrangian

parameter © is randomly initialized, while for the nonlinear circuits, q~ and q* are initialized as
[463Q,109Q, 10kQ, 9k, 24k, 283pm, 69m] and [205MQ, 7kQ, 80jm, 80j1m, 480m, 40pm]. The corre-
sponding auxiliary parameters are jN = [-0.006, 1.024, 0.016, 1.006] and j* = [0.290, 0.710, —0.017, 20],
respectively. Regarding the training, we employ full-batch training with the Adam [66] optimizer in
default parameterization to update parameters in p-NNs. To prevent overfitting, we calculated the loss on
validation set for early-stopping [18] after each parameter update. We start with an initial learning rate of
0.1 and halve it after a patience (updates without improvement on objective function) of 100-epochs on the
validation set. Additionally, the training process is stopped, when the learning rate was halved 10 times.
In investigate the trade-off between accuracy and power, we uniformly select 50 values in « € [0, 1].

The training is repeated 10 times (with seeds varying from 1 to 10) for different initialization for
each value of & to make sure to achieve a sufficiently good solution for each value of a. Finally, the
hardware-related hyperparameters in the loss function, i.e., measuring threshold and margin, are chosen
tobe T = 0.1 and m = 0.3 to keep in line with other works [202].

3.1.10. Result

To evaluate the effectiveness of our P-CT approach, we compared the results with a penalty-based
method [243]. Four neural networks, each using a different AF (p-ReLU, p-Clipped_ReLU, p-sigmoid,
and p-tanh), were trained under four power budgets: 20%, 40%, 60%, and 80% of the maximum power
consumption derived from unconstrained power training. The top three models per dataset were selected
based on test accuracy. As shown in Figure 3.10, each point represents classification accuracy and power
consumption for a dataset. Marker shapes indicate AF (circles for p-ReLU, squares for p-Clipped_ReLU,
triangles for p-sigmoid, and stars for p-tanh), and marker colors represent power budgets, aligned with
horizontal dashed lines for power thresholds. The x-axis shows accuracy (percentage), and the y-axis
shows power (milliwatts).

Table 3.3 summarizes the average performance metrics across 13 datasets, comparing power con-
sumption, accuracy, and device count among the proposed AF (p-ReLU, p-Clipped_ReL.U, p-sigmoid,
and p-tanh). On the right side of the table, the results for the penalty-based baseline method [243] are
presented, showing accuracy and power under different scaling factors « (0.25, 0.5, 0.75, and 1), which
indicate the trade-off between power and accuracy. Additionally, for the baseline method, we generated
a Pareto front (pink curve) using 500 penalty-based runs, varying the scaling factor « over the range
[0, 1]. Figure 3.9 compares the optimal solutions found by our method in a single training run against this
Pareto front. Vertical dashed lines highlight power constraints, demonstrating that our method efficiently
achieves power-constrained optima, often matching or surpassing the Pareto front with significantly fewer
training runs.

59



3. Power and Energy-Efficient Bespoke NN Design

Table 3.3.: Averaged Performance Metrics Across 13 Datasets: Comparison of Metrics (Pow: Power (mW), Acc: Accuracy, Dev:
Device Count) Across AF at Different Power Budgets and Penalty-Based Baseline

Metri ACT p-ReLU P“;ilefg’éd_ p-sigmoid | p-tanh | Baseline
. Pow 0.27 0.26 0.23 0.25 10.8 | _,
§ Acc 67.94 74.56 62.60 67.29 | 54.9 ltls
#Dev 17 27 27 19 -
o | Pow 0.56 0.56 0.53 053 | 44.1 | 2
isr Acc 78.11 80.51 73.96 74.60 | 83.6 ?
#Dev 28 36 41 30 - | s
. Pow 0.85 0.84 0.88 0.84 55.6 | n
% Acc 82.76 78.54 78.89 78.45 | 86.3 T
#Dev 34 47 54 40 I
. Pow 1.10 1.05 1.12 1.09 68.8 | &
% Acc 80.42 78.84 78.05 81.82 | 87.5 ?
#Dev 37 45 57 58 - s

Discussion Our experimental results demonstrate the effectiveness of the augmented Lagrangian
approach in achieving high accuracy while adhering to defined power constraints across various datasets.
As shown in Figure 3.10, all results lie below the defined power levels, confirming the method’s capability
to enforce power limits effectively. Notably, at 20% of the power budget, accuracy decreases compared to
higher power budgets, highlighting the trade-off between power and performance. As shown in Table 3.3,
the baseline demonstrates high accuracy at ¢ = 0.25 but with higher power consumption, while a = 1
reduces power at the cost of accuracy. In contrast, the proposed method achieves a balanced trade-off
between power and accuracy across power budgets in a single training run. Furthermore, it delivers results
comparable to or better than the Pareto front obtained from penalty-based objectives (Figure 3.9) without
the need for extensive hyperparameter tuning.

The success of this approach is due to two main factors. First, by directly incorporating power constraints
into the training objective, the augmented Lagrangian method avoids the instability often caused by high
power penalties in penalty-based methods. Second, this explicit formulation focuses on achieving the best
feasible accuracy for each specified power budget without unnecessarily minimizing power further.

Compared to penalty-based methods, which often create ill-conditioned optimization problems and fail
to align with optimal power-accuracy trade-offs, the augmented Lagrangian method dynamically enforces
constraints while maintaining accuracy. This ensures a balanced solution on the Pareto front with fewer
computational resources.

Analyzing individual AF reveals trade-offs between accuracy and device count. For example, p-tanh
achieves up to 81.82% accuracy at an 80% power budget, but requires an average of 58 devices, whereas
p-ReLU achieves 80.42% accuracy with only 37 devices—a 36% reduction. This makes p-ReLU
particularly suitable for hardware-limited applications. These findings demonstrate that such trade-offs
persist even under strict power constraints, with reduced device counts contributing to lower power
consumption.

3.2. Event-Driven Printed Analog Spiking Neural Networks (p-SNN)

As discussed in section 2.3 and illustrated in Figure 2.8 [112], spiking neural networks (SNNs) [155]
constitute one of the earliest and most biologically inspired paradigms in neuromorphic computing. They
continue to attract significant research interest due to their event-driven nature, compact circuit realizations,
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energy efficiency, and suitability for real-time processing. In fact, some perspectives consider SNNs as
the most authentic embodiment of neuromorphic computation. Several prior works have demonstrated
analog implementations of printed spiking neurons [163], [238]. However, these realizations typically
employ organic thin-film transistors operating at relatively high supply voltages, which conflicts with the
low-power and edge-oriented application scenarios targeted in this thesis.

In addition, most existing studies concentrate primarily on reproducing neuron dynamics at the circuit
level, for example by emulating integrate-and-fire (I&F) or leaky-integrate-and-fire (LIF) behaviors.
While such implementations demonstrate functional feasibility, they generally lack a consistent parametric
modeling framework that enables hardware-aware training of networks built from these circuits. A key
challenge arises from the mismatch between the abstract neuron model assumed during training and the
physical behavior of the implemented hardware.

For example, certain works claim to realize analog printed neurons based on the I&F principle. In
practice, however, an ideal I&F model presumes the availability of an ideal comparator and instantaneous
switching behavior. This implies abrupt transitions between cut-off and saturation regions of a transistor
and instantaneous charging or discharging of capacitors, including immediate reset of membrane and
output voltages. Such idealized characteristics are physically unattainable in real analog circuits, where
finite gain, non-zero transition times, and parasitic effects inevitably limit performance.

As aresult, training based on an ideal I&F abstraction while deploying a circuit with fundamentally
different dynamics introduces a modeling inconsistency. This discrepancy can substantially degrade
inference accuracy and, in extreme cases, prevent reliable operation of the fabricated system.

To overcome these limitations, this section proposes a hardware—software co-design strategy centered
on a practical spike-generation circuit composed of fast charge—discharge paths, referred to here as a spike
generator. Rather than enforcing strict equivalence to classical neuron models such as 1&F or LIF, we
adopt an approximation-driven modeling approach that directly captures the input—output characteristics
of the implemented circuit. This surrogate model enables hardware-aware training and ensures alignment
between algorithmic optimization and circuit-level behavior. By integrating the proposed spike generator
into p-NNs, we realize printed SNNs that can be trained end-to-end while maintaining consistency
between the computational model and its physical implementation.

3.2.0.1. Circuit Design of printed SNNs

Before presenting the detailed circuit implementation of the p-SNNs, we first revisit the underlying neuron
models that guide the design.

Spiking Neural Networks. Both artificial neural networks (ANNs) and spiking neural networks (SNN5s)
rely on weighted summation followed by nonlinear transformation. The essential distinction lies in the
form of the nonlinearity. In conventional ANNs, the activation operates in the amplitude domain, mapping
one magnitude value to another through a static nonlinear function. In contrast, SNNs encode information
temporally: the weighted sum is converted into a sequence of spikes, where information is represented
through spike timing or firing rate.

As illustrated in Figure 3.11, the classical integrate-and-fire (I&F) neuron operates according to the
following sequence:

p—

. the input signal is accumulated as a membrane voltage,
2. the membrane potential increases over time,

3. once a predefined threshold is reached,

4. an output spike is emitted, and

5. the membrane voltage is reset.
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Comparison of spiking neurons with different setups
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Figure 3.11.: [llustration of integrate-and-fire (I&F) neuron behavior under (a) varying membrane leakage, (b) different firing
thresholds, and (c) different input signals. In each subfigure, matching colors denote corresponding inputs, membrane voltages,
thresholds, and outputs. The blocks and arrows in (a) summarize the operation: leaky integration, threshold comparison, spike
generation, and membrane reset.

From a hardware perspective, the threshold detection and instantaneous reset operations (steps 3 and
5) are particularly challenging in analog implementations. They would require an ideal comparator
with abrupt switching behavior and instantaneous discharge of capacitive nodes, assumptions that are
physically unrealistic in practical printed electronics.

To overcome these constraints, we adopt an end-to-end hardware-aware design methodology. Rather
than strictly enforcing an ideal I&F abstraction, we focus on preserving the functional objective of spike
encoding while relaxing the need for ideal switching.

The fundamental insight is that an I&F neuron effectively maps the magnitude of the input signal to a
temporal property, specifically, the time required to reach threshold and thus the resulting spike frequency.
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In other words, input amplitude is translated into spike occurrence within a given time window. Based on
this observation, the design of the proposed p-SNNs follows two principles:

1. The spike count within a predefined temporal interval should increase monotonically with input
magnitude.

2. Spike generation can be realized using a fast charging mechanism followed by a controlled
discharging phase, avoiding ideal instantaneous reset.

Guided by these principles, we develop a printed spike-generator circuit consisting of dedicated charging
and discharging stages that convert weighted input voltages into spike-like output pulses.

Synapses Synapses are the part of the neuron that transmit signals from the presynaptic neuron’s axon to
the postsynaptic neuron’s dendrite. For the sake of circuit realization, presynaptic neurons are represented
as voltage inputs, and each presynaptic neuron is assigned a weight through a resistor crossbar as shown
in Figure 3.12. Using Nodal Analysis, the weighted sum is expressed by

1 1 1 1 N
Yo Yo~ Vu YoV (3.10)
R, R, RY

where Vg1 is the gate voltage of M, Vl}l is the input voltage to the neuron, R, works as a voltage
divider, R}, and RY are used to resemble the weights of the connected neurons and N is the number of the
presynaptic neurons connected as inputs. Additionally, another circuit is required for the negative weights,
as proposed in [202]. To determine Vgl, please refer to subsection 3.2.3 for detailed calculation procedures.
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Figure 3.12.: Circuit level implementation of Printed Spiking Neuron which includes three stages: Synapses, Charge Network,
and Reset and Discharge Network.

Printed Spike Generator. The schematic of the proposed printed spiking neuron is shown in Figure 3.12.
The resistive crossbar used for weighted summation is identical to that employed in the basic p-NNs.

After the weighted summation, the resulting voltage serves as the gate bias of transistor T, which
regulates the drain—source current responsible for charging the subsequent node. The charging network
primarily consists of R°* and C°", forming an RC stage that generates a voltage V. The charging delay is
determined by the time constant R"C?, which directly influences the spike generation frequency.

The voltage V<! is then amplified using a gain stage with an amplifier architecture. The amplifier output
is connected to two RC branches. The first branch comprises R‘fis and Cfis, while the second consists of
Rgis and Cgis. These RC networks introduce controlled phase shifts due to capacitive charging effects,
enabling oscillatory behavior required for spike generation.
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The voltage across Cgis controls transistor T4, which governs the discharge path of C°". When the gate
voltage of T4 exceeds its threshold, current flows through the transistor and initiates discharge of C°".
Meanwhile, the input from the crossbar continues to supply current to the charging network, causing C?
to recharge. This alternating charging and discharging process produces sustained spike oscillations.

Since the intermediate output voltage at C‘liis remains significantly below the supply voltage Vpp, an
additional amplification stage is employed to boost the spike amplitude at the final output node V. This
ensures reliable activation of subsequent neurons in the network. The feasible component values used in
the spike generator are summarized on right-side of Figure 3.12.

Spiking neural networks (SNNs) are particularly attractive for PE because they process information in
an event-driven fashion, potentially reducing switching activity and enabling ultra-low-power operation.
This section discusses the progression from an analog printed SNN [253] with a fixed spike generator to a
learnable, robustness-aware spike generator as proposed in SpikeSynth [270].

3.2.1. Modeling and training of P-SNN

By connecting multiple printed spiking neurons, the computational paradigm of the SNN can be emulated,
thereby offering the potential to achieve the desired functionalities. However, to fully leverage this
potential, the component values of the circuits (e.g., the crossbar conductances representing the weights)
should be designed and optimized for specific target tasks. For this, it is necessary to establish a p-SNN
optimization model.

3.2.1.1. Modeling of P-SNN

An analytical model for the behavior of the resistor crossbar for weighted-sum is given in [220] as

N
V)= DV (W Kigz0)) +ino(VE) (wn - ¥ (g,<0}) G.11)
n=1

where g, denotes the crossbar conductance by its absolute value and encodes with its sign, if the respective
input is inverted (to express negative weight). Furthermore, ino(-) refers to the negative tanh function
that describes the transfer characteristic of the negation circuit. Finally, ¥ .y is an indicator function that
returns 1 if the respective condition is true, else 0. Additionally, w,, refers to the weight given by

_ |gn|
Zmlgml

n (3.12)
To enable gradient-based training via backpropagation [53], a fully differentiable model to describe the
transfer characteristic of the printed spike-generator circuit is needed. However, given that the common
hardware-agnostic SNN training frameworks are based on (Leaky-) Integration-Fire mechanism [188],
[237], they are incompatible with proposed circuits, due to their device and material constraints, and so can
not describe their transfer behavior. So, considering the circuit complexity, we utilize a Transformer-based
neural network as the surrogate spike-generator (SG) model to learn the circuit behavior for mapping the
input voltages into the output voltages. A Transformer [114] is a neural network model initially proposed
for natural language processing. It is, therefore, aptly suited for processing sequential data. The essential
part of the Transformer is the attention mechanism, which enables the model to account for positional and
value correlations. The effectiveness of Transformer has been shown by numerous state-of-the-art models
like BERT [120] and GPT [217].

To prepare the data required for training the SG model, we conducted 5,000 SPICE simulations for a
single spike-generator circuit in Figure 3.12 based on the Printed Process Design Kit (pPDK) [151]. The
duration of the input voltage (Vgl) is 3 s and the temporal step size is 1ms. To ensure that the surrogate
model can comprehensively and accurately mimic the behavior of the original spike-generator circuit in
any operating scenario, we designed the following patterns of input voltages (V;), namely,

1. constant voltages ranging from 0V to 2V, serving to represent the case of stable inputs;
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2. the output voltages obtained from 1), i.e., V.

ut> Tepresenting the case of a cascade of multiple
neurons; and

3. diverse harmonic signals with varying frequencies (0 — 5Hz), amplitudes (0 — 1A), phases (0 — 27),
and their combinations, expressing the circuit behavior in other complex situations.

After obtaining the data from SPICE simulation, we split them into three sets, a training set (70%) to guide
the training of the surrogate model, a validation set (20%) for stopping to avoid overfitting, and a test set
(10%) to evaluate the effectiveness of the surrogate model. We use Adam [66] with its default setup as the
optimizer and the Mean Squared Error (MSE) between the model output and the SPICE simulation as the
metric. After hyperparameter tuning, we choose a Transformer with three causal attention layers as the
final surrogate circuit model. Causal attention thereby ensures that outputs are only determined by the
signals at previous time steps. Moreover, each layer has three attention heads. The MSE is 1.1 X 107°
on the validation set and 9.7 X 10~7 on the test set; therefore, we conclude that the model is capable of
sufficiently interpolating and accurately predicting the output voltages.

Using the crossbar and the SG model, the transfer characteristic of the printed spiking neuron can be
expressed as

N
SG (D2, (wn - (g, 20)) + in0(VEy) (i - (g, <01) ). (3.13)
n=1

where Vii € RT represents the i-th input voltage sequence. Moreover, by connecting multiple spiking
n . .
neurons, more complex computing tasks can be implemented.

3.2.1.2. Training of P-SNN

Table 3.4.: Result of the Experiment on 13 Benchmark Datasets

Dataset SNN P-ANN P-SNN
Accuracy Accuracy Power (mW) Accuracy Power (mW)
Acute Inflammation 1.00 + 0.00 1.00 + 0.00 5.51+0.01 1.00 = 0.00 1.83 £ 0.11
Balance Scale 0.87 £0.03 0.89 £ 0.02 441 £0.04 0.73 £0.03 1.42 +0.00
Breast Cancer Wisconsin 0.97 £ 0.02 0.96 = 0.01 11.28 £ 0.03 0.97 = 0.00 2.60 = 0.01
Cardiotocography 0.85 £0.03 0.75 £0.02 19.45 £ 0.01 0.75 £ 0.06 5.30 £ 0.06
Energy efficiency (y1) 0.99 £ 0.02 0.99 £ 0.01 7.88 £0.01 0.92 £0.01 2.32 £0.03
Energy efficiency (y2) 0.90 + 0.09 0.89 £ 0.02 8.33 £ 0.04 0.85 £ 0.06 2.24 £0.02
Iris 0.97 £0.10 0.65 + 0.06 5.48 £ 0.08 0.87 £0.01 1.89 £ 0.02
Mammographic Mass 0.86 £ 0.12 0.83 £ 0.01 6.45 £ 0.02 0.81 £ 0.05 1.81 £ 0.02
Pendigits 0.32£0.10 0.48 £ 0.06 16.11 £0.48 0.46 £ 0.10 449 +0.21
Seeds 0.95+£0.13 0.85 £ 0.09 7.72 £ 0.03 0.83 £0.02 1.71 £ 0.05
Tic-Tac-Toe Endgame 0.97 £ 0.05 0.84 £ 0.06 11.54 £ 0.03 0.85 £0.05 1.66 + 0.04
Vertebral column (2 cl.) 0.84 +£0.10 0.84 +0.01 5.84 +£0.02 0.84 +0.04 1.52 £ 0.00
Vertebral column (3 cl.) 0.83 £0.11 0.84 +0.02 7.23 £0.02 0.82 +£0.13 1.98 + 0.02
Average 0.87 £ 0.07 0.83 + 0.03 9.02 + 0.06 0.82 + 0.04 2.37 £ 0.05

Accuracy and power consumption of Printed Neural Network (p-NN), Spiking Neural Network (SNN) and Printed Spiking Neural Network
(P-SNN) on the 13 benchmark tasks.

In the training of existing p-NN the cross-entropy loss L(-) is minimized w.r.t. the crossbar conductances
g for maximizing the classification accuracy. However, given that the output of p-SNN is a temporal data
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Figure 3.13.: Transient measurement results of the proposed printed spiking neuron.

series, temporal dynamics of the circuit output need to be considered. Therefore, to encourage the overall
classification accuracy at every time step, a modified training objective can be formulated as

1 T
minigmize T Z L(x:,y,8), (3.14)

t=0

where x € RBXT is input data series with batch size B, y € RE denotes the corresponding classes,

and g summarizes all the learnable conductances in the pSNN. Subsequently, as all the operations
in Equation 3.18 are fully differentiable, the gradient serves for the parameter update can be calculated by
% ZtT:o ViL (x4,Y, g). Consequently, gradient-based optimizers, such as Adam [66] and SGD [14], can be
used for training.

3.2.1.3. Discussion

The P-SNN work demonstrates that:

* Printed SNNs can be competitive in accuracy with analog ANNs while offering substantial power
savings due to event-driven operation.

* A task-specific surrogate modeling flow is crucial: it decouples expensive SPICE simulations from
high-level training and allows realistic circuit non-idealities to be folded into learning.

* Nonetheless, the spike generation dynamics remain fixed once the circuit is chosen; they are
not directly optimized during learning. This limits adaptability across tasks and prevents
power/performance co-optimization at the spike generation level.

These limitations motivate the adaptive spike-generation approach taken by SpikeSynth.

3.2.2. SpikeSynth: Learnable Spike Generator and Robustness-Aware Training

SpikeSynth proposes a new analog spiking neuron with a learnable spike generator (LSG) whose temporal
characteristics are parameterized and updated during training. Instead of a fixed RC-based spike generator,
the neuron includes tunable components such as programmable resistors and capacitors or bias voltages
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that shape the charging and discharging time constants and thresholds. These parameters are exposed to
the optimization process just like synaptic weights.
At a high level, the LSG design extends the previous three-stage neuron:

* The synaptic crossbar performs the analog weighted sums of signal inputs.

* The charge and reset networks are enriched with learnable parameters: for example, adjustable
resistances that control leak rates, reset slopes and spike width.

* The surrogate spike-generation model is extended to include these learnable parameters explicitly,
enabling gradient-based tuning of spike timing and shape.

Crucially, the training framework is made robustness-aware. Process variations and device aging in
PE are modeled as parameter perturbations (e.g., £10% variation in key LSG components), and these
variations are injected during training so that the learned parameters are robust to such deviations.The
power of the LSG and the neuron is also estimated using surrogate models similar to the power-aware
and power-constrained frameworks, and power is explicitly included in the loss function, leading to an
energy-efficient, variation-aware spike generator.

Training proceeds over 13 benchmark datasets representative of printed edge applications. The network
topology and evaluation flow are aligned with the P-SNN baseline to allow fair comparisons.

3.2.2.1. Results

Experimental evaluation shows that the learnable spike generator yields significant improvements over
both P-SNNs and P-ANNs:

* On average, the LSG reduces its own power consumption by about 57.6% compared to previous
fixed spike-generation circuits.

* By reducing capacitor sizes from the yF to the 10-100 nF range, the average circuit area is cut by
roughly 89%, making the P-LSNN smaller than both the P-SNN and even the printed ANN baseline.

* The overall network reduces energy per inference by about 28.7% relative to the non-adaptive
P-SNN, while increasing average classification accuracy from around 75% to 83% across the 13
benchmarks.

Under a +10% process-variation test where noise is injected into both the network weights and LSG
parameters, the P-LSNN experiences a modest accuracy drop (around 4.9%), yet its average accuracy
under variation remains about 3.3% higher than the baseline P-SNN without variation considered.

The main cost of these gains is training time: offline training for the P-LSNN is roughly 16.4 hours on
average, compared to 14.3 hours for P-SNNs and 1.3 hours for P-ANNSs.

Overall, these two spiking works show how energy efficiency and robustness can be jointly addressed at
the neuron-circuit level through learnable analog dynamics and variation-aware training.

3.2.3. Modeling and training of P-LSNN

By interconnecting multiple printed spiking neurons, the behavior of a SNN can be effectively realized in
hardware, enabling a wide range of neuromorphic computations. To understand the architecture, however,
it is essential to tailor the circuit-level parameters—such as the conductances in the resistor crossbar
that encode synaptic weights—to the requirements of specific target tasks. Achieving this requires the
formulation of a learnable optimization framework for the pSNN, allowing the component values to be
systematically adjusted through task-driven training objective.
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3.2.3.1. Modeling of P-LSNN

The behavior of the printed learnable spike generator (LSG) circuit is modeled using a transformer-based
architecture that predicts the output voltage time series Vou(t) as a function of the input voltage Vi,(¢) and
a set of hardware parameters expressed as the vector v where each component, such as the resistances or
width and length of the transistors, is restricted with v?‘i“ < v; < V™. These parameters are constrained
within physically realizable ranges to reflect the functionality within PE.

To respect hardware constraints, each unconstrained parameter {; € R is passed through a scaled tanh
function. The output of the surrogate model is given by:

LSG (vm(t), u) (3.15)

where the components are given by

max __ ,,min

v = - 2’ + 2" tanh((;) (3.16)

and [p™in v"*] defines the hardware-feasible interval for parameter v;. These transformed values are

i 2
provided as input to the surrogate model. The input voltage is given by the crossbar:

N
Vin(t) = Z Vin(t) (wn - ¥a,20) +ino(Vin(1)) (W - ¥, <o) - (3.17)
n=1

Here 0, represents the learnable parameter where the absolute value is the crossbar conductance, i.e.
gn = |0n] and ¥, is the indicator function that returns 1 if its condition is met and is otherwise 0 and
inv(-) denotes the negative function that is realized by the negation circuit. The weights w,, are given by

the conductances normalized by all conductances wy, = 5 g ”g .

3.2.3.2. Surrogate model for the LSG with hardware constraints

To facilitate gradient-based training through backpropagation [53], it is essential to construct a fully
differentiable model that accurately captures the transfer characteristics of the printed spike-generator
circuit. This work introduces a novel training methodology for pSNNs by integrating a differentiable,
hardware-agnostic surrogate model directly into the optimization pipeline. Unlike prior approaches[253]
that relied on surrogate modeling for behavioral approximation, we leverage the Transformer architecture
to enable end-to-end gradient-based learning of both network and circuit-level parameters.

The proposed methodology treats these hardware parameters as trainable entities bounded within limits,
allowing for simultaneous optimization of functional accuracy and physical realizability. By embedding the
Transformer-based surrogate into the training loop, the model captures the dynamic response of the spike
generator circuit from input voltages Vi, () to output voltages Vo (¢), while maintaining differentiability
for backpropagation [53]. This closed-loop, hardware-constrained training flow allows for co-design of
the neural architecture and its physical implementation, enabling adaptive and task-optimized behavior
in printed spiking neuromorphic systems. Transformer architectures have demonstrated exceptional
versatility across a wide range of domains, forming the backbone of state-of-the-art models like BERT [120]
and GPT [217]. In this work, we leverage their sequence modeling capabilities to construct a fully
learnable and differentiable approximation of the printed LSG’s temporal dynamics.

68



3.2. Event-Driven Printed Analog Spiking Neural Networks (p-SNN)

Algorithm 1 End-to-End Training of P-LSNN with LSG Surrogate Model

Require: Training dataset D = {x,y}
Require: SPICE simulation dataset S
1: Train surrogate model LSG on S using MSE loss
2: Freeze surrogate model parameters
3: Initialize network weights 6 and LSG parameters &
4: while Ir > Ir_min do
5 for each (x, y) in D do
6: Generate temporal input sequence x*)
7: Run forward pass through the P-LSNN:
3
9

Compute crossbar voltage Vi, using Eq. (3.17)
: Compute LSG output V;,,; using Eq. (3.15)
10: Compute loss using Eq. (3.18) or Eq. (4.5)

11: Backpropagate loss w.r.t. @ and &

12: Update parameters using Adam optimizer
13: if Patience > 100 then

14: Ire—1r/2

To generate the dataset for training the LSG surrogate model, we conducted over 64K SPICE simulations
using the well-established pPDK [129]. Each simulation was executed for a duration of 15 ms with a
temporal resolution of 10 s to capture fine-grained transient behavior of the circuit. The input voltage
Vin(t) was varied across multiple regimes to ensure that the surrogate model could generalize to both static
and dynamic spiking conditions. The following input categories were considered:

* Constant voltages, ranging from OV to 2V in steps of 0.2 V, which serve as baseline inputs for
characterizing stable responses;

* Cascaded neuron outputs, where the output from a first neuron is used as the input to a second
neuron, thereby modeling signal propagation through a multi-layer spiking network;

* A set of harmonic input voltage signals with varying amplitudes (A), DC offsets (B), frequencies
(f from O Hz to 5 Hz), and phase shifts (O to 27), intended to emulate dynamic and noisy spiking
activity.

Each simulation instance is parameterized by range of learnable parameters as tabulated in Figure 3.12.
These parameters are constrained within the intended functionality of the spike generator and serve as
the input features to the surrogate model. This comprehensive SPICE dataset uses more than ten times
the size of that used in previous studies [253], which did not account for learnable hardware parameters.
This enables accurate modeling of the spike-generator circuit under diverse operating conditions. A
Transformer model with 3 encoder layers, 3 attention heads, and an embedding size of 48 achieved the
best performance during evaluation, resulting in a mean squared error (MSE) of 7.3 - 107> on the test set.

3.2.3.3. Training of the P-LSNN

After pretraining, the surrogate model is frozen and used to replace the LSG circuit in the full P-LSNN.
The additional parameters {; are now treated as independently trainable variables for each LSG circuit.
These are optimized together with the rest of the P-LSNN using gradient descent.

The P-LSNN receives temporally extended input signals and produces spike-based outputs over time.
To promote consistent prediction, the cross-entropy loss is computed at every time step and averaged
across the sequence,

which leads to this optimization objective:

1 T
minimize — Z L(x:,y,0,0), (3.18)
0.5 T3
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where x € RBXT is the input data series with batch size B, y € R denotes the corresponding classes, 0

is the vector of all the learnable parameters from the crossbar conductances and ¢ is the vector of the
learnable hardware parameters of the LSG circuit.

Since all components, including the LSG model with constrained v;, are differentiable, the full system
supports end-to-end training.

Table 3.5.: Accuracy Comparison Across Different Printed Nueromorphic Architectures across 13 benchmark datasets

Dataset SNN! P-ANN?[243] P-SNN°[253] P-LSNN*

Acute. 1.00  0.999 £0.002 1.000 +0.000  1.000 + 0.000
Bal. 0.84  0.893 +£0.020 0.430 £0.000 0.819 +0.073
Breast. 0.98  0.915+0.020 0.975+£0.000 0.966 + 0.007
Cardio. 0.84  0.824 +0.014  0.747 £0.000  0.755 + 0.015
En(yl) 1.00  0.918 £0.014 0.848 +£0.000  0.848 + 0.000
En(y2) 0.98  0.892+0.010 0.860+0.000 0.869 +0.026
Iris 1.00  0.958 £0.009 0.710 +£0.171  0.946 + 0.019
Mamm. 0.82  0.789 +£0.006  0.810 +0.007 0.810 + 0.013
Pen. 0.38  0.371+£0.034 0.400 £0.070  0.536 + 0.060
Seed. 1.00  0.900 £0.015 0.837 £0.070  0.915 +0.013
Tic-Tac. 1.00  0.818 £0.004 0.789 £0.019 0.873 £0.125
Vert.2cl.)) 0.85 0.768 +£0.038  0.635+0.000 0.635+ 0.000
Vert(3 cl.) 0.83  0.819+0.004 0.683+£0.016 0.778 £ 0.057
Average 0.886 0.836 +0.015 0.748 +0.027 0.830 + 0.031

1 SNN: Software Spiking Neural Network 2 P-ANN: Printed Artificial Neural Network *> P-SNN: Printed Spiking Neural
Network 4 P-LSNN: Printed Learnable Spiking Neural Network.

This methodology enables full backpropagation-based training of P-LSNNs by introducing a differ-
entiable surrogate for the LSG circuit, parameterized by constrained learnable variables, allowing both
the circuit-level parameters and network weights to be jointly optimized in a hardware-aware adaptive
manner. The entire end-to-end training of the P-LSNN is shown in algorithm 1.

3.2.4. Robustness-aware P-LSNN Training

In PE, the parameters associated with hardware components are highly susceptible to process-induced
variations. These variations arise due to factors such as ink spreading, droplet jetting irregularities,
and satellite droplet wetting on the substrate [98]. Specifically, printed n-type EGTs exhibit variability
across multiple fabrication stages—including channel, dielectric, and top-gate formation—resulting in
non-Gaussian distributions for electrical and structural properties [129].

To account for these fabrication non-idealities during training, we model both 6 and ¢ as random
variables drawn from distributions p(é) and p(g’ ), respectively. 4 represents the parameters for the LSG
circuit and 6 the remaining parameters in the P-LSNN. These distributions capture the statistical nature
of variation introduced during the printing process. Consequently, the training objective is defined over
these distributions:

minimize L(D, 6, {), (3.19)
6.¢

where the parameters 6 and f are resampled from their respective distributions at each forward pass,
allowing the model to encounter diverse perturbations over the course of training. Here, D = {x,y}
denotes the training dataset, and L(-) is the task-specific loss function (e.g., cross-entropy [232]).
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To make the formulation differentiable and trainable via gradient-based methods, we employ a
reparameterization trick [56], expressing the random variables as:

0 =0 0 &, §=§®£§,

where 6 and ¢ are the nominal, learnable parameters, and £9 ~ p(eg) and &7 ~ p(e;) represent multiplicative
noise sampled from the variation distributions, which in our case are uniform. Substituting this into the
loss yields modified training objective:

mingirgnize L(D,00¢&,E 0 g). (3.20)

3.2.5. Evaluation

To assess the effectiveness of the proposed pSNN with learnable spike-generation capabilities, we first
designed the spike-generator incorporating synaptic inputs, and implemented the complete training
pipeline using PyTorch [149].> We performed a comparative evaluation of our learnable pSNN against
prior works [202], [253] and SNNs based on benchmark frameworks [188].

EEE P-ANN I P-SNN P-LSNN

55.5

83.2% | vs P-ANN
28.7 % | vs P-SNN

Energy (mJ)
W
o

Acute. Bal. preast:  cardio-  gny) Eny2) \ris Mamm- pen. seed. Tic-Tac- \le\'\»@c") Vert(® ) pyerag®

Figure 3.14.: Comparison of energy (mJ) utilization for P-ANN[243], P-SNN[253] and proposed P-LSNN across 13 benchmark
datasets.

3.2.6. Experiment

To evaulate our proposed approach, we utilized the well-established n-EGT pPDK [129] to design both the
synapses and the learnable spike-generator. To evaluate their spiking behavior, we conducted more than
60K SPICE simulations to understand the circuit spike-timing behavior w.r.t the components variation in
Cadence Virtuoso®, as shown in Figure 3.12.

3.2.6.1. Training and Evaluation Setup

Datasets and Hyperparameter choices Although SNNs or p-SNNs exhibit capabilities in processing
temporal information datasets, most SOTA research on SNNs are typically employing "temporized"
datasets. Here, temporized datasets refers to datasets that contain originally only non-temporal information.
However, they are converted into temporal datasets through specific methods, e.g., encoding a spike
train with the spike density proportional to the magnitude of the values in the datasets, as represented in
Figure 3.15. To evaluate the proposed P-LSNN we used 13 benchmark datasets which are aligned to the
applications in PE. We used a datasplit of 60%, 20% and 20% for the training, validation and test set,
respectively. To optimize the model parameters including the learnable hardware parameters {; we used
the ADAM [66] algorithm with an inital learning rate of 0.1. This initial learning rate was halved if the

3 https://github.com/Neuromophic-Computing/SpikeSynth
4 https://www.cadence.com/en_US/home.html
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Table 3.6.: Robustness-aware accuracy Across Models with + 10% Component Variation across 13 Benchmark Datasets

Dataset ~ P-ANN[243] P-SNN[253]  P-LSNN
Acute. 1.000 + 0.012  1.000 £ 0.000  0.999 + 0.007
Bal. 0.877 £0.008  0.457 +0.049  0.548 + 0.147
Breast. 0.931+£0.039  0.974+0.030  0.958 + 0.016
Cardio. 0.763 £0.002  0.747 +0.000  0.757 + 0.017
En(y1) 0.847 £0.012  0.857+0.012  0.883 = 0.052
En(y2) 0.867 £0.026  0.841+0.026  0.854 = 0.055
Iris 0.843 £0.045 0.637+0.068  0.909 + 0.076
Mamm.  0.766 £0.053 0.808+0.010  0.808 + 0.011
Pen. 0.548 +0.047  0.486 +0.058  0.466 + 0.078
Seed. 0.820 £0.041  0.709 +0.042  0.856 = 0.092
Tic-Tac.  0.660 £0.017  0.763 +0.026  0.804 + 0.119
Vert.(2cl) 0.661+0.000 0.635+0.000 0.635 + 0.000
Vert(3cl)  0.634+0.075 0.677+0.012  0.683 + 0.050
Average  0.786 £ 0.029 0.738 +0.024 0.781 = 0.055

R - temporal spike train

0.2 =i ‘ ‘

0.4 il

0.6 =

Figure 3.15.: Dataset temporization that encodes real numbers into the density of the temporal spike trains.

validation accuracy showed no further improvement for 100 epochs. This process was repeated 10 times
until a sufficiently small learning rate was reached. To ensure to reduce the sensitivity to initialization, the
process was executed 10 times with random seeds from O to 9, ensuring the reliability of the resulting
solution.

Baselines We employed another two approaches as the baselines of P-SNNs to validate the major
motivation of this work, that is, energy saving. p-NNs [202] with the same topologies as P-SNNs are
trained on the corresponding datasets. Additionally, considering the target computing paradigm of this
work, P-SNN is compared with its hardware-agnostic counterpart by conducting training on SNNs with
the leaky-integration-fire mechanism [188].
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Table 3.7.: Comparison of Power, Area, and Training Time with the Existing Methods on 13 Benchmark Datasets.

Dataset Power (mW) Area (cm?) Training Time (hr)
P-ANN[243] P-SNN[253] P-LSNN | P-ANN[243] P-SNN[253] P-LSNN | P-ANN[243] P-SNNJ[253] P-LSNN
Total! SG? Total! LSG? Total

Acute. 6.20 0.85 1.744 0.389 1.223 1.65 12.51 1.36 0.55 4.75 5.27
Bal. 4.50 1.02 1.694 0.426 1.186 2.68 15.03 1.80 1.69 9.85 16.17
Breast. 11.00 0.85 1.189 0.411 0.664 1.76 12.50 1.70 1.39 16.46 15.98
Cardio. 18.50 1.02 3.767 0.353 2.560 2.38 15.06 2.02 1.98 29.02 35.20
En(yl) 7.70 1.02 1.680 0.466 1.138 2.28 15.07 1.71 1.48 19.69 24.42
En(y2) 7.98 1.02 1.424 0.455 1.119 1.88 15.03 1.90 1.38 21.45 21.20
Iris 5.50 1.02 1.778 0.382 1.353 2.27 15.01 1.81 0.54 4.31 5.43
Mamm. 6.54 0.85 1.410 0.382 0.981 2.13 12.52 1.66 1.19 13.42 14.65
Pen. 11.12 221 4730 0.878 3.083 5.51 32.54 1.71 3.27 32.69 40.45
Seed. 7.89 1.02 1.693 0410 1.376 2.62 15.07 1.78 0.78 5.71 5.57
Tic-Tac. 11.10 0.85 1.506 0.366 1.109 1.99 12.53 1.40 1.26 13.78 13.57
Vert.(2cl.) 5.65 0.85 1.362 0.422 1.084 2.38 12.57 1.30 0.78 7.72 7.53
Vert(3cl.) 5.75 1.02 1.697 0.392 1.427 2.38 15.01 1.53 0.92 7.21 7.59
Average 8.42 1.04 1974 0.44] 1.407) 2.46 15.41 1.67) 1.32 14.31 16.39

! Total: Total Power ? SG: Spike-generator power *> LSG: Learnable SG power

3.2.6.2. Accuracy

For a robust estimation of accuracy, we selected the top-k models (k = 3) from 10 independent training
runs with different random seeds. The average accuracy and standard deviation were then calculated from
these models on the test set. For robustness-aware training, we injected noise onto the weights to emulate
imprecise hardware components. Since the evaluation results on the test set are not deterministic, we
sample each test dataset 10 times per model in the robustness case and average the results.

3.2.6.3. Power

To evaluate the efficiency of the proposed pSNN architecture, we estimated the total power consumption
by summing the contributions of three distinct components: the crossbar array, the negation circuit
(inverter), and the spike-generation (LSG) circuit. Each component is modeled based on its specific
electrical behavior to ensure accurate and hardware-relevant power estimates. To estimate the power of
the crossbar and the negation circuit we used similar methods as in prior works [243]. Estimating the
power consumption of the LSG circuit is more complex due to its temporal and nonlinear behavior. To
address this, we trained a feed-forward neural network to predict the LSG power based on the learned
hardware parameters {;. This power model was trained on a dataset of SPICE simulations with a wide
range of parameter combinations and input patterns. The data was split into a training (70%), validation
(15%) and test (15%) set. After hyperparameter optimization we trained a feed-forward network with 3
hidden layers (256, 128, 64) until the validation accuracy did not change for 100 epochs. The resulting
test loss (MSE) was 7.0 - 107°.

3.2.7. Result

Table 3.5 reports per-dataset classification accuracy under standard (non—robustness-aware) training for
four models: the reference SNN, P-ANN, baseline P-SNN, and proposed pSNN. Averaged across all
datasets, the SNN achieves 88.6 % accuracy, followed by P-ANN at 83.6 %, pSNN at 83.0 %, and P-SNN
at 74.8 %. To assess robustness under hardware variability, we trained and evaluated each model with
+10% random weight perturbations ( Table 3.6). Under these perturbations, P-ANN achieves 78.6 %,
PSNN 78.1 %, and P-SNN 73.8 %.

Figure 3.14 plots energy consumption in millijoules (mJ) for P-ANN, P-SNN, and pSNN across all
datasets: P-ANN ranges from 13.50 mJ (Bal) to 55.50 mJ (Cardio); P-SNN ranges from 3.57 mJ (Breast)
to 14.19 mJ (Pen); and pSNN ranges from 1.99 mJ (Breast) to 9.25 mJ (Pen).
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Table 3.7 compares power consumption (mW), area (cm?), and training time (hr) for P~-ANN, P-SNN,
and pSNN across all datasets. On average, P-ANN consumes 8.42 mW, occupies 2.46 cm?, and requires
1.32 hr of training; P-SNN consumes 1.97 mW, occupies 15.41 cm?, and requires 14.31 hr; and pSNN
consumes 1.41 mW, occupies 1.67 cm?, and requires 16.39 hr. Additionally, on average, the LSG circuit’s
power drops from 1.04 mW in the printed SG[253] to 0.44 mW.

Discussion The comparison between the proposed P-LSNN architecture and the baseline P-SNN model
demonstrates notable improvements in accuracy, area, and energy efficiency. Incorporating learnable
adaptive parameters into the LSG circuit significantly enhances performance across several datasets. In
particular, certain benchmarks exhibit substantial accuracy gains, while others maintain performance
levels comparable to the baseline.

On average, the P-LSNN achieves an 8.2 % increase in classification accuracy relative to the P-SNN
model. In addition to improved accuracy, the P-LSNN also shows a considerable power reduction.
Specifically, the average energy utilization of the P-LSNN (as shown in Figure 3.14) is reduced by 28.7 %
compared to P-SNN and by 83.2 % when compared to the P-ANN baseline [243]. Our experiments
also reveal that, on average, our proposed LSG reduced the power consumption by 57.6% compared to
previous works[253] resulting in a highly energy-efficient printed SNN. Also, the large capacitors (10 puF)
in the P-SNNs[253] significantly increased area requirements. By reducing capacitor values from 10 pF to
10 — 100 nF range, the proposed P-LSNN’s average circuit area is significantly reduced by 89%, which is
much smaller than the P-SNN and even smaller than the P-ANN (2.46 cm?). Thus, the remaining trade-off
for the P-LSNN model is the increased training time—averaging 16.39 hours, compared to 1.32 hours for
the P-ANN and 14.31 hours for the P-SNN. Despite this longer training duration, the considerable gains
in power efficiency, reduced area footprint, and improved robustness justify the additional training cost.

Furthermore, the robustness was also evaluated under 10% process variation by injecting noise into
the network weights and learnable circuit components. As expected, both P-SNN and P-LSNN models
exhibited a slight degradation in performance. The P-SNN showed an average drop of 1.0%, while
the P-LSNN experienced 4.9% reduction. This is attributed to the fact that, for P-SNN, the SG circuit
components were excluded from noise injection, whereas in the P-LSNN, all learnable parameters were
subject to variation. Despite this, the average accuracy of the proposed approach under variation remained
3.3% higher than that of the baseline without variation, underscoring the robustness and generalization
capacity of the proposed approach.

Overall, the integration of adaptive parameters into the LSG not only improves accuracy and power
efficiency but also improves the circuit adaptability with respect to the spike-timing events and also
offers resilience against practical variability, making P-LSNN a promising candidate for ultra-low-power
adaptive neuromorphic applications.

3.3. Temporal Processing and On-Sensor Intelligence

p-NNs must be not only energy efficient but also robust to time-series data and temporal distortions and
sensor-level noise. Moreover, in many applications it is desirable to perform classification directly at the
sensor to minimize communication energy. This section covers three complementary directions:

1. Temporal processing with learnable filters in p-NNs.
2. Robustness-aware adaptive temporal filters (ADAPT-p-NN).

3. On-sensor digital intelligence via bespoke ADC and decision-tree co-design.

3.3.1. Recurrent Neural Networks (RNNs)

RNN were primarily proposed to handle inputs with variable lengths, as the input dimensionality for
an MLP is pre-determined. By incorporating an internal hidden state h, an RNN is then capable of
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Figure 3.16.: Schematic of a 3-input 4-output pTPB that receives sensor signals and yields outputs to subsequent devices.

processing variable length inputs through repeated state updates. RNNs have demonstrated remarkable
success in areas such as handwriting recognition [34]. Notably, RNNs are theoretically Turing-complete,
meaning that they can execute arbitrary programs to process any given input sequences [16]. A general
formulation of RNN state equations is given by

hi = fi(fa(hi-1) + f(xx))s
vk = fa(hg),

where the subscript k € {0, 1, - - -, K} refer to the iteration (time step), hy is the internal hidden state at the
k-th step, xx denotes the input at the k-th step, and y represents the output at the k-th step. Moreover,
the functions fi(-),- - -, fa(:) are classic operations in ANNS, such as learnable affine mappings and/or
activation functions. The specific choices of them vary across different network architectures, e.g.,
in Elman RNNs [11], f2(-) and f3(-) are weighted-sum operations with biases, while fi(-) and f;(-) are
functions of learnable linear mappings with activation functions.

(3.21)

3.3.2. Modeling of Temporal Processing Unit

The structure of the pTPB is represented in Figure 3.16. It can be seen that the most essential part in the
circuit are framed by the blue boxes, which consist of capacitors and resistors, resembling RC low-pass
filters. Therefore, we will first model these filters while considering their coupling with the rest of the
circuit. Afterwards, we will develop the model to cover the entire pTPB.

Modeling of single filter Initially, we concentrate on modeling the filter without considering its coupling
to the successive circuit. Taking the first unit in Figure 3.16 as an example, we obtain:

I}F? = (Vll:z - VoI;t) /RF!
It = CFdVE,, /dt,
11}; = I(F:, (3.22)

where the superscript (-)f indicates the values in this filtering unit. Therefore, the differential equation of
the capacitor voltage V¥ . with respect to time can be expressed by

dV(fut _

1 ¢ 1 g
ar  RECEowt T RECEVin
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By using backward Euler integration, we obtain the update of the V¥:

. RECF At .
Voutk = RECF + At Voutk-1+ RFCF + At Vink
=f =1-p

= ﬂVOFutk—l + (1 - ﬂ)Vll:,k’

where At refers to the step size of the temporal discretization, V' ¢ and V%, , are the input and output of
the filter at time step k. Evidently, B € (0, 1) depends on RF and CF, thus, by finding suitable RF and CF, a
desired filtering behavior can be achieved. In this work, as these values will be learned jointly with the
crossbar resistors to fit the specific tasks, we refer to these units as learnable filters.

Modeling of coupled filter To connect the learnable filters with the resistor crossbars, it is imperative to
take their coupling into account. This coupling primarily results from the fact that the current flowing
through the resistor RY does not fully feed into the capacitor CF, but is partially shunted towards the
crossbar, see red arrows in Figure 3.16. To reflect this coupling in our model, we modify Equation 3.22 to

III; — Ig‘ + Icouple = ‘UIF,

with 1°°UPle refers to the coupling current flows towards crossbar, and y := 1 + [couPle /Ig is a decoupling
factor. Consequently, Equation 3.23 is reformulated to

F ~F
F__MRC F At F
Vourk = URECE + At Vourk-1+ URECT + At Vink
:;ﬁ’ ::l_ﬁl
= BVE k-1 + (1= BV, (3.24)

It is notable that y is contingent on the values of RY, C' and R®, which vary continuously during the
training process. Additionally, p is also determined by the frequency of the input signal, which is generally
agnostic in the design stage. Therefore, to consider the circuit coupling in the training process, we
determine the general range of u through the SPICE simulation with the pPDK [129]. Specifically,
by performing SPICE simulations on the target datasets (see subsection 6.1.4) with general printable
resistances and capacitances, we empirically determined u € [1, 1.3] for the given applications. More
details can be found in paragraph 3.4.5.

3.3.3. Modeling of Temporal Processing Block

Although Equation 3.24 emulates Equation 3.21, it possesses only one learnable parameter, i.e., f’. To
expand the design space, and better mimic the expressiveness of classic RNNs, a more sophisticated
combination of the learnable filters, crossbars, and ptanh circuits should be designed.

As sketched in Figure 3.16, to match analogous computational capabilities of classic Elman RNNgs,
we first pass the input voltages through resistor crossbars followed by ptanh activation circuits, before
feeding them to the filters. Here, the ptanh circuits are introduced to decouple the learnable filters from
the preceding crossbars, because proper weighted-sum computation through the crossbar necessitates a
negligible output current IS, ,. However, the resistivity of the filter circuit is much lower than the crossbars.
Additionally, we also apply an identical process to output voltages from learnable filters. In the rest of the
work, we refer to this stack of primitive layers as a pTPB, i.e., the whole circuit exemplified in Figure 3.16.
Consequently, the mathematical model of a pTPB can be described as

Vi ="0V,_, +(1-")optanh(W,V}" +by),

(3.25)
vout = ptanh(WzVi + by),
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where Vik” € RNim and Vz’” € RNout vectorize the input and output voltages of the pTPB at time point k.
Vi € RM summarizes the output voltages of the filter layer and ’ € RM collects the ’ values of each filter.
Moreover, W; € RNe>*Nin b e RNF W, € RNowsXNe and b, € RNour denotes the weighted-sum operations
emulated by the corresponding crossbars. Additionally, "®" indicates element-wise multiplication.

By comparing Equation 3.25 with Equation 3.21, we conclude that, the designed circuit layer represents
an instance of an RNN with fi(:) and f>(-) being identity functions, while f5(:) and fy(-) are weighted-sums
followed by activation functions.

Notably, a pTPNN may consist of multiple pTPBs connected successively for accomplishing more
intricate computational tasks. In case of multiple pTPBs, we denote the initial input voltages (typically
sensor signals) by xi, and represent the final output of the last layer in the circuit by yx(’, g Xk, Xk—1, - *» X0),
which is a function of ’ in the learnable filters, the crossbar conductances g, and the input voltages at all
time steps Xg, - - +, Xo-

3.3.4. Training of pTp-NNs

In case of training basic p-NN (without pTPB), the cross-entropy loss L(-) can be minimized with respect to
crossbar conductances g to decrease the mismatch between the label y and the circuit prediction y(g, x) for
an input x, and thus improve, e.g., the classification accuracy. In contrast, the pTp-NNs is time-dependent
and allows to obtain predictions for each time step yx based on the current input x; and previous inputs
Xk—1,"**,Xo. We thus consider the temporal dynamics of the circuit output and, to encourage consistent
correct classification at every point in time, the objective function can be modified to

1 K
minimize — Z L (y(s 8 Xp» Xk—1, * *»X0) ) - (3.26)
"8 K=

L.gXK,X0,Y)

Additionally, it is necessary to consider the dependency of the decoupling factor p and the initial voltages
of the capacitors. The former has been previously mentioned in subsection 3.3.2, while the latter is
generally caused by the preceding input signal. To reduce the dependencies of the circuit coupling (u) and
the initial voltage Vg on the results, we integrate our loss function over the value ranges for both variables,
assuming [1, 1.3] for p, and [0, 1] for Vg. Through this, we should achieve a configuration of that learnable
parameters g and ’ that is robust to the choice of either value, which leads to the training objective of

minimize J L, g XK+ X0, Vs s Vg) du dVg.
'8

Unfortunately, no analytical solution for the integral (or its gradient with respect to the learnable parameters)
exists. We thus rewrite the minimization of the training objective using equivalent formulation as an
expected value

min,i’gnize Ep(u),p(Vg) {L(', g, XKs "+ 5 X0, Vs Vg)}, (3.27)

which allows to obtain Monte Carlo estimates of the function value (and its gradients) whenever needed.
Consequently, based on the ranges for Vg and p, we choose p(Vg) = U[0,1] and p(u) ~ U[1,1.3], i.e.,
uniform densities over their assumed ranges.

Notably, given that the circuit operates continuously on input signals rather than performing a one-time
computing, the circuit latency is implicitly incorporated in the training objective Equation 3.27. By
encouraging more correct classifications at each time step, the circuit should be trained to achieve correct
output as fast as possible.

Discussion In this section, we modeled the learnable filters with consideration of the circuit coupling.
Subsequently, we proposed the pTPB for temporal data processing, and shown that the proposed pTPB
forms an instance of RNN. Finally, we formulated the optimization objective for the pTp-NNs. While
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Dataset RG p-NN Elman RNN pTPNN

CBF 0.335 | 0.456 +0.038 | 0.683 +0.036 | 0.907 +0.015
DPTW 0.441 | 0.507 +£0.006 | 0.764 + 0.012 | 0.654 + 0.007
FRT 0.520 | 0.597 +£0.120 | 0.795 + 0.030 | 0.761 + 0.076
FST 0.492 | 0.509 +0.066 | 0.798 + 0.068 | 0.765 + 0.015
GPAS 0.390 | 0.452 +0.003 | 0.768 = 0.023 | 0.682 + 0.106
GPMVF 0.567 | 0.637 +£0.054 | 0.829 +0.108 | 0.891 +0.163
GPOVY 0.557 | 0.540 + 0.007 | 1.000 + 0.000 | 1.000 =+ 0.000
MPOAG 0.483 | 0.560 +0.042 | 0.708 + 0.035 | 0.712 + 0.006
MSRT 0.283 | 0.261 £0.008 | 0.625 = 0.068 | 0.503 + 0.208
PowerCons | 0.445 | 0.651 +0.010 | 0.982 + 0.008 | 0.801 + 0.040
PPOC 0.655 | 0.711 +£0.001 | 0.724 + 0.006 | 0.743 + 0.005
SRSCP2 0.464 | 0.489 +0.011 | 0.742 £ 0.010 | 0.782 + 0.010
Slope 0.501 | 0.559 +0.002 | 0.963 + 0.036 | 0.898 + 0.159
SmoothS 0.268 | 0.447 +£0.011 | 0.648 £ 0.010 | 0.694 + 0.063
Symbols 0.152 | 0.141 +£0.002 | 0.660 + 0.049 | 0.670 + 0.052
Average 0.437 | 0.501 £0.025 | 0.779 £ 0.033 | 0.764 £ 0.062

Table 3.8.: Results on 15 benchmark time-series datasets: mean and standard deviation of accuracy from random guess (RG),
previous printed neural network (p-NN), Elman recurrent neural network (RNN), and printed temporal processing neuroal
network (pTPNN).

this work does not currently consider variations in printed circuits into the training objective, similar
variation-aware training as proposed in [242] could be introduced in the future work to overcome the
sensitivity of analog computing systems to the variations.

Another challenge of this process pertains to the values of the decoupling factor y. To minimize
the coupling effect, the resistances in the filters are designed with lower values (<1kQ) than that of
the resistors in crossbars (100kQ-10MQ), while the capacitances are designed as high as the printing
technology allows (100nF-100pF). In this work, we determined the range of y by analyzing of signal
frequencies in the experimental datasets (see subsection 6.1.4) and conducting SPICE simulations with
pPDK [129]. Notably, this range of p has taken into account the cases in which the filters might be
connected to multiple (up to five) crossbars, which will aggravate the circuit coupling by elevating the
coupling current Je°uPle

3.3.5. Evaluation

To evaluate the pTPNNs, we implemented the proposed approach® with PyTorch [149] and conduct
experiments on 15 benchmark time-series datasets. As the functionality of the printed neuromorphic
hardware has been experimentally validated in [144], [202], [278], the experiment is conducted at
simulation level based on the pPDK [129].

5 The code is available at https://github.com/Neuromophic/LearnableFilters.
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3.3.6. Experiment

First, we sourced all datasets from the UCR time-series classification archive [119]. Afterwards, we
filtered out datasets based on their complexity. Only datasets with Nj, and N,,; below 10 are kept to
match the typical complexity of the target applications of PE. Subsequently, we preprocess the datasets by
resizing the series lengths uniformly to 128, normalized the signal values to the range of [—1, 1], reshuffle
and split the datasets into training (60%), validation (20%), and test (20%) sets. Then, we leveraged a
2-layer RNNs as a baseline to remove datasets whose difficulty surpassed the capabilities of general RNNs.
Ultimately, the top 15 datasets with optimal RNN performance are retained for the further experiment.

3.3.6.1. Training Setup

For each dataset, we adopt a 2-layer pTPNN (consisting of two pTPBs) with the number of learnable filters
Nr equaling to Ny,;. To minimize the objective function, we use the gradient-based Adam optimizer with
default parameterization to conduct full-batch training to update the optimization parameters. The initial
learning rate is set to 0.1 and get halved after every 100-epoch patience (consecutive updates without
improvement) on the validation loss. The training process stops once the learning rate has been reduced
below 107°. The entire training procedure is replicated 10 times, employing different random seeds
ranging from 0 to 9. This aims to mitigate the potential impact of unfavorable initialization, and thus to
ensures a sufficiently good solution.

3.3.6.2. Baselines

For comparison, we consider 2-layer basic p-NNs without pTPB as a baseline. The topology mirrors
that of the pTPNNs, i.e., Nip-Np-Nyy,; with N = N,,,;. This comparison intends to assess the temporal
processing ability of both p-NNs and pTPNN. Since p-NNs are unable to process temporal sensory data,
the classification results should form random guesses (RG), which refers to always predicting the most
probable class in training data. Besides, we also compare the pTPNNs with the RNNs that we strived to
mimic. Specifically, we adopt the Elman RNNs provided in PyTorch, and analogously, we utilize 2-layer
RNNs with the number of hidden states (equivalent to the number of learnable filters Ng) being equal to
Noy:. After hyperparameter tuning, we initiate the learning rate for RNNs to 0.01, while all other training
setups are kept identical to those of the pTPNNs.

3.3.7. Result

After training, we select the top three models (trained with three different random seeds) for each dataset
according to the accuracy on the validation set. Note that, in accordance with the objective proposed
in subsection 3.3.4, we have computed the classification accuracy at every time step, and subsequently
average these accuracies over time to yield the overall classification accuracy on a dataset. These selected
models are then evaluated on the test set. Ultimately, for each dataset, we summarize its mean accuracy
with respect to random seeds and the corresponding standard deviation. The result is presented in Table 3.1.
To obtain a straightforward insight on the effectiveness of each models in various scenarios (datasets),
we also averaged the accuracy and standard deviation with respect to datasets. The averaged values are
reported in the last row of Table 3.8.

Hardware Cost To investigate the additional hardware resources required by the new circuit design, we
collect the device counts and total power consumption of both the previous p-NNs and the proposed
pTPNNs in different application scenarios (i.e., datasets). Analogously, we averaged the hardware costs
across all datasets to report a comprehensive comparison regarding the hardware costs between the
pTPNN and its p-NN counterpart. The results can be seen in Table 3.9.
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Dataset #Transistor #Resistor #Capacitor #Total Device Power (mW)
p-NN | pTPNN | p-NN | pTPNN | p-NN | pTPNN | p-NN | pTPNN | p-NN | pTPNN
CBF 18 24 57 84 - 6 75 114 0471 | 0.653
DPTW 36 48 150 222 - 12 186 282 1.069 | 1.501
FRT 12 16 34 50 - 4 46 70 0.272 | 0.372
FST 12 16 34 50 - 4 46 70 0.276 | 0.342
GPAS 12 16 34 50 - 4 46 70 0.221 | 0.374
GPMVF 12 16 34 50 - 4 46 70 0.302 | 0.389
GPOVY 12 16 34 50 - 4 46 70 0.289 | 0.324
MPOAG 18 24 57 84 - 6 75 114 0.454 | 0.625
MSRT 30 40 115 170 - 10 145 220 0.862 | 1.188
PowerCons 12 16 34 50 - 4 46 70 0.312 | 0.363
PPOC 12 16 34 50 - 4 46 70 0.226 | 0.381
SRSCP2 12 16 44 60 - 4 56 80 0.294 | 0.472
Slope 12 16 34 50 - 4 46 70 0.320 | 0.388
SmoothS 18 24 57 84 - 6 75 114 0.436 | 0.610
Symbols 36 48 150 222 - 12 186 282 1.143 | 1.526
Average 18 23 60 88 - 6 78 118 0.463 | 0.634

Table 3.9.: Hardware costs of p-NN and printed temporal processing neural network (pTPNN).
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Figure 3.17.: Schematic of a 6-input 4-output pTPB including sensory signals from various inputs, processed through a
weighted-sum resistor crossbar, second-order low-pass filters (LPF), and a printed tanh-like activation circuit. Signal flows are
shown in both time and frequency domain of both printed filters.

Discussion As can be seen in Table 3.8, basic p-NNs without pTPB are unable to process temporal
data, and thereby only achieve similar classification accuracy to that of the random guess. However, by
comparison of averaged performance between pTPNNs and basic p-NNs, it reveals that pTPNNs are
indeed capable of processing time-series data. Moreover, such capability for temporal signal processing
requires only approximately 1.5x more devices and 1.3X more power consumption. By comparing the
performance of pTPNNs with RNNs, we conclude that the pTPNNs can attain a comparable (98%)
classification accuracy to their completely hardware-agnostic Elman RNN counterparts. Interestingly, a
closer observation of Table 3.8 reveals that pTPNNs and RNNs do not consistently yield comparable
performance on every dataset. Their accuracy differs significantly on datasets such as CBF, DPTW,
PowerCons, and SmoothS. This may be due to the physical limitations of the circuits (and consequently
their distinct computational models).
In summary, the temporal pTPNN work demonstrates that:

* Time-series tasks in PE can be tackled with bespoke temporal filters integrated directly into the
analog NN, rather than resorting to external digital RNNs.

¢ Circuit-level coupling must be modeled explicitly; otherwise the interaction between filters and
crossbars could lead to unstable or inaccurate behavior.

» However, the training objective does not yet include process variation or sensor noise; thus, pTPNNs
can still be sensitive to the large device variations characteristic of PE.

These limitations motivate the robustness-aware ADAPT-p-NN framework.

3.4. ADAPT-p-NN: Robust Temporal Filters under Variability and Sensor Noise

p-NNs are designed to enhance silicon-based electronics, particularly in cost-effective edge computing
applications like wearable devices or smart packaging. In some scenarios, such as stress detection [278],
the absolute values of sensory signals may not provide significant insights due to individual variability.
Instead, the temporal dynamics of these signals are more informative. Previous approaches have utilized
first-order low-pass filters (LPFs) in p-NNs for basic input signal processing tasks. While the first-order
LPFs can reduce high-frequency noise and capture signal trends, they are often inadequate for the dynamic
nature of sensor signals, which require more complex analysis. This shortfall limits their utility in
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accurately processing data for applications such as stress detection, where signals can vary widely between
time and amplitude.

To overcome these limitations, we propose a learnable second-order filter (SO-LF) within p-NNss.
Second-order filters offer a superior dynamic response compared to first-order filters, making them more
adapted to handling the intricacies of temporal sensory data due to their sharper cutoff and better signal
component separation, and are essential for capturing and analyzing both the temporal changes in input
signals and also noisy input-data.

We achieve this by integrating two learnable printed resistors and capacitors connected back-to-back (as
shown in Figure 3.17), thus enabling the circuits to retain and process temporal sensory information and
emulating the characteristics of second-order RC low-pass filters. To design the bespoke signal processing
behaviors for target tasks, we have developed the mathematical model for the proposed variation-aware
second-order pTPB and the corresponding ADAPT-p-NN. This includes an optimization objective that
allows the components within pTPBs (such as capacitance) to be fine-tuned along with the resistances in
the crossbars, which act as weights and biases. This approach enables us to understand and optimize the
performance of p-NNs and adapt to variations in input sensors and physical units. Additionally, in the
proposed robustness-aware framework, we incorporate data augmentation techniques during both the
training and testing phases.

3.4.0.1. Modeling of second-order filter

To model the second-order learnable filter (SO-LF), we consider it as two successive first-order learnable
filters. Initially, we analyze the model of a first-order learnable filter without considering its coupling to
the subsequent circuit. The relationship between the input and output voltage is derived and represented
in Equation 3.28. The discrete-time update equations for Voi‘t,K and VO?LK are shown in Equation 3.29
and Equation 3.30, respectively.

RFCF At
F _ F F
Vout,K - RFCF + AtVOHt,K + RFCF + At‘/in,K (328)
F ~F
noo RG e A yn (3.29)
out,K Rfcf +At out,K Rfch +At in, K
F ~F
F, R2 CZ F, At F (330)

= —_— + —V

out,K Rgcg + At out,K Rgcg + At out,K

In these equations, At refers to the step size of the temporal discretization. The variables Vlf: e V(f]lt o

and V5 represent the input, intermediate, and output voltages of the filter at time step k, respectively.

out,k

By appropriately selecting the resistor values RF, RF and the capacitor values CF, CF, a desired filtering

behavior can be achieved. Despite previous work, in our approach, the resistors and capacitors are trained

separately. In this work, these values are learned along with the crossbar resistors to optimize performance
for specific tasks.

3.4.0.2. Modeling of second-order coupled filter

To connect the learnable filters with the resistor crossbars, as shown in [260], it is imperative to consider
their coupling effects. This coupling primarily arises because the current flowing through the resistor
Rf does not entirely feed into the capacitor CF'; similarly, the current through Rg does not fully enter CZF .
Instead, a portion of the current is shunted towards Rg and the crossbar, respectively, as indicated by the
red arrows (IlcouPle) and (IZCOUPIC) in Figure 3.17. Equation 3.31 and Equation 3.32 depict this decoupling,
while Equation 3.33 and Equation 3.34 represent the decoupling factors.

Consequently, Equation 3.35 and Equation 3.36 are reformulated to account for these factors. Addition-
ally, p is influenced by the frequency of the input signal, which is typically unknown during the design
stage. To incorporate circuit coupling into the training process, we determine the general range of y
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Figure 3.19.: Time-series augmentation techniques applied on PowerCons dataset: original, jittering, time-warping, magnitude
scaling, and frequency-domain augmentation.

through SPICE simulations using the pPDK [130]. Specifically, by performing SPICE simulations on
the target datasets with general printable resistances and capacitances, we empirically determined that
u € [1,1.3] for the given applications.

F

out,K =

o _
outK ~

If =I5, + 1o (3.31)
Ik, = 15, + IO (3.32)
= Ik, (3.33)
1%, = plIf, (3.34)

RiCy F At F
1 s~ yh 3.35
pRECE + At Ky RECE + A ™K (339

F ~F

B  yn At s (3.36)

—r2 f—V
RECE + At oK L RECT 4+ A O0nK

The SO-LF enhances the robustness of the model under variations. During training, we consider
variations on both the components and the input data to further improve robustness.
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3.4.1. Variation-Aware Training of proposed Second-Order Filter

In this framework, the parameters 6 (corresponding to the printed resistances), R (resistors), and C
(capacitors) of the SO-LFs are trainable and subject to process variations. These trainable parameters
are modeled as random variables during training: 8 ~ p(0), C ~ p(C), and R ~ p(R), with distributions
representing the process variations. Furthermore, the decoupling factor () and the initial voltage (VOF )
are modeled as random variables but are not trainable.

To account for these variations, we use a reparameterization strategy: 6 = 0y © €9, C = Cy © €c, and
R = Ry © eg, where €y, €c, and eg are random variables that follow distributions p(e). This allows us to
model process variations while still optimizing the trainable parameters 9, R, and C.

The training objective is to minimize the expected loss:

F
L = Ep0) p00p®pp075) [ L0 C R XK+, %0, 1. Vg )]

(3.37)
= I L(0,C,R xk, -+, X0, ¥, 4y VOF) d0dCdRdu dVOF
which is approximated via Monte Carlo sampling:
1 Y -
L~ 5 253 L0O Co Rixic -+, x0. i Vi) (3.38)
i=1

This leads to the final training objective in Equation 3.39, which ensures optimal accuracy and robustness
against variations.

I F
glcl’l}zﬁg-z(eiaciaRiaxKan ‘>x0aYa ;ui’ ‘/O,i) (339)

Table 3.10.: Result on 15 benchmark time-series datasets: (a) hardware-agnostic Elman recurrent neural network (RNN), (b)
baseline printed temporal processing neural network (pTPNN), (c) robustness-aware ADAPT p-NN under precision printing

(£10% variation) and perturbed input data.
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Dataset Elman RNN pTPNN ADAPT-p-NN
(Reference Acc.) (Baseline) (Robustness-Aware)
CBF 0.683 = 0.036 0.615 + 0.142 0.877 = 0.006
DPTW 0.507 £ 0.006 0.462 + 0.003 0.700 £+ 0.008
FRT 0.597 £0.120 0.514 £ 0.003 0.677 £ 0.021
FST 0.509 £ 0.066 0.540 + 0.000 0.591 £ 0.086
GPAS 0.452 £ 0.003 0.564 £ 0.012 0.568 + 0.004
GPMVF 0.637 = 0.054 0.760 = 0.010 0.900 + 0.010
GPOVY 0.540 + 0.007 0.881 £ 0.030 1.000 = 0.000
MPOAG 0.560 + 0.042 0.483 £ 0.006 0.654 £ 0.021
MSRT 0.261 £ 0.008 0.317 £ 0.022 0.531 £ 0.004
PowerCons 0.651 £ 0.010 0.797 £ 0.865 0.880 £ 0.018
PPOC 0.711 = 0.001 0.664 = 0.005 0.660 = 0.000
SRSCP2 0.489 +£ 0.011 0.519 £ 0.010 0.525 £ 0.001
Slope 0.559 £ 0.002 0.587 £ 0.041 0.765 £ 0.016
SmoothS 0.447 £ 0.011 0.653 £ 0.015 0.864 +£0.011
Symbols 0.141 £ 0.002 0.369 £+ 0.050 0.697 £ 0.003
Average 0.501 £ 0.025 0.582 + 0.031 0.726 +£ 0.014
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Table 3.11.: Comparison of Runtime (Average)

Models Elman RNN pTPNN | Robustness-Aware
(Reference acc.) | (Baseline) ADAPT-p-NN
Runtime (avg.) 2.345 ms 0.230s 2.537s

3.4.2. Variation in Input Sensor

To improve robustness, we employ several data augmentation techniques during training, enhancing
dataset variability and enabling the model to generalize to unseen conditions. The augmentations used for
time-series data include frequency-domain noise to simulate signal distortions (applied to datasets like
PowerCons and SmoothS), random cropping to mimic partial data availability (effective for datasets such
as MSRT and Symbols), jittering to introduce sensor inaccuracies, time warping to alter the temporal
dynamics, and magnitude scaling to simulate changes in sensor readings. These techniques collectively
simulate real-world sensor variations, improving model robustness by creating a more diverse and resilient
training set. Figure 3.19 shows the application of the combined data augmentation techniques on the
PowerCons dataset.

3.4.3. Evaluation

The temporal processing block primitives in Figure 3.17 (top (c)-(g)) were designed using the well-
established n-EGT pPDK [152]. We obtained the filter magnitude, impulse response and the cutoff
frequencies from the SPICE simulations in Cadence Virtuoso®. The resistances in the filters are designed
with lower values (<1kQ) than that of the resistors in crossbars (100kQ-10MQ), while the capacitances
are designed as high as the printing technology allows (100nF-100pF) to minimize the coupling effect.

3.4.4. Experiment

We have considered 15 datasets from the UCR Time Series Classification Archive [73]. The datasets
were preprocessed by uniformly resizing the series lengths to 64, normalizing the signal values to the
range of [—1, 1], and reshuffling and splitting the datasets into training (60%), validation (20%), and test
(20%) sets. We used a 2-layer RNN as a reference accuracy model and pTPNN as baseline.

For data augmentation, we employed the tsaug framework [186] to apply the augmentation techniques.
The augmented data was combined with the original unaugmented data, and both were used during
training, validation and testing.

Training Setup For each dataset, we utilize a 2-layer robustness-aware pTPNN, which includes two
second-order pTPB layers per layer, with the number of learnable filters Ny matching the number of inputs
for that layer. To optimize the objective function, we employ the AdamW optimizer[107] with default
settings for full-batch training to adjust the optimization parameters. The initial learning rate is set at 0.1
and is halved after every 100 epochs of no improvement in the validation loss (patience). Training is
terminated once the learning rate falls below 10~°. This training process is repeated 10 times, each with a
different random seed ranging from O to 9, to reduce the risk of poor initialization and ensure a robust
solution.

For experiments involving data augmentation, we used Ray Tune [125] to tune hyperparameters such as
crop size, noise level, and time warping. The optimal configurations for each dataset were applied during
training. All implementations and training were done in PyTorch [149].

6 https://www.cadence.com/en_US/home.html
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Table 3.12.: Hardware Costs for baseline pTPNN[260] vs proposed Robustness-Aware ADAPT-p-NN

Dataset #Transistors #Resistors #Capacitors #Total Devices MMH&MW.
pTPNN Proposed | pTPNN Proposed | pTPNN Proposed | pTPNN Proposed | pTPNN Proposed

CBF 24 59 84 147 6 24 114 230 0.653 0.06
DPTW 48 126 222 337 12 24 282 487 1.501 0.06
FRT 16 29 50 71 4 12 106 112 0.372 0.03
FST 16 30 50 75 4 12 70 117 0.342 0.03
GPAS 16 36 50 86 4 12 70 134 0.374 0.03
GPMVF 16 38 50 86 4 12 70 136 0.389 0.03
GPOVY 16 37 50 82 4 12 70 131 0.324 0.03
MPOAG 24 61 84 146 6 24 114 231 0.625 0.06
MSRT 44 127 170 335 6 60 210 522 1.188 0.15
PowerCons 16 34 50 79 4 12 70 125 0.363 0.03
PPOC 16 23 50 67 4 12 70 102 0.381 0.03
SRSCP2 16 32 60 89 4 12 70 133 0.472 0.03
Slope 24 27 50 72 6 12 114 111 0.388 0.03
SmoothS 16 59 84 148 4 24 70 231 0.610 0.06
Symbols 48 136 222 391 12 84 282 611 1.526 0.210
Average 23 57 88 147 6 23 118 228 0.634 0.058
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Figure 3.20.: Average accuracy comparison of variation aware (VA), augmented training (AT), and second-order learnable filters
(SO-LF) and combined (VA +SO-LF+AT) with baseline using an ablation study.

3.4.5. Result

To evaluate the accuracy of our proposed robustness-aware ADAPT-p-NNs’, we conducted a series of
experiments and compared the results against a baseline model and a reference model. The baseline is a
2-layer no-variation-aware pTPNN, while the reference model is a 2-layer Elman RNN, as implemented
in PyTorch[149].

After training, we selected the top three models for each dataset based on their accuracy on the test set.
The selected models were evaluated on an augmented test set with a 10% variation in physical components.
For each dataset, we report the mean accuracy across random seeds and the corresponding standard
deviation, as shown in Table 3.10. The averaged accuracy and standard deviation across all datasets are
provided in the last row. Additionally, the average runtimes for the proposed ADAPT-p-NN, baseline, and
Elman are reported in Table 3.11. Table 3.12 presents the hardware component and power metrics for the
proposed model. Furthermore, we conducted an ablation study to evaluate the effectiveness of different
configurations under a 10% physical variation scenario: variation-aware (VA) during training, augmented
training (AT), and second-order learnable filters (SO-LF).

Discussion The impact of manufacturing variability on PE cannot be overstated. Variations such as
ink dispersion, droplet irregularities, and missing droplets [99], [181] introduce significant challenges.
These variations are often modeled using uniform distributions and Gaussian Mixture Models at the
device level [129]. As shown in Figure 3.18, a trained no-variation-aware pTPNN, when tested under
these variations, exhibits a significant drop in accuracy. This clearly illustrates the necessity for a
robustness-aware framework, which motivates our exploration in this direction.

The results in Table 3.10 highlight the accuracy of three models: the Elman RNN (reference model),
PTPNN (baseline model), and the robustness-aware ADAPT-p-NN across 15 datasets. The Elman
RNN and the baseline pTPNN achieve an average accuracy of 0.501 and 0.582, respectively, while the
robustness-aware ADAPT-p-NN achieves the highest accuracy of 0.726, leading to = 24.7% improvement
from the baseline, showing the effectiveness of incorporating robustness-aware techniques. Furthermore,
Table 3.11 also shows that while the proposed model requires more computational resources (2.537s on
average, compared to 0.230s for the baseline), significant accuracy gains justify this increase. The trade-off
between computational efficiency and accuracy is important for target application tasks[75], [219] where
robustness to data variability is critical. Moreover, datasets CBF and GPOVY further highlight these
improvements. In CBF dataset, Elman RNN shows an accuracy of 0.683, while the baseline pTPNN is
reduced to 0.615. However, the robustness-aware ADAPT-p-NN improves to 0.877, reflecting the model’s

7 Code is available at https://github.com/KIT-Neuromorphic- Computing/ADAPT- pNC.
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ability to handle complex variations. Similarly, for GPOVY, Elman RNN and baseline pTPNN achieve
0.540 and 0.881, respectively, but the proposed model reaches an impressive accuracy of 1.000. This
demonstrates the model’s capability to generalize effectively in challenging datasets.

Figure 3.20 demonstrates the improvement in mean accuracy across 15 benchmark datasets for different
training configurations. In comparison with the baseline, which achieves = 58% accuracy in both clean
and perturbed data, adding variation-aware (VA) training improves accuracy by 11.6% for clean data and
10.5% for perturbed data. Augmented training (AT) further increases accuracy by 13.3% for clean data
and 15% for perturbed data, accompanied by a decrease in standard deviation. The inclusion of SO-LFs
results in a significant improvement of 24.6% for clean data and 25.1% for perturbed data, while also
reducing both standard deviation and variability.

To investigate the additional hardware resources required by the new circuit design, we collect the device
counts and total power consumption of both existing pTPNN[260] and the proposed ADAPT-p-NNs in
different application scenarios (i.e., datasets). Analogously, we averaged the hardware costs across all
datasets to report a comprehensive comparison regarding the hardware costs between the pTPNN and its
p-NN counterpart. The results in Table 3.12 shows a significant power reduction (~ 91%) at the expense
of additional hardware (~ 1.9X) compared to existing works[260].

In summary, our experiments show that the accuracy improvement from the Elman RNN to the pTPNN
(baseline) is approximately 15%. For the robustness-aware ADAPT-p-NN, this improvement increases to
approximately 45%. Additionally, ADAPT-p-NN requires approximately 1.9 more devices compared to
the pTPNN (baseline). Also, the robustness-aware ADAPT-p-NN, particularly with the variation-aware
(VA) + second-order learnable filter (SO-LF) + augmented training (AT) configuration, provides accuracy
improvement and robustness to perturbations. Although it requires more computational time, the model’s
ability to handle real-world data variability makes it an ideal solution for target tasks that require high
accuracy and reliability.

3.5. On-Sensor Intelligence via Bespoke ADC and Decision Tree Co-Design

The on-sensor co-design work targets a different, but complementary, problem: realizing digital printed ML
classifiers that can operate entirely from printed energy harvesters, including the cost of analog-to-digital
conversion. Printed decision-tree classifiers are chosen due to their simplicity and their suitability for
modestly complex classification tasks in printed applications.

The methodology has three main elements:

* Parallel unary decision trees: Instead of conventional binary-encoded decision trees, the authors
use a fully parallel unary representation of input features derived from flash ADC thermometer
codes. Each tree node compares a single unary bit to a threshold, and tree outputs are implemented
as two-level AND—-OR logic. This drastically simplifies the digital logic.

 Bespoke ADCs: A conventional N-bit flash ADC uses 2V — 1 comparators and outputs a
thermometer code that is then encoded to binary. Here, the encoder is removed, and only the
unary digits required by the decision tree are generated. A bespoke ADC thus retains only those
comparators corresponding to the needed thresholds (“output unary digits”), eliminating all others
and the encoder.

* ADC-aware tree training: Since ADC cost depends on which unary digits are used, tree training
is modified to prefer splits that minimize the number of needed unary outputs and favor lower-order
comparators, which are cheaper in terms of power. This is achieved by augmenting standard
Gini-based training with hardware-aware heuristics and a parameter 7 that trades small accuracy
losses for larger hardware savings.

The entire flow is implemented using a 4-bit flash ADC design in a printed n-EGT pPDK and synthesized
decision-tree logic, evaluated on eight classification datasets representative of printed applications.
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Figure 3.21.: Schematic of: a) conventional 3-bit Flash ADC and b) an example of an equivalent bespoke ADC with four unary
digits of output.

3.5.1. Co-design Framework

This section describes our co-design framework for generating printed Decision Trees. In brief, we first
introduce the architecture of a fully-parallel Decision Tree based on the unary representation and highlight
its area and power benefits over non-unary approaches. Then, we analyze our flash ADC design tailored
for such architectures, and we describe our ADC-aware Decision Tree training that enables minimizing
the ADCs hardware cost while maintaining high accuracy.

3.5.2. Parallel Unary Decision Trees

In unary coding (or else thermometer code), an N-bit binary number is represented by a code of length
2N —1. The count of *1’s in the unary code corresponds to the value being represented. Unary coding can
express many types of numbers, such as integers, fixed-point, etc.

0011111y = 1015 = 540, (3.40)
0.111y = 0.11, = 0.754

A parallel unary format is generally not preferred due to its increased size to represent a number
(N vs. 2N — 1 bits) [229]. However, as we show hereafter, this does not hold in our case and thus we
investigate and propose the implementation of parallel unary printed Decision Trees. As aforementioned,
the unmatched customization in printed circuits enables hardcoding the model’s parameters. As a result,
a comparison I > C, where I is an input and C is a model parameter, becomes I > 0.1011, assuming that
0.1011, is the trained value of C. In unary format C can be written as 0.000011111111111y. Therefore,
although parallel unary representation does not typically make sense in conventional architectures due to
the exponentially increased number of bits to be compared, in bespoke Decision Trees the comparator is
essentially reduced to simply checking a bit from the input:

Unary
I>0.1011, —> I > 0.000011111111111y = I[11] (3.41)

In other words, if the 11% bit of I is 1 then the initial inequality I > C is true. In general, if the most
significant 1 of C is at bit position k, then I > C = I[k]. In addition, the inequality is directly computed
(since I is in parallel format), eliminating the need to wait for bit k to arrive from a serial input. Similar
relations are derived for all comparisons: I > C =I[k+1],I < C = -I[k],and I < C = =I[k + 1]. Note
that in unary format, if I[k] = 1, then I[j] = 1 for all j < k.
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Figure 3.22.: [llustration of how a conventional Decision Tree (a) is translated into unary format, represented by a set of unary
digits. This example assumes Q0.4 formatted values, e.g., 0.75 — 6. (b) depicts the simplified schematic.

The analysis above highlights that in a bespoke Decision Tree, if the inputs are provided in a parallel
unary format, all Tree comparators can be removed. This is perfectly in line with the limited hardware
resources of printed circuits. It is crucial to note that a serial (e.g., temporal) unary representation would
not only enforce a printed-unfriendly multi-cycle operation but would also introduce a significant hardware
overhead such as control circuitry and potentially numerous registers.

Figure 3.22 presents an example architecture of a Decision Tree when its inputs are available in a
parallel unary representation. Instead of traditional comparisons, bespoke unary DTs can now be viewed
as simple logic over a set of unary digits corresponding to the trained parameters (e.g., I;[3], I4[2], I2[6]).
The truth table for each label of the unary Decision Tree example is also depicted. As shown, only a few
gates are sufficient. Each label is obtained through a simple two-level logic (e.g., AND—OR), and each input
signal in this two-level logic denotes a node in the Decision Tree.

3.5.3. Bespoke ADCs

As shown in the previous section, ensuring the availability of inputs in a parallel unary representation
minimizes the hardware overheads of printed Decision Tree classifiers. As shown in Figure 3.21a, the
flash ADC calculates an intermediate result, which is the thermometer code of the input signal (each U;
denotes if Vi, is larger than Vier). As a result, by simply removing the encoder, we not only decrease the
ADC’s hardware requirements but also achieve our objective: transforming the sensor input into a parallel
unary representation before supplying it to the Decision Tree classifier. This also further justifies our flash
ADC consideration.

To further improve the hardware-efficiency of our ADCs, we also implement them in a fully customized
manner. The simplified Decision Tree design described above (e.g., Figure 3.22) relies on a parallel unary
representation of its inputs. However, as indicated by (3.41), each comparison requires only a specific
input bit. Consequently, the remaining unary digits, if not needed for another comparison, can be discarded
and do not have to be generated. An illustrative example of a bespoke ADC is presented in Figure 3.21b.
In this example, we assume that the respective input is involved in multiple comparisons and is compared
against four different parameters. Hence, only four unary digits need to be calculated. Without any
loss of generality, this example assumes that the 1%, 2", 4" and 7" unary digits are required for the
comparisons. Figure 3.21b presents the architecture of the corresponding “4-Up” (four output unary
digits) ADC. To generate the specific ADC, we only need to retain the corresponding four comparators,
and we can eliminate the remaining three comparators and the encoder. In general, bespoke ADC design
entails retaining only the resistors and the bare-minimum comparators required.
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Figure 3.23.: The Area and power of (4-bit) bespoke ADCs w.r.t. their output unary digits. The first values correspond to
1-output ADCs, while the last one to 15-output ADC. Different points denote different output digits. Selected output digits are in
sequential order, i.e., “U;-U,” 2-Up ADC is followed by “U,-Us” 2-Up ADC and so on, only to showcase the behavior of power.

The number of comparators, as well as the specific ones to be retained, is determined by the trained
Decision Tree parameters. Considering a conventional 4-bit ADC, Figure 3.23 presents how the area and
power characteristics of our bespoke ADCs scale w.r.t. the number and position of their output unary
digits. In Figure 3.23, the number of output digits ranges from 1 to 15. For example, a 2-Up ADC denotes
a bespoke ADC with only two outputs, while a 15-Up ADC indicates the retention of all comparators. To
showcase the power behavior, a few representative examples are presented w.r.t. the specific outputs that
are retained. The area and power of the conventional 4-bit ADC are 11mm? and 0.83mW, respectively. To
obtain the area and power values, we designed the ADCs in Cadence Virtuoso using the n-EGT pPDK
[158] and conducted SPICE simulations. The simulations are conducted with a voltage supply of 1V. As
shown in Figure 3.23, the area of a bespoke ADC solely depends on the number of output unary digits of
the ADC. Specifically, the area scales linearly along with the number of the comparators. On the other
hand, power consumption also depends on which outputs are selected. For example, in a 4-Up bespoke
ADC, power consumption ranges from 47uW up to 205uW, i.e., 4.4X increase. It is observed that the
power is substantially decreased when lower-order outputs are selected. This can be attributed to the
lower Vref of the lower-order comparators. Figure 3.23 shows a linear increase in the comparators power
consumption as we move towards higher-order outputs. The key takeaways from this analysis are twofold.
First, bespoke ADCs provide significant hardware improvements over conventional ADCs. Second, the
area and power consumption of a bespoke ADC are highly influenced by its outputs. By minimizing the
number of outputs for each ADC, we can minimize its area, and by carefully selecting the specific outputs,
we can further boost its power efficiency.

3.5.4. ADC-aware Decision Tree Training

As illustrated in Figure 3.22b, assuming parallel unary inputs, the logic of the Decision Tree is inherently
simplified. Hence, since the hardware-efficiency of this two-level logic is mostly determined by the
Decision Tree depth hyperparameter, our training methodology focuses on optimizing the cost of the
ADCs. As demonstrated in subsection 3.5.3, the hardware efficiency of the ADCs, and consequently of
the entire classifier, is determined by the trained parameters of the Decision Tree (i.e., output unary digits
of each ADC). Hence, carefully selecting the Decision Tree parameters in an ADC-aware manner, while
still achieving high classification accuracy, is essential for enabling power-autonomous printed Decision
Trees.

To achieve this, we propose and implement an ADC-aware Decision Tree training approach. Our
primary objective is to minimize the number of comparators induced by the ADCs. This is accomplished
by minimizing the number of unique inputs involved among the total comparisons (i.e., minimizing the
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Algorithm 2 ADC-aware Decision Tree Training Pseudocode

Input: 1) Dataset, 2) Tree Depth, 3) Gini Threshold ¢
Output: Trained Decision Tree and Classification accuracy
1: DT = @ #selected split nodes
2: for 0 < node < Total nodes do
3: for VI; € Input Features and VC value in dataset for I; do
calculate Gini([;, C)
G = minimum Gini score
S = {(I;, C) | Gini(I;,C) < G + 1, ¥(I;, C)}
Sz ={0,C) eS| 1:,C) € DT}
Sm=A{I;,C) e S| A1, C) e DT, C # C'}
9: Sy ={{I;,C) e S | A (1;,C’") € DT, ¥C'}
10:  if Sz # @ then

A A

11: gm = calculate minimum Gini score V(I;,C) € Sz
12: split = random({([;, C) € Sz | Gini(l;,C) = gm})
13: else

14: if Sy # @ then Z = Sy else Z = Sy

15: c¢m = min({C | V(I;,C) € Z})

16: U={I,C) e Z|C=cm}

17: gm = calculate minimum Gini score V(I;, C) € U
18: split = random({([;, C) € U | Gini(I;, C) = gm})

19: DT = DT U {split}

number of ADCs) and, for each remaining input, by minimizing the number of different parameters,
it is compared against, in all the comparisons involved in. Our secondary objective is to select more
power-efficient values/parameters for each comparison (i.e., optimize the order of the output digits in
the ADC). Since feasibility is the foremost requirement for printed ML circuits, prioritizing it over strict
accuracy constraints is a typical procedure [224]. Consequently, we also explore the trade-off between
some accuracy degradation and the potential for additional hardware gains.

Our ADC-aware training essentially trains a Decision Tree using the Gini index [123] cost function.

Gini is used to evaluate a split in the dataset. The latter involves one input feature (e.g., I; in Figure 3.22a)
and a trainable parameter C that will be compared with (i.e., output unary digit of the ADC of I;).

We modify typical Gini-based Decision Tree training to incorporate ADC-awareness as follows. Initially,
our algorithm seeks a split node and evaluates the Gini score for all possible combinations between input
features and their corresponding values in the training dataset. At this point, ADC-unaware training
would randomly select one combination among those with the best (minimum) Gini score. Assuming G
is the best Gini score computed, we form a set of candidate split pairs S = {(I;, C)|Gini(I;, C) < G + t},
with 7 being a training hyperparameter. Next, we group the pairs (I;, C) € S into three sets based on the
hardware induced from their selection.

1. 8z (zero-cost): if (I;, C) has been previously selected at a split node, it won’t require additional
hardware, only additional wiring.

2. Sy (medium-cost): if (I;, C’) with C” # C has been previously selected at a split node, then the same
ADC for I; is reused, but a new comparator is added to that ADC because a different output digit is
required. Since the area of our bespoke ADCs is linear with the number of comparators, all these pairs
induce the same overhead, as each of them will add one comparator to one ADC.

3. Sy (high-cost): if no pair (I;, C’) has been previously selected at a split node, i.e., I; is selected for
the first time. These pairs induce the highest (and same) area overhead because a new ADC with one
comparator is required.

Among these sets, we select the first non-empty one based on the order listed above. If Sy or Sy

is chosen, we then identify the (I;, C) pair in that set that results in the lowest power overhead. This

can be accomplished by selecting the (I;, C) pair with the minimum C value since it will necessitate
the lowest-order output digit and, consequently, the induced comparator will have the lowest power
consumption (see subsection 3.5.3). If multiple pairs feature the same minimum C value, or if Sz is
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Table 3.13.: Evaluation of the baseline bespoke Decision Trees.

Dataset Acc #Comp. | #Inputs Area (mm?) | Power (mW)
(%) ADCs Total | ADCs Total

Whitewine 52.8 207 11 173 2613 | 5.4 14.6
Cardio 90.6 85 19 223 1144 9.1 12.5
Arrhythmia 62.7 39 21 235 799 | 10.0 12.0
Balance-Scale | 77.7 15 4 12.9 30.6 | 2.2 2.9
Vertebral-3C | 86.0 7 5 13.6 16.8| 2.5 2.8
Seeds 90.5 23 5 136 273| 25 32
Vertebral-2C | 87.1 7 5 13.6 164 | 2.5 2.8
Pendigits 95.0 215 16 204 268.7| 1.7 17.2

chosen, we select the pair with the best Gini score, or random one if the Gini scores are equal. Our
ADC-aware training assumes user-defined fixed depth and = hyperparameters. Our algorithm identifies
the most hardware-efficient split at each node. While our approach is inherently greedy, it introduces
hardware-awareness into the traditionally employed, also greedy, Gini-based training. Still, alternative
heuristic approaches could also be used. Algorithm 2 provides an abstract overview of our proposed
training methodology.

The hyperparameter 7 (if higher than 0) may lead to some accuracy degradation, as a pair with a Gini
score higher than the best score might be selected. However, 7 increases the size of the set S, thereby
increasing the chances of finding a more hardware-efficient (I;, C). r = 0 will not affect the accuracy.

3.5.4.1. Results

In this section, we evaluate our printed Decision Tree classifiers, first examining hardware gains from our
bespoke ADC design and ADC-aware Decision Tree training. Evaluation is based on 8 datasets listed in
Table 3.13. These datasets are selected for two primary reasons: i) to facilitate direct comparisons with
the state-of-the-art [170], [208], and ii) because these datasets utilize sensor inputs suitable for printed
applications [170], [203]. The datasets are obtained from the the UCI ML repository[277]. Normalized
inputs in the range [0, 1] are used for training/testing with a random 70%/30% split. Synopsys Design
Compiler and PrimeTime analyze the digital part of circuits, all operated at 20Hz, a common frequency
aligned with typical performance of target PE applications [158], [224].

As our evaluation baseline, we consider the fully parallel bespoke Decision Trees designed as described
in [170]. The minimum tree depth (up to 8) that achieves the maximum accuracy is used for each model
and the input precision is set to 4 bits, since this is the value delivered close to floating-point accuracy
for all datasets. Table 3.13 summarizes the accuracy and hardware overheads of the baseline Decision
Trees [170]. Specifically, Table 3.13 reports the total area and total power requirements for each Decision
Tree classifier as well as the respective values for the ADCs. As shown, the average total area and power
consumption are 102mm? and 8.5mW, respectively. Notably, all the classifiers exhibit power demands that
exceed the capabilities (> 2mW) of printed energy harvesters [182]. Consequently, none of these circuits
can be self-powered. Finally, it’s worth noting that, on average, for the Decision Trees in Table 3.13, 40%
of the total area and 74% of the total power consumption is attributed to the ADCs.

Figure 3.24 depicts the area and power gains achieved by solely considering our bespoke ADCs along
with the parallel unary Decision Tree design, i.e., the same ADC-unaware trained model used in [170].
In Figure 3.24, values are reported w.r.t. the baseline [170] (see Table 3.13). As shown, given that
the overall area and power consumption of the printed Decision trees are predominantly governed by
the ADCs, employing our bespoke ADC design delivers substantial hardware gains. Furthermore, as
explained in subsection 3.5.1, using our ADCs streamlines the classifier’s implementation, resulting in a
simplified two-stage logic and additional hardware savings over the baseline [170]. Specifically, compared
to [170], the achieved area and power reduction are 3.0x and 6.6x on average, respectively.
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Figure 3.24.: Total area and power reduction (x) compared to the baseline designs [170] (i.e., vs Table 3.13). For our printed
Decision Trees only our proposed bespoke ADCs and parallel unary architecture are considered.

Il Power Reduction Area Reduction

W
o
]

-
o
1

Total Power
Reduction (%)
N
o
1
Total Area
Reduction (%)

o

BS V3

(b) 1% acc loss

L 5

Www  CA AR BS V3 SE V2 PD

(*)]
o
1

N
o
1

Total Power
Reduction (%)
I
o
1
Total Area
Reduction (%)

o

(c) 5% acc loss
AR BS V3

Figure 3.25.: Evaluation of the additional hardware gains delivered by our ADC-aware training. Total area and power reductions
(%) of our printed DTs w/ and w/o our ADC-aware training are compared (i.e., vs Figure 3.24). Three accuracy loss constraints
are considered: a) 0% (i.e., no accuracy loss), b) 1%, c) 5%.

Total Power
Reduction (%)
Total Area
Reduction (%)

SE V2 PD

WW  CA

Next, in Figure 3.25 we investigate the impact of our ADC-aware training. The area and power gains in
Figure 3.25 are reported w.r.t. the area and power of the designs of Figure 3.24 (i.e., over the simplified
Decision Trees with our bespoke ADCs). For this analysis, we consider three accuracy loss thresholds:
0%, 1%, and 5%. Specifically, we conduct a brute-force exploration of hyperparameters, including ¢
values ranging from 0 to 0.03 in increments of 0.005 and depth values from 2 to 8 with a step of 1. The
rather simple classification tasks in PE [170] and the independence of different trainings (i.e., they can
run in parallel), enable this exploration to be rapidly conducted. The average execution time is only 6 min
on an Intel Xeon 6138 server with 256GB RAM. As demonstrated in Figure 3.25a, for no accuracy loss,
our ADC-aware training leads to an average reduction of 11% in area and 15% in power when compared
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Table 3.14.: Evaluation of our Decision Trees for up to 1% Accuracy Loss.

Proposed Reduction vs [170] | Reduction vs [208]
1 1

Dataset

Areal Power!|| Area!  Power Areal  Power
WhiteWine 11.99 1.26 21.8x 11.3x 10.5x 4.3x
Cardio 10.13  0.88 11.3x 14.1x 4.4x 2.4x
Arrhythmia 16.24  0.85 4.9x 14.1x 1.5x 1.3x
Balance-Scale | 4.92  0.35 6.2x 8.2x 5.8x 3.6x
Vertebral-3C | 2.71 0.17 6.2x 16.2x 3.4x 2.7x

Seeds 326 0.27 8.4x 11.9x 1.2x 1.1x
Vertebral-2C | 222  0.15 || 7.4x 18.5x 2 2

Pendigits 89.00 6.12 3.0x 2.8x 4.2x 2.6x
Average 17.56  1.26 8.6x 12.2x 4.4x 2.6x

Total area and total power, including ADCs.
2Not evaluated in [208].

to using the conventional ADC-unaware training. Similarly, for only 5% accuracy loss the average area
and power reduction increase to 45% and 57%, respectively.

Finally, Table 4.10 evaluates the effectiveness of our co-design framework in generating self-powered
printed Decision Trees, considering up to 1% accuracy loss. In Table 4.10, we also compare our Decision
Trees against the baseline exact [170] (i.e., Table 3.13) and the approximate ones of [208] (with up
to 1% accuracy loss). Note that for [170] conventional 4-bit ADCs are used, whereas for [208], since
precision scaling is applied, the smallest suitable conventional ADC for each input is used. To the best
of our knowledge, these are the only works that have investigated printed Decision Trees. As shown,
our Decision Trees achieve on average 8.6x and 12.2x lower area and power, respectively, compared
to [170]. Similarly, compared to [208], the corresponding gains are 4.4x and 2.6X, respectively. Note that
in some cases (i.e., BS, V3, and PD), [208] features higher area and power consumption compared to
our baseline [170] due to the use of deeper trees in [208] to compensate for the accuracy loss caused by
their applied approximation. Concluding, as demonstrated by Table 4.10 all our classifiers except for
Pendigits feature power consumption well bellow 2mW, even when accounting the significant cost of
ADC:s. Pendigits also adhered to the 2mW power constraint but at a 10% accuracy loss. This analysis
suggests that our co-design framework can be used to effectively target printed applications with similar
complexity to the datasets in Table 4.10, even after considering the cost of sensors, which is negligible
compared to the hardware overheads of printed classifiers. For instance, relevant sensors reviewed in [158]
for such printed applications consume only 5.W. Hence, for the examined datasets, the power increase due
to sensors is less than 0.11mW. As a result, for less than 1% accuracy loss, our framework can efficiently
produce printed classifiers, even with 207 comparators and 11 inputs, that demand less than 2mW of
power, being thus suitable for printed energy harvester operation [182].

The proposed co-design delivers substantial area and power savings:

* Compared to a baseline of fully parallel bespoke decision trees with conventional 4-bit ADCs, the
proposed ADC-aware co-design reduces area and power by averages of 8.6X and 12.2X, respectively,
for up to 1% accuracy loss.

* Relative to a state-of-the-art approximate decision-tree design that ignores ADC cost, the gains are
still about 4.4 in area and 2.6X in power.

* For seven out of eight datasets, the total power of the classifier—including bespoke ADCs—is well
below 2 mW, making self-powered operation with printed energy harvesters feasible. Even for the
most demanding dataset (Pendigits), the classifier can be kept under 2 mW at the price of around
10% accuracy loss.

The cost of printed sensors is negligible in comparison: typical printed sensors consume only a few
#W, adding less than 0.11 mW to the total power for the examined datasets.
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3.5.4.2. Discussion

Although this work targets digital printed classifiers rather than analog p-NNs, it provides important
lessons for on-sensor intelligence in the same technology:

* ADCs can dominate area and power in on-sensor processing; any realistic printed design must
co-optimize the classifier and ADC architecture.

» Unary representations, which would be prohibitively large in conventional silicon, become attractive
in PE due to their simple logic and the possibility of bespoke ADCs that generate only the unary
digits actually used.

* Hardware-aware training that knows the cost of each potential split is crucial for meeting strict
power targets with minimal accuracy loss.

3.6. Chapter Summary

This chapter presented a comprehensive cross-layer methodology for designing energy-efficient and
robust NNs in emerging PE platforms. The work unified algorithmic training, circuit modeling, and
hardware co-design to address strict power budgets, device variability, temporal dynamics, and on-sensor
intelligence.

First, power-aware (P-AT) and power-constrained (P-CT) training strategies were introduced for p-NNs.
By developing differentiable analytical and surrogate power models for crossbars and nonlinear circuits,
power was elevated from a post-design metric to an explicit optimization objective. P-AT enabled
systematic exploration of accuracy—power Pareto fronts, while P-CT employed an augmented Lagrangian
formulation to enforce strict power budgets during training. Together, these approaches demonstrated that
substantial power reductions can be achieved with only modest accuracy degradation, making p-NNs
compatible with printed batteries and energy harvesters.

Second, event-driven computation was explored through analog printed SNNs. The introduction of a
learnable spike generator in the P-LSNN architecture enabled joint optimization of synaptic weights and
spike dynamics under hardware constraints. By integrating surrogate circuit models and robustness-aware
training, the proposed approach significantly reduced energy and area while improving classification
accuracy and maintaining resilience under process variations.

Third, temporal intelligence was addressed through the pTPNN and the robustness-aware ADAPT-p-NN.
Learnable first- and second-order temporal filters were co-designed with crossbar arrays, enabling
effective processing of time-series data directly in the analog domain. Variation-aware training and data
augmentation further enhanced robustness against manufacturing variability and sensor noise, yielding
substantial accuracy gains with moderate hardware overhead.

Finally, on-sensor intelligence was investigated via bespoke ADCs and Decision Tree co-design. By
leveraging unary representations and ADC-aware training, the proposed framework drastically reduced
area and power consumption compared to prior printed digital classifiers. This co-design approach
demonstrated that classifier architecture and conversion circuitry must be jointly optimized to achieve
self-powered operation in PE.

Across all contributions, a unifying principle emerges: robust and energy-efficient printed intelligence
requires tight integration of circuit physics, learning algorithms, and hardware-aware optimization. By
treating power, variability, temporal dynamics, and sensing interfaces as first-class design constraints,
this chapter establishes a scalable methodology for deploying reliable edge intelligence on flexible and
ultra-low-cost printed platforms.
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4.1. Neural Architecture Search for Variability-Aware p-NNs

The design of NNs for PE cannot directly follow conventional digital or CMOS-based architectures due to
severe device-level constraints such as limited gain, large process variations, low mobility, and restricted
supply voltages. Standard AFs implemented in software or silicon hardware often assume ideal nonlinear
characteristics that are not physically realizable in printed technologies. As a result, a direct mapping
of conventional NN architectures to PE leads to performance degradation and reduced reliability. To
address these challenges, this chapter adopts an architecture-aware design methodology, where AFs and
network structures are co-optimized with the underlying printed device characteristics. By tailoring the
NN components, particularly learnable AF circuits, to the physical behavior of PE, we enable efficient,
stable, and hardware-compatible neural computation.

In the following, we will provide a detailed description of learnable AFs and their transfer characteristic
curves based on our circuit design in PE. Figure 4.1 (d, e, f) depicts the schematic of different learnable
activation circuits, i.e., printed sigmoid (p-sigmoid), printed clipped ReLU (p-clipped_ReLU) and printed
ReLU (p-ReLU) design.

4.1.1. Learnable Activation Function (AF) Circuits
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Figure 4.1.: Overview of (a) 6-4-3 printed neural network (p-NN). (b) printed neuron ;(c) negative weight circuit, activation
circuit design and transfer characteristics curve of (d) p-tanh (e) p-sigmoid (f) p-clipped_ReLU and (g) p-ReLU.

Printed Sigmoid Circuit Similar to the learnable p-tanh AF circuit design in Figure 4.1 (c), the p-sigmoid
AF can also be obtained from this configuration by replacing the supply voltage VSS = 0 and adding a
small 100 Q resistance as shown in Figure 4.1 (d) and can be modeled by a suitable mathematical equation
with its own distinct parameters.

The equation for a printed sigmoid function is given by

Vi =13 + 1 - sigmoid ((V, - n5) - nf). (4.1)
where sigmoid(-) function is defined by
. . 1
sigmoid(x) = 7o
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Table 4.1.: FEASIBLE DESIGN SPACE OF P-SIGMOID CIRCUIT

Range R | R | W | LY | wp | L}
(k) | kQ) | (@m) | (um) | (pm) | (um)
minimal 350 40 80 80 500 40

maximal | 750 80 600 200 800 80

where J° = [173, 5, 173, 73] are auxiliary parameters determined by the physical quantities g° = [R}, R, W7,
L‘;’, WZS, Lg] in the circuit. Adjusting these parameters allows to adapt the shape of the AF within the
printed circuit.
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Figure 4.2.: Overview of the EA-based training of p-NNs. (a) Genes that encode nodes and edges. (b) Crossover from the parent
genomes to offsprings. (c) Mutation of the topology and learnable parameters.

Printed Clipped ReLU Circuit A clipped ReLLU activation circuit uses only one transistor and one resistor
in series as shown in Figure 4.1 (e) and extends the basic ReLU by imposing an upper bound to the
activation. The output voltage, V,, is constrained between 0 and a predefined maximum value V.

Table 4.2.: FEASIBLE DESIGN SPACE OF P-CLIPPED RELU CIRCUIT

Range RER | WER | [CR
(MQ) | (ym) | (um)

minimal 1 40 80

maximal 10 100 200

The mathematical representation of the clipped ReL.U is:

ny, Vv, <5k
CR CR
a7 ). CR_.CR CR,CR _ ,CR,CR )
i i V, + T 14 T2 15 otherwise
Z ) 5
gk —ngk gk —ngk

where R = [nSR nSR nSR nSR] are auxiliary parameters determined by the physical quantities ¢“F =

[RfR, W1CR, L1CR]. The printed clipped ReLU circuit thus models a modified ReL.U function commonly
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used in ANNSs to prevent overactivation by limiting the maximum output value. The parameters can be
tuned to fit specific requirements, providing flexibility in shaping the activation characteristics of the
ANN. The ability to clip the activation at a certain level also helps with issues like exploding gradients
during the training process of ANNS.

Printed ReLU Circuit The printed ReLU activation circuit as shown in Figure 4.1 (f), uses four resistors
and one transistor and implements a piecewise linear function that maintains the linearity for positive
inputs while nullifying negative inputs. As the transfer characteristic curve has a slope in the negative
half and has a smooth transition at V, = 0, neither the ideal ReLU function, nor its variation, e.g.,
LeakyReLU [179] function nor thesoftplus [94] function, is sufficient to precisely describe the printed
ReLU circuit. Thus, we combine a softplus function to provide the smoothness at V, = 0 and a constant
linear function to provide the slope at negative half.

Table 4.3.: FEASIBLE DESIGN SPACE OF P-RELU CIRCUIT

Range RV | RY | RY | RY | Wt | L}
k) | (kQ) | (kQ) | (kQ) | (um) | (um)
minimal | 10 | 500 | 1 30 | 200 | 80
maximal | 100 | 2000 | 20 | 100 | 800 | 120

Consequently, the function that describes printed ReLU circuit is : designed as
Va= 7711{ c(x - ’7132) + ryg -softplus(V, — ryg, q?) + n}f, 4.3)

where the softplus(-, -) function is expressed by

softplus(x, k) = % -log(1 + k)
where jR = [17?, r]?, ’7§’ ryf, r]?] are auxiliary parameters determined by the physical quantities q} =
[RY, RN, RX, R, WR, LR]. This function has now been mostly used due to its simplicity and efficiency
in promoting sparse activations in NNs. The component values can be tuned to modify the activation
threshold, allowing for the emulation of various ReLU-like behaviors. This tuning capability makes
printed ReLU versatile for different applications within ANNs, providing a more dynamic response
compared to fixed AFs.

4.1.2. Evolutionary Architecture Search

We propose an innovative EA inspired by the classical NeuroEvolution of Augmenting Topologies (NEAT)
[25] to design highly bespoke p-NN. The proposed algorithm not only tunes the component values within
the AF circuits but also selects the most appropriate type of AF per layer per dataset to mitigate the effects
of printing variation and outperform the error rate. In this problem statement, the parameters have certain
constraints; conductances in the crossbar resistor arrays are limited to representing only positive weights.
EAs are more convenient for considering the constraints on learnable parameters and are also suitable for
non-differentiable problems, unlike gradient-based methods. As designing the circuit topology (i.e., the
neural architecture) and selecting the optimal activation functional forms represent a discrete decision
space, we can leverage the ability of EAs for such discrete problems.

We strategically encode the printed p-NNs so that the circuit topology are jointly optimized during
evolution, leading to NAS. Additionally, the algorithm trains the crossbar conductances (i.e., weights) and
optimizes the fype of AF circuits for each printed neuron per dataset, along with the learnable parameters
q in the AF circuits. With this enhanced search space, the resulting p-NNs are expected to be more robust
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against printing variation, leading to a reduction in the post-mapping accuracy degradation compared
to those trained by gradient methods, where only crossbar conductances and parameters in AF circuits
are learned. The key components of the proposed algorithm are shown in Figure 4.2. Each genome
represents a p-NNs and comprises two types of genes encoding the circuit specifications: node genes
(Figure 4.2(a-1)) and edge genes (Figure 4.2(a-2)). Initially, a population of genomes is created and
categorized into multiple species based on node and edge similarities. The number of offspring for each
species is determined based on its mean fitness. Top-performing genomes are preserved unchanged for
the next generation, while others undergo crossover and mutation. When the termination criteria are met,
the most optimized solution is obtained according to the defined fitness function, as will be discussed
in subsection 4.3.5. In the following, we explain how the genome encoding, as well as the processes of
crossover and mutation for the proposed algorithm, are adjusted.

Encoding The node gene represents a neuron and consists of learnable parameters, including resistors
Ry and R4 and learnable parameters of the candidate AF circuit and the negative weight circuit, i.e.,
q. Additionally, it also contains a learnable and discrete variable that determines which candidate
activation circuit is selected to connect to the crossbar output. Each node gene is uniquely identified by a
global index. On the other hand, the edge gene denotes connections between neurons and comprises a
learnable resistance R in the crossbar for weights, along with a learnable boolean parameter indicating the
connectivity state (enabled/disabled) for circuit topology. Each edge gene is distinguished by the indices
of the connected nodes, and all edges are directional, meaning (i, j) # (j, i). Here, we denote the set of
genes from all the genomes in the population as g

Crossover In the proposed algorithm, unique genes (not shared between parents) of the fitter parent are
directly inherited by the offspring, as illustrated by node 6 in the offspring from parent I in Figure 4.2(b).
For common genes, crossover involves the random inheritance of genes from the shared topological
structure (genes with identical global index) of both parent genomes, as demonstrated in Figure 4.2(b)
for node 3, which is common between the two parents. During crossover, the features of each gene
are exchanged randomly between the parents, with a higher probability of selection for the fitter parent.
Subsequently, the mutation process is applied to the offspring.

Mutation Mutation, as depicted in Figure 4.2(c), is a two-stage process involving genome-level
mutation for neural architecture and gene-level mutation for the parameters related to node and edge
genes. At the genome-level, mutations can involve either the addition (Figure 4.2(c-1)) or deletion
(Figure 4.2(c-2)) of edges between existing nodes, and similarly, nodes can be added (Figure 4.2(c-3)) or
deleted (Figure 4.2(c-4)) at existing edges. When deleting a edge, a random edge is selected. Before
deleting a node, edges associated with that node are removed to prevent disruption. Importantly, to avoid
the extinction of new genomes, new structures should not influence genome fitness. Therefore, to maintain
unchanged circuit output (and thus performance), the conductance of new edges should be initialized to
zero when adding edges. Additionally, when adding a node to an edge, as shown in Figure 4.2(c-3), the
existing edge is disabled (not deleted) and the new node is introduced with two connections to replace
said edge. To preserve the output, the conductance on edge (k, j) should be initialized by that of the edge
(i, j), whereas the output of the node k should be the same as that of node i. At the gene-level, mutation
involves perturbing crossbar conductance 6 and nonlinear circuit parameters q by adding scaled samples
from a normal distribution p(6) and p(q) respectively (Figure 4.2(c-5)). The type of selected activation
circuit mutates randomly among [p-sigmoid, p-tanh, p-ReLU, p-clipped_ReLU] (Figure 4.2(c-6)), while
the state parameter of the edge is determined by a Bernoulli variable (Figure 4.2(c-7)).

4.1.3. Variation-aware Training with NAS

Variation-aware training is critical in optimizing the reliability and performance of p-NNs, which often
suffer from intrinsic printing variations.
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We therefore integrate the proposed NAS to dynamically adjust the design of p-NNs, ensuring that they
not only meet desired classification accuracy, but also demonstrate resilience to printing variations. This
methodology not only enhances the adaptability of p-NNs but also their usefulness in real scenarios,
where variations are a critical concern.

In this framework, all parameter corresponding to printed resistances, i.e., # and transistors, i.e., q, are
subject to processs variation arising from ink dispersion on the substrate, droplet jetting oddness and
satellite drops wetting [98]. Each printing/processing step of the resistances and the n-EGTs (channel,
dielectric, and top-gate) introduces variations resulting in non-Gaussian distributions for both the process
and electrical parameters of this technology[129]. Consequently, these parameters are modeled as random
variables to account for the inherent printing variations, i.e., 8 ~ p(0) and q ~ p(q) respectively. These
variables adhere to their respective probability distributions to mirror potential deviations arising from the
printing process. To evaluate the robustness of different architectures against these variabilities and thus
guide the evolution process, the expected loss with respect to parameter variation is used as the training

objective, namely
mir:;;jize L =Egq{L(0,q D)},

4.4)
_ I I L(6, ¢, D)p(0)p(q) d0 dg,
0Jq

where D = {x,y} refers to the target datasets, while L(-) refers to the cross-entropy loss [232], which
is commonly used to improve classification accuracy. However, Equation 5.14 poses a challenge that
the optimization variable 8 and q will be integrated out. To facilitate the training of these parameters,
we introduce a reparameterization strategy [56] to decouple the learnable parameters from the random
variables expressing the variation. Consequently, § = 6y © &y and q = qo © &4, where 0 and qo denote
target values to be optimized, while each element in &y and &, follows a distribution p(e) respectively.
With this approach, the training objective can be reformulated as

minimize L = Egg,gq {L(@o O £9,q0 O &, D)} ,

4.5)
[ [ oo enao e Dptentpten deo
g0 J g4

With Equation 4.5, the parameters 6, and q, can be trained to guarantee the optimal classification
accuracy under the expectation of given variation p(gg) and p(g,). However, the integration in Equation 4.5
still has no closed form, which poses challenge to its optimization. For this, we employ an estimation of
the integration through Monte-Carlo sampling, i.e.,

1 N
L~% > L6 © £, q0 © £, D), (4.6)
n=1

where &, ~ p(p) and £; ~ p(e,) are samples drawn from their respective distribution in each calculation
of L. Moreover, N denotes the number of samples utilized to estimate the integration.

Finally, Equation 4.6 is utilized within the training objective (i.e., fitness function f(x))) of the variation-
aware training. For the training objective, we also consider the expected classification accuracy ACC,
Le.,

f(x) = ACC - L, 4.7

With this objective, NAS aims not only to improve the classification accuracy of p-NNs, but also improve
the robustness against intrinsic stability with respect to variations. This process involves an assortment of
optimization techniques, which may extend beyond conventional gradient-based methods, to seek out
architectures that guarantee reliable performance despite the unpredictable nature of the printing process.
The ultimate aim of using NAS in this context is to strike an optimal balance between performance and
resilience, ensuring proper operation in real scenarios.
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Table 4.4.: Simulation Result and Runtime of gradient-based approach without variation and comparison with FA with baseline in (i) high precision printing (5% variation) and (ii) low-precision
printing (10% variation) on 13 Benchmark Datasets.

Dataset Reference accuracy | High-precision printing (+5%) | Low-precision printing (+10%) Runtime
(without variation) Baseline EA Baseline EA Baseline (min) | EA (min/pop)

Acute Inflammation 1.000 + 0.000 1.000 = 0.000 | 1.000 +0.000 | 0.999 +0.012 | 1.000 + 0.000 183.9 9.5
Balance Scale 0.902 + 0.017 0.880 + 0.004 | 0.896 +0.008 | 0.877 +0.008 | 0.881 +0.012 205.9 21.6
Breast Cancer Wisconsin 0.971 £ 0.001 0.963 + 0.008 | 0.966 +0.006 | 0.931 +0.039 | 0.949 + 0.012 180.9 11.6
Cardiotocography 0.879 £ 0.007 0.774 £0.004 | 0.857 £0.005 | 0.763 £0.002 | 0.794 + 0.007 178.0 19
Energy Efficiency (y;) 0.915 + 0.019 0.889 +0.032 | 0.916 +0.026 | 0.847 +0.012 | 0.866 + 0.011 194.6 15.1
Energy Efficiency (y,) 0.894 + 0.016 0.883 £0.023 | 0.891 £0.038 | 0.867 +£0.026 | 0.866 + 0.021 189.4 10.3
Iris 0.965 + 0.005 0912 +£0.034 | 0.923 £0.050 | 0.843 £0.045 | 0.882 +0.039 178.8 7.3
Mammographic Mass 0.788 + 0.003 0.782 £ 0.017 | 0.810 £0.018 | 0.766 + 0.053 | 0.764 + 0.055 190.9 5.0
Pendigits 0.577 £ 0.054 0.554 £ 0.038 | 0.559 +£0.039 | 0.548 +0.047 | 0.553 +0.050 198.3 14.2
Seeds 0.891 + 0.031 0.820 +£ 0.034 | 0.851 £0.023 | 0.820 £ 0.041 | 0.827 + 0.007 176.0 6.4
Tic-Tac-Toe Endgame 1.000 + 0.001 0.713 £0.012 | 0.765 £0.018 | 0.660 = 0.017 | 0.716 £ 0.019 177.1 6.4
Vertebral Column (2 cl.) 0.830 + 0.007 0.716 £ 0.007 | 0.794 £ 0.004 | 0.661 +£0.000 | 0.685 + 0.004 180.6 4.6
Vertebral Column (3 cl.) 0.811 £ 0.010 0.634 £ 0.086 | 0.791 £0.016 | 0.634 £0.075 | 0.734 + 0.059 130.9 9.6
Average 0.879 + 0.013 0.809 + 0.023 | 0.848 + 0.019 | 0.786 + 0.029 | 0.809 + 0.023 181.9 10.81
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4.1.4. Evaluation

To assess the effectiveness of the proposed method, we utilized PyTorch to implement the algorithm' and
carried out experiments on 13 benchmark datasets. These datasets are also used in other state-of-the-art
studies on p-NNs [202], [220], and match the complexity within the application domains of PE.

4.1.5. Experiment

We conduct training on the p-NN utilizing the FA methodology and test it on 13 benchmark datasets
against the established gradient-based optimization techniques as a baseline of this work.

Circuit Setup The AF circuits in Figure 4.1 (top (e), (f), (g)) were designed based on the well-developed
n-EGT P-PDK [152] and the ranges of learnable parameters are determined by performing sweep analysis.
We used Cadence Virtuoso? tool to simulate the transfer characteristics (as shown in Figure 4.1 ( bottom
(e), (), (g))) in SPICE.

Initialization Drawing insights from other works on EA and guided by a series of preliminary trials,
we have strategically initialized the network topologies for all datasets as unconnected networks, which
consist solely of nodes corresponding to the number of outputs, featuring only #output nodes. The
population for these experiments is robustly set at 1, 000 individuals. Each node is initialized to have a
random AFs circuit among the given design.

In terms of the mutation mechanisms employed, we have defined specific probabilities for the genetic
alterations within the network structures: the probability of introducing either a new node or a new
connection is set at a substantial rate of 0.7, while the probability for the deletion of a node or a connection
is comparatively lower, at 0.3. Moreover, there exists a 0.1 chance that any given edge within the network
will toggle its state from enabled to disabled, or vice versa, as part of the mutation process. Moreover, the
mutation rate of changing selected AFs circuit is 0.1.

In terms of variation, we take uniform distribution, i.e., g ~ U[1 —€,1+ €] and gg ~ U[1 - €,1 + €],
to reflect the printing variation, because the printing variation is primarily determined by the geometric
variation of the printing shape which varies within one printing pixel. More specific, we select an € = 5%
to simulate a relatively high printing precision, while another € = 10% to simulates a relatively low printing
precision. This is because the typical printing resolutions range from 20 pm to 100 pm [65], whereas the
component feature sizes in p-NNs are on the order of 1 mm [202]. Moreover, for Monte-Carlo sampling,
we select N = 20 for numerical estimation of the integration, as it can already yield sufficiently precise
estimation in our experiments.

Training In training (evolution) process, we utilize a full-batch training, with termination upon a patience
threshold of 100 generations. This specific criterion hinges on observing no significant improvement in
the performance metrics on the validation dataset over the aforementioned span of generations.

To ensure that our findings are statistically reliable and to mitigate the variability due to stochastic
elements of the training process, we repeat the training sessions ten times for each value of y, employing
different random seeds for each session, varying from 1 to 10. This repetition ensures that we achieve
sufficiently optimal and robust solutions.

Baseline To conduct experiment with baseline approach, we perform training with topologies initialized
as #input-3-#output. We use the Adam [66] optimizer with default parameterization to train parameters.
We start with an initial learning rate of 0.1 and halve it after a 100-epoch patience. Additionally, the

! https://github.com/Neuromophic/eNAS_learnable_selectable_LNC.
2 https://www.cadence.com/en_US/home.html
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Printing Error Rate Improvement (5% Variation)
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Figure 4.3.: Results of the printing error rate enhancement in 13 benchmark datasets with (i) £5% and (ii) £10% variation.

training process is stopped, when the learning rate was halved 10 times. Other setups are kept the same as
its EA counterpart.

To provide an upper bound classification accuracy of each dataset, we also trained the p-NNs without
any variation, i.e., € = 0. Because the accuracy in this case can be seen as the theoretically highest
achievable values. We denote the accuracy in this case as the reference accuracy.

4.1.6. Result

After completing the training of all p-NNs, we carefully select the most optimal p-NNs w.r.t to the random
seed in each experimental setup based on their performance on the validation loss. These selected circuits
are the ones designed for physical realization. Subsequently, we evaluate their performance on the test
sets. In testing, all p-NNs are tested and trained under the identical variations.

The mean, standard deviation of their accuracy and their corresponding runtime performances are
presented in Table 4.4, showing a scalar average across all datasets for a clearer comparison of different
training configurations. Additionally, Figure 4.3. illustrates the improvement in printing error rates. Also,
Figure 4.4 details the selection percentages of various learnable AF circuits, highlighting their preferences
during the training process.

Discussion Table 4.4 compares the performance of the EAs to a baseline gradient-based method across
13 benchmark datasets under conditions of high-precision (£5%) and low-precision (+10%) printing. The
reference accuracy shows the performance without variation, providing a reference point for evaluating
the resilience of the algorithms under variation. For both scenarios (+5% and +10%), EA maintains
comparable accuracy to the baseline across all datasets. Also, runtime analysis reveals that EA’s runtime
depends on the population size and the extent of parallel processing utilized. EA can significantly reduce
runtime through parallel processing, contrary to the baseline method’s total sequential runtime and can
offer more robust solutions per iteration.
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Figure 4.4.: Percentage of AF selected during (i) no (ii) +5% and (iii) £10% variation averaged over 13 benchmark datasets.

In Figure 4.3, EAs demonstrate robust error rate, with a significant enhancement of 55.38% in 5% and
25.11% in £10% scenarios, compared to the baseline, thus highlighting the EAs capability to effectively
manage printing variations, thereby reducing error rates.

To the end, Figure 4.4 illustrates the selection percentages of different AFs used in EA under varying
printing conditions. In worst-case scenario with £10% variation, the ReLLU family emerges as more
favored, selected ~ 21% of the time, up from ~ 14% with no variation. This trend-line shift of the ReLU
family suggests their ability to induce sparsity in NNs, encouraging the exploration of diverse solutions
by focusing on relevant features. This leads to performance stability and better generalization, making
ReLU-based NNs more suitable and robust in environments with higher uncertainty and variability.
In contrast, p-tanh is the most preferred, chosen ~ 55% of the time, due to its high sensitivity and
effectiveness in stable conditions (no variation). However, p-sigmoid consistently maintains a steady
selection rate across all levels of variation.

Therefore, it is worthy to conclude that the various learnable AF circuits and variation-aware training
using NAS approach both contribute to a significant improvement in classification error-rate and robustness
of p-NNss.

4.2. Neural Evolutionary Architecture Search for Compact p-NNs

The second contribution extends the variability-aware NAS framework to explicitly target compact analog
p-NN by co-optimizing network topology and physical implementation parameters [259]. Instead of
treating area and energy only implicitly through a size penalty, these quantities are modeled at circuit level
and are optimized jointly with classification accuracy and robustness within a multi-objective evolutionary
search.

To enable effective training for compact p-NNs, it is imperative to explicitly incorporate the circuit
area into the training objective. In this work, the circuit area A is estimated through its components by
A = f(N;, A;), where A; € R* denote the area of the individual devices, e.g., Ar denotes the area of a
resistor, and N; € N denote their counts. Here, f(-) describes the area relationship between individual
components and the overall circuit. Since N; is an integer variable related to circuit topology, considering
the area in the training objective necessitates training algorithms that are capable for discrete optimization.
To this end, we propose an EA-based method for the simultaneous training of both crossbar conductances
(weights) and circuit topologies (neural architecture).

The core parts of the proposed approach for training p-NNs is shown in Figure 4.5, involving genes that
encode the circuit parameters and genomes that compose of multiple structured genes to represent the
structure of p-NNs. They are optimized through the crossover and mutation during their evolution.
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Figure 4.5.: Overview of the EA-based training of p-NNs. (a) Genes that encode nodes and edges. (b) Crossover from the parent
genomes to offsprings. (c) Mutation of the topology and learnable parameters.

4.2.1. Encoding

The algorithm involves two gene types, namely node genes indicating neurons and edge genes denoting
connections between neurons. As shown in Figure 4.5(a-1), every node gene holds a unique, fixed, and
global index for identification. Moreover, each node gene includes an Ry, and an Ry as learnable parameters
(for weights and biases) followed by a fixed ptanh circuit as shown in Figure 4.1. These learnable
parameters will mutate from generation to generation. Meanwhile, there are edge genes identified by
the indices of the connected nodes, as shown in Figure 4.5(a-2), which are directional. Each edge gene
contains a learnable resistance R, indicating the crossbar resistance for weights, and a learnable boolean
parameter that indicates the state (enabled/disabled) for circuit connectivity (architecture). Similarly,
these learnable parameters mutate during evolution.

Several node genes and their connections, i.e., edge genes, form a structured network that represents a
p-NN. In this work, such a set of genes that represents a p-NN is referred to as a genome. Afterwards, a
group of genomes can further form a population. We use g to denote the set of genes of all genomes
involved in a population P.

4.2.2. Evolution

In a population, the genomes are segregated into multiple species based on their similarities during
the evolution. Each species undergoes origination, reproduction, and sometimes extinction. Here, in
reproduction, well-performed genomes will crossover to produce offsprings and their genes will mutate.
In this way, the fitness of the genomes will be gradually optimized, until a certain stop criterion is reached.
The overview of this process is illustrated in 3, the detailed python implementation is available at our
GitHub repository (given in subsection 6.1.4).

Speciation To protect novel genomes from immediate extinction without being evolved, the genomes
within the population £ are grouped into multiple species S based on their similarity. This speciation
allows each species s to develop without impact from other species. Here, the similarity is determined by
both common structures (exemplified as the gray part in Figure 4.5(b) in parent 1 and 2) and distinctive
structures (exemplified as the green and orange parts in Figure 4.5(b) in parent 1 and 2). The distance of
the former is quantified by the absolute difference in their learnable parameters, whereas the distance
of the latter is measured by the absolute value of their parameters. For boolean variables, the distance
between True and False is set to 1.

Extinction and Selection  After speciation, the set of fitness values ¥ of each genome is evaluated by the
objective function O(-). Meanwhile, the average fitness within a species is calculated to represent the
fitness of each species, denoted by Fs, and is summarized in the set Fs for all species. If the fitness F; of a
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Algorithm 3 Evolutionary Algorithm

Require: Dataset D = {(x,y)}

Require: N (population size), O(-) (objective function), selection(-) (parent selection), adjust(-) (species
size calculator), K (candidate parents for crossover), K (patience for species improvement), K
(number of protected species), K5 (patience for evolution)

Ensure: Final population $

1: Initialize population  with N genomes
2: stop « False

3 S «—@

4: while stop = False do

5: S « speciation(P)

6: (F,Fs) « O(S, D)

7: Ns « adjust(Fs)

8: for alls € S do

9: if NoImprove(¥s(s), i) then
10: if = Protected(s, %) then
11: Extinct(s) < True

12: else

13: for n «— 1 to Ns(s) do

14: (p1, p2) < selection(s, K)
15: 0, < crossover(py, p2)
16: 0, < mutation(oy,)

17: § < {01,02,...,0n5(s)}

18: if Nolmprove(max(¥), %) then
19: stop < True

certain species does not show improvement over K; generations, it will become extinct unless it is one of
the best K species. Subsequently, the top K genomes with respect to their fitness in each species are
chosen as parents

Ps = {p1,....px}

for crossover.

Crossover Crossover refers to producing offsprings o that randomly inherits the genes from its parental
genomes. This is a crucial process in producing evolved offspring while preserving well-performed
structures. In this work, each offspring is produced from the crossover between two parents randomly
selected from the parent candidates Ps. For common architectures in both parents (illustrated in Figure 4.5(b)
as the gray part), the offspring inherits these structures directly, and the parameters for these structures are
chosen from one of the parent based on a probability proportional to their fitness ratio. As for the distinct
structures (depicted in Figure 4.5(b) as the green and orange parts), they are directly passed on to the
offspring.

Mutation Mutation is another primary method for introducing new circuit architectures and serves as
the essential source for circuit parameter evolution. As shown in Figure 4.5(c), in this work, mutation is a
two-stage process consisting of genome-level mutation (targeting on neural architecture) and gene-level
mutation (primarily for network parameters).

At the genome-level, mutation can either add or delete an edge between two existing nodes. Analogously,
nodes can be added or deleted at an existing edge. Importantly, to prevent the extinction of newly mutated
genomes, the structural changes introduced by mutation should not substantially affect the genome fitness.
Therefore, to maintain the unchanged circuit output (thus fitness), when adding an edge in between two
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nodes, as shown in Figure 4.5(c-1), the conductance of the new edge should be initialized to zero and be
optimized during evolution.

Additionally, when adding a node to an edge, the existing edge will be disabled (not deleted) and

the new node is introduced with two connections to replace said edge, as shown in Figure 4.5(c-3). To
preserve the output, the conductance on edge (k, j) should be initialized by that of the edge (i, j), whereas
the output of the node k should be the same as that of node i, i.e.,
R
gk + g+ gk T gt 4 g+ gh
with the superscript denoting the gene index. For simplicity, we always initialize g, = 0 and g4 = 1 for
new nodes. Hence,

i
= Va’

W

ptanh (
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qf\ + 17? - tanh ((9—
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Finally, the conductance on edge (i, k) is initialized to
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Note that, according to Equation 5.8, M is always real-valued. Furthermore, the algorithm is only
negligible affected even if M ~ 1 or V! ~ 0, since g will not approach oo but is bounded by the range of
printable conductances.

In contrast, the gene-level mutation is targeting to mutate circuit parameters (i.e., crossbar resistances)
and is realized by a perturbation of the old values. This is implemented by adding a scaled sample from a
standard normal distribution to the current resistance value, as shown in Figure 4.5(c-5). Additionally, the
state parameter of the edge (i.e., enabled/disabled) is mutated through a variable drawn from the Bernoulli
distribution, as shown in Figure 4.5(c-6).

Objective The training objective, i.e., the fitness function, considers both circuit area and classification
accuracy. The former is assessed by counting the total number of nodes and edges and multiplied by
their respective area. The latter is designed as a combination of the classification accuracy (ACC) and
the cross-entropy (CE) loss function, which is a smooth and convex surrogate function for classification
accuracy [232]. Although EA enables to directly employ accuracy (i.e., the actual classification metric) as
the training target, integrating cross-entropy can offer smoother guidance during evolution and provides
fine-grained feedback on improvements. This becomes particularly valuable when assessing minor
perturbations in resistance values in gene mutations. Consequently, the combined metric for classification
accuracy is

Oy, #) = CE (y.5(x. ) —ACC (1. 3(x ). (48)

where x, y are training examples provided by the target dataset, while j(x, ") denotes the output of the
genome. Then, the overall training objective, i.e., the fitness function, is given by

Alg)

A

minjﬁr{lize (1-O0&y, &) +y 4.9)
where y € R* expresses the balance between accuracy and area, and A’ is a constant multiplier to calibrate
the of area term to the similar magnitude of accuracy term O(x, y, &).

At the beginning of evolution, the EA starts with only output nodes. From there, it progressively increases
the number of neurons and their connectivity. Over successive generational iterations, genome fitness
improves progressively. Upon reaching the stop criterion (with which the genomes are sufficiently
optimized), the associated topological structures and parameters can be mapped to the respective hardware
primitives and fabricated.
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(a) gradient-based pruning with given topology (b) EA-based topology optimization

Figure 4.6.: Comparison of the circuit architecture from (a) gradient and (b) evolutionary approaches. In (a), the dashed edges
and nodes are pruned. The red color refers to pruning a neuron when all its input weights are pruned. The green color represents
the case of pruning a negation circuit when all the weights associated to a voltage are positive.

Baseline Methods This paragraph introduces the baseline we employed in our experiment. Different
from EA that starts from a minimal architecture and gradually grows the network size, as the counterpart
of EA, modern ML models are typically trained through gradient-based techniques. Gradient-based
training usually provides much higher efficiency through backpropagation, but are generally less effective
in topological optimization. To explore the effectiveness of the gradient approach in p-NN architecture
and to provide a strong benchmark for evaluating the effectiveness of the proposed EA, we utilize a
state-of-the-art pruning method. In addition, we introduce a task-specific area-aware training approach to
especially encourage p-NNs with lower area footprint. These approaches start with a large and predefined
circuit architecture, progressively removes circuit components, and finally results in an area-efficient
circuit architecture.

Cutting Edge Approaches Gradient-based methods are more efficient than EAs in terms of training time,
however, they are often inadequate to optimize network architectures because the architectures are usually
discrete variables that do not produce an informative gradient to guide the training process. State-of-the-art
gradient-based strategies for optimizing network architectures are NAS [135] and network pruning [193].
Unfortunately, NAS approaches are mainly designed for DNNs with block structures [88], [117], [132],
[133] such as residual blocks with different kernel sizes or long-short-term-memory (LSTM) blocks, and
they require hand-crafted architectures. For instance, in differentiable architecture search (DARTS) [126],
several convolutional kernels with different sizes are pre-designed as candidates, and finally, the optimal
one is chosen by learning the importance factor for each block. However, NAS essentially degrades to
network pruning in the context of MLPs, because the importance factors for blocks in DNNs can be
interpreted directly as the weights in MLPs.

Network pruning refers to remove parts of the network parameters to reduce the network size. Here,
a regularizer (penalty function) is often employed to encourage higher sparsity of network parameters.
Depending on the forms of regularization, pruning can be divided into unstructured pruning (targeting
individual parameters) [74] and structured pruning (targeting groups of parameters) [93]. The former
typically incorporates the £, norms of parameters into the regularizer independently, e.g., through

lgilli+llgzlli+ -« -+ llgilly+ - - - (4.10)

to promote increased number of zero-valued parameters In contrast, the latter applies penalties to the £,
norms of grouped parameters, e.g., all weights associated with a neuron

g1, g2, -+ gi, -+ 1ll, 4.11)

to foster the elimination of complete neurons. Therefore, the latter is also named grouped prun-
ing grouppruning, channelgrouping.
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Figure 4.7.: Forward and backward pass of the soft count. The blue curve counts the number of x by 1 when x > 0, otherwise 0.
In backward, the orange function is employed to derive the gradient information.

In ML, structured pruning is more favored as it streamlines the network architecture both from the
algorithm and the hardware perspectives by simplifying the matrix multiplications. Unstructured pruning,
on the other hand, does not provide obvious improvement due to the lack of conclusive tools to support
sparse matrix multiplication. Conversely, in the context of p-NNs, both pruning approaches bring
significant benefits. Because owing to the highly flexible and agile manufacturing process of PE, removing
any component can contribute to the compactness of the circuits: Unstructured pruning can remove
crossbar resistors, whereas structured pruning enables to remove entire printed neurons. Notably, this is a
unique advantage of the additive PE.

In this regard, we employ combined unstructured pruning, Equation 4.10 and structured pruning,
Equation 4.11 methods as a state-of-the-art baseline for the proposed evolutionary architecture algorithm.

4.2.3. Area-Aware Training with Pruning

In addition to existing network pruning methods, this work also enhances the existing pruning method to
specifically encourage the compact design of p-NNs, namely the area-aware training.

Despite the large amount of research on the functional forms [44], [142], [261] of regularization
functions, these studies typically employ simple and differentiable functions, that are not directly applicable
to assess the circuit area. To address this issue and explore more potential of gradient-based pruning in
compact p-NN design, we aim to incorporate circuit area of p-NNs directly as the regularization term in
the training objective. This approach promotes the explicit optimization of compact p-NNs. Additionally,
as the circuit area is significantly influenced by the circuit architecture, which is non-differentiable and fails
to offer valid gradient information, we introduce gradient-relaxation methods to address these challenges
and thus enable gradient-based training.

As illustrated by the dashed neuron in Figure 4.6(a), the presence of a neuron can be expressed by the
existence of its input weights embodied by the conductance g;, i.e.,

max {[”‘{91>0}’“‘{gz>0}’ K g0} e ']}' (4.12)

This method belongs to structured pruning, as it aims to eliminate the entire neuron. Different from
traditional regularization like Equation 4.11, Equation 4.12 only suppresses the largest input conductance
in the crossbar, which avoids the impact on other input conductances and thereby minimizing the effect on
classification accuracy caused by the regularization. However, the indicator function k., is a piece-wise
constant function, as shown by the blue function in Figure 4.7, it has a gradient of zero almost everywhere.
To address this issue and obtain gradient information that can guide the parameter update, we use the result
of Equation 4.12 in the forward pass, while calculating gradients using a smooth relaxation called soft
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counts [243], N*°f*_ in the backward pass. In this work, the sigmoid(-) function is used as the smoothing
function, therefore, the function used for backpropagation of Equation 4.12 is given by

max {[sigmoid(g1), sigmoid(gz), - - -, sigmoid(g;), - - -]},

as shown in by the orange function in Figure 4.7.
Analogously, the presence of a negation circuit can be calculated through negative surrogate conduc-
tances, i.e.,

mjax {[“‘{91<o},14‘{92<0}, KL o) .]} _

where 6; refers to the succeeding conductances from a neuron, as shown by the green part in Figure 4.6.
If none of the corresponding weights is negative, the output voltage from the preceding neuron does not
need to be negated [243]. Similarly, the gradient of this function is relaxed by

max {1 — [sigmoid(6,), sigmoid(62), - - -, sigmoid(0;),- - -1} .
J

Regarding the count of the resistors, which aligns with unstructured pruning, we employ ¥, to count
each crossbar resistor, while its gradient is given by

sigmoid(g;)
With these soft counts, the area estimator adapted for gradient-based is expressed as
soft
A = f(NPTE A,

Finally, we use the cross-entropy function [232] to guide the training for higher accuracy. Comparable
to Equation 4.9, the training objective for the pruning is

soft
minimize (1 —y) CE (y, y(x, 6)) +yAA—/(0), (4.13)

with 8 summarizing all learnable conductances in Equation 2.13, and CE(-) refers to the cross-entropy
loss function.

Fine-Tuning It is worthy to highlight that p-NNs trained with Equation 4.13 may not reach optimal
trade-off between area and accuracy. Because the area term, functioning as a penalty, suppresses the
conductances through soft count for decreasing the device counts, and thus circuit footprint. However,
if, e.g., a conductance cannot be suppressed to zero for a given y, the resistor can not be removed. In
this case, such suppression not only fails to reduce the circuit area, but also diminishes the classification
accuracy by forcing parameters from the optimal values for the cross-entropy loss.

To mitigate this problem, we introduce the fine-tuning process. After the main training process
introduced above, we generate masks m for each surrogate conductance 6 and multiply them to indicate
the parameters after pruning, i.e.,

0—m-0,

where m is either 1 or 0, indicating whether the parameter is pruned. Regarding the pruning of neurons, if
all input parameters of a neuron are pruned, the output voltage of this neuron will be multiplied with a
mask value equaling 0. As for the negation circuits, we introduce

0 —0"-1-mN)+0-m\

to emulate the pruning of negation circuit. Here, 8" = max {0, 6}, and m™ refers to the pruning of the
negation circuit. mN = 0 marks the negation circuit is pruned, therefore, surrogate conductance 6 can only
be positive.

Subsequently, we take the cross-entropy loss as the objective function to train the pruned network
towards higher classification accuracy. With this mask-based pruning emulation, the classification
accuracy can be further improved without any area increase. In other word, the impact of the noneffective
area penalty on the classification accuracy can be recovered in the fine-tuning stage.
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Figure 4.8.: Schematics and photos of the primitives in p-NNs. (b) and (c) sourced from [202] with permission for reprinting.

4.2.4. Circuit Area Model

By establishing the training methodologies that allow optimizing circuit architectures, we can leverage
highly flexible and bespoke manufacturing process of PE to reduce circuit footprint and enhance circuit
compactness. However, achieving this objective requires also to establish a precise model for estimating
the circuit area in the regularization term in the objective function.

Area of Circuit Primitive The schematics of a printed resistor is depicted in Figure 4.8(a). Due to the
additive manufacturing, the resistance values are progressively modulated by sequentially depositing
resistive material on top of the existing resistors. Therefore, differences in printed resistors with different
values primarily arise in their thickness, whereas their areas remain unchanged. Moreover, Figure 4.8(b)
and (c) show the microscopic photos of the printed negation and ptanh circuits. As these circuits are
predefined and fix during training, their respective areas remain also constant. Consequently, we read the
area information directly from [202] as: area of the resistor (Ag) is 0.15 mm?, area of negation circuit
(Ay) is 30 mm? and area of activation (ptanh) circuit (A4) is 22 mm?, correspondingly.

Software for Circuit Area Calculation To assess the area, we do not proceed to estimate the circuit area
A directly through the summed area of each device. Because with the increasing number of devices, their
connections will grow in a super-linear way, driving the routing problem more complicated and thus
requiring more area than their linear relationship.

Rather, we utilize mature and well-developed commercial electronic design automation (EDA) tools to
facilitate automatic placement and routing, serving as an estimator of circuit footprints. Although there
are no specialized placement and routing tools developed for PE, the commonalities between PE and
printed circuit boards (PCBs) suggests us to apply PCB-design tools for PE. Because both PE and PCBs
are to place some predefined geometric components in a 2D surface, and their routing is featured by
the connected pins on the given 2D space. In this context, we utilize EasyEDA? tool for the automatic
placement and routing of p-NNs.

Although PE is predominantly a 2D technology, thanks to the additive manufacturing, the issue of
wire-crossing can be simply addressed. As illustrated in Figure 4.9(c), we can print insulating materials
(in our case, the dimethyl sulfoxide, DMSO) on top of the printed wires at the region that will be crossed.
Subsequently, the second wire can be printed over the insulator. This approach is similar to multilayer
PCBs with via holes, where the PCB substrates function as the insulator to avoid the intersection of
wires, and the via holes provide connections across layers of substrates. Therefore, the automatic routing
algorithm can natively support the tasks in PE. However, the additive PE offers significantly greater
flexibility than PCBs in managing such issues.

3 The software is available at https://easyeda.com/.
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Figure 4.9.: Placement and routing of the analog p-NNs. (a) A naive placement that mimics the form of neural networks
described in Figure 4.6(b), and (b) the solution of the automatic placement and routing from EasyEDA software. The gray box
shows the major setups of the algorithm (with technology specification of PE). (c) illustrates the wire cross in PE: (c-1) is the
symbol of cross that appears in (a) and (b), while (c-2) denotes the microscopic photo of a wire-cross with PEDOT:PSS as the
conductive wire and dimethyl sulfoxide (DMSO) as the insulator, from rasheed2020crossover.

4.2.5. Circuit Area Estimator

As it is hard to integrate the EasyEDA into the training approach of the p-NNs, we have to develop a
model that can estimate the circuit area during training and can be integrated into the algorithm. Given
the sophisticated relationship between the circuit area and its architecture, we adopt an ANN-based model
as the area estimator, because it is proven to be a universal approximator. The establishment of the area
estimator comprised three stages: data acquisition, model design, and model training.

Data acquisition We first defined our customized library in EasyEDA based on the printed component
geometry depicted in Figure 4.8, which includes dimensions and pin configurations. Subsequently, we
randomly generate 500 different p-NNs architectures and convert them into netlists for importation into
EasyEDA for automatic placement and routing. Key setups for placement and routing are reported in the
gray box in Figure 4.9. After this, we use the minimum bounding rectangles for each circuit to denote the
area footprint of the p-NNs. Since the algorithm provided by EasyEDA is not deterministic, i.e., each
conduction may produce a different result, we repeated the algorithm 10 times per p-NN, and record their
bounding box areas.
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Figure 4.10.: Performance of the VAE-based area estimator on the test data. The x-axis is the ground truth area from the
EasyEDA, while the y-axis denotes the estimated areas. Each blue point is a test data. The gray diagonal line refers to the ideal
case where the estimation equals the ground truth. The gray area around the line represents the variation of the ground truth
areas.

Area estimator model With the collected data, we constructed an ANN-based model that is capable of
estimating the circuit areas A from their device counts N; and device areas A;, denoted by

A = AreaEstimator(Nj, A;).

As the area generated by EasyEDA is not a deterministic value but rather follows a certain distribution,
we employ a Variational Autoencoder (VAE) as the area estimator. Because VAEs natively support
probability distribution as model output vae and widely used as generative Al models vaegenerative. In
our area estimator model, input features (circuit netlists) are encoded to multiple latent distributions. The
decoder then draws samples from the latent distributions to estimate the circuit areas.

Area estimator training To train the area estimator for precisely estimating circuit areas, the collected
dataset is randomly divided into training (60%), validation (20%), and test (20%) sets. We used the training
data to guide the training of the model, while employing the validation set to avoid overfitting through
the early-stopping technique. Meanwhile, we utilized data normalization and hyperparameter tuning to
enhance the precision of the area estimator. Afterwards, the final model with a 7-layer encoder and a
7-layer decoder is selected as the area estimator for p-NNs. Figure 4.10 illustrates the model performance
on test data, which has not been used during training. The results suggest that, the area estimator can
provide acceptable (< 5% error) area estimation, and does not overfit the training data.

Finally, the well-trained area estimator is then used as the area terms in Equation 4.9 and Equation 4.13
to provide a precise circuit area.
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4.2.6. Evaluation

To evaluate the efficacy of the proposed methods, we implemented both evolutionary and pruning
algorithmswith PyTorch and conducted experiments on 13 benchmark datasets, which are recommended
by the neuromorphic computing survey [111]. They are also employed in other state-of-the-art studies on
p-NNs [202], [241] and aligned with the complexity of the application domains of PE. As the functionality
of the printed f-NN hardware has been validated in [202], [218] and the contribution of this work, i.e.,
circuit area, can be completely verified at the algorithmic level, the experiment is conducted at simulation
level based on the pPDK [129].

Circuit Design Setup In the following, we provide a detailed description of the negation circuit and
ptanh activation circuit based on our feasible circuit design space in the pPDK [129]. It is worth note that,
the printed EGTs are characterized by the length L and the width W of the channel size [195], i.e., the
overlap between the top gate (PEDOT:PSS) and the semiconductor (In,0s) in Figure 2.4.

The device parameters used in the pPDK for the negation circuits and ptanh activation circuits are
reported in Table 4.5. Regarding printed resistors, as they need to have different values to reflect specific
weights, they are a range in pPDK rather than a fixed value. Specifically, they range from 100 kQ to
10 MQ.

Table 4.5.: Device Parameters in Nonlinear Circuits in pPDK
(VDD=2V, Threshold Voltage Vi, gG7=0.24V)

negation | RY | RY | RY | LN | wN | LNV | wN
circuit | (kQ) | (kQ) | (kQ) | (pm) | (um) | (pm) | (pm) | (pm) | (pm)

value 250 8 500 100 80 500 30 80 150

ptanh | R% | R} Ly | owp | Ly | wh
circuit | (k) | (kQ) (pm) | (pm) | (pm) | (um)
value | 2050 | 7 -~ 80 80 | 480 | 40 -~ —~

4.2.7. Experiment

We train p-NNs with both EA and gradient approaches. For gradient-based training, we employ the
existing (area-unaware) pruning as the baseline of this work. Meanwhile, we run the proposed area-aware
pruning as another benchmark for compact p-NN design.

Initialization By referring to other works on EA and through a few preliminary trials, the population
size is initialized to 1000. Moreover, to preserve a minimum size of the circuits, the topologies for all
datasets are initialized as unconnected networks, i.e., featuring only #output nodes.

Regarding network pruning via gradient-based approach, as pruning can only remove circuit components,
it is critical to start with a larger architecture to ensure the competitive sub-architectures are included in
the search space. Therefore, initialize the #input-4-3-#output topology as a basis structure for pruning.
This initial size is slightly more expansive than those typically employed in other works such as [241].

In addition, through few initial trials, the calibrating factor A’ in Equation 4.9 is empirically set to
600 mm?. Since this term simply aims to balance the loss term and the area term into a similar order of
magnitudes, A’ is not required to be a precise value, and will not impact the training results.

115



4. Architecture-Aware Bespoke NN Design

1.0
k5
N g 08
— | -
g ©

©
- ¢ 0.6
O ®©
_g 5 . pruning ACC
o © 04 AN AA pruning ACC
ST “~.—— EAACC
5 o
Y s 02 .
P pruning area
----- AA pruning area
0 L—— EAarea

0.0 0.2 0.4 0.6 0.8 1.0
Y

Figure 4.11.: Results of the experiment: averaged normalized accuracy (ACC) and area from three methods, namely the FA-based
training, the area-aware (AA) pruning, and the existing pruning method.

Training During evolution, the top 10 best genomes in each species are chosen to be the candidate
parents for crossover. The patience for species improvement, i.e., K7, is 20, while the number of species
being protected, i.e., Kz, is 2. In mutation, the probability of both adding node and adding edge in the
mutation phase is 0.7, while that of deleting node and deleting edge is 0.3. In this way, the networks tend
to have increasing size. Meanwhile, the edge state has 0.1 possibility to switch from enabled to disabled
and vice versa. We employ full-batch training with the stop criteria being a 100-generation patience, i.e.,
K, referring to consistently no improvement on the validation set. Moreover, to investigate the trade-off
between accuracy and area, we run 50 evolutions with 50 uniformly selected values in y € [0, 1]. The
whole process is repeated 10 times (with random seed varying from 1 to 10) for each value of y to make
sure to achieve a sufficiently good solution.

Regarding gradient-based pruning approach, we employ the Adam [66] optimizer in default parameteri-
zation to update parameters. To prevent overfitting, we use early-stopping [18], namely, we initialize the
learning rate with 0.1 and halve it after a patience (updates without improvement on objective function) of
100-epochs on the validation set. The training process is stopped, when the learning rate was halved 10
times. Other setups are kept the same as its EA counterpart. Similarly, fine-tuning is conducted to further
improve the classification accuracy of the pruned networks.

4.2.8. Result

After training, results are calculated on the corresponding test sets. It is evident that, with increasing y,
the training objective gradually transitions from prioritizing classification accuracy to minimizing circuit
area. Conceptually, y = 0 yields the highest accuracy and the largest area. As the objective in this case
only focuses on the accuracy and ignores the circuit area, the network trained through gradient approach
in this case is therefore referred to as the reference. We report the classification accuracy, circuit area, and
training time in this case in Table 4.6.

Meanwhile, as y increased, the both area and classification accuracy decreased. In this process, since
the reduction ratio of accuracy and area holds more significance than their specific values, subsequent
data will be normalized by the results of the reference values of the baseline, i.e., the existing pruning.
The change of accuracy and area versus y is described in Figure 4.11.
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Figure 4.12.: Scatters and Pareto fronts of three methods, green for existing pruning that is unaware of circuit area, red for
proposed area-aware pruning, and black for EA-based area-aware training.

Existing pruning vs. area-aware training By comparing the state-of-the-art pruning methods with
the modified compactness-specific area-aware pruning, we conclude that, although they yield similar
accuracies, the circuit area from existing pruning is consistently larger than the area-aware pruning. We
speculate that, this is because of the unawareness of the circuit area of the existing pruning. For instance,
the device counts of the negation circuits is not included in the regularization term. Consequently, the
training will not encourage more positive weights to reduce the number of negation circuits.

EA approach vs. area-aware training It can be seen that even with y = 0, EA can already achieve
competitive classification accuracy and a substantially smaller circuit area, when compared to the gradient
approach. We speculate that, this is because the EA method starts the search from the minimal architecture,
and thus may converge near it. Subsequently, as the y increases, although both methods decrease the
accuracy and area of p-NNs, the EA method produces a more modest degradation in accuracy. Because
when y = 1, the training objective focuses solely on minimizing area, disregarding classification accuracy.
This should ideally produce the smallest circuit area, where only the output neurons are expected to
be kept. In this case, EA enables input signals to be directly connected to output neurons to produce
a reasonable classification result (even though the computing power of a single neuron is very weak).
But the pruning-based approach can not even achieve this, because all neurons in the shallow layers are
pruned, resulting in a forward propagation that was cut off from the input signal. Consequently, the output
of the network behaves no better than a random guess.

To obtain the Pareto optimal trade-offs between accuracy and area, we plot the entirety of normalized
areas versus their respective normalized accuracies for all runs and all values of y in Figure 4.12 with
the green (for existing pruning), red (for area-aware pruning), and black scatters (for £A). Based on
the scatters, three Pareto fronts are drawn with their identical colors. Notably, the Pareto front of EA
significantly outperforms that of the gradient-based training methods. Because EA natively support the
optimization of circuit architectures. Moreover, the area-aware training yields better trade-offs compared
to the area-unaware counterpart.

To provide more quantitative comparison, Table 4.7 displays several trade-off points from the Pareto
fronts. It is evident that the EA approach offers 3.1x area-savings without any accuracy degradation
compared to pruning. In case a 10% reduction in normalized accuracy is permissible, only 15% of the
reference area is needed, which is 2.9x area reduction compared to area-aware pruning. Moreover, we
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Table 4.6.: Simulation Result and Runtime of Three Approaches on 13 Benchmark Datasets with y = 0

Existing (area-unaware) Pruning

Area-Aware Pruning

Proposed EA Approach

Dataset Accuracy Area (mm?) | Runtime (min) Accuracy Area (mm?) | Runtime (min) Accuracy Area (mm?) | Runtime (min)
Acutelnf 1.000 = 0.000 688 + 47 83+ 1.000 = 0.000 743 + 74 79+1.5 1.000 = 0.000 165 + 328 +104
Bal.Sca 0.966 = 0.065 890 + 40 11.5+24 0.930 = 0.030 894 + 28 11.5+25 0.929 +0.019 269 £ 5 101.1 = 31.1
BreastCanc | 0.972 + 0.003 827 + 62 104 +£2.2 0.970 = 0.004 769 + 136 113+ 1 0.962 + 0.013 176 + 18 83.2+13.7
Cardio 0.876 + 0.006 1378 + 97 124+ 1.9 0.867 + 0.010 1299 + 94 114+2.6 0.865 + 0.032 238 + 16 118.9 + 26.0
En-(y1) 0.969 = 0.006 959 + 29 15.6 + 3.8 0.972 £ 0.017 970 + 32 13.6 +4.8 1.000 £ 0.000 228 + 32 88.9+364
En-(y2) 0.921 = 0.011 965 + 62 11.2 + 0.8 0.917 = 0.022 988 + 82 104 + 0.903 + 0.015 188 +3 829 +26.3
Iris 0.975 + 0.012 832 +71 8.6 +0.7 0.962 + 0.006 859 + 59 7.5+0.8 0.935 + 0.000 227+ 6 32.6 +12.2
Mammo 0.857 = 0.008 876 + 40 9.8 +£0.8 0.860 = 0.012 827 + 33 9.1 + 0.865 = 0.019 213 £2 71.3 +£21.6
PenD 0.322 +0.013 1121 + 30 21.6 + 3.8 0.338 = 0.070 1076 + 177 222 +2.5 0.485 +0.102 551 3 196.3 + 66.5
Seeds 0.919 + 0.023 957 + 34 8.7+0.8 0.936 + 0.045 915 + 62 8.9+0.8 0.884 + 0.023 262 £ 19 7.0 £ 19.5
TicTac 0.998 + 0.004 883 + 90 9.7+0.5 0.974 + 0.024 982 + 36 94 +0.5 0.951 = 0.015 199 £5 75.3 £26.3
Vert-2C 0.828 + 0.006 811 +12 73 +£0.5 0.825 + 0.007 816 + 7.9 +0.5 0.815 = 0.009 238 +£3 46.5 +20.3
Vert-3C 0.817 + 0.017 978 + 12 8.8 + 0.810 + 0.025 939 + 60 8.6 +1.3 0.838 + 0.009 238 +7 552 +16.8
Average 0.878 = 0.013 936 + 48 11.2 + 1.6 0.874 + 0.021 929 + 67 10.7 + 1.6 0.879 + 0.020 246 = 11 79.4 + 25.2
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also report the power consumption of the trained p-NNs through an established power consumption
model from [243]. Specifically, the power are calculated from a hybrid model consisting of an analytical
formula for resistor crossbars and a ANN-based surrogate power model for the nonlinear circuits. We
observe that, as a byproduct of lower device counts, the power can also be greatly reduced compared to
pruning. Specifically, the FA surpasses the area-aware pruning method by 3.0x and 2.9x power reduction
respectively while providing 100% and 90% normalized accuracies.

Table 4.7.: Comparison of Accuracy-Area Trade-off

Normalized Area-Aware Pruning EA (superiority over pruning)
Accuracy (%) | Area (%) | Power (mW) Area (%) Power (mW)
100 100 78 32 (] 3.1x) 26 (| 3.0x)
90 44 37 15(] 2.9x) 13 (] 2.9x)
80 31 22 12 (] 2.5%x) 4 (| 5.5%)

Multivariate Regression Analysis To further assess the contribution of each circuit primitive in the
circuit performance, we conducted multivariate regression analysis and reported the result in Table 4.8. It
can be observed, each circuit primitive contributes to an increase in both area and power consumption,
while also enhancing the classification accuracy.

Notably, the final circuit areas are contributed through resistor, negation circuit, and activation circuit by
3.19 mm?, 42.2 mm?, and 27.9 mm?, respectively, which are slightly larger than the areas of the primitives
themselves (0.15 mm?, 30 mm?, and 22 mm?). Especially, while the nonlinear circuits contribute to the
final area similarly to their individual area, the contribution of resistors is significantly larger than their own
areas. This is because the resistors not only occupy their own area but also indicate the interconnection
between neuron, which can lead to sophisticated placement and routing problems. This further justifies
our work in establishing precise circuit area estimator based on EasyEDA and its placement & routing
algorithm.

Algorithm Complexity Beyond the primary concerns, i.e., area and accuracy in this work, the complexity
of the algorithms also draws our attention, because this is a notable distinction between gradient and
evolutionary approaches. Thus, we summarize the training times for both methodologies in Table 4.6.

In our experiments, EA demands significantly more time (= 7X) than its gradient counterpart. However,
we have the following comments on this issue: (i) The most time-consuming steps in EA are evaluating
genomes and producing offsprings, which are strongly related (almost proportional to) the population size
N. To fully explore the potential capabilities of EA, we have selected a large N in this work, nevertheless,
it might be reduced in other scenarios. (ii) Genome evaluation and offspring production in EA are highly
suitable to parallelization, through which the training can be accelerated. Although the parallelization is
not included in this work, this can be done as a part of future work. (iii) Even though EA takes longer
training time in our setup, the duration (ranging from 30 minutes to 3 hours) remains acceptable in the
broader context of the product development cycle. This is not only because circuit optimization is only
part of the non-recurring engineering (NRE), but also due to the target applications of PE that often
require only small-scale circuits.

4.2.9. Case Study

To provide a clear and comprehensive overview of the effectiveness of our proposed method, we illustrate
the algorithm performance with the Energy Efficient y, dataset as an example, as shown in Figure 4.13.
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Table 4.8.: Coefficients in Multivariate Regression Analysis

Target\Factor Nr Ny Nj

Area (mm?) 3.1860 42.221 27.949
Accuracy 0.0158 0.0253 0.0790

Power (mW) 0.0339 0.3753 0.1553

bias voltage 1V

(a) normal training without area-awareness ! (b) area-aware pruning ! (b) EA-based training

O input/output signal — wire = resistor H:C} negation circuit activation circuit

Figure 4.13.: Case study on the Energy Efficiency y, dataset with 8 input features and 3 output classes. Subfigures show the
minimal area footprint to achieve ~ 91% classification accuracy. The circuits are training from (a) previous area-unaware training,
(b) area-aware pruning, and (c) EFA-based area-aware training with architecture search. To maintain clarity, we illustrate only the
symbolic diagram at the primitive-level without automatic placement. Nevertheless, we report the related attributes in the gray
boxes.

From Figure 4.13(a) we know that, without the precise area estimator model, i.e., without area-aware
training, the circuit architecture often fails to be optimized for compactness, resulting in complicated
circuits structure with high power consumption and area footprint.

In contrast, with the established area model and pruning technique, the algorithm can effectively remove
redundant components with awareness of circuit area (Figure 4.13b). This significantly simplifies the
circuit architecture while maintaining unchanged classification accuracy. However, pruning still presents
obvious limitations: 1) It is heavily dependent on the initial circuit architecture. Since pruning can only
reduce circuit architecture from the original one, the initial design strongly restricts the upper bound of
circuit scale, and thereby the circuit classification accuracy. 2) Meanwhile, the lower bound of pruning
is also limited. For instance, pruning may not remove an entire layer, as it will interrupt the signal
propagation, which could result in an output irrelevant to the input signal.

In opposite, our FA-based automatic architecture search addresses the limitations of pruning, and can
therefore yield an optimal circuit architecture with significant smaller circuit area and power consumption,
while preserving comparable classification accuracy.

Discussion The NEAS framework demonstrates that evolutionary search can reason jointly about
algorithmic and physical design aspects of printed f-NN hardware. By embedding device-count, area,
and energy models directly into the fitness evaluation, it becomes possible to automatically discover
architectures that are not only accurate and robust under printing variation, but also match tight resource
budgets of ultra-low-cost printed platforms.

The use of a multi-objective EA yields a diverse Pareto front of candidate p-NNs, ranging from
extremely compact designs suitable for sub-cent smart labels to slightly larger but more accurate designs
for higher-end flexible devices. This flexibility is crucial for future applications, where the same p-NN
design methodology may have to serve a wide range of edge scenarios with very different requirements
on cost, energy, and performance.
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Finally, NEAS provides a natural foundation on which further cross-layer optimizations can be built,
such as incorporating thermal models for flexible oxide TFTs (as addressed by Thermo-NAS in Section 4.3)
or integrating application-specific constraints on latency and measurement interfaces.

4.3. Thermo-NAS for Flexible IGZO-based NN Hardware
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Figure 4.14.: (a) Bespoke flexible neuron layer; (b-g) thermal-unresilient (7U) activation circuits (fry-sigmoid, frr-tanh,
frr-ReLU, frr-clipped-ReLU, frr-Leaky-ReLU, frgr-cubic) with transfer curves within a temperature sweep from —20 °C to
185°C.

In addition to printing-related variability, flexible NN hardware implemented in a-IGZOs TFT technology
must operate reliably across wide ambient temperature ranges and under self-heating. Device parameters
such as mobility, threshold voltage, and leakage currents vary strongly with temperature, which directly
perturbs the gain and operating point of the analog neurons. Thermo-NAS is a thermal-resilient architecture
search flow that co-optimizes NN topology and the parameters of temperature-aware analog building
blocks on such flexible a-1GZO platforms[274].

The focus is on small a-IGZO-based f-NN classifiers that use operational transconductance amplifiers
(OTAs) and inverter-based shaping circuits as their main analog primitives. A temperature-aware OTA
and bias/reference infrastructure are embedded into the architecture-search loop, so that both the high-level
network structure and the low-level analog parameters are chosen to minimize accuracy loss over a
specified temperature range.

In the following, we will provide a detailed description of TR-crossbar arrays, thermal stability blocks
and TR-learnable AFs and their transfer curves based on our circuit design.

4.3.1. Thermal-resilient (TR) resistor-crossbars

The resistor crossbar in the flexible neuron (left part of Figure 4.15(b)) exhibits temperature-dependent resis-
tances, modeled by a negative temperature coefficient (NTCR) as: Ry = Ry [1 — (a9 + Aap(oy)) (T — Tp)] ,
where Ry and Ty represent nominal resistance and temperature, respectively, o is the nominal temperature
coeflicient, and Aay(o,) denotes a stochastic variation of @y drawn from a normal distribution N(0, 52),
capturing process-induced thermal fluctuations in a-IGZOs TFTs [79]. Thus, the resistor-crossbar output
voltage: V, = g—lTvl + (g;—ZTVz + (g;—;‘/g + (g;—‘;% = 3; Viw; + Viiaswp, models the effect of both thermal and
manufacturing variations.

4.3.2. Thermal Stability Blocks

Operational Transconductance Amplifier (OTA) for Current Stability We propose an operational transcon-
ductance amplifier (OTA) for sigmoid and tanh AFs due to its ability to provide stable bias currents (Ipjas),
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Figure 4.15.: (a) Proposed bespoke flexible neuron selected during NAS, (b-g) thermal-resilient (TR) activation circuits (fTr-
sigmoid, frr-tanh, frr-ReLU, frr-clipped-ReLU, frr-Leaky-ReLU, frgr-cubic) with transfer curves within a temperature sweep
from —20°C to 185 °C.
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Figure 4.16.: Proposed three-stage OTA: (a) Circuit Schematic (b) Frequency response; (c) Current stability and gain w.r.t
temperature; (d) Voltage reference circuit schematic; (e) voltage w.r.t temperature, from —20°C to 185°C.

thereby stabilizing transconductance (g,,) across temperature variations. By maintaining a consistent
gm, the OTA effectively compensates for temperature-induced variations in transistor mobility (i) and
threshold voltage (Vi,), ensuring a stable Voue-Viy.

The proposed three-stage OTA (Figure 4.16) employs only n-type transistors, pull-up resistors, and
capacitors. The pull-up resistors are selected such that R; < r,;, ensuring minimal voltage drop relative
to the TFTs’ intrinsic output resistance.

First and Second Stage The first stage consists of a differential pair (T, T;) with a current source T3,
and load resistors Ry, R;. A single-ended output is derived across R,, given by: V; = —g";” Ro(Vyy — V).
A unity-gain level shifter aligns the DC output of the differential stage to the gate of Ty, minimizing
distortion. The second stage consists of a unity-gain inverter (Ts, 17, Rs) followed by a common-source

amplifier (T3, Ry), producing: V; = Z%: “ImsRaV1 ~ gmsR4 V1.
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Third Stage and Biasing The third stage is a common-source amplifier comprising Ty and Rs, yielding:

V3 = —gmoRs V2. A Wilson current mirror (T390—T32) is used to provide stable current biasing. Transistor
T2 equalizes Vpg across mirrored devices, minimizing early effect. The phase, gain and the current
stability w.r.t thermal stability of the OTA are shown in Figure 4.16 (c)-(d). Aspect ratios are chosen to
match Vgg across 11, T, and Ty,.

Bias Conditions A global bias current Iz = 5 1A sets Ips = 2Ig = 10 1A, and Ips = Ig. Transistors Tg—Tg
are also biased at 5 pA, while Ty is set to 20 pA to effectively drive a 50 pF load. All device dimensions
are chosen to maintain the desired bias currents.

In f-NN-based analog computing, OTAs play a crucial role in stabilizing current and thereby thermal
effects in AF circuits such as sigmoid and tanh, which exhibit smooth, continuous transitions rather
than sharp threshold behaviors. Unlike AFs such as ReLLU, which rely heavily on precise, fixed voltage
references (Vier), sigmoid and tanh depend primarily on current-based transconductance (gp, = Ibias/Vefr)-
In addition, the use of a separate voltage reference circuit is not required for these functions, as OTA-based
current regulation alone provides sufficient stability under various thermal conditions.

Voltage Reference Circuit for Voltage Stability AFs such as ReLU, Clipped ReL.U, and their variants
exhibit distinct threshold behaviors that depend heavily on precise voltage thresholds. These functions
thus require a stable reference voltage (Vi) to maintain consistent and reliable activation points. Thermal
variations significantly impact transistor parameters, such as threshold voltage (Vi) and carrier mobility
(1), thus shifting the threshold and inaccuracies in response.

To address this, we design a temperature-compensated voltage reference circuit that combines
complementary-to-absolute-temperature (CTAT) and proportional-to-absolute-temperature (PTAT) behav-
iors which are well-known reference circuits for temperature compensation [81]. Specifically, CTAT and
PTAT voltages are carefully balanced to produce a stable output voltage across a wide temperature range.
The stability of the generated reference voltage ensures that AFs relying on fixed voltage thresholds remain
unaffected by temperature-induced variations. The circuit consists of stacked NMOS transistors, where
transistors T; and T, regulate the output voltage. The diode-connected transistors T; to T introduce a
temperature-dependent impedance, ensuring voltage stability. The output reference voltage is determined
by:

Cox1(W/L)
VTEMP = VTH — VTH + mVT ln S ——————
N Coxass(W/L)sse
CTAT
PTAT

The circuit operates on a wide supply voltage (Vpp) range from 0.5V to 3V and a temperature range till
185 °C. Thus, by choosing the correct stabilization, AFs remain robust against temperature, improving the
reliability of f-NNs.

4.3.3. Thermal-resilient (TR) Learnable AF Blocks

Here, we detail 7R learnable AFs and their transfer curves in Figure 4.15(b;-g;) and Figure 4.15(b;;-g;;)
respectively. Thermal variations (7°) from —20 °C to 185 °C are considered, assuming component variation
and enforcing a power constraint « to restrict high-power overloads. Self-heating effects were modeled by
enabling the SHE flag in FlexIC Gen3 Process Design Kit (PDK) and adding thermal resistances (Ry)
and capacitances (Cy,) coupled via temperature-dependent behavioral sources for resistors.

Flexible Sigmoid (f-sigmoid) Circuit The f-sigmoid is designed to emulate a smooth S-shaped, closely
resembling the standard sigmoid function with the ground terminal biased at OV. The circuit parameters
(e.g., resistor values and transistor dimensions) are assumed to have minimal variations due to the high
precision of the manufacturing process. However, temperature variation still influences the Vi, and p. To
counteract these temperature-induced effects, an OTA is connected to the blocks as shown in Figure 4.16 (b).
The OTA supplies a stable bias current (Inias), ensuring that the effective transconductance (gp, = Ibias/ Vefr)
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remains consistent despite temperature fluctuations, thus maintaining a stable Vqu-Viy, for the f-sigmoid
circuit. The mathematical equation of the circuit is: V; = 1y + 5 - sigmoid((V, — 13) - 11} - exp(—=%=5)),
with auxiliary parameters j° defined by physical quantities q° = [RS, WS, L5, o, T].

Flexible Tanh (f-tanh) Circuit The f-fanh circuit employs balanced transistor-resistor configurations
between a negative rail (e.g., —1 V) and a positive supply (Vpp) to achieve a symmetric, smooth tanh-like
transfer characteristic around 0 V. Resistor ratios and bias currents are optimized for stable operation
across temperature variations. An OTA dynamically compensates bias currents to preserve performance
despite thermal-induced parameter shifts. Unlike the f-sigmoid, a 100 Q resistor is omitted to prevent
unwanted offset shifts. The f-tanh is modeled as: V, = n] + n; - tanh((V, — 73)n; - exp(—=75=)), with
parameters jT determined by physical quantities q* = [RT, WT, LT, , 77].

Flexible ReLU (f-ReLU) Circuit In the f~ReLU circuit (Figure 4.15(d)), transistor T; acts as the primary
switching element for positive input signals, while T3 clamps negative inputs to ground. Transistor T; sets
the bias and threshold voltage, driven by the proposed stable voltage reference (Vie¢) to offset temperature-
induced parameter variations, maintaining a stable ReLLU threshold. The transfer characteristic is given by:
Vo= ryf(x — 17313) + 175 - softplus(V, — ryg, aT) + a, where softplus(x, 7) = % log(1+e” & "75)) with auxiliary
parameters ]R determined by qR = [RR, WR LR o, T7].

Flexible Clipped ReLU (f-CR) Circuit In a flexible clipped ReLU (f-CR), negative inputs are driven to
zero, while positive inputs follow the input voltage until reaching a hardware-defined maximum threshold.
Beyond this threshold, the output saturates, effectively clipping the signal. Also, a stable reference
voltage (V;ef) is connected to the transistor that governs the clip level, the circuit maintains a consistent
upper bound over thermal variations, combining the rectifying behavior of ReLU with a robust hardware
clamp. The mathematical model of the f~-CR follows the given equation:

nR + nSk. tanh(T - (V, — n?R)), V. <15,
CR CR
Ny =1
V= {nCR ?:anlc;e (V= SRy + yCR tanh(a'r (V- nng)), nsR <V, <k,
4 3
qu + rySCR . tanh(a‘f - (V, = TL?R)), V. > ’L?R'

where J°R depend on physical values q°R = [R°R, WER LCR o, T7].

Flexible Leaky ReLU (f-LR) Circuit In this f~-LR circuit, diode-connected transistor T, provides a conduction
path for negative inputs, creating a non-zero slope instead of clamping the output strictly to ground. This
ensures that when V;, < 0, the output follows a fraction of the negative voltage rather than dropping to
zero. Ty governs the main rectification for positive inputs, passing the signal to the output when Vj, > 0.
The resistor network (e.g., Ry, Ry) defines the exact slope of negative region and the bias conditions for
both transistors. As temperature compensation is required, a stable voltage reference (V) is connected
to the gate node of T, ensuring the transition remains consistent across varying thermal conditions. The
mathematical expression is given by:

Vo= ryfR S(x - rng) + n%R - LReLU(V, — I];‘R, aT) +a.

X, if x >0,

LReLU(x, ryé‘R) = { LR
ns -

x, ifx <0.
where ]LR = [iylLR, U%R, n%R] are the auxiliary parameters determined by qT = [R'R WIR LR o 7] in

the circuit.
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Algorithm 4 ThermoNAS Evolutionary Algorithm
Require: D = {(x,y)}
Require: N (population size)
Require: O(-) (objective function)
Require: selection(-) (parent selection)
Require: adjust(-) (species size calculator)
Require: K (candidate parents for crossover)
Require: K (species patience)
Require: K, (protected species)
Require: % (evolution patience)

1: Initialize population  with N genomes

2: stop < False

38«0

4 F «— o

5: Fg — @

6: while stop = False do

7: S « speciation(P)

8: (F, Fs) « O(S, D)

9: Ns « adjust(Fs)

10: foralls € S do

11: if NoImprove(¥s(s), ;) then

12: if = IsBest(s, K3) then

13: Mark s as extinct

14: else

15: for n < 1 to Ns(s) do
D1, p2 < selection(s, K) > Select parents based on fitness
0, < crossover(py, p2) > Crossover to produce offspring
0, < mutation(oy) > Mutation to introduce diversity

> Apply thermal-aware mutation o,, «— thermal_mutation(o,, 7, ) > Adjust offspring with
thermal resilience

16: § < {01,02,...,0n5(s)}

17: if Nolmprove(max(¥), %) then

18: stop < True

Flexible Cubic (f-C) Circuit The cubic activation (f-cubic) circuit employs transistors (T3, T;) and resistor
networks (Ry, R;) configured to produce an x*-type response. Transistor conduction paths and resistor
ratios define the polynomial output, while a voltage reference (Vi) maintains thermal stability by
compensating temperature-induced parameter shifts. Mathematically: V, = rylc(x - 173C) + I]g - softplus(x —
ns,aT) +ns(x — n$)* + a, with parameters j© derived from circuit parameters q© = [R°, W€, L, &, T].

Note: All ReLU-family AF circuits employ a source degeneration resistor to stabilize gain, linearize
transistor response, mitigate device variations and self-heating effects, and compensate thermal drift, thus
ensuring consistent performance.

4.3.4. Thermal-aware Neural Architecture Search (NAS)

We propose a NEAT-inspired EA [25] to design thermal-resilient (TR) f-NN. Each AF and crossbar are
modeled with thermal parameters 7~ and «, capturing variations in device characteristics such as Vyp,
gm, mobility, device aging and power constraints. Integrating «,7 into the circuit models in section 6.1
ensures joint design of circuit topology and thermal-aware parameters, significantly enhancing robustness
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and classification accuracy compared to methods that do not account for these effects. The training
framework is shown in Algorithm 4%,

4.3.4.1. Encoding, Crossover, and Mutation with Thermal Effects

Encoding Our encoding uses two gene types: node genes, showing neurons with unique indices,
adjustable resistor parameters (Rr,, Rr,), AFs, power constraint () and thermal parameter (7°); and edge
genes, defining directional neuron connections with learnable resistances and active/inactive neurons.
These sets of genes mutate through evolution, forming genome and collectively form a population .

Crossover During crossover (Algorithm 3, line 9-11), offspring directly inherit unique genes from the
fitter parent and randomly inherit common genes (matched by global indices) from both parents, favoring
the fitter one. Thermal variation parameters (7°) and power constraint () ensure that the offspring retain
thermal stability.

Mutation Mutation (Algorithm 3, line 12),introduces architectural and parameter refinements at two
levels: genome-level (adding/removing nodes or edges initialized with thermal parameters 7~ and power
constraint («) to ensure temperature stability) and gene-level (fine-tuning resistances and connection states
via stochastic adjustments). Structural mutations preserve circuit functionality by matching original node
outputs, while parameter mutations apply small variations respecting power constraints (¢) to restrict heat
build-up.

4.3.5. Thermal-resilient (TR) NAS Training

Thermal-resilient training is essential for f-NN, which are vulnerable to parameter drift under temperature
fluctuations. We propose a NAS framework explicitly modeling circuit parameters (6, q) as temperature-
dependent random variables. The thermal-aware training objective is defined as the expected loss over
these variations: £ = Eg, . [L(6) © €9,q0 © &3, D) + a - T(0,q)] = IEG j L(0y © £9,q0 © ¢, D) + a -
T (0, q)]p(eg)p(eq) de4 deg. approximated via Monte-Carlo (MC) sampling as
1N

Lzﬁnz—;[ (90@69n,qo®eqn, )+a-‘7'(9,q)] (4.14)
with samples &, ~ p(ep) and &, ~ p(&q). Here, the factor a enforces thermal stability, while 7~ penalizes
thermal dev1at10ns This objective guides the NAS toward robust architectures balancing accuracy and
thermal resilience. To simplify optimization, we apply reparameterization [56], expressing parameters as
0 = 0y © g9 and q = q © &4, where & are random samples. The integral is approximated via MC sampling,
and the fitness function is defined as f(x) = y - ACC — (1 —y) - £, where y € [0, 1] is a hyperparameter
controlling the trade-off between accuracy (ACC) and thermal-aware loss (£).

4.3.6. Evaluation

To assess the effectiveness of the proposed method, the algorithm was implemented in PyTorch and
evaluated on 13 benchmark datasets commonly utilized in prior studies [202], [220]. SPICE simulations
of AFs from Figure 4.15(b)-(f) were conducted in Cadence Virtuoso using Pragmatic FlexIC PDK [271],
sweeping temperatures from —20 °C to 185 °C.

4.3.7. Experiment

Initialization Drawing insights from other works on EA and guided by a series of preliminary trials, we
have initialized the network topologies for all datasets as unconnected networks, which consist solely of

4 https://github.com/orgs/Reliable-Circuit-Design-and-Computing/
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Figure 4.17.: Gradual voltage response of input-output neuron layers across temperature for EA_TU, EA_TR and EA_Mixed
designs for Iris dataset. The color intensity reflects voltage levels, showing the thermal stability among designs.

nodes corresponding to the number of outputs, featuring only #output nodes. The population for these
experiments is robustly set at 1000 individuals. Each node is initialized to have a random AFs circuit
among the given design. In terms of the mutation mechanisms, we have defined specific probabilities for
the genetic alterations within the network structures: the probability of introducing either a new node or
a new connection is set at a substantial rate of 0.8, while the probability for the deletion of a node or a
connection is comparatively lower, at 0.2. Moreover, there exists a 0.1 chance that any given edge within
the network will toggle its state from enabled to disabled, or vice versa, as part of the mutation process.
Moreover, the mutation rate of changing selected AFs circuit is 0.1.

In our framework, thermal fluctuations are modeled using a static uniform distribution to capture
temperature-induced variations in device parameters. Specifically, we assume g9 ~ U[1 — €, 1 + €] and
g4 ~ U[1 - €,1 + €] in a uniformly defined range, where € represents the magnitude of thermal variation.
Thermal fluctuations, which stem from ambient or junction temperature changes, lead to variations in
material properties over a limited range [227], [239]. Self-heating effects are included at both transistors
and resistors through SPICE simulations, incorporating thermal resistances and capacitances coupled to
temperature-dependent power dissipation.For the MC estimation of the expected loss, we employ N = 50
samples, which our experiments have shown to be sufficient for precise approximation.

Training Evolutionary training utilized full-batch optimization, terminating after 100 generations without
validation improvement. Experiments were repeated ten times per configuration using random seeds
(1-10) to ensure statistical reliability.

Baseline The baseline followed the methodology of [259] without thermal variations (e = 0), using
Adam optimizer with default parameters, an initial learning rate of 0.1, and halving upon 100-epoch
patience. Training terminated after the learning rate was reduced 10 times.

Post-Training Evaluation Optimal circuits selected based on minimal validation loss were evaluated
in test sets under identical thermal conditions, using 100 MC samples (Nist = 100). Results including
accuracy, area, and power, are summarized in Table 4.9 and Table 4.10. Note: Due to the bespoke
nature of flexible circuits and technology limitations, model parameters are hardcoded post-deployment,
constraining incremental or online parameter updates.

4.3.8. Result

The accuracy results summarized in Table 4.9 clearly illustrate the significant impact of thermal variations
on f-NNs. Under nominal (ideal) conditions, the f-NNs achieve an average accuracy of =~ 87.0%.
However, under worst-case thermal variations, this accuracy (Table 4.10 (col. 3) sharply reduces to about
43.2%, showing a performance degradation of =~ 50.3%. This shows that f-NNs are highly susceptible to
temperature variations, highlighting the need for thermal resilience in real scenarios.

To mitigate this accuracy loss, we evaluate the use of thermal-resilient AFs in f-NNs. By integrating
these TRs AFs, the f-NNs successfully regained most of accuracy loss, resulting in an average accuracy of
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80.9%, thus recovering =~ 87% of the accuracy initially lost due to thermal variations. However, as shown
in Table 4.10, achieving this thermal resilience comes at notable hardware costs, with an area overhead
of ~ 89% and a power overhead of about 70.1%, showing a significant trade-off between accuracy and
hardware efficiency.

Table 4.10.: Comparison of Average Accuracy, Area and Power w.r.t Different Cross-Layer Approaches

Metrics Nominal | Worstcase | TR | EA_TU | EA_TR | EA_Mixed
Accuracy (%) 87.0 43.2 80.9 51.1 87.5 83.7
Area (sq. pm) 1.585 1.585 3.010 | 1.056 2.868 2.294
Power (mW) 1.379 1.612 2.743 | 0919 2.240 2.397

To overcome hardware limitations, we further explore algorithmic approaches using £As combined with
NAS. Initially, applying these algorithmic optimizations to thermal-unresilient (7U) AFs alone (EA_TU)
resulted in limited accuracy gains, improving from worst-case accuracy of 43.2% to only 51.1%, which
remained significantly below nominal accuracy. We therefore adopt EA-based optimization directly on
thermal-resilient AFs (EA_TR) to address this. This combined approach improve performance, achieving
an average accuracy of 87.5%, thus fully recovering the accuracy loss due to thermal variations and
slightly exceeding the nominal accuracy. However, this algorithmic strategy results in reduced area (=
5%) and power (=~ 18.3%) compared to only TR circuits but significantly higher area and power overhead
of ~ 81% and = 39%, respectively, compared to nominal case.

Finally, to achieve an optimal balance between accuracy and hardware costs, we introduce a mixed AF
strategy (EA_Mixed), selectively using both thermal unresilient and thermal-resilient AFs, optimized by
EA-based NAS. This selective approach achieve an accuracy of 83.7%, incurring only a accuracy drop
of about 4.3% compared to the EA_TR approach. However, it results in significant hardware efficiency,
further reducing area overhead by ~ 20% while maintaining a moderate power overhead of only about = 7%
compared to EFA_TR. Despite the longer training duration for EA based approaches (~ 8hr on average)
compared to gradient (= 20min), the considerable gains in accuracy, power efficiency, and reduced area
footprints justify the additional training cost. This plot in Figure 4.17 further shows how output voltages
of neurons shift with temperature. TRs cells maintain stable voltages, while unresilient cells show larger
variations, especially in higher temperature ranges. While this work shows thermal-aware design for
a-IGZOs TFT-based circuits, the methodology, i.e., evolutionary optimization of NAS, AFs, and circuit
parameters, is generally technology-agnostic and suitable for various small scale NNs.

4.4. Chapter Summary

This chapter presented an architecture-aware design methodology for robust and efficient p-NNs imple-
mented in emerging flexible and PE. The proposed framework jointly considers circuit-level nonidealities,
neural architecture, and learning strategies to address key challenges arising from process variation, area
constraints, and thermal instability.

First, we introduced learnable printed AFs and demonstrated how their circuit parameters can be
co-optimized with network topology using an EA-based NAS. By explicitly modeling printing-induced
variations within the training objective, the proposed variation-aware NAS significantly improved
robustness and reduced post-mapping accuracy degradation compared to conventional gradient-based
approaches.

Second, the framework was extended toward compact p-NNs through NEAS, which explicitly incor-
porates circuit area and power into the optimization process. By jointly evolving network topology and
physical implementation parameters, NEAS achieved superior accuracy-area-power trade-offs compared
to state-of-the-art pruning-based baselines, enabling highly compact printed neural implementations.
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4. Architecture-Aware Bespoke NN Design

Finally, this chapter addressed thermal reliability challenges in flexible a-IGZO TFT-based f-NN
hardware through Thermo-NAS. By integrating thermal-resilient circuit primitives and temperature-aware
modeling into the evolutionary search, the proposed approach effectively mitigated severe accuracy
degradation under wide temperature variations. A mixed activation strategy further balanced accuracy
recovery and hardware overhead.

Overall, this chapter demonstrated that evolutionary, circuit-aware NAS provides a scalable and
technology-agnostic methodology for designing p-NNs that are robust to process variability, compact in
physical footprint, and resilient to thermal stress, thereby enabling reliable edge intelligence on flexible
and printed hardware platforms.
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PE promises extremely low-cost, mechanically flexible and customizable hardware, but these benefits
come at the price of reduced reliability and limited testability. Process variations, parametric drift over
time, and catastrophic manufacturing defects are all significantly more pronounced than in conventional
silicon CMOS. In the p-NNs and other bespoke circuits developed in this thesis, these non-idealities
directly affect the correctness of computations and the lifetime of the system.

This chapter brings together several contributions that address reliability and testability across different
layers of the stack: circuit-level AEC for unreliable unary-encoded bitstreams, fault sensitivity analysis of
printed classifiers, adaptive self-healing through fault-aware training and redundant circuit structures,
and finally manufacturing test and diagnostics through delay-based and gradient-based test generation.
Together, they form an end-to-end view of how to design, characterize, and test reliable printed systems at
scale.

5.1. Fault Sensitivity Analysis of p-NN Classifiers

To assess the fault sensitivity of analog printed NN classifiers (a-p-NNs) circuits, a Monte Carlo-based
fault injection methodology is employed. The first step in this work involves defining potential fault types,
such as resistor open-short or transistor open or gate-drain (G-D) / gate-source (G-S) / drain-source (D-S)
shorts-open, specifying their characteristic behaviors. For simulating the faults in the resistor crossbars,
we utilized an analytical expression, i.e.,

g=M,0g, 5.1

where g collects the conductance values and M, functions as a mask to emulate by different faults by
multiplying the conductances with 1 for fault-free, 0 for open, and oo for short. Moreover, © denotes an
element-wise multiplication, and therefore, g indicates the conductances with fault injection.

However, the impact of the fault in the nonlinear circuits, i.e., negative weight circuit and activation
circuit, is a much more sophisticated mechanism. Even though there has been works on estimating
the transfer characteristics of those nonlinear circuits through ML-based surrogate nonlinear circuit
models [241], they can not be used for fault sensitivity analysis, they can only provide confident estimations
when the component values are within a reasonable range. Therefore, we consider the nonlinear subcircuits
as sub-systems and inject faults into different components. Thereafter, we conduct a SPICE simulation
based on the pPDK to obtain the characteristic curves for the corresponding faults. Figure 5.1 (a) and
Figure 5.1 (b) show the possible single fault that can occur in the negative weight circuit and ptanh
circuit. In addition to being stuck at VSS/GND and stuck at supply voltage VDD, we also notice various
unexpected faulty behaviors in the circuit which results in an abnormal rise in the negative voltage
level when the resistor Rs is kept open in Figure 5.1 (a) and R; in Figure 5.1 (b) respectively due to a
discontinuity in the closed circuit connection, further disrupting the expected outputs. All these fault
scenarios lead to the reduced classification accuracy of various datasets in the a-p-NN architecture and
are therefore a critical concern.

Subsequently, we use Monte Carlo sampling to draw the fault components within a print a-p-NN. As
the training framework of the a-p-NN is an ML-based model, we employ a top-down sampling strategy
to keep a consistent fault rate for each component, i.e., we first draw N; faults for each layer [ with the
probability
N

= —— VI, 52
21N ©:2)

p(l)

131



5. Reliability, Endurance, and Test

1.0F 31.481 1.0F
4-31.482 M1_G-D_short | -10
'\ M2_G-D_short
0.5F 4-31.483.  0.5[ R2 short ~ [1_45
Aut_nominal > M1_D-S_sho >
— ——M1_G-S_short 1_31.484 <~ Vout_nomina 5
2 M3_open =2 M2_D-S_shoft | 59 &
500 ——M3 D-S_short | a4 405 50.0} }——R2_open o
£ M3_G-D_short : 2 _E Eﬁ’\
> ——R1_open - > {-25 3
——R1_short 17314863 £
-0.5} \ —— M1_G-D_short ?- -05} >
= R3_open 4-31.48 \ _
7 1730
= 31.488 ~
-1.0 I I I -1.0E 1 L I -35
-2 -1 0 1 2 -2 -1 0 2
Voutput (V) Voutput (V)
(a) (b)

Figure 5.1.: SPICE simulated stuck-open and stuck-short faults in (a) negative-weight and (b) p-tanh activation circuit of a-p-NN
hardware primitives.

with
N; = 6N + 4N + N&, (5.3)

where N, IN , Nl“‘, and NlR refer to the number of negative weight circuits, ptanh activation circuits, and the
number of resistors of the crossbar in the [-th layer. Afterward, each layer is requested to sample N; faults
for three circuit primitives proportional to their device counts. Note that, for each nonlinear circuit, we
consider maximally one fault, justifying the ignorance of multiple faults occurring simultaneously in the
same subcircuit.

5.1.1. Training approaches in analog-p-NN (a-p-NN) Classifier

Nominal Training 'We adopt nominal training as a design approach which is gradient-based training of
a-p-NN [242]. It can efficiently train the parameters in a a-p-NN, fulfilling the constraints on the printed
devices, e.g., limited printable resistances.

Variation-Aware Training In addition to the nominal training, variation-aware training takes the parametric
faults (manufacturing errors) of printed components into account during the training [242] by modeling
the fabrication through a stochastic variable. As it aims to improve the robustness against parametric
faults, we tested the a-p-NNs from variation-aware training to analyze whether it can bring advantages for
catastrophic faults.

Dropout Dropout is a common training method in deep learning [174]. As it randomly turns off some
neurons/inputs, which is similar to the mechanism of a stuck-open, it is hypothesized that it can also
improve the robustness of the circuits against catastrophic faults.

Variation-aware+Dropout Finally, a combined approach of variation-aware training and dropout is
considered to comprehensively analyze their effectiveness in enhancing the performance of a-p-NN.

5.1.2. Fault Injection in digital-p-NN Classifier (d-p-NN)

Similar as explained in section 5.1, to assess a fault sensitivity simulation on the digital designs a Monte
Carlo-based simulation is utilized. In this process, we obtain all the wires described in the post-synthesis
netlist design, and randomly wires are selected. These obtained wires are the faulty wires of the circuit
and are randomly stuck-at O or 1. Afterward, every defective wire is intentionally introduced into the
gate-level netlist for each respective architecture. Then the gate-level simulation is performed to evaluate
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Figure 5.2.: Evaluation of various analog design approaches after single, double, and quadruple fault injection in a-p-NNs. The
dotted line represents the fault-free accuracy.

the impact of these faults on the classification accuracy of the p-NN. Also, we simulate the entire test
dataset on the fault-injected netlist to obtain the impact on the classification accuracy.

5.1.3. Architecturesin d-p-NN Classifier

Different customization architecture 'We adopt two architectures of different customization levels; the
conventional (i.e., generic) and the bespoke architecture. Both of these architectures use full fixed-point
precision for their computations. The conventional architecture utilizes general-purpose multipliers with
two operands; one for the input and one for the weights. On the other hand, the bespoke design paradigm
utilizes multipliers specific for each weight, in the p-NN circuit. Subsequently, each multiplier produces a
specific product based on the input for each weight within each neuron of the p-NN.

Different approximation tensity ~'We consider three different bespoke approximate p-NN architectures
with different approximation tensity. The first approximate p-NN architecture uses only power-of-2 (pow?2)
quantization of weights and thus, performs a multiplier-less inference. The second approximate p-NN
architecture uses pow?2 approximation and a fine-grain approximate accumulation (pow2+axAcc) [222].
The third p-NN architecture (axAll) [222], approximates all the components of the p-NN by using an
argmax approximation with pow2+axAcc.

Dropout As mentioned before, dropout is a common training method in ML. This approach randomly
nullifies some inputs during training, which in turn helps prevent over-fitting. After training, certain
inputs have larger weights that dramatically change the outcome. Without dropout, the circuit is expected
to be more prone to failure, if a stuck-at-fault occurs which could affect the outcome more.

5.1.4. Evaluation

While the previous section focused on correcting bit-level errors in unary-encoded outputs, reliability at
the system level also depends critically on how neural-network classifiers implemented in PE respond to
permanent faults. The ETS paper Fault Sensitivity Analysis of Printed Bespoke Multilayer Perceptron
Classifiers investigates this question systematically for both analog and digital printed p-NNs, and across
a broad set of datasets and training strategies.
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Figure 5.3.: Evaluation of fault sensitivity w.r.t (a) design approaches in a-p-NN (The area for a-p-NN is same in all training
process) and (b) design architectures in d-p-NN. (Area is in logarithmic scale).

To analyze the fault sensitivity of both a-p-NN and d-p-NN, we conduct the following experiment. The
code is available at GitHub repository.

5.1.5. [Experiment

All analog hardware primitives were designed based on the n-EGT pPDK. We used Cadence Virtuoso?
tool to simulate fault injection (Figure 5.1) in SPICE and trained the a-p-NNs afterward.

Digital circuits are synthesized using Synopsys Design Compiler S-2021.06 with the printed n-EGT
library [158]. For simulation and power analysis, VCS T-2022.06 and PrimeTime T-2022.03 are employed.
Accuracy is reported on the test dataset, with synthesis adhering to directives in [222] to align delay
values with typical PE performance [102]. The digital printed NN classifiers (d-p-NNs) architecture
mirrors power, [169], and bespoke exact d-p-NNs circuits, as outlined in [169], utilizes 8-bit fixed point
weights and 4-bit inputs.

Training Setup We employed eight preprocessed datasets, namely Balance Scale (Ba.), Cardiotocogra-
phy (Ca.), Energyl (Enl.), Energy2 (En2.), Iris, Pendigits (Pen.), Seeds, and Vertebral 3 Columns (Vert.),
from [59] whose task complexity match the target applications of PE, and normalized their inputs to [0, 1]
to simulate the electrical signals from sensors with limited range. To this, we randomly split datasets into
training (60%), validation (20%), and test (20%) sets.

5.1.6. Result

a-p-NNs We utilized various non-linear components in the a-p-NN circuit primitives. However, their
reliable functioning in analog circuits is highly susceptible to faults due to several factors like input
variations, printing process variations, device-geometry, and variations in ink compositions and substrates.
The accuracy distribution with single, double and quadruple fault injection of a-p-NNs on 8 benchmark
datasets using various training approaches are shown in Figure 6.3. It is evident that none of the methods
can effectively mitigate the impact of catastrophic faults, resulting in a significant reduction in classification
accuracy when faults are introduced. Additionally, with the increasing number of faults injected, the
classification accuracy is reduced continuously.

1 https://github.com/PrintedElectronics/Fault_Sensitivity_Analysis
2 https://www.cadence.com/en_US/home.html
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Figure 5.4.: Evaluation of conventional and bespoke architecture after single, double, and quadruple fault injection. The bespoke
architecture is as in [169]. The dotted line represents the fault-free accuracy.

Both variation-aware training and dropout training can marginally contribute to robustness against
fault and their effectiveness is dataset-dependent. However, variation-aware training stands out by
achieving higher accuracy in fault-free testing scenarios, while dropout training yields lower accuracy
under fault-free conditions. We speculate that, as variation-aware training introduces stochastic variables
with continuous probabilistic distribution, the objective function was smoothed during training. As a
result, the gradient can guide the training process more informatively. In contrast, as dropout introduces
non-differentiability (turning-off vs. turning-on) into the training process, it creates difficulties for the
gradient-based training process resulting in lower accuracies in fault-free cases.

Unexpectedly, the combination of both dropout and variation-aware training leads to even worse results
than nominal training. In this regard, we argue that the introduction of both variation and dropout forces
excessive perturbations to the parameters, so that the circuits are unable to produce promising accuracy
while overcoming the large perturbations in the small optimization search space (solely 1 hidden layer
with 3 neurons). Thus, a-p-NNs inherently operates with limited precision due to continuous voltage
levels resulting in reduced classification accuracy for different training approaches.

Figure 5.3 depicts the summary of techniques used in this work, for both analog and digital p-NNs w.r.t.
fault sensitivity and area. For each technique, Figure 5.3 presents the min-max range of fault sensitivity,
the black dot represents the average of this range, while the yellow star is the area of the technique in
cm?. In this work, as fault sensitivity, we consider the average accuracy drop (classification miss) for
each dataset and each fault injection type i.e., single, double, quadruple, normalized with the respective
fault-free accuracy.

d-p-NNs Figure 5.4 depicts the accuracy distribution with single, double, and quadruple fault injection
for both conventional and bespoke designs. The same distribution is shown for bespoke exact and
approximate architectures in Figure 5.6. As discussed in paragraph 5.1.6, increasing the number of
faults in the circuit results in a reduction of classification accuracy. In some cases, the approximate p-NN
circuits achieve higher accuracy than their exact counterparts due to the benefits of approximation in
terms of area, power gains, and improved generalization [223].

For different customization architectures, Figure 5.3 showcases that the bespoke architecture is more
FT than the conventional model-agnostic architecture. As previously mentioned, the bespoke architecture
uses fully customized multipliers that generate a specific product, while its conventional counterpart
utilizes general-purpose multipliers with weight as one of its inputs. That means that if a fault occurs in
the netlist of the conventional p-NN architecture, the multiplier will result in a different input’s product.
On the other hand, the bespoke netlist is more F7T since the multiplier’s netlist is dedicated to the specific
value of the weight.
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follow [222]. The dotted line represents the fault-free accuracy.

Furthermore for different approximation tensity, Figure 5.3 showcases that pow2 is more F7 than the
other more fine-grain approximations. More precisely, while approximate circuits are generally assumed
to be more fault tolerant than their exact counterpart [223], this is not the case for bespoke circuits as
depicted in Figure 5.3. The approximate bespoke designs are more fault-sensitive than their bespoke
exact counterparts. The aggressive fine-grain approximations in these designs result in significant area
reduction, minimizing the gate count, meaning that any remaining redundancy is removed from the
circuit and every gate is crucial for final classification. The decreasing area in Figure 5.3 demonstrates a
trade-off between optimization intensity and fault sensitivity, emphasizing the criticality of even a simple
permanent fault in highly optimized circuits.

Analyzing gate-level netlists post single fault injection, also reveals that errors near the output (argmax
circuit) significantly degraded accuracy. A stuck-at-fault within the argmax circuit propagates to the
output, causing one p-NN output bit to be stuck-at 0/1. Consequently, the classification output becomes
confined to a specific subset of available p-NN classes, emphasizing the criticality of faults in proximity
to the output for accuracy degradation.
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Dropout Figure 5.5 shows the fault sensitivity for a-p-NN nominal, dropout, d-p-NN AxAll, and
AxAll+dropout approaches. The a-p-NN operates on analog sensory inputs, and for a fair analog-digital
area comparison, d-p-NN areas are reported with ADC areas included. The digital area is nearly half
of its analog equivalent due to a more approximate design with all d-p-NN components approximated.
Dropout during d-p-NN training alters model coefficients and circuits, affecting min-max fault-tolerance
ranges on AxAll dropout. However, on average, AxAll d-p-NN dropout is more F7T than without dropout
during training. Overall, dropout increases the fault tolerance in both a-p-NNs and d-p-NNs on average.

Key Findings for Analog p-NNs The analysis revealed several important trends for analog printed p-NNs:

1. High sensitivity to catastrophic faults. Even a small number of stuck-open or stuck-short faults in
critical locations (e.g., within the activation function circuits or important crossbar weights) can
cause steep drops in accuracy. No training strategy could fully compensate for severe catastrophic
faults once they occur.

2. Variation-aware training improves nominal accuracy and mild-fault robustness. When only
parametric variations are present or when fault rates are low, variation-aware training yields the
highest classification accuracy, as the network learns to operate in the presence of noisy device
parameters.

3. Dropout introduces robustness at the cost of baseline accuracy. Dropout training sacrifices
some accuracy in the fault-free case but generally improves average accuracy across fault scenarios,
since the network learns to avoid over-reliance on any single neuron or path.

4. Combining variation-aware training and dropout does not always help. The combined scheme
sometimes underperforms pure variation-aware training, suggesting a complex interaction between
noise-aware optimization and structural redundancy.

These results highlight a fundamental tension: analog printed classifiers can be made tolerant to
parametric spread, but catastrophic faults remain a major threat if not addressed at the circuit or architectural
level.

Key Findings for Digital p-NNs For the digital implementations, the study compared generic, bespoke,
and approximate designs, each subjected to random stuck-at faults. The main conclusions are:

* Bespoke exact designs are relatively robust. The full-precision bespoke d-p-NNs often show
better fault tolerance than their approximate counterparts, because they retain more representational
redundancy and do not aggressively compress internal arithmetic.

* Approximate circuits increase fault sensitivity. Architectures such as pow2+axAcc and axAll,
which rely heavily on approximate operations to save area and power, tend to be more sensitive to
stuck-at faults: the same structural redundancy that is removed for efficiency would have helped
absorb faults.

* Dropout helps both analog and digital. Applying dropout during training improves average
accuracy under faults for digital classifiers as well, confirming that redundancy at the algorithmic
level is beneficial across implementation styles.

Implications This fault sensitivity study serves two purposes in the context of the thesis:

1. It provides a quantitative baseline for how fragile current printed analog and digital p-NN classifiers
are to realistic PE fault models, motivating the self-healing approaches developed later.

2. It shows that training alone cannot guarantee fault tolerance; hardware-level measures (redundant
structures, error correction) and test strategies (to screen grossly defective devices) are essential.
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(b)

Figure 5.7.: (a) Transistor with exploded electrolyte (b) inkjet-nozzle clog (c) inhomogeneous layer formed (d) satellite drops of
ink (e) short circuit between S-D (sourced from [98], [187]).

The PRINT-SAFE framework in the next section builds directly on these insights by combining
redundant circuit structures with fault-aware training to achieve adaptive endurance.

5.2. PRINT-SAFE: Adaptive Endurance and Self-Healing

The primary benefit of additive printing processes is the significant cost reduction achieved through
maskless manufacturing. However, these processes come with reduced process control, leading to a
higher variability and defect rate during both manufacturing and runtime. Common defect mechanisms
in PE include misprints, incomplete traces, broken or misaligned connections, crossovers, and material
degradation [98], which can cause open-short circuits, unpredictable electrical behavior or even complete
non-functionality of the circuits as shown in Figure 5.7. In addition, issues such as ink smudging,
delamination, or void formation can further reduce the reliability of printed circuits [276]. Given
these challenges, it is very critical to ensure high manufacturing yield while maintaining reliability
in PE during in-field operation. Furthermore, the bespoke architectures used in p-NNs [206], [220],
[241] introduce additional layers of complexity, further increasing vulnerability to faults[26]. Therefore,
cost-effective fault-endurant custom hardwired (bespoke) architectures are needed to address these inherent
defects, ensuring that printed circuits continue to function reliably despite the presence of manufacturing
defects [187], [247], allowing the system to remain operational, thereby maintaining its overall quality and
robustness. Although significant efforts have been made to implement various p-NNs [241], [253], [254],
very few studies have focused on fault modeling and FT FT design for printed ANN architecture [254].
In this context, our work focuses on the X-design (co-design) and modeling of FT nonlinear activation
circuits, fault injection, and FAT in the NN architecture.
In short, the contributions of this work are:

1. This work, for the first time, proposes the X-design (co-design) of FT printed bespoke nonlinear
transformation circuits at both the circuit and the algorithmic level.

2. A gradient-based FAT approach is introduced to optimize p-NNs in a bespoke manner. Using
Gumbel-Softmax distribution, the most FT AF is selected for each neuron, allowing differentiable
backpropagation to dynamically adapt to printing defects.

5.2.1. Analog Printed Neural Networks (p-NNs)

Neuromorphic computing?, driven by advancements in artificial intelligence, offers a powerful approach
for solving complex tasks, with small neural networks enabled by p-NNs being especially cost-effective.
These p-NNs are ideal for real-time sensor data processing in resource-constrained applications like
wearable sensors, flexible displays, and smart bandages [184], [204], [219], where they outperform
conventional silicon-based hardware. By utilizing basic operations like weighted-sum and nonlinear

3 Here, in these works, the term “neuromorphic” is used broadly to indicate analog computational circuits inspired by neural
network architectures, using nonlinear AFs and resistor crossbar arrays for parallel computation.
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Figure 5.8.: On-demand design and fabrication given a specification of a desired functionality realized through training a p-NN.
The derived design can be readily fabricated through the on-demand fabrication capabilities of inkjet-PE [202]
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Figure 5.9.: Schematic of printed NN computing circuits. (a) example of a 3-input and 3-output printed layer based on crossbar
array; (b) p-negative weight (c) p-ReLU (d) p-CReLU (e) p-tanh (f) p-sigmoid AF circuits[241]

activation, p-NNs offer efficient, on-demand computing for various PE target applications. Figure 5.8
shows the existing flowchart of a p-NN as available in the literature.

5.2.1.1. Hardware Primitives

Figure 5.9 (a) illustrates the circuit schematics of a neuron in p-NN. Some negative weight circuits are
also incorporated in case required. Figure 5.9(b) and Figure 5.9(c)-(f) show the specific schematics of
the negative weight circuit and the printed activation circuits [202]. The cross-sectional layout of the
primitives are shown in Figure 4.8. In the following, we will provide a detailed introduction of these
circuit primitives.

Resistor crossbars The resistor crossbar circuit, shown on the left side of Figure 5.9 (a), follows Ohm’s
Law and Kirchhoft’s Laws to calculate the output voltage V, as a weighted-sum of input voltages V;, with
the weights determined by the conductance ratios as shown in Equation 5.4.

91 92 93 9b

Vo==Vi+=V,+ =V + =W, 54

G1+G2+G3+Gb 54
where g; signifies the conductances of the resistors R; and G represents the aggregate conductance
2.jgj + gp + gda. This design enables the customization of conductances to achieve desired weights,
analogous to training in ANNs.

Printed negative weight circuits Since the conductances in the crossbar resistor array can only represent
positive weights, some resistors are paired with inverter-based circuits [243], as depicted in Figure 5.9(b),
to enable negative weight representation.This setup allows for the emulation of multiplication with
negative weights by inverting the input voltages V;.

Printed activation circuits After passing through the crossbar, the signals can be processed by different
printed activation circuits, as shown in Figure 5.9 (c-f), which emulate the AFs commonly used in ANNs.
These AFs are crucial in introducing nonlinearity into the system, enabling the network to model complex
functions. For example, p-tanh maps the input to a range [-1,1], which is useful for balanced and stronger
gradient flow [241]. The p-sigmoid outputs values between [0,1], which is ideal for binary classification
tasks [156]. Similarly, p-ReLU passes only positive inputs, promoting network sparsity and addressing
gradient saturation issues [172], while p-CReLU limits the maximum output value, ensuring stability by
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preventing overly large activations. Although the existing printed AFs are learnable and are designed
to maintain ANNs performance, they are more sensitive to defects, which leads to unstable behavior in
p-NNs [254].

5.2.2. Fault-Tolerant (FT) Printed Circuit Design
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Figure 5.10.: Overview of (a) redundant transistor and resistor configuration for FT p-NNs (b) p-negative weight circuit; printed
activation circuit designs of (c) p-ReLU (d) p-CReLU (e) p-tanh (f) p-sigmoid and (g) corresponding fault-free and faulty
characteristics curves.

As shown in Figure 5.10, in this section, we describe the design of FT nonlinear circuits, aimed mainly
at mitigating catastrophic faults by assuming single-component failures in either resistors or transistors.
Furthermore, in subsection 5.2.3, we introduce a FAT) algorithm that dynamically selects the appropriate
AF for each neuron. This bespoke approach aims to minimize accuracy degradation in p-NNs, ensuring
robustness while reducing hardware costs, even in the presence of faults.

The printed FT nonlinear circuits are designed with redundant components to ensure that it continues
to function properly even if certain components fail, and thus follows a consistent design principle. The
main component of these circuits includes redundant resistors, transistors, and transistors configured as
switches to reroute the current path in the event of any faults.

Circuit Working Principle The FT activation circuits use printed n-EGTs and resistor networks to
implement a robust analog NN computing system. The core working principle relies on the inherent
tunability of EGT threshold voltages (V) by simple adjustments during the printing process—such as
varying electrolyte concentration or gate material composition—individual transistor switches can be
precisely used to exhibit different conduction states. This simplifies the design of F7T nonlinear transfer
functions (e.g., ReLLU, sigmoid, tanh), without requiring additional complex manufacturing steps.
Unlike CMOS fabrication, where individual threshold voltage adjustments are challenging due to
specialized implants and costly processes, printed EGT allows easy per-device threshold adjustments.
Additionally, printed resistors uniquely benefit from additive manufacturing, allowing precise deposition
of individual resistors without added complexity. Although redundancy is common in traditional CMOS
circuits, redundancy in PE has not been extensively explored due to its technology-related constraints.
Thus, we introduce redundancy through multiple parallel EGT and resistor paths, each with slightly varied
thresholds and conduction characteristics. This provides inherent robustness against manufacturing
variability, catastrophic faults (short/open circuits), and parametric deviations. Crucially, our circuits rely
solely on built-in redundancy based on the concept of analog forward error recovery (FER), in which
circuit components are designed with redundancy to inherently tolerate single-device defects (transistor
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or resistor). This approach does not require any form of reconfiguration after faults occur, significantly
enhancing yield and reliability for ultra-low-cost scalable printed NN systems.

5.2.2.1. Fault-Tolerant Operation

In Figure 5.10 (a), the Twiecn transistors act as two-terminal switches, with gate-source (G-S) shorted,
operating based on the voltage difference between them and is connected with each redundant components.
Under normal operation, they remain off, but if a catastrophic fault occurs in any component of the circuit,
the G-S voltage of Tyyirch increases above a threshold voltage (Vi). The Tiwiceh turns on, and allows the
current to flow between the drain and the source (D-S) to either one of the redundant resistor’s (R} ed) or
transistor’s (T{Ed ) paths. It is worth mentioning that the threshold control in n-EGTs is easily achieved
by transistor channel sizing [195], thus enabling multiple n-EGTs with varying thresholds in the same
circuit. So, even if the primary component fails, the current flow is maintained without disrupting the
overall functionality. However, in any non-catastrophic fault, such as a partial short or open resistor R§
(as in ReL.U), the circuit remains functional, without causing significant performance degradation and
donot require redundant components. Also, the redundancy ensures automatic functionality without
requiring explicit switches or external logic control. Under normal conditions, each transistor-resistor
path, having slightly varied electrical characteristics (threshold voltage (Vi,)), together contributes to the
intended circuit functionality (as shown in Figure 5.9).

FT Printed Negative Weight (Inverter) Circuit The transfer characteristic of the FT negative weight
(analog inverter) circuit (Figure 5.10 (b)) is characterized by:

neg(V,) = - (rff + 1y - tanh ((V - n?) : r74N)) : (5.5)

where JN = [N, 7}, nY, nX] = [0.04, 0.95, 0.01, 142.20] are fixed auxiliary parameters determined by
the physical quantities qN = [R?I, Wl.N, L?I], where R?I, Wl.N, L?I are the resistances, width and length of the
transistors respectively.

FT Printed ReLU Circuit The printed ReLLU activation circuit shown in Figure 5.10 (¢) implements
a piecewise linear function that remains linear for positive inputs and nullifies negative inputs. So, a
combination of a softplus function for smoothness at V, = 0 and a linear function for the negative slope is
used to accurately describe the circuit’s behavior. Consequently, the function describing p-ReL.U circuit
is:

Va = 115 - (e = 1) + 5 - sof tplus(V, — 5, n5) + ny, (5.6)

and JR = [17{{, 175, 173R, ryf, 11?]=[0.01, 0.66, 0.20, 0.003, 7.74] are fixed auxiliary parameters determined
by circuit components ¥ = [RY, WR, LX], where RY, WR, LR are the resistances, width and length of the
transistors respectively.

FT Printed Clipped ReLU (CReLU) Circuit The FT CReLU activation, as shown in Figure 5.10 (d), extends
the basic ReLLU by capping the output voltage so V, € [0, Vipax]-
The mathematical expression of the CReLU is:

nsk, v, < sk
C C
a7 ). CR CR CR, CR CR, CR )
T2~ + T s 12 1 otherwise
gt —ngk gt =gk

with jR = [qu, 172CR, 173CR, ’L?R] =[0.001, 0.96, 0.02, 1.17] are fixed auxiliary parameters determined by
the physical quantities ¢“F = [RER, WER L], where R°R, WER, LER are the resistances, width and length
of the transistors respectively.
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Figure 5.11.: Proposed implementation flow for an on-demand bespoke FT printed NN circuit (F7-p-NN) X-design given a
specification of a desired functionality realized through Gumbel-Softmax distribution through fault-aware training (FAT).

FT Printed Tanh Circuit Figure 5.10 (e) shows the schematic of a FT p-tanh circuit and is realized by:
V, = ptanh(V) = ni + nl - tanh ((V - ’7;) . ry;r) (5.8)

with the fixed auxiliary parameters ;T = [r]lT, ryg, ryg, r74T] =[0.05, -0.91, 0.23, -9.24] determined by
qT = [Rl.T, Wl.T, L;F],, where Rl.T, Wl.T, Ll.T are the resistances, width and length of the transistors respectively.

Printed Sigmoid Circuit Similar to the p-tanh AF circuit design in Figure 5.10 (f), the p-sigmoid can
also be modeled by a suitable mathematical equation:

Va =15 + 15 - sigmoid ((VZ - r]?) . qi), (5.9

where the sigmoid(x) function is defined as sigmoid(x) = mﬁ,

and J° = [}, 13, 13,151 = [0.99, -0.91, 0.10, -48.71] are fixed auxiliary parameters determined by
the physical quantities qS = [Rl.s, Wis, Ll.s], where RI.S, Wl.s, Lf are the resistances, width and length of the
transistors respectively.

The normal and faulty transfer characteristics of all the AFs are shown in Figure 5.10 (g), assuming
single-component failures in either resistors or transistors.

5.2.2.2. Redundancy Management and Complexity

In our FT approach, redundancy is realized through analog forward error recovery (FER). Unlike
conventional digital redundancy, which requires active fault detection and complex reconfiguration,
our printed circuits leverage passive redundancy directly embedded during additive manufacturing.
Specifically, each printed AFs incorporates multiple parallel transistor-resistor paths, inherently managing
faults passively by automatically rerouting current in the event of single-component-level faults such as
open or shorts. This design significantly minimizes additional complexity as it eliminates the need for
dedicated fault detection circuits, digital logic overhead or external runtime configuration.
Furthermore, the implementation uses bespoke p-NNs, in which neural network parameters are
physically embedded during fabrication. While bespoke network architectures inherently risk fault
vulnerability due to fabrication deviations affecting hard-coded parameters, our passive redundancy
substantially mitigates this risk. Moreover, our approach utilizes FT architecture search, dynamically
selecting robust combinations of normal and F7T components during training. This co-optimization
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ensures high fault tolerance and minimal hardware overhead, leveraging the neural network’s inherent
approximate computing nature and intrinsic redundancy. hardware.

5.2.3. Fault-Aware Training (FAT) Framework

In this section, we present our fault-aware training framework for modeling F'7T-p-NNs, which integrates
three key aspects and is also shown in the proposed implementation flow Figure 5.11:

* Initialization of Fault-Aware Printed Layer: Our method uses printed neural network layer
(pLayer) structure (Algorithm 5, Lines 1-5). Initially, each layer is configured with several trainable
parameters:

— Conductances (6): These represent the crossbar weights and are initialized with small random
values.

— Selection Logits (coefficients_act, coefficients_neg): Trainable parameters controlling
dynamic selection of activation functions and negative weight implementations via the
Gumbel-Softmax mechanism.

— Temperature Parameters (act_temp, neg_temp): Initially set to a higher value to encourage
exploration in early training phases, and later gradually annealed during training iterations.

* Fault Injection During Training: We introduce defects (catastrophic: resistor open/short, transistor
G-D/G-S/D-S shorts, non-catastrophic: resistance variation, transistor threshold voltage, width and
length variations) into crossbars and nonlinear circuits, derived from SPICE-level simulations.

* Dynamic Architecture Search: We use Gumbel-Softmax to dynamically select AFs and inverters
at each neuron, enabling a differentiable architecture search that adapts to faults.

* Fault-Aware Classification Loss: We incorporate these faults into the forward pass and compute
an expected classification loss, ensuring the model learns to remain accurate under realistic
manufacturing defects.

In summary, our FAT framework integrates realistic fault scenarios directly into the training phase of
p-NNs. Using Monte Carlo-based fault injection, we randomly introduce realistic fault behaviors, derived
from detailed SPICE simulations, into our neural network training process and dynamically optimizes the
architecture, selecting bespoke AFs via a Gumbel-Softmax, ensuring maximum robustness against the
injected faults. Although our framework considers AFs, negative weight circuit and crossbar conductances’
faults, we place greater emphasis on faults in AFs due to their critical nonlinear behavior and inherent
vulnerability to faults, which require more careful analysis and mitigation strategies. The following
subsections detail each component, with Algorithm 5 summarizing the core pseudo-code.

Simulated Fault Injection During Training To evaluate p-NNs fault endurance, we employ a Monte
Carlo-based fault injection approach during training, targeting both crossbars and nonlinear circuits. As
illustrated in 5 (Lines 8, 12, 18), random masks Mges, Minv, MacT alter the behavior of conductances,
inverters, and AFs, modeling realistic printing defects. We consider resistor open/short conditions and
transistor faults (gate-drain (G-D), gate-source (G-S), or drain-source (D-S) shorts/opens), each with
specific behaviors derived from SPICE simulations.

Top-Down Sampling Strategy for Faulty Layers As shown in Algorithm 5 (Lines 21-32, 35-38), we
simulate faults by selecting which layers are faulty, then deciding which components in those layers (AFs,
inverters, conductances) will be corrupted. Let N; denote the total number of components in layer [. We
define a probability

N

p() = ,
S N

(5.10)
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which ensures that layers with more components have a higher probability of receiving faults. After
choosing ef,y¢ layers based on p(l), we further distribute faults among AFs, inverters, and conductances
proportionally to their device counts. Specifically,

N, ACT
) = , Type = ACT | ) = ——,
p() SEN p(Typ | 1) N,
(5.11)
ol NRes
p(Type = INV | ]) = N p(Type = Res | 1) = N

where N IACT, N II NV and N IR“ denote the counts of AFs, inverters, and resistors in layer /. This approach
maintains a consistent fault rate across the network, reflecting the higher probability of defects in layers
with more total components.

Masks for Crossbars and Nonlinear Circuits Once we determine which components are faulty, we apply
specialized masks, as shown in Algorithm 5 (Lines 8, 12, 18):

* Crossbar Conductances (Res): A ternary mask Mgres multiplies each conductance g by {1, 0, oo},
simulating no fault, open circuit, or short circuit, respectively. Hence, g — 0 emulates an open
fault, and g — oo a short.

* Nonlinear Circuits (ACT or INV): We define a generic binary mask My for any nonlinear
subcomponent, whether it is an AF or an inverter. Concretely,

Mni € { Mact, Minv},

meaning that My, corresponds to Macr if the subcomponent is an AF, and Miny if it is an inverter.
Formally, if Mnpx = 0, then subcomponent k is fault-free, while Myy x = n # 0 indicates that the
n-th faulty transfer function is used instead of the normal function. In equation form:

NLfauity(x) = >, (I(Mnpk = 0) - NLg(x)
k (5.12)
+ I(MnLk = n) - FBDatasetny [k, n](x)),

where I(-) is the indicator function. Thus, if My corresponds to an AF, it acts as Macr, and if it
corresponds to an inverter, it acts as Mpyy. Either way, a nonzero mask entry means subcomponent
k is replaced by the corresponding faulty behavior from the FBDataset.

During each forward pass, MakeFault updates these masks based on the sampled probabilities if egy;; > 0,
while RemoveFault resets them otherwise as shown in Algorithm 5 (Lines 22-24). The masked values
directly impact the MAC output (Line 13) and subsequent layer computations.

Faulty Behavior Dataset (FBDataset) Although prior works [254] have analyzed fault sensitivity in
certain p-NNs, they didnot provide any solution to improve its fault-endurance. Our approach strengthens
the p-NNs robustness at both the design and algorithmic levels. Specifically, we first characterize printed
circuit blocks such as AFs and negative weight circuit (analog inverter) (as in Figure 4.8) through
SPICE simulations to capture their response under multiple fault conditions, such as transistor open
faults, transistor short faults, resistor open faults and parametric deviations (e.g. variations in transistor
threshold voltages and resistor values). These faulty behaviors were recorded as input-output pairs
representing how each fault impacted the circuit’s analog transfer characteristics. These functions are
stored in a Faulty Behavior Dataset (FBDataset). When Mact or Miny flags a subcomponent as faulty,
the network substitutes its normal function with the corresponding entry from FBDataset, accurately
modeling real-world printing defects.
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Forward Pass Under Fault Masks In each training iteration:

1. Faulty Layer Selection: We choose up to egy; layers based on p(l). Within those layers, the
probability p(Type | I) decides how many AFs, inverters, or conductances are marked faulty.

2. Mask Application: For crossbars, Mges zeroes or inflates conductances to emulate open/short
conditions. For nonlinear circuits, Mact, Minv dictate whether an AF/inverter is normal or replaced
by a faulty counterpart from FBDataset.

3. Fault-Aware Computation: The model’s forward pass reflects these masked values, ensuring
outputs incorporate realistic defect behaviors. Each iteration thus presents a different fault scenario,
improving the model’s overall robustness through repeated exposure.

By combining this mask-based approach with our dynamic architecture search (Section 5.2.4), the
network adaptively learns circuit configurations that minimize accuracy loss, even under repeated
exposures to realistic manufacturing faults.

5.2.4. Bespoke Architecture Optimization (Dynamic Architecture Search)

To further enhance fault endurance, we perform a dynamic architecture search at the circuit level. As
illustrated in Algorithm 5 (Lines 11, 17), each neuron’s choice of inverter and AF is determined by
trainable logit vectors, which we sample using the Gumbel-Softmax distribution:

GumbelSoftmax(c;, 7) = —< P08 * 9)/7) (5.13)

- 27 exp((logley) + g))/7)’

where g; = —log(—log(U;)) with U; ~ Uniform(0, 1), and 7 is a parameter controlling exploration vs.
exploitation. Initially, a higher 7 yields soft selections, allowing gradients to flow to multiple AFs/inverters.
Over time, we decay 7 (e.g. T < max(0.95 X 7, 0.1)) to approximate a near-hard argmax.

Masking & Gumbel-Softmax Synergy. The Gumbel-Softmax distribution serves as a differentiable
approximation to categorical selection, making the choice of AFs a continuous optimization problem
that can be efficiently solved using standard gradient-based backpropagation in PyTorch. Initially, each
neuron considers all AF candidates simultaneously, weighted by learnable probabilities. During training,
these probabilities are gradually optimized, resulting in one dominant AF per neuron at convergence.
This "bespoke" selection process ensures that each neuron’s AF is individually tailored, maximizing
fault endurance and accuracy based on the learned robustness characteristics specific to the printed NN
hardware. As faults are injected randomly each iteration, the selected AF that performs better under these
defects tends to achieve lower classification loss, driving up its logit value. Over repeated exposures,
each neuron converges on the circuit component most resilient to the observed faults. Thus, the network
effectively learns a bespoke circuit architecture, picking subcomponents that best mitigate printing defects.

Loss Function for Fault Endurance Finally, we use a fault-aware classification loss as shown in Algorithm
5 (Lines 33-44) that accounts for the random fault masks M. Let f(x; ¢, M) be the network output under
parameters ¢ and a mask M. We define:

Llassification = 'p(M) [Lprimary(ya flx; 9, M))] . (5.14)

Because enumerating all faults is intractable, we sample M* ~ p(M) multiple times and average the
resulting classification loss (cross-entropy). Formally,

1 N
Lclassification ¥ ﬁ Z -Lprimary(y’ f(x§ ¢, Mk)) (5.15)
k=1

By combining fault injection, dynamic circuit selection, and this expected classification loss, our framework
learns robust p-NNs that can tolerate real-world manufacturing variability without sacrificing accuracy.
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Algorithm 5 Fault-Aware Printed Layer (pLayer) and Printed Neural Network (p-NN)

bl

A A

10:
11:
12:

13:
14:
15:
16:
17:
18:
19:
20:

21:
22:
23:
24:
25:
26:

27:
28:
29:
30:
31:

32:
33:

34
35:

Notation:

L: # layers; Nj: total devices in layer [; NlACT, NIINV, NlReS: AFs, inverters, resistors in [; egyi:
faults per forward

p() = Ni/Z5, Nj, p(Type | 1) = NlType /Ny, Type € {ACT, INV, Res}
Trainable Params: 0 : conductances; coefficients_act, coefficients_neg : activation/inverter

parameters
: procedure PLAYER_INTT(niy, nou, ACT, INV)
Init @ € R(in*2)X"nou > Nin, Noyt: iNput and output dims
Init coefficients_act, coefficients_neg
act_temp, neg_temp « 1.0 > Gumbel-Softmax temperature parameters for AF and

inverter selection
Init all-ones FaultMaskRes, zeros FaultMaskACT, FaultMaskNEG

: function MAC(a)

Ohoisy < 0 © (noise) © FaultMaskRes > variation + fault aware training
W « normalize|Opoisy|

Split Oyisy into W, W _

B — GumbelSoftmax(coefficients_neg, neg_temp)

Aneg < i fi INV;(a) > Each INV; uses its own FaultMaskNEG internally
returnaW, + a;, W_

function FORWARD(a)

z «— MAC(a)
a «— GumbelSoftmax(coefficients_act, act_temp)
Aout «— 2 flc M o ACT;(2) > Each ACT; uses its own FaultMaskACT internally

return a,;
procedure MAKEFAULT(egay1t)
if efauc = 0 then
RemoveFauLT; return (FaultMaskRes, FaultMask ACT, FaultMaskNEG)
fori=1...Ngy;do
Split Efau]t""(NlReS : NlACT : NIINV)
Pick random resistor indices; set Mges = 0 or oo
Pick random AF indices; set MacT to nonzero code
Pick random inverter indices; set My to nonzero code
return (FaultMaskRes, FaultMask ACT, FaultMaskNEG)

p-NN: sequence of pLayer modules
function ~~-NN_FORWARD(X)
RemoveFauLT
fori=1... ey do
Sample layer I ~ Categorical{p(1),..., p(L)}
Count faults per layer and call MAKeLAYERFAuLT(], 1)
for each layer ¢ do
t.act_temp — max(0.95f.act_temp, 0.1);£.neg_temp —
max(0.95 f.neg_temp, 0.1)
x « ¢.forward(x)

return x
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Figure 5.12.: (a)-(d) Evaluation of average accuracy of four single AF using FT p-NNs (e) effectiveness of bespoke FT AF over
existing baseline [254] AF under 0% (no fault) and 10% (with fault) fault injection in training and up to 30% fault injection in
testing averaged over 8 benchmark datasets. yo and y;o denotes 0% and 10% fault injection in training.

Accuracy Comparison of 4-Normal, 4-Fault-Tolerant, and 8-Combined AFs

100+ B 4-Normal AFs (0%/0%) I  4-Fault-Tolerant AFs (0%/0%) 8-Combined AFs (0%/0%)
4-Normal AFs (10%/10%) 4-Fault-Tolerant AFs (10%/10%) 8-Combined AFs (10%/10%) -
—_ 80_ —_— —_— g-

o
g IS
°
2 60 EN
o S S I L
3 g o wn
S RPP Bfi.. FRSE Ris B85 BB, BB I
8 == B, & . 8 Fol®sz @ 1 . g 2
20 3 |3
~
0

Acute N2 G eastCant: gn. UM En. O pammO  Ticta: | ten(2-C)oteb(3-C1) pverag®

Dataset

Figure 5.13.: (a)-(d) Evaluation of average accuracy of 4-Normal AFs, 4-Fault Tolerant AFs and 8-combined AFs under 0:0 and
10:10 train : test ratios over 8 benchmark datasets.

Runtime (Post-fabrication) Fault Management The F7 designs inherently manage runtime faults
passively. Redundant transistor-resistor pathways are integrated during additive printing. In operational
scenarios, any component-level faults, such as opens or shorts, trigger automatic rerouting of current
through available functional redundant paths. This automatic rerouting eliminates the necessity of active
switching logic, multiplexers, controllers, or explicit fault classification circuits. Consequently, our printed
circuits maintain functionality without additional runtime complexity, significantly reducing hardware
overhead and simplifying operational reliability.

Dataset 4-Normal AFs 4-FT AFs 8-Combined AFs
Area (mm?) | Power (mW) | Time (hr) | Area (mm?) | Power (mW) | Time (hr) | Area (mm?) Power (mW) Time (hr)

Acute Infl. 34.40 0.455 10.6 32.48 4.616 45.8 33.66 1.978 17.1
BreastCanc. 21.36 0.552 11.0 36.48 0.712 46.9 40.87 1.119 18.2
En. (y1) 32.65 5.560 4.9 43.96 10.91 54.9 40.33 85.2 24.8
En.(y2) 33.06 6.276 7.3 36.94 40.45 51.6 30.92 1.402 24.9
Mammo. 34.26 28.24 9.6 43.76 31.26 46.7 42.29 0.620 20.5
Tic-tac 32.09 31.00 8.5 55.07 79.5 44.5 47.74 0.615 20.7
Verteb(2-cl.) 26.22 94.19 11.6 37.82 288.9 38.8 34.81 124.1 17.7
Verteb(3-cl.) 41.83 1.939 7.02 47.33 18.83 37.6 41.43 0524 16.7
Average 31.98 20.57 8.81 41.73 59.39 459 39.00 1(6.54%) | 26.99 | (54.5%) | 20.07 1(56.2%)

Table 5.1.: Hardware costs and training time (hours) comparison of Normal, FT, and Combined AFs over 8 benchmark datasets
under train: test =10% : 10% ratios. (The reduction w.r.t 4-FT AFs at an acceptable accuracy drop (= 7%) is shown in blue.
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Figure 5.14.: (a)-(c) Evaluation of normalized accuracy of three bespoke architectures under 0% (no fault) and 10% (with fault)
fault injection in training and upto 30% fault injection in testing averaged over 8 benchmark datasets. yo and y;, denotes 0% and
10% fault injection in training.

4-Normal AFs 4-Fault-Tolerant AFs 8-Combined AFs
p-tanh p-ReLU
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21.3% p-ReLU O p-ReLU_FT 1.8%13.2% p-ReLU_FT
33.1% 32.6% p-tanh_FT 6.6%
17.1%
13.2% p-sigmoid_FT
21.3% 9.2%
25.0% - 0
p-CRelU 24.3% 18.3% p-CReLU_FT 17149 8%
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. . p-sigmoid_FT p-sig
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Figure 5.15.: Percentage of AFs used when (i) 4-Normal AFs (ii) 4-FT AFs and (iii) 8-Combined AFs are selected averaged over
8 benchmark datasets under train: test = 10% : 10% ratios.

5.2.5. Evaluation

To evaluate the effectiveness and robustness of our proposed fault-aware training method* in p-NNis,
we employed standard ANN models, specifically MLPs, trained and tested using well-established PE
benchmark datasets as in [202], [220], [243]. After training, we mapped the printed ANN weights and
neuron functionalities onto multiple printed crossbar arrays, with each crossbar functioning as an analog
computing block. We further assessed the generalization capabilities of our method by selecting fault
injection ratios at different training-to-testing scenarios: specifically 0:0, 0:10, 0:20, 0:30, 10:10, 10:20,
and 10:30 using PyTorch [149]. Ratios like 0:0 represent the ideal (fault-free) baseline scenario, matched
ratios like 10:10 reflect realistic assumptions of similar fault occurrence between training and operation,
and mismatched ratios (e.g., 10:20, 10:30) investigate model resilience under harsher defects than those
explicitly faced during training. These assumptions are guided by practical considerations relevant to
PE [187], where devices experience varying degrees of defects or degradation over their operational
lifetime.

5.2.6. Experiment

Circuit Design and Training Configuration The F7T-p-NNs model was trained using PyTorch [149], with
datasets normalized to [0,1] and split into 60% training, 20% validation, and 20% testing. Fault injection
was performed at two levels:

4 Code is available at https://github.com/KIT-Neuromorphic- Computing/Fault_Aware_\gls{pnn}.
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* SPICE Level: Fault injection in the non-linear AFs in Figure 5.10 (b)-(g) were first conducted at the
SPICE simulation level using the n-EGT pPDK[152] in Cadence Virtuoso’, ensuring an accurate
representation of physical defects and their effects on circuit transfer and fault characteristics based
on forward error recovery (FER).

* Algorithmic Level: The fault effects, encapsulated in the SPICE-generated FBDataset, were
abstracted into a PyTorch-compatible format for FAT. During training, fault rates ranging from 0%
to 10% were introduced using Monte Carlo sampling, enhancing the model’s robustness against
defect-induced variations. This approach enabled the model to effectively handle both typical and
extreme fault scenarios (0% to 30% fault rates) during testing. The Adam optimizer [66] was used
during training.

Bespoke Architecture In this section, we discussed the design of different AFs within the p-NN, i.e.,
different neurons utilizing different AFs during training: (a) using 4-normal-AFs, (b) using 4-FT-AFs, and
(c) using 8-combined AFs (4-normal and 4-FT). The functionality of the baseline printed NN hardware
and the printed defects have been validated in [187], [202], and the contribution of this work, i.e., the
fault-endurant approaches has been verified at the algorithmic level, the experiment is conducted at
simulation level based on pPDK [152].

5.2.7. Result

This subsection presents the experimental results of proposed F7-p-NNs, comparing its accuracy and
hardware costs with the baseline and combined versions of AFs under various fault conditions on 8
benchmark datasets. The box plots in Figure 5.12 show that FAT enhances the robustness of F7-AFs
across various p-NNs. In addition, for single FT-AFs, both p-ReLLU and p-CReLU show the most notable
accuracy with minimal variation under 0% till 30% fault conditions. Meanwhile, the ReLLU family
consistently demonstrated strong robustness when faults are injected during both training and testing,
suggesting inherent characteristics that improve its fault resilience. However, they require high-value
resistors (= 1.5MQ), which not only occupy a huge area but also consume more power.

As shown in Figure 5.13, the average accuracy across 8 benchmark datasets for the ideal fault-free
scenario (0% fault during training and testing) is 72.3% when employing 4-Normal AFs. Under real
fault conditions (10% faults during both training and testing), the accuracy of normal AFs significantly
drops to 62.1%, while the 4-FT AFs improve this accuracy notably to 79.4%. Figure 5.13 and Table 5.1
further confirms that the 8-combined AF balances accuracy, robustness, area, and power, offering a
viable solution for applications where these trade-offs are critical. For datasets, verte3cl. and tictac., the
4-FT-AFs show an unusually high accuracy (81.9% and 99.4% respectively) at the 10%/10% train/test
ratio, which is much higher than its accuracy in other datasets whereas energy2. dataset results in
an accuracy drop to 67.4% in 4-FT-AFs. These suggest that certain AFs have struggled or excelled
depending on the characteristics of the datasets. For some datasets, the accuracy of the FT-AF under
the 10%/10% train/test ratio fault scenario exceeds that of 0%/0% train/test fault-free scenario. Fault
injection during training has acted as a form of regularization, allowing the model to generalize better,
even in a non-faulty environment. However, our evaluation clearly shows that adopting only 4-FT AFs
introduces higher overhead compared to the baseline (4-normal AFs), increasing area by ~ 30.5% (1.31
X), power by ~ 188% (2.89 X), and training time by ~ 420% (5.21 x). To address this issue, we further
adopt the combined fault-aware approach (8-Combined AFs), which effectively reduces these overheads,
achieving significant reductions of 6.54% (1.23 X) in area, 54.5% (1.31 X) in power, and 56.2% (2.28
X) in training time compared to the only 4-F7T AFs while incurring only ~ 7% classification accuracy
drop. This ~ 7% accuracy degradation for significant reductions in power (54.5%) and area (6.54%) is
practically justified in resource-constrained applications where energy efficiency, cost, and size constraints
outweigh the demand for maximum achievable accuracy. For e.g, in applications like disposable smart

5 https://www.cadence.com/en_US/home.html
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bandages or wearable health-monitoring sensors, maintaining adequate battery life, minimizing device
footprint, and ensuring affordability are prioritized and moderate accuracy losses are acceptable, provided
the system maintains sufficient reliability under real faults. It is also observed that the normal AF has
slightly larger area (34.40 mm?) than the FT-AF (32.48 mm?) for the ""Acute Infl." dataset which seem
counterintuitive but can occur due to the bespoke (customized) selection of AFs. In some cases, this
approach might choose AFs that inherently require fewer or smaller circuit components compared to the
uniformly chosen normal AFs, resulting in a smaller overall area.

Also, the training time significantly increases from the normal AFs (~ 8.81hours) to the FT ones
(= 45.9hours), reflecting the additional computational complexity introduced by fault-aware optimization.
However, using combined AFs moderately reduces the training overhead (= 20.07hours) by =~ 56.2%,
showing a trade-off between accuracy, robustness, and computational cost.

Figure 5.14 compares the robustness of three bespoke AF architectures—4-Normal, 4-F7, and 8-
combined—across different fault injection train-test ratios, averaged over 8 benchmark datasets. At low
fault levels (e.g., 0:0 and 10:10), all architectures exhibit high accuracy and low standard deviations,
indicating stable performance. However, as fault severity increases (e.g., 0:30 and 10:30 scenarios), the 4-
Normal AFs show a sharp decline in average accuracy accompanied by notably higher standard deviations,
indicating increased variability and instability. In contrast, the 4-FT AFs demonstrate significantly better
robustness, maintaining higher mean accuracy with smaller standard deviations, showing consistent
and reliable operation under increased fault levels. The 8-combined AFs give an intermediate solution,
balancing accuracy and robustness, with moderate mean accuracy and lower standard deviation compared
to the normal AFs.

The selection of AFs in each p-NN as in Figure 5.15 reflects their ability to handle faults in faulty
scenarios. In both 4-normal-AF and 4-FT-AF, ReLU family is preferred for its simplicity, efficiency and
better generalization in resource-constrained environments, while p-sigmoid is chosen for its robustness
against severe faults. The 8-combined AF balances all the AFs leveraging their strengths to optimize area
and power consumption, thus minimizing the drop in accuracy under various faulty conditions.

The PRINT-SAFE framework addresses long-term reliability and endurance of printed NN circuits
by co-designing fault-resilient circuits and training algorithms. Instead of relying solely on one-time
manufacturing tests or static redundancy, PRINT-SAFE aims to create p-NNs that can tolerate both
catastrophic and parametric faults over their operational lifetime, and that can “self-heal” through
algorithmic adaptation.

5.3. Delay-Based Testing and Reliable Design of ReFLEX-LDO

While p-NNs implement computation, reliable operation of any printed system also hinges on robust
power delivery. This work on ReFLEX-LDO: Reliable Design and Delay-based Testing of Flexible Low
Dropout Regulators tackles this problem for flexible LDOs fabricated with n-type flexible transistors.

5.3.1. Low Dropout Regulators (LDOs)

Low-dropout (LDO) regulators are fundamental power-management blocks that provide regulated DC
supply rails under varying load and supply conditions. Unlike switching regulators, LDOs operate without
inductors, making them highly attractive for compact, noise-sensitive, and area-constrained designs [31],
[209]. Their ability to suppress supply ripple, minimize output noise, and achieve fast settling behavior is
essential for analog front-ends, sensing circuits, and digital logic.

In the context of FE, these requirements become even more stringent. Target applications such as
wearable healthcare devices, epidermal sensors, and large-area IoT nodes[166], [219] rely on stable
supply rails to ensure correct functionality under mechanical bending, substrate variations, and runtime
disturbances. Since FE technologies prioritize thin-film devices, lightweight form factors, and low-cost
manufacturing, switching-based regulation is often impractical due to electromagnetic interference,
efficiency loss at low load, and bulky passives. Consequently, LDOs emerge as the preferred solution,
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where they serve as always-on regulators, post-regulators for energy harvesters and rectifiers, and critical
enablers of robust operation across diverse application scenarios. Thus, LDOs are indispensable to
ensure both reliability and system-level stability in FE systems. Recent works have demonstrated flexible
LDOs, such as an InSnO TFT-based design on polyimide achieving ~ 10 nA quiescent current with stable
performance under bending down to 5 mm radius, highlighting their promise for future low-power, flexible
biomedical electronics [136], [265].

Related Works on Analog Testing  Testing of analog circuits is crucial for reliable operation, especially in
biomedical, automotive, and IoT systems where power integrity directly impacts performance. Traditional
specification-based methods measure parameters such as line/load regulation, power-supply rejection
ratio (PSRR), transient response, or noise [22], [41], [198], [228]. While effective in CMOS circuits, they
require complex monitors, incur design overhead, and fail to guarantee full structural fault coverage[221].
To overcome this, structural approaches perturb selected nodes and monitor invariants such as supply
current, transfer-function poles/zeros, or delay signatures [21], [89], [124], [165], [257]. Among these,
delay-based monitoring with ON/OFF keying has shown high coverage with mostly digital hardware
[164], though its adaptation to FE remains highly underexplored.

With the growing integration of LDOs in system-on-chip, analog characterization alone is insufficient
and is thus driving interest in defect-oriented and BIST schemes [32], [83], [249]. Ince and Ozev [165]
proposed a digital BIST using pseudo-random binary sequence (PRBS) injection and correlation analysis,
achieving fault detection with low area cost. Similar defect-oriented test techniques have been applied
to flipped-voltage-follower (FVF) LDOs for automotive-grade reliability [255]. Other efforts include
non-invasive stability analysis estimating closed-loop phase margin without breaking feedback [141], and
simulation-based frameworks like AnalogGym, which provide standardized analog test benches [257].

While these methods form a foundation for CMOS, applying them directly to FE is challenging: the
n-type-only a-IGZO TFT process, low g,,,, and large parasitics change which internal nodes can be safely
perturbed, so their injection/observation schemes cannot be reused as-is. Specification-based BIST[32],
[221] requires analog monitors that add significant overhead and is impractical for TFT with low density
and high parasitics. Moreover, specification checks may miss structural defects (e.g., bias-branch opens
masked at some operating points). FE further complicates testing due to low voltages/currents, high
variability, and limited probe access, making on-chip PSRR or stability measurement extremely difficult
without bulky, power-hungry analog monitors. Finally, specification-based approaches lack scalability, as
each circuit demands bespoke tests (e.g., amplifier gain vs. LDO regulation). Combined with FE-specific
issues, i.e., process spread, bending-induced defects, and restricted probing access limit conventional
testing methods. At the same time, FE systems for wearables and biomedical use demand high reliability
under mechanical stress and energy-constrained operation. This gap highlights the need for lightweight,
embedded, defect-oriented strategies tailored to LDOs and analog circuits in FE.

5.3.2. Proposed ReFlex-LDO Architecture

The proposed ReFlex-LDO is an all-NMOS low-dropout regulator designed in a flexible oxide-TFT
process. The schematic and its layout is shown in Figure 5.16. Its architecture retains the four fundamental
building blocks of a classical LDO but adapts them to address the absence of PMOS devices in the target
technology, reduced intrinsic gain, and strong process variation in flexible substrates.

Error Amplifier (Stage 1) The regulation loop begins with the differential input pair (M5-M6), which
senses the difference between the reference voltage Vrer and the divided feedback voltage Veg. The pair is
biased by the tail current source M7. The reference generation branch (M1-M3 together with resistors
R1—Rs5 and Ry) establishes a stable Vggr across PVT and mechanical bending. Transistors M4-M5 provides
high output resistance and forms the first high-gain stage. This stage amplifies the error between Vggr and
VeB, setting the accuracy of regulation.
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Figure 5.16.: Schematic and layout of the proposed gain-boosted ReFlex-LDO, showing the reference, amplifier, buffer, and
output stages, with design specifications.

1.5 0.8
Lo T S 0.6 N m———————rE—
—~ . b —~
2 >
A ~
.57 Sy 0.4 1
3 2
> 0.5 outyyp > —_— refem
- Voutmln 0-2 1 —-_ memm
...... Vout, o Viefo
0.0 0.0 ;
3 0 1 2 3
Vop (V) Vop (V)
(a) Line regulation at the output stage: Vy,,; across PVT corners. (b) Line regulation of the internal reference: V..  across PVT.

Figure 5.17.: Line regulation of the proposed gain-boosted ReFlex-LDO. The left plot illustrates the regulated output voltage V,;,
while the right plot highlights the stability of the internal reference voltage V.. across process corners after post-layout.

Second Gain Stage (Stage 2) The amplified error signal is fed into the second gain/driver stage imple-
mented using M8-M9. This stage boosts both voltage gain and output swing to ensure that the large pass
transistor Mp,ss can be driven efficiently. By separating the differential pair from the driver, the design
compensates for the limited intrinsic gain of a-IGZO TFTs and maintains adequate loop gain for tight
regulation even with a pF-scale output capacitor.

Pass Device and Feedback Network (Stage 3) The output pass transistor M5 provides the load current
and regulates the output voltage V. Its sizing is optimized to achieve low dropout while accommodating
the reduced mobility of TFT devices. A resistive feedback divider (Rpp;—Rpp2) samples V,,; and generates
the feedback signal Vg, which is compared against Vggr in the error amplifier. This closes the regulation
loop and determines the static accuracy and load-dependent behavior of the LDO.

Stability and Compensation (Stage 4) The ReFlex-LDO employs an output-capacitor—dominant-pole
compensation strategy using a small on-chip capacitor Cy at Voy. This creates the dominant pole
p1 ~ 1/(RoutCo). Because Cy is only in the pF range, its ESR is negligible, pushing the ESR-induced zero
zgsr = 1/(ResrCy) far beyond the loop bandwidth. Thus, unlike CMOS LDOs, the design does not rely
on ESR-zero compensation. Loop stability is instead ensured by placing all non-dominant poles (from
the amplifier and buffer stages) well above the unity-gain frequency. The small Cy additionally improves
noise filtering and enhances PSRR, enabling a compact and robust LDO implementation.
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Figure 5.18.: Regulation characteristics of the proposed gain-boosted ReFlex-LDO. The left plot shows the line regulation of
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Figure 5.19.: (a) Loop gain and phase response across frequency for stable operation after post-layout, (b) power-supply-rejection
ratio (PSRR) in dB (c) V,,,; under supply ripple Vpp, (d) line transient response of the LDO under varying Vpp.

Design Objectives. The ReFlex-LDO is designed to: (i) achieve a minimum feasible dropout voltage
close to the minimum Vs required for the rated load of M,.ss, (i) maintain loop stability across load
currents with only the small on-chip capacitor Cy, (iii) minimize quiescent current by biasing the amplifier
stages with low currents, and (iv) ensure robustness against bending-induced variations.

Regulation and Stability Analysis Line regulation. From Figure 5.17 (a), we observe that the regulated
output varies weakly with supply, yielding LRoy = AVou/AVpp =~ 4.0mV/V around nominal Vpp.
The internal reference in Figure 5.17(b) shows LRf = 3.0 mV/V. confirming a stable reference drive.
Moreover, Figure 5.18 (a) and Monte-Carlo (MC) runs further shows the stability of V,.. r across temperature
and process.

Load regulation. From Figure 5.18(b), the small-signal slope near the operating point gives

LRjoad = ‘W"“t‘ ~ 45mV/mA = Ryyr ol = 45 Q. The knee at I,y = 1.0 mA marks the onset of dropout.

9lout om

Stability (AC). The Bode plot in Figure 5.19(a) indicates a DC loop gain of 52 dB, unity-gain bandwidth
fucs = 3.0 MHz, and phase margin PM = 63°, meeting the > 60° target.

153



5. Reliability, Endurance, and Test

Reset

| | Control signal
Ll
n:[ Switch Input 1
E Detect Select J™1, [ Output Select Counter
=

Stop

PR 2
K Divider |— L Clock Start
System ' Test [Observation Circuit] A
VDDIZJ'_'L Vnﬂ_l_ Clock Enable
@ (b)

Figure 5.20.: (a) 1-bit ReFlex-LDO output using a chain of inverters; (b) Delay measurement using a counter.

Ripple/PSRR. With a supply ripple applied ( Figure 5.19(b)), the time-domain attenuation corresponds

to

AV,
PSRR(f;) = zologlo(FDD) ~34dB at f, ~ 10 kHz.

out

Quiescent current. The design draws I, = 31 1A at no load.

The LDO regulator achieves tight line and load regulation with limited bias and a pF-scale output
capacitor. The measured line regulation of ~ 4mV/V at Vpp ( Figure 5.17a) implies that a 100 mV
supply swing perturbs Vo by only ~ 0.4 mV (~ 0.04% for a 1V rail); the reference shows an even smaller
~ 3mV/V ( Figure 5.17b), ensuring a stable drive for the error amplifier. Also, the small-signal load
regulation of = 45 mV/mA ( Figure 5.18a) yields Rout,c1 45 €2, so a 100 nA load step causes only ~4.5 mV
droop. The loop gain/phase ( Figure 5.19a) show Aj ~52dB (~ 4x10? V/V), giving a DC regulation
error of epc <1/(1+Ag)~0.25%, with fugs ~3 MHz and PM ~ 63°, ample margin for stable, well-damped
transients. Despite the tiny Coyt = 0.95 pF, the time-domain ripple test as shown Figure 5.19(b-c)
indicates PSRR~ 34 dB at ~ 10 kHz (about 50x attenuation), i.e., a 100 mV ripple on Vpp produces only
~2mV on V. The LDO also owns an outstanding transient response, as presented in Figure 5.19(d).
It generates tiny overshoot voltages of 1.12 V and 0.72 V on falling and rising edges, and the settling
times are only 30 ps and 120 ps, respectively. Finally, the quiescent current is just I, = 31 pA, which
corresponds to ~93 pW at 3V and satisfies Iy < nlioad,min With 7~ 3.1% for Ijoadmin = 1 mA, which fits
well for wearable/biomedical FE power budgets. Thus, these metrics, i.e., low mV/V line reg, low Roytcl,
PM > 60°, useful PSRR with pF-scale on-chip Cour, and 31 ppA bias, demonstrate an LDO that is both
energy-efficient and robust across corners.

5.3.3. Structural Delay-based BIST Methodology

We adopt a structural BIST approach inspired by [191], [249] that perturbs the circuit at an injection node
and observes the resulting response at an observation node as a digitally measurable time delay. We
redesign both the injection nodes and 1-bit observation chain so that a large digital disturbance can be
applied without collapsing the LDO bias. Injection is realized by simple ON/OFF keying (e.g., shorting a
passive or pulling a bias node). Observation is reduced to a 1-bit signal using an inverter chain; only
lightweight switches and a counter are required, and a single observation circuit is shared across multiple
injection points.

Node selection (injection/observation): Following the methodology, we select non-sensitive nodes
for injection (bias rails and the feedback ladder) and use V,,; as the observation node. Bypassing one
feedback resistor with a switch creates a controlled step in the loop, which propagates to V,,,; and provides
a clean, digitally detectable transition. This strategy was shown effective for an LDO by bypassing a
divider leg and observing the output via a chain of inverters.

ON/OFF Keying Injection Circuits We use digital ON/OFF keying to inject a large, non-functional
perturbation at selected, non-sensitive nodes. Because the goal is a structural delay (not a small-signal
transfer function), the injected signal may change the operating point; this relaxation simplifies the
hardware and makes the response easier to detect. Two practical templates are used: (i) bypassing a
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passive element and (ii) bypassing a bias transistor. Both add only a single pass device per site, so multiple
injection points is enabled to improve the fault coverage.

Bypassing passive components A resistor or capacitor can be shorted with a pass transistor placed across
its terminals. Although the short is not ideal (finite R,y ), the effect is equivalent provided Ron < Rpypassed-
For capacitors, the response is exponential but still produces a large perturbation [249]. Shorting one
feedback-divider leg may yield only a small output shift (set by the divide ratio), yet any detectable swing
suffices for BIST.

Bypassing active components Bias rails work as convenient injection points: pulling a bias device’s
gate with a pass transistor perturbs multiple stages simultaneously and is among the least sensitive insert
locations [249]. For an NMOS bias device My;,s, an injection NMOS M;y; pulls the gate low during the
ON phase, limiting the M,,;,s current and shifting the bias voltage. The device M;,; must be sized so that
its Vps remains below the NMOS threshold in the ON state; even if My, is not fully shut off, the altered
bias is sufficient to generate a strong disturbance.

Injection in ReFlex-LDO  We use both templates: (i) bypass one leg of the feedback divider to produce a
clear step at Vyt, and (ii) pull selected shared bias gates to ground to perturb multiple sub-blocks at once.
Both injection points are implemented with NMOS-only devices in the front end, and each point costs
one pass device and a digital enable.

Observation Circuit To measure delay, the analog response at an observation node is first reduced to a
1-bit pulse. As the node’s operating point is around mid-supply, a short chain of resistor-NMOS logic
inverters (3 stages) (in Figure 5.20 (a) are connected directly to the node; a small change across the
switching point produces a restored full-swing digital pulse. If a fault shifts the DC point so the inverters
no longer toggle, the measured delay becomes effectively infinite (and is thus detectable). Inverters with
shifted thresholds can extend this method beyond mid-supply, but increase sensitivity to process variation
and make sharing across circuits harder. A counter as shown in Figure 5.20 (b) started at injection and
stopped at detection measures the delay; the clock period Ty bounds the resolution and is included in the
guardbands for pass/fail. Specifically, thresholds are set as y;, + 30;, + T

5.3.4. Evaluation

We evaluate ReFlex-LDO using a structural delay-based BIST following the methodology in [249].
Transient SPICE simulations are run with mismatch-enabled Monte Carlo and PVT sweeps appropriate for
the FE process. Vpp is swept over its operating range (e.g., £10 %), load current over Jjoad min — lloadmax>
and temperature over the qualified range (e.g., —20°C to 80°C). The on-chip output capacitor is
Co = 0.95pF.

5.3.5. Experiment

Simulation flow All simulations are run in Cadence Spectre® with Ocean scripts after post-layout
extractions using PragmatlC’s FlexIC-Gen3 PDK][272]. We evaluate: (i) process corners using the
model sections max/typ/min; (ii) Monte-Carlo using the model’s mc section (process and mismatch
statistics enabled); (iii) mechanical corner for minimum bend radius R=5 mm by overlaying an empirical
bend model. For each condition we sweep Vpp and load current I p4p across the specified range and run
N Monte-Carlo samples (e.g., N =5000).

6 https://www.cadence.com/en_US/home.html

155


https://www.cadence.com/en_US/home.html

5. Reliability, Endurance, and Test

Fault list and injection Catastrophic faults are modeled as resistive opens/shorts on transistor terminals
and passives: opens in [1 MQ, 1 GQ], shorts in [1, 100] Q. For each fault and each point, a transient run
records t;. Fault-free runs (across PVT and bend) form the nominal delay distribution.

Thresholding decision rule and fault simulation Delays for each injection/observation pair are character-
ized by 5000 Monte Carlo samples to obtain y;, and o;,; For each point, the FAIL window is a two-sided
guardband

G= [,utd - 30-1‘,1 - le, Htg t 30-1‘,1 + leL

computed from fault-free Monte-Carlo at each corner; production FAIL uses the intersection of guardbands
across corners and bends. Faults are detected when ¢4 falls outside the guardband. Catastrophic faults are
modeled as resistive opens/shorts at device terminals; both longer and shorter delays can indicate defects
depending on the fault type. We apply a greedy selection of injection points to reach target coverage with
minimal overhead.

FE mechanical corners Bending is modeled by perturbing the TFT parameters according to Table 5.2.
For each radius r, we modify the nominal models as follows:

H Ky(r) Hos Rew1 < KR(r) stl,Oa Vin < Vth,() + AVEh(r):

Table 5.2.: Bending-induced parameter shifts predicted from reported TFT studies[91], [101]

Parameter Flat(co) 20mm 10mm 5mm

I 1.00% 0.95% 0.90x  0.70%
Rg1 1.00x 1.05%X 1.10x  1.30%x
AV, [mV] 0 +20 +40 +70

At circuit level this implies g, — k,gm and increased series resistance along the affected paths; r,
follows from the perturbed device model. Monte-Carlo runs are drawn around each radius by adding
small zero-mean spreads to x,, kg, and AVy,; the tabulated values serve as the corner means/bounds.

5.3.6. Result

Table 5.3 summarizes the fault coverage obtained for the proposed ReFlex-LDO under structural delay-

based testing. A total of 140 structural and parametric faults were simulated across the circuit, including
73 faults within the LDO core, 62 faults in the integrated BIST circuitry, and 5 parametric variations. Out
of these, 121 faults were successfully detected, yielding an overall coverage of 86.42%. For the LDO
alone, 64 out of 73 faults were detected, corresponding to 82.19% coverage. The BIST circuitry achieved
a comparable coverage of 91.94% (57 out of 62 faults), while parametric shifts showed slightly lower
detectability at 80%. These results demonstrate that the structural delay-based methodology is capable
of covering the majority of opens and shorts in both the analog LDO core and its digital-friendly BIST
extensions, with coverage levels consistent with state-of-the-art analog test strategies.

Table 5.4 reports the impact of increasing the number of injection points on overall fault coverage
of the ReFlex-LDO. The fault numbers were fixed at Ni,; = 140, and the set of injection locations was
extended from a single feedback-leg bypass to eight distributed nodes across the reference, error amplifier,
and output stages. With only one injection point, 121 faults were detected, corresponding to 86.4%
coverage. Adding further injection points improved detection, reaching 125 (89.3%) with two points and
128 (91.4%) with three points. Beyond five points, the increase in coverage became marginal, saturating
at 95.7% for seven and eight injection points. This trend highlights the trade-off between test complexity
and coverage: while additional injection points improve detection of rare fault cases, most structural
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defects are already detectable with the first few carefully chosen locations. The selected injection nodes
including feedback-leg bypass, EA tail-starve, pass-gate discharge, V;.¢ pull, driver-node clamp, load step
at V,y;, shared bias-rail pull, and Vpp micro-droop were chosen to maximize structural delay defects with
minimum hardware.

Table 5.3.: Fault coverage for ReFlex-LDO

simulated faults detected faults
type coverage
total shorts opens | total shorts opens
LDO 73 36 37 60 28 32 82.19%
BIST 62 30 32 57 28 29 91.94%
param | 5 NA NA 4 NA NA 80%

Total | 140 66 69 121 56 61 86.42%

Table 5.4.: Impact of multiple injection points(Nyt = 140).

Injection Points 1 2 3 4 5 6 7 8

Simulated 140 140 140 140 140 140 140 140
Detected 121 125 128 130 132 133 134 134
Coverage [%o] 864 893 914 929 943 950 957 957

1) Feedback-leg bypass (Ro/Ry¢), 2) EA tail-starveMy, 3) Pass-gate discharge Mpyass, 4) Ve pull Ry, ..., 5) Driver-node clamp
(Ms-Msy, 6) Load step at (V,,,;), 7) Shared bias-rail pull, 8) Vpp micro-droop.

Area Overhead and Test Time Table 5.5 shows that the proposed BIST adds only 4.2% area overhead
and consumes 1.8 mW during test, which is almost 5.5% using multiple injection points, with a per-point
time of 12 ps and total test time of just ~1.84 ms. This shows that delay-based BIST achieves high fault
coverage at negligible cost in area, power, and time, making it practical for integration in ReFlex-LDOs.

Fault Coverage under PVT and Bending  Figure 5.21 shows the impact of mechanical bending on the
delay distributions and fault coverage of the proposed ReFlex-LDO. At the flat condition, the coverage is
95.5%, which gradually decreases as the bending radius reduces due to mobility degradation and increased
parasitics. At 20 mm radius, coverage falls to 89.8%, while at 10 mm it remains 92.4%, and at the extreme
5 mm radius it drops to 86.7%. These results are consistent with reported TFT studies where mobility and
threshold voltage vary under stress or strain, as summarized in Table 5.2.

Temperature variation was also evaluated, as shown in Figure 5.22. Starting from the baseline 27°C
coverage of 86.4%, the distributions shift with temperature due to the negative temperature coefficient of
the flexible resistors. Coverage remains above 88% at —20°C and 0°C, but decreases towards 82.0% at
80°C. Overall, the results indicate that while both bending and temperature variations affect fault coverage,
the structural delay-based BIST maintains coverage above 95% without bending and 86.4% across nominal
temperature.

Design-for-Test and Reliability Co-Optimization

The ReFLEX-LDO study emphasizes that reliable design and DfT must be co-optimized. Some design
choices that improve LDO stability or regulation also make the delay signatures more distinguishable
between healthy and faulty states, enhancing test coverage. Conversely, test structures must be designed
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Probability Density

Table 5.5.: BIST overhead and test cost

Inj. Pts 1 2 3 4 5 6 71 8

AArea [T%] 1.56 +2.54 +3.25 +3.96 +4.11 +4.23 +4.23 +4.24
APiegt [T0] +1.42 +1.45 +2.73 +3.92 +4.85 +5.50 +5.53 +5.56
AT [ms] 1.11 1.12 124 136 148 160 172 184
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Figure 5.21.: Delay-based fault coverage under bending: PDF of path delay t4 for flat, 20 mm, 10 mm, and 5 mm; p+30 windows
yield 95.5%, 89.8%, 92.4%, and 86.7% respectively.
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Figure 5.22.: Delay-based fault coverage vs. temperature: PDF of delay ¢, at —20°C, 0°C, 27°C, 40°C, 60 °C, and 80 °C.
Coverage is computed over pu+30; the 27 °C is 86.4% respectively.

not to interfere with normal operation or significantly burden area and power. The final ReFLEX-LDO
architecture demonstrates that both goals can be met simultaneously in printed technology.

5.4.

Analog Error Correction (AEC) for Unary-Encoded Computing

Printed physical unclonable functions (p-PUFs) are attractive security primitives for PE because they
exploit inherent process variations to derive unique device fingerprints. However, those same variations—
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together with environmental changes and aging—severely degrade PUF reliability, i.e., the probability
that a repeated challenge produces the same response bit. Reported reliabilities as low as 65% have been
observed for some printed PUFs, far from the > 99% typically required in secure systems.

Conventional digital error-correcting codes (ECC), such as BCH or LDPC, are ill-suited for ultra-
low-cost printed implementations: they require complex decoding logic, large numbers of devices, and
substantial routing overhead. To address this, the work in Efficient AEC for Printed Unary-Encoded
Computing proposes a mixed-signal AEC scheme that leverages unary-encoded bitstreams and a tiny
analog majority voter to restore PUF reliability with much lower hardware overhead than digital ECC.

5.4.1. Proposed analog error correction Scheme

In this section, the proposed AEC scheme based on UE concept is described. At the final output stage,
the output bitstream which are mapped to logic *1° and logic ’0’, should be stable sequence of 1’s
(all-1) or stable sequence of 0’s (all-0). However, due to presence of defects and faults, there would be
sporadic 0’s or 1’s in the respective sequences. This disrupts the stability and accuracy of the encoding.
To address this issue, the proposed approach leverages a special case of unary encoding (UE), where
the output is constrained to either an all-1 or all-O sequence. By focusing on this scenario, AEC can
be effectively implemented to eliminate sporadic errors (e.g., removing unexpected Os from an all-1
sequence and vice versa. Our idea is to use some analog integrator based on the concept of TMV to
correct such errors, and provide an efficient analog implementation of that scheme for PE. While our
approach explicitly uses deterministic unary-encoded boundary cases (all-1 or all-0 sequences) for clear
error detection, intermediate numeric values (e.g., 0.25 or 0.5) arising due to erroneous bit-flips carry
meaningful probabilistic information. However, extension of our current AEC methodology to handle
such intermediate values would require additional circuitry.

Please note that permanent failures, leading to always incorrect bitstreams or too high sensitivity to
environmental conditions, can be detected using conventional testing techniques as a part of manufacturing
test. Additionally, the unique feature of PE can be exploited in which optical inspection is utilized for
manufacturing defect detection [187]. It is even possible to take advantage of another unique feature of
this technology, namely post-fabrication tuning, as a unique feature of additive manufacturing to perform
iterative refinements by printing additional resistive inks, to repair the printed devices [161], [212].

Therefore, the main focus of our proposed error correction scheme for printed UE is to correct sporadic
bit errors which happen during runtime due to environmental noises. As a proof of concept, this approach
is demonstrated for pPUFs. We apply a form of analog majority voter (integrator) which is applied on the
output bitstream representing a deterministic logic 1 or 0, to filter out erroneous values in the sequence
and clamping it to all-1 or all-0 sequence, accordingly. In order to keep the circuit complexity low, a
mixed-signal approach is deployed, which combines digital components with an analog integrator, and
finally generates a digital corrected bit sequence.

We use printed physical unclonable function (pPUF) as a case study. The idea of the proposed technique
when applied to pPUFs is as follows. To correct bit errors of a single PUF output, the same PUF response
is queried multiple times to generate a unary-encoded bit sequence. In case of ideal reliability (100%),
this bit sequence should be all-1 (all-0), depending on the expected PUF response. However due to
unreliability, this sequence contains erroneous values. Then the analog integrator circuit, as outlined
above, is applied to that sequence to obtain a stable output. In case of multi-bit PUF response, the
same principle is applied on individual PUF response bits to correct them individually. In other words,
unlike traditional PUF error correction schemes which perform the error correction in space domain
by using more PUF response bits (n) and extracting a smaller error-free response (k bits, k < n), here
the redundancy is performed in the time domain and by generating PUF response multiple times and
performing the correction in the time domain, an error-free PUF response of the same length (k = n) is
obtained. Moreover, such time domain error correction is performed in an analog manner.
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5.4.2. Unary bitstream generation

To generate the unary bitstream required for our AEC scheme, we utilize a simple and efficient method
using a printed inverter-based 1-bit p-PUF [162]. The PUF is repeatedly switched on and off by connecting
its supply voltage (Vpp) to a printed oscillator[134], which periodically activates the PUF and samples its
output. Each power-on cycle yields a binary bit (‘1’ or ‘0’) influenced by the inherent process variations
and environmental conditions, resulting in a stochastic sequence.

The stochastic bitstream generated is then converted into deterministic unary bitstream using an analog
integrator [246], which accumulates the voltage pulses corresponding to logic ‘1’s in the stochastic
sequence. As shown in Figure 5.23, the integrator’s output voltage is compared against a threshold voltage
using an analog comparator [246], producing a deterministic unary bitstream. The only assumption made
about the PUF is that its output resistance should be lower than the input resistance of the transistors Ty
and T, of the bipolar encoder, and is satisfied due to the inherently high gate impedance of n-EGTs. To
ensure proper signal propagation, the impedence should be matched, i.e., the subsequent logic circuitry
processing the AEC output (AEC[X]) must possess a higher input resistance than the output resistance of
the last inverter stage (formed by transistor T; and resistor Ry).

Method description In order to mitigate the runtime errors in the outputs of printed UE circuitry, our
proposed method basically addresses such sporadic bit errors by counting the total bitstream over time,
and performing a temporal majority vote among the bits [38]. A multi-bit output consists of several 1-bit
output sequences, where X; denotes the output bitstream at several subsequent points in time i, and the
bitstream X is defined as:

X = (X1, Xz, .., X1),

thus X is the bit sequence of a single output from time i = 1... L, where L denotes the bitstream length (or
response readout time).

Furthermore, j = 1 ... k refer to the k 1-bit output instances. In the following we consider only one 1-bit
output instance, which has the correct value of logical *1°. The probability that we can correct the output
using a temporal majority voting, with error probability p, can be calculated by the binomial distribution:

P(OUT; = OUTY) = P 1’s > #'0’s)
L1\ _ 5.16
— z: (i)pl(l_p)L i ( )

i=|_%]+1

where OUT; is the error corrected output bit, and OU Tjref is the initial, error-free bit (assumed to be

’1” here: OUTjref ="1") and #'1’s / #/0’s are the number of measured *1’s and ’0’s of this output stream
OUT;. Note that the binomial distribution assumption in Equation 5.16 explicitly relies on modeling each
bit measurement as an independent Bernoulli trial. Practically, this means each sampled bit is assumed
to have the same fixed bit-error probability p and is statistically independent from all other sampled
bits. This assumption is justified in our scenario because the PUF is reset by cycling its power between
subsequent measurements, effectively ensuring independent and identical conditions for each sampling
event. Thus, the binomial distribution accurately describes the probability of successful error correction
using TMV for the given bitstream length L and error probability p. So Eqn. (5.16) formulates an upper
bound of the error correction capabilities of a TMV circuit, and increases with L, i.e. the length of the
evaluated bitstream increases, thus, in theory, unlimited error correction can be performed for large L.
This way, we can have a trade-off between the performance and the length of burst errors to be corrected.
A more detailed discussion is provided in paragraph 5.4.4.

5.4.3. Circuit design

In general, capacitive circuits can be deployed to accumulate voltage pulses in the time domain. This
can also be considered as an analog integration over a total bitstream, such as the outputs of an UE
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Table 5.6.: Design parameters of the AEC circuit in n-EGT technology
Rip |Rs Ry Vini235|\Vena  |Vens Ve |G
100kQ2|850kQ2|200kQ2|126mV |250mV|312mV|2.1mV|100nF
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Figure 5.23.: Schematic of the unary bitstream generation using pPDK[134], [162].

circuit or sporadic (and thus erroneous) response of an unreliable PUF instance. In combination with an
inverter-based step function, on average the errors are filtered out as long as the probability of the bit error
in the bitstream is lower than 50%. The proposed AEC circuit is illustrated in Figure 5.24. The circuit
components are explained in the following, step by step. Exemplarily, for the target technology we chose
the n-EGT technology and consequently only n-type transistors are deployed[200]. However, the circuit
can also be designed in another PE technology which enables complementary-logic, by replacing the
pullup resistors Ry, Ry, Ry with p-type printed transistors. The design parameters of the circuit are provided
in Table 5.6. The design parameters were empirically found by circuit simulations using a process design
kit for n-EGTs, which is based on measurements of printed n-EGTs and resistors [160][150]. The circuit
was operated at VDD = 1V and V§S = —1V.

Bi-polar encoder The bitstream X of the output response is first passed to the bi-polar encoder. Here,
the bits 0’ and *1° are mapped to ’-1” and ’1°, using the following transfer function:

X; = 2X; -1

Due to this, an incoming logical *1’ bit turns transistor T; on, and pulls the input of the discharge unit to
V'SS (discharging the capacitor C; to VSS). On the other side, if the output bit is *0’, T5 is turned on via
the inverter (17,R;) and pulls the bi-polar encoder output to VDD. It is important to note here, that this
transformation actually maps 0’ and *1’ to *1” and ’-1’, respectively, and not to -1 and *1” (which can be
easily achieved by interchanging VSS and VDD in the bi-polar encoder circuit). The reason for this is
part of an area reduction of the AEC, as explained in subsection 5.4.4.

By using this bi-polar encoding of the output bitstream, the switching threshold of the step function
(step(z)), which is used to determine the AEC output, is set to 0V. This leads to a more reliable operation
of the AEC, as it is insensitive to variations of the capacitance value Cy, the only analog component in the
AEC circuit.

Discharge unit The purpose of the discharge unit is to reset the AEC to its initial state, i.e. discharging
the capacitor voltage to 0V. The discharging cycle is performed when the reset signal RES is pulled up to
VDD (see Figure 5.24). Subsequently, the transistor Ty is switched on, connecting the capacitor C; to
ground, and transistor Ty is turned off through the inverter (75, R;) to disconnect the transistor from the
bi-polar encoder. During AEC operation, RES is constantly set to logical *0’.

Voltage integrator In the voltage integrator, the bitstream coming from the discharge unit is summed
up in the capacitor C;. The resistor R; can be used to tune the capacitor charge and discharge time.
If VDD is applied through Rs, the capacitor is loaded to a positive voltage, and when VSS is applied,
the capacitor is unloaded to a negative voltage. The absolute capacitor voltage level is proportional to
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Figure 5.24.: Schematic of the AEC circuit for error correction connected to a 1-bit output (e.g. PUF instance).
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Figure 5.25.: Simulation of the printed AEC for two output bitstreams and L=32. The first output Figure 5.24 (a) (OUT;) produces
80% ’0’s, which are applied as X to the AEC. As expected, the capacitor voltage CAP is positive and the AEC output OUT
is pulled down to 0V. In contrast, in Figure 5.24 (b), the OUT, produces 75% ’1’s, and the AEC output is pulled up to VDD.
Consequently, the majority vote is working in both examples.

the number of positive (or negative) voltage pulses. Again, the capacitance value is not crucial for the
functionality of the circuit, as the threshold of the capacitor voltage is at 0V, but C; should be larger than
the parasitic capacitance of the transistors (which is for n-EGTs about 10nF). The only requirement for
correct operation is that the transistor T of the output buffer has a transistor threshold voltage of 0V. The
functionality of this device can be mathematically described as:

L
CAP = > (2X; - 1) (5.17)

i=1

Step function The step function consists of one inverter, where the transistor threshold voltage of T; is
0V, which is achievable using transistor channel geometry scaling [195]. The output of the AEC can be
described as:

AEC = step(CAP),

where the step function is defined as:

0 z<0
step(z) = . - (5.18)
z2>
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In this component, the final result of the majority vote is obtained. If more ’1’s in the PUF response
bitstream are obtained, the capacitor voltage of the node CAP is negative, and the inverter output is at
logic ’1°. In the opposite case, if more ’0’s are received, the CAP voltage is positive, and the AEC output
is at logic ’0’. This resembles the behavior of a majority vote and enables the error correction of this
circuit. Moreover, the closed-loop feedback path enhances stable circuit operation despite variation in
circuit components and manufacturing processes.

Please note that the electrical behavior of the n-EGT is symmetric regarding the drain and source
contacts as no bulk connection is deployed. In fact, flipping the n-EGT and reversing the drain and source
contacts has no effect on the electric characteristics or on the surrounding circuitry it is connected to.
Transistors T, and T3 can be considered as transfer gates, which connect T, either to VSS and VDD. In
a DC analysis, they can also be considered as voltage dividers as no current flows through T; during
capacitor charging (T is off, no current through the gate of T; (gate currents are very small) or C1 and
thus no current through Rs and T). The ability of the voltage divider to pull the node common with T, to
VSS or VDD is determined by X. When X is ‘0’, the node is pulled up more to VDD than when X is ‘1°.
The node has then in the first case a negative voltage and in the second case a positive voltage, and C1 is
discharged or charged. The correct operation of this circuitry was also validated using a simulation-based
approach with a semi-empirical n-EGT model fit to actual measurements of printed n-EGTs in a laboratory
setup [150].

Since in Table 5.6 different threshold voltages are considered for different transistors, it is worth
mentioning that the controlling of the threshold voltages of n-EGTs is performed simply by transistor
channel sizing [195]. Therefore having n-EGTs with different threshold voltages in same circuit is matter
of channel sizing and quite feasible from fabrication point of view. Moreover, as the AEC circuit is a
digital circuit, small variations on the threshold voltages do not affect the correct output behavior. While
the design parameters in Table 5.6 were found empirically, setting Vth of T; to OmV will not change the
circuit behavior.

5.4.4. Circuit optimization

In order to reduce the transistor count of the AEC[X] implementation, the inputs X; and the output of the
step function in the AEC circuit were inverted, otherwise an additional inverter had to be inserted at the
output, requiring an additional transistor and resistor. Despite these modifications, still the correct output
behavior is obtained:

AEC[X] = step

L
Z(ZZ — 1)) = step
i-1

This equation is true, as the step function is point symmetric with respect to its argument (step(z) =
step(z)) and the summation over bi-polar encoded X; is a linear function:

L
>eX; - 1)) (5.19)
i=1

(ZL]@Z - 1)) - (i(z?i - 1)) [ sex-n (5.20)
i-1

i=1 i=1

The input-output relation of the AEC is illustrated in Figure 5.25, where transient simulations of
two output bitstreams (OUT; and OUT,) in n-EGT technology are depicted. In the first output bitstream
(OUTh), the bit error probability is 20%, while in the second bitstream (OUT5) the bit error is 25%. The
correct response for OUT; is logical *0’, which is correctly extracted by the AEC. The reference response
for OUT; is logical *1°, and the AEC pulls the output correctly up to VDD.

Increasing the unary-encoded bitstream length The error correction capability of the AEC can be
improved, by increasing the length L of the output bitstream. For instance, this can be done by generating
more instances of 1-bit PUF instance. Without loss of generality, we assume in the following that the
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correct output response is 1’ and the bit error probability is p, thus E[X;] = 1 — p = gq. The expected
probability that the output response is classified correctly is:

L

22X - 1))] >0

E[ AEC[X]] >0 < E |step

i=1

— E

1

L
(ZX,' - 1) >0
-1

L (5.21)
= > (2E[X;]-1)>0

i=1

L
= > (2g-1)>0

i=1
— L*x(2g-1)>0

We assumed here that the subsequent bit errors are independent and identical binomial distributed
random variables. From this equation it is obvious that an increase in L under the assumption that the
error probability p < % (and thus q > %), the expected value increases monotonically:

L2g-1)>L-1)X2g-1)>(L-2)x(29g-1)>..>(29—-1).

The monotonically increasing expected function of a correct majority voting indicates that the probability
of an uncorrected error decreases.

Moreover, our AEC method is only applicable when the bit error probability of the output is not higher
and not equal to % @< %), which is reasonable as AEC is in essence a majority voter function.

The analysis above can be performed for the case where the expected response is logical *(0’, accordingly,
just changing the criterion for successful error correction to: E[ AEC[X]] =0
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Figure 5.26.: Impact of (a) temperature (K) and (b) supply voltage (VDD/VSS) variation on AEC[V]

Burst Errors In general it is possible that the AEC circuit is subject to runtime variations such as
voltage fluctuations or temperature variations, which can result in erroneous consecutive bits in the output
bitstream. Such burst errors can have a substantial impact on the reliability depending on the probability
of their occurrence and burst error length. In the worst case, the burst errors do not overlap over time and
the number of total bit errors in the output can be computed by Errors = B - By, where B is the number of
bursts and By is the bit error length of the burst.

Although the underlying probability distribution of burst errors are different to the assumed binomial
distribution described before, the expected reliability calculation in paragraph 5.4.4 can be reused for
the worst case burst error scenario by replacing the bit error probability p by p” = By - p. E.g., when
By, = 3, the bit error probability is three times higher: p’ = 3 X p. Also the bit error probability threshold
under which a correct output response extraction by AEC can be performed is reduced to p < 2><1BL‘
However, if this threshold criterion is met, the reliability of the AEC method can be arbitrarily increased
by using larger bitstream length L as pointed out in paragraph 5.4.4. As the burst error problem can be
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converted into a single-bit error problem by using the above transformation of the bit-error probability,
the experimental evaluation in the following is limited to a bit-wise binomial distribution.

Please note that when the temperature variations cause permanent impact on the output bitstream, for
instance switching from 273K to 423K forces the output to be always 1 instead of 0, such cases cannot
be corrected by the proposed scheme. This is because the error correction is across the entire output
bitstream and increasing the bitstream length does not change the outcome. These cases are categorized
as permanent failures, which can be identified during manufacturing test or optical inspection [187], and
afterwards repaired using post-manufacturing tuning [161], [212].

5.4.5. Variation Analysis of AEC Circuit

This section presents an evaluation of the proposed AEC method, focusing on its performance against tem-
perature and supply voltage fluctuations, and transistors’ threshold voltage variation. These performance
analysis are critical in demonstrating the robustness and reliability of the circuit in practical scenarios.
Environmental conditions were considered to study the circuit’s robustness by varying the ambient
temperature and supply voltage, and are evaluated for pPUFs. The AEC’s efficacy was also evaluated
through a series of Monte-Carlo simulations where the threshold voltage and the output (AEC[V]) were
measured at a fixed time of 1s w.r.t. Figure 5.25 (b).

Temperature (T) The Figure 5.26 (a) illustrates the AEC circuit’s performance across a range of
temperatures. As shown, the AEC circuit maintains a relatively stable output (AEC[V]) despite variation
in temperature from 273K to 423K. This stability is crucial indicating that the AEC can reliably compensate
for the intrinsic variability and environmental sensitivities of PUFs, related to the operating conditions.
While the medians are stable, there is noticeable variability in the spread of the plots at different
temperatures. The outliers present and the width of the boxes suggest that there are still some temperature
effects on the circuit’s output. However, since the majority decision principle inherently averages out such
deviations, the temporal majority voter design helps to ensure that these do not significantly impact the
final output.

Supply Voltage (VDD/VSS) The graph in Figure 5.26 (b) shows the performance of the AEC circuit in
response to supply voltage variation, which is critical for the reliability of PUFs that utilize AEC circuits.
The data is represented across four different supply voltage pairings —1/-1, 1.25/-1.25V, 1.75/-1.75V, and
2/-2V—highlighting how the AEC [V] responds to changes in the VDD/VSS. As shown in Figure 5.26,
at a lower voltage of 1/-1V, the output voltage exhibits minimal variability with a few outliers. As the
voltage increases, there is a slight decrease in median at 1.25/-1.25V but with a consistent variability.
At 1.75/-1.75V, the median output increases, and variability becomes more pronounced, with the trend
continuing more at 2/-2V where both the median and the spread of AEC[V] significantly increase. This
indicates that while the AEC circuit maintains a fairly stable output across standard operating voltages,
higher voltages introduce greater variability and outliers, potentially challenging the PUF’s reliability and
security in extreme variation. Thus, we need to take care in the design and application, ensuring that
they operate within a voltage range (preferably upto 1V) where the AEC circuit can effectively manage
inconsistencies without compromising the outputs.

Threshold Voltage (V;) We present an analysis of the AEC circuit’s response to threshold voltage
variations across multiple transistors. As shown in Figure 5.27, the study evaluates AEC output voltage as
a function of threshold voltage for transistors Ty, Ty, T3, Ty, T5, Ts, and T;. The results indicate a generally
stable AEC output across varying threshold voltages, with median values maintaining output voltage
close to 1V, particularly for transistors Ty, T, and T;. This stability is crucial for ensuring the reliability
of the error correction mechanism in printed UE, where component variability can significantly impact
computational accuracy. Notably, all the transistors demonstrate a robust tolerance to a broader range of
voltage thresholds, suggesting these components are particularly effective in maintaining circuit integrity
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Figure 5.27.: Impact of (a) Ty, Ty, T3, T5, (b) T4, (c) Tg, (d) T; transistor’s V;;, on AEC[V].
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Figure 5.28.: Uniformity of pPUFs with distribution of 1’s and 0’s.

under various resource constrained environments. The interquartile range in these plots is relatively tight,
indicating minimal variability, which is essential for the high reliable security-centric applications.

Table 5.7.: Evaluation of hardware implementation of 8-bit PUF and expected error probability at 20% BER for proposed and
baseline approaches. Bitstream length is set to L = 8. Energy efficiency is abbreviated by "EE".

Metric (Unit) | No-ECC | PC (Baseline) | Proposed AEC
Reliability (%) | ~75% ~85% >99% (1 1.16x)
Area (mm?) 24 6 (10.25%)
Power (yW) 800 6303 1282 (1 0.20x%)
Delay (ms) 120 158 400 (| 2.53%)
Transistors (#) 222 56 (1 0.25%)
EE (Bits/Js) 60,483 50,456 38,989 (] 0.77x)

5.4.6. Case Study: Printed PUF (p-PUF)

In this section, the proposed AEC method is evaluated for pPUFs and compared with a conventional
parity-check-based (PC) technique. PC was chosen as the reference approach, as it requires the lowest
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Figure 5.30.: Monte Carlo simulation (1000 samples for each bit error corner): distribution of the PUF reliability for proposed
method vs conventional approach with unary-encoded bitstream length of L=8 and 8 1-bit PUF instances. Whiskers are related
to the low and high quartiles, middle line represents the unary-encoded mean. The reliability for AEC is nearly 100% and is
shown by grey lines.
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Figure 5.31.: Monte Carlo simulation (1000 samples for each bit error corner): distribution of the PUF reliability for proposed
method vs conventional approach with unary-encoded bitstream length of L=32 and 8 1-bit PUF instances.

hardware footprint compared to other existing digital PUF error correction schemes. Two analyses have
been carried out: first the hardware footprint of both techniques were estimated, and second, the reliability
improvements were quantified with respect to different PUF bit error probabilities. For the evaluation,
n-EGT-based circuits were chosen as the target technology. For the estimation of the required hardware
resources, a high-level synthesis tool (Synopsis design compiler [50]) in combination with printed process
design kit for n-EGT technology which contains a physical design standard cell library [160] was deployed.
An 8-bit PUF, i.e., eight 1-bit PUF instances based on the design in [115] were synthesized with the
target of maximum performance. Due to this, the error correction is computed in parallel among the PUF
instances.

Given that a PUF is a highly design-specific hardware component, it is important to thoroughly assess
its quality before integrating its output into an AEC system. This assessment is crucial to ensure that
the PUF meets the necessary standards for reliable and secure operation. Consequently, we conduct a
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Figure 5.32.: Monte Carlo simulation (1000 samples for each bit error corner): distribution of the PUF reliability for proposed
method vs conventional approach with unary-encoded bitstream length of L=32 and 64 1-bit PUF instances.

comprehensive analysis of the other two important metrics of the PUF except reliability: uniformity and
uniqueness. This thorough evaluation guarantees that the PUF can deliver consistent and dependable
outputs suitable for secure applications. Therefore, we show histograms, along with their fitted normal
distributions and provide a quantitative basis for assessing the uniformity and uniqueness of PUFs,
ensuring their robustness and reliability in practical applications.

The histogram plot shown in Figure 5.28 illustrates the distribution of uniformity percentages for a given
PUF sample set, overlaid with a fitted normal distribution curve. The x-axis represents the uniformity
percentage, ranging from 30% to 80%, while the y-axis indicates the frequency of observations. The
uniformity data show a central tendency around 55%, indicating that most PUF instances have a uniformity
near this value. The frequency peaks at around 6 observations for the central bins, with fewer occurrences
as the uniformity percentage moves towards the extremes. In an ideal case, the value should be 50% but
in practical, 55% is also acceptable. The overlaid normal distribution curve (in red) suggests that the
data roughly follows a normal distribution, although there are some deviations, particularly in the lower
uniformity range. This uniformity histogram helps in understanding how evenly distributed the output bits
of the PUF are, which is crucial for ensuring the functionality of the PUF in cryptographic applications.

The histogram plot in Figure 5.29 shows the distribution of uniqueness percentages for the same PUF
sample set, again with a fitted normal distribution curve. The x-axis represents the uniqueness percentage,
ranging from 45% to 55%, and the y-axis represents the frequency of observations. The uniqueness
data are centered on 50%, which is the ideal value indicating that each PUF instance is distinct from the
others. The frequency distribution shows a peak at around 3 observations near the 50% uniqueness mark,
with a rapid decline in frequency as the uniqueness percentage deviates from this central value. The
fitted normal distribution curve (in red) closely matches the observed data, implying that the uniqueness
distribution approximates a normal distribution. This histogram is essential for evaluating how uniquely
each PUF instance can be identified, which is fundamental for the security properties of the PUF.

One AEC circuit is deployed for each PUF instance, which results in 8 AECs for the 8-bit PUF. For the
PC we assumed that the bit error probability is 20%, as it determines the number and size of parity check
units (one parity check unit can only reliably detect up to 2 bits of errors).

The hardware synthesis results, as illustrated in Table 5.7, clearly demonstrate the efficiencies of our
proposed AEC method. Although, the No-ECC scenario reduces area by 83% (4 mm? vs. 24 mm?), power
by 87% (800 pW vs. 6303 nW), delay by 24% (120 ms vs. 158 ms), and transistor count by 82% (40 vs.
222) compared to PC, it suffers a significant reliability drop of 12% (75% vs. 85%). On the other side,
our proposed approach uses only 25% area, consumes 20% power and requires 25% transistors compared
to the conventional PC approach. Also, the bit-wise circuit propagation delay is 50ms, which corresponds
to 400ms for a bitstream length of 8, 2.5% larger than the PC. We don’t consider this as a major concern,
as high-performance computing is not the primary objective in PE and the target applications of PE
usually can tolerate higher latencies. For instance sensor readouts occur only periodically every 100 of
milliseconds [61], [121], seconds[90] or even minutes [77]. Due to the larger PUF latency, the proposed
method has 23% reduced energy efficiency compared to the baseline.
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For the reliability assessment, 1000 Monte Carlo simulations were performed per PUF bit for both
AEC and PC, with respect to different run-time induced bit errors, which we assumed to be independently
distributed. In each Monte Carlo sample, the erroneous bitstream is drawn from a binomial distribution,
where p equals the bit error probability. The results of the Monte Carlo simulations are presented in
Figure 5.30, where the length of the bitstream was set to L = 8. Besides AEC and PC, also no error
correction (NO-ECC) was included as a baseline. Several observations can be made from these results:
First, both methods increase the PUF reliability for all bit error levels. Second, our method results in
higher PUF reliability compared to PC. And finally, the reliability can be restored to virtually 100%
(> 99.9% since no error was observed in 1000 simulations) for a bit error probability of up to 20%.

As discussed in paragraph 5.4.4, enhancing the length L of the bitstream significantly augments the
capacity to restore reliability. We further validated this concept through a comprehensive experiment
wherein we continued with the same Monte Carlo simulations, but this time using an extended bitstream
length of L = 32. The results from these simulations are shown in Figure 5.31, where it is evident that the
AEC method can now achieve a virtually perfect reliability level—exceeding 99.9%—even at a 30% bit
error probability. This increase in reliability, however, comes at the cost of an extended PUF readout time,
which is now four times longer than before, as calculated by the ratio %2 =4,

On the other hand, the reliability observed with the Parity Check (PC) method under these conditions
diminishes to 60%. This contrast in performance underlines the limitations of the PC method when
dealing with higher bit error probabilities. In practical applications, the choice of bitstream length
must be strategically determined based on several key factors: the anticipated bit error probability, the
required level of reliability, and the constraints on the PUF readout time. This decision-making process
highlights the inherent flexibility of the AEC method. Specifically, adjusting the bitstream length does not
necessitate any modifications to the actual circuit design of the AEC. Therefore, this approach allows
system designers to finely balance the trade-off between achieving optimal reliability and maintaining
acceptable performance levels without necessitating structural changes to the error correction architecture.
This adaptability makes AEC a versatile and potent solution for enhancing the reliability of systems
susceptible to significant error rates.

Finally, Figure 5.32 illustrates the reliability outcomes for a PUF configuration consisting of 64 bits.
Notably, for the proposed AEC method, we observe no significant difference in reliability when compared
to the performance noted with the smaller 8-bit PUF size. This consistent reliability across different
PUF sizes can be attributed to the fact that each PUF instance operates with a dedicated AEC unit, and
error correction is effectively carried out over time. This creates a scenario where reliability is primarily
dependent on the number of evaluations, denoted as L, rather than the size of the PUF itself.

Table 5.8.: Reliability (%) at different bit error rate (BER)
PUFs (#) | Length (L) | Scenario | BER (%) | Reliability (%)
No ECC | 20/25/30 80/75/70
8 8 PC 20/25/30 90/85/80
AEC 20/25/30 >99.9/98/95
No ECC | 20/25/30 80/65/55
8 32 PC 20/25/30 92/88/80
AEC 20/25/30 >99.9/99/98
No ECC | 20/25/30 80/65/55
64 32 PC 20/25/30 88/85/78
AEC 20/25/30 >99.9/98/97

Overall, our observations indicate that at higher bit error rates (20-30%), the reliability without error
correction deteriorates significantly, dropping as low as 55-75%. However, the proposed AEC maintains
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reliability consistently above 98%, clearly validating its efficacy even in extreme error cases as shown in
Table 5.8.

In contrast to the scalability of the AEC method, the parity-check-based (PC) approach exhibits
limitations when applied to larger PUF sizes. Specifically, the PC method is limited in its ability to
detect and correct errors beyond a certain threshold per PUF instance. As clearly shown in Figure 5.30,
Figure 5.31, Figure 5.32, the effectiveness of the PC method diminishes with increased PUF sizes, to the
point where it mirrors the reliability levels of having no error correction mechanism in place at all.

To address this limitation, one potential strategy involves segmenting the larger PUF array into smaller
sections, each managed by its own dedicated PC unit. For example, a 64-bit PUF could be divided into
eight separate segments, each comprising 8 bits. Although this segmentation approach can enhance the
overall reliability to levels comparable to those observed with the 8-bit PUF configuration, it necessitates
a significant expansion in the hardware footprint. This increase in complexity underscores a critical
trade-off between achieving desired reliability through segmentation and managing the expanded hardware
footprint. Thus, while the proposed AEC method showcases robust scalability and maintains effectiveness
regardless of PUF size, the PC method requires careful consideration of its limitations and the potential
need for more complex system architectures to maintain reliability. Additionally, our proposed AEC
explicitly leverages simple analog hardware components (e.g., bipolar encoders, discharging unit and
voltage integrators), allowing linear scalability to larger systems without significant complexity overhead.
Practical implementation such as impedance matching between stages, transistor sizing, and component
variability was verified using existing PE processes[242], thus further enhancing the practical feasibility
of our approach in large-scale applications.

5.5. Chapter Summary

This chapter addressed one of the fundamental challenges of PE: how to build reliable, endurant, and
testable computing systems on a technology platform that is inherently stochastic, variation-prone, and
defect-sensitive. Unlike silicon CMOS, where reliability is often enforced through tight process control
and mature test infrastructure, printed systems must instead embrace variability and integrate robustness
mechanisms across circuit, architecture, and algorithmic layers.

We first quantified the intrinsic vulnerability of printed analog and digital p-NNs through systematic
fault sensitivity analysis. Monte Carlo-based fault injection revealed that while variation-aware training
and dropout can partially mitigate parametric deviations, catastrophic faults remain a dominant reliability
bottleneck, particularly in nonlinear activation circuits and bespoke arithmetic structures. These results
established a clear need for hardware-level redundancy and defect-aware co-design rather than relying
solely on training-based robustness.

Building upon this insight, the PRINT-SAFE framework introduced an end-to-end methodology for
adaptive endurance and self-healing in printed neural hardware. By embedding passive redundancy directly
into printed activation circuits and combining it with gradient-based FAT using Gumbel-Softmax-driven
architecture selection, the proposed approach enabled bespoke, neuron-level fault resilience. Instead
of static redundancy, the system dynamically learned which nonlinear primitives provide the highest
robustness under realistic manufacturing defect distributions. This cross-layer co-design demonstrated that
reliability can be significantly improved with moderate hardware overhead, achieving graceful degradation
rather than catastrophic failure under increasing defect rates.

At the manufacturing-test level, this chapter proposed structural and delay-based test methodologies
tailored to the physics of printed devices. For power management units, the proposed delay-based BIST
methodology for ReFlex-LDO converted analog degradation into digitally measurable timing signatures,
enabling structural fault coverage above 85% with minimal area and power overhead. These contributions
demonstrate that test strategies must be co-designed with circuit topology and technology constraints in
printed electronics.

Finally, reliability at the bitstream level was addressed through an efficient mixed-signal AEC scheme
for unary-encoded computing. By leveraging temporal majority voting implemented with a simple
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analog integrator, the proposed AEC restored PUF reliability to above 99% even under high runtime
bit-error probabilities, while requiring only a fraction of the hardware resources of digital ECC schemes.
Importantly, this time-domain redundancy preserves output length and scales linearly with system size,
making it particularly attractive for ultra-low-cost printed security primitives.

Together, the contributions of this chapter establish a holistic reliability stack for printed and flexible
computing systems. Reliability is addressed at multiple abstraction levels: (i) algorithmic robustness
through fault-aware training, (ii) circuit-level resilience through passive redundancy, (iii) architectural
endurance through bespoke co-optimization, (iv) structural test through delay-based methodologies, and
(v) runtime stabilization through analog error correction.

The main message is that reliability in PE/FE cannot be an afterthought. It must be embedded into the
design methodology, from device physics to learning algorithms and test infrastructure. By explicitly
modeling defects, embracing stochasticity, and co-optimizing across layers, it is possible to construct
printed and flexible NN systems that remain functional, diagnosable, and trustworthy despite the intrinsic
imperfections of additive manufacturing technologies.
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The convergence of Al with novel hardware form factors is paving the way for ubiquitous, intelligent
systems. Applications in wearable health monitoring, soft robotics, and bio-electronic interfaces demand
computing platforms that are not only energy-efficient but also mechanically compliant, lightweight, and
low-cost. FE, often based on TFTs like amorphous indium-gallium-zinc oxide (a-IGZO), have emerged
as a primary enabler for this vision, allowing computation to be integrated directly onto conformal and
even transparent substrates [250].

A critical yet often overlooked security concern in TFT-based FE systems is their susceptibility to
side-channel attacks (SCAs), which exploit unintended information leakage such as power consumption or
electromagnetic radiation during intermediate computations. Due to their minimal protective packaging,
mechanical flexibility, and sensitivity to environmental variations, TFT-based analog flexible NN
computing hardware (a-f-NN) classifiers are inherently more exposed to power-based SCAs compared
to conventional silicon systems. In analog designs, the continuous-valued signals further amplifies
leakage potential, creating substantial security and privacy risks for sensitive domains such as healthcare,
wearables etc[184], [219], [256].

Security evaluation of digital silicon-based neuromorphic circuits is a mature field, offering well-
established methodologies such as correlation power analysis (CPA), to be directly adapted to digital flexible
neuromorphic circuit (d-f-NN) classifiers. However, extending these methods to a-f-NN is significantly
more challenging. The intrinsic nonlinear transistor characteristics, device-specific threshold voltage
shifts, parasitic effects, mechanical stress-induced variations, and strong sensitivity to environmental
conditions such as temperature and humidity produce highly complex and noisy leakage profiles. These
characteristics limit the effectiveness of traditional statistical models and necessitate the use of advanced,
data-driven approaches to capture and exploit subtle correlations in leakage. By applying standard digital
SCA techniques to d-f-NN and contrasting them with tailored NN-based attacks for a-f-NN counterparts,
our work provides a comparison of attack success, complexity, and trace efficiency, offering new insights
into the distinct security challenges of FE. In short, the contributions of this work are as follows:

» Side-channel vulnerability analysis of TFT-based flexible bespoke classifiers, in both analog
(a-f-NN) and digital (d-f-NN) forms, using realistically simulated power traces incorporating
device-level nonidealities and noise sources.

CNN-based regression attack framework tailored to the continuous, nonlinear, and noise-distorted
leakage of a-f-NN circuits, and benchmark its effectiveness against a standard CPA attack on the
digital counterpart.

* Evaluation in benchmark datasets shows that the d-f-NN reaches a high attack success rate (ASR)
within 4k to 5k traces, while the a-f-NN, despite slower initial growth, achieves a higher ASR
(>90%) after ~8.8k traces, showing the different leakage behavior and attack complexity.

6.1. Side Channel Attack Methodology on NN Classifiers

6.1.1. Threat Model

We consider an adversary performing a non-invasive power-based side-channel attack on flexible bespoke
ML classifiers. We assume the attacker can physically access the targeted FE device during normal
operation and passively measure power consumption traces using standard measurement equipment (e.g.,
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Figure 6.1.: Bespoke architecture of analog and digital f~-NN [225], [241].

oscilloscope). The attacker does not have direct, invasive access to the device’s internal circuitry or
memory. Furthermore, we assume the attacker possesses knowledge about the general architecture of the
classifier and the ability to collect a sufficient number of power measurements under varying operational
conditions.

The primary goal of the attacker is to recover sensitive intellectual property (IP) embedded within
the device, specifically the analog input voltage and inference outcomes. Successful extraction of
these parameters and intermediate results from the measured power traces would compromise both the
confidentiality of the processed data and the proprietary nature of the classifier design. The practical
relevance of this threat model aligns with realistic scenarios involving flexible ML classifiers used in
sensitive applications, such as medical diagnostics, wearable technologies, and secure IoT devices.

6.1.2. CPA-based Attack on d-f-NN Classifiers
6.1.2.1. Characterization of Side-Channel Leakage

Digital implementations of d-f-NN classifiers on FE platforms inherently simplify computational tasks
through techniques such as multiplier approximations, gate pruning, and weight quantization. These
simplifications lead to distinct and predictable power consumption patterns that strongly correlate with
logical state transitions in digital circuits. Consequently, the leakage characteristics in d-f-NN classifiers
manifest as deterministic switching activities, inherently less complex and more directly observable
compared to the continuous and nonlinear leakage in analog implementations.

6.1.2.2. CPA Attack and Leakage Extraction

For CPA attacks, we adopt the Hamming distance (HD) leakage model, which accurately captures the
power consumption variations resulting from transitions between digital logic states. In our CPA-based
attack methodology, we record power measurements from the FE-based d-f-NN classifiers during their
operation. These power traces inherently encode the switching activities that correspond directly to
internal computational states.

Mathematically, the CPA procedure involves computing Pearson correlation coefficients between the
collected power traces P(t) and the predicted Hamming distance values HD; for each hypothesized state
transition.

Cov(P(t), HD;)

pp = LY, (6.1)
OP(t) * OHD;
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where p; represents the correlation coefficient for the i-th hypothesis, Cov denotes the covariance, and
o indicates the standard deviation. High correlation values clearly indicate successful identification of
internal digital states or parameter values. This direct correlation approach efficiently extracts leakage
information without the computational overhead associated with ML techniques. The detailed correlation
results validating this methodology are presented in subsection 6.1.4.

6.1.3. ML-based Attack on a-f-NN Classifiers

Profiling of Side-Channel Leakage Flexible analog classifiers implemented with TFT technology
inherently exhibit intricate leakage characteristics arising from complex nonlinear transistor behaviors,
including device-specific threshold voltage shifts, nonlinear current-voltage (I-V) characteristics, and
parasitic capacitances. Additionally, the leakage signals from these devices are significantly influenced by
mechanical deformation and environmental factors such as temperature and humidity, adding to their
unpredictability and complexity.

Unique Exploitation of Leakage via CNN-based Regression To effectively exploit such subtle and highly
nonlinear leakage signals, traditional statistical methods such as CPA or ML models such as logistic
regression or support vector machines (SVM) are insufficient due to their inherently linear or shallow
nonlinear decision boundaries. Conversely, our regression model leverages convolutional neural networks’
intrinsic hierarchical structure and deep feature extraction capability to capture complex correlations
within the leakage signals effectively.

Moreover, the CNN regression model uniquely identifies critical leakage signatures that correspond
to specific input analog voltages processed by the TFT-based classifier. By employing convolutional
layers, our model extracts spatial-temporal leakage patterns at multiple resolutions. This capability can be
mathematically described as follows:

YO - ¢ (Wa) £ YU 4 b<l>), (6.2)

where Y represents the extracted feature maps at layer I, W) denotes convolutional kernels optimized
to isolate leakage-specific features, b) represents biases, and f(-) denotes nonlinear activation functions.
Through successive layers, the CNN transforms noisy power traces into a refined set of features directly
correlated to analog inputs, which a simpler ML model cannot achieve due to their limited modeling
capabilities.

Training, Modeling, and Validation for CNN-based Attack Our CNN architecture for FE leakage signals
uses several convolutional layers with increasing feature extraction capabilities, nonlinear ReLLU activation
functions, and dropout layers with a selected dropout rate of 0.3 to mitigate overfitting. During training,
we employ a supervised regression approach using a comprehensive dataset generated from SPICE
simulations, which accurately represent realistic leakage patterns including controlled Gaussian and
PDN-induced noise.

The training process involves iterative back-propagation using the Adam optimizer, optimizing network
parameters (kernels, biases, and dropout probabilities) to minimize the mean squared error (MSE) between
the predicted and actual input voltages. A validation subset of our generated traces is consistently
monitored to prevent overfitting and ensure robust generalization of the trained model. After training,
the model’s effectiveness is quantitatively validated through extensive testing, showing high regression
accuracy and minimal residual error distribution. This rigorous training, modeling, and validation process
ensures the CNN’s precision and reliability in recovering inputs from noisy and distorted a-f-NN leakage,
confirming our successful CNN-based side-channel attack.
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6.1.4. Evaluation

To assess the effectiveness of the proposed method, the experimental analysis of a-f-NN was performed
using SPICE simulations in Cadence Virtuoso! using the Pragmatic FlexIC Gen3 PDK [271] combined
with Python [149]-based processing and modeling scripts. The d-f-NN were gate-level netlists mapped
to flexible logic cells; dynamic power was obtained from vector-based (VCD/FSDB) switching activity.
Hardware costs are tabulated in Table 6.1.

6.1.5. Experiment

PDN modeling: We included a PDN as a distributed RC ladder (Figure 6.1 (e)), capturing rail resistances
and on-board decoupling. We used RY,, = 6kQ, Ry, =10kQ, and Cpyy, = 30 piF for the supply path and
decoupling network, and sweep these within process tolerances during sensitivity analysis. The PDN was
placed in series with VDD and the classifier load; instantaneous supply current ipp(t) and power traces
were recorded at the PDN output node.

Table 6.1.: Hardware Costs of Bespoke f-NN Classifier

Analog Digital)
Dataset | Topology
Area (mm?) | Power (uW) | Acc. (%) | Area (mm?) | Power (uW) | Acc. (%)
Iris 4-8-3 0.04 3.39 96.51 4.831 72.01 95.43
Cardio 21-12-3 0.09 8.81 86.81 1.60 240.40 85.11
Pendigits | 16-10-10 0.07 7.17 53.44 3.21 410.01 89.60
Seeds 7-4-3 0.04 3.14 88.10 6.20 110.70 86.21

6.1.5.1. Attack Setup of d-f-NN

We performed CPA on the d-f-NN classifier. Initially, the design was constrained to incorporate multiplier
approximations, gate pruning, and weight quantization[222], inspired by standard techniques employed in
silicon-based digital designs to simplify the computational overhead. Power traces were captured under
controlled experimental conditions, ensuring consistency in environmental parameters and measurement
setups. Using the HD leakage model, we computed predicted switching activities corresponding to state
transitions within the digital circuits. Pearson correlation coefficients were then calculated between these
predicted switching behaviors and the experimentally captured power traces. The CPA parameters, such
as the trace length, the number of traces, and statistical significance criteria, adhered closely to standard
practices from digital VLSI security evaluations.

6.1.5.2. Attack Setup of a-f-NN

Dataset Generation We extracted data dependent power measurement consisting of 10,000 samples
to realistically emulate side-channel leakage from a-f-NN classifiers. Each input sample represented
analog input voltages uniformly distributed between 0 and 1. Corresponding power traces were modeled
using nonlinear leakage functions characteristic of a-f-NN circuit primitives, i.e. nonlinear circuits (see
Figure 6.1), including polynomial relationships. To reflect realistic measurements and environmental
variability, we injected controlled Gaussian noise and introduced random outliers into the dataset,
comprising = 5% of total samples.

Training Setup of a-f-NN  The dataset was divided into train (60%), test (20%) and validation (20%) sets
to facilitate unbiased evaluation of the side-channel attack. For modeling, we developed a CNN-based

! https://www.cadence.com/en_US/home.html
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Figure 6.3.: Robustness of CNN-based side-channel regression attack on analog f~NN implementation (Iris dataset).

regression attack comprising two convolutional layers (kernel size 5) followed by Rectified Linear Unit
(ReLU) activations and dropout layers (0.3 dropout rate) to enhance model robustness and generalizability.
The CNN was trained using the Adam optimizer (learning rate 0.001) with a mini-batch size of 64 over
50 epochs, monitoring training and validation loss to ensure stable convergence and evaluate model
effectiveness.

6.1.6. Result

CPA based SCA results on d-f-NN classifiers Correlation plots of the CPA-based attack for d-f-NN
classifiers (Figure 6.2a) illustrate how clearly the model exploits power-leakage signals. Pearson correlation
values for correct input predictions initially exhibit minimal improvement due to noise and fewer traces.
However, after ~ 1,500 traces, they distinctly separate from incorrect inputs, rapidly increasing and
gradually saturating near moderate correlation values (around 0.2-0.25). The clear separation after
sufficient trace collection demonstrates CPA’s effectiveness in identifying switching activities associated
with internal logic states. These results validate that digital implementations exhibit predictable and
effectively exploitable leakage characteristics via CPA, thus highlighting their practical vulnerability.

CNN-based SCA on a-f-NN classifiers In contrast to the discrete switching behavior of digital designs,
a-f-NN implementations exhibit complex, nonlinear leakage patterns shaped by TFT nonidealities,
parasitic effects, and environmental variability. Figure 6.2b shows training and validation accuracy trends
for our CNN-based regression model attacking an a-f-NN classifier. The model gradually learns to
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Figure 6.4.: Attack progress on a-f-NN classifiers (Iris dataset).

separate correct analog input predictions from incorrect ones despite substantial noise, achieving robust
generalization beyond 8,000 traces. This slow initial accuracy rise, followed by rapid escalation, highlights
the need for advanced profiling techniques to extract weak but information-rich features in FE-specific
measurement noise.

Further validation is provided in Figure 6.3, where the scatter plot (Figure 6.3a) presents the predicted
versus actual analog input voltages obtained from our CNN-based regression model for the a-f-NN
classifier. The dense clustering of points along the diagonal line indicates that the predicted values closely
match the ground truth throughout the input range, with minimal bias or variance. Even at the extremes
of the analog input domain, where non-idealities and PDN-induced voltage drops are most pronounced,
predictions remain closely aligned with the ideal diagonal, reflecting the model’s ability to learn highly
non-linear leakage-to-value mappings.

The residual error histogram (Figure 6.3b) provides complementary insight into prediction accuracy
and error distribution. The narrow, Gaussian-like distribution sharply centered at zero demonstrates the
absence of significant bias in the regression output, while the low spread confirms strong prediction
consistency across all tested inputs. The lack of heavy tails in the distribution suggests that the CNN
avoids large outlier errors, even under noisy measurement conditions.

Attack Progress and Feature Attribution To better understand how the CNN learns to exploit analog
leakage, we examine intermediate training behavior and feature attribution. The loss curves in Figure 6.4a
show rapid reduction of both training and validation MSE within the first ~ 20 epochs, indicating fast
convergence despite high measurement noise. Validation loss closely follows training loss, confirming
minimal overfitting and strong generalization.

The saliency map in Figure 6.4b provides complementary insight by highlighting power-trace segments
most influential to input prediction. High-importance intervals coincide with analog signal transitions in
the crossbar summation and activation stages, where nonlinearities and circuit-specific switching generate
distinctive leakage signatures. This targeted exploitation of specific time windows underscores the CNN’s
capability to focus on the most informative segments of the trace, enabling successful attacks in scenarios
where traditional statistical methods fail.

Attack Success Rate Comparison: Analog vs. Digital The cumulative attack success rate (ASR) trends
for the analog f-NC and digital f-DMLP implementations across four benchmark datasets (Iris, Cardio,
Pendigits, Seeds) are shown in Figure 6.5a and Figure 6.5b, respectively. The progression curves highlight
a fundamental trade-off between attack speed: the number of traces required to reach a given success
probability, and the final achievable accuracy.

For the analog case, CNN-based regression must learn and generalize from complex, noise-rich leakage
patterns arising from TFT device nonlinearities, PDN noise, and measurement distortions. Consequently,
the ASR grows slowly during the initial ~2,000-3,000 traces, reflecting the difficulty of extracting reliable
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Figure 6.5.: Attack success rate comparison across diverse datasets.

features under high noise conditions. After this slow start, the model enters a rapid escalation phase
between ~3,000 and =4,700 traces, where learned features begin to strongly correlate with the target
inputs. The ASR then continues to improve, eventually saturating at >90.

In contrast, the digital f-DMLP, targeted with CPA, exhibits a faster initial ASR growth, with most
datasets achieving over 45% success within ~1,500-2,000 traces. This rapid convergence is attributed to
the discrete nature of switching activity in digital logic, where leakage correlates strongly and consistently
with Hamming distance predictions. Saturation occurs earlier at ~4,000-5,000 traces, but at lower final
ASR values (70-85%) compared to the analog case. This reflects the ease of early exploitation due to
simpler leakage models, yet a ceiling in achievable accuracy since digital leakage is more structured
and contains fewer exploitable nonlinear components. This trade-off in attack speed versus final ASR
has direct implications for threat modeling in FE, as the optimal defense strategy must consider both
early-stage and long-term attack resilience.

In this work, we introduce a robust CNN-based regression attack model used to exploit subtle, nonlinear
leakage patterns in flexible analog MLP classifiers and achieve accurate recovery of input voltages, and also
compared with state-of-the art digital flexible classifiers. Our results demonstrate that while digital designs
can be compromised with relatively few traces, their exploitable leakage limits the attacker’s ultimate
success. In contrast, analog implementations resist early exploitation but yield stronger information over
time, making them more vulnerable to high-trace profiling attacks.

6.2. Security Frameworks for Flexible Spiking Neuromorphic Hardware

In parallel, biologically inspired SNNs have garnered significant interest as a power-efficient computing
paradigm for these edge applications. Unlike conventional ANNs, SNNs operate on event-driven,
discrete spikes, performing sparse, asynchronous computation. This model drastically reduces redundant
switching activity, making f-SNN an ideal match for the stringent power and thermal budgets of on-skin
or implantable devices.

However, this combination of flexible substrates and event-driven computing introduces a new, largely
unexplored security vulnerability. The very attributes that make FE attractive are, from a security
perspective, critical weaknesses:

* Reduced Physical Protection: Flexible devices inherently lack the rigid packaging, metallic
shielding, and complex multi-layer ground planes of conventional silicon chips. This thin
encapsulation significantly increases exposure to physical leakage.

» Simplified Power Delivery: To maintain low cost and flexibility, these systems often rely on
limited I/O and shared power supply rails, restricting the use of common side-channel defenses like
split-domain power or on-chip filtering.
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* Data-Correlated Activity: The event-driven nature of SNNs, while efficient, directly correlates
power consumption with the data being processed. Each spike, or lack thereof, represents a discrete
computational event, yielding current and timing signatures that are rich with information.

This research confronts the hypothesis that these factors combine to make f-SNN highly susceptible
to power-based Side-Channel Analysis (SCA). While SCA on rigid CMOS neural accelerators is a
well-established field [196], the unique device physics of a-IGZOs TFTs and the analog, continuous-time
dynamics of flexible circuits present a distinct and uncharacterized threat landscape [234].

To bridge this critical gap, this chapter introduces FlexSpy, a comprehensive, design-time side-channel
framework specifically engineered for flexible neuromorphic hardware. FlexSpy provides the first
end-to-end pipeline to model, simulate, and quantify power-based information leakage in f-SNN before
fabrication.

6.2.1. Flexible Spiking Neural Networks (f-SNN).

Spiking neurons [250], [251], [253] exchange discrete events and remain quiescent between spikes. As
shown in Figure 6.6 (left), a typical f-SNN cell integrates (i) a synaptic input stage that forms a current or
conductance sum

isyn(t) = Z wi si(t),

(i1) an RC integrator that accumulates charge to a threshold, and (iii) reset-discharge control that enforces
a refractory interval. These blocks map well to TFT physics and enable low-power operation on bendable
substrates.

However, their continuous conduction paths and shared supply rails create data-dependent shifts in the
supply current: quasi-DC offsets during spike epochs with sharp edges at spike onsets/offsets. These
offsets later provide alignment anchors and classification features in side-channel traces, as exploited by
FlexSpy.

6.2.2. Flexible Recurrent Neural Networks (f-RNN).

Flexible recurrent designs realize smooth state dynamics without discrete spikes. Each hidden state is
stored on a capacitor, while first- or second-order RC sections set learnable time constants 7; = R;C;.
Weighted sums and activation functions use resistive networks and transconductance stages, forming a
continuous-time approximation to recurrent models, as shown in Figure 6.6 (right). Compared with sparse,
event-driven f-SNN, f-RNNs produce smoother supply-current envelopes with weaker spike-aligned
features; leakage concentrates at low frequencies and reflects interactions between state voltages, bias
currents, and the PDN.
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low-frequency RC oscillations in f-RNN (right).
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Figure 6.8.: Overview of the FlexSpy framework pipeline. FlexSpy provides a complete design-time flow: from technology-
calibrated device simulation and PDN modeling to spike-aligned feature extraction, a calibrated attack suite (CPA, templates,
regression, MI), and quantitative localization (SLI), enabling in-loop evaluation of countermeasures.

As summarized in Figure 6.7, the f-SNN supply current exhibits step-like, spike-synchronous offsets,
whereas the f-RNN output is smoother and less sharply aligned to individual events. This qualitative
difference is the root cause of richer, more easily exploitable leakage in f-SNN.

6.2.3. The FlexSpy Framework Methodology

FlexSpy is a design-time, simulation-based framework for predicting, localizing, and mitigating power
side-channel leakage in f-NNs. The complete end-to-end procedure is illustrated conceptually in Figure 6.8
and detailed in Algorithm 6. The pipeline begins with device models and a circuit netlist, synthesizes
power traces, extracts spike-aligned features, and then executes a calibrated attack suite to quantify and
localize leakage.

6.2.4. Threat Model and Leakage Observables

We assume a practical, non-invasive adversary with the following capabilities:

* Measurement: The attacker has physical access to the device and inserts a small (1-10 ) shunt
resistor in series with the main Vpp supply (Supply Voltage (VDD)). They measure the voltage
drop across this shunt to record a single, aggregate power trace, Ipp(t).

* No Internal Access: The attacker has no internal probes, no access to on-chip clocks, and no
dedicated “trigger” signal indicating the start of computation.

* Alignment: To overcome the lack of a trigger, we introduce a virtual trigger, Vi;;s(t), which the
attacker computes numerically from the same power trace. This virtual trigger is used only to
segment the trace into spike epochs for analysis.
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6.2.5. Substrate-Aware Leakage Model for f-SNN

Understanding what leaks is the first step. Based on the a-IGZOs TFT physics and the circuit topology in
Figure 6.6, the total supply current Ipp(t) can be modeled as the sum of three primary components:

dv;
Ipp(t) * Ipias + Viead > 9isi(t) + D | de—tk +n(t), (6.3)
i 3

where:
* Ipias is the static, idle current of the circuit.

* Vhead 2i 9isi(t) is the quasi-DC offset term. This is the dominant leakage source. g; represents
synaptic conductances (weights), and s;(t) is synaptic activity (spike rate). During a spike epoch,
active synapses create continuous conduction paths, drawing a sustained current proportional to the
total active conductance. This creates an observable DC-level shift in the power trace, consistent
with the step-like behavior in Figure 6.7.

LI Ck% is the transient displacement current from charging/discharging internal node capaci-
tances Cr. These currents correspond to sharp spike edges.

* n(t) is device and instrumentation noise.

At the millisecond/kHz scales of SNNs, the quasi-Direct Current (DC) offset term dominates the
observable leakage, and it is this feature that FlexSpy primarily targets when building leakage models and
attacks.

6.2.6. Trace Synthesis and Spike-Aligned Feature Extraction

Trace Synthesis. The framework uses a PDK-calibrated transient simulation (e.g., in Cadence Spectre)
to generate power traces. Neuron and synapse blocks are implemented with a-IGZOs TFT models,
poly-resistors, and Metal-Insulator—Metal (MIM) capacitors. A compact model of the PDN, including
series rail resistance and decoupling capacitors, is crucial for capturing the non-ideal effects of a flexible
backplane (e.g., rail droop and coupling between distant cells). Traces are simulated across various
process, voltage, and temperature (Process, Voltage, and Temperature (PVT)) corners to emulate realistic
manufacturing variation and environmental conditions.

Spike-Aligned Feature Extraction. We apply a three-step process to isolate information-rich features
from the raw Ipp(t) trace:

1. Baseline Removal & Filtering: The idle baseline Ip,;, is estimated from quiescent segments and
subtracted. A light low-pass filter suppresses measurement noise while preserving the ms-scale
dynamics of the quasi-DC offsets.

2. Virtual Trigger Alignment: The attacker computes the virtual trigger Vi;ig(t) to identify spike
epochs. Since the quasi-DC offsets create sharp edges at their onset and offset, their derivative is
large. The virtual trigger is thus computed as the time-derivative of the supply current (or the shunt

voltage):
d

d
Vaig(t) = O(EIDD(t) = EVshunt(t)- 6.4)

By thresholding Vi;ig(t), the attacker robustly detects the rising and falling edges of spike windows
[to, t1] without any internal trigger.
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3. Per-Window Feature Computation: For each segmented window w, the framework computes the
key leakage feature, the average DC-level shift:

1 h
Afgvc) "o toI (Ipp(t) — Ipias) dt, (6.5)

ty
which directly measures the quasi-DC term in Equation 6.3. Additional features such as spike count
(estimated from Vi), inter-spike intervals (Inter-Spike Interval (ISI)), and coarse timing statistics
are also extracted to form a feature vector Z(*) per window.

For downstream attacks we typically concatenate window-wise features into a design-level vector zgesign,
optionally augmented by device-level indicators (e.g., idle noise, static offsets).

Calibrated Attack Suite After feature extraction, FlexSpy applies a suite of attacks (summarized in
Algorithm 6) to quantify the exploitable information.

Correlation Power Analysis (CPA). Correlation Power Analysis (CPA) is used to localize when leakage
is strongest. We correlate the feature vector Z(*) (primarily AII()WC)) with a linear predictor of rate-weighted

activity,
X = Z 9iSi,
i

and compute the Pearson correlation across windows. Peaks in the sliding-CPA trace identify dominant
leakage windows and validate the quasi-DC leakage model [27].

Template Profiling (Gaussian). To perform label inference (classifying which input y was processed),
we train Gaussian templates (e.g., Linear Discriminant Analysis (LDA), Quadratic Discriminant Analysis
(QDA)) on the feature vectors Z from a profiling set. At attack time, per-window log-likelihoods are
summed to form a global score for each candidate label, yielding a powerful profiled attack.

Regression for Continuous Recovery. To recover continuous values such as layer-wise spike rates, we
train ridge regressors mapping the feature vector Z to per-layer rate vectors r’). High R?, low NMSE,
and high cosine similarity indicate that an attacker can accurately estimate intermediate firing rates from
power alone.

6.2.7. Leakage Quantification and Localization

Two-Layer Mutual Information Accounting. To distinguish device-specific leakage from design-level
leakage, we use a two-layer Mutual Information (MI) decomposition. Let S denote the secret (e.g., label y),
Laevice capture device-specific features (e.g., idle noise, static offsets), and Lgesign denote the spike-window
features (e.g., Alpc, counts). The total information satisfies

I(S; Laevices Ldesign) = I(S; Lyevice) + I(S; Ldesign | Ldevice)s (6.6)

which we estimate empirically following standard information-theoretic practice [28]. This decomposition
reveals how much information stems from the neuromorphic design versus the underlying substrate and
fabrication variations.

Spike-Leakage Index (SLI) for Hotspot Ranking. To provide actionable feedback to designers, we must
localize where and when leakage occurs. We define the Spike-Leakage Index (SLI) as a normalized MI
for a specific circuit block b (e.g., Synapse, Charge, Reset) and time window w:

1(5: ™)

SLI(b, w; S) = W

e [0,1], 6.7)

where Z;W) is the feature vector extracted from block b in window w, and H(S) is the entropy of the secret
S. High SLI highlights spatio-temporal hotspots, enabling targeted countermeasures.
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Algorithm 6 FlexSpy End-to-End Procedure

1: Inputs: Netlist N, Device Models M, Stimuli X, Targets O, PDN parameters
2: Outputs: CPA peaks, AUC/Accuracy, R?/NMSE, MI, SLI map, Security—Power trade-offs

Step 1: Synthesize Traces

for all (x, corner) € X x M do
Run transient simulation on N with PDN
Record Ipp(t) and compute Viig(t) < %IDD(t)

AN U

Step 2: Build Features
: Ipp(t) — baseline removal — light filtering
9: Use Vyig(t) to segment spike windows [to, 1]
10: Compute per-window features Z <« {Alpc, count, ISI, timing}
11: Standardize features by corner

%

12: Step 3: CPA
13: Correlate windowed Z with hypothesis x = X g;5;
14: Record peak correlation and window index wpeak

15: Step 4: Profiling (Templates)
16: Fit Gaussian templates (e.g., LDA/QDA) for targets o € O
17: At attack time, sum per-window log-likelihoods for classification

18: Step 5: Regression
19: Train ridge model Z — r¥) (layer-wise rates)
20: Report R?, NMSE, cosine similarity on held-out traces

21: Step 6: MI/SLI
22: Estimate I(S; Lgevice) and I(S; Ldesign | Laevice)
23: Compute SLI(b, w; S) « I(S;Z]()W))/H(S) for all b, w

24: Step 7: Evaluate Countermeasures

25: Sweep jitter, balancing, and PDN settings

26: Re-run Steps 1-6

27: Report leakage reduction vs. power/latency/area overhead

6.2.8. Evaluation

During evaluation, we quantify (i) design-level leakage induced by spike-driven activity and (ii) the effect
of lightweight circuit countermeasures. Transient simulations ran in Cadence Virtuoso Spectre with
technology-calibrated device models. The traces were analyzed by the integrated Python pipeline (6).

6.2.9. Experiment

We instantiated the f-SNN and f-RNN circuits in Cadence Virtuoso Spectre using technology-calibrated
a-IGZOs TFT models. The PDN model included typical parameters for a large-area flexible substrate
(Rrait ® 6-10 kQ, Cyecoupling ~ 30 pF). We simulated millisecond-length traces in the 1-5 kHz regime
across nominal, low-Vpp, and high-temperature corners.

For workloads, we used time-series datasets from the UCR Archive [72] with a 70/15/15 split for
profiling, validation, and attack. Reported metrics include ROC-AUC (ROC-AUC) for label inference,
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Figure 6.9.: Leakage localization in time for f-SNN on P-Cons. Left: quasi-DC Alpc offsets in Ipp(t) during spike epochs.
Right: sliding-CPA shows that leakage is maximized in W2.
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Figure 6.10.: Cross-dataset leakage at the nominal corner: ROC-AUC for label inference using spike-window features on six
workloads. Blue bars: f-SNN; red bars: f-RNN; the dotted line indicates chance (AUC =0.5). The f-SNN consistently leaks
more than the f-RNN.

normalized MSE (NMSE) and cosine similarity for spike-rate regression, and mutual information (MI)
for leakage quantification.

6.2.10. Result

We first evaluated the ability to infer the input class label y from the spike-window feature vector zgesign -

At the nominal corner, a logistic classifier trained on zgegig, achieves an ROC-AUC of ROC-AUC = 0.91
with low calibration error (ECE < 5%), confirming a strong, class-dependent signal. At low Vpp and high
temperature, the AUC degrades gracefully to 0.85 and 0.82, respectively. Augmenting the feature vector
with simple device-variation indicators (e.g., idle noise) improves AUC by only = 0.02, indicating that
class information is dominated by the design-level spike-window features.

Figure 6.9 shows how sliding-CPA localizes the leakage in time. The left panel illustrates the measured
supply current Ipp(t) with shaded spike windows (W1-W3), where quasi-DC offsets appear during spike
epochs in the f-SNN. The right panel plots the sliding-CPA correlation for multiple hypotheses: a bundle
of incorrect hypotheses (gray) stays near zero except for small fluctuations, while the correct hypothesis
(red) exhibits a sharp correlation peak confined to the dominant spike window W2. This behavior agrees
with the quasi-DC leakage model in Equation 6.3 and highlights that AIp¢ drives most of the measurable
signal.

Across datasets, the same pattern holds. Figure 6.10 summarizes cross-dataset leakage at the nominal
corner: the f-SNN consistently exhibits higher label leakage (higher ROC-AUC) than the f-RNN, with
error bars showing 95% confidence intervals across runs. The f-RNN’s smoother dynamics and weaker
spike alignment yield lower instantaneous leakage, although some information still accumulates over
longer time horizons.
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Figure 6.11.: Model reliability and measurement robustness for label inference in f-SNN on P-Cons.
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Figure 6.12.: Windowed quasi-DC current shift Alpc by class for f-SNN on P-Cons. Distinct class clusters in the dominant W2
window visualize the rate-weighted 3; g;s; leakage mechanism.

Calibration and robustness to measurement noise are shown in Figure 6.11. The classifier is slightly
under-confident but maintains ECE < 5%, and AUC degrades smoothly under added measurement noise,
again indicating that spike-window observables dominate over device noise.

Finally, Figure 6.12 visualizes class-dependent leakage for P-Cons. The windowed current shift AIE)WC)
in the dominant W2 window differs measurably between classes, directly reflecting the rate-weighted
term Vieaq 2 ¢isi(t) in Equation 6.3. This separation explains the high AUC and provides an intuitive
picture of the leakage source.

Spike-Rate Recovery and Mutual Information Beyond classification, we evaluate whether an attacker
can reconstruct continuous-valued intermediate data such as layer-wise spike rates. A ridge regressor is
trained to map zgesign to the firing-rate vectors ' of each layer.

Across PVT corners, we obtain NMSE = 0.14 and cosine similarity of 0.93 between predicted and true
spike-rate vectors. Figure 6.13 (a) plots predicted vs. true rates on held-out traces, showing a near-linear
trend. This linearity reflects the quasi-static term 3; ¢;5; in Equation 6.3 captured by Alpc: average firing
rate in each window is essentially encoded in a rate-weighted current offset.

We also apply the two-layer MI decomposition in Equation 6.6. For label leakage, we measure

I(y;LdeVice) ~ 0.09 bits, I(y; Ldesign | Ldevice) ~ 0.68 bits,

which implies that roughly 88% of class-related information stems from spike-window features, not
device-specific fingerprints. For rates and multiplicity, conditional MI lies in the range 0.72—0.81 bits at
nominal conditions and drops by ~ 20% at low Vpp. Overall, most recoverable information is attributable
to design-level spike windows.

Structural Profiling from Power Traces We next assess whether power traces leak structural information
about the neuromorphic circuit, beyond labels and rates. Gaussian templates are trained on concate-
nated spike-window features to recover two design-level targets that arise naturally in flexible analog
neuromorphic circuits:
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Figure 6.13.: Spike-rate recovery and mutual information analysis for f-SNN.
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Figure 6.14.: Confusion matrices for structural profiling from power traces in f-SNN. Gaussian templates trained on spike-window
features can recover both multiplicity and input source clusters.

» Synapse Multiplicity k: the number of active conductance paths contributing to a spike window
(k €{0,...,4} in our experiments).

* Source Clusters (C1-C4): groups of synaptic inputs defined by connectivity or receptive-field
origin.

At nominal conditions, synapse multiplicity reaches 87.3% accuracy (F1-score 85.9%, ECE 3.2%),
with confusions concentrated on adjacent k values, as shown in Figure 6.14 (a). Source-cluster inference
(C1-C4) achieves 83.1% Top-1 and 95.2% Top-2 accuracy when incorporating simple timing context
(Figure 6.14 (b)). Corner degradation is modest (e.g., 82% / 79% at high-T/low-Vpp), confirming the
robustness of structural profiling.

These results show that power traces leak not only what the network is computing (labels, rates), but also
how it is structured (multiplicity and connectivity pattern), enabling reverse-engineering of neuromorphic
architectures.

Comparative Study: f-SNN vs. f-RNN  To understand how flexible dynamical primitives differ in leakage
behavior, we repeat the analysis for f-RNN circuits that implement second-order RC filters. As already
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Figure 6.15.: Direct security comparison of f-SNN vs. f-RNN on P-Cons. The f-SNN’s spike-window Alpc offsets produce
stronger instantaneous leakage than the f-RNN’s smoother envelopes.

hinted by Figure 6.7, the f-RNN produces low-frequency oscillatory envelopes, whereas the f-SNN
exhibits quasi-DC steps aligned with spike epochs.

Under identical rails, corners, and workloads, f-SNN achieves higher AUC and lower rate-recovery
NMSE due to stronger static-current coupling. Figure 6.15 summarizes the comparison on P-Cons: the
f-SNN exhibits stronger label leakage (AUC 0.90 vs. 0.82) and lower NMSE in recovering internal activity
(0.14 vs. 0.26). The f-RNN hides instantaneous spikes but accumulates leakage more slowly over time,
making it inherently more robust to the spike-window style of attack that FlexSpy targets.

Overall, the comparative study confirms our hypothesis: the event-driven f-SNN is the more vulnerable
architecture when leakage is dominated by rate-weighted quasi-DC offsets.

6.2.11. Countermeasures and Mitigation

A key goal of FlexSpy is to enable in-loop evaluation of defenses, allowing designers to iteratively refine
circuits at design time. We analyze two lightweight, circuit-level countermeasures that specifically target
the quasi-DC leakage mechanism identified in Equation 6.3.

Countermeasure 1: Spike-Time Randomization (Jitter) The first defense aims to break the adversary’s
ability to align traces. We introduce bounded jitter (typically +5%) into the neuron’s reset path,
implemented by modulating the effective threshold with a small pseudo-random current source. This jitter
desynchronizes spike epochs across measurements, reducing the sharpness of CPA peaks and smearing
the Alpc features across time. As a result, profiling templates and regression models must average over
more variability, weakening both label inference and rate recovery.

Countermeasure 2: Event Balancing (Dummy Conductance) The second defense directly attenuates
the quasi-DC amplitude of Alpc. We add a balancing branch (a switched TFT resistor or conductance
element) that sources a small, calibrated counter-current whenever a synapse is active. The balancing
element is sized to partially cancel the rate-weighted current offset, making the total current draw of an
active epoch closer to that of an idle epoch. In feature space, this pulls the class clusters for Alpc (cf.
Figure 6.12) closer together, reducing separability.

6.2.12. Evaluation of Defenses

We re-run the full FlexSpy pipeline with spike-time jitter and event balancing enabled, both individually
and in combination. The SLI metric provides a fine-grained view of hotspot mitigation, while aggregate
metrics (AUC, NMSE, MI) quantify global security improvements.

Table 6.2 reports the SLI for the dominant window W2 in the f-SNN on P-Cons. In the unprotected
baseline, the Synapse block exhibits an SLI of 0.55 in W2. Enabling only jitter reduces this to 0.43, while
balancing alone cuts it to 0.22. The combination of jitter and balancing is most effective, suppressing the

188



6.3. Chapter Summary

Table 6.2.: Spike-Leakage Index (SLI) in dominant window W2 for f-SNN on P-Cons. Both countermeasures (CMs) are
effective, and the combination provides the strongest hotspot suppression.

Block (W2) Baseline +litter +Balancing +Both

Synapse 0.55 0.43 0.22 0.17
Charge/Integrate ~ 0.40 0.31 0.16 0.12
Reset/Discharge 0.18 0.14 0.07 0.05

Table 6.3.: Per-dataset countermeasure (CM) overheads and leakage reduction, grouped by architecture. Values are relative to
each model’s unprotected baseline; medians across parameter sweeps are reported.

Dataset ‘ J-SNN ‘ J-RNN
‘ Areafl (%) Power] (%) Acc.A (pp (%)) Leak| (%) ‘ Areal (%) PowerT (%) Acc.A (pp (%)) Leak| (%)

CBF 35 7.0 -0.2 60 2.8 5.5 —-0.2 29
P-Cons 4.0 8.0 -0.3 56 3.0 6.0 —-0.2 24
PPOC 4.5 8.5 -0.4 53 32 6.2 -0.3 23
DPTW 5.0 9.0 -0.5 50 35 6.5 -0.3 22
MPOAG 4.0 8.0 -0.3 55 3.0 6.0 —-0.2 25
Symbols 3.5 7.0 -0.2 70 2.8 5.5 -0.2 38

CM = spike-time jitter (+5%) + event balancing. f-SNN benefits more because its leakage is dominated by spike-window Alpc
offsets, while f-RNN has smoother, lower-contrast envelopes.

primary Synapse leak by approximately 70% to an SLI of 0.17. Charge/Integrate and Reset/Discharge
blocks exhibit similar trends, though with smaller absolute SLI values.

Table 6.3 summarizes area/power overhead and leakage reduction across datasets for both f-SNN and
f-RNN. For f-SNN, the combined countermeasures reduce total leakage by 50-70% with area overheads
of 3.5-5.0%, power overheads of 7.0-9.0%, and accuracy impact below 0.5 percentage points. The
f-RNN, which exhibits weaker baseline leakage, still benefits from 22—-38% leakage reduction at slightly
lower overheads.

Overall, the countermeasures offer a highly favorable security—power trade-off. FlexSpy thus not only
diagnoses f-SNN vulnerabilities but also validates practical, substrate-aware defenses.

6.3. Chapter Summary

This chapter introduced FlexSpy, the first substrate-aware, design-time security framework for flexible
spiking neuromorphic hardware. We demonstrated that the unique combination of flexible substrates (thin,
unshielded, shared rails) and SNN computational dynamics (event-driven, sparse) creates a significant
and previously unquantified power side-channel vulnerability.

The core technical contribution is a unified device-to-design-to-network model that links the physics of
a-IGZOs TFTs to observable, network-level information leakage. We identified the dominant leakage
primitive: a rate-weighted, quasi-DC current offset stemming from active synaptic conductances during
spike epochs. Using only a single, non-invasive power measurement and a self-generated virtual trigger,
an attacker can exploit this primitive to infer labels with ROC-AUC = 0.91 and recover layer-wise spike
rates with NMSE = 0.14.

Our comparative analysis showed that the f-SNNs event-driven model is substantially more “leaky” than
the smoother dynamics of an f-RNN, both in terms of label inference and internal state reconstruction. To
provide actionable design guidance, we developed the Spike-Leakage Index (Spike-Leakage Index (SLI)),
an MlI-based metric that successfully localizes security hotspots in time and across circuit blocks.

Finally, we demonstrated that this vulnerability is not fundamental. Two lightweight countermeasures,
spike-time jitter and event balancing, were proposed and validated. Together, they suppress quasi-DC
leakage by 38—70% with modest power overhead (< 9%), small area cost, and negligible accuracy
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degradation. FlexSpy thus provides a necessary, early-stage assessment tool and a pathway towards
building a new generation of flexible neuromorphic devices that are secure by design. Future work will
extend this framework to other channels (e.g., EM emissions) and explore co-design of training algorithms
and circuit primitives to further harden f-SNN against side-channel threats.
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7.1. Conclusion

This dissertation presented a cross-layer methodology for designing dependable Al hardware on printed
and flexible large-area electronic platforms. Unlike conventional CMOS technologies, these emerging
substrates exhibit strong process variability, limited device performance, higher defect rates, and
pronounced environmental sensitivity. These intrinsic characteristics invalidate many traditional hardware
assumptions and necessitate a fundamentally different co-design philosophy in which learning algorithms,
circuit primitives, architecture synthesis, reliability mechanisms, and security evaluation are tightly
integrated.

The work first addressed the challenge of energy efficiency in bespoke neural network design under
strict power constraints. By deriving hardware-aware power models for analog primitives and embedding
them directly into the optimization process, power and energy consumption were treated as primary
design objectives rather than post-layout metrics. This enabled explicit accuracy—energy trade-offs during
training and architecture synthesis. The framework further demonstrated how temporal processing,
event-driven computation, and mixed-signal co-design reduce interface overheads and improve end-to-end
efficiency in large-area Al systems. These results establish that energy-eflicient intelligence on flexible
substrates must be co-optimized with the physical hardware characteristics from the earliest design stages.

Building upon this foundation, the dissertation introduced architecture-aware bespoke neural network
design tailored to the non-ideal transfer characteristics of printed and flexible devices. Hardware-
compatible activation functions and topology co-optimization strategies were developed to ensure
functional robustness despite analog nonlinearities and device constraints. Automated architecture
exploration, including variation-aware and evolutionary search methodologies, enabled joint optimization
of network topology and circuit-level parameters. By incorporating environmental effects such as
temperature-dependent drift into the design loop, the framework ensured stable performance across
realistic operating conditions. This demonstrated that reliable inference in emerging technologies requires
explicit alignment between algorithmic structure and device physics.

Beyond architectural robustness, the dissertation systematically investigated reliability, endurance,
and test in large-area neural hardware. Fault sensitivity analyses revealed the limitations of purely
variation-aware training when confronted with structural and catastrophic defects. To address runtime
errors under severe resource constraints, lightweight mixed-signal error mitigation techniques were
proposed, leveraging temporal redundancy and analog integration instead of conventional digital error
correction. Adaptive endurance strategies further enabled graceful degradation and extended operational
lifetime under realistic defect densities. In addition, technology-compatible structural test methodologies
were developed to convert analog degradation effects into measurable digital signatures, thereby bridging
the gap between large-area analog circuits and scalable manufacturability. Together, these contributions
established that reliability must be embedded structurally into both the learning framework and the circuit
architecture.

Finally, the dissertation examined security and trust in flexible and printed neuromorphic systems. By
characterizing side-channel leakage mechanisms and evaluating realistic attack surfaces specific to analog
and substrate-dependent implementations, the work highlighted the physical vulnerabilities inherent to
large-area Al hardware. Security analysis frameworks were introduced to systematically evaluate leakage
and fault-based attack resilience, alongside lightweight mitigation strategies that preserve energy and area
efficiency. These findings emphasize that trust in emerging Al accelerators cannot be assumed; it must be
explicitly analyzed and co-optimized alongside performance and reliability.
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In summary, this dissertation demonstrates that dependable printed and flexible Al hardware is achievable
when power efficiency, architectural compatibility, reliability, testability, and security are treated as unified
and interdependent objectives. Rather than forcing silicon-centric methodologies onto fundamentally
different substrates, the presented cross-layer framework embraces variability, non-idealities, and physical
constraints as design parameters. By elevating robustness and trust to first-class optimization goals, this
work advances a holistic methodology for constructing efficient and resilient intelligent systems beyond
conventional CMOS paradigms.

7.2. Future Outlook

While this dissertation establishes foundational principles for reliable printed/flexible Al hardware, several
research directions remain open and promising such as:

1. Cross-Layer Co-Optimization with Security Guarantees

Future work can extend architecture-aware NAS to jointly optimize for robustness, area, power, and
security. As shown in prior chapters, analog and flexible neural accelerators exhibit side-channel leakage
and fault-injection vulnerabilities. Integrating leakage-aware or fault-aware security metrics directly into
evolutionary search would enable simultaneous optimization for reliability and resistance against physical
attacks. This direction is particularly relevant for edge devices using Physical Unclonable Functions
(PUFs) and bespoke printed accelerators.

2. Online Self-Healing and Adaptive Calibration

PRINT-SAFE demonstrated passive redundancy and fault-aware training at design time. A natural
extension is dynamic self-healing during runtime. Emerging additive manufacturing technologies allow
limited post-fabrication tuning (e.g., re-printing resistive elements or bias trimming). Coupling lightweight
on-chip monitors with adaptive recalibration algorithms could enable long-term endurance against aging,
bending-induced drift, or environmental degradation.

3. Scalable Mixed-Signal Test Architectures

The delay-based BIST methodology for ReFlex-LDO suggests that analog degradation can be mapped to
digital observables. Extending this concept to full printed Al systems—including crossbars and nonlinear
activation circuits—could yield scalable structural test frameworks for large-area printed/flexible systems.
Furthermore, integrating test structures into architecture-aware design loops would allow co-optimization
of functional and test coverage objectives.

4. Reliability Modeling Under Mechanical Stress and Aging

While thermal and process variations were explicitly modeled, long-term mechanical fatigue, substrate
cracking, and bias stress in a-IGZO TFTs require deeper investigation. Coupling physics-based aging
models with learning-aware optimization would allow predictive lifetime design for wearable and
biomedical applications.

5. Standardized Design and Test Frameworks for PE/FE

Finally, the field would benefit from standardized reliability benchmarks, fault models, and open-source
toolchains for printed/flexible Al hardware, analogous to what exists in silicon design. Establishing such
infrastructure would accelerate adoption and industrial translation of reliable printed computing platforms.

Printed and flexible electronics challenge decades of CMOS-centric design philosophy. Devices are
slower, noisier, and more variable, yet cheaper, lightweight, and mechanically adaptable. This dissertation
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7.2. Future Outlook

demonstrates that by embracing stochasticity, leveraging evolutionary design, and tightly coupling circuits
with learning algorithms, it is possible to construct robust, testable, and secure Al accelerators in such
emerging technologies.

Rather than attempting to force silicon methodologies onto printed systems, the future lies in developing
technology-aware co-design frameworks where variability, redundancy, and learning are treated as
complementary tools. In this vision, reliability is not enforced through rigidity, but achieved through
adaptability.
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