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Abstract. Traditional SPARQL provenance has focused on explainabil-
ity, while data sharing today increasingly requires privacy preservation
and cryptographic verification. We thus introduce zkRDF, a data-centric
approach that enables a data holder (the prover) to guarantee soundness
of SPARQL query results to a data consumer (the verifier) while expos-
ing only the minimal information needed for the proof. Unlike existing
methods that prove query execution, we establish soundness of query re-
sults by proving properties about the queried RDF dataset. Given a con-
sumer’s query, the holder materializes a selectively disclosing view of the
queried dataset, revealing required information and cryptographically
hiding the remainder. Zero-Knowledge Proofs (ZKPs) guarantee both the
integrity of the derived dataset and the adherence of hidden elements to
desired constraints, such as numeric bounds. The consumer verifies the
proofs and obtains the desired query results from the dataset. Impor-
tantly, proof verification ensures dataset validity and, therefore, guaran-
tees sound query results. We present zkRDF’s methodology, detail the
interpretation of SPARQL queries to produce sound results, and prove
soundness of our approach. We discuss zkRDF’s support for SPARQL
features and show that our proof-of-concept implementation outperforms
an approach that proves query execution by three orders of magnitude.
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1 Introduction

Sharing data via the Web is increasingly requiring cryptographic assurance of
shared information — prescriptions in healthcare [26], the incoming Digital Prod-
uct Passport [8], or personal information via the EUDI Wallet [17]. The twin
issues of data integrity and data privacy arise: While ensuring cryptographic
data integrity helps to combat fraud and creates accountability [1], compliance
or regulation barriers like the EU’s GDPR [22], mandate ensuring data privacy
to protect e.g. citizens’ private information or business secrets. The research
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Fig.1: The problem: Querying data to receive sound results with provenance.

question follows immediately: How can a data consumer specify which attested
information they need to receive from a data holder, such that they can verify
the soundness of the retrieved results — all while enabling the data holder to
maintain the privacy of information unrelated to the inquiry?

Consider Figure 1: To receive a business loan, a bank requires proof that an
applicant, e. g. freelance consultant Alice, has sufficiently stable income to cover
the monthly payments. Instead of plainly submitting sensitive tax filings, which
were prepared and digitally signed by Alice’s tax advisor, Alice only needs to
prove to the bank that (a) the income is above the required threshold and (b)
that the income was signed off as correct by the tax advisor.

To prove such information, Europe’s leading cryptographers strongly advo-
cate for the application of Zero-Knowledge Proofs (ZKPs) on top of digital signa-
tures [2]. Using a ZKP, a prover is able to convince a verifier that a claim is true
without the verifier learning any additional information [21]. To model asserted
data and cryptographic provenance information, the W3C Verifiable Creden-
tials (VCs) [38] recommends a graph-based data model based on the Resource
Description Framework (RDF) [15]. Previous efforts on Linked Data Integrity
Proofs [3] were recently complemented by a definition of RDF-based semantics
for selective disclosure [7]. It is logically sound to apply querying and reasoning
techniques on selectively disclosing RDF datasets [7], e.g. VCs and their pre-
sentations, even when applying ZKPs. This logical consistency [7] enables the
central idea of our approach: using SPARQL [24], the standard query language
for RDF, to express which data or quality such as numeric bounds to disclose.

We introduce zkRDF, a data-centric approach to prove and verify soundness
of SPARQL query results. Upon receiving a query from a data consumer, a data
holder executes the received query and discloses a subset of the queried dataset
with attached proofs about the desired information as expressed by the query.
The data consumer receives such a presentation of the queried dataset including
corresponding proofs. This is called a “selectively disclosing dataset” [7] where
proof verification serves as a validity check that ensures soundness of subsequent
queries. With that, the data consumer is able to obtain the desired sound query
results. Our approach is data-centric: The generated proof consists of sub-proofs
on information from the queried dataset. See Listings 1.1-1.3 for an example.
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[1 a fin:TaxReturn ;

fin:about ex:alice ;

fin:provider ex:trustedTaxAdvisor;

fin:taxPeriod "2024"

fin:taxableIncome

[ fin:currency "USD" ;
fin:value "77000"~"xsd:integer ]

# signature details omitted for brevity

Listing 1.1: Example: Simplified tax filing; original graph signed by the tax
adivsor. It underlies the selectively disclosing dataset presented in Listing 1.3.

SELECT ?7taxAdvisor # disclose which tax advisor
WHERE {
?return2024 a fin:TaxReturn ;
fin:about ?user ; # (hidden) user ID to link across VCs
fin:provider ?taxAdvisor ; # find tax advisor
fin:taxPeriod "2024"
fin:taxableIncome [ fin:currency "USD" ;
fin:value ?income2024 ] . # find income value
FILTER(?income2024 >= 50000) # check income threshold
}

Listing 1.2: Example: Bank’s query for income above 50000 (USD) in 2024. The
query is sent from the data consumer (the bank) to the data holder (Alice).

GRAPH _:0_4 {
_:0_0 a fin:TaxReturn . # this is tax return information
_:0_0 fin:holder _:0_7 . # the holder’s ID is hidden
:0_0 fin:provider ex:trustedTaxAdvisor . # the signing tax advisor’s ID
:0_0 fin:taxPeriod "2024" # tax return from 2024
_:0_0 fin:taxableIncome _:0_22 . # taxable income is attesed
_:0_22 fin:currency "USD". # as USD
:0_22 fin:value _:0_37 . # but income value is hidden

}

GRAPH _:presentationProofGraph {

:cproof rdf:type zkp:CompositeProof .

:cproof zkp:hasComponent _:pO , _:pl .

:0_7 spok:hasSchnorrResponse "a..f"~"xsd:base64Binary.
:p0 rdf:type bbspl6:PoKS16 .

:p0 bbspl6:isProof0fKnowledgeOfSignatureOverGraph _:0_
:pl rdf:type 1gl6:LegoGrothl6ProofO0fRangeMembership . proof of numeric bounds
:pl 1lgl6:hasWitness _:0_37 . value to be proven

:pl 1gl6:hasLowerBound "50000"~"xsd:nonNegativeInteger . # to be greater than 50k
more proof details omitted for brevity

proof has multiple parts

two parts in this example
original value is proven known
proof of knowledge of signature
. # signature over tax return

HHE PSS HEHHH

L

}

Listing 1.3: Example: An excerpt of a selectively disclosing RDF dataset. Given
a query (Listing 1.2), such a dataset is derived by the data holder from an
underlying digitally signed dataset (Listing 1.1). Blank nodes serve as stand-
ins for hidden terms, and knowledge of corresponding underlying terms is
cryptographically proven. A proof of knowledge of signature shows that the
original information had been signed by a particular tax advisor. A proof of
numeric bounds shows that the originally asserted income is indeed above the
threshold. This dataset is presented by the holder to the bank. The bank
verifies these proofs and, using a re-written version of Listing 1.2’s query (cf.
Listing 1.4), derives the desired query results from the obtained dataset themself;
thus cryptographically proven to be sound. For further details, see Section 4.
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Our evaluation shows that zkRDF supports a core SPARQL feature frag-
ment, sufficient for today’s typical use cases of VCs. In terms of performance,
we compared our proof-of-concept (PoC) implementation® to a prototype fol-
lowing an alternative but comparable approach [41]. Their approach relies on a
zero-knowledge virtual machine* and is shown to be three orders of magnitude
slower on their benchmark than our approach. We highlight our contributions:
— an initial categorization of data-centric and computation-centric approaches

to proving soundness of query results (Section 3)

— zkRDF (Section 4): A conceptual framework and a proof of soundness of re-

sulting SPARQL query results (formal foundations available in Appendix A).
— its evaluation (Section 5) along the three dimensions of

e competence — in terms of SPARQL feature support

e performance — to compare implementations to alternatives

e privacy and security — to discuss potential limitations

providing an initial evaluation framework.

We first cover the necessary foundations (Section 2), then present our contribu-
tions (Sections 3-5), and conclude with a vision for future research (Section 6).

2 Preliminaires

We briefly cover the fundamental concepts of SPARQL which the zkRDF ap-
proach uses to achieve selective disclosure of RDF datasets.

RDF [15], the Resource Description Framework, provides a graph-based data
model. We re-use the common formalization of RDF datasets from [7]. We agree
to the choice of semantics for RDF datasets from [7]: When merging two RDF
datasets, blank nodes between the two RDF datasets must be re-labeled to avoid
co-references, and new graph names must be minted for the default graphs of
the respective RDF datasets.

The Verifiable Credentials (VCs) data model [38], a W3C Recommendation,
models assertions and cryptographically assured provenance, e.g. digital signa-
tures, as an RDF dataset. In that RDF dataset, the claims and credential meta-
data form the unnamed default graph, and a particular claim links to a named
graph with corresponding cryptographic provenance information, i.e. the proof
graph. Nanopublications [29] offer an alternative RDF-based data model where
provenance information is modeled in a named graph and linked to a named
graph of assertions.

SPARQL [24] is the W3C-recommended query language for RDF. The funda-
mental component of a SPARQL query is the Basic Graph Pattern (BGP), a set
of triple patterns. The evaluation of a BGP against an RDF graph yields a mul-
tiset of solution mappings. Each solution mapping maps variables to RDF terms.

3 https://github.com/uvdsl/rdf - zkp-sparql
4 We acknowledge that other, more performant, options for proving properties of com-
putations are available, e.g. using arithmetic circuits [36].
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The semantics of complex SPARQL queries are formally defined by an algebra
over these multisets of solution mappings. One of the key algebraic operators
is FILTER, which reduces the multiset of solution mappings based on a boolean
expression. Such expressions are constructed from variables, RDF literals, and
built-in functions, including logical connectives and relational comparisons.

Selective disclosure refers to the concept of proving properties of a dataset while
hiding some or all of the data [5]. One way to implement this is through zero-
knowledge proofs (ZKPs) [21]: A prover is able to convince a verifier that a claim
is true without the verifier learning any additional information (zero-knowledge).
An example of a claim is: My secret age w is greater than 21. More for-
mally, a claim consists of the following elements [12]:

relation: what is to be proven, i.e. secret value > public value;

statement: set of public inputs to the relation, i.e. 21;

witness: set of private inputs, secret to the prover, e.g. 25.
ZKPs can be used to prove a number of different relations, such as proving
numeric bounds [12,16] or set (non-)membership [40]. In the domain of VCs,
the most common use is proving knowledge of signature [9, 10, 35] on credential
data while simultaneously revealing some data in the credential and hiding the
remainder. Proof composition, i.e. combinations of ZKPs on the same witness
data, is enabled by following the commit-and-prove scheme [13, 27].

3 Related Work

Provenance surrounding SPARQL is a long researched field [19, 20, 23, 25]. We
note two works on provenance of data integrity in external query execution:
An early work on outsourcing verifiable BGP queries [33] compiles the algo-
rithm for Triple Pattern Fragments (TPF) evaluation into arithmetic circuits to
prove completeness and soundness of query results from a trusted data source
but provided by an untrusted third party. VeriDKG [44] relies on a blockchain-
based network of “auditors” to generate cryptographic proofs on the integrity
of SPARQL query execution via verifiable set operations. Both works [33,44]
require a transparent infrastructure where the query-executing third party must
be able to fetch and process the underlying data in plain, compromising data
privacy. In contrast, our approach prioritizes data sovereignty: it requires no
blockchain or public storage; SPARQL query results are selectively disclosed by
the data holder directly to the data consumer (cf. Figure 1).

To our knowledge, only limited work exists at our intersection of SPARQL
and ZKPs for privacy-preserving data provenance. We thus include related re-
search on other query languages and works particular to VCs [38]. We categorize
existing approaches into two classes: computation-centric (proofs of query execu-
tion) and data-centric (proofs of data properties). Our work falls into the latter
category. This initial categorization highlights the fundamental differences in
approach; a full formal analysis is out of scope here.
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Computation-centric approaches to zero-knowledge querying focus on proving
the correctness of a result that is computed or aggregated from a dataset. The
primary goal is to provide a verifiable answer to an (often analytical) query
without revealing the underlying data that was used in the computation.

For SPARQL, an explorative work on provable provenance and Privacy-
Preserving Queries [41] uses a zero-knowledge Virtual Machine (zkVM) to prove
the execution and thus results of a query. In this SPARQL-in-zkVM approach,
the zkVM creates a cryptographic proof that a SPARQL query engine indeed
produced particular query results, given an input SPARQL query. In their use
case, the dataset includes digitally signed RDF graphs, i.e. VCs. The program
executed within the zkVM also includes a verification of those VCs to prove that
the SPARQL results were obtained from digitally signed RDF graphs.

For SQL, ZKSQL [30] proves correct execution of SQL queries on relational
databases. This approach decomposes a query based on the standard relational
algebra query plan into SQL operators like join, filter, and aggregate. It then
relies on an interactive ZK proof protocol that requires real-time, back-and-forth
communication between the prover and verifier to generate and validate a proof
of correct SQL query execution.

For Cypher, ZKGraph [42] targets graph databases to prove complex algorith-
mic operations like pathfinding and multi-hop traversals. This approach employs
an “expansion-centric” model where a query is broken down to the core primitive,
i.e. graph traversal (node expansion), and other operations are treated as vari-
ations (that have certain “attributes”) of this primitive. The prover generates a
single, self-contained proof that the query results had been correctly computed.

Data-centric approaches to zero-knowledge querying focus on proving that a spe-
cific subset of data is authentic and satisfies a set of declarative properties. The
primary goal is the selective and verifiable disclosure of data items themselves
or properties of them, not a new value computed from them.

A first approach to ZKPs on RDF-based credentials [43] only allows selective
disclosure of complete triples of an RDF graph. The current Data Integrity BBS
Cryptosuites [4], a Candidate Recommendation Draft by the W3C Verifiable
Credentials Working Group, follows a similar approach.

Considering RDF-based semantics [7] provides a more granular approach for
selective disclosure: This approach allows to selectively disclose RDF terms fine-
grained within a quad of an RDF dataset, e.g. to prove numeric bounds or set
(non-)membership on individual RDF terms; or equality of RDF terms across
quads. Moreover, in this approach, it is proven to be logically sound to query
and to reason on VCs and their presentations, even when using ZKPs. Our work
builds on the semantic foundations provided in [7] and extends it by enabling
the definition of what to prove using SPARQL.

For querying digital credentials, the Digital Credentials Query Language
(DCQL), a JSON-based language defined by the OpenIlD4VP standard [39],
provides a credential-format-independent way for verifiers to request specific
data. DCQL is deliberately limited to prevent data leakage: A verifier can only
ask for entire credentials, credential formats, or attested attributes, and does
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Fig. 2: An illustration of zZkRDF’s conceptual framework to achieve query-derived
selective disclosure. Rounded nodes represent data, gray boxes represent proce-
dures. Edge labels qualify the link between data and a procedure.

not support expressing constraints such as numeric bounds. As shown in [34],
SPARQL queries can be used instead of DCQL within OpenID4VP [39] to replace
JSONPath pointers, and to selectively disclose RDF triples [43]. In contrast, our
approach is not limited to the use case of VCs, but it is a general approach to
prove soundness of SPARQL query results from digitally signed RDF datasets.

4 The zkRDF Approach

In this section, we introduce zkRDF, a data-centric approach to prove and verify
soundness of SPARQL query results from digitally signed RDF datasets. That
is, in contrast to the computation-centric approaches, which produce a proof of
execution, our approach provides proofs about the underlying dataset such that
the verifier can obtain the query results.

Re-visit Figure 1 for an example: The data consumer sends a query to the
data holder. The core challenge is not just deriving a view of an existing digitally
signed dataset, but preserving cryptographic integrity as asserted by the data
provider via their signature. The data consumer only trusts the data provider to
sign correct assertions. Therefore, when the holder is to reveal some dataset terms
to the consumer and hide others, the holder must generate cryptographic proof
that the disclosed and hidden terms were originally signed by the provider. This
requires proving knowledge of signature, equality constraints (that occurrences
of a blank node map to the same underlying hidden value) and numeric bounds.

4.1 Conceptual Framework

zkRDF systematically transforms a SPARQL query and its solution into a set
of relations, statements, and witnesses to be proven. This approach, illustrated
in Figure 2, consists of the following abstract procedures:

Query Execution. Evaluate the SPARQL query to obtain solution mappings.
Query and Solution Analysis. Derive relations from graph patterns and ex-

pressions; determine which RDF terms are public and which remain private.
Proof Creation. Create a proof over the relations, statements, and witnesses.
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We present zkRDF’s design, a direct extension of [7] to realize the abstract pro-
cedures, yielding a conceptual framework that guides concrete implementations.

On the data holder’s (prover’s) side. Having received a SPARQL query
(cf. Listing 1.2), a data holder is to derive a selectively disclosing dataset (cf.
Listing 1.3). When evaluating the query over the original dataset (cf. Listing 1.1),
the holder must determine for each solution mapping

(a) which occurrences of RDF terms in the original dataset should be revealed,

(b) which occurrences RDF terms in the original dataset should remain hidden,

(¢) what needs to be proven to assure soundness of the query results.
To this end, zkRDF traces the “origins” of each solution mapping, i.e., tracing
which occurrences of which terms to produced a particular solution mapping.
This may seem similar to a provenance semiring [23]: In lineage provenance,
merging mappings implies a join such that tuples t1 and t2 are required for the
solution mapping to exist. But semantics and purpose are different in zkRDF":
On a term-level rather than tuple-level, zkRDF collects all indices of term occur-
rences where the occurrences are relevant to the current solution set (cf. defini-
tion of merge™ for set union; Appendix A) to cryptographically prove Equality
Constraints. If an occurrences is not collected in zkRDF, the solution mapping
still exists — that occurrence is just not proven to be the same as the others.

The prover’s algorithm, formally outlined in Algorithm 1 with its formal

underpinnings available in Appendix A, can intuitively be understood as:

Query Ezecution: Evaluate the query on the original dataset up to projection.
Query and Solution Analysis: For each solution mapping:

1. Using the set of projected variables (Vj,o,), determine which terms should
be revealed (in proof statements) and which hidden (as witnesses):

— (a) Terms mapped to variables to be projected are to be revealed. Con-
stants in the query are revealed; they were already known by the verifier.
— (b) All other mapped terms are to be hidden.

2. For each mapped RDF term, identify its occurrences in the dataset that
are relevant to the current solution mapping (cf. definition of eval™ in
Appendix A for formal details). This yields the “origin trace”.

— (a) Occurrences of revealed terms will be used in relations’ statements.
— (b) Occurrences of hidden terms will be used as relations’ witnesses.

3. Based on the “origin trace”, the query and its solution, identify the witnesses,
statements, and relations that are required to be proven:

Signature Proofs to cryptographically prove that revealed and also hid-

den terms had originally been signed by the data provider.

— (c) For each graph of the original dataset that contributes a term
occurrence to the “origin trace”, an instance of this proof is required.

Numeric Bounds to cryptographically prove that the query’s FILTER

expressions indeed hold on a corresponding hidden term.

— (¢) For each numeric bounds FILTER expression with a non-projected
variable, an instance of this proof is required.

FEquality Constraints to cryptographically prove equivalence across dif-

ferent occurrences of the same term when that term remains hidden.
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Algorithm 1 zkRDF Prover (Data Holder) Algorithm | Definitions available in Appendix A

Require: Original dataset D, SPARQL Query Q, Set of Projected variables Vpro; (Step 1.)
Ensure: Presentation P

7T« evalJr(Q7 D) > Evaluate query with occurrence tracing (includes Step 2.)
Pspec <+ 0 > Initialize set of proof specifications
Cset < 0 > Initialize set of equality constraints
for all ut € 2T do > Analyze each solution mapping (Step 3.)
N,+ < {n | graph n contains term mapped in uty
for alln € N“+ do > PoKS: Signature Proofs
Ty <0
Is 0
for all 7v € dom(pt) do
if 7v € Vproj then I, < I, U ,u+(?v).1 > Collecting occurrences to hide
end if
if 7v € Vproj then I, <~ I, U ;fr (?v).1 > Collecting occurrences to reveal
end if
end for
w4 {ow, Lw} > Witness: signature and occurrences to hide
s+ {po,Is} > Statement: issuer’s public key and occurrences to reveal
Pipec « Pepec U {(POKS, 5,w)}
end for
for all Expression E € Epounds where v ¢ Vpro; do > PoNB: Numeric Bounds
w <+ {pT(70).T} > Witness: secret numeric value
s < {(min, max)} > Statement: bounds from FILTER
Pgpec < Pspec U {(PoNB, s, w)}
end for
for all 7v € dom(u™) \ Vproj do > Equality Constraints

if |[uT(7v).I] > 1 then
Cget < Cget U {;fr (?v).1}

end if
end for
end for
7 < CreateProofs(Pspec, Cset) > Handled by the low-level proof system
D’ + CreateSelectivelyDisclosingDataset(D, nt, Vproj, T) > Serialization of Presentation

return P = D’

— (¢) For each hidden term with at least two occurrences in the “origin
trace”, an equality constraint is required.

Proof Creation: Create a corresponding proof of all identified relations and equal-
ity constraints given the public statements and secret witnesses. Based on the
original dataset, the relations, statements, witnesses, and the proof, create a
corresponding dataset to be presented to the data consumer for verification, i. e.
a selectively disclosing dataset (cf. Listing 1.3). Each occurrence of a hidden
RDF term is replaced with a stand-in blank node; occurrences cryptographically
proven to be equivalent are assigned the same blank node. Note that it is logi-
cally sound to hide the particular bound term using a stand-in blank node [7].
The data holder can thus prove that the particular term was indeed signed by
the data provider, i.e. the tax advisor, despite the term remaining hidden.

On the data consumer’s (verifier’s) side. The data consumer receives the
selectively disclosing dataset from the data holder. To obtain the desired query
results, the consumer’s algorithm?® is formally outlined in Algorithm 2:

1. Cryptographically verify the proofs provided in the received dataset

5 No new algorithms are required besides the straight-forward re-writing of the query.
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Algorithm 2 zkRDF Verifier (Data Consumer) Algorithm

Require: SPARQL Query Q, Presentation P, Projected variables Vio;
Ensure: SPARQL query result 2 or Reject

if —VerifyProofs(P) then > Lemma 1: Cryptographic Soundness
return Reject > Proof is invalid or missing
end if
Qw‘ewm’tten <~ Q
for all Expression E € Epounds in Qrewritten, dO > Theorem 2: Query Rewriting
if variable ?v in E ¢ Vo5 then
Pgr + MapToGraphPattern(E) > Derive corresponding proof graph pattern
Replace FILTER expression E with Pr in Qrewritten
end if
end for
2 + eval(Qrewritten, P) > Evaluate modified query on verified dataset

return (2

SELECT 7taxAdvisor # disclose which tax advisor
WHERE {
?return2024 a fin:TaxReturn ;
fin:about ?user ; # (hidden) user ID to link across VCs
fin:provider ?taxAdvisor ; # find tax advisor
fin:taxPeriod "2024" ;

fin:taxableIncome [ fin:currency "USD" ;
fin:value 7income2024 ] . # find income value

# substitute FILTER(?income2024 >= 50000) # check income threshold
7f0 rdf:type 1gl6:LegoGrothl6Proof0fRangeMembership . # proof of numeric bounds
7f0 lgl6:hasWitness 7income2024 . # the secret income
7f0 1lgl6:hasLowerBound 50000 . # required threshold

7f0 1gl6:hasUpperBound "18446744073709551615"""xsd:nonNegativelnteger . # MAX u64
# more proof details omitted for brevity

I

Listing 1.4: Example: Re-written query from Listing 1.2 substituting
FILTER(?7income2024 >50000) with a graph pattern by directly mapping values.

2. Evaluate the SPARQL query on the received dataset as follows:

In case of a SPARQL query that

- does not have a FILTER for numeric bounds, evaluate the query directly.

- includes FILTER expressions exclusively over projected variables, evalu-
ate the query directly.

- includes FILTER expressions also over non-projected variables, the veri-
fier cannot evaluate these FILTERs directly (relevant terms are hidden).
The query is thus rewritten: the FILTER is replaced by a graph pattern
that specifies a corresponding proof of numeric bounds to be present in
the proof of the selectively disclosing dataset. Recall that verifying this
proof, i.e. that the FILTER was correctly applied, is done in Step 1.

We illustrate the intuitive equivalence between a FILTER expression of numeric
bounds and proof relation of numeric bounds. Let there exist a variable binding
for 7income2024 from the original query (Listing 1.2) to "77000" " "xsd:integer
from the original dataset (Listing 1.1). The RDF literal remains hidden under
blank node _:0_37 in the selectively disclosing dataset (line 8 of Listing 1.3). For
the data consumer to obtain the desired query results from the corresponding
selectively disclosing dataset (Listing 1.3), the FILTER statement of the original
query (Listing 1.2) must be re-written (cf. Listing 1.4):
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As more formally outlined in Appendix A, the FILTER defines ?income2024 €
[60000, c0), where oo refers to the maximum value supported by the proof sys-
tem. Therefore, a corresponding proof of numeric bounds is required to be pro-
vided by the holder in the selectively disclosing dataset. Specifics of the proof
and its modeling are dependent on the proof system employed, but the construc-
tion of the corresponding graph pattern is a straight-forward mapping of values:
In our example Listings 1.3 and 1.4, we use LegoGroth16 [12] as modeled in [7].
Lower and upper bounds are directly mapped from the FILTER expression. The
witness is the non-projected variable. If such a graph pattern is found in the
selectively disclosing dataset and all its proofs are valid, then the data consumer
may accept the hidden value to be indeed within the specified numeric bounds.

The proposed rewriting of FILTER expressions into graph patterns, e.g. nu-
meric bounds and associated proofs, aligns with the broader principle of translat-
ing query constraints into declarative forms; a technique exemplified by SPARQL-
to-SHACL [28]. By embedding ZKPs directly into the RDF graph structure, we
transform ephemeral query filters into verifiable cryptographic assertions.

4.2 Soundness of SPARQL Query Results

This approach is sound and generalizable, following the reasoning presented
in [7]: (a) the selective disclosure of RDF terms corresponds to simple entail-
ment, and (b) proof verification serves as a validity check on the selectively
disclosed dataset. Thus, provided the data consumer trusts the issuer’s attesta-
tion, successful proof verification allows the consumer to accept the selectively
disclosed dataset as true.

We build on this reasoning to demonstrate that additional proofs regarding
the quality of hidden RDF terms, e.g. such as our proof of numeric bounds,
are equally sound. For a system to prove a “true” quality of a cryptographically
asserted value while preserving privacy, the following properties must interlock:
1. Origin (unforgeability & membership): The digital signature guarantees

unforgeability, meaning the value v is a valid member of the set of values

attested by the issuer (which are assumed to be true).

2. Commitment (binding & hiding): The binding property ensures the prover
cannot swap the signed value v for a different value v/ during proof genera-
tion. The hiding property conceals the actual value v computationally.

3. Verification (soundness & zero-knowledge): The proof system directly
enforces the soundness property, guaranteeing that a statement cannot be
proven if it is false. The zero-knowledge property ensures that the verification
process leaks no information about v beyond the truth of the statement.

Any successful proof of a false predicate would imply a mathematical collision

in the underlying cryptography. Consequently, proven qualities, e.g. numeric

bounds or set (non-)membership, must hold true for the bound, authentic values.

We establish the soundness of our approach by composition: first, the validity
of the cryptographic proof (Lemma 1), and second, the semantic preservation of
the query rewriting (Theorem 1). See Appendix A for formal foundations.
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Lemma 1 (Cryptographic Soundness). Let 7w be a ZKP generated for rela-
tion R(v) on committed value v. For any proof m and its relation R(v): proof w
verifies successfully if and only if R(v) holds (except with negligible probability).

This follows directly from the binding property of the commitment and the
soundness property of commit-and-prove systems. These properties are estab-
lished through universal composability [13] and the formal analysis of Sigma
protocols [11] and commit-and-prove SNARKs [31].

Theorem 1 (Soundness of Query Rewriting). Rewriting a FILTER expres-
sion E to graph pattern Pg of a proof of relation R preserves query semantics.

Proof. Let {2 denote a multiset of solution mappings u. Recall that a FILTER

F(E, £2) retains a solution mapping p if and only if E(u) is true. Consider y a

solution mapping produced by the original query on the original dataset, and let

w1(?v) = v denote a variable binding from variable ?v to value v in that dataset.

—  Witnesses € Entailment: In the derived selectively disclosing dataset, secret
value v remains hidden, replaced by a stand-in blank node n. As per Theo-
rem 1 of [7], this is equivalent to simple entailment and logically sound.

— Reuwriting the query: FILTER F is replaced with graph pattern P that repre-
sents a proof of relation R. By construction, relation R is logically equivalent
to the filter expression E, i.e. R(v) <= E(u).

— Fwvaluating the re-written query on the selectively disclosing dataset: The
graph pattern Pr matches n and a corresponding proof w, yielding solu-
tion mapping p/ with p'(?v) = n. By Lemma 1 and Theorem 1 of [7], the
proof 7 is valid if and only if the underlying value v satisfies the relation as
encoded in the triples matching Pg.

It follows: Evaluation of graph pattern Pg on the selectively disclosing dataset

produces p’ if and only if F(u) is true in the original dataset. O

Given Lemma 1 and Theorem 1, the query rewriting approach is sound:
query results over the selectively disclosed dataset with verified proofs contain
only solution mappings that would be valid over the original dataset.

5 Evaluation

We evaluate our zkRDF approach by assessing its competence in terms of which
fragment of SPARQL [24] features are or could be supported. In addition, we
compare performance between our proof-of-concept implementation® with the
SPARQL-in-zkVM project [41]. Finally, we discuss security and privacy impli-
cations in this approach. We consider the evaluation along the three dimensions
of competence, performance (or efficiency), and security & privacy a potential
framework to aid other researchers in evaluating other comparable approaches.
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Table 1: Currently considered fragment of SPARQL features in zkRDF; feature
support (v'), partial support (D), theoretic support (A), no support (x).

Feature Support Notes

SELECT v returns selectively disclosing dataset

ASK D only true results provable

CONSTRUCT v treated as SELECT with full projection

DESCRIBE X ambiguous semantics

JOIN|UNION|OPTIONAL v proven via matches in selectively disclosing dataset
MINUS X cannot prove non-existence

VALUES v value-constraints on variables (as usual in SPARQL)
BIND D only static assignment of terms supported

FILTER (numeric) D integers supported; limited coercion, e.g. DateTime
FILTER (string) X not provable in ZK with current RDF term encoding
IN, NOT IN A possible via set membership proofs (future work)
GROUP BY, DISTINCT v ZK not necessary; proven by inspection

ORDER BY X not provable in ZK with current RDF term encoding
OFFSET X not provable in ZK with current RDF term encoding
LIMIT v proven by cardinality of final query results
Aggregates A possible via arithmetic circuits (future work)
Property Paths A possible via back-tracing (future work)

5.1 Competence: Supported Fragment of SPARQL Features

We demonstrate that our data-centric approach provides a viable foundation for
proving the soundness of query results. Our evaluation focuses thus on a core
SPARQL fragment. The supported features already enable today’s use cases of
VCs where ORDER BY, OFFSET, or string operations are typically not required.
We summarize the currently considered fragment of SPARQL features in

Table 1. As a query is answered using a selectively disclosing dataset, proving
existence of graph patterns is trivial. Numeric filter expressions’ are limited
by the applied cryptography to integers; other data types (e.g. DateTime) are
mapped to integers. A literal’s data type can be revealed independently from
its value; no ambiguity is introduced. VALUES may be used to express value-
constraints on variables as usual. We highlight limitations and future work:

— Fundamentally, we cannot prove non-existence of pattern matches or solu-
tion mappings. Our approach hinges on proving knowledge of signature (the
provider’s) on revealed/hidden data. Only if the holder has a signature of
a provider on some data, the holder can create proofs about that data. If
the holder does not have a signature on some data, they are unable to cre-

S https://github.com/uvdsl/rdf-zkp-sparql

" In our implementation of the concept, we currently only support “simple” relational
expressions where only one variable exists. This is not an assumption made by the
zkRDF approach, but merely a limitation of the current implementation.
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ate a proof about that data. Therefore, the holder cannot produce a proof
that a provider did not sign certain data. Even if the holder proves that a
signed dataset does not contain certain data, it does not mean that the holder
does not have a separate dataset where that data (potentially with signature)
exists. We thus cannot prove application of MINUS or prove false for ASK.

— BIND is supported for static assignment of terms. Advanced use of expressions
to create e. g. numeric literals are currently not supported. We highlight that
bound terms that do not exist in the dataset may result in solution mappings
that could not have existed without those externally provided terms. zkRDF
proves the data underlying those solution mappings, such that the consumer
obtains these mappings using bound values on top of the proven data.

— With the current RDF term encoding for ZKP application (cf. Sec. 3.2 of [7]),

e we cannot prove an ordering between hidden solution mappings. We thus
cannot prove application of OFFSET or ORDER BY.

e we treat a string literal value as an opaque unit and cannot operate on
the characters of a string. We thus cannot prove application of operations
on a string (length, character at index, etc.) in a FILTER expression.

More potent term encoding thus remain important future work.
— With the current proof system, capabilities could be extended by future work

e on proofs of set (non-)membership proofs for IN/NOT IN.

e on custom arithmetic circuits to proof application of Aggregates.

e on back-tracing Property Paths in a solution mapping.

5.2 Performance: PoC Implementation

The work on proving the execution of a SPARQL query in a zkVM (SPARQL-in-
zkVM) [41] provides a small testing benchmark, which we refer to as riscO-bench.
We emphasize that this benchmark is not our contribution.

The risc0-bench testing benchmark provides four VCs under Ed25519 Linked
Data Signatures with varying yet overlapping contents from different issuers.
Three queries are provided:

— can-drive: a query with 3 FILTER statements expressing numeric bounds.
— employment-status: a simple graph pattern query.

— show-all: a generic “select all” { ?s ?p 70 } graph pattern query.

The queries do not include aggregation functions and are instead focused on
selective disclosure of personal data. This allows us to compare the computation-
centric SPARQL-in-zkVM with our data-centric zkRDF.

We acknowledge: The benchmark is indeed small, but it accurately reflects
the scale of today’s credentials, which are small, document-centric graphs. De-
veloping a comprehensive, large-scale benchmark for zero-knowledge SPARQL
evaluation thus remains an important future work.

Performance Comparison. We summarize our benchmarking results in Ta-
ble 2. We ran the release version of riscO-bench for the SPARQL in zkVM
approach on a consumer laptop (AMD Ryzen 7 PRO 5850U): Proving the execu-
tion of the respective queries using a zkVM thus takes approximately 26 minutes
(can-drive), 24 minutes (employment-status), and 29 minutes (show-all).
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Table 2: Performance comparison in milliseconds (ms).

SPARQL-in-zkVM zkRDF
Task Prove Verify Prove Verify
can-drive 1,571,816.15 7,792.54 141.61 27.63
employment-status 1,463,066.24 6,782.48 5.01 5.38
show-all 1,736,362.18 8,878.46 437.02 1,650.80

Table 3: Proving Query Performance Metrics in milliseconds (ms).

Query H Preparation ‘ Specify Proof‘ Create Proof‘ Present Proof H Total
can-drive 1.59 1.36 137.74 0.90 (| 141.80
employ-status 0.57 0.38 4.22 0.23 5.45
show-all 9.96 30.88 375.78 18.60 || 435.30

Our implementation of zkRDF, based on the work provided in [7], uses the
BBS+ signature scheme instead of Ed25519: We therefore created BBS+ signa-
tures for the credential data provided by riscO-bench. The modified version of
riscO-bench® results in the performance numbers shown in Table 2; collected by
criterion.rs. zkRDF achieves a 3 orders of magnitude improvement in proof
generation time compared to SPARQL-in-zkVM.

Scalability. The show-all query exhibits a total verification time of 1650 ms,
though this is primarily due to roughly 1300 ms of unoptimized internal data
handling when extracting and deserializing cryptographic proof information.
The core cryptographic verification requires only 350 ms, which is still signifi-
cantly longer than the 5 ms for employment-status due to employment-status
verifying only a single solution mapping, while show-all must verify 85.

Proof and verification complexity scales as indicated in Section 4.1: per so-
lution mapping p € 2, there exists (a) a knowledge of signature proof for each
graph relevant to p and (b) a numeric bounds proof for each applicable FILTER,
scaling as »° o (|Gul + [Fy|), where £2 is the set of solution mappings, G, the
graphs relevant to u, and F), the applicable filters.

Performance Breakdown per Procedures. To further break down perfor-
mance of the internal procedures from the conceptual framework (cf. Section 4.1),
we tracked execution times manually within our code, presented in Table 3. The
total proving time may thus vary slightly compared to Table 2. The Preparation
task is comprised of the Query Execution and parts of the Solution and Query
Analysis procedures. The remaining parts of the Analysis procedures are cap-
tured by Specify Proof, which is the “glue” between the analysis procedures
and the proof system. Finally, Create Proof refers to the generation of the cryp-
tographic proof and Present Proof refers to the serialisation of the selectively
disclosing dataset which together correspond to the Proof Creation procedure.

8 In: https://github.com/uvdsl/rdf-zkp-sparql/tree/main/benches
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Cryptographic proof creation takes most of the overall execution time. Exe-
cuting the query, deriving which proofs to create and presenting the result offer
less optimization potential compared to choosing an efficient proof system.

5.3 Privacy & Security: Discussion

Information Leakage. While zkRDF significantly enhances data privacy by
minimizing disclosure, it is not fully zero-knowledge in the strict cryptographic
sense. Although zkRDF employs zero-knowledge proofs (ZKPs), the system as a
whole may still leak metadata. For example, the number of proofs of knowledge
of signatures indicate how many graphs from the underlying private dataset
were used to create a solution mapping. Moreover by these proofs of knowledge
of signature, the size of the respective RDF graphs is being revealed. This means
that certain information may be revealed, even though ZKPs, which are indeed
zero-knowledge, are being applied.

Malicious Query. Being able to prove properties about an RDF dataset in zero-
knowledge does not imply immunity against information over-exposure. Consider
the show-all query from the performance evaluation. All data from the under-
lying dataset is being exposed, and in addition it is proven to be signed by the
corresponding issuers. To protect against such malicious queries, system archi-
tects may choose to restrict the set of acceptable queries. This can be done by
directly defining a set of permissible queries in a general query language or choos-
ing a query language with restricted expressivity, a domain-specific language like
DCQL [39] (cf. Section 2). We recommend formally verifying the system’s secu-
rity and privacy guarantees in the spirit of and using techniques from [6, 37].

6 Conclusion

We presented zkRDF, a data-centric approach to selectively disclose, prove and
verify SPARQL query results from RDF datasets. With zkRDF, we introduce
the capability to prove properties of RDF-modeled data — using SPARQL as
generic query interface and using ZKPs to preserve privacy where possible.
Using SPARQL is a natural extension of RDF-based semantics for selective
disclosure [7]. In contrast, DCQL [39] from the VC domain exhibits deliberately
limited expressivity to prevent data oversharing. While this protects users from
overly eager queries, it also restricts expressing more complex properties. In
the eIDAS regulation [18] for instance, qualified trust service providers (qTSP)
of electronic attestation of attributes (EAA) may benefit from SPARQL’s ex-
pressiveness to offer more nuanced and verifiable services. In use cases such as
illustrated in Figure 1, this expressivity is not just beneficial but required.
With zkRDF, we contribute to the emerging intersection of Semantic Web
technologies and privacy-enhancing technologies. As data sharing via the Web
increasingly requires cryptographic assurance and privacy guarantees, we envi-
sion a future where RDF as a data model, SPARQL as the query language and
ZKPs as a means of privacy-preserving provenance form the foundation to foster
transparency and privacy, accountability, and — ultimately — trust on the Web.
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Use of Generative AI. GPT-5 was used only for language editing, specif-
ically to rephrase or refine text written by the authors to improve clarity and
grammar. The tool was not used to generate ideas, analyses, data, figures, or any
other original research content. All Al-assisted edits were manually reviewed and
approved by the authors, who take full responsibility for the final manuscript.

Supplemental Material Statement: Source code and related resources are
available at https://github.com/uvdsl/rdf-zkp-sparql.
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A  Formal Foundations for zkRDF

We re-use from [7]: Let U denote the set of HT'TP URISs, B the set of blank nodes,
and L the set of literals. Let G denote the set of RDF graphs. An RDF graph
G € G is a set of triples. Let triple ¢ be t € (UUB) xU x (UUBUL). Let D denote
the set of RDF datasets. An RDF dataset D € D is a set of named graphs [14]
(n,Gy) and an unnamed default graph (_, G). Let graph name n be n € (UUB).
A triple of a named graph G,, is a quad ¢ with ¢ € (UUB) xU x (UUBUL) x {n}.

Let V denote the set of all variables, disjoint from U, B, and £. A Basic
Graph Pattern (BGP) is a set of triple patterns. A triple pattern ¢p is defined
astp € UUBUV) x UUV) x (UUBULUYV). The evaluation [24] of a
graph pattern against an RDF graph yields a multiset {2 of solution mappings.
A solution mapping p € 2 is a partial function g : V — (U U B U L). When
using the GRAPH clause, each resulting solution mapping has a binding of n
to the name of the graph that produced the solution. An expression FE is a
formula that can be evaluated on a solution mapping u to yield an RDF term
or an error. The FILTER operator evaluates an expression E for each solution
mapping p € {2 and retains a mapping if and only if the effective boolean
value is true. Formally, eval(FE, 1) being the evaluation of F for a mapping u:
FILTER({,E) ={u | p € 2 Neval(E,u)}.

Canonicalised RDF Graphs and Datasets. Canonicalisation [32| provides an or-
dering to a graph’s triples. Let a canonicalised RDF graph GT € G be a list of
triples, where a triple ¢; is at index i; i.e. t; = G*[i]. We apply the same pattern
to terms in a triple (or a quad), e.g. the subject s of a triple tg is s = to[0] =
GT[0][0] such that its index tuple is (triple_index, position_index) = (0,0).

For zkRDF, we use a hybrid version of a canonicalised RDF dataset: All its
graphs are canonicalised “on their own”; the dataset only contains these canoni-
calised graph without being canonicalised itself. This facilitates tracking which
term occurred in which particular canonicalised RDF graph; let an index tuple
be I € (U UB) x NxN), i.e. (graph_name, triple_index, position_index).

Extending SPARQL Query FEvaluation with Occurrence Tracing. We extend the
evaluation of a SPARQL query to directly obtain the index tuple of a variable-
mapped RDF term. Let eval™ be the indexed evaluation function which eval-
uates a SPARQL algebraic expression against a canonicalised, thus indexable,
graph. Result of this evaluation is a multiset 27 of indexed solution mappings.

An indezed solution mapping u™ extends a solution mapping to include a set
of index tuples for each variable binding: u : V — (UUBUL) xP((UUB) x NxN).
Each binding in u* for a variable ?v is a pair (T, 1), where T € (UUBUL) is a
term and I € P((UUB) x NxN) is a set of index tuples where binding occurred.
For a solution mapping u*(?v) = (T, 1), we use the dot-notation to access its
members, i.e. pT(?v) = (p* (7). T, p*(7).I).

The semantics of eval™ are realized by indexed algebraic operators. Two
indexed solution mappings, uf and ,ugr, are compatible if, for every variable
?v in the intersection of their domains, they map it to the same RDF term:
compat™ (uf", pu3) <= V7w € (dom(py) Ndom(p3)) , pii (70).T = pz (?0).T
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merge™ (1], g ) produces a mapping p/* where for any variable ?v:

(i (20). T, i (7). U pg (70).1) if 20 € dom(pi) N dom(pg)

wH(0) = { it (20) if 70 € dom(uf) \ dom (s )

it (70) if 70 € dom(f) \ dom (s )
An indexed join of two indexed solution sets is the multiset of merged mappings
from compatible pairs. Other graph pattern operations are defined similarly:
JOINT (27, 237) = {merge™ (uf, 43 ) | ui € 27 Az € 023 A compat™ (1, i3 ) }-
The rest of the SPARQL semantics remain; e. g. an indexed filter regularly applies
an expression £ to 27: FILTERT (27, FE) = {u* | ut € 21 ANeval(E,u™)}.

Deriving Relations, Statements, and Witnesses. SPARQL query components, i. e.
graph pattern P, expressions F and projected variables V., and pre-projection
solution set 27 provide all information to specify proofs about the queried RDF
dataset. Let R denote a relation that a proof system is able to prove. Let s denote
a corresponding statement, the set of public inputs. Let w denote a corresponding
witness, the set of secret inputs. A proof specification is the tuple (R, s, w) €
Pspec. In the scope of this paper, we consider proofs of knowledge of signature
(PoKS) and proofs of numeric bounds (PoNB), i.e. R € {PoKS, PoNB}.

A PoKS proves knowledge of a valid signature. For each pt € 2%, let N+ =
{n|3(T,I) € range(u*)s.t.3(n, _, ) € I} denote the set of graphs containing
an occurrence of a term mapped in u*. For each graph name n € N, ut, derive a
corresponding proof specification (PoKS, s, w). Witness w includes all variable-
mapped occurrences of a non-projected term of graph n alongside the signature
0. Formally, let the witness w for a PoKS on graph n be w = {0y, I, } where
I, = {(4,k) | 37 ¢ Vppoj s.t. (n,j,k) € ut(?v).I}. The statement includes
all variable-mapped projected occurrences of a term alongside other parameters
po like the issuer’s public verification key. The public statement s is defined
s ={po, s} where Iy = {(j, k) | 370 € Vpyoj s.t. (n,4,k) € p(?v).1}.

A PoNB proves that a hidden numeric value satisfies a relational constraint
specified in a FILTER clause, for each solution mapping. Let Fpyyungs € E be the
subset of expressions of the form (?v op C), where op is a relational operator
(e.g., >, <) and C is a constant numeric literal. For each solution mapping u* €
27 and for each expression (?v op C) € Epounds where the variable 7v ¢ V05, &
corresponding proof specification (PoNB, s, w) is derived. Witness w is the secret
value: w = {u*(?v).T}. Statement s contains the public relation parameters:
s = {(min, max)} = {{(C,+o00)} if op € {>} or {(—o0,C)} if op € {<}}. Let
400 and —oo denote a system’s maximal and minimal supported values.

We specify equality constraints to prove equality of hidden RDF terms —
within a graph pattern or between a node in a graph pattern and its nu-
meric bounds. In a particular solution mapping, each occurrence of a non-
projected variable-mapped RDF term needs to be proven equal. Across solu-
tion mappings, occurrence of the same term is not proven. Let Cs.; be the set
of equality constraints derived from a single solution mapping u™; defined as:
Cser = {pt(?0).1 |70 € dom(pT)AT & Viproj A |pt (70).1| > 1},

The set of proof specifications Psp.. and the set of equality constraints Cet
are provided to the proof systems to create proof 7 and a presentation (cf. [7]).
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