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Abstract: This paper highlights the necessity of provable
runtime safety mechanisms for integrating data-driven con-
trol methods into safety-critical systems operating in open
environments. Since data-driven methods are often limited
in providing formal guarantees, we argue for the use of
formal methods, such as safety filters, to provide safety
assurances. Safety filters denote a class of runtime mecha-
nisms that ensure safety even if the nominal control method
does not ensure safety, by constraining the system state to
provably safe sets. The focus of this work is on analyzing
safety filters from the perspective of functional safety as
defined in industrial standards. We demonstrate how safety
filters can provably reduce risks associated with hazardous
behavior and how they operate as a monitoring and inter-
vention mechanism for data-driven methods.

Keywords: automated systems; data-driven control; func-
tional safety; open environment; safety filter

Zusammenfassung: Diese Arbeit hebt die Notwendigkeit
nachweisbarer Sicherheitsmechanismen fiir die Integra-
tion datengetriebener Regelungsverfahren in sicherheits-
kritische Systeme hervor, die in offenen Umgebungen be-
trieben werden. Da datengetriebene Methoden hédufig nur
eingeschrankte formale Garantien liefern kénnen, argu-
mentieren wir fiir den Einsatz formaler Methoden, wie
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beispielsweise Safety Filter, zur Gewahrleistung der Sicher-
heit. Safety Filter bezeichnen eine Klasse von Mechanismen,
die zur Laufzeit Sicherheit auch dann gewéhrleisten, wenn
die nominale Regelungsmethode dies nicht gewdhrleistet,
indem sie den Systemzustand auf nachweislich sichere Men-
gen beschrénken. Der Fokus dieser Arbeit liegt auf der Ana-
lyse von Safety Filtern aus der Perspektive der funktiona-
len Sicherheit im Kontext industrieller Normen. Es wird
gezeigt, wie Safety Filter Risiken im Zusammenhang mit
gefahrlichem Verhalten nachweisbar reduzieren kénnen
und als Mechanismus fiir Monitoring und Intervention fiir
datengetriebene Verfahren fungieren.

Schlagwoérter: Automatisierte Systeme; datengetriebene
Regelung; funktionale Sicherheit; offene Umgebung; Safety
Filter

1 Introduction

Automation is advancing rapidly in open and dynamic
environments across a wide range of application domains
[1]-[5]. Open environments are characterized by an
unbounded set of possible scenarios, which increases the
complexity of control tasks, as many scenarios cannot he
fully anticipated during system design. In this context, and
with the growing availability of data and computational
resources [6], data-driven methods are increasingly
employed for planning and control tasks [7], [8]. A key
advantage of data-driven methods is their ability to capture
a broad spectrum of operating conditions and improve
performance beyond classical control [8].

Ensuring safety directly through data-driven meth-
ods remains a challenging task [9], [10], leading to safety
concerns regarding their use in safety-critical domains
[11]-[13]. Data-driven control methods typically rely on
models that are at least partially black-box in nature.
This is in contrast to the first-principles models usually
used to formally analyze closed-loop dynamics in classical
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control theory. In particular, the partially black-box nature
of such controllers reduces interpretability and complicates
the derivation of rigorous mathematical safety proofs [14],
[15].

However, in particular if human lives are at risk, safety
is a critical requirement for automated systems, as reflected
in numerous industrial standards and regulations on func-
tional safety [16]-[18]. Recent work highlights fundamental
challenges in ensuring safety in real-world environments
[19]. In the standards on functional safety [16], a central
approach to ensure safety in safety-critical systems is the
application of a verification and validation (V&V) process.
In this context, validation largely relies on systematic test-
ing. However, the complexity and variability of scenarios
in open environments, in which data-driven methods are
expected to operate, make exhaustive testing increasingly
impractical [20]. In particular, the so-called long tail of rare
but safety-critical scenarios renders exhaustive validation
practically infeasible [20].

Recently, safety filters have been proposed in the lit-
erature as a promising approach for ensuring safety at
runtime instead of relying solely on exhaustive testing and
validation [21], [22]. A safety filter continuously monitors
the system state and intervenes only if necessary to keep
the system state within a provably safe set, while otherwise
leaving control to a nominal controller.

However, to the best of our knowledge, it remains
unclear how, and to what extent, safety filters contribute to
functional safety in accordance with regulatory and indus-
trial standards. Without a fundamental understanding of
the role safety filters may play in certification, even the most
promising theoretical methods are unlikely to translate into
real-world products.

1.1 Related work

Recent surveys and foundational works investigate safety
filters and related runtime safety mechanisms [21]-[24].
In particular, unifying perspectives on the formulation
and application of safety filters are provided in [21],
[22], while foundational contributions establish control-
theoretic safety filter concepts such as control barrier
functions [24]. Furthermore, connections between learning-
based control and formal safety mechanisms are discussed
in the context of safe learning and robotics [23].

While these works offer comprehensive methodologi-
cal overviews and conceptual foundations, their focus lies
on technical and algorithmic concepts, architectures, and
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application domains. The integration of safety filters into
established functional safety standards and certification
processes is not examined. ISO/IEC TR 5469 [25] highlights
the relevance of supervision functions for constraining Al-
based systems within defined safety limits, but it does not
analyze how specific safety filter approaches relate to func-
tional safety. Consequently, a structured assessment of the
role of safety filters in the context of industrial functional
safety standards remains open.

1.2 Contribution

In this paper, we adopt a functional safety perspective on

safety filters, complementing prior works that primarily

address theoretical and algorithmic aspects. Our contribu-
tion is twofold:

— We provide a survey of functional safety concepts as
defined in relevant industrial standards, alongside a
survey of safety filters. By presenting both perspectives
in a unified notation, we establish a common ground
between the two research fields.

— We conceptually relate the requirements and recom-
mendations of relevant industrial standards to the
operational principles of safety filters. In doing so, we
discuss how safety filters may support the achievement
of functional safety objectives. Specifically, we highlight
their potential as risk reduction measures, their influ-
ence on testing and validation considerations, and their
connection to formal methods for ensuring the safety of
data-driven control approaches.

1.3 Outline

Section 2 presents an overview of the functional safety land-
scape, introduces relevant processes and terminology, and
examines a representative requirement and a specific rec-
ommendation from industrial standards. It further outlines
challenges in ensuring functional safety for data-driven
methods in open environments. In Section 3, we provide
a formal definition of safety for autonomous systems in
open environments. Building on this, Section 4 summa-
rizes the concept of safety filters and gives an overview
of state-of-the-art methods. The section concludes with
a collision-avoidance example that illustrates the behav-
ior of different safety filter methods. Finally, Section5
relates the requirement and the recommendation intro-
duced in Section 2 to the operational principles of safety
filters.
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2 Functional safety according
to industrial standards
and resulting challenges
for data-driven methods

This section reviews established industrial standards on
functional safety and outlines how they define and ensure
functional safety. Moreover, it highlights the key challenges
of applying these principles to data-driven methods in open
environments and motivates the use of formal methods for
ensuring functional safety.

2.1 Industrial standards on functional safety

Functional safety is the part of overall safety that depends
on the correct functioning of a system and its control system,
including all safety-related technologies. The definition and
application of the functional safety concept are specified
in international standards [16], which formalize the con-
cept and prescribe structured processes across the safety
life cycle. Industrial standards on functional safety specify
objectives, structured processes, and work products across
the safety life cycle to engineer and demonstrate functional
safety [18], [26], [27]. They define how to identify hazards,
derive and assign safety requirements, implement safety
functions, and perform V&V with documented evidence
throughout all development phases.

Across all industrial standards on functional safety, a
central objective is to ensure that hazards are identified and
risks are reduced to an acceptable level [16]. Classical safety
standards [18], [26] define functional safety with respect
to faults, whereas standards like [27] extend functional
safety to the concept of Safety of the Intended Functionality
(SOTIF), which addresses hazards arising from insufficient
functionality, even in the absence of faults.

The processes defined in the functional safety life
cycle are applied and refined in domain-specific stan-
dards, many of which build on IEC 61508 [18] as the
central and most general standard for functional safety.
In the automotive domain, ISO 26262 [26] and ISO 21448
[27] specify requirements for functional safety and SOTIE,
while IEC 62061 [28] adapts the principles of IEC 61508
[18] to machinery. For a comprehensive overview of func-
tional safety standards across specific application domains,
we refer to [16].

At the regulatory level, the European Machinery
Regulation (EU) 2023/1230 [29] establishes binding
requirements for the design, construction, and conformity
assessment of machinery. Moreover, the Commission
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Implementing Regulation (EU) 2022/1426 [17] defines
type-approval procedures for automated driving systems.
Both provide the legal framework for enabling harmonized
safety standards.

Beyond domain-specific standards, emerging ISO stan-
dards and guidance documents address challenges posed by
artificial intelligence (Al)-based! and data-driven methods.
ISO/PAS 8800 [30] complements ISO 26262 [26] and ISO 21448
[27] by providing a structured framework to engineer road-
vehicle systems that achieve and assure functional safety
when incorporating Al-based technologies. Independently,
ISO/IEC TR 5469 [25] examines the concept of functional
safety for Al systems and provides guidance on their safe
integration. Based on these key industrial standards, the
fundamental concepts that define functional safety are pre-
sented in the next section.

2.2 General concept of functional safety

Functional safety standards [16] introduce the concept of
harm as a fundamental basis for defining safety objectives
and requirements:

Definition 1. Harm [18], [26]
Harm is physical injury or damage to the health of
persons, property, or the environment.

Functional safety comprises the prevention or reduc-
tion of harm by requiring that safety functions are per-
formed correctly and within the required time, addressing
hazards? arising from malfunctioning behavior as well as
from insufficient intended functionality or foreseeable mis-
use [18], [26], [27]. Thereby, all functional safety standards
[16] rely on the concept of risk to describe the potential for
harm:

Definition 2. Risk [16], [18], [26], [27]
Riskis the combination of the severity of potential harm
and the probability that such harm occurs.

Within functional safety standards [16], the primary
objective is to reduce risk to an acceptable level, and it is
required that the reduction is demonstrated. Accordingly, it
is a requirement that the control system (with or without

1 ISO/PAS 8800 [30] and ISO/IEC TR 5469 [25] use the term Al as defined
in ISO/IEC 22989 [31]. Within the scope of this work, we refer to methods
whose behavior is at least partially learned from data as data-driven
methods, including approaches that may combine learned components
with analytical or physics-based models.

2 Ahazard is a potential source of harm [18], [26], [27].
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data-driven methods) in an autonomous system facing a
hazard must satisfy:3

Requirement 1. Risk Reduction
To ensure functional safety, risk must be demonstrably
reduced to an acceptable level.

Risk reduction addresses the likelihood of hazardous
behavior and the potential severity of the hazardous behav-
ior. While different standards may formalize risk assess-
ment differently, for example, by introducing a Safety
Integrity Level (SIL)%, the principle remains the same: safety
measures must mitigate risk by reducing factors such as the
occurrence rate of the hazardous behavior Ry, the proba-
bility that hazardous behavior leads to a critical event Pr s,
the probability that the critical event cannot be controlled
P, and the probability that an uncontrollable event results
in severe harm P . Here, we emphasize the influence of
the probability that the critical event cannot be controlled
P g, whichis directly influenced by the controllability of the
system:

Definition 3. Controllability [26]

Controllability is the capability of a system to prevent
hazardous behavior from causing harm, including the abil-
ity to detect critical conditions and transition to or maintain
a safe condition.

The effectiveness of risk reduction can be quantified
through an acceptance criterion Ay:

Ay = Pgc * Peig - Pryug - Rug- M

Risk reduction aims to keep the risk below the accep-
tance criterion by mitigating the contributing factors like
P or Pgc. The selection of an appropriate acceptance
criterion Ay is typically guided by domain standards and
regulatory requirements.

To ensure risk reduction to an acceptable level, func-
tional safety standards require a structured development
process [18], [26], [27] that systematically addresses hazards
and ensures safe operation, as illustrated in Figure 1. At
the core of this process is the assessment and control of
risk, which distinguishes between a specification and design
phase and an evaluation phase, where V&V demonstrate
compliance with these requirements.

3 Control-specific risk reduction is further detailed in ISO 13849 [32],
which specifies safety requirements and performance levels for safety-
related control systems in machinery.

4 While [18] introduces the SIL as a discrete measure of the required
reliability of safety functions, [27] refines risk assessment by explicitly
considering the factors severity, exposure, and controllability.
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Figure 1: Simplified development cycle (based on ISO 21448 [27])
with iterative risk reduction.

The specification and design phase defines the system’s
intended functionality, performance requirements, mitiga-
tion measures, and system architecture. These elements are
formalized as safety specifications:

Definition 4. Safety Specifications [27]

Safety specifications are documented descriptions of
intended functionality, identified hazards, and associated
mitigation measures within a system.

Within the development process, safety specifications
must be established and maintained to ensure that haz-
ards are systematically addressed [27]. The safety specifi-
cations can be refined iteratively with a hazard analysis
and risk assessment (HARA) or by iteratively addressing
hazards that arise from insufficient functionality according
to SOTIE, even in the absence of faults [27]. Specifications are
only formulated and valid within the system’s operational
boundaries, captured in the operational design domain
(ODD):

Definition 5. ODD [20], [26], [27], [33]

The ODD is the formally specified set of conditions and
constraints under which an automated system is intended
to operate safely.

Beyond defining the ODD, the applicable safety stan-
dards [17], [26], [27] specify detection of when opera-
tion approaches or leaves this domain and initiation of
a controlled fallback strategy. This strategy is intended to
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achieve a minimal risk condition, typically by means of
a minimal risk manoeuvre, thereby supporting functional
safety even outside the intended ODD.

In the evaluation phase of the development cycle, V&V
activities demonstrate that the system reduces risk to an
acceptable level by ensuring compliance with specifications
across both known and unknown scenarios.

2.3 Challenges of ensuring functional safety
in open environments

Systems operating in real-world environments are exposed
to dynamic and unpredictable conditions, where not all
relevant scenarios can be anticipated during specification
and design, and complete knowledge of the environment is
unattainable.

Definition 6. Open Environment

An open environment contains a set of scenarios,
objects, and events, including those not anticipated during
design, for which a complete specification is impractical at
design time.

Unlike closed environments in which all possible sce-
narios can be specified in advance, such that safety can
be ensured for all scenarios [20], open environments chal-
lenge the assumptions of traditional safety standards. The
inherent variability of open environments makes it impos-
sible to exhaustively specify, model, or test all relevant
scenarios.

Challenge 1. Operation in an Open Environment
Open environments introduce inherent uncertainty
into the scenarios an automated system may encounter.

Using detailed specifications is standard practice in
IEC 61508 [18] and ISO 26262 [26]. However, for dynamic
open environments, complete specifications are infeasible
because either rare situations are practically unpredictable
or the number of potential situations is too large for exhaus-
tive enumeration [34]. Consequently, rare or unusual sce-
narios cannot be fully captured in the specifications.®

5 For example, in road traffic, the combinatorial variety of interacting
elements, such as unexpected pedestrian movements, erratic behavior
of other drivers, sudden weather changes, or infrastructure faults,
results in a set of possible situations for which a fully exhaustive
specification is infeasible in advance [19].
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Challenge 2. Incomplete Specifications
It is impractical to specify all requirements to cover the
enormous variety of events in an open environment.

Approaches like SOTIF [27] address Challenge 2 by iter-
atively refining the ODD and specifications, but this process
remains time-consuming and cannot ensure that all rele-
vant scenarios and triggering conditions are identified, in
particular with respect to unknown scenarios as discussed
in SOTIF [27]. As an additional challenge, brute-force val-
idation of the method with detailed specifications might
require impractical amounts of test time, particularly due
to the long tail of rare events. For example, the authors in
[35], [36] estimate that achieving an acceptance rate com-
monly required in the domain of automated driving would
demand hundreds of millions of miles of testing.

Challenge 3. Testing Effort

Validating functional safety in open environments by
testing might require an impractically large amount of
testing.

While the concepts of an ODD and SOTIF provide a
structured description of the intended operational con-
ditions and thus partially address the functional safety
challenges posed by open environments, the use of data-
driven methods introduces additional difficulties for ensur-
ing functional safety.

2.4 Challenges of ensuring functional safety
using data-driven methods

Because large parts of the functionality of data-driven meth-
ods are encoded in the training data rather than specified
explicitly, the safety argument of such methods critically
depends on the representativeness and the sufficiency of
the data, both of which are inherently difficult to guarantee.
Edge-case data, including conditions at the boundaries of
the ODD, are rare and may be safety-critical. Ensuring their
representative inclusion in the training data of data-driven
methods is costly and time-consuming, so the data is likely to
remain incomplete, which might result in insufficient safety
coverage [20], [37].

Challenge 4. Insufficient Coverage

The rarity and cost of collecting edge-case data result
in incomplete coverage of safety-relevant functionality in
data-driven methods.

Even if the data captured at a single point in time were
sufficient to cover the safety-relevant functionality of the
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method, real-world conditions may evolve beyond what is
represented in the training data [38].

Challenge 5. Data drift
In open environments, changes over time can cause
data-driven systems to encounter unseen situations.

Furthermore, data-driven methods utilizing complex
models such as deep neural networks are difficult to inter-
pret, and their validation requires dedicated validation
methods [20].

Challenge 6. Lack of Interpretability

Data-driven models often lack explanations that are
understandable to humans, limiting the transparency of
their internal decision logic.

The challenges arising from the use of data-driven
methods (see Challenges 4-6) lead to an even more exten-
sive safety development process to ensure their safe inte-
gration. ISO/PAS 8800 [30] complements ISO 26262 [26]
and ISO 21448 [27] by embedding these additional assur-
ance demands into established functional safety processes,
ensuring that the resulting requirements are systematically
captured and addressed. Nevertheless, this does not reduce
the fundamental testing effort but rather amplifies it, which
is why ISO/PAS 8800 [30] and related standards also high-
light the need for mathematically supported techniques to
strengthen controllability and overall safety assurance.

2.5 Towards functional safety
for data-driven methods by means
of formal methods

In contrast to data-driven methods and their associated
challenges (see Challenges 4-6), formal methods are exam-
ined as a means of providing mathematically rigorous speci-
fications and proofs in many industrial standards. IEC 61508
[18] explicitly recommends the use of formal methods for
the specification, design, and verification of safety-related
systems, particularly for applications with higher SILs. For-
mal methods provide mathematically based techniques that
enable precise and unambiguous system models, support-
ing the completeness, consistency, and correctness of spec-
ifications and implementations. By enabling safety argu-
ments through mathematical proof, formal methods might
reduce reliance on extensive empirical validation (see Chal-
lenge 3) and help avoid impractical testing scenarios as
motivated by [20]. Complementary formal and analyti-
cal techniques are therefore encouraged to provide the
necessary safety evidence beyond what empirical testing
alone can deliver.

M. Hess et al.: Ensuring functional safety in data-driven control

— 425

To enable the application of formal methods to data-
driven approaches, ISO 21448 [27] and ISO/IEC TR 5469 [25]
emphasize the importance of monitoring and intervention
as runtime mechanisms for maintaining functional safety.
ISO/PAS 8800 [30] reinforces this view by requiring supervi-
sory and limiting logic, potentially including non-AI backup
functions, to constrain Al-based behavior within predefined
safety limits and to ensure controllability when errors in
the Al-based method are detected, for example due to unex-
pected inputs or model insufficiencies.

ISO/IEC TR 5469 [25] highlights mathematically
grounded approaches as promising means to formally
implement intervention strategies and to define provably
safe operational bounds that can be enforced at runtime.
These approaches ensure that, even if data-driven
components have errors or execute incorrect control
actions, the overall system continues to operate within
the safe bounds. Figure 2 depicts such a monitoring and
intervention strategy. Continuous monitoring verifies that
the operating conditions of the data-driven components
remain within the assumptions made during development.
If deviations occur, the system must transition to a safe
condition.® To make this feasible, the intervention provides
an additional protection layer by switching to a backup
decision system.

Recommendation 1. Monitoring and Intervention

Data-driven methods should be continuously moni-
tored to detect deviations from assumed conditions. When
deviations occur, appropriate interventions should ensure a
transition to a safe condition.”

3 Formalizing safety
for autonomous systems

Building on the functional safety concepts introduced in
Section 2, this section establishes the formal framework
used throughout the paper. We discuss safety paradigms
aligned with functional safety and formalize the notion of
safety, with particular emphasis on all-time safety. We begin
by introducing a general model of a system operating in an
open environment.

Consider the dynamics of a system to be given by the
differential equation

6 Asdefined in ISO 26262 [26] and ISO 21448 [27], i.e., conditions of the
functional state without unreasonable risk.

7 1SO 21448 [27], ISO/IEC TR 5469 [25] and ISO/PAS 8800 [30] highlight
continuous monitoring and non-Al backup or supervisory functions
as essential measures to maintain functional safety when Al- or data-
driven methods encounter deviations from their intended operating
conditions.
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Figure 2: Schematic architecture of a monitoring and intervention strategy (based on ISO/IEC TR 5469 [25]). The available information is provided

to the data-driven components, the monitoring component, and the backup decision system. The data-driven components generate the nominal
output, while the backup decision system computes a backup output. The monitoring component checks whether the predefined safety conditions are
satisfied. Based on the outcome of the monitoring component, the intervention component determines which output is applied.

x(0) = f(x(t), u(?), d(1)), (2]

with the system state x(t) € ¥ C R™, the control input
u(t) € U C R, the disturbance d(t) € R"%, and f: R™ X
R™ x R™ — R™. The disturbance d(t) models external dis-
turbances (e.g., wind) and predictive uncertainty in the
system dynamics, including model mismatch (e.g., due to
uncertain physical parameters). The sets X and U reflect
physical limitations as well as design constraints of the sys-
tem (e.g., maximum actuator force or maximum velocity). In
addition, the system (2) is subject to environment-induced
constraints on x(t), such as obstacles. The existence of such
environmental constraints constitutes a hazard,® since col-
lision with an obstacle may lead to harm (see Definition 1).
For a given hazardous event in which environmental con-
straints exist, we collect all states corresponding to harm
into the set of harmful states H C R™. In the presence of
hazardous events, the system state x(t) must avoid the set
of harmful states . In our notation, this requirement is
expressed by constraining the system state x(¢) to remain
within the set of constraint-satisfying states &,, C R™, with
Xy =X\ H.

3.1 Safety paradigms

The safety of system (2) within &, must be ensured, in par-
ticular in the presence of disturbances d(t). Depending on

8 In an open environment, the system may face infinitely many sce-
narios with potential hazards (see Definition 6). Unlike physical con-
straints &, environmental constraints on x(t) are generally unknown a
priori and only perceived during operation.

how disturbances are modeled, different safety paradigms
and corresponding safety definitions arise. If the distur-
bance d(t) is modeled as a stochastic process with an
associated probability distribution, probabilistic notions of
safety can be employed. In this case, safety is typically
defined in a risk-aware paradigm by bounding the tail risk
of a trajectory-dependent cost or constraint-violation mea-
sure. A comprehensive overview of risk-aware safety con-
cepts is provided in [39].

Alternatively, disturbances can be modeled as bounded
but otherwise arbitrary, such that d(t) € D, with the
bounded set D C R". This leads to a robust worst-case
paradigm of safety. Under this paradigm, the system is con-
sidered safe if it never enters the set of harmful states H,
even under the worst-case disturbance d(t) € D.

Both paradigms can be related to the notion of func-
tional safety (see Section 2.2), which requires safety to be
demonstrated within a predefined ODD. For instance, an
automated vehicle may be required to operate safely under
crosswinds. In the risk-aware paradigm, disturbances such
as the wind speed are modeled as a stochastic process, and
it must be demonstrated that the resulting probability of
harm remains below the acceptance criterion Ay. In the
worst-case paradigm, safety is established by showing that
any disturbance realization within the ODD (e.g., a speci-
fied maximum wind speed) does not lead to harm. While
disturbances in the ODD may induce hazardous behavior,
harm can be avoided as long as the resulting critical events
remain controllable. Disturbances beyond the specification
are either excluded from the analysis as operation outside
the ODD or shown to occur with sufficiently low probability,
that is, Ryp = 0 in (1) within the HARA framework.
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3.2 Automation design

A general automation concept for the system (2) comprises
four core functional automation modules: localization,
perception, planning, and control [40]. Localization pro-
vides an estimate of the system state x(t), while percep-
tion enables sensing and interpretation of the environment,
which also includes the identification of harmful states H.
Based on this information, the planning module generates
a desired behavior, and the control module computes a cor-
responding control input u(¢). In practical implementations,
all modules influence whether applying a control input u(t)
is safe with respect to the current state x(t) and the harm-
ful states H. Since each module is subject to uncertainty,
these uncertainties must be explicitly considered in the
design process in accordance with functional safety princi-
ples. Localization, which is typically realized through state
estimation, is affected by measurement noise and model-
ing errors. Methods for computing state-estimation error
bounds are discussed in [41]. Furthermore, a discussion on
safety filters that explicitly account for imperfect perception
isprovided in [21]. In this work, however, we assume that the
system state x(¢) is perfectly measurable in order to isolate
the effect of disturbances d(t) within the system dynam-
ics (2). These disturbances therefore constitute the primary
source of uncertainty affecting the functional safety of the
control module.

The control module for system (2) is realized via a state-
feedback law u(t) = w(x(t)), where x: R™ — R™ denotes
the feedback control strategy. This yields the autonomous
closed-loop system

x(t) = f(x(0), m(x(1)), d(t)). 3

In this work, we focus on analyzing whether a control strat-
egy & can be designed to ensure safety for the closed-loop
system (3), assuming exact knowledge of both the harmful
states H and the system state x(¢).

3.3 All-time safety

In the following, we restrict attention to the worst-case
safety paradigm, in which the disturbance d(t) is assumed
to be bounded but otherwise arbitrary within D. However,
simply demonstrating that the system state x(t) lies within
X,, at a given time is not sufficient to ensure safety. Due to
input constraints and disturbances, the system (2) may still
inevitably leave &}, in the future, regardless of the applied
control input u(t). States from which a collision with H is
inevitable under an unfavorable disturbance realization, or

M. Hess et al.: Ensuring functional safety in data-driven control

—_— 427

Xy=CUS
7~ A ™~
10
lm 8 ~\‘~~\
£ c
s © T
= . H
s 4 S
z S .
S 2 “\
£ \
0
-8 —6 —4 —2 0 2

distance to collision x(t) [m]

Figure 3: Partition of the constraint-satisfying states X, into potential
collision states C and safe states S for the system

X(t) = v(t), O(t) = a(t), |a(t)] < ay,, with maximal braking force
0.« =5 ms~2 approaching H = {(X,0) € R? | X > 0}.

which are inherently unsafe, are referred to as potential
collision states.

Definition 7. Potential Collision States
The set of potential collision states C consists of all
states x(0) € &,, such that for (2) it holds:

dd, Vu, 3t > 0: x(t) e H, 4

withu: R, -V andd: R, - D.

Hence, the constraint-satisfying states X, are parti-
tioned into the potential collision states C and safe states
S C R™ with S:=X;,\C, as illustrated in Figure 3.

For safe operation in open environments, a feedback
strategy & must explicitly account for the harmful states H.
Safety of the closed-loop system (3) is therefore defined with
respect to the existence of safe states S. In particular, safety
requires that the feedback strategy & ensures all-time safety.

Definition 8. All-Time Safety
The autonomous system (3) is all-time safe if the feed-
back strategy & ensures that

x(t)e S forallt>0. (5)

Hence, to ensure safety of the autonomous system (3),
it must be ensured that the state x(t) never leaves the set
of safe states S. To this end, safety filters are outlined in
the following as a method to ensure the property of all-time
safety.
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4 Safety filter

We describe the switching safety filter as the general con-
cept of safety filters in Section 4.1, and present design meth-
ods in Section 4.2, as well as approaches for the computa-
tion of safe sets in Section 4.3. Optimization-based runtime
implementations are discussed in Section 4.4. Section 4.5
demonstrates the design of different safety filter typesin a
simple collision-avoidance example.

4.1 General concept of safety filters

A safety filter is an intervention scheme that ensures
all-time safety (see Definition 8) for an autonomous sys-
tem (3) when operated under a nominal control strategy,
even if the nominal control strategy alone cannot ensure
safety [21]. To address the challenges outlined in Section 2.3,
we use a data-driven feedback law udd(t) = x4(x(¢)), with
x4 R — R™ as the nominal control strategy.

Safety filters rely on the existence of a feedback strategy
2 X — U that ensures positive set invariance. To ensure
safety according to the worst-case paradigm, positive set
invariance also requires a robust definition with a bounded
worst-case disturbance in D.

Definition 9. Robust Invariant Set
Aset Q C R™ isrobustly invariant for 3) with & = 72,
if for any state

x(0)eQ = Vt>0, Vd: x(t) € Q. (6)

Definition 10. Safe Set

A safe set is a robustly invariant set € for which Q C
X;, holds. The largest safe set coincides with the set of
safe states S. Therefore, any safe set can equivalently be
described as a subset of the safe states, i.e., Q C S.
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Based on this concept of set invariance, the safety filter
is formulated. The simplest realization of a safety filter uses
a safe set Q C S and switches to 7£* on the boundary of Q
(0€) as a backup control strategy.

Definition 11. Safety Filter

A safety filter #%%: X,, X R™ — U’ supervises the
data-driven feedback law udd(¢t) = m44(x(¢)) with the switch-
ing intervention scheme:

2(x(1), x(t) € 0Q,
e (x(t), u' (1) := )

udd(p), otherwise,

with the safe set Q C S, for which robust invariance is
ensured by the backup controller < (x(t)).

The safety filter is composed of distinct modules, as
depicted in Figure 4. The first module is a monitor, which
observes the system state x(t). If the monitor detects that the
system is leaving € at d€2, the safety filter intervenes with
an intervention strategy by switching to the backup control
law u(t) = w2 (x(0)).

4.2 Safety filter design

To make safety filters applicable, it is essential to translate
the general principle of safety filters in Definition 11 into
design methods. Comprehensive overviews of design meth-
ods are provided in [22], [42]. Two key challenges in current
research critically influence the applicability of safety fil-
ters:

1. The degree of freedom available to the data-driven con-
troller 79 strongly depends on the size of the used
invariant set Q for the safety filter. The larger the set
Q is, the less frequently the filter needs to switch to the
backup controller . Ideally, Q should coincide with

e i T
. Backup control ] Safety Filter |
I 7 (w(t)) J :
! I
I
x(t) I > Monitoring Intervention b u(t)
| x(t) € 60 mesa (ap(£), w4 (2)) [}
- e _ T/ ——— )
dd
Data-driven control | %% (%) T
> |

(1) |

Figure 4: Schematic architecture of the switching safety filter introduced in Definition 11 (based on [21]).



DE GRUYTER OLDENBOURG

the safe states S, as this minimizes interventions. This
motivates the notion of a least restrictive safety filter.
However, computing or approximating S is challenging
for nonlinear systems with input constraints and distur-
bances, which constitutes a central problem in safety
filter design.

2. Regardless of the size of the safe set, challenges arise
when the data-driven controller % generates unsafe
inputs that drive the state onto the boundary 0€2. Then,
the safety filter (11) switches to #%* on the boundary
0Q of the safe set to recover the state in the interior of
Q, after which £ may again drive the state onto the
boundary. This frequent switching between z* and 744
can lead to chattering.

In the following, we focus on the open practical challenges
that determine the applicability of safety filters as risk-
reduction measures in the context of functional safety. The
approach used to compute invariant sets directly deter-
mines whether a safety filter is practically applicable. For
this reason, Section 4.3 focuses on applicable methods to
compute a control invariant set £ C S. Since chattering
can restrict real-world deployment, Section 4.4 examines
alternative intervention strategies to the switching safety
filter.

4.3 Computation of safe sets

Determining a feasible safe set Q2 C S in a dynamic environ-
ment, where the unsafe region H changes over time, is chal-
lenging. The set must simultaneously satisfy being in &},
and set invariance must be ensured with a corresponding
feedback strategy 2.

While there exist methods for online computation of
such sets [43], [44], they typically rely on convexification
of set calculations and linearization of the dynamics of the
system (2). Therefore, these methods ensure safety only
for under-approximations of the safe states Q C S, which
makes the methods more conservative. A common alterna-
tive is to determine and validate the invariance of a can-
didate set Q C X,, offline, where the constraint-satisfying
states X, denote a predefined region outside of which sys-
tem operation is considered potentially harmful, and to
enforce the condition X, N H = @ during online applica-
tion [45], [46].

The mathematical foundation for computing invariant
sets Q C X, is viability theory [47], which studies the evo-
lution of constrained dynamical systems. A fundamental
result is Nagumo’s theorem [48].
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Definition 12. Nagumo’s Theorem
Let h: R — R be a continuously differentiable scalar
function defining the set €2 as

Q:={Xx € R™: h(x) >0}, @)
8
0Q:={x € R™: h(x) =0},

then, Q is forward invariant for an autonomous system
x(t) = f(x(t)) if

h(x(t)) = VAGx(D)F (X(1)) 2 0,  Vx(1) €0Q.  (9)

This condition ensures that the value of h does not
decrease on 0€2, and therefore trajectories have to remain
in Q. Nagumo’s theorem provides necessary and sufficient
conditions for the invariance of a closed set. A further cen-
tral concept in viability theory is the viability kernel, defined
as the set of initial conditions from which constraint sat-
isfaction can be maintained indefinitely. Determining the
safe states S for (2) corresponds to determining the via-
bility kernel of &, under admissible inputs u(t) € U and,
in the robust case, against bounded disturbances d(t) € D.
This robust case naturally leads to formulations of viability
theory in terms of differential games. In this setting, with a
worst-case disturbance d(t), the robustly invariant set (see
Definition 9) is described by the outcome of a two-player
zero-sum differential game: one player, selecting u(t), aims
to keep (2) away from harmful states H, while the opposing
player, selecting d(¢), aims to drive (2) into H [49].

A rigorous approach for computing the maximal safe
set S for such a game is to leverage Hamilton-Jacobi (HJ)
reachability analysis [50]. In HJ reachability analysis, the
differential game is solved numerically via dynamic pro-
gramming. This introduces numerical errors [46], [51] and
suffers from the curse of dimensionality, since compu-
tational cost grows exponentially with system dimension
[52]. To alleviate these limitations, methods such as system
decomposition [53], warm-starting [54], and adaptive grids
[55] are proposed.

Despite these computational challenges and numerical
errors, HJ reachability analysis remains highly attractive,
as it yields the maximal safe set S, and therefore enables
computing least-restrictive filters. Using the maximal safe
set S, the safety filter as formulated in Definition 11 can be
instantiated with Q = S, yielding a least restrictive switch-
ing safety filter. The practical applicability of such least
restrictive safety filters has been demonstrated across a
range of applications, including quadrotors [56], safe robot
navigation [57], motion planning [45], [58], and flight enve-
lope protection [59].
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One of the most widely used approaches for construct-
ing invariant sets for the autonomous system (3) builds on
Nagumo’s theorem through control barrier functions (CBFs)
[24], [60]-[62]. Analogously to Lyapunov functions for sta-
bility, CBFs serve as safety certificates: rather than certifying
convergence to an equilibrium, they certify invariance of
Q [24]. In the standard formulation, CBFs are formulated
for nominal system dynamics, i.e., assuming the absence of
external disturbances (d(t) = 0). The function h in (8) is a
valid CBF for Q if there exists an extended class-& function®
a such that, forallx € Q,

sup Vh(x) f(x, @, 0) > —a(h(x))

ucev

(10

holds. For a state X € 0Q2, the CBF reduces to h(x) =0,
and the inequality (10) reduces to supge,- VA(X) f(X, @, 0) >
0, thereby ensuring Nagumo’s invariance condition (9).
Beyond this boundary case, CBFs extend the concept of
Nagumo’s theorem to the interior of the safe set via a con-
tinuous inequality constraint. This allows safety require-
ments to be enforced proactively before the system reaches
0Q, yielding smoother behavior. In general, multiple con-
trol inputs may satisfy (10). In this formulation, the safety
filter can select a control input from the admissible
set {u € U'| Vi(X) f(x,u,0) > —a(h(x))}, which charac-
terizes all inputs satisfying the CBF constraint. In practice,
an admissible input closest to the nominal control udd(¢) is
computed online by solving an optimization problem sub-
ject to (10) (see Section 4.4).

Most CBF design methods presented in the literature
[24], [60], [62] are tailored to specific system classes. In
contrast, sum-of-squares (SOS) programming has found
widespread use [63]. SOS methods have been successfully
applied in safety-critical control problems such as robust
motion planning via funnel computation [64], and automo-
tive lane keeping and adaptive cruise control [24], [65]. In
this framework, the barrier function h is parameterized as
a polynomial of fixed degree, and SOS optimization [66] is
employed to enforce the required CBF conditions. However,
SOS-based approaches typically require the system dynam-
ics to be control-affine and polynomial, which significantly
limits their applicability to real-world systems with non-
polynomial nonlinearities or non-affine control inputs.

These limitations reflect a more general challenge of
CBF-based methods: constructing valid CBFs is often non-
trivial, particularly for higher-order dynamics or in the

9 An extended class-K function is a continuous, strictly increasing
function «a : (—c, d) — R (with ¢, d > 0) that satisfies «(0) = 0.
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presence of input constraints [62], where analytical con-
structions of h covering S rarely exist. Moreover, hand-
crafted CBFs are typically conservative and rarely approx-
imate the maximal safe set S. To mitigate this, recent work
seeks to refine pre-certified CBFs using HJ reachability [67]
or to directly construct CBF-like functions from specialized
HJ formulations [68] that recover S and yield a similar
smooth decay of h as CBFs when approaching 0€2. However,
these approaches inherit the computational limitations and
numerical errors of HJ reachability.

In their standard formulation (10) without external
disturbances, CBFs provide limited robustness guarantees.
As a result, several extensions explicitly account for model
uncertainty and disturbances. These include robust CBFs
[69]-[73], which enforce robust invariance for Q if for all
X € Q the worst-case formulation

sup inf Vh(X) f(x, it, d) > —a(h(X))

e deD

an

holds. Alternative approaches include input-to-state safe
CBFs [74], [75], which provide robustness margins with
respect to bounded disturbances, as well as probabilistic
and stochastic CBFs [76]-[78], which incorporate uncer-
tainty through chance constraints or stochastic dynamics
models. Also, recent research [79], [80] investigates the
construction of model-free CBFs, thereby eliminating the
reliance on explicit system models and avoiding the need
to explicitly account for model uncertainties.

4.4 Safety filter intervention based
on online optimization

Directly applying the switching safety filter (see
Definition 11) to activate the backup controller may
induce chattering, as discussed in Section 4.2. Therefore,
the backup controller z* is typically applied for at least one
sampling interval when applied in discrete time instances,
and often for longer durations, by design. Short activation
intervals increase chattering, whereas longer intervals
reduce reliance on the nominal strategy z%%.

To overcome the switching behavior, many practi-
cal implementations replace the switching in Definition 11
by continuously modifying the nominal control input via
online optimization. Following the switching safety fil-
ter as a baseline, we now discuss two major classes of
optimization-based runtime implementations: CBF-based
filters and predictive safety filters.

The CBF-based filters employ a continuously differen-
tiable function h: R™ — R as a CBF satisfying (10). The
safety filter computes a minimally invasive control input by
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solving, at each time step, the optimization problem

A9 (x(e), u(0) 1= arg min +[|(it — u®()?
neR™ 2

s.t. VA((8)) F(x(0), 1, 0) > —a(h(x(1))), (12)

uev.

If (12) constitutes a feasible optimization problem, its solu-
tion yields the closest admissible input to the nominal con-
trol ud(¢t) while enforcing forward invariance of the safe set
[24].

The CBF constraint activates smoothly as the system
state x(t) approaches the boundary 0Q2 while ensuring that
the system state x(t) remains inside €. This ensures safety
while keeping the applied input close to the nominal one.
As a result, CBF-based filters can be interpreted as smooth
variants of switching safety filters, avoiding the chattering
associated with hard switching. If the system (2) is control-
affine, problem (12) becomes a quadratic program (QP) that
can be solved efficiently online.

A further class of methods that follows an alternative
intervention strategy compared to the switching approach
in Definition 11 is given by model predictive safety filters
(MPSFs). While safety filters based on CBFs enforce safety
through local differential constraints, MPSF employs model
predictive techniques similar to classical model predictive
control (MPC) and imposes a safe set as a terminal constraint
[81]. The central motivation is that explicitly computed
invariant sets  are often conservative or computation-
ally intractable, as previously discussed. Instead, MPSF can
employ such a conservative safe set Q"™ C S and implic-
itly enlarge the admissible operating region through online
trajectory optimization. However, during runtime, the state
x(t) is not required to lie inside the terminal set Q™.
Instead, it suffices that the system can be driven into Q™™
within a finite prediction horizon T € R, while satisfying
the state and input constraints &,, and U". This requirement
is enforced through the following optimization problem:

w'(-):= argmin %Ilu(O) —ul)*

s.t. x(0) = x(1),
x(r) = f(x(7),u(r),0), Vzr €[0,T], (13)
x(7) € &5, VT € (0, T,
u(r) e v, Vvr € (0,71,
x(T) € Q™.

When applying the control strategy as a safety filter, the
nominal input udd(¢) is applied if it allows a trajectory to
satisfy the constraints in (13). Otherwise, it is modified in a
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minimal manner according to the quadratic objective. The
applied input is then given by

a2 (x(6), ud(2)) = u*(0). 14)

The set of all states from which a predicted trajectory
into Q"™ exists implicitly defines a virtual safe set Q' C S
with Q™ ¢ €'. In this sense, the MPSF extends the admis-
sible operating region beyond the conservative terminal set
Q"™ AsT — oo, the condition in (13) recovers the conditions
for all-time safety in Definition 8, and the virtual safe set Q'
converges to the maximal safe set S.

In practice, (13) is solved online by discretizing the sys-
tem dynamics and applying a shooting method, resulting in
a standard MPC problem. For nonlinear system dynamics
(2), in contrast to CBF-QPs, the MPSF optimization problem
is a dynamic optimization problem, for which worst-case
computation time and solver reliability become a challenge.

Several extensions have been proposed to account
for disturbances and uncertainty, as well as to establish
additional stability properties [82]-[86]. Comprehensive
overviews and unifying perspectives on runtime safety
filter architectures, including barrier-based, reachability-
based, and predictive approaches, are provided in [21], [22].

4.5 Collision-avoidance example

We consider the setup initially depicted in Figure 3 of a
collision-avoidance scenario. The dynamics are modeled as
a double integrator

x(t) = (o), o(t) = a(v), (15)

with the control input a(t) € R representing the braking
acceleration subject to the constraint |a(t)| < dp,,. The max-
imal braking capability is set to a,,,, = 5m s~2. The set of
harmful states is given by H = {(x, 0) € R? | X > 0}, corre-
sponding to a collision.

For this simple system, the maximal safe set can bhe
derived analytically as

52
zamax }’

which characterizes all states from which the system can
still be brought to rest before reaching the harmful states
7. As a nominal control policy, we choose a%(t) = 0, which
mimics a data-driven controller that does not react to the
imminent hazard and therefore does not initiate braking.
The trajectory of the system (15) with the nominal con-
trol a%(¢), supervised by a switching safety filter using Q =
S, and starting at (x(0), v(0)) = (-8 m, 6 m s~") is depicted
in Figure 5. Once the system reaches the boundary of Q,
the filter intervenes by switching to the backup controller

(16)

5;:{(2,5)5[&%23—
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Figure 5: State trajectories in the (x(t), v(t)) phase space for a
collision-avoidance scenario. The switching safety filter intervenes at the
boundary of S, whereas the CBF-QP enforces braking earlier.

a®(t) = —a,,,,. For comparison, Figure 5 also depicts the
trajectory of a CBF-QP-based safety filter using a(h) = 2h
and

UZ

- >
zamax

h(x,0) = —x a7

which is a feasible CBF for every (X, D) € S. The applied
control input a € R is obtained at each time instance by
solving a CBF-QP of the form

min (- a®(0)
acR 2
(© s
_ X
St A< —Apax — ZTt)amaX —u(d).

As depicted in Figure 5, the safety filter based on the
CBF-QP intervenes earlier than the switching safety filter,
i.e,, before the boundary of S is reached. Consequently, the
required braking action is less aggressive, which is reflected
in the smoother control input depicted in Figure 6. In con-
trast to the hard switching behavior of the switching safety
filter, the CBF-QP avoids abrupt changes in the control input,
resulting in reduced jerk while still ensuring safety.

Here, both the switching safety filter and the CBF-based
safety filter are based on the maximal safe set S. In practice,
however, safety filters often rely on handcrafted invariant
sets, which can be overly conservative. Therefore, we now
demonstrate how the virtual safe set Q' of an MPSF expands
the admissible operating region of the safety filter in such
cases. For this purpose, we use the pragmatic terminal safe
set

Q™M:={(x,0) eR*|X <0, 5<0,}. (19)

We employ a discrete version of the MPSF optimization
problem (see (21)) based on the time-discretized dynamics
of the double-integrator (15)
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Switching me— CBF-QP

t sl

Figure 6: Control inputs for the collision-avoidance example. The
switching safety filter results in a hard braking action that saturates

at =0, = —5m s72, while the CBF-QP yields a smoother deceleration
profile by intervening earlier.

Xip1 = X+ v; dt + 1ai de?,
2 20)
Ui+1 = Ui + ai dt,

with sampling time dt € R,

The applied control input a, € R is obtained at each
time instance by solving an MPC problem with prediction
horizon N € N, of the following form.

min
Ags--»0yN-1

1
54— atd(0)y?

st xp =x(t), vy =uv(b),

fori=0,...,N—1:
_ 1 0
Xy =X+ v; At + ia,» de, @1)

UH—l == Ul+al dt

|ai|Samax’
XiSO, i=1,...,N,
vy < 0.

The terminal condition vy <0 together with q; >
—Qpax limits the velocity v; < Upax 10 Upax = N - Gy - At
such that a feasible braking maneuver exists within the
prediction horizon N. Therefore, the maximal braking curve
together with the maximum velocity v, ., defines the virtual
safe set as

Q :={(X,0) ES| D < Uy} (22)

which characterizes the states from which the terminal con-
dition can be satisfied under the imposed constraints.

The trajectory of the system (15) under the nominal
control a%(t), supervised by the MPSF in (21) with dt =
0.05s and N = 30, and initialized at (x(0), v(0)) = (-8 m,
6 m s~1), is depicted in Figure 7. The virtual safe set Q' for
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Figure 7: State trajectories in the (x(t), v(t)) phase space for a
collision-avoidance scenario using an MPSF. At each time step, a feasible
trajectory reaching the terminal set Q"™ is computed (the first prediction
is shown as a dashed purple line). Braking is initiated at the boundary

of the virtual safe set Q' to ensure convergence to Q™, yielding
closed-loop behavior similar to that of the least-restrictive switching
safety filter, without requiring explicit knowledge of S.

Upax = 7-5m s7! and the predicted trajectory at t = 0 are
also illustrated. The results demonstrate that the admissible
operating region of a conservative terminal set Q™ can
be significantly enlarged by computing, at each instance, a
feasible trajectory that reaches the terminal set. As a result,
in this example, the closed-loop behavior closely resembles
that of the least-restrictive switching safety filter based on
S (cf. Figure 5), but without requiring explicit knowledge
of S.

5 Bridging functional safety
and data-driven methods
through safety filters

Building upon the requirements derived from industrial
standards and on the challenges identified for data-driven
methods in open environments presented in Section 2, we
next examine how safety filters (see Section 4) contribute to
these objectives from a functional safety perspective.

5.1 Formal consideration of safety filters
within functional safety requirements

To explicitly link functional safety standards to the prop-
erties of safety filters, we examine how the operational
principles of safety filters relate to the principal require-
ments and recommendations of the considered standards in
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Table 1: Relation between the functional safety requirement and the
recommendation for data-driven methods formulated in Section 2
and their fulfillment through safety filters.

Fulfillment by safety filters

Monitoring  Safety filters continuously observe the system state x(t)

and and control commands u%(t) = £99(x(t)) of the

intervention data-driven method to detect deviations from

(recommen- development assumptions. If safety boundaries are

dation) violated (i.e., leaving ), the intervention strategy switches
to a backup control strategy z* that guarantees the
system remains within the certified safe set Q C &;,. This
mechanism implements the required runtime monitoring
and intervention within the ODD, ensuring that system
behavior remains within the defined safe set Q C &,.

Risk Safety filters guarantee that a safe control input u(t) =

reduction &3 (x(t), () always exists by specifically increasing the

(require- controllability (see Definition 3). Consequently, the

ment) likelihood that hazardous behavior leads to harm is

reduced, lowering the overall risk associated with a
hazard. In this way, safety filters directly address the
fulfillment of the acceptance criterion Ay (see (1)). In an
optimal case, the probability that the critical event cannot
be controlled P is formally reduced to 0, provided that
the sets X, U", H are fully known, and accurately
measured and a certified safe set Q C X, exists.

Section 2. Table 1highlights this correspondence that can be
addressed directly and unambiguously: risk reduction, and
monitoring and intervention at runtime.

A safety filter continuously monitors the system state
x(t) and control commands of a data-driven method ud(t) =
x%9(x (1)) and checks whether they remain within the for-
mally defined safe set Q C X,, (see Definition 11 and
Figure 4). Thus, a safety filter detects deviations from the
conditions assumed during development and intervenes
before states are reached from which it cannot be ensured
that harmful states H will be reached (see C in Definition 7
and Figure 3). It constitutes a monitoring and intervention
mechanism (as recommended in Section 2.5) by identifying
potential violations and by overriding or adapting control
inputs to keep the system within safe operational bounds
represented by € (cf. Figures 2 vs. 4).

Additionally, the continuous monitoring and interven-
tion mechanism of the safety filter operationalizes the
abstract safety specifications given in Definition 4 in the
safe set Q (see Section 4.3) and links high-level hazard
analysis with executable interventions in the control loop,
turning safety requirements into formally enforced runtime
constraints.

By relying on a monitoring and intervention strategy,
safety filters are aligned with the use of formal methods
encouraged in IEC 61508 [18] and emphasized in ISO/IEC
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TR 5469 [25] (see Section 2.5). Their mathematical formu-
lation provides verifiable safety guarantees and consol-
idates the safety-critical specifications into the formally
defined safe set © C &,. This explicit and unified represen-
tation of the modeled operating domain and disturbances
helps to reduce the practical impact of incomplete specifi-
cations (see Challenge 2) by making the underlying safety
assumptions understandable. Moreover, the explicit repre-
sentation of safe sets and the associated proofs enhances
the interpretability (see Challenge 6) of the safety argu-
ment and makes models transparent and traceable, which
is rarely achieved by data-driven controllers. However, the
safety guarantee depends on the correct identification of
the safety-critical harmful states H and on the accuracy of
the underlying models and measurements. Requirements
that cannot be captured within these modeled and mea-
surable bounds remain outside the scope of the safety
filter.

The mathematically explicit definition of safe sets Q C
X;, makes safety filters suitable for inclusion in safety argu-
ments and structured safety cases required by ISO 26262
[26] and ISO 21448 [27]. This close alignment with formal
methods supports treating safety filters themselves as a for-
mal verification and enforcement mechanism. In particular,
safety filters offer a means to demonstrate the absence of
unreasonable risk by proving the existence and invariance
of the certified safe set Q C X, with respect to the modeled
disturbance d(t) € D in the defined ODD, thereby reducing
the runtime safety argument to a mathematically closed
and verifiable problem within these explicitly bounded con-
ditions. Therefore, safety filters support risk reduction by
constraining system states to remain within provably safe
sets Q C X,,. When demonstrating that the quantitative
acceptance criterion Ay in (1) is satisfied, the focus lies pri-
marily on the controllability term P, ensuring that haz-
ardous behavior remains within controllable system states.
This enables the probability of loss of controllability to
be driven arbitrarily close to zero, fulfilling a core objec-
tive of functional safety standards by directly helping to
keep the overall criterion below the required acceptance
criterion Ay.

Safety filters further mitigate the effects of data drift
(see Challenge 5), not by detecting distributional changes
directly, but by monitoring whether the data-driven control
policy produces control actions that would drive the system
outside the certified safe set 2 C &,.

Finally, we expect safety filters to reduce the testing
and certification effort. An important open requirement
for their practical use is to substantiate that bounding
behavior within a provably safe set € C X, can cover
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whole classes of similar scenarios, including parametrized
variations, under a single formal guarantee. Meeting this
requirement would allow safety filters to help mitigate
excessive test time (see Challenge 3) and compensate for
limited data coverage (see Challenge 4) by supporting safety
arguments even when not every scenario is explicitly tested.
In this way, they could strengthen compliance with func-
tional safety objectives even in unpredictable open envi-
ronments (see Challenge 1), while naturally remaining con-
strained to the specified operational domain and the model-
ing assumptions used for the safety filter design.

5.2 Discussion and practical implications

Having established the fundamental link between safety
filters and functional safety requirements, we now consider
their practical implications and the limitations that con-
strain broad industrial adoption.

A particular strength of safety filters lies in com-
plementing data-driven methods and other nominal con-
trollers that lack formal safety guarantees. By translating
high-level safety requirements into mathematically veri-
fiable conditions, they can, in principle, reduce the need
for exhaustive testing and support the integration of data-
driven components into safety-critical applications. How-
ever, the actual reduction of verification effort remains an
open challenge that must be evaluated in comparison with
the established processes prescribed by functional safety
standards.

Safety filters address only a defined subset of the
overall safety problem. Their guarantees presuppose that
the ODD and the relevant hazardous events have first
been specified and validated through the HARA framework
required by the functional safety standards. Defining and
validating the ODD and the set of hazardous events is not a
task of the safety filter but must be achieved by other mea-
sures within the development process. An open question
for practice is whether the explicit and formally verifiable
nature of the safe set Q C &), can provide a quantifiable
simplification of these specification and verification activ-
ities compared to the procedures currently prescribed by
functional safety standards. Once these prerequisites are
fulfilled, the safety filter can enforce all-time safety (see
Definition 8). Safety filters therefore enforce the formally
specified safe sets at runtime but do not replace the pro-
cesses of ODD definition, hazard identification, or complete-
ness assurance.

At the same time, the review of practical realizations
(see Sections 4.3 and 4.4) highlights significant technical lim-
itations. HJ reachability analysis, while least restrictive, is
computationally intractable for high-dimensional systems.
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CBFs enable efficient online enforcement but lack general
constructive mechanisms and may lead to conservative safe
sets. MPSFs extend feasibility beyond conservative terminal
sets but rely on sufficiently accurate system models and
face challenges in meeting real-time constraints. Across all
methods, challenges such as chattering near safety bound-
aries, robustness to uncertainty, and scalability in multi-
agent scenarios persist, restricting immediate large-scale
industrial adoption, although ongoing research proposes
various approaches to mitigate these limitations.

A further challenge lies in the effort required for the
formal certification of the safe set. The proof of existence
and invariance of the certified control-invariant set €2, espe-
cially the computation of the maximal safe set S and the
verification of its invariance, can, depending on system
dimension and model uncertainty, demand a certification
effort comparable to that of validating the underlying con-
trol function itself.

Furthermore, the assumptions used to derive  C &},
impose fundamental practical limits. The theoretical link
that reduces the controllability term P to zero presumes
that the disturbance set D, the state space X, and the input
space U are completely known and accurately measured.
In real systems, however, these sets can only approximate
reality: disturbances may be partially unknown or time-
varying, sensors introduce stochastic measurement noise,
and limited perception can lead to unmodeled effects such
as temporary occlusions. Consequently, the computed safe
set Q C X, can guarantee invariance only with respect to
the modeled uncertainty, and the probability of entering
a state without a safe control option can be assured only
within these modeling limitations. Moreover, because Q C
X,, itself is often inferred from sensor data and system
identification subject to stochastic noise, its boundaries are
typically established under probabilistic rather than purely
deterministic assumptions. The use of a safety filter as a
formal method aims to reduce the probability Py of reach-
ing an uncontrollable state to 0. In practice, this remains
an idealization, since limitations in model fidelity, measure-
ment accuracy, and probabilistic set estimation mean that
the achievable value of P¢; can only be reduced.

A quantitative assessment of how explicitly defined
control-invariant safe sets Q C &, translate into measur-
able reductions of specification and verification effort com-
pared to established functional safety processes constitutes
an important direction for future research.
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6 Conclusions

In this paper we have assessed safety filters as a run-
time mechanism that ensures safety in data-driven con-
trol from the perspective of functional safety as defined
in industrial standards. The integration of data-driven con-
trol methods into safety-critical systems requires mecha-
nisms that ensure risk reduction in accordance with estab-
lished functional safety standards. Formally verified safety
filters have demonstrated applicability in systems with
low-dimensional dynamics and well-structured operating
domains, and show strong potential to support testing and
certification by constraining the system behavior to prov-
ably safe sets. Safety filters can theoretically assure safety
by operating within a specified requirement domain and
by reducing risk through controllability inside a formally
defined invariant safe set. The practical use of safety filters
depends on validated assumptions about disturbances and
operational conditions and on scalable methods to com-
pute and certify the safe sets. Broad industrial adoption is
therefore still limited by the need for clearly defined safety
requirements, invariant safety constraints, and progress
in computational scalability. Nevertheless, this paper high-
lights the necessity of provable safety mechanisms that
supervise data-driven control and enforce safety through
a verified intervention process. Building on requirements
derived from industrial functional safety standards and on
challenges identified for data-driven methods, this paper
recommends the use of formal methods as a means for
development and certification processes to ensure func-
tional safety.
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