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Abstract

Machine Learning (ML) is no longer merely a research topic. At the time of writing
this thesis, ML has become a well-studied and mature field, enabling the development
of real-world industrial applications based on trained models, such as face recognition,
fraud detection, recommendation systems, and more. In parallel, Generative Al, with
models such as ChatGPT proposed by OpenAl has gained significant attention, rapidly
transforming the way people approach and perform everyday tasks.

To train an effective machine learning model, a well-structured and comprehensive dataset
is an essential prerequisite. In real-world applications, large companies such as Google and
Amazon often collect and own extensive training datasets from their end users, enabling
them to train models independently. However, even for these large companies, datasets
are typically collected within the scope of their own business domains and can thus be
further improved by integrating with datasets from other sources. However, due to strict
privacy regulations such as the General Data Protection Regulation (GDPR), companies
are prohibited from directly sharing their data with others, and in some cases, business
considerations may further discourage them from doing so. As a result, the following
research question arises: Can different entities collaboratively train a machine learning
model without exposing their private datasets?

Privacy-preserving machine learning (PPML) provides cryptographic mechanisms that
enable model training without revealing the training data. Within the domain of PPML,
different entities can collaboratively train a machine learning model from scratch or
aggregate their local training results in a federated learning (FL) scenario. To achieve this
goal, we apply secure multi-party computation (MPC) techniques, which enable distrustful
parties to jointly evaluate functions without revealing their private inputs.

In this thesis, we investigate how privacy-preserving machine learning can be achieved
using MPC protocols. Specifically, we propose and experiment with MPC protocols that
are more efficient compared to existing ones. Our first contribution is a four-party secret-
sharing scheme called X-sharing, along with a set of four-party protocols built upon this
scheme. We explore how four-party neuron network training can be accelerated using
this new sharing method and compare its performance against existing approaches. Our
second contribution is the development of new protocols for two-party training of gradient
boosting decision trees (GBDT). We analyze the underlying modular protocols required
for private GBDT and propose efficient two-party protocols to improve training efficiency.
Our third contribution is a maliciously secure aggregation protocol designed for federated
learning, which provides protection against poisoning attacks. The aggregation protocol
is designed for a two-server setting, where clients efficiently share their gradient updates
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Abstract

with the servers, supporting them in generating message authentication codes (MACs).
We prove the security of the proposed protocols within the universally composable (UC)
framework.
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Zusammenfassung

Maschinelles Lernen (ML) ist langst nicht mehr nur ein Forschungsthema. Zum Zeitpunkt
der Abfassung dieser Arbeit ist ML schon ein gut erforschtes und ausgereiftes Gebiet, das
die Entwicklung realer industrieller Anwendungen auf der Grundlage trainierter Modelle
ermoglicht, wie in den Bereichen Gesichtserkennung, Betrugserkennung, Empfehlungs-
systeme und mehr. Parallel dazu hat die generative KI mit Modellen wie ChatGPT, das
von OpenAl entwickelt wurde, erhebliche Aufmerksamkeit erlangt und veréandert rasant
die Art und Weise, wie Menschen alltagliche Aufgaben angehen und ausfithren.

Um ein leistungsfahiges ML-Modell zu trainieren, ist ein gut strukturiertes und umfas-
sendes Datensatz eine wesentliche Voraussetzung. In realen Anwendungen sammeln und
besitzen grofle Unternehmen wie Google und Amazon oft umfangreiche Trainingsdaten
ihrer Endnutzer, was es ihnen ermoglicht, Modelle eigenstdndig zu trainieren. Selbst bei
diesen grofien Unternehmen werden Datensétze jedoch in der Regel im Rahmen ihrer
jeweiligen Geschaftsbereiche erhoben und kénnen daher durch die Integration externer
Datensatze weiter verbessert werden. Aufgrund strenger Datenschutzvorschriften wie
der Datenschutz-Grundverordnung (DSGVO) ist es Unternehmen jedoch untersagt, ihre
Daten direkt mit anderen zu teilen. In manchen Féllen verhindern auch geschiftliche
Interessen eine Datenweitergabe. Daraus ergibt sich die folgende Forschungsfrage: Konnen
verschiedene Parteien gemeinsam ein maschinelles Lernmodell trainieren, ohne ihre privaten
Datensdtze offenzulegen?

Datenschutzwahrendes maschinelles Lernen (Privacy-Preserving Machine Learning, PPML)
stellt kryptographische Mechanismen bereit, die das Trainieren von Modellen ermdogli-
chen, ohne die Trainingsdaten offenzulegen. Im Bereich von PPML koénnen verschiedene
Parteien gemeinsam ein maschinelles Lernmodellvon Grund auf trainieren oder ihre lo-
kalen Trainingsergebnisse im Rahmen eines foderierten Lernens (FL) zusammenfiihren.
Zur Erreichung dieses Ziels verwenden wir Techniken der sicheren Mehrparteienberech-
nung (Secure Multi-Party Computation, MPC), die es einander misstrauenden Parteien
ermoglichen, gemeinsam Funktionen auszuwerten, ohne ihre privaten Eingabedaten of-
fenzulegen.

In dieser Arbeit untersuchen wir, wie PPML mithilfe von MPC Protokollen realisiert wer-
den kann. Konkret schlagen wir MPC-Protokolle vor und evaluieren sie experimentell
im Hinblick auf ihre Effizienz gegeniiber bestehenden Ansétzen. Unser erster Beitrag be-
steht in der Entwicklung eines Vier-Parteien-Secret-Sharing-Schemas, genannt X-Sharing,
sowie eine Reihe darauf basierender Protokolle. Wir untersuchen, wie das Training neuro-
naler Netze im Vier-Parteien-Setting durch dieses neue Verfahren beschleunigt werden
kann, und vergleichen dessen Leistung mit bestehenden Ansatzen. Unser zweiter Beitrag



Zusammenfassung

besteht in der Entwicklung neuer Protokolle fiir das Zwei-Parteien-Training von Gradient
Boosting Decision Trees (GBDT). Wir analysieren die zugrunde liegenden modularen
Protokolle, die fiir privates GBDT erforderlich sind, und schlagen effiziente Zwei-Parteien-
Protokolle zur Verbesserung der Trainingseffizienz vor. Unser dritter Beitrag ist ein gegen
bosartige Teilnehmer sicheres Aggregationsprotokoll fiir foderiertes Lernen, das vor Ver-
giftungsangriffen schiitzt. Das Protokoll ist fiir ein Zwei-Server-Modell konzipiert, bei
dem Clients ihre Gradienten effizient mit den Servern teilen und diese bei der Generierung
von Message Authentication Codes (MACs) unterstiitzen. Wir beweisen die Sicherheit der
vorgeschlagenen Protokolle im Rahmen des Universell Komponierbaren (UC) Sicherheits-
modells.
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1. Introduction

Machine learning (ML) has become one of the most prominent topics in 2025. Nowadays,
large language models (LLMs) like ChatGPT [131] significantly influence the way people
work and provide valuable assistance with everyday tasks, such as troubleshooting and
information retrieval. On the one hand, a well-structured and comprehensive database
is essential for developing an effective machine learning model, as both the quality and
quantity of data directly influence the model’s performance [66]. On the other hand, the
importance of privacy and data security has also been increasingly recognized, with more
than 70% of countries and regions worldwide having enacted legislation addressing these
concerns [162]. The most secure way to keep data is to store it locally and never share it
with anyone. However, this approach also poses a challenge to data usability when it is
shared across several entities.

Secure multi-party computation (MPC) is designed to enable multiple parties to jointly
compute a function without revealing their private inputs. Several related works [73, 88,
101, 105, 119, 120, 156, 163, 164, 169] have explored the application of MPC techniques to
real-world, high-throughput scenarios, particularly in privacy-preserving machine learning
(PPML). Starting from the two-party computation (2PC) case, various frameworks [49, 73,
85, 120, 137] have been proposed, offering trade-offs between security and performance.
Recent works [4, 119] extend 2PC to three-party computation (3PC) by designing protocols
that tolerate at most one corrupted party among the participants. The adversarial threshold
is now relaxed from a dishonest-majority setting, where the adversary may corrupt more
than half of the participating parties, to an honest-majority setting, where a strict majority
of the parties (i.e. more than half) are assumed to behave honestly. The relaxed adversarial
assumptions lead to more efficient protocols for 3PC compared to those for 2PC [40],
raising the following scientific research question: Can four-party computation (4PC) be
non-trivially faster than 3PC? In Chapter 4, we provide an affirmative answer to this
question and demonstrate the application of our novel 4PC protocols to both the training
and inference of convolutional neural networks (CNNs) [67, 93, 152]. Our contribution in
Chapter 4 can be summarized as follows:

+ We propose a new 4PC X-sharing scheme (Section 4.2.1), and we show that in
the honest-majority setting, 4PC protocols, particularly the matrix multiplication
protocol, can be implemented more efficiently than existing solutions. We also
show that our X-sharing scheme is compatible with the free-truncation technique
proposed in SecureML [120]. In addition, we adapt the edabits proposed in [54] to
X-dabit (Section 4.4) and construct novel share conversion and comparison protocols
based on it.



1. Introduction

,_[ References for Chapter 4

Chapter 4 was written based on the following publications.
Publication:

Tianxiang Dai, Li Duan, Yufan Jiang, Yong Li, Fei Mei, and Yulian Sun. “Force:
Highly Efficient Four-Party Privacy-Preserving Machine Learning on GPU”.
in: Secure IT Systems: 28th Nordic Conference, NordSec 2023, Oslo, Norway,
November 16—17, 2023, Proceedings. Oslo, Norway: Springer-Verlag, 2023,
pp- 330-349. 1sBN: 978-3-031-47747-8. DOI: 10.1007/978-3-031-47748-5_18.
URL: https://doi.org/10.1007/978-3-031-47748-5_18

ePrint:

Tianxiang Dai, Li Duan, Yufan Jiang, Yong Li, Fei Mei, and Yulian Sun. Force:
Highly Efficient Four-Party Privacy-Preserving Machine Learning on GPU. Cryp-
tology ePrint Archive, Paper 2023/493. 2023. URL: https://eprint.iacr.org/
2023/493

Contribution: Equal.

« We implement our framework Force [42] on top of Piranha [169] and conduct fair
comparisons between different systems under the same setting. We evaluate existing
solutions including Force, with different models and dataset sizes. An overview of
the evaluation is provided in Section 4.7.

Apart from CNNs, gradient boosting decision trees (GBDT) [57] and its variant XGBoost
[34] are widely used in real applications, such as online marketing [104, 116], risk man-
agement [157], fraud detection [143] and recommendation systems [146]. While the above
techniques can be directly applied to enable private GBDT training, efficiency remains the
primary concern. Recent works [36, 56, 108, 173] propose various solutions to improve
efficiency, particularly focusing on a single module known as secure bucket aggregation,
which is widely regarded as the most time-consuming component of private GBDT training.
In Chapter 5, we propose a pure MPC-based secure bucket aggregation protocol, which
outperforms other related works in the online computation. Our contribution in the first
part of Chapter 5 can be summarized as follows:

« We present a novel two-party bucket aggregation protocol Ilkeypuc (Section 5.2.5).
Our protocol does not rely on additive homomorphic encryption as used in previous
works [36, 108], but achieves improved communication efficiency while maintaining
provable security.

Function Secret Sharing (FSS) schemes [18, 19, 20, 21] are designed to optimize the online
phase of computation. These schemes rely on a preprocessing stage, during which a trusted
dealer distributes correlated randomness to the parties and thus significantly accelerate the
online computation by constructing FSS computation gates. In the remainder of Chapter 5,
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we examine how to implement the modular protocols required for private GBDT training
using FSS-based constructions. Our contribution can be summarized as follows:

« We model the FSS gates proposed in [18, 19, 20, 21] as an ideal functionality ?’F(;gmp

within the Universal Composability (UC) framework [29], so that ﬁggmp can be
called as sub-protocols.

« We use (fégmp to construct a silent bucket aggregation protocol Isig, in Section 5.4.1
and a silent argmax protocol IIsjarg in Section 5.5.1. We then adapt the pure secret-
sharing-based node split approach to an FSS-based approach, as described in Sec-
tion 5.4.3. Combining all above techniques, we propose our FSS-based GBDT training

algorithm in Section 5.6.

Federated Learning (FL) [115] was introduced to train a global machine learning model
across multiple decentralized data sources while preserving data privacy, as local datasets
are not shared with other participants. However, a wide range of research has shown that
simply receiving gradients may allow the central server to infer sensitive information from
local datasets, enabling various inference attacks [7, 47, 70, 71, 125]. At the same time, FL is
also vulnerable to poisoning attacks. Malicious participants may inject corrupted updates
into the training process to degrade the performance of the global model [14, 149, 154], or
embed backdoors that can be exploited at inference time [63, 129, 155, 165]. To address the
above issues, we follow state-of-the-art works [37, 110, 141] that employ secure aggregation
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and norm-based defenses !, while shifting the focus toward achieving malicious security
from cryptographic point of view. In Chapter 6, we construct a two-server framework,

similar to the distributed server setting proposed in [127, 141]. Our contribution can be
summarized as follows:

« We investigate how to securely and efficiently enable the servers to perform the
SPDZ,r scheme in collaboration with clients, that are supposed to have limited
computational resources. By applying the SPDZ,« scheme, clients are not required
to participate in any computation beyond the input phase. We propose an input

! In this thesis, we focus on achieving malicious security from a cryptographic perspective, while treating
the improvement of poisoning defense performance as an orthogonal research direction.


https://doi.org/10.1145/3634737.3657024
https://doi.org/10.1145/3634737.3657024
https://doi.org/10.1145/3634737.3657024
https://doi.org/https://doi.org/10.56553/popets-2025-0134
https://eprint.iacr.org/2025/1289

1. Introduction

commitment protocol IT“°™ in Section 6.2.1 for clients to efficiently shares their

input and help servers to generate information-theoretically secure message authen-
tication code (MAC) shares. We provide detailed mathematical proofs to show that
the probability of successfully introducing errors into MAC shares is negligible.

« We identify a subtlety in modeling functionalities for SPDZ,« scheme, which we
elaborate on in Section 6.3.3. In a nutshell, a functionality might not be able to
compute the correct MAC shares. Since the global MAC key is primally determined
by the preprocessing functionality, the only option for other functionality to obtain
the global MAC key is to reconstruct it by receiving input shares and input MAC
shares, which could lead to inconsistencies. Following the approach of [39, 46], we
construct a wrapper functionality 7" as described in Fig. A.7.






2. Related Work

2.1. Privacy-Preserving Machine Learning on Convolutional
Neural Network with Graphics Processing Unit

In a two-party computation (2PC) setting, SecureML applies multi-party computation
(MPC) techniques to privately train a neural network (NN). It adopts a mixed-protocol
structure of ABY [49], using correlated randomness generated during a preprocessing
phase to accelerate the online computation. Follow-up works such as miniONN [105]
secureNN [163], Falcon [164], Cheetah [73] and [68, 81, 97, 117, 140, 183] continue to adopt
the mixed-protocol approach, while focusing on optimizing modular operations using
various techniques. Later, ABY3 [119] investigates three-party computation (3PC) in an
honest-majority setting to accelerate PPML using a replicated secret sharing scheme. The
semi-honest and malicious security foundations of the above protocols are addressed in
both [4] and [60]. Follow-up work Blaze [138] achieves fairness, while Swift [89] provides
the guarantee of delivery property in the 3PC setting under the honest majority. Recent
four-party computation (4PC) frameworks [24, 32, 45, 89, 90, 101] continue with a similar
approach but with different focuses. [101] builds a PPML framework based on a 4PC engine
with semi-honest security, providing Python interfaces for real-world applications. Other
works [24, 32, 45, 89, 90] aim to propose provably maliciously secure 4PC protocols, often
incorporating additional desirable properties such as fairness or guarantee of delivery.

While Graphics Processing Units (GPUs) have been shown to significantly accelerate
machine learning training, cryptography researchers have also begun exploring their use
to accelerate the execution of cryptographic protocols. Finally, these two lines meet at
PPML. CrypTen [88] retains an ABY-style cryptographic core while offering PyTorch-like
[136] interfaces to support machine learning practitioners. While CrypTen still uses an
n-out-of-n secret sharing scheme, CryptGPU [156] implements a replicated secret sharing
scheme in the 3PC setting. Specifically, both frameworks accelerate local computations
using GPUs. Apart from that, Piranha [169] introduces a generic secret-sharing-based
MPC protocol designed for GPUs, implemented in C++. It proposes novel engineering
optimizations that enable training large-scale models such as VGG [152] using MPC, which
was previously infeasible with CryptGPU or CrypTen.

For more details, we also refer the reader to the survey [126].



2. Related Work

2.2. Privacy-Preserving Machine Learning on Gradient
Boosting Decision Tree

By applying oblivious transfer (OT) [124] and Yao’s garbled circuits [178], Lindell and
Pinkas [103] securely train a single decision tree model on a horizontally partitioned dataset
over two parties. As follow-up work, Abspoel et al. [1] and De Hoogh et al. [48] continue
this line of research. Recent works [36, 56, 108, 171] focus on privacy-preserving gradient
boosting decision trees (GBDT) training, assuming that the dataset is vertically distributed.
They show that optimizing the secure bucket aggregation protocol significantly accelerates
the private GBDT training process. SecureBoost [36] applies the Paillier encryption scheme
[133] to securely compute the sum of selected vector entries, thereby enabling secure
bucket aggregation. The proposed method is further optimized by Fu et al. [58] and Chen
et al. [35] from communication and computational complexity perspectives. Pivot [171]
retains the underlying structure of SecureBoost [36], but introduces MPC protocols to
address the leakage of intermediate results. Recently, Squirrel [108] investigates how
privacy-preserving GBDT training can be accelerated using a lattice-based Homomorphic
Encryption (HE) scheme, specifically learning with errors (LWE) and its ring variant
(RLWE). While the above works employ HE for secure bucket aggregation, Xie et al. [173]
and Fang et al. [56] instead rely on two-party multiplication protocols to implement this
module. At the same time, works such as [94, 98] integrate secure hardware to support
privacy-preserving GBDT training. Without employing any cryptographic protocols,
FederBoost [158] chooses to apply differential privacy (DP) [52, 53] as the sole mechanism
for protecting data privacy.

2.3. Privacy-Preserving Federated Learning and Poisoning
Attacks

Federated learning (FL) [115] is first proposed by Google to train machine learning models
across multiple data sources without centralizing data. FL is designed to safeguard data
privacy, which however often fails in practice. Recent works [16, 17, 37, 110, 141] show that
simply receiving model gradients can allow an adversary to infer sensitive information
from clients’ local datasets, even though the data itself is never revealed in plaintext. A
wide range of research has examined and explored various inference attacks that could
compromise the privacy of FL systems [7, 47, 70, 71, 125]. Apart from privacy issue, FL is
also vulnerable to poisoning attacks. A malicious adversary in FL can compromise the
global model in two ways. First, it can inject harmful data into its own local training dataset
[87, 150, 151, 159], as its private data is not subject to verification by other participants.
Second, it may maliciously submit altered gradient updates to the central server [6, 55,
113, 166], which lacks the means to detect such behavior.

Without considering data privacy, several mitigation methods against poisoning attacks
have been explored [99, 107, 122, 123, 177, 184]. One such approach is to compare sub-
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2.3. Privacy-Preserving Federated Learning and Poisoning Attacks

mitted gradient updates with benign ones and filter out outliers [5, 30, 50, 59, 113, 114].
Clustering [33, 127, 176] and anomaly detection [3, 80] are also considered effective
means for identifying and filtering malicious updates. Frameworks such as Krum [15]
and Median/Mean [179] propose Byzantine-robust FL aggregation rules and prove that
the global model still converges when the corresponding aggregation rules are applied.
Another approach is gradient clipping and noising, which smooths model updates and
mitigates update discrepancies [100, 172]. These aggregation rules are later attacked and
partially mitigated by Fang et al. [55].

As an independent research direction orthogonal to the above works, secure aggregation
(particularly in a single-server setting) has been extensively studied to preserve user privacy
[17]. Subsequent works extend these approaches to additionally guarantee output integrity
[65, 142, 167, 186]. SecAgg [17] combines masking, Shamir’s secret sharing [147] and
symmetric encryption to protect local models from unauthorized access. VerifyNet [174]
and VeriFL [64] build on top of SecAgg [17], incorporating additional verifiability features to
ensure the accuracy of aggregation. SecAgg+ [13], SVFL [109], and Flamingo [112] attempt
to improve efficiency by using masking techniques. E-SeaFL [11] applies authenticated
homomorphic vector commitments to generate a proof of correct aggregation. Huang
et al. [72] and Yu et al. [180] achieve result correctness verification by involving a trusted
third party. Meanwhile, Pasquini et al. [135] introduce several attacks in the presence of a
malicious server.

Recently, several works have proposed secure aggregation protocols that achieve poison-
ing resilience against malicious adversaries in FL. Prio [38], Prio+ [2] and Eiffel [37] use
secret-shared non-interactive proofs (SNIP) to validate clients’ input, thereby filtering
out potentially malicious gradient updates. RoFL [110] provides input privacy and an en-
forcement of norm-based defenses by applying expensive non-interactive zero-knowledge
proofs (NIZK), specifically Bulletproofs [23]. Instead, Acorn [12] proposes using range
proofs, while Flag [8] enhances security against adaptive adversaries. In a distributed-
server setting, MLGuard [86], FLGuard [128] and SafeFL [61] design MPC protocols among
computation servers to detect malicious inputs. Elsa [141] breaks traditional server-client
application model by accelerating online computation through offloading oblivious trans-
fer correlations and Beaver triples to clients. Prior works also apply techniques such
as DP [78, 106, 161, 170, 185], trusted execution environments (TEE) [82, 118, 121, 139],
homormorphic encryption (HE) [26, 79, 134, 148, 181], zero knowledge proofs (ZKPs) [51,
130, 168] and hybrid approaches [25, 153, 160, 175] to counter corrupted actors in FL.
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3. Preliminaries

This chapter is taken verbatim from the publications [40, 43, 75, 77].

3.1. Notations

In this thesis, we use boldface letters (e.g., x) to denote vectors, where x = (xo, ..., Xp—1).
We use 0-based indexing throughout this thesis unless stated otherwise. In particular,
whenever we write i € [n], we mean i € {0,...,n — 1}. We use P; to denote the i-th party
and P, to denote a corrupted party. The i-th element of x is denoted by x;, and we may
also write x[i] to refer to the same element. If a party defines x = (x, x;), this denotes the
vector obtained by appending the element x; to x. We write the dot product of vectors x
and y as x - y. We write the element-wise multiplication of vectors x and y as x o y. We
write the element-wise AND of two Boolean vectors x and y as x * y. We also write the
scalar product of a scalar x and a vector y as x o y.

3.2. Fixed-Point Computation

Let p denote the number of fractional bits in the fixed-point representation. Let | -| denote
the floor function. We define x € Z,« as the fixed-point representation of X € R satisfying
the condition x = | x - 27|, where x is an k-bit integer using two’s complement. Thus,
x consists of an integer part for k — p bits and a fraction part for p bits. Addition and
subtraction can be directly performed on Z,r. However, the result of multiplication has to
be divided by 27 to keep the shifted magnitude consistent [120].

3.3. Secret Sharing

3.3.1. n-out-of-n Sharing
Definition 3.3.1 (n-out-of-n Sharing). An n-out-of-n sharing of a value x € Z, over Z

consists of shares
n
(XOs X1 .- ,xn—l) € sz ’
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3. Preliminaries

such that

n—1

in =x (mod 2).

i=0

Each party P; holds the corresponding local share x;.

We denote this sharing scheme as [-] in 2PC case and [-]non in nPC case (e.g. [-]303). We
let [-]; denote the local share of P;. For the rest of this section, we use [-] as an example.

Addition (Subtraction). Suppose parties hold [x]| and [y]. To compute [z] = [x + y],
each P; locally sets
[z]; = [x]; + [y]; mod 2*.

Subtraction is handled analogously.

Scalar Multiplication. Let ¢ € Z,« be a public constant known to all parties. Then the
scalar multiplication [z] = [cx] can be computed locally by P; as

[z]; = ¢ - [x]; mod 2F.

Multiplication. Unlike addition (subtraction) and scalar multiplication, multiplying two
shared values [x] and [y] requires parties to communicate with each other. Given a Beaver
triple [10, 49, 85] ([a], [b], [c]) satisfying ¢ = ab mod 2*, parties can reconstruct

e:x—amode, f:y—bmode,
then compute their result shares as

[z] = [c] +e[b] + fla] +ef.

Division. To divide [x] by [y], parties have to first compute the reciprocal [1/y] of [y]
then multiply [1/y] by [x]. Asin previous works [56, 108], we use the Goldschmidt division
algorithm [62] to compute an approximate reciprocal. We adopt the same parameters
as Catrina and Saxena [31] for the secure normalization protocol when computing the
initial approximation. As shown in their work, refining the jointly computed initial
approximation using only two Goldschmidt iterations yields a relative error bounded by
les] < (0.08578)*, which is approximately 27!* in magnitude for the final result (ignoring
truncation effects).

Boolean secret sharing. Let x € Z,. A Boolean sharing of x, denoted by (x), consists of
two shares (x)1, (x)» € Z; such that x = (x); ® (x).
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3.3. Secret Sharing

3.3.2. Zero Sharing

Definition 3.3.2 (Zero Sharing). An n-party zero sharing over Z,« consists of shares
(ro, 71, -5 Tn-1) € ng,
such that
n—1
Z r,=0 (mod 25).
i=0

Each party P; holds the corresponding local share r;.

Such a zero sharing can be obtained by evaluating a keyed pseudorandom function (PRF)
with pre-shared keys [4, 156].

3.3.3. Replicated Sharing

Definition 3.3.3 (Replicated Sharing in 3PC). Let x € Z,. A replicated sharing of x among
three parties consists of shares xg, x1, x2 € Zyx such that

X = X0+ X1+ X9 mod2k,

where each party P; holds the pair (x;, xj4+1)-

We denote such a sharing by [x]rs. Addition and subtraction of two replicated shares
[x]rs and [y]grs can be locally computed by parties. In contrast, multiplication of replicated
shares requires interaction. Given [x]grs and [y]grs, each party P; can locally compute

2i = X;Yi + Xip1y; + Xiyis1 mod 2F,
which yields a 3-out-of-3 additive sharing [xy]303, i.e.,
Xy = 2o+ 21 + z, mod ok,

To convert this 3-out-of-3 sharing into a replicated sharing [xy]gs, the parties execute a
reshare protocol. Specifically, they jointly generate a three-party Zero Sharing (ro, r1,12) €
Zyi such that

ro+ri+r; =0 (mod Zk).

Then P; sends the masked value z; + r; to party P;;;. The above procedure is formally
specified in [4, 119].

More generally, we call a secret sharing scheme replicated if at least one local share
component is held by more than one party.
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3.3.4. SPDZ,

In SPDZ,« [39], an information-theoretic MAC scheme is introduced. Each party P; holds
an additive share o’/ € Zjs of a secret global MAC key a = a°+a! (over Z). An authenticated
secret value x € Z, is shared between parties (in 2PC), if each party P; holds a share
xl e Zok+s, such that

x =x"+x' mod 2 and x=x" (mod 25).
In addition, each party holds a MAC share m’/ € Zs such that
_ 0 1 k+s _ ’ k+s
m=m +m mod 2 and m=a-x mod 2.

Since « is a global MAC key, we abbreviate each local share as (x/, m/) and denote such
an authenticated sharing by [x].

For a Boolean shared value x € Z,, we write [x],, where
Hxﬂé = (x], mi-) S Zzl+s X Z21+s.

Addition and multiplication over Zyi+s correspond to XOR and AND over Z,, respectively.
As observed in [46], for Boolean multiplication it suffices to ensure correctness modulo 2,
such as

z =x -y mod 2,

and we may not have

7 =x" -y mod 2.

3.4. Function Secret Sharing

We follow the definition of function secret sharing (FSS) in [18, 20]. Unlike the traditional
secret sharing schemes where a secret input x is shared, FSS applies the sharing scheme on
a function (f)) and lets parties hold a masked value %. FSS shares a function f(-) into two
function keys (f])o and (f); satisfying f(x) = (f)o(x) + (f)1(x). We define FSS schemes
and gates as follows:

Definition 3.4.1 (FSS Syntax). A two-party function secret sharing (FSS) scheme is a pair
of algorithms (KeyGen, Eval) satisfying the following conditions:

« KeyGen(4, f ) is a probabilistic polynomial-time key generation algorithm, which on
input A (security parameter) and f € {0, 1}* (description of a function f) outputs a pair
of keys (ko, k1). We assume that G'" (input group) and G°“! (output group) are already
included in f .

« Eval(i, k;, x) is a polynomial-time evaluation algorithm, which on input i € {0, 1} (party
index), k; (i-th function key defining (f)); : G" — G°"!) and x € G'" outputs (f);(x) €
GOt (i-th share of f(x)).
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3.5. Universally Composable Security

Definition 3.4.2 (FSS Correctness and Security). A pair of algorithms (KeyGen, Eval) as
defined in Definition 3.4.1 is an FSS scheme for a family of function ¥ if the following
conditions hold:

- Correctness: For all f describing f : G" — G° € ¥ and every x € G, if (ko, k;)
KeyGen(A, f) then Pr[Eval(0, ko, x) + Eval(1, k1, x) = f(x)] = 1.

« Security: For each i € {0, 1} there is a PPT algorithm simulator §;, such that for every
sequence ( f;) jen of polynomial-size function descriptions from ¥ and polynomial-size
input sequence x; for f;, the outputs of the following experiments Real and Ideal are
computationally indistinguishable:

- Realj: (ko, k1) « Gen(/l,f;-); Output k;.
- ldeal;: Output S;(4).

Definition 3.4.3 (Offset function family and FSS gates). Let G = {g : G" — G°'} be a
computation gate. The family of offset functions G of G is given by:

g" — {g{ri“,r"“t} . @in —>GOUt| g: Gi" — GoUt ¢ G}
where r'" € G'", r°Ut € G°“t and

out

g () = g =)+
and g% " s parameterized with descriptions {r™", 7°'t}. Finally, we use FSS gate for G
to denote an FSS scheme for the corresponding offset family G.

Definition 3.4.4 (Distributed Comparison Function). A special interval function f Tﬁ also
referred to as a comparison function, outputs f if x < a and 0 otherwise. We refer to an
FSS scheme for comparison function as distributed comparison function (DCF). Similarly,
function f* %ﬂ outputs B if x < « and 0 otherwise. In both cases, the minimal default leakage

leak(f) = (G, G*™) is allowed.

3.5. Universally Composable Security

In this thesis, we consider two types of adversaries: semi-honest and malicious. A semi-
honest adversary follows the protocol specification but attempts to infer additional private
information from the received messages. In contrast, a malicious adversary may arbitrarily
deviate from the protocol in an effort to compromise privacy or correctness. Let REALy # z
denote the output of an environment machine Z interacting with the adversary A execut-
ing the protocol IT in the real world. Let IDEAL# s 7 denote the output of Z interacting
with a simulator S connected to an ideal functionality ¥ in the ideal world:
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Definition 3.5.1 (Universally Composable (UC) Security [28]). Let ¥ be a functionality and
let IT be a protocol that computes ¥ . Protocol II is said to uc-realize ¥ in the presence
of static semi-honest/malicious adversaries if for every non-uniform probabilistic
polynomial time (PPT) adversary A, there exists a non-uniform PPT adversary S, such
that for any PPT environment Z:

IDEAL# s 7z = REAL[ 7 7,

where = denotes the computational indistinguishability.

We follow the security definitions provided by the Universal Composability (UC) frame-
work [28]. In the hybrid model, a uc-secure protocol can be abstracted by an ideal func-
tionality and invoked as a subroutine within other protocols. We let sid denote the session
identifier. All subroutine calls to ideal functionalities are made under the same session
identifier sid as the main protocol.

Static Corruption. We consider static corruption throughout the entire thesis. In [28],
static corruption is defined such that the identities of adversarially controlled parties
are fixed before computation begins. In particular, a corruption message sent from the
adversary to the ideal functionality is only considered if it is delivered in the immediately
subsequent activation.

3.6. Malicious Clients in Federated Learning

We let C. denote the compromised clients. In the scope of federated learning, an adversary
B may control a subset of clients and thus manipulate their local updates {u;};e.. We
formally describe the adversarial goal as follows:

Definition 3.6.1 (Compromised Model [127]). Let M be the benign model and let M’
denote the compromised model. Let D, denote the trigger set, where for each x € D, there
is a manipulated output z’ chosen by the adversary. The model is said to be successfully
compromised by the adversary;, if:

Z# f(M,x) Vxe€D,

fMx) = {f(M, x) Otherwise.

In the meantime, the model M’ should be hard to be distinguished from the benign model
M.
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3.7. Ly,-Norm and L.,-Norm

3.7. L,-Normand L..-Norm

The Euclidean Norm of a vector x = {xy, ..., x,_1}, or L,-Norm, is defined as L,(x) =

x5 +...+x2_,. Due to the computation complexity, if we have bound the L,-Norm of

x by B, we instead bound the squared L,-Norm by f%. However, when working with
cryptographic primitives over finite rings, merely imposing an upper bound on the L,-
Norm is inadequate for controlling the individual component magnitudes, since overflow
can cause values to wrap around the modulus. To overcome this, we supplement the
L,-Norm bound with an additional component-wise upper limit based on bit length. Using
the L,,-Norm, we define xma.x = mlax|x,-|, which is now bounded by 2*~! for some w € N,

This is equivalent to bound every element in x by 2%~1.

3.8. Malicious? Security

In the traditional security with abort paradigm [102], input validity is, by definition,
out of scope. However, in federated learning (FL), a malicious adversary may not only
deviate from the protocol but also corrupt a subset of clients and inject malicious inputs
to manipulate the final result, as discussed in Section 3.6. To capture both aspects, we
introduce the term Malicious® Security, which denotes security against malicious behavior
in the UC framework as well as resilience to model poisoning attacks in the FL setting.
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4. AFour-party Computation Framework
for Training Convolutional Neural
Network

4.1. Convolutional Neural Network

The development of deep learning and convolutional neural networks (CNNs) has brought
revolution to computer vision and many other fields [67, 93, 152]. A typical CNN model
consists of stacked convolutional layers combined with activation functions, optional
normalization layers and pooling layers, followed by fully connected layers. In this section,
we briefly introduce each type of layer and describe the specific computations performed
by each.

Feature Map Tensor. Let m € N denote the batch size, d € N the number of feature
channels, and h, w € N the spatial height and width. A feature map tensor is defined as

X e Rmxdxhx«w

ConvolutionLayer. Let X € R™ 4w he the input tensor, where d;, denotes the number
of input channels. Let the convolution kernel tensor be

K c Rdouthinthka

where d,; is the number of output channels and ky, k,, denote the kernel height and
width.

For stride s € N and padding p € N, the output tensor satisfies

Y e Rmxdoutxh’xw

where

N S

h,:{h+2p—kh|+l, » {w+2p—kwl+1.

Let b € R%: be an optional bias vector. The convolution layer defines the mapping

ConVKb . Rmxdinxhx«w N Rmxdoutxh’x«w’

23



4. A Four-party Computation Framework for Training Convolutional Neural Network

such that foralln € {0,...,m—1},i € {0,...,dout —1},j €{0,...,h =1}, k €{0,...,w —
1},

din—1kp—1k,,—1

Ynijk = bi + Z Z Z Ki,c,a,t Xn,c, sj+a—p, sk+t—p-
c=0 a=0 ¢=0

Entries of X outside the padded spatial domain are treated as zero.

Activation Layer. The activation layer introduces non-linearity. In Force, we use the
ReLU activation function
f(x) = max(x,0).

Pooling Layer. Given pooling window size kj X k,, and stride s, the output spatial dimen-

sions are Wk L
h’:{ _h|+1, w’:{w_ W|+1.
S S

Max pooling: The max pooling layer defines
MaxPool : RmxdxhXW - Rmxdxh’xw
suchthatforalln € {0,...,m—-1},i € {0,...,d-1},j€{0,...,h'—1},k € {0,...,w' =1},

Unijk = MaAX  Xpj sjta, sk+b-
0<a<ky—1

0<b<k,,—1

Average pooling: The average pooling layer defines
AvgPool : RXAxhxw _ pmxdxh'xw’

such that
kp—1k,—1

1
Ynijk = knk § E Xn,i, sj+a, sk+b-
w

a=0 b=0

Fully Connected Layer. A fully connected layer defines the affine mapping

FCwyp : R" — R™.

Let W € R™" be the weight matrix, b € R™ the bias vector, and x € R" the input. The
outputy € R™ is
y = Wx +b.
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Optional Normalization Layer (Batch Normalization). Let X € R™®PXW with entries

Xn,ijk- For each channel i € {0,...,d — 1}, define the mean
1 m—1 h—1 w—1

i = = hw Z Xn,i,j ks
n=0 j=0 k=0

and variance

m—1 h—1 w-1
2 _ 1 2
0; = i (xn,i,j,k _ﬂi) .
n=0 j=0 k=0
The normalized tensor is
. _ Xnijk ~ Hi
Xnijk = = —
ol +e

1

where € > 0 is a constant for numerical stability.

The BN output Y € R™*@xhxw jg

Ynijk = YiXnijk + Bis

where y;, f; € R are learnable parameters.

Forward and Backward Propagation. Network training consists of forward propagation
and backward propagation. During forward propagation, computations are performed
sequentially, layer by layer, from the input layer to the output layer according to the
network architecture. Given an input sample (or mini-batch), the network produces a
prediction, after which a loss function £ is evaluated to measure the discrepancy between
the predicted output and the ground-truth target. During backward propagation, gradients
of the loss with respect to all learnable parameters are computed using the chain rule.
The network parameters are then updated to minimize the loss. For Force, we employ
Stochastic Gradient Descent (SGD) as the optimization algorithm.

4.2. Four-Party Secret Sharing and Fixed-Point Computation

4.2.1. X-Sharing

We formally define a four-party sharing type X-Sharing in this section. Note that X-
Sharing works over both Z,« for arithmetically shared value and Z; for boolean shared
value. In addition, a secret value x can be shared in two share-modes:

Definition 4.2.1 (X-Sharing in AC mode). A secret value x € Z, is said to X-shared
among the parties in AC mode, if Py and P; hold xy € Z,, P, and P3 hold x; € Zy, such
that xo + x; = x mod 2k,
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Protocol IT.hmo

Private inputs: Parties hold [x]y.
Outputs: [x]4.
Preprocessing: P; sends (CMSGen, ytog, 0, P;, sid) to ?:‘F;rce, receives [[r]];"toqs as output.
Protocol:
« Ify = AC and ¢ = AB:
1. Py computes dy = [x] ;0 + [[r}]r/)/‘ioqS mod 2K, then sends d, to P,.
2. P, computes d; = [x] ;2 + [[r}];ztoqs mod 2¥, then sends d; to P,.

3. Upon receiving dy and dj, Py and P, set [x];;0 = dy + d; mod 2% and [x] ;2 =dy +
d; mod 2*, respectively.

4. Py and Pj set [x] ;l = [[r}]:;lto 5 [x] ;3 = [[r]];"’;o » Tespectively.

o Otherwise if ¥ = AB and ¢ = AC, switch the role of P, with Py, do the same as above.

Figure 4.1.: Four-Party Change Share-Mode Protocol

Definition 4.2.2 (X-Sharing in AB mode). A secret value x € Z, is said to X-shared
among the parties in AB mode, if Py and P, hold x( € Z,«, P; and P3 hold x; € Z,, such
that xo + x; = x mod 2*.

We denote the above sharing schemes as [-]sc-Sharing and [-]|sg-Sharing. We further de-
note P;’s local share of [x]y as [x] ;", where ¥ € {AC, AB}. We also define the reconstruction
partner as follows:

Definition 4.2.3 (Reconstruction Partner). Suppose that a secret value x is X-shared in
¥ mode. The reconstruction partner of P; is the party with which P; can reconstruct the
secret value x regarding the share-mode .

4.2.2. Share-Mode Conversion

In this section, we show that the parties can execute a share-mode conversion protocol
ITchmo to change share-modes. Suppose that the parties originally hold [x]ac and are
willing to convert [x]ac to [x]as. The local shares must be freshly computed, otherwise a
party (e.g. P;) which originally holds x( and then receives x; is able to reconstruct x.

We formally describe II o in Fig. 4.1. We first assume that the parties already hold a
correlated randomness called changing-mode sharing (CMS), denoted as [ yto4:

Definition 4.2.4 (Changing-Mode Sharing). A changing-mode sharing is defined as [r[yto¢ =

(ro,71,7) € sz, such that
”o+r1+r:Omod2k.
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4.2. Four-Party Secret Sharing and Fixed-Point Computation

If ytop = ACtoAB, P holds ry, P; holds ry, P, and P5 hold r. If to¢ = ABtoAC, Py holds
ro, P holds r;, P; and P3 hold r.

In ITchmo, the generation of [r]yo4 is realized via an interaction between the parties and
the four-party preprocessing ideal functionality 7', formally defined in Fig. 4.7. Suppose
that ¥ = AC and ¢ = AB. After executing II .m0, parties Py and P (and similarly P; and
P3) obtain identical local output shares. Intuitively, the values (ry, r1) serve as masks for
the local shares of Py and P;, while the parties holding r directly adopt it as their refreshed
local share under the target sharing ¢. As shown in Fig. 4.1, Py and P, exchange their
masked values dj and dy, respectively, and compute their outputs as

[x]7% = [x]% = dy +d; mod 2*,

Meanwhile, P; and Pj set their outputs to

(x5 = [x]5% = 7.

The correctness follows from
d0+d1+r=x0+x1+ro+r1+r:xmod2k,

which shows that the resulting shares reconstruct the original value x.

There exist multiple approaches to generate [r] 4, depending on whether certain parties
are allowed to learn other parties’ local shares. We take [r]actoas as an example. A naive
way to generate [r]actoas is to let Py hold kgcm Ap» P1 hold kiCt oap and P2 (and P3) hold
(kgcm AR k/l\Cto AB), then derive randomness from keyed PRF. However, we notice that in
this case (ry, 1) are publicly known by P; and Ps;. Although the above approach does
not compromise the security of II.ymo, since Py and P, do not have to communicate with
P, and P53, we choose to hide the local shares (7, ;) from the parties that hold r. We

introduce our CMS generation protocol IIcmscen in Fig. 4.2.

4.2.3. Reshare

We also present a reshare protocol Il in Fig. 4.3, which converts a 4-out-of-4 shared
value [x]404 to an X-shared value [x]y, where y € {AC, AB}. The key idea is to make use
of a Zero Sharing similar as in ABY3 [119].

We define the reshare partner as follows:

Definition 4.2.5 (Reshare Partner). Suppose that a secret value x is 4-out-of-4 shared
among the parties and [x]y is desired. The reshare partner is the party with which P;
should exchange its masked local share to construct [x]:

« If y = AC, Py and Py, P, and P5 are reshare partners for each other, respectively.

« If y = AB, Py and P, P; and P; are reshare partners for each other, respectively.
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Protocol Ilcpmsgen

Public inputs: Parties hold ctr.
Outputs: [r]y0g-
Protocol:

0 1 0 1 0
1. Py randomly choose k-, 15s Kactons Kaptoac @094 Kagionc- It sends k., . to Py and Ps,

k! to P,. It also sends k? to P, and Ps, k to P,

1
ACtoAB ABtoAC ABtoAC

2. Py randomly choose kiCtOAB and kiBtOAC. It sends kiCtOAB to P, and P, it also sends

kiBtoAc to P, and Ps.

« If Ytop = ACtoAB:
3. Po computes ro = PRFyo (ctr) — PRFp1 (ctr) then sets [[r]]ZOCtOAB =Try.
4. P, computes r; = PRF1 (ctr) — PRFjz (ctr) then sets [[r]]iZCtOAB =ry.

5. P; and Ps compute:
_ P _ P _ .
r=PRFg (ctr) — PRFpo (ctr) and set [r] \cioan = 7] atioas = 7> Tespectively.

« Otherwise if tog = ABtoAC:
3. Po computes ro = PRFyo  (ctr) = PRFi:  (ctr) then sets [[r]]ZOBtOAC = 1o.
4. Py computes ry = PRF1  (ctr) — PRFiz  (ctr) then sets [[r]]ilBtoAC =ry.

5. P, and Ps compute:
_ P _ P _ .
r=PRFg (ctr) — PRFpo (ctr) and set [r] \&, o = 7] aBioac = 7> respectively.

Figure 4.2.: Four-Party Changing-Mode Sharing Generation Protocol

Protocol IT.

Private inputs: Parties hold [x] 04
Outputs: [x], with y € {AC,AB}.

Preprocessing: P; sends (ZeroSGen, P;, sid) to ﬂ%ré, receives [O]Z'04 as output.
Protocol:

1. We denote PE" as P;’s reshare partner.
- If y = AC: Py and P; set P;)o = P, and P;)l = Py, respectively. P, and P; set P?Z =Ps
and P§.’3 = Py, respectively.
- Ify = AB: Py and P, set PE" =P, and P;Z = Py, respectively. P; and Ps set P;)l =Ps

and P?S = Py, respectively.
2. Each P; computes e’ = [x] 534 + [0]554 mod 2* and sends e to its reshare partner P;.

3. Upon receiving e/ from P]j?i, P; sets [x];i = ePi + ¢P/ mod 2.

Figure 4.3.: Four-Party Reshare Protocol
As shown in IT,egp, P; only have to mask its own local share [x] Z; 4 with [O]Zé , and then
exchange the masked share e” with its reshare partner P?" according to desired share-mode
. The correctness follows from

Z e’ = Z(xi +7;) = x mod 2.

1
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4.2.4. Linearity

We now discuss the linearity properties of X-sharing in AC mode.

Let x,y € Z,« be two secret values that are X-shared in the same mode, denoted by [x]ac
and [y]ac. Then the parties can locally compute

[z]ac = [x]ac + [y]ac,

where for each party P;,

[2150 = [x]5L + [y] 3L mod 2%,

This yields a valid X-sharing of z = x+y mod 2*. Similarly, for public constants ey, e; € Zx,
the parties can locally compute

[z]ac = eo[x]ac + e1lylac,

by setting, for each P;,

1

[Z]AP\ic =€ [X]AP\C +e; [y];ic mod 2.

This produces a sharing of z = egx + e;y mod 2~.

However, suppose x and y are X-shared in two different share-modes, i.e., the parties hold

[x]ac and [y]ap. In this case, a direct local addition yields a 4-out-of-4 additive sharing
of
z = 2x + 2y mod 2*.

More precisely, defining
[2]404 = [x]ac + [yl A,

each party P; locally computes

Pi Pi Pi k
[z]404 = [x]AC + [y]AB mod 2°.
Since each secret component is duplicated across two parties, the resulting reconstruction

equals
Z[z] Pi = ox+ 2y mod 2k,

404
P;

which corresponds to a 4-out-of-4 shared [2x + 2y]404.

To maintain X-sharing for the computed value, the parties can execute a Share-Mode
Conversion protocol IT.hmo (see Section 4.2.2), converting the share-mode of y (or x) from
[-]aB-sharing to [-]ac-sharing. After conversion, both x and y are again X-shared in the
same mode, and local linear operations preserve the intended invariant.
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Protocol Iyt

Private inputs: Parties hold [x]y, [y]4, where ¢ # ¢.
Outputs: [z]g with z = xy.
Protocol:

1. Parties locally compute [z]404, Where [z] 554 = [x] ;" [y] ;i mod 2.

2. Parties execute I,5, With [2z]404 as input, receives [z]g as output.

Figure 4.4.: Four-Party Multiplication Protocol with ¢ # ¢

4.2.5. Multiplication with X-Sharing

We now describe how to perform four-party multiplication with X-sharing. Suppose the
parties hold [x]ac and [y]ag. The goal is to compute a 4-out-of-4 shared product [z] 404,
where z = x - y mod 2¥. Each party P; can then locally compute

(2151, = [x]he [yl hy mod 2°.

The Correctness follows from

xy = (xo0 +x1) (Yo + Y1)
= XoYo + Xoy1 + X1Yo + x1y; mod 2k,

Hence, no communication is required to compute [z]404. However, the resulting sharing is
a 4-out-of-4 additive sharing and does not preserve the X-sharing structure. If subsequent
computation requires z to be X-shared (or for efficiency considerations), the parties must
execute the reshare protocol Il,esy to convert [z]404 into a valid X-sharing [z]y. The
full multiplication protocol Iy, which invokes Il as a subprotocol, is described in
Fig. 4.4.

Sometimes, the parties are forced to compute the product of [x], and [y]4, where ¥/ = ¢.
As a result, they are no longer able to apply the efficient multiplication as explained above.
Instead, they must use Beaver triple generated in the preprocessing stage to support the
multiplication in a 2PC way. Another option is that the parties first execute the protocol
ITchmo to adjust the share-mode of one secret value, and then apply the multiplication in
the 4PC way. An obvious advantage of such a protocol construction is that parties can
get rid of Beaver triple generation, but this requires an additional communication round

in the online stage as trade-off. We formally construct such a protocol H/C\:‘g/l\to in Fig. 4.5,

where parties call ﬁi,hCMO described in Fig. A.16 as a subroutine protocol.

4.2.6. Truncation with X-Sharing

Since we are using fixed-point numbers to represent both x and y, the parties must
additionally truncate the multiplicative result [z]y to maintain p decimal bit precision.
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chMo
—[ Protocol HMult

Private inputs: Parties hold [x]y, [y]y.
Outputs: [z]y with z = xy.
Protocol:

1. Parties send (chMode, [y] Pe

e P, sid) to f‘%hclv‘o, receive [y]g4 as output, where ¢ # 1.
1. Parties locally compute [z]404, Where [2]534 = [x] 5/" [y] ;" mod 2.

2. Parties execute I,5, With [z]404 as input, receives [z]g as output.

Figure 4.5.: Four-Party Multiplication Protocol with ¢ = ¢

Note that X-Sharing actually splits a secret value into two shares, resulting in a 2-out-
of-2 sharing. This construction is compatible with the free truncation technique Il ync
introduced by SecureML [120], which avoids additional communication overhead and
extra round required by the truncation protocols Iliync1 and Iiync2 proposed by ABY3
[119].

4.2.7. Duality

Due to the specific property of X-Sharing explained in Section 4.2.5, a preferred scenario
is when the parties compute the product of two X-shared values that have different share-
modes. However, sometimes the parties must multiply two X-shared values in the same
share-mode. A common example is to compute the square of a secret value. The simplest
approach is to always execute II.,mo When necessary. A more efficient solution is for the
parties to hold one shared value in both share-modes, which enables them to perform
efficient 4PC computations everywhere (using X-Sharing). Note that holding an X-shared
value in both share-modes does not leak any information to the parties, since the local
shares of each X-shared value are freshly chosen, such as

x=xo+x mod2¥ and x = x}+x| mod 2~

4.3. Efficiency Analysis

In an MPC-based privacy-preserving machine learning framework, convolution opera-
tions implemented as dot products between secret-shared vectors are highly throughput-
intensive and often constitute the most time-consuming component of the training phase
[40]. In this section, we compare X-Sharing with existing secret sharing schemes regarding
the computation and communication overhead for the dot product (DotP) computation.
A summary of our result is shown in Table 4.1. Force is implemented on top of the GPU
framework Piranha [169], which already includes several state-of-the-art secret sharing
schemes for 2PC, 3PC and 4PC. We denote those as P-Framework in Table 4.1.
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Table 4.1.: Force Compared to the Existing Works Regarding Dot Product (in bits).

Setting Framework Preparation Online Local with Trunc
Comm Comm Rounds Mult Comm  Rounds
2PC (SH.)' P-SecureML [120, 169] TTP? 4nk 1 3 4nk 1
CryptGPU [156] 0 2k 1 3 3k 2
SPCEH) b Falcon [164, 169] 0 2k 1 3 4k 1
CrypTen [88] TTP 8nk 1 2 (8n + 4)k 2
4PC (S.H.)  P-FantasticFour [45, 169] 0 4k 1 7 6k 2
PrivPy [101] 0 4k 1 2 4k 1
Trident [32] 3k 4k 1 3 5k(4k) 2(1)
4PC (M.)®>  Swift [89] 3k 3k 2 3 4k (3k) 2(1)
Tetrad [90] 2k 4k (3k) 2(1) 4 4k(3k) 2(1)
4PC (S.H.) Force 0 2k 1 1 2k 1

In 2PC, P-SecureML [120, 169] requires Beaver triples to support DotP in the online stage.
As a shortcut, P-SecureML assumes a trusted third party to generate and distribute the
secret shares, instead of implementing the full share-generation protocol. Since local
truncation is free for 2PC [120], the total communication overhead for the online stage
comes solely from the multiplication, which costs 4nk bits.

In 3PC, both CryptGPU [156] and P-Falcon [164, 169] choose to apply the replicated
sharing scheme, which is more communication-friendly in the honest-majority setting.
While the multiplication in this case requires no communication, parties must exchange
overall 2k bits to reconstruct the replicated share holdings. ABY3 [119] has shown that the
local truncation technique [120] fails for the replicated sharing scheme in 3PC case. Thus,
P-Falcon chooses to perform a three-party truncation protocol IT;ync2 [119] with the help
of a pre-computed truncation pair ([r], [r’]), where " = r/2P. Combined with resharing,
the above protocol requires 4k bits communication in a single communication round. To
eliminate the requirement for a truncation pair, CryptGPU [156] implements an alternative
three-party truncation protocol IT,ynct [119], which incurs a total communication volume
of 3k across two rounds totally.

In 4PC, existing frameworks use different sharing schemes to perform computations.
CrypTen [88] chooses to apply a 4-out-of-4 sharing scheme. Regardless of the triple
generation, each party still has to send/receive 8nk bits for the DotP protocol and 4k bits
for the truncation protocol. Compared to CrypTen, both PrivPy [101] and P-FantasticFour
[45, 169] use replicated sharing scheme over four shares, which reduces the communication
overhead to 4k and 6k, respectively. However, we notice that there is still potential for
optimization in local computations. As shown in Table 4.1, P-FantasticFour requires each
party to perform DotP seven times, while PrivPy requires two times.

Recently, multiple four-party computation (4PC) frameworks [32, 89, 90] have realized
malicious security under an honest-majority assumption. By exploiting correlated ran-

1 Semi-Honest
2 Trusted Third-Party
3 Malicious
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domness generated in the preprocessing phase, these protocols significantly reduce the
cost of online computation. Furthermore, the availability of batched multiplication gates
enables amortized communication overhead, as reflected in Table 4.1. In contrast to semi-
honest 4PC frameworks [88, 101], these designs achieve stronger security guarantees while
maintaining comparable online communication complexity.

By proposing X-Sharing, we introduce Force, which achieves significant reductions in
both computational and communication complexity. First, note that our preprocessing
stage requires no communication, as the parties can independently generate Zero Sharing
by deriving randomness with a PRF. Moreover, Force is the only framework which applies
the free two-party truncation protocol ITiync [120] as a non-2PC framework. For the
online computation of DotP combined with truncation, the parties only have to exchange
overall 2k bits in a single round. In addition, X-Sharing reduces the local computation of
DotP to a single multiplication per party, improving local computational efficiency as well.
This is especially beneficial for large-scale PPML tasks when parties have limited local
computational resources, such as few GPU cards.

4.4, Share Conversion with X-Share

4.41. X-dabit

For PPML tasks, while linear functions (such as multiplication, convolution etc.) can be
efficiently computed using arithmetic share, non-linear functions (such as ReLU, max-
pooling etc.) are typically more efficient when evaluated over boolean inputs [88, 119,
137, 156, 169]. Consequently, the parties must frequently convert between arithmetic and
Boolean share representations. In this section, we introduce how the parties perform such
share conversion using X-Sharing.

As an important building block, we extend the edabit primitive introduced by Escudero
et al. [54] to a new construction called X-dabit. We now formally define X-dabit as
follows:

Definition 4.4.1 (X-dabit). An X-dabit is defined as
X-dabit = ([bly, (r)g = ((ro)g, (r1)gs - - -, (rm-1)p)),

where r; € Z; and (rJ-};" € Zy forall j € {0,...,m— 1}. The value b € Z, satisfies

3

b= erj mod Zk,

~.
Il
=)

P;

and each party holds [b] y

(S sz-
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Protocol IIg;iton

Private inputs: Parties hold (x)4, where x € Z,.

Outputs: [x]y.

Preprocessing: P; sends (X-dabitGen, ¢, ¢, m, P;, sid) to ﬂﬁ;’g with m = 1, receives
P, P;

([b]gb , <r0>¢ ) as output.

Protocol:

1. Parties locally compute and then reveal h = (x)4 @ (ro)¢, Where h € Z;.

2. If h = 0, parties set [x]y = [b]y, otherwise [x]y = 1~ [b]y.

Figure 4.6.: Four-Party Bit-to-Arithmetic Protocol

Note that the share-mode ¢/ does not need to be identical with ¢. We begin by generating
an X-dabit, where i = ¢. Following the protocols proposed by [54] in 2PC setting, each
pair of parties can generate an identical (shared) edabit using the same derived randomness.
Subsequently, the parties can execute the protocol II;ym, to change the share-mode of

either [b]y or ({ro)¢, (r1)gs - (Tm—1)4)-

4.4.2, Bitto Arithmetic

We first consider the one bit case, where the goal is to convert a Boolean share (x)4 into
an arithmetic share [x]y, for x € Z;. This conversion is handled by a Bit2A protocol
IitTon described in Fig. 4.6. Since (x)4 is a Boolean-shared bit, the parties generate only
a simple X-dabit ([b]y, (ro)¢) with m = 1. During the online stage, the parties simply
reconstruct the masked result h = (x)y ® (ro)4, then locally "unmask" the revealed value h
using the arithmetic share [b]. Such a bit-to-arithmetic conversion is necessary, when a
precomputed protocol outputs a Boolean share but the subsequent computation requires
an arithmetic share. A common use case for the protocol ITgjiToa arises when the parties
have to jointly evaluate a non-linear function. We take the ReLU function as an example.
To determine the sign of a secretly shared value x, the parties first execute a comparison
protocol Ilcomp (Will be explained in Section 4.4.3), which outputs a Boolean-shared result
(z)¢ indicating whether x > 0. At this point, the parties hold an arithmetic share [x],
together with a Boolean share (z),4. To evaluate the ReLU function, they have to compute
the product of these two shared values, which requires converting the Boolean share
(z)4 into an arithmetic share [z]y using ITgjiToa. Once the conversion is complete, the
multiplication can be performed in the arithmetic domain.

4.4.3. Secure Comparison via Bit Extraction

In this section, we introduce how the comparison protocol IIcomp is executed via extracting
the most significant bit (MSB) using X-Sharing.
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Suppose that the parties have to compare an arithmetically shared value [x] against [y]
([x] against 0 for ReLU). They first compute the difference [z] = [x] — [y] and then
extract the MSB of [z] by jointly evaluating a Prefix Adder Circuit (PPA) [88, 119, 137, 156,
169]. Following the implemented protocol in Piranha [169], the parties generate edabits
([b], (r)) in the preprocessing stage. In the online stage, the parties use the arithmetic
part of the generated edabits to mask and reconstruct x” = [x] — [b]. Then they use the
bit decomposition of x” (denoted as x’) to compute the shared propagator (p) = (r) ® x’
and the shared generator (g) = (r) * x’, where * denotes bit-wise AND of two vectors.
Now holding both (p) and (g) allows parties to jointly evaluate PPA.

We note that the above computation is non-trivial using X-Sharing, since now we are able
to manage the share-modes of p and g during the iterative computations on PPA to achieve
better efficiency. For each iteration, the parties are required to compute three monomials:
(p) = (g), (p) * (p) and (g) @ (g). The ideal situation is when all AND operations can be
executed using the efficient 4PC protocol as described in Section 4.2.5. However, since
(p) must be updated at each iteration, holding the pair ({p)y, (p)¢) with ¢ # ¢ does not
bring any help *. Thus, we simply let the parties hold (p), and (g), such that § # ¢,
allowing approximately 50% of the AND operations to be executed efficiently using the
4PC protocol.

4.,5. Security Proof

4.5.1. Four-party Preprocessing Functionality

We formally define the four-party preprocessing functionality ﬁF;rCe in Fig. 4.7.

4.5.2. Security of IIcmscen

Theorem 4.5.1. If PRF is a pseudorandom function, then Protocol IIcpmscen described
in Fig. 4.2 uc-realizes the functionality ﬂ%@soe” described in Fig. A.14 and Fig. A.15 in
the presence of a semi-honest adversary who can corrupt P; € {Py, Py, P;, P5}, with static

corruption.

We defer the detailed proof to Appendix A.3.1.

* Updating both {p)y and (p)4 will results in additional communication and computation overhead, which
is equivalent to execute the protocol IT¢pmo.

35



4. A Four-party Computation Framework for Training Convolutional Neural Network

g 9 Pre |
Functionality #,,¢

TCMSGen

APC , with additional command:

The functionality ﬁﬁrg has all the same features as
Zero Sharing Generation:

4

2o from the adversary.

« Wait to receive kzero and k

» Upon receiving (ZeroSGen, ctr, P;, sid) from P; € P:
Pe

- Compute [0].¢ = PRFg,, (ctr) — PRFk, (ctr).

Pj
Zero

=0 (mod 2F).

Zero

— Sample [0] P for all P; € # and j # c, such that };[0]
J
— Send [0]5.  to P;.

X-dabit Generation:
« Upon receiving (X-dabitGen, ¢, ¢, m, P;, sid) from P; € P,

— Wait to receive ([b] ;”, (r)gc) from the adversary, where [b];“ € Zyx and (r);“ € Zy.

— Let [b]ll;c = b°, <r)¢c = (rf,...r%_,), sample b°! & Zye and (r§7Y L) Al 7,
m-1
such that b€ + b1 = 3 2(rf + rJC.‘l) mod 2.
j=0
- Assign (b, b1 and ((r§, ..., rS,_ ), (r$7h, .., 1S 1)) appropriately to each party’s out-

put regarding ¥ and ¢. Send ([b];i, (r);i) to P;.

Figure 4.7.: Four-Party Preprocessing Functionality

405.30 Security Of HChMO
Theorem 4.5.2. The protocol Iy, described in Fig. 4.1 uc-realizes the functionality

ﬁcphCMO described in Fig. A.16 in the ﬂ';rce-hybrid model, in the presence of a semi-honest
adversary who can corrupt P; € {Pg, Py, Py, P3}, with static corruption.

We defer the detailed proof to Appendix A.3.2.

4.5.4. Security of ITp it

Theorem 4.5.3. The protocol Iy described in Fig. 4.1 uc-realizes the functionality
ﬁcphciv‘o described in Fig. A.16 in the f";ré—hybrid model, in the presence of a semi-honest
adversary who can corrupt P; € {Py, Py, P2, P3}, with static corruption.

We defer the detailed proof to Appendix A.3.3.
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Figure 4.8.: Force Architecture

4.6. Force Architecture

We construct efficient 4PC protocols as the core building blocks of Force. The overall
architecture is illustrated in Fig. 4.8. As introduced in Section 4.1, we begin at the top
level with the fundamental computational layers of a convolutional neural network (CNN).
To support privacy-preserving evaluation of these layers in the 4PC setting, we design
a set of modular protocols as placed in the middle layer of Fig. 4.8. The bottom layer of
the architecture represents the preprocessing stage, where parties invoke the abstracted
functionality ?j;,ré (described in Fig 4.7) to generate the necessary correlated randomness

for the online phase.

4.7. Evaluation

We conduct in-depth experiments to compare our proposed solution against state-of-the-
art privacy-preserving machine learning (PPML) frameworks. We build Force on top of
Piranha [169] °, at commit bd9c8c4, and we implement the framework in C++. In particular,
we implement all modular protocols using our novel X-Sharing scheme.

4.7.1. Evaluation Setup

Testbed Environment. We run our evaluations on 4 cloud servers. Our server is run-
ning Ubuntu 18.04.6 LTS with CUDA 10.1.243. The servers come with 2 CPUs, Intel(R)
Xeon(R) Platinum 8360Y CPU @ 2.40GHz, and 12 X 128GB of RAM. Each of our servers
is equipped with one GPU, NVIDIA Tesla P100- PCIE with 16GB of video RAM (VRAM).
We consider two types of network environments, both simulated by the tc tool °:

« LAN: 10Gbps bandwidth + 0.2ms round-trip latency;

> https://github.com/ucbrise/piranha/
% https://man7. org/linux/man-pages/man8/tc.8.html
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« WAN: 100Mbps bandwidth + 40ms round-trip latency.

Baseline. We select several state-of-the-art systems with semi-honest security as
baselines, as summarized in Table 4.1. For 2PC, Cheetah [73] is the most recent PPML
work using homomorphic encryption (HE) and correlated oblivious transfer (cOT) on
CPUs, which is fundamentally different from Force. We run it on the same server as a
baseline of CPU-based PPML. SecureML [120] is the only two-party system supporting
both private inference and training, which is improved by Piranha [169] via porting it to
GPU. We refer to its GPU version as P-SecureML. For both 3PC and 4PC systems, we only
consider the honest-majority setting. Falcon [164] is the fastest three-party system on
CPU. Piranha [169] ports the semi-honest version of Falcon to GPU with a huge boost.
We mark it as P-Falcon. CryptGPU [156] is another three-party system on GPU, similar
to P-Falcon. We deploy it using the latest Github source code 7, at commit 2f f57b2. We
include both systems as baselines. As for four-party systems, CrypTen [88] is the only one
with semi-honest security in an honest-majority setting by design. We deploy it using
their latest Github source code 8, at commit efe8eda. Yet, Piranha [169] reimplements the
semi-honest version of FantasticFour [45] on GPU. We include this simplified version in
our evaluation and refer to it as P-FantasticFour.

We run all the evaluations using 20 bits fixed-point precision. Computations are performed
over the 64-bit ring Z,e:, except Cheetah [73], which supports a maximum of 44-bit. All
the experiments are repeated multiple times with a batch size of BatchSize = 1, as some
systems do not support large batch sizes. Then we calculate the benchmark result by
averaging all the results except the first run, to mitigate the influence of system initialization
and runtime randomness.

Models and Datasets. We consider three datasets in different sizes for our evaluations:
« Small dataset: CIFAR10 [91] provides 60,000 pieces 32 X 32 RGB images in 10 classes.

« Medium dataset: TinyImageNet [95] (Tiny for short) provides 100,000 pieces 64 X 64 RGB
images in 200 classes.

+ Large dataset: ImageNet [144] provides 1,000,000 pieces 224 X 224 RGB images in 1,000
classes.

These datasets are evaluated in three neural networks models of different depths:
« Shallow model: AlexNet [92] is an 8-layer convolutional network.
« Medium model: VGG16 [152] is an 16-layer convolutional network.

+ Deep model: ResNet152 [67] is a 152-layer convolutional network.

https://github.com/jeffreysijuntan/CryptGPU
https://github.com/facebookresearch/CrypTen
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4.7. Evaluation

Table 4.2.: Summary of the evaluated neural network models across different datasets. The architectures
used for the small and medium datasets may vary slightly, as detailed in Section 4.7.1.

Model Number of layers Number of Parameters
Conv ReLU FC Pool BN Total | CIFARIO Tiny ImageNet

AlexNet 5 7 3 3 0 18 3.9M 6.1M 35.9M

VGG16 13 15 3 6 0 37 149M  153M 54.5M

ResNet152 | 155 151 1 2 155 464 58.1M  58.6M 60.2M

Table 4.3.: Inference Accuracy Comparison Between Force and PyTorch

Inference CIFAR10 Tiny ImageNet
AlexNet PyTorch | 69.65% | 26.38% | 22.84%
Force 69.69% | 26.39% | 22.84%

VGG16 PyTorch | 88.31% | 54.90% | 56.41%
Force 88.34% | 54.89% | 56.42%

ResNet152 PyTorch | 83.99% | 65.14% | 67.36%
Force 83.98% | 65.15% | 67.36%

We strive to preserve the original model architectures as closely as possible to their
respective publications. However, due to variations in input sizes across different datasets
and performance considerations, we make slight structural adjustments similar to those in
CryptGPU [156] and Falcon [164]. The numbers of layers and parameters are summarized
in Table 4.2.

4.7.2. Accuracy Verification

To measure accuracy, we run both inference and training with Force. We first train the
models on all the datasets with PyTorch to obtain pre-trained models. Starting from those
pre-trained models, we perform accuracy evaluation with Force. We run all evaluations
with 26-bit fixed-point precision, as recommanded by Piranha. For inference, we use the
entire validation set of CIFAR10 and randomly selected subsets of the validation sets of
Tiny and ImageNet, ensuring that each actual inference dataset contains 10,000 images.
The result is shown in Table 4.3. Force provides almost the same accuracy as the plaintext
PyTorch, with a negligible relative error below 0.1% across all models and datasets. For

500%fF T~ ~— ~— 1~ T T T T T T T T .“. 3
L PyTorch ‘ff‘ ]
48.0% | A ]
[ === Force -® ]
46.0% [ s .

_ Piranha L

44.0% F Rl -

i o 1
42.0% / 7]
40.0% /' .
380% &Y . . o oy sy s

0 2 4 6 8

Figure 4.9.: Validation Accuracy over 9 Training Epochs for AlexNet on CIFAR10
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Table 4.4.: Running Time (Seconds) of a Single Inference Pass in LAN (BatchSize = 1)

CIFAR10 Tiny ImageNet
AlexNet VGG16 ResNet152 AlexNet VGG16 ResNet152 AlexNet VGG16 ResNet152
P-SecureML 0.41 1.48 7.89 0.55 2.19 9.44 2.50 15.70 31.46
CryptGPU 1.15 291 35.58 1.14 3.83 38.21 2.42 12.74 49.54
P-Falcon 0.29 0.89 5.18 0.35 1.37 6.24 1.12 10.03 20.39
CrypTen 1.05 3.48 26.04 1.25 5.20 29.10 4.59 32.75 62.58
P-FantasticFour 0.72 2.20 12.81 0.87 3.40 15.59 2.72 24.03 49.74
Force 0.12 0.35 2.54 0.14 0.54 3.01 0.43 3.26 9.70
Cheetah 2.67 80.43 66.96 19.74 325.30 263.87 383.97  4026.87 3226.62
PyTorch 0.0008 0.0017 0.0264 0.0009 0.0017 0.0266 0.0009 0.0017 0.0268

Table 4.5.: Running Time (Seconds) of a Single Inference Pass in WAN (BatchSize = 1)

CIFAR10 Tiny ImageNet

AlexNet VGG16 ResNet152 AlexNet VGG16 ResNet152 AlexNet VGGI16 ResNet152
P-SecureML 12.20 57.54 239.81 21.64 121.05 241.73 179.19 1126.83 1907.65
CryptGPU 18.41 44.17 807.32 19.46 65.15 846.11 48.53 359.46 1387.28
P-Falcon 2.85 11.08 91.06 3.80 28.27 119.33 30.79 370.70 730.97
CrypTen 34.37 103.26 721.67 43.47 256.77 876.92 397.49 2203.29 4649.98
P-FantasticFour 7.60 41.39 218.33 13.00 125.80 368.82 135.93 1489.91 2853.29
Force 2.60 6.75 75.28 2.94 14.21 85.85 13.59 155.15 324.17
Cheetah 12.64 233.34 220.16 52.59 908.09 711.77 827.68 11012.47 8101.88

training, we use the entire training set of CIFAR10 and the full validation set for validation.
Starting from a pre-trained model, we train AlexNet on CIFAR10 using Piranha, Force and
PyTorch for 9 epochs. We plot the validation accuracy curves in Fig. 4.9. After 9 epochs,
PyTorch achieves 49.59% accuracy, while Force obtains 49.71%, which is even 0.12% higher.
We also plot the validation accuracy curve of Piranha in Fig. 4.9, which indicates that
Force has no accuracy loss compared to the original Piranha implementation. Note that
the three Piranha-based systems (P-SecureML, P-FantasticFour AND P-FantasticFour)
exhibit identical accuracy performance, so we only plot a single curve for them.

4.7.3. End-to-End Inference Running Time

We show the inference running time required for all datasets and models described in
Section 4.7.1 in Table 4.4 and Table 4.5.

In the LAN setting, CPU-based Cheetah is slower than all the other GPU-based systems.
We notice that among GPU-based systems, the C++-implemented frameworks perform
much better than Python-implemented frameworks. This performance gap is likely due to
inherent differences in language efficiency. We also point out that the four-party system
P-FantasticFour is outperformed by the three-party system P-Falcon across all test cases.
Upon analyzing the communication and computational overhead detailed in Table 4.1,
we realize that simply applying the replicated sharing scheme to the 4PC framework is
suboptimal. Among those C++-implemented, Force outperforms the other three Piranha-
based systems (P-SecureML, P-Falcon and P-FantasticFour) with the acceleration brought
by our novel X-Sharing.
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Table 4.6.: Communication Volume (MB) of a Single Inference Pass (BatchSize = 1)

CIFAR10 Tiny ImageNet
AlexNet VGG16 ResNet152 AlexNet VGG16 ResNet152 AlexNet VGG16 ResNet152
P-SecureML 65.93 381.39 1178.82 130.16 849.01 2082.17 1186.00 8361.98 15718.33
CryptGPU 2.32 53.59 236.17 13.32 214.12 677.61 226.08 2622.02 7376.14
P-Falcon 3.72 84.48 168.85 20.83 337.62 680.50 350.09 4134.47 8441.19
CrypTen 74.67 579.78 1409.07 178.98 1641.77 3034.04 2005.10 18069.92 27607.43
P-FantasticFour 7.01 159.50 300.42 39.24 637.43 1218.99 659.45 7805.96 15150.84
Force 1.49 33.76 79.95 8.38 134.93 316.65 140.95 1652.33 3907.41
Cheetah 40.10 951.35 773.51 249.24  3792.40 3091.30 4493.92 46450.00 37876.50

Il Communication Il Computation
A e O

100% [ g
75% F
50% |
25% |
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LAN LAN LAN WAN WAN WAN
CIFAR10 Tiny ImageNet CIFAR10 Tiny ImageNet

Figure 4.10.: Ratio of Communication Time to Computation Time for Force Inference on ResNet152
(BatchSize = 1)

In the WAN setting, Cheetah (implemented in C++) outperforms the Python-implemented
systems (CryptGPU and CrypTen) on deep networks such as ResNet152, although it still
runs slower than the other C++-based systems (P-SecureML, P-Falcon, P-FantasticFour,
and Force). We will elaborate this fact more in depth in Section 4.7.5. Overall, the per-
formance rankings of the frameworks (excluding Cheetah) remain consistent with the
results observed in the LAN setting.

4.7.4. Inference Communication Cost

Cheetah claims that one of its main contributions is reducing the communication volume
and thereby decreasing the overall communication time. Force does much better than that.
More precisely, we have the minimal communication volume and the lowest communica-
tion time across all datasets and models when performing inference with BatchSize = 1.
We show the actual communication volume in Table 4.6. However, we notice that the
communication cost remains high, particularly for large datasets and in the WAN setting.
To illustrate this, we plot the ratio of communication time to computation time for Force
in Fig. 4.10, using several representative examples. We observe that the communication
ratio increases with dataset size, which correlates with the growth in model parameter
size. In high-latency environments such as the WAN setting, communication becomes the
dominant contributor to overall runtime.
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Figure 4.11.: Running time of different operations during a single inference pass in a LAN setting (BatchSize =
1). The x-axis represents time in seconds.
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Figure 4.12.: Micro-benchmark of matmul and ReLU in four Piranha-based systems. The x-axis represents
the data dimension, and the y-axis represents time (milliseconds). For matmul, we multiply an x X x matrix
by an x X 1 vector.

4.7.5. Linearvs. Non-Linear Operations

We further investigate how effectively X-Sharing accelerates common computational
tasks. Our focus is on both linear operations (e.g., convolution and fully connected layers)
and non-linear operations (e.g., ReLU). Throughout this section, we refer to convolution,
matrix multiplication, and batch normalization as "linear operation". Fig. 4.11 shows the
runtime of different operations during a single inference pass in the LAN setting with
BatchSize = 1. Due to the significant runtime gap between Cheetah and all other systems,
the results for datasets other than CIFAR10+AlexNet and CIFAR10+ResNet152 are barely
visible in the bar chart. Therefore, we present only these two representative cases. In
addition, we conduct micro-benchmarks of matrix multiplication and ReLU across four
Piranha-based systems. We evaluate the performance of matmul and ReLU on inputs of
varying sizes, recording the average execution time in Fig. 4.12.

As shown in Fig. 4.11, Cheetah is extremely slow in linear operation, but performs well in
non-linear operation compared to CryptGPU and CrypTen. This is primarily due to the
underlying cryptographic mechanisms and the implementation language. Cheetah applies
HE and cOT instead of secret sharing, resulting in significantly higher computational
overhead in exchange for fewer communication rounds. Unlike CPUs, which are designed
for general-purpose computation, GPUs are specialized for data-intensive tasks. It is not
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Table 4.7.: Running Time (Seconds) of a Single Training Pass in LAN (BatchSize = 1)

CIFAR10 Tiny ImageNet

AlexNet VGG16 ResNet152 AlexNet VGG16 ResNet152 AlexNet VGG16 ResNet152
P-SecureML 1.62 4.55 29.20 7.53 5.99 27.81 7.41 28.82 65.51
CryptGPU 2.27 5.49 40.24 3.23 8.06 41.37 9.10 38.86 53.28
P-Falcon 0.75 2.44 12.08 0.96 3.04 13.55 4.13 16.14 35.78
CrypTen 13.48 40.86 27.68 18.39 50.34 33.35 FAIL FAIL 74.07
P-FantasticFour 1.65 4.99 25.65 2.17 6.64 29.96 9.69 37.10 79.78
Force 0.35 1.23 6.40 0.51 1.59 7.53 2.89 8.57 22.77
PyTorch 0.0031 0.0067 0.0659 0.0027 0.0049 0.0637 0.0034 0.0077 0.0683

surprising that the CPU-FHE-based Cheetah is slower than all other GPU-MPC-based
systems in linear operations. Among four Piranha-based systems accelerated by GPU and
written in C++, Force completely outperforms the other three by applying the X-Sharing
scheme. According to Fig. 4.12a, both P-Falcon and Force scale linearly as the matrix size
increases. However, Force is approximately 3 faster than P-Falcon, which matches our
analysis in Table 4.1.

4,7.6. End-to-End Training Time

Under the same experimental setting as in Section 4.7.1, we report Force ’s total running
time for a training pass in the LAN setting across all datasets and models in Table 4.7. Since
Cheetah does not support private training, it is omitted here. Force completely outper-
forms all the baseline systems in every evaluation. As expected, the Python-implemented
systems (CryptGPU and CrypTen) continue to perform worse than the C++-implemented
frameworks. The performance gap between CryptGPU and CrypTen widens compared
to the inference results shown in Table 4.4. For instance, CryptGPU can be up to 7.4X
faster than CrypTen when training CIFAR10 on VGG16. Nonetheless, CryptGPU remains
4.5% slower than Force. Compared to the other three Piranha-based systems (P-SecureML,
P-Falcon and P-FantasticFour), Force is also faster regarding all experiments. On aver-
age, Force is 4.9x faster than P-SecureML, 1.8% faster than P-Falcon and 4x faster than
P-FantasticFour.
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5. Large-Scale Two-Party Gradient
Boosting Decision Tree Training via
Function Secret Sharing

5.1. Gradient Boosting Decision Tree

In this section, we introduce the training and inference algorithms for gradient boosting
decision trees model (GBDT). We use the split metric of XGBoost as an example, but
we note that our work is applicable in other tree variants such as the classification and
regression tree (CART) [22]. We also note that portions of this section are written verbatim
from [75].

5.1.1. GBDT Training

Let X € RMXF denote a dataset consisting of N samples and F features. A Gradient
Boosted Decision Tree (GBDT) model constructs an ensemble of T decision trees { ft}thl
sequentially, where t indexes each tree and D denotes the maximum depth constraint
imposed on each tree.

For each sample x; € RY, the prediction of the ensemble is defined as
T
Gi = ) fi(x). (5.1)
=1

In this work, we assume that all decision trees are perfect binary trees in order to charac-
terize the maximum computational overhead. Under this assumption, each tree contains

Nnon = 2D -1

internal (non-leaf) nodes and
_ oD
Nleaf = 2

leaf nodes.
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Split Candidate Construction. At each internal node, the learning algorithm aims to de-
termine the optimal split feature and corresponding threshold value. Following [34, 83], we
adopt an approximate split-finding strategy in which candidate split points are determined
by partitioning each feature into B buckets according to its empirical distribution.

For a feature f, we denote by 7/? the set of sample indices assigned to the b-th bucket.
Consequently, each feature induces (B — 1) split candidates, resulting in a total of F- (B—1)
candidates at each node.

Gradient Statistics. Let L denote a twice-differentiable loss function measuring the
discrepancy between the true label y; and the prediction gj; (;—1) obtained from the previous
boosting iteration. The initial prediction vector ¥, is set to a predefined constant.

At iteration ¢, the first- and second-order gradient statistics are computed as
9i = 9, 1, L(Yi, G (1-1))s h; = 8§i,(,_1)L(yi, Gi(1-1))- (5.2)

For each bucket (f, b), we aggregate the statistics as

Gf’b = Z i, Hf’b = Z h;. (5.3)

ief b ieff:b

For the i-th split candidate of feature f, the buckets are partitioned into left and right
subsets. The corresponding cumulative first-order statistics for the left and right subsets

are defined as
G=) G Gr= ) G,

b<i i<b<B

with H; and Hy defined analogously for the second-order statistics.

Split Evaluation. The quality of each candidate split is evaluated using the XGBoost gain
function:
1[G Gk _ (GL+Gp)

Gain = ~ + - -7,
amn 2 HL+/1 HR+/1 HL+HR+/1 f

(5.4)

where A and y are regularization parameters. The split maximizing Gain is selected.

Tree Expansion and Leaf Weight Computation. After selecting the optimal split, samples
are partitioned into the left and right child nodes, and the procedure is applied recursively
until the maximum depth D is reached.

For a leaf node with sample index set 71, the optimal leaf weight is computed as

Zielleaf gi
W= 5.5
Ziefleaf hi + /1 ( )

The final model is obtained as the ensemble of the T trees constructed in this manner.

46



5.2. Secure Bucket Aggregation

5.1.2. Private GBDT Training

In the vertical federated learning (VFL) setting, we assume that the dataset X is vertically

partitioned as
X=X || X,

where Py holds X, € RN*fo and P; holds X; € RN*f1, Both parties share the same set of N
samples but possess disjoint feature subsets. Additionally, without loss of generality, we
assume that P, holds the label vector Y € RV.

Following prior work [56, 103, 108, 171], an indicator bit revealing the owner of the best
split feature is disclosed during split selection. Subsequently, the index of the selected
split candidate is revealed only to the corresponding feature owner, who records the split
locally. The other party learns nothing beyond the indicator bit.

After a split is determined, the parties must securely update the sample sets associated
with the two child nodes. Otherwise, revealing the updated sample assignments would
leak the relative ordering of samples in plaintext. Existing approaches [56, 103, 108, 171]
employ a secret-sharing (SS)-based method, where the shared node indicator vector [u;] B
is updated into [uy;] B and [u, 1] B for the left and right child nodes, respectively.

Specifically, by invoking a secure select functionality with inputs [g;] and [uz;]®, the
parties obtain the updated shared gradient vector [g;;] for the left child node. The same
procedure applies to the Hessian vector [h;]. The gradient (and Hessian) shares for the
right child node can then be computed locally as

[g2j+1] = [g;] — [82],

and analogously for [hyj].

5.2. Secure Bucket Aggregation

5.2.1. The Bucket Aggregation Functionality.

Initially, a feature holder Pj, € {Py, P1} holds I £ for each bucket b of a feature f, where
i € I7% indicates that the sample x; belongs to the bucket b. Alternatively, 7/ can be

interpreted as a vector s/*, where P = 1ifi e 77 and s™" = 0 otherwise. Then at any

i i
BucAgg
Farc

outputs a secretly shared zf - 2. 9j,i> which is the same as computing the dot product
ielfb

=g;- s/?. We formally describe the functionality TZ%L&CAgg in Fig. 5.1.

node j, parties hold a freshly updated [g;]. The bucket aggregation functionality

f.b
Zj
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BucA:
F 28

Functionality 7,

Internal state: ready € {true, false}.
Initialization: Set ready = false.
Compute:

« Upon receiving 7/-? from P}, for each bucket b of each feature f, check whether ready is
set to false:

- If yes, record all T1b set ready = true.
— Otherwise, send (failed, Py, sid) to Py,
+ Upon receiving (Comp, [g;];, P;, sid) from each P; € # at a node j, and [zf’b]c for each
bucket b of each feature f at node j from the adversary corrupting P,:
1. Compute g; = [g;]n + [g;]1-r mod 2.

2. For each bucket b of each feature f, compute 2{ b where zf b= 2. 9j,i- Then compute

ielfb
(211 = 2" = [2]*]. mod 2¥.

3. For each bucket b of each feature f, send ([z{’b]i, P;,sid) to P; € P.

Figure 5.1.: Two-Party Bucket Aggregation Functionality

e (8)[3) [2) (31 [0

Secret gradients [g] [90] lg1] [g2] lg3] [94]

Secret indicators [s] 0] 1] [0] 1] (0]
Gt=gi+gs=g"s

Figure 5.2.: Bucket Aggregation via Arithmetic Multiplication

5.2.2. Indicator-Based Solution

We first introduce the indicator-based solution adopted in [173]. As a running example,

suppose that the total number of samples is N = 5, and that P, holds 7/* = {1,3} for a

particular bucket b of feature f. In the following, we focus exclusively on this bucket and
mark the corresponding samples in red for illustration. The secret-shared gradient sum

corresponding to this bucket is computed as
[G7] = [g1] + [gs]-

As shown in Fig. 5.2, the index set 7/*? can equivalently be represented as an indicator
vector s € {0, 1}V, where
{1, ifi e /P,
S =

0, otherwise.
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e (6)fa) () (3 (0

Secret gradients [g] [g0] [g1] [92] [g3] [94]

cleh-1 clgolh-1 clailn- cl92lh-1 claslh-1 clgaln

G = gy + g3 = Dec(cl9/n1 4 sl sk) + ([g1]n + [g3]n)

Figure 5.3.: Bucket Aggregation via Homomorphic Encryption

After Py, secretly shares the (arithmetic) indicator vector s, the aggregated gradient [G/?] is
computed as the secure dot product of the secret-shared vectors [s] and [g]. Consequently,
the parties invoke a secure multiplication protocol to evaluate the dot product, which is
realized using precomputed Beaver triples [10].

5.2.3. HE-based Solution

Squirrel [108] adopts a homomorphic encryption (HE)-based bucket aggregation protocol,
as illustrated in Fig. 5.3. Specifically, P;_j, encrypts its local arithmetic shares under the
public key pk and sends them to Pj:

cl8l-r = Enc([g]i-p, pk).
Exploiting the additive homomorphism of the encryption scheme, Py can compute
clolintlgslion — lorlion 4 0[93]17};,

which corresponds to an encryption of the aggregated share [G/**];_;,. Meanwhile, P},
locally computes its own share as

[G'?1h = [g1]n + [g3]n mod 2F,

However, directly returning cl9111-#++19s1-n to P, _; would leak information about the index
set 7/, Indeed, upon decryption, P;_, would obtain [g;]1-p + [g3]1-r, thereby learning
which gradients were aggregated. To prevent this leakage, Squirrel [108] applies a masking
technique. Instead of returning the raw encrypted sum, Pj, samples a random mask r and
sends back an encryption of [G/**];_j, — r, while setting its own local share to r. As a result,
the two parties obtain a valid arithmetically shared G/* without revealing 7/,

5.2.4. Permutation-Based Solution

Finally, [56] proposes a permutation-based solution using MPC. The core idea is to let
Py, securely permute the vector [g], such that after permutation, the parties can easily
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Samples hefore permutation ( l ( (

Secret gradients [g] [90] [91] [92] [g3] [94]
Samples after permutation (Q (4 1 3 2
&] = [v/(g)] [90)] [g4] [95) 3] A

G =gi+g5=g)+d4

Figure 5.4.: Bucket Aggregation via Secure Permutation

determine [G/?] for a bucket b by aggregating their local shares.! We let 7/ denote the
desired permutation as shown in Fig. 5.4. For illustration purposes, we mark samples in
the same bucket using colors, e.g., X, and x4 in red before the permutation. Thus, the
computed (shared) result becomes [g/] = [/ (g)]. Now similar to the indicator-based
solution [173], the parties can generate correlated randomness in the preprocessing stage
to accelerate the online computation of the secure permutation [56]. We formally define
the so-called permutation triple as follows:

Definition 5.2.1 (Permutation Triple). A permutation triple is defined as (y, [r], [1']),
where ; is a permutation over {0,...,m — 1}, r € Z;C, and r’ = m(r).

As described in [56], we always let Py hold the permutation ;. In addition, [r] and [r’]
are secretly shared between Py, and P;_;, where 1’ is the permuted vector r applying the
permutation 7. In the online stage, parties first reveal g — r at P;,’s side. Knowing both 4
and 7/ enables P}, to compute a fresh permutation 7, such that 7, (7, (-)) = /. During the
protocol execution, Py, sends 7, to P;_p, enabling P;_j, to compute [ﬂf(g)]l_h = 1o ([r']12p).
Note that sending 7, to P;_j does not leak any information of 7l to Py_y, since ; remains
hidden. From P,’s point of view, it sets [/ (g)]s = 7/ (g — r) + m3([r']1). The correctness
follows from:

[/ (&)1n + [/ (@)]1-n = 7/ (g = 1) + m2([¥']1) + m2([X']1-8)
= ”f(g — 1) + ma([m1(r)]n) + m2([m1(r)]1-1)
=7/ (g—1)+ [/ (O)]n + [/ (0)]1-
=7/ (g).

1 The number of entries in each bucket is fixed and public. As shown in Fig. 5.4, the parties always compute
[GfP] = [95] + [g5] after the permutation.
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'_[ Protocol IIkeypuc

Private inputs: For each bucket b of each feature f, Py holds I It where |L f.b | < N,
1<b<Band1< f < F,. Atanode j, parties hold [g;], where g; = (gj0,.... gjN-1)-

Outputs: For each bucket b of each feature f, parties output [zf ’b], where Zf b 2 9ji-

ielfb
Preprocessing;:
« Py, sends (KBucGen, j, Py, sid) to Tzf,%“cce” for each bucket b of each feature f:
b b _ f.b

- If j = 1, receives r/*?, where rf (r s TNy

— Receives [m ]h, where m =k; -t/ mod 2*.
+ Py_j sends (KBucGen, j, P;_p, sid) to 7:2';'(3:““06”.

- Receives k;, where k; = (kj, ...kjn-1).

— For each bucket b of each feature f receives [m?’b] 1—h-
Protocol:
1. If j = 1, for each bucket b of each feature f :

- P, computes a secret vector s/*? = (s - sl{,’lil), where s{’b =1ifi e 7/? and slf’b =0

otherwise.
— Py computes vt = sfb — tfb mod 2K, then sends v/*? to P,_j,.
2. Pi_p computes q; = [gj]1-» — k; mod 2k, sends q; to Pp,.
3. Parties locally output for each bucket b of each feature f:

b
- Pusets [2]]h= T gu+ 3 [g;lnt [m]"]y mod 2.
ielfb ielf

- Py_j sets z{ l1-n =k; vl 4 [mf’b]l_h mod 2F.

Figure 5.5.: Two-Party Keyed Bucket Aggregation Protocol

5.2.5. Keyed Bucket Aggregation

We now introduce an MPC-based bucket aggregation variant, which further improves
the communication and computational efficiency compared to the previously discussed
protocols above. In the following part, the resulting framework is denoted as NodeGuard.
We formally describe the keyed bucket aggregation protocol IIkeypyc in Fig. 5.5.

Preprocessing. A key observation is that 7/ remains constant throughout the entire
GBDT training process. If we examine the indicator-based solution described in Sec-
tion 5.2.2 more closely, we observe that the feature holder Py must redundantly mask its
secret indicator s/ at each tree node, which results in huge communication overhead.
Although such masking is inevitable while executing the secure multiplication protocol,
we propose a solution to eliminate this redundancy by introducing a new primitive keyed
bucket triple, which can be generated in the preprocessing stage:
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Definition 5.2.2 (Keyed Bucket Triple). A keyed bucket triple is defined as (r/, k;, [mf ’b]),

j
where rf’b,kj € Z;’}( and mf’b =rfb. k; mod 2k,

In IkeyBuc, the parties invoke the functionality ?—'2';2“66“ to generate such triples. We

formally describe FXBUcGen in Fig. A.1. At the initial node j = 1, we let P, hold r/** to

2PC
mask its secret s/**, where r/*t = (rg ’b, e r]]:]’:). Then at any node j (including the initial

node), we let P,_;, hold k; to mask its secret share [g;];—s. We call k; the key of the node
Jj. In addition, the parties hold a secretly shared [mf’b], such that mf bk ; mod 2k,
The functionality ?;E%“CGe” can be implemented by a trusted third party (TTP), which
faithfully distributes required correlated randomness. In the absence of a TTP, the parties
can instead execute a secure multiplication protocol, where Pj, keeps r/** and P;_j, keeps

k; as output, respectively.

Online Stage. Again, we start at the initial node j = 1. For each bucket b of feature f, Py
masks its secret indicator s/? with r/* and sends the masked vector v/*? to P;_j,. We note
that this message is sent only once during the entire GBDT training process. Then, at any
node j (including the initial node), P_j, computes q; = [g;];- — k; mod 2* and sends q;
to Py. Upon receiving q;, P, computes the sum of the corresponding [g;;], and g;; for all

i € 71t Meanwhile, P,_j, computes k- v/** mod 2% without learning 7. Finally, both

parties unmask their local shares by adding [m{ ’b]. We show correctness as follows:

[Z{’b]h + [Zf’b]l—h = Z qji+ Z [g.iln + [m{’b]h +k; v/ [mf’b]l_h
ierfb ielfb
=q; - shb 4+ (giln- s/ +k;- shb 4+ (mf’b -k; - r/b)
= [giln-s""+(qj+k;) - s/*

=g; - s/ mod 2*.

5.3. FSS Compute Functionality

We now present the idea for constructing a functionality that replaces FSS gates within
a protocol execution. We show the FSS compute functionality Tégmp in Fig. 5.6. First,
the parties initialize all wires by sending an initialization query to ?'F(;gmp, which allows
ﬁggmp to generate records in a list £. The parties can then reconstruct the values for a
wire by sending their respective shares to ﬁggmp. Again, this allows ?'F(;gmp to update
the list £ and record the reconstructed wire values. Finally, the parties can compute a
function f by sending f along with the corresponding input wire IDs {wid;} to ﬁ%gmp.
Assuming that f takes m inputs, ?}%gmp retrieves the values of the m input wires from
L and computes the output as z = f(xo, ..., x,—1). This reflects the fact that once an
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Fess
Internal list £: Initialized as £ = 0.
Compute:
« Upon receiving (FSSInit, wid, sid) from both P; € #:
1. Check the list £, continue if the record (G, wid, sid, -) does not exist.
2. Update £ = L U (G, wid, sid, -).
« Upon receiving (Reconst, wid, [x];, P;, sid) from both P; € #:

1. Check the list £, continue if the record (G, wid, sid, -) exists.
2. Reconstruct x = [x]o + [x]; € G.
3. Update £ = L U (G, wid, sid, x).

« Upon receiving (Assign, wid, x, Py, sid) from Pj:

1. Check the list £, continue if the record (G, wid, sid, -) exists and wid is not assigned.
2. Update £ = L U (G, wid, sid, x).
3. Send a notification to P;_p.
« Letf: G} — G°", upon receiving (Compute, f, {wid;}, sid) from both P; € #:
1. Check the list L, continue if for j € [m] all records (G, wid}, sid, x;) exist and f €
{deeLU fSeIect XOI’}.
2. Wait for the adversary to input [z]. € G°.
3. Compute z = f(xg, ..., Xm—1) € G°*. Determine [z]._; = z — [z]. € G°".
4. Send [z]; to P;.

Figure 5.6.: Two-Party FSS Compute Functionality

input wire value is reconstructed, it can be reused across multiple function evaluations.
Such reusability relies on circuit-dependent correlated randomness. We refer to [18] for a
detailed discussion.

For the remainder of this section, we let f dRelU denote the dReLU function (also known
as the comparison function), and f3¢**t denote the select function.> We now give the
formal definitions.

Definition 5.3.1 (dReLU Function). The function f4RetV : Z,, — Z, is defined as

deeLU (X) = {

where x is interpreted as a signed integer in two’s complement representation over Z.

1 ifx >0,

0 otherwise,

Definition 5.3.2 (Select Function). The function £t : Z, X Zox X Zypk — Zo is defined
as

foelectp x,y) i=b-x+(1-b) -y,

% Tor FSS gates, a wire offset (also known as a mask) can serve multiple gates incident to the same wire.
3 In this thesis, 59! always selects between an input x and 0.
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Protocol Ilsig,¢

Private inputs: For each bucket b of each feature f, the feature owner Py, holds 7 f:b where
|7f?| < N,1 < b <Band1 < f < F,. Note that P, € {Py, P;}. At a node j, parties hold

[g;], where g; = (gj,0, ... gj.N-1)-
Public inputs: Public parameters.

Outputs: For each bucket b of each feature f, parties output [zf ’b], where z}f b= ;‘f bg .4
ielf

Initialize: Parties initialize all wires by sending corresponding wire IDs to ﬁggmp.
Protocol:

1. If j = 1, for each bucket b of each feature f, Pj, assigns s/ to the corresponding wire ID

by sending s/ to ﬂggmp, which sends a notification to P;_p.

2. Then at the current node j, Parties reconstruct g; by sending respective [g;]; to ﬁggmp.

3. Parties send f5¢*t along with the corresponding wire IDs of s/** and g; to ﬁcsgmp. They
receive [qf’b] as output, where q{ ’l.b =g if s{ b= 1and qf’ib = 0 otherwise.

. b b
4. Parties compute [zj ] = Zl:qfl .

Figure 5.7.: Two-Party Silent Bucket Aggregation Protocol

where b € Z; and x,y € Zk.

We naturally extend ﬂggmp to support all secure function evaluations that can be realized
using FSS gates. In the context of SIGBDT, we restrict f € {fdReLY, fSelect yor) as these
operations suffice for protocol execution.

5.4. Protocol Building Blocks to Train GBDT

In this section, we build modular protocols using ﬁggmp explained above. We first introduce

our novel silent bucket aggregation protocol Is;g,c, which applies f3¢lect at ?'F(égmp as
backbone. We compare Ilgig, to state-of-the-art bucket aggregation protocols through
a complexity comparison, and we show that Ilgg,. achieves a better communication
efficiency. We also briefly review the parallelized FSS argmax protocol IIp,arg introduced

in [145]. In addition, we propose our silent argmax protocol IIsjarg, which leverages f Select

C .
fdReLU at 7 -2™P as subroutine protocols.

and FSS

5.4.1. Silent Bucket Aggregation
We formally describe our protocol IIsig,c in Fig. 5.7. At the initial node j = 1, P, assigns the

secret indicator vector s/ to the corresponding input wire. This is the only point in the
protocol where Py, injects the value s/? into the computation. This wire value will be reused
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Table 5.1.: Communication rounds and overhead required in Ils;jg,. compared to other protocols.

Framework Protocol Rounds Overhead
Xie. et al. [173] Indicator T Nnon 4FBk TnnonN
Fang et al. [56] Permutation 2T npon 2Fk TnoonN

Squirrel [108] LWE-HE 2T npon > 2log, qTnpon N
NodeGuard [43] Sharing T npon FBNk + 2TNk npon
SiGBDT [75] FSS T npon  FBN + 2TNk npon

at all subsequent nodes. Then at any node j, the only communication overhead arises
during the reconstruction of the gradient g; by the parties. Compared to the keyed bucket
aggregation protocol Ilkeyguc from [43], IIsipyc requires less communication overhead
because the "assign" request of the value s/** operates over Z, rather than Z.

Complexity Analysis. We now analyze the communication rounds and overhead required
for each secure bucket aggregation protocol in Table 5.1. During the execution of IIsic,
the parties exchange FBN + 2T Nk npop, bits of information over Tny,, rounds, achieving
the minimum number of communication rounds among all comparable frameworks. As
mentioned in Section 5.4.1, the protocol IIg;, already optimizes the communication of
IkeyBuc from [43]. Therefore, we focus on the comparison of Ils;p,. against the indicator-
based solution II,4iguc from [173], the HE-based solution IIyggyc from [108] and the
permutation-based solution IIpeympyc from [56]. Although ITj,4iguc achieves the same
minimum communication rounds as siarg and [keyBuc, it requires a communication
overhead of 4FBk Tn,onN bits, which is the highest among all current solutions and
strictly greater than that of IIsig,.. In certain cases, we observe that IIpe;mpuc and Iyepyc
can be more communication-efficient than IIsjg,.. Compared to IIpermpuc, the protocol
[Isipyc performs better when 2k Tnpon (F — 1) > FB, which roughly corresponds to the
condition 2k Tnpo, > B. Similarly, compared to ITyepyc, Isipuc has the advantage if
2Tnpon > ]ng ];_k. We adopt the choice of g = 2!% for the security guarantee of LWE-based
HE as in Squirrel [108]. And we follow the parameter settings suggested in [132] for
training a large-scale GBDT model (e.g. T = 100, etc). Under these common settings, the
proposed protocol IIsig,. typically achieves better efficiency in both communication and

computation.

5.4.2. Silent Argmax

We assume that the parties hold a secretly shared array [x] of size n and they want

to compute [z]® = argmax([x]), where z; = 1 if x; = max(x) otherwise z; = 0.* In

Ipaarg [145], the parties execute two sequential FSS-based protocols. First, they compute

4 1Tn this thesis, the computed argmax result is a boolean shared one hot encoding [z]B of size n, which
differs from the traditional argmax output.
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4 Protocol ITsiarg ‘

Private inputs: Parties holds [x].
Public inputs: Public parameters. |x| = n, and we suppose that n is a power of two.

Outputs: Parties output [z]®, where z; = 1 if x; = max(x) and z; = 0 otherwise.
Initialize: Parties initialize all wires by sending corresponding wire IDs to T}ngmp.
Protocol:

« Parties set [x'™P] = [x].
« For csize # 1, parties do:
i t t t t
1. Set [x"igh] = ([xomp], ey [xg_l]), [x'ov] = ([xg],..., [xC::Zpe_l]), compute
[Xdiff] — [Xhigh] _ [XIOW].
2. Parties reconstruct x4 by sending respective [x4]; to ?'chgmp.

3. Parties send f9RetY along with the corresponding wire IDs of x4 to ﬁcsgmp. They

receive [b]® as output.
4. Parties now reconstruct b by sending respective [b]; to ﬁggmp.

5. Parties send f3¢'*t along with the corresponding wire IDs of x4 and b to ﬁggmp.
They receive [q] as output.

6. Parties reconstruct q by sending respective [q]; to ﬁcsgmp.

7. Parties compute and update [x™P] = [q] + [x'°%].
8. Parties set csize = csize/2

« After obtain [x™?®*], parties compute [x'] = [x] — [x™*].
« Parties reconstruct [x’] by sending respective [x’]; to ﬁggmp.

« Parties send fdRLV along with the corresponding wire IDs of x’ to 7_-FCSc§mp. They receive
[z]® as output.

Figure 5.8.: Two-Party Silent Argmax Protocol

n(n — 1) pairwise comparisons in parallel, with a small probability of error.’ Then, the
parties perform n equality checks to determine the position of the maximum value. As a
result, the number of communication rounds is significantly improved, where the entire
protocol can be executed over two rounds. But the communication and computation
overhead will explode if the comparison size increases [145].

We propose a secure argmax protocol variant IIs;arg in Fig 5.8. For simplicity, we assume
that the size n is a power of two and each x; is different. Initially, parties input a secretly
shared vector [x] of size n. In csize # 1, the parties begin a computation round by

reconstructing x4 at ?'F(;gmp . Then parties call ?'F(;gmp to compute fIReLY (x4iff) which

outputs [b]B. After reconstructing b, the parties call ?'F(;gmp to compute foelect(xdiff b)),

5 [18] suggests evaluating two separate DCF instances to guarantee perfect correctness of a comparison

protocol. In [145], however, only one DCF is evaluated for efficiency, which results in an imperfect
comparison outcome.
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Figure 5.9.: Demonstration of Comparison Candidate Updates in the First Round of IIs;g,¢

which outputs [q]. We note that g; = 0, if x; — Xcsize/2+i < 0, otherwise q; = X; — Xcsize/2+i-
Thus, after reconstructing q and updating [x'"™P], the parties now obtain a set of new
candidates for the next computation round. They continue the above computation until
they find the maximum [x™?*]. Note that the desired result is a Boolean-shared one hot
encoding [z]B, it is thus equivalent to compute the difference vector [x'] = [x] — [x™*]
then use the reconstructed x” to compute fIRetV(x’).

5

In Fig. 5.9, we demonstrate an example of the comparison candidate updates in IIsjg.
We suppose that n = 8 and the comparison result for the first round is b = (1, 1,0, 0).
We mark [x"8"] in green and [x'°%] in red. Then the expected select result should be
q = (x; — X5,X3 — X6,0,0). After computing [x"™P] = [q] + [x'°V], we observe that
x'MP = (x1, X9, X7, xg), which contains all comparison candidates for the next round.

Efficiency Comparison. For SiGBDT, we always let the parties evaluate two DCFs as pro-
posed in [18] to ensure the perfect correctness of the comparison (dReLU) implementation.
Recall that in ITp,arg [145], the parties evaluate n(n — 1) DCFs and n equality checks, which
results in overall 2nk bits (2n(n — 1)k and 2nk, respectively) communication overhead
over two communication rounds. In contrast, IIsiarg requires 2n DCF evaluations over
2log n + 1 rounds, where overall 2nk + 2n bits are communicated.

5.4.3. Silent Node Split

After the parties find the best split candidate for the current node j, the parties have
to update the gradient [g,;] for the child node 2j and [g3j4+1] for the child node 2j + 1,
correspondingly.
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Recap of SS-based Node Split. State-of-the-art works [56, 108, 171, 173]) apply an SS-
based approach to update the gradients. We let Tssse'e“ denote the SS-based functionality,
which takes as input secret shares and evaluates f5¢'°*, Suppose that the current (shared)
sample space is [u;]®. The feature holder P, which knows the best split candidate, has
to share an indicator vector c;, such that the (shared) sample space of child node 2 and
2j + 1 can be computed as [uz;]® = [u;]® * [¢;]® and [uzj41]® = [u;]® @ [uz;]®. Then
the parties can call ?g%eled with [g;] and [uy;] as input to compute [g;;] and update
[g2j+1] = [gj] — [82;]. To avoid the conversion between arithmetic sharing and boolean
sharing required in 7’5558'“, both u; and c¢; can also be shared arithmetically. The parties
then simply compute [uy;] = [u;] o [¢;] and [g2;] = [g;] o [uy;] to update the sample
space.

FSS-based Node Split. We realize that the node split computation can be regarded as a
byproduct of the ITsig . execution. We replace the above element-wise AND computation

and Fo£'*“ computation by computing f5¢/°t at ﬁggmp two times.

At the initial node j = 1, the first select computation can be omitted since [u,]® = [¢;]®
(and [u3]® = [c;]® @ 1). For the second one, we observe that g is already reconstructed
during the execution of IIsig,c Thus, the parties only have to reconstruct u; at T’égmp.

Since both gy and u; are already reconstructed, the parties can compute f5¢et at ﬁ(szgmp

to obtain [g;]. The communication overhead for the initial node j = 1 is thus only 2N
within one single round.

Then at any node j # 1, u; is already reconstructed at its father node, and g; is revealed
in IIsiguc. Thus, for the first select computation, the parties just reconstruct c; at ?"F(;gmp,
then compute f5¢lect at ﬁ%gmp with the corresponding wire IDs of u; and c;. They receive
[uz;]® as output. And for the second select computation, the parties now reconstruct uy;,
then compute 5t (g u,;) at Tégmp. They receive [g5;] as output. For the right child
node, the parties can locally compute [gj+1] = [g;] — [g2]. Since both u,; and u; are

already reconstructed, the parties can simply compute uzj;; = uy; @ u; at Tégmp. The
communication overhead for any node j # 1 is thus only 4N over two rounds.

5.5. Security of HKeyBuc, Ils;guc and HSiArg

In this section, we provide security proofs to Ilkeypuc and Ilsiars. We note that in Isigyc,

parties simply compute f3¢lect at ﬁggmp and locally summarize output vector entries. We
thus directly call IIsig,¢ in our training algorithm 1 without explicitly giving a proof to

. BucA
show that Ils;g,. uc-realizes ?;Plg 88

Theorem 5.5.1. Protocol IIsiars shown in Fig. 5.8 uc-realizes ?zspiérg in the ?’F(;gmp—hybrid

model, in the presence of a semi-honest adversary who can corrupt P; € {Py, P;_;}, with
static corruption.
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Similar to the protocol Ilsigyc, the parties just interact with ﬂggmp and locally process the

results (secret shares) from ﬁggmp. We let ?;?érg denote the argmax functionality, which
allows the adversary to choose its own output share [z]®. Below, we give a proof sketch

to Theorem 5.5.1:

Proof Sketch. The simulator S can be constructed by simply emulating ﬁggmp. S receives

input wire shares from the adversary A, it also emulates ﬁcsgmp by receiving output shares
from A. We let [-] # denote the A’s share of a secret value. S receives [x'] # and [x™®] #
from A (note that both values are determined by A itself), A’s input can thus be extracted
by computing [x]a = [x']a — [x™*] 4. S also receives A’s share of [z]®, which will
be sent along with [x]# to Tz?érg. It is easy to see that the real execution and the ideal

execution is indistinguishable, since the simulator only has to emulate ﬁggmp interacting
with A during the entire simulation. [

Theorem 5.5.2. Protocol IlkeyBuc shown in Fig. 5.5 uc-realizes ?;?,%CAgg described in Fig. 5.1

in the ﬁﬁg“cce”—hybrid model, in the presence of a semi-honest adversary who can corrupt

P; € {Ppn, P1_}, with static corruption.

We defer the detailed security proof to Appendix A.4.

5.6. Secure GBDT Training via FSS

We have shown that the functionality TFCngp can be applied to construct the necessary

building blocks for training a GBDT model. Now we use ﬁ%gmp to build our silent
GBDT training framework SiGBDT as shown in Algorithm 1. In the subsequent sections,

we let 7824 denote the gradient computation functionality, H¢® denote the Hessian

2PC 2PC
computation functionality, 7-'2%28” denote the gain computation functionality, ﬂiecstparty

denote the best-party selection functionality and ?;';,eé’f denote the leaf-node computation
functionality. We omit explicit definitions of these functionalities and assume that they
are realized via MPC protocols.® We refer the reader to Section 5.1.1 for details on the
computation of the corresponding functionalities.

Initialization. At the beginning of training, each party can locally determine the indices
TP for each bucket of its own features, which can then be converted to the corresponding
vectors s/**. As the label holder, Py computes the initial gradient g and Hessian h at the
start of the training process and shares (g, h, Y) with P;. This sharing is performed locally
by deriving (pseudo-)randomness using a pseudo-random function PRF. Afterwards, the

parties initialize all wires with wire IDs at ?}ggmp.

.. i . Com .
% In realizing 7—'2?)8"“1, Tzﬂecss, Tz?,é‘”, and ?;%,eé‘f, we may invoke 7—}55 P as a subroutine.
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Algorithm 1 Silent GBDT Training Framework

Require: Hyperparameters(T, D, B, §°)
Po: dataset X, € RN*Fo Jabel Y € RN
P,: dataset X; € RN*A
Ensure: [GBDT]
1: Inltlallzatlon

2: (s0 ) « LocalBucket(Xy), P;: Ilf’b(s{’b) «— LocalBucket(X;)
3: PO: Set Y =4° g, h « LocalGradient(Y,Y)
4: [g], [h], [Y] « Share(g,h Y)
5: Py and Py: call ﬁsgmp to initialize all wires.
6: Online training:
7: fort=1,2,3,...T do
8: if t > 1 then _
9: Gradient: [go] « Fo2d([Y], [Y])
10: Hessian: [ho] «— F0&([Y], [Y])
11: end if
122 w ={111,..,1} eRN
13: for j =1,2,3,...nn0n + Njear dO
14: d = Tree.node(j).depth
15: if d < D then
16: for f € [Flandb € [B] do
Com ,b Com b b
17: Reconstruct g; at Frqq P, [gj ] « foelect(g;, s/b) at Frss P Gf — ng
c b c b b
18: Reconstruct h; at ﬁsgmp, [hﬁr ]« fse'ed(hj,sf’b) at ?'Fsgmp [Hf ]« Zl.:h{i
19: end for i P o
20: For f € [F ] i€ [B-1]: [G]] = $pcilG), (6] = SicpenlG])
§) b
21: For f € [F e[ —1): [H]]] = Spi [H]"], [HE) = SicpeplH']
22: Set [GL]] — ([G]"Dserrrietsar: [Grj] < ([GR D perrLictp-1)
23: Set [Hr ;] « ([ Lj])fe[F Lie[B-1]> [Hr ;] < ([H};;])fe[F] ie[B-1]
24: [Gain] «— F,02"([GL], [Gr,], [HL;], [Hg,])
25: [2]®  Fopr'®([Gain])
26: Reconstruct a bit Pj, «— ﬁi?tparty([z]B, |Fol)
27: Py: receives [z] 1B_h from P;_,
28: [c;]1® = Py.ApplySplit(Xy)
29: if d = 1 then Set [qu]B = [cj]B
30: else if d > 1 then c
31: Reconstruct c; at ﬁsgmp [us;]® « fse'e“(uj, c;) at ﬁsgmp
32: end if c c
33: Reconstruct u; at Free > [827] foelect (g uy;) at Frea "
34: [82j+1] = [8j] — [82/], receive uyj,; from ﬂggmp st g = u; @ uy;
35: else if d = D then
36: Leaf: [w;] < le;)ecaf [g;], [h;])
37: end if
38: end for
39: [w] = ([wnnon+1]’ RSl [a)nnon"’nleaf])’ reconstruct  at ﬁcscs)mp
40: u= {unnon+1’ °t unnon+nleaf}
41: [pred] « f5¢'<t(u, w) at ﬁggmp
42: [Y] = [Y] + [pred]
43: end for
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Online Training. When training of the second tree begins, the parties must invoke the
gradient computation functionality Tz%‘d and the hessian computation functionality (fzgecss
(Equation 5.2) to securely compute [g;] and [h;] for the root node of the new tree. We use
the Sigmoid Cross-Entropy loss in this work. During the execution of protocols realizing
‘ngg"d and 772?255, the non-linear sigmoid function is approximated using a piecewise
linear function, as proposed in [182]. This approximation requires the involved parties
to collaboratively and securely determine the interval in which a shared input resides.
Thus, both TZGPrCad and ?;Eecss can be realized in the ﬁggmp—hybrid model, where f' dRelU g
computed in parallel. Regarding Equations 5.4 and 5.5, the gain computation functionality
772%""8” and the leaf computation functionality ?;';,egf must be realized using a division
protocol that computes the division of two secret-shared values. We refer the reader to
[31] for further details on executing the dReLU protocol within a secure normalization
procedure, which is used to securely compute the normalized input (as the initial value)
for the Goldschmidt division algorithm [62].

At any node of a tree, the parties compute f¢let at ﬁ%gmp to securely compute the bucket

aggregation for each bucket. Then, they invoke 7:210%” to compute the gain for each split

candidate and determine the maximum gain by invoking the argmax functionality ?;S;érg
(implemented by Ilsiarg). As explained in Section 5.1.2, an indicator bit is revealed to
identify which party holds the best split candidate. Let P, denote the party holding the
best split feature. The argmax result is then reconstructed at Py, enabling Py, to apply the
node split and record the split information. Afterward, Py, shares the split indicator vector
[c;]® for the current node, and the parties proceed to apply the node split method described
in Section 5.4.3. Finally, if the maximum depth D is reached, the parties compute the leaf
weight [w] by invoking ?;%fcaf and compute the prediction result [pred] by computing

Select Comp
f at Fegg -

5.7. Evaluation

We implement SiGBDT in C++. The evaluation of fR¢V and xor at Tégmp is implemented

using the protocol proposed in [18], and the evaluation of f¢'ect at ﬁggmp is based on the
method described in [74].

5.7.1. Evaluation Setup

Testbed Environment. We conduct our evaluations on a server equipped with two
Intel(R) Xeon(R) Platinum 8360Y CPU @ 2.40GHz and 16 X 128GB of RAM. To simulate
the network conditions, we use the tc tool ’ to emulate two representative environments:

« LAN: 1 Gbps bandwidth + 0.2ms round-trip latency;

7 https://man7.org/linux/man-pages/man8/tc.8.html
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Table 5.2.: Accuracy Experiment for Regression (Reg.) and Classification (Cls.)

Type Dataset N F | Metric Plaintext SiGBDT
Concrete 1,030 8 4.10 3.89

Reg. Energy 19,735 27 RMSE 83.59 83.53
Breast 683 30 1 1

Cls. Credit 30,000 23 ACC 0.83 0.83

« WAN: 100 Mbps bandwidth + 40ms round-trip latency.

Baseline. We compare SiGBDT with the plaintext XGBoost library to verify the model’s
accuracy in the non-secure setting. To demonstrate the efficiency benefits of adopting
FSS-based protocols, we further compare SiGBDT against several state-of-the-art privacy-
preserving solutions (excluding non-open-source implementations such as [108]):

« MP-XGB [173] 8, evaluated natively on CPU;
« SecretFlow [56, 111] ?, evaluated natively on CPU;
« Pivot [171] 1°, evaluated in the pre-built docker on CPU.

For all experiments, we focus on the online computation stage. If configurable (in both
SiGBDT and secretflow), we set the number of threads to 12. We run SecretFlow using
the SEMI2K protocol in standalone mode to enable fast local simulation. The arithmetic
sharing length ¢ is set to 64, and the fractional precision p is set to 20 throughout all
experiments.

5.7.2. Accuracy Verification

We employ the plaintext XGBoost library to train models on public datasets, serving as
a baseline for comparison. Subsequently, we train models on the same datasets using
SiGBDT and compare the resulting training outcomes.

Training Parameters and Datasets. Without loss of generality, we set the training param-
eters as follows: tree number T = 20, max depth D = 4, max bucket size B = 16. We choose
Concrete Compressive Strength ! (1,030 samples and 8 features) and Energy 2 (19,735
samples and 27 features) as training datasets for regression task. And we choose Breast

8 https://github.com/HikariX/MP-FedXGB at commit 46807ea

° https://github.com/secretflow/secretflow at commit d7bb1d1

19 https://hub.docker.com/repository/docker/lemonwyc/pivot at commit 942b66c
! https://archive.ics.uci.edu/dataset/165/concrete+compressive+strength

12 https://www.kaggle.com/loveall/appliances-energy-prediction
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Figure 5.10.: Training Loss Comparison on Energy and Breast Cancer Datasets

Cancer '3 (683 samples and 30 features) and Credit * (30,000 samples and 23 features)
as training datasets for classification task. If a dadaset does not provide a test set, we
randomly split the data into 80% training and 20% testing samples; otherwise, we use
the original split. We use Root Mean Square Error (RMSE) as the evaluation metric for
regression tasks and accuracy for classification tasks. During the training with SiIGBDT
features are evenly distributed between both parties.

We train a GBDT model on each dataset five times and report the average accuracy.
Table 5.2 presents the training accuracy of both SiGBDT and the plaintext model. In
addition, Fig. 5.10 shows the training loss curves for both models. We observe that SIGBDT
achieves accuracy comparable to the plaintext model, with nearly overlapping training
loss curves. The slight difference may be attributed to the use of fixed-point computation
with reduced precision. Another possible source of error is the approximation protocols
used for operations such as division and the sigmoid function.

5.7.3. Efficiency Experiment

We generate random synthetic datasets to train GBDT models using different frameworks
and record the end-to-end training time under both LAN and WAN settings. For the default
parameters, we set the number of samples to N = 10, 000, maximum tree depth to D = 4,
feature size to F = 10, and maximum bucket size to B = 8. In addition, we vary the training
parameters based on the default settings to evaluate the scalability of each framework. In
the following experiment, we set the number of Trees to T = 10. We also implement pure
SS-based protocols in SiGBDT, which is denoted as SIGBDT-SS 15

13 https://archive.ics.uci.edu/dataset/17/breast+cancer+wisconsin+diagnostic
4 https://www.kaggle.com/uciml/default-of-credit-card-clients-dataset
15 SiGBDT-SS applies the indicator-based solution for the bucket aggregation protocol.
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Table 5.3.: End-to-End Training Time (Seconds per Tree) in LAN

N F B D SiGBDT SiGBDT-SS SecretFlow MP-XGB Pivot
10,000 10 8 4 1.83 5.73 11.31 19.78 239.82
50,000 10 8 4 6.08 13.73 20.51 174.52  499.27
10,000 20 8 4 2.92 8.20 11.38 42.94 501.98
10,000 10 16 4 3.19 8.70 10.60 38.81 434.02
10,000 10 8 5 2.74 9.43 11.26 31.15 398.98

Table 5.4.: End-to-End Training Time (Seconds per Tree) in WAN
N F B D SiGBDT SiGBDT-SS SecretFlow MP-XGB Pivot

10,000 10 8 4 10.91 54.67 87.07 44410  7,285.89
50,000 10 8 4 13.79 79.75 164.20  1,309.65  7,781.40
10,000 20 8 4 13.76 75.81 108.63 971.43 17,925.70
10,000 10 16 4 13.31 73.49 106.37 745.56 15,473.43
10,000 10 8 5 18.68 76.76 119.70  1,052.94 13,075.34

End-to-end Runtimein LAN. We show the average runtime measured in LAN in Table 5.3.
In short, SiGBDT outperforms all state-of-the-art frameworks including SiGBDT-SS:

« Compared to SiGBDT-SS, SiGBDT is 2.26 to 3.44 X faster;
« Compared to SecretFlow, SiGBDT is 3.32 to 6.18 X faster;
« Compared to MP-XGB, SiGBDT is 10.81 to 28.70 X faster;

« Compared to Pivot, SiGBDT is 82.11 to 171.91 X faster.

End-to-end Runtime in WAN. We then show the average runtime measured in WAN
in Table 5.4. Again, we observe that the performance advantage of SIGBDT over other
frameworks further increases:

« Compared to SiGBDT-SS, SiGBDT is 4.11 to 5.78 X faster;
« Compared to SecretFlow, SiIGBDT is 6.40 to 11.90 X faster;
« Compared to MP-XGB, SiGBDT is 40.71 to 94.97 X faster;
« Compared to Pivot, SiGBDT is 564.28 to 1,302.74 X faster.

Compared to the LAN setting, SIGBDT demonstrates a significantly greater performance
advantage over state-of-the-art frameworks including SiGBDT-SS in the WAN environ-

ment. This is because SiGBDT applies ?}ggmp to significantly reduce communication
overhead compared to other frameworks.
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Figure 5.11.: Impact of Increasing Training Set Size on Runtime in Each Framework in LAN (Lower Is Better)

Impact of Increased Training Size. To assess the scalability of each framework, we system-
atically vary the training size by adjusting parameters including sample size, maximum tree
depth, feature dimensionality, and maximum bucket size. The resulting average runtimes
are presented in Fig. 5.11. Due to rapid runtime increasing trend of both MP-XGB and
Pivot, we only plot the runtime of SiIGBDT, SiGBDT-SS and SecretFlow in Fig. 5.11. We
observe that as sample size and max depth size increase, both SiGBDT-SS and SecretFlow
tend to exhibit exponentially increasing runtime, while SiGBDT shows only linear increase.
As feature size and max bucket size increase, all three frameworks exhibit similar growth
patterns: a linear increase with feature size and an exponential increase with bucket size.
However, the runtime growth rate of SIGBDT is more gradual.

5.7.4. Private Inference Efficiency

Previous work [56, 108] assumes that each data entry used for inference is split between
two model hosts. However, a common application scenario is that a customer who wants
to run inference using a model shared between two cloud service providers may require
that the provided input dataset remains undisclosed. In this thesis, we assume that the
input dataset used for inference is private. This indicates that the whole inference must be
computed with MPC protocols. Given a fully grown GBDT model with depth set to D = 4,
and a dataset containing N = 500, 000 samples with F = 10 features, SiGBDT takes 91.27
seconds to process all samples in LAN. On average, private inference is performed with
SiGBDT at a rate of 5,478 samples per second.
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6. Secure Aggregation For Federated
Learning with Malicious Security
against a Dishonest Majority

6.1. Federated Learning

Federated Learning (FL) [115] enables collaborative training of machine learning models
across multiple data owners without requiring raw data to be centralized. In an FL system,
each client trains the model locally using its private dataset and transmits only the resulting
model updates (e.g., gradients or parameters) to a central server. The server aggregates
these updates to produce a global model, which is then redistributed to the clients for the
next training round. This process is repeated iteratively until convergence. It is crucial
to achieve the following goals in order to maintain the robustness of Federated Learning
(FL) systems: (i) Input Privacy. The private inputs of all honest clients must remain
confidential. In particular, no information about an individual client’s local update should
be revealed beyond what can be inferred from the final aggregation result. (ii) Input
Integrity and Output Correctness. A malicious server may deviate from the prescribed
protocol, potentially leading to incorrect aggregation results, similar in effect to a model
poisoning attack launched by a malicious client. Therefore, the protocol must guarantee
that the aggregation is performed over authenticated inputs and that the final output is
correct. (iii) Poisoning Resilience. The system must remain robust against adversarial
updates. In particular, it should incorporate robust aggregation mechanisms capable of
detecting and mitigating corrupted or malicious gradient updates, thereby preserving the
reliability of the global model.

A straightforward approach is to directly apply the protocols proposed in the SPDZ,«
framework [39] to achieve malicious security against a dishonest majority. However, this
approach is suboptimal in the FL setting. In [39], the input protocol is designed under
the assumption that every party acts both as an input provider and as a computation
node. In particular, all parties participate in the subsequent computation after supplying
their inputs. In FL, clients typically serve solely as input parties and do not necessarily
participate in the aggregation process. Therefore, they should be treated differently from
the servers that execute the secure computation. We address this problem by proposing
two input commitment protocols that enable clients to efficiently share their inputs with
the servers.
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3. Filtering
' 4. Aggregation and MAC Check
5. Global Model Update —

2. Input Commitment

1. Local Model Training

Figure 6.1.: Aggregation protocol with two servers under malicious security against a dishonest majority in
Alpha-DiHo [77]

We first illustrate the overall workflow of the FL aggregation protocol in Fig. 6.1. After
local model training, each client C; securely shares its local gradient update u; with the
servers. The servers then perform filtering operations by enforcing both L-norm and
L,-norm bounds. In this thesis, we additionally consider a dynamic L,-norm bound that is
computed based on the clients’ private inputs. Since this bound depends on confidential
information, it must remain hidden from any adversary. After filtering, the servers securely
aggregate the accepted updates u; provided by the clients. Compared to using a public
bound, the key challenge of applying a dynamic bound is that aggregation must be carried
out without revealing the bound itself. We propose an efficient silent select protocol
I1SiSelect to obliviously filter malicious gradient updates. To guarantee the integrity and
correctness of the aggregated result u;, the servers perform MAC verification. Finally, the
servers redistribute the aggregated result U, to the clients.

Limitation of Norm-Based Defense. In this thesis, we apply Lo,-norm and L;-norm based
defenses to mitigate various sophisticated poisoning attacks [110, 149, 155]. As analyzed
in RoFL [110], norm-based defenses provide sufficient mitigation against untargeted
model poisoning attacks, in which the adversary aims only to degrade the usability of
the final trained model [55]. They are also effective against data poisoning attacks, when
prototypical data is maliciously modified and the adversary attempts to maximize attack
performance by amplifying gradient updates. However, recent studies have highlighted
the inherent limitations of such defenses against diverse backdoor attacks. For instance,
the attack in [165] forces the model to misclassify data points lying on the tail of the
input distribution. RoFL [110] further demonstrates that tail backdoors remain effective
over extended training periods even under norm-based defense mechanisms. In addition,
both [110, 165] demonstrate that a strong adversary can consistently manipulate the
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global model on tail data points by periodically lowering the attack intensity, thereby
evading norm-based defense detection. We refer readers to Flame [127] and RoFL [110]
for comprehensive benchmark results.

6.2. Important Building Blocks

In this section, we introduce our input commitment protocol IT'"“°™ in the non-collusion
setting and Hg‘iﬁgm in the server-client collusion setting. We then propose a silent select
protocol II%%¢!e<t to obliviously filter malicious gradient updates.

6.2.1. Input Commitment Protocol

We observe that each client operates independently in the input commitment stage. Thus,
the overall computation can be viewed as a three-party input commitment protocol, which
must be executed multiple times. During the protocol execution, C; shares its input
with the servers and assists them in generating the MAC. We first rule out the naive
solution in which C; simply shares its input with the servers, and the servers compute
the authentication MAC on their own, since we cannot guarantee that a malicious server
will use the exact share received from C; when computing the MAC. For simplicity, we
consider static corruption in this paper and discuss two cases as follows:

(i) Honest Majority: We note that the non-collusion setting corresponds to the honest-
majority assumption in a three-party protocol. This implies that, in the federated learning
scenario, either one server or multiple clients can be corrupted by a malicious adversary

A.

(ii) Dishonest Majority: Meanwhile, the server-client collusion setting corresponds to
the dishonest-majority assumption in a three-party protocol. Again, stepping back from
the input commitment stage and considering the entire aggregation protocol, this implies
that a server and multiple clients can be corrupted by the same adversary A.

6.2.1.1. II'"C°™ under the Honest-Majority Assumption

We present a single execution of the protocol IT'"“°™ as described in Fig. 6.2, where one
party from the set C;, Sy, S; may be corrupted. The key idea is to let C; efficiently distribute
its gradient shares and MAC shares by holding the global MAC key a = ® +a!. To reduce
communication, we use a correlated randomness functionality 7R (described in Fig. A.8),
between C; and Sy. This functionality can be implemented by having the parties hold
a pre-shared key and derive pseudo-randomness via a keyed pseudo-random function
(PRF). Both servers then perform a consistency check to authenticate the distributed MAC
shares.
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r-[ Protocol I1'"Com ] N

Private inputs: A client C; holds x, where x = (x, ..., x;—1) € Z;k and C; € {Cy,...,Cp_1}.
Public inputs: Public parameters k, s.

Outputs: S; outputs [x]/ = (x/,m/) € Z!,  xZ!,_,

where S; € {So, S1}.

Initialize: C; and S, call their FR8l° instance, receive a® < 25. Then C; and S; call their
. . $

FCRglo instance, receive a! « 25.

Protocol:

t

ok+2s and

: . . s s 5
1. C; and Sy call their FCR instance, receive x° « Ll s X} & Lypos m° — Z

$
m? — sz+25.

k+s

$ s
2. C; sets @ = a” + a' mod 2. It chooses x} « Zykzs and x' « Zykss, such that x =

x° + x! mod 2F.
3. C; computes MACs as m = o (x’ +x!) mod 25*% and m; = &+ (x? +x}) mod 25*%. Then
it sets m! = m — m° mod 25*% and m! = m, — m) mod 25*%.
4. C; now sends (xl,xtl, m!, m}) to Sy.
Consistency Check:
5. So and S; call FRand receiver € Z,.
o1 : T .
6. Sj computes v/ = 3} x{l - rp + x; mod 2K+ and d/ = 3 mil - rp + m] mod 2k+2s,
h=0 h=0
7. Sj sends v/ to S;_; and computes v = v° + o' mod 252, It then commits to and opens

2 =d/ —v-a/ mod 2% to S;_;.

8. Sj computes z = z°+z' mod 2k+2s and checks if z = 0, aborts if not. Otherwise, P ; outputs
m’/ mod 255,

Figure 6.2.: Input Commitment Protocol IT"C°™ in the Honest-Majority Setting

Note that all C; instances use the same global MAC key shares @y and a; during the
execution of IT'"“°™_ These shares are obtained during the initialization phase by calling
the ‘global’ version of the correlated randomness functionality, F<R8/° (see Fig. A.9).
Unlike individual 7R instances, which use client-specific pre-shared keys, 7Rl allows
all clients to share the same pre-shared keys with Sy and S, respectively. We also present
two ways to bypass the reliance on 7 ¢Rgl:

« Under the assumption of a secure broadcast channel (e.g., as defined in [9]), the servers
can broadcast a; to each C;, since the broadcast functionality guarantees that all clients
receive the same message.

« Alternatively, relying solely on peer-to-peer secure channels, the servers can first ex-
change commitments of «; with each other and subsequently decommit to each client.
Since at least one server is assumed to be honest, the clients are guaranteed to receive
consistent shares of the global MAC key o’ from P j» or consistent commitments to these
shares from the other server P;_;.
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InCom
'_[ Protocol HDiho

Private inputs: A client C; holds x, where x = (x, ..., x;-1) € Z;k and C; € {C,,...,C,_1}.
Public inputs: Public parameters k, s.

Outputs: S; outputs [x]/ = (x/,m’/) € Ly X Ly

where S; € {S¢, S1}.

Initialize: S, chooses o’ & Zys. Then S; chooses o' & Zos. Sq initializes an instance of
FYOLE with C;, where Sy inputs a°. (S, S1) initialize another instance of 7O, where S;
inputs a!.

Preprocessing:

t

. . . . s s
1. Sy calls its ¥R instance (with C;), receives x° « Lisss XV & Zoksas.

2. Spsets x° = (x%,x?) € (Z;M X Zok2s).

3. Sp and S; call their 7¥OF instance with input (k + 2s,k + s, t + 1,%°) from S,.
4. So receives b? and S; receives a® such that a® = b? + a! o X° mod 2k*%s,

Protocol:

. . . . s s
1. C; calls its FR instance (with S), receives x° « Z; poes X0 = Zoksas.

5 s .

2. C;chooses x} « Zyszs and x! <~ Zyss, such that x = x*+x"' mod 2%. Tt sets X = (x’, x;) €
Z!y s X Zypsrs', where X' = x* + x' mod 2% and x; = x] + x; mod 2+,

3. So and C; call their #VO'F instance with input (k + 2s,k +s,t + 1,%) from C;.

4. S, receives a! and C; receives b! such that a' = b! + a° o X mod 2¥+2s.

5. C; sends (x',x;,b') to Sy, which sets X' = (x!,x}) € (Z} s> Zopeszs).

6. The h-th MAC share is defined as follows:
— So: m® = a'[h] — b°[A] mod 2k+2s.

h
- Sy:my =a’[h] —b'[h] + &' o X' [h] mod ok+2s

Consistency Check: Same as in IT'""C°™,

InCom

Figure 6.3.: Input Commitment Protocol ITJ.-

in the Dishonest-Majority Setting

We observe that if any C; is maliciously corrupted, the MAC shares received by the servers
may be incorrect. In Section 6.3.1, we show that the probability of such a corrupted C; (or
a set of corrupted clients C, € {C,, ..., C,—1}) passing the consistency check is at most 27,
even if they know both a° and «!.

6.2.1.2. Hg‘iggm under the Dishonest-Majority Assumption

We present a single execution of Hgﬁgm as described in Fig. 6.3, where the malicious
adversary corrupts both the client C; and one server from the set {So, S1}. It is easy to
see that the above protocol is no longer secure if C; can collude with any server, since

the adversary then holds both global MAC key shares a® and a!, and can easily pass
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the consistency check. We can adapt the randomness generation protocol proposed in
[39] into an input protocol that fits our application scenario. However, this approach
requires each client to perform the vector Oblivious Linear Function Evaluation (vOLE)
functionality FYOLE (described in Fig. A.4) twice, once with each server. To reduce the
communication overhead for C;, we adopt an asymmetric setting in Hg‘if]gm and decompose
the computation into
alox’+al ox! +a’o (x* +x).

The first term a' o x° can be computed between the servers without involving C; and is
therefore moved to the preprocessing stage. The second term a' o x! can be computed
locally by S;. Thus, in the online stage, C; participates only in a single invocation of FVO'E
with Sy to compute the third term a° o x'. Finally, the servers perform the consistency check
procedures (as described in Fig 6.2) to verify the correctness of the computed authentication
MAC shares.

We note that H:D”iigm must be executed multiple times in the federated learning scenario.
While adapting Hg‘iﬁgm from a single-client setting to a multi-client protocol, the FVOLE
instance between two servers only needs to be executed once, as it covers all individual
executions of H:Si(li(o)m' Following the approach in [39], we discuss different corruption
cases in Section 6.3.2 and show that the probability of successfully introducing errors into
the MAC shares while still passing the consistency check is negligible.

6.2.2. Silent Select Protocol

Recap of Current L,-Norm Checks. We begin by analyzing the current L,-Norm-based
defense mechanisms applied in state-of-the-art works. Both Flame [127] and RoFL [110]
have shown that using a dynamic L,-Norm bound f yields better filtering performance
compared to a pre-defined bound. Current works such as Flame [127], RoFL [110] and
Elsa [141] assume that this bound f can be publicly determined. As a result, either the
servers must maintain a separate training dataset to compute the bound [110], or f is
effectively reconstructed on the server side [141]. However, in the absence of a separate
training dataset, f§ is computed from the clients’ real-time gradient updates. This makes
f an intermediate value derived from private inputs, and the reconstruction of  (or
B?) may leak sensitive information to the adversary. Meanwhile, in the server-client
collusion setting, reconstructing the comparison result between (L,(u;))? and f? also
leaks information about f? to the adversary, as it reveals the range information of A2.
In this thesis,  is dynamically set to the mean of all clients’ L,-norms in each iteration,
rather than the median as proposed in Flame [127] and RoFL [110], due to efficiency
considerations. Parties may execute a secure median protocol to privately determine the
median. We leave the choice of a dynamic L,-norm bound as an future work.

! Since x;; € Zywzs, we do not denote it as x/ .
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r-[ Protocol I151Select \

Private inputs: Servers hold [x] and [y[,, where x € Z), andy € Z,. Additionally,  TripGen

is already initialized and S; holds «;.

Public inputs: Public parameters k, s.

Outputs: Servers output [z], where zj, = x;, if y = 1 and zj, = 0 otherwise.
Preprocessing:

1. S; € {So,S1} sends (BitTripGen,S;, sid) to F P9, receives ([a]’, [b]/, [c]/), where
b, = bg + b’ll mod 2¥ € {0,1} and ¢, = ay, - b, mod 2.

2. Let b{l and mih be S;’s share and MAC share of b[A]. S; defines [b’ é where b;lj = b;;

(mod 2'*%) and mi, = mih (mod 2'+%).
h

Protocol:

1. Servers run Open and MAC check (as defined in Fig. A.10) to reconstruct e = [x]] — [a]
and f = [[y]]z + [[bl]]z.

2. If f,=0,S; sets [zn]’ = [cn]’ + en - [br]’ mod 25+,
If fi, = 1, S; sets [z5]/ = j - en + [an]’ — [cn]/ — en - [bn]’ mod 2K+

Figure 6.4.: Silent Select Protocol

silent Select Protocol I15%¢*t, In AlphaFL, we use the select functionality 7"555‘3'“’[ to
address the above issue by secretly filtering out outliers. We now introduce our silent
select protocol II5°%¢1e<t a5 shown in Fig. 6.4 to efficiently implement Tssse'“t.

a) Preprocessing: The core idea of II5%¢!*t to accelerate the online computation is to
generate so called Select Correlations in the preprocessing phase. Specifically, servers
generate multiplication triples ([a], [b], [c]) by calling FT"'PSe" described in Fig. A.3,
where ¢, = ay - by, mod 2¢ and by, = b) + b, mod 2k € {0,1}.2 Unlike traditional Beaver
triples, we restrict by, to be either 0 or 1 modulo 2¥. Note that the original Beaver triple
generation protocol II"P'® from [39] cannot be directly applied here, as parties sample

b{l & Z,k+s and then determine a{l and Ci via the Combine procedure. As a result, the
parties do not have control over the value of by, since the MAC shares of by, are computed
afterwards. To restrict the value of by, we let the parties first execute the random bit
generation TTRa"BitSen described in Fig. A.12, instead of sampling bj, randomly. The crucial
step to ensure that b, mod 2% € {0, 1} is to generate the MAC of by, at the very beginning
of IT""Ple 5o that the adversary cannot manipulate the value of b,. Then the parties
use the authenticated value [b,] to generate the triple ([[as], [bx], [cn]) and execute the
Arithmetic-to-Boolean (A2B) protocol from [46] to convert the arithmetic sharing [bp,]
into a Boolean sharing [} ]2. We define the resulting select correlations as follows:

2 If we reconstruct by, by computing by, = b?l + b}ll mod 255, by, is not necessarily equal to 0 over Zyks.
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Definition 6.2.1 (Select Correlations). Select correlations are defined as ([a], [b], [¢], [¢']2).
such that
c=a-bmod2* and b=10"€{0,1}.

b) Online Stage: During the online computation, the servers only have to reveal e and f
in a single communication round. Then they can compute the shared output [z] locally
without further interaction. The classic select protocol handles the A2B operation and
multiplication in two rounds, resulting in 2¢- (k+s)+(s+1) bits of communication overhead
(excluding the cost of the MAC check). In contrast, II5¢t incurs a communication
overhead of only t - (k + 2s + 1) bits, effectively reducing the communication cost of the
classic protocol by approximately half.

6.3. Security Analysis

The high level idea is, if an adversary introduces an error into the MAC shares modulo 2€*,
then in order to avoid detection it must find a compensating error modulo 2K*?, Doing
so requires the adversary to correctly guess all bits of the honest party’s MAC key share,
which succeeds only with negligible probability.

6.3.1. Consistency Check Details in IT'"¢°™

Single Execution of II'"“°™,  We now analyze the consistency check of protocol IT'"°™ in
the honest-majority setting. We observe that all MAC shares are correctly distributed, if
C; is honest. Thus, we discuss the case where C; is corrupted by a malicious adversary A
and both Sy and S; are honest. Now different from the analysis provided by [39] where the
adversary A does not know the MAC key shares of other honest parties, both shares o’
and a! are received by A in I1'"°™ at the initialization. The error that A can introduce
to the h-th MAC is defined as

pn = my — a - x; mod ok+s (6.1)

After taking random linear combinations with the vector r to compute the MAC of v, the
reconstructed value d = d° + d' mod 2%*% satisfies

-1
d0+d1:Z(a-x;l+ph)-rh+a-xt+pt mod 25*%. (6.2)
h=0
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Now different from [39], A cannot introduce any error to v, since both honest Sy and S,
will reconstruct v = 0° + 0! mod 2+ honestly. This implies

0 =z° + z! mod 2~+%
t—1
=d’+d' —«a- (Zx;l - rp + x;) mod 2K+2
h (6.3)

~

-1
= ) pp-ry+ pr mod
0

2k+25 .

>
I

Claim 6.3.1. Suppose that there is at least one non-zero component pj, mod 25**, then the
probability of passing the check is no more than 27°.

Proof. Without loss of generality, we suppose py # 0 mod 2K*%, then we have

-1
po Ty = th - rp+ pr mod2K%, (6.4)
h=1
—_—
s

Let 2° be the largest power of two dividing p,, we know that v < k +s, since py # 0 mod
2k+s_ Therefore, we know that £5 is 0dd and has multiplicative inverse modulo k + 2s — 0.

We have
. @ i mod 2k+23—v
2¢ 2¢

i . (@)—1 mod 2k+2$—v.
2 20

o
(6.5)

ro

Since s < k + 2s — v, ry is completely determined. By definition ry is randomly chosen at
2%, we conclude that this particular event happens with probability 275. [

Multiple Executions of IT'"“°™ with Clients. We then analyze the case where IT'"“°™ is
executed with multiple clients C;. Similar to the above proof, we only discuss the case
where a subset of clients C, € {Cy,...,C,_1} are corrupted. Let g denote the number
of corrupted clients. Since both servers only perform the consistency check once after
receiving all MAC shares, we can extend Equation 6.4 to

qi—1 qt+q—1
0" To = heTh+ » mod2K+2. 6.6
p p p
h=1 h=qt
S

The rest of the proof follows as before, and we therefore conclude that Claim 6.3.1 still
holds.
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6.3.2. Consistency Check Details in [T O™

Single Execution of H:S‘iigm. We then analyze the consistency check of protocol H{)”i‘,i?,m in

the dishonest-majority setting. Similar to the proofs provided in [39], we first consider
that the adversary does not send any (guess) message to 7V°LE. Let &/ and %/ be the actual
value (and vector) used by a corrupt P, in the FYO'F instance. We define the correct global
MAC key share as o/, which is the value used by P, during the first execution of H:D”Eigm.
Additionally, we define the correct value x/ as the value obtained either from FR or
directly from C;. We then define errors as

y'7/=a'-a’ and 877 =% -x/.

For convenience, we define the errors between two corrupted parties to be zero. Note that
a corrupted C; can introduce an error § = ¥’ — x° — x! to the protocol. Without loss of
generality, we always define the error as §' = x° — x°, provided that none of the servers
are corrupted. We observe following corruption cases:

1. C;is corrupted: A can provide an incorrect %, thereby introducing an error §' = £° — x°

while executing FVOLE with Sy. It can also send an inconsistent b’ to S;.

2. Sy is corrupted: A can introduce both types of errors by providing incorrect x° and &°
while executing 7 OLE with S; and C;.

3. S; is corrupted: A cannot introduce any error during the computation. It only initialize
an FVOLE instance with Sy with a'. And this FVOF instance will be executed only once
during the preprocessing stage.

4. Sy and C; are corrupted: A cannot introduce any error during the computation. During
the first 7VOLE computation between Sy and Sy, there will be no inconsistency attributed
to A, since we define the errors between two corrupted parties to be zero. Due to the
same reason, A cannot introduce an error §' = %° — x° by providing an "incorrect" x!
to S;.

5. S1 and C; are corrupted: A cannot introduce any error during the computation, similar
to the case where only S; is corrupted.

We now discuss different cases as explained above:

Case 1: Similar to IT'""C°m 4 corrupted C; cannot affect the consistency check. However,
the adversary can send an incorrect b' to S; to compensate for the errors it introduced
during the execution of an #YO'F instance with Sy. The sum of the MAC shares on x; is
then given by

my =a-x, +a’- 8+ pp mod ol+2s
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After taking random linear combinations with the vector r to compute the MAC of v, the
reconstructed value d = d° + d' mod 25*% satisfies
t-1

d+d' = Z(a-x;l+a0-5h+ph)-rh+a-xt+a0-5t+pt mod 2K+2s
h=0
-1 -1 -1
=a- (Zx;l rhtx) +al - (Zéh TR+ 6) + th - rp + pr mod 247
h h=0 h=0

Claim 6.3.2. Suppose that C; is the only corrupted party. Assuming that &’ is non-zero
modulo 2%* in at least one component for some j ¢ c. Then, the probability of passing the
check is no more than 275+108 (5+1),

Proof. Then passing the check implies

0 = z° + 2! mod 2K+%

-1
=d"+d' - a- (Zx; - rp + x]) mod 2K+%
h
-1 -1 (6-7)
=a’- (25}1 TR+ 0p) + th “rp+pr mod2K+%.
h=0 h=0

| —
e

Using the Lemma A.5.1 provided in [39], we setr =k +s,m=s,f =k +2s, 8 = 6; (and
y = —e). The above only holds with

Pr[A passes check] < 27508 (1),
[

Case 2: Let ¢ denote the set of indices corresponding to corrupted parties (servers). The
errors in the sum of MAC shares are summarized as

m’+m! =o' ox! +Zaj —bj+ij oyj+2a'j o 8/ mod 2k+%
. = =
J Jee jée (6.8)
=qox + Zx] oy + Zal o 8/ mod 2F+%.
Jéc Jéc
To pass the consistency check, the adversary may first open v to a (possibly incorrect)

value in H{)”i%gm, say 0 = v + €. Then the adversary must come up with the same error term
e € Zyk+2s as in [39] such that

—e:a-e+Z(xj-r+x{)-yj+Zaj-(6j-r+5{) mod 2¢+2¢
Jéc Jjéc
@—e—Zaj-6=Zuj‘yj+Zaj-(6j-r+5{+e) mod 225,

j€c Jj¢c Jéc

(6.9)
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We end up with the same error analysis as in [39]. Thus, we directly derive two claims
(with a slight modification) from [39]:

Claim 6.3.3. If at least one y/ # 0 where j ¢ c, then the probability of passing the check
is no more than 27°.

Proof. Let j be the index of S;, such that y/ # 0. In the two-server setting, for a single
server S, the adversary can introduce at most one nonzero value y/ in the execution of
Hg‘iﬁgm. Therefore, we have y/ < 2°. Note that the distribution of u/ is uniform in Zyksas
and independent of all other terms, due to the extra random mask x{ , SO we can rewrite
Equation 6.9 as

¢ =u' -y mod 2F%.
Let 2° be the largest power of two dividing y/, then we have

’

yj

uj . — e_ mod 2k+23—v
20 0
Y J
w=—" (y—)_1 mod 2K+%572,
20 20
Since v < s and k + 2s > 2s, this holds with the probability at most 275725+ < 275, [

Claim 6.3.4. Suppose y/ = 0 for all j ¢ c, and 8’ is non-zero modulo 25** in at least one

component for some j ¢ c. Then, the probability of passing the check is no more than
2—s+log (s+1) )

Proof. Passing the check implies that

—e— Zaj €= Zaj (8 -1+ 8] +¢€) mod 2%,

Jj€c Jj¢c

We consider the case where there is only a single honest server S; and &’ is non-zero
modulo 2K**. The adversary must come up with an error term such that

—¢' =al - (8 148 +€) mod 2%,

Using the Lemma A.5.1 provided in [39], we setr = k+s,m =s,f = k+2s,and §, = 5{ +e€.
The above only holds with
Pr[A passes check] < 275108 (s+1)

]

Case 3, 4 and 5: Since the adversary is not capable to introduce any error during the
computation, we skip these cases.
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Multiple Execution of II"°" with Clients. We then analyze the case where II'*O™ is
computed with multiple clients. Let i be the index of C;, we have i € [n]. Let q be the
number of clients whose computations have been compromised by the adversary.

Case 1: We adapt Claim 6.3.2 as follows:

Claim 6.3.5. Suppose that a set of clients C. C {C,, ..., C,—1} is corrupted. Assuming that
&/ is non-zero modulo 2K+ in at least one component for some j ¢ c. Then, the probability
of passing the check is no more than 275108 (s+1),

Proof. We can extend Equation 6.7 to

qt—1 qt+q—1 qt—1 qt+q—1
0=a"- (25;, crp+ Z Sp) + th crp+ Z pp mod 282,
h=0 h=qt h=0 h=qt
— —
0-x Oqe e

where 0 = (0, ..., 04i-1) and x = (X0, ..., Xqi-1)-

Using the Lemma A.5.1 provided in [39], we set r =k +s,m =5, £ = k + 25, g = 04 (and
y = —e). The above only holds with

Pr[A passes check] < 275108 (1),

Case 2: Now we can extend Equation 6.9 to

—e—Zaj-e:Z(qZ_iu{-yij)+Zaj- [qZ_i(Sij-ri+5{t)+e

jec jéc \i=0 jéc i=0

mod 282, (6.10)

We adapt Claim 6.3.3 and Claim 6.3.4 as follows:

Claim 6.3.6. If at least one yl.j # 0 where j ¢ c, then the probability of passing the check
is no more than 27°.

Proof. Let j be the index of S;, such that yl.j # 0. In the two-server setting, for a single
server S;, the adversary can introduce at most one nonzero value y; in the execution of
H'[r)’iigm (with C;). Therefore, we have yi] < 2°. Note that the distribution of uf is uniform

in Z,k+2s and independent of all other terms, due to the extra random mask x{ ;» SO We can

rewrite Equation 6.10 as

v J k+2s
e =uj -y; mod 2",
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Let 2° be the largest power of two dividing yl.j , then we have

J ’
Y e
ul - }2/—; =% mod 2K+
J
u = —- (Y—l)_1 mod 2K+%572,
AREYA

Since v < s and k + 2s > 2s, this holds with the probability at most 27%=2% < 273, [

Claim 6.3.7. Suppose yl.j =0forall j ¢ candi € [n], and &' is non-zero modulo 25** in
at least one component for some j ¢ c. Then, the probability of passing the check is no
more than 275108 (5+1),

Proof. Passing the check implies that

—e—Zaj-e:Zaj-[qZ_i(Sij-ri+5it)+e

jec jgc i=0

mod 2k+2s

We consider the case in which there is only a single honest server S; and &/ is non-zero
modulo 2K**. The adversary must come up with an error term such that

q—1

- =a - [Z(a{-ri+5it) +e

i=0

q-1 q-1
~ol (ol e Yool ve | moa 2
i=0 i=0
———— e
0)-x 0;t+e

mod 2k+2$

where 6/ = (Hj, Hét_l) and x = (X0, --» Xqt-1)-

Using the Lemma A.5.1 provided in [39], we setr = k+s,m =5, £ = k+2s,and &y = Gét +e€.

Pr[A passes check] < 275*log(s+),
]

Handling Guess Queries. First, we note that Claim 6.3.6 holds because uj. is independent of

a’, and its uniform distribution ensures that the probability of successfully introducing an
error term y; is negligible. By adopting the same proof (to handle key queries) provided
in [39], we can show that both Claim 6.3.5 and Claim 6.3.7 hold, even if the adversary
makes some successful queries to #VO'F instances using the (guess) command.
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fWrap \

Corr I InCom
b G
\‘\ ,"’ > fInCom
VOLE |/ TyinCom | —"]
Ill "I
-~y AlphaFL

"(-':--) quGen 7 fsqun

fTripGen L.
\"‘“-.:‘:_-_.,) TISiSelect _.—"’ ,"
uc-realize
e

S .
--------- >

Figure 6.5.: Relationship between protocols and functionalities. Discussed components in this work are
highlighted in green. 72" is a submodule of all protocols due to consistency check or Open and MAC
check procedure, respectively.

6.3.3. A Subtlety of Modeling Functionalities for SPDZ,

While modeling the ideal functionalities for the SPDZ,« scheme, we identified a subtle
issue where in certain cases, the functionality cannot extract the global MAC key « solely
from the received input shares. In 7"°™ (and FMAC described in Fig. A.2), a is chosen at
the initialization stage by the functionality. We take a two-party B2A functionality # 5%
(or any functionality ¥) without the initialization stage as an example, and we show that
the functionality may fail to extract « in certain cases. Suppose that 5% receives [x],
as input, it must extract a by computing a = (m} + m},) - (x° + x')™! mod 2'**, where
(x/, mL) € (Zyiss, Zy1+s). However, if x’ = x° + x! mod 2'** does not have a multiplicative
inverse in Zis, then F22A may identify a set of global MAC key shares {;} such that
each element satisfies a; - X’ = m2 + ml (mod 2'*%). In [39, 46], this problem is addressed
by consolidating all randomness generation functionalities into a single preprocessing
functionality #°'¢, which manages the global MAC key generation. In AlphaFL, we
build a wrapper functionality #"™P described in Fig. A.7, which accepts commands as
defined in F'"Com_ §354Gen and FTriPGen (formally defined in Fig. 6.6, Fig. A.6 and Fig. A.3,
respectively). We also extend 7 WP to include the functionality instructions of F RanBitGen
(described in Fig. A.5). We show an overview of different protocols and functionalities in
Fig. 6.5.
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4 Functionality #'"¢om

Initialize: Upon receiving (Init, C;, sid) for all C; € {C,, ..., C,,_1 } and (Init, S, sid) for all
Sj € {So, 51}:

1. If S. is corrupted, wait to receive a® € Zys from the adversary. Choose a°~! € Zys.

*2. If C; is corrupted, wait to receive (a°, a') € (Zs,Zys) from the adversary. Ignore subse-
quent messages.

3. Store & = a° + @' mod Zykss.
4. Send &’ to S;
*5. Send (a°, a') to C;.
Macro MacGen(x’) (internal subroutine only):
1. Compute m = @ o x’ mod 2K*5,

c—1

2. If mC is received from the adversary, then set m*~! = m — m® mod 25*3.

and m' = m — m°® mod 2%*s.

k+s

3. Otherwise, set m° Al Z;
4. Output (m° m?!).

InCom: Upon receiving (InCom, C;, sid) for all C; € {Cy, ..., C,—1} and (InCom, S}, sid) for
all Sj € {So, Sl}

1. If only S is corrupted, then for each C; wait to receive (xj, m{) € Z;kﬂ X ngﬁ from

. _ $
the adversary and (x;, C;, sid) from C;, where x; € Z;k. Choose x¢™! « Zykss, such that
x; = x¢ +x¢7! mod 2k,

2. If C; is corrupted (individually or simultaneously), then for each corrupted C; wait to
receive (x7,x}) from the adversary.

3. For all C;, send x{ to S;.

#4. Wait for the adversary to send messages (guess,S;, B;) for j ¢ c, where B; efficiently
describes a subset of {0, 1}°. If C; is the only corrupted party, ignore queries if S; # S. If

al € B j, send success to the adversary. Otherwise abort.

5. For all C;, compute x} = x(l.) + x} mod 255, Run MACGen(x}), send m{ toS;.

Figure 6.6.: Input Commitment Functionality

6.3.4. Security of [J'"¢om

We formally define the input commitment functionality 7'"°™ in Fig. 6.6. We use "x"

to indicate that a step is only considered in the honest-majority setting. We use "+" to
indicate that a step is only considered in the dishonest-majority setting.

Theorem 6.3.8. Protocol IT'"°™ shown in Fig. 6.2 uc-realizes 7 '"“°™ described in Fig. 6.6
in the FCRglo, FCR ¢ Ra”d-hybrid model, in the presence of a malicious adversary, who
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can corrupt either a subset of clients C, C {Cy,...,C,_1} or a server S; € {S¢, S;}, with
static corruption.

We defer the detailed proof to Appendix A.5.2.

. InC
6.3.5. Security of Hgihgm

Theorem 6.3.9. Protocol H:;‘iigm shown in Fig. 6.3 uc-realizes F'"“°™ described in Fig. 6.6
in the FCR, FRand FVOLE_hybrid model, in the presence of a malicious adversary, who
can corrupt either a subset of clients or a server S; or a subset of clients together with a
server Sj, with static corruption.

We defer the detailed proof to Appendix A.5.3.

6.4. Federated Learning with Malicious? Security

We now build AlphaFL with proposed components above, and we show protocol details
in Fig. 6.7 and Fig. 6.8. We note that in AlphaFL, we set  to the mean of all clients’
L,-Norms, rather than the median as suggested in Flame [127] and RoFL [110]. Different
from previous works [2, 37, 110, 141], we additionally let parties execute a silent select
protocol IISS¢'e<t [75] to protect the dynamically chosen L,-norm bound. We consider the
selection of a dynamic Ly-norm bound to be orthogonal to this work.

6.5. Evaluation

We implement AlphaFL in two parts, both based on MP-SPDZ v0.3.9 [84]. The core
secure aggregation building blocks are implemented in Python using MP-SPDZ’s high-level
interface. The novel input commitment protocols are implemented in C++ via MP-SPDZ’s
lowest-level interface, as the required functionalities are not exposed at higher levels.
The full source code is publicly available at https://github.com/Barkhausen-Institut/
AlphaFL.

6.5.1. Experiment Setup

Testbed Environment. All evaluations were conducted on an Ubuntu 24.04.1 LTS virtual
machine provisioned with 48 vCPUs and 128 GB of RAM, hosted on a workstation equipped
with two Intel(R) Xeon(R) Gold 5317 CPUs. All client and server components were
executed as separate processes. Similar to previous work, we consider only one single
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AlphaFL (Part 1) ]

Parameters: At current iteration g, let n denote the number of clients, ¢ denotes the size of
gradient vectors. Let w be the parameter for Lo, 7 be the minimal valid inputs required to
proceed the aggregation protocol. f is the L;-Norm bound.

Outputs: t-valued global aggregate vector.

Initialize: S; € {So, S;} sends (Init, S;, sid) to Twrap, receives back a’.

Preprocessing: For each client C; € {C,,...,C,_1}:

1. S sends (RanBitGen, S;, sid) to F WP, receives [b]/, where b mod 2k € {0, 1}"*. Let bJ
and m, _be S;’s share and MAC share of b[i]. S; defines [v'T5 J where b; = b] (mod 21+5)

and m = m . (mod 21%9),

2. S sends (RanBitGen, S;, sid) to FWVrap_ receives [p]/, where p mod 2k € {0,1}". Let pl
and m;,, be S;’s share and MAC share of p[i]. S; defines [p’]}, where p =p] (mod 2'*)

and mp, = mp (mod 21*%).

3. S; sends (SqCoGen, S}, sid) to F WP, receives ([a]/, [d]’), where (a,d) € (szw zk+9)
and dj, = ay, - aj, mod 2F.

4. S; sends (SqCoGen, S}, sid) to FW2P, receives ([5], [y]/), where (8,y) € (Zykss, Zokss)
andy = § - § mod 2F,

Input Commitment: For each client C;:

1. C; locally computes the gradient update u; = (uo, ..., #;—1), where uy can be decomposed
bit-wise as (up,0, ..., Unw-1) € Z;'.

2. So, S and C; send (InCom, -, sid) to F W@, then C; sends (u;, C;, sid) to ¥ WP, where
u; € Z)"**. Servers receive [u;]5.

Lo-Norm and B2A: For each C;:

1. Servers run the Open phase of BatchCheck (as defined in Fig. A.10) to reconstruct
¢ = [u]lz + [b’]2, where ¢ € Z}"**.

2. For h € {0, ...t — 1}, let (Juno], .- [tn,w—1]) be the arithmetic shares of bits in uy,. Servers
locally compute [[uh,i]] = Cwhti T [[bw-hﬂ']] =2 Cyhti [[bw-hﬂ']]-

w-2 k-1 |
3. Servers finally compute [up] = X 2' - Jup ]+ 2 2" - [unw]-
i=0 i=w

L,-Norm Computation: For each client C;:
1. For h € {0, ...,t — 1}, servers run the Open phase of BatchCheck to reconstruct f, =

[un] = [an]-
2. Sp computes [v]° = Z [dn]° +2f5 - [an]® - fi. - f mod 2%+5. S; computes o] = Z [dn]* +

2fp, - Jan]* mod 2k+s.

Figure 6.7.: Maliciously Secure Aggregation Protocol in AlphaFL (Part 1)

network setting, where the network environment is configured using the tc tool  to

3 https://man7.org/linux/man-pages/man8/tc.8.html
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6.5. Evaluation

,_[ AlphaFL (Part 2)
L,-Norm Check:

2 [v:]
1. Let v; denote the L,-Norm of u; for C;. Servers compute [f] = - — forie {0,...,n—1}
and [#%] using ([5], [y]) as above.

2. Then for each client C;, servers compute [y;] = [o;] — [8].

3. Servers run I[IMS8 with input [y;] to extract the authenticated shared sign bit [s;]; of y;

(si = 1 indicates that v; < ).
Aggregation:
1. For each client C;, servers run IT55¢/*t with [u,] and [s;], as inputs, receive [z;] as output.
2. Servers run the Open phase of BatchCheck to reconstruct e; = [s;]2 + [p;],. Servers

compute [s;] = e; + [pi] —2 - e - [pi]

3. Servers run the Open phase of BatchCheck to reconstruct 7’ = nz_‘,l [si]. f 7" < 7, servers
abort the computation. =

4. Otherwise, servers compute [U,] = Ti . nil [zi], where z; = 0if s; = 0 and z; = u;
otherwise . =

MAC Check:

1. Servers run the BatchCheck to check the MACs on values that have been so far opened.

2. If servers do not abort, they open and check the MAC on [,] using the SingleCheck
procedure (as defined in Fig. A.11).

Output: Servers send U, to all clients.

Figure 6.8.: Maliciously Secure Aggregation Protocol in AlphaFL (Part 2)

simulate a round-trip latency of 1 ms and a bandwidth of 10 Gbps. Gradient updates are
represented using 32-bit values. For secure aggregation and L,-Norm computation, we
operate over a 64-bit ring with parameters w = 32, k = 64 and s = 63. The choice of
s = 63 (instead of s = 64) facilitates improved memory alignment in our input commitment
implementation.

The end-to-end runtime of AlphaFL consists of two main phases. The first phase is the input
commitment between the clients and servers. The second phase is a secure aggregation
between the servers, including Lo,-Norm and L;-Norm checks. We implement and evaluate
the protocol IT'"“°™ and Hg‘iﬁgm separately. The corresponding end-to-end runtimes are
denoted as AlphaFL-Ho and AlphaFL-DiHo, respectively.
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Table 6.1.: End-to-End Runtime and Total Communication Compared with the Single-Server Framework
RoFL

4Params Alpha-Ho | Alpha-DiHo | RoFL
Runtime (second)
62k CIFAR10-S 0.58 7.76 | 1,848
273k CIFAR10-L 2.88 32.78 | 14,107
818k SHAKESPEARE 6.31 95.75 | 28,345%
Total Data Sent (MB)
62k CIFAR10-S 200 8,201 68
273k CIFAR10-L 887 36,297 301
818k SHAKESPEARE 2,644 108,169 898

6.5.2. Comparison against a Single-Server Framework

Baseline. In the single-server setting, we consider RoFL [110] at commit c1a0c13. The
total runtime is calculated by summing the recorded gradient encryption time, proof
generation time, and communication time at a single client, along with the aggregation
and proof verification time at the server. The total data sent is the sum of the data
transmitted by all clients.

Parameter Sizes. We consider three models with different parameter sizes, each evaluated
with a distinct dataset:

« LeNet5 [96] trained on CIFAR10-S;
« ResNet18 [67] trained on the CIFAR10 [91];
« LSTM [69] trained on the Shakespeare [27].

We only let n = 4 clients connect to the server, as RoFL [110] crashes with a higher number
of clients during our evaluation.

Communication Comparison. We show the communication overhead for both frame-
works in Table 6.1. In the single-server setting, RoFL [110] benefits from a simpler server-
client connection, resulting in lower traffic volume. In the two-server setting, frameworks
such as AlphaFL require each client to communicate with both servers. Moreover, the two
servers must also communicate with each other to execute MPC protocols. As a result, the
total communication cost of AlphaFL is more than twice that of RoFL.

4 This value is approximated due to server-side logging failure. The actual time should be longer.
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Table 6.2.: End-to-end runtime (seconds) comparison in a two-server setting. Parenthesized value is the
time consumed by vOLE. N/A means that the program aborted.

#Clients #Params Alpha-Ho Alpha-DiHo Elsa Prio+
10 100k 1.90 28.67 (24.84) 1.42 11.97
20 100k 3.60 56.14 (49.96) 2.23  14.38
30 100k 4.96 83.62 (75.66) 3.1 1941
40 100k 7.15 111.11(101.98) 3.99 23.75
10 300k 5.58 84.84 (75.9) 4.45 51.99
20 300k 10.81 168.1 (152.99) 6.97 61.63
30 300k 16.10  250.68 (230.63) 9.6 N/A
40 300k 21.39 338.21(311.63) 12.23 N/A

Table 6.3.: End-to-end total data sent (GBs) comparison in a two-server setting. Parenthesized value is the
data sent by vOLE. N/A means that the program aborted.

#Clients #Params Alpha-Ho Alpha-DiHo Elsa Prio+
10 100k 0.79 32.29 (31.50) 0.82 0.55
20 100k 1.57 64.57 (63.00)  1.65 1.1
30 100k 2.36 96.86 (94.50)  2.47 1.65
40 100k 3.14 129.14 (126.00) 3.29 2.2
10 300k 2.36 96.86 (94.50)  2.47 1.97
20 300k 472 193.72 (189.00) 4.94 3.93
30 300k 7.07 290.57 (283.50) 7.41 N/A
40 300k 9.43 387.43(378.00) 9.88 N/A

End-to-end Runtime Comparison.

However, Table 6.1 shows that despite this communi-

cation advantage, RoFL is still significantly slower than AlphaFL. AlphaFL-Ho is at least 3
magnitudes faster, while AlphaFL-DiHo is at least 2 magnitudes faster. After studying the
segmented time of RoFL, we notice that the most of the time is spent generating ZKPs at

the client side.

6.5.3. Comparison in the Two-Server Setting

Baseline. In the two-server setting, we consider two state-of-the-art frameworks:

o Elsa [141] at commit eabcfd2 with w = 32, [ = 64 as a direct comparison. The total
runtime is calculated by summing up all recorded duration at server Alice. The total
data sent is calculated by summing all recorded data at both servers, Alice and Bob;

« Prio+ [2] at commit eabcfd2 (provided by Elsa [141]) with w = 32, [ = 64. The total
runtime and the total data sent are evaluated in the same way as in Elsa [141].
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Parameter Size. To analyze the scalability of the frameworks, we vary both the gradient
vector size and the number of clients for our experiment. We denote the gradient sizes as
#Params (corresponding to the vector size ¢ in IT"°™ and H:Siigm), where t € {100k, 300k}.
We denote the number of clients as #Clients (corresponding to the client set size n in
I1'nCom and Hg‘ﬁgm), where n € {10, 20, 30, 40}.

End-to-End Runtime Comparison. We show the end-to-end runtime comparison in Ta-
ble 6.2. In general, AlphaFL-Ho achieves malicious security under the non-collusion setting
and incurs higher runtime than Elsa, but remains more efficient than Prio+:

« Compared to Elsa, AlphaFL-Ho incurs 34% — 79% additional runtime overhead for
t = 100k and 25% — 75% additional overhead for t = 300k.

« Compared to Prio+, AlphaFL-Ho is between 2.32X and 5.30X faster for ¢t = 100k, and
between 4.70x and 8.32X% faster for t = 300k.

On the other hand, AlphaFL-DiHo is completely outperformed by both frameworks. Since
the aggregation part in both AlphaFL-Ho and AlphaFL-DiHo is identical, we can conclude
that executing the input commitment protocol Hg‘iigm is the most time-consuming part
in AlphaFL-DiHo. We note that in both AlphaFL-Ho and AlphaFL-DiHo, the parties must
additionally execute the silent select protocol, which is not required in Elsa or Prio+.

Communication Comparison. We present the required communication overhead in Ta-
ble 6.3. We observe that the communication volume required by AlphaFL-Ho is very
close to that of Elsa and Prio+, whereas AlphaFL-DiHo incurs approximately 40X more
communication compared to AlphaFL-Ho. This increase is due to the invocation of the

: - OLE o ithin TTINC
vOLE functionality #*~-* within IT 7™

6.5.4. Breakdown

In this section, we analyze the runtime and communication efficiency of each module and
provide breakdown benchmarks in Fig. 6.9 and Fig. 6.10. We first fix the gradient size to
100k and vary the number of clients, then we fix the number of clients to 20 and vary the
gradient size.

Breakdown of AlphaFL-Ho. While running AlphaFL-Ho (in the honest-majority setting),
the runtimes of the input commitment protocol Hg‘iﬁgm, the boolean-to-arithmetic protocol
(B2A) and the L,-Norm check are nearly identical as shown in (a) and (c) of Fig. 6.9. The
aggregation and the MAC check phases contribute only a small portion of the overall
runtime. On the other hand, the communication overhead of II'"®°™ dominates all other
modular protocols as shown in (b) and (d) of Fig. 6.9. This indicates that the local com-
putation involved in the Boolean-to-Arithmetic (B2A) protocol and the L,-Norm check
significantly impacts the overall execution runtime.
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Figure 6.9.: Runtime and Total Data Sent Breakdown of AlphaFL-Ho
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Figure 6.10.: Runtime and Total Data Sent Breakdown of AlphaFL-DiHo

Breakdown of AlphaFL-DiHo. While running AlphaFL-DiHo (in the dishonest-majority
setting), Fig 6.10 shows that the protocol H:D”Eigm accounts for the overwhelming majority
of the total execution time. The absolute runtime and communication volume of Hg‘ﬁgm
increase proportionally with the parameter sizes and the number of clients, while the total
cost, particularly the communication cost, of the other components remains negligible.
Within Hg‘iﬁgm, we denote the cost of the vOLE invocation as "InCom-vOLE" and the
remainder of the protocol execution as "InCom-Other" as shown in Fig. 6.10. We observe
that the vOLE invocation accounts for approximately 96% of both the runtime and the

communication traffic during the execution of Hg‘ﬁgm
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Part lil.

Conclusion






In this thesis, we studied how multi-party computation (MPC) can be employed to realize
privacy-preserving machine learning under different system architectures and threat
models. In the first part, we presented Force, a four-party framework for secure neural
network training. We introduced a novel four-party X-sharing scheme in the honest-
majority setting and designed efficient four-party computation protocols built upon this
sharing primitive. In the second part, we considered the privacy-preserving training of
gradient boosting decision trees (GBDT). We first developed NodeGuard, a framework
based on secret sharing. We then improved its efficiency by replacing the underlying
modular protocols with constructions based on function secret sharing (FSS), leading to
the enhanced framework SiGBDT. In the third part, we investigated the federated learning
setting and proposed AlphaFL. This framework provides malicious security against a
dishonest majority from a cryptographic perspective, while also offering protection against
poisoning attacks in federated learning.

For future work, we will investigate whether X-sharing scheme can be applied to broader
applications, particularly for more complex machine learning algorithms such as large
language models. Except using a pure secret sharing scheme as the technique to realize
privacy-preserving machine learning, we will also explore alternatives to MPC techniques.
For example, we will consider leveraging trusted execution environments (TEEs) to further
accelerate online computation. Such optimizations can be tailored to satisfy different
security guarantees, as secure enclaves may be modeled under various threat models.
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A. Appendix

A.1. Functionalities

A.1.1. Keyed bucket triple generation functionality T;;‘éucce”

See Fig. A.1.

A.1.2. MAC Functionality FMAC

See Fig A.2.

A.1.3. Triple Generation Functionality 7 '"PCen

See Fig. A.3.

KBucGen
Farc

Internal State: ready € {true, false}.
Initialization: Set ready = false.
Compute: Let # = {Py, P;_5}. Upon receiving (BucSGen, j,P;, sid) from P; € #:

< Ifj=1:
— If Py, is corrupted, for each bucket b of each feature f, wait to receive r/*? from the
adversary, where /-0 = (rg’b, rjj:,’lil) and rlf’b & Zye. Otherwise, sample 1/t
— Record and send all r/*? to P, and set ready = true.
o If ready = true:
— If Py_p is corrupted, wait to receive k; from the adversary, where k; = (kjo, ..., kjn-1)

and k;; & Zye. Otherwise, sample k;.
- Send k; to Py_p.

— For each bucket b of each feature f: Compute mf’b =k; - t/°°. Wait to receive [mf’b]C

from S corrupting P., compute [mf’b]c_l = mf’b - [mf’b]c. Send all [mj.c’b]i to P; € P.

. If ready = false, send (failed, P;, sid) to P; € P.

Figure A.1.: Keyed Bucket Triple Generation Functionality
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A. Appendix

,_l Functionality FMAC

FMAC generates shares of a global MAC key and, on input shares of a value, distributes

MAC shares of this value. Let P, denote the corrupted party, and c is the index of the
corrupted party.

Initialize: Upon receiving (Init, S, sid) from S; € {So, S1}:
1. Wait to receive a© € Zys from the adversary. Choose a~! € Z,s.
2. Store a = ¢ + a¢~! (over Z).

3. Send o/ to S;.

Macro MacGen (¢, {x°, x'}) (internal subroutine only):

1. Let x = x° + x! mod 2°. Compute m = x - & mod 2°.

2. Wait to receive m¢ from the adversary, then set m~! = m — m® mod 2¢. Output (m°, m!).

Authentication: Upon receiving (MAC, ¢, r, {x{ },Sj,sid) from S; € {S¢, S1}, where x/ e
er, i€ {O,...,t— 1} and £ > r:
1. Wait for the adversary to send a message (guess,S;, Bj) for j ¢ c, where B; efficiently

describes a subset of {0,1}°. If @/ € B; then send success to the adversary. Otherwise
abort.

2. Execute Auth(¢,{x},x}}) for i € {0,....t — 1} and then wait for the adversary to send
either OK or Abort. If the adversary sends OK then send the MAC shares m’ € Z;{, to
party S;, otherwise abort.

Figure A.2.: MAC Functionality [39]

A.1.4. Vector Oblivious Linear Function Evaluation Functionality 7 VOLE

See Fig. A.4.

A.1.5. Random Bit Generation Functionality 7 <anBitGen

See Fig. A.5.

A.1.6. Square Correlation Generation Functionality 739C¢"

See Fig. A.6.

A.1.7. Wrapper Functionality 7 VP

See Fig. A.7.
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A.1. Functionalities

,_[ Functionality # "PCen

The functionality F TripGen has all the same features as FMAC, with the additional command:
Triple Generation: Upon receiving (TripGen, S, sid) from S; € {So, S1}:

1.

. Compute a = a® + a°! mod 2¥ and b = b° + b*! mod 2. Compute ¢ = a - b mod 2~

$ _
. Sample r « Zys, compute ¢ = ¢ + 2k . r mod 2K+ set ¢! = ¢ — ¢ mod 2F*s.

5.

Bit Triple Generation: Upon receiving (BitTripGen, P;, sid) from P; € {Sy, S1}:
1.

. Compute a = a® + a“~! mod 2¥ and b = b¢ + b°~! mod 2. Compute ¢ = a - b mod 2*

$
. Sample r « Z,s, compute ¢ = ¢ + 2k . r mod 2K+ set ¢¢~! = ¢ — ¢¢ mod 2k*S,

. Run MACGen({a, b, c}). Send (m2, mi, ml) to S;.

Wait to receive (a° b c€) € (Zykss, Zokss, Zor+s) from the adversary, sample random

8 s
a®" ! & Zokss and b7 — Zgrss.

Send (a’,b/,¢/) to S;.

Run MACGen({a, b, c}). Send (m’,, mi, ml) to S;.

Wait to receive (a€, b c®) € (Zykss, Zykss, Zok+s) from the adversary, sample random
a1 & Zyos and b1 & Zyeas, such that b = b¢ + 5! mod 2¥ and b € {0, 1}.

Send (a’, b/, ¢/) to S;.

Figure A.3.: Triple Generation Functionality

,_[ Functionality 7Ot

Initialize: Upon receiving (Init, @, sid) from P;, store a and ignore any subsequent (Init, sid)
messages.
Compute: Upon receiving (sid, 4, 7, t,x) from P;, where x € th:
1.
2.

. If P; is corrupted, receive a € Z; . from the adversary and compute a =b + @ - x mod 2°.

. Output a to P; and b to P;.

Sample b & Z;,. If P; is corrupted, receive b € Z;t, from the adversary.

Compute a =b + « - x mod 2°.

If P; is corrupted, wait for the adversary to input a meesage (Guess, S), where S efficiently
describes a subset of {0,1}°. If @ € S, then send (Success) to S. Otherwise, abort and
terminate.

Figure A.4.: Vector Oblivious Linear Function Evaluation Functionality [39]
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A. Appendix

,4 Functionality # RanBitGen

The functionality g RanBitGen 154 4] the same features as FMAC, with the additional com-
mand:
Random Bit Generation: Upon receiving (RanBitGen, S;, sid) from S; € {Sy, S1}:

1. Wait to receive b° € Z+s from the adversary, sample random b~} & Zyk+s, such that
b=b°+b"! mod 2¥ and b € {0, 1}.

2. Send b’ to S;.

3. Run MACGen(b). Send mi toS;.

Figure A.5.: Random Bit Generation Functionality

,_l Functionality #3596e"

The functionality F59Gen hag all the same features as "™ with the additional command:
Square Correlation Generation: Upon receiving (SqCoGen, P;, sid) from P; € {C;, Sy, S1}
(or P; € {S¢, S1} in 2PC):

1. If P, € {So, S1}, wait to receive (a®, d°) € (Z,k+s, Z,k+s) from the adversary, sample random

_ $
ac 1 — ZZk+s.

*2. If C; is corrupted, wait to receive (a° al,d°) from the adversary.

3. Compute a = a° + a“~' mod 2¥. Compute d = a - a mod 2*.

4. Sample r bl Zys, compute d = d + 2k . r mod 25*, set d~! = d — d° mod 2k*S.
5. Send (a’,d’) to S;.

6. Run MACGen({a,d}). Send (mf;, mi) to S;.

Figure A.6.: Square Correlation Generation Functionality

A.1.8. Correlated Randomness Functionality 7R

See Fig. A.8.

,_l Functionality # P

Initialize: Same as 7 '"¢°m,

Macro MACGen(x): Same as F'"Com,

InCom: Same as 7 '"¢°m,

Square Correlation Generation: Same as F>96¢",

Random Bit Generation: Same as § RanBitGen,
Bit Triple Generation: Same as F '"PCen,

Figure A.7.: Wrapper Functionality
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A.1. Functionalities

,_[ Functionality R} ‘

1. If S; is corrupted, wait to receive k from the adversary. Otherwise, randomly choose k.

2. Send k to C;.

3. Upon receiving (CRGen, ctr, P;, sid) from P; € {C;,S;}, compute r < PRFi(ctr), send r
to all P;.

Figure A.8.: Correlated Randomness Functionality

,_[ Functionality 7 CRgl

1. If S; € {Sp, S1} is corrupted, wait to receive k from the adversary. Otherwise, randomly
choose k.

2. Send k to C; € {Cy,...,C,_1}.

3. Upon receiving (CRGen, ctr, P;, sid) from P; € {C,, ..., C;—1,S;}, compute r « PRFy(ctr),
send r to all P;.

Figure A.9.: "Global" Correlated Randomness Functionality

A.1.9. Correlated Randomness Functionality 7?8l

See Fig. A.9.
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A.2. Protocols

A.2.1. Batch Check

See Fig. A.10.

A.2.2. Single Check

See Fig. A.11.

'-[ BatchCheck }

Open: To open a value xp:

1. S; samples r;; & Z!,, then call FMAC to obtain [ry]’.

2. Servers then compute [%5,] = [xn] + 2% - [r4]. We denote S;’s share and MAC share on iy,

J

as xh

J
and m,.
3. S; sends 32;1 to S;_; and reconstruct Xp,.

MAC Check (in Batch):
1. Servers call FRad receive r € Z;S.
t-1

2. Servers then compute v = ] rp, - X mod
h=0

2k+s .

o=l , , o
3. S; computes m/ = ¥ ry, - mj mod 2k*s and 2/ = m/ — &/ - v mod 2K*S.
h=0
4. S; commits and opens z/, then verifies if z = z° + z! mod 2¥** is zero. If the check passes,
parties accept x;, = X mod 2¥, otherwise they abort.

Figure A.10.: BatchCheck Procedure [39]

,_‘ SingleCheck

1. To open [y], servers run Open phase in BatchCheck, receive . We denote S;’s MAC
share on ¢ as m/.

2. Sj computes z/ = m/ — a/ - j mod 25+,

3. S; commits and opens Z/, then verifies if z = z° + z! mod 2%*$ is zero. If the check passes,
parties accept y = § mod 2F, otherwise they abort.

Figure A.11.: SingleCheck Procedure [39]

116



A.2. Protocols

r-[ Protocol ITRanBitGen } <

Output: Servers output [b], where b € Z,.
Protocol:
In the following, parties use an instance of SPDZ,« over Z,k+: with MAC shares over Zk+s+.

1. S; sample u/ & Loy,

2. S; call FMAC with u/ as input, receives [u]/.

3. Servers compute [a] = 2 - [u] + 1.

4. Servers compute [e] = [a] - [a].

5. Servers run Open and MAC check to obtain e, abort if a is not odd.

6. Let c be the smallest square root modulo 252 of e and let ¢! be its inverse modulo 2¥+2,
Servers compute [d]] < ¢ [a] + 1.

7. Let (d/, mg) € (Zyprst1, Zyrss1) be S;’s share of d and of its MAC. S sets b/ « d?j mod 2K+
. J
and m) «— % mod 2K*s.

8. S; outputs [b]7 := (¥, mi)

Figure A.12.: Authenticated Random Bit Generation ITR2"BitGen [46]

A.2.3. Protocol HRanBitGen

See Fig. A.12.

A.2.4. Protocol [TMSB

See Fig. A.13.
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—l Protocol ITMSB ]

Private input: Servers hold [x].

Output: Servers output [s];, where s = 1if x < 0 and s = 0 otherwise.

Preprocessing:

1. Servers send (RanBitGen,S;,sid) to FRanBitGen - receive ([a], [bo], ..., [bx_1]), Where
a,b; mod 2% € {0,1}.

k-1
2. Servers compute [r] = X 2 - [b;].
i=0

Protocol:

1. Servers run Open and Batch check to reconstruct ¢ « [a] + [r].
k-2
2. Servers compute ¢’ = ¢ mod 25" and [r'] = 3 2 - [b;].
i=0
3. Servers run IT"?® with ([[by], ..., [bx—2]) as input, receive ([bg]s, ..., [bx_2]2) as output.
4. Servers run ITBT with (¢’, [bo]ls, ..., [bx—2]2) as input, receive [p], as output.

HB2A

5. Servers run with [p], as input, receive [p] as output.

6. Servers compute [x'] = ¢’ — [r'] + 251 - [p] and [d] « [x] - [x’].
7. Servers run Open and Batch check to reconstruct e « [d] + 2571 - [a].

8. Let ex_; be the most significant bit of e. Servers output [s]; « ex_; + [a] — 2ex—; - [a]-

Figure A.13.: Extract MSB protocol ITMS® [46]. Within TIMSB, the A2B protocol IT"?8, the bitwise comparison
protocol TTB*T and B2A protocol T1B?A can be found in [46].
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A.3. Security Proof for Force

A.3. Security Proof for Force

A.3.1. Security of IIcpmscen

For the following proof, we suppose that /top = ACtoAB. We first assume that P is
corrupted.

Proof. We construct an adversary S for the ideal model such that no environment Z can
tell with non-negligible probability whether it is interacting with ‘A and the protocol
IIcmsGen or with S in the ideal process for ﬁ%g‘SGe”. S simulates a real execution in which
the corrupted party Py controlled by A delivers message to uncorrupted parties in the
internal (simulated) interaction. The S works as follows:

1. S emulates an honest P; and P3, receives k/(iCtoAB from A.

. 1
2. S emulates an honest P,, receives kACtOAB from A.

g Q CMSGen
'_[ Functionality 7,/

If Ytop = ACtoAB:

o If Py is corrupted:

_ . - 0 1
Wait to receive k ACLoAB? k ACLOAB from the adversary.

— Upon receiving (CMSGen, ctr, P;, sid) from all P;, computes ry = PRFkgC( . (ctr) —
PRFk}aa . (ctr). Then choose r; Al Z,x and set r = ry + r; mod 2k,

« If Py is corrupted:

— Wait to receive kicm AB
adversary.
— Upon receiving (CMSGen, ctr, P;,sid) from all P;, computes r = PRF; (ctr) —

ACtoAB

s
from the adversary, choose and send kgcm ap < 10, 1}* to the

PRFo (ctr). Then choose r, & Zy and set r; = r — ry mod 2.
to.

« If P, is corrupted:

_ 1
Choose kACtOAB

adversary.
— Upon receiving (CMSGen, ctr, P;, sid) from all P;, computes r; = PRFk}aa . (ctr) —

and k2

Al {0,1}*, send k! S CloAB

s
— {0,1}* and k2 L CtoAB

ACtoAB to the

PRFkic . (ctr). Then choose rg Al Z,x and set r = ry + r; mod 2k,
to,

« If P5 is corrupted:

0 $ 2 $ 0 2
— Choose k-, ap < 10,1} and k5, A < 10,1}%, send Ky, ,p and ki, .o to the
adversary.

— Upon receiving (CMSGen, ctr, P;, sid) from all P;, computes r = PRFkﬁa . (ctr) —

s
PRFkgC . (ctr). Then choose ry <~ Z and set r; = r — r, mod 2%,
to,

Send ry to Py, r{ to Py, r to P; and Ps.

Figure A.14.: Four-Party Changing-Mode Sharing Generation Functionality (Part 1)
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Q 3 CMSGen
_| Functionality ¥~
If ytop = ABtoAC:
« If Py is corrupted:
— Wait to receive kKBtO ACS kgionc from the adversary.
— Upon receiving (CMSGen, ctr, P, sid) from all P;, computes ry = PRFkgB o (ctr) —
to,
PRFk%l\Bt o (ctr). Then choose r; Al Z.x and set r = ry + r; mod 2k,
« If Py is corrupted:
— Wait to receive k/Z\Bt OAC from the adversary, choose and send k/I\Bto AC & {0, 1}* to the
adversary.
— Upon receiving (CMSGen, ctr, P;, sid) from all P;, computes r; = PRFk}th " (ctr) —
PRka\Bt o (ctr). Then choose r Al Z, and set r = ro + r; mod 2%,
« If P, or Ps is corrupted:
0 $ 2 $ 0 2
— Choose kjg nc < {0,1} and kig, ac < {0,1}%, send k,q, 1 and kg, . to the
adversary.
— Upon receiving (CMSGen, ctr, P;,sid) from all P;, computes r = PRFk/zMS o (ctr) —
to,
PRFk/?\B o (ctr). Then choose r & Zqx and set ry = r — ry mod 2k,
to,
« Send ry to Py, r; to Py, r to Py and Ps.
Figure A.15.: Four-Party Changing-Mode Sharing Generation Functionality (Part 2)
0 1 CMSGen
3. S sends (kxcionps Kacions) 10 Fapc

Since A only delivers message to other honest parties and the functionality ﬁgl\c"sce”

generates A’s output exactly as A computes in the ideal execution, we conclude that
the adversary’s view is indistinguishable in the real and ideal execution. It remains to
show that the outputs computed by parties Py, P,, P3 are indistinguishable in the both
worlds. In the real execution, r; is computed as r; = PRFk}‘\CtoAB (sid) — PRFk,§CtoAB(Sid)'

Since k/szto Ap 1S chosen independently from both kgcw g and k. ;. 11 generated by
a pseudorandom function PRF;2 is indistinguishable with the one generated by a

ACtoAB
real random function in the ideal execution. The reduction is straight forward due to
the security of the psudorandom function. Thus we conclude that REALyy ... 7.z is
indistinguishable from IDEAL(/r(r:)g\scen 5.7 for the environment Z. [
A S,

If Ytogp = ABtoAC, the simulator is constructed in a similar way, where it still emulates
parties receiving kgBto Ac and k/leto ac from A and sends A’s computed result to ﬁ%g\SGen

as its output. For other corruption cases, the proofs are similar.
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. . hM
'_[ Functionality 7,7

 Upon receiving (chMode, [x] ;C, P;,sid) from P; € P:
— Wait to receive [x] 2‘3 from the adversary.

— Let P, denote the reconstruction partner of P, regarding share-mode . Suppose

[x];c = ry, compute r; = [x];” + [x] ;” — ro mod 2k.
— Assign (7o, r1) appropriately to each party’s output regarding ¢. Send [x] ;i to each

PiEP.

Figure A.16.: Four-Party Change Share-Mode Functionality

A.3.2. Security of I1 .m0

For the following proof, we suppose that / = AC and ¢ = AB. We first assume that Py is
corrupted.

Proof. We construct an adversary S for the ideal model such that no environment Z can
tell with non-negligible probability whether it is interacting with ‘A and the protocol

IIchmo or with § in the ideal process for ﬁﬁ,hCMo. S simulates a real execution in which

the corrupted party Py controlled by A delivers message to uncorrupted parties in the
internal (simulated) interaction. The S works as follows:

1. S emulates the functionality ?ﬁfg, samples and sends [[r]]ZOCtO A tO A.

2. S emulates Py, receives dy from A.

3. S samples d; Al Z,k, sends d; to A as an honest Ps.

4. S sends [x] i"c to F<hMo it also sends [x]/F;OB = dy + d; mod 2k to FchMo,

4PC 4PC
In the real execution, P; computes d; as dy = [x] ;:2 + [[r]]zzcto Ap Mod 2, while d; is sampled
uniformly at random in the ideal execution. Since [[r]]/F;ZCtOAB is distributed uniformly

at random to Z, so is the computed (masked) value d,. Besides, [x]/F;OB computed by

A is set to the exact A’s output, which serves as a random mask to x satisfying x =
Z:
HemsGen AL

for the environment Z. O

[x] z% + [x]/[:lB mod 2 just as in the real execution. Thus we conclude that REAL
i

is indistinguishable from IDEAL(}:‘%,\CASGE“, sz

For other corruption cases and share-modes, the proofs are similar.
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Q q Mult
Functionality 7,/

-
« Upon receiving (Mult, [x];“, [y]gc, 0, P.,sid) from P, and other P;, where P; € P\P,:

— Wait to receive [z] ZC from S.

— Let Ppar denote the reconstruction party of P, regarding [x]y and P, denote the
reconstruction party regarding [y]gs. Reconstruct x = [x]zc + [x] ;pa' mod 2F and
y = [ylF + [y],"™ mod 2

— Compute z = xy mod 2k, Suppose [z] g” = rp, compute r; = z — rp mod 2k,

— Assign (ro, r1) appropriately to each party’s output regarding 6. Send [z]zi to each
P, e P.

Figure A.17.: Four-Party Multiplication Functionality

A.3.3. Security of [T\t

We first discuss the case if the share-modes of both X-shared inputs are different. For
the following proof, we suppose that y = AC, ¢ = AB and 6 = AC. Again, we begin by
assuming that P is corrupted.

Proof. We construct an adversary S for the ideal model such that no environment Z can
tell with non-negligible probability whether it is interacting with A and the protocol
IIpmyie or with S in the ideal process for ﬁgg't. S simulates a real execution in which the
corrupted party Py controlled by A delivers message to uncorrupted parties in the internal

(simulated) interaction. The S works as follows:
1. S emulates the functionality 7,0, samples and sends [[O]]Zg4 to A.

2. S emulates Py, receives e from A.

s
3. S samples "' < Z, sends e to A as an honest P,.

4. S sends [x]}%, [x]} to FMU, it also sends [2],% = ™ + ™ mod 2 to FMuI,

P [y]%L + [0]%, mod 2¥, while e™ is

sampled uniformly at random in the ideal execution. Since [O]Zé 4 is distributed uniformly

Py

In the real execution, P; computes e as e = [x]

at random to Z, so is the computed (masked) value d,. Besides, [Z]Z% computed by

A is set to the exact A’s output, which serves as a random mask to x satisfying z =
Farc

Hemsgens AL
for the environment Z. [

[z] Z"C +[z] P2 mod 2F just as in the real execution. Thus we conclude that REAL

AC
T . Fore
is indistinguishable from IDEAL ;gﬁscen sz
ac

We now discuss the second case, where the share-modes of two X-shared inputs are the
same. We suppose that / = ¢ = AC and 6 = AC. We still assume that Py is corrupted.
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Proof. We construct an adversary S for the ideal model such that no environment Z can
tell with non-negligible probability whether it is interacting with A and the protocol
Hﬁ:‘lﬁ‘?to or with § in the ideal process for ﬂ"g‘g“. S simulates a real execution in which
the corrupted party P, controlled by A delivers message to uncorrupted parties in the

internal (simulated) interaction. The S works as follows:

1. S emulates the functionality 7,0, samples and sends [[O]]Zg 4, to A.

2. S emulates the functionality ﬂcphév‘o, receives (chMode, [y] ZOC, Py, sid) from A, sends

[y]i(g to A.

3. S emulates P, receives e from A.

s
4. S samples e < Z,, sends e to A as an honest P,.

5. S sends [x] /':OC, [x]i"C to 7‘1’;‘8“, it also sends [z] /':OC = ePo + Pt mod 2 to ﬂ’},"é‘“.

In the real execution, P; uses [O]f;(l)4 to mask the computed result [x]/zlc[y]ilB mod 2,

where [y]f:lB is the received result from ﬂCPhCMO. The rest of the proof is essentially the

same as the previous one. ]

We emphasize that the protocol steps executed by each party are symmetric. In the case
of other corruption scenarios, we can construct a simulator § in a similar manner to the
approach described above, simulating the behavior of the honest parties receiving and
sending message to A. The Indistinguishability of two executions follows from the fact
that all exchanged messages are masked using a four-party zero sharing.
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A.4. Security Proof for NodeGuard

We first consider the case where P;_j, is corrupted.

Proof. We construct an adversary S for the ideal model such that no environment Z can
tell with non-negligible probability whether it is interacting with ‘A and the protocol
IkeyBuc or with § in the ideal process for TZBUCAgg S simulates a real execution in which
the corrupted party P;_j, controlled by (A delivers message to uncorrupted parties in the
internal (simulated) interaction. The S works as follows (at any node j):

7_~KBchen

: . fib
PG waits to receive k;, [m;" ]1-p

« Preprocessing: S emulates the functionality
from A.

« If j = 1: S samples v/ & Zé\,z and sends v/** to A as an honest Py,
+ At any node j:

1. S emulates an honest Py, receives q; from A.

2. S computes A’s input as [g;]1_ = q; — k; mod 2*.

BucA,
T 28,

3. S computes [zj’b]l » as A will do and sends [g;]1-p, [ Zf l1-n to Fypc

In the real execution, P, computes vl ag vt = ¢/ — £fb mod 2K, while v/*? is sampled
uniformly at random in the ideal execution. Since rf*? is distributed uniformly at random

to Z, so is the computed (masked) value v/**. Besides, [z{ ’b]l » computed by A is set to

S satlsfylnng z i ] nt

KBucGen

. . . 7,
[zﬁC ’b] 1—» mod 2 just as in the real execution. Thus we conclude that REALHT:’CB Azl
eyBucs

the exact A’s output, which serves as a random mask for z;

‘}-KBchen

indistinguishable from IDEAL” *¢

BucAgg

for the environment Z. ]
2PC Z

We now consider the case in which Py, is corrupted.

Proof. We construct an adversary S for the ideal model such that no environment Z can
tell with non-negligible probability whether it is interacting with ‘A and the protocol

IkeyBuc or with S in the ideal process for T;E,ZCAgg. S simulates a real execution in which
the corrupted party Py controlled by A delivers message to uncorrupted parties in the
internal (simulated) interaction. The S works as follows (at any node j):

 Preprocessing;:

1. If j = 1, S emulates the functionality g‘;‘gche“ waits to receive r/** from A.

2. S waits to receive [m{’b]h from A.
cIfj=1:

1. S emulates an honest P;_, receives v/? from A.
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2. S computes A’s input as s* = v/** -t/ mod 2*. It translates s/* to 7/** and sends

f.b BucAgg
177 t0 Fppe ="

« At any node j:
1. S samples q; & Zé\i and sends q; to A as an honest P;_y,.

2. S computes [zf’b]h as A will do and sends [g;]x, [z;’b]h to 7—'2']3;‘(‘:CAgg_

Note that A’s input [g;] is extracted by S, when A plays the role of P;_j. In the real
execution, P;_; computes q; as q; = [g;];-» — k; mod 2k, while q; is sampled uniformly
at random in the ideal execution. Since k; is distributed uniformly at random to Z, so is

the computed (masked) value q;. Besides, [zf ’b] » computed by A is set to the exact A’s
f.b

output, which serves as a random mask for z i satisfying z{ b - [z{ ’b] ht [z{ ’b] 1—n mod 2k
TKBchen

just as in the real execution. Thus we conclude that REALHf:CB Az
eyBucs /1,
TKBchen

2PC :
from IDEALTBuc "o s 7 for the environment Z. ]

2PC

is indistinguishable
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A.5. Security Proof for AlphaFL

Regardless of the servers, we assume that there exists at least one honest client.

A.5.1. Lemma1in[39]

Lemma A.5.1. Let £, r and m be positive integers such at —r < m. Let &y, 61, ..., 6; € Z and
suppose that not all the §; are zero modulo 2". for i > 0. Let Y be a probability distribution
of Z. Then, if the distribution Y is independent from the uniform distribution sampling «
below, we have

t
Pr [y =a- (50 + Zri . 51) mod zf] < 2—(+r+log ({’—r+1)‘
i=1

$ $
A1, —Lym Yy—Y

A.5.2. Security of [T'"Co™

Let A be a malicious, static adversary that interacts with parties performing the protocol
I1'"C°™m We construct an adversary S for the ideal model such that no environment Z

can tell with non-negligible probability whether it is interacting with ‘A and the protocol
FInCom or with S in the ideal process for F'"Com,

Simulating the case where S is corrupted: S simulates a real execution in which the
corrupted Sy controlled by A delivers messages to uncorrupted S; and C; in the internal
(simulated) interaction. The S works as follows:

Initialize: Emulate FCR8l°, generate (a°, a'), send a® to A and F'"Com.

s s
Protocol: Then for each C;, emulate ¥R, generate and send x? Z;,m, x), & Ly

$ $
m) — Z!,, and m}; & Zyeus to A.

Consistency Check:

1. Emulate 7Ra"d, generate and send r & Z3 to A.
2. Act as an honest Sy, receive 9° from A. Randomly sample and send o' to A.
Compute ° and z° just as A will do. Set z' = (6° — 0°) - a' — 2° mod 2++%,

Commit and send z! to A, receive commitment z° from A.

- Ww

5. Check if z° + z' = 0 mod 2%*25_ abort as an honest S; if not.

6. Otherwise, for each C;, compute m(l.) mod 25+ and send (x?, m?) to FnCom Then
halt.
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L7:CR’7_-Rand

L7_-CR TRand
H[nCom’ﬂ,Z

Proof. We now prove that REA FinCom S 7

is indistinguishable from IDEA

We first prove that the messages received by adversary during the protocol execution

are distributed identically in the real and ideal execution. In the real execution ! =
nt—1 nt+t—1
> x}l S DY xz mod 2K+ is computed by Sy, while in the ideal execution v’ is chosen
h=0 h=nt
nt+t—1
uniformly at random by S. Since ), x}ll is distributed uniformly at random to A, so is
h=nt
the masked value o'. Note that the consistency check should always be passed since C; is
honest (in the honest-majority setting). Thus, any error e = ° — v introduced by A will
cause S; to open a commitment with difference (3° — 0°) - a! in the real world, which is
perfectly simulated by the simulator. The above concludes the identical distribution of

messages in the real and ideal execution.

It is easy to see that the probability of passing the consistency check in both executions
is identical. In fact, the honest S; already receives the correctly computed MAC shares.
It remains to argue that the MAC shares output by all parties are identically distributed
in both executions. In both executions, A receives MAC shares from from FR, which
are chosen uniformly at random. Then in the real execution, since C; is honest, it first
computes the correct MACs then subtract the MACs by the shares received from F°R
and set the result to S;’s MAC shares. In the ideal execution, S sends A’s MAC shares
to F'"Com which sets them to be exactly A’s output. Then F'"°™ computes the MAC
shares of S; in the same way as C; in the real execution, so they are distributed identically
in both worlds.

We conclude that the simulation is indistinguishable for Z. O]

Simulating the case where C; C {C,,...,C,_;} is corrupted: Suppose that there are g
corrupted clients. S simulates a real execution in which the corrupted C, controlled by A
delivers messages to uncorrupted Sy and S; in the internal (simulated) interaction. The S
works as follows:

Initialize: Emulate FCR8lo, generate (a® a'), send them to A and F'"Com,
Protocol: For each corrupted C;, where i € [q]:

0

1. Emulate 7R, generate (x?,x),,m), m,) and send them to A.

2. Act as an honest Sy, receive (x}, xl.lt, m}, ml.lt) from A.
Consistency Check:

3. Perform Consistency Check just as honest Sy and S; will do, abort if the consistency
check fails.

4. Otherwise, for each corrupted C;, send (x?, xll) and m? mod 25+ to FInCom Then

halt.
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Proof. Since both functionalities 7?8 and 7R are emulated by S, A only sends mes-
sages to S and do not receive any messages from S. Thus, it is clear that the message
transcript accessible to an adversary during the protocol is distributed the same way in
both the real and ideal executions. Again, since S uses the shares received from A to
perform the consistency check just as Sy and S; do in the real execution, we argue that
the probability of passing the consistency check in both the ideal and real execution is
identical.

It remains to show that the MAC shares computed in both worlds are identically distributed.
From Claim 6.3.1, we know that if the consistency check passes then the parties output
correctly generated MAC shares received from (A, except with negligible probability. First,
we notice that the shares output by Sy in the real execution are exactly the values it receives
from 7R, which is emulated by S in the ideal execution and sent to F'"“°™ as Sy’s output.
Then, S; outputs the (correct) MAC shares received from A in the real execution. These
are computed in the same way by #'"“°™ in the ideal execution by subtracting So’s MAC
shares from the correct MACs.

We conclude that the simulation is indistinguishable for Z. [

: InC
A.5.3. Security of Hg‘ihgm

Let A be a malicious, static adversary that interacts with parties performing the protocol

Hg‘iﬁgm as shown in Fig. 6.6. We construct an adversary S for the ideal model such that no

environment Z can tell with non-negligible probability whether it is interacting with A
and the protocol F'"°™ or with S in the ideal process for F'"Com,

Simulating the case where C. C {C,,...,C,_1} is corrupted: Suppose that there are ¢
corrupted clients. S simulates a real execution in which the corrupted C, controlled by A
delivers messages to uncorrupted Sy and S; in the internal (simulated) interaction. The S
works as follows:

For each corrupted C;:
1. Emulate 7R instance, sample and send (x?, x?,) to A.
2. Emulate VO, receive X; = (x},x;¢)" and b! from A as input to FYOLE,

3. If A sends any (Guess, S) message to F'OLE, forward the guess to F'"Com, If Fncom
aborts, then abort; otherwise, store the set Sy = Sy N S (where initially Sy = Zs).

4. After delivering output shares as #VOLE for all corrupted clients, sample a° & So
(only once in the entire simulation).

5. Honestly compute a} = a° o %; — b} mod 2k+2s,

1 Since Xiy € Zykes, we do not denote it as x ,.
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6. Act as an honest Sy, receive (xj, x;,,b}) from A.

7. Define 6;j = xlf’h - xgh - xl.l,h and p;p = bip — by for h € [t +1].

Consistency Check:
7. Check if the following holds:

qt—1 qt+q—1 qi—1 qt+q—1
O:ao-(z5h-rh+ Z 5h)+th-rh+ Z Ph m0d2k+2s,
h=0 h=qt h=0 h=qt
— —
0-x Oqt e

abort if the check fails.

8. Otherwise, for each corrupted C;, send (x?, Xll) to F'"ComM Then halt.

CR ¢=Rand OLE CR ¢Rand OLE
Proof. We now prove that REAL” 77" is indistinguishable from IDEAL”_ 7 "7

IisCom, 4,7 Fincom,§,Z

We first prove that the message distribution are identical in the real and idea execution.
For each C;, the ideal functionalities FCR, FRand gRand 46 emulated by § and thus
indistinguishable in both worlds. Thus, we conclude that the messages are identically
distributed in both worlds. Moreover, the errors introduced by A in the ideal execution are
the same as in the real execution, and the condition for successfully passing the consistency
check is identical in both executions. We conclude that the probability of passing the
consistency check in both executions are identical.

Due to Claims 6.3.5 we know that if the consistency check passes, then the MAC shares
computed in the real protocol execution are correctly computed as the MAC shares output
by F'"°™ in the ideal world, except with negligible probability. In the real execution, both
parties’ MAC shares are obtained by summing up the random outputs received from FVOLF
instances. One of them is distributed uniformly at random and serves as a random mask
for the correct MACs. In the ideal execution, #'"C°™ draws S,’s MAC shares randomly,
then sets S;’s MAC shares by subtracting So’s MAC shares from the correct MAC shares.
In both executions, the MACs are correctly computed, and Sy’s MAC shares serve as a
random mask. Thus, honest parties’ outputs are identically distributed in both worlds.

We thus conclude that the simulation is indistinguishable for Z. O]

Simulating the case where S is corrupted: S simulates a real execution in which the
corrupted Sy controlled by (A delivers message to uncorrupted S; and C; in the internal
(simulated) interaction. The & works as follows:

Preprocessing:

1. Upon first time receiving a° from A as input to an instance of F'OLE, send a° to
FInCom Otherwise stores a’.
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t
ok+s?

0

. s s 3
2. Emulate ¥R instance, for each C;, sample x? « Z! _ , x° & Zxuse. Let x¢ = (x?, x°,

Send {X%} ;e[ to A.
3. Emulate FVOLE for each C;, receive ):(? = ()2?, J??t) and b? from A as input to FVOLE,

0

Note that f(? can be different from f(i .

4. If A sends any (guess, S) message to FVOLE, forward the guess to F'nCom, If FInCom
aborts then abort, otherwise store the set S; = S; N S (where initially S; = Zys).

5. Sample a! & S1. For each C;, honestly compute a) = o' o X0 — b mod 2k+2s,

Then for each C;:

6. Emulate FYOLE, receive a} from A as input to FVOLE,
s . -
7. Sample xl.l,t  Zyss, use zero-valued share inputs to set X; = (0, xil’t).

8. Set x, = x? + 0 and x;; = x?, + x}, mod 2¥%. Set %; = (x/, x;;). Honestly compute
b! = a® o %; — a! mod 2%,

9. Honestly compute the MAC shares ml1 ,forhe [t+1].

Consistency Check:

$
10. Emulate FRand send r < Zy: to A.
11. Act as an honest S;, send 0! to A, receive back v° and reconstruct v.

12. Receive and open the commitment z° from A. Honestly compute d! and open S;’s
commitment z! = d' — o - ' mod 25*%,

13. Perform the consistency check. If the check fails, abort and terminate.
14. If the check passes then define A’s MAC shares m{ using the received values for

FVOLE For each client C;, send x? and m? mod 2K to F1"C°M Then halt.

L7_-CR 7_-Rand (fv—vOLE

InCom
HDiho AL

Lg_r-CR ¢Rand 7_—VOLE

Proof. We now prove that REA FinCom § 7

is indistinguishable from IDEA

We first prove that the message distribution are identical in the real and idea execution.
For each C;, the ideal functionalities FCR, FRand gRand 5.6 emulated by S and thus

nt—1 nt+n—1
indistinguishable in both worlds. In the real execution v! = Y, x,lz rp+ Y x! mod 2k+%s

h=0 h=nt
is computed by S;, while in the ideal execution v' is chosen uniformly at random by S.
nt+n—1
Since ] xi is distributed uniformly at random to A, so is the masked value v!. We note
h=nt
that z! is computed in the same way in both executions, which only reflects the errors
introduced by A and thus perfectly simulated by S. Thus, we conclude that the messages
are identically distributed in both worlds. Moreover, since the errors introduced by A to
the ideal execution is the same as in the real execution, we conclude that the probability

of passing the consistency check in both executions are identical.

=
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Due to Claims 6.3.6 and 6.3.7, we know that if the consistency check passes, then the
MAC shares computed in the real protocol execution are correctly computed as the MAC
shares output by #'"C°™ in the ideal world, except with negligible probability. A’s MAC
shares are set by S to the exact computed result obtained by A. In the real execution,
S;’s MAC shares are obtained by summing up the random output received from FVO'E
instances, which serves as a random mask for the correct MACs. In the ideal execution,
after receiving A’s MAC shares, gInCom g hiracts A’s MAC shares from the correct MACs
and sets the result as S;’s MAC shares. These are identical to the MAC shares computed
by S; in the real execution.

We thus conclude that the simulation is indistinguishable for Z. O
Simulating the case where S; is corrupted: Similar to the case when S, is corrupted.

Simulating the case where S; and a subset of clients C, are corrupted: S simulates a
real execution in which the corrupted S; and C, controlled by A deliver messages to the
uncorrupted Sy and C; in the internal (simulated) interaction. § works as follows:
Preprocessing:

1. Emulate #¥O'F, receive a' and {a’}c[,) from A. Send a’ to F'"Co™.

t

o} o $ 20 _ (40 .0
2. For each C;, sample x; « szﬂ, Xy < Lyk+as, set X; = (xl.,xl.,t). Honestly compute

b? =al- 5(? — a? mod 2k+2s,

Then for each corrupted C;:

3. Emulate 7 instance, send previously sampled (x{,x},) to A.
4. Emulate FYOLE, receive %; = (x}, xi) and b} from A as input to FVOLE,

5. If A sends any (Guess, S) message to FVOLE, forward the guess to F'"Com, If FIncom
aborts, then abort; otherwise, store the set Sy = Sy N S (where initially Sy = Zys).

6. After delivering output shares as 7V°'F for all corrupted clients, sample a° & So
(only once during the entire simulation).

7. Honestly compute a! = a® o X; — b] mod 2425 Then compute m?h for h € [t +1].

For each honest C;:

send (xg,x.1 bl) to A.

kts? k+2s° Lt i

8. Randomly sample x| & zZ, X} & Zyis2s and b} & zZ,
9. Sample x}, & Z s, use zero-valued share inputs to set x) = (0,x7,).
10. Honestly compute m?,h for h € [t +1].
Consistency Check:

11. Emulate FRand send r & Zh! to A.
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12. Act as an honest S, send 0° to (A, receive back v! and reconstruct v.

13. Receive and open the commitment z! from A. Honestly compute d° and open Sy’s
commitment z° = d° — v - ° mod 2F*%.

14. Perform the consistency check. If the check fails, abort and terminate.

15. If the check passes then define A’s MAC shares m; using the received values for
FVOLE For each corrupted C;, send (x?,x}) and m] mod 2k+s to FInCom Eor each
honest C;, send x} and ml.1 mod 2K to F1"C°M Then halt.

LfCR TRand grvOLE

InCom
I-IDiho AL

L(]:CR TRand 7:VOLE

Proof. We now prove that REA FinCom § 7

is indistinguishable from IDEA

nt+n—1
Similar to the case when S is corrupted, 0° is uniformly at random due to ) xg. We
h=nt
conclude that the messages simulated by S are indistinguishable from those in the real

execution.

We still need to prove that the distribution of the MAC shares are identical in both worlds.
We consider two different cases. In the first case, both C; and S; are corrupted. And in the
second case, only S; is corrupted. As discussed in Section 6.3.2, in both cases the adversary
cannot introduce any error to So’s MAC shares. As a result, an honest Sy already receives
the correctly computed MAC shares.

As any error introduced by A to the consistency check is identical in both executions, the
probability that the consistency check results in abort is thus the same in both executions.
In the real execution, Sy’s MAC shares are the sum of outputs received from §VOLE
instances, which serves as a random mask for the correct MACs. In the ideal execution,
FnCom computes the correct MACs then subtract A’s MAC shares (set by S) from those
MAGC:s. The result is set to S;’s output, which is identical to the MAC shares computed by
S, in the real execution.

We thus conclude that the simulation is indistinguishable for Z. []

Simulating the case where S, and a subset of clients C. are corrupted: S simulates a
real execution in which the corrupted Sy and C, controlled by A delivers message to
uncorrupted S; and C; in the internal (simulated) interaction. The § works as follows:

Preprocessing:

1. Upon first time receiving a° from A as input to an instance of F'OLE, send a° to
FnCom Otherwise stores a.

t
ok+s?

. $ $ .
2. Emulate F R instance, for each C;, sample x? —7Z x?t  Zyksrs. Let x? = (X?, x?t

Send {f(?}ie[n] to A.

3. Emulate #VOLE, for each C;, receive ):(? = (f(?, f?t) and b? from A as input to FVOLE,

0

Note that ):(? can be different from X;.

132



A5. Security Proof for AlphaFL

4.

5.

If A sends any (guess, S) message to F'OLE, forward the guess to F'"com, If FInCom
aborts then abort, otherwise store the set S; = S; N S (where initially S; = Zys).

$ S
Sample a' «— Sy, for each C;, honestly compute a? =alox?— b? mod 2k+2%s,

Then for each corrupted C;:

6.

7.

Receive (x},xilt, bll) from A.

Honestly compute the MAC shares m} ,forh e [t+1].

Then for each honest C;:

8. Emulate #VOUE, receive a! from A as input to FYOLE.
9. Sample xl.{t Al Zyisos, use zero-valued share inputs to set X} = (0, xi{t).
10. Set x; = x? + 0 and x;; = xgt + xl.l,t mod 242 Set %; = (x}, x;+). Honestly compute
b! = a® o %; — a! mod 2F+%.
11. Honestly compute the MAC shares m})h for h e [t +1].
Consistency Check:
12. Emulate FR2"d, send r < Zy to A.
13. Act as an honest Sy, send v! to A, receive back v° and reconstruct v.
14. Receive and open the commitment z° from A. Honestly compute d! and open S;’s
commitment z! = d' — v - ' mod 2K*%.
15. Perform the consistency check. If the check fails, abort and terminate.
16. If the check passes then define A’s MAC shares m) using the received values for

FVOLE. For each corrupted C;, send (x?,x!) and m? mod 2k+s to FInCom  For each
honest C;, send x! and m? mod 2k+s o FInCom Then halt.

Proof Sketch. The proof proceeds similarly to the case where only Sy is corrupted, except
that the adversary may now additionally corrupt a subset of clients C.. We first observe
that if both Sy and C; are corrupted, the adversary cannot introduce any error into S;’s
MAC shares m}. For an honest C;, the adversary may introduce the same type of errors
into m] as in the case where only Sy is corrupted. Thus, the adversary must again find
a compensating error of the same form as in that case. By Claims 6.3.6 and 6.3.7, the
probability that the adversary succeeds in doing so is negligible. O]
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