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Abstract

Differential privacy (DP) has emerged as the standard for privacy-preserving data analyses,
offering formal protection that can be monitored over time thanks to its composability
properties. DP has proven to be highly effective for classical tabular data and simple
queries; however, its deployment in modern data types—such as trajectories, time series,
graphs, and other complex high-dimensional data—is not yet fully understood. These
complex data types are characterized by rich semantics, strong correlations, and non-
trivial structures, all of which deviate from the underlying assumptions of classical DP
analyses and complicate the interpretation of privacy guarantees in practice.

In this thesis, we investigate the limitations of DP in complex data and develop new
theoretical and practical tools to improve the adoption of DP in these new scenarios.
We begin by systematizing the challenges that arise when DP is applied beyond its
original tabular context, using trajectory data as a representative and practically relevant
case study. This analysis reveals four core issues, which we then study throughout this
dissertation: (i) the widespread formal errors in the design and implementation of DP
mechanisms for complex domains, (ii) the issues in extending key DP properties like
composability, (iii) the limited interpretability of DP parameters under realistic attack
models, and (iv) the failure of classical DP guarantees in the presence of correlated data.

First, we address the challenge of composition in complex data domains. To provide
general composition results applicable to the growing landscape of DP variations, we
adopt the general metric privacy framework. Within this framework, we develop a unified
composition theory that yields tighter privacy loss bounds by explicitly accounting for
amplification and attenuation effects induced by preprocessing. As a result, we obtain
tighter bounds that apply consistently across any domain and DP variation. Additionally,
we extend our composition analysis to Gaussian DP, enabling a more interpretable
characterization of the composition privacy loss over general data domains.

Second, we investigate the parameter interpretation and attack resilience of DP
through a formal and empirical study on the risk incurred by individuals whose data are
processed by DP mechanisms. Understanding this risk is essential for principled noise
calibration: If the privacy parameters are set too loosely, sensitive information may be
exposed; while if they are set too conservatively, utility is unnecessarily degraded. We
analyze reconstruction attacks and demonstrate that existing adversarial metrics—such
as reconstruction robustness (ReRo)—systematically overestimate the privacy risk by
conflating statistical imputation and auxiliary knowledge with genuine participation
leakage. To address this issue, we introduce reconstruction advantage (RAD), a novel
advantage-based metric that explicitly incorporates auxiliary information. We establish
worst-case and auxiliary-dependent tight bounds that link DP guarantees to RAD,



providing a sharper and more interpretable characterization than previous approaches.
Our theoretical and empirical evaluation demonstrates both the robustness of RAD as a
risk measure and the practical impact of our analysis. In particular, our bounds enable
improved noise calibration, yielding better utility without sacrificing meaningful privacy
guarantees. Moreover, we develop a RAD-based auditing framework that improves both
efficiency and accuracy, especially for high-dimensional categorical data, and broadens the
scope with respect to existing auditing tools. This framework enables earlier detection of
formal errors and implementation flaws, ensuring that individuals’ privacy guarantees
are effectively enforced.

Finally, we study the vulnerability of DP to correlation-based inference attacks.
Correlations—such as temporal dependencies in trajectories or social dependencies in
networks—can substantially amplify an attacker’s information gain, effectively shrinking
DP privacy guarantees. To address this challenge, we investigate whether accurate
inference guarantees can be achieved under Bayesian differential privacy (BDP), an
enhanced DP notion that explicitly protects against correlation-based attacks. Particu-
larly, we derive novel leakage bounds for BDP under arbitrary correlations, as well as
tighter, correlation-specific bounds for Gaussian and Markov distributions. These results
provide a systematic methodology for constructing accurate BDP mechanisms tailored to
realistic correlation structures, a principled first step towards understanding when BDP
guarantees and improved utility are simultaneously attainable.

Overall, this thesis demonstrates that privacy risk in complex data analysis depends
critically on the data structure, correlations, and mechanism design—mnot solely on the
DP parameters. By providing new theoretical foundations, tighter bounds, and practical
auditing tools, our work advances the field towards reliable and interpretable deployments
of DP in complex and correlated data.
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1. Introduction

Data analytics enables societal benefits across highly relevant domains [1], such as human
mobility—for instance, large-scale trajectory data support accurate travel-time estimation
and personalized routing [2]—and healthcare—for instance, medical record analysis
enables early disease detection, improved diagnoses, and personalized treatments [3].
This impact is further amplified by the widespread availability of personal devices, such
as smartphones and wearables, that facilitate the large-scale collection and processing of

complex data [4], leading to unprecedented ease of data collection and analysis [5].

At the same time, this data-driven paradigm raises significant privacy concerns, leading
to increased legal and ethical scrutiny [6], [7]. Location traces, health information,
and social interactions are explicitly classified as special categories of personal data
under regulatory frameworks, such as the European General Data Protection Regulation
(GDPR), imposing strict constraints on their collection and sharing and promoting privacy
enhancing technologies as a core compliance principle [8]. However, numerous real-world
attacks on naively protected datasets have demonstrated how easily individuals can be
re-identified [9], [10], [11], [12], [13], [14]. Consequently, ensuring privacy-preserving data
analysis is not only an ethical and legal requirement but also a scientific challenge.

To address the tension between extracting reliable population-level insights and pro-
tecting individual privacy, differential privacy (DP) [15] has emerged as a principled
framework providing rigorous guarantees under a well-defined threat model. Within its
assumptions—most notably, an adversary who knows the entire dataset except for the
target record—DP bounds the risk associated with an individual’s participation [16]. The
underlying principle is that nothing about a target should be learnable from the dataset
that could not also be learned if that individual had not participated. Formally, DP
compares the output distributions of a mechanism applied to two databases differing in a
single record. If these distributions are close (measured by the privacy budget ¢), the
attacker’s ability to infer information about the record is almost the same as if the record
had not been included [15], hence participating in the dataset does not entail significantly
higher privacy risk than not participating, as quantified by the privacy budget.

Unlike earlier privacy notions such as k-anonymity or ¢-diversity [17], DP offers dataset-
independent, quantifiable privacy guarantees and, crucially, enables formal tracking of
privacy loss across multiple analyses, a property known as composability [18]. Particularly,
two composition results exist: sequential, where the privacy loss increases linearly with
the number of mechanisms [16], and parallel composition [19], which reduces the overall
privacy loss to the maximum among the composed mechanisms, but only applies when
they access mutually disjoint data.
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These properties have made DP particularly effective for simple aggregate statistics
and tabular datasets. In such setting, DP mechanisms enable useful outputs under tight
privacy budgets (i.e., strong privacy). As a result, organizations such as Apple [20],
LinkedIn [21] and the US Census Bureau [22], [23], [24] have widely adopted DP.

The success of DP in tabular data, where mechanisms are well understood and
can achieve favorable utility—privacy trade-offs, has motivated efforts to extend DP to
more complex data domains, i.e., data sets that are high-dimensional, exhibit strong
dependencies, and/or cannot be naturally represented in tabular form, such as graphs,
time series, and images [25]. However, such settings were not considered in the original
design of DP and introduce fundamental challenges in both adapting DP mechanisms
and interpreting privacy guarantees beyond the classical tabular model [26].

To better assess the feasibility of DP as a general-purpose tool for emerging complex
data structures, we first study its application to trajectory data—a representative and
practically relevant domain that exhibits correlations, dependencies, and structure beyond
standard tabular data. This analysis enables a systematic understanding of how DP
behaves in such settings and allows us to identify the main challenges in achieving
meaningful and interpretable privacy—utility trade-offs. Based on this systematization,
we identify several key challenges of DP, which form the focus of the remainder of this
thesis. Specifically:

In complex data domains, the information encoded in the data is substantially richer
and more difficult to isolate at the level of a single individual, which blurs the classical
notion of a “record” or “individual contribution.” For example, in social networks, an edge
represents information shared by two individuals, rather than belonging to one in isolation.
Consequently, the original DP definition has undergone numerous reformulations to clarify
what information we aim to protect and, equivalently, what should be difficult for an
attacker to infer—a concept referred to as the granularity level [16]. Consider, for instance,
a binary sensitive query like “drug abuse.” Here, we may aim to prevent an attacker from
confidently determining a “yes” or “no” answer, corresponding to a bounded granularity
level [18]. In contrast, in a social network, the goal might be to protect relationships
between individuals, making it difficult to infer whether an edge exists between two
nodes—this corresponds to an edge granularity level [18].

However, while these alternative granularities are essential for modeling complex
data, they introduce new challenges for privacy accounting: standard composability
results [18] do not uniformly generalize across data domains, composition protocols, or
granularity notions. In particular, parallel composition does not extend straightforwardly
to more complex granularities [27], complicating practical deployment and often leading
to unnecessary utility loss. Addressing this issue is crucial, as composability is one of the
primary advantages of DP. If it is not applicable or if privacy loss estimates are severely
overestimated, the resulting noise injection can degrade utility to the point that DP
becomes impractical for complex data.

Moreover, complex data typically contain more information or attributes that can be
inferred about users, increasing the risk of revealing sensitive information beyond mere
participation or the exact record value. For example, from a geospatial trajectory, one



can infer not only a user’s location, but also whether their home is unoccupied, or even
religious beliefs by identifying prayer stops and routines [28]. These emerging threats raise
practical questions about the protection DP provides in real-world scenarios: What is the
actual impact of a specific parameter choice on different types of attacks, and whether
some mechanisms offer stronger protection against certain attacks than others—even
when they satisfy DP with the same privacy parameters. Addressing these questions is
highly relevant, not only to improve understanding and transparency, but also because
it is crucial for correctly calibrating the noise in DP mechanisms. Overestimating risk
results in unnecessary utility loss, while underestimating it can lead to severe privacy
breaches for users.

New challenges also arise, such as the effect of correlations or dependencies in the
data (e.g., social links in a network or spatio-temporal correlations in trajectories) on
the information gain of an attacker who leverages these correlations. DP protection
guarantees are limited to statistically independent data records, i.e., DP can underestimate
private information leakage when the underlying data is correlated. The limitations
of DP for protecting correlated data have been theoretically exposed [29], [30], [31],
[32] and empirically confirmed with attacks on real databases [33]. This is a significant
issue, as correlations among data records are common in real-world databases, such as
those induced by friendships in social networks [34], genetic similarities among family
members [35], or spatio-temporal correlations in human trajectories [32].

In particular, granularity definitions that were designed without accounting for the
strong dependencies inherent in their respective domains are highly vulnerable to real-
world attacks. For example, event-level privacy in streaming data [36] ignores spatio-
temporal correlations, leading to significant information leakage, while Pixel-DP [18]
in the image domain disregards the fact that knowledge of surrounding pixels can help
reconstruct a missing one, making it vulnerable to attacks [14].

Hence, understanding how correlations impact privacy risk is essential for evaluating
the guarantees of DP in complex domains. Failing to account for these correlations can
provide users with a misleading sense of privacy.

To address this, the literature has proposed strengthened privacy notions, such as
Bayesian DP (BDP) [37], which explicitly accounts for data dependencies. However,
if maintaining acceptable utility is already challenging under classical DP, enforcing
stronger guarantees to account for correlations can make the problem infeasible or result
in solutions with sharply reduced utility.

Finally, the naive application of existing DP mechanisms for simple query answering—
such as the Laplace and exponential mechanisms [16]—without proper adaptation to
complex data structures leads to fundamental formal errors and, consequently, to severe
privacy failures. In our survey of trajectory privacy mechanisms, we find that nearly
60% of the surveyed mechanisms contain such flaws, resulting in privacy guarantees
that do not hold in practice (see Section 3.4 and Table 3.2). These failures are not
inherent limitations of DP as a framework, but rather stem from errors in its human
implementation. Nonetheless, dismissing human error as a marginal concern would be
unrealistic: When DP mechanisms are deployed incorrectly, individuals may be exposed
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to unauthorized inference of sensitive attributes and violations of data protection rights.
As a result, privacy mechanisms and analyses that rely exclusively on lengthy or complex
formal proofs are inherently vulnerable to undetected flaws, underscoring the need for
robust, systematic auditing frameworks for DP implementations.

1.1. Contributions

This thesis focuses on advancing the applicability of DP in complex systems by intro-
ducing novel formalizations of DP properties, insights, and approaches that address
the aforementioned challenges arising in complex data structures. We elaborate on our
specific contributions to each challenge in the following paragraphs.

Contributions towards composition in complexr data: We prove novel composition
results for metric privacy—a generalization of DP that effectively addresses all possible
granularity definitions simultaneously. Our theorems move beyond the traditional binary
paradigm of sequential versus parallel composition, fully capturing the richness of the
metric privacy framework and the influence of arbitrary preprocessing functions on
composition privacy loss. This fine-grained analysis reduces the required noise injection,
improving utility. Additionally, our results provide solutions to open questions in the
literature, such as extending parallel composition to general metric spaces.

Furthermore, to enable direct interpretation of metric privacy in terms of attack
mitigation—an interpretability previously limited to bounded DP—we introduce the first
metric-based formulation of Gaussian differential privacy (GDP) [38].

Summarizing our contributions in this field are:

e We prove novel theorems that allow us to reduce the estimated privacy loss and
design improved metric private mechanisms in general contexts. Moreover, our
theorems make it possible to mix different granularity mechanisms while controlling
the privacy guarantees offered.

e« We show that sequential and parallel composition arise as special cases of our
unifying framework, which enables their extension to arbitrary metrics and levels
of granularity.

e We extend all our results to metric GDP, enabling the interpretability of composition
directly in terms of attack mitigation.

Overall, our results allow to reduce risk overestimation in complex systems that perform
several queries and in more general settings, hence improving the utility and applicability
of DP in broader contexts.

Contributions towards parameter interpretability: In order to understand the real
impact of the privacy budget in practical privacy, in this thesis, we mathematically
and experimentally analyze the adversarial bounds of DP. We theoretically expose and
empirically confirm that ReRo [39], the first metric for data reconstruction attacks (DRAs),
has key theoretical limitations as a comprehensive adversarial metric. Particularly, ReRo
fails to account for imputation-based success—leading to unnecessary utility loss when
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used for noise calibration. Moreover, the existing bounds do not hold for attackers with
target-specific auxiliary knowledge.

We address these issues by introducing reconstruction advantage (RAD), which extends
advantage-based metrics to the DRA framework. RAD naturally incorporates auxiliary
knowledge and avoids overestimating risk. We establish tight DP-to-RAD bounds
enabling noise calibrated to true participant risk: (i) a worst-case bound independent of
auxiliary knowledge, and (ii) an auxiliary-dependent bound that is universally tight. We
further construct the optimal attack for any reconstruction goal, auxiliary knowledge, and
mechanism—proving tightness and yielding a practical DP auditing tool. We also provide
closed-form upper bounds without auxiliary knowledge and for perfect reconstruction,
particularly relevant to categorical data. In summary, our contributions in this field are:

o We empirically show that the existing reconstruction attack metric, and its corre-
sponding bounds, fail to account for imputation-based success and target-specific
auxiliary knowledge, limiting applicability.

o We introduce reconstruction advantage (RAD) as a consistent, unifying risk metric
that naturally incorporates auxiliary knowledge.

e We establish tight worst-case and auxiliary-dependent bounds for RAD, along with
black-box bounds for attackers lacking auxiliary knowledge

o We construct the optimal attack strategy for any reconstruction goal, mechanism,
and prior distribution, proving its optimality and demonstrating empirical utility
for auditing.

Overall, our work demonstrates that privacy risk depends on the mechanism’s structure,
not just its nominal privacy parameters, and provides both fundamental insight and
practical tools for privacy risk assessment and calibration—enabling notable utility gains
without increasing the effective privacy risk in complex settings.

Contributions towards DP misuse: To prevent future flaws in DP mechanism design
and implementation that can severely undermine the guarantees afforded to individuals,
we develop formal impossibility results that enable early detection of DP misuses. Further-
more, building on our novel RAD bounds, we introduce a RAD-based auditing framework
that generalizes beyond prior tools [40], [41], capturing the full spectrum of reconstruction
risks and yielding more accurate and actionable privacy assessments. Our framework
overcomes the fundamental scalability limitations of learning-based approaches [42], [43],
enabling efficient auditing in high-dimensional settings. Our approach is strictly more
general and produces tighter empirical estimates of the effective privacy budget than the
state-of-the-art auditor [41]. In summary, our contributions in this field are:

o We expose formal mistakes in the literature and prove impossibility results for early
detection and prevention of DP formalization flaws.

e We propose a RAD-based DP auditing framework that provides broader threat
analyses and more accurate privacy-budget estimates than existing DP auditing
techniques for distributed systems.
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Overall, our results provide practical tools towards a safer use of DP technologies in
practice.

Contributions towards Correlation-based Inference Attacks: We present theoretical
bounds on the accuracy of Bayesian DP mechanisms and derive specific utility guarantees
when certain correlation models are assumed. For each correlation model studied, we
prove novel theorems that bound the Bayesian DP leakage of a DP mechanism. Finally,
we provide insight into how our theoretical results apply in practice to real-world data
containing Gaussian and Markov correlations. This allows us to confirm that our results
enhance the utility of Bayesian DP mechanisms in actual applications.In summary, our
contributions in this field are:

¢ We prove a bound on the BDP leakage of a DP mechanism with a fixed number of
arbitrarily correlated records, showing it is tight. We call this the general bound.

e We derive a tighter BDP leakage bound for DP mechanisms under multivariate
Gaussian correlations, improving on the general bound and prior work. This
provides a systematic method for constructing more accurate BDP mechanisms
tailored to Gaussian dependencies.

e We derive a BDP leakage bound for DP mechanisms under Markovian correlations,
improving on the general bound when transition probabilities are similar. This
enables the design of more accurate mechanisms than prior approaches in Markov
settings.

Overall, our results for arbitrary Gaussian and Markov correlation models (Theo-
rems 6.3, 6.14 and 6.20) advance the theoretical and practical understanding of BDP,
enabling the reuse of DP mechanisms in correlated settings. This opens future direc-
tions for deriving correlation-specific bounds to design more accurate BDP mechanisms
protecting against real-world correlation-based attacks.

1.2. Collaborations

During my thesis, I had the opportunity to collaborate with several co-authors across
the papers that form the basis of this work. In the thesis, I use the academic “we” to
honor these collaborations, since the research presented would not have been possible
without them. In the following, I clarify the contributions of each collaborator to the
relevant parts of the work.

Thorsten Strufe, my supervisor, collaborated with me on all papers. He provided
extensive feedback on research ideas, helped refine the technical direction of the work,
and contributed substantially to writing, editing, and presentation.

Javier Parra-Arnau and Jordi Forné contributed to the editing and writing of the
papers they co-authored. Javier Parra-Arnau additionally contributed the initial ideas
on the parallel composition problem.

Alex Miranda-Pascual was a close collaborator during the early stages of my PhD.
We worked hand in hand on both the systematization on trajectory privacy and the
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composition works, which led to new results and insights. In particular, in the SoK and
its extensions, he contributed to the utility analysis, the survey of similarity metrics, the
syntactic notions review, and the systematization of syntactic, clustering and sampling
mechanisms; while I focused on attacks, semantic privacy notions (DP granularities),
and the systematization of additive noise mechanisms, synthetic DP generation and LDP.
In the composition work, Alex and I jointly developed and refined the extensions of
composition results from pure DP to metric DP, including all novel theorems and their
proofs. I subsequently extended these results to metric Gaussian DP, while he focused
on approximate and zero-concentrated DP.

Annika Sauer, as my master thesis student, assisted with code and experiments for
the attack-resilience papers. Héber H. Arcolezi contributed to the development of our
new auditing framework with his analysis of the literature and experiment design. They
both contributed to the writing and editing of the paper.

Martin Lange, also a master student of mine, supported the development of code and
experiments during his master’s thesis, leading to preliminary results that formed the
foundation of the final work on BDP. I further refined these initial ideas into the final
version, which would not have been possible without his early contributions.






2. Background

In this chapter, we introduce the relevant concepts for understanding this work and
present the notation used throughout the thesis as summarized in Table 2.1. Particularly,
we provide general background on DP, from the original definition to the most recent
generalization to metric privacy, and a concise overview of composition properties.
Additionally, we introduce the connection between DP and attack mitigation, along with
extensions of DP designed to better capture this relationship: f-DP for the independent
setting, and Bayesian DP for the case of correlated data. Finally, we introduce the
probability and measure theory concepts required for the main results of this thesis.

2.1. Differential Privacy and Metric Privacy

We assume the database to consist of a finite number n of rows, D = (z1,...,x,) € A",
drawn from the joint distribution of the random vector X = (X7, ..., X,,), where each row
represents data associated with an individual, sampled from a universe of records X. We
denote by II the joint distribution of X and by 7 the marginal distribution of individual
records. Note that in the case where the entries of X are independent and identically
distributed (i.i.d.), we have II = 7.

We use [n] := {1, ...,n} to denote the set of indices. For a subset K = {i1,...,ix} C [n],
we define the subvector X € XF as X := (Xi,, ..., Xi,). In particular, X_; denotes
X with K = [n] \ {i}, i.e., the whole dataset but one record, and we denote x_; = D_
when the position ¢ is not relevant.

Let D(O) denote the space of probability distributions over the output space ©. We
consider a (randomized) mechanism M: X" — D(O) that, given an input database
D € X™, produces a global output 6 € O (e.g., an aggregate statistic or a trained model)
with probability /density function py(6 | D).

The attacker is assumed to know all records except for a target index i € [n], for
which all possible values x; and z} must be indistinguishable—corresponding to bounded
DP [19]. This model allows us to formalize DP in the following definition:

Definition 2.1 (Differential Privacy [16]). A randomized mechanism M : X" — D(0©)
is called (e, d)-differentially private, if for all measurable sets S C ©, any target index
i € [n], any target values z;, ¥, € X, and any remaining values x_; € X"~!, we have

];/:/%‘[YE S ’ X_; :X_Z',XZ‘ZI'Z‘] Sealj\)}l‘[y es ‘ X ,=x_X; :.I';]—F(S

The output of M is represented by the random variable Y, which depends on the
input data. If 6 = 0, we speak of pure DP (e-DP). If 6 > 0, we speak of approximate DP.
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Notation Description

D Arbitrary database class

X Domain of a single record x € X.

Dy Universe of all databases drawn from X'.

X" Universe of datasets with n elements drawn from X.
D,D’ Pair of databases.

|D| Size of D (number of records).

mp(x) Multiplicity of « in the multiset D.

(C] Domain of outputs of a mechanism.

0 Element of ©.

S Measurable subset of O.

M:D— D(O) Randomized mechanism with input from domain D

Xrg =Xy, -, Xiy)

XK = (Tiy, .- Tiy)

D~g D
dp (or d)

U, B
DAD'

(D, D'
I;(D, D'

and output in codomain O.

Random vector representing the input of M when its
domain is X".

Probability distribution on X.

Probability distribution of a record X.
Probability of re-sampling from .

Random variable representing output of M.
Set {1,...,n} for n € N.

Random vector of a subset K = {iy,...,it} C [n] of
the random variables X1,..., X,.

Database with & records belonging to A'*.
Granularity notion/neighborhood definition.
D and D’ are G-neighboring.

Metric over D.

Canonical metric of G over D.

Unbounded and bounded granularity (resp.)
Symmetric difference ((D U D")\(D N D’)).
Hamming distance between two databases.
For f ={fitiew, {i € [k] | fi(D) # fi(D")}].

Cumulative distribution function (CDF') of the stan-
dard normal distribution.
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Table 2.1.: Notation Summary
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The privacy leakage €, also known as the privacy budget, determines how closely the
probabilities of observing the same output must align for two databases D and D’ such
that dg (D, D) = 1, where dy denotes the Hamming distance, and D and D’ are called
bounded-neighboring databases.

Intuitively, if the output distribution of D is close (within a multiplicative factor of )
to the output distribution of D’, then an attacker cannot reliably determine whether D
or D’ was the input to the mechanism. Consequently, the two scenarios—one in which
the dataset contains z; and one in which it contains z,—are essentially indistinguishable
(up to €) [15]. A smaller ¢ provides stronger privacy guarantees—it is harder for an
attacker to distinguish if the mechanism has been executed on D or on D’—but typically
comes at the cost of utility [16] (cf. Proposition 2.10). The parameter § permits certain
violations of e-DP while quantifying their probability and severity [44].

The original, central DP notion assumes the presence of a trusted party (data curator)
who executes the mechanisms protecting the sensitive data. If no party with shared trust
exists, it is necessary to distribute the curation to all participants. The corresponding
local differential privacy (LDP) [16], assumes every individual holds their own data which
is randomized on the client side before being transmitted to a data collector. They
hence contribute partial answers to queries on the whole data, enforcing DP locally.
Formally, in LDP mechanisms: n =1, i.e., M takes as input a single data record x € X.
LDP is a rigorous and increasingly relevant privacy model [16], especially suitable for
privacy-sensitive applications such as telemetry and location-based services where no
trusted data curator is considered [45].

Note that DP satisfies important properties, such as invariance by post-processing, i.e.,
just by operating in the output of a DP query, it is impossible to violate DP guarantees
unless additional information about the input is provided.

Proposition 2.2 (Post-processing [16]). Given M: X™ — D(O) satisfying (¢,0)-DP
and f: © — © be an arbitrary map, then f o M is (¢,0)-DP.

Here, f o M is an abuse of notation intended to represent the process of first sampling
an output § ~ M(D) and then applying f(0).

Another interesting property relates the protection of several records simultaneously.
This is known as the group privacy property and shows that the privacy degrades linearly
with respect to the group size for pure DP mechanisms:

Proposition 2.3 (Group privacy [16]). Given M: X" — D(O) satisfying (bounded)
e-DP, then, for any D, D’ € X™, and for all measurable sets S C ©:

PrlY € S| D] < (PP prly € § | D).
M M

This result shows that if the indistinguishability of one individual record is bounded
by €, changing m records is indistinguishable up to me.

This thesis primarily focuses on bounded DP (Definition 2.1), given its wide applicability
and its close connection to attack resilience and DP extensions such as Gaussian DP
(GDP) and Bayesian differential privacy (BDP). Nevertheless, many other granularities

11
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)

of privacy! exist [18]—i.e., alternative definitions of what constitutes a sensitive “entry’
in the database whose alteration should leave output probabilities nearly unchanged (up
to a factor of ) [16].

For example, consider a dataset represented as a graph, where nodes correspond to
individuals, and edges encode social relationships. In this setting, it is impossible to
change all information about one individual without simultaneously affecting others, since
each edge represents information shared between at least two participants. In such cases,
it may be more appropriate to define neighboring datasets by the addition or removal
of a single edge (edge-DP [46]), thereby protecting connections between individuals as
sensitive information.

Similarly, in streaming data applications, event-level DP [16] is frequently adopted.
Although each stream belongs to a single individual, two datasets are considered neigh-
boring if they differ in only one time-step value. This granularity is relevant for time
series applications like trajectory data (see Section 3.3). Moreover, we present a practical
use case for electricity consumption and activity time series in Section 6.5.

Even within the original domain of tabular data, different granularities of privacy can
be defined. For instance, in unbounded DP, (i) the data domain comprises all datasets
with rows drawn from X, denoted Dy, rather than fixing the dataset size to n; and (ii)
indistinguishability is enforced with respect to the addition or removal of a single row,
ie., |DAD'| = |(DUD')\(DnN D" <1, rather than the modification of an existing row,
as in bounded DP. This way, unbounded DP represents a pure membership inference,
in which the attacker knows the exact record of the target and just tries to know if it
participated or not without even knowing the actual database size.

Adjusting the granularity of privacy enables the modeling of protection against distinct
types of privacy threats [18], [47] and supports the adaptation of the original definition to
scenarios where what constitutes an individual’s information is not trivially discretized,
such as in social networks.

We generalize the definition of granularity notion G as follows:

Definition 2.4 (G-neighborhood). Given a database class D, we define the G-neighborhood
relation as a binary symmetric relation ~g between elements in D. We say that D, D’ € D
are G-neighboring if D ~g D'.

We will use calligraphic letters to denote certain granularity notions (e.g., U for
unbounded, B for bounded). Definition 2.4 generalizes (pure) bounded DP: A mechanism
M:D — D(O) is G e-DP (e > 0) if for all G-neighboring D, D' € D and all measurable
S C o,

PrlY € S| D] <e Pr[Y € S| D
M M

The group property of DP (Proposition 2.3) enables a formulation of DP in terms
of the Hamming distance, thereby motivating the use of metrics to quantify privacy
guarantees. This idea first appeared in [19] with the symmetric distance, |[DAD'|, for

!The granularity of privacy is also commonly referred to as the neighborhood or adjacency definition.
We adhere to the terminology used in [16, Chapter 2, pp. 23-24].

12
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unbounded DP reformulation. Later, Chatzikokolakis et al. [47] introduce generalization
to arbitrary (not necessarily discrete) metrics, called metric privacy or dp-privacy, when
the metric dp is specified.

Note that while we generally refer to d as metric to simplify terminology, d can be any
extended pseudometric dp: D? — [0, 0], i.e., a metric in which the distance between two
different databases can also be 0 and oo [47]. Equipping D with a (pseudo)metric dp
induces a (pseudo)metric space, (D, dp), which we call privacy space. With this notation
in place, we formally define metric privacy.

Definition 2.5 (dp-privacy [47]). Let (D, dp) be a privacy space. Then, a randomized
mechanism M: D — D(0) is dp-private if for all D, D’ € D and all measurable S C O,

PrlY € S| D] < PPV pr[y € §| D).
M M

Observe that the metric absorbs the privacy budget €, i.e., dp can be written as
dp = edp, where df, is also a metric. This definition makes it challenging for an adversary
to distinguish between databases D and D’ that are “close” according to the metric d.
However, if the two databases are significantly different, the output distributions can
differ more, making it easier for the adversary to distinguish them.

Note that, due to the group property of DP, metric privacy is equivalent to DP when
considering the Hamming distance scaled by €. More generally, given a data domain D
(e.g., social networks) we can construct a canonical metric d]% for each granularity G
over D (e.g., edge DP) [47]. Tt suffices to define the distance between two databases
dﬂ%(D, D’) as the minimum number of neighboring databases in D one needs to cross to
obtain D’ from D (e.g., number of edges one needs to add or delete to transform one
network into the other), defining df (D, D') = oo if it is not possible to transform one
dataset into the other through a chain of neighboring transformations.

As mentioned, the canonical metric for bounded DP is the Hamming distance,
d%.(D,D") = dg(D,D’) [47], that counts the number of record changes. As another
example, in unbounded DP, we build neighbors by adding/deleting one record, hence the
canonical metric is the symmetric difference between two sets:

dg,(D,D') = [DAD'| = |(DUD)\(Dn D),

which measures exactly the number of deletions and additions needed to go from D
to D' [19].

Note that for every granularity, its canonical metric, d]IgD(D, D’), is always well defined
(see Proposition A.1) and satisfies df}(D, D) = 1 if and only if D ~g D’. Moreover, we can
extend the group privacy property of bounded DP for any granularity (see Proposition A.2
for proof details) obtaining the following relation.

Proposition 2.6. Let G be a granularity notion over the database class . Then, a
mechanism M with domain D is adﬂ%—pm'vate if and only if it is G e-DP.

Given any granularity notion we can obtain a metric, but not all metrics are the
canonical metric for a granularity notion. Therefore, the notion of dp-privacy is more
general than G e-DP.

13
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Utility of private mechanisms. While protecting privacy is a primary goal of DP,
privacy without utility is meaningless. From a technical standpoint, the most private
mechanism is one that releases no information at all. However, DP is employed precisely
because we seek to extract population-level insights—such as population averages or
data distributions. Consequently, although the DP definition quantifies how effectively
individual contributions are obscured, it must be complemented by metrics that capture
how well global information is preserved, a notion commonly referred to as utility.

A well-established metric for quantifying the utility of a private mechanism is the («a, 3)-
accuracy [30], [48]. It captures how well the mechanism approximates a true statistic or
function while considering the inherent randomness introduced by the mechanism:

Definition 2.7 ((«, 5)-Accuracy [48]). A mechanism M is (a, 5)-accurate, with respect
to a function f and an error function Err, if for all databases D € X™ we have

Pr[Err(M(D), £(D)) = o] < 4.

A randomized mechanism M is («, §)-accurate if an error of magnitude « has a
probability of at most 5. Thus, the smaller o and/or 3, the better the accuracy of
mechanism M. Here, a quantifies the error tolerance, and § the failure probability.
More precisely, it refers to the utility guarantee that with probability at least 1 — 3, the
mechanism’s output is within an interval of radius « centered on the true value.

For numerical queries, the absolute error (¢1) is typically used as the error function
Err [16]. For example, if an (1,0.05)-accurate mechanism estimating the average age of a
population outputs # = 32, then, with probability 0.95, the true average age lies between
31 and 32 years. In conclusion, the (a, 3)-accuracy provides an interpretable theoretical
measure of utility that accounts for the stochastic nature of DP mechanisms. Moreover,
it can be empirically estimated using confidence intervals.

Although the privacy parameters influence the privacy—utility trade-off, different
strategies and mechanisms may satisfy the same (g,0)-DP guarantee while offering
substantially different utility and, in some cases, different levels of effective protection, as
we illustrate in Chapter 5. One of the earliest and most widely used mechanisms proven
to satisfy e-DP is the Laplace mechanism [16]:

Definition 2.8 (Laplace Mechanism [16]). Let f : ™ — R¥ be a function and its
sensitivity defined as

Af= sup [[f(D)~ f(D)]
dy(D,D")=1

Given that Af < oo and € > 0, the Laplace mechanism is defined for all D € X™ as
M. (D) = f(D) + (Z1,...,Z) where Z; are i.i.d. random variables that follow the
Laplace distribution centered at 0 and with scale %.

Note that the sensitivity can be extended to metric spaces as:

Definition 2.9 (Sensitivity [47]). Let (D1,d;) and (D2, d2) be two privacy spaces and
let f: Dy — Dy be a deterministic map. We define the sensitivity of f with respect to
dy and dy as the smallest value Af € [0, 00] such that da(f(D), f(D")) < Afdy(D,D")
holds for all D, D’ € Dy with d;(D, D’) < cc.
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Hence, we can obtain the metric version of the Laplace mechanism considering the
sensitivity of f with respect to (D, dp) and (R™, ¢7).

The Laplace mechanism privacy-utility trade-off offers a simple characterization that
relates ¢ directly with its accuracy:

Proposition 2.10 ([16]). Let M.y be the Laplace mechanism. Let € (0,1] be a
probability. Then M. ¢ is (o, B)-accurate with respect to f with a = In (ﬁ_l) %.

This accuracy result for the Laplace mechanism is tight [16] and reflects the effect of e
in utility: A larger £ (corresponding to higher privacy leakage) results in a smaller error
a at a fixed confidence level, thereby improving accuracy.

Among the mechanisms designed to achieve approximate DP, (g,0)-DP, the Gaussian
mechanism is one of the most widely used [26], [38]. Especially in machine learning
applications, as the core mechanism for DP-SGD [49]. Its favorable composition properties
and analytical tractability make it a cornerstone of both theoretical developments and
practical implementations of DP.

Definition 2.11 (Gaussian Mechanism [50]). Let f : X" — R* be a function and its
lo-sensitivity defined as

Af:=sup [|[f(D)— f(D)]2.
dy (D,D')=1

Given that Af < oo, the Gaussian mechanism is defined for all D € X™ as M, (D) =
f(D) + (Z1,...,2Z) where Z; are i.i.d. random variables that follow N(0,021I;); a
multivariate Gaussian distribution with mean zero and covariance matrix o2I;,. For every

o satisfying:
A€o A€o
O ——— )| —€eP[———— | < 2.1
(20 A) ¢ ( 20 A) <9 (2.1)

where ®(-) is the cumulative distribution function of the standard normal distribution.

Balle and Wang [50] proved that any M, Gaussian mechanism with o verifying Eq. 2.1
satisfies (e, )-DP.

Moreover, using the standard Gaussian tail bound we can express the accuracy of the
Gaussian mechanism directly in terms of oc—also termed as noise scale:

Proposition 2.12. Let M, ; be the Gaussian mechanism. Let 5 € (0, 1] be a probability.
Then M, s is («, B)-accurate with respect to f with o < o ®~1(1 — g) <o04/2In (%)

Importantly, while these mechanisms provide DP guarantees for a single query f(D),
most real-world data analysis tasks involve answering multiple queries. To address this
more realistic scenario, the next section discusses the composition properties of DP, i.e.,
how the privacy loss evolves when publishing the output of several DP mechanisms.
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2.2. Composition

One of the most useful properties of DP mechanisms relates to composition theorems.
Sequential and parallel composition are considered key components of DP and are
regularly used in the field [26].

The composition theorems share a common foundation. Simply put, these theorems
state that given k €;-DP mechanisms M;, the composed mechanism M that applies each
M; to the dataset and releases the corresponding outputs satisfies e-DP, where & depends
on €1,...,¢;. In other words, these theorems estimate the privacy loss (i.e., the final
privacy budget) of the mechanism M that can be discretized on several mechanisms M;.
To be precise, we formalize the adaptive-composed mechanism as follows:

Definition 2.13 (Adaptive-composed mechanism). For i € [k], let ©; := ©O1 X - -+ x ©;_;
(where ©¢ = {@}), and let M;: ©; x D — D(O;) be randomized mechanisms. We define
the adaptive-composed mechanism M = (Mji,..., M) as the mechanism with domain
D such that M(D) = (N1(D),...,Nx(D)) for all D € D, where N;(D) are defined
recursively as N;(D) = M;(N1(D),...,N;_1(D), D) for i € [k] (where N7 = M,).

In other words, given D € D, M first draws 6, following the distribution of M;(D);
then, M; draws 6; following the distribution of M;(01,...,0;,—1, D) for each i =2,... k
in order. At the end, M outputs (61, ...,0;). For example, we might first ask which road
in a city is the most crowded. Once we obtain the noisy answer M;(D) = 6, we may
then ask how many cars are on that road, using My (D, #). If instead the first mechanism
had returned #’, My would output the noisy count for . In this sense, My adapts based
on previous outputs.

Particularly, composition is independent in the particular case in which previous outputs
are ignored by subsequent mechanisms, hence the outputs of each M; are not affected
by each other, i.e., M1(D),..., My(D) are mutually independent random elements for
all D € D. For instance, when we answer simultaneously many independent queries, such
as the average salary and the average age—for each of them, we use a DP mechanism,
but the output of one is not used to compute the other.

Note that adaptive-composed mechanisms are more general than independent-composed
mechanisms. Consequently, all the results on adaptive composition include the indepen-
dent composition as a particular case.

Sequential vs. parallel: Orthogonally, if every M; takes the whole database D as
input, the composition is called sequential. Alternatively, the composition is parallel if
each M, uses only data from a subset D; C D disjoint of the subset D; used by any
other M; with j # 4.

The first composition result of DP appeared in [51] for unbounded DP, however, it has
already been generalized to both bounded and unbounded definitions:

Theorem 2.14 (Adaptive sequential composition (ASC) [27]). Let My, ..., My, be
k mechanisms such that for all ; € ©;, M;(0;,-) satisfies [unbounded/bounded] &;-
DP. The adaptive-composed mechanism M = (M, ..., M) as in Def. 2.13, satisfies
[unbounded/bounded] (3-F_, &;)-DP.
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This theorem corresponds to the adaptive definition and includes independent compo-
sition as a particular instance.

Sequential composition provides an explicit formula to compute the privacy leakage
of a composed mechanism. However, the total privacy leakage increases linearly with
the number of mechanisms. As a result, either the cumulative privacy leakage becomes
significant when many queries are answered, or one must add substantial noise to each
query to maintain the same privacy budget, leading to a considerable loss of utility.

At the same time, sequential composition assumes that each mechanism accesses the
entire dataset. However, most queries only require information from a specific subset
of the data. For example, to count the number of cars on a street, we only need the
subdataset containing cars on that street, without accessing the locations of other cars.
Taking this into account allows us to obtain a tighter bound on the overall privacy loss,
which is formalized by the parallel composition theorem.

Theorem 2.15 (Parallel composition [19]). Let M; each provide [unbounded] e-DP. Let
X; be arbitrary disjoint subsets of the universe of records X. The sequence of M;(D;)
provides [unbounded] e-DP, where D; C D is the multiset such that element x € D has
multiplicity mp,(z) = 1x,(x) mp(z).

By abuse of notation, D; is also often denoted as D N X;. Alternatively, Li et al. [27]
use a partitioning function p to define the disjoint subsets in the previous statement, i.e.,
pi(D) = D; for all i and D € Dy.

Even though sequential composition (Theorem 2.14) was initially stated for the un-
bounded granularity notion, it can easily be translated for other granularities, such as
bounded DP. However, in Theorem 2.15, if instead of unbounded, we impose M; to
be bounded e-DP, then it is not generally true that the sequence of M;(D;) provides
bounded e-DP for any € > 0. Li et al. [27] show why the proof is not applicable: Even if
M, are bounded e-DP, M, such that M’(D) = M;(D;) = M;(D N X;) is not necessarily
bounded e-DP. This fact is clear in the following counterexample, which we provide to
complete Li et al.’s claim [27]:

Example 2.16 (Parallel composition does not hold for bounded DP). Let Dy be
a database universe and X; arbitrary disjoint subsets of X (e.g., tuples of age and
blood pressure divided by age ranges). We show that given k£ > 1 mutually independent
bounded €;-DP mechanisms M;: Dy — D(0O), it is not necessarily true that the composed
mechanism M: Dy — D(0O) such that M(D) = (My(Dy),...,Mg(Dg)) is bounded
DP, where D; C D is the multiset such that element z € D has multiplicity mp,(x) =
1x,(x) mp(z), i.e., the subset of elements belonging to X;.

To do so, we prove that we can select £ > 1 mutually independent bounded ¢;-DP
mechanisms M;: Dy — D(O) such that mechanism M: Dy — D(0) with M(D) =
(M1(Dy),..., My(Dy)) is not bounded e-DP for any € > 0.

For all i € [k], we choose M;: Dy — D(O) such that they output the number of
elements of the input database, i.e., M;(D) = M*(D) = |D| for all D € Dy. It can
easily be checked that this mechanism is bounded 0-DP: Since all bounded neighbors
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have the same size by definition, revealing the size does not allow to distinguish them.
Observe that in this case, the composed mechanism

M(D) = (M*(Dy),...,.M*(Dy)) = (|D1], ..., |Dxkl),

outputs the number of participants in each class (e.g. the number of participants in each
age range).

Let D,D’ € Dy be two bounded-neighboring databases such that DAD' = {x, 2’}
with z € D; and 2/ € D}, j # 1 (e.g. we change one young healthy person by an elderly
with hypertension). Then it is clear that M*(D;) = |D;| # |D}| = M*(D}) (analogously
to 1), so

Pr[M*(D;) = |Dj|] = 1 £ 0 = Pr[M*(Dj) = |D;].

Note that this is not a contradiction with M* being bounded DP, since D; and D;
are not bounded-neighboring databases.

Consequently, taking 0 = (|Di],...,|Dy|) € © we obtain PriM(D) =
Pr[M*(D}) = |D;]] = 0. Therefore Pr[M(D) = 0] =1 £ 0 = e* Pr[M(D’)
g > 0, so the mechanism M is not bounded DP.

0] = 1, but
= 6] for all

Importantly, this example illustrates that the composition results proved for one
granularity (in this case unbounded DP in Dy) cannot be trivially generalized to other
data domains or neighborhood definitions. The failure of bounded DP on satisfying
(maxie[k} €;)-DP when composed in parallel opens a new question about how to measure
the privacy of composed mechanisms for general data domains and granularities.

We answer this question by generalizing these composition theorems to more general
scenarios, in which the domain of the mechanism is not necessary Dy, and the given
granularity notion is not necessarily unbounded in Chapter 2.

2.3. Differential Privacy and Attack Resilience

Inference attacks aim to extract sensitive information from released data. Real-world
case studies have shown that such attacks can successfully re-identify individuals in
pseudonymized datasets—i.e., data where only name and direct identifiers are removed—
exposing severe privacy risks [9], [10], [11], [13], [14]. These concerns motivated the
development of DP, which enables individuals to participate in data analysis while limiting
the additional risk incurred by their inclusion—capturing the principle that nothing
about an individual should be learnable from a dataset that could not be learned had
they not participated [15].

Adversaries are commonly distinguished according to their level of access to the
mechanism. This is typically captured by a binary distinction: white-box versus black-box
access. In the original DP setting, the adversary is assumed to have white-box access,
meaning that they know the mechanism exactly—including its internal structure and
parameters—and can choose the queries to be executed. With the emergence of more
complex tasks such as machine learning systems, a different threat model has been
considered: the black-bor adversary, who only observes input—output pairs obtained
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through querying the system [39]. For example, when a statistic is computed adaptively
by combining multiple queries under composition (see Section 2.2), the adversary may
either observe all intermediate query results (white-box access) or only the final released
statistic (black-box access). Similarly, in a learning setting, the adversary may have
access to the trained model parameters (white-box) or may only be able to query the
model and observe its outputs (black-box).

Orthogonal to this classification, we identify two main lines of research concerning
the resilience of DP to attacks: those assuming independence among data records and
those considering correlated data. The scope and maturity of these two lines of work are
markedly unbalanced. Independence among data records has been extensively studied and
remains a central and active topic in the literature, whereas correlation-aware analyses
have only recently emerged and are still in their early stages. In the following, we review
and contextualize the existing work in both directions.

2.3.1. Independence Assumption

Most of the literature considers the original DP assumption, in which each record
is independent from the others, hence changing one record does not affect the rest.
Consequently, previous work on attack resilience considers an informed adversary [39)],
since, under the assumption that records are independently drawn from 7, bounding the
performance of such an attacker also bounds the performance of any attacker with less
information [39]. Formally, for any target record = an informed adversary [39] has access
to: the fixed dataset D_ = D \ {z}, the distribution of data records 7, the output 6 of
the model trained on D, = D_ U {z}, the mechanism M, and optional target-specific
auxiliary knowledge a(x) about target record x.

Among the various adversarial objectives, membership inference attacks (MIAs)? have
been the most extensively studied threat in the context of DP [33], [54], [55], [56]. In an
MIA, the attacker knows the full target record, a(x) = x, and seeks only to determine
whether this record was included in the dataset. This attack model aligns closely with the
core intuition of DP, which aims to ensure that the participation of x is indistinguishable
from that of any alternative record (see the discussion following Definition 2.1). It is
therefore natural that MIAs have received significant attention within the DP community.

However, MIAs capture only one possible threat—sometimes not even the most relevant
one (see Section 3.2). In many settings, an attacker may aim to infer information beyond
mere membership. For instance, in an attribute inference attack (AIA), each record is
structured as x = (x1,z2), where a(x) = x; represents the public attributes, and the
attacker’s goal is to reconstruct the sensitive attribute xo. This threat model is therefore
more general, as it captures a broader range of privacy risks, including different types of
sensitive information encoded in the attributes of a record.

Recently, data reconstruction attacks (DRAs) have been proposed as unifying framework
that generalizes a wide range of attack models [39]. This perspective enables reasoning
about different privacy threats within a single, coherent formal framework. In a DRA

2MIAs generalize table attacks [52], [53] for non-tabular data.
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the adversary’s goal is to correctly reconstruct completely or partially the target record
x, potentially given auxiliary knowledge a(z) € auz about the target. For example, an
attacker that tries to reconstruct a license plate number from a target’s car image, may
already know the color of the car.

Formally, a DRA, denoted by A: © x aux — X uses the output of a DP mechanism 6 ~
M(D) and the target auxiliary information a(x) to produce a candidate = A(6, a(x)).
Note that, in case of composing several mechanisms, we consider the final output after
the whole process.

The attack is considered successful if the output is similar enough (according to a
success threshold 7) to the real record z: ¢(Z,z) < n [39]. The error function ¢ depends
on the context and allows one to model the fact that, in complex data domains, it may be
sufficient to partially reconstruct the target. For instance, in the image domain, even if not
all pixels are correct, we may gather sensitive information such as the action performed
in the image. Consequently, £ may be chosen as an image-specific metric, such as the
learned perceptual image patch similarity (LPIPS) [39]. Given the error function ¢ and
the threshold 1, we define the success set of a target x as Sy(z) = {2/ € X: l(z,2") < n}.

DRAs cover ATAs and MIAs as particular cases [39]: In a classic AIA, given © = (z1, x2)
we define a(z) = 1, ¢(z) = 2 and £(Z, z) = 0if p(Z) = ¢(z) and one otherwise. Similarly,
in a MIA, a(x) = x and ¢ is the characteristic function such that ¢(Z,z) = 0 when & = x
and one otherwise. Thus, DRAs cover a broad range of commonly studied privacy risks,
including MIAs and AIAs as particular instances [39]. Accordingly, in this thesis we
focus on analyzing DRAs.

Now the questions arises about (i) how to evaluate the performance of a DRA and
(ii) how much DP mitigates that performance. For the particular cases of AIA and MIAs,
the current literature [54], [57] agrees on the following metric:

Definition 2.17 (Adapted from [54]). Given 7 the distribution of data records and
M, od(x),a(x), A as defined above, the attribute advantage, Adv 414, is defined as

Pro A9 a(20) = éz0)] =, Pr_ [A(6,a(0)) = d(xo)].
0~M(Dqy) 0~M(Dqy)

The attribute advantage quantifies the adversary’s gain in correctly inferring a sensitive
attribute ¢(x) when a record x € D is included in the dataset, compared to when it is
drawn from the underlying distribution 7. The second term in Definition 2.17 accounts
for cases where the attribute could be predicted even without the record in the dataset
(e.g., via imputation [58]). In the context of MIAs, the advantage reduces to the true
positive rate (TPR) minus the false positive rate (FPR), effectively discounting trivial
attacks, such as always predicting “member”, which achieve high success probability
(the probability to correctly identify a member is one) without revealing any meaningful
private information.

Values Adv < 0 indicate no privacy risk, as the attacker performs equally well (or even
better) on non-members than on members. The maximum achievable advantage is 1 — k.,
where kr = Prx x/[X = X'], i.e., the probability of resampling from the distribution
7 [54]. This value corresponds to total disclosure: the attacker perfectly infers the
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attribute or membership of dataset members while always failing on non-members. The
advantage can be normalized by 1 — k; to obtain an upper bound of one.

Many works have formalized direct connections between privacy parameters and
membership advantage (e.g. [54], [59], [60], [61]), leading to a tight bound for the strong
attacker presented by Humphries et al. [33]. The strong attacker is a particular case of
informed attacker that only hesitates among two possible members, i.e. X' = {zg, 1}
and 7 is uniform among those. Hence, k; = 0.5 and the normalized advantage can be
bounded for every DP mechanism for i.i.d. data:

(3
Advpra < ee(€1++125. (2.2)
The authors also prove that this bound holds for any other informed or even weaker
attacker models [33] under independence assumption.

ATAs have been less studied: Existing works that provide theoretical bounds for ATAs
either analyze specific attack strategies [54] or adopt more general DRA frameworks [39].

The current proposed performance metric for general DRAs [39] is reconstruction
robustness (ReRo). ReRo does not define an advantage but instead only accounts for the
success probability of an attack that has as input solely the output of the DP mechanism
and the known dataset D_, ignoring any possible target-specific auxiliary knowledge:

Definition 2.18 (ReRo [39]). Let m be a prior over X and ¢: X x X — R>( an error
function. Mechanism M : X™ — D(0) is (7, y)-reconstruction robust with respect to m, ¢
if for any dataset D_ € X"~ ! and any reconstruction adversary A:© — X,

P [UX,A@0) <nf <.
0~ M(Dx)

The first bound for ReRo under e-DP was given by [39]:
v < /‘5;—,4(77)667 (2:3)
Jr

where £ (1)) = supg e x Prx~r[¢(z0, X) < n]. Intuitively, /-a;g(n) represents the success
probability of an oblivious attack that always selects the most likely reconstruction under
the prior 7.

Note that ReRo differs fundamentally from previous performance metrics, as it measures
a success probability rather than an advantage. In Chapter 5, we discuss the formal
impact of this change. Moreover, we empirically study the shortcomings of ReRo and
existing bounds, as a general performance metric.

Recent work [62] refined ReRo bound in Eq. 2.3 using f-DP [38], a characterization of
DP that captures the exact statistical indistinguishability between neighbors through the
functional f. Intuitively, f-DP characterizes privacy directly through the ROC curve
(i.e., the plot of the true positive rate (TPR) against the false positive rate (FPR)) of
a MIA that seeks to distinguish between two possible members z and z’. By explicitly
linking privacy guarantees to attack performance, it provides a natural and operational
interpretation of privacy parameters. For this reason, f-DP serves as a fundamental tool
throughout this thesis that we present in detail in the following section.
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2.3.1.1. f-DP and Gaussian DP

Recently, f-DP was proposed [38] as a characterization of DP that captures the exact
statistical indistinguishability between neighbors through the functional f using the
hypothesis testing interpretation of DP. Among its advantages, it provides a more
interpretable approach of DP allowing us to characterize the advantage of an MIA.
Formally, we consider an attacker trying to solve a hypothesis testing problem for two
neighboring databases D = D_ U {z} and D' = D_ U {2’} as

Hy: The input database is D,
H;: The input database is D’.

Specifically, given an output 6, an attacker will use a rejection rule ¢ to decide whether
D or D' was the initial database. The difficulty in distinguishing between the two
hypotheses is then described by the optimal trade-off between the type I error (i.e.,
rejecting Hy when it is true, 1-TPR) and the type II error (i.e., failing to reject Hy
when it is false, FPR). If P and @ are the distribution functions of M(D) and M(D’)
respectively, then the type I and type II errors are defined respectively as oy = Ep[¢]
and (4 =1 —Eqg[¢], given a rejection rule 0 < ¢ < 1. This motivates the definition of
trade-off function [38].

Definition 2.19 (Trade-off function [38]). Let P and @ be two probability distributions
on the same measurable space. A trade-off function is defined as T'(P,Q@): [0,1] — [0, 1]
such that

T(P.Q)(e) = inf{f | ay < af,
where the infimum is taken over all (measurable) rejection rules ¢.

Note that a function f: [0, 1] — [0, 1] is a trade-off function if and only if it is continuous,
convex, and non-increasing such that f(z) <1 —z [38].

A trade-off function T'(P,Q)(«) represents the minimum achievable type II error
for a given level of type I error a. Note that the minimum S, can be achieved by the
likelihood-ratio test, since it is the test with the highest power (i.e., lowest type II error
for a prespecified type I error a) according to the Neyman—Pearson lemma [63]. The
larger the trade-off function, the harder it is to distinguish between the two hypotheses.
This idea of “hard to distinguish” leads us to the definition of f-DP:

Definition 2.20 (f-DP [38]). A mechanism M with domain &A™ is said to be f-
differentially private if, for all D, D' € X™ such that dy(D,D’) =1,

T(M(D), M(D"))(e) = f(e)
for all a € [0, 1].

First, note that T'(M(D), M(D")) is the trade-off function of the distribution of M (D)
and M(D’) (by abuse of notation). Specifically, consider the attack A as a test of Hy: the
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Figure 2.1.: Comparison of different DP mechanism trade-off functions for e =1, § = 0.1
and Gaussian mechanism with = 1/0.

input is Do vs. Hy: the input is Dy, applied to the output of M. Then Pr(A(M(Dy)) = 1)
is the significance level and Pr(A(M(D;)) = 1) is the power of the test. Under this
interpretation, for a given significance level, f bounds the maximum achievable power,
which leads to the following equivalent definition:

Definition 2.21 ([23]). Let f: [0,1] — [0,1] be a continuous, convex, non-increasing
function such that f(x) <1 — 2. A mechanism M satisfies f-DP if for all Dy, D; € X"
such that dg(Dg, D1) < 1 and all post-processing algorithms A: Range(M) — D({0,1}),

Pr(A(M(Dy)) =1) <1 - f(Pr(AM(Dy)) = 1)).

Intuitively, f-DP characterizes the advantage of a hypothesis-testing-based MIA.
Moreover, it generalizes DP since every mechanism M is (g,6)-DP if and only if M
satisfies f. s-DP, with

fa) =max{0,1 - —e“a,e (1 — 0 — a)}. (2.4)

We visualize the f-DP trade-off curves of different DP mechanisms in Figure 2.1. The
closer a curve lies to the coordinate axes (such as Gg in Figure 2.1), the weaker the
privacy guarantee, as the attacker can simultaneously achieve small type I and type II
errors. In other words, the test can reliably distinguish between Hy and H;. Conversely,
the closer the curve is to the dashed diagonal line, the stronger the privacy guarantee. In
this regime, any attempt to control the type I error necessarily results in a large type 11
error, and vice versa. In the extreme case, the optimal attack degenerates into a trivial
strategy—for instance, always predicting membership—thereby offering no meaningful
discriminative power beyond random guessing.

A particularly relevant case, is considering the trade-off function between two normal
distributions with different means, the resulting notion is known as Gaussian DP (u-
GDP). GDP establishes that distinguishing between M (D) and M(D’) is at least as
hard as distinguishing between the normal distributions N (0, 1) and N (p, 1), formally:
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Definition 2.22 (Gaussian DP [38]). Given p > 0, a mechanism M with domain A"
is said to be u-Gaussian differentially private (GDP) if, for all D, D' € X™, such that
dy(D,D") =1,

T(M(D), M(D'))(e) = T(N(0,1), N(u, 1)) (x)

for all a € [0, 1]. We denote G, .= T(N(0,1), N (i, 1)).
By the Neyman-Pearson lemma, we can explicitly express G, as
Gula) = D@ (1 - a) — p),

for all a € [0, 1], where ® is the distribution function of a standard normal distribution
N(0,1). Note that this trade-off function decreases with respect to p, i.e., G, < G,y if
> ' as we can see in Figure 2.1.

GDP satisfies a group privacy property that establishes that privacy degrades linearly
with respect to the number of changes between the two databases [38]. Moreover, the
Gaussian M, mechanism (see Definition 2.11) satisfies u-GDP for = Af /o [64].

Remark 2.23 (f-DP composition [65]). Beyond advancing DP interpretability in terms
of attacks, the f-DP framework satisfies improved composability properties: Specifically,
the T-adaptive sequential composition of an f-DP mechanism satisfies f®T-DP, where
f® f denotes the tensor product of two trade-off functions, f = T(P,Q) and g = T(P’,Q’),
defined as

feg=TPxP,QxQ).

The well-definition and the properties of the tensor product are proven in [38]. In our
proofs, we will use that ® is associative and commutative, and verifies ¢ ® f > ¢’ ® f for
all trade-off functions f and g > ¢'.

For instance, if a mechanism is u-GDP, then its T-fold composition is (u\/T)-GDP [38].
We further analyze the composition behavior of GDP in Chapter 4.

Moreover, f-DP formulation facilitates the computation of quantities such as the total
variation distance:

Definition 2.24. A mechanism M has total variation at most TV(M) if, for all
neighboring datasets Dy, D1,

Slclg | Pr(M(Dy) € S) — Pr(M(D;) € S)| < TV(M).

For any M satistying (e, d)-DP, its TV is bounded [66] as

TVIM) < max (1— f(a) —a) < &1 20 (2.5)

~ aglo,1] - ef+1

Moreover, if TV(M;) = A, then the T-adaptive sequential composition satisfies TV(M) <
1—(1—A)T [67]. When the mechanism characterization in terms of f-DP is known, this
bound can be sharpened to max, (1 — f®7(a) — a) using Equation (2.5).
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Hayes et al. [62] present the first ReRo bound for any f-DP mechanism:

Y < 1= f(r ). (2.6)

which they showed empirically nearly tight for DP-SGD, the most known DP algorithm
for private learning [49].

2.3.2. Correlation Assumption

As illustrated in previous section, most of the studies on attacks and risks on private data
were developed under the assumption of statistical independence among data records.
This is coherent with the initial assumptions and promises in original DP, which assumes
that changing one person’s record does not affect others and hence it suffices to consider
the informed attacker and the database as an uniform random sample where each value
is independent of the others. However, this assumption becomes quite unrealistic when
we start to consider complex data structures where different types of dependencies are
present, for instance in trajectory data as we further explain in Section 3.1, or social
networks, where a change in one record can impact other records’ information.

In fact, the limitations of DP in protecting datasets with dependencies among records
have been highlighted in several formal works [29], [30], [37], [68]. More recently, these
theoretical limitations were empirically confirmed by Humphries et al. [33]. In their study,
they exploit correlations in the data to execute successful MIAs, achieving significantly
higher empirical advantages than those guaranteed by DP for independent data (Eq. 2.2).

Intuitively, the DP neighboring-dataset definition fixes all records except one, denoted
by D_. This rigidity ignores the “propagation” of changes induced by correlations among
records. When data are correlated, modifying a single individual can implicitly affect the
distribution of the remaining records, so the impact of a change is no longer confined to
one entry. For example, introducing an infected individual into a population does not
only modify that person’s record but also induces changes in others—previously healthy
individuals may become infected due to the propagative nature of infectious diseases. To
illustrate the effect of correlations more concretely, we consider the following toy example.

Example 2.25. Consider that Alice and Bob live in the same house. The sensitive secret
is whether Alice is sick (x; = 1) or healthy (z; = 0).

The attacker observes a noisy count of sick family members, released via the Laplace
mechanism for bounded DP:

M(D)= > i+ Z, with Z ~ Lap (1> .
1€{1,2} €

Since changing one record value can affect the total sum a maximum of one, the
sensitivity is Af = 1. Hence, M is bounded e-DP (or edy-private).
Moreover, denoting by 6 the output of M and s = x1 4+ x2, we have:

1—Lelt=9= ift <,
%e_(t_s)a if t > s.

nguﬂz{
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We denote by II the dataset distribution and by 7 the marginal distribution of each
records. We assume that a priori there is a uniform probability of being sick or healthy,
ie, n[X; = 1] = 7[X; = 0] = 0.5. Since M is e-DP, we can bound the normalized
advantage of MIA, following [33]: under independence assumption (i.i.d data), the
maximum advantage of an attacker that watches the output and tries to infer sick/healthy
according to Equation (2.2) is:

Ind -1
Advyy74 = TPR — FPR < peSnE
and this holds for any possible attacker (under independence).

However, the disease corresponds to a highly contagious virus. Therefore, living in
the same house with an infected person increases the chances of infection to 0.9, i.e.,
Prp[Xe = 1| X7 = 1] = 0.9 and symmetrically, Prp[Xs =0 | X; = 0] = 0.9. Now we
consider the attacker that tries to infer Alice’s heath status with the following strategy:

1 if the observed output satisfies 8 < 1,

; (2.7)
0 otherwise.

A(Q, 1'1) = {

We compute the advantage for this attacker taking the correlation model into account:

Adv(A)= Pr [A@)=1]|X1=1- Pr [A()=1]X; =0]

0~M(D) 0~M(D)
D~TII D~II
=0.9 Pr [A(0)=1]+01 Pr [AF)=1
0.9, Pr [A®)=1+01 Pr [A4(6)=1]
—0.1 P A(0)=1]—-0.9 P A(0) =1
eNMfo,l)[ (0) =1] QNMfo,O)[ (0) =1]
=0. P A =1| — P A =1
osa(awgm[ O)=1-, Pr 140) )

where the last inequality holds since M (0, 1) and M(1,0) are identically distributed since
the output distribution only depends on the sum which in both cases is one. Following
the attack definition (Eq. 2.7) we obtain:

1—1ell=9)2 jf1 <5
PrlA(0) = 1| z1,20] = gg[‘) 21]s]= {1e—<21—s>e if1>s
L >

Substituting in the advantage formula we have

Adv(4) =0.9(1 - %e“—?)‘f - %e—(l—mf) = 0.9(1— e

Now taking € =1,

=)

—1
Advhify < S5 & 046 < 057 ~ Adv(A).

Therefore, in the correlated setting, the attacker exceeds the advantage bound established
for the independent case. This demonstrates that correlations can strictly increase the
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attacker’s advantage, thereby violating existing DP protection bounds. Moreover, this
violation is achieved by the so-called “weak” attacker [54], who, while targeting Alice’s
record, does not require access to the rest of the dataset and relies only on the overall data
distribution. This result further highlights that the attack-resilience paradigm changes
fundamentally once correlations are taken into account.

While there is ample evidence of the limitations of DP against correlation-based attacks,
there is still a lack of precise interpretation or quantification of how correlations impact
DP guarantees. Some recent extensions of DP aim to address this issue by explicitly
accounting for correlations, such as Bayesian DP [37].

2.3.2.1. Bayesian Differential Privacy

Bayesian differential privacy (BDP) [37] extends the privacy guarantees of DP to settings
with correlated data. Similar to DP, it assumes that the adversary is uncertain between
two possible values of a target record, x; and z;. However, instead of considering only
an adversary who knows the entire remaining dataset, BDP accounts for all possible
adversaries with arbitrary background knowledge.

To achieve this, BDP eliminates the traditional notion of neighboring databases.
Formally, an adversary is denoted by (K, i), where the target is the record at position i
and the adversary already knows the values of the subvector xx in the database. For
each such adversary, the Bayesian leakage is defined as follows:

Definition 2.26 (Adversary-specific BDPL [37]). Given M : X" — D(0©) a randomized
mechanism, X the input random vector following the distribution II, the targeted record
index ¢ € [n], and the known record indices K C [n]\{i}, the adversary-specific Bayesian
differential privacy leakage is

Pr[Y es ‘ XK =xK,X; :xi]
Pr[Y es ‘ XK =xK,X; :x(]’

(2

BDPL(kx; = sup In

’
%i,iﬂi,XK,S

where the supremum is taken over all the possible target values z;, z; € X, all the possible
known vector values xx € XX and all the measurable sets S C O.

When computing the adversary-specific BDPL, the correlation between the unknown
and known records modifies the final leakage since given the unknown remaining indices U,
we have

Pr[lY € S| xk, x| = Z Pr[Y € S| xk, zi, xu] Pr[xu | xK, 2],
Xy EXY

where u = |U| = n — k — 1. Note that the sum must be substituted by an integral in the
continuous case.

While the adversary-specific BDPL only accounts for a particular case, we aim to
protect against any possible adversary. Therefore, to compute the worst-case leakage we
take the supremum:

3If both the numerator and denominator are zero, we conventionally set BDPL = 0.
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Definition 2.27 (Bayesian DP [37]). A mechanism M satisfies e-Bayesian differentially
private if
BDPL(M) = sup BDPL g ;) (M) <&,
Ki
where the supremum is taken over all the possible set of indices i € [n] and K C [n]\ {i}.
BDPL(M) is called Bayesian differential privacy leakage.

The BDPL has a similar role to the privacy leakage € in DP: It measures the extent
of a possible private information inference by comparing the difference in the output
probabilities of mechanism M. A lower BDPL corresponds to higher privacy because
any adversary will be less likely to differentiate between any two target values z;, 2, € X.
Particularly, e-BDP implies e-DP, hence it is stronger, and if X;, X; are mutually
independent for all i # j € [n] then e-DP and e-BDP are equivalent [37].

While DP assumes the adversary knows all records except the target, BDP considers
arbitrary priors, including those where unknown records are correlated. It ensures
bounded changes in output distributions even when the target record is part of a
correlated subset. When data is independent, BDP and DP coincide. Under correlation,
however, BDP quantifies worst-case leakage by integrating the mechanism’s output
with the data distribution via Bayes’ rule, capturing adversarial advantages that DP
overlooks. Hence, BDP mitigates correlation-driven reconstruction attacks that breach
DP’s guarantees as empirically shown in [69].

Unfortunately, its practical applicability remains uncertain. The few mechanisms
proposals are limited to specific correlation models or exhibit huge utility loss [37],
[69]. Given the scarcity of mechanisms and their applicability restrictions, it remains
unclear whether correlation-aware extensions of DP can serve as a usable privacy notion,
motivating our further study in Chapter 6.

2.4. Measure Theory Results

In this section we present the disintegration theorem, a fundamental result in measure
theory that plays a key role in the results established in this thesis.

In continuous probability spaces, events of the form X = x have probability zero,
so conditional probabilities defined via ratios are not well-defined. The disintegration
theorem provides a rigorous substitute: any joint probability measure P on X x ) can
be decomposed as

P(dydz) = Py(dy) Px(dz),

where Px is the marginal of X and P, is a probability measure on ) representing the
conditional law of Y given X = x. This decomposition allows conditional distributions
to be defined pointwise (almost everywhere), despite conditioning on null events.

This intuition extends from Cartesian products to general measurable maps a: X — Z,
where disintegration allows one to define conditional measures P, supported on the fibers
a~!(z), providing a rigorous notion of conditioning on a(x) = z even when P(a~!(z)) = 0.
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Theorem 2.28 (Disintegration Theorem). Let (X,B(X)) and (Z,B(Z)) be standard
Borel spaces and let (X,B(X), P) be a probability space. Let a: X — Z be measurable
and denote v = P oa™' the pushforward of P through a. Then there exists a family of
probability measures {P,}.cz on X, uniquely determined for v-almost every z, such that:

1. For v-a.e. z € Z, P, is supported on the fiber a=1(z), i.e.,
P, (X\a'(2)) =0.

2. For every measurable set B C X,

B):/ZPZ(B dv(z

3. For every integrable function f € L' (X, P),

/X f(z)dP(z) = /Z ( /X f(ac)sz(:c)> du(z).

The map z — P,(B) is measurable for each measurable B, so {P,} is a regular
conditional probability and is v-a.e. unique.

Note that when P = Py ® Py is a product measure on X x ) and a is the projection
onto X', the conditional measures P, may be taken equal to Py for Px-almost every z,
and the above reduces to the classical Fubini—-Tonelli decomposition.

Remark 2.29. The disintegration theorem applies straightforwardly on discrete spaces.
Let X and Z be finite (or countable) discrete sets and let a: X — Z be any measurable
function. Let P be a probability measure on X with mass function 7, so for any B C X

For z with v(z) > 0 define P, on X by

Z {a(e)= T (@

a:EB

Then P, is supported on the fiber X, := a~!(z) and, for any B C X,

/ZPZ(B) Aw(z) = Y P(B)v(x) = 3 Y 1pann(z) = 3 7(x) = P(B).

z2€EZ z€Z x€EB zeB
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Moreover, for any nonnegative (or integrable) function f: X — [0, x],

IFOLOEDS ( [, 7@ sz<x>) ()

zeX z2€EZ
:Z( > f<x>”(‘”)u<z))
2€Z \z: a(z)==2 V(Z)

=> > flom()

2€Zx: a(x)=2

Theorem 2.28 is crucial to understand and prove novel properties on attack resilience
of differential privacy that we present in Chapter 5.
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3. Differential Privacy Challenges
in Complex Data: A Trajectory
Data Study

This chapter is based on the contributions:

« Patricia Guerra-Balboa*, Alex Miranda-Pascual*, Javier Parra-Arnau, Jordi Forne and
Thorsten Strufe. Anonymizing trajectory data: limitations and opportunities. In: the
AAAT Workshop on Privacy-Preserving Artificial Intelligence (PPAI), 2023.

o Alex Miranda-Pascual®, Patricia Guerra-Balboa*, Javier Parra-Arnau, Jordi Forné,
and Thorsten Strufe. “SoK: Differentially Private Publication of Trajectory Data”. In:
Proceedings on Privacy Enhancing Technologies (PoPETS), 2023, DOI: 10.56553 /popets-
2023-0065.

o Alex Miranda-Pascual*, Patricia Guerra-Balboa*, Javier Parra-Arnau, Jordi Forné, and
Thorsten Strufe. “An overview of proposals towards the privacy-preserving publication
of trajectory data”. In: International Journal of Information Security (IJIS), 2024, DOI:
10.1007/s10207-024-00894-0.

The goal of this chapter is to survey and analyze the challenges and limitations that
constrain the applicability of DP to complex data, understood as datasets with a large
number of records, many variables, structures that are not readily representable in a
standard tabular form, and intricate patterns and dependencies that require sophisticated
models and methods of analysis [25]. Rather than attempting an exhaustive survey of
DP mechanisms for all forms of complex data—which is inherently infeasible—we focus
on trajectory data as a representative and challenging example. Trajectory analysis holds
considerable promises, with applications ranging from improved traffic management and
routing recommendations to infrastructure planning [2]. At the same time, learning users’
paths is extremely privacy-invasive [70], [71], which creates a pressing need to protect
trajectories in a way that preserves global properties that are useful for analysis while
ensuring that specific, individual-level information remains inaccessible. Trajectories are
particularly difficult to protect [72], as they are sequential, highly dimensional, strongly
correlated, constrained by geophysical structure, and easily mapped to semantic points of
interest, which exacerbates the risk of re-identification and sensitive inference [73], [74].

To this end, we survey existing attacks and threats against trajectory data, provide an
in-depth analysis of DP adaptations and proposed granularity notions for trajectories,
examine and elaborate on the state of the art in privacy-enhancing mechanisms and their
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shortcomings, and expose the main limitations of current DP notions in the context of
trajectory data. Particularly, we discuss and mathematically prove impossibility results
that reveal which algorithms are not formally DP, thereby uncovering flaws in existing
approaches. Summarizing, this chapter aims to answer the following research questions:

¢ How do known attacks manifest and impact real-world scenarios, and to what
extent does the DP literature account for them, particularly in the presence of
correlations?

e How has DP been adapted to trajectory data, and what are the implications of
different granularity notions?

e What is the current landscape of DP masking mechanisms for trajectory data, and
which are the actual formal guarantees that these approaches provide?

e« What are the fundamental conceptual and technical limitations of DP adaptation
in complex data structures such as trajectories?

We addressed each of these questions in Sections 3.2 to 3.5, respectively.

Related work. We succinctly describe the main differences between our work and
prior surveys in the field. Primault et al. [75] provide a deep analysis of location-privacy
protection mechanisms, including a division of the protection mechanisms into online and
offline methods. However, the authors do not cover trajectory privacy extensively since
their main focus is on the more general field of location privacy. Note that trajectory
data is inherently more complex than simple location data: trajectories are not only
comprised of visited locations but also include correlations and connections between
them. In consequence, attacks, privacy-protection mechanisms, and limitations are
notably different, even though these data types share a close relationship. Fiore et
al. [76] offer a thorough overview and classification of attacks on trajectory databases,
however they classify them from the syntactic point of view, focusing on threats that are
more relevant for k-anonymity based notion than for DP, hence missing the coverage of
data reconstruction or correlation-based attacks. Moreover, since they cover a broader
spectrum of privacy notions their discussion of DP masking mechanisms is quite limited
and in particular overlooks major limitation that we discuss in this work. Jin et al. [53]
conduct a survey with an analysis and empirical evaluation of trajectory-privacy models
to quantify their privacy and utility, but do not consider DP mechanisms in depth.

Our work entirely focuses on DP mechanisms for private database publication, which
the aforementioned surveys do not fully explore. Other works focus on orthogonal topics,
such as trajectory anonymization under syntactic notions [77] and location privacy (not
comprising trajectories) [78].

Importantly, our survey of trajectory masking mechanisms corresponds to our published
work [32], which was published in 2023 and therefore covers the literature up to that
time. The impact of this work within the research community is evident in subsequent
surveys that extend and build upon our results covering more recent literature, such
as [79], [80]. In particular, Buchholz et al. [79] explicitly cites our work and leverages our
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impossibility results to analyze newly proposed state-of-the-art solutions (after 2023),
uncovering additional DP flaws.

3.1. Trajectories Data Structure

Trajectories correspond to a path or trace generated or drawn by a moving object, usually
referred to as an individual or user (we will refer as such independently of what they
are, e.g., a person walking, or a car carrying various people). Hence, they describe a
particular case of time series [81].

Different types of trajectories exist. Raw trajectories consist of an ordered sequence
of spatio-temporal points 7' = (p1,...,pm), also written as T'=p; — -+ — p,, where
|T'| := m denotes the length of T' and p; = (x;, yi,t;) corresponds to the location (z;,y;)
at timestamp ¢;. Trajectories respect the temporal order (i.e., ;41 must happen strictly
after ¢;), which ensures there are no movements back in time, and no one is in two
different locations at once. The term subtrajectory usually refers to a subset of a
trajectory, including those formed by not necessarily consecutive locations, while n-grams
(also called subsequences) are subtrajectories formed by n consecutive spatio-temporal
points. The prefizes of a trajectory T = (p1,...,pn) are the n-grams (n < m) starting
at p1, i.e., (p1,...,Dn).

Semantic trajectories are alternative representations where every spatio-temporal point
contains additional semantic meaning, such as a name and description (e.g., “coffee shop’
or “work”), possibly augmented with additional information such as the number of visitors
or opening hours. In semantic trajectories, locations are called point of interest (POI).
More complex trajectories, called multiple aspect trajectories [82], additionally consider
any possible type of recordable information, like weather variations, transportation mode,
or the current heart rate or emotions of individuals. Simplified trajectories have been
suggested, such as T' = ((x1,y1),- - -, (Tm, Ym)), where time is omitted and only the order
of locations is retained [83], [84], [85], [86]. We will refer to the spatial and temporal
aspects as dimensions of a trajectory, which are both commonly represented as numerical
data. Semantic locations additionally have a categorical dimension.

)

Trajectory databases consist of one or multiple trajectories from individuals, usually
over a shared region. We can represent them as collections of sequences, where each
sequence contains the data of a single individual D = {T; : (pgi), pgj, cee p%{)}ie[n] where
T; denotes a trajectory belonging to user i. The length of each trajectory is denoted
here by m; and depends on each user. In some contexts, the same user can contribute
multiple trajectories to the database. In this latter case, i is just a label of the trajectory
and does not necessarily relate to a user.

Differences in structure between such databases exist. Some consist only of trajectories
of equal length, and others assume that trajectories are periodically recorded (i.e., every
trajectory has a spatio-temporal point for every time interval) [87], [88]. Further types
include those with irregular recordings, with spatio-temporal points only included when
the user is at a relevant location [89].
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A particular scenario in trajectory publishing is the data-stream scenario, where a flow
of information is received and published periodically. Therefore, a streaming database
can be viewed as a sequence D = {S1,...,S;,...}, where each update S; represents the
information corresponding to time i:

Sa

T1 : pgl)

D= Ty: s
T, : pg)

The database at time ¢ is denoted D; = {S1, ..., S} and called a stream prefiz. Note
that since some databases consist of non-periodically recorded trajectories, “gaps” in this
representation are possible, as shown in Figure 3.2. Hence, T; may not have a location
for time ¢, and remain empty in row ¢ of S;.

The structure of trajectory data and databases makes its protection exceptionally
difficult. Long trajectories cause problems due to the curse of dimensionality [13], [90],
and the sparseness and uniqueness of trajectories can aid in re-identification [72]. Another
risk factor is the semantic meaning of points since this information can be enough to
expose individuals.

A notorious statistical property of trajectory databases is the presence of correlation.
Two conceptually different correlations are present in trajectory data:

Correlations between trajectories refers to the case when multiple users’ records are
correlated. In families’ trajectories, for instance, we are bound to observe high correlations
between their corresponding records as they engage in shared activities. Furthermore, an
extreme case is regular repetitions of trajectories contributed by the same individual.

Correlations between attributes refers to the correlation in the data a single user
contributes to the database. In the case of trajectories, it refers to the correlations within
the spatio-temporal and semantic dimensions. A high-correlation level exists between
close timestamps due to the laws of physics, route distribution, or social patterns. It is
also termed autocorrelation for time series data.

We present in Section 2.3.2 the implications of correlation in privacy.

3.2. Attacks Against Trajectory Data

In this section, we review existing attacks on trajectory data that have been successfully
implemented in practice. We highlight how specific properties of human mobility traces,
especially their uniqueness, increase the risk of inference attacks.

In particular, we adopt the threat model described in Section 2.3. We assume an
adversary who gains access to published trajectories, possesses potential auxiliary knowl-
edge about users, and aims to extract sensitive information about individuals, such as
reconstructing their paths or inferring indirect attributes, regardless of whether the users
are explicitly identified.
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Accordingly, we exclude other forms of inference, such as sensitive location disclosure.
Although these attacks pose significant risks, they do not directly involve the leakage
of user-specific private attributes, but rather the exposure of locations. Representative
examples include the identification of previously undisclosed Israeli and U.S. military
bases following the public release of soldiers’ running trajectories through the Strava
platform [91], [92].

Finally, even when DP mechanisms are correctly implemented, adversaries may exploit
side channels—such as execution time or memory usage—to extract information about
the underlying dataset [93]. While such attacks threaten the practical robustness of DP
systems, they stem from implementation-dependent effects and hardware- or system-level
leakage. Therefore, they fall outside the scope of this work.

We illustrate the tangible risks associated with a lack of privacy protection in trajectory
data in the following examples. The New York City taxi dataset, which included around
173 million taxi trips and the corresponding tips [94], was published in 2013. Since
then, plenty of attacks on this data, using auziliary knowledge (see Section 2.3), quickly
appeared: Tockar [94], [95] used paparazzi photos to link celebrities’ identities to the
corresponding trip in the data discovering where they went, which establishments they
visited, and how much they tipped. Deneau [28] figured out that one could link stops
with daily praying time to identify Muslim cab drivers. These examples are excellent
representatives of important privacy risk associate with pseudo-anonymized traces (where
only name and direct identifiers are removed).

To show the privacy risks in human traces, we expose the possible attacks and threats of
the literature. We also provide examples, some of which have previously been extensively
surveyed [53], [76].

Membership attacks aim to discover whether or not a specific individual is present in
the database, regardless of whether their records can be directly identified (see Section 2.3).
Learning merely the presence or absence of an individual in a trajectory database can be
a direct privacy threat (e.g., consider a database of trajectories with traffic violations).
Well-known examples include successful MIAs on trajectory data—such as those exploiting
aggregate location statistics [96]—even when reducing the attacker’s auxiliary knowledge
to realistic assumptions, like zero prior traces [97].

In attribute attacks [52], an adversary learns additional information about the target
without necessarily identifying their exact record in the database (see Section 2.3). In
trajectory data, this includes the whereabouts and temporal information (e.g., when
no one is at home). The disclosure of a user’s spatial and temporal information [73]
is inherently sensitive. Moreover, it can enable the indirect disclosure of additional
attributes, as mobility patterns are often linked to semantic information and personal
characteristics. For instance, presence at a hospital for extended amounts of time allows
adversaries to infer a user’s health status; while being at a place and time where a
specific protest is happening may leak information about a user’s political opinions. In
the example of Muslim taxi drivers mentioned above, the attacker inferred an attribute:
the victims’ religion, indirectly from the stopping times.
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Sui et al. [98] observe that 40% of records that cannot be immediately identified—and
thus appear anonymous—directly disclose the shared attribute.

Users’ most sensitive locations are another attribute that can be exposed, for example,
point-clustering algorithms that can deterministically find them already exist [99]. Gambs
et al. [100] demonstrate how this violates the privacy of sensitive attributes.

Group linkage attacks [53] discover connections between individuals. Relationships
are particular attribute cases, and both social links and kinship can be inferred from
correlated movement [71]. Their disclosure may entail different threats. Predisposition to
hereditary diseases, communication between dissidents, homophily in friendships sharing
religious and political views, or homosexual partnerships in certain jurisdictions are just
a few prominent examples.

Due to the time-series structure of trajectories, predicting future attributes—such as
a user’s next locations (prediction attacks)—poses a significant threat. Attackers can
thus discover destinations, potentially even before users arrive, or infer whether users
are at home to plan attacks like robberies. For instance, Song et al. [70] demonstrate
successful movement pattern predictions [100] with up to 93% accuracy in predicting
mobility behavior.

In trajectory data, many data reconstruction attacks (see Section 2.3) were proposed
trying to rebuilding trajectories in the database. For example, Buchholz et al. [74]
introduce a reconstruction algorithm that can construct trajectories closer to the original
data than the perturbed one. Similarly, filtering attacks [31] also aim at reducing noise
added. On the other hand, Xu et al. [101] develop an iterative attack that can exploit
the uniqueness and regularity of human mobility to step-by-step recover individual’s
trajectories from mobility data without using any auxiliary knowledge.

Finally we find re-identification attacks that attempt to infer the record index of
a target in a public data set. In the case of trajectory data this translates to infer the
exact individual trajectory in the dataset. Re-identification is often not considered a
threat itself but an intermediate strategy to perform DRAs and AlAs: If you link a user
to a trajectory, in particular you exactly reconstruct the trace and attributes of it, such
as most visited locations or speed. These attacks usually utilize auxiliary information,
i.e., information exposed through other means and thus available to the adversary. In
particular, personal context linking attacks [73], [102] use known information about a
victim (e.g., they have been to a coffee shop) to discover their trajectory in the database.
Some record linkage attacks aim to discover uniquely identifiable traits to reconstruct the
victim’s path. In the case of trajectories, little information suffices to do so. For example,
in the empirical study by de Montjoye et al. [11], the authors demonstrate that knowledge
of only four spatio-temporal points is sufficient to uniquely identify 95% of individual
trajectories within a dataset of 1.1 million users. In other words, with minimal auxiliary
information, an adversary can narrow the set of candidate trajectories corresponding
to a target individual down to a single record. Furthermore, if using highly accurate
GPS data, two points are empirically sufficient to uniquely identify all individuals in
the database [103], hence two points of auxiliary knowledge enable the recovery of their
whole path.
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Attack models can be designed to use location probability distributions, mobility
preferences and patterns, exposed locations, and physical encounters in order to detect
the unique traits more successfully [76]. Along this line, De Mulder et al. [12] show that
human movement is characterized by strong regularities and can link 80% of users in
real databases. Freudiger et al. [104] exploit the uniqueness of home and work locations
to design an attack model that identifies trajectories of real databases. Rossi et al. [103]
show that one can uniquely identify up to 95% of users when using movement data
such as traveled distance, speed, and direction. In addition, location traces can reveal
speed and acceleration patterns that can identify the type of vehicle that generated the
trajectory (car, truck, or motorcycle) [105]; and knowing the physical dimension of the
vehicle can also help identify trajectories in vehicular data [106]. A comprehensive list of
similar attacks is presented in Fiore et al.’s survey [76].

Correlation impact in attacks against trajectory data. As previously explained
in Section 2.3, DP faces strong limitations when protecting against correlation-based
attacks that exploit the inherent dependencies in the data. In trajectory data this
is of major relevance since, as we saw in Section 3.1, not only dependencies among
different trajectories exists but also inside of the same trajectory we find spatio-temporal
correlations that determine the next movements.

Most of previous attacks would not be possible without exploiting such correlations,
such as the prediction attacks [70] or reconstruction attacks [36], [74], [L01]. Particularly,
in [74] they show a successful reconstruction of DP anonymized trajectories across different
methods hence breaking the post-processing property of DP due to the dependencies
in the data. Moreover, DP mechanisms typically rely on adding noise (see Section 2.1),
which increases the uncertainty about the underlying record when observing the noisy
output. However, when this noise is added independently at each location, without
considering the autocorrelation, applying time-series filters, such as the Kalman or
Wiener filters, effectively removes the noise added by sanitation mechanisms, as shown
by Wang et al. [31].

From a formal point of view, Cao et al. [36] demonstrate how this problem specially
affects protection under event-level privacy—which aims to protect the existence of each
spatio-temporal point in the database (see Section 3.3 for technical details). Particularly,
they show the limitation of such approaches due to the spatio-temporal autocorrelation
between nearby spatial points. As we see in Figure 3.1, each spatio-temporal point affects
other nearby points, simply due to the laws of physics and external limitations, such
as road networks. However, if the attacker uses autocorrelation knowledge, then the
difference between the output distributions of Definition 2.1, conditioned to whether the
target spatio-temporal point is in the database or not, will not be bounded by € anymore.
Intuitively, the change to a single location is bounded by . However, in Figure 3.1,
modifying only the green location is impossible without altering the entire green path
(which contains m locations) to maintain a feasible trajectory. By applying Proposition 2.3,
this change is therefore no longer bounded by €, but by me, leading to increased privacy
leakage. Consequently, an attacker may be able to infer whether the point was originally
in the database simply by examining the output.
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Tt = RSN

Figure 3.1.: The green location is naturally no sensible alternative for the original blue
point. Jumping from one location to another far away in seconds is not
possible in real life, which is easily modeled with correlations. Changing that
location also would imply changing the nearby points. Map screenshot from
© OpenStreetMap contributors [107].

While correlations possess a threat to general DP systems, we see a huge impact, both
theoretically and practically, when applied to human traces.

Conclusions. DP has been primarily analyzed in the context of MIAs (see Section 2.3).
However, our survey of attacks on trajectory data reveals a much broader range of threats
that are both more relevant in practice and potentially more damaging.

Furthermore, many attacks against trajectory data successfully undermine DP guaran-
tees due to correlations in the data. Because most DP analyses assume independence,
there is a substantial gap in the literature regarding the impact of data correlations and
how to select privacy parameters to mitigate these effects. No general solution currently
exists to address this challenge.

3.3. Granularity Notions in Trajectory Data

The original DP notion aims to protect the entire existence of an individual’s records,
thus assuming a one-to-one correspondence between record and individual, consistently
with tabular datasets (original domain of DP definition). As discussed in Section 2.1,
DP guarantees that, just observing the output, an adversary cannot reliably distinguish
between two neighboring datasets: one in which the target record is included and one in
which it is not—either because it has been removed (unbounded DP) or replaced with
another record (bounded DP).

However, with the extension of DP to complex data structures such as graphs, time
series, or images, the one-to-one correspondence between record and individual is not
that clear anymore. Hence, various adaptations of the concept of neighborhood (i.e., what
is considered a single entry in the database) have been suggested in the literature. We
refer to the neighborhood definition as the level of granularity [16] of a DP notion.

In trajectory data, where each individual contributes multiple spatio-temporal points—
potentially spanning different dimensions and carrying distinct semantics—the notion of
granularity becomes particularly relevant. The neighborhood definition directly impacts
the privacy guarantee offered. Therefore, we explore the most common granularity
notions in the following paragraphs and provide a quick summary of these in Table 3.1.
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Granularity Difference between neighboring databases
User-level A user’s whole trajectories
Event-level A spatio-temporal point visited by a user (an event)
w-event A window of events over w consecutive timestamps
L-trajectory A sequence of ¢ consecutive events from a single user
Element-level A user’s set of points belonging to the same cluster

Table 3.1.: Granularity notions and their concept of neighborhood.

User-level privacy corresponds to the original idea of DP. We consider two databases
D and D’ to be user-level neighboring if they only differ in the information attributed to
a single user. For instance, if each user contributes a single trajectory, then two databases
D and D’ are considered user-level neighbors if they differ in one user’s entire trajectory,
either by removing/adding their trajectory (unbounded DP) or by exchanging it with
another user’s trajectory (bounded DP). When a user contributes multiple trajectories
to the database, the definition of neighboring datasets naturally extends to include all
trajectories belonging to that user. Under this distinction, trajectory-level privacy
protects an individual trajectory, while user-level privacy provides protection for the
complete collection of trajectories associated with a given user.

Event-level privacy adapts DP to streaming settings, where data are continuously
generated and processed [16]. In trajectory data, where individuals produce sequences
of spatio-temporal points, applications like real-time traffic monitoring or traffic jam
prediction show how such data naturally arrive as streams, making streaming-based
privacy solutions essential.

When applied to data streams, DP rise to the continual observation setting [16]. In this
setting, user data arrives continuously, and systems are required to provide low-latency
responses. Consequently, each event must be protected and transmitted as it occurs, with
no opportunity to consider future events nor to change previously sent outputs—which
makes the design of privacy-preserving protocols particularly challenging.

Event-level granularity was presented as a solution in streaming applications. This
notion aims to protect a spatio-temporal point visited by a user (an event), i.e., to hide
the presence or absence of a single event from a sequence of observations contributed by
an individual. Formally,

Definition 3.1 (Event-neighborhood). For trajectory data, two streaming databases
D and D' are event-neighboring if we obtain one from the other by changing a single
spatio-temporal point.
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We illustrate event-neighboring time series with the following example:

Sl SQ Sm Sl 52 Sm

msop) Py Top opy) e pl
D={T: p? Y o P D= PP A R
ro:opy )l To:opy) p ol

In this context, event-level privacy aims to make it more difficult to determine whether
a particular spatio-temporal point has been visited by a given user.

Under the assumption of independence between records (see Section 2.3.2), event-level
DP ensures that each point in the database remains indistinguishable (up to €) to an
attacker. Because the neighborhood definition is restricted, the sensitivity of a query
is never larger—and often smaller—than the user-level sensitivity. As a result, for the
same &, mechanisms such as the Laplace mechanism require less noise, yielding higher
utility. Additionally, event-level DP naturally extends to infinite streaming scenarios and
addresses the need to protect each event individually in continual observation settings.

This notion, however, comes with its own drawbacks. In particular, it introduces
a risk of membership disclosure. If an attacker knows r > 1 points from a target’s
trajectory, the change of these r points is no longer bounded by &, but by re [16]. As a
result, the attacker’s ability to infer membership can increase significantly, leaving the
individual vulnerable to MIAs. Since real-world trajectories often contain hundreds of
spatio-temporal points per person, the risk can be substantial.

Additionally, event-level DP does not fully protect against attribute disclosure. If a
location is visited multiple times by the same user, the attribute “the target visited this
location” is less protected, because it is represented across several events rather than a
single one. For example, if a user visits a hospital multiple times, the attribute “has been
to the hospital” may still be inferred, despite event-level guarantees.

Finally, an inherent limitation of event-level DP is its vulnerability to correlation
attacks (see Section 2.3.2). Event-level guarantees can improve utility in scenarios where
only the exact data point is sensitive—for example, the combination of time and place
(“the user is at home right now”) rather than a coarser fact (“the user has been at home at
some point during the day”). However, its guarantees can be undermined by correlations
among data points. This is a significant issue for trajectory data, which exhibit strong
autocorrelation (see Section 3.1) and for which the limitations of event-level DP have
been highlighted in prior work [31], [36]. Intuitively, because altering a single event
requires modifying a span of m events (see Figure 3.1) to maintain a feasible trajectory,
the effective indistinguishability bound for one event becomes me, increasing privacy
leakage and potentially allowing an attacker to infer a specific spatio-temporal point.

w-event privacy builds on top of event-level to address attribute disclosure that arises
when a sensitive attribute is distributed across multiple events [108]. Particularly, Kellaris
et al. argue that, in many practical scenarios, sensitive information is not disclosed by a
single event in isolation, but rather by a sequence of events occurring over consecutive
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time steps. To address this issue, they define w-event privacy, which guarantees indistin-
guishability (up to €) for any sequence of events within a sliding window of w successive
time instants. Its definition of neighboring databases is the following:

Definition 3.2 (w-neighborhood). Let w be a positive integer. Two stream prefixes
Dy = {S1,...,S:} and D; = {S,...,S}} are w-neighboring, if, for all i < ¢, S; and S
are either equal or we can obtain one from the other by changing an entry of .S;, and all
pair of indexes i, j corresponding to the latter case verify that |i — j| < w.

Intuitively, this definition imposes that all the differing S; and S} of the stream must
fit in a w-window (see Figure 3.2).

This definition captures settings where sensitive information is disclosed from a sequence
of events of length w. It does not only protect the locations visited by a single user
over w consecutive timestamps but also can protect those of different users. In terms of
privacy, for values of w close to 1, w-event privacy approximates to event-level privacy,
and for large values, it converges to user-level privacy. In terms of sensitivity, its lower
bound is the event-level sensitivity, and its upper bound is the user-level one. Therefore,
this notion protects more information than event-level privacy while allowing less noise
addition than user-level, even though some of its deficiencies remain present.

The notion still leaks attributes (e.g., “Being at the hospital”), when these cannot be
protected by the same w-window. For example, assume user u; in Figure 3.2 (where
w = 3) is a compulsive gambler who visits the casino (red dot) multiple nonconsecutive
times a day. The sensitive information that u; has been at the casino is not protected
as the red dots cannot fit into a unique w-window. Also, the user’s participation is still
unprotected if the attacker’s knowledge exceeds the window.

Given that consecutive spatial points are usually more correlated, this new notion is
also superior to event-level privacy against correlation attacks. However, we highlight
the importance of a correct selection of the w value, that must be larger than the mixing
time of the considered time series in order to ensure that samples in different blocks
are almost uncorrelated and thus to prevent correlation-based attacks on successive
releases [36]. Here, the mixing time refers to the number of time steps required for the
stochastic process to become close (e.g., in total variation distance) to its stationary
distribution, so that temporal dependencies between sufficiently distant observations
become negligible [81].

Importantly, the assumption of w-event privacy that trajectories are periodically
recorded, may overestimate the number of consecutive protected locations. For instance,
in Figure 3.2, where we have non-periodically recorded trajectories, the 3-window 5-7
cannot protect more than two locations of a single user.

L-trajectory privacy. Cao and Yoshikawa [89] aim to overcome this last deficiency
of w-event privacy, especially when users’ trajectories are not periodically recorded. To
tackle this issue, they extend the previous model to introduce ¢-trajectory privacy.

Definition 3.3 ({-trajectory neighborhood). We say two databases are (-trajectory
neighboring if one is obtained from the other by only modifying all locations in a single

41



3. Differential Privacy Challenges in Complex Data: A Irajectory Data Study

3 /4|5 6 7

i|1 2 8 9
u | ® @ | ® ® o
u, | @ ® o [
.| o SmEE ©
BRERE T ./ P

Figure 3.2.: An example of a non-periodically recorded streaming database, colored
dots represent different locations. The rounded boxes represent protection
scopes of event-level (red), w-event (blue), and ¢-trajectory privacy (green),
for w = ¢ = 3. Observe that the blue box (w-window) always spans w
timestamps independent of how many points they include, and that the green
box (¢-trajectory) always includes ¢ points independently of the number of
timestamps it spans.

{-trajectory. Here, an ¢-trajectory is defined as a sequence of £ successive spatio-temporal
data points produced by the same user (see Figure 3.2).

The goal of the /-trajectory privacy notion is to protect each sequence of £ points from
the same user independently of the number of timestamps they span. Clearly, varying ¢
allows us to move closer to event-level (¢ = 1) or to user-level privacy (¢ — c0).

Although this notion overcomes the problem of w-event privacy of assuming periodically
recorded trajectories, it does not address its other deficiencies.

Element-level privacy. The high privacy cost and resulting utility loss of user-level
privacy motivated the introduction of element-level privacy [109], originally proposed
in the context of text privacy. The authors argue that producing text is not inherently
sensitive; rather, sensitive attributes may arise from specific elements within the text,
such as the use of swear words.

This philosophy naturally extends to the trajectory domain: participation in a database
(user-level privacy) may not be sensitive. For instance, in a traffic study, participating
in the database only discloses information such as “Having a car” or “Living in the
area”, which users can regard as insensitive. However, one may wish to prevent attribute
disclosure. Continuing the previous example, consider a person who visits a hospital
multiple times throughout the day and may want to keep the mere fact of visiting the
hospital private, as it directly reveals sensitive information about their health status.
In this case, event-level privacy is not sufficient for the previously mentioned reasons,
and neither w-event nor ¢-trajectory privacy if the visits do not fit into the w-window or
{-trajectory. To address this situation, the authors propose element-level privacy.

The original proposal [109] models the data of a user u as a multiset of values

(W = {xﬁ“),xg“), e ,x%ﬂ}, where each :EZ(-U) belongs to the universe of possible values X.
Then it considers a K-partition of the universe X into the clusters c¢1,...,cx. These
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clusters are viewed as the elements to be protected. By definition, each azgu)

one cluster c;.

belongs to

Definition 3.4 (Element-neighborhood). Two databases D, D" are element-neighboring
if they are equal except for a pair of users’ data W = {z1,...,2m,} € D, W) =
{z1,..., 23, ,} € D' such that

K
duser(x(u)vx(u )) = Z 1{{xi|iﬂi60k}7ﬁ{x;|l’§60k}} <1,
k=1

where 1i1, 0 co)#{a! |2 cc,}} denotes the indicator function that outputs 1 when the
inequality holds and 0 in other case, with {x; | x; € ¢} being implicitly multisets.

Observe that by modifying the cluster selection, we can achieve user-level granularity
by taking only one cluster, ¢; = X.

The interpretation of ensuring element-level privacy is that we are hiding that each user
has elements belonging to the cluster, independently of how many elements it includes.

We believe that this notion can be adapted to trajectory data. In the case of raw
trajectories, we can cluster data points according to geographical zones and times. And
in the case of semantic trajectories, we can choose the clusters according to semantic
values, e.g., having a cluster for all health-related locations.

A challenge here is how to establish the clusters to provide real protection that covers
all possible scenarios regarding the user’s privacy desire. For instance, if we choose spatial
areas as clusters, a question arises about the size we should take and which privacy
guarantees we would have according to our selection. This extends when considering
semantic trajectories: If we reduce a cluster to a specific hospital, we will protect the
visits to this hospital, but if we instead include all hospitals in the cluster, we will then
be protecting any visit to any hospital.

This notion is relatively recent. Hence, there have not been many mechanisms achieving
it and no adaptations specifically to trajectory data. Moreover, no comparison has been
conducted against other granularity notions regarding utility and privacy.

Conclusions on granularity notions. In terms of privacy protection, user-level
privacy is the strongest, followed by element-level, ¢-trajectory, and w-event privacy.
However, user-level privacy may result in excessive loss of utility in the complex field of
trajectory publication, ending in unbounded sensitivities, huge privacy degradations due
to sequential composition and infeasibility in infinite streaming context or heterogeneous
datasets with different streaming lengths.

With the exception of user-level privacy, all proposed granularities permit membership
disclosure. Importantly, we consider event-level privacy to be insufficient for trajectory
data, since—even with respect to its original goal of preventing exact spatiotemporal
point reconstruction—it remains vulnerable to correlation-based attacks.

Both w-event privacy and ¢-diversity offer improvements in this regard, but only when
their parameters are carefully selected according to the underlying correlation model.
Moreover, neither provides effective protection against arbitrary attribute disclosure,

43



3. Differential Privacy Challenges in Complex Data: A Irajectory Data Study

Figure 3.3.: Example of an exploration prefix tree encoding a trajectory dataset [84]
for a universe with two possible locations, X = {4, B}. Each colored line
represents a trajectory, while dashed lines indicate omitted parts of the tree.
The counts show how many trajectories share a given prefix.

such as revealing the length of a trajectory. Even if participation in the database is not
itself sensitive, the leakage of user attributes constitutes a significant privacy risk.

Element-level privacy may represent a promising approach to mitigating attribute
disclosure. However, it has not yet been adapted to trajectory data, making it difficult
to evaluate its impact on the utility of anonymized trajectories.

3.4. DP Masking Mechanisms

Next, we examine masking algorithms that adapt trajectory databases for publication
with DP guarantees. The corresponding state of the art we review in this work covers
the static-context publication in which the sanitized database is released just once in its
entirety, without subsequent updates!. We classify them according to their fundamental
concept. We provide an overview of our classification in Table 3.2, including information
on the privacy notion they satisfy and their properties. Observe that most of the reviewed
proposals aim to achieve user-level DP.

DP algorithms require a randomized approach since deterministic algorithms cannot
achieve DP guarantees [16]. The two classical mechanisms to provide DP are the Laplace
and exponential mechanisms [16]. Nearly all the algorithms presented in this section
leverage these mechanisms in some way.

3.4.1. Noisy Counts

We categorize here the approaches that encode the trajectory dataset in a structured
format—often a tree—apply Laplace noise to the counts associated with each element—
often a node of the three—within the transformed representation, and then invert the
transformation to reconstruct a sanitized dataset.

!Note that this survey corresponds to our previously published work [32] and therefore does not include
proposals introduced after 2023.
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Table 3.2.: Summary of explored DP-based mechanisms according to our classification
and exact privacy notion they satisfy. “Correct DP notion” labels mechanisms
that incorrectly claim DP. *It provides e-DP only when restricted to certain
spatial areas.

3.4.1.1. Exploration Tree

Chen et al. [84] encode the trajectory dataset as weighted counts on a prefix tree over
the location domain. Since there is a one-to-one correspondence between the tree and
the original dataset, adding noise to the counts at each node enables the reconstruction
of a sanitized version of the dataset.

Formally, in the exploration prefix tree each node is labeled with a possible location,
which can only be an element of a predefined finite set of locations (the universe of
locations). Every possible prefix trajectory is represented uniquely as a walk from the
root node to another (i.e., we represent prefix (pi,...,py,) by the node obtained after
walking through the tree following the labels: root — p1 — - -+ — py,). This node stores
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the number of times (i.e., the counts) the prefix appeared in the database. The tree
includes all the possible trajectories drawn from the universe of locations, including those
not present in the database (i.e., those that are zero). By definition of a prefix, the count
of any node must be less than or equal to the count of its parent. This way the count of
each prefix of length n is stored at the nth level of the tree. We show an example of this
model in Figure 3.3 covering a universe of two locations, X = {4, B}, and a database
with six trajectories.

To enforce DP, Laplace noise is added to the count of each node (including the 0 ones,
potentially creating sequences not contained in the original data). Since each trajectory
has only one prefix of length n, the sensitivity of the counting is 1. For consistency, any
node with a noisy count of 0 is considered a leaf, which is equivalent to assigning a count
of 0 to all of its children.

Then, to release the trajectory database, we only need to explore the resulting tree.
Based on the noisy prefix tree, we can draw the sanitized database by traversing it once,
calculating the number r of trajectories terminated at each node, and appending r copies
of the prefix saved in that node to the output. Since creating and exploring the tree are
inverse operations, there is a one-to-one correspondence between the database and the
prefix tree. Note we need a post-processing module to maintain the tree consistency (i.e.,
the sum of counts of descendant nodes cannot be higher than that of their ancestors).

One important limitation is the preservation of common transitions or sequences,
especially when they occur in different long trajectories. Because each prefix receives
independent noise, the total noise for a frequent pattern accumulates proportionally to
the number of longer sequences that include that pattern.

To address this limitation, in subsequent work, the same authors improved this approach
by introducing an n-gram exploration tree [83] that looks at n-grams instead of prefixes,
and they empirically show improved utility. Note that, the change from prefixes to
n-grams leads to higher counts in each node and higher sensitivity. In this case, each
trajectory could add its total length to a node count. Therefore, the sensitivity is the
maximum trajectory length, l,,44, allowed in the database (any trajectory longer than
Imaz is cut before introducing it in the data). The authors also add Laplace noise on
the n-grams counts. This way, a frequent n-gram is directly perturbed with the same
amount of noise, independently of the length of the trajectory it belongs to, effectively
reducing the error. Once again, by exploring the tree, we recover the perturbed version
of the original trajectories, obtaining a sanitized trajectory database.

Other proposals modify these algorithms in various ways. Firstly, Wang and Kankan-
halli [110] define sensitive zones and apply Chen et al.’s method [83] only to these zones,
which provides better utility. However, their privacy notion is weaker since they do not
provide DP for the whole database but only for sensitive zones.

DPLG [111] constructs the same noisy n-gram tree (therefore, the sensitivity of each
node count is l,,q,) but provides a non-uniformly distributed privacy level by regulating
the amount of noise added, so the location will be more or less protected depending on
the area of the map it is.
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All exploration-tree—based methods suffer from several common limitations. First,
they require a fixed and discrete universe of possible locations and setting a maximum
trajectory length. These strong assumptions are necessary to bound the sensitivity of
the mechanisms. Second, the size of the trees grows exponentially with the number
of locations and the allowed trajectory length, i.e., O(|X|%mx), which leads to both
computational and storage challenges. Limiting the trajectory length, however, can
significantly reduce utility. As a result, these methods can only be applied to a small
universe of locations—for example, the experimental setting in [83] considers at most 342
locations. In contrast, real-world applications for traffic analysis often involve GPS data
(i.e., continuous data domains with |X| = 00) or city road networks with thousands of
streets (see Section 5.5 and [88], [125]).

Moreover, these mechanisms retain only spatial information and counts, discarding
temporal information. This further limits utility and renders them unsuitable for tasks
such as traffic monitoring, scheduling and planning, or traffic prediction—any application
that requires knowledge of when particular locations are most visited.

Finally, it is important to note that none of the surveyed approaches take into account
the correlations between spatio-temporal points, nor the regularity and self-similarity
of trajectories belonging to the same or related users (see Sections 2.3 and 3.1). When
applying the Laplace mechanism, noise added to originally zero counts may generate
impossible or highly unlikely sequences. By incorporating road-map constraints and
physical movement laws, a simple stochastic model can detect unrealistic trajectories and
leverage correlations to compromise the claimed privacy guarantees [74].

3.4.1.2. Sequence Tree

More recent approaches try to build trees storing the counts of subsequences in each node
instead of only one location (i.e., sequence trees). This is the case of NTPT [112]. This
mechanism first tries to overcome data sparseness by simplifying the trajectories. By
performing an optimal segmentation process, the trajectories are divided into sequences,
and then, it constructs a prefix tree where each node stores a sequence. Afterward, it
adds Laplace noise to the counts of each node.

Related approaches are presented in [113], [114], with the difference that they rely on a
similarity factor. More specifically, they save sequences of spatio-temporal points in a tree
structure according to the number of location points they have in common. Analogously
to previous approaches, they add Laplace noise to the count of each sequence node and
reconstruct the dataset from the noisy tree.

3.4.1.3. Trajectory Count

Finally, one work considers the correlation between individuals in the database [115].
Here, the authors measure the correlation coefficients between the different trajectories
in the database, which translate into privacy risk: the more correlated trajectories are,
the more risk they pose. Therefore, they allocate different privacy budgets adding more
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Laplace noise to the counts of the risky ones. Note that this approach adds noise directly
to the count of the entire trajectory, without encoding it as a tree.

3.4.1.4. Correctness of DP in Noisy-Counts Mechanisms

We would like to note that all the sequence tree and trajectory count suggestions
(namely, [112], [113], [114], [115]) suffer from a common formal mistake and do not
provide DP. They output perturbed counts of only those segments, subsequences, or
trajectories present in the original database, but do not change the output of hypothetical
sequences with zero counts, as in the exploration-tree—based methods we discussed. These
design choices contradict the definition of DP, and thus the final protocol cannot provide
DP. We show in the following proof that a meaningful DP mechanism cannot simply
change the counts of the elements in the database:

Proposition 3.5. Let M be a randomized algorithm with domain D?. Suppose M
changes the counts of the rows of D € D (where it is possible to change a positive count
into 0, but not the other way around). If M is e-DP, then M is the void algorithm (i.e.,
it outputs the empty set independently of the input).

Proof. Let M be an e-DP algorithm, as described in the statement. By definition, the
output domain of M is a subset © C D.

Fix D € D. For every x € D, denote k; < co as the number of times = appears in D
and D, as the database obtained after removing all elements z from D. For every x € D,
there exists a sequence of neighboring databases of D:

D=Dy~Dy~: -+~ Dy, _1— Dy, =Dy,

i.e., D;_1 and D; are neighboring for all i € {1,...,k;}. Then, since M is e-DP, we
obtain for all measurable S C © and z € D that
PrM(D) € S| < e Pr[M(Dy) € 5]
< e®Pr[M(Dy) € S <---
< eka=Ve Pr[M(Dy,, 1) € S
< ef*€ Pr[M(D,) € S] = 0.
Let ©p C O be the set of all possible outputs of M(D), by definition Pr[M(D) € Op| =

1. Furthermore, Op is contained in the discrete set {S multiset | for all z € S, x € D},
and therefore O p is discrete, and

PrM(D) € ©p] = 3 PrM(D) = 6],

0€eOp

*We will use Dwork and Roth’s definition of database [16], defined as a multiset drawn from X, the
universe of database rows (represented too by their histograms from le‘). To simplify notation, we
use D to denote a set of finite databases.

48



3.4. DP Masking Mechanisms

For every non-empty output dataset 8§ € ©p, we select an element x € 6. By the
previous inequalities, we obtain that

Pr[M(D) = ] < e** Pr[M(D,) = 6] =0,
since z ¢ D, and x € 0. Therefore,

1=Pr[M(D) € ©p]= > Pr[M(D) = 6] =Pr[M(D) = 2.
0€Op

Since M(D) is a discrete random variable, it proves that it can only output the empty
set. Then, we repeat the proof for every possible database D € D, proving that M is the
void algorithm. O

This issue is not reflected in the privacy analyses of sequence tree and trajectory
count methods [112], [113], [114], [115]. While the authors provide proofs of DP for the
individual mechanisms they employ (e.g., the Laplace mechanism), they overlook the fact
that embedding a DP mechanism within a more complex system can compromise the
overall privacy guarantees. Particularly, if the count of the victim’s trajectory is positive
after perturbation, and this trajectory contains a quasi-identifier known by the attacker,
such as their home or work, the victim and the rest of its path can still be identified.

This can be generalized to the requirement that any DP mechanism must be able to
output any possible value of the range independently of the database. We formalize this
statement with the precise hypotheses in Proposition 3.6.

Proposition 3.6. Let M be a randomized algorithm that satisfies bounded e-DP, X"
its domain, and © = Range(M) the set of all possible outputs of M. Then, given any
measurable S C O, if there exist D € X™ such that Pr[M(D) € S| > 0, it is also true for
all other D' € D.

Proof. Consider a measurable S C © such that there exist D € D in a way that
Pr[M(D) € S| > 0. We then proceed by reductio ad absurdum: that is, we assume that
there exists D’ € D such that Pr[M(D’) € S] = 0 and we will end in a contradiction.
Since we assume all databases are finite, there exists a finite sequence of neighboring
databases from D to D’ of length k. As in the proof of Proposition 3.5, we obtain

Pr[M(D) € S] < e Pr[M(D’) € S] = 0.
This contradicts that Pr[M(D) € S| > 0. O

Note that this proof can be extended to any connected privacy space, i.e., (D, dp) such
that d(D, D’) < oo for all D, D’ € D (see Section 2.1).

Conclusions on noisy counts. We conclude that the only noisy-count mechanisms that
achieve acceptable privacy guarantees are the original exploration-tree approaches [83],
[84], [110], [111]. However, due to their high computational and storage cost for large
databases, we only see these methods used for cases with reduced universes, such as
the analysis of public-transport lines of a city. Moreover, not any DP proposals offers
protection against correlation-based attacks.

49



3. Differential Privacy Challenges in Complex Data: A Irajectory Data Study

3.4.2. Clustering

In this category, we consider all approaches that cluster locations and subsequently
release trajectories through these clusters with some perturbation to guarantee privacy.

They follow a common structure that consists of two privacy mechanisms: A gener-
alization mechanism M, which generalizes the set of locations by grouping them into
clusters, and a releasing mechanism Ms, which outputs resulting trajectories drawn from
the generalized sets. To achieve DP publication, both M; and Mo must ensure DP (as
we prove in Section 4.5).

3.4.2.1. Exponential Clustering

Hua et al. [117] is the first proposal using clustering. Their idea for M is to cluster
and merge concurrent locations from different trajectories, following a probabilistic
partitioning based on the exponential mechanism. Then, using the Laplace mechanism,
M connects the merged locations and forms the final generalized trajectories.

Specifically, the authors propose a noisy clustering approach to partition the set of
locations at each time step into m groups. Given the set of reported locations at time i,
denoted by I';, they assign a score to each possible partition of I';, p; € P(I';), based on
the average distance between the trajectories whose locations are grouped together. The
final partition is then selected according to this score using a exponential mechanism
procedure, i.e., they choose p; € P(I';) with probability proportional to exp (5%’51’))
where u is the desired scored function.

Finally, the locations in each subset are clustered and replaced by their corresponding
centroid. Hence, from a initial set of reported locations I'; they obtain a smaller set (after
clustering) T;.

Finally, they build the new trajectories from this reduced set I'; using the mechanism
Mo, which draws sequences from f‘i at random. The counts are attributed following the
Laplace mechanism until obtaining a sanitized database of the same size as the original.

Subsequent approaches build upon this technique. For instance, Chen et al. [118]
incorporate Hua et al.’s method [117] as the final step of their protocol. Later, Li
et al. [119] enhance the utility of the My algorithm by using bounded Laplace noise.
Additionally, Han et al. [120] refine the private clustering strategy in M; with Hilbert
curves, eliminating the need to predefine the number of clusters.

Correctness of DP in exponential-clustering mechanisms. After studying these
approaches [117], [118], [119], [120], we observe an issue when applying the exponential
mechanism. The exponential mechanism [16] selects the best element of a certain given
set R, the range of this mechanism. The best assignments for each database are chosen
using a score function u, which associates scores to each element in the database: the
higher the score, the higher its chances to be chosen. More formally, given a database
D € D, the exponential mechanism outputs r € R with probability proportional to

exp (6%), where u: D x R — R is the score function and

— /
Ay = max max lu(D,r) —u(D',r)|,
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is its sensitivity. Note, in particular, that R needs to be data independent.

In the original framework [117], that all the others build on, the exponential mechanism
is used to output the centroids of the partitions of the location set at every timestamp 3.
In this work, the score function is defined as u: D x 7 — R, with 7 being the set of
partitions of the locations set at time i of a specific database D. The previous expression
is not well-defined, since 7 depends on the chosen element D € D), and varies when
changing to another D, as mentioned in the paper. As a direct consequence, Aw is not
theoretically computable (even if fixing D, since the definition compares two different
databases), and an exponential mechanism cannot be defined. Hence, one cannot claim
the algorithm ensures DP via the exponential mechanism.

This error leads to formal mistakes in the suggested proposal. First, the cluster size
does not affect the privacy guaranteed: i.e., we can choose to partition into sets of
size 1, which would simply be a mechanism outputting the original unmodified database,
providing no privacy. Secondly, u(D,r) < 1 for all possible combinations, would imply
that the absolute difference between any possible score function is at most 1. If the
exponential mechanism were correctly applied, it would mean that changing the whole
database has the same effect as changing one record, which is highly improbable.

Having explained why the mechanism is not the exponential mechanism, we discuss
why it is not DP. We know that given two different sets, S and S’ their sets of partitions
into m groups, Pg" and Pgj, then Pg' N Pg} are disjoint. Since a partition covers exactly
the elements of its underlying set, two distinct sets cannot share a common partition.

For example, consider S = {1,2,3} and S’ = {1,2}. The only partition of S’ into two
clusters is Pg, = {{1}, {2}}, while for S we have P{" = {{1,2},{3}}, P = {{1,3},{2}}
or Pé3) = {{2,3},{1}}. It is then easy to see that P2 NPz = 2.

More formally, consider two neighboring databases D, D’ € D and their respective
location set at time 4, I'; and I',. Let P, P’ C Range(M) be the set of all possible
partitions of I'; and I'}, respectively, into m groups. As mentioned, P NP’ = &, hence

1 = Pr{M(D) € P] < ¢ PrfM(D') € P] = 0,

resulting in a contradiction with the definition of DP. As we already proved in Propo-
sition 3.6, if an output is possible for a database, it needs to be possible for all the
remaining ones, which simply cannot happen if the range of outputs is data dependent.

In summary, the protection mechanisms (M, in particular) of the exponential cluster-
ing approaches [117], [118], [119], [120] do not provide DP because they do not use correct
exponential mechanisms, since their abstract range of outputs is completely dependent
on the input database. Furthermore, we can construct an example attack that shows
how DP breaks in this case:

Example 3.7. We propose a simple trajectory database consisting of three users, and
we focus on any specific timestamp. We are working with a set of three locations
I'={lh =(2,2),la = (5,2),l3 = (5,5)}. The mechanism M clusters databases into
two and outputs its centroid according to the Euclidean distance (essentially, Hua et
al.’s proposal [117] with m = 2). Assume a strong attacker that knows all the values
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except their target {1 (consistent with DP definition). We show that, with the released
information, the attacker obtains the target data with total accuracy.

The attacker knows Iy and I3, and that the possible clusters that M can compute are
P = {Pl,PQ,Pg} with P1 == {{ll}, {lg,lg}}, P2 = {{ll,ZQ}, {lg}} and P3 = {{lg}, {ll,lg}}.
So, the attacker knows also a priori that the mechanism will output one of the fol-
lowing centroid sets: C(P1) = {7,(5,3.5)}, C(FP2) = {7,(5,3)}, or C(P3) = {(5,2),7},
with ? denoting the coordinates they cannot predict. Suppose the mechanism com-
putes {{l2},{l1,l3}} (unknown to the attacker) and their centroids, and then releases
C = {(5,2),(3.5,3.5)}. Now, the attacker can compare their computation with the
released centroid set, and conclude that the only possible partition is Ps;. Additionally,
since (3.5, 3.5) is released and corresponds to the middle point between I3 = (x1,y1) and
l3 = (x3,y3), the attacker can easily recover [;:

r1+x3 Y1+ ys r1+5 y1+5>
3.5,3.5) = = .
(3.5,3.5) = (F T ) - (P
Therefore,

l = (z11) = (2-35-5,2-35-5) = (2,2),
which allows the attacker to reconstruct the original database in its entirety.

The only way to avoid this issue would be to define a data-independent universe of
locations, for instance, based on the city map, and output a partition of this universe.
This way, the mechanism could achieve DP. Being independent of the actual patterns in
the data could incur a significant utility loss in some scenarios.

Universal clustering. Recently, Zhao et al. [121] introduce a protection proposal
independent of the specific clustering algorithm. It allows one to choose any preferred
clustering and run it on the database without modification. They add Laplace noise
to location coordinates (using the polar form) and to the counts of these data in the
cluster. Finally, the authors calculate the noisy centroid according to the noisy counts
and locations and release these centroids. The noisy count algorithm they use is the
same as in the works [112], [113], [114] that we have shown to lack DP guarantees in
Section 3.4.1. Furthermore, following this scheme, we cannot release more than the
corresponding centroids since there is no private way of establishing connections between
centroids and thus forming trajectories without using the original data. The authors do
not propose any mechanism for trajectory release (Ma).

3.4.2.2. Random Centroid

Finally, we find DPTD [116], which introduces a generalization module that clusters the
locations without consuming privacy budget (the proposed solution chooses a random
location instead of the centroid). For the release method Ms, the authors adapt the
noisy prefix tree structure by Chen et al. [83] to reduce the consumption of the privacy
budget and provide higher utility. Instead of adding Laplace noise to the odd layers
of the tree, they predict the new count with a Markov process. This Markov process
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uses the frequencies of the original database, apparently without protection (i.e., no
noise or perturbation added to the frequencies). Although the authors attempt to reduce
the privacy budget consumed, the generalization step indirectly uses the database in its
election of the centroid, thus breaking DP. The publications also contain neither analyses
nor proofs of privacy, so the actual protection achieved remains unclear.

3.4.2.3. General Problems

Apart from the privacy issues we have explained in each proposal, we find general
problems. First, the generation of impossible trajectories challenges the utility of the
resulting output. Specifically, the presented methods can create trajectories in which two
consecutive locations are unreachable in the given time and unrealistic centroids placed
at impossible locations, such as in the middle of a river or on top of a building.

Another limitation is that the used score function of the exponential mechanism only
depends on physical distance and therefore does not consider time. These proposals are
thus inapplicable for non-periodically recorded and variable-length trajectories, which
represent a majority of real-world databases.

Conclusions on clustering. This category of approaches overcomes the applicability
problem of those using trees (see Section 3.4.1), as they do not need to assume a small
universe of locations. However, we can still identify several deficiencies: merging without
considering time can yield to unrealistic patterns and facilitate correlation-based attacks.
Also, as mentioned above, all of these proposals contain erroneous DP analyses or proofs.
It hence remains unclear which protection they provide.

3.4.3. Sampling and Interpolation

Another group of mechanisms is based on point sampling and interpolation [122], [123].
The sampling technique consists of selecting a subset of the database (in this case,
trajectory points), while interpolation is used to counteract the size reduction due
to sampling by reconstructing intermediate points of the trajectories. The sampling
techniques used provide (g,0)-DP, and interpolation is conducted as post-processing,
without affecting the privacy guarantees.

Shao et al. [122] present two mechanisms, SFT and IFS, for ship-trajectory privacy based
on these techniques. SFI first randomly samples points over each trajectory and then
redraws trajectories using a cubic Bézier interpolation (the “a priori” mechanism). IFS
first interpolates and then samples (the “a posteriori” mechanism). The mechanisms are
proven to achieve event-level (0,0)-DP. In their experimentation, the authors conclude
that SFI works better than IFS for small values of § and not-so-smooth trajectories.
Note that the interpolation technique is specifically designed for smooth trajectories
without geo-spatial constraints, such as those of ships at sea. Adapting this approach to
other trajectory domains, such as road traffic analysis, would require modifications to
the interpolation strategy, which have not yet been explored.

Similar to the mechanisms discussed in the previous sections, this algorithm ignores
the temporal dimension, which can result in infeasible trajectories where two consecutive
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points are not physically reachable within the given time. Furthermore, both SFI and
IF'S are designed for a very specific domain (ships at sea) and do not trivially generalize
to other types of trajectories, such as those of pedestrians or road vehicles, which involve
sharper turns and must conform to a road network.

Another proposal is VIDP [123], which consists of a three-phased sampling with a
final interpolation step and satisfies (e, d)-DP.

The VTDP protocol performs trajectory sanitization through three sequential con-
ditional sampling phases followed by a final interpolation step. In Phase I, discretized
vehicle positions are perturbed using noisy counts calibrated with the Laplace mechanism.
Phase II samples speeds and accelerations conditioned on the sanitized positions via
a Dirichlet-Multinomial model, and Phase III incorporates timestamps dependent on
the outputs of the previous phases. VI'DP provides approximate DP by independently
calibrating noise at each phase and bounding the overall privacy loss through sequential
composition, i.e., € = >, ;. Prior preprocessing steps, including geo-temporal discretiza-
tion and outlier removal, reduce sensitivity, while a client-side physics-based interpolation
enhances trajectory realism and density without incurring additional privacy cost due to
the post-processing property of DP.

Unlike prior approaches, VI'DP explicitly incorporates the temporal dimension and
enforces geo-physically consistent trajectories. However, its utility evaluation is restricted
to a very limited setting, namely a small section of an arterial road. A more extensive
experimental assessment would therefore be necessary to determine its applicability to
real-world traffic monitoring scenarios.

3.4.4. Local Perturbation

While LDP proposals for location privacy have been explored [126], we only find one
protection mechanism [124] that perturbs trajectories to satisfy e-LDP. Recall that these
trajectories are a time-ordered sequence of POIs visited by a user. The authors integrate
public knowledge to improve the utility without affecting the privacy budget €. The
proposed mechanism utilizes this public knowledge to partition the set of all POIs into
spatio-tempo-categorical regions, such that each contains some number of POlIs.

The mechanism is divided into four parts: first, it generalizes every POI into the
corresponding region; it partitions these new trajectories into n-grams, which are then
individually perturbed following the exponential mechanism to ensure e-LDP, where the
score function is a distance function d,, defined over the spatial, temporal and categorical
dimensions; then trajectories are reconstructed by minimizing the distance function;
and finally, the mechanism returns to the initial domain by randomly picking a POI for
each section, making sure that consecutive locations in a trajectory are reachable in the
corresponding time.

This mechanism demonstrates several advantages over those described above. First of
all, e-LDP is stricter trust model than e-DP since there is no need for a trusted curator.
Furthermore, it does consider the temporal dimension (and the categorical dimension
of the trajectories). It also takes into consideration publicly available information to
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improve the overall utility of the mechanism, without any effects on the privacy budget,
and ensures that the published data is realistic.

However, it also faces some challenges: First, to adapt the mechanism to a multiple-
release setting (i.e., the same user contributing more than one trajectory), the user needs
to know in advance how many trajectories they want to share, to divide the overall
privacy budget by this number [124].

Second, the sensitivity of the exponential mechanism, Ad,,, depends on the fixed data
universe. As the number of possible locations and time intervals increases, the amount of
injected noise grows sharply. While the mechanism may perform reasonably in highly
constrained settings (e.g., the largest domain considered by the authors was a 4 x 4 grid
of possible locations), its utility deteriorates rapidly as the spatial and temporal domain
expands—for instance, in city-level analyses with richer spatio-temporal resolution.

Moreover, due to sequential composition, the privacy loss accumulates with trajectory
length. The authors’ utility analysis confirms that the error increases with longer
trajectories, with the maximum evaluated length being ¢,,x = 8 points.

Overall, this approach may be suitable for societal contact-tracing applications char-
acterized by a limited number of POIs and relatively short trajectories—such as those
derived from credit card transactions, where location information is only recorded when
a payment occurs and thus may be generated only a few times per day. However, in
other use cases—such as traffic management, driving behavior analysis, or large-scale
traffic flow monitoring—each user may generate thousands of spatio-temporal data points
across extensive geographic areas. In such settings, the noise required to preserve privacy
would lead to a substantial degradation in utility, rendering the approach impractical.

3.4.5. A Note on Synthetic Trajectory Generation

A common approach for privacy-preserving data analysis, which lies outside the scope of
this chapter, is synthetic database generation. Rather than applying masking techniques—
i.e., releasing a modified version of the original dataset [17]—synthetic data methods
generate entirely new (artificial) datasets designed to preserve the statistical properties
of the original data.

Although synthetic data does not establish a one-to-one correspondence with individual
users, it can still compromise the privacy of those whose records were used for training.
The generator learns from—and attempts to replicate—the underlying structure of the
training dataset. As a result, adversaries can exploit machine learning phenomena such
as overfitting [54] and conduct MIAs or DRAs [74], [127] to successfully recover sensitive
information, thereby threatening the privacy of users whose records were included in the
training dataset. To mitigate these risks, several works propose enforcing DP during the
training phase of the generative model.

Building up on our work, Buchholz et al. [79] subsequent research has further examined
DP synthetic trajectory generation, including approaches proposed after 2023. Using our
impossibility results, they show that many of these proposals either do not claim any
formal guarantee or fail in the DP proof.
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3.5. Conclusions and Problem Statement

Our global conclusion is that DP fails as practical and applicable tool in trajectory data,
with most of proposals being factually incorrect and the foundations of DP not trivially
generalizable to more complex data structures. Some limitations of DP were already
present in simple data structures such as the lack of interpretation but they considerably
intensify when adding new granularities. Others appear as a consequence of the extension
of DP to complex data, namely the new granularities and the correlation threat.

3.5.1. New Granularities, New Challenges

The emergence of new granularity notions that adapt original DP definition to complex
data domains is a necessary step. To adapt DP to time-series, such as trajectories,
many new granularities have been defined as surveyed in Section 3.3. This paradigm
extends to general complex data structures with the increasing number of proposed DP
granularities [18]. However, they come at the cost of new challenges in interpretability
and extension of the known DP properties such as composability.

Understanding the actual privacy protection offered by a given choice—and whether
it is appropriate for a specific application—has become increasingly challenging. While
finer granularities are often necessary to capture the structure of complex data, they
exacerbate an interpretability issue that already exists in DP. Moreover, recent efforts to
improve the interpretability of DP, such as Gaussian differential privacy, which allows
privacy parameters to be directly interpreted in terms of attack mitigation, have so far
been confined to the original bounded DP setting. These advances have not yet been
extended to alternative granularities and therefore remain inapplicable to structured
domains such as graph or trajectory data.

Furthermore, important properties of DP such as composition do not trivially extend
to new granularity definitions (cf. Section 2.2 and Example 2.16). Composability enables
the combination of multiple DP mechanisms while tracking cumulative privacy loss.
Complex data publishing in a DP-compliant manner requires multiple mechanisms,
making composability essential. However, each release inevitably leaks some information
about individuals in the database, and accurately quantifying cumulative privacy risk
remains challenging. However, existing composition theorems (e.g., parallel composition)
do not generalize to all composition protocols, data domains, or granularities.

Since both new granularities and composition are central to extending DP to complex
data structures, a deeper understanding of composition in these settings is urgently
needed. In particular, new theoretical results are required to establish composition
guarantees that hold across richer data domains and privacy definitions. We focus on
addressing this important problem in Chapter 4.

3.5.2. Flaws in DP Formalization and Implementation

While failures in formal DP proofs are not a limitation of DP itself, but rather of its
human application, it would be unrealistic to ignore human error as a practical concern.
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This is especially true given that we have repeatedly identified such mistakes in peer-
reviewed work (see Section 3.4). As a consequence, mechanisms and analyses that rely
exclusively on lengthy or intricate proofs are inherently susceptible to undetected errors.

In this context, the impossibility results presented in Section 3.4 play a crucial role.
Beyond their theoretical significance, they offer simple and robust criteria for double-
checking correctness and enabling early detection of inconsistencies—without requiring a
full inspection of the underlying proofs. While these results provide a practical tool, they
do not cover every potential failure.

This underscores the growing need for systematic DP auditing. Rather than assuming
correctness by construction, auditing frameworks seek to verify whether claimed privacy
guarantees hold in practice. Impossibility results and audit-oriented tools provide
complementary approaches to bolster confidence in DP deployments, particularly in
complex or novel settings.

We address this point by developing a novel auditing framework in Chapter 5.

3.5.3. Lack of Privacy Parameters Interpretation

In Section 3.2, we surveyed a wide range of threats and attack models discussed in
the literature, highlighting numerous cases where public trajectory data releases led to
successful privacy breaches. These incidents show that sensitive information—ranging
from home addresses to religious affiliations—can be inferred in practice.

DP was introduced as a principled response to such threats, improving on earlier
syntactic privacy notions. However, its effectiveness in practice largely hinges on a
single abstract parameter: the privacy budget €. While critical, ¢ is difficult to interpret.
A large € may allow substantial information leakage, whereas a very small value can
render the data practically useless for analysis [56]. In other words, the formal guarantee
that DP limits the influence of any single individual on a mechanism’s output does not
straightforwardly translate into protection against specific real-world attacks.

Efforts to interpret DP, particularly against membership inference attacks (MIAs), have
provided some clarity [128], but MIAs represent only one type of threat. In trajectory
data, knowing whether someone is in the dataset is often less critical than inferring
sensitive attributes. Two mechanisms might perform similarly against MIAs yet differ
substantially in protecting attribute privacy. Focusing solely on MIAs can therefore
obscure meaningful differences between privacy mechanisms.

We address these open questions about DP interpretation for more general threats,
such as AIAs and DRAs, in Chapter 5.

3.5.4. Correlation Threat

A well-known statistical characteristic of trajectory databases is the presence of correla-
tions and dependencies (see Section 3.1). This is not an isolated property from human
traces but rather a common factor in all complex data structures: correlations among
data records are common in real-world databases, such as those induced by friendships
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in social networks [34], genetic similarities among family members [35] or pixels in an

image [14].

DP has been design and analyzed for i.i.d. data, hence, the actual privacy implications
and adversarial bounds of DP when applied to correlated data remain an open question
in the literature. Recent theoretical studies suggest that DP does not provide strong
guarantees in such cases [29], [36], [37], [68]. Furthermore, empirical attacks confirm
this hypothesis in different applications, breaking DP expected guarantees due to the
existence of correlations [14], [33] To address this limitation, Bayesian DP has emerged
as a novel approach that explicitly accounts for correlation. However, given that it is
already challenging to achieve good utility under standard DP, it remains unclear whether
Bayesian DP can be practically viable.

Motivated by the prevalence of correlations in complex data, we explore this question,
in Chapter 6.
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4. Unlocking the Potential of
Composition for Metric Privacy

This chapter is based on the contributions:

o Patricia Guerra-Balboa*, Alex Miranda-Pascual*, Javier Parra-Arnau, and
Thorsten Strufe. “Composition in Differential Privacy for General Granularity No-
tions”. In: IEEE Computer Security Foundations Symposium (CSF), 2024, DOI:
10.1109/CSF61375.2024.00004

The composition properties of DP are essentially governed by a binary notion of domain
interaction: mechanisms compose sequentially when they act on overlapping data, and
in parallel when they act on disjoint subsets, leading to additive (for sequential) or
max-type (for parallel) bounds on the privacy loss (see Section 2.2). Both theorems were
originally stated for tabular databases in the unbounded [29] scenario. Nowadays, the
literature works with different database domains, such as graphs, images, text, or human
traces [18], and with different neighborhood definitions [16], such as bounded DP, edge-DP,
and w-event DP [18], or, more generally, metric privacy [47]. Even within a single data
domain, there is often a variety of granularities, as we analyze in Section 3.3 for the case
of trajectory data.

Nevertheless, existing composition theorems do not necessarily extend to these settings.
For instance, Li et al. [27] show that the classical parallel composition theorem [19]
fails when unbounded DP is replaced by bounded DP. Intuitively, partitioning the data
into disjoint subsets does not preserve the bounded neighborhood relation, hence, the
mechanisms do not protect them under bounded DP. Consequently, parallel composition
does not hold for general granularity notions without additional assumptions.

This naturally raises several open questions. For instance, can the parallel composition
bound be obtained for granularities beyond the unbounded case, thereby enabling
improved utility in complex data domains with heterogeneous granularities? If so, under
what structural conditions does such a bound hold?

Motivated by this gap, the goal of this chapter is to develop a unified setting in which
arbitrary granularities can be composed, and where the resulting privacy loss can be
systematically characterized and directly compared to the original guarantee.

To address this challenge, rather than analyzing composition separately for each specific
granularity notion, we study composition within the framework of metric privacy [47]—a
general mathematical formalism that captures arbitrary notions of granularity (see Sec-
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tion 2.1). Working in the metric privacy setting provides a unifying perspective, while
also simplifying notation and proofs. Moreover, leveraging the correspondence between
metrics and granularities established in Section 2.1, any composition bound for metric
privacy immediately yields composition bounds for any domain and granularity notion,
whether existing or yet to be defined. The framework even enables the composition of
mechanisms defined over different domains and under different granularity notions. In
this way, we advance the understanding of how granularity choices influence composition
in DP, viewed through the lens of metric privacy.

We explore this framework to investigate whether composition can be characterized
directly in terms of the underlying metric and its interaction with intermediate prepro-
cessing functions. Rather than asking whether neighboring datasets intersect—as in
original DP composition, we try to capture how preprocessing functions distort distances
in the metric space and how these distortions propagate through successive mechanisms.

Ideally a composition principle should reflect the full structural richness of metric
privacy, allowing amplification or attenuation effects induced by preprocessing to be
explicitly accounted for. Therefore, our goal is to provide general composition results
where privacy degradation is no longer determined solely by the combinatorial structure
of data access (sequential vs. parallel), but by the way in which the metric is transformed
along the computation pipeline. Hence, facilitating a more accurate calculation of the
privacy loss upon any possible composition of metric private mechanisms and showcase
the effect that preprocessing has on the computation.

Moreover, we revisit the motivating question of this work: can parallel composition be
extended to arbitrary metrics, and thus to arbitrary granularities? In particular, we aim
to identify sufficient conditions on both the underlying metric and the partitioning (i.e.,
preprocessing) function under which the parallel composition bound can be achieved.
Previously, beyond the unbounded setting, one typically had to rely on sequential
composition, often incurring substantial utility loss due to increased noise. Therefore,
it is crucial to determine whether, even for more general metrics and granularities, the
conditions for parallel composition can be verified, thereby significantly reducing the
required noise injection.

Finally, we aim to enable the composition of metric-private mechanisms to be interpreted
directly in terms of attacks. To this end, we analyze how to define a metric generalization of
Gaussian DP (GDP) that extends the benefits of GDP composition and its interpretability
to arbitrary domains (cf. Section 2.3.1.1). We then extend our analysis of composability
to this new notion, investigating whether tighter bounds can be established for a metric
version of GDP.

More specifically, this chapter aims to answer the following research questions:

e Can sequential and parallel composition be unified within a general metric privacy
framework that extends to arbitrary metrics and allows computation of tighter
privacy loss for any existing granularity?

e Is it possible to extend the benefits of parallel composition to metric privacy and
general granularities?
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e How can we define and analyze a metric generalization of u-GDP, that extends the
benefits of GDP composition and interpretability to every domain?

Related work. Li et al. [27] analyze the composition theorems in unbounded and
bounded DP, and find out that the parallel composition theorem does not necessarily hold
for bounded DP mechanisms. However, they do not explore other granularities of the
state of the art or attempt to provide a solution for the bounded problem. McSherry [19]
gives the first distance-based formulation of DP, later generalized by Chatzikokolakis
et al. [47] with the definition of dp-privacy, which we use to set the general framework for
composition. However, only sequential composition has been explored for dp-privacy [129].
Therefore, the generalization of other composition settings, such as parallel, to other
granularities (metrics) is still an open question, and to the best of our knowledge, there
is no work in the literature, either for DP or for d-privacy, that, in a general manner,
computes an accurate privacy loss bound when we have other metrics, domains and
composition rules.

4.1. Composition in Metric Privacy

In this section, we present our general composition results for metric privacy. We adopt the
adaptive composition framework introduced in Section 2.2. Note that adaptive-composed
mechanisms are more general than independent-composed mechanisms, corresponding to
the case where M; are mutually independent and, in particular, constant over previous
outputs. Consequently, all the results presented in this chapter include the independent
composition as a particular case.

To capture both sequential and parallel composition within a unified setting, we move
beyond the standard distinction based on whether mechanisms access the entire dataset
or disjoint subsets. Instead, we introduce a more general model based on preprocessing
functions, which abstract how data are partitioned or transformed prior to the application
of each mechanism. This perspective allows us to treat sequential and parallel composition
as special cases of a single, coherent framework.

Formally, we consider s; = f;(D) representing the output of a query f; on database D
(with f; possibly being the identity) and we compose k d;-private mechanisms M} : ©; x
D; — D(O;) such that 6; ~ M} (fi(D),01,...,6;—1). Note that M; = M7 o f; defines
a mechanism over D for all i € [k]. We provide a visualization of this framework
in Figure 4.1. Therefore, the question arises whether the composition of the mechanisms
M such that

M(D) = (Mi(f1(D)), .., My (fe(D), 01, .-, Or-1))

for all D € D is dp-private, and what privacy dp implies.

To the best of our knowledge, there is no general result stating the bound of such
general composition for any metric or granularity that takes the pre-processing functions
into account. Note that, generalization to metric privacy or simply to other neighboring
definitions may seem a natural step but is not trivial at all. As we saw in Example 2.16,
when f defines a partition, parallel composition result (only proved for unbounded DP)
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l 0= h(91792,93)]

A

Figure 4.1.: Generalized Adaptive Composition Scheme. The independent counterpart
becomes the particular case without dashed lines.

completely breaks for other granularities. To answer this question, we state and prove
the general composition Theorem 4.1.

Theorem 4.1 (AC theorem). Let D be a database class, and, for all i € [k], let (D;, d;)
be a privacy space, fi: D — ID; a deterministic map and f; = id@i X fi (with ff = f1).
Fori € [k], let M}: ©; xID; — D(0;) be a mechanism such that M;(0;,-): D; — D(6;)
satisfies d;-privacy for any 0; € ©;.
Then mechanism M = (M7 o ff,..., M5 o ff) is dp-private with

k
dp(D,D') == di(fi(D), fi(D")) for all D,D" € D.
i=1

Proof. Note that dp is a well-defined metric since it is the sum of metrics.

We prove the statement by induction over k. The result is trivial for £k = 1, and we
consider the case k = 2.

Denote © := ©; x O3 and fix D, D" € D. For i € 2], denote D; = f;(D), D. = f;(D’),
and d; == d;(fi;(D), f;(D")) to simplify the notation.

Note that for every M(D) and measurable set S C ©, Py py(S) = Pr[M(D) € S]
defines a measure. This can also be defined with an integral, i.e.,

PrM(D) € S] — /S dPu(p),

known as the Lebesque—Stieltjes integral. We will use the Lebesgue—Stieltjes integral
because it allows us to generalize our results to any random element, such as discrete,
continuous, and mixed random variables or random vectors.

By the law of total probability (see Remark A.9), for any measurable S C ©, we have

PrIM(D) € 5] = Pr[(M;(D1), M5(Mi(Dr), D2)) € 5]

= /s Pr[(M7(D1), M5(Mi(D1), D2)) € S | Mi(D1) = s1] dPpz(py)(51)

=/, Pr[(s1, M5(s1, D2)) € S| dPpgx(py) (1)
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@)
< et || Prl(si, M3(s1,D2) € 5] dPags o) (51)
1
(ii)
<ot [ ot Prl(sy, Mj(s1, D4) € S dPaggop) (o1
01
= el R prM(D) € S,

where

(i) uses Lemma A.10,

ii) uses the fact that M3 is dy-private.
2

Taking dp = di + da proves the case k = 2. Now suppose the statement is true for
k — 1 fixed and we prove it for k. Consider the mechanism M’ = (M7,..., Mj_;) with
domain D. By the induction hypothesis, M’ is dj-private with

k—1
dyp(D, D"y =" di(f:(D), fi(D"))
i=1
for all D, D' € D. Then, we have that
M(D) = (M'(D), Mj(M' (D), f(D)))

for all D € D. We can easily check that we are in the conditions of the case k = 2 by
taking M as M7 and My, as M3. Therefore, we obtain that M is dp-private with

k

dp(D,D') = _di(fi(D), fi(D))

i=1
for all D, D' € D. O

Since this theorem does not impose any condition on the privacy metric of the initial
M;, our result can be used for any privacy space and any possible composition strategy.

Importantly, although the theorem is stated in the language of metric privacy, it applies
directly to granularity-based notions. Indeed, by Proposition 2.6, every granularity notion
G induces a canonical metric d9, defined as the shortest-path metric over neighboring
changes. Furthermore, Proposition A.7 shows that any two granularities Gi, G2 can be
related by bounding

max d9 (D, D’).
Dr~g, D’

Together, these results allow our metric-based composition theorem to be instantiated
for arbitrary granularity notions and to systematically compare their corresponding
privacy guarantees. Formally, when we apply this theorem to M; that satisfy G; ;,-DP
mechanism we obtain that the composed mechanism M is G e-DP with

k
e= max Y edf (fi(D), fi(D')) < max S e,

D~gD' DraDt s h (DY 1D
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where r; = maxp.~,;pr dgf( fi(D), fi(D")) for any well-defined granularity G in the domain
D. Hence, obtaining a tighter privacy loss estimate than Theorem 2.14.

The significance of the AC Theorem 4.1 lies in its ability to subsume all possible
composition mechanisms within a single, unified framework. Without assuming any
particular metric or pre-processing strategy, the AC Theorem determines the privacy
level of the resulting mechanism by construction. In cases where valid composition
cannot be achieved (as in Example 2.16), the framework correctly yields degenerate
values (dp(D, D’) = co) detecting the absence of privacy. Nevertheless, in the general
case—when the combination of pre-processing with d satisfies natural privacy properties—
the framework provides meaningful and interpretable results. Consequently, this theorem
serves as a single, unifying result that enables systematic reasoning about both standard
and non-standard composition scenarios. This is precisely the purpose of the present
section: to use the AC theorem as a foundation to derive insightful results about
composition, moving from the most straightforward case of sequential composition to the
more challenging extension of parallel composition.

Particularly, if we impose f; = id and D = D for all i € [k], we obtain a generalization
of the sequential setting:

Corollary 4.2 (Generalized Sequential Compostion). Let {(D,d;)}iciy be a set of
privacy spaces. For i € [k], let M;: ©; x D — D(0;) be a mechanism such that
My(0;,-): D — D(O;) is d;-private for all ; € ©;. Then M = (My,...,M},) is
(XK, dy)-private.

Proof. Direct from Theorem 4.1 by taking ; =D and f; = id. O

Note that by choosing d; = €;d, we obtain that M is ed-private with € = Zle g; (first
proven in [129]). Furthermore, by selecting d as dﬂ%, we obtain the sequential composition
theorem for every granularity: If M;: D — D(0;) are mutually independent G ¢;-DP
mechanisms, then M = (My,..., My) is G (32F_, &;)-DP. This shows that sequential
composition works as expected for every granularity.

Beyond recovering standard sequential composition, our Theorem 4.1 enables the
analysis of substantially richer scenarios, including heterogeneous privacy requirements
and combinations of queries that yield strictly tighter guarantees than those provided
by classical sequential composition. We illustrate these scenarios through a series of
examples and conclude by revisiting the parallel composition case.

The following example illustrates a setting in which incorporating the preprocess-
ing function yields a strictly tighter privacy bound than that obtained via sequential
composition alone.

Example 4.3 (Distributed Network Analysis). We consider a social network G = (V, E)
in which each vertex x; represents an individual and edges, e = (x;,z;), represent
connections between individuals. Since these connections are considered private, we aim
to protect them.

Formally, let D denote the set of simple undirected graphs on a fixed vertex set
V ={x1,...,z,}, endowed with the edge-level DP, ~¢, where two graphs are neighboring

64



4.1. Composition in Metric Privacy

if they differ by the addition or removal of a single edge. Let dﬁ denote the corresponding
canonical metric, defined as the minimum number of edge additions or removals required
to transform one graph into another (see Section 2.1).

Our network analysis task consists of computing the maximum degree of the graph.
This is a classical graph statistic [130], as it captures the extent of the highest connectivity
in the network and the heterogeneity of the degree distribution.

Since there is not any trusted entity, the computation of the maximum degree is a
distributed task, in which each node has access to their connections, and therefore their
degree, but not to the others information. For each ¢ € [n], define the function

fi: D — N, 1i(G) == degq(x;).

The maximum degree can be computed as h(f1(G),..., fo(G)) = max;cp, fi(G). To
provide privacy we consider, M*: N — D(R), the Laplace mechanism

M (z)=z+ Z, Zi ~ Lap(%) ,

so that M* is (ef;)-private over N (see Definition 2.9).
Note that since removing/adding one node affects the degree at most by one unit we
have that
£i(G) = fi(G)] < de(G, G").

Consider the composed mechanism M = (M;);c|,], together with the post-processing
that outputs the maximum of the reported values. Since Af; = 1 for all i € [n], according
to Proposition A.3, M; are event-level e-DP and applying sequential composition, one
obtains that M is (ne)-edge DP, or analogously using Corollary 4.2, M is ndg-private.
However, Theorem 4.1 yields a tighter bound:

The modification of a single edge affects the degree of exactly its two incident vertices.
Therefore, M is d-private in D with

d(G,G) = an 1£:(G) — fi(G))| = 2de(G, G') << nde(G, G).
=1

In particular, using Proposition 2.6 the composed mechanism M is 2e-edge DP. Hence,
we obtain a substantially tighter bound compared to the sequential composition.

More generally, rather than bounding privacy loss via a simplistic linear decay, the
AC theorem (Th. 4.1) provides a composition principle that captures the full structural
richness of metric privacy, explicitly accounting for amplification or attenuation effects
induced by preprocessing. We illustrate this behavior in the following example:

Example 4.4 (k-Clique Counting). Consider an undirected simple social network G =
(V, E) with |[V| = n nodes and the edges, e € E, represent social relationships. We are
interested in releasing statistics of k-cliques in the network, i.e., complete subgraphs with
k nodes. To this end, one may apply the composition protocol:

M(G) = (M (f3(G)), ..., M*(fi(G))),
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4. Unlocking the Potential of Composition for Metric Privacy

where each M* adds Laplace noise with scale b = % to the count of i-cliques, f;(G).
Under the additional assumption that the maximum clique containing each edge is
unique, using Theorem 4.1, we obtain that M is a d-private protocol with

k

k
AGC.C) = Y@~ fE) <= z(“ﬁ_‘;):g > oo,

1=3 e€cEAE' i=3 ec EAE'

where r(e) denotes the size of the largest clique containing edge e. Hence, there is a
clear propagation of the loss through the composition. For instance, removing r(e) = 3
composes in parallel (i.e., the privacy loss does not increase with respect to the initial €),
while higher r values propagate the loss through the whole composition process. Hence,
this protocol protects connections according to the group size to which they belong. For
example, if G and G’ differ by a single edge that belongs to a clique of size r(e) = 2
(i.e., an isolated edge), then d(G,G’) = 0, and the relationship between the nodes is
completely indistinguishable. In contrast, if the edge belongs to a clique of size r(e) = 5,
then d(G,G') =¢7.

This metric formalizes the intuition that edges in small groups are far more sensitive
than edges in large cliques which is supported by empirical studies on social network
privacy: In large cliques, the presence of an edge between two individuals is often
predictable from shared social roles, such as workplace, class, or community membership.
Conversely, in very small cliques, the edge itself largely defines the context, rendering its
disclosure highly informative [131], [132].

Finally, the setting in which the mechanisms take as input disjoint subsets of the initial
database (parallel composition) does not generally yield analogous results to Theorem 2.15
as we show in Example 2.16. That means, unlike sequential, parallel composition does
not trivially generalize to arbitrary metric spaces.

To address this issue, we model the parallel composition setting as a particular case
of Theorem 4.1, in which the pre-processing functions induce a partition of the data
domain. By applying Theorem 4.1, we derive the necessary conditions relating the metric
and the partitioning function that ensure the preservation of parallel composition bounds,
thereby addressing this gap in the literature.

4.2. Parallel Composition in Metric Privacy

In this section, we analyze the conditions under which composition results similar to
the classical parallel theorem can be obtained in metric spaces. To analyze parallel
composition as a special case within our general composition framework, we simply
represent each mechanism as operating on a disjoint subdataset, with the preprocessing
functions encoding the underlying partition.

Formally, we define a k-partitioning function p = {p1,...,pr} as a function where
pi: D — p;i(D) =: D; such that p;(D) C D with p;(D) N p;(D) # @ for i # j'. Note that

We do not require that D = Ule pi(D), i.e., our partition can be non-ezhaustive.
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the domains D; of M; might be different in this setting by construction. Let us see an
example of a partitioning function, based on that of [27].

Example 4.5 (Partitioning function for D C Dy). Let D C Dy. A partition {&j};cp of
X, extends naturally as a partition of the elements D € D, i.e., p;(D) C D is the multiset
such that element x € D has multiplicity m,, p)(x) = 1x,(x) mp(z). For instance, given
a geographical area and a grid that divides it into k regions, a database of locations can
be automatically partitioned into subdatasets corresponding to each region. In this case,
the partitioning function p uses only x to compute the value of p(z), and therefore the
result is independent of the other records.

Partitioning preprocessing functions model scenarios where analyses require computing
aggregates over different subpopulations [19]. For example, in a medical study, one
might be interested in the average blood pressure across different age groups, such as
younger and older participants. Since each individual belongs to exactly one age group,
this naturally induces a partition of the population. Although such operations can be
analyzed using sequential composition (Corollary 4.2), in which the privacy guarantee
scales with the number of subpopulations considered, our general theorem enables more
detailed analyses while incurring only a modest privacy cost. Particularly, in this setting,
Theorem 4.1 yields that M is dp-private with

k

dp(D,D') =Y di(pi(D), pi(D")) < I,(D, D/)(Tilé?gf Ap; di(D, D")), (4.1)
i=1

for all D, D" € D, where I,,(D, D’) :== #{i | pi(D) # pi(D")}.

This fact is coherent with what we know: Assuming a partitioning function of Exam-
ple 4.5, if we select unbounded DP mechanisms , i.e., 5idﬁ’)fi, then dp < (max;epy Ei)d% ,
since Ap; = ¢; and I,(D,D’) =1 for all D ~y D'.

If we select d; = Eidgi, there may exist D, D’ € D, as we saw in Example 2.16, such
that d;(D,D’) = dHB)i (pi(D), pi(D")) = oo for some i and therefore dp(D, D) = co. In
general, we have no better expression for dp unless we add extra conditions. To address
this point, we will explore conditions to achieve the best bound in the following.

The first case we consider is a metric-type d* that is well-defined over D and D); for all
i € [k]?>. We can give a sufficient condition for obtaining the best bound: We say that
metric d* commutes with the partition given by p if, for all D, D' € D,

k k k
> dp, (pi(D), pi(D")) = dﬁ( Uwri(D), U pi(D')) < dy(D,D). (4.2)
i=1 i=1 i=1

By Theorem 4.1, if d* commutes with p and M; are e;dp -private, then M is
(max;e €i)dp-private. For example, we prove in Proposition A.11 that d® commutes
with all partitions p of Example 4.5, which relates to the original result of McSherry [19].

>This means that metrics df and dp, are well-defined metrics and that d*(D, D’) is constant for all
domains containing D, D’ € D. Examples include d®, which is well-defined for all D C Dy.
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4. Unlocking the Potential of Composition for Metric Privacy

However, verifying commutativity is not always feasible. In particular, for a fixed
granularity notion G, different domains ID; induce different canonical metrics associated
with G (see Section A.2). As a result, there may be no single metric d* well defined over
all D;, and checking commutativity of a canonical metric is therefore not possible. In
this setting, the corresponding condition translates into

k

> df (pi(D),pi(D)) = df(D,D").
=1

Although this equality can be difficult to verify in general, it holds under suitable
structural conditions on the partition. In particular, it is satisfied if the partition verifies:

. d]lg)—compatibility: For all G-neighboring D, D' € D, there exists at most one j € [k]
such that p;(D) = p;(D’) for all i # j, i.e., I,(D,D") =1 for all D ~g D'; and

e G is also well-defined over D; and the sensitivity of p; with respect to dﬂg) and dﬂ%i is
Api <1 (ie., df (pi(D),pi(D")) < 1if df(D, D) = 1).

Under these conditions, we obtain the desired result (where M} can have different
domains) as we prove in the following result:

Theorem 4.6 (Best bound for disjoint inputs). Let D be a database class and G a
granularity over D. Let p be a dﬂ%—compatible k-partitioning function such that Ap; <1,
and p; = idg, X p; (with p{ = p1). Fori € [k], let M : ©; x D; — D(©;) be a mechanism
such that M (0;,-): D; — D(0;) satisfies 5id%i -privacy for any 0; € ©;. Then mechanism
M = (M5opi,..., M} op}t) is ed -private with ¢ = max;ey] €;-

Proof. From Proposition 2.6, it is equivalent to see that M is G e-DP with € = max;e[y) €i,
i.e., that for all G-neighboring D, D’ € D and measurable S C O,

Pr[M(D) € §] < f PrfM(D') € 5.

Applying the AC theorem (4.1), we obtain that M is d-private with
k
d(D,D') = Zgid[g))i (pi(D),pi(D")).
i=1

Now suppose that D, D’ € D are G-neighboring. By definition of d%—compatibﬂity,
there exist j € [k] such that p;(D) = p;(D’) for all i # j. Consequently, for all i # j,
dﬂg)i (pi(D),p;i(D")) = 0. Moreover, by preprocessing (Proposition A.3), we have that

dﬂ%j (pj(D),p;(D")) < Ap;df(D,D’') < 1 since D ~g D’ and Ap; < 1. Therefore,
k

A(D, D) = 3" eid§, (pi(D).pi(D)) = &%, (0;(D),p; (D)) < ;.
=1
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Consequently, since M is d-private, for all measurable S C O,
Pr[M(D) € S] < e Pr[M(D') € S].

Since j € [k] depends on the choice of the G-neighboring D, D’ € D, it is sufficient to
choose € = max;¢y) & to cover all cases. In conclusion, M is G e-DP. O

Even though Theorem 4.6 is stated for any granularity, d]%—compatibility is a strict
condition. For example, no partitioning function of Example 4.5 (with k > 1) is dSX—
compatible (see Proposition A.12).

Nevertheless, we can construct compatible partitioning functions to certain bounded
metrics dﬂB), as shown in the following result:

Proposition 4.7 (Compatible order-based partitions for bounded DP). Consider a
database D with ordered elements, i.e., every element (n,x) € D consists of a record value
r € X and an unique identifier n € [|D|]. Let DY denote class of all such databases.
Let p be a k-partitioning function of N, which induces a partition of the elements of
D C ]D>S§d that divides the databases only taking the order into account, i.e., such that
p(n,z) = p(n,y) for all x,y € X. Then p is d5-compatible and Ap; < 1 for all i € [k].

Proof. Due to the databases being ordered, two databases D, D’ € D are bounded
neighboring if and only if we obtain one from the other by changing the record with
identifier n € [|D|] = [|D'|].

Let D, D" € D be bounded neighboring databases. Since p(n,z) = p(n,y) for all
n € [k], there exists j € [k] such that p;(D) = p;(D’) for all i # j. In conclusion, p is
dB-compatible. Moreover, p;(D)Ap;(D') = {(j,x), (j,y)}, so in particular p;(D) and
p;(D’) are also bounded neighboring. Therefore,

. B, . (D) <
Ap; DIEZDB'd (pi(D),pi(D)) <1

for all i € [k], since it holds independently of the choice of D and D'. O

Previous results allow parallel composition to be applied for bounded DP/Hamming
distance privacy in distributed systems where the partitioning depends on the user (i.e.,
the data index) rather than on the data values themselves. However, this setting is rather
restrictive and does not fully address the broader applicability of parallel composition. In
many practical scenarios, we wish to enforce parallel composition across different queries.
In this scenario, the partition naturally depends on the query outcome and not solely on
the database index. This limitation motivates our search for a more applicable solution,
which we develop in the following section.

Summarizing, we have shown that composition can be treated as a single, unified
operation, which enables reasoning about the final privacy guarantees within a common
and tighter theorem that eliminates the traditional separation between parallel and
sequential composition. Both sequential and parallel composition emerge as special cases
of our general result.
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4. Unlocking the Potential of Composition for Metric Privacy

In particular, we characterize how different metrics behave with respect to parallel
composition and show that, even for a fixed metric, different partitioning strategies may
lead to different privacy bounds. Moreover, certain metrics—such as the symmetric
difference metric—are more robust under general partitioning schemes, whereas others—
such as the Hamming distance—are more sensitive to the chosen partition. This highlights
the fundamental role of the metric in determining the effectiveness of parallel composition.

Up to this point, we have assumed that each mechanism M is d;-private and analyzed
how the preprocessing function f; affects their composition. However, even in the
standard sequential composition setting—where we simply consider mechanisms M;(D)
that are d;-private—it is important to recognize that such mechanisms typically evaluate
internal queries whose sensitivity directly influences the overall privacy loss. These
internal computations are often abstracted away in composition analyses and therefore
not explicitly accounted for.

In the next section, we address this important aspect by incorporating the role of
the underlying query into the composition framework. In particular, we study how
the sensitivity of the query computed by the privacy mechanism contributes to the
composition privacy guarantees.

4.3. Common-Domain Setting

In this section, we study the composition of mechanisms M; that access the same dataset,
i.e., share the same input domain D. From the previous section—most notably Corol-
lary 4.2—we know that their adaptive composition satisfies d-privacy with d = Zz’e[k} d;.
However, in this section, we prove that this bound can be further improved.

Our key observation is the following: A private mechanism M;: D — D(O), unless it
is intended to release the entire dataset, typically operates by first computing a query
that extracts or aggregates the relevant information from D, and then randomizing the
result to ensure privacy. Standard composition theorems abstract away this internal
structure and treat each mechanism as a black box. We show, however, that explicitly
incorporating the structure of the underlying query into the analysis can lead to strictly
tighter privacy bounds. We illustrate this idea with the following example.

Example 4.8. Consider the Laplace mechanism for a counting query f, for instance,
fi number of inhabitants of a certain neighborhood i. Formally, M: X — D(R) such
that M;(D) = f;(D) + Z where Z ~ Lap(%) [16]. These mechanism satisfy unbounded
e-DP, because Af; = 1, and their privacy estimation is tight. When we combine both
mechanism with sequential composition we obtain 2e-DP.

Note that we can decompose M into an internal mechanism M* and a deterministic
function f. Precisely, the mechanism M*: N — D(R) that adds Laplace noise to any
given number in the domain, i.e., M*(y) = y + Z with Z ~ Lap(%) and f the initial
numerical function, verify that M = M™* o f. But in this case, M* is not DP in N.

The purpose of Example 4.8 is to illustrate that, while pre-processing functions can
be attached to DP mechanisms within a composition process to reduce privacy loss—as
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M is d-private

@
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Figure 4.2.: Common Domain Setting

discussed in Theorem 4.1—it is often the case that the DP mechanisms under consideration
already admit a natural decomposition into a pre-processing step followed by a subsequent
randomized mechanism.

In this scenario, while M; provides privacy guarantees for every database D € D, its
computation depends exclusively on the information contained in f;(D), rather than on
the full content of D. This exclusive dependence of M; on specific information leads
to improved privacy guarantees and tighter privacy-loss bounds under composition. To
analyze composition in this setting, we introduce a coherent formalization of what it
means for a mechanism to “depend exclusively on f;(D)” under the notion of dependency:

Definition 4.9 (Dependency). Let M: D — D(O) be a randomized mechanism, and let
f be a deterministic map with domain . We say that M is f-dependent if there exists
M*: f(D) — D(O) such that M = M* o f.

This definition implies that Pr[M*(f(D)) € S| = Pr[M(D) € 5] for all measurable
S C ©. Since M*(f(D)) depends exclusively on f(D), consequently M(D) depends
exclusively on the information in f(D) for all D € D (i.e., only data in f(D) affects the
output of M(D)). Besides, this concept is well-defined as we prove in Remark A.15

One may ask why it is important to consider the internal structure of each mechanism
M;. At first glance, the dependence of M; on its internal query f; might seem irrelevant,
since the mechanism’s privacy guarantees are already calibrated to account for this
dependence—e.g., via the sensitivity of f; when using Laplace or Gaussian noise.

However, these internal queries can have a significant impact on the overall composition.
Intuitively, as illustrated in Example 4.8, changing a single individual in the dataset may
affect only one query (e.g., incrementing the count of inhabitants in a neighborhood) while
leaving other queries unaffected. In this case, the sensitivity of each query is tight and
cannot be improved. Yet, similar to the effect of preprocessing functions, a single change
in the dataset may influence some queries but not others simultaneously. This observation
implies that the standard sequential composition bound may be overly pessimistic, and
tighter privacy estimates are possible by accounting for the query structure. We formalize
this phenomenon in the following theorem.

Theorem 4.10 (AC theorem for common domain). For i € [k], let (D,d;) be a privacy
space, and let f; be a deterministic map over D. Fori € [k], let M;: ©; x D — D(6;) be
a mechanism such that My (0;,-): D — D(0;) satisfies d;-privacy and f;-dependency for
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any 0; € ©;. Then mechanism M = (My,..., My,) is dp-private* with

k k
dp(D,D'):=%" min dp(D,D') =Y al'(D, D).
=i D.D'ep =
F(D)=f(D)
F(D")=f(D")

Proof. Applying Proposition A.16, we obtain that M; are d{ i-private*. Then the result
follows from an analogous proof of Theorem 4.1. O

Note that d{» is not necessarily a metric? (thus we call it d-privacy*). However, it gives
an accurate value for the distance between the probability distributions of the output
given two input databases. Moreover, this results leads to the composition upper bound

k
dp(D,D") =Y dli(D,D') < > 4(D,D),
i=1 i: fi(D)#fi(D')

which provide better bounds than Y%, d; given by the AC theorem (4.1). Translating
this result to the case of granularities, if we take M, to be G £;-DP (i.e., sidﬂg)—private),
we obtain that M is G e-DP (i.e., 5dg)—private) with

- P
i: fi(D)#fi(D’)

Theorem 4.10 allows us to obtain the corresponding cases, corollaries, and examples
to those we obtained from the AC theorem (4.1) for this new setting. In some cases,
such as taking f; = id for all i € [k], correspond to the same result (Corollary 4.2),
since al]iD‘)i = dp. In others, however, the change of setting leads to a different scenario
and results, such as when trying to find the best bound for disjoint inputs (i.e., the
counterpart of Section 4.2).

In the common domain, the parallel composition problem (corresponding to Section 4.2)
can be stated as follows: Given k mechanisms M;: D — D(O) that are d;-private with
d; = €;d for a metric d over D and p;-dependent with p an arbitrary partitioning function,
we are interested in studying the conditions such that M = (My,..., My) is dp-private
with dp = (max;e €:)d.

The natural approach is to check when metric d verifies

zk: &’ (D, D') = d(D, D') (4.3)
=1

for all D, D" € D, since then dp = max;cy) €id follows from Theorem 4.10.

Equation (4.3) can be hard to check directly, but we can give sufficient conditions for
it when d = d¥, the canonical distance of a granularity notion. Here, it is sufficient to
ask that the partition is dﬂ%—compatible.

3Tt does not generally fulfill the triangle inequality.
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Theorem 4.11 (AC best bound for disjoint inputs (common domain)). Let D be a
database class and G a granularity over D. Let p be a d%-compatible k-partitioning
function. Fori € [k], let M;: ©; x D — D(0;) be a mechanism such that My(0;,-): D —
D(©;) satisfies sidﬂ%-privacy and p;-dependency for any 0; € ©;. Then mechanism
M= My,...,My) is adﬂg)—private with € = max;cy) €;-

Proof. From Proposition 2.6, it is equivalent to see that M is G e-DP with € = max;c ) &,
i.e., that for all G-neighboring D, D’ € D and measurable S C ©,

Pr[M(D) € §] < ¢ Pr[M(D') € S).

Applying Theorem 4.10, we obtain that M is d-private* with

k

k
S (eidf)P (D, D) = Y eydp? (D, D).
=1 =1

d(D, D)

Now suppose D, D’ € D are G-neighboring. By definition of d]%—compatibility, there
exist j € [k] such that p;(D) = p;(D’) for all i # j. Consequently, for all i # j,
d%’p"(D, D') < dg(D, D) = 0, since we can select D as both D and D’ in the definition
(see Proposition A.16). Therefore,

k
d(D,D') =3 ,dP(D, D) = e;d5™ (D, D') < £;d(D, D') < &,
i=1
where the last inequality comes from the fact that D and D’ are G-neighboring. Conse-
quently, since M is d-private*, for all measurable S C O,

Pr[M(D) € S] < &% Pr[M(D’) € S].

Since j € [k] depends on the choice of the G-neighboring D, D’ € D, it is sufficient to
choose € = max;¢ ;) & to cover all cases. In conclusion, M is G e-DP. O

Observe that, in this setting, it is no longer necessary to impose the condition “Ap; < 17,
which was required in our previous theorem (4.6).

Therefore, our analysis shows not only that we can improve upon standard sequential
composition—recovering bounds analogous to parallel composition even in the absence of
explicit preprocessing—but also that the presence of an embedded query computation can
further tighten the privacy guarantees. In particular, the resulting privacy behavior can
be strictly better than that predicted by classical composition, and the conditions required
to obtain these improved bounds are less restrictive than those previously assumed.

In particular, while arbitrary partitioning functions can lead to severe composition
degradation—potentially breaking all guarantees under bounded DP—we show that the
situation improves significantly in the common-domain setting, where all mechanisms
operate on the same dataset.

We thus provide a solution to the problem posed by Li et al. [27], obtaining a tight
bound for composition over disjoint databases in bounded DP (when taking a partition
of Example 4.5), which was previously missing,.
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Corollary 4.12. Let p be a k-partitioning function of Example 4.5. For alli € [k], let
M;: ©; x D — D(6;) be a mechanism such that My(0;,-): D — D(0;) satisfies bounded
;-DP for all §; € ©; and p;-dependent. Then mechanism M = (My,..., My) with
domain D is bounded e-DP with € = max; je[u];ixj(€i + €5)-

Proof. From Proposition 2.6, it is equivalent to see that M is bounded e-DP with
€ = max; je[k];iz; (€it+€5), i.e., that for all bounded-neighboring D, D’ € D and measurable
S Co,
Pr[M(D) € S] < e Pr[M(D’) € S].
Applying Theorem 4.10, we obtain that M is d-private* with
k k
d(D, D) =Y (idf)" (D, D') = 3 eidp™ (D, D).
i=1 i=1
Now suppose D, D’ € D are bounded-neighboring. We know there exists x € D and
x' € D' such that DAD’" = {x,2'}. Then, we have the following possibilities:

(a) z,2' € X} for a j € [k]. This implies that p;(D) = p;(D’) for all i # j.

(b) x € Xj and 2’ € A] for different j,I € [k]. This implies that p;(D) = p;(D’) for all
i # 5,1
(c) z € &j for j € [k] and 2’ ¢ A& for any [ € [k] (or vice-versa). This implies that
pi(D) = pi(D") for all i # j.
(d) z,2' € X for any [ € [k]. Then p;(D) = p;(D’) for all i € [k].
In the worst case scenario, there are at most two subindices 7,1 € [k] such that p;(D) =
pi(D’) for all i # j,1. For these subindices, d]g’pj (D,D/),dg’pl(D,D’) <dB(D,D) <1,
since D and D’ are bounded-neighboring. Therefore,

k
d(D,D") =Y ;d?P(D,D') < max (¢;+¢)=¢
( ) ; idp™ ( ) jle[k];j#( itel)

for all bounded-neighboring D, D" € D. O

Note that this result is stated for common domain, and that the non—common-domain
counterpart cannot be defined as we prove in Example 2.16.

In summary, Theorems 4.1 and 4.10 provide a characterization of the privacy loss
under composition for metric privacy while explicitly accounting for pre-processing
functions. This characterization applies both when the pre-processing is applied prior to
the mechanism (as in Theorem 4.1) and when it is embedded as part of the mechanism
itself (as in Theorem 4.10).

Beyond offering a unifying framework for composition in metric privacy, these theorems
also identify specific scenarios in which the privacy loss under composition can be
improved relative to standard sequential composition. Such compatibility properties
between pre-processing functions and metrics can be directly leveraged by practitioners
to optimize their query strategies, enabling them to extract as much information as
possible while incurring the minimal privacy cost.
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4.4. Composition for Metric Gaussian DP

In the previous section, we improved composition bounds for metric privacy by explicitly
accounting for pre-processing steps. Metric privacy generalizes DP to arbitrary metric
spaces and granularities, hence represents a step forward on improving the interpretability
and applicability of the DP framework controlling the exact information that must be
indistinguishable. Nevertheless, metric privacy inherits from DP a limited interpretability
of its parameters. In particular, there is no clear consensus on how to select the privacy
parameter € in DP. Since the metric d generalizes the role of ¢, there is likewise no
consensus on which values of d(D, D’) are acceptable, and it is often difficult to relate
these choices to concrete adversarial capabilities [133].

As a response to these limitations, GDP provides a significantly more interpretable
framework. By adopting a hypothesis-testing perspective, GDP characterizes privacy in
terms of the optimal power of an adversary’s test attempting to distinguish a target’s
participation—precisely capturing the classical notion of MIAs. We leverage this interpre-
tation to derive novel bounds on attack mitigation for ATAs and DRAs in Chapter 5, using
the general f-DP framework and, in particular, GDP. This strongly motivates a careful
study of GDP composition properties here, as they are essential for the applicability of
our later results (see Example 5.17).

Beyond interpretability, GDP also enjoys substantially tighter sequential composition
bounds than the original DP framework [38]. This naturally suggests that analogous
improvements should be achievable in the metric GDP setting, providing a clear motivation
for extending our composition results to metric GDP.

4.4.1. Metric Gaussian Privacy

In this section we extend metric privacy to Gaussian DP (GDP) [38]. GDP uses the
hypothesis testing interpretation of DP to bound the privacy loss (cf. Chapter 2). This
way, it provides a more interpretable intuition of DP guarantees with respect to a real
attacker, directly establishing a relation between the privacy parameters (noise injection)
and the maximum power an attacker can achieve when trying to distinguish between two
databases differing in one record. This intuition directly extends to any granularity:

Definition 4.13 (G Gaussian DP). Let x> 0. A mechanism M with domain D is said
to be G u-GDP if, for all G-neighboring D, D’ € D,

T(M(D), M(D"))(e) = TN (0,1), N (s, 1))(ex)
for all o € [0,1]. We denote G, == T(N(0,1), N (g, 1)).

GDP satisfies a group privacy property that establishes that privacy degrades linearly
with respect to the number of changes between the two databases [38]. Consequently, we
use this property to define the dp-privacy adaptation of GDP:

Definition 4.14 (dp-Gaussian privacy). Let dp: D? — [0, 00| be a metric. A mechanism
M with domain D is said to be dp-Gprivate if, for all D, D' € D,

T(M(D), M(D") > Gay(p,pr),
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where Goo () = lim, 00 G(a) = 0.
Our definition of dp-Gprivacy generalizes the original notion of GDP:

Theorem 4.15. Let G be a granularity notion over the database class D. Then, a
mechanism M with domain D is udﬂ%—Gpm’vate if and only if it is G u-GDP.

Proof. First, we see that Mdﬂ%—Gprivacy implies G u-GDP. Suppose that M: D — D(O)
is ud%—Gprivacy. Then, for any G-neighboring databases D, D’ € D, we have that

T(M(D), M(D')) > Cug 5 1y

By construction of the canonical metric, df(D,D’) = 1 since D and D’ are G-
neighboring, and therefore M is G u-GDP.

Now we prove the other implication. Suppose M: D — D(0) is G u-GDP. We want to
see that for all D, D' € D

T(M(D), M(D)) = G4 (p,pr)-

We now prove this by induction over d§(D, D'). For d§(D,D’) = 1 we have D ~g D’
and thus
T(M(D),M(D")) > G,,.

We now assume that the statement holds for d%(D,D’ ) = k — 1 and we prove for
d]IgD(D, D’) = k. Since d]%(D, D’) = k, there exists Dq,...,Di_1 € D such that

D~g Dy~g - ~gDp_1~gD.
By the induction hypothesis, we have that
T(M(Dg-1), M(D")) = G,,

and

T(M(D), M(Dg-1)) = Gp—1)-
Then, by Lemma A.5 in [38], we have that
T(M(D),M(D")) =2 Gu(1 = Gy—1)(a))-
Therefore, in conclusion,
G,u(l - Gu(kz—l)(a)) = (I)(q)_l(Gu(k—l) (a)) - :u)
—p(@~ (1 —a) = p— (1 - k)p)
= Gurp(e—1)(@)
= Guk(a).

This proves the result for all d§(D, D) € N. Note that the case dZ (D, D’) = oo holds
trivially since G, = 0. O
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4.4.2. General Composition for Metric Gaussian Privacy

In this section, we extend our unified composition framework to metric Gprivacy. We
consider the same setting as in the metric privacy case: We begin by proving a general
theorem from which all subsequent results follow, including the improvements obtained
when accounting for embedded query functions in the common-domain setting. Finally,
we show how parallel composition translates into the metric G-privacy framework.

Theorem 4.16 (Gaussian AC theorem). Let D be a database class and, for all i € [k],
let (D4, d;) be a privacy space, and f;: D — D; a deterministic map and f; = id@i X fi
(with f{ = f1). B

Fori € [k], let M}: ©; xDD; — D(0;) be a mechanism such that M} (0;,-): D; — D(0O;)
satisfies d;-Gprivacy for any 0; € ©;. Then mechanism M = (M3 o fi,..., M o f¥) is
dp-Gprivate with

k
dp(D, D) = szmm, fi(D))2 for all D, D' € D.
=1

Proof. Note that dp is a well-defined metric since the square root of the sum of squared
distances is still a distance (i.e., the fo-norm).
Now we need to prove for all D, D’ € D that

T(M(D), M(D")) = Gay(p,p)-

We prove the result by induction over k. For k = 1, the result is trivial. Therefore,
fixing k, we suppose it is true for £ — 1 and we prove for k.
Let M = (Mjo fi,...,M;_; o fi_)adapt- By the induction hypothesis, for all
D,D' €D,
T(M(D),M(D/)) 2 G&(D,D/)

with d = \/d? + -+ di_,. We can also rewrite M as a function of M and Mj, as
M(D) = (M(D), My(M(D), fi(D)))

for all D € D.
We fix D, D’ € D. Since My(3y, ) is dp-Gprivate for all 5, € Oy, we have that

T(M(D), M(D')) = T(M(D), M(D')) © Gy (.1

This fact follows from Lemma C.1 in [38] as explained in their proof of Lemma C.3.
Since M is d-private, we obtain

T(M(D), M(D")) = Ggp pry @ Gay(D,0)-

by the properties of ® (see Remark 2.23). Finally, by Proposition D.1 in [38], we obtain

G&(DJ:)/) ® Gay(p,0) = G\/zi(D,D’)2+dk(D,D’)2
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where
k

(D, D)2 + (D, D)2 = | Y. di(D, D)2, 0
i=1

Note that unlike the AC theorem (4.1), dp is not the sum of the distances (i.e., the
¢1-norm), but actually the sum of the squares of the distances (i.e., the f2-norm). Recall
that ||(d1,...,dk)|l2 < |[(d1,...,dk)]]1. In this case, we can notice improvements in GDP
to the composition results.

As in the previous sections, we recover the generalized ASC results when f; = id:

Corollary 4.17 (Generalized Gaussian ASC). Let D be a database class, and d a
metric defined in D. For i € [k], let M}: ©; x D; — D(0;) be a mechanism such
that M;(0;,-): D — D(©;) satisfies d;-Gprivacy for any 0; € ©;. Then mechanism

M = (M;,..., M}) is dp-Gprivate with with dp = \/d3 + - - - + d.

Proof. Direct from Theorem 4.16 by taking D; = D and f; = id. O

Choosing d; = ,uidg), we obtain from this theorem the already-known [65] sequential
bound || (g1, - - -, i) ||2-

If, instead of considering preprocessing functions, we account for the embedded queries
of the composed mechanisms—i.e., we work in the common-domain setting—we obtain
a result analogous to the metric privacy case. In particular, the overall privacy loss
can again be reduced. However, in this setting the bound explicitly reflects the specific
features of metric G-privacy composition.

Theorem 4.18 (Gaussian AC theorem for common domain). For i € [k], let (D;,d;) be

a privacy space, and let f; be a deterministic map over D. For i € [k], let M;: ©; x D —

D(O;) be a mechanism such that My (6;,-): D — D(0;) satisfies d;-Gprivacy for all
0; € ©; and f;-dependency for any 0; € ©;. Then mechanism M = (M, ..., My) is

dp-Gprivate® with dp = Zle(d{i)z.

Proof. We just need to prove that M; are d{ “_private® and it follows from an analogous
proof of Theorem 4.16.
By hypothesis, M; are d;-Gprivate, which means that for all D, D’ € D,

T(MZ(D)a MZ(D/)) > Gdi(D,D’)'
Using Remark A.15, we obtain that
T(M;(D), M;(D")) = T(M;(D), My(D"))

for all D, D' € D such that f(D) = f(D) and f(D') = f(D'). In conclusion,
T(My(D), Mi(D')) > G,y

. (D,D")
with o
d/(D,D'y= min dy(D,D"). O
D,D'eD
F(D)=f(D)
F(D)=f(D")
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These theorems enable a detailed characterization of privacy-loss propagation in
metric privacy, while incorporating the improved composition properties of GDP. These
improvements are particularly pronounced in the parallel composition setting. In contrast
to standard metric privacy—where the strongest parallel composition bound is given by
max; d;—we obtain novel strictly tighter privacy-loss estimates in the metric Gaussian
case, as we demonstrate in the following section.

4.4.3. Parallel Composition in Metric Gaussian Privacy

For d-Gprivacy, as for metric privacy, it is interesting to find cases where we can obtain
better bounds than the sequential one using our result. We explore these cases in the
following corollaries. For example, we can also obtain the best bound for when f defines
a partitioning function:

Theorem 4.19 (Parallel for Metric Gprivacy). Let D be a database class, and let p
be k-partitioning function of D in D; and p; = idg, x p; (with p} = p1). Let d* be
well-defined over D and ;. For i € [k], let M}: ©; x D; — D(O;) be a mechanism such
that M;(0;,-): Dy — D(O;) satisfies pidy, -Gprivacy for all 0; € ©;. If d* commutes with
p then mechanism M = (M7 op},..., M} op}) is dp-Gprivate with

k
dp(D,D') = JZW (pi(D),pi(D)))? < max jidpy (D, D). (4.4)
i=1

Proof. By Theorem 4.16, we have that M is dp-Gprivate for

k
dp( J > udds (pi(D),pi(D))? < max MJ > dy pi(D"))>.
=1

Then, we have that

where
(i) comes from the fact that Zle a? < (Zle a;)? for all a; > 0,
(ii) is due to the commutativity of d* with respect to p.

Since the square root is a monotonically increasing function, we have the result. [
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Note that the inequality is in fact an equality only when dy (p:i(D),pi(D")) = 0 for all
but one i € [k]. Therefore, in some cases, the Gaussian AC theorem (4.16) can give us a
tighter bound than max;e) pidp—which is not possible for metric privacy. We see this
in the following example:

Example 4.20. Let D C Dy, let D; = Dy, where {Xi}ie[k] defines a partition, and
consider d*, which commutes with the previous partition (see Proposition A11). If
M;: D; — D(©;) are dﬁ,—Gprivate, then mechanism M = (My,..., My) is dp-Gprivate
with dp < d]]%. For instance, if D = D'\{z;, z;} with z; € &; and z; € X} (i # j), we
have that d5 (D, D') = 2, while

do(D, DY) = \[d5. (5s(D). (D)2 + d5, (95 (D). s (D)
= Hed P+ {z P = Vit 1=V2<2=d5 (D, D).

The previous example highlights the advantages of the metric privacy composition
relative to the original DP setting. While in bounded e-GDP the best bound after
composition is max; €;, for metric Gprivacy we obtain a better bound than max; d;(D, D").

The Gaussian version of Theorem 4.6 also holds. However, in this case, a compatible
partition implies dﬂg)i (pi(D),pi(D")) = 0 for all but one i € [k], so the inequality in
Equation (4.4) becomes an equality.

Theorem 4.21 (Gaussian best bound for disjoint inputs). Let D be a database class
and G a granularity over D. Let p be a dﬂg)-compatible k-partitioning function such that
Ap; <1, and p; = idg x p; (with pj = p1). Fori € [k], let M;: ©; x D; — D(6;) be
a mechanism such that M3 (0;,-): D; — D(0;) satisfies Midﬂg)i—Gprivacy for any 0; € ©;.
Then mechanism M = (M3 opi,..., M} op}) is ud%—Gpm’vate with p1 = max;ey fi-
Proof. From Theorem 4.15, it is equivalent to see that M is G u-GDP with u = max;c ) i,
i.e., that for all G-neighboring D, D’ € D,

T(M(D), M(D')) > G,

Applying Theorem 4.16, we obtain that M is d-Gprivate with

d J Zu2dg pz(D,))

Now suppose D, D' € D are G-neighboring. By definition of d]%—compatibility, there
exist j € [k] such that p;(D) = p;(D’) for all i # j. Consequently, for all i # j,
dﬂ%i (pi(D), pi(D")) = 0. Moreover, by preprocessing (Proposition A.3), we have that
d%j (pj(D),p;(D")) < Apjd]%(D, D’) <1since D ~g D' and Ap; < 1. Therefore,

dn( \JZMng D),p;j(D"))?* = NJdD (pj(D),p;(D")) < py.
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Consequently, since M is d-Gprivate,
T(M(D), M(D")) > G-

Since j € [k] depends on the choice of the G-neighboring D, D’ € D, it is sufficient to
choose p = max;cy) pi to cover all cases. In conclusion, M is G u-GDP. O

Similarly to the pure metric case, we obtain an improved result for common domain.

Theorem 4.22 (Gaussian best bound for disjoint inputs (common domain)). Let D be
a database class and G a granularity over . Let p be a dD compatible k-partitioning
function. Fori € [k ] let M;: ©; x D — D(0;) be a mechanism such that My (0;,-): D —
D(©;) satisfies ,uZdD Gpmvacy and p;-dependency for any 0; € ©;. Then mechamsm
M= (My,...,My) is ,ud -Gprivate with p = max;e) f;-

Proof. From Theorem 4.15, it is equivalent to see that M is G p-GDP with p = max;ex) i,
i.e., that for all G-neighboring D, D" € D,

T(M(D), M(D")) > G,.

From Theorem 4.18, we have that M is dp-Gprivate® with

dp(D, D) Jzuﬂd% D, D')2.

=1

Since df-compatible, there exist only one j € [k] such that p;(D) # p;(D’). (Eonse-
quently, for all i # j, d]IgD’pi(D, D) < d%(D, D) =0, since we can select D as both D and
D’ in the definition (see Proposition A.16). Therefore,

dp(D, D) = Jzugdgvm D, D')?

=1

- \//@dugm’pj(ﬂ D)2 +0 = pdy™ (D, D) < pd§(D, D) < puj,

where the last inequality comes from the fact that D ~g D’. Since j depends on the
choice of D and D', it is sufficient to take p = max;e ) pi to cover all possible cases. [l

Moreover, this theorem leads to solving parallel for bounded GDP (which is actually
the only granularity for which GDP was defined until now):

Corollary 4.23. Let p be a k-partitioning function of Example 4.5. For all i € [k],
let M;: D — D(©;) be mutually independent bounded p;-Gprivacy mechanisms that are
pi-dependent. Then mechanism M = (M, ..., My)ina with domain D is bounded p-GDP

with = Max; je(x]; i#j \//‘127%2
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Proof. From Theorem 4.15, it is equivalent to see that M is bounded pu-GDP (u =
MAaX; je[k]; i) NGRS ,u]z), i.e., that for all bounded-neighboring D, D’ € D,

T(M(D), M(D")) = Gy

Applying Theorem 4.18, we obtain that M is dp-Gprivate* with

dp(D, D") \lzlﬂd&p’ D, D)2,

=1

Now suppose D, D’ € D are bounded-neighboring. We know there exists z € D and
2’ € D' such that DAD’' = {x,2’}. Then, we have the following possibilities:

(a) x,2’ € X} for a j € [k]. This implies that p;(D) = p;(D’) for all i # j.

(b) z € Xj and 2’ € A] for different j,I € [k]. This implies that p;(D) = p;(D’) for all
i 7 J, 1.

(c) z € X for j € [k] and 2’ ¢ A& for any [ € [k] (or vice-versa). This implies that
pi(D) = p;(D’) for all i # j.

(d) z,2" & X for any | € [k]. Then p;(D) = p;(D’) for all i € [k].

In the worst case scenario, there are at most two subindices 7,1 € [k] such that p;(D) =
pi(D’) for all i # j,1. For these subindices, dg’pj (D, D'),d5" (D, D') < d8(D,D’) < 1
since D and D’ are bounded-neighboring. Therefore,

dp(D, D" 2d5Pi(D, D2 < max 24 2=
( lelu DDV < max \fud+uf =p

for all bounded-neighboring D, D’ € D. In conclusion, M is bounded u-GDP since it is
dp-Gprivate*. O

Overall, this section shows that metric Gprivacy exhibits particularly favorable compo-
sition properties and yields novel insights in the parallel composition setting that had
not been previously identified.

Reciprocal Results

In this section, we elaborate on the reciprocal results of our theorems. Reciprocal results
do not help to design new composition strategies, however, similarly to our impossibility
results presented in Chapter 3, they allow the early detection of formal flaws and failures
when designing complex DP protocols.

To prove reciprocals, we first need to understand the post-processing properties of
metric privacy and metric Gprivacy, as they are the key tool in the following proofs.
Particularly, both dp-privacy and dp-Gprivacy, are robust to post-processing:
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Proposition 4.24 (Post-processing). The privacy notions of dp-privacy and dp-Gprivacy
are robust to post-processing.

Proof. We need to prove that if M: D — D(0) is dp-private, then go M: D — ¢(0) is
dp-private for all deterministic functions g: © — ¢(©); and analogously for dp-Gprivacy.
By construction do note that Range(g o M) = g(Range(M)) =: g(0).

For dp-privacy the proof follows directly from the fact that Pr[M(D) € S| =
Pr[g(M(D)) € ¢g(S)] for all measurable S C © and D € D.

Finally, from Lemma 2.9 in [38], we obtain the following inequality:

T(g(M(D)), g(M(D"))) = T(M(D), M(D")) = d(D, D").
This proves the result for dp-Gprivacy. O

Moreover, we obtain reciprocal results for the composition theorems for common
domain for any privacy notion B that is robust to post-processing. More precisely,
Theorem 4.10 has a reciprocal result.

Theorem 4.25 (Reciprocal to the IC theorem (common domain)). Let P be a privacy
notion that is robust to post-processing. For alli € [k], let M;: D — D(©;) be mutually
independent randomized mechanisms. Let M = (M, ..., My)ina be a mechanism that
satisfies B. Then M; must satisfy B for alli € [k].

Proof. Fix i € [k]. Consider the deterministic projection to the i¢th coordinate 7r;. In this
case, M; = m; o M. Since M satisfies 3 and ‘B is robust to post-processing, M; satisfies
B too. O

Even though it is not useful in constructing new mechanisms, this result makes it clear
that we cannot obtain a 8 mechanism by independently composing mechanisms that do
not satisfy B3, and can serve as a first check to ensure whether a mechanism satisfies 3
or not. For instance, Example 2.16 fails because M; = M7 o f; do not satisfy . Also,
for the adaptive case, we have the following result:

Theorem 4.26 (“Reciprocal” to the AC theorem (common domain)). Let P be a
privacy notion that is robust to post-processing. Let M;: ©; x D — D(0;) for i € [k] be
randomized mechanisms. Let M = (My,..., My) be a mechanism satisfying P. Recall
that by definition M(D) = (N1(D), ..., Ni(D)) for all D € D, where N;(D) are defined
recursively as N;(D) = M;(N;—1(D),...,N1(D), D) fori € [k]. Then N; must satisfy B
for all i € [k].

Proof. Fix i € [k]. Consider the deterministic projection to the ith coordinate ;. In this
case, N; = m; o M. Since M satisfies 3 and B is robust to post-processing, N; satisfies
B too. O

Note that this result tells us that all A; satisfy B, but this is not the exact reciprocal

of Theorem 4.10. Given the same hypotheses, it is not necessarily true that M;(©;, )
satisfy B for all 6; € ;.
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Furthermore, no result for M7 can be generally stated, since the reciprocal of the
pre-processing property is not generally true. For example, in Remark A.4, we provide a
case where M o f; is LDP while M is not.

4.6. Conclusions

In this chapter, we study the composability properties of DP under more interpretable
extensions, namely metric privacy and GDP. Metric privacy generalizes DP by allowing
arbitrary granularities and data domains, enabling a finer understanding of which in-
formation is protected when adapting DP to complex data types such as graphs. We
further focus on Gaussian DP—and our novel extension, metric Gaussian privacy—which
provides a more interpretable framework for parameter selection once the underlying
metric or granularity is specified.

We show that composability can be defined independently of the neighborhood defi-
nition. Our results can be used to directly obtain specific composition rules when new
granularity notions (or metrics) are proposed over any desired data domain and even
under mixed privacy requirements, which was not previously defined.

Our main contribution is a unified composition framework, together with the cor-
responding results Theorems 4.1 and 4.16, which reduces privacy loss analysis to the
interaction between metrics and preprocessing functions (i.e., their sensitivities). This
perspective removes the need to distinguish between sequential and parallel composition:
composition becomes a modular operation determined solely by the metric and the
preprocessing, and applies uniformly across domains and levels of granularity. Under
the lens of metric privacy, both sequential and parallel composition reduce to summing
the metrics induced by the preprocessing, yielding tight privacy loss estimates without
additional case distinctions.

Beyond providing a unifying framework that facilitates the computation of the final
privacy guarantee, our theorems yield tighter bounds than those previously reported
in the literature when the effect of preprocessing is taken into account, including inter-
mediate settings between sequential and parallel composition. Particularly, we derive
necessary conditions to obtain parallel composition bounds in arbitrary data domains
and granularities.

Furthermore, we extend our results to GDP, extending the interpretability of GDP
to composition settings while offering tighter privacy estimates. Particularly, we show
that the parallel composition metric bound can be improved in dp-Gprivacy, providing a
better result than the maximum privacy loss as expected from the DP original setting.

Finally, we discuss reciprocal versions of the composition, which can be used to check
when a mechanism fails to guarantee DP, hence avoid common pitfalls in the literature
as previously exposed in Chapter 3.
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5. Understanding Disclosure Risk
in Differential Privacy

This chapter is based on the contributions:

¢ Patricia Guerra-Balboa, Annika Sauer, Héber Arcolezi, and Thorsten Strufe. “Under-
standing Disclosure Risk in Differential Privacy with Applications to Noise Calibration
and Auditing”. In: Proceedings of the VLDB, 2026. DOI: 10.14778/3801059.3801069

e Patricia Guerra-Balboa, Annika Sauer, and Thorsten Strufe. “Analysis and Measure-
ment of Attack Resilience of Differential Privacy”. In: ACM Workshop on Privacy in the
Electronic Society (WPES), 2024, DOI: 10.1145/3689943.3695046.

As we discussed in Sections 2.3 and 3.5, despite the solid theoretical foundation of
DP, a central practical question remains: How do these formal parameters, especially ¢,
translate into concrete protection against real-world attacks? [128] This question is critical
for calibrating e: if set too high, sensitive information may be exposed; if too low, utility
is unnecessarily compromised. Furthermore, understanding this relationship is essential
for DP auditing, which seeks to empirically estimate privacy [134], evaluate the tightness
of DP mechanisms [60], and identify implementation errors [135]. The significance of DP
auditing extends beyond identifying deliberate misbehavior—for instance, organizations
that falsely claim to protect user data with DP—by also revealing unintended errors and
design oversights, which are prevalent in practice, as evidenced by our trajectory privacy
survey presented in Chapter 3.

Motivated by its applications in noise calibration and auditing, there is growing interest
in the data management community in risk assessment for DP mechanisms [56], [136],
[137], [138]. As discussed in Section 2.1, the definition of DP aims to make the scenario
in which a particular target record is included in a dataset indistinguishable from the
scenario in which it is replaced by another record. This establishes a direct connection
between DP parameters and membership inference attacks (MIAs), whose objective is
precisely to infer whether a target record participated in the dataset. Consequently,
significant progress has been made in linking DP guarantees to the risk of MIAs. [33],
[54], [56], [59], even enabling direct noise calibration for desired MIA risk levels [139)]
without explicitly choosing €. However, MIAs capture only one aspect of privacy risk
and may be less relevant in real use-cases as discussed in Section 3.2. In particular,
attribute inference attacks (AIAs) [54], which can expose sensitive information even when
membership is public [39], remain less understood. Recently, data reconstruction attacks
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(DRASs) [39] were proposed as a unifying framework subsuming both MIAs and AIAs,
while also accounting for partial or imperfect reconstruction, e.g., revealing a car’s license
plate may suffice to compromise privacy even if the background image is inaccurate.

Balle et al. [39] introduced the first metric for DRAs, reconstruction robustness (ReRo),
providing a pioneering unified view of DP attack resilience. ReRo was foundational,
but has limitations as a comprehensive adversarial metric. First, ReRo and existing
bounds [39], [62] assume attackers have no target-specific auxiliary knowledge, ignoring
partial information such as demographic attributes or social media data—information
that real-world attacks often exploit [9], [10], [72]. Second, ReRo is defined as a suc-
cess probability; therefore, it considers an attack successful whenever the adversary
correctly reconstructs the target, regardless of the role played by the data release in
that success. For instance, an adversary may guess correctly based solely on public
knowledge, independently of the dataset. Such a success does not constitute a privacy
risk derived from participating in a data release, since it would have occurred even
without participating. Nevertheless, ReRo would still count this as a privacy breach.
As a consequence, this notion may penalize mechanisms for revealing global statistical
information—which is, in fact, the primary goal of data release—and may incorrectly
interpret success achieved through statistical imputation as participation risk [23], [140].
This incorrect assessment can lead to unnecessary utility loss when ReRo is used for
noise calibration, as to compensate for this perceived risk we may add excessive noise,
even though the actual privacy risk does not warrant such degradation.

Given these theoretical limitations, this thesis aims to empirically investigate the impact
of potentially misleading ReRo assessments in realistic attack scenarios and to develop
more precise metrics and bounds. In particular, we seek to establish a connection between
DP and an attack metric that is sufficiently general to encompass data reconstruction
attacks (DRA), while accurately measuring participation risk. A suitable metric should
account for auxiliary knowledge, as well as imputation and prior distribution effects,
thereby enabling a more principled and precise calibration of the privacy parameters.

Moreover, to better understand the attack-mitigation properties of DP and enable
noise injection calibrated to a participant’s true risk of information disclosure, we aim to
establish bounds that connect DP mechanisms and their privacy parameters directly to
the mitigation of real attacks. Specifically, we focus on providing: (i) a worst-case bound
that is independent of the attacker’s auxiliary knowledge, and (ii) an auxiliary-dependent
bound enabling tighter analysis when the attacker’s auxiliary information is known.

For the application of DP attack-mitigation bounds in noise calibration and auditing,
the tightness of the bounds is crucial. Overestimating the risk can lead to unnecessary
noise injection and inaccurate parameter estimation. To assess tightness, we construct
and prove the optimal attack strategy for any reconstruction goal, auxiliary knowledge,
and mechanism. This strategy also serves as a practical tool for DP auditing.

Moreover, to address several practical scenarios and broaden the applicability of our
results, we aim to consider a wide spectrum of attackers and assumptions. In particular,
we seek to derive bounds that are as tight as possible in fully white-box settings, where
the attacker’s knowledge and the DP mechanism is fully known. Additionally, we provide
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fallback bounds for cases where full access to the mechanism is not available, hence the
risk must be bounded solely according to the mechanism’s privacy parameters.

Overall, this chapter aims to advance the understanding of how DP mitigates attacks
in realistic scenarios. In particular, we investigate the extent to which mechanisms with
the same € can result in markedly different levels of adversarial advantage, highlighting
that € alone does not fully capture the effective privacy risk.

Finally, we investigate the applications of DP bounds for attack mitigation in both
noise calibration and DP auditing. We analyze whether these bounds can reduce the noise
required compared to existing ReRo-based methods and validate these improvements
through extensive experimental evaluation. In particular, we aim to obtain a universally
tight bound that implies an optimal calibration method: for a given mechanism, no
greater utility can be achieved for a specified risk threshold than when using our bound.
We further study how optimal attacks and bounds can enhance existing DP auditing
frameworks [40], [41] by capturing all reconstruction risks and providing more accurate
and actionable privacy assessments. Specifically, our goal is to obtain precise estimates
and a data-agnostic method that does not require expending resources to first identify
the worst-case pair of datasets.

Summarizing, this chapter focuses on addressing the following questions:

¢ Does ReRo and their bounds adequately capture reconstruction success arising
from imputation and target-specific auxiliary knowledge in real scenarios?

e Can we define a consistent and unified reconstruction risk metric that naturally
incorporates auxiliary knowledge?

e How do DP mechanisms limit attack performance for different attacker assumptions?

e What is the optimal attack strategy for any given reconstruction objective, mecha-
nism, and prior distribution, and can its optimality be formally proven?

o Can we develop an auditing framework providing broader threat analysis, scalability
and more accurate privacy budget estimation than existing auditing techniques?

Following the discussion in Section 2.3, we focus our analysis on bounded DP and
consider, for any target record z, an informed adversary [39]. In this chapter, we operate
under the independence assumption and adopt the most general DRA framework to
provide a unified perspective on the attack pipeline.

5.1. Review of the Related Work

In this section, we review the relevant previous work on measuring the effective attack
resilience of DP mechanisms for calibration and auditing, discussing novel insights and
gaps that motivate our work.

87



5. Understanding Disclosure Risk in Differential Privacy

Attack-based DP noise calibration. Several recent studies [56], [139], [141] demon-
strate that calibrating DP noise based on resilience to specific attacks can significantly
improve utility. Such approaches, however, primarily target MIAs, which leads to unnec-
essary utility degradation without offering meaningful privacy benefits when membership
is public or considered non-sensitive [39].

Beyond MIAs, privacy concerns often involve AIA, where the adversary aims to infer
sensitive attributes of individuals from released data [142], [143]. A common metric for
evaluating such attacks is the attribute advantage [54]. Existing works that provide
theoretical bounds for AIAs either analyze specific attack strategies [54] or adopt more
general DRA frameworks [39], [57]. Within the latter, the notion of ReRo has emerged
as the metric for measuring the risk of DRAs, under which attribute inference can be
modeled as a special case [39]. Moreover, Balle et al.[39] and Hayes et al.[62] provide novel
bounds relating DP parameters and ReRo enabling ReRo-based DP noise calibration.

A note on limitations of ReRo. Balle et al.’s work introducing ReRo and establishing
its connection to DP was pioneering, as it provided a tangible risk assessment framework
for DRAs under DP. Moreover, it broadened the perspective of the community by
highlighting that privacy risks extend MIAs. While ReRo is appropriate in settings
where we can confidently assume that the adversary’s reconstruction capability derives
entirely from the record participation, extending it to more general scenarios introduces
significant limitations.

A general-purpose risk metric would be expected to cover all relevant attack scenarios.
However, ReRo bounds do not formally account for the impact of target-specific auxiliary
knowledge, hence excluding MIAs, ATAs and targeted DRAs as introduced in Section 2.3.
Formally, the attack A considered in the original ReRo model [39] (see Definition 2.18 for
details), only has access to the mechanism output M(D), i.e., A: © — D(X), implying
that Pr(A(M(D),a(x)) € S) = Pr(A(M(D),a(z’)) € S) for any pair of possible targets
x,x’ and output set S. Under this assumption, the attacker A cannot adapt its strategy
to a specific target x. This choice is reasonable for attacks that attempt to reconstruct
a record without relying on auxiliary knowledge, such as the trajectory reconstruction
studies discussed in Section 3.2. However, it fundamentally prevents assessing the risk
of MIA and AIA, as they use full or partial knowledge of some target records. This is
a relevant limitation since most real-world privacy attacks historically exploit publicly
available information about the target [9], [10], [11]. Moreover, we show in Section 5.2
that several attacks leverage target-specific auxiliary knowledge, and their success highly
depends on it.

All formal bounds connecting ReRo and DP were proven under this restrictive exclu-
sion. The requirement that the attack depends only on M(D), ignoring target-specific
information, is critical to establishing both Equations (2.3) and (2.6). This is not merely
a theoretical limitation: we show in Section 5.5 that these bounds do not hold for attacks
that exploit target-specific knowledge against well-known mechanisms such as DP-SGD.

A direct extension of ReRo to targeted attacks A(f, a(z)) may also lead to problematic
assessments: Not only do the original bounds no longer hold, but the metric also collapses
to a substantial overestimation of risk due to imputation and background knowledge.
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For instance, the trivial MIA, A(6,z) = x, has success probability 1, which ReRo would
interpret as a catastrophic privacy risk, even though no actual leakage occurs. This is
not a negligible edge case; it has caused misleading overestimation of risk in black-box
attacks on classification models [58], where much of the reported success arose from data
imputation rather than exploiting the mechanism’s output. Such overestimation obscures
the true leakage and can lead to unnecessary utility loss when ReRo is used to calibrate
noise in DP.

Even under the original assumption that the attacker has no target-specific knowledge,
ReRo still overestimates risk, as we discussed in our preliminary work [57]. The mechanism
output M(D) inherently reveals distributional information and population-level statistics,
which are the primary goals of any learning process. This information can be used to
perform imputation and infer attributes of individual records—even those not in D—with
high accuracy, particularly when strong correlations exist (e.g., smoking correlating with
cancer). In this case, the apparent attack success is driven by statistical inference rather
than actual privacy violations, a phenomenon often referred to as a privacy fallacy [15],
[23]. Indeed, several works establish that it is impossible to simultaneously provide utility
and eliminate absolute information gain [15], [23].

We conclude that, while foundational, ReRo may be misleading as a general-purpose
attack resilience metric, as it overlooks key statistical phenomena that distort privacy
risk assessment, such as data imputation and targeted attacks. Both cases are very
common and have an impact in practice (see Section 5.5), motivating the need for a novel
framework to more accurately assess the risk of DP mechanisms with respect to attacks.

DP auditing. DP auditing [144] seeks to demonstrate tight estimates of the privacy
budget, discover implementation flaws, and estimate empirical privacy. However, auditing
in practice remains a significant challenge. For instance, implementation bugs or design
flaws can severely degrade privacy guarantees in ways that are not immediately obvious.
To address this, black-box discovery methods such as DP-Sniper [42] and Eureka [43]
have been developed to detect DP violations by training classifiers to distinguish between
mechanism outputs from “worst-case” neighboring inputs. However, DP-Sniper and its
predecessor Eureka were both designed for continuous or low-dimensional mechanisms
such as Laplace, Geometric, and Sparse Vector. Their methodology fundamentally relies
on training machine-learning classifiers to distinguish between outputs of a mechanism
under two adjacent inputs. This methodology implicitly assumes that the mechanism’s
output distribution lies in a low-dimensional, learnable representation. In contrast, in
frequency-oracle protocols for categorical domains (e.g., GRR, SS, OUE), the input space
has size k (often dozens, hundreds, or thousands of categories). For such mechanisms, the
output distributions are not low-dimensional vectors but discrete randomized encodings
whose structure is combinatorial rather than continuous [136]. Consequently, the learned
classifiers fail to scale as the domain dimension grows.

Beyond identifying bugs, existing empirical privacy auditing approaches primarily
focus on MIAs [56], [134], [145], [146], which limits their ability to detect broader forms
of privacy leakage. Some auditing techniques extend beyond MIAs to consider AIAs,
but these are restricted to specific contexts—such as Label DP [147] or synthetic data
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generation [148]. In the LDP setting, the state-of-the-art framework LDP AUDITOR [41]
relies specifically on perfect reconstruction without target-specific auxiliary knowledge
for auditing.

Summarizing, despite its practical importance, no existing auditing framework incor-
porates auxiliary information or supports a DRA-based analysis and enables systematic
evaluation across diverse DP mechanisms. This gap motivates the development of a
general auditing methodology designed to capture realistic adversaries and to quantify
broader classes of privacy risks.

5.2. Reconstruction Advantage

In this section, we introduce reconstruction advantage (RAD) as a novel, unifying metric
for adversarial risk assessment. We first establish a worst-case bound on RAD that holds
for any mechanism, data distribution, and auxiliary knowledge, ensuring robustness when
the attacker’s prior knowledge is unknown. We then refine this result by deriving a
tighter bound under known auxiliary knowledge and prove its tightness by constructing
the corresponding optimal attack that achieves it. Together, these results provide a
noise calibration method to optimize utility for a given risk. We empirically validate the
practical tightness of our bounds in Section 5.5.

In order to address ReRo’s lack of accounting for the impact of target-specific auxiliary
knowledge, we explicitly incorporate this concept into RAD. Formally, each record x € X
may be associated with target-specific auxiliary information a(z) € auz. The auxiliary
information can take different forms. For instance, in the classical AIA setting, where
records are pairs z = (z,y), one may define a(z) = z and attempt to infer y. Alternatively,
in the image reconstruction setting, the target may be the full record x, while a(x) could
correspond to a label such as “image of a person” or “image of an animal”. The only
structural assumption we impose is that the type of auxiliary information is consistent
across all records: if a(x) corresponds to a set of pixels, then for any other record 2/, a(z’)
must also be a set of pixels (and not, for example, a semantic label). Having established
this formalization, we are now in a position to introduce our metric.

Definition 5.1 (7-RAD). Let 7 be a prior over X, £: X x X — R>( an error function, and
a(x) € aux the target-specific auxiliary information for each x € X. Given a mechanism
M : X" — D(O), any dataset D_ € X"~ and any adversary A : © x auz — D(X) we
define the n-reconstruction advantage, n-RAD, as

FRAD = Pr o [((X1, A(6,a(X1)) <7l — _ Pr [6(X3, A(0a(X))) < 7).
1~ 0,81~
0~M(Dx,) 0~M(Dx,)

RAD explicitly accounts for target-specific auxiliary knowledge, providing a gen-
eralization of the membership and attribute advantages to arbitrary reconstruction
attacks. Importantly, RAD outputs values between —1 and (1 — k) < 1 where
kr = Prx x.[X = X'], i.e., the probability of resampling from the distribution ,
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analogously to membership and attribute advantage (see Section 3.2). Intuitively, this
reflects the fact that if dataset members are drawn from a finite universe, when we ran-
domly sample a record from the universe to simulate non-members, there is a probability,
K, that it coincides with the record of the actual participant.

Intuitively, RAD measures the increase in the attacker’s success probability that arises
solely from the target’s participation in the private learning process. In this way, RAD
avoids the overestimation of risk that is inherent in ReRo. If RAD < 0, participation
carries no risk, since the attacker’s probability of correctly reconstructing the record is
no greater than if the individual had not participated. Larger values of RAD indicate
higher participation risk. In the extreme case where RAD = 1 — k., participation entails
absolute risk: the attacker always succeeds in reconstructing the participant’s record,
while no sensitive information can be reconstructed from non-participants.

Previous bounds for ReRo assume that DRAs perform equally for every target. This
assumption holds when the adversary has no target-specific auxiliary knowledge (auz =
{@}), but breaks once auz is available: for instance, knowing that a target’s surname
is “Smith” might give less information than knowing that it is “Sainthorpe-Burton”, as
the latter is less frequent and hence carries more information. Such differences are not
captured by ReRo, nor reflected in the proofs of the corresponding bounds [39], [57].
Hence, we provide the first theoretical bound that explicitly accounts for auz and covers
any possible attack from MIAs to the most general DRAs:

Theorem 5.2 ((¢,0)-DP implies n-RAD). Let w,,n > 0 as in Def. 5.1, and kr =
Pry x/wr[X = X']. If a mechanism M: X™ — D(O) satisfies (¢,0)-DP, then for any
attack A: © x aux — D(X), and database D_ we have

e _
D-RAD < TV(M)(1 — k) < & 120

- ef+1 (1= Fn).

Proof. We use [ f(x)du(z) as unified notation that represents either a sum (if u is the
counting measure) or an integral (if u is the Lebesgue measure), aggregating both the
discrete and continuous case in one single notation.

First, note that for every x € X and target-specific knowledge a(x), any attack admits
the representation A(M(D),a(z)) = Az(M(D)), verifying

pa,(s | D) =pa(s|a(x), D) = /@pm(H | D) pa(s | 0,a(x))du(d).
Note that the attack outputs values in X. Therefore,

TV(A:(D), Ax(D')) i= sup | Pr(Au(D) € ) = Pr(As(D') € 5)|

= %/X(m(s | M(D),a(z)) — pa(s | M(Dl),a(a?))‘d,u(s) (5.1)
=4[] [ pals 16.0(0) (paa(8 | D) = paa(8 | D)) du(®) | an(s)

<4 [ [ pals]0.0@) [pwa(6 | D) = pa(0 | D) du®) [ au(s)  (5:2)
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= %/9 lpm(0 | D) —pm(0 | D) dM(Q)/XpA(S | 0,a(x)) du(s)

=3 [ Ipaa(® 1 D) = paa0] D] dp(6)
=TV(M(D),M(D")), (5.3)

where Equation (5.1) follows from [81, Proposition 4.2, p. 48] and Equation (5.2) from
Minkowski’s inequality.
Moreover, given any success set Sy(z) = {2’ € X': {(x,2’) < n}, and using the notation

AM(D),a(zx)) = Ay (M(D)), we have

Fr o X, A, a(X0))) <nl = Pr [Ax, (Dxo) € S(X1)]-
6~M(Dx,)

Hence, applying Equation (5.3) and Definition 2.24 to RAD Definition 5.1 we obtain:

RAD = Pr [Ax,(Dx,) € 8,(X1)] = _Pr_[Ax,(Dx,) € 5,(X1)]

1~ Xo,X1~m

— E_| P [Ax(Dx) € 5,050 - Pr

(A, (Dx,) € 5,(X)]|

= B [Lpxeex( PriAx, (Dx,) € 8,(X1)] - Pr[Ax, (Dx,) € 5,(X1)])]

 Xo, X1~

< TV(M) XO ;%NW [1{X0¢X1}] :

The result follows from the fact that Ex, x,~r [1{ Xo# X1}] = 1- 3,72 for discrete
variables and 1 for continuous ones. Finally, Equation (2.5) completes the proof. O

Note that in the discrete case, kr = >, 72, which is maximized when 7 is uniform
over two possible records ( e.g., m = U{Xp, X1}). In the continuous case, the resampling
probability is, by definition, zero. Consequently, the result simplifies to n-RAD < TV(M),
unaffected by the prior distribution.

Theorem 5.2 is the first bound for RAD under the strongest threat model, where the
attacker may leverage auxiliary knowledge. Particularly, this results states that if the
mechanism is fully known, we can determine the attack mitigation it provides by its total
variation. When only the DP parameters € and § are available, the bound quantifies
how each parameter contributes to the attacker’s advantage. Consequently, this theorem
serves as a key tool for DP noise calibration, improving on ReRo by encompassing a
broader spectrum of potential attackers.

Moreover, Theorem 5.2 allows upper bounding RAD under composition. As we
discussed in Section 2.3.1.1, given TV(M;) = A, the T-adaptive composition satisfies
TV(M) < (1 —(1—A)T). Hence, n-RAD < (1 — (1 — A)T)(1 — k).

Theorem 5.2 does not depend on the attacker’s auxiliary knowledge. Therefore, the
same bound holds whether the attacker has no auxiliary information (auz = {@}) or
complete knowledge of the record (a(x) = ), since the result is derived in a worst-case
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manner. However, when the attacker’s goal is to reconstruct an entire record (as in DRA)
or infer parts of it (as in AIA), it is unreasonable to assume that the attacker already
knows the full record (a(z) = x)—as assumed for MIA. Therefore, we next provide a
tighter bound that explicitly incorporates the target-specific auxiliary knowledge.

In order to simultaneously cover continuous and discrete distributions, we use the
Lebesgue—Stieltjes formulation (following the same strategy as in Chapter 4). That is,
we state the theorem with respect to the prior probability measure P on X and let p be
a reference measure (i.e., the counting measure in the discrete case, and the Lebesgue
measure in the continuous case). If P is absolutely continuous with respect to u and

™= % is the Radon—-Nikodym derivative, then for every measurable set B C A we have:

mmzéwzém@@,

which reduces to P(B) = > ,cpm, in the discrete case, and P(B) = [, dx in the
continuous case. Similarly, the randomize mechanism M generates a probability distri-
bution,

PHUM(D) € 8] = [ dPup) = [ paa(®] D) du(o).

Given the established notation, we state the following result, which provides an upper
bound on the RAD of any attacker with prior distribution P and auxiliary-information
function a : X — aux, which maps each target x to the auxiliary knowledge a(z) available
to the attacker.

Theorem 5.3. Given M: X" — D(0O), P the prior probability measure on X and
a: X — aux measurable, then for any attack A: © x aux — D(X), we have

O Jauzx ToEX

n-RAD < / max (/Sz(xg)w(ﬁ,x) dPZ(x)> dv(z)du(0),

where w(z,0) = pp(0 | 7) — pr(0), Si(zg) = {u+ alx) = 2 A b(zg,7) < n}, v(2) =
PoaY(2) and P, the disintegration theorem measure. Additionally, p denotes the
counting (or Lebesgue) measure in the discrete (or continuous) case. The discrete case

0c® zcaux Yz,xg)<n

a(z)=z
by direct application of Remark 2.29.

Proof. Following the notation introduced in Theorem 5.2, we consider A(M(D),a(x)) =
Ay (M(D)). Moreover, denoting Pr[A(0, z) € S] = Pry[S | 0,z], for any z € aux and
0 € 0,

P;lr[S | 6,z] = /S dPag,z) = /SpA(x | 6,2)du(z) = /X Lzesypa(s | 0,z)du(z), (5.4)
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for p the reference measure as previously defined. First, we rewrite RAD definition as

RAD = Pr [Ax,(Dx,) € S)(X0] = | Pr[Ax,(Dx,) € Sy(X0)

= E_[Pr [Ax(Dx) € 8,(X1)] = Pr [Ax,(Dx,) € 8,(X1)]

Xo~m LX~m X~
= W E .. [1x02x0) ( PrlAx, (Dxy) € S,(X1)] = PrfAx, (Dxq) € S,(X1)])]
= B [t / Pr (S,(X1) | 0,a(X1)) (pm(0| Dx,) = pm(9 | Dx,)) du(0)]

= X1~7r / Pr (S,(X1) | 0,a(X1)) 0~7r [1{X0¢X1}(p/\/1(9 | Dx,) — pm(0 | DXO))] du(ﬁ)}
= / Pr (S,(X1) | 0,a(X1))
) (PM(9 | Dx,) (IEJN[].{XO;éXl}] - X}F‘w[l{Xo;«éxl}PM(Q \ DXO)]> du(g)}

E_[ [ Pr(5,00) [ 6.00) (paal8] Dx) = paa(8)) du(0) (5.5)
w(X1,0)

//Pr (1) | 0, a(21)) w(x1,0) du(6) dP(x),

where Equation (5.5) follows trivially for the continuous case, since E x,~r [1 (Xo# X1}] =1,
and for the discrete one, since

pm(0 | DXl)X(I)ENTr {1{X0¢X1}] - XEENW [1{X075X1}p/\/1(9 | DXO)]
=pm(0 | Dx,)(1 —m) — B [pm (0| Dx,)] +pm(0 | Dx,)m

=pm(0 | Dx,) — prm().

Moreover, for all records, z1,z2, with the same auxiliary knowledge, i.e., a(z1) =
a(z2) = z, and for any fixed output 6, we have that

Pr(Sy(w1) | 6,a(e1)) = Pr(Sy(a1) | 6, a(w2)) = Pr(S, (1) | 6,)

Hence, given a=1(z) = {z: a(x) = z} for all z € auz, and v(z) = P o a~!(z), applying
disintegration theorem (Cf. Theorem 2.28) there exists a unique measure P, such that

+RAD = | / P(S)(@) | a(z),0) w(z,0) dp(6) AP(z)
/ /aux /a_l(z x) | z,0)w(x,0) dP,(z)dv(z) du(f)

Combining the previous equation with Equation (5.4) we obtain

RAD = //m /a_l(z (/ Lio(e,5)<ny PA(T | 2,0) dpu(Z )> w(z,0) dP.(z) dv(z) du(6)
_/ /m/ pa@ | 29) / 1{f($x)<n}w(x 0) dP.(x) du(z) dv(z) dp(0)
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< L fpaG 0 may [ S sz v 0) AP-() du() du(=) du(o)

rogeX

=/ max /al(z) Ltewg)<myw(®, 0) dP;(z) (/XPA(i’ | 2,6) du(@) dv(z) du(6)

O Jaux To€EX

= ,0)dP,(x)d du(6
/@ auxg;g}(/a1(z)ﬂ{xzé(x,a:9)§77}w(x ) (x) V(Z) M()

/ max / w(z,0) dP,(x)dv(z) du(f)
© S (wo)

aux ToEX
where S (zg) = {x: a(x) = 2 AMl(zg,x) < n}. O

Theorem 5.3 bounds RAD when the specific mechanism, M, and auxiliary knowledge,
aux, are known. At the same time, it becomes more precise than our worst-case
bound Theorem 5.2, as we illustrate in Figure 5.1. Moreover, although this bound is
inherently complex due to its generality, it admits simpler characterizations for commonly
studied threat models—such as MIAs and DRAs where no target-specific auxiliary
knowledge is assumed.

In particular, in an MIA, where the attacker has full-knowledge about the record
and just seek to infer participation (i.e. a(x) = x for all records), then aux = X, the
push-forward metric simplifies to v(z) = Poa~!(2) = P(z), and

P.(X\a"!(2)) = P:(X\{z}) = 0= Po({2}) = L{o—sy = 62(2).
Therefore satisfying that, for any measurable set B C X' (= aux),
/ P.(B)dv(z) = / 1.cpy dP(2) = P(B).

Then, according to the disintegration theorem (see Chapter 2), v(z) = P(z), and
P, = §,. Moreover, since a is the identity function,

{z} i l(z,29) <,
o)} otherwise.

Si(wg) = {z: a(z) = 2 ANM(z,29) <N} = {

Hence, applying our Theorem 5.3,

n-RAD g/ max/ w(z, ) dP,(z)dv(z) du(8) (5.6)
O Jaux T9EX JSz(zg)
-] B |, Metzo (6, ) d6:(2) AP(2) Au(6) (5.7)
aua} xo’Z <T]
_ / / mgx w6, 2) dP(2) du(6), (5.8)
au:vegcg’
-/ uw@mw@w@, (5.9)
O J{z: w(6,2)>0}
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since z € X, argmax,, = Sy(z) if w(f,z) > 0 and argmax,, = &X\S,(z) otherwise,
avoiding negative values. For discrete variable previous formula simplifies to

n—RADﬁZ Z w(f, z)my. (5.10)

fc® acX
w(f,x)>0

We can consider the other extreme, when auxr = {@}. Here, @ is treated as the
single element in aux. To avoid confusion with properties of the empty set, we instead
denote auxr = {a}, meaning that the auxiliary function is constant for every user, i.e.,
a~!(a) = X. In this case, there is no target-specific auxiliary knowledge.

Consequently, v(a) = P(a"!(a)) = P(X) = 1. Hence, v is the Dirac measure d,. The
first condition defining P, according to Theorem 2.28 is

P (X\a " (a)) = Pu(X\X) = P,(@) =0,

which is satisfied by any measure by definition. Hence, we look to the second defining
condition, for any measurable set B C X

P(B) = ( }Pa(B) d5a(a) = Pa(B)v (5'11)

hence, P, = P, obtaining:

n-RAD < / max (/Sa(mg) w(f, x) dPZ(az)> dv(z) du(9)

O Jaux TeEX

N /@ {a} Toex </S%($9) w(t, ) dPa(Z)> dda(2) du(6)
~ Jowsex </S%(x9) w(f, z) dP(x)> dp(0)

- 0,2)m, d du(6).
[ may (/Smw( ) u(-’L‘)) ()

Note that, Sp(zg) = {z € a~Ya): Uz, 2) < n} = {z € X: l(xg,2) < n} = Sy(zp).
Particularly, it simplifies for the discrete case to:

n-RAD < Z max Z w(f, )Ty (5.12)
90 Y a2y <n

Moreover, if n = 0 (perfect reconstruction), such as any AIA setting and the original
ReRo setting [62]), Theorem 5.3 formula simplifies to:

0-RAD < Z Z I(nax w(z, 0)m, (5.13)
0cO z€aux ( 9)>0

Importantly, 0-RAD is consistently zero for continuous random variables by definition.
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1.0

0.8
== Gaussian Th. 5.2
0.6 — Laplace Th. 5.2
2 —= OUETh.5.2
g 0.4 —— Gaussian Th. 5.3
Laplace Th. 5.3
02 —— OUETh.5.3
0.0

0 2 4 6 8 10
Privacy budget

Figure 5.1.: Theorem 5.3 bound for different DP mechanisms with |X| = 11, auz = {&}
and a uniform prior. Importantly, for the same ¢, each mechanism offers
different levels of attack mitigation, highlighting the need for RAD analysis
as a complementary tool to traditional privacy parameters. Moreover, in all
cases, we observe that the bound in Theorem 5.3 improves upon Theorem 5.2.

Finally, given |X'| = m and aux = {@}, previous equation admits the simplification
-RAD < P ilxi)—P i i .14
0-R _ZZI(Mr(@\x) Mr(@)>7r (5.14)

where ©1 = {0 € ©: z; € argmax; w(0,z;)7;} and for every i > 1, ©;41 is recursively
defined as

7
Oiy1 = {0 € ©: zi41 € argmaxw (0, z;)m;}\ U O. (5.15)
J k=1

We illustrate the benefits of Theorem 5.3 for relevant DP mechanisms through the

following examples and visualizations in Figures 5.1 and 5.6. To compute the RAD

bounds for each mechanism, we directly apply the formula from Theorem 5.3 to the

corresponding mechanism distribution. The full computational details are provided
in Section A.3.

Example 5.4. The generalized randomized response mechanism (GRR) [149] is an LDP
mechanism that outputs the true record x; with probability p = e/(e® + m — 1) and any
other record x¢ # x1 with probability ¢ = (e +m — 1)~L. Since, p > ¢ for all € > 0,

p—a)1—m) ifz=0

5.16
q—p)Te otherwise, (5.16)

w(f,z) = {

and w(x,0) > 0 iff x = 6. Hence, applying Theorem 5.3 for a(z) = x:

e —1

T (1= k) =TV — &)
ea+m—1(1 Kr) V(1 - kr)

n-RAD < 3 (p— ) (1 — mp)mp =
0
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5. Understanding Disclosure Risk in Differential Privacy

Hence, the advantage of an attacker only depends on the chosen ¢, the total universe
size |X| = m and the initial distribution. Particularly, given a maximum risk threshold
RAD< ~, we can choose ¢ following:

1+,ym71

11—k

_
1 11—k

e=1In

For instance, to guarantee RAD below 0.1 on binary queries (with uniform prior) the
user must set ¢ = In(1.5) ~ 0.405, while for the same RAD in a query with m = 100
possibilities must select € = In(12.2087) ~ 2.503.

Now if we consider a reconstructions attack without target-specific auxiliary knowledge,
i.e., aur = {&}, we obtain

RAD = 1— £ PrU(X,zg) <] ).
- < Zﬂeé(x? bl mm)n])

Hence, the advantage of such attacker is always less than one with full-knowledge.
However, it is not much worse, since for instance considering 7 = 0 and a uniform
distribution we get exactly the same formula.

Example 5.5. The optimal unary encoding (OUE) mechanism [150] maps each input
x € X to an m-dimensional one-hot binary vector and perturbs each bit independently.
For each position i € [m], the obfuscated vector 6 is sampled such that Pr[§; = 1] = 1/2 if
i=x,and Pr[f; =1] = ¢ = e5+1 otherwise. Denoting p = 1—g¢q, according to Theorem 5.3,
we obtain that, for a(z) = x:

~(1 = #x) = TV(OUE)(1 - k).

First, note that for the same attack and prior distribution, OUE provides a different
level of protection than GRR. In particular, while increasing € in GRR always increases
the attacker’s advantage—approaching 1 as ¢ — oco—in the case of OUE, the attacker’s
advantage is upper bounded by 0.5, regardless of how large € becomes. This illustrates
that € alone does not capture the full picture: mechanisms with the same ¢ can yield
markedly different levels of attack mitigation.

If we consider auz = {@}, then the bound becomes:

0RAD< (Z Mg (1 —m;) —qme szwz>
which in particular for 7 = U[m]:

O.RAD < 22— D(—p™) -1 (1 - ( ¢ ><m1>> .

2m(1 —p) 2m 1+e°

Note that when ¢ — oo previous bound converges to "2’— hence even if we keep

reducing the noise (increasing ), the attacker’s advantage is limited. We plot this bound
in Figure 5.1.
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5.2. Reconstruction Advantage

Example 5.6. In the subset selection mechanism (SS) [151] users report a subset

0 C X ={xy,...,z,} containing their true value z with probability p = we;jﬁ%, where

w = |f] = max (1, {#J ) The subset is completed by sampling uniformly from X"\ {z}.
According to Theorem 5.3 we obtain that for 7 = U[m]

m — w
0-RAD < 2 .

mw
Once again, we obtain a direct formula to calibrate the mechanism parameters (in this
case, p) to achieve a desired RAD. Furthermore, the protection offered by SS against
reconstruction attacks lies between that of GRR, which provides weaker protection, and

OUE, which provides stronger protection, as illustrated in Figure 5.7.

Example 5.7. The Laplace mechanism adds Laplace noise with scale b = Ag/e to the
query value ¢(D) € R [16]. If X = {z1,...,zp} is uniformly distributed and Ag =1
applying Theorem 5.3 we obtain

0-RAD < ™! (1-e 7).
m
First, we observe that the Laplace mechanism provides stronger protection against
reconstruction attacks than OUE for small values of €. For example, as shown in Figure 5.1,
for all £ € [0, 14] the Laplace mechanism achieves lower RAD than OUE on a data domain
with |X| = 11.

Moreover, we derive a direct calibration method for the Laplace mechanism. As
illustrated in Figure 5.2, calibrating € according to the maximum admissible risk using
our approach yields significantly higher accuracy compared to the state-of-the-art method
based on ReRo.

Example 5.8. The Gaussian mechanism adds Gaussian noise N(0, o) to the query value
q(D) € R [39]. Given ® the CDF of the standard normal distribution, if X = {z1,...,zn}
is uniformly distributed and Aq = 1, applying Theorem 5.3 we obtain

0-RAD < mﬂ: ! (2@(20(75_1)) - 1) .

We plot this bound in Figure 5.1 alongside the corresponding OUE and Laplace bounds
under the same attack model. The comparison shows that the Gaussian mechanism
provides substantially stronger protection against reconstruction attacks without auxiliary
knowledge—for a universe of size 11 and a uniform prior—than both OUE and Laplace.

These examples highlight both the practical applicability of Theorem 5.3 for estimating
reconstruction risk in real-world settings and the importance of conducting a dedicated
RAD analysis of DP mechanisms. First, as illustrated in Figure 5.1, mechanisms with
the same privacy parameters can provide substantially different levels of protection in
terms of risk mitigation. This observation underscores the need for resilience analysis
beyond the e-based criterion. Moreover, these examples demonstrate that Theorem 5.3
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10?2 - ReRo bound
= RAD bound Th.5.3

10!

Error a

100

1071

0.0 0.2 0.4 0.6 0.8
Accepted risk

Figure 5.2.: Upper bound on the Laplace mechanism query error (utility) at 95% confi-
dence when the noise is calibrated using ReRo vs. RAD. We see that for the
same risk estimation, calibrating with using RAD improves utility.

Algorithm 1: Optimal Attack
Input :0,nand a(z) =z
Output: 2
Compute a=1(2) = {z: a(z) = 2}
for 2’ € X do

L WE(a') = 3 w(, )7y

z€a~1(z): £(z,x")<n

Select € argmax,, W (z') (at random)

yields simple and explicit characterizations of the RAD for common DP mechanisms,
directly relating their noise parameters to the resulting level of risk mitigation.

Moreover, in Figure 5.1 we see the improvement when we target specific auxiliary
knowledge instead of using our worst-case bound (Theorem 5.2). Hence, Theorem 5.3
offers an improved noise calibration method to ensure protection against real attacks,
when the auxiliary knowledge is well defined. For instance, when the entire record is
considered private (auxr = {@}); alternatively, when a specific attribute y is deemed
sensitive, we consider all the remainder record public (we denote it as a(x) = z\y).

Importantly, we illustrate in Figure 5.2 the utility gain of noise calibration using our
RAD bounds compared to using the best existing ReRo bound [62], showing the benefit of
our bounds for system design. Specifically, we consider aux = {@}—allowing comparison
with [62]. We plot the upper bound on the Laplace mechanism’s query error that can
be guaranteed with 95% confidence, for |X| = 10 and A = 1, showing a substantial
improvement in utility enabled by our RAD-based calibration.

Crucially, Theorem 5.3 is universally tight: for any mechanism and auxiliary knowledge,
there exists an attack achieving the bound, so it cannot be further improved. We illustrate
this by explicitly constructing such an attack in Algorithm 1, proving the existence of an
optimal adversary for any auxiliary model.

The attack strategy is conceptually simple yet highly effective. We start with the case
of n =0, i.e., perfect reconstruction. In the fully informed setting—where the adversary
knows the entire target record (as in an informed MIA)—the optimal strategy is to
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5.2. Reconstruction Advantage

declare the target a member whenever the mechanism’s output provides any positive
evidence of participation, that is, whenever

w(l,x) =pm(8 | ) —pm(6) > 0.

Intuitively, if the observed output is more likely under the target record than under the
prior distribution, the adversary should infer membership. If there is more than one
candidate x sharing the same auxiliary knowledge, a(x) = z, (e.g., several users may shared
a common attribute) the attacker can not optimize for all at the same time, therefore
select & such that it maximizes the posterior weight w(f, z)7m,, as long as it provides
positive evidence. In the extreme case, when auzr = {@} (no auxiliary information),
the attacker cannot narrow the candidate set and so the optimal reconstruction selects
x* € argmax,cy w(z,0)n(z), i.e., any record that maximizes the posterior probability
given . When the attacker does not require exact reconstruction but is satisfied with
producing a candidate within a controlled error 7 of the true record, the optimal strategy
retains a similar structure. However, rather than comparing records based on the posterior
probability of a single output, the analysis evaluates the posterior mass of their associated
success sets. The attacker then selects the record & whose success set S, (Z) attains the
largest posterior probability given the observed output.

This result is particularly relevant, as it implies that, for a given risk tolerance, the
utility of a mechanism cannot exceed what our method achieves; in other words, our
approach yields optimal noise calibration.

Corollary 5.9 (Attack Optimality). Given the conditions as in Theorem 5.3, Algorithm 1
achieves the highest attainable n-RAD.

Proof. Following Algorithm 1, given 6, z, the attack always select (at random) an output
from the set:

S§ = arg max w(z1,0) dPy(z1). (5.17)

TEX /{111 a=H(2)A(Z,21)<n}
Hence, the attack A verifies

1
Ij’qr(A(G,z) €Sy =1, pa(Z]6,2) =
and for all Z € 53,

Loz, <n w(z1,0) dP.(z1) = max/ w(wy,0) dP;(z1) = L 4.
/Q_l(z) (@) <} T

Computing RAD according to the reformulation in Equation (5.5), we obtain

nRAD(A) = [ [ Pr(Sy(@) | 6.a(e1) w(@1,) du(®) dP(ay)

:/®/m /al(z) 1} (Sy(z1) | 0, 2) w(x1,0) AP, (1) dv(z) du(9)
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- /@ /aucc /al<z) </S7,(x1) 1;%;?)} w(z,f) dM@) dP;(w1) dv(2) dpu(6)

:/@ /u / @) ( / 1{@(@@1)9}1;?;‘;‘7)}10(331,9) du(i)) AP, (z1) dv(2) du(0)
/ /m/x 1523 ( /a_l(z) Lz e <nyw(z1,0) sz(x1)> dp(z) dv(z) du(6)

L[] ,j;} I g dpu() do(2) du(6)

:/@/W 129 dv(z) dp(6) (/X 1;?;‘;9)} du(fc)>

=[] reae) )

- / max / w(z1,0) APy (1) dv(z) du(0),
Sz (s)

© Jaux SEX

which according to Theorem 5.3, coincides with the maximum attainable bound. O

Corollary 5.9 directly establishes that Theorem 5.3 is universally tight, i.e., for every
mechanism, prior auxiliary knowledge and error threshold, Theorem 5.3 exactly determines
the maximum achievable RAD. Moreover, Theorem 5.2 is tight, since there exists at
least one mechanism (GRR, Example 5.4) for which Theorem 5.2 is achieved. We further
validate that this is not an isolated case by empirically demonstrating tightness on
additional mechanisms, such as DP-SGD (see Figure 5.4c).

Beyond the theoretical contribution, our results provide a practical tool: a general
attack algorithm that practitioners can directly use to evaluate the privacy risks of their
systems or the tightness of their bounds. As a concrete demonstration, we apply this
attack in the context of LDP auditing (see Section 5.4) and to assess empirical risk and
tightness of our bounds in (see Section 5.5). We also provide the application of our
optimal attack in the specific case of DP-SGD:

Example 5.10 (Optimal Attack on DP-SGD). Our analysis of DP-SGD is motivated by
its central role in private learning: distributionally robust attacks were first introduced in
this context [54], and DP-SGD remains the most widely used algorithm in practice [49]. In
particular, we study the reconstruction setting considered by Hayes et al. [62], where the
adversary attempts to reconstruct the target record z* from a candidate set {x1,..., 2y}
with uniform prior using access to the privatized gradients {gi, ..., gr} released during
training, i.e., white-box setting. Note that in each DP-SGD iteration g, is obtained as

gr = chipC(VGE(Qt,x)) + N(0, 20?1),

T

where o is the noise scale, clipo(7) = v'min(1,
previous iteration.

) and 6, the released weights in the

\\17\\2

102



5.2. Reconstruction Advantage

Given 6 = (61,...,0r), our optimal attack is determined by arg maxg.q(,)—. w(0, ),
and its sign, i.e., whether w(6, z) > 0 or not, for each candidate x and auxiliary knowledge
z. Concretely, since the public dataset D_ is known, we can isolate the noisy contribution
of the target’s gradient at iteration :

gt =ge— Y clipa(Vel(y,x)),

zeD_
and simplify w maximization to
argmax w(f,x) = arg max Z W gy, clipa(Vel (0, x))) (5.18)
z:a(z)=2 za(z)=2 ¢

where W (u,v) = (u,v) — =3 (u,clipc(Vol(6y,2))), since W preserves the sign and
arg max of w. We present the pseudo-code of the optimal attack in Algorithm 2.
Indeed, given 6, z, under DP-SGD the privatized gradient at step ¢ is

g0~ N (par C20%1), e = clipg(Vol(0;, 7)),

where C is the clipping parameter and I the identity function of dimension d, correspond-
ing to the dimension of the gradients. Hence the likelihood is

1 1
pmge | 2) = WGXP(—W gt — MxHQ),
B
A

where both A, B are independent from x. Consequently,

w(g,z) = [[pmlge | 2) = [[pmlgr) >0 = (5.19)
t t
AT <H eBlovia) T k > eB<gt’#zi>> >0 (5.20)
¢ M
1
By (9t.) il B(gtpa;) 21
e Zat > 1;[ - Zi:e & (5.21)

DDSUIEES SIS o) P
BY () > 0 o Y n(eP0) o (5.23)
BY groria) > 32 S on ) (5.24)

t t T;
> W(ge.x) > 0. (5.26)

103



5. Understanding Disclosure Risk in Differential Privacy

Where Equation (5.23) follows from the application of Jensen’s inequality to the logarithm.
Moreover, arg max, w(g, ) = arg max, In(py(g, x)) = argmax, y_, In paq(gt, ), where

Inprt(ge | 5) o —5zm52 gt — clipe(Vol (61, ;) ||*.

Expanding the squared norm leads to

lgell® + llclipe (Vol(0e, 2:))|I* — 2{ge., clipg (Vol(0r, :))).

The term ||g¢||? is independent of z;, and the term ||clipo(Vgl(0s, 7;))||? is bounded by
C? (often nearly constant across candidates). Therefore, maximizing the log-likelihood is

equivalent to maximizing
(gt clipa (Vol(0r, 7).

Consequently, our optimal attack can be simplified by using W (g, x) instead of w(gy, x).

When auzr = {@}, our optimal attack coincides with the attack presented in [62].
Whereas they identified such an attack as the empirically best, we formally establish
that this choice is indeed optimal. Moreover, we extend the optimal attack for any
attacker that has target-specific auxiliary information. In particular, our optimal attack
for attackers with aux # {@} is empirically tested in Section 5.5, showing that previous
bounds for ReRo indeed do not hold for attackers with target-specific auxiliary knowledge.

Algorithm 2: Optimal Attack for DP-SGD
Input : 6 =(01,...,07), a(z) =z and g = (¢1,...,97)
Output: =
for x: a(x) =z do
| compute Y-, W(gy, clipa(Val(6y, x)));
Select z* = argmax, . 4, =, >; W (Gt cling (Vol(0;, 7)) a;
if W(g¢,2z*) > 0 then

I =ax*

else
L T +— U[X\{z: a(z) = z}];

The bounds presented in this section offer concrete guidance for algorithm design.
They can be directly leveraged for noise calibration, achieving rigorous privacy guarantees
while maximizing utility. In particular, they induce a simple protocol for practitioners.
First, one must specify which information is deemed private (e.g., the full record, a subset
of attributes, or membership), which determines the choice of the auxiliary information
aur and a: X — aux. Second, if prior knowledge about the distribution of X is available,
it should be encoded in a distribution «. If this is not the case, however, one must
resort to the worst-case prior; otherwise, the attacker’s risk may be underestimated. This
worst-case prior typically corresponds to 7, = 7, = 1/2 for the two records that are
easiest to distinguish (see Examples 5.4 and 5.5 and Figure 5.6). Nevertheless, even
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when the worst-case prior cannot be explicitly identified, the total variation bound given
in Theorem 5.2 provides a safe upper bound for any choice of prior and auzx.

Third, the resulting RAD of the mechanism can be computed using Theorem 5.3—an
auxiliary-dependent bound proven to be universally tight, or upper-bounded by a worst-
case guarantee when the nature of auzx is unknown (Theorem 5.2). Finally, by inverting
the corresponding bound, one can directly derive the noise-injection parameters that
meet a prescribed risk level. Since our bounds are tight, this procedure yields mechanisms
that are utility-optimal for any given risk acceptance.

Note that while the closed form of Theorem 5.3 is easy to derive for discrete data, this
may not hold for continuous data, where the bound involves Lebesgue integrals. In such
case, the bound can be evaluated numerically using a nested Monte Carlo procedure.
Since numerical approximations introduce error, as a safer alternative, one may always
use our closed-form upper bound in Theorem 5.2. However, this bound can be overly
conservative when auzr = {@}, motivating the tighter closed-form upper-bounds derived
in the next section, which avoid numerical procedures even for continuous data.

5.3. 7-RAD Upper Bounds under auzx = {@&}

Our bound in Theorem 5.3 is universally tight, but two limitations remain. First, it
requires full knowledge of the mechanism, making it suitable for noise calibration; however,
in DP auditing, we often have only query access (e.g., auditing external software) without
insight into the internal protocol [152]. Second, the bound lacks a closed form hence may
rely on numerical approximation, particularly for continuous data domains. Consequently,
in this section we provide black-box bounds for the case aux = {@}, both because this
is the standard assumption in prior DP auditing [41], [153] and data reconstruction
studies [39], [62], and because it makes practical sense: for other auxiliary-information
models, one can always rely on the closed-form bound provided by Theorem 5.2.

First, we present a general bound that applies to any reconstruction setting as long as
no target-specific auxiliary knowledge is available. For this purpose, we introduce n;e(n)

as the infimum counterpart of k. ,(n), formally defined as

S - |
o) = Inf Pr [6(X,z0) <], (5.27)

representing the success probability of an oblivious attacker attempting to reconstruct
the most difficult target only using .

Theorem 5.11. If a mechanism M: X™ — D(O) satisfies f-DP, then for any attack
with aur = {@}, A: © — D(X), it satisfies

n-RAD < max 1—fla) —a.
aglr ,(m)wl ()]

If X is discrete, then it also holds
n-RAD < (1 — k) max 11— fla) —a.
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Proof. Kifer et al. [23, p.23] showed that for any S C O, for any f-DP mechanism, and
g, X1 € X,

PI(S | D) <1 F(Pr(S| Dyy). (5.28)
Moreover, since f is convex (see Section 2.3.1.1), applying Jensen’s inequality:
FEx[X]) <Ex[f(X)] & —Ex[f(X)] < —f(Ex[X]). (5.29)
Combining both Equation (5.28) and Equation (5.29) we obtain

RAD = Pr [Ax, (Dx,) € 5,(X1)] = _Pr_[Ax,(Dx,) € 5,(X1)]

1~ Xo,X1~m

= E [ Pr [Ax,(Dx,) € Sy(X1)] — Pr [Ax, (Dx,) esn(Xl)]}

X1~ X1~

Xo~m
:XO,;I:%NW [Pr[A‘Xl (Dx,) € Sn(Xl)] o Pr[AXl (DXO) € Sﬂ(Xl)]]
< E [1 = f(PrAx, (Dx,) € $,(X1)]) = PrlAx, (Dx,) € $,(X1)]]
=1 E_[f(PrlAx,(Dx,) € Sy(X0)])] = | E_[PrlAx, (Dx,) € Sy(X1)]
<1- 7 (B, Prldx(Dx) € S,(01)) = |, [Prldy, (Dx,) € 5,(X0)],

where last inequality follows from Equation (5.29). Therefore, it suffices to determine
the interval containing Ex, x,[Pr[Ax, (Dx,) € Sy(X1)].

B, xonr | P1[A(Dx,) € 5,(X)]
:/ / Pr[A(Dg,) € Sy(z1)|mgo e, dao day
X Jx

:/X/X/va“[x’Dfo]l{f(r,m)ﬁn}ﬂfoﬂ—wl diL‘od.’El dx

- /X /XPA[-T | DIO] (/X 1{Z(z’$1)§77}7r961 d$1> Ty, dzo d

<ty [ [ pale | Dayry deoda = i (o).

and analogous for K;’e(n) since any attack output x € X and hence it follows by
definition. Note that last inequality assumes no auxiliary knowledge is available, therefore
pAlz | Day,a(z1)] = palz | Ds,], hence it factors out of the integral with respect to x;.

Now, we prove that, for discrete variables, the bound can be further improved. We
follow the same notation as in Theorem 5.2, i.e.,

1 if 7 continuous
E 1 =1—- Pr [X=X1= ’ 5.30
X0, X1~ { {X(’#Xl}} X,X’rvTr[ ] {1 — ke if 7w discrete. ( )
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and »°, >0 2o (1”32) = 1. Now, combining Equation (5.28) and Equation (5.29) we
obtain:

- RAD = PI‘ [AXl(DXl) €S (Xl)] Pr [AXl(DXO) S Sn(Xl)]

Xyvm X0, X1~m
:X(I)E;w [XPI’EW[Axl(Dxl) € Sy(Xy)] - Il)fﬂMXI(DXo) €S (Xl)]}
:X()’;];:lw [1{X0¢X1}(PI‘[«4X1 (Dx,) € Sy(X1)] — Pr[Ax, (Dx,) € Sn(X1)])]
SXO}%NW [I{X(ﬁéxl}(l — f(Pr[Ax, (Dx,) € Sy(X1)]) — Pr[Ax, (Dx,) € SW(XI)])}
= o B Mixexal= B [Lixeexa APy, (Dx,) € Sy(X0))|
~ o B [Tonen) Pridx (Dx,) € 8y(X0)|
Pr[Ax, (Dx,) € Sy(X
= (1 — kx) (1 — X}[?Xo[l{xo;éxl}f( [Ax ((1 fﬁ)ﬂf n( 1)])]
[1 r[AXl (DXO) € Sn(Xl)]])
~ B Mxorxy (1 =
S(l—/iw( Z Z Pr[Az, (Da,) € Sy(z1 )](IWEZ;))
T1 xo#T1
=2 2 Prln (Dry) € Sy(an)] ).
T1 moF£T1

Therefore, the proof follows from the following upper-bound:

Z Z Pr[Az, (Day) € Sy(21)] 7255

T1 woFT]
<1 & PiAc (D )eS(X)]—L
= (1= ki) Xo.X3 XX ) = e AN T ey
Concluding both bounds. O

If Theorem 5.3 cannot be computed in closed form, this result provides an upper bound
for RAD when aux = {@}. It avoids numerical approximation errors and yields a tighter
estimate than the conservative upper bound given in Theorem 5.2.

In the following example we see its practical application to Gaussian DP:

Example 5.12. We consider uniform prior and 7 = 0, hence k™ = % Applying Theo-
rem 5.11 we obtain

0-RAD < max 1-f(o)—a = max 1—(I)<<I>_1(1 —a) —,u)—a = max g(«a),
aclby] aclbiy] aclon]

‘Tm—1
where ® and ¢ denote respectively the CDF and PDF of the standard normal distribution.
Using the chain rule and the following identity
d 1

)=y
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we obtain
g(a) = —p(®7' 1~ a) - p)
_ (@t (1 —a) —p)

(5.31)

—1.
P @ (1 a))
Moreover, the derivative can be rewritten in closed form. Recall that the standard normal
density is
pla) = =/
V2T
Therefore,
11 -a) -
Ja) = ( El a) =)
(@1 —a))
_ew(-p@t o - w?)

§d 1(1—04)—%:0
Because p > 0, the unique solution is
(1 - a) :g@a:u@(g).

Moreover, since

2

g'(@) = exp (M 7l (1-a) - MQ) -1,

(5.32)

(5.33)

we have ¢'(a) > 0 for @ < 1 — ®(p/2) and ¢'(a) < 0 for @« > 1 — ®(u/2). Hence, g

increases up to o* and decreases thereafter, and the maximizer is unique.

It follows that the unconstrained maximizer is

Qe = l—q)(g) :

Imposing the constraint o < ﬁ yields
1
a*:min{ ,1—@('&)}.
m—1 2

m—1

Consequently,

0-RAD <
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We plot this bound for DP-SGD in Figures 5.4 and 5.5. While it is not perfectly tight,
it provides a reliable approximation, avoiding the numerical computations required by
the exact bound of Theorem 5.3.

Moreover, as a consequence of the previous result, we can obtain a bound of the RAD
of any (e,d)-DP mechanism:

Proposition 5.13. If a mechanism M: X™ — D(O) satisfies (¢,0)-DP, then for any
attack A: © — D(X), it satisfies

n-RAD < min{x;, (¢% — 1) 4 6, ImmnlToDF [efo1426 () _ oy,

Proof. Follows from combining previous theorem with [38] result that any (e,0)-DP
mechanism is f-DP with, f(a) = max{1 — § — e°a, 1=2=2}, and analyze the different
cases until we arrive to the bound. Formally, every (e,d)-DP mechanism verifies the that
f-DP, with f

1—9—
fla) = max{ 1 -9 —ea, i —— } (5.34)
N————’ e
fi(a) N
f2()
On the other side, applying Theorem 5.11 we have
n-RAD < max (1— f(a)—a). (5.35)

a€lk—,kt]
Combining both equations we obtain,
n-RAD < max (1— f(a)—«)
a€lr—,kT]

= aer[gg);ﬂ 1— max{f1(04)a f2(O‘)} -

= max (1 - max{fi(a)+ a, fo(a)+a})

a€lr™,kT]
= aeI[Q%)r(# (min{l — fi(a) — a,1 — fo(a) — a})
< min{ max 11— fi(o) —a, max 1— fo(a)— a}

o€k ,kt] a€lk™,kt]

Therefore, we analyze both maximums.
First, for f; we have:

1—file) —a=d+¢ea—a (5.36)
=ae®—1)+6<KkT(e=1)+0 (5.37)
Second, for fo we obtain:
1-0—a
1—f2(a)—a:1—T—a (5.38)
1-9§ N N _ 1-6 (1—-r)(ef=1)+0
=1- = +ae®-1)<1—-r(1—e°)— e = - . (5.39)
Combined with the general bound Theorem 5.2 it follows the result. O
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5. Understanding Disclosure Risk in Differential Privacy

This bound enables to better interpret DP parameters in terms of reconstruction
attacks without auxiliary knowledge.

Moreover, this bound remains informative even when the mechanism in use is completely
unknown. For instance, consider auditing external software from a company that claims to
provide (g,6)-DP but does not disclose the mechanism used. In such a black-box setting,
where we are allowed to query the model but never know the underlying mechanism,
our Proposition 5.13 still applies.

However, as discussed in Section 5.2, the actual privacy protection of a DP mechanism
depends on its specific design and cannot be characterized solely by its privacy parameters.
Consequently, this upper-bound should be used as a last-option estimate when the
mechanism is unknown, rather than as a substitute for proper noise calibration in
mechanism design.

Next, we focus on improving this black-box bound for perfect reconstruction, i.e., n = 0,
in categorical data. This case is particularly relevant since many sensitive attributes,
such as diseases, political opinions, or religious beliefs, are categorical and do not trivially
support partial reconstruction, e.g., [154], [155]. For such settings, we derive more precise
bounds. To do so, we first introduce the following auxiliary lemma:

Lemma 5.14. Given |X| =m and M: X" — D(O) an (¢,0)-DP mechanism, for any
attack A: © — D(X) and v, = Prap(©z | ) — Prag(©y), with O, as in Equation (5.15),
then

(m—1)(ef — 1+ om)
= < . .
Pm X ML (5.40)

Proof. By definition ©, N ©, = &. Besides, for all § it exits at least one xy €
argmax, pm(0 | x)my, and U,ex ©2 = ©. Hence, {O;},cx determines a partition
in ©. Therefore, by the law of total probability, for each xg we have

S PrO: [20)= 3 [ paa® ] 20)dn(6) = | paa(®] o) due) =1 (5.4

reX TEX

On the other hand, since M is (g,0)-DP, for every z1,x0 € X,

Pr(01 | 20) > e *(Pr(01 | 21) - 6). (5.42)

Substituting Equation (5.42) in Equation (5.41) we obtain, for all i, j € [m],

1;5(@ | 2;) + e ¢ Z Pr(6; | z;) < 1+4de  (m—1) (5.43)
7]
Summing the above inequality over all ¢ € [m],

;5}{(91‘ | ;) + (m —1)e”® ;f/\)}{(@i | 25) < m(l + 8e(m — 1)) & (5.44)
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m ) ) m(l+de ¢(m —1)) B me® + sm(m — 1)
;Iﬁ(@z ‘ -’L'z) < 1+ (m _ 1)6—8 - e + (m — 1) . (545)
Hence,
[=2 % (5.46)
zeX
-2 (CAREVEE) (5.47)
N z;(%r(@x |2) -1 (5.48)
me® 4+ dm(m — 1)
S etm-1 ! (5.49)
_ (m-1)(e€ —1435m) .

e +m—1
Applying this lemma we obtain the following RAD bound:

Theorem 5.15 (0-RAD under (¢,0)-DP). Given |X| = m with prior m(1 —m) >
- > e > (1 = 1) and M: X" — D(O) an (g,0)-DP mechanism, any attack

A: © — D(X) verifies that
e —1+26

0-RAD < ——

K R i
ef +1 L R

where K, = ZiK(l —m)m; and K € [m] is the largest index satisfying

e — 1+md e —1+25

Proof. Since |X| = m and aux = {@}, Theorem 5.3 simplifies to Equation (5.14), hence

i=1 M M i=1

For one side, we obtain that for all i € [m],

Vi = f/\’/{(@i | ;) — f/:}{(@i) = /@i pm(0 | ;) —jgﬂ pm(0 | zj)m; du(0) (5.51)
- /@ S (a0 21) — paa(0 | ;) 5 dp(6) (5.52)
¢ j€[m]
= ; (1;1{(91‘ | @) — 1;11“(91‘ | xj)) T (5.53)
TV S < C 20y (5.54)
i e+1
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5. Understanding Disclosure Risk in Differential Privacy

If we simply apply this bound we recover Theorem 5.2 result:

1—1-25 ec—1+26
0- RAD < Z’yzﬂ'l < Z €E+1 _7T’L)7TZ = 6574_1(1 —K/ﬂ-).

However, due to Lemma 5.14, we know that this bound is loose, since in this case,

n E—_1+26 £—-1 1)
AP o PVt e Y Pl

> (m = 1) = T, (5.55)

contradicting Lemma 5.14; therefore, it is impossible to achieve the local inequality
i < TV(M)(1 — ;) simultaneously for all ¢ € [m]. In most cases, we can apply the local
bound to a reduced set of indexes k, and the remainders must adjust so that the total
sum » ;y; = I'. Formally, at most, we can sum k& summands such that,

k €
e —1+mé
E L — —-1) & 5.56
71r-e€+m_1(m ) ( )

(e =1+ md)((ef+1)

1—-m) < -1 5.57
7;( mir) < (m )(e5—1+25)((e5—1+25)) (5:57)
Hence, without loss of generality we order the indices so that
(1 —m) > ma(l —m) > > mp(l — 7).
obtaining,
—1426
0-RAD < el ;m —m) + R7I}1>z}€>: Ty (5.58)
with k; the maximum index verifying:
kx € £
-1 1
i=1 ¢ ¢
and R the reminder, i.e, K the biggest index such that
£—-1 0 —1426
R=(m-1"—11™M (g _ Zw, T2 50 0

ee+m-—1 el T

Note that in the extreme case where m = mo = % and 7; = 0 for all ¢ # 1,2, we recover
exactly the same result as in Theorem 5.2.

Importantly, Theorem 5.15 is less applicable than Proposition 5.13, since it only applies
for perfect reconstruction, n = 0, in categorical data. However, under these assumptions
it offers a more accurate bound as we see in Figure 5.3.

This formulation enables the assessment of intermediate configurations of 7. Notably,
when 7 = U[m] yields a marked improvement:
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0.8

0-6 —— Ths5.13

Th.5.15 (Cor. 5.16)
—— OUE bound Th.5.3

0-RAD

0.4

0.2

0.0

Figure 5.3.: Comparison of black-box bounds for 0-RAD without auxiliary knowledge,
7 = U[10] and § = 1075. The bound given in Proposition 5.13 is more
general and applies in any setting. In contrast, Theorem 5.15 is specific to
categorical data but provides a tighter risk estimate when applicable. Finally,
if the mechanism is known—here, OUE—it is always preferable to use the
tighter bound provided by Theorem 5.3.

Corollary 5.16 (Black-box Uniform Prior). Let m = U[m] the uniform distribution over
X. If a mechanism M satisfies (¢,6)-DP, for any attack A: © — D(X) it guarantees

e —-—14+mm-—1
e4+m—-1 m

0-RAD <

Proof. For every K € [m], K, = Y5 (1 —m)m = K25t and (K — Y8, m) = k=L,

m2

therefore, denoting A = ese—51++125 and applying Theorem 5.15 we get:
-1 1 -1 1 E—149¢ -1
0RAD < AK =4 (M- K gy= —p=C T 0 (5 5)
m m m m ee+m—1
O

Remark on composition. Since our 7-RAD bounds depend explicitly on the privacy
parameters—namely ¢, §, and/or f—they can be directly recomputed under composition
by first applying the corresponding composition results to obtain the composed privacy
parameters (see Chapter 4), and then evaluating the bounds on these composed values.
In the following example, we illustrate how to derive RAD composition bounds for the
particular case of DP-SGD.

Example 5.17. Given a risk threshold, RAD < v, we aim to calibrate the noise scale
o (i.e., the standard deviation of the Gaussian noise added to the gradients during
training [49]) on a full-batch DP-SGD, for T" steps to protect against the threat model
considered by Hayes et al.[62], i.e., white-box access to private gradients, uniform prior
over |X| =m and n =0, hence k_ =k = 1/m.

Each iteration of a full-batch DP-SGD performs a Gaussian mechanism on the gradient
computation, hence, we discussed in Section 2.3.1.1, it verifies u-GDP [38], with = 1/0.

The adaptive composition of T iterations of a y-GDP mechanism is (u\/T)-GDP, as
discussed in Section 6.3. Hence, a complete training of DP-SGD with T iterations, is
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5. Understanding Disclosure Risk in Differential Privacy

Notion Assumptions RAD bound Composition ReRo bound
Total variation — Theorem 5.2 v 3

f-DP aur = {@} Theorem 5.11 v Equation (2.6) [62]
M aur known Theorem 5.3 X 3
(e,6)-DP — Theorem 5.2 v

(e,6)-DP aux = {@}  Proposition 5.13 v Equation (2.3) [39]
(e,6)-DP aur = {@},n=0 Theorem 5.15 v Equation (2.3) [39]

Table 5.1.: Summary of RAD bounds applicability.

(VTo=1)-GDP. Moreover, any u-GDP mechanism has total variation TV < 2®(4)—1 [67],
hence DP-SGD after T iterations satisfies v < mTfl(Zé(g) — 1). Combining this
composition result with our theorems we obtain direct calibration rules:
Without information about auz, we use Theorem 5.2. Obtaining,
1. m-1, VT ) 1)

n-RAD < TV(M) (1 — E) = T(Q@(%

We plot this bound for 7" = 100 in Figures 5.4b and 5.4c. We can then solve o for any
desired risk ~.
If we consider the whole records sensitive, auzr = {@}, then we apply Theorem 5.11:

0-RAD < m—1 max <1—q) <<I>_1(1—a) - ﬁ) —a)

m  aclo,—-1+ o

m—1

Hence, given o* = min{ﬁ, 1-— @(g)} (see Example 5.12), the minimum o to
guarantee 0-RAD < 7 is:

VT

7= <I>—1(1—04*)—<I>—1(1—%7—a*)'

We plot this bound for the case of T'= 100 in Figure 5.4a. A practitioner can then
choose the minimum noise scale o for any given risk threshold ~. For instance, given
that a set of m = 10 individuals do not tolerate a risk bigger than 0.1, for a training of
T = 100 iterations, one must add noise calibrated to o = 22.

In summary, this section provides reasonable closed-form upper bounds (as we show
in Section 5.5.3) for estimating RAD when Theorem 5.3 cannot be computed explicitly
or M is unknown and aeuzr = {@}, hence Theorem 5.2 would overestimate the risk.
Importantly, these bounds offer composition results as we summarize in Table 5.1.
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5.4. RAD for DP Auditing

5.4. RAD for DP Auditing

DP auditing is crucial for assessing the tightness of DP mechanisms, establishing the
practical impact of the mechanism parameters, and detecting implementation flaws in
deployed DP mechanisms [42], [134], [144]. While previous DP auditing tools focus on
solving specifically one of the aforementioned aspects, we propose a general-purpose DP
auditing framework: RAD-based DP auditing.

RAD provides a unifying framework for analyzing adversarial risk under arbitrary
threat models. Moreover, our bounds establish a tight and explicit connection between
RAD and the standard privacy parameters. Taken together, these results yield a simple
and principled approach to general-purpose DP auditing. Precision and tightness are
especially critical in this context, since loose estimates may underestimate privacy risks
or fail to detect bugs and implementation flaws.

The core idea of RAD-based auditing is straightforward: given a measured RAD
value 4, we invert our theoretical bounds to estimate an empirical privacy budget. This
empirical & reflects the observed privacy loss in practice, complementing theoretical
worst-case values and providing a more realistic perspective on real-world risk. Formally,
in previous sections, we provide bounding functions B such that RAD(M) < B(e, ) for
any (g,0)-DP mechanism. Given a bound n-RAD < B(e, d), we compute RAD empirically
obtaining v, and estimate & > B~1(v,§).

The bound we employ depends on the specific setting. For instance, in a completely
black-box scenario—where not even the mechanism used is known—for categorical data,
in which we assume © = U[m|, the best bound is Corollary 5.16. Therefore, the DP
auditing framework consists of running an attack, measuring its empirical RAD 7, and
deriving £ as follows:

In ( ymtl > if the term can be evaluated,
_ (5.60)

undefined otherwise.

However, if the mechanism M is known, we can use our improved bound from Theo-
rem 5.3 (see Examples 5.4, A.17 and A.18).

Our auditing framework overcomes the fundamental scalability limitations of prior
learning-based approaches such as DP-Sniper and Eureka [42], [43], enabling auditing in
high-dimensional categorical LDP settings. Unlike these methods, our approach avoids
costly hyperparameter tuning and the search for worst-case neighboring databases, and
remains computationally feasible even when the input domain contains thousands of
categories (see Section 5.5).

Despite the importance of LDP mechanisms [45], only one major work has so far
focused on LDP auditing: LDP AUDITOR [41]. Applying our RAD-based DP auditing
to LDP, we address key limitations of prior work. In contrast to LDP AUDITOR, which
focuses exclusively on perfect reconstruction without target-specific auxiliary knowledge—
excluding important use-cases such as ATAs—we allow auditing under broader threat
models by leveraging optimal attacks (see Algorithm 1). Moreover, LDP AUDITOR uses
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5. Understanding Disclosure Risk in Differential Privacy

the Clopper—Pearson method to compute confidence intervals for the attacker’s success
probability. Since the upper bound of the interval must conservatively cover the true
probability with high confidence, it systematically produces estimates that are higher
than the actual value [41]. This intrinsic limitation is avoided in our approach, which
does not rely on confidence intervals.

We investigate and empirically show the improvement in accuracy of our auditing
approach in Section 5.5 (cf. Figure 5.8 for results), where we audit three main LDP
mechanisms—GRR, SS and OUE—showing improved accuracy for all of them.

5.5. Experiments

In this section, we empirically examine the limitations of ReRo described in Section 5.1,
focusing on how existing bounds fail to account for realistic attackers with target-specific
auxiliary information. Moreover, we validate our theoretical bounds and our RAD-based
DP auditing framework in real-world databases and DP mechanisms. Our experiments
show that RAD accurately distinguishes privacy leakage from imputation, with tight
bounds in practice, making it a reliable tool for interpretable noise calibration. RAD
also enables auditing of LDP mechanisms, improving both scope and accuracy over the
state-of-the-art [41].

To ensure a fair comparison between ReRo and RAD in risk assessment, we emulate
their experimental designs and dataset choices whenever possible. These design choices
are particularly suitable for evaluating the tightness of our bounds, as the original works
used them to assess the tightness of the ReRo bounds, reporting nearly tight results [62].
This suggests that these settings already serve as strong testbeds for tightness evaluation.
Similarly, when comparing our RAD-based auditing framework to LDP AUDITOR, we
adhere to their experimental design choices to ensure a coherent and consistent evaluation.
We provide detailed descriptions of the datasets and experimental parameters in the
following sections.

5.5.1. Database Description

We evaluate private learning, aggregation and LDP scenarios, using tailored datasets
for each setting. The database selection is guided by their relevance in prior work and
availability.

For DP-SGD, we use the same dataset as in ReRo [62] for consistency: MNIST [156],
with 70000 grayscale images of handwritten digits. We also replicate results on Fashion-
MNIST [157] (Fashion), which similarly contains 70000 grayscale images of clothes.

To evaluate the imputation attack [58], we use the Census and Texas-100X datasets in
consistency with the original paper. The Census dataset [58] contains 1676, records with
14 attributes, where race is treated as the sensitive attribute with eight categories. The
Texas-100X dataset [58] comprises 925 128 patient records from 441 hospitals, including
demographic and medical attributes, where ethnicity is treated as the sensitive attribute
with two categories.
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0.8{ = RAD bound Th.5.11
—— ReRo bound

—— RAD bound Th.5.2 ol —— RAD bound Th.5.2
0.0 0.0 = ReRo bound 0.0+ = ReRo bound

2 a 6 8 10 2 a 6 8 10 0 2 4 6 8 10
Privacy budget ¢ Privacy budget £ Privacy budget &

(a) DRA, aux = {@}. (b) DRA, a(z) = image label. (c) MIA, a(z) = «.

Figure 5.4.: RAD vs. ReRo results for optimal attacks against DP-SGD on MNIST.
Lines show theoretical bounds and markers of empirical risk as estimated
by RAD/ReRo. Empirical results exceed the bounds estimated by ReRo,
whereas our RAD bounds remain close to the true risk. Moreover, while
ReRo sharply increases when auxiliary knowledge is available, RAD effectively
discounts imputation effects.

We evaluate aggregation in the Adult dataset [158], a census dataset commonly used
in privacy-preserving aggregation [159]. It consists of 32561, records with two numerical
attributes, from which we select (working) hours-per-week following previous work [159],
leading to the domain X = {0,...,100}.

Finally, we evaluate our LDP auditing framework on location-reconstruction attacks
using two real-world mobility datasets: the Porto dataset [88] and the Geolife dataset [125].
Both datasets are widely used in privacy and mobility research (e.g., [142], [160], [161])
and are publicly available. Each dataset consists of GPS coordinates, which we map
to the OpenStreetMap (OSM) graph format [107] like prior work. The Porto dataset
contains a total of 83,409, 386 location reports that we map to the OSM roadgraph at
Porto’s city center (41.1475° N, 8.5870° W) with a 2.7 km radius, capturing the urban
core of Porto. This radius leads to a universe size |X| = 3052. The Geolife dataset
contains a total of 24 876 978 locations that we mapped to an OSM graph centered near
Tiananmen Square (39.9130° N, 116.3703° E) with a 5km radius covering major central
districts, leading to a universe of size |X| = 5 356.

5.5.2. Experiment Design

We investigate attacks on private learning (DP-SGD), aggregation queries (Laplace
mechanism), and LDP protocols (GRR, OUE, SS) under varying auxiliary information
settings to validate our bounds, compare RAD and ReRo, and evaluate the accuracy of
our auditing framework.

To demonstrate that ReRo overestimates risk—and how RAD overcomes this limitation—
we consider an attack that completely ignores the output of the private mechanism and
relies solely on public information. This allows us to assess how ReRo behaves in a
scenario where no private information is disclosed due to participation. To this end, we
select the pure imputation attack [58]. This attack uses a public dataset D_ to train
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Figure 5.5.: RAD vs. ReRo results for optimal attacks against DP-SGD on Fashion.
Lines show theoretical bounds and markers of empirical risk as estimated by
RAD/ReRo. Both ReRo and RAD show a consistent behavior with respect
to the MINST dataset.

a separate attack classifier A; that, given the public attributes of a target, returns as
label a prediction for the sensitive one. The adversary is given only the target public
attribute a(z) and outputs the prediction s, = argmaxg,co Prz[s; | a(z)], where the
conditional distribution Pr[s; | a(z)] is estimated by A, once the imputation model has
been trained on D_. This attack does not use any information from the target model
M(D); therefore, adversarial success cannot be privacy leakage resulting from a user’s
participation in the training dataset of M(D). Following the original paper [58], we
tested in both the Census and Texas datasets. We set |D_| = 49000 and a universe X of
m = 1000, randomly selected from the remaining data records consistent with [58]. We
define the attack to be successful, ¢(z,z") = 0, if a(x) = a(z’), as is typical for ATAs.

We demonstrate how RAD improves over ReRo and establish the optimality of our
bounds in both private learning and DP aggregation settings. In both cases, we evaluate
tightness by testing our corresponding optimal attacks. To ensure a fair comparison, we
emulate the original ReRo experimental setup for private learning, where the authors
report their bounds to be nearly tight for aux = {@}. For DP aggregation, although no
experimental results are reported in the original work, we adhere as closely as possible to
the same parameter choices.

For private learning we run the attacks against DP-SDG on the MNIST and Fashion
image datasets in three settings: auzr = z (a MIA), aux = {@} (a DRA, replicating the
setting in [62]), and aux = a(x) (a DRA, where the adversary also knows the target
image’s label, i.e., which object is contained). To ensure a fair comparison with ReRo
bounds, we select the parameters and thresholds exactly as specified in the original
paper [62]. Namely, we declare an attack successful when A(f,a(x)) = x, that is, n = 0.
We set |[D_| = 999 (and so the training set size is |[D_ U {z}| = 1000) and train with
full-batch DP-SGD for T" = 100 steps. We set the clipping rate, i.e., the maximum norm
we clip the real gradients to while training, C' = 0.1 and § = 10~° and adjust the noise
scale o (see Example 5.17) for a given target e. We set the uniform prior with size
|X| = 8 (disjoint from D_), meaning that 5;0 = kr = 0.125. Hence, we exactly replicate
the original ReRo study [62] parameters.
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For DP aggregation, we evaluate the optimal attack against the Laplace mechanism on
sum queries using the “working-hours” attribute of Adult, employing truncation as a post-
processing operation. Analogously to the private learning experiments, we set |D| = 999,
aur = {@} but in this case we evaluate the performance for n € {0,40,80,100} to
assess the impact or the error threshold on the risk estimation. Moreover, to understand
the impact of the prior distribution on risk assessment, we compare three different
distributions. As a baseline, we consider a uniform distribution. To simulate a realistic
setting, we empirically estimate the distribution 7 from the original data, reflecting
real-world frequencies (e.g., working 40 hours per week is a priori more likely than
working 100 hours per week). Finally, we evaluate a fully skewed distribution with
7(100) = 7(0) = 0.5, representing a worst-case scenario in which the attacker’s prior is
concentrated on the two records that are easiest to distinguish in the dataset—analogous
to the worst-case perspective in the original DP definition.

Finally, we evaluate our RAD framework in LDP, and we compare our auditing
framework with the state-of-the-art tool LDP AuUDITOR [41] for three relevant LDP
mechanisms: GRR, OUE and SS [136], [162] .The results for LDP AUDITOR were
obtained in collaboration with Héber H. Arcolezi, based on the implementation provided
in Arcolezi and Gambs’s public GitHub repository [163]. LDP AUDITOR estimates the
empirical privacy budget in 10° runs.

We evaluate RAD based on our optimal attack (see Alg. 1) under a uniform prior and
without auxiliary knowledge, allowing comparison with LDP AUDITOR. We then test our
own LDP auditing framework: based on the obtained RAD value v, we evaluate B~!(y)
for B following Theorem 5.3 and obtain an estimate of the empirical privacy budget. The
precise B(e) for GRR, OUE and SS are shown in Examples 5.4 to 5.6 respectively. Since
B~ is not explicit for OUE, we approximate it numerically using the bisection method,
which converges in O(log(771)) iterations, where 7 denotes the tolerance level [164]. We
set 7 = 1075, Consistent with [41], we repeat the ¢ estimation five times and report the
mean and standard deviation.

All experiments rely on empirical estimates of ReRo and RAD, i.e., estimates of a
probability and a difference of probabilities, respectively. To obtain these estimates,
we use Monte Carlo methods, approximating expected values by repeatedly sampling
from the random process and computing the average. Following [62], ReRo is estimated
by repeating J times the attack A(M(D,),a(z)) for each z € X and computing the
m-weighted average. The RAD correction term is estimated analogously by evaluating
J times the attacks A(M(Dy,),a(x1)) for each target—challenger pair x1,z9 € X and
averaging the results.

For MNIST, Fashion and Adult, we set J = 1000 (as in [62]). Note that in the LDP
cases D_ = @, and we set J = 105/m ensuring the total number of runs matches those
106 repetitions of LDP AUDITOR. Finally, for the imputation attack, we do not require a
target model as it is target model-independent and set J = 1. We repeat the imputation
attack with five different seeds and report the averaged ReRo and RAD scores.

We use Python and TensorFlow [165] to evaluate the attacks. For DP-SGD, we rely on
a minimal implementation provided by Hayes et al. [62], which we extend to incorporate
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Figure 5.6.: Empirical risk of RAD (crosses) and ReRo (dots) for different error tolerances
n € [0,100] on the Adult dataset with truncated Laplace noise. Straight
lines show theoretical RAD bounds, dashed lines ReRo bounds. While
RAD bounds closely match the empirical risk, ReRo bounds consistently
overestimate the risk. Moreover, ReRo increasingly overestimates the risk at
larger error tolerances across all considered distributions.

Dataset ReRo RAD

Census 0.81 0
Texas 0.73 0

Table 5.2.: ReRo vs. RAD risk estimation for imputation attack. This type of attack does
not access the dataset directly and therefore cannot induce any participation

risk, which RAD correctly captures while ReRo significantly overestimates
the risk.

RAD and target-specific auxiliary knowledge. For the imputation attack [58], we adapt
the authors’ public implementation [166].

5.5.3. Results

In this section, we present the RAD and ReRo empirical risk results on real attacks, along
with their corresponding theoretical bounds. For both measures, the y-axis represents
the estimated risk, with values close to one indicating high risk and values near zero
indicating low risk.

5.5.3.1. RAD covers, but ReRo breaks for auxiliary knowledge

Figure 5.4 shows the results of ReRo and RAD risk estimation for our optimal attacks
against DP-SGD on the MNIST dataset. Analogous results for the Fashion dataset are
provided in Figure 5.5. We also include the corresponding theoretical bounds for ReRo
and RAD for comparison. As expected, the existing ReRo bounds [62] correctly provide
an upper limit on the empirically observed ReRo risk when the adversary has no prior
knowledge of the target record (aux = {@}). Figure 5.4a). However, when the adversary
has prior knowledge of the victim record (Figures 5.4b and 5.4c), ReRo estimates exceed
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the values predicted by their theoretical bounds—which are meant to be upper bounds
and, therefore, should never be surpassed by the true risk. In contrast, our RAD bounds
consistently upper-limit the empirically estimated RAD risks across all tested attacks.

This supports our expectation that the ReRo bounds only hold under the assumption
that the adversary has no auxiliary knowledge about the victim (auxz = {@}), but fail to
correctly estimate privacy risks when target-specific auxiliary knowledge exists.

We can also observe that our bounds for RAD overcome this estimation error: they
hold for any auxiliary knowledge and are nearly tight. In particular, Figures 5.4b and 5.4c
show that the tightness of our worst-case bound Theorem 5.2 is not an isolated feature
of GRR, but a reliable property that also applies to other widely used mechanisms, such
as DP-SGD. Finally, Figure 5.4a shows that our closed-form bound Theorem 5.11 offers
a reasonable upper-bound also when Theorem 5.3 needs to be numerically approximated
(as is the case, for instance, with DP-SGD).

5.5.3.2. Leakage vs. Imputation

Table 5.2 compares the risk estimates of RAD and ReRo for the imputation attack. This
attack is not based on any information leakage from the mechanism and ignores any
output in the process. RAD in this case does estimate the privacy risk to be 0, whereas
ReRo reports notably higher values (0.81 for Census and 0.73 for Texas). This underlines
how RAD is the more reliable measure of actual privacy risks: RAD shows the absence
of leakage when the attack’s success relies solely on imputation, whereas ReRo suggests
serious disclosures (or: attack potential), effectively overestimating the privacy risk. This
result suggests that RAD is a safer choice for risk estimation, as it allows practitioners
to measure the true risk of data disclosure without being affected by data imputation.

This tendency of ReRo to overestimate risk is not confined to this setting. In our
optimal attacks on DP-SGD (Figure 5.4), ReRo consistently overestimates leakage across
all investigated cases, with the effect becoming more pronounced as more auxiliary
information is incorporated. Membership inference (a(x) = z) provides the clearest
example, where ReRo reports risk values exceeding 0.6 even for privacy budgets ¢ < 4,
which are commonly considered to offer strong privacy guarantees [133]. This behavior
aligns with expectations, as ReRo cannot discount auxiliary information; consequently,
greater attacker knowledge leads to larger overestimation.

Similarly, Figure 5.6 shows that ReRo fails to capture the effect of the success thresh-
old n. As 7 increases, an oblivious attacker’s success probability rises, but ReRo cannot
account for this since it depends only on success probability and thus converges to 1
for all . This results in substantial overestimation: for n = 100, a trivial setting where
any guess is correct, ReRo reports maximal risk despite the mechanism providing no
advantage. In contrast, RAD properly discounts this effect, showing that increasing 7
boosts advantage only up to a point (here, n = 40), after which the advantage decreases
as success becomes nearly granted.
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Figure 5.7.: RAD results for LDP mechanisms. Lines show theoretical bounds and
markers empirical RAD. First, we note that our bounds are perfectly tight
for all tested mechanisms and datasets. Adittionally, we see that OUE
offers the higher protection among the LDP mechanisms even for the same ¢
choices.

5.5.3.3. Bound tightness

Figure 5.6 shows the results of RAD and ReRo for our optimal attack against Laplace
mechanism on Adult including their corresponding theoretical bounds. Figures 5.7a
and 5.7b shows the analogous for LDP mechanisms, GRR, OUE and SS, on the Porto
and Geolife datasets. On the x-axis, we see ¢, and on the y-axis, the exact estimated
risk for such ¢ selection. Note that for LDP, RAD and ReRo results coincide, since the
attack relies solely on the released output (with no auxiliary information or imputation
effects). Moreover, the prior-based chance level under the uniform prior is negligible for
|X| = 3,052. We therefore report only RAD to avoid redundancy.

We observe that our bounds (cf. Theorem 5.3) are tight for every prior 7 and capture
even subtle differences between mechanisms. In particular, the RAD estimates for GRR
perfectly match our perfect-reconstruction black-box bound (Theorem 5.15), confirming
its tightness.

Moreover, Figure 5.6 clearly illustrates the impact of the data distribution: the skewed
distribution (Figure 5.6¢) constitutes the worst case, while the empirical distribution
represents the best case. This highlights that knowledge of the data distribution can
substantially improve utility; in the absence of such knowledge, the only safe choice is
calibration with respect to the worst case.

Finally, these results provide concrete evidence for the importance of attack-based
noise calibration. For identical values of €, OUE offers significantly stronger protection
against DRAs than GRR and SS. Hence, ¢ alone does not capture the full privacy picture,
and RAD is essential for understanding the actual privacy implications of a mechanism
for users.
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Figure 5.8.: LDP Audit results from RAD-based auditing and LDP AUDITOR [41] on
Porto dataset. Values along the diagonal indicate perfect accuracy; below it,
privacy is overestimated; above it, underestimated.

5.5.3.4. Auditing Local DP with RAD

Figures 5.8 and 5.9 show the results from our LDP auditing experiments using the Porto
and Geolife datasets. They compare the accuracy of predicting the actual € using our
RAD-based auditing versus LDP AUDITOR. The closer the empirical € is to the theoretical
value (diagonal line), the more accurate the auditing tool. Additionally, smaller standard
deviations indicate greater stability of the method.

For all tested mechanisms, our auditing approach improves over LDP AUDITOR for all
¢ values. In particular, we see that the highest e LDP AUDITOR manages to estimate for
both GRR and SS are capped around £ / 12.25, hence preventing auditing of deployments
with higher values. This limitation was already acknowledged by the authors of LDP
AUDITOR, as it stems from the intrinsic shortcomings of the Clopper-Pearson method
underlying their approach [41]. In contrast, the tightness of our RAD bound enables
our auditing approach to accurately estimate empirical privacy budgets for the whole
range, without such a limitation. Notably, for GRR and SS, our DP auditing yields
near-perfect estimates for all epsilon values. For the OUE mechanism, our approach also
outperforms LDP AUDITOR, however, the estimation accuracy declines at € < 9. Note
that this is an inherent limitation of OUE auditing as already mentioned in [41]: as we
prove in Example A.17, 0-RAD converges to ";—T_nl when ¢ tends to infinity. Overall, these
results support that the universal tightness of our theoretical bound Theorem 5.3 enables
precise and reliable auditing based on DRAs.

5.6. Conclusion

In this chapter, we formally and empirically investigate the reconstruction risk that users
incur when their data are processed by DP mechanisms.

Our results reveal that the current state-of-the-art risk metric, ReRo [39], tends to
overestimate the actual leakage of DP mechanisms when the attacker leverages prior
knowledge or public statistics, which can lead to excessive utility loss if used for noise
calibration. Furthermore, we demonstrate that under realistic attacks—where the attacker

123



5. Understanding Disclosure Risk in Differential Privacy

180 Expectation s 180 Expectation x 180 Expectation
¥ Ours X ¥ Ours el ¥ Ours
¢ LDP Auditor Ea ¢ LDP Auditor » ¢ LDP Auditor

Empirical €

2R OK K R KKK K K X
% g00©®%000000
*x®
x'®
x’e
x'®
x'®
=

*

x'®

2 4 6 8 10 12 14 16 18 20 2 4 6 8 10 12 14 16 18 20 2 4 6 8 10 12 14 16 18 20
Theoretical € Theoretical Theoretical

(a) (GRR) (b) (SS) (c) (OUE)

Figure 5.9.: LDP Audit results from RAD-based auditing and LDP AUDITOR [41] on
Geolife dataset. Values along the diagonal indicate perfect accuracy; below
it, privacy is overestimated; above it, underestimated.

exploits target-specific public knowledge—existing ReRo bounds, which were originally
proven only for auz = {@}, can be violated.

To address these limitations, we first introduce n-RAD, a novel metric that captures
the general reconstruction threat and accurately quantifies the privacy risk imposed by
any specific mechanism. This metric explicitly accounts for target-specific knowledge
and the effects of imputation and prior information on the risk. Our theoretical and
empirical evaluation—across different data domains, DP mechanisms, and levels of
attacker knowledge—demonstrates the robustness of RAD as a risk measure and its
ability to correctly account for the leakage arising from participation in the dataset.

More importantly, we advance the understanding and practical interpretation of
DP guarantees by proving tight bounds that connect DP mechanisms with their risk,
using RAD. Offering new insights and clarity beyond existing analyses, we establish (i)
universally tight bounds when the attacker’s knowledge is specified, along with optimal
strategies achieving them, (ii) closed-form bounds that remain valid regardless of auxiliary
knowledge, and (iii) black-box upper bounds enabling risk estimation based on the privacy
parameters, applicable in settings where the whole record is considered secret.

We provide a principled analysis of the tightness of our bounds by formalizing the
optimal attack strategy for any reconstruction goal. Specifically, given an attack goal,
an error threshold, and the auxiliary knowledge of the attacker, we provide a general
algorithm that the attacker can follow to maximize RAD. We prove that this attack
strategy is indeed optimal and further validate these findings empirically by implementing
the attack on real datasets.

Our theoretical and empirical evaluation—across private learning, DP aggregation,
and LDP settings—demonstrates not only the robustness of RAD as a risk measure, but
also the significant impact of our bounds on improving DP noise calibration (resulting in
better utility) and auditing (broadening scope and enhancing accuracy). In particular,
we present a RAD-based auditing framework that is data-agnostic, meaning it does
not require artificially approximating worst-case dataset pairs. This increases efficiency,
especially for high-dimensional categorical data, while providing better accuracy than
existing auditing tools of comparable scope.
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Overall, our work demonstrates that privacy risk depends on the mechanism’s structure,
not just its nominal privacy parameters, and provides both fundamental insight and
practical tools for privacy risk assessment and calibration—enabling notable utility gains
without increasing the effective privacy risk.
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6. Balancing Privacy and Utility
in Correlated Data

This chapter is based on the contributions:

e Martin Lange*, Patricia Guerra-Balboa*, Javier Parra-Arnau, and Thorsten Strufe.
“Balancing Privacy and Utility in Correlated Data: A Study of Bayesian Differential
Privacy”. In: Proceedings of the VLDB Endowment, 2025, DOI: 0.14778/3749646.3749679.

In previous chapters, we focused on addressing DP challenges arising from complex
data while adhering to the original assumptions of the DP model. Under this model, the
adversary is assumed to be fully informed. In particular, in the bounded DP setting, the
attacker is assumed to know all database entries except that of the target individual.
For general granularities, this assumption is extended to all information in the database
except what is deemed indistinguishable under the chosen granularity relation.

However, under this assumption the protection guarantees are limited to statistically
independent data records, i.e., DP mechanisms underestimate participation risk when
the underlying data are correlated (see Sections 2.3 and 3.5).

The limitations of DP for protecting correlated data have been theoretically exposed [29],
[30], [32], [36] and empirically confirmed with attacks on real databases [33]. This is
a significant issue, since correlations among data records are common in real-world
databases, such as those induced by friendships in social networks [34], genetic similarities
among family members [35] or physical limitations in trajectories (see Chapter 3).

As a response to the limitations of DP in the presence of correlation, several DP-based
notions have been proposed to specifically address this challenge [30], [68], [167], [168],
[169]. Among them, Bayesian Differential Privacy (BDP) [37] stands out for its simplicity
and generality: it provides stronger privacy guarantees than DP and supports arbitrary
correlation structures—capabilities that are not generally achievable within the Pufferfish
framework. BDP also underlies extensions such as prior DP [168] and correlated DP for
location data [169].

While DP assumes the adversary knows all records except the target, BDP considers
arbitrary priors, including those where unknown records are correlated. It ensures
bounded changes in output distributions even when the target record is part of a
correlated subset. When data is independent, BDP and DP coincide. Under correlation,
however, BDP quantifies worst-case leakage by integrating the mechanism’s output
with the data distribution via Bayes’ rule, capturing adversarial advantages that DP
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overlooks. Hence, BDP mitigates correlation-driven reconstruction attacks that breach
DP’s guarantees as empirically shown in [69].

While BDP provides a robust framework for assessing privacy leakage under data
dependencies, its practical applicability remains uncertain. The few mechanisms that
satisfy this notion [37], [69] are limited to specific correlation models, such as Gaussian
Markov random fields—a subclass of multivariate Gaussian distributions forming a
Markov random field where missing edges correspond to zeros in the inverse covariance
matrix [64]—and binary-state Markov chains with a symmetric transition matrix. Given
the scarcity of mechanisms and their applicability restrictions, it remains unclear whether
BDP can provide utility in real-world applications. Moreover, the only solution for
Gaussian Markov fields reported poor utility, since noise addition scales linearly with the
number of records in the database and their only mitigation is to weaken BDP privacy
by incorporating assumptions about the adversary [37]. Moreover, prior impossibility
results [29], [68] show that strong utility under BDP without distributional assumptions
is fundamentally limited.

In summary, DP privacy leakage estimation does not provide sufficient protection
under data dependencies, and there is a need for improved utility with the robust
BDP framework. Motivated by this issue, this chapter examines BDP’s utility from
both theoretical and practical perspectives, analyzing its limitations and proposing new
strategies to reduce utility loss while maintaining BDP privacy guarantees.

Our investigation focuses on understanding how DP leakage can be translated into
BDP leakage across different data contexts. This understanding provides a systematic
way to construct BDP mechanisms by appropriately adjusting the parameters of existing
DP mechanisms. Furthermore, we analyze the accuracy of BDP mechanisms obtained
through this calibration methodology.

In particular, we investigate theoretical bounds on the accuracy of BDP mechanisms
and derive specific utility guarantees under certain correlation models. Specifically, we
analyze the impact of limiting the number of correlated records and study the applicability
of BDP to both discrete and continuous correlation models. For each case, we focus our
analysis on a representative distribution that has a significant impact on data analysis.
Specifically, for the discrete case, we analyze data following a Markov chain and, for
continuous data, we analyze multivariate Gaussian correlation. We focus on these two
particular correlation models following previous work in BDP [37], [168] and due to their
relevance in many real-world applications such as medical [170], location [100], or activity
data [171] analyses.

Finally, we complement our formal analysis with an empirical evaluation on real-world
data containing Gaussian and Markov correlations. This allows us to validate the formal
utility analysis of BDP mechanisms in practical applications and to gain insight into how
our theoretical results translate into practice. In summary, in light of the fundamental
question of whether it is possible to obtain accurate global information while protecting
privacy in the presence of correlations—and given the existing impossibility results that
generally suggest otherwise—this chapter investigates the following questions:
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o Is it possible to translate DP leakage into BDP leakage in a way that allows
obtaining accurate BDP mechanisms by recalibrating the noise injection of existing
DP mechanisms?

o Can useful analyses under correlation be performed by making realistic and sensible
distributional assumptions, either through high-level restrictions, such as bound-
ing the number of correlated records, or through stronger assumptions, such as
specifying particular distributions?

6.1. Related Work

The challenge of designing privacy mechanisms that remain robust under arbitrary
correlations has been a central concern in the development of privacy frameworks.
Foundational work by Kifer and Machanavajjhala [29] introduced free-lunch privacy,
the first formalism to consider the impact of correlations on privacy guarantees. Their
no-free-lunch theorem shows that, under arbitrary data distributions, achievable utility is
fundamentally constrained. However, they express utility in terms of discriminants—an
abstraction that is neither intuitive nor translatable into practical utility metrics.

The existing strategy applicable to obtain BDP [172] requires noise calibration based
on the Wasserstein distance. However, it requires computing the Wasserstein distance
between the conditional output distributions corresponding to all pairs of sensitive values.
This is computationally intractable [172], [173] in the general case. While a closed-form
mechanism is derived for specific Markov chain models, it relies on a weakened notion that
assumes limited adversarial background knowledge, and therefore cannot be meaningfully
compared to BDP.

The only concrete evidence of the potential applicability of pure BDP in practice
has been provided in the context of Gaussian and Markov correlation models. In their
foundational work, Yang et al. [37] proposed adapting the Laplace mechanism to defend
against correlated leakage in Gaussian Markov Random Fields. They also established
preliminary theoretical connections between DP and BDP in this setting. Despite these
important contributions, the proposed mechanisms’ privacy guarantees degrade linearly
with the number of correlated records, resulting in excessive noise that renders the
mechanism impractical. Although the authors suggest mitigating this by limiting the
adversary’s knowledge, such a compromise weakens the privacy model and undermines
the core guarantees of BDP. Moreover, the proposed mechanisms have not been evaluated
in real-world scenarios, leaving their practical effectiveness uncertain.

A more recent effort by Chakrabarti et al. [69] proposes an adaptation of the randomized
response to BDP over binary Markov chains. However, this mechanism is extremely
constrained: it only applies to lazy, binary, stationary Markov chains and does not
provide any general bounds relating DP and BDP leakage. Moreover, the only closed-
form expressions for mechanism parameters holds under the restrictive assumption of a
symmetric transition matrix limiting its usability even further.
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In response to these limitations, several relaxed privacy notions have been proposed
to strike a better balance between privacy and utility. Mutual Information Privacy (MI
DP) [174] and its extension [173], for example, can be viewed as a relaxation, offering a
framework where traditional mechanisms like Laplace and Gaussian can be recalibrated
to account for correlation. These methods yield promising theoretical utility guarantees.
However, MI guarantees are weaker, in particular, MI characterizes average-case privacy
leakage rather than worst-case guarantees, and therefore cannot substitute the BDP
framework when worst-case guarantees are desired.

In conclusion, while previous work highlights the limitations of DP protection and
the need for BDP as a privacy standard, the challenge of providing utility with BDP
protection remains unresolved. Moreover, the relationship between DP and BDP is not
yet fully understood.

6.2. Limited Number of Correlated Variables

Given that the actual data distribution is often unclear or hard to estimate [175], it would
be great to be able to protect against any potential correlation in the data. Formally,
to protect against potential correlations without making distributional assumptions a
mechanism must satisfy BDP with respect to all possible correlation distributions II, a
condition we call protection under arbitrary correlation. However, Kifer and Machanava-
jjhala showed that under this assumption BDP collapses to free-lunch privacy [29], [37]*.
Free-lunch privacy is a granularity notion that considers all pairs of datasets neighbors.
That implies that all dataset pairs are at distance ¢, forcing all query outputs f(D) and
f(D') to be e-indistinguishable [176]—intuitively implying a complete loss of utility.

To better understand the underlying utility issue, we formalize this limitation using the
standard («, 8)-accuracy metric, providing a concrete, interpretable, and widely adopted
measure of utility loss that enables clearer reasoning and meaningful comparisons across
different randomized mechanisms.

Proposition 6.1. Let M : X™ — R be an e-BDP mechanism protecting against arbitrary
correlation. Let 0 < 8 < ﬁ be a real number and let f : X" — R be a deterministic
function. If M is («, B)-accurate w.r.t. f, then

1
o> 5 max | /(D) = f(D)].

Proof. First, note that any BDP mechanism protecting against arbitrary correlation is
free-lunch [68]. Therefore for every S C R, and for every pair D, D € X",

Pr[M(D) € S] < e* Pr[M(D’) € S]. (6.1)

!The original proof is stated within the Pufferfish privacy framework, which generalizes Bayesian
differential privacy (BDP) to arbitrary forms of prior knowledge and to secrets beyond the protection
of a single record.
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We use this property and proceed by reductio ad absurdum. We assume that M fulfills
an (a, B)-accuracy with respect to f with a < 3 maxp p/ [f(D) — f(D')| and 8 < ﬁ,
i.e., for all D, D’

Pr[17(D) = M(D)| 2 517(D) = S| £ =,

and derive a contradiction for D':

Pr{|f(D) = M(D')| = a] =Pr[M(D') € R\ (f(D') — a, f(D') + )]

> Pr[M(D') € (f(D) — a, f(D) + a)] (6.2)

>e ° Pr[M(D) € (f(D) — «, f(D) + a)] (6.3

=e ° (L =PrIM(D) e R\ (f(D) — a, f(D) + a)])

=e ° (L =Pr[[f(D) = M(D)| = a])

> e (1) (6.4)
R 1

>e ¢ _ef—i—l) (6.5)
1

- e +1

>,

where Eq. 6.2 follows because the probability of a subset is always smaller or equal to
the probability of the greater set. Here, this subset relationship (f(D) — «, f(D) + «) C
R\ (f(D')—a, f(D')+ «) holds because « is smaller or equal to half the distance between
f(D) and f(D’). This probability can once again be limited in Eq. 6.3 applying Eq. 6.1.

Finally, we use that M is («, 8)-accurate in Eq. 6.4 and subsequently replace § by its
upper bound in Eq. 6.5.

Overall, it follows that Pr[|f(D') — M(D’)| > ] is strictly greater than 8. This is in
contradiction to («, §)-accuracy. O

Specifically, the result from Proposition 6.1 indicates that for theoretically relevant
privacy levels € € (0,4) [133], the only confidence interval where we can reliably estimate
the actual value of our query function f, with standard confidence levels (e.g., between
90% and 99%), includes almost all possible query values. For instance, consider a free-
lunch algorithm used to compute f(D), where f counts the number of infections in
a database of n individuals. If the algorithm outputs 5, it suggests that half of the
population is infected. However, with a 90% confidence interval, we cannot tell whether
there is no infection at all, or whether the entire population is infected.

While designing accurate BDP mechanisms is infeasible under arbitrary correlation—
potentially involving all records—it is often reasonable in practice to assume that only
subsets of records are correlated. For instance, in the context of genomic data, an
individual’s genome is strongly correlated with that of their relatives, but not with the
entire population [35]. Hence, we assume that only m of n records in the database are
correlated with each other, formally:

131



6. Balancing Privacy and Utility in Correlated Data

Definition 6.2. We say the random vector X = (Xi,...,X,) has at most m < n
correlated random variables if there exist disjoint sets of indices C1, ..., C, that make
up [n] = Uj—; Ci so that each set C; has maximum cardinality m > |Cy| for any [ € [r],
and for any [ € [r], the random variables {X; | j € C;} are independent of the remaining
random variables {X; | j € [n] \ Ci}.

This definition considers multiple groups of up to m correlated records as long as they
do not “overlap”, i.e., the records in one group are independent of the records in the
other groups. Otherwise, we do not make any further assumptions about the distribution
of the data. This allows us to find acceptable utility guarantees in Corollary 6.5 as long
as m is sufficiently small.

6.2.1. Relationship between DP and BDP

We begin by introducing and proving a general bound on the BDP leakage of an e-DP
mechanism. Specifically, we show that if an e-DP mechanism operates on data drawn
from a distribution involving at most m correlated random variables, then it satisfies
me-BDP. The practice of scaling the DP leakage by the number of correlated records
to estimate worst-case leakage under correlation has been used in prior work [30], [177],
but to our knowledge, this approach had not been formally shown to satisfy the BDP
definition. We further prove that this bound is tight.

Theorem 6.3 (The General Bound). Let X = (X1,...,X,,) be a random vector with at
most m < n correlated random variables. Then, any e-DP mechanism with input data
drawn from X is me-BDP.

Proof. Since BDP considers the supremum of the leakage over all posmble adversaries,
we prove that this bound holds for any adversary (K, i) with i € [n], K C [n]\ {i} and
k = |K|; hence, it also holds for the supremum.

Since {C}} jer is a partition of [n], there exists an [ € [r] so that the target index ¢ € Cj.
Thus, C; contains the index 7 and all indices of random variables potentially correlated
with X;. Let C:= C1\ K be the indices of random variables correlated with X; that are
not already included in K.

Then, we first show that the adversary-specific BDPL can be upper bounded as follows:

PT[Y eSS ‘ XK,Z‘Z'] PT[Y es | XK,XCV}

BDPLg; = sup In < sup In . (6.6
(K = o0 Py € S| %, 2]) s, DIV € S| XK, X (6.6)

Assume that for all x5 € & |é‘, we have
PrlY € S| Xg =xg,X; =] > Pr[Y € S| Xg = xg, X5 = x¢]. (6.7)

Now, we brmg this to a contradiction, thereby proving the opposite of Eq. 6.7. Let index
set C_; := C'\ {4} include all indices of C' except for 4. Then, we have

Pr[Y € S| xk, 2] = /ch—,__‘Pr[YEﬂxKvxi?XCLi] ch_i(XC‘,i’XKvxi) dxe
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= PI‘[Y es ‘ XK, (xi’XCLi)] pxé_i(xéii | XK,l'Z‘) dXC’,i (6.8)

xl1C—il
< /X\C‘_il Pr[Y € S| xk, zi] ch’,i(XCLi | X5, ;) dxg . (6.9)
=Pr[Y € S| xx,xi] /){‘é—ﬂ pXéﬂ.(XC’,i | XK, ;) dxg_ (6.10)
= PK[Y es ’ XK,x'Z'], (6.11)

where the random variable X; is already included in the condition, so only indices C_;
need to be added. In Eq. 6.8, we combine the two conditions X; = z; and Xé—i =X¢,
into one condition X5 = (l’z‘,X@_i)- Notice that this is the same condition, just stated

differently. Then, we use Eq. 6.7, which applies to all x~ € X in Eq. 6.9. Now, the
first probability can be pulled out of the integral in Eq. 6.10 as it no longer depends on
the value Xé The final Eq. 6.11 follows because a probability density integrated over
its entire domain is always one.

Note that if the variables are discrete the integral must be changed by a sum and the
result follows analogously.

We have shown that the initial probability is strictly smaller than itself—a contradiction.
Thus, the opposite of our assumption in Eq. 6.7 must be true and there must exist a
vector X so that

PI‘[Y es | X =xg,X; = sz] < PI‘[Y es | Xg = XK,XCW = Xé]. (6.12)
Analogously, we can show that there exists a vector x’é e xICl verifying
PT[Y es | X =X, X; = a:;] > PI“[Y es | Xg = XK,Xé = ch]. (6.13)

Thus, with Eq. 6.12 and Eq. 6.13 we have Eq. 6.6. For any values of xx and x;, 2/
included in the left supremum, we can always find values x5~ and X/C, so that the ratio
becomes greater or equal, and these values xz, X’C, are included in the supremum on the
right-hand side.

Let the set U = [n] \ (K UC), with v = |U], include all remaining indices. Since
by hypotheses IC| < |Cy] < m, for any known values xx € X* the correlated values
x5 € XI¢ and X5 € X Applying Eq. 6.6 we have

}/:/I[“[Y es | XK,XO] :/Xu IX/Il‘D/ €S | XK,XC”«,XU] pXU(XU | XKaXC*) dXU

< / . e IX;[Y € Slxr, Xz, xu] pxy(xv|XK, X&) dxu

— me » jPi}l"[Y es | XK,X,C,,XU] pXU(XU | XK) dXU
= ems PI"[Y S S‘XK,X/C,,XU] pXU(XU|XK,X/C~,) dXU
Xu
=™ Pr[Y € S| xp, xp].
Combining both inequalities we obtain the result. O
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6. Balancing Privacy and Utility in Correlated Data

This bound may appear overly pessimistic, as it seems to assume perfect correlation—
where a change in one record fully determines the changes in all others.

However, as we show in the following example, the bound remains tight even when this
extreme case is excluded. Specifically, we provide a counterexample in which there exists
a family of probability distributions {II, },cn such that for every r the variables do not
deterministically determine one another while for any § > 0 there exist one r verifying
that BDPL > 2¢ — §. This confirms both the tightness of our result and that the bound
cannot be improved, even excluding the edge case of perfect correlation.

X1 =0 X1 =1 Total
Xo=0| % ;1 :
3_,.2_ _

X=1| L fem =
Total 4r el 1

Table 6.1.: Probability distribution of Example 6.4

Example 6.4. For all r € N with r > 2, Table 6.1 shows a valid probability distribution
HT for X = (XI,XQ).

Moreover, given any r > 2, there is not perfect dependency, i.e., neither X; is fully
determined by X5 nor vice versa (see Section A.4).

Moreover, if M is e-DP, then there are two neighboring databases D, D’ € {0,1}? for
which the privacy loss reaches ¢; otherwise, € is not tight for M, and a smaller value
could be used with the same reasoning. Without loss of generality, we assume they differ
in the first coordinate, otherwise by inverting Table 6.1 we get the same result and we
assume that it exits S C © such that

Pr[A(0,0) € S] = e Pr[A(0,1) € S] = ¢ Pr[A(1,0) € S] = e* Pr[A(1,1) € 5],

as it is the case, for instance, for the GRR mechanism with S = {(1,1)} (see Example 5.4).
Then, computing the BDPL we obtain:

_PI[YGS‘Xlzl]
nge{o,l} PI‘[Y es ‘ X; = O,XQ = 1'2] PI‘[XQ = Z9 | X; = 0]

nge{o,l} PI‘[Y esS ‘ Xi1=1,X,= mg] PI‘[XQ = I9 | X; = 1]
e® Pr[M(1,1) € S] 25 + ¢ PrIM(1,1) € S| -5

— r+1
es PrIM(1,1) € 8] =15 + PriM(1,1) € 8] T=me]
s Bkl
= 3 3_,2_1"
e rg—ril + TTS—Tr—l
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6.2. Limited Number of Correlated Variables

for all » > 2. Since

2 _ 1 e _1
lim s S =%
700 pE r2—r + r3—r2—1 ’
r3—r—1 r3—r—1

taking the limit when r tends to infinity we have BDPL > 2¢. Since the general upper
bound of the BDPL of an e-DP mechanism is 2¢ we have BDPL = 2¢. Therefore, taking
arbitrary large r, we obtain not perfectly determined variables, and the BDPL arbitrary
close to 2e.

Example 6.4 shows that, without additional hypotheses, Theorem 6.3 is tight, even
excluding perfect correlation.

6.2.2. Accuracy

Theorem 6.3 enables to use (5)-DP mechanisms as e-BDP mechanisms. However,
reducing € in a DP mechanism often has a negative impact on utility (see Section 2.1).
In particular, we investigate the impact on the accuracy of the Laplace mechanism. As a
consequence of Theorem 6.3 and Proposition 2.10 we obtain the following result:

Corollary 6.5. Let M,y be the Laplace e-DP mechanism that approzimates the query
f: X" = R with input described by the random vector X = (X1,...,X,) with at most
m < n correlated random variables. Then, if M. ¢ is (o, B)-accurate w.r.t. f, there exists

an e-BDP mechanism M whose input is drawn from X and that is (ma, B)-accurate
w.r.t. f.

Proof. From Proposition 2.10, we know that the («, §)-accuracy of M, y with respect

to f is
(5)%
a=h(-=| —
B €
for any 3 € (0,1] because M, ; uses the Laplace mechanism.

The idea is to also use the Laplace mechanism for M, but to use an adjusted DP privacy
parameter £’ so that M is e-BDP. We will see that this results in (ma, ,B)—accurNacy. With
the general bound from Theorem 6.3, we know that the Laplace mechanism M = M ¢
is me’-BDP. Thus, we have

me' =¢ & & =—¢.
m
Now, we can calculate the accuracy of mechanism M because it also uses the Laplace

mechanism and we now know the used DP privacy leakage ¢/ = ¢/m. Mechanism M is
(a/, B)-accurate with

o/:ln<;)-A€/f:1n(;)-m€Af:ma.

Thus, the mechanism M is (ma, B)-accurate. ]
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6. Balancing Privacy and Utility in Correlated Data

This result shows that the error a of the Laplace mechanism increases proportionally
with the number of correlated records when moving from -DP to e-BDP, and while
making no assumption about the distribution of the records. This may be acceptable
when the number of correlated records m is small. For example, if m = 2, the error «
doubles when transitioning from DP to BDP. If the DP mechanism’s error is small, this
increase may be acceptable. However, utility sharply decreases as m grows.

Since we have shown that our bound on BDPL is tight under the assumption of
arbitrary correlation, the utility bound cannot be improved. This motivates the next
two sections, where we investigate whether additional assumptions on the correlation
model can lead to tighter bounds, enabling reduced noise and improved utility while still
protecting against correlation attacks.

6.3. Multivariate Gaussian Correlation

A wide variety of phenomena are effectively modeled using a Gaussian distribution [178].
For example, physiological measures such as height and weight are correlated among
family members, and the joint distribution of height and weight in a large population
is well fit by a bivariate Gaussian distribution [170]. Consequently, we explore the
applicability of BDP to multivariate Gaussian data.

When we are dealing with a database of n records, and each record is drawn from a
Gaussian distribution, we can model the joint distribution of all records as a multivariate
Gaussian distribution. This model also captures linear correlation between records [179].

Definition 6.6 (Multivariate Gaussian Distribution [179]). Let X = (X1,...,X,) be a
random vector, let vector u € R™ be real and let matrix 3 € R™*™ be symmetric and
positive definite. We say X follows the multivariate Gaussian distribution with mean p
and covariance Y if the probability density of X for any point x € R™ is

1

px(x) = — e exp(— 2 (x — ) T8 (x = ),
V(I [X| 2
where |X]| is the determinant of . We write X ~ N (i, X).

We establish a relationship between DP and BDP for data drawn from a multivariate
Gaussian distribution, based on the maximum Pearson correlation coefficient, which is
calculated directly from the covariance matrix [179]. This provides a new, tighter upper
bound for the BDPL that improves upon the specific Gaussian bound given in [37] and
upon the general bound me for any correlation model.

However, our bound applies only to a specific class of mechanisms: those that satisfy
both DP and metric privacy under the ¢; metric. We show in Section 6.3.2 that the
clipped Laplace mechanism meets these criteria and develop a practical application
in Section 6.5.1. To establish this result, we first connect metric privacy with an
analogous form of BDP, termed Bayesian metric privacy, which we define below.
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6.3. Multivariate Gaussian Correlation

6.3.1. Relationship between Metric Privacy and Bayesian Metric
Privacy

Unbounded continuous data domains, such as R", usually produce challenges on DP
application due to infinite sensitivities [180]. In the context of BDP, Yang et al. [37]
defined a relaxation to work in those domains: If the data domain is equivalent to the
real numbers (i.e., X" = R"), they defined a modified leakage, BDPL(M; M), where
they only take into account the leakage between points with a distance smaller than
M e R, i.e.,

PrlY € S| Xk = xg, X; = z{]

sup In .

|z —a} | <M,xf,S PI‘[Y €S ‘ XKg =Xk, X; = :C’/L]

Applying this BDP relaxation leaves indistinguishability between records at distances
greater than M entirely uncontrolled. While this may increase applicability, it reduces
privacy and limits insights into the impact of correlation.

However, metric privacy—or d-privacy when the metric is explicit—provides a solution
to quantify privacy leakage as the distance d(D, D’) for each pair of databases D, D’
when the maximum privacy leakage cannot be bounded [47].

To extend this advantage to correlated settings, we introduce the first metric version of
BDP: Bayesian metric privacy. We define it following the same intuition as metric privacy;
namely, the indistinguishability between two records x, 2’ depends on the distance d(z, z’)
between them. Note that the change from databases to records is necessary because
BDP does not apply to neighboring databases, but to target records, as we describe
in Section 2.3.2.1. In this way, we can work with R™ as the data domain without losing
information about the privacy leakage.

Definition 6.7 (Target Dependent Leakage). Given a randomized mechanism M :
A" — D(0), X the input random vector following the distribution II, the targeted record
index i € [n], and the known record indices K C [n]\{i}, the adversary-specific target
dependent BDPL of M w.r.t. adversary (K,i) for any target values z, 2’ € X is?

py (s | Xg = xK, X; = x)

/
BDPLco (@, 7) = S o py(s| Xk =xr, Xi = ')

Given that we understand the leakage for each pair of data records we can simply
define Bayesian metric privacy analogously to the original metric privacy notion:

Definition 6.8 (Bayesian Metric Privacy). Let d be a (pseudo)metric on X2. A
mechanism M is Bayesian d-private if for all z,2' € X,

BDPL(x,2") = sup BDPL g ;) (z, 2) < d(z,2),
i, K

where the supremum is taken over all the possible sets of indices i € [n] and K C [n]\ {i}.
BDPL(x, ') is called target dependent BDPL.

2 Analogously to BDPL Definition 2.26, if both the numerator and denominator are zero, we conventionally
set BDPL ki (z,2") = 0.

137



6. Balancing Privacy and Utility in Correlated Data

The only difference between BDP and Bayesian metric privacy is that Bayesian metric
privacy does not take the supremum over all pairs z, 2’ € X. Moreover, both notions are
equivalent when we define d(z,z") = ¢ for x # 2’ and d(z,z") = 0 otherwise.

Now we can prove the relation between a d-private and a Bayesian d-private mechanism
when the data distribution is a multivariate Gaussian. Particularly, we focus on the ¢;
distance due to its direct application to the Gaussian case. We formalize the conditions
needed to obtain our bound:

Definition 6.9. For p € [0,1] and n € N, we call the matrix 3, € R™*" a limited
covariance matrix if

e the matrix X, is symmetric and positive definite,

o the diagonal of ¥, is constant, i.e., there is a variance o2 > 0 so that i = o? for
all 7 € [n] and,

 any pairwise correlation is limited by p. That is, for all ¢ # j we have [X,;;| < po?.

The first condition is required to be a valid covariance matrix for a Gaussian distribution
(see Definition 6.2). The second condition ensures that no records have a deviating
variance, i.e., all records are drawn from the same one-dimensional distribution. The
final condition imposes that the maximum Pearson correlation coefficient between any
two random variables X; and X, is bounded by p. If we limit p to be small enough,
we get a novel bound on the BDPL (see Theorem 6.11). However, before we can prove
Theorem 6.11, we require the following lemma that establishes the maximum BDPL of a
single adversary.

Lemma 6.10. Let M, with data domain R™, be an (efy)-private mechanism with € > 0,
whose input data are drawn from a multivariate Gaussian distribution N'(u,X). Here,
m > 2 denotes the maximum number of correlated variables.

Let K ={m —k,...,m—1} be the set of known indices for the adversary H correlated
with the target X,,, with k < m —2, T = KU {m} and U the set of unknown records
correlated with X,,. If the principal submatriz X1 spanning k + 1 rows and columns is
invertible, then the adversary-specific target dependent BDPL of M for any target values
T, T, € R is bounded by

BDPL113n) (1, 71 < £lm — 2| (|Svr D7 e 1 + 1)

where ey = (0,...,0,1)T € R¥*1 and the notation of the Gaussian distribution N (u, %)
is reordered as

p=|pr |, 2=y Zr 0. (6.14)
s 0 0 Xs
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6.3. Multivariate Gaussian Correlation

Proof. The proof is derived from the multivariate Gaussian distribution properties. We
introduce the following notation:

e From the set of unknown records V', U are correlated with X,,, and W are indepen-
dent.

e From the set of known records H, K are correlated with X,,, and L are independent.
T=KU{m}and R=HU{m}.

Note that, by definition of the covariance matrix, ¥;; = 0 for all pairs of independent
variables X; L X, which leads to the zero submatrices in Eq. 6.10.

First, we prove that for any xy € R” and xp,x/» € R"7?, there exists a v € R%, such
that

pxy(xv | Xo =x71) = px(xv, xw | X1 = x7) = px,(xv + 7, xw | X7 = x7). (6.15)

Then, the combination of this property with the €f; condition gives the result.

We prove Equation (6.15) by using that the conditional distribution of a Gaussian
distribution also follows the Gaussian distribution [181], i.e., Xy | Xp = xp ~ N (fv, Xv)
with

fiv = pu + SuarSet(xr — pr), Sp =Yy — ZU;TEEIEE;T-

While the conditional mean fiyy depends on the specific value xp, the conditional
covariance Yy remains fixed. Therefore, the two distributions (conditioned on x7 and
X' € R*+1 respectively) only differ by a translation, i.e., for any x;r € R* we have

pxy(xv + SuaSy! (xr — x7) | Xr = x7)

exp(~ 4 (xv + S Sz (er — x5) — i) 85 (e + S Sy (er — i) — o))

(QH)“|§A3U|

exp(—L (xor — ) TS G — i)

(200) |37, |
= pxy(xv | X7 =x7).

Therefore, we have shown that the condition of the probability density px, can
simply be changed by additively shifting the input for the density, where the shift is
v =SS (X — pr).

Second, we can use the fact that mechanism M is (ef1)-private, therefore, for all
Xp, X, € R™,

py (s | Xp = xn) < exp(el|(xn, ;) [1) py (s | X = x7,). (6.16)

Now, applying Equation (6.15) and Equation (6.16) to the density function computation
we can bound the adversary-specific target dependent BDPL.
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6. Balancing Privacy and Utility in Correlated Data

Let Y be the random variable that represents the output of mechanism M. Let random
vector X = (X71,..., X,,) follow the multivariate Gaussian distribution X ~ N (u, ). To
simplify notation, we combine the random vector Xy and random variable X, into one
target-inclusive vector Xp with xg = (Xg, )| and X = (xg,2),) . Considering the

definition of the adversary-specific target dependent BDPL of (H,m) we have

BDPL( 17 ) (&, ) = sup In py (s | Xg =xp, 33/ ) sup In py(s| Xg Xf%)
XH,S pY(S | Xy =xg,Xpm = xm) XR,Xg,8 pY(S | Xgr = XR)

with the supremum taken over s € R and known values xy € R".
We calculate the adversary-specific target dependent BDPL by rewriting the density
py (s | Xp, Tm) in terms of py (s | xp, 27,):

py(S ‘ Xg=xzg, X, = l’n) EPY(S ‘ XR)

= /RU py (s | xXv,XR) px, (Xv | XR) dxy

= Jo py (s | xu, xw, XR) px, (Xw | X1) px,, (XU | X7) dxv/ (6.17)
= /RU py (s | Xu 4+ 7, xw, Xr) pxy (Xw | x1) px, (XU | X'7) dxy (6.18)
< elhtlem=amDe) /RU py (s | %u, xwxR) pxy(xw | XL) px, (Xv | x'7) d%v (6.19)

— olinlitlem—atDey o (6 | Xy = g, X = )

Eq. 6.17 is obtained applying that Xw L X7 and Xy L Xy. Then we substitute xg
for X7 + y, using the change of variable theorem for multiple integrals [182, p. 310]. The
substitution is linear so the domain R" over which we integrate does not change, and
the determinant of the Jacobian of the substitution is simply 1. Hence, combining the
change of variable with Eq. 6.15 we obtain Eq. 6.17. Finally, we use the inequality from
Eq. 6.16 to derive Eq. 6.19, since ||(xp, x7) — (xv + 7, X7) 11 = |71 + |2m — 2}, ].

Now, we can formulate the upper bound of the adversary-specific target dependent
BDPL for (H,m) for all z,,x}, € R:

BDPL(11,m) (€, @) < (V11 + |2m — 20, ])e

/ /

IZvrE7 (xr = %)l + [om — 27,))

(
(
(IZurZ! (xx, 2m) T = (X, 27) D1+ [ — 2 ])e
(
(

IS0 270, 20 — 2) 1+ |2m — 2),])e

IZvrEr eralls + Dlzm — amle. =

Applying previous lemma, when we limit p to be small enough—specifically p(m —2) <
1—we get the following bound:

Theorem 6.11. Let M, with data domain R™, be an (el1)-private mechanism, where
e > 0, with input data drawn from a multivariate Gaussian distribution N (p,3,), with
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6.3. Multivariate Gaussian Correlation

mean j € R" and limited covariance matriz ¥, € R™*" (Def. 6.9). Given a limited
number of correlated records, m < n, such that p(m — 2) < 1 is the maximum correlation
coefficient. Then, for any x,2’ € R we have

BDPL(z, ') < m* 1) o/
(xz,2") < 4(%—m+2)+ |z — x|.
Proof. To prove an upper bound for the target dependent BDPL, we must bound the
adversary-specific target dependent BDPL of every possible adversary (H,i) with i € [n]
and H C [n] \ {i}. The remaining indices besides H and i make up the unknown indices
V =[n]\ {H,i}. We differentiate between two cases.

Case 1: There are no unknown indices correlated with the target i € [n], i.e., we have
U = @ C V. Therefore, we can calculate the target dependent BDPL of this adversary
by using the fact that M is (ef)-private. We following the same notation as in previous
lemma: Set of unknown records V', U are correlated with X; and W are independent. Set

of known records H, K are correlated with X; and L are independent, so in particular
i¢L,T=KU{i} and R= H U{i}. Hence, we obtain:

py(s| Xy =zu, X; = 2;) = py(s | xg)
= /Rv py (s | xv,XR) px, (xXv | Xp) dxy
= /RU py (s | xv,xRr)px, (Xv | x1) dxv

< /u vl py (s | xv, x'R) px, (xv | x1) dxy
_ e6|x,-—:v;|

py (s | Xy =xg, X; = 2}).

Consequently,

py (s | Xy =xu, X; = ;)
BDPL ;) (i, 25) = sup In
(1) (@i ) XH:E)S py (s | Xy =xp,X; = x})

= Inefl®i—mil = elx; — ]

< m—2+1 glx; — o
4 -m+3) o

Case 2: There is at least one unknown record correlated with the target, i.e., U # @.

Let k = |K| be the number of known records correlated with the target and u = |U]|
the number of unknown ones. Without loss of generality we have K = {m—k,...,m—1}
and ¢ = m. Otherwise, we simply reorder the components of the random vector X so
that the statements about K and ¢ apply.

Choose Yy € R¥* Ny € RWXFHD and Sy € REFDX(R+D) g6 that the following
holds:

ZU EU;T 0
So= %y Zr O
0 0 g
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6. Balancing Privacy and Utility in Correlated Data

In order to use Lemma 6.10, we require the principal submatrix 7 spanning the last
k + 1 rows and columns to be invertible. We separate in two subcases:
Case 2.1 (m = 2). In such case, given than U # @ we have that £k = 0 and

a% poiog 0
X, = | poio2 o3 0
0 0 os

Therefore, for all o2 # 0 we have that v = 22572 = £2L < p. Applying Lemma 6.10 we
2

obtain
BDPL (3 (i, ) < (7]l + Vel — ai| = (p + Dela; — wil. (6.20)

Case 2.2 (m > 2). We proceed finding a strictly positive lower bound for the
eigenvalues of X7. Conveniently, we can later use this fact to bound the entries of E}l.
We denote the individual cells of X7 as ajy for all j,1 € [k + 1].

According to the Gershgorin circle theorem [183], every eigenvalue of a real matrix
such as X7 is contained in a closed disc on the complex number plane with center
ajj and radius 37, 4; |aj/| for j € [k + 1]. Since the eigenvalues of a symmetric matrix
must be real [184, p. 1], we are only concerned with the real part of this disc, i.e., the
interval [ajj — 32125 |ajil, aj; + 30,45 laji|]. We can construct a lower bound of the smallest
eigenvalue A_ of Y1 by finding the lowest border of these intervals.

A_ > minaj; — Z laji
J

1#£]
> mino? — Z |po?| (6.21)
! 1
= 0% — kpo?
= (1 — kp)o? (6.22)
>(1—(m—2)m1_2)a2:0 (6.23)

In Eq. 6.21, we use the fact that every random variable has the same variance o and
the correlation between any two random variables in X is in the interval [—p, p]. Then
we show in Eq. 6.23 that the bound is positive since k£ must be m — 2 or smaller because
there is one targeted record and U # @ and the maximum correlation p is bounded with
p < ﬁ Thus, we have shown that each eigenvalue of ¥r is strictly positive and the
matrix is therefore invertible.

Now, by direct application of Lemma 6.10 we have an upper bound of the adversary-
specific target dependent BDPL for any x;, ; € R with

BDPLy ;) (2i, ) < ([|SvrEy ersall + Dela] — il

This bound depends on the adversary-specific matrices Xy, and 7. Our goal is to
find a bound for the total target dependent BDPL, irrespective of the specific adversary.
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6.3. Multivariate Gaussian Correlation

We denote the individual cells of Xy as bj; for all j € [u], | € [k + 1] and the cells of
Y3t as aj for all j,1 € [k+1].

Since Xy, r only contains covariances between random variables from U and K or n
and the covariance is bounded by po?, for all indices j,1 € [u] we obtain that

|bju| < po®.

Now, we bound the entries of the inverse matrix E}l. The 2-norm of any symmetric
matrix A € R™*™ is defined as

[All2 :== sup {[[Ax[|2: [|x[|2 = 1}.
x€eR™

The 2-norm of A is equal to its maximum singular value (i.e., the largest absolute
eigenvalue for a symmetric matrix) [185, p. 47]. Thus, we can use the 2-norm to bound
the entries of a symmetric matrix by its largest absolute eigenvalue |A;|. Let e; € R™ be
the vector with 1 at position j and 0 elsewhere. For every entry a;; in A, we have

lass] = /a2, < \/ﬁ = |l4e;]l2 < [All2 = Ay,
ke[m]

Additionally, the eigenvalues of an inverse A~! can be determined knowing the eigen-
values of A. Let A € R be any eigenvalue of A; A cannot be zero because A is invertible,
consequently,

Ax = \x
& A 'Ar=)\A"'2
& r=A\"1z
1
& Xa: = A1z

Thus, the eigenvalues of A~! are the inverses of the eigenvalues of A. Putting it all
together, the entries of Zr;l are smaller or equal to the inverse of the smallest absolute
eigenvalue of Xp. In Eq. 6.22, we have shown that all eigenvalues of Y are positive
and larger than (1 — kp)o?. Therefore, the smallest absolute eigenvalue of Y7, denoted
A, is also larger than this bound. Now, these two facts (the entries of a matrix can be
bounded by the largest absolute eigenvalue, and the eigenvalues of A~! are the inverses
of the eigenvalues of A) are brought together to bound the entries of E}l:

1 1

< — <
GENT = 1= kp)o?

With the bounds for the entries of Xy.7 and Z:}l in hand, we can find a general upper
bound for the adversary-specific target dependent BDPL for any x;, 2} € R.

BDPL(HJ) (:cl,w;) < (|’2U;T2r1_—vlek+1H1 + 1)‘1‘; - :c,-]s (6.24)
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= (IZvr(@ksns s @b i) Tl + D)l — aile (6.25)

k+1 k+1
”(Z Qg1 b, Z QL k+1 bu,l)THl + 1) |; —xile (6.26)
=1 =1

u  k+1
DD bigl 1) Jaf — wile (6.27)

7j=1 I=1
u  k+1 2

Z’Z(l_pzpwlﬂ%) ;= wile (6.28)

IA
TN TN T Y N~

== o |zt — 24]e (6.29)
k+1
= U(l_k) +1> |z; — xile
p
m\2
< 1(27) + 1) |z, — z;i|e (6.30)

We first use the inequality from Lemma 6.10 in Eq. 6.24. Then, we multiply Z;l and
er11; only the last column of E}l remains in Eq. 6.25. The result is multiplied with
Yy.r in Eq. 6.26. Afterwards, in Eq. 6.27 we apply the /;-distance to the remaining
vector. The bounds for the entries o and b are used in Eq. 6.28. Keep in mind that the
denominator is always positive because £k < m — 2 and p < ﬁ Then the two sums
can be simplified by multiplying by their cardinality in Eq. 6.29 since the entries of the
sum no longer depend on j or [. Finally, we bound the numerator and denominator in
Eq. 6.30: The numerator u(k + 1) is smaller or equal to (m/2)? because u and k + 1 are
positive and together form m = w+ k + 1. Thus, their product is maximal if they meet at
the exact midpoint to m. As mentioned previously, the denominator is always positive.
It therefore becomes minimal (and the entire expression maximal) if k£ becomes maximal.
This is the case for k = m — 2.

In both cases we were able to bound adversary-specific target dependent BDPL as
required. Hence, the proof is complete. O

Theorem 6.11 provides a concrete formula for the increase in privacy leakage due to
linear correlations of a multivariate Gaussian model relative to independent data. Higher
Pearson coefficients lead to greater leakage. Additionally, we can extend this result to
derive a relation between DP and BDP.

6.3.2. Relationship between DP and BDP

Observe that any d-private mechanism is an e-DP mechanism with e = supp,,p d(D, D').
Similarly, any Bayesian d-private mechanism is an e-BDP mechanism considering ¢ =
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6.3. Multivariate Gaussian Correlation

sup, ,» d(z, ). By leveraging these relationships between privacy notions we can establish
a connection between DP and BDP. However, since this supremum may be unbounded,
it can lead to undesirable privacy guarantees. To manage this relationship effectively we
apply clipping techniques, resulting in Theorem 6.14, which enables the construction of
BDP mechanisms from DP mechanisms. Formally, clipping is defined as:

Definition 6.12. For any interval I = [a,b] C R, we define the clipping function
cr : R — R™ which, for all D € R™ and all i € [n], outputs

cr(D); = max(a, min(b, D;)).

Let M : R®” — R be a mechanism. We define its clipped version My : R® — R as
M[ =Mo Cr.

Due to the data domain reduction derived from the clipping pre-processing, we can
bound the DP leakage of (/1)-private mechanisms.

Lemma 6.13. If M : R" — R is (ef1)-private, then its clipped version My is (el1)-
private and (Me)-DP with M = |b — al.

Proof. We begin by showing that My is (¢f1)-private. Let Dy, Do € R™ be arbitrary and
S C R be any measurable set. We have

PI‘[M](Dl) S S] = PI‘[M(C](Dl)) S S]

< efller(P)=er D)l pr M (e (Dy)) € 8] (6.31)
< e=1P1=D2l Py M (cr(Ds)) € 8] (6.32)
_ €a||D1—D2H1 PT[MI(DQ) c S] (6.33)

In Eq. 6.31 we use that M is (ef1)-private. Then, we apply the fact that the ¢,-distance
of two clipped data sets is smaller or equal to the f1-distance of the original data sets in
Eq. 6.32. Finally, Eq. 6.33 shows that M is (e/;)-private.

Now, we will show that M is also DP. Let D, D’ € R™ be arbitrary neighboring data
sets, i.e., there only exists a single index ¢ € [n| with D; # D. For any measurable set
S C © we have

Pr[M;(D) € S] = Pr[M(c;(D)) € 9]

< fllerP)=er(Dl prip (e (D) € 9] (6.34)
— Z]’E[n] | max(a,min(b,D;)) —max(a,min(b,D}))] PT[M(C[(D/)) €5] (6.35)
_ ee| max(a,min(b,D;))—max(a,min(b,D}))| PI‘[M (C[(D,)) c S] (636)

< ea(b—a) PI‘[M(C[(D/)> c S] _ eE(b—a) PI“[M](D/) c S]

Once again, we use that M is (ef1)-private in Eq. 6.34. We expand the definition of
the ¢;-distance and of the clipping function ¢; in Eq. 6.35. Then, we use for Eq. 6.36
that D and D’ only differ for index . Finally, we can bound the difference between the
two entries because they are clipped to the interval [a,b]. We have shown that M is
(b — a)e-DP. O
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6. Balancing Privacy and Utility in Correlated Data

With Lemma 6.13 and Theorem 6.11, we can directly show that this class of DP-
mechanisms has a limited BDPL.

Theorem 6.14 (The Gaussian Bound). Let M, with data domain R™, be the clipped
version of an (ef1)-private mechanism M, where € > 0, with input data drawn from a
multivariate Gaussian distribution N'(u, X,), with mean p € R™. Given a mazimum of
m < n correlated variables, and a limited covariance matriz ¥, € R™"™ (Def. 6.9), such
that p(m — 2) < 1 is the maximum correlation coefficient. Then, the clipped mechanism

My is
m2
——= + 1| Me-BDP.
(4(}) —m+2)
where M 1is the diameter of the interval I.

Proof. We know that M is a (efy)-private query because of Lemma 6.13. Thus, we
can apply Theorem 6.11 to find a universal bound of the target dependent BDPL in
this situation. Therefore, the idea is to show how the BDPL is bounded by the target
dependent BDPL, and to then apply Theorem 6.11.

BDPL := sup BDPL g ;
Ki

Xx = xx, X; = ;

= sup sp P X =X X xj) (6.37)
Ki \xg,slei-al|<m Py (s | Xk =xg, Xi = 27)

= sup sup  BDPL(g 4 (s, ) (6.38)
Ki \|ei—a)|<M

= sup sup BDPL g ;) (s, ) (6.39)
|z;—x|<M \ K

= sup BDPL(x;,7}) (6.40)
|z —x}| <M

< oy ) — ] (6.41)

< sup —_— x, — x;e .
| —a! |[<M 4(% —m+2) i i

= sup m—2—|—1 |z; — x}|e
s —af | <M 4(% _m+2) ' '

m? )
=——"——+1] Me.
<4(; —m+2)

In Eq. 6.37 we expand the definition of BDPL. Then, in Eq. 6.38 we use that the
adversary-specific target dependent BDPL is defined equivalently, except it does not take
the supremum over z;, 2. We switch the order of the suprema in Eq. 6.39 to subsequently
plug in the definition of the general target dependent BDPL. Then, we use Theorem 6.11
to derive Eq. 6.41. Finally, the last supremum can be resolved by writing out d(z;, z})
and bounding it with Me. It follows that clipped mechanism M is BDP since the BDPL
is limited. O
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Figure 6.1.: Gaussian-specific bound compared to the general bound, which coincides
with the state-of-the-art bound for Gaussian models [37].

Theorem 6.14 allows us to systematically build a BDP mechanism by recalibrating the
noise of a DP mechanism when p(m — 2) < 1. For instance, given the clipped Laplace
mechanism M that adds noise to a data point x € R following Lap(%), where

4(1 —m+2)
T=¢ L (6.42)
m? + 4(; —m+2)
we obtain an e-BDP mechanism. Moreover,
M <mifandonly if p < ! 6.43
o B— m if and only i —_—.
4(%—m+2) - Y p_%m2—3m+2 (6.43)

Hence, the Gaussian bound improves on the general bound if p is on the order of p =~ %
(see Figure 6.1). The higher the number of correlated records m, the better the relative
improvement of the Gaussian specific bound compared to the general bound for small
correlation. Importantly, Yang et al. [37] establish a bound for Gaussian Markov random
fields. They establish that a clipped M, ; satisfies (nM¢e)-BDP, which coincides with the
general bound when all records are correlated. Theorem 6.14 applies to this particular
case since a Gaussian Markov random field is an example of Gaussian Multivariate
distribution. Moreover, our bound improves over theirs in the same cases it improves
over the general bound.

6.3.3. Accuracy

When the Pearson correlation is bounded as specified in Equation (6.43), we showed
that a larger &' than = is sufficient to guarantee e-BDP via an ¢’-DP mechanism. Since
a larger privacy budget generally correlates with improved utility, we can therefore
anticipate enhanced utility results. In particular, we express the accuracy improvement
of the Laplace mechanism when it is calibrated to protect data drawn from a multivariate
Gaussian distribution. As a consequence of our Theorem 6.14 and Proposition 2.10
from [16] we obtain the following result:
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Corollary 6.15. Let M. s, be the clipped Laplace e-DP mechanism that approximates
the query fr as in Definition 6.12 with input data drawn from a multivariate Gaussian
distribution N (1, X,) with mean p € R™ and limited covariance ¥, € R™™ with a
mazimum number of correlated variables m < n such that p(m — 2) < 1. Then, if the
Laplace mechanism M. g, is (o, B)-accurate w.r.t. fr, there exists an e-BDP mechanism
M that is (ho, B)-accurate w.r.t. fi with

m2

h=————"+1.
1
A(5 —m+2)
Proof. The idea of this proof is to construct mechanism M with the Laplace mechanism
as well, but to choose a carefully selected privacy leakage ¢ < & so that mechanism M is
(1) e-BDP and (2) (ha, 8)-accurate.
First, we determine the accuracy of mechanism M. ¢,. According to Proposition 2.10,

the («, 8)-accuracy of the Laplace mechanism for a given probability § € (0,1] and

privacy parameter € is
( 1 ) Afr
a=In{-) —.
B) e
So this is the (a, 3)-accuracy of M, ,. We have to show that there exists an e-BDP
mechanism M which is (ha, §)-accurate. We choose M as the Laplace mechanism

applied to f; with an adjusted privacy parameter ¢’ > 0. Thus, M will be &’-DP. Observe

that M is d-private with d(D,D’) = %HD — D'||1. Therefore, we can use Theorem 6.14

to show that M is BDP. We must choose £ in a way that ensures that the BDPL is
limited to €, so that we have e-BDP. With Theorem 6.14, M is

2
<7n+1>dBDR

A5 —m+2)

Therefore, to achieve e-BDP, we must have

m? +1lld=¢c & =¢ m’ +1 B
A3 —m+2) 43 —m+2) ‘

Now, we can calculate the accuracy of M because it also uses the Laplace mechanism.
Then, we find an upper bound for this accuracy. Mechanism M is (¢, §)-accurate, with

1 Af[ 1 Af[ m2
= In(> — In(~ 1
m2
a7 +1
“ <4(; —m+2) )
= ah
Finally, we find that M is (ha, B)-accurate. O
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Figure 6.2.: Relative accuracy of an e-BDP mechanism to an e-DP mechanism for a
Multivariate Gaussian distribution.

The statement of Corollary 6.15 is visualized in Figure 6.2. This figure shows that
in order to provide similar utility to DP, p must be small. The larger the number of
correlated records m, the smaller p has to be to provide similar utility. The results in
this section enable the protection of weakly correlated data drawn from a multivariate
Gaussian distribution. Furthermore, a comparison of the accuracy achieved by our method
versus the state-of-the-art bound from [37] and the general BDP bound is presented
in Figure 6.6, demonstrating a consistent improvement enabled by our approach.

6.4. Markov Chain Correlation Model

In streaming processes or time series data, states at successive time steps are often
correlated, meaning that the state at a given time step depends on the state at the
previous one. For example, a user’s location at time step t¢ is correlated with their
previous location at ¢ — 1 (see Section 3.1). This dependency pattern is commonly
modeled using Markov chains [186]. Consequently, in this section we investigate the
impact of correlations following a Markov model on the privacy leakage and utility of
BDP mechanisms.

Particularly, we prove Theorem 6.20, a new bound on the BDPL of any e-DP mechanism
when data is correlated corresponding to a Markov chain. Additionally, we use our results
to elaborate on the utility gain compared to protecting against arbitrary correlation.

For the remainder of this work, we adopt the definition of a Markov chain from [186],
which specifically refers to finite, time-homogeneous Markov chains, i.e., those with finite
state spaces and time-invariant transition probabilities. Formally,

Definition 6.16 (Markov Chain [186]). Let S be a finite set of possible states of size
s € Nand let X = (Xj,...,X,) be a random vector. We say X is a Markov chain with
transition matrix P € R**% and initial distribution w € R? if all of the following holds.

1. For all states z,y € S and all indices ¢ € [n—1] we have Pr[X,;; = 2| X; = y] = P 5.

2. For all states x € S we have Pr[X; = z| = w;.
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6. Balancing Privacy and Utility in Correlated Data

3. The Markov property: For all indices i € [n—1] and for all states x1,...,z;, 2,41 €S
we have

PriXipi =zip | Xi = 21,..., Xs = i
= Pr[X/L'Jrl = Ti+1 | Xz = 113‘1]

Note that the Markov property from Definition 6.16 holds not only when the full
history is known, but also when only the partial history is known as we show in the
following remark.

Remark 6.17. Given an index ¢ € [n — 1], and a set A C {1,...,7 — 1} containing only
indices smaller than i. Then, for any states z,y € S and any state tuple x4 € SI4l,

Pr{zit1 | @i, x4] = Z Pr(zit1|zi, xa,xB] Prixp|e;, x4]
XBESb

® > Prlzig | @) Prlxp | @i, x4]

XBGSb
=Pr[zit1 | 4 Z Pr[xp | zi,x4] = Pr[zit1 | 2],
XBESb

where B = [n] \ (AU {i}) is the set of remaining indices, and b = |B|. We use the law
of total probability to introduce all remaining indices in B. Then, in (x), we apply the
Markov property. Finally, Pr[z;+1 | ;] can be factored out of the sum because it no
longer depends on xp. The remaining sum adds up to 1, so we are left with only the
condition of the direct predecessor.

6.4.1. Relationship between DP and BDP

In this section, we show that it is possible to obtain a bound on the BDPL of any DP
mechanism based on the maximum ratio between the largest and smallest transition
probabilities in the Markov chain. The intuition is that if all transition probabilities are
similar, changing the random variable X; from state x; to state a; will have minimal
impact on the subsequent time steps of the Markov chain. However, if the transition
probabilities differ significantly, this change could have a large effect over many time steps.
To prove our main result Theorem 6.20 we need the auxiliary Lemmas 6.18 and 6.19.

Lemma 6.18 (Generalized Markov Property). Given X a Markov chain, for all sets of
indices A € [n]\ {i}:

Prz; | xa] = Prlz; | z¢, z/]
where 0,1 are the nearest indices to i in A both left and right., i.e., {,7 € A with £ < 1
and i < r so that for all indices j € A we have j < ¢ or r < j. Notably, if all indices

in A are smaller than i we only need to consider ¢ and if all are above we only need to
consider r.
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6.4. Markov Chain Correlation Model

Proof. We derive this statement directly from probability rules and the Markov property.
Let 4,5 € [n] be indices and A" C [n] \ {4,j} be a set of indices so that there exists an
index ¢ € A’, |A’'] = a that is “in between” 7 and j, i.e., we have i > £ > jori < { < j.
If for all states z;,; € S and for all state tuples x4 € 8% we have

Pr[:z:i ‘ XA, .CCj] = PI‘[(IZZ ‘ XA/], (644)
then it follows
Pr(z; | xa] = Prlz; | ©iyy ... 2o, Tpy .o i)
= Prlz; | zi,, ... x4, 4] (6.45)
= Prlz; | ¢, /). (6.46)

Where Eq. 6.45 holds because for all i; > r, there exists » € A’ such that i < r < ij;
therefore we can apply Equation (6.44). Analogously Eq. 6.46 holds because for all 7; < ¢,
there exists £ € {{,r} such that i; < £ < 1.

Consequently, for the rest of the proof we focus on proving Equation (6.44).

We proceed separately for the case in which the “irrelevant” index j is smaller or left,
i.e., there exists £ € A such that j < £ < ¢ and for the case in which j is above or right,
ie., exist 7 € Asuch that i <r < j.

Case 1: First, we show that Equation (6.44) holds if Ay C {1,...,i— 1} and £ € A;
such that j < £ where £ € A; and j < ¢ < i so that no other index in A; lies between ¢ and
[. This means that the set of indices between ¢ and i—defined as B = {{+1,...,i—1}—is
disjoint with A;.

If B is empty, then Eq. 6.44 follows immediately from Remark 6.17 because index ¢ is
the direct predecessor of index i, i.e., £ =i — 1.

If B # o, using the law of total probability, we have

Prizi|xa,,z;] = Z Pr(zi|xa,,z;,xB] Pr[xp|xa,, z;]
XBESb
= Z Przi|x4,,xp] Pr[xp|xa4,] = Pr[zi|x4,], (6.47)
xpES?

where Equation (6.47) follows by applying Remark 6.17, since

Prixplxa,, ;] =Prlzeq, ..., zim1|xa,, 2]
=Prlzoyr, ..., Tico|xa,, z5] Prizi—i|xa,, zj, xeg, ..., Tim2] (6.48)
i—1
=Pr{zs1|xa,, 2] H Prizg|xa,, zj, xes1, ..., Tp—1] (6.49)
k=1+2
i—1
=Prlzei1]x4,] H Prlzk|xa,, T, ..., xp—1] = Prixp|xa,] (6.50)
k=1+2
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In Eq. 6.48, we rewrite the joint probability of Xp as the two parts X;_; and Xp\ (;_1}-
This uses the fact that a joint probability can be rewritten using Pr[AN B | C] = Pr[A |
C] Pr[B | C, A]. Here, event A corresponds to conditions Xyy1 = Zp41,..., Xi—2 = Ti—2,
event B to condition X;_; = x;_1 and event C to conditions X4, = x4,,X; = x;. This
step is repeatedly used to fully split Xp into its components and derive Eq. 6.49. Then,
we use the Remark 6.17 for Eq. 6.50: Random variable Xy, is conditionally independent
of X; given the direct predecessor X, with index ¢ € A. Similarly, random variable Xj, is
conditionally independent of X, given the direct predecessor Xj_;.

Note that, this result can be extended by induction to say that given any set of indices
CClt+1,...,n],if Ay C{1,...,i— 1}, £ the biggest index A; and j < ¢, then

Prizc|xa,,xj] = Prlz.|xa,] (6.51)

For |C| = 1, we have just proven Equation (6.51). Now we assume it true for all
|C| <n — 1 and we prove it for |C| = n:

Prizc|xa,, zj] =Prlze,, ..., 2, | Xa,, 2]

I'Te, |XA1 y Ljs XC\{cn}] PT[XC\{Cn} | XA xj]

[

Pr
= Pr[‘rcn |XA1 ’ XC\{Cn}] Pr[xC\{cn} ’ XAI]

Pr|

r[ze|x 4, ]

where the last equality follows directly from the induction hypothesis since |C \ {c,}| =
n— 1.

Now, we derive that Equation (6.44) also holds for an arbitrary set of indices A, not
necessarily all smaller than ¢, i.e., A C [n]\{7}. We can partition A into the indices before
i and after ¢, i.e., A= A3 U Ay where A = {i; € A:i; < i} and Ay = {i; € A:i; > i}.
Then, we have

Prlz;, x4, ,%x4,,T;
Pr[‘ri|XAaxj] :Pr[$i|XA1>XA2a-Tj] = [ v A T A ]]

Prxa,,x4,, %]
_Pr[xivxx‘h’xj] Pr[XA2 | wiaXAuxj]

Pr[XAwl'j] Pr[XAz | XA17$j]
Prxa, | i, xa,, %]

=P . .
I“[$Z|XA17LL’]] PI‘[XA2| XAlaxj]

Pr{xa, | zi, x4,]
Pr[XAz | XAI]
=Prlz;|xa,,x4,] = Priz;|xa, z;]

=Pr{z;|x4,] (6.52)

where Equation (6.52) follows from Equation (6.51).
Case 2: There exists an index r € A with ¢ < [ < r. Here, Equation (6.44) is obtained
by applying Bayes’ rule to reduce the problem to the already proven first case:
Priz; | xa,x;] Prlz; | x4]

Priz; | x4, ;] = Brle; [xa] (6.53)
J
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_ Priz; | xa] Prlz; | x4]

Prle; | %] (6.54)

= Prfz; | x4] (6.55)
We use Bayes’ theorem in Eq. 6.53. The first probability of the numerator is now in the
situation of Case 1, since it is the probability of random variable X, conditioned on X4

and X; with i < r < j and r € A. Equation (6.44) has already been proven for that case,
so we apply it to derive Eq. 6.54. Finally, Eq. 6.55 follows directly by simplifying. [

Lemma 6.19. Let random vector X = (X1,...,X,) be a Markov chain with transition
probabilities P € R*® and initial distribution w € R® with the following properties:

(H1) Every cell of P is positive, i.e., for all k,l € S we have Py > 0.
(H2) Vector w is an eigenvector of P to the eigenvalue 1, i.e., wP = w.

Let i € [n] be the target index and let sets U, K C [n]\{i} be disjoint, with [n] = UUKU{i}
and at least one index in U. Then, for any unknown states xy € S*, known states xg € SF
and target states z;,x; € S we have

PrXy =xy | Xk = xxk, Xi = x4 - <maxkl Pkl)4 o
PI"[XU = Xy | X =Xk, X; = 1‘;] — \ming; Py '
Proof. First, combining Lemma 6.18 and Bayes’ rule we obtain that, for all A € [n]\{i}:

Prlz, | z;, ) Prlz; | 2]  Priz, | ;] Priz; | /]

Pr[xz; | xa] = (6.56)

Prz, | x| B Prlz, | x|

where 6.56 follows by application of Lemma 6.18 since i is closer to r than ¢, i.e., £ < i <.
Second, we use (H1) and (H2) to prove that given X a Markov chain, for all indices
i, J, not necessarily consecutive, and for all z;, i, y;,y; € S,

PI“[XZ' = 1’1]

Pr[XZ = 1‘1|X] = yj] < ’y and PI‘[}(Z = xz’XJ = yj]

< 6.57
Pr[X; = 2,/ X; = y/] PrX; = 2/ X; = y;] = (6.57)

<,

We begin by proving gi{if] < 7. First, we show that w—as an eigenvector of P—not

only contains the prior probabilities of X1, but of any random variable X; for ¢ € [n].
This means that the equality Pr[X; = x;] = w,, holds for any state x; € S because w is
the equilibrium distribution. We proceed by induction, therefore we assume it true for
1 — 1 and prove it for i:

Pr(X; == =Y Pr[X; =z | Xi_1 = y] Pr[X;_1 =y (6.58)
YyES

=" Py, (6.59)
yeS

= (WP)y, = Wy, (6.60)
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We apply the law of total probability in Eq. 6.58. Then, we use the transition matrix
P and the induction hypothesis (Pr[X;_1 = y] = wy) to replace the probabilities with
entries of P and w in Eq. 6.59. Then, we rewrite the sum as a matrix-vector product
in Eq. 6.60. Finally, we take advantage of the fact that w is an eigenvector of P to
complete the result. With the basis Pr[X; = z] = w, (which is the definition of w, see
Definition 6.16) and this derivation, we prove by induction that the entries of w are equal
to the prior probabilities of any random variable X;.

Now we can bound the entries of w, thereby also bounding the probabilities Pr[X; =
x]. We prove the upper bound w, < maxycs Py, by contradiction; the lower bound
wy > ming jes Py follows analogously. Assume that there exists a state y € S so that its
prior probability in w is greater than any transition probability, i.e., wy, > maxy jes Py -
This leads to a contradiction as follows.

wy = (wP)y (6.61)

=Y Py (6.62)
keS
& (1= Pyywy = Z Py wi,
k#y

@1—Py,y:2@wk
kry Y
<> wy (6.63)
k#y
=1 —w, (6.64)
Sl4+w, <1+ P,
S wy < Pyy

We use that w is an eigenvector in Eq. 6.61 and subsequently rewrite the matrix-
vector multiplication. In Eq. 6.63, we apply the assumption that w, is greater than any
transition probability, so Py, /w, must be strictly smaller than one. Equation (6.64)
follows because the entries of w must sum to one as w is a probability distribution (see
Definition 6.16). Finally, we arrive at the statement wy, < P,, which is contradictory to
our assumption that w, is bigger than every Py ,. Thus, this assumption was false and

probability w, must be smaller or equal to maxy ;jcs Py for any state y € S.

Prlz;|y;] _ Pyj»

Pelnly] = P, £ <. Let indices i, j € [n] such that j < i and

sTg

Second, we prove that

j
let states x;, y;, y} € §. If random variables X; and X are direct neighbors, i.e., ¢ = j+1,
then the probabilities are transition probabilities from matrix P and the bound follows

trivially. In the other case (i.e., 7 + 1 < i), we have

PriX;=u | X; =yl = Y Prlwi|y;, Xju1 = yi) PrXjm =y |y
Yj+1€S

= > Prlwi|yjs1] Prlyjea | )
Yj+1€S
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Prlyjt1 |y,
= 5 Prles ] Prlysen | ]
yj+1€S yj+1 y]
/ / Pyj:yj+1
= > Prlwi |y, yie1] Prlyje | o] P, (6.65)
Yj+1€S y‘;ayj+1
Z Prz; | ¥}, yia] Priyio [ vj]y (6.66)
Yj+1€8

<y PriX; =z | X; =1v].

We use Lemma 6.18 to remove X; = y; from the condition of the first probability in
Eq. 6.65 because j + 1 is closer to i. If ¢ < j then the results follow from applying Bayes’
rule and the previous case.

Finally, we prove the last inequality from Equation (6.57), in a similar fashion to the
one before. Given w;, 2}, y; € S. If random variables X; and X are direct neighbors (i.e.,
j =i — 1), the ratio can once again be bounded straightforwardly as it only contains
probabilities from P.

Otherwise for j <i— 1, we have

PrX; = 23| X; = y;] Y Prlwily;, zi-1] Prlziily;]

r;_1ES
Z Pr[xi\xi_l] Pr[a:i_l ‘ yj] (667)
271'_168
Pr T; | T
= > Prlz}|zi] [ ,’ 1 Prlz;—1|y;]
Prlzj|zi]
Ti— 168

P,
> Prlag | wio1] Prlzii|y;) Pz;m

r;_1E€S 131'—1»90;
< Y Prla) | @iy, y] Prlzioaly]y (6.68)
Ti— 1E€S

=y PrX; =2'|X; = y].

Lemma 6.18 is used to drop X; = y from the condition in Eq. 6.67 and add it again
in Equation (6.68). If i < j then the results follow from applying the Bayes rule and the
previous case.

Combining Equation (6.56) and Equation (6.57) we obtain that

Pr[z; | xa]  Pr[z, | ;] Pr[z; | x4]

— < ~? 6.69
Prla! | xal ~ Prlay |l] Prla] |2 = (669

Note that if A only contains indices smaller than ¢, then previous equation gets
simplified to
Pr[z; | x4] _ Prz; | 2 <y <
Priz} | xa]  Prlai|xz] = "7

and the analogous holds if A only contains indices bigger than i.
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6. Balancing Privacy and Utility in Correlated Data

Finally, combining Bayes’ rule with Equation (6.69) applied to A = K and A = [n]\{i},
we obtain the result:

Pr[xy|xx, ;] B Priz;|xx, xu| Pr(z)|xx] B Pr{z;|x_;] Prz}|xKk]

- — <422 =
Prixy|xk, 2]  Pra}|xg,xu] Prizi|xkx]  Prlz)|x_;] Priz;|xk]
Note that if K = @ the previous expression gets simplified to
Prlxylr] _ Prfosfeo] Pl _ g _ s .

Prixy|ai] — Prlaf|xy] Prlz;]
Finally, combining previous lemmas we obtain our novel bound:

Theorem 6.20 (The Markov Chain Bound). Let s € N be the number of states. Let
M : 8" — D(©) be an e-DP mechanism. Let the databases follow a Markov chain with
transition matrix P € R®*% and initial distribution w € R® with the following properties:

(H1) For all z,y € S we have P, > 0 and,
(H2) wP = w.
Then, M is an (e + 41n~)-BDP mechanism where

. maxg yes Pry
vi= .
mMiNg yes Pacy
Proof. If there are no unknown indices U = & the adversary knows every index K =
[n] \ {i} except the target index and the adversary-specific BDPL g ;) becomes the same
as the DP privacy leakage [37]. Thus, since ¢ < € + 4~ for all 4y > 1, the inequality is
trivially satisfied.

We denote by u = |U| the size of unknown indices. If there is at least one unknown
index for the adversary, i.e., u > 1 then we have

lﬁ"[Y € S|xg, x| = Z F/\’/llF[Y € S|xk, z;, xy] l;r[xU|xK,$i]
Xy ESY
Pr[xy|xx, 2]

= Y Pr[Y € S|xx, z, xu] Prixulxk, zf] Prxy|xx, ]

Xy ESY
(Lemma 6.19) maxy Pr\*
< > Pr[Y € Slxg,zi, xu] Prlxp|xk, 2] (P)
e MiNgy gy
4
maxig; Pkl
— (mlnklpkl> > Pr[Y e S|xk, zi, xu] Prixu|xs, ]

Xy ESY

maxy; P
< ( ki Pri

4
‘ Pr[y e S ; p !
ming; Py ) € Z I'[ = |XK’xZ’XU] T[XU’XK,Z'Z]

Xy ESY

_ <maxkl Py

4
EPrly € S ’
ming; Py > ¢ PrY € S, i)
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Figure 6.3.: Comparison of Markov-specific bound to general bound. The Markov-specific
bound improves upon the general bound for values of n and +y in the respective
shaded area.

Therefore, for every possible adversary with u > 1 we have that BDPL(x ;) < e+41In+.
Since we have bounded the BDPL g ;) of every possible adversary (K, i), we also bound
the total BDPL. ]

(H1) states that all entries in the transition matrix are strictly positive, while (H2)
requires that the initial distribution is a stationary distribution, meaning the distribu-
tion over states w; (without considering the previous one) remains constant at each
time—a common modeling assumption in various data mining tasks such as weather
forecasting [187] or electricity consumption [188]. Notably, condition (H1) implies that
the chain is both irreducible and aperiodic, which in turn guarantees the existence of
a unique stationary distribution w [81], thereby satisfying (H2). Furthermore, for any
initial distribution w’, the distribution at time ¢ converges geometrically fast to w as
t increases [81]. Consequently, even when the initial distribution is not stationary, it
asymptotically approaches the stationary distribution, effectively satisfying (H2) after
discarding a sufficient initial portion of the process.

While prior work provides a mechanism for BDP protection of lazy binary Markov
chains with a symmetric transition matrix [69], we present the first direct and general
relationship between DP and BDP leakage for arbitrary Markov chains, including non-
binary ones. When compared this novel bound with the general one we obtain that for
any € > 0, and maximum transition probability ratio v > 1 we have

-1
€+ 4Iny < ne if and only if v < exp <n4 5). (6.70)

Therefore, the Markov chain bound outperforms the general bound in most cases. For
instance, with an e-DP mechanism where ¢ = 0.5 and a database size of n = 80, it
remains tighter even when the largest transition probability is 10,000 times the smallest.
For the same ¢ = 0.5, the Markov bound only becomes looser than the general one when
the number of correlated records is small, e.g., n = 20, and the transition probability
ratio «y is as high as 100, which still represents a significant disparity (See Figure 6.3).
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6. Balancing Privacy and Utility in Correlated Data

Moreover, Theorem 6.20 enables the systematic design of BDP mechanisms by adjusting
the noise of an existing DP mechanism. Noise calibration depends only on the maximum
ratio between the Markov transition probabilities of the model, v, and the adjusted
mechanism must be calibrated to ¢/ = ¢ — 41n(v). Note that the best BDPL privacy
achievable using Theorem 6.20 is £ = 41In(7), since &’ > 0. Consequently, the minimum
achievable ¢ is fundamentally constrained by the structure of the underlying Markov
model—specifically, by the maximum transition ratio «v. We illustrate how the transition
matrix changes the minimum ¢ in theoretical settings in Figure 6.5, and in real-world
data in Section 6.5.

6.4.2. Accuracy

The Markov chain bound enables us to derive improved utility guarantees for the Laplace
mechanism when + is sufficiently small.

Corollary 6.21. Let M. ¢ be the e-Laplace mechanism that approximates the query
f: 8" — R and inputs a database drawn from a Markov chain satisfying (H1) and
(H2). If M. s is (o, B)-accurate w.r.t. f and e > 41n(y) then, there exists an e-BDP

mechanism M that is (ho, B)-accurate w.r.t. f with

€
h=———.
e —4lIn(v)

Proof. The idea of this proof is to construct mechanism M with the Laplace mechanism
as well, but to choose a carefully selected privacy leakage €’ < ¢ so that mechanism M is
(1) e-BDP and (2) (ha, 8)-accurate.

First, we determine the accuracy of mechanism M, .. With Proposition 2.10, we
know that the («, 5)-accuracy of the Laplace mechanism for a given probability 8 € (0, 1]

and privacy parameter € is
( ; ) =
a=In(-=| —.
I5] €

So this is the («, 3)-accuracy of M. ;.
We have to show that there exists an e-BDP mechanism M which is (ha, 3)-accurate.

We choose M as the Laplace mechanism applied to f with an adjusted privacy parameter
¢’ > 0. Thus, M will be ¢/-DP. Therefore, we can use Theorem 6.20 to show that M is
BDP. We must choose ¢’ in a way that ensures that the BDPL is limited to ¢, so that we
have e-BDP. With Theorem 6.20, M is

(¢' +41n~)-BDP.

Therefore, to achieve e-BDP, we must have

e +dlny=coc =c—4lny.
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(a) Self-transition probability Pss = 0.8. (b) Self-transition probability Pss = 0.6.

Figure 6.4.: («a, 8)-accuracy comparison of our mechanism vs. the state-of-the-art ap-
proach [69] for n = 500. Our mechanism based on Theorem 6.20 (in green)
consistently achieves lower error than the state of the art (in blue) for the
same privacy and confidence levels.

Now, we can calculate the accuracy of M because it also uses the Laplace mechanism.
Then, we find an upper bound for this accuracy. Mechanism M is (¢, §)-accurate, with

Af 1 Af

1
2 = ln(g)

—— = ah.
e—4lny @

)

o' = 1In( o

6.4.2.1. Comparison with the State of the Art

Chakrabarti et al. [69] propose a BDP adaptation of the randomized response mechanism
for symmetric, lazy stationary Markov chains with binary states, i.e., a Markov chain
with s € {0,1}, w = (0.5,0.5) and symmetric transition matrix

1—r T
P_< r 1r>

with a constant self-transition probability Pss = r € (0,0.5) for all s € {0, 1}, indicating
the laziness, i.e., it is more likely to remain in the same state that a change. They prove
that the adapted randomized response such that

1—p ifY;‘:XZ'

Pr(Y; | X;) =
M( il X3 {p otherwise,

where

4+r(re® —2) — /r2e(4 + r(res — 4))
8+ 2r(ref +r —4)
fulfills e-BDP. While they do not give any utility estimate or experiment, we compute the

(a, B)-accuracy of this mechanism. Moreover, we show that it provides worse accuracy
than our Laplace-based mechanism.

p>
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6. Balancing Privacy and Utility in Correlated Data

The target query in a randomized mechanism is the true number of positive answers,
denoted by ni, to a given question (i.e., s = 1). Rather than using the noisy total count
directly, we can compute an unbiased estimator of n; for randomized response with
parameter p = 1 — p [189]. Specifically, given y;, the noisy response of user i, we compute

P Yie1yi —n(l —p)
! 2 —1

Additionally, considering Z = Y"1 ; Y;, the random variable Z can be expressed as the
convolution of two binomial distributions: Z = Zy + Z1. Here, Zj represents the number

of reported 1s originating from individuals with X; = 0 who lied, and Z; represents the
number of correctly reported 1s where X; = 1 was preserved. Formally,

Zy ~ Bin(N — ny,p), Z1 ~ Bin(ny,1 — p).

Hence, by definition of («, #)-accuracy we obtain:

> o

R _ (Z —n(1 -p))
Prllfs —ni| > o] =Pr ||n; — W\
=Pr{[ni(2p—1)+n(l—p)—Z| > a(2p—1)]

Therefore, the probability of interest can be decomposed as:
Pr(|Z—-(mi(2p—1)4+n(l—p)|>t]=Pr[Z<pu—t]+Pr[Z>pn+t,

where t = a(2p—1) and p =n1(2p— 1) +n(l —p). Since Z is a discrete random variable,
for all ¢ # 0, this can be written as:

k=0
Since Z is the convolution of two binomial random variables,
k

Pr(Z =k) =) Pr(Z1 =1i)-Pr(Zy =k —1i),
1=0

therefore, the full expression becomes:

B=Pr(|Z —p| > 1]
lu—t] &

ny B L L n—p—k+i
= Z(J(l—p)’“p“ ’“(k,_z.)p’“ (1= pyn i
k=0 i=0
n k
n —k(T— 7N —1 n—ni1—k+i
+ 2 (Z.l)(l—p)’“p”l k(,ﬂ_il)p’“ (1—pyr i
k=[u+t] i=0
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Figure 6.5.: Accuracy of our mechanism vs. the one proposed in [69] for n = 700 and
various self-transition probabilities Pss. At 95% confidence, confidence, our
mechanism (in green) consistently ensures lower error than the state of the
art (in blue) for all values of €.

k

Z <7l7fjl> <nk__721> (1 . p)nfnﬁ*ipnl*i (671)
no ok

+ 2 > <m> (nk__ﬂ;l) S (6.72)

k=[p+t] i=0
where t = a(2p— 1) and p=n1(2p — 1) + n(1 — p).

At the same time, since Af =1 for binary counting queries, we have that the («, /3)-
accuracy of our Laplace-based mechanism is:

B = e~ (e—4n(7))
where in this case v = %.

We compare both accuracies in Figure 6.4, showing that for all values, our mechanism
has a better accuracy, i.e., lower 3 for the same ~y. Additionally, we provide the variation of
« respect to different & values with fixed 8 = 0.05, i.e. 95% confidence in Figure 6.5. Note
that, since Eq. 6.72 is not invertible, to obtain Figure 6.5, we numerically approximate «
using the bisection method.

It is important to note that while their mechanism supports arbitrary BDPL, ours
applies only for ¢ > 41In(v). However, our approach generalizes to arbitrary Markov
chains, whereas theirs is limited to lazy, symmetric binary models. In the intersection of
both applicability domains, our use of Laplace-based recalibration yields improved utility.

In conclusion, the Markov-specific bound significantly improves upon the general bound
in most cases (as shown in Figure 6.3), especially for large numbers of correlated records,
where the general bound increases drastically while our bound remains stable. Moreover,
our result enables improved utility (Figure 6.5) compared to prior work [69]. Its advantage
is most notable when the number of correlated records is large, as it remains independent
of dataset size—unlike the general bound, which grows linearly. However, this comes at
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6. Balancing Privacy and Utility in Correlated Data

the cost of a minimum privacy level determined by the data distribution, a limitation
absent in the general bound and Chakrabarti et al.’s approach [69].

6.5. Utility Experiments

Theoretical bounds on privacy and utility do not always translate directly to practical
implementations. For instance, while it may be theoretically feasible to achieve a given
(o, B)-accuracy, designing or implementing a mechanism that attains this in practice can be
challenging. In this section, we use our theoretical results to construct a BDP mechanism
and empirically evaluate its utility on real-world databases that follow either multivariate
Gaussian correlations or Markov chains. Our goal is to show that the theoretical utility
gains predicted under specific correlation structures are indeed achievable in practice as
well as measure the improvement over previous approaches.

We calibrate the Laplace mechanism using Theorem 6.14 and Theorem 6.20 to derive
BDP mechanisms. We then run these BDP mechanisms on the selected databases and
compare the utility results with those of BDP mechanisms designed to protect against
arbitrary correlation, in order to assess the improvements offered by the correlation-
specific approach. Moreover, we also plot, when applicable, the accuracy results of the
state-of-the-art solutions for Gaussian BDP [37]. Unfortunately, none of the evaluated
datasets meet the strict assumptions needed to apply the only prior mechanism for
Markov models [69]. Finally, we plot the utility of the classical DP Laplace mechanism
as a baseline, representing the best-case utility achievable ignoring correlation.

6.5.1. Databases

We use four real-world databases, two for each correlation model. Additionally, we use
a synthetic dataset to test scalability for Gaussian correlations. The selection criteria
are public availability, quality of the databases, and the fulfillment of the theoretical
assumptions, namely, following the correlation model and fulfilling the extra hypotheses
of the corresponding theorem in each case, regarding the Pearson correlation coefficient
and the transition matrix.

6.5.1.1. Multivariate Gaussian

We use two datasets that align well with our modeling framework: the Galton Height
Data [190], a historical dataset originally compiled to study the correlation between
parents’ and children’s heights, and the FamilylQ dataset [191], which includes IQ scores
of gifted children and their parents.

The Galton Height Data—considered a classical example of linear correlation modeling,
where regression and correlation are interpreted within the framework of a multivariate
Gaussian distribution [192]—is especially well known in statistical analysis for introducing
the very concept of regression [170]. In contrast, several studies provide evidence that
IQ scores in the general population are standardized to follow a multivariate Gaussian
distribution, where non-zero correlations are observed only among close relatives [193].
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Database n m Parameters Sensitivity
Galton 897 3 p=0.275 Aq = 254 cm
FamilylQ 868 2 p = 0.4483 Aq =120
SyntheticlQ 20000 2 p=0.45 Aq =120
Activity 17568 n v =17.54 Ag=1
Activity Single Day 288 n v ="7.54 Ag=1
70kWh, v = 3.29
Electricity 731 n  80kWh, v =4.49 Ag=1

90 kKWh, ~ = 8.43

Table 6.2.: Data description. Here, m denotes the max number of correlated records and
n the total amount.

These properties make both datasets well-suited for evaluating the practical transferability
of our Gaussian-based bounds. Additionally, we generate the dataset SyntheticIQ to
test the scalability of our approach. Following the findings among several populations
summarized in [193], we generate data following a Gaussian distribution with p = 100,
0% =15 and p = 0.45 for parent-child.

To ensure bounded sensitivities, all records are clipped to the range of 0 cm to 254 cm (0
to 100 inches) for Galton, and from 40 to 160 for IQ) datasets as summarized in Table 6.2.

All explored datasets fulfill the conditions of our Theorem 6.14: In Galton Data the

Pearson correlation coefficient is p = 0.275, satisfying the condition p = 0.275 < 1 = ﬁ,
hence our bounded-correlation assumptions hold. For m = 2, the condition trivially holds

for all p values, so in particular for FamilylQ and SyntheticlQ.

6.5.1.2. Markov Model

We study two use cases—human activity and electricity consumption—well-suited for
Markov modeling. Human activity representations such as “inactive” versus “active”
are modeled by Markov chains [194]. Similarly, electricity usage patterns, particularly
transitions between periods of high and low consumption, have been effectively modeled
using Markov processes [188], [195], [196]. We select a representative database for each
domain to evaluate our framework. For human activity, we use Activity Data [197], which
contains the time series of step counts recorded every 5 minutes from a personal activity
monitoring device worn by a single individual during October and November 2012. This
allows us to extract the “active” state if any steps are recorded and the “inactive” when
the user does not move. Besides, to assess the data size impact, we split Activity Data
into 61 unique subdatabases, each corresponding to the activity states of a single day.
For electricity usage, we use the Electricity Dataset [198], which captures a single resi-
dence electricity usage in Canada from 2012 to 2014. Modeling home energy consumption
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6. Balancing Privacy and Utility in Correlated Data

is essential for studying demand-response, and particularly for detecting on-peak periods
(high consumption) and off-peak periods (low consumption) [188]. Hence, we classify
each hour as low or high consumption depending on whether the usage falls below or
exceeds a fixed threshold of 80 kWh—the central value of the range. Additionally, we
study different threshold values, 70 and 90 kWh, to assess their impact on utility. In all
cases, we evaluate event-level local privacy guarantees, assuming no trusted curator and
focusing on user-side privacy protection [16]. The technical details of the three datasets
are summarized in Table 6.2.

In order to fulfill the conditions of Theorem 6.20 we require the transition probabilities
of the Markov chain to be positive. We calculate them empirically and receive the
following transition matrices for Activity and for Electricity 70, 80,90 kWh in this order:

0.882 0.117 0.445 0.555 0.818 0.182 0.894 0.106

0.305 0.695) 7 10.149 0.850)’ \0.371 0.629/°10.478 0.522)°
representing Poo, Po1, Pio, P11 with s = 0 inactive/low consumption and s = 1 active/high
consumption. Our theoretical results also require w to be a stationary distribution. While
w can not be empirically computed since we only have one initial state, both Markov chains
are irreducible, since both states are reachable from each other, aperiodic, since Psg # 0

for both s € {0,1}, and Py > 0 hence there exists a stationary initial distribution [199].
Therefore, we conclude that the databases fulfill the conditions for testing our results.

6.5.2. Target Queries and Utility Metrics

We focus our utility study on two commonly used queries: sum and counting queries.
These queries are relevant to our use cases because they allow aggregating numerical
data—such as the average height or 1Q of a population—or counting events, like the
number of daily energy peaks or the amount of daily activity. Formally, given a database
D = (z1,x2,...,x,), where each x; represents a numerical value, a sum query is defined
as: gs(D) = Y7 x;. In the case of the Gaussian data, each z; corresponds to an
individual’s height or I1Q. If each record is binary, i.e., x; € {0, 1}, as is the case for the
activity and electricity datasets, gs(D) is called a counting query since it outputs the
count of states with the attribute 1.

Our theoretical results are expressed in terms of («, §)-accuracy. To evaluate empirical
utility, we use the upper bound of a (1 — ) confidence interval for the absolute query
error, which serves as a practical counterpart. Specifically, we report the upper limit of a
95% confidence interval (i.e., 5 = 0.05), a standard choice in practice [200]. A smaller
upper bound indicates higher utility. When this bound is close to the theoretical error «,
it demonstrates a strong alignment between empirical and theoretical results, highlighting
their practical applicability. To facilitate comparison with our theoretical results, we
plot the theoretical error tolerance « for each mechanism, derived from Proposition 2.10
for the baseline DP mechanism and Corollary 6.5, Corollary 6.15, and Corollary 6.21
for the general bound, the Gaussian bound and the Markov chain bound respectively.
Additionally, we report the mean absolute percentage error (MAPE) to estimate the
expected relative error for a single execution.
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Figure 6.6.: Gaussian data results. Lines show theoretical error at 8 = 5% and markers
indicate empirical 95% upper bounds. Both align well, as expected. Our
Gaussian bound shows significant improvements over prior work, being
approximately 50% closer to utility lower bound corresponding to the DP
mechanism (insecure under this model).

6.5.3. Mechanism and Experiment Design

In order to provide BDP mechanisms that approximate the target queries presented
in Section 6.5.2, we use the Laplace mechanism with the noise calibrated through
Theorem 6.3 for the DP baseline, Theorem 6.14 for Gaussian data and Theorem 6.20 for
Markov data. In this section, we refer to the DP privacy leakage by 7, to avoid confusion
with the actual maximum BDPL denoted by e.

6.5.3.1. Gaussian Data

As explained in Section 6.5.1, we assume that the data is drawn from a multivariate
Gaussian distribution with maximum number of correlated variables m respectively. Both
the general bound and state of the art [37] indicate that for the Laplace mechanism
M ¢, we have € = m7, i.e., ¢ = 37 for Galton and ¢ = 27 for IQ datasets. Alternatively,
according to the Pearson coefficients described in Table 6.2, Theorem 6.14 tells us
that M ; is e-BDP, with ¢ ~ 1.8537,1.457 for Galton and IQ datasets respectively.
Consequently, we fix BDPL values ¢ € (0,20] and compute the corresponding 7 using
Eq. 6.42 for the Gaussian-specific correlation approach and 7 = 35 for the general
correlation and state of the art. For e € (0,5), we ensure strong theoretical privacy
guarantees, while also considering the higher range e € [5,20], which has shown empirical
resilience to certain privacy attacks [201], [202].

6.5.3.2. Markov Data

As discussed in Section 6.5.1 we assume that the data follows a Markov chain. According
to the v values summarized in Table 6.2, Theorem 6.20 tells us that the Laplace mechanism
M ; applied to a counting query f is e-BDP, with

ea =1+ 8.05, Epyo =T+ 4.7, Epgo =T+ 6.03, €po =T+ 8.54. (673)
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Figure 6.7.: Markov Data Results. Lines show theoretical error at § = 5% and markers
indicate empirical 95% upper bounds. Both align well, as expected. We
observe a drastic utility improvement for our Markov bound compared to
the general bound. This is expected, since the general bound escalates with
the number of correlated records, whereas the Markov bound remains stable.

In comparison, with the general bound we have ¢ = n7 for mechanism M ;. Similar
to Gaussian data, we apply the Laplace mechanism to compute the sum query of each
subgroup with BDPL values ¢ € (0, 20] and compute the corresponding 7 using Eq. 6.73
for the Markov-specific mechanism and taking 7 = = for the general correlation approach.
However, none of the datasets provide a symmetric transition matrix, which means that
the proposal in [69] is not applicable, making an empirical comparison impossible.

Note that, while e-BDP can be provided for all values using the general bound and
state of the art [69], Eq.6.73 only allows for £ > 8.05,6.9,4.7 and 8.45 for Activity and
Electricity data respectively, since 7 must be positive (See Section 6.4).

In both Markov and Gaussian experiments, to calculate empirical confidence intervals,
we execute the mechanism for each dataset 1000 times. Since Activity Single Day provides
56 unique datasets, we average the result over them.

6.5.4. Results and Discussion

Figure 6.6 presents the results for the Gaussian models, including our Gaussian-specific
bound, the state-of-the-art bound from [37] (which coincides with the general bound),
and the DP Laplace mechanism for sum queries. We plot the DP mechanism as the
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Figure 6.8.: MAPE of private sum queries on data correlated according to a Gaussian
mutivariate distribution. Our Gaussian bound shows significant improve-
ments over prior work, being approximately 50% closer to utility lower bound
corresponding to the DP mechanism (insecure under this model).

baseline for the best possible utility; however, it is important to note that DP does not
offer meaningful protection in this experiment, given correlation. Among the correlation-
protecting mechanisms, those that use the Gaussian bound consistently outperform the
state-of-the-art mechanism [37] for all € in all datasets. Note that we plot all results on a
logarithmic scale. This makes it harder to visually see the substantial reduction of error
achieved by our mechanisms—particularly for small values of €. For instance, for ¢ =1
the error is reduced by more than 400 units for both 1Q datasets and 200 inches for the
Galton. Note that the Galton height data uses imperial units (inches), thus the errors
are also interpreted in inches.

The results for Markov chains are shown in Figure 6.7. Again, we use the DP mechanism
as the baseline for the best possible utility, not as a comparable protective mechanism.
For BDP mechanisms, we observe that the different Markov models tested lead to varying
minimum achievable BDPL levels, as determined by our Markov-based bound: Electricity
70kWh yields the most favorable case with a minimum & = 4.9, while 90 kWh imposes
the weakest bound with a minimum e = 8.45. In contrast, the general bound supports all
€ > 0. Hence, if we want a lower ¢ than that allowed by the Markov bound, we should
fall back to the general bound.

In all cases where the Markov chain bound is applicable, mechanisms using it signifi-
cantly outperform those relying on the general bound. While the error of mechanisms
based on the general bound increases sharply, the error of both the Markov chain—based
mechanism and the standard DP mechanism remains stable. The larger n, the larger
the improvement of our approach with respect to the general bound. For the largest
dataset—Activity—the general bound results in a 10° times larger error than that of our
proposed Markov chain bound. This is because the general bound scales with the size
of the database n, while the Markov bound is independent of n, highlighting the huge
benefit of using our novel bound for large datasets.

The results demonstrate that BDP mechanisms calibrated with our newly proven
Gaussian and Markov chain bounds outperform prior BDP mechanisms and mechanisms
calibrated with the general bound in terms of utility on real-world data. Moreover, the
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Figure 6.9.: MAPE results for databases following a Markov distribution. We observe a
drastic utility improvement for our Markov bound compared to the general
bound. This is expected, since the general bound escalates with the number
of correlated records, whereas the Markov bound remains stable.

empirical errors from our experiments closely align with our theoretical utility results,
validating the practical applicability of our theorems.

We extend this study with the analysis of the relative error. Figure 6.8 show the MAPE
for Galton and 1Q) datasets (Gaussian correlation model) and Figure 6.9 Activity and
Electricity data (Markov chain model). As expected, the DP query has the lowest MAPE
however it does not offer protection against correlation. When we offer BDP protections
we see that the correlation-specific BDP mechanisms (i.e., using the Gaussian bound or
the Markov chain bound) outperform the BDP mechanism protecting against arbitrary
correlation with the general bound following the same trend as for the («, 3)-accuracy.
The benefit is particularly prominent for data following a Markov chain where the MAPE
of the general bound reaches values above 100%, resulting in an error as large as the
ground truth itself. In comparison, the Markov chain bound achieves errors below 10%
for single day activity data, and below 0.1% for Activity and Electricity datasets.

We acknowledge certain limitations when extrapolating our results. The validity of our
experimental findings is constrained by the specific databases used. While the Galton
height data serves as a well-known example of record correlation, it reflects only one of
many possible correlation patterns. Similarly, most practical applications of a Markov
chain would involve more than two states, introducing complexity beyond the binary-state
model used in our study. Nevertheless, our results provide valuable insight into the
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practical applicability of our theorems and indicate their potential for real-world scenarios.
Furthermore, these experiments demonstrate that achieving meaningful utility while
protecting against correlation is feasible in practice.

6.6. Conclusion

In this chapter, we explored the utility of BDP mechanisms. We addressed prior
limitations by analyzing broader correlation models and providing a detailed study of
privacy-utility trade-offs, supported by theoretical results and empirical evidence.

Specifically, we established new connections between DP and BDP mechanisms and
demonstrated how they can be leveraged for privacy protection under correlation. We
proved that any e-DP mechanism satisfies me-BDP, where m is the size of the correlated
group, and showed this bound is tight. We then improved upon it by considering
multivariate Gaussian and Markov models, deriving novel bounds on BDP leakage that
provide stronger utility guarantees than the state-of-the-art approaches under the same
privacy constraints. The advantage of our correlation-specific bounds is particularly
evident under Markov-modeled correlations. While mechanisms based on the general
bound exhibit high sensitivity to the number of correlated records, our Markov-based
bound remains robust and stable regardless of the dataset size.

In particular, our results make it possible to overcome the limitations of event-level
privacy in streaming settings that arise due to temporal correlations (cf. Section 3.3). Our
BDP mechanism for Markov chains explicitly accounts for these dependencies and provides
meaningful privacy guarantees for time series released in a streaming fashion, without
incurring the substantial utility losses typically associated with user-level protection.

While it remains a futile attempt to apply BDP without assuming a specific correlation
model, both our theoretical and experimental results demonstrate that it is possible
to achieve better utility without weakening the adversary model in practical scenarios:
(a) when the number of correlated records is small, (b) when the data follows a weakly
correlated Gaussian model, or (c) when the data is a time series following a Markov
chain with sufficiently similar transition probabilities. Note that, while this distributional
assumption can be restrictive, they serves as a first step towards understanding whether
actual BDP guarantees and utility are achievable. Moreover, we present several real-world
datasets that satisfy this assumption.

Overall, our results Theorems 6.3, 6.14 and 6.20 advance the theoretical and practical
understanding of BDP, enabling the reuse of DP mechanisms in correlated settings. This
opens future directions for deriving correlation-specific bounds to design more accurate
BDP mechanisms protecting against real-world correlation-based attacks.
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In this thesis, we examined several challenges and limitations of DP in complex data, a
domain that has become increasingly important in private data analysis. Trajectories,
time series, graphs, and other high-dimensional structured objects exhibit rich semantics,
strong internal correlations, and multiple different sensitive aspects to be protected. These
characteristics fundamentally challenge the assumptions underlying classical DP and
significantly complicate both the interpretation and the applicability of DP mechanisms.

Given that complex data structures are inherently more difficult to protect with
existing DP techniques, our research is driven by two central questions. First, we seek to
understand precisely where and why these methods fail. Second, we aim to determine
how these limitations can be addressed in a principled and rigorous manner.

To address the first question, this thesis adopts a systematic approach. We conducted
a comprehensive literature analysis on the DP publication of trajectory data, chosen as a
representative and motivating instance of complex data. We classified DP mechanisms for
trajectory data protection into four main categories and formally analyzed their privacy.

Our analysis revealed widespread formal and conceptual flaws in the literature. Some
mechanisms ignore temporal information, leaving them vulnerable to time-based attacks,
while others disregard correlations intrinsic to trajectories, enabling correlation-based
inference attacks. We also identified incorrect adaptations of standard mechanisms, such
as the Laplace mechanism, whose naive adaptations to complex data domains often
fail to provide DP guarantees. Beyond these methodological shortcomings, existing
approaches are largely restricted to narrow application scenarios and simplified toy
universes, highlighting that the private release of human mobility data remains an open
and fertile research area.

From this systematic analysis, we identify and address four core obstacles that hinder
the applicability of DP to complex data: (i) The formal flaws and bugs when trying
to adapt existing DP mechanisms to more complex systems, (ii) the proliferation of
granularities and neighborhood definitions and the challenge of extending DP properties,
such as composition, to them, (iii) the lack of interpretability of privacy parameters with
respect to realistic attacks, and (iv) the presence of correlations.

Building on this diagnosis, the thesis advances the state of the art by systematically
addressing each of these fundamental limitations that complex data introduce for the
adoption of DP.

First, we address the problem of composition across multiple granularities and data
domains. We introduce a unified composition framework based on metric privacy, which
simultaneously accommodates all granularities and data domains. In this framework,
composition is determined solely by the preprocessing functions and the induced metrics,
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removing the need to distinguish between sequential and parallel composition. This
perspective enables tighter privacy bounds by explicitly accounting for preprocessing
effects and applies uniformly across diverse data domains and levels of granularity.
Importantly, it also allows for intermediate and previously unexplored composition
regimes, which are particularly relevant for complex data pipelines.

Within this unified framework, we identify the precise conditions under which optimal
privacy loss bounds can be achieved for partitioned databases. This addresses a notable
gap in the literature, where practitioners are often forced to rely on sequential composition
and consequently incur significant utility loss, as parallel composition does not readily
generalize to these settings.

We extend our general composition framework to metric Gaussian DP, bringing the
best of both notions by leveraging metric privacy for tighter composition analysis while
retaining the interpretability in terms of attacks and the strong compositional properties
of GDP. Notably, in the metric Gaussian setting, our partitioning theorems yield tighter
composition bounds than the classical approach of taking the maximum of the individual
metric guarantees, leading to more accurate privacy estimates for complex workflows.

Second, we address the gap between formal DP guarantees and protection against
concrete attacks. Our analysis shows that commonly used evaluation metrics, such as
ReRo, are inconsistent in practice and can overestimate the true privacy risk, as they
do not discount attacks that merely reconstruct records based on prior knowledge. To
remedy this, we introduce the RAD metric, prove its theoretical consistency, and show
its empirical superiority across a wide range of scenarios, including private learning, DP
aggregation, and LDP. Crucially, RAD reveals that privacy risk depends on the structure
of the mechanism rather than solely on its nominal DP parameters. This insight is
especially important for complex data, where different mechanisms with the same e can
provide drastically different protection levels.

We further derive tight bounds linking DP parameters to attack success under varying
adversarial knowledge, extending the analysis beyond MIAs to a broader class of attacks
relevant in complex domains. By constructing the optimal attack for any given mechanism,
auxiliary knowledge, and prior distribution, we not only prove the tightness of our formal
bounds but also provide a powerful auditing tool for DP mechanisms. Together with our
impossibility results, our auditing framework provides a practical solution to detect DP
implementation and formal flaws and ensure that the privacy guarantees advertised to
individuals are preserved.

This attack-centric perspective significantly improves the interpretability and calibra-
tion of privacy guarantees in complex data systems, enabling substantial utility gains
without increasing effective privacy risk.

Finally, we confront the issue of correlations. After revisiting impossibility results that
rule out meaningful guarantees under arbitrary correlation models, the thesis focuses
on structured and practically relevant correlation families. In particular, we derive
new leakage bounds in BDP for certain multivariate Gaussian models and Markov
chains. These correlation-specific bounds allow standard DP mechanisms to be reused
in correlated settings with substantially improved utility compared to state-of-the-art
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approaches. The benefits are especially pronounced for Markov-modeled time series,
where the proposed bounds remain stable regardless of dataset size. Our results open the
path for meaningful privacy guarantees for temporally correlated data releases without
resorting to user-level protection and its associated utility loss.

Taken together, this thesis not only identifies several fundamental limitations of DP
adoption in complex data but also advances concrete theoretical and practical solutions
to each of them. It provides tools to detect formal errors and flawed adaptations of DP
mechanisms, improves the interpretability of privacy guarantees through attack-aware
risk measures, and introduces new BDP mechanisms and bounds capable of protecting
against correlation-based attacks with competitive utility. By systematically addressing
composition, interpretability, and correlation, this work contributes to bridging the gap
between DP theory and its reliable application in real-world systems operating on complex
data domains.

Limitations and open challenges. While this thesis provides several advances, the
application of DP to complex data domains is far from complete. We therefore conclude
by highlighting key limitations of our work that naturally open promising directions for
future research towards fully realizing the applicability of DP in complex systems.

Regarding composition, we extend our framework to GDP. However, as discussed in
Chapter 5, not all mechanisms admit a meaningful characterization of attack resilience
within the GDP framework. This limitation motivates extending our composition
results to the more general framework of f-DP. Such an extension is non-trivial, as
the group privacy property in f-DP fundamentally relies on composing a trade-off
function a natural number of times, corresponding to discrete group sizes. In contrast,
metric privacy and complex data settings require reasoning over real-valued distances.
Bridging this gap would require extending group privacy to continuous metrics, and tools
from functional analysis—such as fractional function iteration via Schréder’s or Abel’s
equations—appear to offer a promising mathematical foundation for generalizing the
metric privacy framework beyond GDP to arbitrary f-DP.

Importantly, the composability of our universally tight bound for RAD analysis
(Theorem 5.3) remains an open question. Since composability is crucial for the adoption
of DP, this represents a major limitation that must be further investigated. Note that
the solution we currently propose for composition is to use upper bounds, which comes
at the cost of losing tightness. Moreover, while the RAD framework and the associated
bounds substantially improve the interpretability of DP guarantees and their relation
to concrete attacks, our results still rely on the assumption of independent data. This
assumption is often violated in complex data domains, where correlations are intrinsic
and frequently exploited by adversaries. Extending the RAD framework to BDP and
to correlation-aware attack models therefore represents a particularly important and
challenging direction for future work.

Finally, the BDP results presented in this thesis rely on specific distributional assump-
tions. While we provide real-world datasets for both the Gaussian and Markov cases,
these assumptions can be restrictive and may limit the applicability of our results to
general data analysis tasks. The key contribution of this work is to demonstrate that
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there are real scenarios where it is possible to achieve BDP guarantees while retaining
utility. However, this is only a first step and does not solve the broader problem of
privacy under correlated data.

Moreover, our Markov bound offers a significant noise reduction compared to the
general bound, but it has a lower limit on the minimum BDP leakage it can provide,
which is a major limitation—especially for distributions where this minimum leakage
is nearly ten, as observed in the Activity database. Improving this bound to allow
arbitrarily low leakage is a promising direction for future work. Particularly, all our BDP
mechanisms are obtained by re-calibrating the noise of classical DP mechanisms to account
for correlations. Although this approach enables the reuse of well-understood mechanisms,
it remains an open question whether privacy mechanisms designed specifically for BDP—
rather than derived from DP mechanisms—could achieve superior utility. Exploring the
possible design of ad hoc BDP mechanisms instead of calibrating existing DP ones, as
well as extending our correlation-specific bounds to additional data distributions and
dependency structures, constitutes a natural next step towards robust and practical
privacy guarantees for complex data.
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A. Additional Proofs and
Remarks

In this chapter, we provide the omitted lemmas, proofs, and additional details needed to
complete the results presented in this thesis.

A.1. Additional Details for Chapter 2

We begin elaborating on metric privacy properties and its relation with granularities.

Proposition A.1. Let D be a database class and G a granularity notion over . Then
the canonical metric dg) is a well-defined extended metric.

Proof. The canonical metric d[%: D? — [0,00] is defined as the minimum number of
neighboring-changes in D one needs to perform to obtain D from D’ (with d(D, D) = oo
if it is not possible). More formally, we define a relational chain between elements
D, D’ € D as an ordered finite sequence of D; € D such that Dy ~g Dy ~g -+ ~g Dy,
with D = Dg and D’ = D,,, and define dﬂ%(D, D’) as the minimum length of any relation
chain connecting D and D’ (with df (D, D’) = oo if no chain exists).

We need to prove that d%) is a well-defined extended metric. By construction, the image
of df is [0, 00], and d (D, D’) = 0 if and only if D = D’. Symmetry also follows from the
fact that ~g is a symmetric relation, i.e., any chain from D to D’ can also be seen as a
chain from D’ to D.

Finally, concatenating the chains gives us the triangle inequality. Let D, D', D" € D
such that df (D, D’) = m and df(D’, D") = n. The triangle inequality holds if n = oo
or m = 00, So suppose n,m < oo. Then, by definition, there exists a relational chain of
length n connecting D and D’, and a relational chain of length m connecting D’ and D”.
Joining the chains at D’ gives us a relational chain of length n + m. By definition of d]%,
we obtain the triangle inequality df (D, D") < n +m = df(D,D’) + d (D', D").

In conclusion, dﬂ% is a extended metric and (D, d%) is a metric space. O

Proposition A.2. Let G be a granularity notion over the database class . Then, a
mechanism M with domain D is sd%—private if and only if it is G e-DP.

Proof. First, we see that 5d%—privacy implies G e-DP. Suppose that M: D — D(O) is
sd]%—private. Then, for any G-neighboring databases D, D’ € D and any measurable
S C O, we have that

PrlM(D) € S] < e“2(P:D) pr{M(D') € S).
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By construction of the canonical metric, d%(D,D’ ) = 1 since D and D' are G-
neighboring, and therefore M is G e-DP.

Now we prove the other implication. Suppose M: D — D(0) is G e-DP. We want to
see that, for all D, D’ € D and all measurable S C S,

PrlM(D) € S] < e“2(P:D) Pr{M(D') € S).

The result clearly holds if d]% (D, D) = oo, so suppose dﬂg)(D, D’) = n < co. Since the

distance is finite, there exists Dy, ..., D, € D, such that D = Dy, D' = D,, and
Dy ~g Dy ~g -+ ~g Dy_1 ~g Dy,

Since D;_; and D; are G-neighboring, for all measurable S C S and i € [n] we have
that
PI‘[M(DZ‘_l) S S] <ef Pr[M(DZ) € S],

and, by applying the inequalities in order, we obtain
Pr[M(D) € S} < e Pr{M(D,) € 5]
< e* Pr{M(Dy) € S|

IA A

" Pr{M(D') € S]
= DD prip(D) € §].

In conclusion, M is edg)—private. O

Furthermore, generalizing sensitivity to metric spaces allows us to quantify how pre-
processing functions impact privacy guarantees:

Proposition A.3 (Preprocessing [47]). Let (D1,d1) and (Dg,ds) be two privacy spaces
and let f be a deterministic map with sensitivity Af < oo with respect to di and da, and
let M: DDy — D(O) be a da-private mechanism. Then Mo f satisfies (Af)dy-privacy.

Remark A.4. The reciprocal of Proposition A.3 is not true. For example, consider
e-LDP over with domain R, i.e., (R, d*), such that

dcz{f ifx#y

0 otherwise.

Take M: R — D(R) such as M(z) = « + Z where Z ~ Lap(1). We can easily verify
that this mechanism is not e-LDP by selecting two numbers |z — y| > 1. Moreover, the
sensitivity of the identity map over the real numbers is infinite, so there is not € > 0 such
that M is e-LDP.

However, if we take f: R — R such that f(x) = H%’ then Af = |f(z) — f(y)| < 1.
Therefore, M o f corresponds to a local Laplace mechanism, and is e-LDP.

In conclusion, there exist M and f such that M o f is (¢Af)dk-private but M is not

g'dk-private for any &' > 0.
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The privacy implications of the data domain. To understand the real privacy
implications of a dp-privacy, we need to look not only at the distance but also at the
domain of definition.

The domain, D, encodes what information we consider public knowledge and what we
want to protect up to dp. The larger the domain, the greater the privacy, but it also
comes with the cost of greater sensitivities and harder-to-achieve privacy protection. The
distance, dp, encodes how hard it is to distinguish any pair of databases, and therefore
what information we are protecting.

Additionally, it is important to select domains with compatible metrics. For example,
information is completely unprotected if dp(D, D') = co. Therefore, connected privacy
spaces (i.e., dp(D,D’) < oo for all D, D' € D) are preferable because the change across
connected components is not guaranteed to be protected. For example, when D is totally
disconnected, we can end up with nonsensical privacy guarantees like in the following
example.

Example A.5. Consider X" := {D € Dy | |D| = n}, the class of databases of size
n with elements drawn from X', and choose the unbounded granularity notion. It is
clear that unbounded-neighboring databases always differ by one element. Therefore,
there are no unbounded-neighboring databases in X™ (i.e., the privacy space is totally
disconnected).

This privacy space would imply, by reductio ad absurdum, that any mechanism is
unbounded e-DP for all € > 0 since for all the neighbors (none) the definition holds. In
particular, the identity mechanism (such that M(D) = D) defined over X™ (which does
not provide any protection) is unbounded 0-DP.

Note that choosing Dy as the domain does not lead to the same problem, but as we
mentioned before, relaxing the domain so that it is defined for subsets D C Dy and other
database types is usually more convenient, coherent, and necessary. Following the same
line, the bounded granularity defines a connected privacy space over X", but defines a
disconnected one over Dy.

Besides, note that the restriction of d]% to the subclass D' C D is not always dg), as we
precise in the following remark:

Remark A.6. The induced metric of d: D? — [0, 00] to a subclass D' C D is defined as
the metric d|p such that d|p/ (D, D’) = d(D,D’) for all D, D’ € .

Note that the induced metric of d]% to the subclass D' C D is not d%/. Mathematically
speaking, the dﬂg) is a intrinsic metric [203], i.e., defined as the infimum of the lengths
of all paths from the first database to the second. However, the induced metric to D' is
not necessarily the intrinsic metric over I’ [203]. Therefore, the distance between two
databases in D' C D can be different over D’ and D.

As an example, the privacy space (Dy, d%x) with the unbounded metric d%x (D,D") =
|DAD'|. However, note that d (D, D’) # |DAD'| in general for D C Dy, e.g., in the
class of databases of size n, X™. Therefore, there exist D C Dy such that d% %+ dﬁ , even
though d%;( = dﬁx.
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Relationship between Metrics. The notion of dp-privacy allows us to compare
the privacy level between metrics over the same domain, which also helps to extend
composability notions proven for one to others. Consider two metrics, d; and ds, over D
such that d; < dy (pointwise). In this case, we can say that d; offers more protection
than ds because any mechanism M: D — D(©) that satisfies dy-privacy also satisfies
do-privacy [47]. This can be extended to compared the privacy offered by different
granularities:

Proposition A.7 (Relation between granularities). Let d]]g])1 and d]]g]f be two canonical
metrics of granularities Gy and Go, such that

k= dp(G1,Ga) == Jnax d9'(D, D') < co.

Drg, D'
Then, dg' < kdJ?.

Proof. We need to see that d]%l(D, D) < kd]lg))2 (D,D’) for all D,D’ € D. If d]Ig)f (D,D") =
00, then the result holds, so we consider d]%Q (D,D")=n < .

Since the distance is finite, there exists Dy,..., D, € D, such that D = Dy, D' = D,
and

Dy ~Ga D, ~Gy ™G Dy ~Ga Dy,.

Since D;_1 and D; are Go-neighboring, dﬂg)l(Di,l, D;) < distp(Gy,G2) = k. Therefore,
applying the triangle inequality with dﬂg)1 over the chain, we obtain

g (D, D) <> d (Di-1,D;) <>k = kn = kdf*(D, D). O
=1 =1

Therefore, if M: D — D(0) is G; e-DP, then M is Gy ke-DP. This fact allows us
to compare different granularity notions over the same domain, e.g., all information
protected by G; must also be protected by G2, while not necessarily the other way around.

From this result, we can deduce the well-known fact that unbounded e-DP implies
bounded 2e-DP in Dy [27] since dp, (U, B) = 2. However, dp, (B,U) = oo because
dSX (D, D) = oo for all D ~y D'. Once again we can not forget the data domain: the
privacy-level comparison between two granularity notions directly depends on which
class we compare them in. While this result holds in Dy, we saw in Example A.5 that
this is not the case for all database classes. Another example, the free-lunch granularity
notion FL [29] is defined such that all pairs of databases are free-lunch neighboring, i.e.,
d{DfL(D, D’y =1 for all D # D'. Therefore, dﬁﬁ < dﬂg)) verifies for any canonical metric d]%,
and thus free-lunch DP implies all others.

We conclude that metric privacy offers a consistent generalization of pure DP that
encodes any possible granularity definition. This motivates our use of metric privacy as
unifying privacy framework for composition in arbitrary data domains in Chapter 4.
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Utility of DP mechanisms. Finally, we conclude with a self-contained proof of the
accuracy of the Gaussian mechanism.

Proposition A.8 ((«, )-accuracy of the Gaussian mechanism). Let f : D — R be a
real-valued query and consider the Gaussian mechanism

M(D) = f(D) + Z, Z ~ N(0,0%).

Then, for any 5 € (0,1), the mechanism is («, 5)-accurate with

2
()4201/2111(5).

Proof. By definition, the mechanism is («, 3)-accurate if

Pr[|M(D) - f(D)| > a] < B.
Since M(D) — f(D) = Z, it suffices to bound

Pr(|Z| >al],  Z~N(0,0%).

Let X = Z/o ~ N(0,1). Then
Pr[|Z] >a] =Pr[|X|>afc] =2Pr[X >a/c].

Using the standard Gaussian tail bound

2
Pr[X > t] <exp (—2> for all ¢ > 0,

we obtain

a?
< -
Pr([|Z| > a] <2exp 552

Setting the right-hand side equal to 5 and solving for « yields
21 <2>
a=o04/2In{ = ).
g

Pr[|M(D) - f(D)| <a] >1-5,

Therefore,

which proves that the Gaussian mechanism is («a, §)-accurate. O
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A.2. Additional Details for Chapter 4

For the proofs on the adaptive composition, we need some basic probability results [204],
which we will recompile in the following remark.

Remark A.9. Let M: D — D(O). As we mentioned earlier, M(D) for all D € D
are random elements (e.g., random variables, continuous or discrete; random vectors;
random matrices). Note that for every M(D) and measurable set S C O, Py p)(S) =
Pr[M(D) € S| defines a measure. This can also be defined with an integral, i.e.,

Puin)(8) = Pr{M(D) € 8] = /S dPrp).

known as the Lebesque—Stieltjes integral. It can be evaluated over any integrable (in
the Lebesgue-Stieltjes sense) function g: S - R as [gg dPpy(p). This is also denoted

as [49(s) dPypy(s), or as [gg dFrpy = [g9 dFpqpy(s) with Fiypy the distribution
function of M(D). We will use the Lebesgue—Stieltjes integral because it allows us to
generalize our results to any random element, such as discrete, continuous, and mixed
random variables or random vectors. Specifically, the integral can be written as

/S g dPyp) = 3 g(s) PHM(D) = 5]

seS

if M(D) is a discrete random variable, and as

/Sg dPprp) = /SQ(S) famepy(s) ds

if M(D) is a continuous random variable with density function fup).
Some of the well-known properties of the integrals that we will use in the proofs are
linearity: for any integrable functions f,g: © - R and o, 5 € R,

léWf+ﬂmdRMwy=aLdeMwy+@LngMw%

and order: for any integrable functions f,g: & — R such that f < g,

|F P < [ 9 dPuo).
S S
Additionally, from the probability properties, we have that
/ dPyy(py = PrM(D) € 0] = 1,
(S
and the law of total probability: for any event A,

Pr[A] — /e Pr[A | M(D) = 5] dPpyp)(s).
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The last result that we will use concerns the sum of measures. Given two measures,
1 and v, over the same measure space and a,b > 0, we obtain that au + bv is also a
measure over the same space. Extending to any a,b € R gives us that ap + bv is a signed
measure. In either case, we have that

/gd(au+bu):a/gdu+b/gdy
S S S

for all measurable S and integrable g.

Lemma A.10. Let M: D — D(O) be a d-private mechanism. Then,

J9 Py <P [ g Py

for any integrable function g: © — [0,1].

Proof. Fix D, D' € D. The result is clear if d(D, D) = oo, so we see the finite case.
Define the signed measure a := Py(p) — ed(D’D/)PM(D/). Note that a < 0 because M
is d-private. Then, we have (see Remark A.9) that

[ gda= [ gdPup) — P [ g dPrp,
S S S

for all measurable S C © and any integrable function g: & — [0, 1]. Since g < 1, we have

that
/gdag/da:oz(S)SO,
S S

/Sg dPM(D) < ed(D’Dl) /Sg dPM(D’)- ]

and therefore

Additionally, we analyze different examples of partitioning functions and their corre-
sponding behavior with respect to various metrics.

Proposition A.11. Let D C Dy. Any k-partitioning function p of Fxample 4.5 is
dﬁ -commutative.

Proof. Consider a partition of Example 4.5 and fix D, D’ € D. Since d*(D, D’) = |[DAD/|,
we need to prove that

sz; [pi(D)Api(D')| = ‘ (Q pi(D)) A ( 161 pi(D/)) ‘ < |DAD'|. (A1)

We prove first the equality, which corresponds to seeing that
k

U (D) 2pu(D') = (L_kJ pz-<D>)A(g n(D)).

i=1
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Since p;(D) and p;(D’) are always disjoint for all D, D" € D and i # j, it is sufficient
to see that
(AANA"YU (BAB') = (AUB)A(A"UB')

for any arbitrary multisets such that AN (BU B’') = @ and A’ N (B U B’) = & (this
case then extends by induction to k pairs of disjoint multisets). We denote by A, A’, B
and B’ the underlying set of the multisets of A, A’, B and B’, respectively. We use the
multiset notation A := (A, m4) where m4(a) corresponds to the multiplicity of a € A
in A. Under this notation we have for arbitrary multisets A and B that

(i) AUB = (AU B, max{ma, mp}).
(i) AUB = (AUB,my+mp) when ANB = @.
(ili) AN B = (AN B,min{ma,mz}).
(iv) A\B = (A,ma —mp) if B C A.
(v) AAB = (AU B, |mu —mp|) using (i), (iii) and (iv).
Therefore, we have that
(AUB)AA UBY L (AUB, ma + mp)AA UB, ma + mp)
Y (AUBUA UB, [ma+mp —ma —mp|),
and
(ALA) U (BAB) L (AU A, Jma —myl) U(BUB . Imp —mp|)
W (AUAUBUB, |mg —ma|+ |mp —mp|).

Since AN(BUB') = @ and A'N(BUB’) = @, we obtain that |ma+mp—ma —mp/| =
|ma —mar| + |mp — mps|. Therefore,

(AAMAYU (BAB') = (AUB)A(A"UB),

and by induction we obtain the equality of Equation (A.1).

The inequality in Equation (A.1) follows from the equality we just proved. Take
A= pi(D), A = U, pi(D"), B = D\A and B’ = D'\ A/, that obviously verify
ANB =@ and A'N B’ = @. Therefore,

g pi(D)Api(D)| + |BAB| = ‘(Q pAD))A(ZQ n(0))| + 1BAB!

= [(AAA"Y U (BAB')]
= [(AUB)A(A' U B))|
= [DAD|.

Then, we obtain the inequality since |[BAB’| > 0. O
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Proposition A.12. If p is a k-partitioning function, k > 1, of Example 4.5, then p is
not dgx-compatible.

Proof. Since the definition of compatible partition applies to any pair of neighboring
databases, we just need to prove that there exists a pair of bounded-neighboring D, D’ €
Dy such that the condition of dﬁx—compatibili‘cy is not satisfied.

In particular, we take z; € A and z; € A; with ¢ # j, and we build the two
following bounded-neighboring databases: D = {z;,z;,x;} and D’ = {z;,x;,x;}. Then,
pi(D) = D # D\{z;} = p;(D’) and p;(D) = & # {x;} = p;(D’). Therefore there exist
more than one r € [k] (particularly two: 4,7), such that p,.(D) # p.(D’), and thus
pr(D) #5 p.(D"). Therefore, p is not dgx—compatible. O

Finally, we present the following lemma needed to prove Corollary A.14.

Lemma A.13. Let A, B € Dy such that |A| < |B| and dyy (A, B) = n. Let k = | B|—|A|.
Then, for any {z;}icw € Dx, C = A+ {x:}icp verifies dSX(C, B) < n (where 4+ denotes
the sum of multisets).

Proof. Take A, B € Dy such that r = |A| < |B| = s and dﬁx (A,B) =|AAB| =n < oco.
Observe that if AN B = {by,...,b} with 0 <1 < r, then we can express A and B as

ANB B\(ANB)
—
B = {blv"'vbhlerl?'"7b7’7b7‘+17"'7b8}7
A= {bl,...,bl,alﬂ,...,ar}.
ANB A\(ANB)

In this case, note that
AAB = (A\(ANB))U(B\(ANB)) ={bis1,-- -, brybry1,...,bs,a141,... 0},

which has size n by hypothesis.

Consider the case where |A| = |B|. Then |[A\(AN B)| = |B\(AN B)| and n =
dﬁx (A, B) = 2|A\(AN B)| is even. In particular, AAB has the same number of elements
of A and B, and therefore we can obtain B from A in § bounded changes (a; — b; for
i€ {l+1,...,7}). Thatis, ng (A, B) = 5. Therefore, if |A| = |B|, the statement verifies
taking A = C (since k = 0).

Suppose now |A| < |B| (where k := [B|—|A|) and define C'= A+ {z;};c|y for arbitrary
r; € X, ie.,

C = {bl,...,bl,alH,...,ar,xl,...,:rk}.
ANB A\(ANB)
In particular, |B| = |C|, so we can apply the previous case. Thus, we obtain that

m = dﬁX(C, B) is even and dgx (C,B) = . Furthermore,

CAB C (AAB) + {zi}iem
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SO
m =|CAB| < |AAB| +k =n+ k.

Note that k < n since

n—k=[AAB| - (|B| - |A]) = [A\(AN B)| + [B\(AN B)| — |B| + | 4]
= |A|—|ANB| +|B| - |ANB| — |B| + |A| = 2|A| — 2|AN B| > 0.

Thus, m < n+k < 2n. In conclusion, dHB)X (C, B) < n. Since the proof does not depend
on the choice of xz;, the proof is complete. O

Applying Proposition A.16 to bounded DP in Dy we obtain the following result:

Corollary A.14. Let Dy be a database universe, Y C X and f: Dy — Dy such that
f(D)=DnNY. Let M: Dy — D(O) be a dJIBDX -private mechanism that is f-dependent.
Then, M is dp,, -private® with

dp, (D, D') == min{dj . (D, D"), |f(D)Af(D")|} <min{dj (D, D"),d¥ (D,D’)}.
Proof. For all D, D’ € Dy, we need to prove that

min_ df (D, D) =min{df,,|f(D)Af(D")|}.
D,D'eD

F(D)=§(D)

F(D")=§(D")

We have that d]g’/g < dﬁx by definition of minimum privacy. Therefore, we just need
to prove that dgg < |f(D)Af(D")] and we obtain the result.

First, note that since f(D) = DNY, f(f(D)) = f(D) for all D € Dy. Suppose
without lost of generality that |f(D)| < |f(D’)], and let k = |f(D")| — | f(D)|. We take
z € X\Y and define C := f(D) + {z, #),z}. We see it verifies f(D) = f(C). Then,
d]g’)f(D, D" < dHB)X (C,D") < |f(D)Af(D")| by the definition of minimum privacy and
Lemma A.13. O

Remark A.15. Let f be a deterministic map with domain I, and let M with domain
D be an f-dependent mechanism. If f(D) = f(D) for some D,D € D, then M(D)
and M(D) are equal random elements, i.e., Pr[M(D) € S} = Pr[M(D) € S} for all
measurable S C ©.

This is because, by definition of f-dependency, there exists a mechanism M* such that
M = M* o f. Therefore

Pr[M(D) € S| = PriM*(f(D)) € S] = Pr[./\/l*(f([))) €S = Pr[./\/l(D) € 5]
for all measurable S C ©.

Under this definition, we arrive at the following result:
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Proposition A.16 (Minimum privacy). Let (D,dp) be a privacy space, let f be a
deterministic map with domain D, and let M: D — D(O) be a dp-private mechanism. If
M is f-dependent, then M is dfg)—pm'vate* with

dl(D,D'):= min dp(D,D").
D,D'eD
F(D)=f(D)
F(D")=f(D")

Proof. We fix D, D’ € D and choose D, D’ € D such that f(D) = f(D), f(D') = f(D'),
and dp(D, D’) is minimum. In this case, dp(D, D’) = dﬁ;(D, D’). Then, by definition of
dp-privacy and Remark A.15,

PrIM(D) € S] = Pr{M(D) € 8] < e® DDV pripM (D) € §] = e PL) pripm(D') € ]

Since this holds for all D, D’ € D for all measurable S C ©, M is d]{;—private*. O

A.3. Additional Details for Chapter 5

Here, we provide the detailed computation of RAD for Examples 5.5 to 5.8 using Theo-
rem 5.3.

Example A.17. In the optimal unary encoding (OUE) mechanism [150] each user
encodes its input x € X as a one-hot m-dimensional binary vector and perturbs each
bit independently. For each position ¢ € [m], the obfuscated vector € is sampled such
that Pr[0; = 1] = 1/2 if i = z, and q = ﬁ otherwise. Denoting p = 1 — ¢ and
kg = #{0; = 1}, for every 6 such that kg > 1, we have that

P= %qu_lpm_kG if, =1

A2
Q=gq"p" R if 0, #£1 .

Pr(@\x):{

and Pr(0 | #) = 3p™~1. Hence, Pr(0) = p™~! and w(0, 2) = 0 for all z. For all § # 0
we obtain,

1, 4 1 g
p(0) = a7 (YD m)d TR - Y )
x: 0z=1 x: 0z=1
—_———
So

Note that P — Q = %q(qkf’*lpm*k“)*l) > 0. Consequently,

(P-Q)(1—-S5)=0 ift,=1

w(f,x) = .
(Q—P)Sp <0 otherwise.
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Applying Theorem 5.3 for a(x) = = we obtain,

nRAD<ZZ P-Q)(1= > m)m

0=1
p q kg 1 m ko— 1)(1_ Zﬂx)ﬂ'a:
2 0 x: zzl 0.=1
m
_pP- Qqulmk Z Zﬂx(l_z )
2p o 0:kg—k Oo—1 =1

m m _2
e W [T
P—qm m—=2\ p 4 i
= (1 — k) —2

m—2
- -
=(1- /-;,r)p a <m )qrp =177 (index change r = k — 1)
T

2p 7
pP—q m—1 m—2
=(1- HW)Tp (1/p) (since p+¢q=1)
p—q
= 1— e
(1)
lef—1

=5 1(1 — k) =TV(M) (1 — k).

When auz = {@}, we have

max w(d, x)my = (P — Q)(1 — ezz:l ) MaX 7.

Hence,

n-RAD < Z(P —-Q)(1—- Z ) max
0 0.=1 “=

_b—4a (qkf’_lpm_k9_1) (1-— Z T ) MAX Ty
2 0p=1 2=1

We order m < --- < mp,. Then,

0, ={0: mgxw(@,x)ww =w(0,x;)} ={0: 0; =1N0; =0 for all j > i},
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and we can rewrite

URAD<TZ7U qu" Lpm=Fke (1 — Zﬂ’x)

i=1 0cO; 0:=1

A;

For every k = 1,...,4, there are (,’c:ll) vectors 6 € ©; such that ky = k. Moreover, the

sum ) g T, over all sets S of size k containing i:

5 wa:m( >+ZWI<Z:2>.

SC{1,...,i} z€S

i€8,|S|=k
Hence,
: i—1 i—2) &
Ai — k—1, m—k 1— ) — -
k; ¢"'p P IOk O P ;W

i—1 /. .
=(1-— ﬂ-i)pm—z‘ Z (2 ; 1) roi—l—r _ (Z m) o Z (z - 2>qu(z._2_j)

r=0 7=0 J
i
=1 —m)p" " +qp™ " (Z 7Tx> .
z=1

since for k = 1, (Z 2)—0 so we can start in 2, i.e., k = j + 2. Hence,

:(1_7ri>;<li:11>qk 1, m—k <Z%> i: (Z 22>qk—1pm—k

i—1
Ai:pm_i[(l—m)—qZﬂ'x}, 1=1,...,m.
r=1
SO
m ) i—1
n- RAD < ? <me ‘ 1 - 7Tz) me_zﬂ'i Z Wm)
i=1 z=1

For instance, m = -

nRAD<7me i 1—7TZ —qme ZWZZWz
_pP—q
(e zwz—qzw—z)
_p—qfl, 1ypm—-1 1 pr—1-m(p—1)
T [m(l W)y (p—1)2 ]
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p=1-¢ 1—2q {_m—l 1—g)™-1 1 (1—-¢)™—-14+mq

2(1-q) m? q m? q
1-2¢q ( 1 >
e 1—¢)™ —1+¢q
_2¢—1 (1-¢)"—-1+4¢q
2(1-q) mq
g=1p 1-=2p p"—p 1-2p prl-1

20—pp  m  2(1-p) m

_ @p-n-pm
2m(1 — p)

e —1 ef (m-1) m—1
i S (1o () ) -
e—o0  2m 1+ ef 2m

hence even if we keep reducing the noise (increasing ¢), the attacker’s advantage is limited.

Note that

Example A.18 (Subset Selection, auz = {@}). In the subset selection mechanism

(SS) [151] users report a subset § C X = {x1,..., 2, } containing their true value x with
prreE

sampling uniformly from X"\ {z}.
Note that, given A = ("_) and B = ("),

w

probability p = where w = || = max (1 { ] +1D' The subset is completed by

pof
Pr(o|a)= 4 LTEP (A.3)

Since [©] = (') we have that, according to Equation (5.14), for 7 = U[m],

0-RAD < i(z maxpm(0 | z) — 1) (A.4)
mogce *
1 (m m 1 m — w
:< )Z:p—zp : (A.5)
m\w mw m mw

Example A.19 (Gaussian mechanism and auzr = {@}). The Gaussian mechanism adds
Gaussian noise N(0, ) the query value ¢(D) € R [50]. If X = {z1,..., 2y} is uniformly
distributed and Aqg =1,

x € argmaxw(f,x;)m; & = € argmax w(f, z;).
J J

Hence, applying Equation (5.14) we obtain

0-RAD < ;i (Pﬁr(@i | 25) — ) =Y (Pr (O | 1) — 1) (A.6)

i=1
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Note that for each x, Pra(6 | ) = Praq(0 | ¢(Dz)). Since D_ is fixed, ¢(D5) is completely
determined by x, hence we use the abuse of notation ¢(D,) = z. We want to compute
Pram(©; | z;) for i € [m]. Without loss of generality we re-order x; < x9 < --- < x,, and
define the gaps A; := x;11 — x;. For fixed 6, the maximizing density corresponds to the
x; closest to 6. Thus R is partitioned into Voronoi intervals:

0, = (_OoawL (A7)
@ = [T=ltm TEmel] 2 <j<pn -1, (A.8)
O = [Ln=1tn o), (A.9)

On ©;, the maximizer is x;. Let ® denote the standard normal CDF and ¢ its density
function. Then, for i =1

Pr(O [o0) = [ o0 —0) a0 = o ) o 5y),

Fori=m

Pr(On | ) = /@m o (0 — ) 4 = 1 — B (Zmmrtoml/ 2o ) _ g Buct))

Finally, for 2 <i<m —1,

(& (o

LORIEES

= o(5) +o(5) — 1,

%(@i | i) = /@l 0o (0 — x;) df = @( (wi+w¢+1)/2*$i) o <I>( ($¢71+x¢)/2*1i)

using ®(—z) = 1 — ®(x). Therefore

-1

3

iPr(@i | 2) = ®(52) +

> 1 (3(3) o(3) 1) - o25)

1) — (m-2),

g

2
L

2]1<1>(

I
g

[\

since each A; appears exactly twice in the sum (once from its left neighbor, once from
its right). Hence,

o ml ﬁ) ~m-—1

; <z —_ .
ORAD_mJ21<D<2U — (A.10)
m—1 ) .
< 2(m_1)<1>( 1 ﬁ) ~m—1 (A11)
m (m—1) o2 m
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< mn: ! (2@(20(7;_ 1)) - 1) . (A.12)

Where, Equation (A.11) follows since A; > 0, hence ® concave, and we can apply Jensen’s
inequality, and Equation (A.12) since Ag = 1 therefore, Z;":_ll Aj=Ag=1.

Example A.20 (Laplace Mechanism and auz = {@}). The Laplace mechanism adds
Laplace noise with scale b = Ag/e to the query value ¢(D) € R [16]. If X = {z1,..., 2}
if uniformly distributed and Ag = 1, analogously to Example A.19,

x € argmaxw(f,x;)m; & = € argmax w(f, z;).
J J

Hence, applying Equation (5.14) we obtain

0-RAD < ;i (1;41«(91- | 2i) — pM(@i)> - nllfj @(@i | 2:) — 1) (A.13)

=1 =1

Analogously to the Gaussian case, we use the abuse of notation x = ¢(D;) . We
want to compute Pry(©; | z;) for i € [m]. Without loss of generality we re-order
x1 < To < -+- < T, and define the gaps A; := x;11 — x;. For fixed 0, the maximizing
density corresponds to the z; closest to #. Thus R is again partitioned into Voronoi
intervals from Example A.19. Given the Laplace distribution CDF

1 T if 5
m(:c):{?e’“f( i) e (A.14)
1—sexp(—%5%) ifx >y

fori=1,
1 A
Pr(61 | 1) = P ™2) — F(-00) = 1= g exp (5} ).
for i = m,
Ty + T 1 JANS
Pr(Oy | am) = 1= P00 1 Joxp (200

and for the reminder 2 <17 < m:

Hence,

m 1 €A _EAm—l m—1 el _EA,L'_I m—1 _sAj
Z r(O; |z))=m—=|e 2 +e 2z + ez +e 2 =m — e 2
i-1 ™M 2 ;
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since each A; appears exactly twice in the sum (once from its left neighbor, once from
its right). Hence,

1 o
0-RAD <— —1- - .
s |\m 1 Ze 2 (A.15)
7=1
—1 1 m—1 eA;
<ML N e (A.16)
m m 4
7=1
— _ eA;
cmol mel (A1)
m m
m—1 e
< 1—e 2m—D ). A18
<= (1-e7mT) (A.15)

Where, Equation (A.17) follows since A; > 0, hence we can apply Jensen’s inequality,
and Equation (A.18) since Aq = 1 therefore, Z}n:? Aj=Aqg=1.

A.4. Additional Details for Chapter 6
In Example 6.4, we argue that the distribution in Table 6.1 does not present perfect

correlation, i.e., variables that perfectly determine each other. Here we attach the
corresponding proof:

Step 1: Check if X5 is determined by X;. For X5 to be fully determined by X,
each value of X; must correspond to a unique value of X5. Consider the conditional

probabilities:
Pz =0 x, —0)= LE1=0X=0) 2o £0,1
2T VTP =00 BT 147
P(X;=0,Xo=1) = 1
P(X;=1|X,=0)= ==~ 40,1
Kz=1]X=0) P(X, =0) Lr =14, 7

r

Both values of X5 are possible given X1 = 0. Similarly, for X; = 1:

r—1
B o 5z r(r—1)
P(XQ_O\X1_1)_T3_:Q_1_Tg_r_17éo,1,
r3—r2—1 3 2
3 ro—rs—1
P(X2:1|X1:1): T3Ig—1 :7,3_7,_1 #Oal
r

Hence, multiple values of X5 are possible given X7, so X5 is not fully determined by X;.
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Step 2: Check if X; is determined by X5. For X; to be fully determined by Xo,
each value of Xy must correspond to a unique value of X;. For Xs = 0:

— _ 2
P(X1=0,Xo=0) 1/r _1lgn,

PO =01X =00 == =0 ~1/r ~r

P(X;=1,X2=0) (r—1)/r? _r—1

P(X1=1]Xy=0)= P ~ 1 —#0,1.
For Xy = 1:
P(X1=0,X, = rs
P(X1=0]X;=1)= (;,(XS’:; 1>:(r1—/1)/r:r2(7~1_1)7é071’
P(Xi=1 X9 = 3 —r2 r3 S —r?
Pi=1]%=1)= (;’(Xi’zi) 2 (r—1)/12/ - r2(r—1)17é0’1'

Thus, X7 is not fully determined by Xs.
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