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Abstract

A large number of applications collect, store and analyze data about end users. Examples

include customer loyalty systems such as Payback, incentive systems offered by health

insurers, behavior-dependent car insurance tariffs, pay-as-you-go public transport services,

smart metering, and many more besides. Currently, most of these systems simply collect

raw user data, resulting in vast datasets of personal information. However, this has

disadvantages for both users and companies. The collected data allows extensive profiles

to be created that go far beyond the intended use. Large collections of data are also a

lucrative target for cyber-attacks, which can harm affected users through identity theft,

for example, as well as causing harm to the involved company through negative publicity

and potential data protection penalties.

Privacy-preserving technologies are a remedy for these problems, as they allow the desired

analytics to be evaluated securely on relevant user data without the need to collect or

store sensitive user data in the clear. However, this comes with new challenges, as privacy-

preserving technologies are more computationally and communicationally complex. In this

thesis, we propose and evaluate two generic solutions based on these technologies. Both

solutions are formally modelled in the Universal Composability framework, which allows

them to be used in any context while maintaining strong security guarantees through

simulation-based security. Furthermore, both solutions come with a practical prototype

implementation and evaluation, showcasing the potential for practical deployment as well

as the current limitations. In both solutions, we ensure that users remain anonymous

when data is collected, while guaranteeing the authenticity of the collected data.

Our first solution, called PUBA, is based on personal logbooks stored on each user’s device.

These logbooks are authenticated and can only be updated by the system operator while

maintaining the confidentiality of their content. Users can then participate in privacy-

preserving analytics computation, where it is ensured that their logbook is up-to-date

and authentic. To accommodate constrained user devices, such as smartphones, users can

outsource more complex analytics computations to a (potentially malicious) proxy that is

not colluding with the system operator. Performance evaluations of our prototype show

that PUBA has sufficient performance for logbooks storing the last 10-30 transactions.

In our second solution, called POBA, the logbooks are stored on operator-controlled servers
instead. We model a setting in which multiple operators collaborate to run the system

without fully trusting each other. Logbook contents are protected by secret-sharing them

between all the operators involved. Additionally, advanced cryptographic tools, such

as oblivious RAM, are employed to protect user identities and prevent the linking of

multiple interactions to the same user. Since data is available without user interaction
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Abstract

in this setting, operators have more flexibility when running analytics. As long as some

operators behave honestly, requiring all operators to agree to computations still ensures

that the analysis results satisfy privacy requirements. Performance evaluations of our

prototype demonstrate its practicability in the three-party setting: With three operators,

it can handle over two million logbook entries per day.
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Zusammenfassung

Eine Vielzahl von Anwendungen sammelt, speichert und analysiert Daten über Endnut-

zer. Beispiele hierfür sind Kundenbindungssysteme wie Payback, Bonusprogramme von

Krankenkassen, verhaltensabhängige Kfz-Versicherungstarife, Pay-as-you-go-Dienste im

öffentlichen Nahverkehr, Smart Metering und viele andere. Derzeit werden von den meis-

ten dieser Systeme Nutzerdaten in großem Umfang gesammelt, was zu umfangreichen

Datensätzen mit personenbezogenen Informationen führt. Dies hat jedoch sowohl für

Nutzer als auch für Unternehmen Nachteile. Die gesammelten Daten ermöglichen die

Erstellung umfangreicher Profile, die weit über den beabsichtigten Verwendungszweck

hinausgehen. Große Datensammlungen sind zudem ein lukratives Ziel für Cyberangriffe,

die den betroffenen Nutzern beispielsweise durch Identitätsdiebstahl Schaden zufügen und

den beteiligten Unternehmen durch negative Publicity und mögliche Datenschutzstrafen

schaden können.

Technologien zum Schutz der Privatsphäre sind eine Lösung für diese Probleme, da sie es

ermöglichen, die gewünschten Analysen sicher anhand relevanter Benutzerdaten durch-

zuführen, ohne dass sensible Daten im Klartext erfasst oder gespeichert werden müssen.

Dies bringt jedoch neue Herausforderungen mit sich, da Technologien zum Schutz der Pri-

vatsphäre in Bezug auf Rechenleistung und Kommunikation anspruchsvoll sind. In dieser

Arbeit schlagen wir zwei generische Lösungen vor, die auf diesen Technologien basieren,

und bewerten sie. Beide Lösungen sind formal im Rahmen des Universal Composability

Framework modelliert, wodurch sie in jedem Kontext eingesetzt werden können und dabei

ihre durch simulationsbasierte Sicherheit hohen Sicherheitsgarantien behalten. Darüber

hinaus werden beide Lösungen mit einer praktischen Prototyp-Implementierung und

-Bewertung vorgestellt, die das Potenzial für den praktischen Einsatz sowie die aktuellen

Einschränkungen aufzeigen. Bei beiden Lösungen stellen wir sicher, dass die Nutzer bei

der Datenerfassung anonym bleiben und gleichzeitig die Authentizität der erfassten Daten

gewährleistet ist.

Unsere erste Lösung namens PUBA basiert auf persönlichen Logbüchern, die auf dem

Gerät jedes Benutzers gespeichert sind. Diese Logbücher sind authentifiziert und können

nur vom Systembetreiber aktualisiert werden, wobei die Vertraulichkeit ihres Inhalts ge-

wahrt bleibt. Die Benutzer können dann an datenschutzkonformen Analyseberechnungen

teilnehmen, bei denen sichergestellt ist, dass ihr Logbuch aktuell und authentisch ist. Um

eingeschränkten Benutzergeräten wie Smartphones gerecht zu werden, können Benutzer

komplexere Analyseberechnungen an einen (möglicherweise böswilligen) Proxy auslagern,

der nicht mit dem Systembetreiber zusammenarbeitet. Leistungsbewertungen unseres

Prototyps zeigen, dass PUBA ausreichend Leistung bietet um Logbücher für die letzten

10-30 Transaktionen zu unterstützen.
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Zusammenfassung

In unserer zweiten Lösung namens POBA werden die Logbücher stattdessen auf von den

Betreibern kontrollierten Servern gespeichert. Wir modellieren ein Setting, in demmehrere

Betreiber zusammenarbeiten, um das System zu betreiben, ohne sich gegenseitig vollstän-

dig zu vertrauen. Der Inhalt der Logbücher wird geschützt, indem er unter allen beteiligten

Betreibern aufgeteilt wird. Darüber hinaus werden fortschrittliche kryptografische Tools

wie Oblivious RAM eingesetzt, um die Identität der Benutzer zu schützen und zu verhin-

dern, dass mehrere Interaktionen mit demselben Benutzer in Verbindung gebracht werden

können. Da die Daten in dieser Umgebung ohne Benutzerinteraktion verfügbar sind, haben

die Betreiber mehr Flexibilität bei der Durchführung von Analysen. Solange sich einige

Betreiber ehrlich verhalten, stellt die Notwendigkeit aller Betreiber, den Berechnungen

zuzustimmen, dennoch sicher, dass die Analyseergebnisse den Datenschutzanforderungen

entsprechen. Leistungsbewertungen unseres Prototyps zeigen seine Praktikabilität im

3-Parteien Setting: Mit drei Betreibern können über zwei Millionen Logbucheinträge pro

Tag verarbeitet werden.
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1. Introduction

Cryptography has long been a cornerstone of secure communication, enabling parties to

exchange messages confidentially even in the presence of adversaries. For most of its exis-

tence, cryptography dealt with securing the content of messages from outside adversaries.

While initially firmly in the domain of states and military, message encryption has now

become ubiquitous. Most internet traffic today is encrypted,
1
and modern messaging apps

such as WhatsApp, Signal, or Telegram feature end-to-end encryption and guarantee the

authenticity of received messages.

However, as digital systems have evolved, so too have the threats to user privacy. The

focus of cryptographic research has gradually shifted from merely encrypting messages to

protect against outside threats to designing protocols that operate securely even when

some participants may be dishonest or compromised. This paradigm, often referred to

as “cryptography in the presence of distrust,” encompasses techniques such as secure

multi-party computation and zero-knowledge proofs. These protocols enable collaborative

data processing and analytics without requiring full trust in any single party, thereby

reducing the risk of data misuse.

In our modern digital world, we constantly interact with digital systems and in doing so

produce vast amounts of data, some of which can be quite sensitive. As an example, open

loop tap-in/tap-out payment systems for public transportation, where users pay simply by

tapping their credit card when entering and exiting vehicles, are convenient. Examples of

such systems are transport for London
2
or transport for NSW.

3
These systems typically

apply discounts for multi-vehicle trips, such as combining the tram with the ferry in NSW,

and have daily/weekly/monthly caps corresponding to the prices of day tickets/weekly

tickets/monthly tickets. However, each interaction, i.e., tapping the credit card, connects

the user’s identity with the time and place of that interaction, yielding extensive movement

profiles that can be used to infer private attributes of the user [Kon+20].

Similarly, customer loyalty cards such as Payback [PAY20], Nectar [Aim20], or Opti-

mum [Lob20] are widespread. And again, each use of such a loyalty card links the user’s

identity with the time and place, as well as the specific items bought. This information can

again be used to infer sensitive information about the user, e.g., a pregnancy [Win20].

Collecting and storing large amounts of personal data is not only a problem for the

users whose privacy is affected, but is also more and more becoming a problem for the

1 https://transparencyreport.google.com/https/overview
2 https://tfl.gov.uk/fares/how-to-pay-and-where-to-buy-tickets-and-oyster/pay-as-you-go
3 https://transportnsw.info/tickets-opal/opal/contactless-payments

1
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1. Introduction

companies as well: Stronger privacy laws such as the General Data Protection Regulation
(GDPR) [EPC16] in the EU put constraints on how and what personal information can

be processed and threaten large fines for privacy violations. Since the introduction of

the GDPR, other countries have enacted similar privacy laws, such as the Lei Geral de
Proteção de Dados Pessoais (LGPD) [BR 18] in Brazil, the Digital Personal Data Protection
Act (DPDP) [Ind23] in India, the California Consumer Privacy Act (CCPA) [CA 18] in

California, USA, and many more. Thus, minimizing the data that is being collected while

maintaining the desired utility is beneficial both for companies and users.

We want to investigate systems that consist of three main parts: A data collection step

during which authenticated data is gathered, a data storage system to securely and

privately store the collected data, and a data analysis system which allows privacy-

preserving analysis computations on the collected data.

The main question we seek to answer in this thesis is:

Can we use cryptography to obtain generic building blocks that allow secure and private
operation of a variety of such digital systems while offering practical performance?

We will focus on the following scenario in this thesis: There is some digital system,

operated by one or more system operators, that users interact with. Users register an

account with the system. In the data collection step, user interactions with the system

produce data that in itself is not sensitive, but linking it to the individual user makes

it sensitive. This link between interactions and an identifiable user is needed for the

functionality of the system. Since linking interactions (and thereby the collected data)

to users results in sensitive data, users should be able to anonymously interact with the

system in the data collection step. The collected data should then be available for data
analysis by the system operator(s), and this analysis should be able to use the sensitive

connection between user identity and data, as long as the result satisfies the desired privacy

properties. This implies that all such analyses should be performed using some kind of

secure computation. For the data storage system, we investigate both a solution where

all data stays on user-controlled devices, as well as a solution where data is securely stored

on operator-controlled servers.

This scenario applies to many deployed systems, such as customer loyalty systems, digital

payment systems, check-in based mobility-as-a-service, and health insurance benefits

programs.

Of course, if we want to talk about secure, private, and practical systems, this first needs

suitable definitions of secure, private and practical. We call a system secure if it can provide

the intended functionality even in the presence of malicious parties, including users or

operators of the system, and when the building block is deployed in arbitrary context. For

privacy, we require that the amount of sensitive information that can be learned about

users is minimal (compared to what is strictly needed to achieve the desired functionality

in an ideal world). Regarding practical performance, we fully implement our protocols

and evaluate their performance, especially with regard to deployability within realistic

2



1.1. Contribution of the Thesis

constraints, such as real-world user devices (smartphones) and acceptable end-to-end

latencies for user interactions (e.g., participating in a customer loyalty program should

not take longer than executing a typical payment transaction).

1.1. Contribution of the Thesis

When collecting user data, there are two architectural options regarding data storage:

either on the user’s side, i.e., each user keeps track of their own collected data, or on the

operator’s side. We now take a closer look at both options.

If data is stored on the user’s side until analysis, the user has full control over their own

data at all times. Users must explicitly cooperate and provide their data to the secure

multi-party computation protocol each time data analyses are to be performed. This is

great for use-cases where analysis is performed rarely or on very sensitive data, however,

for frequently recurring tasks such as usage-based invoice generation or general usage

statistics, this can be impractical. Furthermore, users are responsible for the availability of

their data, i.e., a lost smartphone on which the collected data was stored might result in the

need to pay the maximum amount in a usage-based fee model. Additionally, mechanisms

to ensure the authenticity and “freshness” of the collected data during analysis are required

to prevent users from selectively omitting some data points when providing their collected

data. This results in the need for heavier cryptographic components on the user’s side,

which impact performance for users who may only have a resource-constrained device.

When data is stored on the operator’s side, users must give up control over their data, but

are no longer responsible for securing their data. However, it is now imperative to ensure

that the data is stored securely and cannot be extracted in plaintext by an operator. This

can be achieved for example through secret-sharing the data between the operators and

performing the analysis with MPC, or by using fully homomorphic encryption (FHE). Since

users do not have direct control over how their data is used in this approach, it is important

that the protocol allows only functions approved by the consortium of operators to be

evaluated on the data, and that this consortium has enough members that will object to the

evaluation of analyses that violate user privacy (see Section 4.2.1 for further discussion).

In this thesis, we construct and evaluate protocols in both settings.

1.1.1. User-Side Data Storage

The first part of this thesis in Chapter 3 covers the approach of storing collected data

locally on each user’s device. This data can then be submitted to analytics computations,

and the mechanisms used during collection ensure authenticity of the data.

To this end, we designed PUBA, a universally composable building block with local

data storage: A logbook (solely) kept on the user’s device should be updated with the

observed data such that its content cannot be manipulated by the user while its current
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content cannot be learned by the operator. The former is particularly important for

requirements like fraud or money laundering detection. More precisely, we need to ensure

the authenticity, integrity, freshness, confidentiality, and unlinkability of the logbook.

At the same time, the building block needs to allow for analytical computations, where

users are incentivized or forced to take part in privacy-preserving analytics of their latest

logbook. These computations must not leak the input(s), but the operator may only obtain

some privacy-preserving statistics, classification, etc. as output. The user might also

receive some output, e.g., targeted ads in case of a loyalty system. Also, in some cases, a

slight update of the logbook with results from the analytics computation might be required,

e.g., a risk level resulting from the background fraud detection checks. Depending on the

scenario, the actual analytics function might need to be kept confidential, e.g., when it is

considered intellectual property like the classifier for targeted advertising. In this case, it

needs to be ensured that the operator cannot misuse this opportunity to selectively deploy

privacy-violating functions.

We distinguish two types of analytics computations: outsourced heavyweight analytics

and direct lightweight analytics. As the privacy-preserving evaluation of machine-learning

classifiers (e.g., to determine a user’s individual fraud risk level) might be computationally

and communicationally very demanding, in particular when mobile user devices are

involved, there needs to be a possibility to securely outsource this computation to a proxy

server who acts on behalf of the user(s). Ideally, even a malicious proxy should not learn

anything about user and operator inputs, as well as the output provided to the user(s). In

some scenarios, outsourced analytics should not block further interactions with the system,

i.e., users should be able to continue updating their logbooks while analytics is running.

For instance, in loyalty systems customers should be able to continue shopping and keep

track of purchased items while the outsourced ad selection process (for a previous version

of the logbook) is still in progress. Direct lightweight privacy-preserving analytics is

jointly performed between the user’s device and the operator. This type of analytics might

be done prior to an update of the logbook to determine further actions, e.g., whether the

payment transaction just initiated should be accepted in view of the customer’s personal

risk level.

PUBA’s user-facing protocols are fully implemented and practical evaluation on a smart-

phone as user device and simple server hardware for operator and proxy demonstrate

practicability for modest-sized logbooks.

1.1.2. Operator-Side Data Storage

The second part of this thesis in Chapter 4 covers the approach of storing the collected data

centrally on operator-controlled servers. In this setting, multiple operators that jointly

operate the system are required.

We designed POBA as a universally composable building block. Then, the sensitive

user data can be securely distributed between these operators through the means of a

secret-sharing based database. Since the sensitive user data can be used without any
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user interaction, it is important to have multiple operators where each user trusts that

at least a certain threshold of them behaves honestly. Entries for user logbooks can only

be generated through agreement of the involved (anonymous) user and operator on the

content, and insertion is performed in a way that ensures unlinkability both towards the

user as well as with other entries of that user. This process is also designed in a way to

work offline (only a connection between the user device and some operator-controlled

terminal is required, but no connection to all operators or centrally managed state is

required).

To ensure that the outputs of evaluated analysis functions preserve the desired level

of privacy, we require consensus among the operators on what functions to evaluate.

Assuming a suitable threshold of operators behaves honestly, this ensures that only

acceptable functions are being evaluated on sensitive data.

Again, POBA’s protocols are fully implemented. Practical evaluation shows that in the

special case of three operators, the system can scale to millions of users, while in the more

general case of an arbitrary number of operators it is limited to some tens of thousands of

users.

1.2. Other Results

This section briefly discusses other work published during my doctoral studies that is not

included in this thesis.

1.2.1. Black-Box Accumulators: A Simple Form of Privacy-Preserving
Data Collection ([Hof+20b; Fal+21b])

Black-box accumulators (BBA), introduced by Jager and Rupp [JR16] and extended by

Hartung, Hoffmann, Nagel, and Rupp [Har+17] allow privacy-preserving point collection

and redemption. In [Hof+20b] building on the ideas of [Har+17], we designed a very

efficient scheme for prepayments, called black-box wallets. We improve privacy by hiding

the user balance during redemption, which is essential for prepaid payments. [Har+17]

concluded that hiding the balance was too expensive and instead reveal the balance in

every redeem interaction. Our system employs a novel blind signature construction that

allows efficient zero-knowledge proofs without the need of pairings, which together with

state-of-the-art rangeproofs results in an extremely efficient protocol. This enables use on

a wide range of low-power smartphones and smartwatches and can plausibly be used on

smartcards.

In [Fal+21b], we propose a black-box accumulator scheme based on lattice assumptions,

which is the first plausibly post-quantum secure implementation of BBA.
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1.2.2. Auditable Trapdoors ([Fet+23b; Ste+21b])

In privacy-preserving protocols, it is often necessary to de-anonymize users under certain

conditions, for example due to legal constraints or after detecting misuse. In [Fet+23b], we

designed a system to conditionally revoke anonymity of users while safeguarding against

silent misuse of this feature. Concretely, we show how to use anonymous committees to

manage a decryption key and enforce policies for the usage of this decryption key, using a

public bulletin board to leave auditable traces of each decryption request. Then, we show

how to create user-specific short-term trapdoors that are encrypted under this key and

which can be used to de-anonymize specific users during specific timeframes. Additional

auditing information is made available to a designated auditor party, and general statistics

regarding frequency and amount of deanonymization requests are publicly available.

In an earlier work [Ste+21b], we showed how to design a simpler system that distributes a

decryption key among a blockchain-based committee which can later on-demand grant

access to the content of ciphertexts. We designed a smart contract based on the Ethereum

blockchain that handles key generation and reconstruction and evaluated its practicabil-

ity.

1.2.3. Composable Longterm Privacy ([Ber+23b])

When handling sensitive data, especially personal data such as medical information, an

important question is how privacy can be guaranteed in the long term, even if new

developments such as quantum computers or other cryptanalytic advances break currently

used cryptographic building blocks. In [Ber+23b], we investigate how to enable composable

longterm privacy, mainly in the special case of commitments. This is applicable to the

protocol in Chapter 3, where commitments play a central role, although the proposed

commitment is more of theoretical relevance and has poor practical performance.

1.3. Structure of the Thesis

This thesis is structured in three main parts: The first part, consisting of this chapter

and Chapter 2, introduces the problem of user data collection and analysis as well as the

needed cryptographic building blocks.

The second part contains the main contribution of the thesis. In Chapter 3 we present our

new composable framework PUBA for data collection on user devices that can be employed

by a single provider with the help of some untrusted but non-colluding third party. In

Chapter 4 we then present our new composable framework POBA for data collection on

operator devices that supports three or more providers without the need of an additional

external party. In Chapter 5, we compare the two presented solutions and detail some

open questions.
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Finally, the last part consists of the appendix, which mainly includes the detailed security

proofs for the main contributions. Chapter A corresponds to Chapter 3 and Chapter B

corresponds to Chapter 4.
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2. Preliminaries

In this chapter, we introduce some general notation and give formal definitions of all the

cryptographic building blocks that are used in the following chapters. Additionally, we

give a short introduction to the Universal Composability framework, in which we conduct

all our security analyses.

The definitions in this chapter are taken mostly verbatim from [Fau+25c; Fet+22b] unless

otherwise noted.

2.1. Notation

We use := to denote deterministic assignment and← for probabilistic sampling. If X is a

set, 𝑥 ← X denotes that 𝑥 is sampled uniformly at random from X. If alg is a probabilistic

algorithm, 𝑥 ← alg(𝑦) denotes running alg on input 𝑦 with freshly sampled randomness

and assigning the output to 𝑥 . If we want to make the randomness explicit, we will instead

write 𝑥 ← alg(𝑦; 𝑟 ), which implies that 𝑟 is fresh randomness. We denote the probability

of an event 𝑋 occurring with Pr[𝑋 ]. We use the standard notation for mathematical sets

such as N, Z, Z𝑝 or F𝑝 .

We denote the security parameter with 𝜆, and typically assume it is given to all algorithms

in unary notation, denoted by 1
𝜆
. A function negl(𝜆) is called negligible if for every

polynomial 𝑝 , there exists 𝑛0 ∈ N so that for all 𝑛 > 𝑛0 negl(𝑛) < 1

𝑝 (𝑛) . We call an

algorithm probabilistic polynomial time (PPT) if it can consume randomness in addition

to its input and there is some fixed polynomial in the security parameter that bounds its

running time.

With {0, 1}𝑛 we denote the set of all binary strings of length 𝑛, and with {0, 1}∗ the set of
all finite-length binary strings.

2.2. The Universal Composability Framework

We performed our analysis in the Universal Composability (UC) framework [Can01;

Can20]—a common framework for investigating the security of cryptographic protocols.

It follows the simulation-based paradigm: A protocol Π in the real world is shown to be

as secure as the same computation performed by a trusted party who, in a (hypothetical)

ideal world, follows the description provided by an ideal functionality F . This is generally
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modeled by a simulator’s ability to simulate the real world given only information accessible

in the ideal world such that no environment Z can distinguish the two worlds. The

environment picks the inputs for all parties and decides which of them to corrupt—in

which case they are controlled by the environment. The simulator on the other hand is

unaware of the parties inputs and only obtains information provided by F .

UC provides strong composition guarantees; a protocol proven secure remains secure

regardless which other protocols are executed in between two consecutive messages.

This requires the simulator to deliver messages in time and waiting for the environments

response instead of only having to provide a transcript for the entire protocol execution

as in the stand-alone setting [GM82; GMW87].

The key idea of simulation based security can be summarized as follows: Secure multi-party

computation (MPC) is relatively easy if we have a single entity that is trusted by all the

participants and with whom the parties can communicate over secure and authenticated

channels. The behavior of this party is referred to as the ideal functionality which defines

how the inputs are used for computations, which outputs exist and which party obtains

which output. The ideal functionality can be only accessed in a black-box way: each party

sends its inputs to the trusted entity and obtains its output, without learning any other

information in the process. This also makes the level of privacy apparent as anything

that an adversary can learn is modelled explicitly by having the trusted party send this

information to the adversary. The ideal functionality is generallymuch easier to understand

than the protocol and thus enables easier analysis of the security guarantees.

As it is unrealistic to assume that such a trusted party exists in the real world we refer

to the world in which the computations are performed by the trusted party as the ideal
world.

The actual protocol is then executed in the real world where (mutually distrustful) parties

interact with each other according to the protocol description. If the real world can be

shown to be indistinguishable to an interaction of all parties with the ideal functionality

then the protocol inherits all the security guarantees of the ideal functionality. This

requires a simulator that reports all protocol messages from the honest parties, as honest

parties in the ideal world only forward their input to the functionality and do not send

protocol messages. The simulator reports the messages without knowing the actual input

and only learns the leaks provided by the ideal functionality. By proving that the view

provided by the simulator in the ideal world is indistinguishable from the view of a protocol

execution in the real world we get the guarantee that any attack on the protocol can also

be launched against the ideal functionality. In particular, this means that no attacks on the

real world exist that leak information which cannot be extracted in the ideal world.

While the standalone-setting requires the simulator to provide the entire transcript as a

whole, the Universal Composability framework extends this scenario by requiring the

simulator to provide the protocol messages in time and await the environments response.

This means that while in the standalone-setting, the transcript can be arbitrarily rewritten

during simulation as long as the result still looks like a valid protocol execution, in the

UC-setting a message once reported can not be changed later. This models the idea that
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Functionality F
CRS

Parameters: A distribution D
• On input (value) from party 𝑃 :

– If 𝑑 = ⊥, set 𝑑 ← D
– Generate public delayed output (𝑑 ) to party 𝑃

(a) Functionality F
CRS

for common reference strings

Functionality F
BB

• Upon receiving (Register, 𝑣) from some party 𝑃𝑖 with pid

pid𝑃𝑖 :
1. Check that no value (pid𝑃𝑖 , 𝑣

′ ) is already recorded, other-

wise ignore this input

2. Record (pid𝑃𝑖 , 𝑣)
• Upon receiving (Retrieve, pid ) from some party 𝑃 𝑗 or the

adversary S:
1. Check if some pair (pid, 𝑣) is recorded
2. If yes:

– Return (pid, 𝑣) to 𝑃 𝑗 or S
3. Otherwise:

– Return (pid,⊥) to 𝑃 𝑗 or S

(b) Functionality F
BB

for a public bulletin board

Figure 2.1.: Setup functionalities

other protocols are running in parallel and hence ensures that security guarantees remain

valid in arbitrary environments instead of requiring the protocol to be blocking as in the

standalone case.

Each session in the UC-framework has a unique session identifier (sid). We additionally

assume that each new task is assigned with a unique (inside this session) subsession

identifier (ssid).

UC provides no restrictions on the scheduling of protocols which results in a rather strong

security guarantee. However, this comes at the cost of feasibility. In fact, it was shown

in [CF01] that not even weak (MPC-incomplete) building blocks such as commitments

can be proven secure in this framework without set-up assumptions. This is why most

constructions in the UC framework rely on set-up assumptions such as a common reference

string (CRS) which is assumed to be a hybrid functionality that is set up by a trusted party.

In this thesis, we make use of F
CRS

as shown in Fig. 2.1a and a public bulletin board

functionality F
BB

as shown in Fig. 2.1b.

2.3. Secure Communication in UC

Communication in UC is usually built on top of authenticated or secure channels, which

uniquely identify the participating parties and ensure authenticity or authenticity and

confidentiality of messages sent, respectively. For communication between different system

operators, or operators and other non-user participants, we use the standard functionality

for secure channels, F
SMT

as shown in Fig. 2.2a.

However, with the goal of allowing anonymous interactions between users and digital

systems, we additionally require a different form of communication channel: One party,

party A (which will typically be a user), should be able to initiate a secure channel with

party B in a way where the identity of party B (typically a system operator or similar

party) is verified, so party A has the guarantee that messages can only be read by party B,
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Functionality F
SMT

• On input (ssid, pid𝑅, msg) from party 𝑆 :

– Leak (ssid, pid𝑆 , pid𝑅, |msg | ) to the adversary

– Generate private delayed output (ssid, pid𝑆 ,msg) to party

𝑅 with pid pid𝑅

(a) Functionality F
SMT

for authenticated communication

Functionality F os−auth
SMT

State: List 𝐿 of open channels

• On input (send, ssid, pid𝑅, msg) from party 𝑆 :

– Store (ssid, pid𝑆 , pid𝑅 ) in 𝐿

– Leak (ssid, send, pid𝑅, |msg | ) to the adversary

– Generate private delayed output (send, ssid, msg) to
party 𝑅 with pid pid𝑅

• On input (respond, ssid, msg) from party 𝑅 with pid pid𝑅 :
– Find entry (ssid, pid𝑆 , pid𝑅 ) in 𝐿 with matching ssid and

pid𝑅 , otherwise ignore this input
– Leak (ssid, respond, pid𝑆 , |msg | ) to the adversary

– Generate private delayed output (respond, ssid, msg)
to party 𝑆 with pid pid𝑆

(b) Functionality Fos−auth
SMT

for one-sided authenticated communica-

tion

Figure 2.2.: Functionalities for secure communication

and any message received over the channel comes from party B. Party B on the other hand

only learns that some undisclosed party has sent a message (although it is guaranteed

that the message was not modified) and can send messages back on the channel, with

the guarantee that only the party that initiated the channel can read them, but without

learning the identity of party A.

Such a channel is similar to how TLS works: A user connects to the server, verifies the

certificate it receives to ensure the identity of the server matches, and then they can

securely communicate. If stronger privacy is required (since normal TLS connections

reveal the IP address of the user), either tools such as onion routing can be employed, or a

different technology without revealing metadata such as near-field communication (NFC)

or Bluetooth Low Energy (BLE) can be used.

Formally, we model our secure channel with one-sided authentification as the functionality

F os−auth
SMT

shown in Fig. 2.2b. Any party 𝑆 can initiate a secure connection to some other

party 𝑅 by sending (send, ssid, pid𝑅, msg) to F os−auth
SMT

, which guarantees that the party

with id pid𝑅 will be the one receiving this message. Party 𝑅 only receives the message,

but no information about the sender. However, it can respond to the message by sending

(respond, ssid, msg′) to F os−auth
SMT

, using the same subsession id ssid under which it

received the message. F os−auth
SMT

will then privately output msg′ to party 𝑆 together with

the information that it came from party 𝑅.

2.4. Pairing Groups

We instantiate the constructions in this work over pairing groups. In general, we write

G,H, etc., for groups and use capital letters 𝐺,𝐻 , etc., for group elements. All groups

used are cyclic and we use additive notation, i.e., we write 𝐺 + 𝐻 and 𝑥 · 𝐺 or 𝑥𝐺 for

𝐺,𝐻 ∈ G, 𝑥 ∈ Z.
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We call a tuple (G1,G2,G𝑇 ) a pairing group if there exists an efficient map 𝑒 : G1×G2 → G𝑇

with the properties that:

• 𝑒 (𝐺1,𝐺2) =𝐺T for generators 𝐺1 ∈ G1,𝐺2 ∈ G2,𝐺T ∈ G𝑇

• 𝑒 (𝑥𝐺1, 𝑦𝐺2) = 𝑥𝑦 · 𝑒 (𝐺1,𝐺2) for 𝐺1 ∈ G1,𝐺2 ∈ G2, 𝑥,𝑦 ∈ Z

We work over “type 3” pairing groups, where there are no efficient homomorphisms

between G1 and G2 We sometimes write 𝐺1 ·𝐺2 as a shorthand for 𝑒 (𝐺1,𝐺2).

A PPT algorithm GroupGen on input 1
𝜆
outputs a (description of) a group (G = G𝜆,

𝐺, 𝑝 = 𝑝𝜆) of prime order 𝑝 with generator 𝐺 . Given the description, group operations

(addition, inverse) and membership tests are efficient.

A PPT algorithm PairingGen on input 1
𝜆
outputs a (description of) groups G1,G2,G𝑇 of

prime order 𝑝 and generators 𝐺1,𝐺2,𝐺T together with a bilinear map 𝑒 : G1 × G2 → G𝑇 .

Given the description, group operations (addition, inverse) and membership tests are

efficient in all three groups and the bilinear map 𝑒 can be computed efficiently.

Definition 2.4.1 (Discrete Logarithm Problem (DLOG)). The DLOG assumption in a group

G, or more specifically for a group generator GroupGen, holds if for every PPT adversary

A the advantage

AdvDLOGA (1𝜆) = Pr

[
G← GroupGen(1𝜆);𝐺 ← G \ {0};𝐻 ← G;
𝑥 ← A(1𝜆,G,𝐺, 𝐻 ) : 𝑥𝐺 = 𝐻

]
is negligible.

For simplicity, we leave GroupGen (and PairingGen) implicit in the following.

Definition 2.4.2 (Computational Diffie-Hellman Problem (CDH)). The CDH assumption

in a group G holds if for every PPT adversary A the advantage

AdvCDHA (1
𝜆) = Pr

[
𝐺 ← G \ {0};𝑥,𝑦 ← Z𝑝 ;

𝑍 ← A(1𝜆,G,𝐺, 𝑥𝐺,𝑦𝐺) : 𝑍 = 𝑥𝑦𝐺

]
is negligible.

Definition 2.4.3 (Decisional Diffie-Hellman Problem (DDH)). The DDH assumption in a

group G holds if for every PPT adversary A the advantage

AdvDDHA (1
𝜆) =

����2 · Pr[ 𝐺 ← G \ {0};𝑥,𝑦 ← Z𝑝 ;𝑍0 = 𝑥𝑦𝐺 ;𝑍1 ← G;
𝑏 ← {0, 1};𝑏′← A(1𝜆,G,𝐺, 𝑥𝐺,𝑦𝐺, 𝑍𝑏) : 𝑏 = 𝑏′

]
− 1

����
is negligible.

Definition 2.4.4 (Symmetric External Diffie-Hellman Problem (SXDH)). The SXDH as-

sumption in a pairing group gp := (G1,G2,G𝑇 , 𝑝,𝐺1,𝐺2,𝐺𝑡 , 𝑒) holds if the DDH assumption

holds in both G1 and G2.
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Definition 2.4.5 (Co-CDH problem). The Co-CDH assumption in a pairing group gp :=

(G1,G2,G𝑇 , 𝑝,𝐺1,𝐺2,𝐺𝑡 , 𝑒) holds if for every PPT adversary A the advantage

AdvCO-CDHA (1𝜆) = Pr

[
𝑥 ← Z𝑝 ;𝑋 ← A(1𝜆, gp, 𝑥𝐺1) : 𝑋 = 𝑥𝐺2

]
is negligible.

The Co-CDH assumption is implied by the SXDH assumption.

2.5. Zero-Knowledge Proofs

Zero-knowledge proofs allow a prover to convince a verifier of the truthfulness of some

statement without revealing any information besides the fact that the statement is true. In

this work, we are mainly interested in so-called proofs of knowledge (PoK), also called

extractable zero-knowledge proofs. A PoK is defined relative to some NP relation 𝑅, and a

prover not only convinces a verifier that a statement is true (i.e., the statement is in the

language defined by 𝑅), but also that it knows a witness for this. Knowledge is formalized

as the existence of an extractor that, given black-box access to such a prover, can extract

a witness with probability similar to the probability with which the prover convinces a

verifier.

Non-interactive zero-knowledge proofs of knowledge (NIZKPoK) cannot exist in the plain

model. In this thesis, we only define NIZKPoKs in the common reference string (CRS)

model. We will often use NIZK or just ZK as a shorthand for a NIZPoK.

Definition 2.5.1 (Non-Interactive Proof System). A non-interactive proof system ZK for

NP-relation 𝑅 is a tuple (Setup, Prove, Vf) of PPT algorithms, where

• Setup(1𝜆) outputs a common reference string crs

• Prove(crs, stmt, wit) generates a proof 𝜋 given (stmt, wit) ∈ 𝑅.

• Vf (crs, stmt, 𝜋) verifies a proof 𝜋 for statement stmt and outputs 0 or 1.

It is a NIZKPoK if additionally there are algorithms ZK.Sim and ZK.Ext with

Note that we sometimes explicitly add the relation 𝑅 as input to the algorithms to make it

clear for which relation the NIZPoK is.

Zero-knowledge is defined by a simulator that, given a trapdoor generated together with

the common reference string (CRS), can generate proofs without knowing a witness. For

this, we first require that an adversary cannot distinguish the real CRS from a simulated

one. Then, we also require that an adversary cannot distinguish real proofs from simulated

proofs. For composable zero-knowledge, we require that real and simulated proofs are

indistinguishable, even when giving the simulation trapdoor to the adversary.
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Definition 2.5.2 (Composable Zero-Knowledge [GS08; Gro06]). A non-interactive proof

systemZK for relation𝑅 is called zero-knowledge if there exist PPT algorithms (ZK.SimSetup,
ZK.Sim), where

• SimSetup(1𝜆) outputs (crs, tdsim), where tdsim is a simulation trapdoor

• Sim(crs, stmt, tdsim) generates a proof 𝜋 for the statement stmt given the simulation

trapdoor tdsim for the crs.

We require indistinguishability of the common reference strings:

Pr

[
crs← Setup(1𝜆);A(crs) = 1

]
−Pr

[
(crs, tdsim) ← SimSetup(1𝜆);A(crs) = 1

]
≤ negl(𝜆)

Additionally, we require the following distributions to be the same:

RealA (1𝜆) = Pr

[
(crs, tdsim) ← SimSetup(1𝜆); (stmt, wit) ← A(crs, tdsim);
𝜋 ← Prove(crs, stmt, wit);𝑏 ← A(𝜋) : 𝑏 ∧ 𝑅(stmt, wit) = 1

]
SimA (1𝜆) = Pr

[
(crs, tdsim) ← SimSetup(1𝜆); (stmt, wit)A(crs, tdsim);
𝜋 ← Sim(crs, stmt, tdsim);𝑏 ← A(𝜋) : 𝑏 ∧ 𝑅(stmt, wit) = 1

]
More precisely, for all PPT adversaries A, we require RealA (1𝜆) = SimA (1𝜆).

As mentioned before, proof of knowledge is defined by giving an extractor that, again

given a trapdoor generated together with the common reference string, can extract a

witness given a statement and accepting proof. Again, crs with trapdoor and honest crs

should be indistinguishable.

Definition 2.5.3 (Proof of Knowledge). A non-interactive proof system ZK for relation 𝑅

is called a proof of knowledge if there exist PPT algorithms (ZK.ExtSetup, ZK.Ext), where

• ExtSetup(1𝜆) outputs (crs, tdext), where tdext is an extraction trapdoor

• Ext(crs, stmt, 𝜋, tdext) outputs a witness wit such that if Vf (crs, stmt, 𝜋) = true it
holds that 𝑅(stmt, wit) = 1, except with negligible probability.

Again, we require the following distributions to be indistinguishable:

RealA (1𝜆) = Pr

[
crs← Setup(1𝜆); (𝑏, stmt, 𝜋) ← A(crs) :
𝑏 ∧ Vf (crs, stmt, 𝜋) = true

]
ExtA (1𝜆) = Pr


(crs, tdext) ← ExtSetup(1𝜆); (𝑏, stmt, 𝜋) ← A(crs);
wit ← Ext(crs, stmt, 𝜋, tdext) :
𝑏 ∧ Vf (crs, stmt, 𝜋) = true ∧ 𝑅(stmt, wit) = 1


More precisely, we define the advantage of A as AdvExtA := RealA (1𝜆) − ExtA (1𝜆). Then,
ZK is called a proof of knowledge, or alternatively straight-line extractable, if for all PPT

A, there exists a negligible function negl(𝜆) such that AdvExtA ≤ negl(𝜆). It has statistical
extractability if the same holds for all A (not only PPT), and perfect extractability if

AdvExtA = 0 for all A.
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Soundness of a NIZK (i.e., the inability for an adversary to produce proofs for false

statements) follows from extractability, with the soundness error bounded by the advantage

AdvExtA .

A NIZK proof system that is either zero-knowledge or extractable, depending on how the

common reference string is created, is called a dual-mode NIZK.

With a dual-mode NIZK as described above, it is only possible to either simulate proofs

or extract witnesses for a given crs, but not both. This is fine in the setting of Chapter 3.

However, in settings where we need to both simulate proofs of honest parties and extract

witnesses from corrupted parties using the same crs, as in Chapter 4, we need a stronger

property: simulation-extractability. For this, a simulated crs must be set up with both

a simulation trapdoor and an extraction trapdoor together. Not only does this enable

simulation and extraction for the same crs, it also ensures that witness extraction succeeds

even if the adversary has access to simulated proofs.

Definition 2.5.4 (Straight-Line Simulation-Extractability). Let ZK be a NIZKPoK for NP-

relation 𝑅, and let there be additional PPT algorithms (ZK.SimSetup, ZK.Sim, ZK.Ext),
where

• SimSetup(1𝜆) outputs (crs, tdsim, tdext), where tdsim is a simulation trapdoor and

tdext is an extraction trapdoor.

• Sim(crs, stmt, tdsim) generates a proof 𝜋 for the statement stmt given the simulation

trapdoor tdsim for the crs.

• Ext(crs, stmt, 𝜋, tdext) outputs a witness wit such that if Vf (crs, stmt, 𝜋) = true it
holds that 𝑅(stmt, wit) = 1, except with negligible probability.

We say ZK is straight-line simulation-extractable if the following holds:

1. Indistinguishability of crs:

Pr

[
crs← Setup(1𝜆);A(crs) = 1

]
− Pr

[
(crs, td) ← SimSetup(1𝜆);A(crs) = 1

]
≤ negl(𝜆)

2. Composable Zero-Knowledge:

ZK together with ZK.Sim and ZK.SimSetup′ is composable zero-knowledge ac-

cording to Definition 2.5.2, where ZK.SimSetup′(1𝜆) runs (crs, tdsim, tdext) ←
ZK.SimSetup(1𝜆) and outputs (crs, tdsim)

3. For any PPT adversaryA, the probability that it wins the following game is negligible:

a) Setup (crs, tdsim, tdext) ← SimSetup(1𝜆).

b) Run A𝑂sim (1𝜆, crs), where the oracle 𝑂sim is defined as:

• 𝑂sim(stmt): 𝜋 ← Sim(crs, stmt, tdsim), store (stmt, 𝜋) in 𝑄 , return 𝜋

c) Eventually, A outputs (stmt∗, 𝜋∗)
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d) A wins the game if:

• (stmt∗, 𝜋∗) ∉ 𝑄

• Vf (crs, stmt∗, 𝜋∗) = true

• wit ← Ext(crs, stmt∗, 𝜋∗, tdext): 𝑅(stmt∗, wit) = 0

The Groth–Sahai Proof System and Structure-Preserving Primitives We build the

protocols in this thesis around the non-interactive zero-knowledge proof system of Groth

and Sahai [GS08] and the extension of Escala and Groth [EG14]. The Groth–Sahai proof

system is built around a pairing group (G1, G2, G𝑇 ) and can efficiently prove statements

consisting of pairing-product equations. These are equations of the form

XΓY = 𝑡𝑇

where X = (𝑋1, . . . , 𝑋𝑚) ∈ G𝑚
1
, Y = (𝑌1, . . . , 𝑌𝑛) ∈ G𝑛

2
are vectors of group elements,

where each element can be either a public constant or a secret witness value, and Γ ={
𝛾𝑖 𝑗

}𝑚,𝑛

𝑖=1, 𝑗=1
∈ Z𝑚×𝑛𝑝 and 𝑡𝑇 ∈ G𝑇 are public values. Thus, our goal is to pick our other

building blocks in a way to be compatible with Groth–Sahai proofs, i.e., such that all

equations we want to prove are pairing-product equations.

Building blocks that satisfy this property are called structure-preserving, introduced by

[Abe+16]. On a high level, a building block is structure-preserving if all public objects (such

as common reference strings, public keys, messages, signatures, commitments, ciphertexts,

etc.) only consist of group elements in G1 and G2 and all algorithms of interest (such as

signature verification, commitment opening, etc.) only need to check membership in G1

and G2 and evaluate relations described by pairing product equations.

We will provide formal definitions of what it means to be structure-preserving for each

relevant primitive individually in their respective section.

2.6. Secret-Sharing

A (𝑛, 𝑡) secret-sharing scheme consists of a sharing algorithm that, given some secret,

outputs 𝑛 shares such that up to 𝑡 shares reveal no information about the secret, and a

reconstruction algorithm that given at least 𝑡 + 1 shares reconstructs the secret.

Definition 2.6.1 (Syntax of a Secret-Sharing Scheme). A (𝑛, 𝑡) secret-sharing scheme S
with number of parties 𝑛 and corruption threshold 𝑡 is a tuple S = (S.Share, S.Recon) of
PPT algorithms, where

• S.Share(𝑚) outputs shares ⟨𝑚⟩1, . . . , ⟨𝑚⟩𝑛 such that up to 𝑡 shares are information-

theoretically independent of𝑚
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• S.Recon(⟨𝑚⟩1, . . . , ⟨𝑚⟩𝑛) outputs𝑚 if each ⟨𝑚⟩𝑖 is either⊥ or the output of S.Share(𝑚),
and at least 𝑡 + 1 shares are not ⊥

We will refer to ⟨𝑚⟩ as a S-sharing of message𝑚.

2.7. Encryption

Encryption of messages has been the main focus of cryptography for most of its history.

Encryption schemes come in two main flavours: A symmetric key version, where both

the encrypting and decrypting party share the same secret key, and an asymmetric key

version, also called public key encryption (PKE). We do not make explicit use of symmetric

encryption in this thesis, so only definitions for asymmetric encryption are given.

2.7.1. Public Key Encryption (PKE)

A public key encryption scheme features two keys, the public encryption key which allows

encryption, and the secret decryption key which allows decryption.

Definition 2.7.1 (Syntax of PKE). A PKE scheme PKE with message spaceM consists of

a tuple (Keygen, Encrypt,Decrypt) of PPT algorithms such that

• Keygen(1𝜆) outputs a public encryption key ek and a secret decryption key dk

• Encrypt(ek,𝑚) takes an encryption key ek, a message𝑚 in the message spaceM,

and outputs a ciphertext ct

• Decrypt(dk, ct) takes a decryption key dk, a ciphertext ct and outputs a message

𝑚 ∈ M

We require correctness:

∀(ek, dk) ← Keygen(1𝜆),∀𝑚 ∈ M : Decrypt(dk, Encrypt(ek,𝑚)) =𝑚

Security of an encryption scheme is typically defined as ciphertexts of different messages

being indistinguishable from each other. The minimal requirement for an encryption

scheme is called indistinguishability under chosen plaintexts (IND-CPA):

Definition 2.7.2 (IND-CPA security). The advantage of a stateful adversary A against

the IND-CPA property of a PKE scheme PKE is defined as

AdvIND-CPAA (1𝜆) = Pr

[
(ek, dk) ← Keygen(1𝜆);𝑏 ← {0, 1}; (𝑚0,𝑚1) ← A(1𝜆, ek);
ct ← Encrypt(ek,𝑚𝑏);𝑏′← A(ct) : 𝑏′ = 𝑏

]
− 1

2

A scheme PKE is IND-CPA secure if for all stateful PPT adversaries A, there exists a

negligible function negl(𝜆) so that AdvIND-CPAA (1𝜆) ≤ negl(𝜆)
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2.7.2. Threshold PKE

A threshold encryption scheme supports secret-sharing the decryption key between

multiple parties. Each party can then perform a partial decryption of a ciphertext with

its decryption key share, and given enough such partial decryptions, the plaintext can be

obtained, without the need to ever reconstruct the decryption key itself.

We follow the notation of [SG02] for threshold encryption:

Definition 2.7.3 (Syntax of Threshold PKE). A (𝑡, 𝑛)-threshold PKE (TPKE) scheme TPKE
consists of a tuple (Keygen, Encrypt, PartDec, PartVerify,Combine) of PPT algorithms

such that

• TPKE.Keygen(1𝜆, 𝑛, 𝑡) outputs a public encryption key ek and sets

{
vk𝑖

}
𝑖∈[𝑛] of veri-

fication keys and

{
dk𝑖

}
𝑖∈[𝑛] of decryption key shares.

• TPKE.Encrypt(ek,𝑚) takes an encryption key ek, a message𝑚 in the message space

M, and outputs a ciphertext ct.

• TPKE.PartDec(dk𝑖, ct) takes a decryption key share dk𝑖 , a ciphertext ct, and outputs

a decryption share ct𝑖 .

• TPKE.PartVerify(ct, vk𝑖, ct𝑖) takes a ciphertext ct, a verification key vk𝑖 and a de-

cryption share ct𝑖 , and outputs either 1 or 0. If the output is 1, ct𝑖 is called a valid
decryption share.

• TPKE.Combine(ct,𝑇 ) takes a ciphertext ct and a set of valid decryption shares 𝑇

such that |𝑇 | = 𝑡 + 1, and outputs a message𝑚 ∈ M.

We require correctness, i.e., the following two conditions to hold for all

(ek,
{
vk𝑖

}
𝑖∈[𝑛],

{
dk𝑖

}
𝑖∈[𝑛]) ← TPKE.Keygen(1𝜆):

1. ∀𝑚 ∈ M, ct ← TPKE.Encrypt(ek,𝑚), 𝑖 ∈ [𝑛] it holds that TPKE.PartVerify(ct,
vk𝑖, TPKE.PartDec(dk𝑖, ct)) = 1.

2. ∀𝑚 ∈ M, ct ← TPKE.Encrypt(ek,𝑚) and any set 𝑇 := (ct1, . . . , ct𝑡+1) of valid de-

cryption shares ct𝑖 ← TPKE.PartDec(dk𝑖, ct) for 𝑡 + 1 distinct decryption key shares

dk𝑖 it holds that TPKE.Combine(ct,𝑇 ) =𝑚.

IND-CPA security can be extended in a straight-forward way to include adversaries that

can obtain up to 𝑡 decryption key shares. While stronger security definitions can be

found in the literature, including IND-CCA security which grants adversaries access to

a decryption oracle, or threshold versions that allow a combination of decryption key

shares and honest partial decryptions, we only require the simple IND-CPA version in

this thesis.

Wemake use of a UC-functionality for distributed key generationF TPKE
Keygen

defined in Fig. 2.3a.
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Functionality F TPKE
Keygen

Parameter: Number of parties 𝑛, threshold 𝑡

• Upon receiving (Keygen, 1𝜆 ) from all parties:

1. Run (ek,
{
vk𝑖

}
𝑖∈ [𝑛] ,

{
dk𝑖

}
𝑖∈ [𝑛] ) ← TPKE.Keygen(1𝜆,

𝑛, 𝑡 )
2. Send output (ek, vk𝑖 , dk𝑖 ) to party 𝑃𝑖

(a) Functionality FTPKE
Keygen

for TPKE

Functionality F TSIG
Keygen

Parameters: Number of parties 𝑛, threshold 𝑡

• Upon receiving (Keygen, crsTSIG ) from all parties:

1. Run (vk,
{
vk𝑖

}
𝑖∈ [𝑛] ,

{
sk𝑖

}
𝑖∈ [𝑛] ) ←

TSIG.Keygen(crsTSIG, 𝑛, 𝑡 )
2. Send output (vk, vk𝑖 , sk𝑖 ) to party 𝑃𝑖

(b) Functionality FTSIG
Keygen

for TSIG

Figure 2.3.: Functionalities for distributed key generation

2.8. Digital Signatures

Digital signatures can be used to verify the authenticity of messages. Similarly to public

key encryption, a signature scheme comes with two keys, a secret signing key used to

generate signatures, and a public verification key that allows anyone to verify a signature.

A valid signature on a message can be used to both identify the sender of the message as

well as ensure that the message has not been changed since it was signed.

Definition 2.8.1 (Syntax of Digital Signatures). A digital signature scheme SIG over

message spaceM consists of a tuple (Keygen, Sign, Vf) of PPT algorithms such that:

• SIG.Keygen(1𝜆) takes 1𝜆 as input and outputs a keypair (sk, vk).

• SIG.Sign(sk, 𝑚) takes the signing key sk and a message𝑚 ∈ M as input and outputs

a signature 𝜎 .

• SIG.Vf (vk, 𝑚, 𝜎) is deterministic and takes as input a verification key vk, a message

𝑚 ∈ M and a signature 𝜎 . It returns either true or false.

(Intuitively, returning true means that 𝜎 is valid signature for message 𝑚 under

verification key vk. Returning false means it is invalid.)

SIG is correct if for all 𝜆, (sk, vk) ← SIG.Keygen(1𝜆),𝑚 ∈ M, and 𝜎 ← SIG.Sign(sk, 𝑚)
it holds that

SIG.Vf (vk, 𝑚, 𝜎) = true.

We additionally require a deterministic PPT algorithm KeyVerify(sk, vk) so that for (sk,
vk) ← SIG.Keygen(𝜆) it holds that KeyVerify(sk, vk) = 1 and if KeyVerify(sk, vk) = 1

then SIG.Vf (vk,𝑚, SIG.Sign(sk,𝑚)) = true for all𝑚 ∈ M.

The standard security notion for digital signatures is existential unforgeability under

chosen message attacks (EUF-CMA), which requires that given signatures on arbitrary

messages, it should not be possible to generate a valid signature on any new message.
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Definition 2.8.2 (EUF-CMA-Security [Gol04]). A signature scheme SIG = (Keygen, Sign,
Vf) is EUF-CMA-secure if for every PPT adversary A with access to a signing oracle OSIG

it holds that the following probability is negligible in the security parameter 𝜆:

Pr

[
(sk, vk) ← SIG.Keygen(1𝜆), (𝜎∗, 𝑚∗) ← AOSIG (sk,·) (vk, 1𝜆) :
SIG.Vf (vk, 𝑚∗, 𝜎∗) = true

]
≤ negl(𝜆)

where 𝜎∗ was never returned from OSIG(sk, ·).

A signature scheme is structure-preserving if its messages, public keys and signatures

only consist of elements from G1 and 𝑔𝑟𝑜𝑢𝑝𝑡𝑤𝑜 and signature verification only needs to

evaluate pairing-product equations.

Definition 2.8.3 (Structure-Preserving Signature Schemes). A signature scheme SIG =

(Keygen, Sign, Vf) is called structure-preservingwith respect to a pairing group (G1,G2,G𝑇 )
if the following conditions are all satisfied.

1. The message spaceM is G𝑚
1
× G𝑛

2
for some𝑚,𝑛 ∈ N⋃{0}

2. Public keys and signatures only consist of elements from G1 and G2

3. SIG.Vf only requires evaluation of pairing-product equations

2.8.1. Aggregatable Signatures

An aggregate signature scheme is a digital signature scheme that additionally allowsmultiple

signatures to be aggregated into a single signature. This single aggregate signature can

then be used to verify all the original signatures collectively.

We assume that all signers sign the same message
1
and therefore directly use a syntax to

highlight that.

Definition 2.8.4 (Aggregate Signature Scheme for Same Message). We say that an aggre-

gate signature scheme SIG over message spaceM consists of the algorithms (Keygen,
Sign, Vf) as defined in Definition 2.8.1 as well as the following two additional algorithms:

• SIG.Agg((vk
1
, 𝜎1), . . . , (vkℓ , 𝜎ℓ)) takes multiple verification key and signature tuples

(vk𝑖, 𝜎𝑖) and combines them to a single aggregate signature 𝜎̂.

• SIG.AVf ((vk
1
, . . . , vkℓ),𝑚, 𝜎̂) is deterministic and takes as input multiple verification

keys (vk
1
, . . . , vkℓ), a message𝑚 ∈ M and a aggregated signature 𝜎̂. It returns either

0 or 1.

(Intuitively, returning 1 means that 𝜎̂ is valid aggregated signature for message𝑚

under verification keys (vk
1
, . . . , vkℓ). Returning 0 means it is invalid.)

1
See [BDN18] how to adapt BLS signatures to this setting.
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2.8.2. Threshold Signatures

A threshold signature scheme supports secret-sharing the signing key between multiple

parties. Each party can then produce a partial signature of a message with its signing key

share, and given enough such partial signatures, a full signature on the message can be

obtained, without the need to ever reconstruct the signing key itself.

Definition 2.8.5 (Syntax of Threshold Signatures, [Mit+24]). A (𝑛, 𝑡)-threshold signa-
ture scheme TSIG over message spaceM consists of a tuple (Setup, Keygen, PartSign,
PartVerify, Combine, Vf) of PPT algorithms such that:

• TSIG.Setup(1𝜆) takes 1𝜆 as input and outputs a common reference string crs.

• TSIG.Keygen(crs, 𝑛, 𝑡) takes the common reference string along with integers 𝑛 and

𝑡 s.t. 1 ≤ 𝑡 ≤ 𝑛 as input and outputs signing/verification keys (sk𝑖, vk𝑖) along with a

global verification key vk.

• TSIG.PartSign(crs, sk𝑖,𝑚) takes the common reference string, the 𝑖-th signing key

and a message vector𝑚 ∈ M as inputs and outputs a partial signature 𝜎𝑖 .

• TSIG.PartVerify(crs, vk𝑖,𝑚, 𝜎𝑖) takes the crs, the 𝑖-th verification key, a message

𝑚 ∈ M and a partial signature 𝜎𝑖 as input and outputs 1 if the partial signature is

valid and 0 otherwise.

• TSIG.Combine(crs,𝑇 ) takes the crs and a set of valid partial signatures 𝑇 with |𝑇 | =
𝑡 + 1 and outputs a signature 𝜎 .

• TSIG.Vf (crs, vk,𝑚, 𝜎) takes the crs, a verification key, a message 𝑚 ∈ M and a

signature and outputs 1 if the signature is valid and 0 otherwise.

TSIG is correct if for all 𝜆, crs← TSIG.Setup(1𝜆), ({sk𝑖, vk𝑖}, vk) ← TSIG.Keygen(crs, 𝑛, 𝑡),
𝑚 ∈ M, 𝜎𝑖 ← TSIG.PartSign(crs, sk𝑖,𝑚) for 𝑖 ∈ [1, 𝑛], ∀𝑇 ⊂ {𝜎𝑖} : |𝑇 | = 𝑡 + 1 and

𝜎 ← TSIG.Combine(crs,𝑇 ) it holds that TSIG.Vf (crs, vk,𝑚, 𝜎) = 1

Similar to EUF-CMA-security for normal signatures, we require TSIG to be threshold

unforgeable.

Definition 2.8.6 (Threshold Unforgeability [Mit+24]). Let TSIG = (Setup, Keygen,
PartSign, PartVerify, Combine, Vf) be an (𝑛, 𝑡)-threshold signature scheme over message

spaceM. TSIG is called TS-UF-1 secure if for any PPT adversary A the advantage in the

security game Exp𝑇𝑆−𝑈𝐹−1
A (1𝜆) defined in Fig. 2.4 is negligible.

As with threshold encryption, we make use of a UC-functionality for distributed key

generation F TSIG
Keygen

defined in Fig. 2.3b.
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ExpTS−UF−1A (1𝜆)
1 : crs← Setup(1𝜆 )
2 : (𝑛, 𝑡,CS, st0 ) ← A(crs)
3 : HS := [1, 𝑛] \ CS
4 : ({sk𝑖 , vk𝑖 }, vk) ← Keygen(crs, 𝑛, 𝑡 )

5 : (𝑚∗, 𝜎∗, st1 ) ← AOPartSign (st0, vk, {sk𝑗 } 𝑗 ∈CS, {vk𝑖 }𝑖∈ [1,𝑛] )
6 : return (Vf (crs, vk,𝑚∗, 𝜎∗ ) ∧ |CS | ≤ 𝑡 ∧ |𝑆1 (𝑚∗ ) | ≤ 𝑡 − |CS | )

Oracle OPartSign(𝑖,𝑚)
1 : assert𝑚 ∈ M ∧ 𝑖 ∈ HS
2 : 𝜎𝑖 ← PartSign(crs, sk𝑖 ,𝑚)
3 : if 𝜎𝑖 ≠ ⊥
4 : 𝑆1 (𝑚) = 𝑆1 (𝑚) ∪ {𝑖 }
5 : return 𝜎𝑖

Figure 2.4.: Security game defining TS-UF-1 security for threshold signatures.

2.9. Commitments

Commitments enable one party to commit itself on the content of some message towards

one or more other parties while keeping the content hidden.

Definition 2.9.1 ((Non-interactive) Commitment Scheme). A non-interactive commitment

scheme COM with message spaceM consists of a tuple (Setup, commit, open) of PPT
algorithms such that

• Setup(1𝜆) outputs a common reference string crs

• commit(crs, msg) takes a common reference string and a message and outputs a

commitment com and opening information decom

• open(crs, com, decom, msg) takes a common reference string, a commitment com,

opening information decom and message msg and outputs true if com is a valid

commitment on msg

We require correctness:

∀msg ∈ M, crs← Setup(1𝜆) :
(com, decom) ← commit(crs, msg) ⇒ open(crs, com, decom, msg) = true

We will often leave out the crs if it is clear from the context.

Security of commitment schemes is defined through their hiding and binding properties.

Hiding ensures that no information about the message can be learned from a commitment,

while binding ensures that the committer can only open the commitment to one value.

Definition 2.9.2 (Hiding property). A commitment scheme COM is called hiding if there

exists a negligible function negl(𝜆) so that for all PPT adversaries A it holds that the

advantage AdvhidingA (1𝜆) ≤ negl(𝜆), where the advantage is defined as:

AdvhidingA (1𝜆) = Pr

[
crs← Setup(1𝜆);𝑏 ← {0, 1};M ∋ (𝑚0,𝑚1) ← A(1𝜆, crs);
(com, decom) ← commit(crs, 𝑚𝑏);𝑏′← A(com) : 𝑏′ = 𝑏

]
− 1

2
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Definition 2.9.3 (Binding property). A commitment scheme COM is called binding if

there exists a negligible function negl(𝜆) so that for all PPT adversaries A it holds that

the advantage AdvbindingA (1𝜆) ≤ negl(𝜆), where the advantage is defined as:

AdvbindingA (1𝜆) = Pr


crs← Setup(1𝜆); (com, 𝑚0, decom0, 𝑚1, decom1) ← A(1𝜆, crs) :
open(crs, com, decom0, 𝑚0) = true∧
open(crs, com, decom1, 𝑚1) = true ∧𝑚0 ≠𝑚1


Commitment schemes can additionally have homomorphic properties. In this thesis, we

make use of additively homomorphic commitments.

Definition 2.9.4 (Additively homomorphic commitment scheme). Let the message space

M be an additive group (M,+). A commitment scheme COM is called additively homo-

morphic if it comes with two additional algorithms (add_c, add_d) with the property

that:

∀𝑚0,𝑚1 ∈ M, crs← Setup(1𝜆),
(com0, decom0) ← commit(crs, 𝑚0), (com1, decom1) ← commit(crs, 𝑚1) :
open(crs, add_c(com0, com1), add_d(decom0, decom1), 𝑚0 +𝑚1) = true

We will write com0 ⊕ com1 as shorthand for add_c(com0, com1) and decom0 ⊕ decom1 as

shorthand for add_d(decom0, decom1).

Structure Preserving Commitment Schemes As already mentioned in Section 2.5, an

important property of building blocks which we want to use in zero-knowledge proofs is

that they are structure-preserving.

Definition 2.9.5 (Structure-Preserving Commitment). A commitment scheme COM =

(Setup, commit, open) is called structure-preserving with respect to a pairing group

(G1,G2,G𝑇 ) if the following conditions are all satisfied.

1. Common parameter 𝑔𝑝 consists of a group description gp generated by 𝐺 and con-

stants 𝑎𝑖 𝑗 ∈ Z𝑝 .

2. Commitment and unveil messages consist of group elements in G1 and G2.

3. Opening algorithm open consists only of evaluating membership in G1 and G2 and

relations described by pairing product equations.
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This chapter is based on “PUBA: Privacy-Preserving User-Data Bookkeeping and Analytics”

[Fet+22b; Fet+21] and most parts of this chapter are rephrased from these works. However,

both in the journal version [Fet+22b] as well as the eprint version [Fet+21], large parts of

the formal description of the ideal functionality and protocol are relegated to the appendix.

In this thesis, the content underwent significant reorganization and was adjusted to make

the notation consistent.

MyContribution In the paper, I equally contributed to the formal modelling, the protocol

design and security proofs, with a special focus on practical instantiability. I implemented

and benchmarked the prototype.

Organization of this Chapter We first provide an introduction to privacy-preserving

data collection and the related work in Section 3.1. Then we discuss the desired function-

ality and involved parties in Section 3.2. In Section 3.3 we present F
PUBA

to formalize

the desired security properties. Section 3.4 then contains the description of the protocol

ΠPUBA. Details on how to use PUBA in two example applications are given in Section 3.5.

Finally, Section 3.6 contains our prototype implementation and benchmark results.

3.1. Introduction

Privacy-enhancing cryptographic protocols could be highly beneficial to citizens and our

society in a multitude of user-centric scenarios including mobile payments, loyalty systems,

ticketing systems, toll collection, web search, participatory sensing, disease prediction

and pay-as-you-drive insurance. Also, operators of such systems should be encouraged to

deploy strong privacy-enhancing technologies in view of EU’s GDPR and the severe fines

in case of violation.

However, despite their advantages, proposed cryptographic protocols to protect privacy

in such scenarios are rarely in real-world use today. The reasons for this are manifold;

aside from development and deployment costs, this is caused by a gap between what

these protocols offer and what is required when targeting real-world applications: While

academic proposals typically strive for “perfect” anonymity and a simple functionality,
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they neglect scenario-specific real-world requirements stemming from business models,

laws, regulations, or user needs. These requirements often conflict with the desire for

perfect anonymity. For instance, fraud detection and anti-money laundering as mandated

for digital payments or targeted advertising as performed in loyalty systems are based on

a customer’s transaction history. Neglecting these types of requirements when building

privacy-preserving systems, e.g., an anonymous mobile payment or loyalty system, hin-

ders practical deployment. In this chapter, we take an important step towards resolving

this issue by proposing a flexible framework that enables the privacy- and authenticity-

preserving bookkeeping and analytics of user history data. Our building block is secure in

the Universal Composability (UC) framework and can thus be securely incorporated into

privacy-preserving systems, e.g., anonymous mobile payments, to satisfy requirements

relying on the analysis of participating users’ behavioral data, such as fraud detection.

For concreteness, we consider two examples in detail: loyalty systems and mobile pay-

ments. In loyalty programs such as Optimum [Lob20] in Canada, Payback [PAY20] in

Germany, or Nectar [Aim20] in the UK, customers collect loyalty points (e.g., using their

smartphones) for purchases in participating shops which they can redeem at a later point

to pay for purchases, get vouchers, etc. Academic proposals like black-box accumulators

(BBAs) [Har+17] exist, which realize this point collection and redemption functionality

in a privacy-preserving way while protecting the operator from forgeries and double-

redemption. However, BBAs do not account for the business models of loyalty system

providers, which typically consist of earning money by enabling advertising partners to

place targeted ads and coupons. To this end, the operator keeps track of users’ purchase

histories. Ad selection is typically performed using a machine-learning-based classifier

which maps purchase histories to product categories customers might find interesting.

Advertisers promoting their products send ads for certain product categories to the opera-

tor along with the price they are willing to pay every time their ad is delivered by email

or displayed on the loyalty program app. Users are additionally motivated to participate

in the targeted advertisement service by the opportunity to obtain incentives, such as

targeted coupons offering discounts on certain products. In currently deployed systems,

points-of-sale report purchases to the operator along with a customer’s ID. This way,

authentic and up-to-date purchase histories can be kept for each customer. Since the ad

selection procedure is executed in the background on the operator’s side, correctness of this

computation is ensured. Conversely, a user’s purchases are linked, and the operator—or

anyone else gaining access to this history—may misuse it to obtain additional knowledge

about the user’s locations and behavior.

NFC-based mobile payments are an increasingly popular method to conduct payments

for goods or services at points-of-sale. This payment mode has been boosted with the

recent roll-out of Google Pay and Apple Pay. While deployed systems essentially realize

a virtual credit or debit card (making payments linkable), privacy-preserving systems

could theoretically be built from anonymous e-cash, e.g., see [AB09]. However, these

constructions do not account for current regulations for mobile payments, such as fraud

detection as required by the 2nd European Payment Services Directive (PSD2) [PC15].

Fraudulent transactions can occur due to lost or stolen payment devices or compromised

payment credentials stored on them. Fraud detection involves continuously monitoring
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a customer’s transaction history for anomalies and typical fraud patterns. This can be

done using a set of rules or sophisticated machine learning algorithms. Based on these

background checks, a decision is made in real time regarding whether a newly initiated

transaction should be granted or denied.

To realize the two scenarios described above—as well as many others—in a privacy-

preserving manner, a new building block is needed that ensures privacy-preserving

bookkeeping as well as analytics of user history data: A user’s actions generate data

(e.g., transaction value, date/time, location, type of shop, etc.) observable by an operator.

A logbook kept solely on the user’s device should be updated with the observed data such

that its content cannot be manipulated by the user while ensuring its current content

remains hidden from the operator. The former is particularly important for requirements

like fraud or money laundering detection. More precisely, we need to ensure the au-

thenticity, integrity, freshness, confidentiality, and unlinkability of the logbook. At the

same time, the building block needs to allow for analytical computations, where users

are incentivized or required to take part in privacy-preserving analytics of their latest

logbook. These computations must not leak the input(s) and the operator may only obtain

privacy-preserving statistics, classification, etc. as output. The user might also receive

output, such as targeted ads in a loyalty system. Furthermore, in some cases, a minor

update to the logbook with results from the analytics computation might be required,

e.g., a risk level resulting from the background fraud detection checks. Depending on

the scenario, the analytics function itself might need to remain confidential, e.g., when

considered intellectual property (such as a classifier for targeted advertising). In this case,

it needs to be ensured that the operator cannot misuse this opportunity to selectively

deploy privacy-violating functions.

We distinguish two types of analytics computations: outsourced heavyweight analytics

and direct lightweight analytics. As the privacy-preserving evaluation of machine-learning

classifiers (e.g., to determine a user’s individual fraud risk level) might be computationally

and communication-wise very demanding, in particular when mobile user devices are

involved, it must be possible to securely outsource this computation to a proxy server that

acts on behalf of the user(s). Ideally, even a malicious proxy should learn nothing about the

user and operator inputs or the output provided to the user. In some scenarios, outsourced

analytics should not block further interactions with the system, i.e., users should be able

to continue updating their logbooks while analytics are running. For instance, in loyalty

systems customers should be able to continue shopping and keep track of purchased items

while the outsourced ad selection process (for a previous version of the logbook) is still in

progress. Direct lightweight privacy-preserving analytics are performed jointly by the

user’s device and the operator. This type of analytics might be done prior to an update

of the logbook to determine further actions, e.g., whether the payment transaction just

initiated should be accepted in view of the customer’s personal risk level.
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3.1.1. Our Contribution

In this chapter, we focus on properly formalizing and instantiating the functionality and

security and privacy properties of a bookkeeping and analytics mechanism as sketched in

the previous section. To this end, we present PUBA, a framework for privacy-preserving

user-data bookkeeping and analysis.

While numerous practical application scenarios would evidently benefit from privacy-

preserving bookkeeping and analytics, to the best of our knowledge, this is the first work
to formally study such a multi-purpose building block.

Our contribution consists of a formal UC-based modeling, protocols for managing the

logbook along with security proofs, implementations and benchmarks of crucial protocols,

as well as exemplary instantiations of fraud detection and targeted advertising in our

framework. This work is one of the few that combines a complex yet practical cryptosystem

with a thorough UC security analysis. Details are provided below.

Security model Based on a high-level system architecture (see Section 3.2) including a

set of intuitive but informal security properties (see Section 3.2.5), we designed a flexible

ideal functionality (see Section 3.3) in the UC framework [Can00; Can01]. Providing a

model and a security analysis in the UC framework is essential as we expect PUBA to be

used as a building block for larger privacy-preserving systems. A primary challenge lays

in finding an appropriate trade-off between flexibility (to cover a broad set of applications)

and complexity. Our functionality covers users, an operator, a trusted signing authority

(verifying the privacy-friendliness of analytical functions), and proxies interacting in

preparatory tasks like user registration and validation of analytics functions, as well as

operational tasks such as bookkeeping (which also covers direct analytics), outsource,

analytics, and update. The correct computation of an application-specific function Δ
contained in both Bookkeeping and Analytics is managed by a subfunctionality F

PPA

which provides independence of the used method of computation. The subfunctionality

can be instantiated, for example, with any secret-sharing-based general MPC framework

(for example based on the SPDZ [Dam+12] family) that treats Δ as a black-box, which

allows for flexible instantiations and lets PUBA easily profit from performance advances

in MPC. It is, however, also possible to provide non-black-box instantiations of F
PPA

that

exploit the structure of Δ, e.g., by letting the user prove in zero-knowledge that the function
was computed correctly. This enables more efficient computations, which is particularly

desirable for the Direct Analytics included in the Bookkeeping task.

Provably secure protocols We designed cryptographic protocols for the tasks men-

tioned above in Section 3.4.8 and provide a full security proof for our construction in

Section A.3. Our main challenge was to carefully combine different primitives and tech-

niques into protocols that are both secure in the UC framework and efficient at the same

time. To this end, we follow a commit-sign-rerandomize-prove approach to achieve
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the desired security properties for our logbook. We build on Groth-Sahai [GS08] non-

interactive zero-knowledge proofs, which are fairly practical and secure under standard

assumptions (e.g., SXDH over bilinear groups). Furthermore, we use structure-preserving

signatures [Abe+11] and homomorphic multi-commitments [Abe+15] for which state-

ments (e.g., knowledge of a signature on a commitment) can be efficiently proven using

Groth-Sahai.

Implementation and benchmarks We implemented our protocols for user registration

(UReg), Bookkeeping, Outsource and Update as well as an exemplary Analytics computa-

tion based on logistic regression using the MP-SPDZ MPC framework [Kel20]. For the

user side, we used Nexus 5X and Galaxy S8 smartphones, whereas operator and proxy

computations were implemented on more powerful server hardware. Our measurements

show that even fairly complex Bookkeeping involving permuting, setting, and adding

values to entries can be completed in approximately 2 seconds for a logbook containing

100 entries and assuming an NFC data rate of 424 kbit/s. Outsourcing the logbook for an

analytics computation takes around 660ms, assuming a mobile data rate of 10Mbit/s. Re-
trieving the results of the analytics and (potentially) updating the logbook takes 2 seconds,

assuming the same data rate. The privacy-preserving analytical computation itself takes

around 380ms for co-located operator and proxy servers. These estimates demonstrate

that privacy-preserving bookkeeping and analytics can indeed be practical. Our imple-

mentation is available at https://github.com/kastel-security/puba.

Application: Fraud detection We sketch how a simple two-tier fraud detection system

could be realized with PUBA. Tier 1 enforces the user, within the scope of an Analytics

computation, to perform a more complex machine-learning-based fraud detection with

the operator once a certain number of payment transactions is reached. This results in

some risk level which is stored in the logbook. Tier 2 is a Direct Analytics computation

performed when a new payment transaction is initiated. It consists of checking simple

rules that take the risk level into account to decide whether to accept or decline the

transaction. Assuming the hardware and data rates described above and a logbook storing

the last 20 transaction records (each consisting of 5 values), we estimate Tier 1 detection

using logistic regression to take around 3 seconds (including Outsourcing and Update),

while Tier 2 detection including Bookkeeping can be completed in less than 2 seconds.

3.1.2. RelatedWork

To the best of our knowledge, this work is the first to formally define a multi-purpose

privacy-preserving bookkeeping and analytics building block.

Regarding bookkeeping, we use mechanisms similar to the Black-Box Accumulators (BBA)

introduced in [JR16; Har+17]. BBA provides a framework for privacy-preserving point
collection and redemption but does not consider data analytics. Moreover, its security is

defined using a game-based approach, which leads to weaker security guarantees.
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In [Blö+19], updatable anonymous credentials are introduced, allowing the dynamic

modification of a credential’s attributes via an update function after creation. However,

the updatable credentials defined in [Blö+19] do not satisfy our requirements. The input to

the update function is provided solely by and known only to the user. Moreover, credential

freshness and their use for analytical computations are not considered. Like [JR16; Har+17],

they do not consider security within the UC model.

Kolesnikov, Kumaresan, and Shikfa [KKS12] present schemes providing input authentica-
tion in the following sense: in their model, malicious clients perform secure multi-party

computations with a semi-honest server, and the scheme ensures that clients use the same
input across multiple computations. This can be considered a weak form of bookkeeping

with less stringent requirements. While [KKS12] ensures that users cannot use arbitrary

inputs for computations, the users can be linked across interactions. Furthermore, in con-

trast to [KKS12], our framework also works with malicious servers and provides additional

security guarantees for honest users that are not directly inherited from the MPC.

Privacy-preserving analytics and data mining (without bookkeeping and input authen-

tication) have been well-studied. Proposed approaches in the literature either construct

dedicated protocols exploiting the structure of existing methods (such as neural networks

or logistic regression) commonly used for machine learning [Ash+17; Cet+17], or propose

techniques for efficiently solving specific analytical problems [Yu+18; Sen+05; WR10;

DZ16].

Let us briefly consider related work regarding the applications of PUBA studied in this

chapter: targeted advertising in loyalty systems and fraud detection in mobile payments. To
the best of our knowledge, privacy-preserving targeted advertising for loyalty programs

has not been thoroughly analyzed before. The majority of work on privacy-preserving

targeted advertising deals with an Internet scenario where an advertisement network (such

as Google) wants to display targeted advertisements on websites based on the user’s prior

web activities. With a few exceptions, e.g., [Bac+12], the security and privacy properties of

proposed systems are not formally proven. Regarding ad selection, there are currently two

prevalent approaches: client-based and proxy-based selection. In client-based ad selection

(e.g., [Tou+10; Bac+12; GLM16]), a browser plugin typically keeps track of the user’s online

behavior and interests and classifies the user to determine the most relevant ad. This

implies that the ad network’s selection algorithm must be public, and the correctness of

inputs and computation is not ensured. In proxy-based selection (e.g., [GCF11]), a trusted

third party (TTP) with secure channels to the user hides user data from the ad network.

This implies a dependency on the TTP and assumes that users send correct data.

Little work has been devoted to privacy-preserving fraud detection for payments. The

most relevant work, [Can+18], performs an exploratory study on the performance of fully

homomorphic encryption-based classification of finance-related transaction data run by a

fraud detection service provider. Authenticity and freshness of the data is assumed.
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3.2. High Level Description

In this section, we provide a high-level introduction to the parties and tasks involved in

the analytics framework for PUBA.

3.2.1. Parties and Roles

PUBA considers four different types of parties:

Users 𝑈 PUBA allows for arbitrarily many users to participate in the system. Each

user collects data inside a personal logbook Log, which they can provide for privacy-

preserving computations. We call the main part of this data the user historyUH . This part

is authenticated and cannot be changed by the user at will, but is only updated through

private bookkeeping tasks with the operator. The private data is represented by a vector of
slots, where each slot contains a Z𝑝 element. Additionally, the logbook contains some data

needed to ensure correct and private operation of the system. Users may be corrupted and

maliciously collude with other corrupted parties. We assume that users participate using

relatively weak hardware. For many real-world applications, the user side of PUBA will

likely be realized as a smartphone application.

The operator𝑂 For any given instance of PUBA, there is exactly one operator. This

party is the central entity managing the system. The operator has an interest in evaluating

analytical functions on the data collected by users. In certain scenarios, the precise details

of these functions, however, may be subject to trade secrets and should not be leaked to

any other party. We thus assume that the operator can hide all sensitive information inside

function parameters (FPs) fp while the publicly known function Δ itself only provides the

general structure. In real-world applications, FPs may correspond to transition matrices of

neural networks [JVC18] or weights and features for linear regression. As the operator’s

input to analytics computations, the FPs achieve the same level of privacy as the users’

private data. Relying on FPs is without loss of generality [Val76] with respect to the class

of computable functions. The operator may be corrupted and maliciously collude with

other corrupted parties, apart from proxies (which does not affect user privacy).

The trusted signing authority TSA Allowing arbitrary private FPs precludes any

meaningful level of privacy for the users. To prevent malicious operators from using

FPs which trivially undermine the users’ privacy, we assume the existence of a trusted

signing authority (TSA): Before using FPs for computations, the operator must have them

certified by the TSA to ensure they do not violate privacy requirements. We elaborate

on the difficulties of this task in Section A.1.1. PUBA enforces that only FPs certified by

the TSA can be used during computations on the users’ data. The TSA is an external

entity and has to be trusted by users as well as the operator. We envision the TSA as a
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𝑈 𝑂 TSASignFPUReg

function parameters Verify

Certificate

Registration Data Verify

Empty Logbook

Figure 3.1.: Overview of the preparatory tasks.

privacy-defending, donation-funded NGO (like the Electronic Frontier Foundation) or a

governmental body like the Federal Data Protection Officer.

Proxies 𝑃 PUBA allows arbitrarily many proxies to participate. Proxies are used for

computing analytical functions and to coordinate computations that require data from

multiple users. We assume proxies provide the computational power and bandwidth of

a regular server. Proxies may be corrupted and collude with corrupted users. As long

as proxies do not collude with the operator, PUBA guarantees that all user data remains

hidden from both the proxy and the operator. Any user may potentially set up their own

proxy, yet it is also possible that NGOs provide donation-funded proxy servers.

3.2.2. Preparatory Tasks

Before users can participate in the system, they have to register with the operator. Similarly,

the operator must have function parameters signed by the TSA before using them. Both

tasks have to be conducted only once (per user/FP respectively) before computations with

them are possible. An overview of these tasks is provided in Fig. 3.1.

SignFP Any function computed with PUBA is split in two parts: a generic and publicly

known function representation Δ (e.g., a neural network with padded neurons) and a

corresponding set of function parameters which determine the specifics (e.g., the transition

matrices). These function parameters constitute sensitive data held by the operator. Before

the operator can use any function parameters for computations, the TSA has to verify

that the resulting function does not violate the required privacy standards. To that end,

the TSA verifies the FPs according to (but not limited to) the following criteria: 1. Is the

output sufficiently general to not leak confidential user information? We assume a public

catalog of requirements FPs have to fulfill. This also provides feedback for the users on the

expected level of privacy. 2. Does this function use the slots of the user history according

to their specification? We generally assume the specification of the user history—the

semantic interpretation of the individual slots—to be public knowledge. 3. Are there any

additional leaks when combining these FPs with any of the previously certified FPs? We

model the verification function such that the TSA can input all previously accepted FPs

as auxiliary input. The actual SignFP task is depicted in Fig. 3.1: The operator inputs FPs
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which are then checked by the TSA against the privacy guidelines. If the FPs comply with

the guidelines, the TSA provides the operator with some form of certificate. Our protocol

uses signatures on the FPs. This certificate is a required input to any computation task

that uses these FPs.

UReg A user stores their private user history inside a personal logbook Log. Providing
the user with an “empty” logbook which contains an authenticated initial user history is

the purpose of the user registration task. The task is depicted in Fig. 3.1 and consists of

three phases. In the first phase, the user identifies themselves. This triggers the second

phase, in which the operator verifies that the user is not already registered—we require

that each user can only have at most one logbook. Lastly, both parties jointly compute

the initial logbook containing an authenticated user history. For most scenarios, the user

history is supposed to start out empty. For scenarios where the initial user history should

contain some specific data, this task allows its computation based on appropriate FPs. The

logbook Log is a requirement for participation in any of the other tasks. The UReg task is

the only task identifying the user and is performed only once.

3.2.3. Bookkeeping

A central focus of PUBA is privacy-preserving bookkeeping, which allows the operator

and a user to manipulate data with certain guarantees for both parties.

Bookkeeping The Bookkeeping task manipulates a single user’s data. While the main

purpose of this task is to provide an efficient targeted manipulation of the user history in an

authenticated yet privacy-preserving way (such as adding or resetting individual values),

the task optionally performs lightweight direct analytics on the user data according to an

application-specific function Δ and the certified FPs. This enables manipulations of the

user history based on its current values, which may be required for scenarios such as fraud

detection, where the decision (to be recorded) of whether a transaction is granted depends

on a risk level stored in the user history. The main part—authenticated manipulation of

the user history—is done without leaking the authenticated and private data stored in

the user history to the operator. The user history is updated using update information

UI = (𝛼, s, a). These contain three consecutive operations defined by three maps output

by Δ during the computation. The variable 𝛼 contains a permutation, which is applied to

the user history to create a temporary user history as

UH ′← 𝛼 (UH).

This permutation changes the slots of some (or all) entries, while not changing the contents

itself. For example,UH := (9, 8, 7) and 𝛼 :=
(
0 1 2

2 1 0

)
1
would yieldUH ′ := (7, 8, 9). After

1
Note that since our user history slots are numbered from 0 to m − 1, we also define the permutation that

way.
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the permutation, a set operation is executed. The set vector s has length m and contains

either Z𝑝 elements or ⊥. A new temporary user history is then created via

UH ′′ := (uh′′
0
, . . . , uh′′m−1)

with uh′′𝑖 :=

{
s[𝑖] for s[𝑖] ≠ ⊥
UH ′[𝑖] for s[𝑖] = ⊥

.

To continue our small example,UH ′ := (7, 8, 9) and s := (1, 3, ⊥) would yieldUH ′′ :=
(1, 3, 9). Finally, an add operation is performed by simply adding the vector a (which also

has length m) toUH ′′ to create the final new user history:

UHnew ←UH ′′ + a.

Finishing the example,UH ′′ := (1, 3, 9) and a := (4, 0, 0) would yieldUHnew
:= (5, 3,

9).

While the additive increment is hidden from the operator, the permutation and direct

update are learned by both parties and hence subject to privacy considerations during

auditing with the TSA to ensure that they leak no personal information on the user. Of

course, if permutations and direct updates are not needed, the user can skip them in favor

of more efficient updates using only the additive increment. The chosen three-operation

update mechanism is a tradeoff between what is usually required for (basic) bookkeeping

applications and what can be efficiently implemented (using zero-knowledge proofs and

homomorphic commitments).

The user history remains authenticated because 1. the operator knows that the input was

authenticated, and 2. the correctness properties ensure that the data was manipulated

correctly.

3.2.4. Outsourcing Analytical Computations

We assume users have relatively weak hardware incapable of securely computing analytical

functions like neural networks efficiently. To enable these costly computations, we involve

an additional party—the proxy—which provides the computational power and bandwidth

required to perform such computations. As long as the proxy does not collude with the

operator it learns no secrets or even analytical results from participation. A corrupted proxy

also poses no risk for the operator’s privacy. Involving a proxy enables synchronization
of analytical tasks which require private data from several users. The basic workflow for

outsourcing analytical tasks is shown in Fig. 3.2; note that the three different tasks involved

in this cannot be scheduled arbitrarily but must be conducted sequentially. The general

workflow first lets the user distribute the logbook containing their current user history to a
proxy of their choice and to the operator using the Outsource task. This process will disable

outsourcing the logbook until this chain of Outsource-Analytics-Update tasks is completed.

These shares are then used by proxy and operator for computing the analytical function

using the Analytics task. This can potentially cause updates on the user history which
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Figure 3.2.: Overview of tasks for outsourcing computations.

follow the same three basic operations (permutation, direct update, additive increment)

that were also used for the Bookkeeping task. Again, we want to hide the additive vector

applied to the user history and thus use a similar mechanism as during the Bookkeeping

task, except that the values relevant for the user are temporarily stored by the proxy and

hence masked with one-time pads. The update can later be applied by the user by means

of the Update task which also re-enables the Outsource task for that user.

Outsource To prepare the computation of an analytical task the Outsource task is

conducted between user, proxy and operator as shown in Fig. 3.2: The user inputs their

current logbook, which contains the latest authenticated user history. A snapshot of this

is shared between the operator and proxy for use in the computation, while the user

receives a new logbook identical to the old one, except that it is now marked as having

been outsourced.

Analytics Using the shares obtained from the Outsource task, the proxy and operator

can now conduct the actual analytics computation. This is depicted in Fig. 3.2 as well.

The function is computed on the private user data using any secret-sharing based MPC

framework. The operator learns the desired analytical result directly. Private analytical

output for the user is masked and output to the proxy; the users fetch the data and

reconstruct it at their convenience (using the Update task), but the proxy does not learn

the data. Computation again follows the function Δ and requires validated FPs from the

operator.

Update As mentioned before, the results of Analytics can be used to update the user

data. To apply these to the latest user history, PUBA provides the Update task (see Fig. 3.2).

This also re-enables the Outsource task for the user’s logbook. The masked analytical

output destined for the user is forwarded to them. Both the operator and proxy input
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the share they obtained from the Analytics task. These shares contain the updates for

the user history, the computation results relevant for the user and additional information

to detect tampering of the shares. The user inputs the latest user history and obtains a

new authenticated user history updated using the same mechanism as in the Bookkeeping

task.

The triplet from Fig. 3.2 is non-blocking regarding further Bookkeeping tasks: A user can

outsource the latest user history in an Outsource task, run analytics in the “background”,

and then update the user history using the Bookkeeping task arbitrarily often before
participating in the Update task. As mentioned, this is desired, e.g., in scenarios like

targeted advertising. We stress, however, that the triplet is blocking with respect to

further Analytics tasks (amongst others, to hamper denial of service attacks on proxies

and operator): After executing the Outsource task, the user has to successfully perform the

Update task before they can call Outsource again. This implies that the user history input

to the Update task has potentially been changed via successive Bookkeeping tasks and

may significantly differ from the user history used during Outsource. Special care must

be taken during function design to ensure that the update remains meaningful even after

any number of Bookkeeping tasks have manipulated the user history in the meantime.

This can, e.g., be done by defining a separate portion of the user history which can only

be modified by Update.

3.2.5. Security Guarantees

This section discusses the security requirements of PUBA in an informal fashion. The

ideal functionality F
PUBA

in Section 3.3 is based on these. We explain how the protocol

achieves these properties in Section 3.4.5.

The operator expects authenticated inputs and correct analytical results, while keeping

potential trade secrets hidden. In particular, we desire the following security requirements

for the operator:

Owner Binding Users can only use their own user history. Even corrupted users cannot

steal an honest user’s user history.

History Freshness No user can use an outdated user history for any of the Bookkeeping,

Outsource, or Update tasks: The same user history can never be used twice without

the operator noticing.

History Unforgeability The user history can only be changed through task executions.

It is computationally infeasible for a user to create a user history with arbitrary

values that would be accepted by the operator. This hampers Model Extraction
Attacks [Tra+16] in which the user uses targeted inputs to steal the FPs.

Uniqueness Each user can have at most a single logbook. It is not possible for a user to
own two valid logbooks at the same time.
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Function Privacy The function parameters input by the operator remain private: Only

the TSA is allowed to learn them. Other parties only learn the output of the function

computed with these FPs.

Any user interacting with PUBA expects privacy of the collected data throughout different

interactions:

Unlinkability For multiple interactions through the Bookkeeping protocol or the Out-

source/Analytics/Update process, it should not be possible to determine which user

they belong to, or even whether they belong to the same or different users. Users

can only be identified during registration.

Input Privacy The system does not reveal anything about the user history that cannot be

derived from the result of the computation.

Function Parameter Binding Computations can only be performed using FPs that were

previously certified by the TSA. It is not efficiently possible for the operator to use

uncertified FPs.
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3.3. The Ideal Functionality F
PUBA

Having presented the system informally with its security requirements, we now provide

the complete formal specification in the Universal Composability (UC) framework (see

Section 2.2). This functionality F
PUBA

(shown in Fig. 3.3) captures all security requirements

discussed in Section 3.2.5. We use the standard UC model [Can01; Can20], and assume

that the simulator S is activated by F
PUBA

whenever any party provides any input.

Our functionality F
PUBA

is defined such that all inputs have the form (Task name, List of

secret inputs). The task name uniquely determines the task to be executed.

The notifications S obtains after F
PUBA

receives input from any party depend on the

respective party providing the input: On inputs fromTSA,𝑂 , or 𝑃 , F
PUBA

activatesS with

input (Task name, pid), where pid is the party identifier of TSA,𝑂 , or 𝑃 , respectively.

For users, however, we ensure unlinkability in all tasks except for UReg (for which we

assume an out-of-band verification of the user’s identity). During UReg, the functionality

explicitly leaks pid𝑈 of the calling𝑈 . For all other tasks, we model unlinkability by having

the functionality only revealing the role of a user after a call, and not the pid; that is, the
simulator only gets notified with (Task name,User) after a user sent input.

That way, with the exception of UReg, the pid of any user is never revealed to anyone

outside of F
PUBA

. As such, the user can interact anonymously.

Whenever the function description states that F
PUBA

performs some check, it aborts

execution of that task if the check fails.

The stateful functionality Our ideal functionality is stateful, meaning that after inter-

action with any party, it updates its state. The state consists of several lists, which we

present in Fig. 3.3. First of all, F
PUBA

stores lists Lusers of registered users. This list contains
the PIDs of all users who registered using UReg, and which hence have valid logbooks.

For each registered user, it stores the user’s logbook in Log𝑈 , which ensures that the only

way to change it is by using the provided tasks.

For Analytics, we allow each user to outsource only one computation at a time. To that

end, each user logbook Log𝑈 has a flag that indicates whether it is currently outsourced.

Furthermore, for each proxy the functionality keeps a list LPos of all logbooks that were
outsourced to it (containing the data at the point when Outsource was called). The results

of the outsourced computations are stored in LUI, until they are fetched by a user using

F (Δ)
𝑃𝑈𝐵𝐴

-Update.

To ensure that computed functions conform to privacy requirements, the functionality

stores all certified function parameters for a given task task in a list Ltaskfp . The only way

to update this list is after a positive response from the trusted signing authority TSA,

which ensures that the operator can only perform computations of functions that were

previously verified.
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Functionality F
PUBA

This functionality facilitates user-centric privacy-preserving analytics. The function to be computed is specified by the global

parameter Δ.

State:
• List of all registered users Lusers
• List of all corrupted users L

corr

• List of all approved function parameters per task Ltaskfp
• Logbooks Log𝑈 for each user

• For each proxy 𝑃 a list of outsourced logbooks LPos
• List of all pending updates LUI
• Variable initialized, initially set to 0

Init:
• Input𝑂 : (init)
• Input TSA: (init)
• Behavior:

1. Set initialized := 1

• Output𝑂 : (init, ok)
• Output TSA: (init, ok)

The functionality only responds to the following inputs
if initialized = 1

SignFP:
• Input𝑂 : (signfp, ssid, fp, task, in𝑂 )
• Input TSA: (signfp, ssid, inTSA )
• Behavior:

1. Check Δ(signfp, fp,task,in𝑂 ,inTSA )
?

= 1

2. Check that fp have not been registered before for task

task
3. Let ℓ be minℓ : ( ·, ℓ ) ∉ Ltaskfp

4. Add (fp, ℓ ) to Ltaskfp
5. Leak (task, ℓ ) to the adversary

• Output both: (signfp, ssid, ok)

UReg:
• Input𝑈 : (ureg, ssid, in𝑈 )
• Input𝑂 : (ureg, ssid, fp, in𝑂 )
• Behavior:

1. If pid𝑈 is already in Lusers, ignore this call
2. Add pid𝑈 to Lusers
3. Let ℓ be minℓ : (fp, ℓ ) ∈ Lbookkeep(k)fp
4. Leak ℓ to the adversary

5. (UH,out𝑈 ,out𝑂 ) ← Δ(ureg, fp,in𝑈 ,in𝑂 )
6. Store (pid𝑈 ,UH, false) as Log𝑈

• Output𝑈 : (ureg, ssid, UH, out𝑈 )
• Output𝑂 : (ureg, ssid, out𝑂 )

Bookkeeping:
• Input𝑂 : (bookkeep, ssid, k, fp, in𝑂 )
• Input𝑈 : (bookkeep, ssid, k, in𝑈 )
• Behavior:

1. Let ℓ be minℓ : (fp, ℓ ) ∈ Lbookkeep(k)fp
2. Leak ℓ to the adversary

3. Set (pid𝑈 , UH, outsourced ) := Log𝑈
4. result ← Δ(bookkeep, fp, k, UH, in𝑈 , in𝑂 ) with
result := (𝛼, s, a, out𝑈 , out𝑂 )

5. UH′ ← 𝛼 (UH) .
6. UH′′ := (uh′′

0
, . . . , uh′′m−1 ) with

uh′′𝑖 :=

{
s[𝑖 ] for s[𝑖 ] ≠ ⊥
UH′ [𝑖 ] for s[𝑖 ] = ⊥

7. UHnew
:= UH′′ + a

8. Set Log𝑈 := (pid𝑈 , UHnew, outsourced )
• Output𝑈 : (ssid, UH, out𝑈 )
• Output𝑂 : (ssid, out𝑂 )

Outsource:
• Input𝑈 : (outsource, ssid, k, in𝑈 )
• Input 𝑃 and𝑂 : (outsource, ssid, k)
• Behavior:

1. If 𝑈 and 𝑂 are corrupted, append (ssid, k,⊥,⊥,⊥) to LPos
and skip all following steps

2. Retrieve (pid𝑈 , UH, outsourced ) := Log𝑈
3. Check outsourced ?

= false
4. Set Log𝑈 := (pid𝑈 , UH, true)
5. Add (ssid, k, pid𝑈 , UH, in𝑈 ) to LPos

• Output all: (ssid, ok)

Analytics:
• Input𝑂 : (analyt, ssid, k, fp, in𝑂 )
• Input 𝑃 : (analyt, ssid, k)
• Behavior:

1. Let ℓ be minℓ : (fp, ℓ ) ∈ Lanalyt(k)fp
2. Leak ℓ to the adversary

3. Load and remove the first Zk entries

{
(ssidz, k, pidz,

UHz, inz )
}Zk
z=1 from LPos

4. If 𝑃 is corrupted, ask for updated inputs

{
inz | 1 ≤ z ≤ Zk,

pidz ∈ Lcorr
}

5. If𝑂 is corrupted, ask for updated information (UHz,inz )
for each z ∈ {1, . . . , Zk } with pidz ∉ Lusers

6. out← Δ(analyt, fp, k, { (UHz,inz ) }
Zk
z=1, in𝑂 )

7.

(
{ (𝛼z, sz, az, outz ) }

Zk
z=1,out𝑂

)
:= out

8. Leak

{
(z, 𝛼z, sz, az, outz )

��
1 ≤ z ≤ Zk, pidz ∈ Lcorr

}
to

the adversary

9. If 𝑂 is corrupted, leak { (z, 𝛼z, sz, az, outz ) | 1 ≤ z ≤
Zk, pidz ∉ Lusers} to the adversary

10. For every z from 1 to Zk with pidz ∈ Lusers add (pidz,
ssidz, 𝛼z, sz, az, outz ) to LUI

• Output 𝑃 : (ssid, ok)
• Output𝑂 : (ssid, {𝛼z, sz }

Zk
z=1, out𝑂 )

Update:
• Input𝑈 ,𝑂 , 𝑃 : (update, ssid )
• Behavior:

1. If𝑈 and𝑂 are corrupted, set (UH,out𝑈 ) = (⊥,⊥) and
skip all following steps

2. Load (pid𝑈 , UH, outsourced ) := Log𝑈
3. Check outsourced ?

= true
4. Load and remove (pid𝑈 , ssidos, 𝛼, s, a, out𝑈 ) from LUI
5. If𝑂 is corrupted, leak ssidos to the adversary

6. If𝑈 is honest and 𝑃 is corrupted, leak ssidos to the adver-

sary

7. UH′ ← 𝛼 (UH)
8. UH′′ := (uh′′

0
, . . . , uh′′m−1 ) with

uh′′𝑖 :=

{
s[𝑖 ] for s[𝑖 ] ≠ ⊥
UH′ [𝑖 ] for s[𝑖 ] = ⊥

9. Set Log𝑈 := (pid𝑈 , (UH′′ + a), false)
• Output𝑈 : (update, ssid, (𝛼, s, a, out𝑈 ) )
• Output𝑂 : (update, ssid, (𝛼, s) )
• Output 𝑃 : (update, ssid, ok)

Figure 3.3.: The basic functionality F
PUBA

for user-centric privacy-preserving analytics.
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Tasks that are related to analytical computations, either directly (Bookkeeping) or out-

sourced (Outsource and Analytics) might be parameterized by multiple public function

“frameworks” (the structure of the analytical function to execute, i.e., a logistic regression,

a neural network with some set number of layers and neurons, a universal circuit of some

size, etc.). We assume these are numerated and the tasks are given the identifier k of the

concrete function to use. Additionally, when function parameters are certified, they are

bound to one specific function (again identified by k) and only valid in that context. The

identifier is relevant for Outsource to make sure the proxy only uses the outsourced user

history for that specific function.

Init The initializing task from Fig. 3.3 must be invoked before anything else. This task

serves to model required setup in the real protocol, such as the creation of cryptographic

keys. The task only contains the operator and the TSA and essentially starts the whole

process. Before invoking Init, all other calls are ignored; afterwards, the functionality

responds to the other calls.

SignFP With this task, the operator can input function parameters fp to be used for

a given task task. We assume that the application-specific function Δ contains some

mechanism to verify that a given input fp is suitable for this task. If the function verifies

fp for usage in task, then F
PUBA

adds these fp to Ltaskfp , which enables its future use.

The functionality leaks the new number of FPs it has for the task task to the adversary;

we require this information for our simulation.

UReg With the UReg task depicted in Fig. 3.3, a user can register for participation. This

task must be executed before any further interaction with the user. This is ensured in the

ideal world by giving the user their initial user history and storing it in Log𝑈 . For any
future interaction, the user’s current user history is always fetched from Log𝑈 . This not
only ensures that a user cannot manipulate data on their own, but it also enforces that

any user wanting to perform a computation has undergone the registration process.

Specifics of the function that computes the initial user history are input as fp; a unique
identifier—which does not leak any of the values in fp—is leaked to the adversary.

Bookkeeping The update of the latest user history (possibly based on the data collected

so far) by a validly registered user is shown in Fig. 3.3. The functionality fetches the

current user history from Log𝑈 , which ensures that the latest user history is used. The

operator inputs FPs fp, which define the function to be computed; the identifier of which

is leaked to the adversary. We generally assume that computations leak only the basic

structure, such as a neural network or logistic regression, to the user and hide the trade

secrets in fp. To ensure that only valid fp are used, the functionality continues only if

fp ∈ Lbookkeep(k)fp , and aborts if the operator attempts to use uncertified input.
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The computation of function k is defined in the application-specific function Δ. It yields
a result (𝛼, s, a,out𝑈 ,out𝑂 ). (𝛼, s, a) is the part of the result used for the subsequent

update of the user history. out𝑈 and out𝑂 are respective analytical outputs for the user

and the operator. For our security proof we further require that the outputs of corrupted

users are leaked to the adversary. However, we stress that this is not in conflict with our

confidentiality guarantees, as we do not enforce privacy for corrupted users.

Afterwards, the user history is updated through “permute”, “set”, and “add” operations as

described in Section 3.2.3. This 3-step process of updating the user history enables flexible

updates, yet defines some rules for the update process so that later in the protocol (see

Section 3.4.8) the user can efficiently prove that they correctly updated the user history.

Outsource The Outsource-task is described in Fig. 3.3. It is a three-party task, consisting

of the user𝑈 providing the data, the operator 𝑂 providing the framework, and a proxy 𝑃

providing computational power.

In it, the functionality verifies that the user has no previous outsourced analytics compu-

tation in progress, and remembers that one was started now. It stores the current user

history alongside the remaining information for later use, and marks it with the pid of

the proxy that should be used for the computation. To allow linkability with the next

Analytics and Update tasks, the functionality also stores the ssid of this task.

Analytics The actual analytical computation between operator and proxy is shown in

Fig. 3.3. This requires that the required number of user logbooks have previously been

outsourced through calls to Outsource. The functionality ensures this by fetching the

values from its state, namely by taking the inputs of the users from LPos.

Similar to a normal computation, the proxy learns only a very basic structure, whereas

the trade secrets involved in creating the function are hidden as input fp from 𝑂 and only

used if they were previously certified by TSA and hence stored in Ltaskfp .

In addition to the computation of the function identified through k according to the

application-specific function Δ and the subsequent storing of the results in LUI for later
use in F (Δ)

𝑃𝑈𝐵𝐴
-Update, the functionality contains leaks in case of corruptions. If both user

and proxy are corrupted, we allow the adversary to input different auxiliary input in𝑈 .
Furthermore, we stress that a corrupted operator can create arbitrary users, which means

that for real protocols, it might be the case that some users who called F (Δ)
𝑃𝑈𝐵𝐴

-Outsource
never registered. For those, we also ask the adversary for their inputs now, and additionally

reveal their output directly after the computation.

Update The premise of our framework is to 1. ensure that any update to the user history

is applied by the user, and 2. reward users who gave their data for analytics tasks. While

relevant information was output during F (Δ)
𝑃𝑈𝐵𝐴

-Analytics, the final task of our functionality
allows the user to fetch the results from F (Δ)

𝑃𝑈𝐵𝐴
-Analytics and obtain the incentive. Fig. 3.3
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shows this step. The functionality fetches the latest user history (to model the fact that

after Outsource, the user can perform further Bookkeeping tasks) and applies the three-

stage update that was defined by the output from Analytics onto it. Furthermore, it marks

the user as being allowed to outsource a computation again. If however both the user

and operator are corrupted, we do not provide any guarantees and thus skip this step.

Otherwise, we only leak the ssid of the corresponding outsource task to the adversary if

at least one of operator or proxy is corrupted.

3.4. Instantiation

We now present the concrete instantiation ΠPUBA of PUBA. We begin by introducing some

special notation (Section 3.4.1) and the cryptographic building blocks and the logbook

data structure (Sections 3.4.2 and 3.4.3). We then explain the general principles underlying

the protocol design (Section 3.4.4), and provide an overview of how the building blocks

are combined to realize the informal security properties from Section 3.2.5 (Section 3.4.5).

Then we provide an overview of the tasks and their workflow (Section 3.4.6), and describe

the subfunctionality F
PPA

that handles the computation of Δ (Section 3.4.7). The complete

protocol specification is given in Section 3.4.8, followed by the formal security theorem

(Section 3.4.9). The full proof of security is deferred to Section A.3.

3.4.1. Protocol-specific Notation

In addition to the general notation introduced in Chapter 2, we use the following protocol-

specific notation throughout this section:

• comval denotes a commitment to the value val
• com denotes a rerandomization of com
• oval denotes a one-time pad suitable to encrypt the value val, and ctval denotes the
result of this encryption

Whenever the protocol states that a party performs some check, that party aborts the

interaction if the check fails.

3.4.2. Cryptographic Building Blocks

This section gives an intuitive overview of the building blocks used in our construction.

For formal definitions see Chapter 2.
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Secure Channels Communication between the operator and the trusted signing author-

ity, as well as with proxies, is done through secure channels. We use the UC-functionality

F
SMT

to model secure channels. A secure channel guarantees authenticity and confiden-

tiality, and identifies both parties that partake in the communication. Communication

between the operator and users only uses F
SMT

during registration. For all other tasks,

users should remain anonymous, and thus we make use of a different UC-functionality,

F os−auth
SMT

, which allows party A to establish a communication channel to party B, iden-

tifying party B but not revealing the identity of party A. It also guarantees authenticity

and confidentiality of messages. For details and formal definitions, see Section 2.3 and

Fig. 2.2.

A Structure-Preserving EUF-CMA-Secure Signature Scheme To ensure the integrity

of the logbook, we use an EUF-CMA-secure signature scheme that is compatible (structure-

preserving) with our zero-knowledge proofs. A possible instantiation is [Abe+11].

An Additively Homomorphic, Structure-Preserving Commitment Scheme Each user

stores data inside their user history alongside additional information (see Section 3.4.3) to

which they need to commit. We require the scheme to be homomorphic, unconditionally

hiding and computationally binding. We require the additive homomorphism for two

reasons: 1. Additively homomorphic commitments are efficiently rerandomizable. We use

rerandomizing commitments to ensure that the commitments seen (and signed) by the

operator after some interaction with the user are not the same as the ones used for the next

interaction with that same user. Before any computation, the user has to prove authenticity

of the user history. This requires the operator to at least learn commitments on the user

history. After performing the computation the updated commitments need to be signed. If

the user would send the old commitments directly to the next interaction, the operator

could link the two tasks using the commitments. As a countermeasure we make heavy

use of the rerandomization-trick: Instead of sending the commitments directly, parties

reveal rerandomized commitments for the next interaction. We explain in Section 3.4.5

how this does not enable new attacks on the unforgeability of user histories. 2. For hiding

the addition vector a from the operator we only output a commitment on this vector to

the operator. The operator can then compute a commitment on the new user history

homomorphically using only this output and the commitment on the old user history

obtained by the user to compute the new signature. The user stores data in a logbook Log
(more on that in Section 3.4.3), which contains data that is updated in every task. Letting

the operator compute the commitment on the new user history homomorphically saves

some rounds of communication and overall complexity. These requirements are satisfied

by the commitments from [Abe+15].

ANon-Interactive Zero-KnowledgeProof-of-Knowledge Scheme This scheme is used

by the user to prove that certain operations have been performed correctly. It needs to be

extractable and zero-knowledge. Groth-Sahai proofs [GS08] satisfy our requirements.
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A Robust Secret Sharing Scheme We use a robust secret sharing scheme, which lets a

party create shares of a secret in such a way that 1. the recipients can verify the integrity of

the received shares, and 2. tampering with the shares can be detected during reconstruction.

Unlike verifiable secret sharing which only protects against a malicious dealer, robust secret
sharing also protects against recipients trying to manipulate their shares in order to change

the reconstructed output.

A Pairing Group All our schemes are defined over an asymmetric pairing group (G1,

G2, GT, 𝑒, 𝑝, 𝐺1, 𝐺2). The groups G1, G2 and GT of prime order 𝑝 are cyclic groups with

generators𝐺1,𝐺2 and 𝑒 (𝐺1, 𝐺2) respectively. Identification of a user relies on the hardness

of the Co-CDH problem [BLS04], which asks to compute𝐺𝑥
2
given 𝐺1,𝐺2,𝐺

𝑥
1
. The Co-DH

assumption is implied by the SXDH assumption [GS08] we use to instantiate Groth-Sahai

proofs.

3.4.3. The User Logbook

We denote by Log the logbook containing the data stored by a user:

Log =

(
UH

comUH
decomUH

,
ser

comser
decomser

,
lin

comlin
decomlin

,
id

comid
decomid

, 𝜎

)
(3.1)

The logbook contains all the data required to maintain the user history and to interact

anonymously with the operator.

The User HistoryUH The key component of the logbook is the user history. It is a

vectorUH := (uh0, . . . , uhm−1) of m Z𝑝 elements that represents the authenticated data

collected by the user.

TheSerialNumber ser The serial number is a singleZ𝑝 element that uniquely determines

a revision of a logbook. It is unique with overwhelming probability, in that throughout

the lifetime of PUBA, there are no two logbooks (neither belonging to different users nor

to the same user) that share the same serial number.

The Linking Number lin We require linkability inside the triplet for outsourcing com-

putations: consecutive tasks of Outsource, Analytics and Update have to be linked to the

same user as otherwise the data outsourced during the Outsource task cannot be used

during Analytics and the changes of the resulting update cannot be applied to the correct

user history during the Update task. We thus use an additional Z𝑝 element that links

these executions for all three parties involved in outsourcing computations, which the

user stores inside the logbook. If no data has been outsourced since the latest update, the

linking number is 0.
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The Identity id The user has a fixed private identity which is represented as a secret Z𝑝

element. It is randomly chosen during UReg and is never directly revealed to anybody. To

prove ownership of the logbook, knowledge of id has to be proven.

The Commitment Information com, decom and Signature 𝜎 To ensure authenticity

the operator generally signs all values inside the logbook. However, the signature is not

on the values directly—as this would conflict with the user’s privacy requirement—but on

commitments thereof. This is why the user not only stores the values inside the logbook

but also the commitments that were used by the operator to compute the signature. As

those are part of the witness to generate zero-knowledge proofs, the user also stores the

corresponding unveil information.

The final value in the logbook is a signature by the operator that ensures integrity of

the commitments on the user history, the serial number, the linking number and the

identity.

3.4.4. General Principles

For every task involving the user, our protocol begins and ends with the same two mecha-

nisms: The authenticated input mechanism ensures the user enters a fresh and authenti-

cated logbook into the interaction while the updating mechanism provides the user with a

new valid logbook when the task is finished.

Authenticated InputMechanism At the start of each task the user owns a valid logbook

Log containing the data shown in Eq. (3.1). To prove the validity of the logbook to the

operator, the user first rerandomizes all commitments com∗ to commitments com∗ by
homomorphically adding a commitment to 0. In the second step, the user computes a

zero-knowledge proof Π showing that they know 1. commitments com∗ on the same values

as the com∗ and 2. a signature 𝜎 that authenticates the original commitments under the

verification key of the operator. The rerandomized commitments com∗ and proof Π are

sent to the operator for validation. The above process is only conducted for values the

operator is not supposed to learn, usually (UH , lin, id). In case the user wants to fetch

updates from an outsourced analytical computation or wants to start one and needs to

show the logbook contains lin = 0, the hidden values are (UH , id) only. The serial number

ser is always revealed at the start of a task and checked by the operator (using a database

lookup) to ensure that the user does not try to use an outdated logbook for a new task.

Updating Mechanism At the end of each task the user and operator jointly compute a

new valid logbook Lognew to be used in the next task. To do so, the operator needs to reliably

learn commitments (comnew

UH , com
new

ser , comnew

lin , comnew

id ) to all new values (UHnew, linnew,
sernew, id) and sign them for the user without learning the values themselves. We now

explain how commitments to each of the values are obtained by the operator.
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The new user history is calculated in two steps: Permutations and value setting by the user

and additive increments by the operator. If there are updates which are not compatible with

the homomorphic property of the underlying commitment scheme—i.e., permutations and

data fields which should be set to entirely new values—the user performs those updates on

their old user history, providing the operator with a new commitment value com′UH to the

updated version and a zero-knowledge proof that they have done so correctly. For updates

compatible with the commitment scheme—i.e., additive increments—the operator directly

learns a commitment coma of the additive increment which they can add to com′UH to

obtain comnew

UH . In case there are only additive updates, the first step is skipped and the

operator directly adds coma to the commitment comUH they learned at the start of the

task.

A new serial number sernew is coin-tossed similar to [Blu81] by the operator and user.

The modified protocol works in two rounds: 1. The user picks a random share sernew(𝑈 ) and

sends a commitment com(𝑈 )ser of that value to the operator. 2. The operator picks a random

share sernew(𝑂) , computes a commitment com(𝑂)ser to that value, calculates the commitment

comnew

ser := com(𝑈 )ser + com(𝑂)ser to the complete value sernew = sernew(𝑈 ) + sernew(𝑂) (without

knowing sernew(𝑈 ) and without learning sernew in the clear) and sends their serial number

share alongside the commitment and unveil information to the user.

The linking number lin of the logbook stays the same for most interactions. Whenever

the linking number is changed (in Outsource and Update) the operator knows the new

value linnew, so computing a new commitment comnew

lin to sign for the user is no problem.

If linnew = lin, the operator can use the rerandomized commitment comnew

lin := comlin from

the old logbook.

The ID id of course stays the same for one user throughout all tasks and hence the operator

can use the rerandomized commitment comnew

id := comid as well.

The operator signs all these commitments (comnew

UH , com
new

ser , comnew

lin , comnew

id ) to create a

signature 𝜎new
for the new logbook and sends it to the user. Finally, the user verifies the

validity of the new logbook Lognew.

3.4.5. Realization of Security Properties

Having introduced the building blocks, data structures, and general principles, we now

explain at a high level how the protocol achieves the security properties described in

Section 3.2.5. This provides a bridge between the informal security requirements and the

formal protocol specification in Section 3.4.8.

Owner Binding Owner binding is achieved through the identity id stored in each logbook.

The user proves knowledge of id in zero-knowledge during the authenticated input

mechanism at the start of each task. Since id is randomly chosen during user registration

and never revealed, only the legitimate owner can successfully prove knowledge of
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this value. The operator’s signature on the commitment to id ensures that this identity

cannot be changed without detection.

History Freshness History freshness relies on the serial number ser mechanism. At the

start of each task, the user reveals ser to the operator, who checks it against a database

to ensure it has not been used before. At the end of each task, a new serial number

sernew is generated via a modified Blum coin-tossing protocol [Blu81] between user

and operator, ensuring both parties contribute randomness. This guarantees that serial

numbers are unique with overwhelming probability and that users cannot reuse old

logbook states.

History Unforgeability Unforgeability is achieved through the operator’s signature on

commitments to all logbook values. The EUF-CMA security of the signature scheme

ensures that users cannot create valid logbooks without the operator’s participation.

The authenticated input mechanism forces users to prove possession of a validly signed

logbook at the start of each task.

The rerandomization of commitments (explained in Section 3.4.2) does not compromise

unforgeability: while users can create fresh commitments to the same values, they

must prove in zero-knowledge that these commitments contain the same values as the

originally signed commitments. The computational binding property of the commitment

scheme ensures that users cannot open rerandomized commitments to different values

than those originally authenticated.

Uniqueness Uniqueness follows from the combination of history freshness and unforge-

ability. Since serial numbers are unique and checked by the operator, and since users

cannot forge valid signatures on commitments, each user can maintain at most one

valid logbook at any point in time.

Function Privacy Function privacy in outsourced computations is guaranteed through

F
PPA

and the hiding property of the commitments used: The sensitive function param-

eters are private inputs to F
PPA

of the operator, and the surrounding protocol only

handles commitments to them that were signed by the trusted signing authority TSA.

Details of this mechanism are provided in Section 3.4.6.

Unlinkability Unlinkability is achieved through commitment rerandomization and zero-

knowledge proofs. At the start of each task, the user sends rerandomized commitments

rather than the original signed commitments. Due to the unconditional hiding prop-

erty of the commitment scheme, these rerandomized commitments are distributed

independently of the original values and cannot be linked across tasks.

An exception is the triplet of Outsource-Analytics-Update tasks, which must be linkable

to ensure computational results are applied to the correct user history. For this purpose,

the logbook contains a linking number lin that is revealed during these three consecutive
tasks but reset to 0 afterwards, ensuring unlinkability across different triplets.

Input Privacy Input privacy is achieved through the use of commitments and zero-knowl-

edge proofs. The user never reveals the actual user historyUH to the operator. Instead,

they provide commitments toUH and prove properties about it in zero-knowledge.
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The unconditional hiding property of the commitment scheme ensures that the operator

learns nothing about the committed values beyond what is explicitly proven.

For additive updates to the user history, the operator learns only a commitment to the

update vector a and can compute the updated commitment homomorphically without

learning the actual values. For non-additive updates (permutations, value setting),

the user performs the update locally and provides a zero-knowledge proof of correct

execution.

Function Parameter Binding Function parameter binding in outsourced computations

is ensured through signatures by a trusted signing authority (TSA). The TSA signs

commitments to function parameters, binding them to specific functions. The user/proxy

verifies these signatures before performing computations, ensuring that only authorized

function-parameter combinations are executed. The details of this mechanism are

described in Sections 3.4.6 and 3.4.8.

3.4.6. Individual Tasks

Let us explain how the central tasks of Bookkeeping, Outsource, Analytics and Update are

realized by ΠPUBA.

Bookkeeping The Bookkeeping task is almost completely covered by the authenticated

input and updating mechanisms explained above. Between the two mechanisms, the user

verifies that the operator uses correctly signed function parameters (cf. Section 3.2.2) for

the task, and both of them jointly compute the update information and additional outputs

according to Δ. We give more information on this MPC computation in Section 3.4.7.

OutsourcingAnalytical Computations An overview of howΠPUBA realizes outsourcing

analytical computations can be found in Fig. 3.4.

For the Outsource task, the user reveals the logbook’s linking number lin to be zero when

proving the validity of their input logbook. Additionally, the user provides additive robust

secret shares of their user history UH and their auxiliary input in𝑈 to the analytics

computation, and of several one-time pads for the proxy and operator, respectively. The

one-time pads will be used to let the user collect their update information and computation

outputs in a privacy-preserving manner. The secret shares are also proven to be computed

correctly. Proxy and operator check the values using the robust secret sharing scheme

and, using the values obtained from the proxy in this process, the operator checks the

zero-knowledge proof to ensure that the shares were created correctly. Proxy and operator

then coin toss a new linking number linnew to be used for this Outsource/Analytics/Update

triple. Again, as the last step the operator provides the user with the necessary information

to obtain a new valid logbook, which only contains a new serial and linking number but

the same user history as before.
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𝑈 𝑃 𝑂

Outsource
Authenticated Input Mechanism

share(UH ,in𝑈 , otp), Πshare

share(UH ,in𝑈 , otp)
Verify Shares

Draw linnew

Updating Mechanism

𝑃 𝑂

Analytics

F
PPA

comfp, 𝜎fp
share(UH ,in𝑈 , otp),

fp, in𝑂
share(UH ,in𝑈 , otp),

comfp

ctout𝑈 ,

UI, out𝑂

ctout𝑈 ,

ct𝑈 𝐼

𝑈 𝑃 𝑂

Update

Authenticated Input Mechanism

ctout𝑈 , ct𝑈 𝐼

ctout𝑈
Updating Mechanism

Figure 3.4.: Simplified depiction of ΠPUBA for outsourcing computations.

As Analytics does not include the user, the general principles from Section 3.4.4 do not

apply to this task. Instead, the proxy verifies that the operator uses correctly signed FPs

fp for the computation. To do so, the operator sends a commitment comfp as well as a

signature 𝜎fp on the commitment to the proxy, who checks that the signature verifies

under the key of the TSA. Afterwards both jointly compute Δ via F
PPA

. Note that—apart

from the update information the operator is supposed to learn—the update information

and outputs for the respective users are one-time padded to retain privacy from both proxy

and operator.

In the Update task, the user again proves their input logbook to be valid, revealing the

linking number lin so the proxy and operator can hand out the correct update information

and user output from Analytics. The user unmasks the one-time padded information from

the proxy and operator, respectively, checking them for consistency. The remainder of the

task again consists of the user and operator conducting the logbook updating mechanism.

The linking number linnew is set to zero again in this process so the user will be able to

outsource a new analytical task.

3.4.7. Wrapping the Computation of Δ

Our protocol requires certain pre- and post-processing steps, before the actual MPC-

protocol can be executed. We model those additional steps, namely how the inputs and
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Functionality F
PPA

This functionality performs the computation specified by Δ in a way that provides input consistency. It is parameterized by the

to-be-computed function Δ, a homomorphic commitment scheme COM which is unconditionally hiding and computationally binding
and uses the subprotocol ΠShare with the same commitment scheme COM.

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .

UReg:
• Input𝑈 : (ureg, ssid, comfp, in𝑈 )
• Input𝑂 : (ureg, ssid, fp, decomfp, in𝑂 )
• Behavior:

1. Check open(comfp, decomfp, fp)
?

= 1

2. Compute result ← Δ(ureg, fp, in𝑈 , in𝑂 )
with result := (UH, out𝑈 , out𝑂 )

3. (comUH, decomUH ) ← commit(UH)
• Output𝑈 : (ssid, UH, decomUH, out𝑈 )
• Output𝑂 : (ssid, comUH, out𝑂 )

Bookkeeping:
• Input 𝑈 : (bookkeep, ssid, k, UH, decomUH, comfp,

in𝑈 )
• Input𝑂 : (bookkeep, ssid, k, comUH, fp, decomfp, in𝑂 )
• Behavior:

1. Check open(comUH, decomUH, UH)
?

= 1.

2. Check open(comfp, decomfp, fp)
?

= 1.

3. Compute result ← Δ(bookkeep, fp, k, UH, in𝑈 ,

in𝑂 )
with result := (𝛼, s, a, out𝑈 , out𝑂 )

4. (coma, decoma ) ← commit(a) .
• Output𝑈 : (ssid, 𝛼, s, a, coma, decoma, out𝑈 )
• Output𝑂 : (ssid, 𝛼, s, coma, out𝑂 )

Analytics:
• Input 𝑃 : (analyt, ssid, k, comfp, {⟨Log⟩𝑃 }

Zk
z=1 )

• Input 𝑂 : (analyt, ssid, k, fp, decomfp, {⟨Log⟩𝑂 }
Zk
z=1,

in𝑂 )
• Behavior:

1. Check open(comfp, decomfp, fp)
?

= 1

2. For every z from 1 to Zk :
– UHz ← ΠShare-Combine (⟨UHz ⟩𝑃 , ⟨UHz ⟩𝑂 )
– in𝑈z ← ΠShare-Combine (⟨in𝑈z ⟩𝑃 , ⟨in𝑈z ⟩𝑂 )
– oOUTz ← ΠShare-Combine (⟨oOUTz ⟩𝑃 , ⟨oOUTz ⟩𝑂 )
– oUNVz ← ΠShare-Combine (⟨oUNVz ⟩𝑃 , ⟨oUNVz ⟩𝑂 )
– o𝛼 z ← ΠShare-Combine (⟨o𝛼 z ⟩𝑃 , ⟨o𝛼 z ⟩𝑂 )
– osz ← ΠShare-Combine (⟨osz ⟩𝑃 , ⟨osz ⟩𝑂 )
– oaz ← ΠShare-Combine (⟨oaz ⟩𝑃 , ⟨oaz ⟩𝑂 )

3. Compute result ← Δ(analyt, fp, k, { (UHz,

in𝑈z ) }Zz=1, in𝑂 )
with result := ({ (𝛼z, sz, az, out𝑈z ) }

Zk
z=1, out𝑂 )

4. For every z from 1 to Zk :
– (comaz , decomaz ) ← commit(az )
– ctdecomaz

:= decomaz + oUNVz
– ctout𝑈z

:= out𝑈z + oOUTz
– ct𝛼z := 𝛼z + o𝛼 z
– ctsz := sz + osz
– ctaz := az + oaz

• Output 𝑃 : (ssid, { (ct𝛼z , ctsz , ctaz , ctdecomaz , ctout𝑈z
) }Zkz=1 )

• Output𝑂 : (ssid, { (𝛼z, sz, comaz , ctout𝑈z
) }Zkz=1, out𝑂 )

Figure 3.5.: The functionality F
PPA

we use to perform the computations.

outputs are handled, by an additional subfunctionality F
PPA

. We constructed our protocol

in a modular way. While our contribution lies in the construction of a privacy-preserving

bookkeeping mechanism built around any existing MPC framework, we move the correct

usage of the MPC framework itself into an own subfunctionality F
PPA

, depicted in Fig. 3.5.

The key reason why we cannot use a general MPC framework directly is that we require

extra steps to ensure that both parties input the same data that was previously verified

by our protocol. However, those extra steps can be achieved by using any protocol for

secret-sharing-based MPC and expanding the computed function accordingly. Moreover,

we stress that for a given instantiation of Δ, more efficient instantiations of F
PPA

making

non-black-box use of Δ (for example by letting the user prove in zero-knowledge that the

function was computed correctly) are also possible.

We use the underlying computation mechanism to extend the following tasks:

UReg Here, user and operator use the actual MPC framework for computing the initial

user history based on the (unauthenticated) inputs of both parties. Essentially, the added
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code verifies, before the computation, that the operator used the same FPs for the MPC that

were also verified earlier. This is done by having the operator input unveil information

decomfp in addition to their function parameters fp, which opens a commitment comfp
input by the user. After the actual output of Δ has been computed, we require additional

steps to compute the initial commitment on the user history; from F
PPA

, the operator only

learns the commitment on the user history and not the actual values.

Bookkeeping Before starting the actual computation of Δ, F
PPA

verifies that both sides

used the correct values as input; verifying the function parameters fp used by the operator

works the same as during UReg. Verification of the user inputs similarly requires the user to

input the user historyUH and unveil information decomUH , which opens a commitment

comUH input by𝑂 . F
PPA

only continues with computing the actual function Δ on the given

inputs if the commitments successfully opened to the specified values. Furthermore, the

additive increment of the update should not be learned by the operator; thus, a commitment

on this vector is generated. The operator then only learns the commitment and the user

learns the plain value and unveil information.

Analytics The function parameters are verified the same way as during UReg and

Bookkeeping. Our protocol for outsourcing the latest user history is shown in Fig. 3.4:

During the Outsource task, it lets the user create robust secret shares of their user history

for the proxy and the operator and prove that those are indeed shares which sum up to an

authenticated user history. The proxy and operator then only insert their respective shares

and the wrapper ensures that 1. the shares are reconstructed correctly, and 2. computation

only continues if no tampering is detected. After successful verification, F
PPA

internally

reconstructs the shares for each user, computes the function, and masks the outputs. This
means that F

PPA
only outputs cryptographically protected private outputs out𝑈 for each

participating user. F
PPA

also provides the proxy 𝑃 with additional information for the user

to verify the integrity of the update. It makes use of the protocol ΠShare given in Fig. 3.6.

The function is designed to output the requiredmaps for our three-stage updatemechanism:

the permutation 𝛼 , the direct update s, and the additive increment a. Since the operator is
again not supposed to learn a, the wrapper adds code that computes an honest commitment

and corresponding unveil information. As the user cannot fetch their relevant output

directly, those are routed through the proxy. To ensure that the proxy does not learn any of

the values in the process, we let the user not only create robust shares of the user history

but also of five one-time pads (OTPs). The first three OTPs hide 𝛼 , s, and a, respectively.
The fourth one hides the decommitment information on a, and the final one is used to mask

the function outputs relevant for the user. The additional code hence has to reconstruct

and apply these masks to the function output and output all these masked values to the

proxy. This hides all information from the proxy 𝑃 , as only the user knows the one-time

pads.
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Protocol ΠShare

This protocol facilitates robust secret sharing. It is parameterized by an unconditionally hiding and computationally binding
homomorphic commitment scheme COM, for which inverse elements in the image group of COM are efficiently computable.

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .

Share:
• Input: x
• Behavior:

1. Sample uniformly random x (0)

2. x (1) := x − x (0)

3. (com(0)x , decom(0)x ) ← commit(x (0) )
4. (com(1)x , decom(1)x ) ← commit(x (1) )
5. ⟨x ⟩0 :=

(
x (0) , com(1)x , decom(0)x

)
6. ⟨x ⟩1 :=

(
x (1) , com(0)x , decom(1)x

)
• Output: (⟨x ⟩0, ⟨x ⟩1 )

Combine:
• Input: (⟨x ⟩0, ⟨x ⟩1 )
• Behavior:

1. Parse (x (0) , com(1)x , decom(0)x ) := ⟨x ⟩0
2. Parse (x (1) , com(0)x , decom(1)x ) := ⟨x ⟩1

3. Check open(com(0)x , decom(0)x , x (0) ) ?

= 1

4. Check open(com(1)x , decom(1)x , x (1) ) ?

= 1

5. x := x (0) + x (1)
• Output: x

Figure 3.6.: Protocol for robust secret sharing.

3.4.8. Complete Protocol Specification

Additionally to the subfunctionality F
PPA

, we make use of two subprotocols that encapsu-

late recurring tasks in our protocol.

A robust secret-sharing-protocol Both our subfunctionality and our protocol make

use of a sharing protocol and its corresponding combine protocol. Those are required so

that the user can share information with 𝑃 and 𝑂 in such a way, that no party —neither 𝑃

nor 𝑂 —can change the shares unnoticed. The protocols are shown in Fig. 3.6.

Essentially, this comes down to additive secret sharing, where the dealer does not only
send the additive share of a value to each party, but also adds a commitment on the

respective other party’s share. Additionally, each party obtains unveil information on its

own commitment.

The combine protocol then lets each party send their own value and their unveil informa-

tion; the other party only accepts if the unveil information matches the commitment it

received during the sharing-phase.

Logbook verification Additionally, since this task is used after each user interaction

during any task, we have a verification protocol ΠVerify, shown in Fig. 3.7. This protocol

lets a user check that their logbook Log has been created correctly.

The protocol basically verifies that all the commitments are on the correct values and that

the signature is correct.

Additionally, we also encapsulated the process of sharing the whole logbook (using ΠShare)

and verifying those shares into ΠVerify.
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Protocol ΠVerify

This protocol facilitates sharing and verification of logbooks. It is parameterized by an unconditionally hiding and computationally
binding homomorphic commitment scheme COM, for which inverse elements in the image group of COM are efficiently computable,

and an EUF-CMA-secure, structure-preserving signature scheme SIG.
. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .

Verify Logbook:
• Input: (VfyL, Log := (UH, comUH, decomUH, ser,
comser , decomser , lin, comlin, decomlin, id, comid , decomid ,

𝜎 ) )
• Behavior:

1. Check open(comUH, decomUH, UH)
?

= 1

2. Check open(com(𝑂 )ser , decom(𝑂 )ser , ser (𝑂 ) ) ?

= 1

3. Check open(comlin, decomlin, lin)
?

= 1

4. Check open(comid , decomid , id )
?

= 1

5. Check SIG.Vf (vk𝑂 , (comUH, comser , comlin, comid ), 𝜎 )
?

=

1

• Output: (Log)
. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .

Share Logbook:
• Input: (ShareL, Log := (UH, comUH, decomUH, ser,
comser , decomser , lin, comlin, decomlin, id, comid , decomid ,

𝜎 ) )
• Behavior:

1. oOUT
r← IN, oUNV

r← Z𝑝

2. o𝛼
r← Zm

𝑝 , os
r← Zm

𝑝 , oa
r← Zm

𝑝

3. (⟨UH⟩𝑃 , ⟨UH⟩𝑂 ) ← ΠShare-Share (UH)
4. (⟨in𝑈 ⟩𝑃 , ⟨in𝑈 ⟩𝑂 ) ← ΠShare-Share (in𝑈 )
5. (⟨oOUT ⟩𝑃 , ⟨oOUT ⟩𝑂 ) ← ΠShare-Share (oOUT )
6. (⟨oUNV ⟩𝑃 , ⟨oUNV ⟩𝑂 ) ← ΠShare-Share (oUNV )

7. (⟨o𝛼 ⟩𝑃 , ⟨o𝛼 ⟩𝑂 ) ← ΠShare-Share (o𝛼 )
8. (⟨os ⟩𝑃 , ⟨os ⟩𝑂 ) ← ΠShare-Share (os )
9. (⟨oa ⟩𝑃 , ⟨oa ⟩𝑂 ) ← ΠShare-Share (oa )
10. ⟨Log⟩𝑋 := (⟨UH⟩𝑋 , ⟨in𝑈 ⟩𝑋 , ⟨oOUT ⟩𝑋 , ⟨oUNV ⟩𝑋 ,

⟨o𝛼 ⟩𝑋 , ⟨os ⟩𝑋 , ⟨oa ⟩𝑋 ) for 𝑋 ∈ {𝑃,𝑂 }
• Output: (oOUT, oUNV, o𝛼 , os, oa, ⟨Log⟩𝑂 , ⟨Log⟩𝑃 )
. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .

Verify Shares:
• Input: (VfyS, ⟨Log⟩𝑋 , VerInf (Log)𝑌 ) with𝑋 ∈ {𝑃,𝑂 } and
𝑌 ∈ {𝑃,𝑂 } \ {𝑋 }

• Behavior:

1. VerInf (Log)𝑌 ≕ (com(𝑌 )UH, com
(𝑌 )
in𝑈

, com(𝑌 )oOUT , com
(𝑌 )
oUNV ,

com(𝑌 )o𝛼 , com(𝑌 )os , com(𝑌 )oa )
2. Check open(com(𝑌 )UH, decom

(𝑋 )
UH,UH

(𝑋 ) ) ?

= 1

3. Check open(com(𝑌 )in𝑈
, decom(𝑋 )in𝑈

,in(𝑋 )
𝑈
) ?

= 1

4. Check open(com(𝑌 )oOUT , decom
(𝑋 )
oOUT ,oOUT

(𝑋 ) ) ?

= 1

5. Check open(com(𝑌 )oUNV , decom
(𝑋 )
oUNV ,oUNV

(𝑋 ) ) ?

= 1

6. Check open(com(𝑌 )o𝛼 , decom(𝑋 )o𝛼 ,o𝛼 (𝑋 ) )
?

= 1

7. Check open(com(𝑌 )os , decom(𝑋 )os ,os
(𝑋 ) ) ?

= 1

8. Check open(com(𝑌 )oa , decom(𝑋 )oa ,oa
(𝑋 ) ) ?

= 1

• Output: (ok)

Figure 3.7.: Protocol for user logbook verification.

3.4.8.1. The Protocol

With those building blocks we can now provide our full protocol. The protocol runs

in the {F
PPA

, F
BB
, F

SMT
, F os−auth

SMT
, F

CRS
}-hybrid model. Those are used for the following

purpose:

F
PPA

has been explained in Fig. 3.5.

F
BB

is used during user registration to ensure that no user creates more than one account

and to verify that the user really is who they claim to be and is given in Fig. 2.1b.

F
SMT

/F os−auth
SMT

are used to provide secure and authenticated communication between

parties and are given in Figs. 2.2a and 2.2b.

F
CRS

is required for our pairing-based instantiations of the zero-knowledge protocol and

is given in Fig. 2.1a.

The full protocol is parameterized by:

• group parameters gp specifying pairing-friendly curves over which all other building

blocks are instantiated.
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Protocol ΠPUBA(1𝜆, 𝑛, 𝑡), Part 1
Party State:
• Every party stores:

– Common reference strings (crsZK, crscom )
• The operator𝑂 stores:

– Signature key pair (vk𝑂 , sk𝑂 )
– List Lusers of registered user public keys

– List LSER of observed serial numbers

– Mapping 𝑓
(𝑂 )
OI

on {pid𝑃 } × {1, . . . ,K } that maps (pid𝑃 , k)
to a list 𝑓

(𝑂 )
OI
(pid𝑃 , k) of entries (lin, ⟨UH⟩𝑂 , ⟨in𝑈 ⟩𝑂 ,

⟨oOUT ⟩𝑂 , ⟨o𝛼 ⟩𝑂 , ⟨os ⟩𝑂 , ⟨oa ⟩𝑂 )
– Partial mapping 𝑓

(𝑂 )
UI

on {lin} : lin ↦→ (𝛼, s, coma,

ctout𝑈 )
– List Ltaskfp of certified function parameters fp together with
the tuple (comfp, decomfp, 𝜎fp )

• Each proxy 𝑃 stores:

– Verification key vk𝑂 of the operator

– Verification key vkTSA of the trusted signing authority

– Mapping 𝑓
(𝑃 )
OI

on {1, . . . ,K } that maps k to a list 𝑓 (𝑃 )
OI
(k) of

entries (lin, ⟨UH⟩𝑃 , ⟨in𝑈 ⟩𝑃 , ⟨oOUT ⟩𝑃 , ⟨o𝛼 ⟩𝑃 , ⟨os ⟩𝑃 ,
⟨oa ⟩𝑃 )

– Partial mapping 𝑓
(𝑃 )
UI

on {lin} : lin ↦→ (ct𝛼 , cts, cta,
ctout𝑈 )

• Each user𝑈 stores:

– User logbook Log
– User public key pk𝑈
– One-time pads o𝛼 , os, oa, oOUT and oUNV
– Verification key vk𝑂 of the operator

– Verification key vkTSA of the trusted signing authority

Init:
• Input𝑂 : (init)
• Input TSA: (init)
• Behavior:

𝑂 : (vk𝑂 , sk𝑂 ) ← SIG.Keygen(gp)
𝑂 : Send (Register, 𝑣𝑘𝑜 ) to F

BB

TSA: (vkTSA , skTSA ) ← SIG.Keygen(gp)
TSA: Send (Register, vkTSA ) to FBB

• Output both: (init,ok)

SignFP:
• Input𝑂 : (signfp, ssid, fp, task, in𝑂 )
• Input TSA: (signfp, ssid, inTSA )
• Behavior:

𝑂 : (comfp, decomfp ) ← commit(fp)
𝑂 : Send (ssid ∥1, pidTSA , (fp, comfp, decomfp,

task, in𝑂 ) ) to F
SMT

TSA: Receive (ssid ∥1, pid𝑂 , (fp, comfp, decomfp,

task, in𝑂 ) ) from F
SMT

TSA: Check Δ(signfp, fp, task, in𝑂 , inTSA )
?

=

1

TSA: Check open(comfp, decomfp, fp)
?

= 1

TSA: 𝜎fp ← Sign(skTSA , (task, comfp ) )
TSA: Send (ssid ∥2, pid𝑂 , (𝜎fp ) ) to F

SMT

𝑂 : Receive (ssid ∥2, pidTSA , (𝜎fp ) ) from FSMT

𝑂 : Add (fp, comfp, decomfp, 𝜎fp ) to Ltaskfp
• Output both: (signfp, ssid, ok)

Figure 3.8.: Protocol ΠPUBA part 1, state and initialization.

• an unconditionally hiding and computationally binding homomorphic commitment scheme
COM for which inverse elements in the image group of COM are efficiently computable.

This is instantiated as the same scheme in ΠShare and ΠVerify.

• an EUF-CMA-secure, structure-preserving signature scheme SIG. Again, this scheme is

the same as the one used for ΠVerify.

• a trapdoor dual-mode zero-knowledge proof-of-knowledge scheme POK based on a

common reference string crsZK where an honestly chosen crsZK yields overwhelming

completeness and negligible soundness error whereas one mode offers 𝐹 -extractability

and the other mode offers simulatability.

The protocol from Figs. 3.8, 3.9, 3.11 and 3.13 makes heavy use of the languages defined in

Figs. 3.10, 3.12a, 3.12b, 3.14a and 3.14b. The intuition behind each task is as follows:

Init Before any other task can be executed, the operator and the TSA have to run the

Init task shown in Fig. 3.8. While we modeled it as a two-party task, the two parties never

interact with one another and only create their signing keys and register them at F
BB
.
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SignFP Our framework is designed such that it hides the function details from the user.

While we believe this to be extremely important on one hand, as the operator potentially

spent a lot of time and money in the creation of the model, we stress that fully hiding the

function and the result from the user allows for a trivial attack on the user’s anonymity if

the operator inputs a non-privacy-preserving function such as the identity.

As a compromise we suggest a third party which certifies that the operator’s input meets

certain privacy criteria: the trusted signing authority (TSA) TSA. The key idea is that the

to-be-computed function only has a very generic design—say in the form of general logistic

regression or a neural network—but the function specifics are stored in function parameters

fp. In order to circumvent the attack sketched above and ensure that the operator only

ever uses valid inputs, the tasks UReg, Bookkeeping, and Analytics require signed FPs. To

that end, the task SignFP shown in Fig. 3.8 lets the operator input some FPs fp which are to

be used for computation of some task task ∈ {ureg, (bookkeep, k), (analyt, k)}
alongside a commitment comfp and corresponding unveil information decomfp. Here, k
identifies which of the possibly multiple generic function designs for the given task these

function parameters belong to. The TSA verifies them using the application-dependent

Δ to ensure that they match the required privacy standards. We assume those privacy

standards to be public knowledge.

If a given set of FPs verifies, the operator obtains a signature 𝜎fp on (task, comfp) and
uses comfp as future certificate for fp: Before using the FPs fp, the 𝑂 sends comfp and 𝜎fp
to the respective other party (the user or the proxy, respectively), who then inputs comfp
into F

PPA
. The operator 𝑂 inputs fp and decomfp. Before starting the computation defined

by Δ, the commitment is verified. The binding property of the commitment scheme COM
ensures that the operator can only use FPs which were signed by TSA.

Details of RUR

stmt := (pk𝑈 , comid )
wit := (decomid , id′ )

RUR = { (stmt, wit ) |
• 𝑒

(
pk𝑈 ,𝐺2

)
= 𝑒 (𝐺1, id′ )

• open(comid , decomid , pk𝑈 ) =

1

}

Figure 3.10.: Zero-Knowledge
relation RUR used during user

registration.

UReg The protocol for user registration is shown in Fig. 3.9.

We want to ensure that each user has at most a single logbook.

To ensure that no user can create multiple accounts we make

use of the Bulletin Board functionality F
BB
. This lets the

user register a key exactly once. The user has to publish a

fresh public key to the bulletin board which is taken from

the pairing group given in gp. The user can only register

if they know the corresponding secret key and hence prove

knowledge of it using the zero-knowledge proof from Fig. 3.10.

This proves knowledge of both decomid and id such that the

pairing equation is fulfilled and such that the commitment

comid unveils to pk𝑈 . The operator𝑂 then only accepts if this

proof is valid and if the public key has not been used before.

If this succeeds the two parties engage in the creation of the initial user history.

The initial contents of the user history are computed via the MPC-framework from F
PPA

according to Δ which can depend on additional secret FPs which are input by the operator.
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Protocol ΠPUBA(1𝜆,Δ), Part 2
UReg:
• Input𝑈 : (ureg, ssid, in𝑈 )
• Input𝑂 : (ureg, ssid, fp, in𝑂 )
• Behavior:

𝑈 : Send (value) to F
CRS

and store output crsZK, crscom
𝑈 : Send (Retrieve, pid𝑂 ) to FBB and store output

vk𝑂
𝑈 : Send (Retrieve, pidTSA ) to FBB and store output

vkTSA
𝑈 : id

r← Z𝑝 , pk𝑈 := id ·𝐺1

𝑈 : Send (Register, pid𝑈 , pk𝑈 ) to FBB
𝑈 : (comid , decomid ) ← commit(crscom, id )
𝑈 : stmt := (pk𝑈 , comid )
𝑈 : wit := (decomid , id′ := id ·𝐺2 )
𝑈 : Π ← Prove(crsZK, RUR, stmt, wit )
𝑈 : (sernew ) (𝑈 ) r← Z𝑝

𝑈 : (com(𝑈 )sernew , decom
(𝑈 )
sernew ) ← commit(crscom, (sernew ) (𝑈 ) )

𝑈 : Send (ssid ∥1, pid𝑂 , (Π, comid , com
(𝑈 )
sernew ) ) to FSMT

𝑂 : Wait for output (ssid ∥1, pid𝑈 , (Π, comid ,

com(𝑈 )sernew ) ) from FSMT

𝑂 : Load (fp, comfp, decomfp, 𝜎fp ) from Luregfp
𝑂 : Send (Retrieve, pid𝑈 ) to FBB and obtain output

pk𝑈
𝑂 : Check that no user with public key pk𝑈 has registered

before

𝑂 : stmt := (pk𝑈 , comid )
𝑂 : Check Vf (crsZK, RUR, stmt,Π) ?

= 1

𝑂 : Send (ssid ∥2, pid𝑈 , (comfp, 𝜎fp ) ) to F
SMT

𝑈 : Wait for output (ssid ∥2, pid𝑂 , (comfp, 𝜎fp ) ) from
F
SMT

𝑈 : Check SIG.Vf (vkTSA , (ureg, comfp ), 𝜎fp )
?

= 1

𝑈 : Send (ureg, ssid ∥1, comfp, in𝑈 ) to F
PPA

𝑂 : Send (ureg, ssid ∥1, fp, decomfp, in𝑂 ) to F
PPA

𝑈 : Wait for output (ssid ∥1, UH, decomUH, out𝑈 )
from F

PPA

𝑂 : Wait for output (ssid ∥1, comUH, out𝑂 ) from F
PPA

𝑂 : (sernew ) (𝑂 ) r← Z𝑝

𝑂 : (com(𝑂 )sernew , decom
(𝑂 )
sernew ) ← commit( (sernew ) (𝑂 ) )

𝑂 : comsernew := com(𝑂 )sernew ⊕ com(𝑈 )sernew
𝑂 : (comlin, decomlin ) ← commit(0)
𝑂 : 𝜎 ← Sign(sk𝑂 , (comUH, comsernew , comlin, comid ) )
𝑂 : Send (ssid ∥3, pid𝑈 , (comUH, (sernew ) (𝑂 ) ,

com(𝑂 )sernew , decom
(𝑂 )
sernew , comlin, decomlin, 𝜎 ) ) to F

SMT

𝑈 : Wait for output (ssid ∥3, pid𝑂 , (comUH,
(sernew ) (𝑂 ) , com(𝑂 )sernew , decom(𝑂 )sernew , comlin,

decomlin, 𝜎 ) ) from F
SMT

𝑈 : Set sernew := (sernew ) (𝑈 ) + (sernew ) (𝑂 )

𝑈 : Set comsernew := com(𝑈 )sernew ⊕ com(𝑂 )sernew

𝑈 : Set decomsernew := decom(𝑈 )sernew ⊕ decom(𝑂 )sernew
𝑈 : Set Lognew := (UH, comUH, decomUH, sernew,

comsernew , decomsernew , 0, comlin, decomlin, id,
comid , decomid , 𝜎 )

𝑈 : Check ΠVerify (VfyL, Lognew ) and store Lognew

• Output𝑈 : (ssid, UH, out𝑈 )
• Output𝑂 : (ssid, out𝑂 )

Figure 3.9.: Protocol ΠPUBA part 2, user registration.

These are verified before the computation such that only FPs that were signed by TSA
can be used for the computation.

After obtaining the initial user history this way the two parties create the initial logbook

together. The principle is fairly similar in this task to all the following tasks: To ensure

history freshness, the user has to carry a serial number ser in their logbook which is

invalidated during the next interaction with the operator. However, the serial number

would allow tracking of the same user through different tasks—which we want to avoid.

Hence, we decided to take inspiration from the Blum coin flipping protocol [Blu81] over Z𝑝

where only the user learns the outcome of the coin toss and the operator only learns that the

outcome is randomly distributed over Z𝑝 . This is to ensure that no party picks a malicious

serial number such as one that contains tracking information. Using the homomorphism

of the commitment scheme COM, the operator thus can create a commitment on the

actual serial number based only on the commitment of the user’s share and their own

commitment.

Using this information alongside the previously created commitments comlin on the linking

number (which is initially 0 as it is set only if outsourcing-triplets have been started) and

comUH and comid which were obtained from the user, the operator creates a signature.
This signature is only over commitments. Our instantiation of the signature scheme

preserves the structure of the message, ensuring that this can later be used to prove in
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Protocol ΠPUBA(1𝜆,Δ), Part 3
Bookkeeping:
• Input𝑈 : (bookkeep, ssid, k, in𝑈 )
• Input𝑂 : (bookkeep, ssid, k, fp, in𝑂 )
• Behavior:

𝑈 : (comUH, decomUH ) ← ReRand(comUH, decomUH )
𝑈 : (comlin, decomlin ) ← ReRand(comlin, decomlin )
𝑈 : (comid , decomid ) ← ReRand(comid , decomid )
𝑈 : stmtVal := (crscom, comUH, ser, comlin, comid , vk𝑂 )
𝑈 : witVal := (comUH, decomUH, decomUH, comser ,

decomser , comlin, decomlin, decomlin, pk𝑈 , comid ,

decomid , decomid , 𝜎 )
𝑈 : ΠVal ← Prove(crsZK, RVal, stmtVal, witVal )
𝑈 : (sernew ) (𝑈 ) r← Z𝑝

𝑈 : (com(𝑈 )sernew , decom
(𝑈 )
sernew ) ← commit( (sernew ) (𝑈 ) )

𝑈 : Send (send, ssid ∥1, pid𝑂 , (comUH, ser, comlin, comid ,

ΠVal, com
(𝑈 )
sernew ) ) to F

os−auth
SMT

𝑂 : Wait for output (send, ssid ∥1, (comUH, ser, comlin,

comid , ΠVal, com
(𝑈 )
sernew ) ) from F

os−auth
SMT

𝑂 : stmtVal := (crscom, comUH, ser, comlin, comid , vk𝑂 )
𝑂 : Check Vf (crsZK, RVal, stmtVal, ΠVal ) = 1

𝑂 : Check ser ∉ LSER
𝑂 : LSER := LSER ∪ {ser }
𝑂 : Load (fp, comfp, decomfp, 𝜎fp ) from Lbookkeep(k)fp

𝑂 : Send (respond, ssid ∥1, (comfp, 𝜎fp ) ) to Fos−auth
SMT

𝑈 : Wait for output (respond, ssid ∥1, (comfp, 𝜎fp ) ) from
Fos−auth
SMT

𝑈 : Check SIG.Vf (vkTSA , (bookkeep, k, comfp ), 𝜎fp ) =
1

𝑈 : Send (bookkeep, ssid, k, UH, decomUH, comfp,

in𝑈 ) to F
PPA

𝑂 : Send (bookkeep, ssid, k, comUH, fp, decomfp, in𝑂 )
to F

PPA

𝑈 : Wait for output (ssid, 𝛼, s, a, coma, decoma, out𝑈 )
from F

PPA

𝑈 : if 𝛼 = ⊥ ∧ s = ⊥ then
– Apply addition: UHnew

:= UH + a
– (comnew

UH, decomnew

UH ) ← (comUH, decomUH ) ⊕
(coma, decoma )

𝑈 : else
– Apply permutation: UH′ := 𝛼 (UH)

– For 𝑖 from 0 to |UH| − 1, if s[𝑖 ] ≠ ⊥, then set

UH′′ [𝑖 ] := s[𝑖 ], else copy UH′′ [𝑖 ] := UH′ [𝑖 ]
– Apply addition: UHnew

:= UH′′ + a
– (com′UH, decom

′
UH ) ← commit(UH′ )

– (com′′UH, decom
′′
UH ) ← commit(UH′′ )

– (comnew

UH, decomnew

UH ) := (com′′UH, decom′′UH ) ⊕
(coma, decoma )

– Parse (uh0, . . . , uhm−1 ) =: UH, (uh′
0
, . . . , uh′m−1 ) =:

UH′ , and (uh′′
0
, . . . , uh′′m−1 ) =: UH′′

– stmtTr := (crscom, comUH, com′UH, com
′′
UH, 𝛼, s)

– witTr := (decomUH, decom′UH, decom
′′
UH, uh0, . . . ,

uhm−1, uh′0, . . . , uh
′
m−1, uh

′′
0
, . . . , uh′′m−1 )

– ΠTr ← Prove(crsZK, RTr , stmtTr , witTr )
– Send (send, ssid ∥2, pid𝑂 , (com′UH, com

′′
UH, ΠTr ) )

to Fos−auth
SMT

𝑂 : Wait for output (ssid, 𝛼, s, coma, out𝑂 ) from F
PPA

𝑂 : if 𝛼 ≠ ⊥ ∨ s ≠ ⊥ then
–Wait for output (send, ssid ∥2, (com′UH, com′′UH,
ΠTr ) ) from Fos−auth

SMT

– stmtTr := (crscom, comUH, com′UH, com
′′
UH, 𝛼, s)

– Check Vf (crsZK, RTr , stmtTr , ΠTr )
?

= 1

– comnew

UH := com′′UH ⊕ coma
𝑂 : else

– comnew

UH := comUH ⊕ coma

𝑂 : (sernew ) (𝑂 ) r← Z𝑝

𝑂 : (com(𝑂 )sernew , decom
(𝑂 )
sernew ) ← commit( (sernew ) (𝑂 ) )

𝑂 : comnew

ser := com(𝑂 )sernew ⊕ com(𝑈 )sernew
𝑂 : 𝜎new ← Sign(sk𝑂 , (comnew

UH, com
new

ser , comlin, comid ) )
𝑂 : Send (respond, ssid ∥2, (comnew

UH, (ser
new ) (𝑂 ) ,

com(𝑂 )sernew , decom
(𝑂 )
sernew , 𝜎

new ) ) to Fos−auth
SMT

𝑈 : Wait for output (respond, ssid ∥2, (comnew

UH,

(sernew ) (𝑂 ) , com(𝑂 )sernew , decom(𝑂 )sernew , 𝜎new ) ) from

Fos−auth
SMT

𝑈 : Set Lognew := (UH, comUH, decomUH, sernew,
comsernew , decomsernew , 0, comlin, decomlin, id, comid ,

decomid , 𝜎 )
𝑈 : Check ΠVerify (VfyL, Lognew ) and store Lognew

• Output𝑈 : (ssid, UH, out𝑈 )
• Output𝑂 : (ssid, out𝑂 )

Figure 3.11.: Protocol ΠPUBA part 3, Bookkeeping.

zero-knowledge that a signature on a commitment of a given value is known. Furthermore,

since the commitment itself could theoretically be used for linking when seeing it again,

the operator only sees rerandomized versions of this commitment in future interactions

alongside a zero-knowledge proof that this rerandomization is really on a commitment for

which a signature made by the operator is known.

Note that all the communication happening here is identifying on both sides—even for the

user. The id is uniquely identifiable and hence hidden by the user from this point onward.

It is only used in the witness of zero-knowledge proofs in future interactions.

Bookkeeping The protocol for directly updating the user history is given in Fig. 3.11.

Essentially, it is a wrapper around F
PPA

: Before accessing the hybrid functionality the user
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Details of the relation RVal

stmt := (crscom, comUH, ser, comlin, comid , vk𝑂 )
wit := (comUH, decomUH, decomUH, comser , decomser ,

comlin, decomlin, decomlin, pk𝑈 , comid , decomid , decomid ,

𝜎 )

RVal = { (stmt, wit ) |
• open( (comUH ⊖ comUH ),

(decomUH ⊖ decomUH ), 0) = 1

• open(comser , decomser , ser ) = 1

• open( (comlin ⊖ comlin ), (decomlin ⊖ decomlin ), 0) = 1

• open(comid , decomid , pk𝑈 ) = 1

• open(comid , decomid , pk𝑈 ) = 1

• SIG.Vf (vk𝑂 , (comUH, comser , comlin, comid ), 𝜎 ) = 1

}

(a) Zero-Knowledge relation RVal used to prove logbook validity.

Details of the relation RTr

stmt := (crscom, comUH, com′UH, com
′′
UH, 𝛼, s)

wit := (decomUH, decom′UH, decom
′′
UH, uh0, . . . , uhm−1,

uh′
0
, . . . , uh′m−1, uh

′′
0
, . . . , uh′′m−1 )

RTr = { (stmt, wit ) |
• open(comUH, decomUH, (uh0, . . . , uhm−1 ) ) = 1

• open(com′UH, decom
′
UH, (uh

′
0
, . . . , uh′m−1 ) ) = 1

• open(com′′UH, decom
′′
UH, (uh

′′
0
, . . . , uh′′m−1 ) ) = 1

• For 𝑖 from 0 to𝑚 − 1:

– uh′𝑖 = uh𝛼 (𝑖 )

– uh′′𝑖 :=

{
s[𝑖 ] for s[𝑖 ] ≠ ⊥
uh′𝑖 for s[𝑖 ] = ⊥

}

(b) Zero-Knowledge relation RTr used to update a logbook.

Figure 3.12.: Zero-knowledge relations used for logbook manipulation.

proves to the operator that the latest input is used, and the operator proves to the user that

it will input valid function parameters that were signed by TSA. The relation RVal for

proving the former can be found in Fig. 3.12a: The user proves correct rerandomization

of the user history and that they know serial, id and linking number for which they

know a signature from 𝑂 . For the latter—namely letting the operator prove that the FPs

used for the computation are validly signed—we use an interactive protocol: 𝑂 sends the

commitment and the signature on the current task and the commitment to the user. Note

that we do not hide from the user which FPs will be used—meaning that the user learns

whether the same FPs have been used in previous computations—but only what those

FPs are. Hence we do not require any form of rerandomization. The operator sends comfp
alongside the signature 𝜎fp directly to the user. The user then verifies the signature using

the verification key vkTSA of TSA and only continues if this signature is valid. In that

case, the user inputs the commitment to F
PPA

.

The operator inputs the corresponding opening information decomfp and the clear values

of fp. The definition of F
PPA

ensures that computation happens only if decomfp (which

is an input by the operator) successfully opens comfp (which is input by the user) to fp
(which again is input by the operator). Assuming both unforgeability of signatures and

binding of the commitment scheme, this ensures that no malicious operator can input

uncertified function parameters; they either would have to forge a signature on a new

commitment without knowing the signing key of TSA or use an existing signature but

find some opening information and clear text values which open the (previously signed)

comfp to a different value.

After computation via F
PPA

, the user updates their user history. We consider this task’s

use case to be primarily for bookkeeping and for updating the user history, which is why

we allow more complex transformations here than in Analytics. The user obtains the triple

(𝛼, s, a) from F
PPA

, the vectors 𝛼 and s are also learned by the operator. This triple contains
a permutation 𝛼 that arbitrarily permutes contents of the user history and can be the

identity if no permutation is required, a set vector s which defines which slots of the user
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history are set to new values directly and which can contain elements indicating that the

old values should be used, and a private add vector a which defines the additive increment

for each value of the user history which can be the neutral element if this entry should

not be changed. The first two maps are applied to the elements in the user history directly

by the user: First the contents are permuted according to 𝛼 and then those slots for which

an entry in s exists are updated to their corresponding new values. The user then proves

to the operator that they updated their history correctly. For that purpose the relation RTr
from Fig. 3.12b is used. Note that the operator never learns the actual contents of the new

user history. Instead, the operator only learns a commitment on it and the permutation 𝛼

and the directly updated values s. The proof alongside the commitments on the new user

history are sent to the operator. We stress that this step is optional in our protocol and

can be skipped if the output of the function only contained a trivial permutation 𝛼 and set

vector s (that is, one that does not manipulate the user history). In this case both parties

directly engage in the computation of the new user history instead of the user proving

and the operator verifying that the updates were applied correctly.

The operator homomorphically computes the commitment of the final user history us-

ing the commitment on the permuted and updated user history from the user and the

commitment on the addition vector a obtained from F
PPA

. The same technique is used to

update the serial number homomorphically. This commitment is incorporated into the

signature computed by the operator. The operator then sends the information required by

the user to create the new logbook to the user. The user updates their logbook as in the

UReg task.

Outsource The goal of the Outsource task is to distribute the data of the user between
the operator and a proxy in such a way that 1. both parties know afterwards that the values

were shared correctly, and 2. assuming 𝑃 and 𝑂 do not work together no information on

the user data is leaked. Those two guarantees are met by the robust secret sharing protocol

from Fig. 3.6 which creates shares of a given user input such that each party obtains its

own additive share and a commitment of the other party’s share. Additionally, each party

gets their own unveil information for later verification.

The user uses the robust secret-sharing protocol ΠShare-Share to create robust shares of

the user historyUH which are later used for the computation, the auxiliary input in𝑈 ,
and five one-time pads o𝛼 , os, oa, oOUT and oUNV. Those are also used as input for the

analytics computation, as they mask the following outputs: The first three pads (o𝛼 , os and

oa) mask the three outputs relevant for updating the user history (namely the permutation

𝛼 , the set vector s and the addition vector a) later from the proxy such that given the

output of F
PPA

to 𝑃 , only the user can reconstruct them. The fourth pad (oOUT) masks the

auxiliary output out𝑈 .

During Analytics the operator only learns a commitment coma of the addition vector

a. For an update that works analogous to the Bookkeeping task, the user requires the

decommitment information decoma. Since there are commitment schemes in which access
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Protocol ΠPUBA(1𝜆,Δ), Part 4
Outsource:
• Input𝑈 : (outsource, ssid, k, in𝑈 )
• Input𝑂 : (outsource, ssid, k)
• Input 𝑃 : (outsource, ssid, k)
• Behavior:

𝑈 : (otps, ⟨Log⟩𝑂 , ⟨Log⟩𝑃 ) ← ΠVerify (ShareL, Log)
𝑈 : Store otps := (oOUT, oUNV, o𝛼 , os, oa )
𝑈 : (comid , decomid ) ← ReRand(comid , decomid )
𝑈 : (UH (𝑂 ) , com(𝑃 )UH, decom

(𝑂 )
UH ) := ⟨UH⟩

𝑂

𝑈 : stmt := (crscom, ⟨UH⟩𝑂 , com(𝑂 )UH, ser, comid , vk𝑂 )
𝑈 : wit := (comUH, decomUH, decom(𝑃 )UH, comser , decomser ,

comlin, decomlin, pk𝑈 , comid , decomid , decomid , 𝜎 )
𝑈 : Π ← Prove(crsZK, ROS, stmt,wit )
𝑈 : (sernew ) (𝑈 ) r← Z𝑝

𝑈 : (com(𝑈 )sernew , decom
(𝑈 )
sernew ) ← commit( (sernew ) (𝑈 ) )

𝑈 : Send (send, ssid ∥1, pid𝑂 , (⟨Log⟩𝑂 , ser, comid , Π,

com(𝑈 )sernew ) ) to F
os−auth
SMT

𝑈 : Send (send, ssid ∥2, pid𝑃 , (⟨Log⟩𝑃 ) ) to Fos−authSMT

𝑂 : Wait for output (send, ssid ∥1, (. . .) ) from Fos−auth
SMT

𝑂 : Check ser ∉ LSER
𝑂 : LSER := LSER ∪ {ser }
𝑂 : (linnew ) (𝑂 ) r← Z𝑝

𝑂 : (com(𝑂 )linnew , decom
(𝑂 )
linnew ) ← commit( (linnew ) (𝑂 ) )

𝑂 : Send (ssid ∥3, pid𝑃 , (VerInf (Log)𝑂 , com(𝑂 )linnew ) ) to FSMT

𝑃 : Wait for output (send, ssid ∥2, (⟨Log⟩𝑃 , com(𝑂 )linnew ) )
from Fos−auth

SMT
and (ssid ∥3, pid𝑂 , (VerInf (Log)𝑂 ) ) from

F
SMT

𝑃 : Check ΠVerify (VfyS, ⟨Log⟩𝑃 , VerInf (Log)𝑂 ) = ok
𝑃 : (linnew ) (𝑃 ) r← Z𝑝

𝑃 : Send (ssid ∥4, pid𝑂 , (VerInf (Log)𝑃 , (linnew ) (𝑃 ) ) ) to
F
SMT

𝑂 : Wait for output (send, ssid ∥4, pid𝑃 , (VerInf (Log)𝑃 ,
(linnew ) (𝑃 ) ) ) from F

SMT

𝑂 : stmt := (crscom, ⟨UH⟩𝑂 , com(𝑂 )UH, ser, comid , vk𝑂 )
𝑂 : Check Vf (crsZK, ROS, stmt,Π) = 1

𝑂 : Check ΠVerify (VfyS, ⟨Log⟩𝑂 , VerInf (Log)𝑃 ) = ok
𝑂 : linnew := (linnew ) (𝑂 ) + (linnew ) (𝑃 )
𝑂 : Add (linnew, ⟨Log⟩𝑂 ) to 𝑓

(𝑂 )
OI
(pid𝑃 , k)

𝑂 : (sernew ) (𝑂 ) r← Z𝑝

𝑂 : (com(𝑂 )sernew , decom
(𝑂 )
sernew ) ← commit( (sernew ) (𝑂 ) )

𝑂 : comnew

UH := com(𝑃 )UH ⊕ com(𝑂 )UH
𝑂 : comnew

ser := com(𝑈 )sernew ⊕ com(𝑂 )sernew
𝑂 : (comnew

lin , decomnew

lin ) ← commit(linnew )
𝑂 : 𝜎new ← Sign(sk𝑂 , (comnew

UH, com
new

ser , comnew

lin , comid ) )
𝑂 : Send (respond, ssid ∥1, ( (sernew ) (𝑂 ) , com(𝑂 )sernew ,

decom(𝑂 )sernew , com
new

lin , decomnew

lin , 𝜎new ) ) to Fos−auth
SMT

𝑂 : Send (ssid ∥5, pid𝑃 , ( (linnew ) (𝑂 ) , decom
(𝑂 )
linnew ) ) to FSMT

𝑃 : Check open(com(𝑂 )linnew , decom
(𝑂 )
linnew , (lin

new ) (𝑂 ) ) = 1

𝑃 : linnew := (linnew ) (𝑂 ) + (linnew ) (𝑃 )
𝑃 : Add (linnew, ⟨Log⟩𝑃 ) to 𝑓

(𝑃 )
OI
(k)

𝑃 : Send (respond, ssid ∥2, (linnew ) ) to Fos−auth
SMT

𝑈 : Wait for outputs (respond, ssid ∥1, (. . .) ) and

(respond, ssid ∥2, (linnew ) ) from Fos−auth
SMT

𝑈 : Set Lognew := (UH, com(𝑂 )UH ⊕ com(𝑃 )UH, decom(𝑂 )UH ⊕
decom(𝑃 )UH, sernew, comsernew , decomsernew , 0, comnew

lin ,

decomnew

lin , id, comid , decomid , 𝜎
new )

𝑈 : Check ΠVerify (VfyL, Lognew ) and store Lognew

• Output all: (ssid, ok)

Figure 3.13.: Protocol ΠPUBA part 4, outsourcing a logbook.

to the unveil information only suffices to reconstruct the input of the commitment,
2 F

PPA

masks the unveil information with the final OTP, oUNV.

As in every interaction that requires double-spending detection, the user computes a

zero-knowledge proof that the user history is valid. The relation ROS from Fig. 3.14a used

for this task additionally ensures that the secret shares have been created correctly: The

first line of the proof ensures that the commitment on the user history for which the user

knows the signature from the operator can be homomorphically split into the two values,

one of which is sent to the operator directly and one of which is sent to the proxy who

then sends the commitment to the operator. Both are then used in the statement of ROS.

The hiding property of the commitment scheme ensures that the operator does not learn

the share of the proxy, while the fact that the proxy sent the commitment to the operator

2
Technically, the security definition of any commitment scheme makes no restriction on the amount of

information regarding 𝑥 stored in decom𝑥 . So given any commitment scheme COM where, given decom𝑥

only, it is hard to determine 𝑥 , we can create a commitment scheme COM′ which is equivalent to COM
only that COM′ .open sends a tuple (decom𝑥 , 𝑥). The new protocol would be as secure as the actual

commitment protocol.
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Details of the relation ROS

stmt := (crscom, ⟨UH⟩𝑂 , com(𝑂 )UH, ser, comid , vk𝑂 )
wit := (comUH, decomUH, decom(𝑃 )UH, comser , decomser ,

comlin, decomlin, pk𝑈 , comid , decomid , decomid , 𝜎 )

ROS = { (stmt, wit ) |
• open(comUH ⊖ (com(𝑂 )UH ⊕ com(𝑃 )UH ),

decomUH ⊖ (decom(𝑂 )UH ⊕ decom(𝑃 )UH ), 0) = 1

• open(comser , decomser , ser ) = 1

• open(comlin, decomlin, 0) = 1

• open(comid , decomid , pk𝑈 ) = 1

• open(comid , decomid , pk𝑈 ) = 1

• SIG.Vf (vk𝑂 , (comUH, comser , comlin, comid ), 𝜎 ) = 1

}

(a) Zero-Knowledge relation ROS used when outsourcing a logbook.

Details of the relation RUpd

stmt := (crscom, comUH, ser, lin, comid , vk𝑂 )
wit := (comUH, decomUH, decomUH, comser , decomser ,

comlin, decomlin, pk𝑈 , comid , decomid , decomid , 𝜎 )

RUpd = { (stmt, wit ) |
• open( (comUH ⊖ comUH ),

(decomUH ⊖ decomUH ), 0) = 1

• open(comser , decomser , ser ) = 1

• open(comlin, decomlin, lin) = 1

• open(comid , decomid , pk𝑈 ) = 1

• open(comid , decomid , pk𝑈 ) = 1

• SIG.Vf (vk𝑂 , (comUH, comser , comlin, comid ), 𝜎 ) = 1

}

(b) Zero-Knowledge relation RUpd used when updating a logbook

after analytics.

Figure 3.14.: Zero-knowledge relations used for outsourced analytics.

Protocol ΠPUBA(1𝜆,Δ), Part 5
Analytics:
• Input 𝑃 : (analyt, ssid, k)
• Input𝑂 : (analyt, ssid, k, fp, in𝑂 )
• Behavior:

𝑂 : Load and remove the first Zk entries
{ (lin, ⟨Log⟩𝑂 )z }

Zk
z=1 from 𝑓

(𝑂 )
OI
(pid𝑃 , k)

𝑂 : Load (fp, comfp, decomfp, 𝜎fp ) from Lanalyt(k)fp
𝑂 : Send (ssid ∥1, pid𝑃 , (comfp, 𝜎fp ) ) to F

SMT

𝑃 : Wait for output (ssid ∥1, pid𝑂 , (comfp, 𝜎fp ) ) from F
SMT

𝑃 : Check SIG.Vf (vkTSA , (analyt, k, comfp ), 𝜎fp )
?

= 1

𝑃 : Load and remove the first Zk entries
{ (lin, ⟨Log⟩𝑃 )z }

Zk
z=1 from 𝑓

(𝑃 )
OI
(k)

𝑃 : Send (analyt, ssid, k, comfp, {⟨Log⟩𝑃z }
Zk
z=1 ) to FPPA

𝑂 : Send (analyt, ssid, k, fp, decomfp, {⟨Log⟩𝑂z }
Zk
z=1,

in𝑂 ) to F
PPA

𝑃 : Wait for output (ssid, {UIz }
Zk
z=1 ) from FPPA

𝑂 : Wait for output (ssid, {UIz }
Zk
z=1, out𝑂 ) from FPPA

𝑂 : For all z ∈ (1, . . . , Zk ) :
set 𝑓

(𝑂 )
UI
(linz ) := UIz := (𝛼z, sz, comaz , ctout𝑈z

)
𝑃 : For all z ∈ (1, . . . , Zk ) :

set 𝑓
(𝑃 )
UI
(linz ) := UIz := (ct𝛼z , ctsz , ctaz , ctdecomaz ,

ctout𝑈z
)

• Output 𝑃 : (ssid, ok)
• Output𝑂 : (ssid, {𝛼z, sz }

Zk
z=1, out𝑂 )

Figure 3.15.: Protocol ΠPUBA part 5, analytics.

ensures that this really is the commitment that the user sent; otherwise the user could

send some commitment to the operator claiming that it is the proxy’s share and send

a different commitment to the proxy such that the reconstructed user history contains

different values than the ones stored in the user’s logbook.

Since the user had to unveil the latest serial number of their logbook in order to convince

the operator that indeed the latest user history was used, the protocol also includes the

creation of a new logbook. Note that this logbook then has a non-zero linking number,

which at the same time prohibits the user from starting a second outsourcing-triplet before

finishing the first one, and stores information that can be used later by the user to fetch

the results during the Update task. Other than that, the logbook generation is the same as

the one used during the Bookkeeping task.

Analytics The protocol for performing analytical tasks, shown in Fig. 3.15, lets both

parties fetch the values stored earlier and input them into F
PPA

. Again, function specifics

61



3. PUBA: Storing data on the user device

Protocol ΠPUBA(1𝜆,Δ), Part 6
Update:
• Input𝑈 : (update, ssid )
• Input𝑂 : (update, ssid )
• Input 𝑃 : (update, ssid )
• Behavior:

𝑈 : Send (send, ssid ∥1, pid𝑃 , (lin) ) to Fos−authSMT

𝑃 : Wait for output (send, ssid ∥1, (lin) ) from Fos−auth
SMT

𝑃 : Remove lin ↦→ (ct𝛼 , cts, cta, ctdecoma , ctout𝑈 ) from 𝑓
(𝑃 )
UI

𝑃 : Send (respond, ssid ∥1, (ct𝛼 , cts, cta, ctdecoma ,

ctout𝑈 ) ) to Fos−authSMT

𝑈 : Wait for output (respond, ssid ∥1, (ct𝛼 , cts, cta,
ctdecoma , ctout𝑈 ) ) from Fos−authSMT

𝑈 : (comUH, decomUH ) ← ReRand(comUH, decomUH )
𝑈 : 𝛼 := ct𝛼 − o𝛼 , s := cts − os, a := cta − oa
𝑈 : decoma := ctdecoma − oUNV, out𝑈 := ctout𝑈 − oOUT
𝑈 : (comid , decomid ) ← ReRand(comid , decomid )
𝑈 : stmtUpd := (crscom, comUH, ser, lin, comid , vk𝑂 )
𝑈 : witUpd := (comUH, decomUH, decomUH, comser ,

decomser , comlin, decomlin, pk𝑈 , comid , decomid ,

decomid , 𝜎 )
𝑈 : ΠUpd ← Prove(crsZK, RUpd , stmtUpd , witUpd )
𝑈 : (sernew ) (𝑈 ) r← Z𝑝

𝑈 : (com(𝑈 )sernew , decom
(𝑈 )
sernew ) ← commit( (sernew ) (𝑈 ) )

𝑈 : if 𝛼 = ⊥ ∧ s = ⊥ then
– Apply addition: UHnew

:= UH + a
– Send (send, ssid ∥2, pid𝑂 , (comUH, ser, lin, comid ,

ΠUpd , com
(𝑈 )
sernew ) ) to F

os−auth
SMT

𝑈 : else
– Apply permutation: UH′ := 𝛼 (UH)
– For 𝑖 from 0 to |UH| − 1, if s[𝑖 ] ≠ ⊥, then set

UH′′ [𝑖 ] := s[𝑖 ], else copy UH′′ [𝑖 ] := UH′ [𝑖 ]
– Apply addition: UHnew

:= UH′′ + a
– (com′UH, decom

′
UH ) ← commit(UH′ )

– (com′′UH, decom
′′
UH ) ← commit(UH′′ )

– (comnew

UH, decomnew

UH ) := (com′′UH, decom′′UH ) ⊕
(coma, decoma )

– Parse (uh0, . . . , uhm−1 ) =: UH, (uh′
0
, . . . , uh′m−1 ) =:

UH′ , and (uh′′
0
, . . . , uh′′m−1 ) =: UH′′

– stmtTr := (crscom, comUH, com′UH, com
′′
UH, 𝛼, s)

– witTr := (decomUH, decom′UH, decom
′′
UH, uh0, . . . ,

uhm−1, uh′0, . . . , uh
′
m−1, uh

′′
0
, . . . , uh′′m−1 )

– ΠTr ← Prove(crsZK, RTr , stmtTr , witTr )

– Send (send, ssid ∥2, pid𝑂 , (comUH, ser, lin, comid ,

ΠUpd , com′UH, com
′′
UH, ΠTr , com

(𝑈 )
sernew ) ) to F

os−auth
SMT

𝑂 : Load and remove lin ↦→ (𝛼, s, coma, ctout𝑈 ) from 𝑓
(𝑂 )
UI

𝑂 : if 𝛼 ≠ ⊥ ∨ s ≠ ⊥ then
–Wait for output (send, ssid ∥2, (comUH, ser, lin,
comid , ΠUpd , com′UH, com

′′
UH, ΠTr , com

(𝑈 )
sernew ) ) from

Fos−auth
SMT

– stmtTr := (crscom, comUH, com′UH, com
′′
UH, 𝛼, s)

– Check Vf (crsZK, RTr , stmtTr , ΠTr )
?

= 1

– comnew

UH := com′′UH ⊕ coma
𝑂 : else

–Wait for output (send, ssid ∥2, (comUH, ser, lin,
comid , ΠUpd , com

(𝑈 )
sernew ) ) from F

os−auth
SMT

– comnew

UH := comUH ⊕ coma
𝑂 : stmtUpd := (crscom, comUH, ser, lin, comid , vk𝑂 )
𝑂 : Check Vf (crsZK, RUpd , stmtUpd , ΠUpd )

?

= 1

𝑂 : Check ser ∉ LSER
𝑂 : LSER := LSER ∪ {ser }
𝑂 : (sernew ) (𝑂 ) r← Z𝑝

𝑂 : (com(𝑂 )sernew , decom
(𝑂 )
sernew ) ← commit( (sernew ) (𝑂 ) )

𝑂 : comnew

ser := com(𝑂 )sernew ⊕ com(𝑈 )sernew
𝑂 : (comnew

lin , decomnew

lin ) ← commit(0)
𝑂 : 𝜎new ← Sign(sk𝑂 , (comnew

UH, com
new

ser , comnew

lin , comid ) )
𝑂 : Send (respond, ssid ∥2, (coma, comnew

UH, (ser
new ) (𝑂 ) ,

com(𝑂 )sernew , decom(𝑂 )sernew , comnew

lin , decomnew

lin , 𝜎new,

ctout𝑈 ) ) to Fos−authSMT

𝑈 : Wait for output (respond, ssid ∥2, (coma, comnew

UH,

(sernew ) (𝑂 ) , com(𝑂 )sernew , decom
(𝑂 )
sernew , com

new

lin , decomnew

lin ,

𝜎new, ctout𝑈 ) ) from Fos−authSMT

𝑈 : Check open(coma, decoma, a)
?

= 1

𝑈 : Set sernew := (sernew ) (𝑈 ) + (sernew ) (𝑂 )
𝑈 : Set comsernew := com(𝑈 )sernew ⊕ com(𝑂 )sernew

𝑈 : Set decomsernew := decom(𝑈 )sernew ⊕ decom(𝑂 )sernew

𝑈 : Set Lognew := (UHnew, comnew

UH, (decomUH ⊕ decoma ),
sernew, comsernew , decomsernew , 0, comnew

lin , decomnew

lin , id,
comid , decomid , 𝜎

new )
𝑈 : Check ΠVerify (VfyL, Lognew ) and store Lognew

• Output𝑈 : (ssid, 𝛼, s, a, out𝑈 )
• Output 𝑃 : (ssid, ok)
• Output𝑂 : (ssid, 𝛼, s)

Figure 3.16.: Protocol ΠPUBA part 6, updating a logbook after analytics.

are input by the operator as fp and the input is verified beforehand using the same basic

technique as in the Bookkeeping task—but this time against the proxy.

After receiving output from F
PPA

, both parties store the results for later use.

Update The Update protocol, shown in Fig. 3.16, contains two steps which do not

necessarily have to be executed at once. In the first step the user only requests the data 𝑃

has stored by sending the linking number. In the second step the user requests the data

from 𝑂 and additionally computes a new logbook and proves that the data in there has
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been applied correctly. This proof employs the relation RUpd from Fig. 3.14b which is

reminiscent of the proof used during ΠPUBA-Bookkeeping, but also proves that the linking
number is correct. Additionally, in case of a non-trivial permutation or direct update the

user uses the relation RTr in order to prove that the permutation was applied correctly.

3.4.9. Formal Security Statement

As already mentioned in Section 3.3, we prove security of our protocol ΠPUBA in the UC

framework by showing indistinguishability against the ideal functionality F
PUBA

. In this

section we elaborate on the achieved security level.

Security Theorem We can now state our main security theorem:

Theorem 3.4.1. LetZ be any PPT-environment that corrupts a subset of parties that does
not contain the operator and the proxy at the same time and that does not contain the TSA,
and let the building blocks be instantiated as described in Section 3.4.2. Then it holds that:

ΠPUBA

(F
CRS

,F
SMT

,F os−auth
SMT

,F
BB
,F

PPA
) ≥𝑈𝐶 FPUBA

This means that the protocol ΠPUBA is at least as secure as F
PUBA

.

We defer the formal proof of this theorem to Section A.3.

3.5. Application Examples

PUBA can be used for a variety of different applications. Here we sketch two privacy-

preserving applications for PUBA, namely fraud detection for mobile payments and a

targeted advertising system.

3.5.1. Fraud Detection for Mobile Payments

In the European Central Bank’s latest report on card fraud [Eur18] published in 2018,

the total value of fraudulent transactions at points-of-sale in 2016 amounted to about

342 Million Euro. This number sounds high, yet it only amounts to 0.008% of the overall

card transaction value. This small ratio is achieved mainly thanks to the use of “strong

authentication” methods like Chip&Pin as well as fraud detection mechanisms required

by the 2nd European Payment Services Directive (PSD2).

We define a privacy-preserving mobile payment system that includes fraud detection

capabilities. The operator in this system is the bank that offers the mobile payments service

to its customers. These are the users in our system who interact using a smartphone app.
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Fraud detection consists in monitoring a customer’s transactions for anomalies or typical

fraud patterns. This can be done based on simple rules or sophisticated machine learning

algorithms. Due to the real-time requirements, the combination of fraud detection with

privacy for mobile payments is particularly challenging. To this end, we consider the

following two-tier mechanism: We force the user to perform a more complex machine-

learning-based fraud detection with the operator if some threshold of payment transactions

has been reached, resulting in some risk level, and a simple but faster rule-based fraud

detection during each payment at a point-of-sale. The latter takes the risk level into

account and decides whether the current transaction is accepted or declined.

Each time the user conducts a payment at a point-of-sale, a new transaction is created and

stored in the user history. We assume that a transaction record t consists of the following
data encoded as vector of Z𝑝 elements:

t := (acc, ts, loc, type, tval),

where acc is one iff the transaction has been accepted, ts is a timestamp, loc indicates
the geographic location the transaction took place, type describes the type of shop (e.g.,

grocery store, jewelry store, etc.), and tval is the transaction value. We stress that this is

only an example, adding other attributes is pretty straightforward.

The user history contains the latest 𝑇 transaction records, the user’s balance bal and
some important additional information to support the fraud detection mechanisms. These

additional information include the account’s current risk level rsk, a maximum value max
a single transaction can have, and a limit rem on the number of payment transactions a

user can perform before the complex fraud detection mechanism has to be run. Note that

the latter two values depend on the current risk level.

Thus, the user history has the following form:

UH := (t1
1
, . . . , t1

5
, . . . , t𝑇

1
, . . . , t𝑇

5
, rsk, rem,max, bal)

The first 5𝑇 slots store the last 𝑇 transactions (each transaction t𝑖 requires 5 slots), t1 is
the most recent transaction. The user history has a total length of 5𝑇 + 4 entries.

We now describe the individual tasks a user can perform. The details of the function

Δmpayment can be found in Fig. 3.17. We estimate the application’s performance in Sec-

tion 3.6.4.

Registration During registration the user obtains a user history with an empty balance

and no stored transactions using the UReg task, which calls the function Δmpayment with

input message ureg. Both parties input the initial values for the risk level, the remaining

number of transactions and the maximum transaction value, i.e., (rsk, rem, max). The
values rem and max can either be fixed constants or depend on the risk level. Alongside

empty transactions, those are written into the new user history.
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Δmpayment

Registration:
(ureg, fp := ⊥, in𝑈 := (rsk, rem, max ), in𝑂 := (rsk, rem, max ) )
If in𝑈 ≠ in𝑂 , abort

Set UH := (⊥, . . . ,⊥, rsk, rem,max, 0)
Return (UH, out𝑈 := ok, out𝑂 := ok)
. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .

Top-Up:
(bookkeep, fp := ⊥, k := 1, UH, in𝑈 := val, in𝑂 := val)
If in𝑈 ≠ in𝑂 , abort

a := (0, . . . , 0, val)
Return (𝛼 :=

(
0 ... m−1
0 ... m−1

)
, s := (⊥, . . . , ⊥), a, out𝑈 := ok, out𝑂 := ok)

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .

Payment:
(bookkeep, fp := ⊥, k := 2, UH, in𝑈 := (ts, loc, type, tval), in𝑂 := (ts, loc, type, tval) )
If in𝑈 ≠ in𝑂 , abort

Parse (t1
1
, . . . , t1

5
, . . . , t𝑇

1
, . . . , t𝑇

5
, rsk, rem,max, bal) := UH

If bal < tval, then return

(
𝛼 :=

(
0 ... m−1
0 ... m−1

)
, s := (⊥, . . . ,⊥), a := (0, . . . , 0), out𝑈 := ⊥,out𝑂 := ⊥

)
acc := 𝑓

fdsimple
(UH, (ts, loc, type, tval) )

(tnew
1

, . . . , tnew
5
) := (acc, ts, loc, type, tval)

If acc = 1,

then baldiff := tval,
else baldiff := 0

𝛼 :=
(

0 ... 4 5 ... 9 ... 5𝑇 −5 ... 5𝑇 −1 5𝑇 ... 5𝑇+3
5𝑇 −5 ... 5𝑇 −1 0 ... 4 ... 5𝑇 −10 ... 5𝑇 −6 5𝑇 ... 5𝑇+3

)
s := (tnew

1
, . . . , tnew

5
,⊥, . . . ,⊥)

a := (0, . . . , 0, 0, −1, 0, −baldiff )
Return (𝛼, s, a, out𝑈 := acc, out𝑂 := acc)
. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .

Risk Calculation:
(analyt, fp, k := 3, (UH, in𝑈 := ⊥), in𝑂 := ⊥)
Parse (t1

1
, . . . , t1

5
, . . . , t𝑇

1
, . . . , t𝑇

5
, rsk, rem, max, bal) := UH

(rsknew, remnew, maxnew ) := 𝑓
fdcomp

(fp,UH)
s := (⊥, . . . , ⊥, rsknew, ⊥, maxnew, ⊥)
a := (0, . . . , 0, 0, −rem + remnew, 0, 0)
Return ( (𝛼 :=

(
0 ... m−1
0 ... m−1

)
, s, a, out𝑈 := ok), out𝑂 := ok)

Figure 3.17.: Instantiation of Δ for privacy-preserving mobile payments with fraud detection.

Top-Up Our mobile payments service uses a prepaid model; it is important that users

can top up their balance. We propose a general method where the user and the bank agree

on the amount that should be topped up and leave the actual transfer of money to the

implementation method, such as anonymously depositing money at an ATM or making a

transfer from the normal bank account (which would be identifying). The user invokes a

Bookkeeping task where both parties input the amount to be deposited, which is added

to the user’s balance. In our example, a top-up transaction is not recorded in the user’s

transaction history (although this might be reasonable).

Payment (with simple fraud detection) To issue a payment, a user communicates with

a point-of-sale that has a communication channel with the bank and that forwards all

messages between the user and the bank. The payment is done via the Bookkeeping task

where both parties input all transaction details excluding the acceptance bit, i.e., timestamp,

location, type of shop and transaction value. The function aborts if the transaction

value exceeds the account’s balance. Otherwise, the simple rule-based fraud detection

mechanism 𝑓fdsimple is executed to decide whether the transaction is accepted or not based
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3. PUBA: Storing data on the user device

on the last 𝑇 transactions, the risk level rsk, the remaining number of transactions rem,

the maximum transaction value max, and the details of the current transaction. In our

example implementation in Section 3.6.4 we verify that the following conditions are all

satisfied: 1. tval ≤ max (the transaction value does not exceed the maximum allowed

amount) 2. rem > 0 (the number of payment transactions the user can perform before the

complex fraud detection mechanism has to be run has not exceeded its limit). Of course,

additional checks could be included: The transaction could be denied if the risk level is

medium but there are more than three transactions within a 10 minute period, or if two

consecutive transactions differ in their location so much that no user could have possibly

traveled that far in such a short time period.

This simple mechanism already provides some fraud protection, but is lightweight enough

to be computed by the user’s resource-constrained device. As those can be public, the

user can evaluate the rule-based fraud detection themselves and provide the point-of-

sale with a zero-knowledge proof that they evaluated the mechanism correctly based

on their logbook. This can significantly speed up the payment process compared to an

MPC-based computation, assuming the rules are simple and efficiently compatible with

the zero-knowledge proof system.

Only if the transaction is accepted it is physically executed and the user’s balance gets

updated accordingly. More specifically, the three output maps of Δ look as follows: The

permutation shifts all past transactions to the right to make room for the new transaction,

which is written into the user history with the direct update. This is done because the

user history only stores the last 𝑇 transactions to hide the total number of transactions.

The additive increment then subtracts one from the number of remaining transactions

rem and subtracts the transaction value tval from the balance bal iff the transaction was

accepted. The risk level and the maximum transaction value stay the same.

More precisely, the new transaction is assembled as (tnew
1

, . . . , tnew
5
) = (acc, ts, loc,

type, tval) and the new user history then looks as follows after applying the three maps:

UHnew
:= (tnew

1
, . . . , tnew

5
, t1
1
, . . . , t1

5
, . . . , t𝑇−1

1
, . . . , t𝑇−1

5
, rsk, rem − 1,max, balnew).

Risk Calculation (with complex fraud detection) Each time the user executes a pay-

ment transaction, the counter for the number of remaining transactions decreases by one.

When this counter reaches zero, it forces the user to participate in this task, where the

risk level gets updated and a more sophisticated fraud detection algorithm is executed.

By choosing a suitable value for the initial value of that counter, we can ensure that

users regularly participate in the complex fraud detection mechanism. As we assume this

complex fraud detection mechanism to be based on machine learning, this might result

in considerable computational effort. Therefore, the Analytics task is used. The operator

inputs its FPs fp into Analytics. Note that, as usually, these FPs were verified by the TSA to

pose no privacy-risk for the user and yet are not learned by the user. The fraud detection

mechanism then computes the user’s new risk level rsk along with a new maximum num-

ber of transactions rem, and maximum transaction value max. These new values are then

stored in the user history. More specifically, only the direct update and additive increment
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are needed. The direct update sets the new values for the risk level and the new maximum

transaction value at the corresponding slots and overwrites the old values in the process.

Since the outsourcing triple is non-blocking regarding Bookkeeping operations, we have

to take into account that the value of the remaining number of transaction may have

changed since Outsource was called. Therefore, the additive increment adds the difference

between the old remaining number of transactions (from the point when Outsource was

called) and the new value to the corresponding slot.

Since this is an outsourced analytics computation, we need to assume the existence of a

proxy that assists the user in this computationally expensive computation. Since today’s

banks already use external companies to help them with credit card fraud detection, such

a company could act as the proxy.

3.5.2. Targeted Advertising System

We now briefly sketch a targeted advertising system which can optionally be used as an

extension for loyalty systems. For their cooperation, users are rewarded with vouchers

targeted at their purchase behavior. The central idea is that the user’s purchases are stored

in the user history. From time to time, users submit their purchase history to the operator,

who analyzes it together with the histories of several other users. The user is rewarded

with a voucher targeted at the user’s probable interests and is displayed alongside a suitable

ad in the smartphone app.

We now assume that the operator acts as a conglomeration of supermarket chains and

further participating shops. In the following, we describe how to use PUBA in this

scenario.

Registration Upon registration with the UReg task, the user obtains an empty user

history. Each slot in the user history represents a product category, e.g., “vegetables”,

“candy”, or “fast food”. The user history tracks the amount of money spent in each

category.

Checkout When purchasing goods at a participating store, the user updates the purchase

history using the Bookkeeping task. The amount of money spent in each category is

calculated and added to the corresponding slots in the user history.

Analytics The Analytics task lets the user provide data for analytical purposes. We

assume the operator has an analytical function (for example for marketing analyses) which

takes some FPs and multiple user histories as input and assigns to each user history a class

that describes the most likely interests of the corresponding user. The user is rewarded

with a voucher that matches this class and that can be redeemed at a participating shop.

Additionally, the user gets a matching advertisement. For example, if the analysis reveals

that the user likes chocolate, the user obtains advertisements for a new kind of chocolate
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3. PUBA: Storing data on the user device

and a voucher for a 10% discount on chocolate. The user histories of the participating

users remain unchanged.

If the targeted advertising system is interconnected with a loyalty system, the user could

also earn loyalty points instead of vouchers.

3.6. Implementation

We evaluated the practicality of PUBA by measuring the execution times of a practical

implementation. Since network communication depends on various external factors, we

omitted communication times and only measured local computation. The implementation

is available at https://github.com/kastel-security/puba.

3.6.1. Bookkeeping

Evaluation of the user side is done on a Nexus 5X smartphone released 2015 featuring a

Snapdragon 808with 2×1.8GHz + 4×1.4GHz running Android 8.1.0 (Phone 1) and a Galaxy
S8 smartphone released 2017 featuring an Exynos 8895 with 4 × 2.3GHz + 4 × 1.7GHz
running Android 9 (Phone 2). We executed the code for operator and proxies on much

more powerful servers, equipped with an AMD Ryzen 9 3900X with 12 × 3.8GHz. In all

cases our implementation makes use of 6 threads to speed up cryptographic operations.

We implemented our protocol in C++17, employing the open-source library RELIC toolkit

v0.5.0 [AG20] for group operations. The required building blocks were instantiated as sug-

gested in Section 3.4.2: for signatures we use the scheme from [Abe+11], for commitments
we implemented [Abe+15], and for the NIZKPoK scheme we use the method from [GS08;

EG14]. Our building blocks are instantiated over the pairing-friendly Barreto–Naehrig

Curves Fp254BNb and Fp254n2BNb [Ara+11; BN06].

We averaged over 50 executions of each protocol task for user history sizes of 10, 100,

200, 400, 600, 800 and 1000 in order to get representative results. For Bookkeeping we

implemented both the three-stage update comprising a permutation of user history, setting

values, and adding values, as well as a simplified version where no permutation and direct

update are done. The concrete choice of permutation has no impact on performance,

whereas performance improves slightly the more entries are set. Thus, to provide a good

lower bound, we performed a cyclic shift and then set a single entry. Table 3.1 shows the

results using a server for operator and proxy and Table 3.2 using a smartphone for the

user side.

When only performing addition during Bookkeeping (and no permutation/setting of

entries), it needs to communicate ≈4 kB regardless of the number of entries in the user

history, and takes between ≈310ms and ≈440ms on Phone 1 and ≈460ms on Phone 2,

while taking 14ms for the operator.
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3.6. Implementation

|UH | UReg Bookkeeping Outsource Update∑
ZK

∑
ZK

∑
ZK 𝑃

∑
ZK

10 6 3 22 16 20 10 4 20 12

100 6 3 57 51 30 10 15 54 44

200 6 3 96 90 42 10 26 93 80

400 6 3 176 170 60 10 44 172 152

600 7 3 254 248 79 10 65 251 225

800 7 3 332 327 97 10 84 331 299

1000 7 3 411 405 117 10 105 408 370

Table 3.1.: Running times for operator/proxy in ms.

∑
denotes the total operator running time, ZK the

portion of that spent verifying the zero-knowledge proof and 𝑃 denotes the running time of the proxy during

Outsource. Proxy running time during Update is <1ms for all User History sizes.

Overall, as can be seen in Table 3.3, even for user history sizes where computation time on

a smartphone exceeds 10 s, less than 300 kB of data need to be communicated. Thus, even

when using mobile data, communication times will mostly depend on network latency

and in general be relatively short.

3.6.2. Analytics Computation

We implemented logistic regression inference using MP-SPDZ [Kel20], which allows for

benchmarking across a range of security models and protocols. As the cleartext modulus

of the used curve is not compatible with the implementation of homomorphic encryption

in MP-SPDZ, we restrict ourselves to protocols based on oblivious transfer with malicious

security. For this we use MASCOT [KOS16]. As MP-SPDZ already implements logistic

regression, we only had to choose the number of features and whether to approximate

the sigmoid function for faster computation. For the former, we ran inference for 10, 20,

50, 100, and 1000 features, and for the latter benchmarked both the established sigmoid

function and the three-piece approximation [MR18]. The latter has been found to deliver

good results while being much simpler to compute in the context of secure computation.

This is because the restriction to three linear pieces only requires two comparisons and

oblivious selections instead of exponentiation and logarithm. To define the computation

domain, we used the order of the 254-bit prime field Weierstrass curve. This allows for a

smooth integration with our zero-knowledge proof.

Table 3.4 shows our end-to-end timings when running on AWS c5.9xlarge and m4.large

instances. The LAN times refers to the colocated setting. We simulate a WAN setting by

adding a 100ms roundtrip delay and a bandwidth restriction of 10Mbit/s. We only use

one thread and about 300MB RAM for malicious security.
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3.6. Implementation

|UH |: 10 100 200 400 600 800 1000

UReg 1.6 1.6 1.6 1.6 1.6 1.6 1.6

Bookkeeping 5.8 11.8 18.4 31.6 44.8 58.0 71.2

(only add) 4.1 4.1 4.1 4.1 4.1 4.1 4.1

Outsource 8.9 34.1 62.0 118.0 174.0 229.9 285.9

Update 7.0 22.6 40.0 74.8 109.6 144.4 170.2

Table 3.3.: Data exchanged in relation to user history size in kB.

No. features

Precise sigmoid Approximate sigmoid

S-LAN LAN WAN MB S-LAN LAN WAN MB

10 3.60 5.06 94.86 591.74 0.32 0.59 11.61 69.71

20 3.62 5.07 95.12 593.29 0.33 0.60 11.93 71.26

50 3.65 5.11 95.84 597.94 0.35 0.64 12.58 75.91

100 3.68 5.19 96.90 605.68 0.38 0.71 13.53 83.66

1000 4.28 6.47 116.10 745.10 0.97 1.87 32.82 223.07

Table 3.4.: Time and communication for logistic regression with two parties. Times are given in seconds (s).

“S-LAN” refers to c5.9xlarge instances, otherwise we use m4.large.

At the time of writing the paper, the spot price in US East was USD 0.10 and 1.53 for

m4.large and c5.9xlarge, respectively. This results in a cost per computation ranging from

USD 1.6 × 10−5 to USD 0.0032.

3.6.3. Discussion

Our results show that, even on weak hardware compared to modern smartphones, for

moderately sized user histories our protocol runs fast enough for a smooth user experience:

A Bookkeeping—which will be executed most frequently—runs in less than 3 s even

including typical network latency for user histories with 100 entries. When Bookkeeping

can be performed without the need of permuting or setting user history entries, it runs

in well under 1 s and can even support much larger user history sizes. Outsource needs

to transmit more data but is also used less frequently, and a large part of the necessary

computation is independent of the current user history state (i.e., creating commitments

to shares of one-time pads and the random shares for one of the two parties) and can

thus be done in the background in advance. This allows Outsource to have very short

online running time even for large user history sizes. Update on the other hand takes

about the same time as Bookkeeping. Thus, the main limiting factor for the size of

the user history is the time needed for Bookkeeping. This can be partially mitigated if

the need of permuting/setting values arises only sparingly or if only parts of the user

history are affected. Then the whole user history can be split into multiple parts where

permuting/setting is done on some parts and a simple additive update is performed on
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the other parts. Our evaluation also shows that Phone 2 was consistently slower than

Phone 1, even though the stronger processor would suggest otherwise. We are not certain

about the cause of this. Possible explanations are the introduction of new battery saving

mechanisms in Android 9, or the fact that Phone 1 has the stock google version of Android

whereas Phone 2 has vendor-specific modifications.

3.6.4. Performance of Fraud Detection

We evaluated our fraud detection application from Section 3.5.1 with a user history con-

taining 100 elements, corresponding to a scenario where the last 𝑇 = 19 transactions are

taken into account for analysis (5 entries per transaction plus previous risk level, number

of remaining transactions, transaction limit and balance). We consider these numbers to

be realistic and discuss them in Section A.1.3.

Since Registration only needs to initialize the default risk level, number of remaining

transactions and transaction limit, this is independent of the user history size and takes

the same time and data volume as the UReg task shown in Table 3.2 (i.e., 160ms for

Phone 1 and 190ms for Phone 2 combined user plus operator computation time excluding

communication time and 1.6 kB data). Similarly, the Top-Up task does not require any

special computation and thus the results for Bookkeeping with only addition holds for this

task (i.e., 330 - 450ms for Phone 1 and ≈490ms for Phone 2 combined user plus operator

computation time excluding communication time and 4.1 kB data).

Fraud detection happens in two stages: A more complex machine-learning-based risk

assessment is performed regularly, which results in a risk score, a limit for individual

payments and a limit for the number of transactions before it has to be executed again.

During each payment, simpler rules based on the result of the risk assessment are checked.

In our implementation we verified the following two rules: 1. the transaction value is less

than or equal to the maximum allowed transaction amount 2. the number of payment

transactions the user can perform before the complex fraud detection mechanism has to

be run has not exceeded its limit. Additionally, it is verified that the current balance is

sufficient for the transaction. To do so, we use bulletproof rangeproofs [Bün+18] to let

the user prove that they evaluated the simple rules correctly. These additional proofs take

≈200ms on Phone 1 and ≈185ms on Phone 2, and 17ms for the operator, independent of

the user history size. Thus, for 100 entries (corresponding to the last 𝑇 = 19 transactions),

this task takes a total of 1.85 s/2.5 s (for Phone 1/2 resp.) on the user side and 80ms on

the operator side (excluding the communication time to transmit 22 kB of data). This

shows that, when storing 19 previous transactions, a transaction can be performed in

under 3 s even when taking the communication time into account. Increasing the number

of previous transactions increases the computation time on average by ≈1.5 s/≈1.6 s for
Phone 1/2 resp. and 40ms for the operator per 20 additional transactions.

For the outsourced risk calculation we used logistic regression on 100 features using

approximate sigmoid calculation and active security for the complex fraud detection

mechanism. Our results suggest that the whole outsourced risk calculation process can be
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completed in well under 5 s: ≈0.7 s for outsourcing, ≈0.4 s for the logistic regression and

≈1.3 s for the update, plus communication time between the user and operator/proxy.
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4. POBA: Storing data on operator
servers

This chapter is based on “POBA: Privacy-Preserving Operator-Side Bookkeeping and Ana-

lytics” [Fau+25c; Fau+25a] and in most parts taken verbatim from there, except Section 4.6,

which is original work new in this thesis and Section 4.5, for which new benchmarks with

a new implementation were done.

My Contribution In the paper, I was the main contributor of the system modelling and

protocol design, and did all formal proofs. For this thesis, I additionally re-implemented

the protocol and redid most of the benchmarks.

Organization of this chapter We first provide an introduction and the related work in

Section 4.1. Then, we discuss the desired functionality and involved parties and present

the ideal functionality F
POBA

in Section 4.2. Section 4.3 contains our protocol ΠPOBA for

privacy-preserving bookkeeping and analytics with operator-side data storage. Section 4.4

contains details on how to use POBA in example applications. In Section 4.5 we present

our prototype implementation and benchmark results. Finally, Section 4.6 discusses the

steps needed to upgrade the protocol from security against semi-honest operators to full

malicious security.

4.1. Introduction

Privacy-preserving data analysis is now more important than ever: Companies generate

vast amounts of data that they would like or need to analyze. A number of studies have

shown that individuals are willing to share their data with companies if there is a potential

benefit to them.
1
However, it is crucial to ensure that this data is processed in a way that

protects individuals’ privacy. Furthermore, the storage of large amounts of sensitive data

for analysis is also a source of concern: There are recurrent cases where cybercriminals

1 https://venturebeat.com/business/were-giving-away-more-personal-data-than-ever-despite-g

rowing-risks/
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infiltrate company networks and steal large amounts of user-specific data.
2
These leaks

have a negative impact on companies as well as the individuals whose data gets abused.

To prevent these data leaks, it would make sense to not collect sensitive user data in the

first place. This is not always an option, however, either because of laws/regulations

(anti-money laundering, etc.), or the companies need the data for their business model (for

usage-based fees, targeted ads, etc.), for behavior-dependent pricing (behavior-based car

insurance, etc.), or to improve services (demand-based transport planning, etc.).

Instead, the idea of privacy-preserving data analysis has emerged in recent years: Here, the

data is no longer stored in plaintext by the operator, but is protected in some way. One

popular approach to obtain aggregate statistics is to not store individual data points but

only update aggregates. This works well in practice if only aggregate statistics are needed,

but does not work for general analysis, such as usage-based fees or targeted ads. Another

approach is to apply differential privacy mechanisms during data collection, so the data

being stored and processed is no longer personal data. But this has the drawback that a

large amount of noise must be added during data collection to achieve a meaningful level

of privacy, which reduces the utility too much for many use cases.

In contrast, we propose a method that collects precise data but protects the link between

the data and the individual it belongs to. We can then perform desired analyses and

apply differential privacy mechanisms to the output if needed. To this end, we use secure
multi-party computation (MPC) as a central component. MPC is a cryptographic building

block that allows multiple parties to evaluate a common function without learning the

input (and output) of the other parties. Thus, with MPC, multiple operators, each owning

a part of the data, can perform joint computations on the union of their data sets.

The use of MPC for privacy-preserving data analysis has been studied extensively, see for

example [LP09]. However, in typical applications of MPC, the data owners are all directly

involved in the computation, e.g., banks or hospitals wishing to obtain results based on

their combined customer data, but each having full access to their own customer data. In

contrast, we consider a setting where no single operator has access to the user data to be
analyzed.

However, such an integrated framework combining privacy-preserving data collection,
storage, and analysis has received little attention in the literature. Currently, there is only

one generic system for privacy-preserving bookkeeping and analysis [Fet+22b] and few

proposals for specific application scenarios (see Section 4.1.3).

For designing a bookkeeping and analytics framework, there are two architectural options

regarding data storage: either on the user’s side, i.e., each user keeps track of its own

collected data, or on the operator’s side. We now take a closer look at both options.

If data is stored on the user’s side until analysis, the user has full control over their own

data at all times. This is very privacy-preserving, but it also has drawbacks: Users must

2
See https://www.csoonline.com/article/534628/the-biggest-data-breaches-of-the-21st-centu

ry.html and https://www.itgovernance.co.uk/blog/list-of-data-breaches-and-cyber-attacks-i

n-2023 for examples.
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explicitly cooperate and provide their data to the MPC protocol each time data analyses are

to be performed. It is highly impractical to require active user participation for recurring

automated tasks such as usage-based invoice generation or to obtain usage statistics. Also,

users are responsible for the availability of their data, i.e., a lost smartphone on which the

collected data was stored might result in the need to pay the maximum amount in a usage-

based fee model. Furthermore, mechanisms to ensure the authenticity and “freshness” of

the collected data during analysis are required to prevent users from selectively omitting

some data points when providing their collected data. This results in the need for heavier

crypto components on the user’s side, which impact performance for users who may only

have a resource-constrained device, and can make the protocol infeasible in practice.

When data is stored on the operator’s side, users must give up control over their data,

but are no longer responsible for securing their data. However, it is now imperative to

ensure that the data is stored securely and cannot be extracted in plaintext by an operator.

This can be achieved for example through secret-sharing the data between the operators

and performing the analysis with MPC, or by using fully homomorphic encryption (FHE).

Since users do not have control over how their data is used in this approach, it is important

that the protocol allows only functions approved by the consortium of operators to be

evaluated on the data, and that this consortium has enough members who will object to the

evaluation of analyses that violate user privacy (see Section 4.2.1 for further discussion).

4.1.1. Contribution

We introduce POBA, a generic building block for Privacy-preserving Operator-side
Bookkeeping and Analytics. POBA consists of a consortium of operators and many

users, where users collect data to store in logbooks, and operators can collectively evaluate

analysis functions involving the logbooks of (subsets of) all users. POBA can be used

for many different applications that want to combine privacy-preserving data collection,

storage, and analysis. POBA is modeled and proven secure in the Universal Composability

(UC) framework [Can00; Can20], which ensures that it can be securely integrated into

arbitrary applications.

This generic building block has various applications in areas where users need to perform

transactions anonymously and without being linked, while still allowing operators to

analyze the collected transaction data in the background. Examples of applications include

anonymous check-in/check-out multimodal transportation systems, charging/discharging

electric vehicle batteries in smart grids, coalition loyalty programs, behavior-based car

insurance, and more. Our running example to better explain our system will be a check-

in/check-out based payment system for multimodal public transportation: Users can

anonymously check in and out of various modes of transportation. Both actions create

corresponding log entries, and operators cannot link multiple entries by the same user. At

the end of each billing period, an invoice is generated for each user based on the collected

log entries. This allows for a sophisticated pricing system that, e.g., combines multiple

individual trips into a daily flat rate. Route optimization can be achieved by analyzing trip

data from users of multiple transportation companies together. Such systems are already
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employed in a non-privacy-preserving matter,
3
where check-ins/check-outs contain a

unique identifier of the traveler, allowing for the generation of comprehensive movement

profiles. In Section 4.4 we take a closer look at how POBA can be used for anonymous

check-in/check-out multimodal transportation systems.

High-Level Idea of our Approach Our system consists of three major steps: data collec-

tion, data storage and data analysis.

Data collection: This is done by an (anonymous) user agreeing with one of the operators

what data entry should be added to their logbook. In this step, the content of the entry is

visible to both the user and the operator, but the identity of the user is encrypted. The fact

that user and operator agree on the content of each entry prevents malicious users from

sabotaging the analysis by submitting invalid or malformed data.

Data storage: This is handled by secret-sharing the entry between the operators and

securely recovering the identity of the user through MPC to obtain the correct logbook

to insert it. To prevent the user identity from being leaked in this step, oblivious RAM

(ORAM) is used to protect the logbook address, and thus the user identity associated

with it. We choose to store data on the operator’s side to avoid the need for active user

interaction for analysis evaluation and the problem of users losing data, and to reduce the

workload on user devices.

Data analysis: Finally, data analysis is performed by evaluating functions approved by

the consortium of operators through MPC on (a subset of) the user logbooks. As the

logbooks are secret-shared between the operators, no single operator (or collusion of a

minority of operators) can directly access the data or evaluate unapproved functions.

Having the operator agree on the content of each entry is important to ensure correctness

and authenticity of the collected data. While in some use cases it would be possible

for users to prove that their entry is well-formed, it is generally not possible to ensure

the authenticity of the data in this way. This means that our system is not suitable for

applications in which the content of an entry alone (without the connection to the user’s

identity) is sensitive, e.g., because the user’s identity can directly be inferred from it.

However, our system is well suited if the sensitive information is the link between data

and user identity, particularly when the entry contains data inevitably observable by the

operator (e.g., the presence of some user/vehicle at a specific position, the items on a

shopping receipt). A consequence of this is the importance of preventing linkage between

the creation of an entry and its usage during analytics, which might involve only a single

user’s logbook. We make use of oblivious RAM to break this link, ensuring that the

information which memory was accessed during a particular analytics evaluation provides

no information about when the entries in the involved logbooks were created, without

needing to access all memory to do so. Otherwise, an operator could for example track

3
E.g., in transport for NSW https://transportnsw.info/tickets-opal/opal/contactless-payments or

transport for London https://tfl.gov.uk/fares/how-to-pay-and-where-to-buy-tickets-and-oyste

r/pay-as-you-go
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the memory address accessed when storing each check-in entry and then later correlate

the addresses accessed to create the invoice of a user with this list. We note, however,

that even when hiding the content of each entry from the operator during creation, this

linkage still needs to be prevented, as it would for example still allow the creation of

pseudonymous movement profiles from the interactions with stationary terminals.

Formal Security Model We formalize security (and functionality) for POBA through an

ideal functionality F
POBA

modeled in the UC framework. This functionality captures the

properties we want a POBA system to have in an ideal world: Users can create an account

with one of the system operators, who becomes that user’s home operator. Users can also

create logbook entries with any operator (not just their home operator). The functionality

ensures that only registered users can do this, that users can only add entries to their own

logbook, and that the user and the operator agree on the content of the new logbook entry.

The created logbook entries are then added to the central data storage, where they can

only be accessed again when all operators agree to perform a data analysis. This prevents

accidental data leaks during storage. Logbook entries are also anonymous and unlinkable,

i.e., the identity of the user remains hidden from the operator during entry creation, and

no operator can link different entries from the same user. The functionality also enforces

that analyses can only be performed if all operators participate and agree on the analysis

function. It further guarantees that the analysis function does not reveal additional private

data beyond the intended output.

Provably secure protocol We present a protocol ΠPOBA that UC-realizes the functional-

ity F
POBA

in the presence of a static adversary that may corrupt any number of users and

up to 𝑡 ≤ 𝑛−1
2

of the 𝑛 system operators, where corrupted users may behave maliciously,

while corrupted system operators are assumed to behave semi-honestly. It uses crypto-

graphic building blocks such as threshold signatures, threshold encryption, non-interactive

zero-knowledge (NIZK) proofs, secret-sharing, and MPC that supports ORAM. One of the

challenges has been to carefully combine the different primitives and techniques into a

UC-secure protocol, while also providing practical efficiency. To this end, it is important

to only prove statements in zero-knowledge for which efficient proofs are possible, to take

care of what needs to be evaluated inside MPC, and to consider the limited computational

power of users. In particular, we assume that users run constrained devices such as smart-

phones or smartwatches, and minimize the computation and communication required

from them.

Evaluation and Benchmarks We implemented ΠPOBA to evaluate its practicality and to

determine which cryptographic building blocks are the bottlenecks. Our results show that

the performance of ORAM within secure computation is currently a significant bottleneck,

limiting practicality to a small number of operators and users, especially since this step

does not parallelize across more hardware. All other parts of our protocol are efficient

enough for practical use, and the operator computation besides ORAM accesses can be

parallelized across additional hardware to scale with the number of users. There have
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been many efforts in recent years to develop protocols for secure computation on ORAM

for the special cases of 𝑛 = 3 (or 4) and 𝑡 = 1, but none of these generalize to a setting with

𝑡 > 1 as 𝑛 increases. For a setting with 𝑡 ≤ 𝑛−1
2

corruptions, the state of the art is still a

variant of PathORAM [Ste+13]. Possible future optimizations in this setting will directly

translate to a respective performance increase of our protocol.

Using the MP-SPDZ framework [Kel20] with its implementation of PathORAM [KS14] for

𝑛 = 9, 𝑡 = 4, up to 2
15
registered users and logbooks with up to 100 entries, our protocol

has a throughput of ≈30k entries per day. Regarding our transportation payment example,

this would translate to a small city of 15k people with an average of one trip per person

per day and a limit of 50 trips per person per week when one week is used as the period

duration.

In the restricted 𝑛 = 3, 𝑡 = 1 setting, GigaDORAM [Fal+23] reports 700 queries/s even

with memories of size 2
30
, indicating an access time of less than 2ms. Using GigaDORAM,

we achieve a throughput of over two million inserts per day with one million registered

users, corresponding to a medium-to-large European city.

Overall, our benchmarks already suggest that when restricting to a small number of

operators and moderate number of users, POBA could be practical in a check-in/check-out

transportation scenario for a city up to a few hundred thousand people. Since our protocol

uses MPC with ORAM as a black-box building block, any future improvements there can

be directly applied to our protocol.

Our implementation is available at https://github.com/kastel-security/poba.

4.1.2. Overview of Technical Challenges

Designing and implementing a cryptographic protocol with the complexity of POBA comes

with a number of challenges. First, secure computation protocols are comparatively slow,

and making users wait for or even participate in them reduces user satisfaction or might

simply be impossible. But in many use cases, it is sufficient for user and operator to agree

on a new log entry, and the actual writing to the logbook can be delayed until a later time.

This is especially useful in situations where timely feedback to the user is important, but

the operator’s device used for the interaction has spotty connectivity, which may be the

case for check-ins/check-outs in mobile vehicles such as trains. Therefore, we split the

writing of new entries into two tasks: In the first task, the user and an operator agree on

the new entry, and in the second task, the operator interacts with the other operators to

actually write the entry into the correct logbook. In this scenario, the user is no longer

needed for the second task.

Second, when implementing an oblivious logbook, letting its size grow arbitrarily leads

to (some information about) the current size being leaked when accessing it. In addition,

large logbooks have a large performance impact. To deal with this problem, we divide

logbooks into periods, with a fixed size for each period. When creating new entries, user

and operator now also agree on the period in which the entry should land. This allows
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new entries to be inserted efficiently, and analysis calculations can specify the relevant

periods and thus benefit from better efficiency when only a subset of periods is needed.

Third, it may be necessary for a user to convince an operator that an entry was made

previously. Again, proof of check-in is important for spot checks when considering

check-in/check-out-based public transportation payment systems.

Fourth, some way of mapping users to logbooks (i.e., locations in memory) is required.

This mapping must be done in a way that prevents impersonation of honest users, even by

an adversary corrupting several operators. An intuitive solution would be to use a user’s

public key as the address of the logbook, and to require a proof-of-knowledge of the secret

key when creating new entries. But for this to be secure, the public key has to be large,

i.e., 𝜆 bit, or ≥250 bit when using elliptic curves, while the number of users is typically

much smaller, i.e., 2
20
to 2

30
. It is not feasible to allocate memory for 2

𝜆
potential logbooks.

Hashing the public key into a smaller address requires a collision-free hash function,

since collisions would allow impersonation of honest users. But using a collision-resistant

hash function still results in addresses of 𝜆 bit length. Another method is to create a

fixed mapping from a user’s public key to their logbook address. This mapping could

then be stored in a hash table, where collision-freeness can be guaranteed by choosing a

new random universal hash function whenever inserting a new entry would result in a

collision. But this approach requires that the hash table is queried in an oblivious way,

and thus requires another layer of oblivious RAM. Since ORAM is the bottleneck of our

protocol, we decided against this approach and instead chose the following solution: The

mapping is given to the user, along with a signature on the public key/address pair. The

user then provides a zero-knowledge proof of knowledge of the secret key along with the

signature on the public key/address pair, and an encryption of the address. This introduces

another challenge: Even semi-honest corruption of an operator leaks their secret key to the

adversary. This secret key can then be abused by malicious users to generate signatures

that map their public key to the address of an honest user’s logbook. To prevent this, we

use a threshold signature scheme, which requires secret keys of at least 𝑡 + 1 operators to
generate a valid signature.

The next challenge is to encrypt and sign the address in a way that is compatible with both

efficient zero-knowledge proofs and decryption within a secure computation protocol.

Groth–Sahai proofs are very efficient when working with structure-preserving primitives.

Thus, using a structure-preserving threshold signature scheme and encoding the address

as a point on the elliptic curve is the natural answer. The latter is typically done by

multiplying it by for example 2
10
, interpreting this as the 𝑥-coordinate, and then adding

1 to this value until one ends up with a valid point on the curve. But this only works if

the subgroup used has a small cofactor. The popular BLS curves use subgroups with very

large cofactors, on the order of 2
100

, which results in having to do around 2
100

iterations

before finding a valid point in the subgroup. Fortunately, Barreto–Naehrig curves, which

have fallen out of favor due to new attacks that mandated larger parameters to maintain

128 bit security, use the whole curve as G1 resulting in cofactor 1 and thus allow this type

of encoding.
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Fifth, secure computation works over a finite field or ring, the size of which has a significant

impact on performance. To allow decryption of a ciphertext over a Barreto–Naehrig curve

with ≈128 bit security, it is necessary to work over a finite field of size ≈2382. Performing

oblivious RAM operations on this field has a prohibitive performance cost. As a solution,

we split our secure computation into two parts: First, the ciphertext is decrypted over the

large field. Then, using the share conversion method of [DT08], the resulting plaintext

(which is known to be an address much smaller than 382 bit) is converted to a smaller field,

and the secure computation involving oblivious RAM is performed over this smaller field.

Specifically, we operate on a 128 bit field for this.

4.1.3. RelatedWork

Privacy-preserving data analysis is not only a topic discussed in society, but it will also

become an important economic factor in the future: The global market size for privacy-

enhancing computation was already estimated at $2.2 billion for 2023 and is projected to

reach approximately $24.7 billion by 2033.
4
As a consequence, we should make sure that

there are cryptographically sound methods to protect our personal data during the full data

analysis life cycle. For the setting where a small number of data-holders want to evaluate

functions on their combined data, i.e., banks performing clustering on their combined

transaction graphs for money-laundering detection, standard MPC approaches can easily

be employed. However, when involving the data of a large number of users without huge

computational resources, mechanisms to collect the data in a privacy-preserving manner

have to be combined with mechanisms to securely evaluate analysis functions.

When reviewing the prior work on the combination of privacy-preserving data collection,

storage and analysis, we distinguish between solutions targeting specific applications and

generic solutions.

Generic solutions for user data collection and analysis mainly fall into two categories:

applying noise to the data during collection to achieve differential privacy, or being limited

to aggregation functions (e.g., vector sum, heavy hitters) over the collected data.

Differential Privacy during Data Collection There are multiple systems employing

differential privacy during data collection to protect user privacy. Examples include

RAPPOR [EPK14; FPE16], which is used in Chromium. The downside of this approach

is that when adding little noise, the system provides weak privacy guarantees, whereas

when adding a lot of noise, the system provides low utility.

Privacy-Preserving Aggregate Statistics Several protocols to generate aggregate statis-

tics in a privacy-preserving way have been proposed [MDD16; CB17; Bon+21; Bel+23;

Add+22; MST24]. These protocols allow computation of aggregation functions, such as

4 https://www.precedenceresearch.com/privacy-enhancing-computation-market
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the sum of input vectors (e.g., Prio, Prio+ [CB17; Add+22]) or heavy hitters and subset-

histograms (e.g., Poplar, Doplar [Bon+21; Dav+23]). To this end, one input per client is

aggregated over an epoch and then the output of the function is revealed. The drawback of

these approaches is that the class of analysis functions that can be evaluated is constrained,

in particular no analyses regarding multiple inputs (from different points in time) of one

user can be obtained, as would be required for scenarios such as usage-based fee calculation

or targeted advertisements.

Generic Privacy-Preserving Data Collection and Analytics The only solution for

privacy-preserving data collection and analytics that allows generic analysis functions

we are aware of is PUBA [Fet+22b], which also comes with a formal security model and

proof in the UC framework. In PUBA, logbooks, which are called “user histories” there,

are stored on each individual user’s device. Simple single-user analysis functions can be

evaluated by the user itself and correctness of the result proven in zero-knowledge, similar

to the smart-metering setting of [RD11; RDK18], but since user devices are assumed to

be smartphones the class of functions is even more limited. For more complex functions

or functions that rely on data from multiple users, PUBA has each user secret-share

their logbook between the system operator and a non-colluding “proxy” party, who then

evaluate the function using MPC.

While our setting is similar to theirs, we address several shortcomings: Firstly, we al-

low multiple operators to collectively operate the system (PUBA does not generalize

to multiple distrusting operators, as each operator could arbitrarily modify the content

of user logbooks), removing the need for an external party doing heavy computations.

Second, we store logbooks securely between the operators instead of on the user’s device,

providing robustness against data loss from lost/stolen/broken user devices and reducing

the computation and communication required from users. Third, analysis computations no
longer require user interaction, making a deployment much more practical. This reduces

the delay between start and completion thereof and ensures that data from the involved

users covers the same time period (in PUBA, this task needs to wait for input from each

user, and users input their current logbook, causing users that provide input at a later

point in time to cover a later time period). Fourth, with our concept of time periods, we

support logbooks that grow over time, whereas PUBA has one fixed logbook size and old

entries get overwritten over time.

Privacy-Preserving Ticketing for Public Transportation Several proposals exist for

privacy-preserving ticketing systems in public transportation [Mil+15; Hey+06; Arf+15;

Gud14; Rup+13; KLG13; Viv+10; JJQ07; Han+21]. However, most of these systems focus

solely on payment functions and do not address the privacy-preserving analysis of resulting

data. Kerschbaum et al. [KLG13] appear to be an exception, as they are developing a privacy-

preserving ticketing system for public transportation that stores the (encrypted) data in

the backend. The travel data is encrypted using an additively homomorphic encryption

scheme, where the decryption key is held by a trusted third party, who needs to be involved

in entry operations, invoice calculation, and any analysis function (modeled as a circuit)
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that requires negation. Unlike POBA, their system only contains a single provider and they

have no formal model or even UC proof. Furthermore, of these systems only [Han+21] has

a formal security proof, however only in a standalone simulation-based model, leaving

security under arbitrary composition open.
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Privacy-PreservingElectricVehicleCharging/Discharging To enable privacy-preserving

billing in smart-grid scenarios where electric vehicles are charged/discharged based on the

grid state, several works [Au+14; Zha+14; Sch+19; Wan+22; Yue+24; Che+24] propose solu-

tions for billing. Of these, [Sch+19; Wan+22] have proofs in the UC framework. However,

they all only compute billing information and do not allow any further analytics.

4.2. An Idealized POBAmodel

In this section, we provide an overview of our system and the parties involved. Figure 4.1

gives an overview of how the involved parties could interact with our system in the context

of an anonymous check-in/check-out based multimodal transportation system.

4.2.1. Parties and Trust Assumptions

Users (U) interact with the system by collecting data in their individual logbooks. Our

system allows for an arbitrary number of users who are untrusted (malicious) and may

collude with other corrupted parties. Users are assumed to use comparatively weaker

hardware, and thus their computational burden is kept as low as possible.

System operators (O) run the system. They usually provide some kind of service that users

are interested in, and as part of that service they want to collect data from users. Each user

is registered with one system operator, which is called the user’s home operator (HO). Note
that the set of operators can also be heterogeneous, since different kind of operators may

have different interests in the collected data. For example, in the charging and discharging

electric vehicle batteries in the smart grid scenario, operators could not only be electricity

providers but also car manufacturers who may want to analyze the lifetime of batteries in

their vehicles.

Since one of our goals is to evaluate the practicality of POBA, we assume the most favorable

corruption model: An adversary may only corrupt a minority of operators, and corrupted

operators are semi-honest rather than malicious.
5
While this is a rather strong assumption,

we argue that this assumption is appropriate in many cases: It protects against accidental

data leaks, curious or disgruntled employees, and data breaches. Cybercriminals are

increasingly threatening to release private customer data unless a ransom is paid, as was

for example the case with a Finnish mental health care provider,
6
and not having such

data in the first place prevents this. Similarly, it is not uncommon for curious employees

5
While malicious parties can arbitrarily deviate from the protocol, semi-honest parties are assumed to

honestly follow the protocol. The goal of a semi-honest party is to extract more information than intended

from the protocol. Several semi-honest parties can also collaborate and try to gain additional knowledge

from their combined sets of information.

6 https://www.wired.com/story/hacker-threaten-release-therapy-notes-patients/
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Operator C

Operator A

Send pending
entries to server

Operator B

Ticket Inspector

Bob

Init

InsertEntry

Analytics

Alice

Figure 4.1.: Intended use of the system using the application example check-in/check-out transportation

systems with different mobility providers. Arrows with a represent identifying interactions and dotted

arrows are assumed to happen outside of the protocol.

to violate the privacy of customers.
7
Active manipulation of installed software is a much

higher barrier than abusing legitimate access mechanisms, and tampered software could

also be detected by remote attestation mechanisms.

When performing analytics, we assume that operators agree among themselves beforehand

which analytics they will run on which data. Since the majority of operators are assumed

to be honest, they will not agree to perform analyses that violate privacy rules. If desired,

privacy advocates could be allowed to participate in the MPC as observers to ensure that

the analysis function protects the privacy of user data.

4.2.2. Logbooks and User Data

Logbooks are at the heart of our system: All the data collected by a user is stored in them.

As mentioned above, there is a separate logbook for each user. Each logbook consists of a

list of entries, where each entry has a fixed (maximum) length. For efficiency purposes,

logbooks are further divided into time periods and have a maximum size (i.e., number

of entries). The length of a period and the size of a logbook should be chosen so that

the logbooks don’t overflow. The logbook for user 𝑈 and period 𝑝 is referred to as Log𝑝
𝑈
.

When operators want to perform analysis, these logbooks are used as a data basis.

To prevent malicious users from sabotaging analyses by submitting invalid or malformed

data, we require the user to agree with one of the operators on the content of each

entry. Thus, the system is well suited for purposes where the data in each entry itself is

not personal information, but the combination of data and user identity is relevant and

sensitive.

7 https://interestingengineering.com/culture/google-fires-80-employees-for-exploiting-use

r-data
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4.2.3. Desired Security Properties

Informally, we want to achieve the following guarantees:

• Users can only create logbook entries for their own logbook, and only after creating

an account

• Logbook entries can only be generated if both user and operator agree on their

content

• Operators can not identify users during entry creation

• Operators can not link different entries to the same user

• Users can prove that they created a specific logbook entry if and only if they actually

did so

• Computation of an analytic function does not reveal additional private data besides

the intended output

• Computation of an analytic function returns the correct output

It is easy to see that our ideal functionality satisfies these.

4.2.4. Our Ideal Functionality

F
POBA

internally manages all logbooks and pending entries, and provides system operators

with the output of analytic functions they all agree to evaluate. In Fig. 4.1 we illustrate the

interplay of the different tasks using the check-in/check-out based transportation system

of Section 4.4.1 as an example. We now provide both a high-level description of these tasks

and a formal description in Fig. 4.2.

Notation Our ideal functionality is described as a set of tasks that can be called by the

parties. Each task has inputs of the form “Input 𝑃 : (cmd, ssid, msg)” (where 𝑃 is the party

that should provide this input, cmd specifies the task, ssid is the subsession id, and msg is

the input of that party for the given task), a behavior, and outputs of the form “Output 𝑃 :

(ssid, msg)” (where ssid is the same subsession id and msg the output for that party). This

means that after the functionality receives messages from all parties 𝑃 specified as having

input with the same ssid, it runs the instructions listed under “Behavior”. If doing so does

not cause it to ignore the inputs, it makes private delayed outputs to the parties 𝑃 with

content (ssid, msg) as listed under “Output”. If the party for which output is generated

is semi-honest, the adversary is additionally provided with (ssid, msg). Additionally,

whenever a semi-honest party 𝑃 provides input (cmd, ssid, msg), it sends (cmd, ssid,
msg, 𝑃) to the adversary. When an honest operator 𝑂 provides input, it sends (cmd,
ssid, 𝑂) to the adversary. When an honest user𝑈 provides input, if cmd = ureg it sends

(ureg, ssid, 𝑈 ) to the adversary, for cmd ≠ ureg it instead sends (cmd, ssid, user)
to the adversary, i.e., it keeps the identity of the user secret.

87



4. POBA: Storing data on operator servers

Functionality F
POBA

State:
• Set of all operators O, logbook size size
• Counter id𝑂last for each𝑂 ∈ O to enumerate pending log en-

tries

• List Lusers for each𝑂 ∈ O containing a list of users registered

with that operator

• List LOPending for each𝑂 ∈ O to store pending log entries

• Logbooks Log𝑝
𝑈

for each user𝑈 and period 𝑝

• Variable initialized, initially set to 0

Init:
• Input each𝑂 : (init)
• Behavior:

1. After receiving input from all𝑂 ∈ O, set initialized := 1

• Output each𝑂 : (init,ok)
Ignore messages other than init until initialized = 1.

UReg:
• Input𝑈 : (ureg, ssid, pid𝐻𝑂 )
• Input 𝐻𝑂 : (ureg, ssid, pid𝑈 )
• Input all other𝑂 ′: (ureg, ssid )
• Behavior:

1. If𝑈 is already in

⋃
𝑂∈O Lusers or𝑈 does not have pid pid𝑈

or 𝐻𝑂 does not have pid pid𝐻𝑂 , ignore this call

2. Upon receiving input from 𝐻𝑂 , send ( (ureg, ssid,
pid𝑈 ), 𝐻𝑂 ) to the adversary

3. Add (pid𝑈 ) to LHOusers
• Output𝑈 : (ssid,ok)
• Output 𝐻𝑂 : (ssid,ok)

CreateEntry:
• Input𝑈 : (createentry, ssid, period𝑈 , entry𝑈 , pid𝑂 )
• Input𝑂 : (createentry, ssid, period𝑂 , entry𝑂 )
• Behavior:

1. If pid𝑈 is not in

⋃
𝑂∈O Lusers or entry𝑈 ≠ entry𝑂 or

period𝑈 ≠ period𝑂 or 𝑂 does not have pid pid𝑂 , ignore

this call

2. Set id𝑂last := id𝑂last + 1, id := id𝑂last
3. Add (id, pid𝑈 , period, entry𝑂 ) to LOPending

• Output𝑈 : (ssid,ok)
• Output𝑂 : (ssid,ok, id )

InsertEntry:
• Input𝑂 : (insertentry, ssid, period, id )
• Input all other𝑂 ′: (insertentry, ssid )
• Behavior:

1. If no entry (id, pid𝑈 , period, entry) exists in LOPending,
ignore this call

2. If at least one𝑂 ′ is corrupted and𝑂 is honest,

leak ( (insertentry, ssid, period, entry),𝑂 ) to the ad-

versary

3. If |Logperiod
𝑈

| = size, output (ssid,error) to all𝑂

4. Otherwise:

a) Remove that entry from LOPending
b) Append (entry) to Logperiod

𝑈

• Output all𝑂 : (ssid,ok)

ProveEntry:
• Input𝑈 : (proveentry, ssid, entry, period, pid𝑂 )
• Behavior:

1. If no entry (id, pid𝑈 , period, entry) in LPending
𝑂 ′

𝑂 ′∈O
or (entry,𝑂 ′ ) in Logperiod

𝑈
exists, ignore this input

2. If both𝑈 and𝑂 ′ such that the entry was in LPending
𝑂 ′

resp.

the entry (entry,𝑂 ′ ) existed in Logperiod
𝑈

are honest, send

(proveentry, ssid, leak,𝑂 ′ ) to the adversary

• Output𝑂 : (ssid, proveentry, pid𝑈 , entry, period )

Analytics:
• Input all 𝑂 : (analytics, ssid, func,

{
period𝑖

}
, {𝑈𝑖 },

aux𝑂 )
• Behavior:

1. If not all parties provided the same func,
{
period𝑖

}
and

{𝑈𝑖 } as input, ignore this call
2. Set Logs :=

{
Log𝑝

𝑈

}
𝑈 ∈{𝑈𝑖 },𝑝∈{period𝑖 }

3. Evaluate {result𝑂 }O ← func (Logs, {aux𝑂 }O ) , setting
sequence := (𝑝1, 𝑝2, . . . , 𝑝𝑛 ) with an entry 𝑝 𝑗 for each

time func reads an entry from Log
𝑝 𝑗

𝑈

4. If at least one operator is corrupted, leak (analytics,
ssid, sequence) to the adversary

• Output each𝑂 : (ssid, result𝑂 )

Figure 4.2.: Ideal functionality F
POBA

Init To model required setup steps in the real protocol, the functionality only starts

working after each operator called this task.

UReg Before participating in the system, a user has to select a home operator 𝐻𝑂 from

the list of operators and register with this operator. This ensures that information about

user accounts, which may also contain (static) personal data (e.g., billing information), is

only held by one operator. All other operators need to acknowledge the new user. The

functionality then adds the user to the list of registered users with that home operator.

CreateEntry This task initiates creation of a new logbook entry. First, user and operator

agree (out-of-protocol) on the content entry of the new entry and which period 𝑝 it belongs

to. Then, the functionality ensures that the user has previously registered an account,
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while keeping the user’s identity secret. The entry is then added to a list of pending entries

that have to be inserted into the correct logbook using the next task.

InsertEntry In this task, all operators work together to move an entry from the pending

list into the correct logbook. Only after an entry has been inserted by this task can it be

included in analytics computations.

ProveEntry As mentioned above, in some applications it is useful for users to be able

to prove that their logbook contains certain (pending) entries, e.g., spot checks can be

implemented by users showing that they created a check-in entry for the current train.

This task does just that: A user can prove to an operator that they produced a certain

logbook entry entry in period 𝑝 . To do this, the functionality sends the identity of the user

together with the period and entry to the operator if the entry is stored in either the user’s

logbook or the list of pending entries.

Analytics In this task, all operators work together to evaluate an analysis function that

they have previously agreed on out-of-band. The analysis function can use the logbooks

of several users from several periods as a data basis. The functionality first ensures that all

operators agree on what function to evaluate on which users and periods. Each operator

receives an output from the analysis, but it is possible that each operator receives a different

output (depending on the specific analysis function). It depends on the application what

exactly the analysis function calculates. For example, it can be used to create customer

invoices and conduct market research, compute statistics to improve a service, etc.

4.3. A Protocol to Realize the Model

In this section we present our protocol ΠPOBA that UC-realizes the ideal functionality

F
POBA

.

At the heart of our system is the oblivious logbook storage, which is built upon oblivious

RAM (ORAM), or more precisely an MPC protocol with ORAM. For each user, memory

in the ORAM is reserved and logbook entries are written there. To allow for efficient

user-facing protocols, logbook entries are first stored locally at the respective operator

with an encrypted user identifier and later written into the actual logbook in batches. For

better efficiency, we also split logbooks into periods, where each period starts with a new

empty logbook. This is realized by simply having different instances of ORAM for each

period, where a new instance is initialized as empty the first time an entry is generated

for it. Note that analytics can still be based on multiple periods if desired.
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4.3.1. Building Blocks

Before delving into the actual protocol, we briefly introduce the building blocks we use to

achieve the desired security guarantees on a high level. Formal definitions are given in

Chapter 2.

Threshold Public Key Encryption (PKE) We use a threshold PKE to encrypt user iden-

tities. A threshold PKE with 𝑛 parties and threshold 𝑡 has a key generation algorithm that

outputs an encryption key ek along with 𝑛 decryption key shares dk𝑖 . It has a standard
encryption algorithm, but for decryption it has a partial decryption algorithm that, given

a ciphertext and a decryption key share, outputs a decryption share, and a combine al-

gorithm that combines 𝑡 + 1 of those decryption shares to recover the plaintext. We use

this to encrypt user identities when creating new logbook entries to prevent a colluding

minority of operators from decrypting those identities. IND-CPA-security guarantees that,

given the encryption key and at most 𝑡 decryption key shares, it is hard to decide whether

a given ciphertext is an encryption of𝑚0 or𝑚1 for any same-length messages𝑚0,𝑚1.

See Definition 2.7.3 for a formal definition. Additionally, we require a distributed key

generation protocol, formalized as F TPKE
Keygen

, see Fig. 2.3a.

Digital Signatures A digital signature scheme consists of a key generation algorithm

that outputs a verification key vk and a signing key sk, and algorithms for signing messages

with the signing key and verifying signatures with the verification key. EUF-CMA-security

guarantees that it is hard to generate valid signatures given only the verification key. We

use a (regular) signature scheme to authenticate log entries.

In aggregate signature schemes it is possible to combine different signatures into one

aggregate signature, which reduces signature size and speeds up verification. We use this

to efficiently verify system keys.

In a threshold signature schememultiple parties have to work together to create a signature

on a message. We use this to authenticate user credentials. It prevents a single leaked

operator signing key from creating fake credentials for honest users, which would allow

an adversary to forge entries for that user’s logbook. The threshold version again has

a key generation algorithm that outputs a verification key vk and signing key shares

sk𝑖 . Signing messages consists of generating a partial signature with a signing key share

and then combining 𝑡 + 1 such partial signatures into a full signature. Here we use the

TS-UF-1-security definition, which guarantees that given at most 𝑡 signing key shares,

the verification key, and access to an oracle that generates partial signatures, it is hard to

generate a valid signature on a message that has not been queried to the oracle.

Formal definitions are given in Definition 2.8.1 for digital signatures, in Definition 2.8.2

for EUF-CMA-security, in Definition 2.8.4 for aggregate signatures, in Definition 2.8.5 for

threshold signatures, and in Definition 2.8.6 for TS-UF-1-security. Again, we additionally

require a distributed key generation protocol, formalized as F TSIG
Keygen

, see Fig. 2.3b.
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Non-InteractiveZero-KnowledgeProofs To allow user anonymity, we use non-interactive

zero-knowledge proofs of knowledge in the common reference string (crs) model. Such a

proof allows a party to convince another party that a statement is in some NP relation,

and even that they know a witness for this fact, without revealing information about the

witness. More precisely, given a relation 𝑅, a statement stmt, and a witness wit, such
that (stmt, wit) ∈ 𝑅, there is a prove algorithm for generating a proof and a verification

algorithm that, given the relation 𝑅, the statement stmt, and the proof, verifies that it

is valid. Additionally, given some trapdoor information that could be generated during

setup, there exist algorithms to simulate proofs without actually knowing a witness, and to

extract the witness from proofs. The zero-knowledge property guarantees that simulated

proofs are indistinguishable from real proofs and simulation-extractability guarantees that

extraction with the trapdoor is possible even if the adversary has seen simulated proofs

before.

For formal definitions, see Definitions 2.5.1 and 2.5.4.

Secure Computation of RAM Programs We use MPC to manage the logbooks and

compute analytics. To make this feasible with a large number of users, we need a secure

computation protocol that allows the evaluation of RAM programs: Usually, secure com-

putation is defined in terms of circuits, which has the advantage of being side-channel

free. However, in order to access an input-dependent entry of an array, input wires for

all entries of that array must go into a large multiplexer circuit that selects the correct

entry. In our case, the array corresponds to the collection of logbooks for all users, which

can range from tens of thousands to several million, so this is clearly not practical. When

using a RAM program, on the other hand, accessing such an entry simply corresponds to

a single memory access at the desired location, the complexity of which is independent

of the size of the array. However, doing so naively reveals which entry of the array was

accessed. So we require our MPC protocol to access the RAM in an oblivious way. To

achieve this, oblivious RAM [Gol87] was introduced. It can be viewed as a compiler that

transforms logical memory accesses into a sequence of physical memory accesses that

look random. Combined with secure multi-party computation, this allows us to access

a single logbook without revealing which one it was (and thus which user it belongs

to), with a complexity that grows only logarithmically with the number of users. For

modeling this, we follow the approach of [Bra+23] and use an ideal functionality FMPC(𝑓 )
to securely evaluate a RAM program 𝑓 . To this end, we require a secret-sharing scheme

S which consists of algorithms to generate 𝑛 shares from a secret such that up to 𝑡 of

those shares reveal no information about the secret, but any 𝑡 + 1 shares can be used to

reconstruct the secret. See Definition 2.6.1 for a formal definition. FMPC(𝑓 ) then takes as

input secret-shares of the memory𝑀 and from each party 𝑃𝑖 some input in𝑖 , reconstructs
𝑀 from these shares, executes 𝑓 ((in1, . . . , in𝑛), 𝑀) and outputs the result together

with the number of memory accesses performed by 𝑓 , as well as new shares of the updated

memory. In addition, we use an extended functionality F ext

MPC(𝑓 ′) that takes a collection

of memories 𝑀1, . . . , 𝑀𝑛 as input and an extended RAM program 𝑓 ′ that can perform

memory accesses on any of these memories by specifying the index of the memory. Given

a protocol realizing FMPC(𝑓 ) , it is straightforward to obtain a protocol realizing F ext

MPC(𝑓 ) by
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Functionality FMPC(𝑓 )

Parameters: Anext-step functionNS, number of participating

parties 𝑛

• Upon receiving (Run, ⟨𝑀 ⟩, input𝑖 ) from all parties 𝑃𝑖 , 𝑖 < 𝑛:

1.𝑀 = S.Recon(⟨𝑀 ⟩)
2. Initialize stNS := (start, (input

1
, . . . , input𝑛 ) ) , data := 0

and round := 0

3. While stNS ≠ (stop, (output
1
, . . . , output𝑛 ) ) , do:

a) Run (stNS, 𝐼 ) ← NS(stNS, data)
b) If 𝐼 = (read, addr,⊥) , set data :=𝑀 [addr ] .val
c) Else if 𝐼 = (write, addr, val) , set data :=𝑀 [addr ] .val
and update𝑀 [addr ] .val = 𝐼 .val

d) Update round := round + 1
4. ⟨𝑀new ⟩ ← S.Share(𝑀 )
5. Output (⟨𝑀 ⟩𝑖 , output𝑖 , round ) to each party 𝑃𝑖 , 𝑖 < 𝑛.

(a) Functionality F
MPC(𝑓 ) for securely evaluating RAM programs.

Functionality F ext
MPC(𝑓 )

Parameters: Anext-step functionNS, number of participating

parties 𝑛

• Upon receiving (Run,
{
⟨𝑀𝑗 ⟩

}
𝑗<𝑘

, input𝑖 ) from all parties

𝑃𝑖 , 𝑖 < 𝑛:

1. For each 𝑗 < 𝑘 : 𝑀𝑗 = S.Recon(⟨𝑀𝑗 ⟩)
2. Initialize stNS := (start, (input

1
, . . . , input𝑛 ) ) , data := 0,

round := 0 and sequence = ( )
3. While stNS ≠ (stop, (output

1
, . . . , output𝑛 ) ) , do:

a) Run (stNS, 𝐼 ) ← NS(stNS, data)
b) If 𝐼 = (read, index, addr,⊥) :

i. Ensure index < 𝑘 , otherwise abort

ii. Set data :=𝑀index [addr ] .val
c) Else if 𝐼 = (write, index, addr, val)

i. Ensure index < 𝑘 , otherwise abort

ii. Set data :=𝑀index [addr ] .val
iii. Update𝑀index [addr ] .val = 𝐼 .val

d) Update round := round + 1 and sequence :=

(sequence, index )
4. For each 𝑗 < 𝑘 : ⟨𝑀new

𝑗
⟩ ← S.Share(𝑀𝑗 )

5. Output (
{
⟨𝑀𝑗 ⟩𝑖

}
𝑗<𝑘

, output𝑖 , sequence) to each party 𝑃𝑖 ,
𝑖 < 𝑛.

(b) Functionality Fext
MPC(𝑓 ) for securely evaluating extended RAM

programs.

Figure 4.3.: Functionalities for secure computation.

simply using multiple independent instances of the mechanism to access the memory.

For the formal definitions of these functionalities, see Figs. 4.3a and 4.3b.

(Semi-)Authenticated Secure Communication Our protocol relies on proper authenti-

cation during account creation, but also on the ability of users to anonymously communi-

cate with operators during entry creation. We formalize this by using F
SMT

for normal

secure authenticated communication and F os−auth
SMT

for secure communication where the

initial receiver of the message is authenticated whereas the initial sender remains anony-

mous. F
SMT

simply forwards a message msg together with the sender pid pid𝑆 to the

receiver 𝑅 with pid pid𝑅 , thus authenticating both the sender and receiver and keeping the

content confidential. F os−auth
SMT

on the other hand only forwards msg to the receiver 𝑅 with

pid pid𝑅 but keeps the identity of the sender 𝑆 secret, thus only authenticating the receiver

of the message. To enable communication in both directions, F os−auth
SMT

additionally allows

a receiver to respond to the message. For the formal definitions of these functionalities,

see Fig. 2.2. Note that we assume all communication between operators to use secure

channels and omit the usage of F
SMT

there and will simply write 𝑂 → 𝑂′ : (msg) as a
shorthand for transmitting msg from 𝑂 to 𝑂′ using F

SMT
.

In practice, this can be achieved through anonymous wireless communication such as NFC

or Bluetooth LE or the usage of anonymization networks such as TORwhen communication

over the internet is required.
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Details of the relation
RUR

stmt := (pk𝑈 )
wit := (sk𝑈 )

RUR = { (stmt,wit ) |
• KeyVerify(sk𝑈 , pk𝑈 ) = 1

}

(a) Relation RUR used during user registra-

tion.

Details of the relation
RCE

stmt := (ct𝑈 , ek, crsTSIG, vk, ℎ)
wit := (pk𝑈 , sk𝑈 , addr, 𝜎, 𝑟 )

RCE = { (stmt,wit ) |
• ct𝑈 ←

TPKE.Encrypt(ek, addr ; 𝑟 )
• TSIG.Vf (crsTSIG, vk, (pk𝑈 ,

addr ), 𝜎 ) = true
• KeyVerify(sk𝑈 , pk𝑈 ) = 1

}

(b) Relation RCE used when creating new

entries.

Details of the relation
RPE

stmt := (pk𝑈 , addr, ct𝑈 , ek)
wit := (𝑟, sk𝑈 )

RPE = { (stmt,wit ) |
• ct𝑈 ←

TPKE.Encrypt(ek, addr ; 𝑟 )
• KeyVerify(sk𝑈 , pk𝑈 ) = 1

}

(c) Relation RPE used when proving an en-

try was created.

Figure 4.4.: Zero-knowledge relations used in ΠPOBA.

4.3.2. Protocol Description

We now give a high-level description of our protocol, along with a formal one in Figs. 4.5

to 4.7 and 4.9. The NP-relations used in the NIZK proofs are explained in Fig. 4.4.

Logbooks are identified by their logical memory address, and a list of free addresses LFree
is synchronized between the operators. When a new user registers, a mapping is created

between that user (represented by their public key) and a logbook (represented by its

address). The number of logbooks (i.e., both assigned and free addresses) determines the

size of the shared memory and the cost of accessing it. Thus, if the ORAM used does not

allow the memory size to be increased dynamically, it must be increased for a new period

when the number of free addresses becomes too small.

Init To set up the system, each operator generates a signature keypair (sk𝑂 , vk𝑂 ). They
also perform a distributed key generation for the threshold encryption scheme and the

threshold signature scheme, captured by F TPKE
Keygen

and F TSIG
Keygen

(see Fig. 2.3), to get a common

encryption key ek with decryption key shares dk𝑖 as well as a common verification key vk
together with signing key shares sk𝑖 .

User Registration To register, a user chooses one of the system operators as their home

operator and creates an account with them. The user generates a signature key pair

(sk𝑈 , pk𝑈 ) and proves knowledge of the signing key sk𝑈 in zero-knowledge to the home

operator. The home operator then picks a free logbook address addr from LFree and the

logbook index LKeys is updated with the new mapping of the user’s verification key pk𝑈 to

the logbook address addr . Then, the home operator communicates with all other operators

to ensure that everyone’s logbook index is updated accordingly, and to obtain partial

signatures on the mapping (pk𝑈 , addr). Finally, the user receives the (combined) signature

𝜎 from the operators.
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Protocol ΠPOBA(1𝜆, 𝑛, 𝑡), Part 1
Building Blocks:
• Collision-resistant hash function 𝐻

• IND-CPA-secure threshold PKE scheme TPKE
• TS-UF-01-secure threshold signature scheme TSIG

• EUF-CMA-secure signature scheme SIG
• Simulation-extractable non-interactive zero-knowledge proof

system ZK
. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .

Party State:
• Each operator𝑂 stores:

– ZK CRS crsZK, TSIG parameters crsTSIG
– System encryption key ek, verification key vk
– Corresponding secret key shares dk𝑖 and sk𝑖
– An operator keypair (sk𝑂 , vk𝑂 )
– List LPending of pending entries
– Value id last for indexing pending entries
– Shamir secret-share ⟨𝑀𝑗 ⟩ of the oblivious memory𝑀𝑗 for

each period 𝑗 , all initially set to 0

• The operators store synchronized copies of:

– List LFree of free logbook addresses

– Logbook index LKeys that maps user public keys to logbook

addresses

• Each user𝑈 stores:

– ZK CRS crsZK, TSIG parameters crsTSIG
– System encryption key ek and verification key vk
– Credentials creds := (sk𝑈 , pk𝑈 , addr, 𝜎 )
– List LReceipt of receipts for logbook entries

Init:
• Input each𝑂 : (init)
• Behavior (each𝑂):

1. Obtain and store crsZK and crsTSIG from F
CRS

(see Fig. 2.1a)

2. Generate and store (sk𝑂 , vk𝑂 ) ← SIG.Keygen(1𝜆 )
3. Send (Keygen, 1

𝜆 ) to FTPKE
Keygen

// Distributed key

generation (see Fig. 2.3a)

4. Wait for output (ek, dk𝑖 ) from FTPKEKeygen

5. Send (Keygen, crsTSIG ) to FTSIG
Keygen

// Distributed key

generation (see Fig. 2.3b)

6. Wait for output (vk, sk𝑖 ) from FTSIGKeygen

7. Store ek, vk, dk𝑖 , sk𝑖
• Output𝑂 : (init, ok)

Figure 4.5.: Protocol ΠPOBA part 1, state and initialization.

Protocol ΠPOBA(1𝜆, 𝑛, 𝑡), Part 2
UReg:
• Input𝑈 : (ureg, ssid, pid𝐻𝑂 )
• Input 𝐻𝑂 : (ureg, ssid, pid𝑈 )
• Input all other𝑂 ’: (ureg, ssid )
• Behavior:

𝐻𝑂 : Send (ssid ∥1, pid𝑈 , (ek, vk) ) to F
SMT

𝑈 : Receive (ssid ∥1, pid𝐻𝑂 , (ek, vk) ) from F
SMT

𝑈 : Store ek and vk
𝑈 : Obtain and store crsZK and crsTSIG from F

CRS

𝑈 : (sk𝑈 , pk𝑈 ) ← SIG.Keygen(1𝜆 )
𝑈 : 𝜋sk𝑈 ← Prove(crsZK, RUR, (pk𝑈 ), (sk𝑈 ) )
𝑈 : Send (ssid ∥2, pid𝐻𝑂 , (pk𝑈 , 𝜋sk𝑈 ) ) to FSMT

𝐻𝑂 : Wait for output (ssid ∥2, pid𝑈 , (pk𝑈 , 𝜋sk𝑈 ) ) from
F
SMT

𝐻𝑂 : If Vf (crsZK, RUR, (pk𝑈 ), 𝜋sk𝑈 ) ≠ 1, abort

𝐻𝑂 : Get next free logbook address addr ← LFree .pop( )
𝐻𝑂 : Add (pk𝑈 , addr, 𝑈 ) to LKeys

𝐻𝑂 → all𝑂 ’: (ssid, pk𝑈 , 𝜋sk𝑈 , addr, 𝑈 )
all𝑂 ’: stmt := (pk𝑈 )
all𝑂 ’: If Vf (crsZK, RUR, stmt, 𝜋sk𝑈 ) ≠ 1 or addr ∉ LFree,

abort

all𝑂 ’: Remove addr from LFree
all𝑂 ’: Add (pk𝑈 , addr, 𝑈 ) to LKeys
all𝑂 ’: 𝜎𝑖 ← TSIG.PartSign(crsTSIG, sk𝑖 , (pk𝑈 , addr ) )
all𝑂 ’→ 𝐻𝑂 : (ssid, 𝜎𝑖 )
𝐻𝑂 : 𝜎𝑖 ← TSIG.PartSign(crsTSIG, sk𝑖 , (pk𝑈 , addr ) )
𝐻𝑂 : Set𝑇 to be the first 𝑡 + 1 𝜎𝑖
𝐻𝑂 : 𝜎 ← TSIG.Combine(crsTSIG, 𝑇 )
𝐻𝑂 : Send (ssid ∥3, pid𝑈 , (addr, 𝜎 ) ) to F

SMT

𝑈 : Receive (ssid ∥3, pid𝐻𝑂 , (addr, 𝜎 ) ) from F
SMT

𝑈 : Abort if TSIG.Vf (vk, (pk𝑈 , addr ), 𝜎 ) ≠ 1

𝑈 : Store (sk𝑈 , pk𝑈 , addr, 𝜎 )
• Output𝑈 : (ssid, ok)
• Output 𝐻𝑂 : (ssid, ok)

Figure 4.6.: Protocol ΠPOBA part 2, user registration.

Signing both the user’s public key and the address with the threshold signature scheme

ensures that no one can impersonate honest users when creating entries: we require the

user to prove knowledge of a signature of the entry under that public key to create a new

entry, as well as knowledge of the threshold signature on (pk𝑈 , addr). Even if a minority

of operators are corrupted, an adversary cannot create such a signature for (pk′𝑈 , addr)
with a different public key but the address of an honest user, and the threshold signature
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on (pk𝑈 , addr) cannot be used to impersonate the honest user, since knowledge of sk𝑈 is

also required to create a new entry.

Protocol ΠPOBA(1𝜆, 𝑛, 𝑡), Part 3
CreateEntry:
• Input𝑈 : (createentry, ssid, period𝑈 , entry𝑈 , pid𝑂 )
• Input𝑂 : (createentry, ssid, period𝑂 , entry𝑂 )
• Behavior:

𝑈 : Retrieve (sk𝑈 , pk𝑈 , addr, 𝜎 ) , ek, vk and vk𝐻𝑂 , abort if

those values are not yet stored

𝑈 : ct𝑈 ← TPKE.Encrypt(ek, addr ; 𝑟 )
𝑈 : ℎ :=𝐻 (period𝑈 , ct𝑈 , entry𝑈 )
𝑈 : stmt := (ct𝑈 , ek, crsTSIG, vk, ℎ)
𝑈 : wit := (pk𝑈 , sk𝑈 , addr, 𝜎, 𝑟 )
𝑈 : 𝜋 ← Prove(crsZK, RCE, stmt, wit )
𝑈 : Send (send, ssid ∥1, pid𝑂 , (entry𝑈 , ct𝑈 , 𝜋 ) ) to Fos−auth

SMT

𝑂 : Wait for output (send, ssid ∥1, (entry𝑈 , ct𝑈 , 𝜋 ) ) from
Fos−auth
SMT

𝑂 : If entry𝑈 ≠ entry𝑂 , abort

𝑂 : ℎ :=𝐻 (period𝑂 , ct𝑈 , entry𝑂 )
𝑂 : stmt := (ct𝑈 , ek, crsTSIG, vk, ℎ)
𝑂 : If Vf (crsZK, RCE, stmt, 𝜋 ) ≠ 1, abort

𝑂 : id last := id last + 1
𝑂 : Add (id last, period𝑂 , ct𝑈 , entry𝑂 , 𝜋 ) to LPending
𝑂 : 𝜎entry ← SIG.Sign(sk𝑂 , ℎ)
𝑂 : Send (respond, ssid ∥1, (𝜎entry, vk𝑂 ) ) to Fos−authSMT

𝑈 : Wait for output (respond, ssid ∥1, (𝜎entry, vk𝑂 ) ) from
Fos−auth
SMT

𝑈 : Check SIG.Vf (vk𝑂 , ℎ, 𝜎entry )
𝑈 : Store receipt := (entry𝑈 , ct𝑈 , 𝑟 , 𝜎entry, vk𝑂 ) in LReceipt

• Output𝑈 : (ssid, ok)
• Output𝑂 : (ssid, ok, id last )

InsertEntry:
• Input𝑂 : (insertentry, ssid, period, id )
• Input all other𝑂 ′: (insertentry, ssid )
• Behavior:

𝑂 : Retrieve (id, period, ct𝑈 , entry, 𝜋 ) from LPending and

abort if no entry with (id, period ) exists
𝑂 → all𝑂 ′: (ssid, period, ct𝑈 , entry, 𝜋 )
all: ℎ :=𝐻 (period, ct𝑈 , entry)
all: stmt := (ct𝑈 , ek, crsTSIG, vk, ℎ)
all: If Vf (crsZK, RCE, stmt, 𝜋 ) ≠ 1, abort

a

all: ct𝑖 := TPKE.PartDec(dk𝑖 , ct𝑈 )
all: Send (Run, (ct𝑈 , ct𝑖 , entry), Share𝑀period ) to

F
MPC(insert) and wait for output (written)

all: If written = false output (ssid, error)
all: Otherwise output (ssid, ok)

• Output all𝑂 : (ssid, ok/error)
a
This is not strictly required for semi-honest security

Figure 4.7.: Protocol ΠPOBA part 3, entry creation and insertion.

CreateEntry As mentioned before, adding entries to a logbook is divided into two steps:

First, the CreateEntry task is run between an (anonymous) user and an operator. In this

step, a pending logbook entry is created and authenticated by the user. Specifically, the

user and operator first agree on the content entry of the entry and the current period

period (out-of-protocol). Then, the user (threshold) encrypts their logbook address addr
as ct𝑈 and proves the following in zero-knowledge:

• the user knows a valid (threshold) signature 𝜎 for their public key pk𝑈 and logbook address

addr
• the (threshold) encryption ct𝑈 contains this logbook address addr
• the user knows the secret key sk𝑈 corresponding to pk𝑈

Additionally, a hash of period, ct𝑈 and the content of the entry is part of the statement,

which thanks to the simulation-extractability ties the proof to the entry, preventing reuse

of a proof generated for a different entry. As previously mentioned, this ensures that the

user has previously registered an account and prevents an adversary from impersonating

an honest user. The operator checks this proof, stores the pending entry in a list of

pending entries, and provides the user with a receipt receipt for the entry, which contains

a signature 𝜎entry on the above hash.

95



4. POBA: Storing data on operator servers

RAM-program insert(
{
ct𝑂 , ct𝑂𝑖 ,msg𝑂

}
, 𝑀)

1. Set ct := ct𝑂 ,msg :=msg𝑂 for the first operator𝑂

2. Set addr := TPKE.Combine(ct, (ct𝑂1

𝑖
, . . . , ct𝑂𝑡

𝑖
) )

3. Set Log :=𝑀 [addr ]
4. Set written := false
5. For 𝑗 = 0, . . . ,maxentries:

• If written = false ∧ Log[ 𝑗 ] = ⊥:
a) Log[ 𝑗 ] :=msg
b) written := true

6. Write the updated logbook back: 𝑀 [addr ] := Log
7. Output written

Figure 4.8.: The RAM program insert to write log entries into the correct logbook.

InsertEntry The second step is performed later jointly by the operators, where the

pending entries are actually written to the correct logbooks. This is done by each operator

first locally performing a partial decryption of the user’s encrypted logbook address and

then running a secure multi-party protocol FMPC(insert) (see Figs. 4.3a and 4.8) that takes the
pending entry along with the decryption shares as input, reconstructs the user’s logbook

address, and then writes the entry to the logbook with that address.

Doing partial decryption in the clear and only having to do the (additive) reconstruction of

the plaintext from the partial decryptions inMPC gives a significant performance advantage

over doing the whole decryption in MPC. Decoupling the (lightweight) interaction with

the user from the execution of this secure multi-party protocol not only allows faster user

interactions, but also to handle peaks higher than the throughput of the MPC, as long as

the average remains below the throughput.

ProveEntry This task is used when a user wants to prove to an operator that they

have made a certain logbook entry. Note that this operator intentionally learns the user’s

identity, the content of the entry, the period for which the entry was made, and the

operator with which the entry was made. The basis for this task is the receipt receipt
that the user received from CreateEntry as confirmation of their entry. The operator is

given a period period, a message msg, a user public key pk𝑈 , a logbook address addr , a
(threshold) signature 𝜎 , an encrypted logbook address ct𝑈 , an entry signature 𝜎entry , an

operator verification key vk𝑂 , and a zk proof 𝜋 , and checks

• that there exists a logbook entry for the message msg in period period (for some user): for
this, the operator checks the validity of the signature 𝜎entry (from the CreateEntry task) on

the logbook entry msg, the period period, and the encrypted logbook address ct𝑈 under

the operator verification key vk𝑂
• whether the user who made the entry is a registered user: for this, the (threshold) signature

𝜎 (from the UReg task) on (pk𝑈 , addr) is checked
• that the user who made the entry is the same user who is currently executing this task:

to do this, the user proves to the operator in zero-knowledge that the encrypted logbook

address ct𝑈 contains addr and that they know the secret key associated with the public

key pk𝑈 of the user who made the entry
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Protocol ΠPOBA(1𝜆, 𝑛, 𝑡), Part 4
ProveEntry:
• Input𝑈 : (proveentry, ssid, entry, period, pid𝑂 )
• Behavior:

𝑈 : Retrieve (sk𝑈 , pk𝑈 , addr, 𝜎 ) , ek and vk
𝑈 : Retrieve receipt := (entry, ct𝑈 , 𝑟 , 𝜎entry, vk𝑂 ) from LReceipt. If no such receipt exists, abort

𝑈 : stmt := (pk𝑈 , addr, ct𝑈 , ek) , wit := (𝑟, sk𝑈 )
𝑈 : 𝜋 ← Prove(crsZK, RPE, stmt, wit )
𝑈 : Send (ssid ∥1, pid𝑂 , (period, entry, pk𝑈 , addr, 𝜎, ct𝑈 , 𝜎entry, vk𝑂 , 𝜋 ) ) to F

SMT

𝑂 : Wait for output (ssid ∥1, pid𝑈 , (period, entry, pk𝑈 , addr, 𝜎, ct𝑈 , 𝜎entry, vk𝑂 , 𝜋 ) ) from F
SMT

𝑂 : Check if vk𝑂 is a valid operator key, else abort

𝑂 : ℎ :=𝐻 (period, ct𝑈 , entry) , stmt := (pk𝑈 , addr, ct𝑈 , ek)
𝑂 : If SIG.Vf (vk, (pk𝑈 , addr ), 𝜎 ) ≠ 1, abort

𝑂 : If SIG.Vf (vk𝑂 , ℎ, 𝜎entry ) ≠ 1, abort

𝑂 : If Vf (crsZK, RPE, stmt, 𝜋 ) ≠ 1, abort

𝑂 : Find (pk𝑈 , addr, 𝑈 ) in LKeys
• Output𝑂 : (ssid, proveentry, pid𝑈 , entry, period )
Analytics:
• Input each𝑂 : (analytics, ssid, func,

{
period𝑖

}
, {𝑈𝑖 }, aux𝑂 )

• Behavior:

all: For each𝑈 ∈ {𝑈𝑖 } lookup addr𝑖 in LKeys
all: Send (Run, ssid ∥1,

{
⟨𝑀𝑗 ⟩

}
𝑗 ∈{period𝑖 } , ({addr𝑖 }, aux𝑂 ) ) to F

ext

MPC(func) and wait for output (
{
⟨𝑀𝑗 ⟩𝑖

}
𝑗<𝑘

, output𝑖 , round,
sequence)

all: Set result𝑂 := output𝑖
• Output each𝑂 : (ssid, result𝑂 )

Figure 4.9.: Protocol ΠPOBA part 4, proving existence of an entry and analytics.

If all checks succeed, the operator is convinced that this user indeed made the entry msg
during period period with the operator whose public key is vk𝑂 .

Analytics To perform analytics on the user logbooks, all operators have to agree on

some admissible function func to evaluate. This function is then evaluated using the secure

multi-party protocol (see Fig. 4.3b). If data from multiple periods should be used, then it is

gathered from each ORAM independently and combined.

4.3.3. Security

First, we informally argue why our protocol satisfies the desired security properties: To

create logbook entries, users need a threshold signature on their public key and their

assigned logbook address. The security of TSIG implies that entries can only be created

for registered users. Additionally, a proof of knowledge of the user’s secret key is provided.

This prevents anyone from creating logbook entries in the name of honest users, and since

the zero-knowledge proof is non-malleable (implied by simulation-extractability) and the

(hash of the) entry is part of the statement, it also prevents changing entries before they are

inserted into the logbook. Furthermore, a logbook entry also requires the signature of the

operator involved in order to be used in ProveEntry, and it will only end up in the logbook

if the involved operator agrees and forwards it to the other operators. Thus, entries are

only created if both user and operator agree. The logbook itself is secret-shared between
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the operators, preventing manipulation of its contents. The use of threshold encryption

for the logbook address and NIZK proofs during creation ensures that the user’s identity

remains hidden. When inserting entries, the secure computation functionality ensures

that no information about the logbook involved is revealed. To later prove having created

an entry, a user simply presents the signature they received if and only if they successfully

completed a CreateEntry task for that message, along with the signature on their public

key and logbook address. Computation of analytics functions is done by F ext

MPC(func) , which

does not reveal anything except the desired output and the number of memory accesses,

which we do not consider a privacy violation.
8

Security is captured by the following theorem, which we formally prove in Section B.2.

Theorem 4.3.1 (informal). ΠPOBA UC-realizes F
POBA

wrt. adversariesA that may statically
corrupt any number of users maliciously and up to 𝑡 ≤ 𝑛−1

2
operators semi-honestly.

4.4. Applications

POBA has various applications in areas where users should be able to perform transactions

in an anonymous and unlinkable way, but operators still need to be able to analyze the

collected transaction data. These applications include, but are not limited to, check-

in/check-out based payment systems for public transportation, charging/discharging

electric vehicle batteries in smart grids, coalition loyalty programs, and behavior-based

car insurance.

4.4.1. Check-In/Check-Out Based Payment System for Public
Transportation

As an exemplary application for POBA, we propose a check-in/check-out based payment

system for public transportation. In the context of mobility-as-a-service (MaaS), it will

become beneficial to offer user-friendly systems that incorporate the services of several mo-

bility providers. Therefore, we sketch here a payment system for multimodal public trans-

portation where a customer’s trip data is collected and analyzed in a privacy-preserving

way. Note that users are anonymous during trips, but spot checks are identifying.

Registration When registering, users choose a home mobility provider to create an

account with.

8
While in theory a function could be designed in a way that the number of memory accesses encodes some

private information, such behavior can be interpreted as part of the output and honest operators should

not agree to compute them.
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Check-in/Check-out A check-in/check-out-based system allows users to board trans-

portation vehicles without first purchasing a ticket. Instead, the fare is calculated at a

later time. More precisely, when using trains, for example, users submit a ’Check-in’

message to their logbook upon entering the train, and a ’Check-out’ message upon ex-

iting. Fare calculation is deferred until the end of the billing period, e.g., the end of the

month. This enables the use of flexible tariffs, such as combining multiple individual

trips into a cheaper daily flat rate. The check-in and check-out process is handled by the

CreateEntry task with the mobility provider with whom the trip takes place. Communica-

tion may actually be with a subsidiary of the mobility provider (e.g., a device in a train).

A logbook entry may look like this: msg := (check_in/check_out, 𝑡𝑟𝑎𝑖𝑛_𝑡𝑦𝑝𝑒,
𝑡𝑟𝑎𝑖𝑛_𝑛𝑢𝑚𝑏𝑒𝑟, 𝑡𝑒𝑟𝑚𝑖𝑛𝑎𝑙_𝑠𝑡𝑎𝑡𝑖𝑜𝑛, 𝑐𝑢𝑟𝑟𝑒𝑛𝑡_𝑠𝑡𝑎𝑡𝑖𝑜𝑛, 𝑐𝑢𝑟𝑟𝑒𝑛𝑡_𝑡𝑖𝑚𝑒). In practice, all com-

munication required for check-in/check-out can be achieved locally through short-distance

wireless communication such as NFC or Bluetooth LE and requires neither the provider

device nor the user device to have internet connectivity.

Spot Checks In public transportation systems without physical barriers to control access,

ticket inspectors are commonly used to realize spot checks for passengers. This can be

done in our system with the ProveEntry and CreateEntry tasks.

The customer first utilizes the ProveEntry task to prove that a message of type msg :=

(check_in, 𝑡𝑟𝑎𝑖𝑛_𝑡𝑦𝑝𝑒, 𝑡𝑟𝑎𝑖𝑛_𝑛𝑢𝑚𝑏𝑒𝑟, 𝑡𝑒𝑟𝑚𝑖𝑛𝑎𝑙_𝑠𝑡𝑎𝑡𝑖𝑜𝑛, 𝑒𝑛𝑡𝑟𝑦_𝑠𝑡𝑎𝑡𝑖𝑜𝑛, 𝑒𝑛𝑡𝑟𝑦_𝑡𝑖𝑚𝑒)
is in the database that matches the current train and a timestamp 𝑒𝑛𝑡𝑟𝑦_𝑡𝑖𝑚𝑒 that is

reasonably close to the current time. The ticket inspector
9
is now convinced that the user

has a valid account at one of the operators and has previously checked-in to this train.

Note that the ticket inspector learns the contents of the message msg, but everything
except the entry station is already known by context.

To ensure that the user has not already checked out, CreateEntry is used: The ticket

inspector and the user create a logbook entry for the message msg := (inspection,
𝑡𝑟𝑎𝑖𝑛_𝑡𝑦𝑝𝑒, 𝑡𝑟𝑎𝑖𝑛_𝑛𝑢𝑚𝑏𝑒𝑟, 𝑡𝑒𝑟𝑚𝑖𝑛𝑎𝑙_𝑠𝑡𝑎𝑡𝑖𝑜𝑛, 𝑐𝑢𝑟𝑟𝑒𝑛𝑡_𝑠𝑡𝑎𝑡𝑖𝑜𝑛, 𝑐𝑢𝑟𝑟𝑒𝑛𝑡_𝑡𝑖𝑚𝑒). The ac-

tual check that a user has not checked out yet is then postponed to the invoice calculation.

In the case that the user had already checked out before the spot check, a fine can be added

to the user’s invoice during invoice generation.

Invoice Generation At the end of a billing period, for each user an invoice is gener-

ated, utilizing the Analytics task. There, all logbook entries for a user for the current

billing period are loaded. Then they are checked for validity: Are there always matching

check_in and check_out entries? Are inspection entries in between appropri-

ate check_in and check_out entries? If all is valid, the invoice can be generated. If

not, a fine is added to the invoice. Then, the invoice (consisting of the aggregate sum for

the month and any extra fines with information about the respective spot-check) is output

9
We assume that the ticket inspector acts as a subsidiary of the train’s operator
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to the respective home provider. Note that each user only gets an invoice from their home

provider, regardless of the mobility providers they took trips with.

Clearing between Providers After issuing invoices to all users, operators initiate their

clearing phase. The trip fees must be redistributed to the mobility providers with whom

the trips were actually taken, as users pay their invoices to their home operators. To

achieve this, the system also calculates during each invoice generation which trips were

made with which mobility provider. The revenue for each mobility provider is then written

to an array, secret-shared, and each mobility provider receives a share as output. When

the next user’s invoice is generated, all operators input their current share as auxiliary

input aux, the MPC reconstructs the revenue array, updates it, and then secret-shares and

outputs it again. Once all invoices for the current period have been created, the operators

can initiate the actual clearing. For this, the shares are input into the MPC again, which

then calculates the distribution of revenues among providers.

Route Load Analysis The Analytics task can also be used by mobility providers to

analyze their route load to answer questions like “On which routes do more trains need

to be deployed, where can trains be reduced, etc.?” By accessing data from all mobility

providers, these analytics can take into account information beyond the boundaries of the

provider’s own network. This means that connections between different transportation

networks can be better planned, resulting in a better overall experience for users.

4.4.2. Charging and Discharging Electric Vehicle Batteries in V2G
Scenario

In the future smart grid, vehicle-to-grid (V2G) systems can use the batteries of plugged-in

electric vehicles (EVs) as distributed energy storage. In this scenario, users are EV owners

who want to charge their EVs at charging stations owned by different electricity providers.

Operators are different electricity providers that own the EV charging stations. POBA can

be used here as a privacy-preserving payment system for charging/discharging operations

that handles the billing process between users and electricity providers and between the

electricity providers themselves.

Registration When registering for the system, users select an electricity provider to

create an account with. That electricity provider becomes the user’s home operator.

Charging/Discharging EVs When an EV is charged (or discharged), a logbook entry

is created with the electricity provider the charging station belongs to. Several pieces of

information about this (dis-)charging process are written to the logbook, so the entry might

look like this: msg := (charge/discharge, 𝑠𝑡𝑎𝑡𝑖𝑜𝑛_𝑖𝑑, 𝑑𝑎𝑡𝑒, 𝑠𝑡𝑎𝑟𝑡_𝑡𝑖𝑚𝑒, 𝑒𝑛𝑑_𝑡𝑖𝑚𝑒,

𝑘𝑊ℎ, 𝑝𝑟𝑖𝑐𝑒).
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Invoice Generation&Clearing between Providers As in the check-in/check-out-based

payment system for multimodal public transportation described earlier, the Analytics task

can be used to generate invoices for individual users and to handle the clearing between

the electricity providers.

Possibility of Complaint If a user discovers any discrepancies in their invoice, they

can use the ProveEntry task to file a complaint with their home operator and clarify the

issue. For example, if a discharge transaction, which would benefit the user monetarily, is

missing from the invoice, the user can prove to their home operator that this transaction

actually took place and should be included in the invoice. This discrepancy may occur if a

logbook entry was created, but for some reason never inserted into the actual logbook.

Power Consumption Analysis The Analytics task can also be used to analyze past

power consumption across the grid and to forecast future power consumption in specific

regions or time periods. Such forecasts are important for ensuring the continued stability

of the power grid.

4.5. Evaluation and Benchmarks

To evaluate the practical feasibility of POBA, we implemented our protocol and measured

the execution times of the different interactions. We ran experiments for 3, 5 and 9

operators, each running on a server with an Intel® Xeon® E-2388G CPU @ 3.20GHz and

64GB RAM and connected via a 10Gbit/s switch. We implemented the full protocol, but

since user networking is difficult to control, we ignore the communication time between

users and operators in our results.

4.5.1. Implementation Details

Our implementation is written in C++ and available at https://github.com/kastel-sec

urity/poba. To achieve efficient zero-knowledge proofs, we use the Groth–Sahai [GS08;

EG14] proof system, which enables efficient proofs for pairing-product equations. To

ensure all relations used in our protocol can be expressed as such pairing-product equations,

we instantiate our building blocks in a compatible way over the pairing-friendly Barreto-

Naehrig curve BN-382 [BN06], which provides roughly 128 bit of security [APR21], using

the RELIC toolkit v.0.7.0 [AG20] as our arithmetic backend. To make the Groth–Sahai

proof system simulation-extractable, we use the standard transformation as described in

e.g. [HJ12], with the one-time signature described there along with BLS signatures for

the simulation trapdoor. The other building blocks are instantiated as follows: For TPKE,
we chose standard IND-CPA secure threshold ElGamal encryption over G1. For SIG, we
use BLS signatures [BLS01] over G1. For TSIG, we use the structure-preserving threshold

signature scheme of [Mit+24]. When signing and encrypting the logbook addresses of
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users, we use the Koblitz encoding scheme [Kob87] to embed them in the 𝑥-coordinate of a

point inG1. To implement FMPC(·) and F ext

MPC(·) , we use the MP-SPDZ framework [Kel20] in

the semi-honest honest majority setting with Shamir sharing. For better efficiency during

entry insertion, we split the computation into two parts, which are run with different

parameters: First, the partial decryptions of ct𝑈 are combined in an instance MPC1 over

the field F𝑝 over which BN-382 is defined. This allows us to obtain Shamir shares of

the 𝑥-coordinate which encodes the logbook address. We then use the share conversion

method described in [DT08] to convert them to Shamir shares over a field F𝑞 with a 128 bit

prime 𝑞 chosen by MP-SPDZ. The rest of the computation is then done in an instance

MPC2 over F𝑞 , which uses PathORAM [KS14] for oblivious memory accesses. This splitting

is done so that most of the computation, including the expensive ORAM accesses, does

not have to be done over a 382 bit prime field but instead can be done in a smaller and

MPC-friendly field.

Additionally, we also implemented the InsertEntry protocol for the special case of 𝑛 =

3, 𝑡 = 1 using GigaDORAM [Fal+23] for memory accesses. Concretely, we still make

use of the MP-SPDZ instance MPC1 to combine the partial decryptions, but then use the

emp-toolkit [WMK16] as MPC2, which is the MPC-backend of GigaDORAM. Since Gi-

gaDORAM uses replicated XOR secret sharing, we now need to perform bit-decomposition

in MP-SPDZ to convert shares between these MPC-instances. Since this now represents

the majority of the time spent in MPC1 and involves many rounds of communication, we

perform this step on batches of 20 entries together. To represent our logbook in GigaDO-

RAM, which only supports memory cells with 64 bit, we assign 100× entry-size

64
consecutive

addresses to each logbook, encrypting the starting address of this block in the ciphertext

from the user. For our concrete example, logbook entries consist of 6 32 bit values, so

we assigned 300 addresses to each logbook. To avoid having to perform 300 oblivious

reads and 300 writes per insert, we store a pointer to the first free entry at the start of

the logbook. Insertion then works by reading that pointer, calculating the addresses of

the 3 relevant memory cells from it (i.e., using the pointer, pointer+1 and pointer+2) and
updating the stored pointer to the value of the next free entry (i.e., old pointer +3). Then
the entry gets written to the three relevant memory cells, resulting in a total of 1 oblivious

read and 4 oblivious writes.

4.5.2. Results

We use the check-in/check-out based payment system for public transportation from

Section 4.4.1 as an application to benchmark. Thus, our logbooks contain 100 slots of

6 × 32 bit each to store check-in/check-out messages. We benchmark ORAMs of size 2
15

(≈32 000) and 2
20

(≈1 million) entries, which results in the same number of maximum

registered users in the protocol. As analysis function, we use the invoice generation.

We averaged our results over 100 interactions for UReg and CreateEntry. For InsertEntry,

we averaged over 10 runs with a batchsize of 100 entries, where everything besides
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Table 4.1.: MP-SPDZ with PathORAM: Average time (in ms) and transmitted data (in kB/MB) to complete

the InsertEntry. Pretasks refers to the time spent verifying the zero-knowledge proofs and performing partial

decryption, Conv. refers to the conversion of shares from the 382 bit prime used in MPC1 to the 128 bit

prime of MPC2, and MPC1 and MPC2 to the time spent within the respective MPC protocol. The setting

differentiates between the number of operators 𝑛 and the number of users #. All times are amortized over

100 entries.

Setting Pretasks MPC1 Conv. MPC2

𝑛=3, #=215 41.9ms 0.1ms 1.1 kB 0.0ms 550ms 12.2MB

𝑛=3, #=220 42.4ms 0.1ms 1.1 kB 0.0ms 713ms 14.3MB

𝑛=5, #=215 42.0ms 0.5ms 3.7 kB 0.1ms 1074ms 31.0MB

𝑛=5, #=220 42.5ms 0.5ms 3.7 kB 0.1ms 1347ms 35.6MB

𝑛=7, #=215 42.0ms 0.9ms 7.7 kB 0.1ms 1804ms 56.2MB

𝑛=7, #=220 42.1ms 0.9ms 7.7 kB 0.1ms 2212ms 63.8MB

𝑛=9, #=215 42.1ms 1.4ms 13.3 kB 0.2ms 2791ms 88.1MB

𝑛=9, #=220 42.3ms 1.4ms 13.3 kB 0.2ms 3377ms 99.1MB

accessing ORAM is parallelized. From this, we calculated the amortized cost of inserting a

single entry.

First, as expected, the running times of protocols involving users, i.e., UReg, CreateEntry

and ProveEntry, are very fast. CreateEntry and ProveEntry are independent of the number

of operators or other users involved. UReg gets slightly slower with more operators,

with 238ms for 3 operators down to 278ms for 15 operators, ignoring communication

time between user and home operator (but including communication between operators).

This allows for account creation to finish in under one second when performed over the

internet. Creating a new entry takes 105ms (again ignoring communication time between

user and home operator), which again allows the interaction including communication

over NFC or BLE to finish in one to two seconds, a time common for other NFC-based

transactions. Proving an entry was created (e.g., during spot-checks) takes 0.22 s and

consists of a single message from user to inspector which could be transmitted through

scanning of a QR-code or again NFC. Thus, we achieved our goal of having very efficient

client-facing protocols.

On the operator end, both tasks can also be parallelized to improve throughput: user

registration only requires synchronizing free logbook addresses or assigning pools of free

addresses to each instance, and CreateEntry and ProveEntry require no synchronization.

For InsertEntry and Analytics, the runtime depends on both the number of operators and

the number of registered users (i.e., the size of the ORAM). Results for 𝑛 = 3, 5, 9 operators

and number of registered users # = 2
15, 220 when using MP-SPDZ are shown in Table 4.1.

For all results, we used the maximum corruption threshold, namely 𝑡 = 𝑛−1
2
. The majority

of the time spent in the second MPC protocol is reading and writing the logbook from

memory: For 𝑛 = 9 operators and 2
15
users, out of the 2.79 s for MPC2, 1.36 s are spent
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Table 4.2.: MP-SPDZ with PathORAM and more than 10 parties: Average time (in ms) and transmitted

data (in kB/MB) to complete the InsertEntry. Pretasks refers to the time spent verifying the zero-knowledge

proofs and performing partial decryption, Conv. refers to the conversion of shares from the 382 bit prime

used in MPC1 to the 128 bit prime of MPC2, and MPC1 and MPC2 to the time spent within the respective

MPC protocol. The setting differentiates between the number of operators 𝑛 and the number of users #. All

times are amortized over 100 entries. Note that compared to Table 4.1, this uses servers with roughly half

the performance.

Setting Pretasks MPC1 Conv. MPC2

𝑛=11, #=215 42.0ms 2.0ms 20.2 kB 0.4ms 8468ms 126.2MB

𝑛=11, #=220 42.1ms 2.0ms 20.2 kB 0.4ms 10 340ms 141.2MB

𝑛=15, #=215 42.2ms 3.1ms 38.6 kB 2.3ms 16 407ms 221.9MB

𝑛=15, #=220 42.2ms 3.1ms 38.6 kB 2.3ms 19 617ms 246.1MB

𝑛=19, #=215 42.2ms 5.3ms 62.9 kB 28.4ms 23 280ms 344.5MB

𝑛=19, #=220 42.6ms 4.9ms 62.9 kB 28.3ms 28 256ms 380.3MB

reading the logbook from memory, and 1.35 s are spent writing the updated logbook back.

Updating the logbook with the new entry, which involves iterating over all 100 slots to

find the first empty one, only takes the remaining 0.08 s.

For InsertEntry, it is possible to parallelize the verification of the zero-knowledge proof

and the partial decryption, and the reconstruction of the shared logbook address from the

partial decryption, i.e., execution of MPC1. MPC2 must be executed sequentially because

PathORAM does not support parallel memory access. Thus, the bottleneck for throughput

is the time required for MPC2.

We performed some additional benchmarks with 𝑛 = 11, 15 and 19 servers. This uses

servers equipped with Intel® Xeon® E-2288G CPU @ 3.70GHz and 32GB RAM for

operators 11-19 instead of the ones with Intel® Xeon® E-2388G CPU@ 3.20GHz and 64GB

RAM used for operators 1-10. Importantly, these have significantly worse performance

across all evaluated tasks, taking roughly twice the time for UReg, CreateEntry and all

the InsertEntry tasks if run with 3-9 parties solely on these servers. While it would be

interesting to find the reason for this performance difference, we did not investigate this.

Table 4.2 shows the results for these extended benchmarks. Note that the time for share

conversion increases drastically because our naive approach has quadratic communication

complexity, so employing techniques similar to those used in MP-SPDZ to reduce this to

linear communication complexity would improve this. However, given this is clearly not

the bottleneck, we did not further optimize this.

Overall, ORAM in MP-SPDZ currently does not scale well with an increasing number of

parties, with the throughput for 9 operators already severely limiting the number of users.

Further increasing the number of operators to e.g., 𝑛 = 19 reduces throughput to roughly

3000 entries per day.
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Table 4.3.: InsertEntry with GigaDORAM and 𝑛 = 3 operators. MPC1 is the (amortized) time per entry spent

in MP-SPDZ to combine the partial decryptions to obtain the logbook address and convert the resulting

Shamir-sharing into xor-sharing required for GigaDORAM. MPC2 is the time per entry spent in emp-toolkit

to write the entry into ORAM.

∑
is the total (amortized) time for the whole InsertEntry protocol, additionally

consisting of verification of the zero-knowledge proof and partial decryption of the ciphertext.

Logbooks MPC1 MPC2

∑
2
15

80ms 39ms 126ms

2
20

80ms 42ms 128ms

For the special case of 𝑛 = 3, optimized protocols for distributed ORAM significantly

increase throughput. When using GigaDORAM [Fal+23] and the emp-toolkit (on which

the implementation of GigaDORAM is based) forMPC2, the time to access ORAMdecreases

drastically, with the whole of MPC2 only taking 39ms per entry with 2
15
logbooks and

42ms with 2
20
logbooks, see Table 4.3. While performance seems to allow for much greater

numbers of logbooks and logbook sizes, the current implementation of GigaDORAM limits

the size of the memory to < 2
30
, and with each of our logbooks taking 300 ≈ 2

9
our

implementation is limited to ≈ 2
20
logbooks. The running time of MPC1 on the other hand

increases to 1.6 s for 20 entries, or on average 80ms per entry. Performing the required

steps sequentially, our implementation takes ≈0.13 s per entry, allowing ≈650 000 entries
per day. However, only MPC2 needs to be sequentialized (since GigaDORAM also does

not support parallel accesses), whereas verification of the zero-knowledge proof, partial

decryption and MPC1 can be parallelized across multiple servers per operator. This way,

the 0.042 s for MPC2 limit the throughput, allowing over two million entries per day with

a million registered users.

A public transport operator serving a rural area with a population of around half a million

told us that they have around 370 000 registered users, peaking at around 10 million trips

in a rainy November, with an average of around 700 000 entries (two for each trip) per day.

Thus, a consortium of three operators could already use our system in this setting. On the

extreme end however, Transport for London reports 26 million daily trips for the greater

London area, which is currently far beyond the limit of our protocol.

4.6. Achieving Malicious Security

In this section, we explain how to extend our protocol ΠPOBA to achieve security against

malicious operators.

The main obstacle towards this goal is the practical efficiency of maliciously-secure MPC,

especially when incorporating secure memory accesses. On a theoretical level however, it

is easy to extend our functionalities FMPC(𝑓 ) (cp. Fig. 4.3a) and F ext

MPC(𝑓 ) (cp. Fig. 4.3b) to

provide security against malicious parties: All that is required is to ensure that the shares of
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the memory that are input are a consistent sharing of the memory. Additionally, our RAM-

program insert (cp. Fig. 4.8) needs to ensure that the partial decryptions provided as input

are valid. To this end, we require our secret-sharing scheme S, as well as the secret-sharing
used for TPKE to have an additional property which we call weak robustness.

A secret-sharing scheme is called robust if reconstruction always outputs the correct

secret as long as at least 𝑡 + 1 of the shares provided to the reconstruction algorithm are

honest shares output by the sharing algorithm, regardless of how the other 𝑛 − 𝑡 − 1 are
manipulated. Since MPC protocols in our setting can only achieve security-with-abort

anyway, we only require a weaker notion, which states that reconstruction either outputs

the correct secret if all 𝑛 shares provided are honest shares output by the sharing algorithm,

or a special output ⊥ otherwise. Formally, this is captured in Definition 4.6.1.

Definition 4.6.1 (Weakly robust secret-sharing). We call a secret-sharing scheme Sweakly
robust if it holds that the output of S.Recon(⟨𝑚⟩1, . . . , ⟨𝑚⟩𝑛) is 𝑚 if and only if there

exists randomness such that (⟨𝑚⟩1, . . . , ⟨𝑚⟩𝑛) is the output of S.Share(𝑚), and otherwise

S.Recon outputs ⊥.

For example, Shamir’s secret-sharing scheme fulfills this requirement: S.Recon can check

whether all 𝑛 shares provided lie on the same degree-𝑡 polynomial 𝑔 and output 𝑔(0) in that
case and ⊥ otherwise. To fulfill full robustness however it would require that 𝑛 > 3𝑡 + 1.
Similarly, replicated secret-sharing fulfills this requirement. Since our implementation of

TPKE is based on Shamir’s secret-sharing, it also fulfills this requirement.

Now, we can simply extend FMPC(𝑓 ) and F ext

MPC(𝑓 ) to verify that the output of reconstruction

is not ⊥, as shown in Figs. 4.10a and 4.10b, and similarly extend insert to ensure that all

operators input the same ciphertext and log entry as well as consistent decryption shares,

as shown in Fig. 4.11.

In our implementation, we then also need to ensure that passing information between

MPC1 and MPC2 occurs in a way that is secure against malicious adversaries. This is

achieved by generating a fresh Shamir-sharing of the address in MPC1 and outputting a

share to every operator. This is important, as directly using the shares from MP-SPDZ

would circumvent the MAC-check that ensures correctness of the computation. Then we

again use the share-conversion method of Damgard and Thorbek [DT08], which turns a

valid Shamir-sharing of some secret𝑚 with𝑚 ≤ 𝑞 in F𝑝 into a valid Shamir-sharing of the

same secret in F𝑝′ given that 𝑞 < 𝑝′ < 𝑝 . Then we can verify that all 𝑛 shares lie on the

same degree-𝑡 polynomial before reconstructing in MPC2 again. Again, since MP-SPDZ

only guarantees security-with-abort, it is fine that our protocol aborts if inconsistent shares

are input, as the malicious party inputting an inconsistent share to cause the protocol to

abort could achieve this abort anyway.

Many other parts that are important for malicious security, while not strictly necessary for

semi-honest security, are already present in our protocol since their overhead is negligible

compared to the cost of MPC. These are:
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Functionality FMPC(𝑓 )

Parameters: Anext-step functionNS, number of participating

parties 𝑛

• Upon receiving (Run, ⟨𝑀 ⟩, input𝑖 ) from all parties 𝑃𝑖 , 𝑖 < 𝑛:

1.𝑀 = S.Recon(⟨𝑀 ⟩)
2. If𝑀 = ⊥, abort
3. Initialize stNS := (start, (input

1
, . . . , input𝑛 ) ) , data := 0

and round := 0

4. While stNS ≠ (stop, (output
1
, . . . , output𝑛 ) ) , do:

a) Run (stNS, 𝐼 ) ← NS(stNS, data)
b) If 𝐼 = (read, addr,⊥) , set data :=𝑀 [addr ] .val
c) Else if 𝐼 = (write, addr, val) , set data :=𝑀 [addr ] .val
and update𝑀 [addr ] .val = 𝐼 .val

d) Update round := round + 1
5. ⟨𝑀new ⟩ ← S.Share(𝑀 )
6. Output (⟨𝑀 ⟩𝑖 , output𝑖 , round ) to each party 𝑃𝑖 , 𝑖 < 𝑛.

(a) Functionality F
MPC(𝑓 ) for securely evaluating RAM programs.

Functionality F ext
MPC(𝑓 )

Parameters: Anext-step functionNS, number of participating

parties 𝑛

• Upon receiving (Run,
{
⟨𝑀𝑗 ⟩

}
𝑗<𝑘

, input𝑖 ) from all parties

𝑃𝑖 , 𝑖 < 𝑛:

1. For each 𝑗 < 𝑘 : 𝑀𝑗 = S.Recon(⟨𝑀𝑗 ⟩)
2. If𝑀𝑗 = ⊥ for any 𝑗 < 𝑘 , abort

3. Initialize stNS := (start, (input
1
, . . . , input𝑛 ) ) , data := 0,

round := 0 and sequence = ( )
4. While stNS ≠ (stop, (output

1
, . . . , output𝑛 ) ) , do:

a) Run (stNS, 𝐼 ) ← NS(stNS, data)
b) If 𝐼 = (read, index, addr,⊥) :

i. Ensure index < 𝑘 , otherwise abort

ii. Set data :=𝑀index [addr ] .val
c) Else if 𝐼 = (write, index, addr, val)

i. Ensure index < 𝑘 , otherwise abort

ii. Set data :=𝑀index [addr ] .val
iii. Update𝑀index [addr ] .val = 𝐼 .val

d) Update round := round + 1 and sequence :=

(sequence, index )
5. For each 𝑗 < 𝑘 : ⟨𝑀new

𝑗
⟩ ← S.Share(𝑀𝑗 )

6. Output (
{
⟨𝑀𝑗 ⟩𝑖

}
𝑗<𝑘

, output𝑖 , sequence) to each party 𝑃𝑖 ,
𝑖 < 𝑛.

(b) Functionality Fext
MPC(𝑓 ) for securely evaluating extended RAM

programs.

Figure 4.10.: Functionalities for secure computation with security against malicious parties. Changes
compared to the semi-honest version are highlighted.

RAM-program insert(
{
ct𝑂 , ct𝑂𝑖 ,msg𝑂

}
, 𝑀)

1. If for all𝑂 ∈ O ct𝑂 and msg𝑂 are the same, set those as ct and msg, otherwise output ⊥
2. Set addr := TPKE.Combine(ct, (ct𝑂1

𝑖
, . . . ,ct𝑂𝑛

𝑖
) ) // Needs all 𝑛 shares now

3. If addr = ⊥, output ⊥
4. Set Log :=𝑀 [addr ]
5. Set written := false
6. For 𝑗 = 0, . . . ,maxentries:

• If written = false ∧ Log[ 𝑗 ] = ⊥:
a) Log[ 𝑗 ] :=msg
b) written := true

7. Write the updated logbook back: 𝑀 [addr ] := Log
8. Output written

Figure 4.11.: The RAM program insert to write log entries into the correct logbook with security against

malicious parties. Changes compared to the semi-honest version are highlighted.

• Verification of the signature 𝜎entry received from the operator during CreateEntry on the

user side

• Verification of the NIZK-proof during InsertEntry on the side of all operators

However, even in the semi-honest setting, these checks provide additional resilience

against accidental faults. The main changes required to our protocol for malicious security

are 1. ensure malicious operators cannot lie about the public keys of the system—this can

be solved through a PKI and an aggregate signature of all operators on the verification

and encryption key of the scheme 2. ensure user registration is handled consistently
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across all operators—this requires consensus 3. ensure each logbook entry created through

CreateEntry can only be inserted once—this can easily be realized by having each operator

keep a list of all entries that have already been inserted per period

For user registration, it is important to ensure that each logbook address can only be

assigned to a single user. For this, all operators need to be in agreement on which addresses

are associated with a public key, and which addresses are still free. We can achieve this

by having the home operator send the message containing the users public key, zero-

knowledge proof and the chosen logbook address over an atomic broadcast channel instead

of point-to-point channels, and also having all operators send their partial signatures

back over atomic broadcast instead of a point-to-point channel. Additionally, operators

should wait for all atomic broadcasts to finish before participating in another invocation

of UReg.

While this has a significant impact on the performance of UReg, users only need to register

once. Compared to the high overhead of maliciously secure MPC, this has little impact on

the overall protocol efficiency.

Benchmarks for Malicious Security To evaluate the impact of malicious security on

performance, we configured MP-SPDZ to use malicious Shamir instead of semi-honest

Shamir as backend for both MPC1 and MPC2 and added the additional checks detailed

above to the circuits. For tasks not involving MPC, there is no change, i.e., the user-facing

performance stays the same. However, the performance of InsertEntry and thus the

throughput of the system severely degrades. We show in Table 4.4 our results by using the

same parameters and hardware setup as in Table 4.1. However, MP-SPDZ needs more than

10 times the amount of data to be transmitted and the computation time also increases by

more than a factor of 10 to achieve malicious security. As Table 4.4 shows, already for the

smallest setting of 𝑛 = 3 and # = 2
15
our malicious security protocol takes 10s to insert

an entry. This translates to a throughput of roughly 8500 entries per day, which is only

useful in very limited scenarios. Going to 5 operators degrades performance to almost a

minute per entry, clearly showing the current limits of malicious security.

As can be seen by the stark contrast between the performance of MPC1 and MPC1, the

main bottleneck lies in the maliciously secure handling of oblivious RAM inside MP-SPDZ.

Further advances in maliciously-secure oblivious RAM for MPC are required to make

malicious instantiations of our protocol feasible.

As GigaDORAM does not support malicious security, we did not benchmark the special

case of 𝑛 = 3 in that setting.
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Table 4.4.: MP-SPDZ with PathORAM for malicious security: Average time (in ms/s) and transmitted data

(in kB/MB) to complete the InsertEntry task, where

∑
refers to the total time of InsertEntry, and MPC1

and MPC2 to the (amortized) time spent within the respective MPC protocol for InsertEntry. The setting

differentiates between the number of operators 𝑛 and the number of users #.

Setting

InsertEntry

MPC1 MPC2

∑
𝑛=3, #=215 1ms 36 kB 10 s 340MB 10 s

𝑛=3, #=220 1ms 36 kB 12 s 410MB 12 s

𝑛=5, #=215 6ms 100 kB 53 s 840MB 53 s

𝑛=5, #=220 6ms 100 kB 55 s 1000MB 55 s
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In this chapter, we take a comparative look at the two solutions presented so far. Then, we

point to some interesting open problems and ideas to further improve the practicability.

5.1. Comparison

There are many factors to consider when choosing between data storage on user devices

versus operator devices.

One such factor is the question of data sovereignty: As long as the collected data is only

stored on user devices, they are in control of the usage of that data. For each individual

computation involving their data, they can choose whether they want to participate. (Of

course, this comes with the caveat that those guarantees only hold as long as the parties

involved in the actual computation, i.e., the proxy and operator in the case of PUBA, do not

collude.) When the data is stored with the system operators, users can only decide whether

they want to participate in the system as a whole, and thus trust the system to adequately

restrict analysis of their data. Subsequently, the determination of which computations offer

an adequate level of privacy is exclusively within the purview of the system operators as

a collective. While it may be reasonable to hypothesise that not all operators will collude

to violate laws and regulations such as the GDPR, it is more straightforward to envisage

analytical results that fall within the provisions of such regulation but to which a user

might not consent if presented with the choice.

Another consideration is that of data protection: In the context of data storage on user

devices, each user assumes responsibility for safeguarding their data against both theft

and loss. In many use cases for PUBA, a system may require penalties for users who

do not participate in required analytical computations as a deterrent against malicious

behavior. Losing the device or the data on it can have serious consequences, for example

in the context of post-payment systems. Conversely, loss of data can negatively impact

users even without such punishments, as in a prepaid payment system, as presented in

Section 3.5.1, where this would result in loss of the current balance.

When data is stored on operator devices, the responsibility for protecting it shifts to

companies with more experience and resources. Given the distributed and secret-shared

nature of data storage in POBA, as long as a sufficient number of operators can keep

their portion of the data confidential and accessible, the system as a whole guarantees

the confidentiality and accessibility of all user logbooks. Even if one (or even up to the
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corruption threshold 𝑡 many) operators completely lose all their data, the system can

recover and continue operation without loss of data.

A third consideration is the convenience of use: For systems based on regular analyses of

user data, which are either mandatory for participation in the system or designed to be

privacy-preserving, such as the calculation of aggregate statistics with suitable levels of

𝑘-anonymity or differential privacy, requiring active user interaction is inconvenient.

Finally, functionality is obviously a major concern: In POBA, interactions with users cannot

make decisions based on the content of the user logbook. For example, this precludes the

fraud-detection system described in Section 3.5.1. Conversely, logbook sizes in PUBA are

limited by the available hardware resources and will typically be limited by the capabilities

of the least powerful supported hardware.

5.2. Future Work/Outlook

The evaluation of the two systems described in this thesis presented some interesting open

problems.

PUBA PUBA is currently limited to a single system operator, and requires a non-colluding

proxy for analysis computations. Thus, an important open problem is to extend it to a

setting with multiple system operators. This will most likely include threshold (for honest

majority) or aggregate/multi-signatures (for no honest majority) signatures on logbooks

instead of the normal signature, thus requiring all protocols to involve all system operators.

Additionally, the verification of correct logbook updates will have to be extended in a way

that lets all operators verify the update was applied correctly, i.e., even when the user and

the operator responsible for the new entry are both corrupted, changes should be limited

to those that could result from legitimate interactions. For example, in a prepaid payment

system, a malicious vendor colluding with a user should not be able to arbitrarily increase

the user’s balance.

POBA As seen in Section 4.5, the use of oblivious RAM presents the main bottleneck.

Recall that the reason for oblivious RAMwas to remove the link between cleartext logbook

entry during CreateEntry and accessing secret-shared logbooks during Analysis. Another

way of removing this link are mixnets, as for example deployed in electronic voting

systems [Adi08]. If all pending entries for a period are randomized through a mixnet

before decrypting the user id, this achieves almost the same unlinkability guarantees as

the oblivious RAM as long as the memory patterns of logbook reads during analysis do

not depend on sensitive data, for example by simply reading each relevant logbook once.

The only additional leakage then would be the number of entries in each logbook. If this

is a problem, an extra step of oblivious sorting with dummy-entries to fill up each logbook

can be used to also hide this information, at the cost of extra computation.
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We conjecture that such a system could achieve a much larger throughput and scale better

in both the number of system operators as well as maximum logbook sizes per period.

Particularly, if leakage on the size of each users logbook is acceptable, the system only

scales in the actual number of entries per period, not in the maximum allowed number of

entries per user, and logbook sizes can be unlimited.

Combining Both Approaches In addition to the possible improvements to both pre-

sented systems individually, several of the trade-offs described in Section 5.1 can be

mitigated by a system that combines storage on user devices with storage on operator

devices. One option is to keep especially sensitive data on the user device to provide strong

sovereignty over how this data is used, while storing less sensitive data with the operators

to enable more convenient processing for analysis and allow larger logbook sizes, even

with weak user hardware. Alternatively, some of the data could be duplicated on the user

device to enable real-time decision-making during interactions, while ensuring the data’s

availability (and potentially larger logbook sizes) through operator storage.

Of course, designing such a combined system comes with many new challenges compared

to the two systems presented in this thesis.
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A. Appendix for Chapter 3

This chapter contains some additional information for PUBA, mainly the formal proof

of security in Section A.3. Additionally, Section A.1 addresses some of the limitations of

the scheme, while Section A.2 gives additional details on the explicit leakage in the ideal

functionality F
PUBA

.

A.1. Discussion: On the Limitations of Our Scheme

This section addresses some limitations of PUBA, namely on how to verify privacy-

friendliness of analysis functions, especially with respect to neural networks in Sec-

tion A.1.1, of the consequences of aborts during protocol executions in Section A.1.2 and

on the parameter choices of our benchmarks in Section A.1.1.

A.1.1. Verification by the TSA

A common problem of functions constructed using deep machine learning (such as neural

networks) is a lack of transparency regarding their behavior. Our framework suffers from

the same problem which even persists if we ignore function privacy for the operator; a

user who has to compute a neural network on private data does not automatically know

what the network computes and how the output is to be interpreted. A function that

maps, say, purchases of a user to some abstract class of advertisements relevant for that

user is hard to distinguish from one that maps purchases to an encoding that reflects the

individual purchases on a fine-grained level.

In PUBA the problem is even harder as we additionally require function privacy for the

operator; only a trusted signing authority is there to ensure that the operator only uses

valid function parameters which provide a sufficient level of privacy for the user. The TSA

has the same problems mentioned above: While it is straightforward to check whether a

given machine learning model indeed classifies as specified for randomly chosen inputs, a

sufficiently complex model can be used to hide backdoors [Che+17] in the form of special

inputs provided by the operator which would break unlinkability and input privacy for

any user. As it is highly unlikely that the TSA finds this backdoor by using random testing,

the model behaves normally for all inputs chosen by the TSA with high probability and

could even get certified. While we generally assume that the output of the function is a

discrete set of much smaller size than the input space— as is the case for both applications
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we propose—we do not restrict PUBA to this behavior; using arbitrary output for the

operator requires special attention during the verification step.

While it is possible to implant a backdoor into the model given a sufficiently large output

space and a sufficiently complex model, we stress that there are several different ways

to detect—and even to remove, although at the cost of overall accuracy—a backdoor. A

survey on the scenario itself alongside mechanisms to detect and remove a backdoor is

given in [Gao+20].

The generality of PUBA allows the operator to create a model with a backdoor and submit

it for the SignFP task, yet increasing progress in the field of backdoor detection [Gao+20;

Wan+19] given only the final model makes it unlikely that these function parameters will

get a certificate. We hence require the TSA to perform a number of such tests in order for

the verification mechanism to be sufficiently daunting for an operator that tries to use

backdoors.

A.1.2. The Case of Aborts

Aborts are a common problem in MPC: If a party loses connection during a computation or

refuses to answer entirely then the computation cannot be finished. This is also modeled

into most security frameworks. For example, in the asynchronous UC model we model

our protocol in, the entire communication is managed by the adversary; parties can ask

the adversary to transfer a given message to an other party but the adversary is free to

change any part of the message. Using authenticated channels removes the adversaries

capability to change the message and secure channels additionally take the adversaries

ability to read the message. Yet even with these precautions the adversary is still able to

drop messages at will.

For normal computations an abort only means that the parties do not get any output.

But for PUBA this means that the user is at worst left with no valid logbook if the abort

happened after the old logbook has been invalidated at the start of a task but before the

new one has been created and sent to the user. An additional case to consider is if the

abort happens during an Analytics task. This leaves the user incapable of ever outsourcing

data again, as the linking number will never be reset.

Yet we stress that dealing with aborts is straightforward and could easily be incorporated

into the protocol, albeit at the cost of a longer functionality and protocol description and a

much more complicated security proof. But for completeness reasons we sketch here how

the protocol can be secured against aborts.

In total there are four tasks where the user is directly involved and where aborting in

between means that there is no logbook that the user can use and one task where an abort

implies that the user cannot outsource anymore. The four tasks where the user is directly

involved in, namely UReg, Bookkeeping, Outsource and Update, we have to ensure that

the mechanism cannot be abused to let a malicious user obtain two different logbooks.

Thus we require that the same messages that were sent before the abort will be sent in the

136



A.1. Discussion: On the Limitations of Our Scheme

next interaction again to ensure that the reconstructed logbook will end up with the same

serial number. So essentially the reconstruction only finishes the protocol using the state

both parties had during the abort.

The situation only becomes complicated if an abort occurs during an Analytics task.

Without a reconstruction mechanism the user would be unable to outsource ever again, as

resetting the linking number lin to 0 is only possible in the Update task which requires a

completed Analytics task. However, a slight modification suffices to deal with this case:

If an abort occurs during an Analytics task then this abort only matters if no output has

been provided to the operator as parties generally get notified of the abort.
1
Hence the

operator is aware that the computation involving data from a given linking number lin
has failed. The reconstruction task basically consists of the update task but with all three

manipulation vectors corresponding to ⊥. That is, the permutation 𝛼 is the identity, the

direct update s is⊥ everywhere, and the additive increment is a = 0. This resets the linking

number lin stored inside the user’s logbook to 0 and thus enables future Outsource tasks

for that user.

Note that this reconstruction mechanism can be used to restore a broken logbook; yet until

the reconstruction has been performed the user is locked from any further interactions,

with the exception of aborts during Analytics, where the user can still performBookkeeping

tasks.

A.1.3. On the Expressiveness of our Application Benchmark

We are not domain experts in fraud detection for mobile payments, and real-world parame-

ters and implementation details for use cases like fraud detection are not easily obtainable.

The simplified instantiations we benchmark in Section 3.6.4 should therefore be viewed as

an educated guess how real-world systems could be parameterized. Some explanation for

our parameter choices: On average, we have 0.3-0.8 credit card transactions per day per

person in Europe [Eur17]. So 20 transactions per logbook (user history-size of 100) would

cover about a month, while 200 transactions per logbook (user history-size of 1000) would

cover at least 8 months. Older transactions are also implicitly taken into account by mak-

ing the new risk level depend on the old risk level (and the new transactions). Moreover,

Logistic Regression seems to be a reasonable method for credit card fraud detection (e.g.,

see [Cam18; IMS20]), therefore we used that for our analysis. The simple fraud detection

mechanism we implemented is most likely simpler than mechanisms used in practice. One

could of course extend the simple fraud detection we implemented with additional rules.

Some ideas on how the simple fraud detection mechanism could be extended are:

1. Look at the location and time difference between transactions and deny them if it is

not physically possible to travel the distance in that amount of time.

1
If the abort is happening in the real world, then we can assume standard techniques such as timeouts can

be used to determine that the message will likely never arrive.
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UReg Bookkeeping Outsource Analytics Update

• Output out𝑂 of Δ
• pid of the user

• Index of the used FP

• Output (𝛼, s, out𝑂 )
of Δ

• Index of the used FP

• Nothing • Output ( (𝛼z, sz )z, out𝑂 ) of Δ
• Index of the used values from

Outsource

• Index of the used FP

• Outputs (𝛼, s) of Δ
• Subsession identifier of

the Outsource task

Table A.1.: Leakage of each task involving a user.

2. If the transaction amount is a lot higher than the average transaction amount, the

number of remaining transactions until the next calculation gets decreased by more

than one.

3. Implement daily limits: a limit on the number of transactions that are allowed per

day or a limit on the total transaction value that is allowed per day or both.

It would be valuable to study how well our system models fraud detection systems used in

practice, but that would be a research line of its own.

A.2. Leakage of the Tasks

We claim in Section 3.2.5 that we ensure unlinkability: the operator can identify the user

in the task UReg and link the triplet of consecutive executions of Outsource, Analytics

and Update to some anonymous user, but other than that any two tasks could have been

performed by any two users inside the set of successfully registered users. We stress that

in real applications the communication structure could still be used to link the same user

to different tasks; yet other than that, the individual task executions leak no information

to connect any two tasks to the same user outside the computation results. The leakage is

listed in Table A.1.

In UReg, the user is de-anonymized. This is required to ensure that no user registers twice.

In addition, the operator learns the output out𝑂 of the function Δ alongside the used

function parameters; this output is privacy preserving due to the requirements of the

SignFP task.

In Bookkeeping, all that a corrupted operator learns are the used function parameters and

the parts of the output of Δ we consider to be relevant for the operator, namely everything

except for the additive increment. Again, ensuring unlinkability comes down to the SFP

task.

In Outsource, the operator learns no identifying information from the behavior of the task

itself but the tasks name leaks for which function an Analytics task has been scheduled.

In Analytics, the task execution already leaks the function specifier k through the inputs.

As the number of parties required for each function is public knowledge and since it is

known in which order the calls are executed, the operator knows which Outsource calls

are relevant and used for this task. Thus linking the used data to their corresponding
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Outsource call is trivially possible. Additionally, the operator once more obtains parts of

the output from Δ which we require to be privacy-preserving.

In Update, the operator learns the subsession identifier of the Outsource call that caused

the analytical computation. As this Outsource execution is already linked to an Analytics

execution, the operator can link the entire triplet to the same user. Other than that, the

operator learns no new information as the outputs for that user were already learned

during the Analytics task execution.

A.3. Security

In this section, we prove the security of our system. That is, we show that the protocol

ΠPUBA is at least as secure, as our ideal functionality F
PUBA

, without relying on a trusted

party to execute F
PUBA

on all parties inputs. To that end, we provide a simulator that

simulates the protocol messages of honest parties without knowing the parties secret

input, and prove that those simulated messages cannot be differentiated by any efficient

environmentZ.

For technical reasons, we have to restrict our adversary to corrupting only either the
proxy 𝑃 , or the operator 𝑂 . We split our simulator up in two parts. Section A.3.1 contains

the simulator for all corruption scenarios related to the security of an honest user 𝑈 ,

even in the presence of other malicious users. Section A.3.2 contains the simulator for all

corruption scenarios regarding the security of an honest operator𝑂 . Combined, those two

simulators cover all corruption scenarios, in which either 𝑃 or 𝑂 are honest.

This proof is taken verbatim from [Fet+22b] and uses slightly different notation for F
PUBA

and ΠPUBA. Thus, we repeat both F
PUBA

and ΠPUBA with their original notation here.

The Ideal Functionality F
PUBA

F
PUBA

This functionality facilitates user-centric privacy-preserving analytics. The function to be computed is specified by the global

parameter Δ.

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .

State:

The ideal function stores:
• Set PUser of registered users.

• 𝑓UH : pid𝑈 ↦→ UH
• 𝑓OA : PUser → {true, false}
• 𝑓OI : {pid𝑃 } × {1, . . . ,K } where (pid𝑃 , k) maps to a list 𝑓OI (pid𝑃 , k) of entries (ssid, pid𝑈 , UH, input𝑈 ) .
• 𝑓FP : {ureg∪{bookkeep(K ) }∪{analytK }} ×N→ {fp}∗, where different tasks are mapped to a list of function parameters

fp.
• Partial mapping 𝑓UI on PUser. pid𝑈 ↦→ (ssid, 𝛼, s, a, output𝑈 ) .

Init:

Input 𝑶 : (init) .
Input TSA: (init)
1. Respond to the other tasks.

Output 𝑶 : (ok) .
Output TSA: (ok) .
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SignFP:

Input 𝑶 : (signfp, fp, task, input𝑂 ) .
Input TSA: (signfp, inputTSA ) .
1. Check

a
that Δ(signfp, fp, task, input𝑂 , inputTSA ) = 1.

2. Check
a
that fp have not been registered before for task task.

3. Let ℓ be minℓ : 𝑓FP (task, ℓ ) = ⊥.
4. Set 𝑓FP [task, ℓ ] = fp.
5. Leak (task, ℓ ) to the adversary.

Output 𝑶 : (ok) .
Output TSA: (ok) .

UReg:

Input 𝑶 : (ureg, fp, input𝑂 ) .
1. Let

a ℓ be the index for which 𝑓FP (ureg, ℓ ) = fp.
2. Leak ℓ to the adversary.

Input 𝑼 : (ureg, input𝑈 ) .
1. Check

a pid𝑈 ∉ PUser
2. Append pid𝑈 to PUser.
3. (UH, output𝑈 , output𝑂 ) ← Δ(ureg, fp, input𝑈 , input𝑂 ) .
4. Append (pid𝑈 ↦→ UH) to 𝑓UH.

5. Append (pid𝑈 ↦→ false) to 𝑓OA.

Output 𝑼 : (UH, output𝑈 ) .
Output 𝑶 : (output𝑂 ) .

{Bookkeeping(k) }Kk=1 :
Input 𝑶 : (bookkeep(k), fp, input𝑂 ) .
1. Let

a ℓ be minℓ : 𝑓FP (bookkeep(k), ℓ ) = fp.
2. Leak ℓ to the adversary.

Input 𝑼 : (bookkeep(k), input𝑈 ) .
1. Set

a UH := 𝑓UH (pid𝑈 ) .
2.

(
𝛼, s, a, output𝑈 , output𝑂

)
← Δ

(
bookkeep, fp, k,UH, input𝑈 , input𝑂

)
.

3. UH′ ← 𝛼 (UH) .

4. UH′′ := (uh′′
0
, . . . , uh′′m−1 ) with uh′′𝑖 :=

{
s[𝑖 ] for s[𝑖 ] ≠ ⊥
UH′ [𝑖 ] for s[𝑖 ] = ⊥

.

5. 𝑓UH (pid𝑈 ) := UH′′ + a.
6. Set 𝑓UH (pid𝑈 ) := UHnew

.

Output 𝑼 : (𝛼, s, a, output𝑈 ) .
Output 𝑶 : (output𝑂 , 𝛼, s)

{Outsource(k) }Kk=1 :
Input 𝑼 : (outsourcek, input𝑈 ) .
Input 𝑷 : (outsourcek) .
Input 𝑶 : (outsourcek) .
1. Load current ssid.
2. If𝑈 and𝑂 are corrupted, append (ssid,⊥,⊥,⊥) to 𝑓OI (pid𝑃 , k) and skip all following steps.

3. Check
a 𝑓OA (pid𝑈 )

?

= false.
4. Set 𝑓OA (pid𝑈 ) := true.
5. Set

a UH := 𝑓UH (pid𝑈 ) .
6. Append (ssid, pid𝑈 ,UH, input𝑈 ) to 𝑓OI (pid𝑃 , k) .
Output 𝑼 : (ok) .
Output 𝑷 : (ok) .
Output 𝑶 : (ok) .

{Analytics(k) }Kk=1 :
Input 𝑶 : (analytk, fp, input𝑂 ) .
1. Let

a ℓ be minℓ : 𝑓FP (analytk, ℓ ) = fp.
2. Leak ℓ to the adversary.

Input 𝑷 : (analytk) .
1. Load

a
and remove the first Zk entries

{(
ssidz, pidz,UHz, inputz

)}Zk
z=1 from 𝑓OI (pid𝑃 , k) .

2. If 𝑃 is corrupted, ask for updated inputs

{
inputz | 1 ≤ z ≤ Zk, pidz ∈ Pcorr

}
.

3. If𝑂 is corrupted, ask for updated information (UHz, inputz ) for each z ∈ {1, . . . , Zk } with pidz ∉ PUser.
4.

({(
𝛼z, sz, az, outputz

)}Zk
z=1, output𝑂

)
← Δ

(
analyt, fp, k,

{(
UHz, inputz

)}Z
z=1, input𝑂

)
.

5. Leak

{(
z, 𝛼z, sz, az, outputz

) ��
1 ≤ z ≤ Zk, pidz ∈ Pcorr

}
to the adversary.

6. If𝑂 is corrupted, leak { (z, 𝛼z, sz, az, outputz ) | 1 ≤ z ≤ Zk, pidz ∉ PUser} to the adversary.
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7. For every z from 1 to Zk with pidz ∈ PUser set 𝑓UI (pidz ) := (ssidz, 𝛼z, sz, az, outputz ) .
Output 𝑷 : (ok) .
Output 𝑶 : ({𝛼z, sz }

Zk
z=1output𝑂 ) .

Update:

Input 𝑼 : (update) .
Input 𝑷 : (update) .
Input 𝑶 : (update) .
1. If𝑈 and𝑂 are corrupted, set (UH, output𝑈 ) = (⊥,⊥) and skip all following steps.

2. Set
a UH := 𝑓UH (pid𝑈 ) .

3. Set
a (ssid, 𝛼, s, a, output𝑈 ) := 𝑓UI (pid𝑈 ) .

4. If𝑂 is corrupted, leak ssid to the adversary.

5. If𝑈 is honest and 𝑃 is corrupted, leak ssid to the adversary.

6. Remove pid𝑈 ↦→ (ssid, 𝛼, s, a, output𝑈 ) from 𝑓UI.

7. UH′ ← 𝛼 (UH) .

8. UH′′ := (uh′′
0
, . . . , uh′′m−1 ) with uh′′𝑖 :=

{
s[𝑖 ] for s[𝑖 ] ≠ ⊥
UH′ [𝑖 ] for s[𝑖 ] = ⊥

.

9. Set 𝑓UH (pid𝑈 ) := UH′′ + a.
10. Set 𝑓OA (pid𝑈 ) := false.
Output 𝑼 : (𝛼, s, a, output𝑈 ) .
Output 𝑷 : (ok) .
Output 𝑶 : (𝛼, s) .

a
If this fails, output ⊥ and abort.

The Protocol ΠPUBA

ΠPUBA

This protocol facilitates user-centric privacy-preserving analytics.

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .

State:

Each user𝑈 stores:
• User logbook Log
• User public key pk𝑈
• One-time pads o𝛼 , os, oa, oOUT and oUNV
• Verification key vk𝑂 of the operator

• Verification key vkTSA of the trusted signing party

Each proxy 𝑃 stores:
• Verification key vk𝑂 of the operator

• Verification key vkTSA of the trusted signing party

• Mapping 𝑓
(𝑃 )
OI

on {1, . . . ,K } that maps k to a list 𝑓
(𝑃 )
OI
(k) of entries (lin, ⟨UH⟩𝑃 , ⟨input𝑈 ⟩𝑃 , ⟨oOUT ⟩𝑃 , ⟨o𝛼 ⟩𝑃 , ⟨os ⟩𝑃 ,

⟨oa ⟩𝑃 )
• Partial mapping 𝑓

(𝑃 )
UI

on {lin} : lin ↦→ (ct𝛼 , cts, cta, ctoutput𝑈 )
The operator𝑂 stores:
• Signature key pair (vk𝑂 , sk𝑂 )
• List LSER of observed serial numbers

• Mapping 𝑓
(𝑂 )
OI

on {pid𝑃 } × {1, . . . ,K } that maps (pid𝑃 , k) to a list 𝑓
(𝑂 )
OI
(pid𝑃 , k) of entries (lin, ⟨UH⟩𝑂 , ⟨input𝑈 ⟩𝑂 ,

⟨oOUT ⟩𝑂 , ⟨o𝛼 ⟩𝑂 , ⟨os ⟩𝑂 , ⟨oa ⟩𝑂 )
• Partial mapping 𝑓

(𝑂 )
UI

on {lin} : lin ↦→ (𝛼, s, coma, ctoutput𝑈 )
• Mapping 𝑓FP on fp that maps function parameters fp to a list 𝑓FP (fp) of tuples (comfp, decomfp, 𝜎fp ) .
The trusted signing party TSA stores:
• Signature key pair (vkTSA , skTSA )

Init:

Input 𝑶 : (init)
Input TSA: (init)

𝑶 : Generate signature key pair:

– (vk𝑂 , sk𝑂 ) ← SIG.Keygen(gp) .
– Call

a F
BB

instance sidF
BB

with input (Register, pid𝑂 , vk𝑂 ) .
TSA: Generate signature key pair:

– (vkTSA , skTSA ) ← SIG′ .Keygen(gp) .
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– Call
a F

BB
instance sidF

BB

with input (Register, pidTSA , vkTSA ) .
Output 𝑶 : (ok)
Output TSA: (ok)

SignFP:

Input 𝑶 : Message signfp, FPs fp, task task, aux. input input𝑂
Input TSA:Message signfp, aux. input inputTSA .

𝑶 : (comfp, decomfp ) ← COM′ .commit(fp) .
𝑶↛TSA: (fp, comfp, decomfp, task, input𝑂 )
TSA: Check

a
that Δ(signfp, fp, task, input𝑂𝑝𝑒𝑟𝑎𝑡𝑜𝑟 , inputTSA ) = 1.

TSA: Check
a
that COM′ .open(comfp, decomfp, fp) = 1.

TSA: 𝜎fp ← SIG′ .Sign(skTSA , (task, comfp ) ) .
𝑶↚TSA: (𝜎fp )

𝑶 : 𝑓FP (fp) := (comfp, decomfp, 𝜎fp ) .
Output TSA:Message ok
Output 𝑶 : Message ok

UReg:

Input 𝑼 :Message ureg, aux. input input𝑈
Input 𝑶 : Message ureg, function parameters fp, aux. input input𝑂

𝑼 : Fetch verification keys:

– Call
a F

BB
instance sidF

BB

with input (Retrieve, pid𝑂 ) and store output vk𝑂 .

– Call
a F

BB
instance sidF

BB

with input (Retrieve, pidTSA ) and store output vkTSA .
Draw User secret key:

– Draw random User ID id
r← Z𝑝 .

– Compute User public key pk𝑈 := id ·𝐺1.

– Call F
BB

instance sidF
BB

with input (Register, pid𝑈 , pk𝑈 ) .
– (comid , decomid ) ← COM.commit(id )
Calculate proof of user secret key knowledge:

– stmt := (pk𝑈 , comid )
– wit := (decomid , id′ := id ·𝐺2 )
– Π ← Prove(stmt,wit, RUR ) , using RUR from Fig. 3.10.

Draw share of new serial number:

– (sernew ) (𝑈 ) r← Z𝑝

– (com(𝑈 )sernew , decom
(𝑈 )
sernew ) ← COM.commit( (sernew ) (𝑈 ) )

𝑼↛𝑶 : (Π, comid , com
(𝑈 )
sernew )

𝑶 : Fetch fp information:

– Set
a (comfp, decomfp, 𝜎fp ) := 𝑓FP (fp) .

𝑶 : Fetch user public key:

– Call F
BB

instance sidF
BB

with input (Retrieve, pid𝑈 ) and receive output pk𝑈 .

Check
a
that no user with public key pk𝑈 has registered yet.

Check proof:

– stmt := (pk𝑈 , comid )
– Check

a Verify(Π, stmt, RUR ) = 1

𝑼←𝑶 : (comfp, 𝜎fp )
𝑼 : Check

a
that SIG′ .Vf ( (ureg, comfp ), 𝜎fp, vkTSA ) = 1.

𝑼↮𝑶 : Compute initial user history:

𝑼→FPPA: (ureg, comfp, input𝑈 )
𝑶→FPPA: (ureg, fp, decomfp, input𝑂 )
𝑼←FPPA: (UH, decomUH, output𝑈 )
𝑶←FPPA: (comUH, output𝑂 )

𝑶 : Draw share of new serial number:

– (sernew ) (𝑂 ) r← Z𝑝

– (com(𝑂 )sernew , decom
(𝑂 )
sernew ) ← COM.commit( (sernew ) (𝑂 ) )

Compute commitments and signature for initial User History:

– comsernew := com(𝑂 )sernew ⊕ com(𝑈 )sernew
– (comlin, decomlin ) ← COM.commit(0)
– 𝜎 ← SIG.Sign(sk𝑂 , comUH ∥comsernew ∥comlin ∥comid )

𝑼↚𝑶 : (comUH, (sernew ) (𝑂 ) , com(𝑂 )sernew , decom
(𝑂 )
sernew , comlin, decomlin, 𝜎 )

𝑼 : Set
a
and store Lognew := ΠVerify (VfyL, (UH, comUH, decomUH, ( (sernew ) (𝑈 ) + (sernew ) (𝑂 ) ),
(com(𝑈 )sernew ⊕ com(𝑂 )sernew ), (decom

(𝑈 )
sernew ⊕ decom(𝑂 )sernew ), 0, comlin, decomlin, id, comid , decomid , 𝜎 ) )

Output 𝑼 : Initial user history UH, aux. output output𝑈
Output 𝑶 : Aux. output output𝑂

142



A.3. Security

{Bookkeeping(k) }Kk=1 :
Input 𝑼 :Message bookkeep(k) , aux. input input𝑈
Input 𝑶 : Message bookkeep(k) , FPs fp, aux. input input𝑂

𝑼 : Calculate logbook-validity proof and draw share of new serial:

– (comUH, decomUH ) ← COM.ReRand(comUH, decomUH )
– (comlin, decomlin ) ← COM.ReRand(comlin, decomlin )
– (comid , decomid ) ← COM.ReRand(comid , decomid )
– stmtVal := (comUH, ser, comlin, comid , vk𝑂 )
– witVal :=

(comUH, decomUH, decomUH, comser , decomser , comlin, decomlin, decomlin, pk𝑈 , comid , decomid , decomid , 𝜎 )
– ΠVal ← POK.Prove(stmtVal, witVal, RVal ) , using RVal from Fig. 3.12a.

Draw share of new serial number:

– (sernew ) (𝑈 ) r← Z𝑝

– (com(𝑈 )sernew , decom
(𝑈 )
sernew ) ← COM.commit( (sernew ) (𝑈 ) )

𝑼→𝑶 : (comUH, ser, comlin, comid , ΠVal, com
(𝑈 )
sernew )

𝑶 : Check proof and serial number and fetch fp information:

– stmtVal := (comUH, ser, comlin, comid , vk𝑂 )
– Check

a POK.Verify(ΠVal, stmtVal, RVal ) = 1

– Check
a ser ∉ LSER

– LSER := LSER ∪ {ser }
– Set

a (comfp, decomfp, 𝜎fp ) := 𝑓FP (fp) .
𝑼←𝑶 : (comfp, 𝜎fp )

𝑼 : Check
a
that SIG′ .Vf ( (bookkeep(k), comfp ), 𝜎fp, vkTSA ) = 1.

Communicate with F
PPA

:

𝑼→FPPA: (bookkeep(k), UH, decomUH, comfp, input𝑈 )
𝑶→FPPA: (bookkeep(k), comUH, fp, decomfp, input𝑂 )
𝑼←FPPA: (𝛼, s, a, coma, decoma, output𝑈 )
𝑶←FPPA: (𝛼, s, coma, output𝑂 )

𝑼 : Calculate new User History and prove correctness:

– if 𝛼 ≠ ⊥ ∨ s ≠ ⊥ then
∗ Apply permutation: UH′ ← 𝛼 (UH) .
∗ For 𝑖 from 0 to |UH| − 1, if s[𝑖 ] ≠ ⊥, then set UH′′ [𝑖 ] := s[𝑖 ], else copy UH′′ [𝑖 ] := UH′ [𝑖 ].
∗ Apply addition: UHnew ← UH′′ + a.
∗ (com′UH, decom

′
UH ) ← COM.commit(UH′ ) .

∗ (com′′UH, decom
′′
UH ) ← COM.commit(UH′′ ) .

∗ (comnew

UH, decom
new

UH ) ← (com
′′
UH, decom

′′
UH ) ⊕ (coma, decoma ) .

∗ Parse (uh0, . . . , uhm−1 ) =: UH, (uh′
0
, . . . , uh′m−1 ) =: UH′ , and (uh′′0 , . . . , uh′′m−1 ) =: UH′′ .

∗ stmtTr := (comUH, com′UH, com
′′
UH, 𝛼, s)

∗ witTr := (decomUH, decom′UH, decom
′′
UH, uh0, . . . , uhm−1, uh

′
0
, . . . , uh′m−1, uh

′′
0
, . . . , uh′′m−1 )

∗ ΠTr ← POK.Prove(stmtTr , witTr , RTr ) , using RTr from Fig. 3.12b.

𝑼→𝑶 : (com′
UH

, com′′
UH

, 𝚷Tr )
– else

∗ (comnew

UH, decom
new

UH ) ← (com
′′
UH, decom

′′
UH ) ⊕ (coma, decoma ) .

𝑶 : Draw share of new serial number:

– (sernew ) (𝑂 ) r← Z𝑝

– (com(𝑂 )sernew , decom
(𝑂 )
sernew ) ← COM.commit( (sernew ) (𝑂 ) )

Verify proof, compute signature for the new UH.

– if 𝛼 ≠ ⊥ ∨ s ≠ ⊥ then
∗ stmtTr := (comUH, com′UH, com

′′
UH, 𝛼, s)

∗ Check
a POK.Verify(ΠTr , stmtTr , RTr ) = 1.

∗ comnew

UH := com′′UH ⊕ coma.

– else
∗ comnew

UH := comUH ⊕ coma.

– comnew

ser := com(𝑂 )sernew ⊕ com(𝑈 )sernew
– 𝜎new ← SIG.Sign(sk𝑂 , comnew

UH ∥com
new

ser ∥comlin ∥comid )
𝑼←𝑶 : (comnew

UH, (ser
new ) (𝑂 ) , com(𝑂 )sernew , decom

(𝑂 )
sernew , 𝜎

new )
𝑼 : Set

a
and store Lognew := ΠVerify (VfyL, (UHnew, comnew

UH, decom
new

UH, ( (ser
new ) (𝑈 ) ⊕ (sernew ) (𝑂 ) ),

(com(𝑈 )sernew ⊕ com(𝑂 )sernew ), (decom
(𝑈 )
sernew ⊕ decom(𝑂 )sernew ), lin, comlin, decomlin, id, comid , decomid , 𝜎

new ) ) .
Output 𝑼 : User History UHnew

, aux. output output𝑈 .

Output 𝑶 : Aux. output output𝑂 , permutation 𝛼 , set vector s.

{Outsource(k) }Kk=1 :
Input 𝑼 :Message outsourcek, aux. input for the computation input𝑈 .

Input 𝑷 and 𝑶 :Message outsourcek
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𝑼 : Create robust secret shares:

– (oOUT, oUNV, o𝛼 , os, oa, {⟨UH⟩𝑥 , ⟨input𝑈 ⟩𝑥 , ⟨oOUT ⟩𝑥 , ⟨oUNV ⟩𝑥 , ⟨o𝛼 ⟩𝑥 , ⟨os ⟩𝑥 , ⟨oa ⟩𝑥 }𝑥 ∈{𝑃,𝑂} ) ←
ΠVerify (ShareL, Log)

Calculate proof and draw serial number share:

– (comid , decomid ) ← COM.ReRand(comid , decomid )
– stmt := (⟨UH⟩𝑂 , com(𝑂 )UH, ser, comid , vk𝑂 )
– wit := (comUH, decomUH, decom(𝑃 )UH, comser , decomser , comlin, decomlin, pk𝑈 , comid , decomid , decomid , 𝜎 )
– Π ← POK.Prove(stmt,wit, ROS ) , using ROS from Fig. 3.14a.

– (sernew ) (𝑈 ) r← Z𝑝 .

– (com(𝑈 )sernew , decom
(𝑈 )
sernew ) ← COM.commit( (sernew ) (𝑈 ) )

𝑼→𝑶 : (⟨UH⟩𝑂 , ⟨input𝑈 ⟩𝑂 , ⟨oOUT ⟩𝑂 , ⟨oUNV ⟩𝑂 , ⟨o𝛼 ⟩𝑂 , ⟨os ⟩𝑂 , ⟨oa ⟩𝑂 , ser, comid , Π, com
(𝑈 )
sernew )

𝑼→𝑷 : (⟨UH⟩𝑃 , ⟨input𝑈 ⟩𝑃 , ⟨oOUT ⟩𝑃 , ⟨oUNV ⟩𝑃 , ⟨o𝛼 ⟩𝑃 , ⟨os ⟩𝑃 , ⟨oa ⟩𝑃 )
𝑶 : Check

a
serial number ser ∉ LSER and add ser to LSER.

Prepare linking number: (linnew ) (𝑂 ) r← Z𝑝

(com(𝑂 )linnew , decom
(𝑂 )
linnew ) ← commit( (linnew ) (𝑂 ) )

𝑶↛𝑷 : (com(𝑂 )linnew , com
(𝑃 )
UH, com

(𝑃 )
input𝑈

, com(𝑃 )oOUT , com
(𝑃 )
oUNV , com

(𝑃 )
o𝛼 , com(𝑃 )os , com(𝑃 )oa )

𝑷 : Checka ΠVerify (VfyS, com(𝑃 )UH, decom(𝑃 )UH, UH
(𝑃 ) , com(𝑃 )input𝑈

, decom𝑃
input𝑈

, input𝑃
𝑈
, com(𝑃 )oOUT , decom𝑃

oOUT , oOUT
𝑃 ,

com(𝑃 )oUNV ,

decom𝑃
oUNV , oUNV

𝑃 , com(𝑃 )o𝛼 , decom(𝑃 )o𝛼 , o𝛼 (𝑃 ) , com
(𝑃 )
os , decom(𝑃 )os , os

(𝑃 ) , com(𝑃 )oa , decom(𝑃 )oa , oa
(𝑃 ) ) = 1

Draw (linnew ) (𝑃 ) r← Z𝑝

𝑷↛𝑶 : ( (linnew ) (𝑃 ) , com(𝑂 )UH, com
(𝑂 )
input𝑈

, com(𝑂 )oOUT , com
(𝑂 )
oUNV , com

(𝑂 )
o𝛼 , com(𝑂 )os , com(𝑂 )oa )

𝑶 : Check proof and sharings

– stmt := (⟨UH⟩𝑂 , com(𝑂 )UH, ser, comid , vk𝑂 )
– Check

a POK.Verify(Π, stmt, ROS ) = 1

– Check
a ΠVerify (VfyS, com(𝑂 )UH, decom

(𝑂 )
UH, UH

(𝑂 ) , com(𝑂 )input𝑈
, decom𝑂

input𝑈
, input𝑂

𝑈
, com(𝑂 )oOUT , decom

𝑂
oOUT , oOUT

𝑂 ,

com(𝑂 )oUNV ,

decom𝑂
oUNV , oUNV

𝑂 , com(𝑂 )o𝛼 , decom(𝑂 )o𝛼 , o𝛼 (𝑂 ) , com
(𝑂 )
os , decom(𝑂 )os , os

(𝑂 ) , com(𝑂 )oa , decom(𝑂 )oa , oa
(𝑂 ) ) = 1

Store outsource information and draw share of new serial number:

– linnew := (linnew ) (𝑂 ) + (linnew ) (𝑃 )
– Add (linnew, ⟨UH⟩𝑂 , ⟨input𝑈 ⟩𝑂 , ⟨oOUT ⟩𝑂 , ⟨oUNV ⟩𝑂 , ⟨o𝛼 ⟩𝑂 , ⟨os ⟩𝑂 , ⟨oa ⟩𝑂 ) to 𝑓

(𝑂 )
OI
(pid𝑃 , k)

– (sernew ) (𝑂 ) r← Z𝑝

– (com(𝑂 )sernew , decom
(𝑂 )
sernew ) ← COM.commit( (sernew ) (𝑂 ) )

Compute commitments and signature for updated UH:

– comnew

UH := com(𝑃 )UH ⊕ com(𝑂 )UH
– comnew

ser := com(𝑈 )sernew ⊕ com(𝑂 )sernew
– (comnew

lin , decomnew

lin ) ← COM.commit(linnew )
– 𝜎new ← SIG.Sign(sk𝑂 , comnew

UH ∥com
new

ser ∥comnew

lin ∥comid )
𝑼←𝑶 : ( (sernew ) (𝑂 ) , com(𝑂 )sernew , decom

(𝑂 )
sernew , com

new

lin , decomnew

lin , 𝜎new )
𝑷↚𝑶 : ( (linnew ) (𝑂 ) , decom(𝑂 )linnew )

𝑷 : Store outsource information:

– Check
a open(com(𝑂 )linnew , decom

(𝑂 )
linnew , (lin

new ) (𝑂 ) ) = 1

– linnew := (linnew ) (𝑂 ) + (linnew ) (𝑃 )
– Add (linnew, ⟨UH⟩𝑃 , ⟨input𝑈 ⟩𝑃 , ⟨oOUT ⟩𝑃 , ⟨oUNV ⟩𝑃 , ⟨o𝛼 ⟩𝑃 , ⟨os ⟩𝑃 , ⟨oa ⟩𝑃 ) to 𝑓

(𝑃 )
OI
(k)

𝑼←𝑷 : (linnew )
𝑼 : Set

a
and store Lognew := ΠVerify (VfyL, (UH, (com(𝑃 )UH ⊕ com(𝑂 )UH ), (decom

(𝑃 )
UH ⊕ decom(𝑂 )UH ),

( (sernew ) (𝑈 ) + (sernew ) (𝑂 ) ), (com(𝑈 )sernew ⊕ com(𝑂 )sernew ),
(decom(𝑈 )sernew ⊕ decom(𝑂 )sernew ), lin

new, comnew

lin , decomnew

lin , id, comid , decomid , 𝜎
new ) ) .

Output 𝑼 , 𝑷 and 𝑶 : Confirmation ok.

{Analytics(k) }Kk=1 :
Input 𝑷 :Message analytk.
Input 𝑶 :Message analytk, FPs fp, aux. input input𝑂 .

𝑷 : Load outsource information:

– Load
a

and remove the first Zk entries { (lin, ⟨UH⟩𝑃 ,
⟨input𝑈 ⟩𝑃 , ⟨oOUT ⟩𝑃 , ⟨oUNV ⟩𝑃 , ⟨o𝛼 ⟩𝑃 , ⟨os ⟩𝑃 , ⟨oa ⟩𝑃 )z }

Zk
z=1 from 𝑓

(𝑃 )
OI
(k) .

𝑶 : Load outsource information:

– Load
a

and remove the first Zk entries { (lin, ⟨UH⟩𝑂 ,

⟨input𝑈 ⟩𝑂 , ⟨oOUT ⟩𝑂 , ⟨oUNV ⟩𝑂 , ⟨o𝛼 ⟩𝑂 , ⟨os ⟩𝑂 , ⟨oa ⟩𝑂 )z }
Zk
z=1 from 𝑓

(𝑂 )
OI
(pid𝑃 , k) .
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𝑶 : Fetch fp information:

– Set
a (comfp, decomfp, 𝜎fp ) := 𝑓FP (fp) .

𝑶→𝑷 : (comfp, 𝜎fp )
𝑷 : Checka that SIG′ .Vf ( (analytk, comfp ), 𝜎fp, vkTSA ) = 1.

𝑷↮𝑶 : Compute function:

𝑷→FPPA: (analytk, comfp, { (⟨UH⟩𝑃 , ⟨input𝑈 ⟩𝑃 , ⟨oOUT ⟩𝑃 , ⟨oUNV ⟩𝑃 , ⟨o𝛼 ⟩𝑃 , ⟨os ⟩𝑃 , ⟨oa ⟩𝑃 )z }
Zk
z=1 )

𝑶→FPPA: (analytk, fp, decomfp, { (⟨UH⟩𝑂 , ⟨input𝑈 ⟩𝑂 , ⟨oOUT ⟩𝑂 , ⟨oUNV ⟩𝑂 , ⟨o𝛼 ⟩𝑂 , ⟨os ⟩𝑂 , ⟨oa ⟩𝑂 )z }
Zk
z=1, input𝑂 )

𝑷←FPPA: { (ct𝛼z , ctsz , ctaz , ctdecomaz , ctoutput𝑈z
) }Zkz=1

𝑶←FPPA: { (𝛼, s, comaz , ctoutput𝑈z
) }Zkz=1, output𝑂

𝑶 : Store update information:

For all z ∈ (1, . . . , Zk ) : set 𝑓
(𝑂 )
UI
(linz ) := (𝛼, s, coma, ctoutput𝑈 )z .

𝑷 : Store update information:

For all z ∈ (1, . . . , Zk ) : set 𝑓
(𝑃 )
UI
(linz ) := (ct𝛼 , cts, cta, ctdecoma , ctoutput𝑈 )z

Output 𝑷 : Confirmation ok.
Output 𝑶 : Aux. output output𝑂 .

Update:

Input 𝑼 : update
Input 𝑷 : update
Input 𝑶 : update
𝑼→𝑷 : (lin)

𝑷 : Seta and remove (ct𝛼 , cts, cta, ctdecoma , ctoutput𝑈 ) := 𝑓
(𝑃 )
UI
(lin)

𝑼←𝑷 : (ct𝛼 , cts, cta, ctdecoma , ctoutput𝑈 )
𝑼 : Prove logbook validity and correct updates and draw share of serial number:

– (comUH, decomUH ) ← COM.ReRand(comUH, decomUH )
– Set 𝛼 := ct𝛼 − o𝛼 , s := cts − os and a := cta − oa.

– Set decoma := ctdecoma − oUNV and output𝑈 := ctoutput𝑈 − oOUT
– (comid , decomid ) ← COM.ReRand(comid , decomid )
– stmt := (comUH, ser, lin, comid , vk𝑂 )
– wit := (comUH, decomUH, decomUH, comser , decomser , comlin, decomlin, pk𝑈 , comid , decomid , decomid , 𝜎 )
– Π ← POK.Prove(stmt, wit, RUpd ) , using RUpd from Fig. 3.14b.

– (sernew ) (𝑈 ) r← Z𝑝

– (com(𝑈 )sernew , decom
(𝑈 )
sernew ) ← COM.commit( (sernew ) (𝑈 ) )

– if 𝛼 ≠ ⊥ ∧ s ≠ ⊥ then
∗ Apply permutation: UH′ ← 𝛼 (UH) .
∗ For 𝑖 from 0 to |UH| − 1, if s[𝑖 ] ≠ ⊥, then set value UH′′ [𝑖 ] := s[𝑖 ], else copy UH′′ [𝑖 ] := UH′ [𝑖 ].
∗ Apply addition: UHnew ← UH′′ + a.
∗ (com′UH, decom

′
UH ) ← COM.commit(UH′ ) .

∗ (com′′UH, decom
′′
UH ) ← COM.commit(UH′′ ) .

∗ stmtTr := (comUH, com′UH, com
′′
UH, 𝛼, s)

∗ witTr := (decomUH, decom′UH, decom
′′
UH, uh0, . . . , uhm−1, uh

′
0
, . . . , uh′m−1, uh

′′
0
, . . . , uh′′m−1 )

∗ ΠTr ← POK.Prove(stmtTr , witTr , RTr ) , using RTr from Fig. 3.12b.

𝑼→𝑶 : (comUH , com′UH , com
′′

UH
, comid, ser, lin, 𝚷, 𝚷Tr , com

(𝑼 )
sernew )

– else
∗ Apply addition: UHnew ← UH + a.

𝑼→𝑶 : (comUH , comid, ser, lin, 𝚷, com(𝑼 )sernew )

𝑶 : Load update information:

– Set
a (𝛼, s, coma, (ctoutput𝑈 )

′ ) := 𝑓
(𝑂 )
UI
(lin)

– Remove lin ↦→ (𝛼, s, coma, (ctoutput𝑈 )
′ ) from 𝑓

(𝑂 )
UI

Check proof and serial number:

– stmt := (comUH, ser, lin, comid , vk𝑂 )
– Check

a POK.Verify(Π, stmt, RUpd )
?

= 1

– if 𝛼 ≠ ⊥ ∨ s ≠ ⊥ then
∗ stmtTr := (comUH, com′UH, com

′′
UH, 𝛼, s)

∗ Check
a POK.Verify(ΠTr , stmtTr , RTr )

?

= 1

∗ comnew

UH := com′′UH ⊕ coma
– else

∗ comnew

UH := comUH ⊕ coma
– Check

a ser ∉ LSER
– LSER := LSER ∪ {ser }
Draw share of new serial number:

– (sernew ) (𝑂 ) r← Z𝑝
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– (com(𝑂 )sernew , decom
(𝑂 )
sernew ) ← COM.commit( (sernew ) (𝑂 ) )

Compute commitments and signature for updated UH:

– comnew

ser := com(𝑂 )sernew ⊕ com(𝑈 )sernew
– (comnew

lin , decomnew

lin ) ← COM.commit(0)
– 𝜎new ← SIG.Sign(sk𝑂 , comnew

UH ∥com
new

ser ∥comnew

lin ∥comid )
𝑼←𝑶 : (coma, comnew

UH, (ser
new ) (𝑂 ) , com(𝑂 )sernew , decom

(𝑂 )
sernew , com

new

lin , decomnew

lin , 𝜎new, ctoutput𝑈 )
𝑼 : Check

a open(coma, decoma, a)
?

= 1 and
a ctoutput𝑈

′ ?

= ctoutput𝑈 Set
a
and store Lognew := ΠVerify (VfyL, (UHnew, comnew

UH,

(decomUH ⊕ decoma ), ( (sernew ) (𝑈 ) + (sernew ) (𝑂 ) ),
(com(𝑈 )sernew ⊕ com(𝑂 )sernew ), (decom

(𝑈 )
sernew ⊕ decom(𝑂 )sernew ), 0, com

new

lin , decomnew

lin , id, comid , decomid , 𝜎
new ) )

Output 𝑼 : Permutation 𝛼 , set vector s, add vector a, aux. output𝑈 .

Output 𝑷 : Confirmation ok.
Output 𝑶 : Permutation 𝛼 , set vector s.

a
If this fails, output ⊥ and abort.

A.3.1. User Security

In this section, we investigate the security of our system in scenarios that relate to the

security of an honest user𝑈 . To that end, we prove the following theorem:

Theorem A.3.1 (User Security). If instantiated with a trapdoor-commitment scheme COM
and a dual-mode zero-knowledge protocol POK, it holds that

ΠPUBA

(F
PPA

, F
BB
, F

KE
, F

CRS
) ≥𝑈𝐶 FPUBA

against all PPT-adversaries A who statically corrupted the operator 𝑂 and a subset of users
𝑈 .

We use the UC-framework [Can01] and provide a simulator S for this case. The simulator

provides a view for any PPT-environment Z (that is restricted to not corrupting any

proxies) that is consistent with a real protocol execution.

The simulator is given as follows:

Simulator SUSec for a corrupted operator
Π-Shared State:
• Trapdoor tdsim for simulating proofs.

• Verification key vk𝑂 of the operator

• Mapping 𝑓OI on {pid𝑃 } × {1, . . . ,K } that maps (pid𝑃 , k) to a list 𝑓OI (pid𝑃 , k) of entries (lin, ⟨UH⟩𝑃 , ⟨in𝑈 ⟩𝑃 , ⟨oOUT ⟩𝑃 ,
⟨oUNV ⟩𝑃 , ⟨o𝛼 ⟩𝑃 , ⟨os ⟩𝑃 , ⟨oa ⟩𝑃 ) for all proxies 𝑃

• Partial mapping 𝑓UI on {lin} : lin ↦→ (comaz , decomaz , az, 𝛼, s, o𝛼 , os, oa, oUNV, ctoutz )
• Partial mapping 𝑓LN on {ssid}: ssid ↦→ lin
• Mapping 𝑓FP that maps a given task task to a set of tuples {fp, comfp, 𝜎fp } of function parameters and corresponding

signatures.

ΠPUBA-Setup:
1. Run a modified version of crs← ΠPUBA-Setup(1𝜆 ) :

• crsZK ← SetupPoK is replaced by (crsZK, tdsim ) ← SetupSPoK for simulating proofs.

ΠPUBA-Init:
1. Upon receiving instructions from Z to send (Register, pid𝑂 , vk𝑂 ) from𝑂 to F

BB
:

• Check
a
that no key has previously been stored for pid𝑂 .
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• Store vk𝑂 .

↩→ Call ideal functionality F
PUBA

with input (init) in the name of𝑂 .

2. Upon receiving output (ok) from F
PUBA

to𝑂 :

↩→ Report message (ok) from F
BB

to𝑂 .

3. Upon receiving (init, pidTSA ) from FPUBA:
• Generate signature key pair: (vkTSA , skTSA ) ← SIG.Keygen(gp)
• Respond to future calls of the form (Retrieve, pidTSA ) to FBB with skTSA .

ΠPUBA-SignFP :
1. Upon receiving instructions from Z to send (fp, comfp, decomfp, task, in𝑂 ) from𝑂 to TSA:

• Check
a
that COM.open(comfp, decomfp, fp) = 1.

↩→ Call ideal functionality F
PUBA

in the name of𝑂 with input (signfp, fp, task, in𝑂 ) .
2. Upon receiving output ok from F

PUBA
to𝑂 :

• Compute signature SIG.Sign(skTSA , (task, comfp ) ) .
• Add (fp, comfp, 𝜎fp ) to 𝑓FP (task) .
↩→ Report message (𝜎fp ) from TSA to𝑂 .

ΠPUBA-UReg:

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .

𝑈 honest,𝑂 corrupted:

1. Upon receiving (ureg, pid𝑈 ) from FPUBA:
• id

r← Z𝑝 , pk𝑈 := id ·𝐺1

• (comid , decomid ) ← COM.commit(0)
• stmt := (pk𝑈 , comid )
• Π ← SimProof (stmt, RUR )
• (com(𝑈 )sernew , decom

(𝑈 )
sernew ) ← COM.commit(0)

↩→ Report message (Π, comid , com
(𝑈 )
sernew ) from𝑈 to𝑂 .

2. Upon receiving (Retrieve, pid𝑈 ) from𝑂 to F
BB
:

↩→ Report message (Retrieve, pid𝑈 , pk𝑈 ) from FBB to𝑂 .

3. Upon receiving instructions from Z to send (comfp, 𝜎fp ) from𝑂 to𝑈 :

• Check
a
that there exists an entry ( ·, comfp, 𝜎fp ) in 𝑓FP (ureg) .

4. Upon receiving (ureg, fp, decomfp,in𝑂 ) from𝑂 to F
PPA

:

• Check
a
that (comfp, 𝜎fp ) ∈ 𝑓FP (ureg) .

• Check
a
that COM.open(comfp, decomfp, fp) = 1.

↩→ Call ideal functionality F
PUBA

with input (ureg, fp, in𝑂 ) in the name of𝑂 .

5. Upon receiving leak ℓ from F
PUBA

and output (out𝑂 ) from F
PUBA

:

• (comUH, decomUH ) ← commit(0)
↩→ Report output (comUH,out𝑂 ) from F

PPA
to𝑂 .

6. Upon receiving instructions from Z to send (comUH, ser (𝑂 ) , com(𝑂 )ser , decom(𝑂 )ser , comlin, decomlin,

comid , decomid , 𝜎 ) from𝑂 to𝑈 :

• comser := com(𝑂 )ser ⊕ com(𝑈 )ser

• decomser := decom(𝑂 )ser ⊕ decom(𝑈 )ser
• Lognew :=

(
0, comUH, decomUH, ser (𝑂 ) , comser , decomser , 0, comlin, decomlin, 0, comid , decomid , 𝜎

)
• Call

a ΠVerify (Lognew )
↩→ Allow F

PUBA
to deliver output to𝑈 .

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .

𝑈 and𝑂 corrupted: Nothing to do.{
ΠPUBA-Bookkeeping (k)

}K
k=1:

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .

𝑈 honest,𝑂 corrupted:
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1. Upon receiving (bookkeepk,User) from F
PUBA

:

• ser
r← Z𝑝

• (com(𝑈 )sernew , decom
(𝑈 )
sernew ) ← COM.commit(0)

• (comUH, decomUH ) ← COM.commit(0)
• (comlin, decomlin ) ← COM.commit(0)
• (comid , decomid ) ← COM.commit(0)
• stmtVal := (comUH, ser, comlin, comid , vk𝑂 )
• ΠVal ← POK.SimProof (tdsim, stmtVal, RVal )
↩→ Report message (comUH, ser, comlin, comid , ΠVal, com

(𝑈 )
sernew ) from𝑈 to𝑂 .

2. Upon receiving instructions from Z to send (comfp, 𝜎fp ) from𝑂 to𝑈 :

• Check
a
that (comfp, 𝜎fp ) ∈ 𝑓FP (ureg) .

3. Upon receiving (bookkeepk, comUH′, fp, decomfp,in𝑂 ) from𝑂 to F
PPA

:

• Check
a comUH

′ = comUH
• Check

a COM.open(comfp, decomfp, fp) = 1.

↩→ Call ideal functionality F
PUBA

with input (bookkeepk, fp, in𝑂 ) in the name of𝑂 .

4. Upon receiving leak ℓ from F
PUBA

and output (out𝑂 , 𝛼, s) to𝑂 from F
PUBA

:

• (coma, decoma ) ← COM.commit(0)
• if 𝛼 ≠ ⊥ ∨ s ≠ ⊥ then

– (com′UH, decom
′
UH ) ← COM.commit(0)

– (com′′UH, decom
′′
UH ) ← COM.commit(0)

– stmtTr := (comUH, com′UH, com
′′
UH, 𝛼, s)

– ΠTr ← POK.SimProof (tdsim, stmtTr , RTr )
– decomnew

UH := decom′′UH ⊕ decoma
• else

– decomnew

UH := decomUH ⊕ decoma
↩→ Report output (𝛼, s, coma, out𝑂 ) from F

PPA
to𝑂 .

5. if 𝛼 ≠ ⊥ ∨ s ≠ ⊥ then
↩→ Report message (com′UH, com

′′
UH, ΠTr ) from𝑈 to𝑂 .

6. Upon receiving instructions from Z to send (comnew

UH, (ser
new ) (𝑂 ) , com(𝑂 )sernew , decom

(𝑂 )
sernew , 𝜎

new ) from𝑂 to𝑈 :

• sernew := (sernew ) (𝑂 ) + (sernew ) (𝑈 )
• comnew

ser := com(𝑂 )sernew ⊕ com(𝑈 )sernew

• decomnew

ser := decom(𝑂 )sernew ⊕ decom(𝑈 )sernew

• Lognew := (0, comnew

UH, decom
new

UH, (ser
new ) (𝑂 ) , comnew

ser , decomnew

ser , 0, comlin, decomlin, 0, comid , decomid ,

𝜎new )
• Call

a ΠVerify (Lognew )
↩→ Allow F

PUBA
to deliver output to𝑈 .

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .

𝑈 and𝑂 corrupted: Nothing to do but relay messages.

{
ΠPUBA-Outsource (k)

}K
k=1:

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .

𝑈 and 𝑃 honest,𝑂 corrupted:

1. Upon receiving (outsourcek,User) from F
PUBA

and (outsourcek, pid𝑃 ) from FPUBA:
• ser

r← Z𝑝

• (comid , decomid ) ← COM.commit(0)
• (⟨UH⟩𝑃 , ⟨UH⟩𝑂 ) ← ΠShare-Share (0)
• (⟨in𝑈 ⟩𝑃 , ⟨in𝑈 ⟩𝑂 ) ← ΠShare-Share (0)
• (⟨oOUT ⟩𝑃 , ⟨oOUT ⟩𝑂 ) ← ΠShare-Share (0)
• (⟨oUNV ⟩𝑃 , ⟨oUNV ⟩𝑂 ) ← ΠShare-Share (0)
• (⟨o𝛼 ⟩𝑃 , ⟨o𝛼 ⟩𝑂 ) ← ΠShare-Share (0)
• (⟨os ⟩𝑃 , ⟨os ⟩𝑂 ) ← ΠShare-Share (0)
• (⟨oa ⟩𝑃 , ⟨oa ⟩𝑂 ) ← ΠShare-Share (0)
• Parse (UH (𝑃 ) , com(𝑂 )UH, decom

(𝑃 )
UH ) := ⟨UH⟩

𝑃

• stmt := (⟨UH⟩𝑂 , com(𝑂 )UH, ser, comid , vk𝑂 )
• Π ← POK.SimProof (tdsim, stmt, ROS )
• (com(𝑈 )sernew , decom

(𝑈 )
sernew ) ← COM.commit(0)
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↩→ Report message (⟨UH⟩𝑂 , ⟨in𝑈 ⟩𝑂 , ⟨oOUT ⟩𝑂 , ⟨oUNV ⟩𝑂 , ⟨o𝛼 ⟩𝑂 , ⟨os ⟩𝑂 , ⟨oa ⟩𝑂 , com(𝑂 )UH, ser, comid , Π,

com(𝑈 )sernew ) from𝑈 to𝑂 .

2. Upon receiving instructions from Z to send (com(𝑂 )linnew , com
(𝑃 )
UH, com

(𝑃 )
in𝑈

, com(𝑃 )oOUT , com
(𝑃 )
oUNV , com

(𝑃 )
o𝛼 ,

com(𝑃 )os , com(𝑃 )oa ) from𝑂 to 𝑃 :

• Check
a
that all commitments are the ones sent earlier.

• (linnew ) (𝑃 ) r← Z𝑝

Parse:

•

(
UH (𝑃 ) , com(𝑂 )UH, decom

(𝑃 )
UH

)
:= ⟨UH⟩𝑃

•

(
in𝑃𝑈 , com(𝑂 )in𝑈

, decom𝑃
in𝑈

)
:= ⟨in𝑈 ⟩𝑃

•

(
oOUT𝑃 , com

(𝑂 )
oOUT , decom

𝑃
oOUT

)
:= ⟨oOUT ⟩𝑃

•

(
oUNV𝑃 , com

(𝑂 )
oUNV , decom

𝑃
oUNV

)
:= ⟨oUNV ⟩𝑃

•

(
o𝛼𝑃 , com(𝑂 )o𝛼 , decom𝑃

o𝛼

)
:= ⟨o𝛼 ⟩𝑃

•

(
os

𝑃 , com(𝑂 )os , decom𝑃
os

)
:= ⟨os ⟩𝑃

•

(
oa

𝑃 , com(𝑂 )oa , decom𝑃
oa

)
:= ⟨oa ⟩𝑃

↩→ Report message ( (linnew ) (𝑃 ) , com(𝑂 )UH, com
(𝑂 )
in𝑈

, com(𝑂 )oOUT , com
(𝑂 )
oUNV , com

(𝑂 )
𝛼 , com(𝑂 )s , coma ) (𝑂 )

from 𝑃 to𝑂 .

3. Upon receiving instructions from Z to send (linnew ) (𝑂 ) , decom(𝑂 )linnew ) from𝑂 to 𝑃 :

• Check
a COM.open(com(𝑂 )linnew , decom

(𝑂 )
linnew , (lin

new ) (𝑂 ) ) ?

= 1

• linnew := (linnew ) (𝑃 ) + (linnew ) (𝑂 )
• Append (linnew, ⟨UH⟩𝑃 , ⟨in𝑈 ⟩𝑃 , ⟨oOUT ⟩𝑃 , ⟨oUNV ⟩𝑃 , ⟨o𝛼 ⟩𝑃 , ⟨os ⟩𝑃 , ⟨oa ⟩𝑃 ) to 𝑓OI (pid𝑃 , k)
• Load current subsession id ssid and append ssid ↦→ linnew to 𝑓LN

4. Upon receiving instructions from Z to send ( (sernew ) (𝑂 ) , com(𝑂 )sernew , decom(𝑂 )sernew , comnew

lin ,

decomnew

lin , 𝜎new ) from𝑂 to𝑈 :

• Parse (UH (𝑂 ) , com(𝑃 )UH, decom
(𝑂 )
UH ) := ⟨UH⟩

𝑂

• comnew

UH := com(𝑃 )UH ⊕ com(𝑂 )UH
• decomnew

UH := decom(𝑃 )UH ⊕ decom(𝑂 )UH
• comnew

ser := com(𝑈 )sernew ⊕ com(𝑂 )sernew

• decomnew

ser := decom(𝑈 )sernew ⊕ decom(𝑂 )sernew

• Lognew := (0, comnew

UH, decomnew

UH, (ser
new ) (𝑂 ) , comnew

ser , decomnew

ser , linnew, comnew

lin , decomnew

lin , 0,
comid , decomid , 𝜎

new )
• Call

a ΠVerify (Lognew )
↩→ Call ideal functionality F

PUBA
with input (outsourcek) in the name of𝑂 .

5. Allow F
PUBA

to deliver output to all parties.

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .

𝑃 honest,𝑈 and𝑂 corrupted:

1. Upon receiving (outsourcek, pid𝑃 ) from F
PUBA

and instructions from Z to send (⟨UH⟩𝑃 , ⟨in𝑈 ⟩𝑃 ,
⟨oOUT ⟩𝑃 , ⟨oUNV ⟩𝑃 , ⟨o𝛼 ⟩𝑃 , ⟨os ⟩𝑃 , ⟨oa ⟩𝑃 ) from 𝑈 to 𝑃 and (com(𝑂 )linnew , com

(𝑃 )
UH, com

(𝑃 )
in𝑈

, com(𝑃 )oOUT , com
(𝑃 )
oUNV ,

com(𝑃 )o𝛼 , com(𝑃 )os , com(𝑃 )oa ) from𝑂 to 𝑃 :

Parse:

•

(
UH (𝑃 ) , com(𝑂 )UH, decom

(𝑃 )
UH

)
:= ⟨UH⟩𝑃

•

(
in𝑃𝑈 , com(𝑂 )in𝑈

, decom𝑃
in𝑈

)
:= ⟨in𝑈 ⟩𝑃

•

(
oOUT𝑃 , com

(𝑂 )
oOUT , decom

𝑃
oOUT

)
:= ⟨oOUT ⟩𝑃

•

(
oUNV𝑃 , com

(𝑂 )
oUNV , decom

𝑃
oUNV

)
:= ⟨oUNV ⟩𝑃

•

(
o𝛼𝑃 , com(𝑂 )o𝛼 , decom𝑃

o𝛼

)
:= ⟨o𝛼 ⟩𝑃

•

(
os

𝑃 , com(𝑂 )os , decom𝑃
os

)
:= ⟨os ⟩𝑃

•

(
oa

𝑃 , com(𝑂 )oa , decom𝑃
oa

)
:= ⟨oa ⟩𝑃

Check shares

• Check
a open(com(𝑃 )UH, decom

(𝑃 )
UH,UH

(𝑃 ) ) ?

= 1

• Check
a open(com(𝑃 )in𝑈

, decom𝑃
in𝑈

,in𝑃
𝑈 )

?

= 1

• Check
a open(com(𝑃 )oOUT , decom

𝑃
oOUT ,oOUT

𝑃 ) ?

= 1
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• Check
a open(com(𝑃 )oUNV , decom

𝑃
oUNV ,oUNV

𝑃 ) ?

= 1

• Check
a open(com(𝑃 )o𝛼 , decom𝑃

o𝛼 ,o𝛼
𝑃 ) ?

= 1

• Check
a open(com(𝑃 )os , decom𝑃

os ,os
𝑃 ) ?

= 1

• Check
a open(com(𝑃 )oa , decom𝑃

oa ,oa
𝑃 ) ?

= 1

Perform coin toss with𝑂

• (linnew ) (𝑃 ) r← Z𝑝

↩→ Report message ( (linnew ) (𝑃 ) , com(𝑂 )UH, com
(𝑂 )
in𝑈

, com(𝑂 )oOUT , com
(𝑂 )
oUNV , com

(𝑂 )
o𝛼 , com(𝑂 )os , com(𝑂 )oa )

from 𝑃 to𝑂 .

2. Upon receiving instructions from Z to send ( (linnew ) (𝑂 ) , decom(𝑂 )linnew ) from𝑂 to 𝑃 :

• Check
a COM.open(com(𝑂 )linnew , decom

(𝑂 )
linnew , (lin

new ) (𝑂 ) ) ?

= 1

• linnew := (linnew ) (𝑃 ) + (linnew ) (𝑂 )
• Append (linnew, ⟨UH⟩𝑃 , ⟨in𝑈 ⟩𝑃 , ⟨oOUT ⟩𝑃 , ⟨oUNV ⟩𝑃 , ⟨o𝛼 ⟩𝑃 , ⟨os ⟩𝑃 , ⟨oa ⟩𝑃 ) to 𝑓OI (pid𝑃 , k)
• Load current subsession id ssid and append ssid ↦→ linnew to 𝑓LN.

↩→ Report message (linnew ) from 𝑃 to𝑈 .

↩→ Call ideal functionality F
PUBA

with input (outsourcek, ⊥) in the name of𝑈 .

↩→ Call ideal functionality F
PUBA

with input (outsourcek) in the name of𝑂 .

3. Allow F
PUBA

to deliver output to all parties.

{
ΠPUBA-Analytics (k)

}K
k=1:

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .

𝑃 honest,𝑂 corrupted:

1. Upon receiving instructions from Z to send (comfp, 𝜎fp ) from𝑂 to𝑈 :

• Check
a
that (comfp, 𝜎fp ) ∈ 𝑓FP (analytk) .

2. Upon receiving (analytk, pid𝑃 ) from FPUBA and (analytk, { (⟨UH⟩𝑂 , ⟨in⟩𝑂 , ⟨oOUT ⟩𝑂 , ⟨oUNV ⟩𝑂 , ⟨o𝛼 ⟩𝑂 ,

⟨os ⟩𝑂 , ⟨oa ⟩𝑂 )z }
Zk
z=1, fp, decomfp, in𝑂 ) from𝑂 to F

PPA
:

• Check
a
that COM.open(comfp, decomfp, fp) = 1.

• Load
a

and remove the first Zk entries { (lin, ⟨UH⟩𝑃 , ⟨in⟩𝑃 , ⟨oOUT ⟩𝑃 , ⟨oUNV ⟩𝑃 , ⟨o𝛼 ⟩𝑃 , ⟨os ⟩𝑃 ,
⟨oa ⟩𝑃 )z }

Zk
z=1 from 𝑓OI (pid𝑃 , k)

• For every z from 1 to Z , combine
a
:

– UHz := ΠShare-Combine (⟨UHz ⟩𝑃 , ⟨UHz ⟩𝑂 )
– inz := ΠShare-Combine (⟨inz ⟩𝑃 , ⟨inz ⟩𝑂 )
– oOUTz := ΠShare-Combine (⟨oOUTz ⟩𝑃 , ⟨oOUTz ⟩𝑂 )
– oUNVz := ΠShare-Combine (⟨oUNVz ⟩𝑃 , ⟨oUNVz ⟩𝑂 )
– o𝛼 z := ΠShare-Combine (⟨o𝛼 z ⟩𝑃 , ⟨o𝛼 z ⟩𝑂 )
– osz := ΠShare-Combine (⟨osz ⟩𝑃 , ⟨osz ⟩𝑂 )
– oaz := ΠShare-Combine (⟨oaz ⟩𝑃 , ⟨oaz ⟩𝑂 )

↩→ Call ideal functionality F
PUBA

with input (analytk, fp, in𝑂 ) in the name of𝑂

and receive leak ℓ .

3. Upon being asked by F
PUBA

for updated inputs for (z1, . . . , z𝑛 ) :
↩→ Provide inputs

{
(UHz𝑖 , inz𝑖 )

��
1 ≤ 𝑖 ≤ 𝑛

}
to ideal functionality F

PUBA
.

4. Upon receiving leak

{
(z𝑖 , 𝛼z, sz, az, outz𝑖 )

��
1 ≤ 𝑖 ≤ 𝑛

}
from F

PUBA
:

• For every z𝑖 with 1 ≤ 𝑖 ≤ 𝑛:

– (comaz𝑖 , decomaz )
r← commit(az )

– ctoutz := outz𝑖 + oOUTz
• For all other z ≤ Zk :

– (comaz𝑖 , decomaz )
r← commit(0)

– 𝑟
r← IN

– ctoutz := 𝑟 + oOUTz
– az = ⊥

↩→ Allow F
PUBA

to continue.

5. Upon receiving output ({𝛼z, sz }
Zk
z=1, out𝑂 ) from FPUBA to𝑂 :

• For each z ∈ 1 . . . Z :

– 𝑓UI (linz ) := (comaz , decomaz , az, 𝛼z, sz, o𝛼 z, osz, oaz, oUNV, ctoutz )
↩→ Report output ({ (𝛼z, sz, comaz , ctoutz ) | 1 ≤ z ≤ Zk }, out𝑂 ) from F

PPA
to𝑂 .
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ΠPUBA-Update:

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .

𝑈 and 𝑃 honest,𝑂 corrupted:

1. Upon receiving (update,User) from F
PUBA

and (update, pid𝑃 ) from FPUBA:
↩→ Call ideal functionality F

PUBA
with input (update) in the name of𝑂 .

2. Upon receiving leak ssid from F
PUBA

:

• Load lin := 𝑓LN (ssid )
• Load

a
and remove (com′a, decom′a, a′, 𝛼 ′, s′, o𝛼 , os, oa, oUNV, ctout𝑈

′ ) := 𝑓UI (lin)
• (comUH, decomUH ) ← COM.commit(0)
• (comid , decomid ) ← COM.commit(0)
• ser

r← Z𝑝

• stmt := (comUH, ser, lin, comid , vk𝑂 )
• Π ← POK.SimProof (tdsim, stmt, RUpd )
• (com(𝑈 )sernew , decom

(𝑈 )
sernew ) ← COM.commit(0)

3. if 𝛼 ≠ ⊥ ∧ s ≠ ⊥ then
• (com′UH, decom

′
UH ) ← COM.commit(0)

• (com′′UH, decom
′′
UH ) ← COM.commit(0)

• decomnew

UH := decom′′UH ⊕ decoma
• stmtTr := (comUH, com′UH, com

′′
UH, 𝛼, s)

• ΠTr ← POK.SimProof (tdsim, stmtTr , RTr )
↩→ Report message (comUH, com′UH, com

′′
UH, comid , ser, lin, Π, ΠTr , com

(𝑈 )
ser ) from𝑈

to𝑂 .

4. else
• decomnew

UH := decomUH ⊕ decoma

↩→ Report message (comUH, comid , ser, lin, Π, com
(𝑈 )
ser ) from𝑈 to𝑂 .

5. fi
↩→ Allow F

PUBA
to continue.

6. Upon receiving instructions from Z to send (coma, comnew

UH, (ser
new ) (𝑂 ) , com(𝑂 )sernew , decom

(𝑂 )
sernew , com

new

lin , decomnew

lin , 𝜎new,

ctout𝑈 ) from𝑂 to𝑈 :

• Check
a coma

?

= com′a
• Check

a ctout𝑈
?

= ctout𝑈
′

• comnew

ser := com(𝑂 )sernew ⊕ com(𝑈 )sernew

• decomnew

ser := decom(𝑂 )sernew ⊕ decom(𝑈 )sernew

• Lognew := (0, comnew

UH, decom
new

UH, (ser
new ) (𝑂 ) , comnew

ser , decomnew

ser , 0, comnew

lin , decomnew

lin , 0, comid ,

decomid , 𝜎
new )

• Call
a ΠVerify (Lognew )

↩→ Allow F
PUBA

to deliver output to all parties.

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .

𝑃 honest,𝑈 and𝑂 corrupted:

1. Upon receiving (update, pid𝑃 ) from FPUBA and instructions from Z to send lin from𝑈 to 𝑃 :

• Load
a
and remove (coma, decoma, a, 𝛼, s, o𝛼 , os, oa, oUNV, ctout𝑈 ) := 𝑓UI (lin)

• ct𝛼 := 𝛼 + o𝛼
• cts := s + os
• cta := a + oa
• ctdecoma := decoma + oUNV
• ctout𝑈 := out𝑈 + oOUT
↩→ Report message (ct𝛼 , cts, cta, ctdecoma , ctout𝑈 ) from 𝑃 to𝑈 .

↩→ Call ideal functionality F
PUBA

with input (update) in the name of𝑂 and a (random)

corrupted𝑈 .

2. Receive output (ok) from F
PUBA

to𝑈 and𝑂

a
If this fails, output ⊥ and abort.
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We now introduce a series of hybrid games H𝑖 and corresponding simulators S𝑖 for
protocols ΠPUBA𝑖 . Formally, given security parameter 𝜆, each hybrid has the following

form:

H𝑖 := EXECΠPUBA𝑖 ,F
BB
,F

PPA
,S𝑖 ,Z (1𝜆)

We then show for each pair of consecutive hybrids H𝑖 and H𝑖+1, that, given our underlying

assumptions, no distinguisher can distinguish the two games better than by guessing.

For our proof, we consider the following hybrid games H𝑖 :

H1 The hybrid H1 is equivalent to the real experiment. That is,

H1
:= EXECΠPUBA,F

BB
,F

PPA
,S1,Z (1𝜆)

This means that all parties execute the real protocol.

H2 All calls to hybrid functionalities, namely to F
PPA

, F
KE

and F
BB
, are replaced by calls

to S2, who simulates their behavior.

H3 Introduces a map 𝑓UI to be used by the simulator S3, which is similar to what an

honest proxy would store for the updates of the user history after an Analytics.

During simulation of F
PPA

for analytk, i.e. after 𝑂 sent a message (analytk,
fp, decomfp, [{(⟨UH⟩𝑂 , ⟨in𝑈 ⟩𝑂 , ⟨oOUT⟩𝑂 , ⟨oUNV⟩𝑂 , ⟨o𝛼⟩𝑂 , ⟨os⟩𝑂 , ⟨oa⟩𝑂 )z}Zkz=1],
in𝑂 ) to F

PPA
, and 𝑃 has sent a message [(analytk, comfp, {(⟨UH⟩𝑃 , ⟨in𝑈 ⟩𝑃 ,

⟨oOUT⟩𝑃 , ⟨oUNV⟩𝑃 , ⟨o𝛼⟩𝑃 , ⟨os⟩𝑃 , ⟨oa⟩𝑃 )z}Zkz=1)] to FPPA, S3 computes Δ honestly

(with fresh coins, if necessary), based on the two inputs. S3 uses ΠShare-Combine
on the inputs to reconstruct UH z, inz, oOUTz oUNVz, o𝛼 z, osz and oaz for each

user z ∈ [Z]. If reconstruction on any of the shares fails, S3 aborts. With this,

S3 computes (comaz , decomaz ) ← commit(az) and ctoutz := outz + oOUTz. S3
then adds a new entry (linz ↦→ (comaz , decomaz , az, 𝛼z, sz, o𝛼 z, osz, oaz, oUNVz,
ctoutz )) to 𝑓UI.

H4 During setup, instead of honestly sampling a crs, S4 computes (crsZK, tdsim) ←
SetupSPoK and publishes crs := crsZK as common reference string. Also, the simula-

tor stores the verification key vk𝑂 of the operator𝑂 , which is obtained by simulating

F
BB

during the initialization. The simulator stores tdsim, the remainder stays as it is.

H5 Replaces all zero-knowledge proofs of honest parties by simulated proofs (using tdsim)
created by the simulator. Note that the simulated proofs can be created independently
from (thus without knowing) the actual witness.

H6 During simulation of the Bookkeeping task, instead of computing the addition vector

a alongside its commitment and decommitment information honestly according to

the function Δ the simulator uses a = 0 alongside commitment- and decommitment-

information (coma, decoma) ← COM.commit(0). Note that the values for a and

decoma are not needed for simulation since H5 so the only remaining value visible

to the environment is coma.

152



A.3. Security

H7 All commitments that honest players create in the real protocol (i.e. those on lin,
ser ,UH and id) are now created by the simulator as com0, i.e. commitments to the

zero-vector of appropriate size. Also, whenever the user 𝑈 is supposed to send a

serial number, S7 samples a new value ser
r← Z𝑝 and sends this instead of a real

serial number.

H8 All proxies 𝑃 are replaced by an equivalent machine 𝑃 ′, which behaves similar to

𝑃 , with the exception that during the Outsource-task, 𝑃 ′ sends to the simulator the

shares (lin, ⟨UH⟩𝑃 , ⟨in𝑈 ⟩𝑃 , ⟨oOUT⟩𝑃 , ⟨oUNV⟩𝑃 , ⟨o𝛼⟩𝑃 , ⟨os⟩𝑃 , ⟨oa⟩𝑃 ).

H9 Introduces a map 𝑓OI to be used by the simulator S9, which is similar to what an

honest proxy would store for the outsource information. It maps pid𝑃 × [K] to a

list 𝑓OI(pid𝑃 , k) of entries (lin, ⟨UH⟩𝑃 , ⟨in𝑈 ⟩𝑃 , ⟨oOUT⟩𝑃 , ⟨oUNV⟩𝑃 , ⟨o𝛼⟩𝑃 , ⟨os⟩𝑃 ,
⟨oa⟩𝑃 ).
The map is only updated during Outsource-tasks. After S9 received the leak (lin,
⟨UH⟩𝑃 , ⟨in𝑈 ⟩𝑃 , ⟨oOUT⟩𝑃 , ⟨oUNV⟩𝑃 , ⟨o𝛼⟩𝑃 , ⟨os⟩𝑃 , ⟨oa⟩𝑃 ) from 𝑃 ′,S9 adds an entry
(pid𝑃 , k) ↦→ (lin, ⟨UH⟩𝑃 , ⟨in𝑈 ⟩𝑃 , ⟨oOUT⟩𝑃 , ⟨oUNV⟩𝑃 , ⟨o𝛼⟩𝑃 , ⟨os⟩𝑃 , ⟨oa⟩𝑃 ) to 𝑓OI.

H10 Introduces a map 𝑓LN for the simulator which contains a mapping from the cur-

rent subsession id ssid to the linking number lin. The map is only updated during

Outsource-tasks. After receiving the leak (lin, ⟨UH⟩𝑃 , ⟨in𝑈 ⟩𝑃 , ⟨oOUT⟩𝑃 , ⟨oUNV⟩𝑃 ,
⟨o𝛼⟩𝑃 , ⟨os⟩𝑃 , ⟨oa⟩𝑃 ) from the proxy 𝑃 ′, S10 loads the current subsession id ssid and

adds an entry (ssid → lin) to 𝑓LN.

H11 All calls from honest parties of the form ΠShare-Share(𝑥) for an arbitrary 𝑥 ∈ Z𝑛𝑝
during the protocol execution are replaced by callsΠShare-Share(0) from the simulator,

where 0 = 0
𝑛
is the all-zero vector of appropriate size. Furthermore, the simulator

takes the role of the proxy 𝑃 during the computation of the linking number during

Outsource.

Thus the proxy no longer leaks (lin, ⟨UH⟩𝑃 , ⟨in𝑈 ⟩𝑃 , ⟨oOUT⟩𝑃 , ⟨oUNV⟩𝑃 , ⟨o𝛼⟩𝑃 ,
⟨os⟩𝑃 , ⟨oa⟩𝑃 ) to S11.
During simulation of Outsource-tasks, linking numbers were created by the simulator

and the operator. The simulator S11 still stores (lin, ⟨UH⟩𝑃 , ⟨in𝑈 ⟩𝑃 , ⟨oOUT⟩𝑃 ,
⟨oUNV⟩𝑃 , ⟨o𝛼⟩𝑃 , ⟨os⟩𝑃 , ⟨oa⟩𝑃 ) in 𝑓OI(pid𝑃 , k).
The linking number lin is known to S11 due to its participation in the Blum-type

coin toss. The shares are known regardless of the user’s corruption. If the user is

honest, the shares are created by S11 in the first place and can be stored directly. If

the user is corrupted, the environment sends the shares to the proxy in the name of

the user. This message is visible to the simulator.

H12 All honest user 𝑈 are replaced by machines 𝑈 ′ that run a similar code as 𝑈 with

the one exception that during Update-tasks, the actions are restricted to sending the

linking number lin to the simulator S12.
The remaining part of the honest user’s protocol for the Update task is played by the

simulator.
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In the honest user case, S12 fetches (comaz , decomaz , az, 𝛼z, sz, o𝛼 z, osz, oaz,

oUNVz, ctoutz ) from 𝑓UI(lin) and follows the honest protocol of𝑈 from H11.

H13 Introduces incorruptible entity F
PUBA

that follows the specification from Section A.3

into the experiment, which is only accessible by honest users and the simulator

through subroutine input/output tapes.

H14 Replaces the trusted signing authority TSA with a dummy party that immedi-

ately forwards its input to the ideal functionality F
PUBA

and leaks in𝑂 to S14. All
interactions of TSA are simulated by S14 by following the original protocol.

H15 Introduces a map 𝑓FP to be used by the simulator S15, which maps a task task ∈
{ureg,bookkeepK,analytK} to a set of tuples (fp, comfp, 𝜎fp) of FP and

corresponding commitment and signature. During simulation of the task SignFP, in

case an input fp can be used for task task, the simulator computes the signature

𝜎fp on (task, comfp) and stores (comfp, 𝜎fp) in 𝑓FP(task).

The user𝑈 is replaced by a new user𝑈 ′, which skips verification of the signature on

(ureg, comfp) and instead asks the simulator if the certificate is valid. Instead of

manually verifying the signature, S15 verifies that (comfp, 𝜎fp) ∈ 𝑓FP(task).

H16 During simulation of F
BB

for the Init-Task, if the simulator receives a message

(Register, pid𝑂 , vk𝑂 ) from 𝑂 to F
BB
, it follows the simulation procedure of F

BB

correctly and, if it succeeded, calls F
PUBA

with input (init) in the name of 𝑂 .

H17 Replaces all honest user 𝑈 ∗ by dummy parties that immediately forward their input

to the ideal functionality F
PUBA

with the additional property, that they still leak the

linking number lin during the Update-task (see H12) and still call F
PPA

with honest

inputs when demanded by the protocol; the remaining protocol parts are executed

just as specified in the protocol by the simulator S17.

S17 also controls input to F
PUBA

for corrupted users during simulation of Outsource-

and Update-tasks. During the Outsource-task, S17 calls F
PUBA

in the name of 𝑈

with empty input after the successful exchange of the linking number lin. In the

Update-task, S17 calls F
PUBA

in the name of𝑈 with input (update) after receiving
the first message.

H18 Replaces the proxies 𝑃 with dummy parties that forward their input to the ideal

functionality F
PUBA

. The remaining messages that the proxies sent will be simulated

by the simulator by honestly following the protocol of 𝑃 from H17.

H19 The simulator now enforces that for every task, F
PUBA

is called by the 𝑂 with the

correct inputs. This causes F
PUBA

to have input from all parties, which means that

it behaves according to its definition and provides leaks and output to S19, which
the simulator can use. Thus, S19 can stop simulating F

PPA
by executing Δ and the

appropriate simulator and instead uses the inputs received from 𝑂 to F
PPA

in order

to call F
PUBA

in the name of𝑂 . The leaks obtained by F
PUBA

are then used as output

of F
PPA

.
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When executing ΠShare-Combine with an honest user and executing the Analytics-

task with arbitrary user corruption, the simulation of F
PPA

also includes a consistency

check for the operator’s input: If reconstruction with share via ΠShare-Combine fails,
the simulator aborts. The operator shares are obtained via input to F

PPA
, the proxy

shares are fetched from 𝑓OI(pid𝑃 , k).

When F
PUBA

asks S19 for updated inputs (UH z,inz) for corrupted users𝑈z during

the Analytics-task, S19 uses ΠShare-Combine to reconstruct those values using the

shares that 𝑈 created during Outsource. The proxy-shares, (⟨UH⟩𝑃 , ⟨in⟩𝑃 ), are
taken from 𝑓OI(pid𝑃 , k). The operator-shares ⟨UH⟩𝑂 and ⟨in⟩𝑂 are extracted from

the simulation of F
PPA

.

The inputs of the operator 𝑂 to both the Outsource- and the Update-task do not

contain any secrets, so S19 calls F
PUBA

in the name of𝑂 after seeing the first message

of an Outsource-task and immediately after the start of the simulation of the Update-

task.

H20 Instead of relying on the leaked inputinTSA and the received data from the operator

to compute whether or not the function parameters fp should be accepted during

the SignFP task, S20 accepts the function parameters if the functionality returs ok
to the operator after both parties sent their inputs. The trusted signing authority is

replaced with a genuine dummy party which does not leak inTSA to the simulator

anymore.

H21 Instead of relying on the leak of lin send by the semi-dummy user𝑈 during simulation

of the Update-task for honest users, S21 now uses the leaks on the ssid provided by

F
PUBA

to infer the correct linking number. The honest users are replaced by dummy

users, i.e. they only forward their input obtained by Z to F
PUBA

. The remaining

interactions with the operator are simulated using the simulator’s knowledge. There-

fore, the simulator uses its mapping from ssid to lin to get the correct linking number

lin during the Update-task.

We now show, by a series of lemmata, that no environment Z can distinguish the real

execution (H1) from the simulated version in the ideal world (H21) by proving indistin-

guishability of each pair of consecutive games.

Lemma A.3.2 (Indistinguishability of H1 and H2). Let Z be a PPT-environment. Let Z
distinguish H1 and H2 with probability 1/2 + A. It holds that A ∈ negl(𝜆) (𝜆).

Proof. We are using the UC composition theorems, here. Letting S2 emulate F
PPA

, F
KE

and F
BB

is possible, as all of them are UC-functionalities. As such, they can be replaced by

a protocol, for which a simulator SF
PPA

, SF
KE

and SF
BB

, respectively, exists that provides an

indistinguishable view against any environment ZF
PPA

andZF
BB

. SF
PPA

is a probabilistic

polynomial time (PPT) algorithm that can be executed internally by S2. This neither
breaks the requirement of S2 being PPT —as every party executing the protocol can only

perform polynomially many calls to F
PPA

, for each of which S2 requires polynomial-time

to successfully simulate —nor does it reduce the distinguishing advantage ofZ.
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Assume for the sake of contradiction that there is an environmentZ that can differentiate

an honest execution of F
PPA

in H1 from a simulated execution of F
PPA

by the simulator

S2 in H2. We can easily use this environment to build one that can differentiate between

an execution of F
PPA

in the real world and an ideal execution, where SF
PPA

provides the

view forZF
PPA

. This works by encapsulating parties: Our new distinguishing environment

ZF
PPA

contains the environmentZ that successfully distinguishedH1 andH2, a set of users

{𝑈 }, a proxy 𝑃 and an operator 𝑂 , all of which acting according to the protocol specified

in H1. ZF
PPA

essentially forwards everything thatZ says to the respective parties. After

Z decides on the game,ZF
PPA

adapts its choice: IfZ outputs H1,ZF
PPA

outputs real to

indicate that this is in the real world. IfZ outputs H2,ZF
PPA

outputs ideal to indicate

that this is an execution in the ideal world.

It is easy to see that the success probability ofZF
PPA

in deciding whether is in the ideal or

real world is equivalent to that ofZ in deciding whether it is playing H1 or H2. Hence, if

Z has a non-negligible advantage over guessing, we found an environment that breaks

the UC-security assumption of F
PPA

.

Note that the same line of argumentation also works for F
KE

and F
BB
, which are also

assumed to be UC-secure.

Lemma A.3.3 (Indistinguishability of H2 and H3). Let Z be a PPT-environment. Let Z
distinguish H2 and H3 with probability 1/2 + A. It holds that A ∈ negl(𝜆) (𝜆).

Proof. The behavior of the two simulators is exactly identical, only that S3 has more

information; namely the map 𝑓
(𝑂)
UI

. Since none of the messages depend on 𝑓UI, indistin-

guishability trivially follows.

Since there is an abort-criteria for the simulator, we also have show that the abort by S3
in H3 only occurs iff 𝑃 aborts in H2. Assume that 𝑃 and 𝑂 in H2 have respective shares

⟨·⟩𝑃 and ⟨·⟩𝑂 . W.l.o.g., assume that the share that caused the abort of F
PPA

in H2 be that of

the user historyUH , as the cases for in𝑈 , oOUT, oUNV, o𝛼 , os and oa are analogous. In

H2, the two shares are handed over to the subfunctionality F
PPA

. There, they are merged

with ΠShare-Combine, which aborts if the verification of the shares fails.

The simulatorS3 inH3 does exactly the same steps; it aborts, iff verification inΠShare-Combine
fails. Hence, the abort criteria are identical, the same code is executed by two different

machines. So no environmentZ can distinguish the two games.

Lemma A.3.4 (Indistinguishability of H3 and H4). Let Z be a PPT-environment. Let Z
distinguish H3 and H4 with probability 1/2 + A. It holds that A ∈ negl(𝜆) (𝜆).

Proof. Indistinguishability trivially follows from the trapdoor-nature of COM and POK. If
any environmentZ could distinguish the execution of the protocol when using crs created
by crs← SetupPoK from crs created by (crs, tdsim) ← SetupSPoK with probability

1

2
+A,

we can build a PPT-environmentZ′ that breaks the indistinguishability of the dual-mode

property of POK, by havingZ′ execute the code of all parties in its head. This leads to the
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same success probability of
1

2
+ A, thus causing A ∈ negl(𝜆) (𝜆) by requirement of the

chosen POK-scheme.

Lemma A.3.5 (Indistinguishability of H4 and H5). Let Z be a PPT-environment. Let Z
distinguish H4 and H5 with probability 1/2 + A. It holds that A ∈ negl(𝜆) (𝜆).

Proof. Any PPT-environmentZ that could distinguish those two games would trivially

be able to successfully break the dual-mode property of POK, which is not possible by

assumption.

Lemma A.3.6 (Indistinguishability of H5 and H6). Let Z be a PPT-environment. Let Z
distinguish H5 and H6 with probability 1/2 + A. It holds that A ∈ negl(𝜆) (𝜆).

Proof. As already stated in the game description the only used value that is visible to the

PPT environment is the commitment coma. The values a and decoma are only used as part

of the witness in the zero-knowledge proof in the original protocol and are not used since

H5. Hence, the environment can only see the commitment coma.

For the PPT-environmentZ distinguishingH5 fromH6 comes down to breaking the hiding-

property of the commitment schemeCOMwhich is not possible (for the PPT-environment)

by requirement.

Lemma A.3.7 (Indistinguishability of H6 and H7). Let Z be a PPT-environment. Let Z
distinguish H6 and H7 with probability 1/2 + A. It holds that A ∈ negl(𝜆) (𝜆).

Proof. First, note that since H5 the zero-knowledge proofs Π are simulated using tdsim
instead of proving actual properties of the commitments. Hence, the commitments can

be exchanged by zero-commitments COM.commit(0). Other than that, the commitments

are only ever used for homomorphic addition, to which the environment Z only sees

committed values. Any PPT-environmentZ that could distinguish the two games H6 and

H7 would be able to successfully break the hiding property of the commitment scheme

COM, which by assumption is only possible with negligible advantage.

Lemma A.3.8 (Indistinguishability of H7 and H8). Let Z be a PPT-environment. Let Z
distinguish H7 and H8 with probability 1/2 + A. It holds that A ∈ negl(𝜆) (𝜆).

Proof. The proxy sends the same messages in both games. None of the messages that

S8 sends depend in any way on the leak provided by 𝑃 ′. The leak is hidden from the

environment. Hence, the distributions for both games are trivially equivalent.

Lemma A.3.9 (Indistinguishability of H8 and H9). Let Z be a PPT-environment. Let Z
distinguish H8 and H9 with probability 1/2 + A. It holds that A ∈ negl(𝜆) (𝜆).
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Proof. In both games, the same messages are sent. The simulator also behaves equivalently,

as none of the messages that S9 sends depend on the information stored in 𝑓OI. Hence, no

(PPT) environmentZ can differentiate the two games.

Lemma A.3.10 (Indistinguishability of H9 and H10). LetZ be a PPT-environment. LetZ
distinguish H9 and H10 with probability 1/2 + A. It holds that A ∈ negl(𝜆) (𝜆).

Proof. Again, the only difference is that the simulator obtains and stores additional in-

formation. As no messages depend on the additional information, the environmentZ is

unable to differentiate the two games.

Lemma A.3.11 (Indistinguishability of H10 and H11). LetZ be a PPT-environment. LetZ
distinguish H10 and H11 with probability 1/2 + A. It holds that A ∈ negl(𝜆) (𝜆).

Proof. Through ΠShare-Share, the user creates one-time pad (OTP) encrypted inputs for 𝑃

and 𝑂 ; the dummy-adversary D (hence alsoZ) only ever sees the share of the corrupted

operator, not that of the proxy. Z only has a partial view, which information-theoretically

hides the value that is to be shared due to properties of the one-time pad (OTP). The share

itself is not used directly in any further arithmetic computations—only as input to the

subfunctionality F
PPA

during the Analytics-task. There, the simulator does not work with

the shares, but with the actual values to simulate F
PPA

by computing Δ.
Hence, differentiation between shares of 𝑥 and shares of 0 is not possible for any PPT-

environmentZ without breaking the security of one-time pad (OTP) encryption.

The computation of the linking number happens via Blum coin toss, where no secrets are

involved, meaning that S11 can easily simulate this part by following the protocol honestly.

This change is hence only cosmetical; the same code is executed on a different machine.

Hence, since the simulator performs the honest computation and does exactly the same as

𝑃 ′ would, the distributions for both games regarding computation of lin are equivalent.

Since the shares are created by the simulator, S11 does not have to rely on leaks by 𝑃 ′, but
can store them directly, having the same information afterwards.

Lemma A.3.12 (Indistinguishability of H11 and H12). LetZ be a PPT-environment. LetZ
distinguish H11 and H12 with probability 1/2 + A. It holds that A ∈ negl(𝜆) (𝜆).

Proof. First, note that honest user leaking information does not change anything in the

distribution of sent messages, which makes it impossible for the environmentZ to distin-

guish. Hence, for indistinguishability, we only have to show that, given the correct linking

number lin, the simulator for the honest-user case has all the information necessary to

report the same messages that𝑈 would have sent in H11.

During the Update-tasks with honest user 𝑈 in game H11, the following tasks are now

performed by S12:
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• Depending on 𝛼 and s (both of which are stored in the clear in 𝑓UI which is maintained

by the simulator since H3) the simulator either has to:

– Send (comUH , com′UH , com
′′
UH , comid, ser, lin, Π, ΠTr, com

(𝑈 )
sernew) as𝑈 to 𝑂 :

All the commitments (comUH , com′UH , com
′′
UH , comid and com(𝑈 )sernew) are com-

mitments to a zero-vector (due to H7) and both proofs Π and ΠTr are simulated

using tdsim (due to H5). The old serial number ser is independent of the proof
and drawn uniformly random by the simulator (since H7). The new serial num-

ber com(𝑈 )sernew is a zero-commitment (since H7). Finally, note that the linking

number lin is leaked by the semi-dummy user. Or, for trivial permutation and

direct update vectors:

– Send (comUH , comid, ser, lin, Π, com
(𝑈 )
sernew) as𝑈 to 𝑂 :

As this message is a subset of the other message its simulatability automatically

follows.

• Verifying outputs:

As the simulator received the message from 𝑂 and has the proxy’s shares stored in

𝑓UI, S12 can follow the honest protocol and abort whenever an honest user would.

Hence, we have to show that S12 aborts in H12 iff𝑈 aborts in H11.

Since in both H11 and H12, the proxy 𝑃 is assumed to be honest, they send the correct

values to the user. Those values are exactly the same as the ones that S12 has stored
in 𝑓UI. Hence, the simulator already has the user’s view on those values. Additionally,

the simulator sees messages exchanged between parties; so it also has access to

ctout𝑈 . Since the simulator essentially follows the honest protocol from here on, the

abort-criteria remain equivalent.

Lemma A.3.13 (Indistinguishability of H12 and H13). LetZ be a PPT-environment. LetZ
distinguish H12 and H13 with probability 1/2 + A. It holds that A ∈ negl(𝜆) (𝜆).

Proof. Since there is no direct link betweenZ and F
PUBA

, corrupted parties do not get to

access F
PUBA

. Honest parties only act according to the protocol from H12, which does not

contain any interaction with F
PUBA

. Hence, there is no way forZ to distinguish the two

games, as every action any honest party takes in H12 is equivalent to their actions in H13

and the corrupted parties act entirely independent of F
PUBA

.

Lemma A.3.14 (Indistinguishability of H13 and H14). LetZ be a PPT-environment. LetZ
distinguish H13 and H14 with probability 1/2 + A. It holds that A ∈ negl(𝜆) (𝜆).

Proof. Indistinguishability easily follows from the fact that the TSA TSA leaks its input to

the simulator who performs the same code; hence, the simulator can execute the protocol

of TSA perfectly. Concretely, during the Init-task, the only input to TSA is init, with
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the key generation algorithm SIG.SIG.Keygen is public knowledge, and for the SignFP-

task, the only inputs are (signfp, inTSA), and the protocol can be simulated when

knowing skTSA (which S14 does from simulation of the Init-task).

Thus, the distribution visible byZ is identical and the game hop is purely cosmetical. Our

claim follows.

Lemma A.3.15 (Indistinguishability of H14 and H15). LetZ be a PPT-environment. LetZ
distinguish H14 and H15 with probability 1/2 + A. It holds that A ∈ negl(𝜆) (𝜆).

Proof. Indistinguishability follows from the EUF-CMA security of SIG: LetZ be an environ-

ment that distinguishes between H14 and H15 with probability 1/2+A with non-negligible
advantage A. FromZ, we construct an adversary A on the EUF-CMA property of SIG.
Let C be the EUF-CMA challenger. C provides a signature oracle to A. A flips a ran-

dom coin and simulates either H14 or H15. To that end, A creates all secrets honestly,

except for skTSA and vkTSA . On every executiton of the SignFP-task, whenever A is

supposed to sign (task, comfp) for 𝑂 using skTSA , A forwards (task, comfp) to the

signature-oracle and uses the result as signature.

Now note that we assume that Z successfully distinguishes the two games H14 and

H15 notably better than by guessing. Since the only difference is in the way signatures

are handled, any distinguishing attack would require Z to input some distinguishing

commitment comfp on function parameters fp into the game, which cause a different

simulation.

First, note that if the signature on comfp is accepted in H15, it is also accepted in H14, as

(comfp, 𝜎fp) ∈ 𝑓FP(k) implies that the SignFP task has been called with input (fp, comfp)
successfully and yielded signature 𝜎fp. However, the other way is not as clear; the only

differing behavior that can be caused (and used byZ to detect the change) is by preparing

some tuple (comfp, 𝜎fp) that is rejected in H15 but accepted in H14. Clearly, the latter

implies that the signature 𝜎fp on (task, comfp) is valid. The former, however, implies

thatZ never called the SignFP-task on fp for function k in the name of𝑂 . This means that

(1) A never called the challenge oracle on input (task, comfp), and (2) The signature

provided byZ on (task, comfp) verifies. Taking both together makes this a valid forgery,

with which A can break the EUF-CMA property of SIG.

Lemma A.3.16 (Indistinguishability of H15 and H16). LetZ be a PPT-environment. LetZ
distinguish H15 and H16 with probability 1/2 + A. It holds that A ∈ negl(𝜆) (𝜆).

Proof. The change induced in this game only activates the functionality F
PUBA

. Since, at

this point, it is not accessed by any honest party and neither the environment, nor the

dummy adversary can access F
PUBA

, indistinguishability between the two games trivially

follows.

Lemma A.3.17 (Indistinguishability of H16 and H17). LetZ be a PPT-environment. LetZ
distinguish H16 and H17 with probability 1/2 + A. It holds that A ∈ negl(𝜆) (𝜆).
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Proof. First, note that the environmentZ is unable to differentiate between the case where

the honest user (i.e. the ones that are not controlled byZ) forwards their input to F
PUBA

and the one where they do not, as there is no direct line of communication between F
PUBA

and either the corrupted parties, or the environment. Hence, this change is impossible to

detect for any environmentZ.

We claim indistinguishability of the remaining changes based on the fact that the simulator

S17 sends exactly the same messages that an honest user would in H16. Using the leaks,

the simulator in H17 can create every message that the user would have sent in H16, as we

will show now:

UReg. Here, the user has no secret input; the simulator can safely draw a random key

similar to the real user and respond to calls to F
BB

with pk𝑈 . The verification step

is only based on the messages, which the simulator sees; this means, that S17 can
abort in H17 whenever𝑈 aborts in H16.

Bookkeeping. The first message that S17 has to send here in the name of 𝑈 is (comUH ,
ser, comlin, comid, ΠVal, com

(𝑈 )
sernew).

Since H7, the commitments are commitments on the all-zero vector and hence

independent of the users secret inputs and can be simulated by S17. Since H5, S17
simulates the zero-knowledge proof ΠVal , which is possible without knowing the

witness. The old serial number, ser , is independent of both comUH and ΠVal , and

can be drawn uniformly random.

In case any non-trivial permutation 𝛼 or set vector s is returned from the simulation

of F
PPA

and hence the computation of the application-specific function Δ, S17 has to
report a second message in which it proves correct update of the user history. This

results in the message (com′UH , com
′′
UH , ΠTr). The commitments are once again

all-zero commitments due to H7. The proof ΠTr is simulated due to H5 but requires

knowledge of the full statement. This statement contains comUH , com′UH , com
′′
UH

(which were chosen as commitments on the all-zero vector due to H7), and 𝛼 and s
(which are also required in order to decide if the second message has to be reported

at all; note that both 𝛼 and s are known by 𝑂 and hence cannot be forged or set

arbitrarily). The latter is obtained by simulation of F
PPA

and hence consistent with

the operators view. Hence S17 can reconstruct the statement of the second proof

according to RTr which proves that the output of F
PPA

has been transferred to the

user history accordingly. Again, we stress that this message is only reported for

non-trivial values of 𝛼 and s.

Finally, the simulator has to perform the verification step, as S17 always used zero-

vectors for shares and can hence verify the values received from 𝑂 . This is done by

executing the honest protocol, namely by calling ΠVerify with an honestly created

logbook Log.

Outsource. During an Outsource-task, the shares have been created since H11 by the

simulator anyways. Since H5 and H7 the simulator also creates the commitments

and the zero-knowledge proof. The serial is again drawn at random since H7 as
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it is independent of comser (= com0). Hence, the first message, (⟨UH⟩𝑂 , ⟨in𝑈 ⟩𝑂 ,
⟨oOUT⟩𝑂 , ⟨oUNV⟩𝑂 , ⟨o𝛼⟩𝑂 , ⟨os⟩𝑂 , ⟨oa⟩𝑂 , com(𝑂)UH , ser, comid, Π, com

(𝑈 )
sernew) is indis-

tinguishable from the one in H16.

Verification, again, is only dependent on what the simulator knows already and

hence can be simulated by executing the honest protocol.

Update. The Update-task has been simulated already since H12.

For security against a corrupted user𝑈 our definition of F
PUBA

requires S17 to call F
PUBA

in the name of𝑈 only during the Outsource-task and not during any of the other tasks:

• In UReg, all that would change is that F
PUBA

adds 𝑈 to the list of known users,

which is never checked against corrupted users. Interaction with F
BB

might still take

place, though, but that one is simulated since H2.

• In the Bookkeeping-task the environment essentially talks to itself. Updates to

UH can be done byZ without access to F
PUBA

as the operator can sign any user

history UH and thus create a valid new logbook Log. Simulation of F
PPA

occurs

outside of the actual protocol since S17 plays SF
PPA

since H2.

• For Outsource F
PUBA

stores the corrupted user’s information in a list, alongside

that of honest users, and which are used later for the Analytics-task. There, it does

not make a difference if the corrupted user’sUH is input to F
PUBA

directly, or if it

is equivocated during simulation of the subsequent Analytics task.

• During Analytics the simulator receives input from 𝑂 to F
PPA

which contains the

shares the corrupted user 𝑈 prepared for the operator: (analytk, {(⟨UH⟩𝑂 ,
⟨in𝑈 ⟩𝑂 , ⟨oOUT⟩𝑂 , ⟨oUNV⟩𝑂 , ⟨o𝛼⟩𝑂 , ⟨os⟩𝑂 , ⟨oa⟩𝑂 )z}Zkz=1, fp, decomfp, in𝑂 ). The
respective shares of the proxy were already stored in 𝑓OI(pid𝑃 , k) during simulation

of the Outsource-task. Hence all shares can be reconstructed by S17 using the

protocol ΠShare-Combine. This value is equivalent to the input corrupted users that

would have input to F
PUBA

. So S17 can provide F
PUBA

with the correct tuples (UH ,

in) for corrupted users.

Correctness trivially follows as the simulator inH17 has, at this point, exactly the same

values that are divided to 𝑃 and 𝑂 in H16. Hence, any attempt byZ to manipulate

data that would have worked in H16 also works in H17 and vice versa, making it

impossible for any PPT-environmentZ to distinguish.

• During the Update-task corrupted users only obtain masked values from the proxy.

This step does not have any consequences for further interaction as F
PUBA

only loads

and returns data that is not accessed at any further point throughout the lifetime

of the system. Hence, it suffices to call F
PUBA

in the name of any corrupted user to

have it deliver output to the Proxy.
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Lemma A.3.18 (Indistinguishability of H17 and H18). LetZ be a PPT-environment. LetZ
distinguish H17 and H18 with probability 1/2 + A. It holds that A ∈ negl(𝜆) (𝜆).

Proof. Intuitively, the proxy does not have any secret inputs. It only obtains information

via secret shares of the user. At this point, the simulator S18 already simulates all the

messages sent by the user and hence can act as the honest proxy would by following the

protocol from H17.

In more detail, the situation for an honest user is as follows:

Outsource. Since the proxy is now played by the simulator who also sends all messages

on behalf of the user, all messages from user to proxy and vice versa can be ignored.

This automatically resolves most of the Outsource-task; the only interaction between

the proxy and the operator that has to be simulated is during a Blum coin toss to

create lin, which does not depend on any secret inputs at all. This can honestly be

executed by S18.

Managing 𝑓OI is also trivially possible, as all the values stored there come from the

user, who is played by the simulator at this point, anyway. Correctness of the values

follows from the fact that S18 only stores information there in H18 when the honest

proxy 𝑃 in H17 would.

Analytics. In H17, the proxy loads the first Zk entries of 𝑓OI before calling F
PPA

. We

already argued for the Outsource-task that the information S18 stores in 𝑓OI in H18

is equivalent to what 𝑃 stores during H17; hence, S18 can simulate by following the

honest protocol.

Storing the information in 𝑓
(𝑃)
UI

after the simulation of F
PPA

is not required anymore,

as it only contains information that the simulator can infer from 𝑓UI.

Update. The protocol for the Update-task consists of two disjoint parts: the interaction

between the user and the proxy and the interaction between the user and the operator.

The latter is independent of anything the proxy does. The former is independent of

anything the environmentZ (or the dummy-adversary D) do and does not have to

be simulated, asZ does not have the ability to read messages exchanged between

honest parties.

For a corrupted users the changes for the Outsource- and Update-tasks are as follows:

Outsource. Here, everythingworks by following the protocol of 𝑃 honestly. The simulator

receives the shares, which are send from𝑈 to 𝑃 . Those can be stored in 𝑓OI(pid𝑃 , k).

Since the simulator now also performs the Blum coin toss, S18 knows lin and can

send it to the user directly.
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Update. The only interaction that has to be simulated is the part where 𝑃 , after receiving

lin from 𝑈 , sends (ct𝛼 , cts, cta, ctdecoma, ctout𝑈 ) to 𝑈 . During simulation of the

task for Analytics both values were created honestly and stored in 𝑓UI(lin). Since
lin is obtained from𝑈 , the proxy in H17 will send exactly the same message as the

simulator in H18.

This shows that the two games are indistinguishable for all PPT-environmentsZ.

Lemma A.3.19 (Indistinguishability of H18 and H19). LetZ be a PPT-environment. LetZ
distinguish H18 and H19 with probability 1/2 + A. It holds that A ∈ negl(𝜆) (𝜆).

Proof. Indistinguishability of the first change, namely that computations of Δ are replaced

by leaks from F
PUBA

, follows from the following facts:

1. In both hybrid games, the result of the computation is based on the output of Δ. The
simulator performs this computation in H18; there, it acts honestly according to the

simulator description, hence S19 would not cheat. The functionality F
PUBA

is, by

UC-conventions, modeled as an incorruptible entity and hence performs the same

honest computation. Hence, both parties compute Δ honestly.

2. Both parties, F
PUBA

in H19 and the simulator in H18, use exactly the same input.

Until the point where the interaction takes place, the simulators in both H18 and H19

behave equivalently, leading to an identical view forZ. From there on, the simulator

in H18 performs the computation Δ(·) directly and obtains the outputs. In H19, S19
forwards the same input to F

PUBA
(which is possible because both have the same

interface). The functionality then uses this input in order to compute Δ. The outputs
are leaked to S19 via functionality output, who now has exactly the same values as

in H18 and can continue equivalently.

Hence, the parts involving interaction with F
PPA

remain equivalent, as essentially the

output data that S19 obtains in H19 via leakage has been created similarly to the output

that the simulator computed in H18.

We now have to show that the abort-criteria remain equivalent. In H19, S19 aborts if the
input of 𝑂 to F

PPA
differs from the shares that 𝑈 sent to 𝑂 during the Outsource-task.

In H18, the user aborts via F
PPA

, as shares that were changed by the operator would be

recognized as forgery due to ΠVerify with overwhelming probability.

Next, we have to prove indistinguishability of the equivocation step for corrupted users.

To that end, we claim that the updated input shares that S19 inputs to F
PUBA

are the same

that were shared during the Outsource-task and that would have been used by the proxy

and operator in a real execution. The proxy-shares were treated similar to a real execution,

as the simulator stored the message that was received during the Outsource-task in 𝑓OI.

The operator shares were taken from 𝑂s input to F
PPA

and are hence also visible to the

simulator. Hence, the same values that would have been taken as input for Δ in H18 are

also taken by F
PUBA

in H19. As mentioned above, F
PUBA

computes Δ just as was done in

previous games, so no environment can distinguish.
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Lemma A.3.20 (Indistinguishability of H19 and H20). LetZ be a PPT-environment. LetZ
distinguish H19 and H20 with probability 1/2 + A. It holds that A ∈ negl(𝜆) (𝜆).

Proof. Again this gamehop is only cosmetical as the same code still is executed on the

same inputs, but from a different machine. In H19 the simulator obtains inTSA from the

(semi-)dummy TSA and (fp, comfp, decomfp, task, in𝑂 ) from the corrupted operator

and then performs some consistency checks regarding the FPs before evaluating Δ. In H20

the simulator only obtains (fp, comfp, decomfp, task, in𝑂 ) from the corrupted operator

and then performs the same consistency checks regarding the FPs before inputting (fp,
task, in𝑂 ) to F

PUBA
. The input from the TSA—inTSA—was already forwarded by the

honest dummy party to F
PUBA

so the inputs are the same.

Indistinguishability thus follows directly.

Lemma A.3.21 (Indistinguishability of H20 and H21). LetZ be a PPT-environment. LetZ
distinguish H20 and H21 with probability 1/2 + A. It holds that A ∈ negl(𝜆) (𝜆).

Proof. The situation only changes during Update-tasks with an honest user, where the

simulator S21 in the honest-user setting does not receive the leak lin from𝑈 , but instead

the subsession id ssid of the respective Outsource-instance from F
PUBA

. Since the simulator

updated the list 𝑓LN correctly during the simulation of the Outsource-task, S21 can obtain

the same linking number lin in H21 that𝑈 has sent in H20.

Given that F
PUBA

is, by definition, incorruptible, it will always send the correct subsession

id ssid to the simulator S21. During the Outsource-task, the linking number lin was

honestly created by the simulator S21 in an interaction with 𝑂 . This number is used by

all parties as linking number and is stored in 𝑓LN just as honest parties would store it.

During the Update-task, an honest user would look up their linking number, which can be

simulated by following the program of𝑈 and fetching it from 𝑓LN.

Hence, there is no way that the linking number an honest user would store during an

Outsource- and later reveal during an Update-task in H20 would differ from the linking

number that the simulator stores (and later reveals) during the simulation of H21.

The final game, H21, corresponds to our ideal world. Since we have shown that no efficient

environmentZ can differentiate this from the real execution inH1, our corollary follows:

Corollary A.3.22 (User Security). For all environments Z who statically corrupted the
operator, it follows that

ΠPUBA

(F
PPA

, F
BB
, F

SMT
, F os−auth

SMT
, F

CRS
) ≥𝑈𝐶 FPUBA

We have shown in Lemma A.3.2 to Lemma A.3.21, that under static corruption of the

operator, the simulator SUSec acting in the ideal world can provide a view for Z that is

indistinguishable from a real execution of the protocol:

viewZ,A,ΠPUBA
≈𝑐 viewZ,SUSec,F

PUBA
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A.3.2. System Security

This section contains an investigation of the remaining corruption scenarios, namely the

ones that are relevant to maintaining privacy of an honest operator. That is, we consider
scenarios where any subset of users and proxies can be corrupted and present a simulator,

which provides a view in the ideal world that cannot be distinguished from a real-world

execution.

Simulator SSysSec for corrupted users and proxies

Π-Shared State:
• Trapdoor tdext for extracting proofs.
• Signature key pair (vk𝑂 , sk𝑂 )
• Signature key pair (vkTSA , skTSA )
• List LSER of observed serial numbers.

• Partial mapping 𝑓ID on G1: pk𝑈 ↦→ pid𝑈 that maps user public keys pk𝑈 to the pid of the corresponding user

• Mapping 𝑓
(𝑃 )
OI

on {1, . . . ,K } that maps k to a list 𝑓
(𝑃 )
OI
(k) of entries (lin, ⟨UH⟩𝑃 , ⟨in𝑈 ⟩𝑃 , ⟨oOUT ⟩𝑃 ,

⟨oUNV ⟩𝑃 , ⟨o𝛼 ⟩𝑃 , ⟨os ⟩𝑃 , ⟨oa ⟩𝑃 ) for every honest proxy 𝑃

• Mapping 𝑓
(𝑂 )
OI

on {pid𝑃 } × {1, . . . ,K } that maps (pid𝑃 , k) to a list 𝑓
(𝑂 )
OI
(pid𝑃 , k) of entries (lin, ⟨UH⟩𝑂 , ⟨in𝑈 ⟩𝑂 ,

⟨oOUT ⟩𝑂 , ⟨oUNV ⟩𝑂 , ⟨o𝛼 ⟩𝑂 , ⟨os ⟩𝑂 , ⟨oa ⟩𝑂 )
• One partial mapping 𝑓

(𝑃 )
UI

on {lin} with lin ↦→ (ct𝛼 , cts, cta, ctdecoma , ctout𝑈 ) for every honest proxy 𝑃

• Partial mapping 𝑓
(𝑂 )
UI

on {lin}. lin ↦→ (𝛼, s, coma, ctout𝑈 )
• Partial mapping 𝑓LN on {ssid} : ssid ↦→ lin
• Mapping 𝑓FP on ({ureg ∪ bookkeepK ∪ analytK } × L) that maps a task task and a FP-index ℓ to a tuple (comfp,

decomfp, 𝜎fp ) of a commitment and a signature.

ΠPUBA-Setup:
1. Run a modified version of crs← ΠPUBA-Setup(1𝜆 )

• crsZK ← SetupPoK is replaced by (crsZK, tdext ) ← SetupEPoK for extracting proofs.

ΠPUBA-Init:
1. Upon receiving (init, pid𝑂 ) from FPUBA:

• Create and store a signature-key pair (sk𝑂 , vk𝑂 ) ← SIG.Keygen(1𝜆 )
• From now on, reply to F

BB
calls of the form (Retrieve, pid𝑂 ) with vk𝑂

↩→ Allow F
PUBA

to continue.

2. Upon receiving (init, pidTSA ) from FPUBA:
• Create and store a signature-key pair (skTSA , vkTSA ) ← SIG.Keygen(1𝜆 )
• From now on, reply to F

BB
calls of the form (Retrieve, pidTSA ) with vkTSA

↩→ Allow F
PUBA

to continue.

ΠPUBA-SignFP :

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .

𝑂 honest, TSA honest:

1. Upon receiving leak (task, ℓ ) from F
PUBA

:

• Compute (com0, decom0 ) ← COM.commit(0) .
• Compute 𝜎fp ← SIG.Sign( (task, com0 ), skTSA ) .
• Store 𝑓FP (task, ℓ ) := (com0, decomfp, 𝜎fp ) .
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ΠPUBA-UReg:

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .

𝑈 and𝑂 honest:

1. Draw random user public key pk𝑈
r← G1

2. From now on, reply to F
BB

calls of the form (Retrieve, pid𝑈 ) with pk𝑈
3. Report encrypted messages.

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .

𝑈 corrupted,𝑂 honest:

1. Upon receiving instructions from Z to send (Retrieve, pid𝑂 ) from𝑈 to F
BB
:

↩→ Report output (vk𝑂 ) from FBB to𝑈 .

2. Upon receiving instructions from Z to send (Register, pid𝑈 , pk𝑈 ) from𝑈 to F
BB
:

• If a previous call (Register, pid𝑈 , pk′𝑈 ) to FBB for some pk′𝑈 has been previously recorded, abort in the name of𝑂 .

3. Upon receiving leak ℓ from F
PUBA

:

• Set
a (com0, decom0, 𝜎fp ) := 𝑓FP (ureg, ℓ ) .

4. Upon receiving instructions from Z to send (Π, comid , com
(𝑈 )
sernew ) from𝑈 to𝑂 :

• If 𝑓ID (pk𝑈 ) ≠ ⊥ abort, else set 𝑓ID (pk𝑈 ) = pid𝑈
• stmt := (pk𝑈 , comid )
• Check

a POK.Verify(Π, stmt, RUR )
?

= 1

↩→ Report message (com0, 𝜎fp ) from𝑂 to𝑈 .

5. Upon receiving instructions from Z to send (ureg, comfp,in𝑈 ) from𝑈 to F
PPA

:

• Check
a COM.open(comfp, decom0, 0) = 1.

↩→ Call F
PUBA

with input (ureg,in𝑈 ) in the name of𝑈 .

6. Upon receiving output (UH,out𝑈 ) from F
PUBA

:

• (comUH, decomUH ) ← COM.commit(UH)
• (sernew ) (𝑂 ) r← Z𝑝

• (com(𝑂 )sernew , decom
(𝑂 )
sernew ) ← COM.commit( (sernew ) (𝑂 ) )

• comsernew := com(𝑂 )sernew ⊕ com(𝑈 )sernew
• (comlin, decomlin ) ← COM.commit(0)
• 𝜎 ← SIG.Sign(sk𝑂 , comUH ∥comsernew ∥comlin ∥comid )
↩→ Report output (UH, decomUH,out𝑈 ) from F

PPA
to𝑈 .

↩→ Report message (comUH, (sernew ) (𝑂 ) , com(𝑂 )sernew , decom
(𝑂 )
sernew , comlin, decomlin, comid , decomid , 𝜎 )

from𝑂 to𝑈 .

↩→ Allow F
PUBA

to continue.

{
ΠPUBA-Bookkeeping (k)

}K
k=1:

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .

𝑈 and𝑂 honest: Report encrypted messages.

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .

𝑈 corrupted,𝑂 honest:

1. Upon receiving leak (ℓ ) from F
PUBA

and instructions from Z to send (comUH, ser, comlin,

comid , ΠVal, com
(𝑈 )
sernew ) from𝑈 to𝑂 :

• stmtVal := (comUH, ser, comlin, comid , vk𝑂 )
• Check

a POK.Verify(crsZK, RVal, stmtVal, ΠVal )
?

= 1

• Check
a ser ∉ LSER

• LSER := LSER ∪ {ser }
• Set

a (com0, decom0, 𝜎fp ) := 𝑓FP (bookkeepk, ℓ ) .
↩→ Report message (com0, 𝜎fp ) from𝑂 to𝑈 .

2. Upon receiving (bookkeepk,UH, decomUH, comfp,in𝑈 ) from𝑈 to F
PPA

:

• Check
a COM.open(comfp, decom0, 0) = 1.

• Check
a COM.open(comUH, decomUH,UH)

?

= 1

• Extract pk𝑈 using POK.ExtractWit(tdext, ΠVal, stmtVal, RVal )
• Load

a pid𝑈 ′ := 𝑓ID (pk𝑈 )
• Choose𝑈 ′ as the user corresponding to pid𝑈 ′
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↩→ Call ideal functionality F
PUBA

with input (bookkeepk, in𝑈 ) in the name of𝑈 ′

3. Upon receiving output (𝛼, s, a, out𝑈 ) from F
PUBA

to𝑈 :

• Compute (coma, decoma ) ← COM.commit(a)
↩→ Report message (𝛼, s, a, coma, decoma, out𝑈 ) from F

PPA
to𝑈

4. if 𝛼 ≠ ⊥ ∨ s ≠ ⊥ then
• Upon receiving instructions from Z to send (com′UH, com

′′
UH, ΠTr ) from𝑈 to𝑂 :

– stmtTr := (comUH, com′UH, com
′′
UH, 𝛼, s)

– Check
a POK.Verify(ΠTr , stmtTr , RTr )

?

= 1

fi
5. Compute new user history.

• comnew

UH := com′′UH ⊕ coma

• (sernew ) (𝑂 ) r← Z𝑝

• (com(𝑂 )sernew , decom
(𝑂 )
sernew ) ← COM.commit( (sernew ) (𝑂 ) )

• comnew

ser := com(𝑂 )sernew ⊕ com(𝑈 )sernew
• 𝜎new ← SIG.Sign(sk𝑂 , comnew

UH ∥com
new

ser ∥comlin ∥comid )
↩→ Report message (comnew

UH, (ser
new ) (𝑂 ) , com(𝑂 )sernew , decom

(𝑂 )
sernew , 𝜎

new ) from𝑂 to𝑈

↩→ Allow F
PUBA

to deliver output to𝑂

{
ΠPUBA-Outsource (k)

}K
k=1:

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .

𝑈 , 𝑃 and𝑂 honest:

1. Upon receiving (outsourcek,User) from F
PUBA

, (outsourcek, pid𝑃 ) from FPUBA and (outsourcek, pid𝑂 ) from
F
PUBA

:

• Append an empty entry (⊥, . . . , ⊥) to 𝑓
(𝑃 )
OI
(k)

• Append an empty entry (⊥, . . . , ⊥) to 𝑓
(𝑂 )
OI
(pid𝑃 , k)

↩→ Allow F
PUBA

to continue.

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .

𝑈 corrupted, 𝑃 and𝑂 honest:

1. Upon receiving (outsourcek, pid𝑂 ) from FPUBA and (outsourcek, pid𝑃 ) from FPUBA and instructions from Z
to send (⟨UH⟩𝑂 , ⟨in𝑈 ⟩𝑂 , ⟨oOUT ⟩𝑂 , ⟨oUNV ⟩𝑂 , ⟨o𝛼 ⟩𝑂 , ⟨os ⟩𝑂 , ⟨oa ⟩𝑂 , ser, comid , Π, com(𝑈 )sernew ) from 𝑈 to 𝑂 and

(⟨UH⟩𝑃 , ⟨in𝑈 ⟩𝑃 , ⟨oOUT ⟩𝑃 , ⟨oUNV ⟩𝑃 , ⟨o𝛼 ⟩𝑃 , ⟨os ⟩𝑃 , ⟨oa ⟩𝑃 ) from𝑈 to 𝑃 :

• stmt := (⟨UH⟩𝑂 , com(𝑂 )UH, ser, comid , vk𝑂 )
• Check

a POK.Verify(crsZK, ROS, stmt,Π) ?

= 1

• Check
a ser ∉ LSER

• LSER := LSER ∪ {ser }
• Combine

b UH := ΠShare-Combine (⟨UH⟩𝑂 , ⟨UH⟩𝑃 )
• Combine

b in𝑈 := ΠShare-Combine (⟨in𝑈 ⟩𝑂 , ⟨in𝑈 ⟩𝑃 )
• Combine

b oOUT := ΠShare-Combine (⟨oOUT ⟩𝑂 , ⟨oOUT ⟩𝑃 )
• Combine

b oUNV := ΠShare-Combine (⟨oUNV ⟩𝑂 , ⟨oUNV ⟩𝑃 )
• Combine

b o𝛼 := ΠShare-Combine (⟨o𝛼 ⟩𝑂 , ⟨o𝛼 ⟩𝑃 )
• Combine

b os := ΠShare-Combine (⟨os ⟩𝑂 , ⟨os ⟩𝑃 )
• Combine

b oa := ΠShare-Combine (⟨oa ⟩𝑂 , ⟨oa ⟩𝑃 )
• linnew

r← Z𝑝

• Append (linnew, ⟨UH⟩𝑃 , ⟨in𝑈 ⟩𝑃 , ⟨oOUT ⟩𝑃 , ⟨oUNV ⟩𝑃 , ⟨o𝛼 ⟩𝑃 , ⟨os ⟩𝑃 , ⟨oa ⟩𝑃 ) to 𝑓
(𝑃 )
OI
(k)

• Append (linnew, ⟨UH⟩𝑂 , ⟨in𝑈 ⟩𝑂 , ⟨oOUT ⟩𝑂 , ⟨oUNV ⟩𝑂 , ⟨o𝛼 ⟩𝑂 , ⟨os ⟩𝑂 , ⟨oa ⟩𝑂 ) to 𝑓
(𝑂 )
OI
(pid𝑃 , k)

• Extract pk𝑈 using POK.ExtractWit(tdext,Π, stmt, RVal )
• Load

a pid𝑈 ′ := 𝑓ID (pk𝑈 )
• Load current subsession id ssid and append ssid ↦→ linnew to 𝑓LN
↩→ Call ideal functionality F

PUBA
with input (outsourcek,in𝑈 ) in the name of𝑈 ′ .

2. Upon receiving output (ok) from F
PUBA

to𝑈 ′:

• (sernew ) (𝑂 ) r← Z𝑝

• (com(𝑂 )sernew , decom
(𝑂 )
sernew ) ← COM.commit( (sernew ) (𝑂 ) )

• comnew

UH := com(𝑃 )UH ⊕ com(𝑂 )UH
• comnew

ser := com(𝑈 )sernew ⊕ com(𝑂 )sernew
• (comnew

lin , decomnew

lin ) ← COM.commit(linnew )
• 𝜎new ← SIG.Sign(sk𝑂 , comnew

UH ∥com
new

ser ∥comnew

lin ∥comid )
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↩→ Report message ( (sernew ) (𝑂 ) , com(𝑂 )sernew , decom
(𝑂 )
sernew , com

new

lin , decomnew

lin , 𝜎new ) from𝑂 to𝑈 .

↩→ Report message (linnew ) from 𝑃 to𝑈 .

↩→ Allow F
PUBA

to deliver outputs to 𝑃 and𝑂 .

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .

𝑈 honest, 𝑃 corrupted,𝑂 honest:

1. Upon receiving (outsourcek,User) from F
PUBA

and (outsourcek, pid𝑂 ) from FPUBA:
• (⟨UH⟩𝑃 , ⟨UH⟩𝑂 ) ← ΠShare-Share (0)
• (⟨in𝑈 ⟩𝑃 , ⟨in𝑈 ⟩𝑂 ) ← ΠShare-Share (0)
• (⟨oOUT ⟩𝑃 , ⟨oOUT ⟩𝑂 ) ← ΠShare-Share (0)
• (⟨oUNV ⟩𝑃 , ⟨oUNV ⟩𝑂 ) ← ΠShare-Share (0)
• (⟨o𝛼 ⟩𝑃 , ⟨o𝛼 ⟩𝑂 ) ← ΠShare-Share (0)
• (⟨os ⟩𝑃 , ⟨os ⟩𝑂 ) ← ΠShare-Share (0)
• (⟨oa ⟩𝑃 , ⟨oa ⟩𝑂 ) ← ΠShare-Share (0)
↩→ Report message (⟨UH⟩𝑃 , ⟨in𝑈 ⟩𝑃 , ⟨oOUT ⟩𝑃 , ⟨oUNV ⟩𝑃 , ⟨o𝛼 ⟩𝑃 , ⟨os ⟩𝑃 , ⟨oa ⟩𝑃 ) from𝑈 to 𝑃 and

encrypted message from𝑈 to𝑂 .

↩→ Call ideal functionality F
PUBA

with input (outsourcek) in the name of 𝑃 .

2. Upon receiving output (ok) from F
PUBA

to 𝑃 :

• (linnew )𝑂 r← Z𝑝

• (com(𝑂 )linnew , decom
(𝑂 )
linnew ) ← COM.commit( (linnew )𝑂 )

• Parse:

– (∗)UH (𝑂 ) , com(𝑃 )UH, decom
(𝑂 )
UH := ⟨UH⟩𝑂

– (∗)in𝑂𝑈 , com(𝑃 )in𝑈
, decom𝑂

in𝑈
:= ⟨in𝑈 ⟩𝑂

– (∗)oOUT𝑂 , com(𝑃 )oOUT , decom
𝑂
oOUT := ⟨oOUT ⟩𝑂

– (∗)oUNV𝑂 , com(𝑃 )oUNV , decom
𝑂
oUNV := ⟨oUNV ⟩𝑂

– (∗)o𝛼𝑂 , com(𝑃 )o𝛼 , decom𝑂
o𝛼 := ⟨o𝛼 ⟩𝑂

– (∗)os
𝑂 , com(𝑃 )os , decom𝑂

os := ⟨os ⟩𝑂

– (∗)oa
𝑂 , com(𝑃 )oa , decom𝑂

oa := ⟨oa ⟩𝑂

↩→ Report message (com(𝑂 )linnew , com
(𝑃 )
UH, com

(𝑃 )
in𝑈

, com(𝑃 )oOUT , com
(𝑃 )
oUNV , com

(𝑃 )
o𝛼 , com(𝑃 )os , com(𝑃 )oa ) from𝑂 to 𝑃 .

3. Upon receiving instructions from Z to send ( (linnew ) (𝑃 ) , com(𝑂 )UH, com(𝑂 )in𝑈
, com(𝑂 )oOUT , com(𝑂 )oUNV ,

com(𝑂 )o𝛼 , com(𝑂 )os , com(𝑂 )oa ) from 𝑃 to𝑂 :

• Check
a open(com(𝑂 )UH, decom

(𝑂 )
UH,UH

(𝑂 ) ) ?

= 1

• Check
a open(com(𝑂 )in𝑈

, decom𝑂
in𝑈

,in𝑂𝑈 )
?

= 1

• Check
a open(com(𝑂 )oOUT , decom

𝑂
oOUT ,oOUT

𝑂 ) ?

= 1

• Check
a open(com(𝑂 )oUNV , decom

𝑂
oUNV ,oUNV

𝑂 ) ?

= 1

• Check
a open(com(𝑂 )o𝛼 , decom𝑂

o𝛼 ,o𝛼
𝑂 ) ?

= 1

• Check
a open(com(𝑂 )os , decom𝑂

os ,os
𝑂 ) ?

= 1

• Check
a open(com(𝑂 )oa , decom𝑂

oa ,oa
𝑂 ) ?

= 1

↩→ Report message ( (linnew )𝑂 , decom(𝑂 )linnew ) from𝑂 to 𝑃 .

4. Upon receiving instructions from Z to send (linnew ) from 𝑃 to𝑈 :

• Check
a linnew ?

= (linnew ) (𝑂 ) + (linnew ) (𝑃 )
• Load current subsession id ssid and append ssid ↦→ linnew to 𝑓LN

• Append (linnew, ⟨UH⟩𝑂 , ⟨in𝑈 ⟩𝑂 , ⟨oOUT ⟩𝑂 , ⟨oUNV ⟩𝑂 , ⟨o𝛼 ⟩𝑂 , ⟨os ⟩𝑂 , ⟨oa ⟩𝑂 ) to 𝑓
(𝑂 )
OI
(pid𝑃 , k)

↩→ Allow F
PUBA

to deliver outputs to𝑈 and𝑂 .

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .

𝑈 and 𝑃 corrupted,𝑂 honest:

1. Upon receiving (outsourcek, pid𝑂 ) from F
PUBA

and instructions from Z to send (⟨UH⟩𝑂 , ⟨in𝑈 ⟩𝑂 ,

⟨oOUT ⟩𝑂 , ⟨oUNV ⟩𝑂 , ⟨o𝛼 ⟩𝑂 , ⟨os ⟩𝑂 , ⟨oa ⟩𝑂 , ser, comid , Π, com
(𝑈 )
sernew ) from𝑈 to𝑂 :

• Check
a ser ∉ LSER

• LSER := LSER ∪ {ser }
• Parse

(
UH (𝑂 ) , com(𝑃 )UH, decom

(𝑂 )
UH

)
:= ⟨UH⟩𝑂

• Parse

(
in𝑂𝑈 , com(𝑃 )in𝑈

, decom𝑂
in𝑈

)
:= ⟨in𝑈 ⟩𝑂

• Parse

(
oOUT𝑂 , com(𝑃 )oOUT , decom

𝑂
oOUT

)
:= ⟨oOUT ⟩𝑂
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• Parse

(
oUNV𝑂 , com(𝑃 )oUNV , decom

𝑂
oUNV

)
:= ⟨oUNV ⟩𝑂

• Parse

(
o𝛼𝑂 , com(𝑃 )o𝛼 , decom𝑂

o𝛼

)
:= ⟨o𝛼 ⟩𝑂

• Parse

(
os

𝑂 , com(𝑃 )os , decom𝑂
os

)
:= ⟨os ⟩𝑂

• Parse

(
oa

𝑂 , com(𝑃 )oa , decom𝑂
oa

)
:= ⟨oa ⟩𝑂

• (linnew )𝑂 r← Z𝑝

• (com(𝑂 )linnew , decom
(𝑂 )
linnew ) ← COM.commit( (linnew )𝑂 )

↩→ Report message (com(𝑂 )linnew , com
(𝑃 )
UH, com

(𝑃 )
in𝑈

, com(𝑃 )oOUT , com
(𝑃 )
oUNV , como𝛼 , comos , comoa ) from𝑂 to 𝑃

2. Upon receiving instructions from Z to send ( (linnew ) (𝑃 ) , com(𝑂 )UH, com(𝑂 )in𝑈
, com(𝑂 )oOUT , com(𝑂 )oUNV ,

com(𝑂 )o𝛼 , com(𝑂 )os , com(𝑂 )oa ) from 𝑃 to𝑂 :

• stmt := (⟨UH⟩𝑂 , com(𝑂 )UH, ser, comid , vk𝑂 )
• Check

a POK.Verify(crsZK, ROS, stmt,Π) ?

= 1

• Check
a open(com(𝑂 )UH, decom

(𝑂 )
UH,UH

(𝑂 ) ) ?

= 1

• Check
a open(com(𝑂 )in𝑈

, decom𝑂
in𝑈

,in𝑂𝑈 )
?

= 1

• Check
a open(com(𝑂 )oOUT , decom

𝑂
oOUT ,oOUT

𝑂 ) ?

= 1

• Check
a open(com(𝑂 )oUNV , decom

𝑂
oUNV ,oUNV

𝑂 ) ?

= 1

• Check
a open(com(𝑂 )o𝛼 , decom𝑂

o𝛼 ,o𝛼
𝑂 ) ?

= 1

• Check
a open(com(𝑂 )os , decom𝑂

os ,os
𝑂 ) ?

= 1

• Check
a open(com(𝑂 )oa , decom𝑂

oa ,oa
𝑂 ) ?

= 1

• Extract pk𝑈 using POK.ExtractWit(tdext,Π, stmt, ROS )
• Load

a pid𝑈 ′ := 𝑓ID (pk𝑈 )
↩→ Call ideal functionality F

PUBA
with input (outsourcek,⊥) in the name of𝑈 ′

↩→ Call ideal functionality F
PUBA

with input (outsourcek) in the name of 𝑃

3. Upon receiving output (ok) from F
PUBA

to𝑈 ′ and output (ok) from F
PUBA

to 𝑃 :

Compute commitments and signature:

• Set lin := (linnew )𝑂 + (linnew ) (𝑃 )
• Append (linnew, ⟨UH⟩𝑂 , ⟨in𝑈 ⟩𝑂 , ⟨oOUT ⟩𝑂 , ⟨oUNV ⟩𝑂 , ⟨o𝛼 ⟩𝑂 , ⟨os ⟩𝑂 , ⟨oa ⟩𝑂 ) to 𝑓

(𝑂 )
OI
(pid𝑃 , k)

• (sernew ) (𝑂 ) r← Z𝑝

• (com(𝑂 )sernew , decom
(𝑂 )
sernew ) ← COM.commit( (sernew ) (𝑂 ) )

• comnew

UH := com(𝑃 )UH ⊕ com(𝑂 )UH
• comnew

ser := com(𝑈 )sernew ⊕ com(𝑂 )sernew
• (comnew

lin , decomnew

lin ) ← COM.commit(linnew )
• 𝜎new ← SIG.Sign(sk𝑂 , comnew

UH ∥com
new

ser ∥comnew

lin ∥comid )
↩→ Report message ( (linnew ) (𝑂 ) , decom(𝑂 )linnew ) from 𝑂 to 𝑃 and message ( (sernew ) (𝑂 ) , com(𝑂 )sernew ,

decom(𝑂 )sernew , com
new

lin , decomnew

lin , 𝜎new ) from𝑂 to𝑈 .

↩→ Allow F
PUBA

to deliver outputs to𝑂 .

{
ΠPUBA-Analytics (k)

}K
k=1:

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .

𝑃 and𝑂 honest:

1. Upon receiving (analytk, pid𝑃 ) from FPUBA and (analytk, pid𝑂 ) from FPUBA:
• Load

a
and remove the first Zk entries { (lin, ⟨UH⟩𝑃 , ⟨in𝑈 ⟩𝑃 , ⟨oOUT ⟩𝑃 , ⟨oUNV ⟩𝑃 , ⟨o𝛼 ⟩𝑃 , ⟨os ⟩𝑃 ,

⟨oa ⟩𝑃 )z }
Zk
z=1 from 𝑓

(𝑃 )
OI
(k)

• Load
a

and remove the first Zk entries { (lin, ⟨UH⟩𝑂 , ⟨in𝑈 ⟩𝑂 , ⟨oOUT ⟩𝑂 , ⟨oUNV ⟩𝑂 , ⟨o𝛼 ⟩𝑂 , ⟨os ⟩𝑂 ,

⟨oa ⟩𝑂 )z }
Zk
z=1 from 𝑓

(𝑂 )
OI
(pid𝑃 , k)

• For every z ∈ {1, . . . , Zk } with linz ≠ ⊥, combine
a
:

– UHz := ΠShare-Combine (⟨UHz ⟩𝑃 , ⟨UHz ⟩𝑂 )
– in𝑈z := ΠShare-Combine (⟨in𝑈z ⟩𝑃 , ⟨in𝑈z ⟩𝑂 )
– oOUTz := ΠShare-Combine (⟨oOUTz ⟩𝑃 , ⟨oOUTz ⟩𝑂 )
– oUNVz := ΠShare-Combine (⟨oUNVz ⟩𝑃 , ⟨oUNVz ⟩𝑂 )
– o𝛼 z := ΠShare-Combine (⟨o𝛼 z ⟩𝑃 , ⟨o𝛼 z ⟩𝑂 )
– osz := ΠShare-Combine (⟨osz ⟩𝑃 , ⟨osz ⟩𝑂 )
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– oaz := ΠShare-Combine (⟨oaz ⟩𝑃 , ⟨oaz ⟩𝑂 )
↩→ Allow F

PUBA
to continue.

2. Upon receiving leak (z, 𝛼z, sz, az, out𝑈z ) from FPUBA, do for each z for which a leak (z, ·, ·, ·, · ) exists:
• (comaz , decomaz )

r← commit(az )
• ct𝛼z := 𝛼z + o𝛼 z
• ctsz := sz + osz
• ctaz := az + oaz
• ctdecomaz

:= decomaz + oUNV
• ctout𝑈z

:= out𝑈z + oOUTz
• 𝑓

(𝑃 )
UI
(linz ) := (ct𝛼 , cts, cta, ctdecoma , ctout𝑈 )z

• 𝑓
(𝑂 )
UI
(linz ) := (𝛼z, sz, comaz , ctout𝑈 )z

↩→ Allow F
PUBA

to deliver outputs to all parties.

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .

𝑃 corrupted,𝑂 honest:

1. Upon receiving (analytk, pid𝑂 ) from FPUBA and leak ℓ from F
PUBA

:

• (com0, decom0, 𝜎fp ) ← 𝑓FP (analytk, ℓ )
↩→ Report message (com0, 𝜎fp ) from𝑂 to 𝑃 .

2. Upon receiving instructions from Z to send (analytk, comfp, { (⟨UH⟩𝑃 , ⟨in𝑈 ⟩𝑃 , ⟨oOUT ⟩𝑃 , ⟨oUNV ⟩𝑃 ,
⟨o𝛼 ⟩𝑃 , ⟨os ⟩𝑃 , ⟨oa ⟩𝑃 )z }

Zk
z=1 ) from 𝑃 to F

PPA
:

• Check
a COM.open(comfp, decom0, 0) = 1.

• Load
a

and remove the first Zk entries { (lin, ⟨UH⟩𝑂 , ⟨in𝑈 ⟩𝑂 , ⟨oOUT ⟩𝑂 , ⟨oUNV ⟩𝑂 , ⟨o𝛼 ⟩𝑂 , ⟨os ⟩𝑂 ,

⟨oa ⟩𝑂 )z }
Zk
z=1 from 𝑓

(𝑂 )
OI
(pid𝑃 , k)

• For every z from 1 to Zk , combine
a
:

– UHz ← ΠShare-Combine (⟨UHz ⟩𝑃 , ⟨UHz ⟩𝑂 )
– in𝑈z ← ΠShare-Combine (⟨inz ⟩𝑃 , ⟨inz ⟩𝑂 )
– oOUTz ← ΠShare-Combine (⟨oOUTz ⟩𝑃 , ⟨oOUTz ⟩𝑂 )
– oUNVz ← ΠShare-Combine (⟨oUNVz ⟩𝑃 , ⟨oUNVz ⟩𝑂 )
– o𝛼 z ← ΠShare-Combine (⟨o𝛼 z ⟩𝑃 , ⟨o𝛼 z ⟩𝑂 )
– osz ← ΠShare-Combine (⟨osz ⟩𝑃 , ⟨osz ⟩𝑂 )
– oaz ← ΠShare-Combine (⟨oaz ⟩𝑃 , ⟨oaz ⟩𝑂 )

↩→ Call ideal functionality F
PUBA

with input (analytk) in the name of 𝑃 .

3. Upon being asked by F
PUBA

for updated inputs for a set idcorrupted := { [Zk ],𝑈z corrupted}:
• Send inputs {in𝑈z |z ∈ idcorrupted} to FPUBA
↩→ Allow F

PUBA
to continue.

4. Upon receiving leak { (z, 𝛼z, sz, az, out𝑈z ) |z ∈ id corrupted} from F
PUBA

and output (ok) from F
PUBA

to 𝑃 :

• For each z in 1, . . . , Zk :
– If an entry { (z), ·, ·, ·, · } exists in the leaked set:

∗ ct𝛼z := 𝛼z + o𝛼 z

∗ ctsz := sz + osz

∗ ctaz := az + oaz

∗ (comaz , decomaz ) ← commit(az )
∗ ctdecomaz

:= decomaz + oUNVz
∗ ctout𝑈z

:= out𝑈z + oOUTz
∗ 𝑓

(𝑃 )
UI
(linz ) := (ct𝛼z , ctsz , ctaz , ctdecomaz , ctout𝑈z

)

∗ 𝑓
(𝑂 )
UI
(linz ) := (𝛼, s, comaz , ctout𝑈z

)
– Else:

∗ Draw random ct𝛼z , ctsz , ctaz , ctout𝑈z
and ctdecomaz

∗ 𝑓
(𝑃 )
UI
(linz ) := (ct𝛼z , ctsz , ctaz , ctdecomaz , ctout𝑈z

)
↩→ Report message { (ct𝛼z , ctsz , ctaz , ctdecomaz , ctout𝑈z

) }Zkz=1 from FPPA to 𝑃 .

↩→ Allow F
PUBA

to deliver outputs to𝑂 .
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ΠPUBA-Update:

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .

𝑈 , 𝑃 and𝑂 honest: Report encrypted messages.

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .

𝑈 corrupted, 𝑃 and𝑂 honest:

1. Upon receiving (update, pid𝑃 ) from FPUBA and instructions from Z to send (lin) from𝑈 to 𝑃 :

• If 𝑓
(𝑃 )
UI
(lin) ≠ ⊥:

– Load and remove (ct𝛼 , cts, cta, ctdecoma , ctout𝑈 ) := 𝑓
(𝑃 )
UI
(lin)

↩→ Report message (ct𝛼 , cts, cta, ctdecoma , ctout𝑈 ) from 𝑃 to𝑈 .

• otherwise continue without reporting a message

2. Upon receiving (update, pid𝑂 ) from FPUBA:
• Load

a
and remove (𝛼, s, coma, ctout𝑈 ) := 𝑓

(𝑂 )
UI
(lin)

3. if 𝛼 ≠ ⊥ ∨ s ≠ ⊥ then
Upon receiving instructions from Z to send (comUH, com′UH, com′′UH, comid , ser, lin, Π,

ΠTr , com
(𝑈 )
sernew ) from𝑈 to𝑂 :

Check proof:

– stmt := (comUH, ser, lin, comid , vk𝑂 )
– stmtTr := (comUH, com′UH, com

′′
UH, 𝛼, s)

– Check
a POK.Verify(Π, stmt, RUpd )

?

= 1

– Check
a POK.Verify(crsZK, RTr , stmtTr , ΠTr )

?

= 1

– comnew

UH := com′′UH ⊕ coma
4. else

Upon receiving instructions from Z to send (comUH, comid , ser, lin, Π, com
(𝑈 )
sernew ) from𝑈 to𝑂 :

Check proof:

– stmt := (comUH, ser, lin, comid , vk𝑂 )

– Check
a POK.Verify(Π, stmt, RUpd )

?

= 1

– comnew

UH := comUH ⊕ coma
5. fi

Check serial number:

• Check
a ser ∉ LSER

• LSER := LSER ∪ {ser }
• Extract pk𝑈 using POK.ExtractWit(tdext, Π, stmt, RUpd )
• Load

a pid𝑈 ′ := 𝑓ID (pk𝑈 )
↩→ Call ideal functionality F

PUBA
with input (update) in the name of𝑈 ′ .

6. Upon receiving output (𝛼, s, a, out𝑈 ) from F
PUBA

to𝑈 ′:
Draw share of new serial number:

• (sernew ) (𝑂 ) r← Z𝑝

• (com(𝑂 )sernew , decom
(𝑂 )
sernew ) ← COM.commit( (sernew ) (𝑂 ) )

Compute commitments and signature for updated user history:

• comnew

ser := com(𝑂 )sernew ⊕ com(𝑈 )sernew
• (comnew

lin , decomnew

lin ) ← COM.commit(0)
• 𝜎new ← SIG.Sign(sk𝑂 , comnew

UH ∥com
new

ser ∥comnew

lin ∥comid )
↩→ Report message (coma, comnew

UH, (sernew ) (𝑂 ) , com(𝑂 )sernew , decom(𝑂 )sernew , comnew

lin , decomnew

lin , 𝜎new,

ctout𝑈 ) from𝑂 to𝑈 .

↩→ Allow F
PUBA

to deliver outputs.

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .

𝑈 honest, 𝑃 corrupted,𝑂 honest:

1. Upon receiving (update, pid𝑂 ) and (update,User) from FPUBA:
↩→ Call ideal functionality F

PUBA
with input (update) in the name of 𝑃 .

2. Upon receiving leak ssid from F
PUBA

:

• Load
a lin := 𝑓LN (ssid )

↩→ Report message (lin) from𝑈 to 𝑃 .

3. Upon receiving instructions from Z to send (ct𝛼 , cts, cta, ctdecoma , ctout𝑈 ) from 𝑃 to𝑈 :

• Check
a (ct𝛼 , cts, cta, ctdecoma , ctout𝑈 )

?

= 𝑓
(𝑃 )
UI
(lin) and remove the entry.

↩→ Allow F
PUBA

to continue.
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. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .

𝑈 and 𝑃 corrupted,𝑂 honest:

1. Upon receiving (update, pid𝑂 ) from FPUBA:
• Load

a
and remove (𝛼, s, coma, ctout𝑈 ) := 𝑓

(𝑂 )
UI
(lin) .

2. if 𝛼 ≠ ⊥ ∨ s ≠ ⊥ then
Upon receiving instructions from Z to send (comUH, com′UH, com′′UH, comid , ser, lin, Π,

ΠTr , com
(𝑈 )
sernew ) from𝑈 to𝑂 :

Check proof:

• stmt := (comUH, ser, lin, comid , vk𝑂 )
• stmtTr := (comUH, com′UH, com

′′
UH, 𝛼, s)

• Check
a POK.Verify(Π, stmt, RUpd )

?

= 1

• Check
a POK.Verify(crsZK, RTr , stmtTr , ΠTr )

?

= 1

• comnew

UH := com′′UH ⊕ coma
3. else

Upon receiving instructions from Z to send (comUH, comid , ser, lin, Π, com
(𝑈 )
sernew ) from𝑈 to𝑂 :

Check proof:

• stmt := (comUH, ser, lin, comid , vk𝑂 )
• Check

a POK.Verify(Π, stmt, RUpd )
?

= 1

• comnew

UH := comUH ⊕ coma
4. fi

Check serial number:

• Check
a ser ∉ LSER

• LSER := LSER ∪ {ser }
• Extract pk𝑈 using POK.ExtractWit(tdext,Π, stmt, RUpd )
• Load

a pid𝑈 ′ := 𝑓ID (pk𝑈 )
↩→ Call ideal functionality F

PUBA
with input (update) in the name of𝑈 ′ .

↩→ Call ideal functionality F
PUBA

with input (update) in the name of 𝑃 .

5. Upon receiving output (ok) from F
PUBA

to 𝑃 and output (𝛼, s, a,out𝑈 ) from F
PUBA

to𝑈 ′:

• (sernew ) (𝑂 ) r← Z𝑝

• (com(𝑂 )sernew , decom
(𝑂 )
sernew ) ← COM.commit( (sernew ) (𝑂 ) )

• comnew

ser := com(𝑂 )sernew ⊕ com(𝑈 )sernew
• (comnew

lin , decomnew

lin ) ← COM.commit(0)
• 𝜎new ← SIG.Sign(sk𝑂 , comnew

UH ∥com
new

ser ∥comnew

lin ∥comid )
↩→ Report message (coma, comnew

UH, (sernew ) (𝑂 ) , com(𝑂 )sernew , decom(𝑂 )sernew , comnew

lin , decomnew

lin , 𝜎new,

ctout𝑈 ) from𝑂 to𝑈 .

↩→ Allow F
PUBA

to deliver output to𝑂 .

a
If this fails, output ⊥ and abort.

b
If this fails, use a default value 0.

For our proof, we consider the following hybrid games H𝑖 :

H1 The hybrid H1 is equivalent to the real experiment. That is,

H1
:= EXECΠPUBA,F

BB
,F

PPA
,S1,Z (1𝜆)

This means that all parties execute the real protocol.

H2 All calls to hybrid functionalities, namely to F
PPA

, F
KE

and F
BB
, are replaced by calls

to S2, who simulates their behavior using the respective code of the simulators SF
PPA

and SF
BB

.

H3 The simulator now maintains the list LSER, in which it stores the serials that were

opened by a user. That is, whenever a user proves that the used logbook Log is

“fresh” and hasn’t been used before by sending a serial number ser together with a

proof Π during any of the tasks for Bookkeeping, Analytics or Update, S3 verifies
the proof and aborts, if either the proof fails to verify or if serial is already contained
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in LSER. If no abort happened, S3 adds ser to the list LSER. The code of the operator
𝑂 is changed in such a way, that the checks that the simulator does now are not

performed again by the operator.

H4 Introduces a map 𝑓
(𝑂)
UI

and for each proxy a map 𝑓
(𝑃)
UI

to be used by the simulator

S4: 𝑓 (𝑂)
UI

is similar to what an honest operator would store for the updates after the

Analytics-task, 𝑓
(𝑃)
UI

is the equivalent for the respective proxy. During simulation

of F
PPA

for Analytics-tasks, i.e. after 𝑂 sent a message (analytk, fp, decomfp,

{(⟨UH⟩𝑂 , ⟨in𝑈 ⟩𝑂 , ⟨oOUT⟩𝑂 , ⟨oUNV⟩𝑂 , ⟨o𝛼⟩𝑂 , ⟨os⟩𝑂 , ⟨oa⟩𝑂 )z}Zkz=1, in𝑂 ) and 𝑃

input (analytk, comfp, {(⟨UH⟩𝑃 , ⟨in𝑈 ⟩𝑃 , ⟨oOUT⟩𝑃 , ⟨oUNV⟩𝑃 , ⟨o𝛼⟩𝑃 , ⟨os⟩𝑃 ,
⟨oa⟩𝑃 )z}Zkz=1) to FPPA, Simulator S4 computes Δ honestly (with fresh coins, if neces-

sary), based on the two inputs. S4 uses the protocol ΠShare-Combine on both received

shares to reconstructUH z, o𝛼 z, osz, oaz, oOUTz and oUNVz for each user z ∈ [Z]. If
reconstruction on any of the shares fails, S4 aborts. With this, S4 computes ct𝛼z :=
𝛼z + o𝛼 z, ctsz := sz + osz, ctaz := az + oaz, (comaz , decomaz ) ← COM.commit(az),
ctdecomaz

:= decomaz + oUNV and ctoutz := outz + oOUTz. S4 then adds a new entry

(linz ↦→ (ct𝛼 , cts, cta, ctdecoma,ctout𝑈 )) to 𝑓
(𝑃)
UI

and a new entry (linz ↦→ (𝛼, s, coma,

ctout𝑈 )) to 𝑓
(𝑂)
UI

.

S4 also uses 𝑓
(𝑃)
UI

to verify that a corrupted 𝑃 sent the correct values during the

Update-task to an honest𝑈 , which replaces𝑈 s check with the one-time pads.

H5 During setup, the reference string crs is created by (crsZK, tdext) ← SetupEPoK. Also,
the operator now leaks the signature key pair (vk𝑂 , sk𝑂 ) to S5 during the Init-task;
the simulator then stores (vk𝑂 , sk𝑂 ). The simulator stores tdext, the remainder stays

as it is.

H6 Introduces a new map 𝑓ID for the simulator that uniquely maps user’s public keys

pk𝑈 to the pid pid𝑈 the respective user had during user registration.

During simulation of F
BB
, afterZ gave instructions to send a message (Register,

pid𝑈 , pk𝑈 ) from a corrupted user 𝑈 to F
BB

and simulation succeeded (i.e. did not

abort), S6 adds a new entry (pk𝑈 ↦→ pid𝑈 ) to 𝑓ID.

During simulationUReg, afterZ gave instructions to send amessage (Π, comid, com
(𝑈 )
sernew)

from a corrupted𝑈 to𝑂 , S6 takes pk′𝑈 from Π (since it is contained in the statement

of RUR) and aborts if either 𝑓ID(pk′𝑈 ) ≠ pid𝑈 or if a user with public key pk′𝑈 is already

registered.

H7 WheneverZ instructs S7 to send a message containing a zero-knowledge proof Π
in the name of a corrupted user 𝑈 during the tasks for Bookkeeping, Analytics and

Update, S7 uses the trapdoor tdext to extract the complete witness wit from Π. It
then uses the extracted public key pk𝑈 to get the pid pid𝑈 := 𝑓ID(pk𝑈 ) of the user
whom the user history belongs to and aborts if pid𝑈 = ⊥.
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H8 Introduces an incorruptible entity F
PUBA

that follows the specification from Sec-

tion A.3 into the experiment, which is only accessible by honest parties and the

simulator through subroutine input/output tapes.

H9 Replaces the trusted signing authority TSA with a dummy party that immediately

forwards its input to the ideal functionality F
PUBA

. All interactions of TSA are

simulated by S9 by following the original protocol.

H10 Introduces a map 𝑓FP that maps a given task task ∈ {ureg ∪ bookkeepK ∪
analytK} and a given identifier ℓ ∈ [L] to a tuple (fp, comfp, decomfp, 𝜎fp).

Replaces the operator𝑂 with a new operator𝑂′ that acts like the original one, but has
a few minor changes. After having confirmation that fp can be used for a task task
during SignFP,𝑂′ sends (fp, task) to S10, who computes comfp as commitment on

the actual function parameters and 𝜎fp as corresponding signatures honestly and

stores it in 𝑓FP(fp, comfp, 𝜎fp). Furthermore, the new operator sends the fp to S10
during UReg, Bookkeeping and Analytics tasks and uses the (comfp, 𝜎fp) obtained
from S10, which the simulator obtains by looking if an entry (fp, ·, ·) exists within
𝑓FP.

Also, during simulation of F
PPA

, S10 uses the decommitment information stored in

𝑓FP(task, ℓ) to verify the commitment comfp the user or proxy input into F
PPA

.

H11 Replaces the operator 𝑂 by a dummy party, which, when receiving input by Z,

forwards the input immediately to F
PUBA

. During the tasks for UReg, Bookkeeping

and Analytics, the new operator 𝑂 also leaks the input in𝑂 and fp to S11. All

messages that were sent by 𝑂 in H10 are now created by S11 in H11 and send in the

name of 𝑂 .

H12 Replaces the map 𝑓FP introduced in H10 with one that has the same input space

(task, ℓ), but whose output space only contains (comfp, decomfp, 𝜎fp), and not the
actual function parameters.

Instead of relying on the leaked fp for a mapping, S12 uses the leak ℓ obtained from

F
PUBA

to obtain a consistent (comfp, 𝜎fp) tuple. Furthermore, instead of creating

these tuples honestly, S12 uses the leaked (task, ℓ) obtained during the SignFP

task to sample a new (com0, decom0) ← COM.commit(0) on the all-zero vector 0
instead of comfp on fp, and uses the signing key skTSA to sign com0 and the given

task task. The resulting tuple (com0, 𝜎fp) is then stored in 𝑓FP(task, ℓ) and used

whenever F
PUBA

leaks ℓ during UReg, Bookkeeping or Analytics.

H13 Replaces all honest users𝑈 by dummy parties, which, when receiving input byZ,

forward the input immediately to F
PUBA

. During the tasks for UReg, Bookkeeping

and Analytics, the new user machines𝑈 also leak the input in𝑈 to S13. All messages

honest user𝑈 sent in H12 are now created by S13 in H13 and send in the name of𝑈 .

Note that all leaks by F
PUBA

are ignored by S13.
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H14 Replaces all proxies 𝑃 with dummy parties, which, when receiving input by Z,

forward the input directly to F
PUBA

. All messages that were sent by honest proxies

𝑃 in H13 are now created by S14 in H14 and send in the name of 𝑃 .

Note that all leaks by F
PUBA

are ignored by S14.

H15 S15 now calls F
PUBA

in the name of the corrupted parties with the correct input.

This causes F
PUBA

to fully perform as defined by its specification, as all inputs are

provided. Hence, instead of computing the function Δ on the inputs in order to

simulate F
PPA

, S15 now relies on the leaks provided by F
PUBA

.

This game also introduces a map 𝑓LN, that maps leaked ssid values to linking numbers

lin.

S15 obtains the input of the corrupted parties as follows:

UReg,𝑈 corrupted,𝑂 honest. After simulating F
PPA

, S15 has obtained in𝑈 from

the corrupted𝑈 . Hence, S15 calls F
PUBA

in the name of the𝑈 belonging to pid𝑈
with input (ureg,in𝑈 ). Since F

PUBA
now has full input, S15 uses the output

(𝛼, s, a, out𝑈 ) from F
PUBA

to𝑈 in order to simulate F
PPA

.

Bookkeeping,𝑈 corrupted,𝑂 honest. AfterZ gave instructions to send

(bookkeep(k), UH , decomUH , comfp, in𝑈 ) to F
PPA

in the name of𝑈 , S15
uses the extracted pid𝑈 (see H7) to obtain the user 𝑈pid𝑈 who registered for

the used public key. After verifying that the commitments are valid, that is,

COM.open(comUH , decomUH , UH) = 1 and COM.open(comfp, decom0,

0) = 1 (see hybrid H12), S15 calls F
PUBA

in the name of 𝑈pid𝑈 with input

(bookkeep(k),in𝑈 ) where in𝑈 has been learned from simulation of F
PPA

.

Also, since F
PUBA

now has complete input, S15 obtains leaks. Hence, instead of

computing Δ internally, S15 uses the output (𝛼, s, a,out𝑈 ) from F
PUBA

to𝑈 in

order generate the output of F
PPA

to𝑈 by first computing valid commitment

information (coma, decoma) ← COM.commit(a) and then reporting message

(𝛼, s, a, coma, decoma,out𝑈 ).

Outsource,𝑈 corrupted,𝑂 honest, 𝑃 honest. S15 obtains the input of the user

by using ΠShare-Combine on the shares 𝑈 sent to both 𝑂 and 𝑃 : after Z sent

instructions to send (⟨UH⟩𝑂 , ⟨in𝑈 ⟩𝑂 , ⟨oOUT⟩𝑂 , ⟨oUNV⟩𝑂 , ⟨o𝛼⟩𝑂 , ⟨os⟩𝑂 ,
⟨oa⟩𝑂 , ser, comid, Π, com

(𝑈 )
sernew) from 𝑈 to 𝑂 and to send (⟨UH⟩𝑃 , ⟨in𝑈 ⟩𝑃 ,

⟨oOUT⟩𝑃 , ⟨oUNV⟩𝑃 , ⟨o𝛼⟩𝑃 , ⟨os⟩𝑃 , ⟨oa⟩𝑃 ) from𝑈 to 𝑃 , S15 uses the shares from
both 𝑂 and 𝑃 to reconstruct in𝑈 := ΠShare-Combine(⟨in𝑈 ⟩𝑃 , ⟨in𝑈 ⟩𝑂 ); if this
fails, S15 sets in𝑈 := ⊥. S15 calls F

PUBA
in the name of 𝑈pid𝑈 , where pid𝑈

corresponds to the user whose identity was extracted from Π, using input

(outsourcek, in𝑈 ).

Outsource,𝑈 honest,𝑂 honest, 𝑃 corrupted. 𝑃 is designed to neither learn se-

crets, nor to have secrets itself. Simulator S15 calls F
PUBA

in the name of 𝑃 with

input (outsourcek). Also, S15 sets 𝑓ID(ssid) := linnew after negotiating the

linking number.
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Outsource,𝑈 corrupted, 𝑃 corrupted,𝑂 honest. S15 calls F
PUBA

for both the

proxy 𝑃 (who has no secret input whatsoever) and the user 𝑈pid𝑈 (who was

identified using the pk𝑈 in Π), but using in𝑈 := ⊥.

Analytics, 𝑃 corrupted,𝑂 honest. Since H11, S15 maintains the list 𝑓
(𝑂)
UI

in the

same way an honest operator would. As S15 follows the operators code (due
to H11) it stores all the tuples (linnew, ⟨UH⟩𝑂 , ⟨in𝑈 ⟩𝑂 , ⟨oOUT⟩𝑂 , ⟨oUNV⟩𝑂 ,
⟨o𝛼⟩𝑂 , ⟨os⟩𝑂 , ⟨oa⟩𝑂 ) during the Outsource task; given the additional inputs

from simulation of F
PPA
S15 now has a complete view of the used shares.

After receiving instructions from Z to send a message (analytk, comfp,

{⟨UH⟩𝑃 , ⟨in𝑈 ⟩𝑃 , ⟨oOUT⟩𝑃 , ⟨oUNV⟩𝑃 , ⟨𝛼⟩𝑃 , ⟨s⟩𝑃 , ⟨a⟩𝑃 }Zz=1) from 𝑃 to F
PPA

, S15
restores each input using the information stored in 𝑓

(𝑂)
UI

and aborts if the re-

construction via ΠShare-Combine fails. When asked by F
PUBA

for inputs for an

index set 𝐼 ⊂ [Zk] of corrupted users {𝑈z}z∈𝐼 , S15 enters the inputs in𝑈 from

the respective indices.

Reconstruction of the output now only happens for parties z ∈ 𝐼 in the cor-

rupted party set; information related to honest parties (ct𝛼z , ctsz , ctaz , ctdecomaz
,

ctout𝑈z ) is drawn at random and put to 𝑓
(𝑃)
UI

.

Update, any corrupted party. The inputs to the Update-task contain no secrets; so

S15 can call F
PUBA

in the name of any corrupted party with input (update).
For corrupted users, S15 awaits the proof Π to extract the correct user. For

corrupted Proxies, S15 awaits their first message. Also, if only the proxy is

corrupted, S15 awaits the leaked subsession id ssid from F
PUBA

to obtain lin :=

𝑓LN(ssid) and to report the first message from𝑈 to 𝑃 .

H16 Introduces a map 𝑓
(𝑂)
OI

and for each proxy a map 𝑓
(𝑃)
OI

to be used by the simulator S16:
𝑓
(𝑂)
OI

is similar to what an honest operator would store for the outsourced information

after the Outsource-task, 𝑓
(𝑃)
OI

is the equivalent for the respective proxy.

The map is used during the tasks for Outsource and Analytics:

Outsource,𝑈 honest, 𝑃 honest,𝑂 honest. S16 adds a vector of empty entries (⊥,
. . . , ⊥) to both 𝑓

(𝑃)
OI
(k) and 𝑓

(𝑂)
OI
(k).

Outsource,𝑈 corrupted, 𝑃 honest,𝑂 honest. linnew is now randomly sampled by

S16, which replaces the coin-toss of 𝑂 and 𝑃 .

After receiving instructions from Z to send a message (⟨UH⟩𝑂 , ⟨in𝑈 ⟩𝑂 ,
⟨oOUT⟩𝑂 , ⟨oUNV⟩𝑂 , ⟨o𝛼⟩𝑂 , ⟨os⟩𝑂 , ⟨oa⟩𝑂 , ser, comid, Π, com

(𝑈 )
sernew) from a cor-

rupted 𝑈 to 𝑂 , S16 adds a new entry (linnew, ⟨UH⟩𝑂 , ⟨in𝑈 ⟩𝑂 , ⟨oOUT⟩𝑂 ,
⟨oUNV⟩𝑂 , ⟨o𝛼⟩𝑂 , ⟨os⟩𝑂 , ⟨oa⟩𝑂 ) to 𝑓

(𝑂)
OI

.

After receiving instructions from Z to send a message (⟨UH⟩𝑃 , ⟨in𝑈 ⟩𝑃 ,
⟨oOUT⟩𝑃 , ⟨oUNV⟩𝑃 , ⟨o𝛼⟩𝑃 , ⟨os⟩𝑃 , ⟨oa⟩𝑃 ) from a corrupted 𝑈 to 𝑃 , S16 adds a
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new entry (linnew, ⟨UH⟩𝑃 , ⟨in𝑈 ⟩𝑃 , ⟨oOUT⟩𝑃 , ⟨oUNV⟩𝑃 , ⟨o𝛼⟩𝑃 , ⟨os⟩𝑃 , ⟨oa⟩𝑃 )
to 𝑓

(𝑃)
OI

.

Outsource,𝑈 honest, 𝑃 corrupted,𝑂 honest. When the honest 𝑈 is supposed to

create shares of UH , in𝑈 , oOUT, oUNV, o𝛼 , os and oa, S16 creates shares of
the zero-vector using ΠShare-Share(0) and uses those in the same way the user

uses the actual shares in the protocol. After having the linking number linnew

created honestly, S16 stores the values in 𝑓
(𝑂)
OI

and ignores 𝑓
(𝑃)
OI

.

Outsource,𝑈 corrupted, 𝑃 corrupted,𝑂 honest. S16 follows the protocol of 𝑂

regarding 𝑓OI, that is, after Z sent instructions to send a message (⟨UH⟩𝑂 ,
⟨in𝑈 ⟩𝑂 , ⟨oOUT⟩𝑂 , ⟨oUNV⟩𝑂 , ⟨o𝛼⟩𝑂 , ⟨os⟩𝑂 , ⟨oa⟩𝑂 , ser, comid, Π, com

(𝑈 )
sernew)

from 𝑈 to 𝑂 and after S16 took the role of 𝑂 in honestly computing the linking

number, it adds (linnew, ⟨UH⟩𝑂 , ⟨in𝑈 ⟩𝑂 , ⟨oOUT⟩𝑂 , ⟨oUNV⟩𝑂 , ⟨o𝛼⟩𝑂 , ⟨os⟩𝑂 ,
⟨a⟩𝑂 ) to 𝑓

(𝑂)
OI

.

H17 All remaining honest parties are replaced by dummy parties, which, upon receiving

input byZ, only forward their input into F
PUBA

.

H18 All messages between honest parties are simulated by having S18 report messages

of zero-vectors of correct size. Consequently, all operations that do not result in

messages are removed.

H19 During UReg with an honest user, instead of honestly creating a user id id, inter-
preting it as secret key and computing a public key from it, S19 uniformly samples a

public key pk𝑈
r← 𝐺1 directly.

H20 If 𝑃 is corrupted and𝑈 and𝑂 are honest, S20 changes its behavior during simulation

of the Outsource-task. Instead of calling ΠVerify on the whole logbook, S20 only
verifies that the linking number linnew received by 𝑃 confirms with the two shares

(linnew) (𝑂) + (linnew) (𝑃) .

We now prove lemmata claiming indistinguishability of each consecutive pair of games

against every PPT-environment Z. Thus, with H1 being the real world and H20 corre-

sponding to the ideal world with a simulator acting as described above, we have proven

the protocol ΠPUBA to be as secure as the functionality F
PUBA

.

Lemma A.3.23 (Indistinguishability of H1 and H2). LetZ be a PPT-environment. LetZ
distinguish H1 and H2 with probability 1/2 + A. Then it holds that A ∈ negl(𝜆) (𝜆).

Proof. F
PPA

, F
KE

and F
BB

are considered to be hybrid functionalities, which can be instan-

tiated by a real, UC-secure protocol. UC-security of the instantiations implies, that F
BB
,

F
KE

and F
PPA

all have a simulator, which runs in polynomial time and which can provide

the view of a real protocol execution to any PPT-environment Z, but is only using the

ideal functionalities, for any given corruption scenario. Hence, S2 can execute this code

without runtime restrictions, whenever an interaction between any party and either F
BB
,

F
KE

or F
PPA

is requested byZ.
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Indistinguishability now easily follows from the security of F
BB
, F

KE
and F

PPA
. Their

UC-security implies, that the resp. protocol (which is used in H1) cannot be distinguished

from the simulated view (which is used in H2). IfZ could differentiate H1 and H2 with

non-negligible advantage over guessing, we can build a distinguisherZ′ for the real and
ideal view of the resp. hybrid functionalities as follows:

• Z′ internally simulates all users𝑈 , all proxies 𝑃 , the operator𝑂 and the environment

Z that can distinguish H1 and H2 with probability
1

2
+ A by executing their code in

its head.

• Z′ uses the distinguishing algorithm to letZ output a single bit: 0 for H1 and 1 for

H2.

• Z′ outputs this bit, where 0 means that it is in the real world and 1 means it is in the

ideal world.

Note that the environmentZ′ also has a distinguishing advantage of
1

2
+ A. UC-security

of F
BB
, F

KE
and F

PPA
thus require A ∈ negl(𝜆) (𝜆), which concludes the proof.

Lemma A.3.24 (Indistinguishability of H2 and H3). LetZ be a PPT-environment. LetZ
distinguish H2 and H3 with probability 1/2 + A. Then it holds that A ∈ negl(𝜆) (𝜆).

Proof. The simulator mimics the behavior of an honest operator. Since none of the code

regarding LSER is in any way dependent on the secret inputZ gives to𝑈 or 𝑂 , this can be

done without any loss of generality. In particular, assume that any party (that is, either

𝑂 or S3) aborts due to a duplicate serial number in any game. In either case, this would

mean that there was a previous interaction of either the task for Bookkeeping, Outsource,

or Update, where 𝑈 opened a value of comser to the same ser that is now seen by the

respective party. Since the different parties execute the same code, their abort-criteria is

equivalent. The same is true for the verification of the proof Π.

Lemma A.3.25 (Indistinguishability of H3 and H4). LetZ be a PPT-environment. LetZ
distinguish H3 and H4 with probability 1/2 + A. Then it holds that A ∈ negl(𝜆) (𝜆).

Proof. Indistinguishability here holds for the same reason that it held in Lemma A.3.24.

The contents of 𝑓
(𝑃)
UI

and 𝑓
(𝑂)
UI

only depend onmessages which S4 can access via simulation

of F
PPA

, and not (directly) on secret input, which is hidden from it. Hence, we only have

a new encapsulation, where (PPT-)code that depends only on previous messages was

executed by 𝑂 or 𝑃 in H3 is now executed by S4 in H4.

The equivalence of their contents easily follows from the same argument. The contents

themselves depend on the message that𝑈 sent to the resp. parties, the order depends on

the (adversarialy chosen) scheduling mechanism, which, given any environmentZ that

tries to distinguish the two games, is equivalent.
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The final change contains the check in the corruption scenario where 𝑃 is corrupted, but𝑈

and 𝑂 are honest. Here, in H3,𝑈 aborts if either open(coma, decoma, a) ≠ 1, or if ctout𝑈
differs from the value the honest receiver sent.

Equivalence for the latter is straightforward. If 𝑈 aborts due to the former condition

(open(coma, decoma, a) ≠ 1), then this means that some value was tampered with. coma
was received by 𝑂 , who, in this scenario, is honest, hence it is correct. The one-time pads

oa,oUNV used to mask a and decoma were created by the user𝑈 during the Outsource task

and hence are also correct. Thus, the only values that could be tampered with are cta and
ctdecoma , which S4 has seen during the Outsource task and hence, for which a consistency

check suffices.

Lemma A.3.26 (Indistinguishability of H4 and H5). LetZ be a PPT-environment. LetZ
distinguish H4 and H5 with probability 1/2 + A. Then it holds that A ∈ negl(𝜆) (𝜆).

Proof. Indistinguishability here follows from the trapdoor nature of POK. If any envi-

ronment Z could distinguish the execution of the protocol when using crs created by

crs ← SetupPoK from crs created by (crs, tdext) ← SetupEPoK with probability
1

2
+ A,

we can build a PPT-environmentZ′ that breaks the indistinguishability of the dual-mode

property of POK, by havingZ′ execute the code of all parties in its head. This leads to the

same success probability of
1

2
+ A, thus causing A ∈ negl(𝜆) (𝜆) by requirement of the

chosen POK-scheme.

Lemma A.3.27 (Indistinguishability of H5 and H6). LetZ be a PPT-environment. LetZ
distinguish H5 and H6 with probability 1/2 + A. Then it holds that A ∈ negl(𝜆) (𝜆).

Proof. The only difference between H5 and H6 is, that S6 stores additional information in

H6 that was accessible even in H5. Additionally, this game introduces a new abort-criteria.

For indistinguishability of H5 and H6, we thus have to show that those two criteria are, in

fact, equivalent. In H5, 𝑂 fetches the key pk𝑈 belonging to pid𝑈 from F
BB
, thus effectively

asking (since H2) S6 for the key that pid𝑈 registered there. Thus, instead of S6 simulating

F
BB

and giving 𝑂 the key pk𝑈 so 𝑂 can verify that pk𝑈 is the one that was used in Π,
S6 now does the exact same thing, only that, due to the simulation of F

BB
, no further

interaction is required to obtain pk𝑈 . Hence, aborts inH5 due to a duplicate or mismatching

pk𝑈 occur if and only if aborts in H6 happen due to a duplicate or mismatching pk𝑈 . Thus,
both distributions from H5 and H6 are equivalent.

Lemma A.3.28 (Indistinguishability of H6 and H7). LetZ be a PPT-environment. LetZ
distinguish H6 and H7 with probability 1/2 + A. Then it holds that A ∈ negl(𝜆) (𝜆).

Proof. Extraction is possible due to the different crs introduced in H5 and the fact that

each witness only has elements from the target group, so 𝐹 -extractability of POK suffices

to obtain pk𝑈 . The public key pk𝑈 is contained in every language used throughout the

system. The user found by looking up pid𝑈 := 𝑓ID(pk𝑈 ) is the correct user.
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Assume for the sake of contradiction that S7 aborts in H7 because pid𝑈 = ⊥, but S6 would
successfully terminate in H6. The following behavior by𝑈 could have caused this:

𝑈 proved a faulty statement. The correctness property of POK would cause this to be

detected in H6 by 𝑂 with overwhelming probability, thus causing an abort.

𝑈 changed the commitment comid in the statement. Then the proof of equivalence be-

tween comid and the rerandomized comid would have to be forged, thus breaking the

statement of Π. This would also cause an abort in H7, due to the correctness of POK.

𝑈 opened comid to to a different pk′𝑈 . In this case, the binding-property of the commit-

ment schemeCOMwould be violated. Since we assumedCOM to be unconditionally

binding, this cannot occur.

𝑈 created its own signature. In case the user𝑈 created a signature 𝜎 on a new logbook

Log′ containing a public key pk′𝑈 ≠ pk𝑈 without knowing the operator’s secret key

sk𝑂 ,𝑈 would break the unforgeability of SIG. By requirement on SIG, this is possible
only with probability negligible in 𝜆.

The reverse is also true; if 𝑂 discards the proof Π in H6, then they do so too in H7, as this

part has not been changed.

Lemma A.3.29 (Indistinguishability of H7 and H8). LetZ be a PPT-environment. LetZ
distinguish H7 and H8 with probability 1/2 + A. Then it holds that A ∈ negl(𝜆) (𝜆).

Proof. Indistinguishability of those two games trivially follows; the new machine is only

accessible by honest parties, who follow the protocol. Their protocol description inH8 does

not include any access to F
PUBA

. The simulator doesn’t access F
PUBA

either, so the two

distributions of H7 and H8 are statistically close and hence, the best any PPT-environment

Z can do is guessing.

Lemma A.3.30 (Indistinguishability of H8 and H9). LetZ be a PPT-environment. LetZ
distinguish H8 and H9 with probability 1/2 + A. Then it holds that A ∈ negl(𝜆) (𝜆).

Proof. Indistinguishability of the two games directly follows from the facts that (1) both

tasks for Init and SignFP that contain the TSA TSA are executed with an honest operator

𝑂 , and (2) none of the two aforementioned tasks contain any secret inputs of TSA. Hence,

the role of TSA can be played by S9, who creates the same message distribution. This

implies indistinguishability based on the fact that in the view of Z, the two games are

equivalent.

Lemma A.3.31 (Indistinguishability of H9 and H10). LetZ be a PPT-environment. LetZ
distinguish H9 and H10 with probability 1/2 + A. Then it holds that A ∈ negl(𝜆) (𝜆).
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Proof. The rewriting is purely cosmetical, as essentially the same code is executed on

different machines. In H9, the commitment comfp is computed by 𝑂 , the signature 𝜎fp is

computed by TSA, and the resp. values are fetched by 𝑂 prior to a computation with

F
PPA

. In H10, all these steps are done by the simulator. Since TSA is honest and its key

has thus been created by S10 and the relevant information for comfp and 𝜎fp are leaked by

𝑂 , the honest code can be executed directly.

Finally, the last change induced is the replaced check with the decommitment information.

Since this is essentially a rewriting, this change is purely cosmetical and hence undetectable.

Lemma A.3.32 (Indistinguishability of H10 and H11). LetZ be a PPT-environment. LetZ
distinguish H10 and H11 with probability 1/2 + A. Then it holds that A ∈ negl(𝜆) (𝜆).

Proof. 𝑂 is a PPT-machine, which executes code based on the secret input fromZ. Knowing

this input from the leak, S11 can execute the code of the honest𝑂 by following the protocol.

This trivially leads to statistical indistinguishability.

Lemma A.3.33 (Indistinguishability of H11 and H12). LetZ be a PPT-environment. LetZ
distinguish H11 and H12 with probability 1/2 + A. Then it holds that A ∈ negl(𝜆) (𝜆).

Proof. The major change induced in this game hop has the simulator reporting valid

zero-commit-ments instead of valid commitments on function parameters fp. LetZ be

an environment that distinguishes the two games from H11 and H12. We construct an

adversaryA that breaks the hiding property of COM, which we model similar to IND-CPA

for encryption schemes. We adapt the LR-view, stating that the challenger C on the hiding

game provides us with an oracle that accepts two different inputs, but outputs a valid

commitment on a fixed one of them.

The adversary A can thus create the transcript from H11, but whenever a commitment

comfp on the FPs fp is required, A sends the two messages (0, fp) to C and obtains a

commitment on one of them.

Note that if the commitment always uses the former entry,A perfectly simulates H12, and

if the commitment always uses the latter entry, A perfectly simulates H11.

It thus follows that the success probability ofZ in detecting this game hop is limited by

the probability of A to break the hiding game, which is negligible.

Lemma A.3.34 (Indistinguishability of H12 and H13). LetZ be a PPT-environment. LetZ
distinguish H12 and H13 with probability 1/2 + A. Then it holds that A ∈ negl(𝜆) (𝜆).

Proof. The case here is similar to that from Lemma A.3.32. S13 can execute the code of

any honest user 𝑈 , since honest user reveal their identity to S13; by leaking the secret

input, S13 can follow the protocol of𝑈 from H12. Indistinguishability follows.
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Lemma A.3.35 (Indistinguishability of H13 and H14). LetZ be a PPT-environment. LetZ
distinguish H13 and H14 with probability 1/2 + A. Then it holds that A ∈ negl(𝜆) (𝜆).

Proof. The proxy itself has no secrets, so no leaks are required here. Hence, all messages

of 𝑃 depend only on messages it has seen before. Since S14 can see those messages as

well and 𝑃 is a PPT-machine, S14 can execute the code of honest proxies, thus causing a

statistically indistinguishable distribution from H13.

Lemma A.3.36 (Indistinguishability of H14 and H15). LetZ be a PPT-environment. LetZ
distinguish H14 and H15 with probability 1/2 + A. Then it holds that A ∈ negl(𝜆) (𝜆).

Proof. Indistinguishability of H14 and H15 follows from the fact that in both cases the

messages depend on exactly the same values. Essentially, the same code is executed, only

by different machines; the game hop is only a cosmetical one.

In more detail, the situation looks as follows:

UReg,𝑈 corrupted,𝑂 honest. Here, the definition ofF
PUBA

andS15, who callsF (Δ)𝑃𝑈𝐵𝐴
-UReg

with the correct inputs in𝑈 , implies correct behavior. The input in𝑈 is correct due

to the extractability and the pid is correct as a wrong pid would require the user to

break the Co-CDH assumption by computing the id id of the public key pk𝑈 stored

in F
BB
.

Bookkeeping,𝑈 corrupted,𝑂 honest. In H14, the user holds its own logbook Log with

the corresponding user historyUH . In H15, F
PUBA

executes the same function Δ
on the inputs to F

PUBA
, that the simulator computed in H14. In H15, the correct

– and latest – input is used by definition of the ideal functionality. The transfer

values (𝛼, s, a) are output to 𝑈 and hence visible to S15 and the commitment and

decommitment on a can be computed directly by S15. If this value would have been

the same in H14 then indistinguishability for any exectution of the Bookkeeping-task

trivially follows; the best any 𝑃𝑃𝑇 -environmentZ could do here is to guess.

So assume that there is some set of inputs, for whichZ can differentiate between

H14 and H15 notably better than guessing based on the Bookkeeping task. Since the

computation performed by the simulator in H14 is exactly the same as the one F
PUBA

does in H15 andZ cannot lie about in𝑈 (as it is input into F
PPA

), the only wayZ
could try to win here is by providing different inputUH . There are different ways

Z could achieve that:

• Z provides a wrong proof regarding 𝜎 . Then, we could build an environment

that either forges a signature 𝜎 and uses an honest witness, or fakes a proof

ΠVal and uses a false witness. The former would contradict our EUF-CMA re-

quirement for SIG, the latter would contradict the soundness-property required

for POK.
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• Z provides the correct information of a different corrupted user𝑈 ′. We assumed

SIG to be EUF-CMA-secure, thus assuring unforgeability of the signature 𝜎

on Log. Hence, S15 would extract the id pk𝑈 of 𝑈 ′. By a lookup from 𝑓ID, S15
would get the pid of 𝑈 ′ and provide input to F

PUBA
in the name of 𝑈 ′. Thus,

F
PUBA

uses the sameUH , that would have been used by the simulator in H14.

Hence, assuming that F
PUBA

internally updatesUH correctly (which we will show

for the other tasks as well), this change cannot be used to increase the chance ofZ
to differentiate.

Outsource,𝑈 corrupted,𝑂 honest, 𝑃 honest. Here, too, indistinguishability trivially

follows from the correctness of inputs; we merely copied the reconstruction of shares

for this scenario from Analytics to Outsource. Those are input directly into F
PUBA

,

where they are used later. The shares ⟨in𝑈 ⟩𝑃 and ⟨in𝑈 ⟩𝑂 are either correct, in which

case F
PUBA

will use them accordingly during Analytics. Or they are not, in which

case S15 sets in𝑈 := ⊥; the reconstruction H14 would fail during the Outsource-task,

which also happens in H15. With the two parties performing Analytics being honest,

no further problems arise during the subsequent execution. The extraction of pk𝑈
further removes the ability ofZ to cheat by letting S15 send input to F

PUBA
in the

name of the wrong𝑈 .

Outsource,𝑈 honest, 𝑃 corrupted,𝑂 honest. In this case, it is not possible to cheat

without being detected. By knowing the input Z would have given to 𝑃 , S15 can
mimic the behavior of an honest dummy proxy and forward it into F

PUBA
.

Outsource,𝑈 corrupted, 𝑃 corrupted,𝑂 honest. The correct user𝑈 can be determined

via extraction of Π, so no Z cannot use two different users for the two games

here. However, in this task, S15 information-theoretically cannot determine the

correct input in𝑈 , as it only sees one part ⟨in𝑈 ⟩𝑃 of the additive sharing—the

second part, ⟨in𝑈 ⟩𝑂 , is sent between two corrupted parties and hence not visible

for S15. However, in the subsequent Analytics execution, S15 learns the shares that
𝑈 sent to 𝑃 via simulation of F

PPA
. There, S15 can reconstruct in𝑈 . Note that

there is no difference between S15 learning the input during the Outsource task and

inserting it into F
PUBA

right away and S15 learning it during the Analytics task, since
F
PUBA

allows S15 to update the input in𝑈 for all corrupted users before starting the

computation during Analytics. Thus, the same input in𝑈 is used in both games.

Analytics, 𝑃 corrupted,𝑂 honest. Here, S15 still uses the same shares for the operator

in both games and receives (and verifies) all proxy-shares input into F
PPA

in both

games, there is no direct change here. The only new thing is the equivocation of

in𝑈 for corrupted users. This change was already discussed above; the remaining

protocol remains equivalent, since S15 only does in H15 what honest parties would

do in H14.

Update,𝑈 corrupted, 𝑃 honest,𝑂 honest. The values that determine the messages are

still equivalent in both games. The values for 𝑓
(𝑃)
UI

and 𝑓
(𝑂)
UI

were honestly kept by
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S15, so both just follow the same protocol. As nothing is done with the output of

F
PUBA

, distinguishing here is not possible.

Update,𝑈 honest, 𝑃 corrupted,𝑂 honest. The linking number that was sent as leak

by 𝑈 to the simulator in H14 trivially equals 𝑓LN(ssid) that was kept by S15 in H15.

During the Outsource task, assuming lin is sampled from a sufficiently large space,

then the probability that the mapping lin→ ssid is unique becomes overwhelming.

During the Update task, this does not change. If this wouldn’t be the case,Z would

have to create a duplicate lin, which, with Blum coin toss, is possible only with

negligible probability. Even then, S15 in H15 would use the correct linking number

lin. Note further thatZ has no way on how to lie about ssid.

Update,𝑈 corrupted, 𝑃 corrupted,𝑂 honest. Here, the simulator only has to ensure

that the interaction between 𝑂 and𝑈 is canonical. Again, nothing here depends on

the output of F
PUBA

, it is only called to keep the functionality in a consistent space.

Hence, the changes induced here provide no advantage toZ in distinguishing the

two games.

Lemma A.3.37 (Indistinguishability of H15 and H16). LetZ be a PPT-environment. LetZ
distinguish H15 and H16 with probability 1/2 + A. Then it holds that A ∈ negl(𝜆) (𝜆).

Proof. We claim indistinguishability based on the fact that the two distributions from H15

and H16 are indistinguishable.

First, notice that the binary outcome of a Blum coin toss and a uniformly random bit cannot

be differentiated better that by guessing, so this change doesn’t provide any distinguishing

advantage.

To support our claim also regarding the new map 𝑓UI we consider all possible corruption

cases:

𝑃 honest,𝑂 honest. In case 𝑈 is also honest, the functionality F
PUBA

directly obtains

input from the respective parties during the Outsource task, which causes F
PUBA

to

load the correctUH and to use the input in𝑈 provided by𝑈 . Hence, the simulator

has to only remember that honest parties provided input, not what these inputs were.
Thus, inserting the special symbol ⊥ to keep the list size consistent suffices, since

those values are never used again.

In case 𝑈 is corrupted,Z has to send shares ⟨(·)⟩𝑃 and ⟨(·)⟩𝑂 in the name of 𝑈 to 𝑃

and 𝑂 , respectively. Neither of them are corrupted, so S16 can see both messages.

Since neither 𝑂 nor 𝑃 have secret inputs, S16 can follow the honest protocols, thus

producing the same distribution.
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𝑃 corrupted,𝑂 honest. If the user𝑈 is honest, then S16 has to send messages containing

valid shares of𝑈 s input, without actually knowing the input. Thus, S16 distributes
zero-shares; the environment Z can see only the part sent to 𝑃 , not the one sent

to 𝑂 . Obviously, no environment Z can distinguish its part of the zero-sharing

obtained inH16 from a valid sharing of the respective user input fromH15 better than

by randomly guessing. Hence, those distributions look equivalent. The simulator

follows the protocol of 𝑂 regarding 𝑓OI honestly, which causes no difference in the

distributions.

Against a corrupted user 𝑈 , S16 directly follows the protocol of 𝑂 . This trivially

causes the same distribution.

Since all possible cases cause indistinguishable distributions, our claim follows.

Lemma A.3.38 (Indistinguishability of H16 and H17). LetZ be a PPT-environment. LetZ
distinguish H16 and H17 with probability 1/2 + A. Then it holds that A ∈ negl(𝜆) (𝜆).

Proof. Again, indistinguishability follows from the fact that the messages sent are still

the same. All the leaks sent by honest parties to the simulator in H16 are ignored, the

messages are independent of any leaks still sent by the semi-dummy parties: the only

change between H16 and H17 is with respect to in𝑂 and in𝑈 . Both are input to F
PUBA

directly by the respective dummy party and used there accordingly. Hence, the change

induced by H17 doesn’t change the view of Z at all, which makes indistinguishability

trivial.

Lemma A.3.39 (Indistinguishability of H17 and H18). LetZ be a PPT-environment. LetZ
distinguish H17 and H18 with probability 1/2 + A. Then it holds that A ∈ negl(𝜆) (𝜆).

Proof. We generally assume that parties obtain pairwise shared keys at the beginning

of each task from F
KE
. This yields a key k, which they use for symmetric encryption

with the IND-CPA-secure symmetric encryption scheme ENC. Assume for the sake of

contradiction that there is a PPT environmentZ, which can distinguish between H17 and

H18 with advantage
1

2
+A forA ∉ negl(𝜆) (𝜆). We show that this implies an adversaryA

on the IND-CPA experiment of ENC:

We adapt the LR-view, that provides the reduction algorithm with an algorithm that on

input𝑚0,𝑚1 either always outputs ENC.Encrypt(sk, 𝑚0), or ENC.Encrypt(sk, 𝑚1).

Z distinguishes H17 and H18, andA can simulate the views correctly, by providing always

the oracle output on input (𝑚0, 0), where𝑚0 is the honest transcript; If the adversary

outputs H18, A sends 0 to C. If the adversary outputs H17, A outputs 1 to C.

Note thatA has the same success probability asZ, that is,
1

2
+A. Hence, by our assumption,

it follows that A ∈ negl(𝜆) (𝜆), which concludes our proof.

Lemma A.3.40 (Indistinguishability of H18 and H19). LetZ be a PPT-environment. LetZ
distinguish H18 and H19 with probability 1/2 + A. Then it holds that A ∈ negl(𝜆) (𝜆).
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Proof. By assumption on the group gp, a public key is uniformly distributed in 𝐺1. Any

environmentZ distinguishing H18 and H19 based on pk𝑈 would violate this assumption.

The simulator now lacks knowledge of the corresponding user id id. However, note that
id is never used in H18, so S19 can create a similar distribution in H19 independently of

id.

Lemma A.3.41 (Indistinguishability of H19 and H20). LetZ be a PPT-environment. LetZ
distinguish H19 and H20 with probability 1/2 + A. Then it holds that A ∈ negl(𝜆) (𝜆).

Proof. Indistinguishability easily follows from the fact that inH19, the only corrupted party

is 𝑃 and the only value depending on the proxy is lin. Hence, ΠVerify only aborts, iff 𝑃 sent

a wrong linking number lin. This is still the case in H20, thus making indistinguishability

trivial.

Thus, we can now finally prove our final security statement:

Corollary A.3.42 (System Security). For all environments Z who statically corrupted a
subset𝑈 ′ ⊆ 𝑈 and the proxy 𝑃 , it follows that

ΠPUBA

(F
PPA

, F
BB
, F

SMT
, F os−auth

SMT
, F

CRS
) ≥𝑈𝐶 FPUBA

We have shown in Lemma A.3.23 to Lemma A.3.41, that for an honest operator, the

simulatorSSysSec acting in the ideal world can provide a view forZ that is indistinguishable

from a real execution of the protocol:

viewZ,A,ΠPUBA
≈𝑐 viewZ,SSysSec,F

PUBA

Thus, by combining Corollaries A.3.22 and A.3.42, our main claim follows:

Corollary A.3.43 (Security). Assuming that SIG is an EUF-CMA-secure structure preserving
signature scheme, POK is a trapdoor dual-mode NIZKPoK scheme, gp = (G1, G2, GT, 𝑒, 𝑝,

𝐺1, 𝐺2) is a pairing-group where the Co-CDH assumption is hard, COM is an unconditionally
hiding (and computationally binding) homomorphic commitment scheme, where images of
COM can efficiently be inverted, then for all environmentsZ who do not corrupt the operator
𝑂 and the proxy 𝑃 at the same time, it holds that

ΠPUBA

(F
PPA

, F
BB
, F

SMT
, F os−auth

SMT
, F

CRS
) ≥𝑈𝐶 FPUBA

It follows that our protocol ΠPUBA is at least as secure as the ideal functionality F
PUBA

.
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This chapter contains some additional information for POBA, mainly the formal proof of

security in Section B.2. Additionally, Section B.1 gives more details on the zero-knowledge

proofs used in our system, including the concrete pairing-product equations that we

prove.

B.1. Implementation Details of the NIZK

To achieve efficient straight-line simulation-extractability for our statements, we augment

the Groth–Sahai (GS) non-interactive proof system for pairing product equations [GS08;

EG14] with the transformation described in [Gro06]. The GS proof system is a dual-mode

system in the common reference string model, which can be setup either in zero-knowledge

mode with a simulation trapdoor or in soundness mode with an extraction trapdoor. We

achieve straight-line extraction by using the extraction trapdoor, achieve zero-knowledge

simulation by standard transformation of generating an OR-proof of either the intended

statement or knowledge of a new simulation trapdoor (a signature under a verification key

that will also be part of the crs), and finally achieve simulation-extractability (and thus

also non-malleability) by the transformation described in [Gro06], i.e., adding a one-time-

signature scheme, generating a fresh keypair when generating a new proof, adding the

verification key to the statement and then signing the complete statement and proof.

The concrete PPE of the zero-knowledge branch are shown in Fig. B.1a. The concrete

pairing product equations (PPE) proved in the Groth–Sahai proof system in our imple-

mentation are provided in Figs. B.1b, B.1c and B.2. We use the notation of [EG14], where

variables of the statement have type G1_pub or G2_pub for elements of G1 and G2, respec-

tively, and variables of the statement can be of type either Gi_com or Gi_enc. Additionally,

there are variables g1 and g2 of type G1_base and G2_base representing the generators of

G1 and G2.
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PPE for ZK simulation branch

// Statement

1 : G1_pub zkPK // simulation pk from crs

2 : G2_pub zkHash // hash of statement

// Witness

3 : G2_enc zkSig // BLS signature on zkHash

// Equations

4 : e(zkPK,g2) + e(g1,zkHash) - e(g1,zkSig) = 0

(a) The concrete equations of the simulation branch.

PPE for RUR

// Statement

1 : G1_pub pk

// Witness

2 : G2_enc sk

// Equations

3 : e(pk,g2) + e(g1,sk) = 0

(b) The concrete equations to implement RUR.

PPE for RPE

// Statement

1 : G1_pub pk // pk𝑈
2 : G1_pub addr // addr

3 : G1_pub ek // ek

4 : G1_pub ct1 // ciphertext of addr

5 : G1_pub ct2

// Witness

6 : G2_enc sk // sk𝑈
7 : G2_com rinv // 𝑟 −1

// Equations

8 : // encryption of addr

9 : e(ct1,g2) + e(g1,rinv) = 0

10 : e(ct2,g2) + e(ek,rinv) - e(addr,g2) = 0

11 : // knowledge of sk𝑈
12 : e(pk,g2) + e(g1,sk) = 0

(c) The concrete equations to implement RPE.

Figure B.1.: The concrete pairing product equations to realize the different zero-knowledge proofs.
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PPE for RCE

// Statement

1 : G1_pub ct1 // ciphertext of addr

2 : G1_pub ct2

3 : G1_pub ek // ek

4 : G2_pub ppA11 // crs of TSIG

5 : G2_pub ppA21

6 : G2_pub ppUA11

7 : G2_pub ppUA21

8 : G2_pub ppVA11

9 : G2_pub ppVA21

10 : G1_pub ppB11

11 : G1_pub ppB21

12 : G1_pub ppBtU11

13 : G1_pub ppBtU12

14 : G1_pub ppBtV11

15 : G1_pub ppBtV12

16 : G2_pub vk11

17 : G2_pub vk21

18 : G2_pub vk31

19 : G2_pub h // hash of entry

// Witness

1 : G1_com pk

2 : G1_com addr

3 : G2_enc sk

4 : G2_com rinv // 𝑟 −1

5 : G1_com fsig11 // TSIG signature

6 : G1_com fsig12

7 : G1_com ssig11

8 : G1_com ssig12

9 : G1_com tsig11

10 : G1_com tsig12

11 : G2_enc fosig

// Equations

1 : e(ct1,g2) + e(g1,rinv) = 0 // encryption of addr

2 : e(ct2,g2) + e(ek,rinv) - e(addr,g2) = 0

3 : e(pk,g2) + e(g1,sk) = 0 // knowledge of sk𝑈
4 : e(g1,vk11) + e(pk,vk21) + e(addr,vk31) = 0 // valid TSIG signature

5 : e(fsig11,ppA11) + e(fsig12,ppA21) = 0

6 : e(ssig11,ppUA11) + e(ssig12,ppUA21) = 0

7 : e(tsig11, ppVA11) + e(tsig12,ppVA21) = 0

8 : e(tsig11, ppVA11) + e(tsig12,ppVA21) + e(ssig11,ppUA11) + e(ssig12,ppUA21) + e(g1,vk11)

+ e(addr,vk21) + e(pk,vk31) - e(fsig11,ppA11) - e(fsig12,ppA21) = 0

9 : e(ssig11, fosig ) - e(tsig11,g2) = 0

10 : e(ssig12, fosig) - e(tsig12,g2) = 0

Figure B.2.: The concrete equations to implement RCE.
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B.2. Security Proof

We now provide the formal proof of Theorem 4.3.1, i.e., of the UC-security of our protocol

ΠPOBA. First, we re-state the theorem formally:

Theorem B.2.1 (formal). If ZK is a straight-line simulation-extractable non-interactive
zero-knowledge proof system, SIG is an EUF-CMA-secure signature scheme, TSIG is a TS-UF-
1-secure threshold signature scheme, and TPKE is an IND-CPA-secure threshold PKE, then
ΠPOBA UC-realizes F in the {F

CRS
, F TPKE

Keygen
, F TSIG

Keygen
, F

SMT
, F os−auth

SMT
, FMPC(·), F ext

MPC(·)}-
hybrid model wrt. adversariesA that may statically corrupt any number of users maliciously
and up to 𝑡 ≤ 𝑛−1

2
operators passively.

To prove Theorem B.2.1, we first provide a simulator S and then show indistinguishability

to the real protocol through a series of games.

Simulator S
State of the Simulator
• Setup

– Common reference string crsZK
– Signature parameters crsTSIG
– Trapdoor tdZK for extracting and simulating zero-knowledge proofs

– Consortium encryption key ek and decryption key shares

{
vk𝑖 , dk𝑖

}
𝑖∈ [𝑛]

– Consortium verification key vk and signing key shares

{
vk𝑖 , 𝑠𝑘𝑖

}
𝑖∈ [𝑛]

• Global state

– A list LSFree of free logbook addresses

– The logbook index LSKeys that maps user public keys to logbook addresses

– The memory𝑀𝑗 for each period 𝑗

• For each honest operator:

– Its signature keypair (sk𝑂 , vk𝑂 )
– A list LPending of pending entries
– A value id last for indexing pending entries

• For each semi-honest operator:

– Its signature keypair (sk𝑂 , vk𝑂 )
– A share of the consortium signing key (vk𝑖 , sk𝑖 )
– A share of the consortium decryption key (vk𝑖 , dk𝑖 )
– A list LPending of pending entries
– A value id last for indexing pending entries
– A sharing of the oblivious memory Share𝑀𝑗 for each period 𝑗

– A list LFree of free logbook addresses

– The logbook index LKeys that maps user public keys to logbook addresses

• For each honest user:

– Verification key of home operator vk𝑈𝐻𝑂

– Credentials creds𝑈 := (sk𝑈 , pk𝑈 , addr, 𝜎 )
– List LUReceipt of receipts for logbook entries

Simulation of F
CRS

:
A corrupted party can issue calls to F

CRS
whenever it wants. Since simulation of F

CRS
is straightforward, we specify here once

how all calls from corrupted𝑈 and semi-honest𝑂 to F
CRS

are handled and omit calls to F
CRS

in the following description of the

simulator.

• Upon receiving (value) from a party 𝑃 to F
CRS

:

1. If this is the first time such a message is received:

a) Generate (crsZK, tdZK ) ← ZK.Setup(1𝜆 ) and store them

b) Generate crsTSIG ← TSIG.Setup(1𝜆 ) and store it

2. Report message (crsZK, crsTSIG ) from F
CRS

to P

Simulation of F
SMT

and Fos−auth
SMT

:
The simulator simply follows the description of these functionalities.
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Simulation of FTPKE
Keygen

:
• Upon receiving (Keygen, 1𝜆 ) from a semi-honest operator𝑂 :

1. If ek = ⊥
a) Run (ek,

{
vk𝑖

}
𝑖∈ [𝑛] ,

{
dk𝑖

}
𝑖∈ [𝑛] ) ← TPKE.Keygen(1𝜆, 𝑛, 𝑡 )

b) Store ek and

{
vk𝑖 , dk𝑖

}
𝑖∈ [𝑛]

2. Retrieve ek and (vk𝑖 , dk𝑖 ) ∈
{
vk𝑖 , dk𝑖

}
𝑖∈ [𝑛] for𝑂

3. After receiving input from all operators, output (ek, vk𝑖 , dk𝑖 ) to𝑂

Simulation of FTSIG
Keygen

:
• Upon receiving (Keygen, crsTSIG′ ) from a semi-honest operator𝑂 :

1. If vk = ⊥
a) Run (vk,

{
vk𝑖

}
𝑖∈ [𝑛] ,

{
sk𝑖

}
𝑖∈ [𝑛] ) ← TSIG.Keygen(crsTSIG, 𝑛, 𝑡 )

b) Store vk and

{
vk𝑖 , sk𝑖

}
𝑖∈ [𝑛]

2. Retrieve vk and (vk𝑖 , sk𝑖 ) ∈
{
vk𝑖 , sk𝑖

}
𝑖∈ [𝑛] for𝑂

3. After receiving input from all operators, output (vk, vk𝑖 , sk𝑖 )

Init (honest𝑂):
• Upon receiving (init, 𝑂 ) from F

POBA
:

1. Record input from𝑂 to FTPKE
Keygen

and FTSIG
Keygen

2. Wait for the simulations of FTPKE
Keygen

and FTSIG
Keygen

to deliver output to𝑂

3. If𝑀0 = ⊥, initialize the memory for period 0

4. Generate and store (sk𝑂 , vk𝑂 ) ← SIG.Keygen(1𝜆 )
5. Allow F

POBA
to deliver output

Init (semi-honest𝑂):
• The simulator executes the protocol honestly, sending the party’s state to the adversary after each activation and waiting for

continue from the adversary before sending out any messages to other parties. If the adversary did not make the protocol

abort, allow F
POBA

to deliver output.

UReg (honest𝑈 , honest 𝐻𝑂):
• Upon receiving ( (ureg, ssid, pid𝑈 ), 𝐻𝑂 ) from F

POBA
:

1. Report output (ssid ∥1, pid𝐻𝑂 , (ek, vk, vk𝑂 ) ) from FSMT
to𝑈

• When the adversary allows delivery of that output:

1. Wait until receiving ( (ureg, ssid, pid𝐻𝑂 ), 𝑈 ) from FPOBA (if it has not yet been received)

2. Store vk𝑂 as vk𝑈𝐻𝑂

3. Generate and store (sk𝑈 , pk𝑈 ) ← SIG.Keygen(1𝜆 )
4. Generate 𝜋sk𝑈 ← ZK.Sim(crsZK, RUR, stmt := pk𝑈 , tdZK )
5. Report output (ssid ∥2, pid𝑈 , (pk𝑈 , 𝜋sk𝑈 ) ) from FSMT

to𝑂

• When the adversary allows delivery of that output:

1. Get next free logbook address addr ← LFree .pop( )
2. Add (pk𝑈 , ⊥, addr, 𝑈 ) to LSKeys
3. Report a message (ssid, pk𝑈 , 𝜋sk𝑈 , addr, 𝑈 ) from 𝐻𝑂 to each other operator𝑂 ′

• For each semi-honest𝑂 ′ , when the adversary allows delivery of that message:

1. Wait until receiving ( (ureg, ssid ), 𝑂 ′ ) from F
POBA

(if it has not been received yet)

2. Execute the protocol honestly for 𝑂 ′, sending the party’s state to the adversary after each activation and waiting for

continue from the adversary before sending out any messages.

• For each honest𝑂 ′ , when the adversary allows delivery of that message:

1. Wait until receiving ( (ureg, ssid ), 𝑂 ′ ) from F
POBA

(if it has not been received yet)

2. Set 𝜎𝑖 ← TSIG.PartSign(crsTSIG, sk𝑖 , (pk𝑈 , addr ) ) where 𝑖 is the index of𝑂 ′
3. Report a message of length | (ssid, 𝜎𝑖 ) | from𝑂 ′ to 𝐻𝑂

• After the adversary allowed delivery of all messages from𝑂 ′ to 𝐻𝑂 :

1. Set𝑇 to be the first 𝑡 + 1 partial signatures 𝜎𝑖
2. 𝜎 ← TSIG.Combine(crsTSIG, 𝑇 )
3. Store (pk𝑈 , ⊥) in LHOAccounts and creds𝑈 := (sk𝑈 , pk𝑈 , addr, 𝜎 )
4. Report output (ssid ∥3, pid𝐻𝑂 , (addr, 𝜎 ) ) from F

SMT
to𝑈

5. Allow F
POBA

to deliver output to 𝐻𝑂

• After the adversary allowed delivery of the output of F
SMT

to𝑈 :

1. Allow F
POBA

to deliver output to𝑈
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UReg (honest𝑈 , semi-honest 𝐻𝑂):
• The simulator executes the protocol honestly for 𝐻𝑂 , sending the party’s state to the adversary after each activation and

waiting for continue from the adversary before sending out any messages to𝑈 .

• When the adversary allows delivery of the output (ssid ∥1, pid𝐻𝑂 , (ek, vk, vk𝑂 ) ) from FSMT
to𝑈 :

1. Wait until receiving ( (ureg, ssid, pid𝐻𝑂 ), 𝑈 ) from FPOBA (if it has not been received yet)

2. Generate and store (sk𝑈 , pk𝑈 ) ← SIG.Keygen(1𝜆 )
3. Store vk𝑂 as vk𝑈𝐻𝑂

4. 𝜋sk𝑈 ← ZK.Sim(crsZK, RUR, stmt := (pk𝑈 ), tdZK )
5. Report output (ssid ∥2, pid𝑈 , (pk𝑈 , 𝜋sk𝑈 ) ) from FSMT

to 𝐻𝑂

• For each𝑂 ′ , when the adversary allows delivery of the message (ssid, pk𝑈 , 𝜋sk𝑈 , addr, 𝑈 ) from 𝐻𝑂 :

1. Wait until receiving ( (ureg, ssid ), 𝑂 ′ ) from F
POBA

(if it has not been received yet)

2. For the first𝑂 ′:
a) Remove addr from LFree
b) Add (pk𝑈 , ⊥, addr, 𝑈 ) to LSKeys

3. Execute the protocol honestly for𝑂 ′

4. If 𝑂 ′ is semi-honest, send the party’s state to the adversary after each activation and wait for continue from the

adversary before sending out any messages.

• When the adversary allows delivery of the output (ssid ∥3, pid𝐻𝑂 , (addr, 𝜎 ) ) from F
SMT

to𝑈 :

1. If SIG.Vf (vk, (pk𝑈 , addr ), 𝜎 ) ≠ 1, abort

2. Store creds𝑈 := (sk𝑈 , pk𝑈 , addr, 𝜎 )
3. Allow F

POBA
to deliver output to𝑈

UReg (corrupted𝑈 ):
• The simulator executes the protocol honestly, sending each semi-honest party’s state to the adversary after each activation

and waiting for continue from the adversary before sending out any messages from it.

• Additionally, when receiving (ssid, pk𝑈 , 𝜋sk𝑈 ) from𝑈 , if the proof verifies successfully:

1. Extract wit := (sk𝑈 ) ← ZK.Ext(crsZK, RUR, stmt, 𝜋sk𝑈 , tdZK )
2. Store (pk𝑈 , sk𝑈 , addr, 𝑈 ) in LSKeys
3. Send (ureg, ssid, pid𝐻𝑂 ) to FPOBA on behalf of𝑈

• When simulation of 𝐻𝑂 sends the message (ssid ∥3, pid𝑈 , (addr, 𝜎 ) ) to F
SMT

, allow F
POBA

to deliver output to 𝐻𝑂

CreateEntry (honest𝑈 , honest𝑂):
• Simply report messages of the appropriate length.

CreateEntry (honest𝑈 , semi-honest𝑂):
• The simulator runs the protocol honestly for𝑂 , sending the party’s state to the adversary after each activation and waiting

for continue from the adversary before sending out any messages from it.

• Upon receiving ( (createentry, ssid ), user) and ( (createentry, ssid, period, entry), 𝑂 ) from F
POBA

:

1. Set addr := 0

2. Generate ct𝑈 ← TPKE.Encrypt(ek, addr ; 𝑟 )
3. Set ℎ :=𝐻 (period, ct𝑈 , entry)
4. Set stmt := (ct𝑈 , ek, crsTSIG, vk, ℎ)
5. Generate 𝜋 ← ZK.Sim(crsZK, RCE, stmt, tdZK )
6. Report output (send, ssid ∥1, (ct𝑈 , 𝜋 ) ) from Fos−auth

SMT
to𝑂

• When the adversary allows delivery of output (respond, ssid ∥1, (𝜎entry, vk𝑂 ) ) from Fos−authSMT
:

1. Store (entry, ct𝑈 , 𝑟 , 𝜎entry, vk𝑂 ) in LUReceipt
2. Allow F

POBA
to deliver output

CreateEntry (corrupted𝑈 , semi-honest𝑂):
• The simulator executes the protocol honestly for 𝑂 , sending the party’s state to the adversary after each activation and

waiting for continue from the adversary before sending out any messages.

• Additionally, the simulator does the following:

– When the adversary allows delivery of output (send, ssid ∥1, (entry𝑈 , ct𝑈 , 𝜋 ) ) from Fos−auth
SMT

, if the honest protocol

did not abort as a result of this message:

1. Get wit := (pk𝑈 , sk𝑈 , addr, 𝑟 , 𝜎 ) ← ZK.Ext(crsZK, RCE, stmt, 𝜋, tdZK )
2. Find (pk𝑈 , sk𝑈 , addr, 𝑈 ∗ ) in LSKeys, abort if no such entry exists

3. If𝑈 ∗ is honest, abort

4. Send (createentry, ssid, period, entry𝑈 ) to FPOBA on behalf of user𝑈 ∗
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CreateEntry (corrupted𝑈 , honest𝑂):
• After receiving ( (createentry, ssid ), 𝑂 ) from F

POBA
and the adversary allowing delivery of the output (send, ssid ∥1,

(entry𝑈 , ct𝑈 , 𝜋 ) ) from F
SMT

to𝑂 :

1. ℎ :=𝐻 (period, ct𝑈 , entry𝑈 ) , stmt := (ct𝑈 , ek, crsTSIG, vk, ℎ)
2. If Vf (crsZK, RCE, stmt, 𝜋 ) ≠ 1, ignore this message

3. Otherwise, get wit := (pk𝑈 , sk𝑈 , addr, 𝑟 , 𝜎 ) ← ZK.Ext(crsZK, RCE, stmt, 𝜋, tdZK ) , abort if this fails
4. Find (pk𝑈 , sk𝑈 , addr, 𝑈 ∗ ) in LSKeys, abort if no such entry exists

5. If𝑈 ∗ is honest, abort
6. Send (createentry, ssid, period, entry𝑈 , pid𝑂 ) to FPOBA on behalf of user𝑈 ∗

InsertEntry:
• Upon receiving ( (insert, ssid, period, id ), 𝑂 ) from F

POBA
(i.e.,𝑂 is semi-honest):

1. Honestly execute the protocol for 𝑂 , sending the party’s state to the adversary after each activation and waiting for

continue from the adversary before sending out any messages.

• Upon receiving ( (insert, ssid ), 𝑂 ) and ( (insert, ssid, period, id ), 𝑂 ) from F
POBA

(i.e.,𝑂 is honest):

1. Find (id, period, ct𝑈 , entry, 𝜋 ) ∈ LOPending and ignore this message if no entry with (id, period ) exists
2. Send (ssid, ct𝑈 , entry, 𝜋 ) to all𝑂 ′

3. Honestly run the checks from the real protocol

4. Treat𝑂 as having provided input to F
MPC(insert)

• Upon receiving ( (insert, ssid ), 𝑂 ′ ) from F
POBA

for honest𝑂 ′:
1. Wait until the adversary allowed delivery of the message (ct𝑈 , entry, 𝜋 ) from𝑂

2. Honestly run the checks from the real protocol

3. Treat𝑂 ′ as having provided input to F
MPC(insert)

• Upon receiving ( (insert, ssid ), 𝑂 ′ ) from F
POBA

for semi-honest𝑂 ′:
1. Honestly execute the protocol for 𝑂 ′, sending the party’s state to the adversary after each activation and waiting for

continue from the adversary before sending out any messages.

• Simulate F
MPC(insert) as follows:

– Upon receiving (Run, Share𝑀, Share𝑥 ) from all semi-honest operators and having treated all honest operators as having

provided input to F
MPC(insert) :

1. Chose a random addr∗ ∈ LSKeys
2. Ignore Share𝑀 and Share𝑥 , use𝑀 and partial decryptions of TPKE.Encrypt(ek, addr∗ ) instead
3. Follow the description of insert honestly

4. When delivering output to semi-honest operators, instead of Share𝑀 use Share0, where 0 is a memory the same size

as𝑀 but consisting only of 0-entries

• When the adversary allows delivery of output from F
MPC(insert) to an operator𝑂 , allow F

POBA
to deliver output to𝑂

ProveEntry (honest𝑈 , honest𝑂):
• Simply report a message of the appropriate length from𝑈 to𝑂 and allow F

POBA
to deliver output to𝑂 after the adversary

allowed that message to be delivered

ProveEntry (honest𝑈 , semi-honest𝑂):
• The simulator executes the protocol for 𝑂 honestly, sending the party’s state to the adversary after each activation and

waiting for continue from the adversary before sending out any messages.

• When F
POBA

wants to deliver output (ssid, proveentry, pid𝑈 , entry, period ) to𝑂 :

1. Retrieve (entry, ct𝑈 , 𝑟 , 𝜎entry, vk𝑂 ) from LUReceipt and (pk𝑈 , ⊥, addr, 𝑈 ) from LSKeys
2. Set stmt := (pk𝑈 , addr, ct𝑈 ) and 𝜋 ← ZK.Sim(crsZK, RPE, stmt, tdZK )
3. Report output (ssid ∥1, pid𝑈 , (period, entry, pk𝑈 , addr, 𝜎, ct𝑈 , 𝜎entry, vk𝑂 , 𝜋 ) ) to𝑂 from F

SMT

• When the adversary allows𝑂 to generate output, allow F
POBA

to deliver output to𝑂

ProveEntry (corrupted𝑈 )
• When the adversary allows delivery of output (ssid ∥1, pid𝑈 , (period, entry, pk𝑈 , addr, 𝜎, ct𝑈 , 𝜎entry, vk𝑂 , 𝜋 ) ) from
F
SMT

:

1. Follow the steps of the honest protocol, sending the party’s state to the adversary after each activation and waiting for

continue from the adversary before sending out any messages if𝑂 is semi-honest

2. Before asking the adversary for permission to deliver output:

a) Set stmt := (pk𝑈 , addr, ct𝑈 )
b) Get wit := (𝑟, sk𝑈 ) ← ZK.Ext(crsZK, RPE, stmt, 𝜋, tdZK ) , abort if this fails
c) Find the entry (pk𝑈 , sk𝑈 , addr, 𝑈 ∗ ) in LSKeys, abort if no matching entry exists

d) If𝑈 ∗ is honest, abort

e) Send message (proveentry, ssid, entry, period, 𝑂 ) to F
POBA

on behalf of𝑈 ∗

3. When the adversary allows𝑂 to deliver output, allow F
POBA

to deliver output to𝑂
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Analytics:
• If all operators are honest, simply report messages for revealing output shares of the appropriate lengths.

• Otherwise (at least one operator is semi-honest), upon receiving ( (analytics, ssid, func,
{
period𝑖

}
, {𝑈𝑖 }, aux𝑂 ′ ), 𝑂 ′ )

from F
POBA

(i.e.,𝑂 ′ is semi-honest):

1. Simulate 𝑂 ′ honestly, sending the state to the adversary after each activation and waiting for continue from the

adversary before sending out any messages.

2. When the adversary allows generation of output, allow F
POBA

to deliver output to𝑂 ′

• Upon receiving ( (analytics, ssid ), 𝑂 ) from F
POBA

(i.e.,𝑂 is honest):

1. Do nothing

• Wait until receiving (analytics, ssid, sequence) and outputs (ssid, result𝑂 ′ ) for each semi-honest operator𝑂 ′ , then
simulate Fext

MPC(func) as follows:

1. For each honest𝑂∗, set result𝑂∗ := 0

2. Set result :=
⋃
result𝑂 (this is 0 for honest operators, and the output of F

POBA
for semi-honest operators)

3. Output shares Share(stop,result) , {Share𝑀𝑖 }, round, sequence to all parties

• When the simulation of Fext
MPC(func) has delivered output to honest𝑂 :

1. For each semi-honest𝑂 ′ , reveal Shareresult𝑂 ′ to𝑂 ′

2. For each honest𝑂∗, report a message of the correct length from𝑂 to𝑂∗

• When the adversary allowed delivery of all share reveals towards an honest operator𝑂 :

1. Allow F
POBA

to deliver output to𝑂

We proceed in a series of games, starting with the real experiment, which we gradually

transform into the ideal experiment. In these games, F 𝑖+1
behaves the same as F 𝑖

except

for the stated changes, and S𝑖+1 behaves the same as S𝑖 except for the stated changes.

Game 0. Hybrid 0 is the real experiment. That is,

𝐻0
:= ExpΠPOBA

F
CRS

,F TPKE
Keygen

,F TSIG
Keygen

,F
MPC( ·) ,FMPC,S0,Enc

with S0
being the dummy adversary and all parties executing the real protocol.

Game 1. In hybrid 1, the simulator S1
assumes control of F

CRS
, F TPKE

Keygen
, F TSIG

Keygen
, and

FMPC(·) but still executes them honestly. We also introduce F 1
(see Fig. B.3) and all honest

parties are replaced by dummy parties that forward their inputs to F 1
and when receiving

output from F 1
forward it to the environment. F 1

, upon receiving any message from a

dummy party, forwards it to the simulator S1
and asks it for output. S1

simply executes

the real protocol for all honest parties using the inputs received from F 1
and instructs F 1

to deliver the resulting outputs.

F 1

• Upon receiving some input (msg) from party 𝑃 :

1. Send (in, 𝑃,msg) to the simulator

• Upon receiving (out, 𝑃,msg) from the simulator:

1. Send (msg) to party 𝑃

Figure B.3.: F 1

Proof Sketch: Game 0 ≈ Game 1.
S1

executes the same code as the real parties on the same inputs. Thus, Game 0 and

Game 1 are identical from the environment’s view.

Game 2. In this game, S2
generates the common reference string for the zero-knowledge

proof systemwith an extraction and simulation trapdoor tdZK as (crsZK, tdZK) ← ZK.Setup(1𝜆).
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Handling of (init) in F 2

• Upon receiving input (init) from operator𝑂 :

1. Send (in,𝑂, (init) ) to the simulator.

• Upon receiving (out,𝑂, (init,ok) ) from the simulator,

1. Send (init,ok) to𝑂 .

Handling of (init) in F 3

• Upon receiving input (init) from operator𝑂 :

1. Send ( (init),𝑂 ) to the simulator

2. After receiving input from all𝑂 ∈ O, set initialized := 1

3. Deliver private delayed output (init,ok) to𝑂
• Upon receiving (out,𝑂, (init,ok) ) from the simulator:

1. Ignore this message.

Figure B.4.: Changes to F
POBA

Handling of (init) in S2

Upon receiving (in,𝑂, (init) ) from F2:
1. Run the protocol honestly for𝑂

2. When the protocol would generate output (init,ok) for
𝑂 , send (out,𝑂, (init,ok) ) to F2

Handling of (init) in S3

Upon receiving ( (init),𝑂 ) from F3:
• If𝑂 is semi-honest:

1. Run the protocol honestly, sending the party’s state

to the adversary after each activation and waiting for

continue from the adversary before sending out any

messages to other parties. If the adversary did not make

the protocol abort, allow F3 to deliver output.

• If𝑂 is honest:

1. Record input from𝑂 to FTPKE
Keygen

and FTSIG
Keygen

2. Wait for the simulations of FTPKE
Keygen

and FTSIG
Keygen

to deliver

output to𝑂
3. If𝑀0 = ⊥, initialize the memory for period 0

4. Store (sk𝑂 , vk𝑂 ) ← SIG.Keygen(1𝜆 )
5. Allow F3 to deliver output

Figure B.5.: Changes to S

Proof Sketch: Game 1 ≈ Game 2.
Indistinguishability follows from the simulation-extractability of ZK.

Game 3. In this game, F 3
handles (init) inputs the same way as F

POBA
and S3

handles

them the same way as S. The changes to F 3
are detailed in Fig. B.4 and to S3

in Fig. B.5.

Proof Sketch: Game 2 ≈ Game 3.
Simulation for semi-honest operators is identical between these games (only the format of

the message from F 3
changed). The only visible effect of honest operators is F TPKE

Keygen
and

F TSIG
Keygen

delivering output to semi-honest operators only after all honest operators have

called it.

Game 4. In this game, F 4
handles messages (ureg, . . .) the way F

POBA
does if both the

user and the home operator involved are honest. The changes to S4
are detailed in Fig. B.6.

Proof Sketch: Game 3 ≈ Game 4.
The only change visible to the environment between these two games is how 𝜋sk𝑈 is

generated, the lengths of messages between honest parties and the other parts of the

messages to semi-honest parties are identical in both games. Thus, the probability of
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UReg in S3, honest𝑈 , honest 𝐻𝑂

• Upon receiving (in, 𝐻𝑂, (ureg, pid𝑈 , ssid ) ) from F3, per-
form as 𝐻𝑂 :

1. Send message (ssid ∥1, pid𝑈 , (ek, vk, vk𝑂 ) ) to FSMT

• Upon receiving (in, 𝑈 , (ureg, ssid, pid𝐻𝑂 ) ) from F3,
perform as𝑈 :

1. Wait until (ssid ∥1, pid𝐻𝑂 , (ek, vk, vk𝑂 ) ) was received
from F

SMT

2. Store ek, vk and vk𝑂 as vk𝐻𝑂

3. Obtain and store crsZK and crsTSIG from F
CRS

4. (sk𝑈 , pk𝑈 ) ← SIG.Keygen(1𝜆 )
5. stmt := (pk𝑈 ) , wit := (sk𝑈 )
6. 𝜋sk𝑈 ← Prove(crsZK, RUR, stmt,wit )
7. Send message (ssid ∥2, pid𝐻𝑂 , (pk𝑈 , 𝜋sk𝑈 ) ) to FSMT

• After delivering output (ssid ∥2, pid𝑈 , (pk𝑈 , 𝜋sk𝑈 ) ) from
F
SMT

to 𝐻𝑂 , perform as 𝐻𝑂 :

1. stmt := (pk𝑈 )
2. If Vf (crsZK, RUR, stmt, 𝜋sk𝑈 ) ≠ 1 abort

3. Get next free logbook address addr ← LFree .pop( )
4. Add (pk𝑈 , addr,𝑈 ) to LKeys
5. Send message (ssid, pk𝑈 , 𝜋sk𝑈 , addr,𝑈 ) to each𝑂 ′

• Upon receiving (in,𝑂 ′, (ureg, ssid ) ) from F3, perform
as𝑂 ′ (for each𝑂 ′):
1. Wait until (ssid, pk𝑈 , 𝜋sk𝑈 , addr,𝑈 ) was sent from 𝐻𝑂

to𝑂 ′

2. stmt := (pk𝑈 )
3. If Vf (crsZK, RUR, stmt, 𝜋sk𝑈 ) ≠ 1 or addr ∉ LFree abort
4. Remove addr from LFree, add (pk𝑈 , addr,𝑈 ) to LKeys
5. 𝜎𝑖 ← TSIG.PartSign(crsTSIG, sk𝑖 , (pk𝑈 , addr ) )
6. Send message (ssid, 𝜎𝑖 ) to 𝐻𝑂

• After all messages (ssid, 𝜎𝑖 ) from honest and semi-honest

𝑂 ′ have been received by 𝐻𝑂 , perform as 𝐻𝑂 :

1. 𝜎𝑖 ← TSIG.PartSign(crsTSIG, sk𝑖 , (pk𝑈 , addr ) )
2. Set𝑇 to be the first valid 𝑡 + 1 partial signatures 𝜎𝑖
3. 𝜎 ← TSIG.Combine(crsTSIG,𝑇 )
4. Store (pk𝑈 ) in LHOAccounts
5. Send message (ssid ∥3, pid𝑈 , (addr, 𝜎 ) ) to F

SMT

6. Send (out, 𝐻𝑂, (ok) ) to F3
• After delivering output (ssid ∥3, pid𝐻𝑂 , (addr, 𝜎 ) ) from
F
SMT

to𝑈 , perform as𝑈 :

1. If TSIG.Vf (vk, (pk𝑈 , addr ), 𝜎 ) ≠ 1, abort

2. Store (sk𝑈 , pk𝑈 , addr, 𝜎 )
3. Send (out,𝑈 , (ok) ) to F3

UReg in S4, honest𝑈 , honest 𝐻𝑂

• Upon receiving ( (ureg, ssid, pid𝑈 ), 𝐻𝑂 ) from F4:
1. Report that F

SMT
wants to generate output (ssid ∥1,

pid𝐻𝑂 , (ek, vk, vk𝑂 ) ) to𝑈
• When the adversary allows delivery of that output:

1. Wait until receiving ( (ureg, ssid, pid𝐻𝑂 ),𝑈 ) from F4
(if it has not yet been received)

2. Store vk𝑂 as vk𝑈𝐻𝑂

3. Generate and store (sk𝑈 , pk𝑈 ) ← SIG.Keygen(1𝜆 )
4. Generate 𝜋sk𝑈 ← ZK.Sim(crsZK, RUR, stmt := (pk𝑈 ),
tdZK )

5. Report that F
SMT

wants to generate output (ssid ∥2,
pid𝑈 , (pk𝑈 , 𝜋sk𝑈 ) ) to𝑂

• When the adversary allows delivery of that output:

1. Get next free logbook address addr ← LFree .pop( )
2. Add (pk𝑈 ,⊥, addr,𝑈 ) to LSKeys
3. Report a message (ssid, pk𝑈 , 𝜋sk𝑈 , addr, 𝑈 ) from 𝐻𝑂

to each other operator𝑂 ′

• For each semi-honest𝑂 ′ , when the adversary allows delivery
of that message:

1. Wait until receiving ( (ureg, ssid ),𝑂 ′ ) from F4 (if it has
not been received yet)

2. Execute the protocol honestly for𝑂 ′ , sending the party’s
state to the adversary after each activation and waiting

for continue from the adversary before sending out

any messages.

• For each honest𝑂 ′, when the adversary allows delivery of

that message:

1. Wait until receiving ( (ureg, ssid ),𝑂 ′ ) from F4 (if it has
not been received yet)

2. Set 𝜎𝑖 ← TSIG.PartSign(crsTSIG, sk𝑖 , (pk𝑈 , addr ) ) ,
where 𝑖 is the index of𝑂 ′

3. Report message (ssid, 𝜎𝑖 ) from𝑂 ′ to 𝐻𝑂

• After the adversary allowed delivery of all messages from

𝑂 ′ to 𝐻𝑂 :

1. Set𝑇 to be the first 𝑡 + 1 𝜎𝑖
2. 𝜎 ← TSIG.Combine(crsTSIG,𝑇 )
3. Store (pk𝑈 ,⊥) in LHOAccounts and creds𝑈 :=

(sk𝑈 , pk𝑈 , addr, 𝜎 )
4. Report that F

SMT
wants to generate output (ssid ∥3,

pid𝐻𝑂 , (addr, 𝜎 ) ) to𝑈
5. Allow F4 to deliver output to 𝐻𝑂

• After the adversary allowed delivery of the output from

F
SMT

to𝑈 :

1. Allow F4 to deliver output to𝑈

Figure B.6.: Handling registration for honest user and home operator

the environment to distinguish these games is bounded by the probability to break zero-

knowledge of ZK, and hence these games are indistinguishable.

Game 5. In this game, F 5
handles messages (ureg, . . .) the way F

POBA
does if the user

involved is honest but the home operator is semi-honest. The changes to S5
are detailed

in Fig. B.7.

Proof Sketch: Game 4 ≈ Game 5.
Again, the only change visible to the environment is the generation of 𝜋sk𝑈 , all other mes-

sages are the same in both games. Thus, the probability of the environment to distinguish
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UReg in S4,
honest𝑈 ,semi-honest 𝐻𝑂

• Upon receiving (in, 𝐻𝑂, (ureg, pid𝑈 , ssid ) ) from F4,
perform as 𝐻𝑂 :

1. Send message (ssid ∥1, pid𝑈 , (ek, vk, vk𝑂 ) ) to FSMT

• Upon receiving (in, 𝑈 , (ureg, ssid, pid𝐻𝑂 ) ) from F4,
perform as𝑈 :

1. Wait until (ssid ∥1, pid𝐻𝑂 , (ek, vk, vk𝑂 ) ) was received
from F

SMT

2. Store ek, vk and vk𝑂 as vk𝐻𝑂

3. Obtain and store crsZK and crsTSIG from F
CRS

4. (sk𝑈 , pk𝑈 ) ← SIG.Keygen(1𝜆 )
5. stmt := (pk𝑈 ) , wit := (sk𝑈 )
6. 𝜋sk𝑈 ← Prove(crsZK, RUR, stmt,wit )
7. Send message (ssid ∥2, pid𝐻𝑂 , (pk𝑈 , 𝜋sk𝑈 ) ) to FSMT

• After delivering output (ssid ∥2, pid𝑈 , (pk𝑈 , 𝜋sk𝑈 ) ) from
F
SMT

to 𝐻𝑂 , perform as 𝐻𝑂 :

1. stmt := (pk𝑈 )
2. If Vf (crsZK, RUR, stmt, 𝜋sk𝑈 ) ≠ 1 abort

3. Get next free logbook address addr ← LFree .pop( )
4. Add (pk𝑈 , addr,𝑈 ) to LKeys
5. Send message (ssid, pk𝑈 , 𝜋sk𝑈 , addr,𝑈 ) to each𝑂 ′

• Upon receiving (in,𝑂 ′, (ureg, ssid ) ) from F4, perform
as𝑂 ′ (for each𝑂 ′):
1. Wait until (ssid, pk𝑈 , 𝜋sk𝑈 , addr,𝑈 ) was sent from 𝐻𝑂

to𝑂 ′

2. stmt := (pk𝑈 )
3. If Vf (crsZK, RUR, stmt, 𝜋sk𝑈 ) ≠ 1 or addr ∉ LFree abort
4. Remove addr from LFree, add (pk𝑈 , addr,𝑈 ) to LKeys
5. 𝜎𝑖 ← TSIG.PartSign(crsTSIG, sk𝑖 , (pk𝑈 , addr ) )
6. Send message (ssid, 𝜎𝑖 ) to 𝐻𝑂

• After all messages (ssid, 𝜎𝑖 ) from honest and semi-honest

𝑂 ′ have been received by 𝐻𝑂 , perform as 𝐻𝑂 :

1. 𝜎𝑖 ← TSIG.PartSign(crsTSIG, sk𝑖 , (pk𝑈 , addr ) )
2. Set𝑇 to be the first valid 𝑡 + 1 partial signatures 𝜎𝑖
3. 𝜎 ← TSIG.Combine(crsTSIG,𝑇 )
4. Store (pk𝑈 ) in LHOAccounts
5. Send message (ssid ∥3, pid𝑈 , (addr, 𝜎 ) ) to F

SMT

6. Send (out, 𝐻𝑂, (ok) ) to F4
• After delivering output (ssid ∥3, pid𝐻𝑂 , (addr, 𝜎 ) ) from
F
SMT

to𝑈 , perform as𝑈 :

1. If TSIG.Vf (vk, (pk𝑈 , addr ), 𝜎 ) ≠ 1, abort

2. Store (sk𝑈 , pk𝑈 , addr, 𝜎 )
3. Send (out,𝑈 , (ok) ) to F4

UReg in S5, honest𝑈 ,
semi-honest 𝐻𝑂

• The simulator executes the protocol honestly for 𝐻𝑂 , send-

ing the party’s state to the adversary after each activation

and waiting for continue from the adversary before send-

ing out any messages to𝑈 .

• When the adversary allows delivery of output (ssid ∥1,
pid𝐻𝑂 , (ek, vk, vk𝑂 ) ) to𝑈 :

1. Wait until receiving ( (ureg, ssid, pid𝐻𝑂 ),𝑈 ) from F5
(if it has not yet been received)

2. Store vk𝑂 as vk𝑈𝐻𝑂

3. Generate and store (sk𝑈 , pk𝑈 ) ← SIG.Keygen(1𝜆 )
4. Generate 𝜋sk𝑈 ← ZK.Sim(crsZK, RUR, stmt := (pk𝑈 ),
tdZK )

5. Report that F
SMT

wants to generate output (ssid ∥2,
pid𝑈 , (pk𝑈 , 𝜋sk𝑈 ) ) to𝑂

• For each𝑂 ′ , when the adversary allows delivery of the mes-

sage (ssid, pk𝑈 , 𝜋sk𝑈 , addr,𝑈 ) from 𝐻𝑂 :

1. Wait until receiving ( (ureg, ssid ),𝑂 ′ ) from F5 (if it has
not been received yet)

2. For the first𝑂 ′:
a) Remove addr from LFree
b) Add (pk𝑈 ,⊥, addr,𝑈 ) to LSKeys

3. Execute the protocol honestly for𝑂 ′

4. If𝑂 ′ is semi-honest, send the party’s state to the adver-

sary after each activation and wait for continue from

the adversary before sending out any messages.

• After the adversary allowed delivery of the output from

F
SMT

to𝑈 :

1. If SIG.Vf (vk, (pk𝑈 , addr ), 𝜎 ) ≠ 1 abort

2. Store creds𝑈 := (sk𝑈 , pk𝑈 , addr, 𝜎 )
3. Allow F5 to deliver output to𝑈

Figure B.7.: Handling registration for honest user and semi-honest home operator

these games is again bounded by the probability to break zero-knowledge of ZK, and hence
these games are indistinguishable.

Game 6. In this game, F 6
handles messages (ureg, . . .) the way F

POBA
does if the user

involved is corrupted. The changes to S6
are detailed in Fig. B.8.

Proof Sketch: Game 5 ≈ Game 6.
All messages to the user and semi-honest operators are generated honestly, thus these

games only differ if S6
aborts because extraction of the witness failed. The probability of

this is bound by the probability of breaking the simulation-extractability of ZK and hence

these games are indistinguishable.
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UReg in S5, corrupted𝑈

• Upon receiving (in, 𝐻𝑂, (ureg, pid𝑈 , ssid ) ) from F5, per-
form as 𝐻𝑂 :

1. Send message (ssid ∥1, pid𝑈 , (ek, vk, vk𝑂 ) ) to FSMT

• When the adversary allows delivery of output (ssid ∥2,
pid𝑈 , (pk𝑈 , 𝜋sk𝑈 ) ) from FSMT

to 𝐻𝑂 , perform as 𝐻𝑂 :

1. stmt := (pk𝑈 )
2. If Vf (crsZK, RUR, stmt, 𝜋sk𝑈 ) ≠ 1 abort

3. Get next free logbook address addr ← LFree .pop( )
4. Add (pk𝑈 , addr,𝑈 ) to LKeys
5. Send message (ssid, pk𝑈 , 𝜋sk𝑈 , addr, 𝑈 ) to each𝑂 ′

• Upon receiving (in,𝑂 ′, (ureg, ssid ) ) from F5, perform
as𝑂 ′ (for each𝑂 ′):
1. Wait until (ssid, pk𝑈 , 𝜋sk𝑈 , addr, 𝑈 ) was delivered

from 𝐻𝑂 to𝑂 ′

2. stmt := (pk𝑈 )
3. If Vf (crsZK, RUR, stmt, 𝜋sk𝑈 ) ≠ 1 or addr ∉ LFree abort
4. Remove addr from LFree, add (pk𝑈 , addr,𝑈 ) to LKeys
5. 𝜎𝑖 ← TSIG.PartSign(crsTSIG, sk𝑖 , (pk𝑈 , addr ) )
6. Send message (ssid, 𝜎𝑖 ) to 𝐻𝑂

• After all messages (ssid, 𝜎𝑖 ) from honest and semi-honest

𝑂 ′ have been received by 𝐻𝑂 , perform as 𝐻𝑂 :

1. 𝜎𝑖 ← TSIG.PartSign(crsTSIG, sk𝑖 , (pk𝑈 , addr ) )
2. Set𝑇 to be the first valid 𝑡 + 1 partial signatures 𝜎𝑖
3. 𝜎 ← TSIG.Combine(crsTSIG,𝑇 )
4. Store (pk𝑈 ) in LHOAccounts
5. Send message (ssid ∥3, pid𝑈 , (addr, 𝜎 ) ) to F

SMT

6. Send (out, 𝐻𝑂, (ok) ) to F5

UReg in S6, corrupted𝑈

• The simulator executes the protocol honestly, sending each

semi-honest party’s state to the adversary after each activa-

tion and waiting for continue from the adversary before

sending out any messages from it.

• Additionally, when receiving (ssid, pk𝑈 , 𝜋sk𝑈 , ) from 𝑈 , if

the proof verifies successfully:

1. Extractwit := (sk𝑈 ) ← ZK.Ext(crsZK, RUR, stmt, 𝜋sk𝑈 ,

tdZK )
2. Store (pk𝑈 , sk𝑈 , addr,𝑈 ) in LSKeys
3. Send (ureg, ssid, 𝐻𝑂 ) to F6 on behalf of𝑈

• When simulation of 𝐻𝑂 sends the message (ssid ∥3, pid𝑈 ,

(addr, 𝜎 ) ) to F
SMT

, allow F6 to deliver output to 𝐻𝑂

Figure B.8.: Handling registration for corrupted user

FMPC(insert) in Game 6

Parameters: A next-step function NS
• Upon receiving (Run, Share𝑀, Share𝑥 ) from all parties:

1. Reconstruct memory𝑀 and input 𝑥

2. Initialize stNS := (start, 𝑥 ) , data := 0 and round := 0

3. While stNS ≠ (stop, 𝑧 ) , do:
a) Run (stNS, 𝐼 ) ← NS(stNS, data)
b) If 𝐼 = (read, addr,⊥) , set data :=𝑀 [addr ] .val
c) Else if 𝐼 = (write, addr, val) , set data :=𝑀 [addr ] .val
and update𝑀 [addr ] .val = 𝐼 .val

d) Update round := round + 1
4. Output shares SharestNS, Share𝑀 and round to all parties

FMPC(insert) in Game 7

Parameters: A next-step function NS
• Upon receiving (Run, Share𝑀, Share𝑥 ) from all parties:

1. Ignore Share𝑀 , use𝑀 :=𝑀period from the simulator state

instead

2. Reconstruct input 𝑥

3. Initialize stNS := (start, 𝑥 ) , data := 0 and round := 0

4. While stNS ≠ (stop, 𝑧 ) , do:
a) Run (stNS, 𝐼 ) ← NS(stNS, data)
b) If 𝐼 = (read, addr,⊥) , set data :=𝑀 [addr ] .val
c) Else if 𝐼 = (write, addr, val) , set data :=𝑀 [addr ] .val
and update𝑀 [addr ] .val = 𝐼 .val

d) Update round := round + 1
5. Output shares SharestNS, Share𝑀 and round to all parties

Figure B.9.: Simulation of FMPC(insert) , Part 1

Game 7. In this game, when simulating FMPC(insert) , S7
ignores the input Share𝑀period and

instead uses𝑀period from its global state, see Fig. B.9.

Proof Sketch: Game 6 ≈ Game 7.
These games are identical from the environment’s view since all𝑀𝑖 start empty and semi-

honest operators always input the correct share, which corresponds to either the empty

initial memory or the memory last output by FMPC(insert) .
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FMPC(insert) in Game 7

Parameters: A next-step function NS
• Upon receiving (Run, Share𝑀, Share𝑥 ) from all parties:

1. Ignore Share𝑀 , use𝑀 :=𝑀period from the simulator state

instead

2. Reconstruct input 𝑥

3. Initialize stNS := (start, 𝑥 ) , data := 0 and round := 0

4. While stNS ≠ (stop, 𝑧 ) , do:
a) Run (stNS, 𝐼 ) ← NS(stNS, data)
b) If 𝐼 = (read, addr,⊥) , set data :=𝑀 [addr ] .val
c) Else if 𝐼 = (write, addr, val) , set data :=𝑀 [addr ] .val
and update𝑀 [addr ] .val = 𝐼 .val

d) Update round := round + 1
5. Output shares SharestNS, Share𝑀 and round to all parties

FMPC(insert) in Game 8

Parameters: A next-step function NS
• Upon receiving (Run, Share𝑀, Share𝑥 ) from all parties:

1. Ignore Share𝑀 , use𝑀 :=𝑀period from the simulator state

instead

2. Reconstruct input 𝑥

3. Initialize stNS := (start, 𝑥 ) , data := 0 and round := 0

4. While stNS ≠ (stop, 𝑧 ) , do:
a) Run (stNS, 𝐼 ) ← NS(stNS, data)
b) If 𝐼 = (read, addr,⊥) , set data :=𝑀 [addr ] .val
c) Else if 𝐼 = (write, addr, val) , set data :=𝑀 [addr ] .val
and update𝑀 [addr ] .val = 𝐼 .val

d) Update round := round + 1
5. Output shares SharestNS, Share0 and round to all parties

Figure B.10.: Simulation of FMPC(insert) , Part 2

Handling of (createentry, . . .) in
F 8

• Upon receiving input (createentry, ssid, period,
entry) from party 𝑃 :

1. Send (in, 𝑃, (createentry, ssid, period, entry) )
to the simulator

• Upon receiving (out, 𝑃, msg) from the simulator:

1. Send (msg) to party 𝑃

Handling of (createentry, . . .) in
F 9

• Upon receiving input (createentry, ssid, period,
entry) from party 𝑃 :

1. If pid𝑈 is not in

⋃
𝑂∈O Lusers, ignore this call

2. Set id𝑂last := id𝑂last + 1, id := id𝑂last
3. Add (id, pid𝑈 , period, entry) to LPending𝑂
4. Send (in, 𝑃, (createentry, ssid, period, entry) )
to the simulator

• Upon receiving (out, 𝑃,msg) from the simulator:

1. Send (msg) to party 𝑃

Figure B.11.: First step in handling creation of log entries

Game 8. In this game, when simulating FMPC(insert) , S8
outputs shares of an all-0 memory

instead of Share𝑀 , see Fig. B.10.

Proof Sketch: Game 7 ≈ Game 8.
These games are identical from the environment’s view since at most 𝑡 operators are

corrupted, and 𝑡 out of the 𝑛 shares reveal no information about𝑀 .

Game 9. In this game, F 9
on input (createentry, ssid, period, entry) from𝑈 ignores

the message if pid𝑈 ∉ ∪𝑂∈OLusers. Otherwise, it still sends the input to the simulator and

delivers output as instructed by the simulator. Furthermore, F 9
fills LPending𝑂

the same

way as F
POBA

. The concrete behavior of F 9
is detailed in Fig. B.11.

Proof Sketch: Game 8 ≈ Game 9.
Storing internal data in F 9

has no effect on the view of the environment. As such, the only

observable change is F 9
ignoring an input (createentry, . . .). F 9

only receives those

inputs for honest users, and it only ignores the message if it did not receive a message

(ureg, . . .) before. Thus, whenever F 9
ignores the message, the simulation of 𝑈 by S8

would also abort since no values (sk𝑈 , pk𝑈 , addr, 𝜎) would have been stored for that user.

Thus, from the environment’s view, these games are identical.

201



B. Appendix for Chapter 4

Handling of createentry
messages from corrupt users in S9

• When the adversary allows delivery of output (send,
ssid ∥1, (entry𝑈 , ct𝑈 , 𝜋 ) ) :
1. Wait until receiving (in, (createentry, ssid,
period, entry𝑂 ), 𝑂 ) from F9

2. If entry𝑈 ≠ entry𝑂 , abort

3. ℎ := 𝐻 (period, ct𝑈 , entry𝑂 ) , stmt :=

(ct𝑈 , ek, crsTSIG, vk, ℎ)
4. If Vf (crsZK, RCE, stmt, 𝜋 ) ≠ 1, abort

5. id last := id last + 1
6. Add (id last, period, ct𝑈 , entry, 𝜋 ) to LPending
7. 𝜎entry ← SIG.Sign(sk𝑂 , ℎ)
8. Send (respond, ssid ∥1, (𝜎entry, vk𝑂 ) ) to Fos−authSMT

and (out, 𝑂, (ssid, ok, id last ) ) to F9

Handling of createentry
messages from corrupt users in S10

• When the adversary allows delivery of output (send,
ssid ∥1, (entry𝑈 , ct𝑈 , 𝜋 ) ) :
1. Wait until receiving (in, (createentry, ssid,
period, entry𝑂 ), 𝑂 ) from F10

2. If entry𝑈 ≠ entry𝑂 , abort

3. ℎ := 𝐻 (period, ct𝑈 , entry𝑂 ) , stmt :=

(ct𝑈 , ek, crsTSIG, vk, ℎ)
4. If Vf (crsZK, RCE, stmt, 𝜋 ) ≠ 1, abort

5. id last := id last + 1
6. Add (id last, period, ct𝑈 , entry, 𝜋 ) to LPending
7. 𝜎entry ← SIG.Sign(sk𝑂 , ℎ)
8. Extract wit := (pk𝑈 , sk𝑈 , addr, 𝜎, 𝑟 ) ←
ZK.Ext(crsZK, RCE, stmt, 𝜋, tdZK ) , abort if this fails

9. Find (pk𝑈 , sk𝑈 , addr,𝑈 ∗ ) in LSKeys, abort if no such entry
exists

10. If𝑈 ∗ is honest, abort
11. Send (createentry, ssid, period, entry𝑈 ) to FPOBA

on behalf of user𝑈 ∗

12. Send (respond, ssid ∥1, (𝜎entry, vk𝑂 ) ) to Fos−authSMT

and (out, 𝑂, (ssid, ok, id last ) ) to F10

Figure B.12.: Calling F
POBA

with (createentry, . . .) for corrupted users

Game 10. In this game, when receiving a message (ssid, entry𝑈 , ct𝑈 , 𝜋) from a corrupted

user, the simulator extracts the proper inputs and calls F 10
in the name of the correct user,

see Fig. B.12.

Proof Sketch: Game 9 ≈ Game 10.
The only change to the environment’s view happens when the simulator aborts. This

can happen because 1. extraction of the witness failed, 2. no matching entry in LSKeys
exists, or 3. 𝑈 ∗ is honest. The probability for (1) is bounded by the probability to break

simulation-extractability of ZK. For (2), note that a valid signature 𝜎 on (pk𝑈 , addr) has
been extracted. That signature is generated during execution of the ureg task, and since

Game 6 the simulator creates the appropriate entry in LSKeys when generating this signature.

Thus, no matching entry existing means 𝜎 was not created by the simulator, and thus the

probability of (2) is bound by the probability to break TS-UF-1-security of TSIG (for the

reduction, the simulator uses vk and the obtained sk𝑖 for corrupted parties in the TS-UF-1

experiment during simulation of F TSIG
Keygen

and replaces all instances of TSIG.PartSign of

honest parties with calls to the signing oracle of the experiment). Lastly, for (3), extraction

also provided the secret signing key of𝑈 ∗. For a honest user, obtaining this is bounded by

the probability to break EUF-CMA-security of SIG (for the reduction, the simulator uses

vk of the EUF-CMA experiment. The user secret key is never actually used to generate a

signature, and the simulator is already simulating all zero-knowledge proofs that would

use the secret key. The extracted signing key can then be used to forge a valid signature).

Thus, the distinguishing advantage is negligible.

Game 11. In this game, F 11
on input (insert, ssid, period, id) from some 𝑂 , ignores the call

if no entry (id, pid𝑈 , period, entry) exists in LPending𝑂
. Otherwise, it still sends the input to
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Handling of (insert, . . .) in F 10

• Upon receiving input (insert, ssid, period, id ) from party 𝑃 :

1. Send (in, 𝑃, (insert, ssid, period, id ) ) to the simulator

• Upon receiving (out, 𝑃,msg) from the simulator:

1. Send (msg) to party 𝑃

Handling of (insert, . . .) in F 11

• Upon receiving input (insert, ssid, period, id ) from party 𝑃 :

1. If no entry (id, pid𝑈 , period, entry) exists in LPending𝑂
,

ignore this call

2. Otherwise, remove that entry and append (entry) to
Logperiod

𝑈

3. Send (in, 𝑃, (insert, ssid, period, id ) ) to the simulator.

• Upon receiving (out, 𝑃,msg) from the simulator:

1. Send (msg) to party 𝑃

Figure B.13.: First step in handling creation of log entries

Handling of (proveentry, . . .) in
F 11

• Upon receiving input (proveentry, ssid, entry, period,
𝑂 ) from user𝑈 :

1. Send (in, 𝑃, (proveentry, ssid, entry, period, 𝑂 ) )
to the simulator

• Upon receiving (out, 𝑂, (ssid, proveentry, pid𝑈 ,

entry, period ) ) from the simulator:

1. Send (ssid, proveentry, pid𝑈 , entry, period ) to𝑂

Handling of (proveentry, . . .) in
F 12

• Upon receiving input (proveentry, ssid, entry, period,
𝑂 ) from user𝑈 :

1. If no entry (id, pid𝑈 , period, entry) in LPending𝑂 ′∈O
or

(entry) in Logperiod
𝑈

exists, ignore this input

2. Otherwise, send (in, 𝑃, (proveentry, ssid, entry,
period, 𝑂 ) ) to the simulator

• Upon receiving (out, 𝑂, (ssid, proveentry, pid𝑈 ,

entry, period ) ) from the simulator:

1. Send (ssid, proveentry, pid𝑈 , entry, period ) to𝑂

Figure B.14.: Handling of (proveentry) for honest𝑈 and 𝑂 in F
POBA

the simulator and delivers output as instructed by the simulator. Furthermore, F 11
fills

Logperiod
𝑈

the same way as F
POBA

. The concrete behavior of F 11
is detailed in Fig. B.13.

Proof Sketch: Game 10 ≈ Game 11.
Storing internal data in F 11

has no effect on the view of the environment. As such, the

only observable change is F 11
ignoring a call instead of forwarding the input to the

simulator. F 11
ignores the call only if no matching entry (id, pid𝑈 , period, entry) exists in

LPending𝑂
. Since Game 10, such an entry is created whenever 𝑂 successfully completes the

createentry task. Thus, whenever F 11
ignores the call, the simulation of the (semi-

)honest 𝑂 would also abort because no entry (id, period, ct𝑈 , entry, 𝜋) exists in LPending.
Thus, from the environment’s view, these games are identical.

Game 12. In this game, F 12
ignores inputs (proveentry, ssid, entry, period, 𝑂) from

some user𝑈 if no entry (id, pid𝑈 , period, entry) in LPending𝑂 ′∈O or (entry) in Log
period
𝑈

exists.

Otherwise, it still forwards these inputs to the simulator and forwards outputs from the

simulator to 𝑂 . For the concrete changes of this game, see Fig. B.14.

Proof Sketch: Game 11 ≈ Game 12.
F 12

ignores inputs only if no matching entry exists. These entries were created since

Game 10 resp. Game 11 whenever the user actually created the respective log entry. Thus,

whenever F 12
ignores an input, simulation of the honest user would also abort and thus
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Handling of (proveentry, . . .) in
F 12

• Upon receiving input (proveentry, ssid, entry, period,
𝑂 ) from user𝑈 :

1. If no entry (id, pid𝑈 , period, entry) in LPending𝑂 ′∈O
or

(entry) in Logperiod
𝑈

exists, ignore this input

2. Otherwise, send (in, 𝑃, (proveentry, ssid, entry,
period, 𝑂 ) ) to the simulator

• Upon receiving (out, 𝑂, (ssid, proveentry, pid𝑈 ,

entry, period ) ) from the simulator:

1. Send (ssid, proveentry, pid𝑈 , entry, period ) to𝑂

Handling of (proveentry, . . .) in
F 13

• Upon receiving input (proveentry, ssid, entry, period,
𝑂 ) from user𝑈 :

1. If no entry (id, pid𝑈 , period, entry) in LPending𝑂 ′∈O
or

(entry) in Logperiod
𝑈

exists, ignore this input

2. If𝑂 is honest:

a) Send ( (proveentry, ssid ),𝑈 ) to the adversary

b) Output (ssid, proveentry, 𝑈 , entry, period ) to
𝑂

3. Otherwise, send (in, 𝑃, (proveentry, ssid, entry,
period, 𝑂 ) ) to the simulator

• Upon receiving (out, 𝑂, (ssid, proveentry, pid𝑈 ,

entry, period ) ) from the simulator:

1. If𝑈 and𝑂 are honest, ignore this message

2. Otherwise, send (ssid, proveentry, pid𝑈 , entry,
period ) to𝑂

Figure B.15.: Handling of (proveentry) for honest𝑈 and 𝑂 in F
POBA

Handling of (proveentry, . . .) in
S12

• Upon receiving (in, 𝑈 , (proveentry, ssid, entry,
period, 𝑂 ) ) from F12:
1. Run the protocol honestly for𝑈 and𝑂

2. When the protocol would generate output (ssid,
proveentry, pid𝑈 , entry, period ) for𝑂 , send (out,
𝑂, (ssid, proveentry, pid𝑈 , entry, period ) ) to F12

Handling of (proveentry, . . .) in
S13

• Upon receiving (in, 𝑈 , (proveentry, ssid, entry,
period, 𝑂 ) ) from F13:
1. Run the protocol honestly for𝑈 and𝑂

2. When the protocol would generate output

(ssid,proveentry, pid𝑈 , entry, period ) for 𝑂 , send

(out, 𝑂, (ssid, proveentry, pid𝑈 , entry, period ) )
to F13

• Upon receiving ( (proveentry, ssid ),𝑈 ) from F13:
1. Simply report a message of the appropriate length from

𝑈 to𝑂

Figure B.16.: Handling of (proveentry) for honest𝑈 and 𝑂 in S

not create any messages because no entry in LReceipt exists. Therefore, these games are

identical to the environment.

Game 13. In this game, F 13
handles inputs (proveentry, ssid, entry, period, 𝑂) from

some user 𝑈 the same way as F
POBA

does if both 𝑈 and 𝑂 are honest, and S13
handles

simulation of them the same way as S does. For the concrete changes of this game,

see Figs. B.15 and B.16.

Proof Sketch: Game 12 ≈ Game 13.
This is indistinguishable for the environment as running the real protocol reveals nothing

besides the length of the message from𝑈 to 𝑂 .

Game 14. In this game, F 14
handles inputs (proveentry, ssid, entry, period, 𝑂) for

honest users same way as F
POBA

does, and S14
handles simulation of them the same way

as S does for honest users. For corrupted users, S14
still handles them the same way as S13
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Handling of (proveentry, . . .) in
F 13

• Upon receiving input (proveentry, ssid, entry, period,
𝑂 ) from user𝑈 :

1. If no entry (id, pid𝑈 , period, entry) in LPending𝑂 ′∈O
or

(entry) in Logperiod
𝑈

exists, ignore this input

2. If𝑂 is honest:

a) Send ( (proveentry, ssid ), 𝑈 ) to the adversary

b) Output (ssid, proveentry, pid𝑈 , entry, period )
to𝑂

3. Otherwise, send (in, 𝑃, (proveentry, ssid, entry,
period, 𝑂 ) ) to the simulator

• Upon receiving (out, 𝑂, (ssid, proveentry, pid𝑈 ,

entry, period ) ) from the simulator:

1. If𝑈 and𝑂 are honest, ignore this message

2. Otherwise, send (ssid, proveentry, pid𝑈 , entry,
period ) to𝑂

Handling of (proveentry, . . .) in
F 14

• Upon receiving input (proveentry, ssid, entry, period,
𝑂 ) from some user𝑈 :

1. Check if an entry (id, pid𝑈 , period, entry) exists in

LPending𝑂 ′∈O
or an entry (entry) exists in Logperiod

𝑈
, oth-

erwise ignore this input

2. If 𝑂 is corrupted, send ( (proveentry, ssid, entry,
period, 𝑂 ), 𝑈 ) to the adversary

.

Otherwise, send ( (proveentry, ssid ),𝑈 ) to the ad-

versary.

3. Output (ssid, proveentry, 𝑈 , entry, period ) to𝑂
• Upon receiving (out, 𝑂, (ssid, proveentry, pid𝑈 ,

entry, period ) ) from the simulator:

1. If𝑈 is honest, ignore this message

2. Otherwise, send (ssid, proveentry, pid𝑈 , entry,
period ) to𝑂

Figure B.17.: Handling of (proveentry) in F
POBA

Handling of (proveentry, . . .) in
S13

• Upon receiving ( (proveentry, ssid ), 𝑈 ) from F13:
1. Simply report a message of the appropriate length from

𝑈 to𝑂

• Upon receiving (in, 𝑈 , (proveentry, ssid, entry,
period, 𝑂 ) ) from F13:
1. Run the protocol honestly for𝑈 and𝑂

2. When the protocol would generate output (ssid,
proveentry, pid𝑈 , entry, period ) for𝑂 , send (out,
𝑂, (ssid, proveentry, pid𝑈 , entry, period ) ) to F13

Handling of (proveentry, . . .) in
S14

• Upon receiving ( (proveentry, ssid ), 𝑈 ) from F14:
1. Simply report a message of the appropriate length from

𝑈 to𝑂

• Upon receiving ( (proveentry, ssid, entry, period, 𝑂 ),
𝑈 ) from F14:
1. Retrieve (entry, ct𝑈 , 𝑟 , 𝜎entry, vk𝑂 ) from LUReceipt
2. Retrieve (pk𝑈 ,⊥, addr,𝑈 ) from LSKeys
3. Set stmt := (pk𝑈 , addr, ct𝑈 )
4. Set 𝜋 ← ZK.Sim(crsZK, RPE, stmt, tdZK )
5. Report output (ssid ∥1, pid𝑈 , (period, entry, pk𝑈 , addr,
𝜎, ct𝑈 , 𝜎entry, vk𝑂 , 𝜋 ) ) to𝑂 from F

SMT

• When the adversary allows delivery of that output:

1. Execute the protocol for𝑂 honestly, sending the party’s

state to the adversary after each activation and waiting

for continue from the adversary before sending out

any messages.

2. When the adversary allows𝑂 to generate output, allow

F14 to deliver output to𝑂

Figure B.18.: Handling of (proveentry) for honest𝑈 in S

and F 14
still forwards output to 𝑂 . For the concrete changes of this game, see Figs. B.17

and B.18.

Proof Sketch: Game 13 ≈ Game 14.
The only visible difference between these games for the environment is how 𝜋 in the

message to the semi-honest operator is generated. Thus, the probability of distinguishing

these games is bounded by the probability to break zero-knowledge of ZK and therefore

the games are indistinguishable.
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Handling of (proveentry, . . .) in
F 14

• When the adversary allows delivery of output (ssid ∥1,
pid𝑈 , (period, entry, pk𝑈 , addr, 𝜎, ct𝑈 , 𝜎entry, vk𝑂 , 𝜋 ) )
from F

SMT
:

1. Check if an entry (id, pid𝑈 , period, entry) exists in

LPending𝑂 ′∈O
or an entry (entry) exists in Logperiod

𝑈
, oth-

erwise ignore this input

2. If 𝑂 is corrupted, send ( (proveentry, ssid, entry,
period, 𝑂 ), 𝑈 ) to the adversary, otherwise send

( (proveentry, ssid ), 𝑈 ) to the adversary

3. Output (ssid, proveentry, 𝑈 , entry, period ) to𝑂
• Upon receiving (out, 𝑂, (ssid, proveentry, pid𝑈 ,

entry, period ) ) from the simulator:

1. If𝑈 is honest, ignore this message

2. Otherwise, send (ssid, proveentry, pid𝑈 , entry,
period ) to𝑂

Handling of (proveentry, . . .) in
F 15

• Upon receiving input (proveentry, ssid, entry, period,
𝑂 ) from some user𝑈 :

1. Check if an entry (id, pid𝑈 , period, entry) exists in

LPending𝑂 ′∈O
or an entry (entry) exists in Logperiod

𝑈
, oth-

erwise ignore this input

2. If 𝑂 is corrupted, send ( (proveentry, ssid, entry,
period, 𝑂 ), 𝑈 ) to the adversary, otherwise send

( (proveentry, ssid ), 𝑈 ) to the adversary

3. Output (ssid, proveentry, 𝑈 , entry, period ) to𝑂
• Upon receiving (out, 𝑂, (ssid, proveentry, pid𝑈 ,

entry, period ) ) from the simulator:

1. Ignore this message

Figure B.19.: Handling of (proveentry) in F
POBA

Handling of (proveentry, . . .) in
S14

• Upon receiving ( (proveentry, ssid ), 𝑈 ) from F15:
1. Simply report a message of the appropriate length from

𝑈 to𝑂

• Upon receiving ( (proveentry, ssid, entry, period, 𝑂 ),
𝑈 ) from F15:
1. [. . . ]

• Upon receiving (ssid, period, entry, pk𝑈 , addr, 𝜎, ct𝑈 ,

𝜎entry, vk𝑂 , 𝜋 ) from a corrupted𝑈 :

1. Follow the protocol of 𝑂 honestly, sending the party’s

state to the adversary after each activation and waiting

for continue from the adversary before sending out

any messages if𝑂 is semi-honest

2. When 𝑂 generates output, send the appropriate

(out,𝑂, . . .) message to F14

Handling of (proveentry, . . .) in
S15

• Upon receiving ( (proveentry, ssid ), 𝑈 ) from F15:
1. Simply report a message of the appropriate length from

𝑈 to𝑂

• Upon receiving ( (proveentry, ssid, entry, period, 𝑂 ),
𝑈 ) from F15:
1. [. . . ]

• Upon receiving (ssid, period, entry, pk𝑈 , addr, 𝜎, ct𝑈 ,

𝜎entry, vk𝑂 , 𝜋 ) from a corrupted𝑈 :

1. Follow the steps of the honest protocol, sending the

party’s state to the adversary after each activation and

waiting for continue from the adversary before send-

ing out any messages if𝑂 is semi-honest

2. Before asking the adversary for permission to deliver

output:

a) Set stmt := (pk𝑈 , addr, ct𝑈 )
b) Get wit := (𝑟, sk𝑈 ) ← ZK.Ext(crsZK, RPE, stmt, 𝜋,

tdZK ) , abort if this fails
c) Find the entry (pk𝑈 , sk𝑈 , addr, 𝑈 ∗ ) in LSKeys, abort
if no matching entry exists

d) If𝑈 ∗ is honest, abort
e) Send message (proveentry, entry, period, 𝑂,

ssid ) to F15 on behalf of𝑈 ∗

3. When the adversary allows 𝑂 to deliver output, allow

F15 to deliver output to𝑂

Figure B.20.: Handling of (proveentry) for honest𝑈 in S

Game 15. In this game, F 15
handles inputs (proveentry, ssid, entry, period, 𝑂) same

way as F
POBA

does, and S15
handles simulation of them the same way as S does for both

honest and corrupted users. For the concrete changes of this game, see Figs. B.19 and B.20.
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Handling of analytics in F 15

• Upon receiving input (analytics, ssid, func,
{
period𝑖

}
,

{𝑈𝑖 }, aux𝑂 ) from𝑂 :

1. Send (in, 𝑂, (analytics, ssid, func,
{
period𝑖

}
,

{𝑈𝑖 }) ) to the simulator

• Upon receiving (out, 𝑂, (ssid, result𝑂 ) ) from the sim-

ulator:

1. Send (ssid, result𝑂 ) to𝑂

Handling of analytics in F 16

• Upon receiving input (analytics, ssid, func,
{
period𝑖

}
,

{𝑈𝑖 }, aux𝑂 ) from𝑂 :

1. If not all parties provided the same func,
{
period𝑖

}
and {𝑈𝑖 } as input, ignore this call

2. Set Logs :=
{
Log𝑝

𝑈

}
𝑈 ∈{𝑈𝑖 },𝑝∈{period𝑖 }

Evaluate {result𝑂 }𝑂∈O ←
func (Logs, {aux𝑂 }𝑂∈O ) , setting sequence :=

(𝑝1, 𝑝2, . . . , 𝑝𝑛 ) with an entry 𝑝 𝑗 := period 𝑗 for

each time func reads an entry from Log
period 𝑗
𝑈

3. If at least one operator is semi-honest, send

(analytics, ssid, sequence) to the adversary

4. For each operator 𝑂 , generate delayed private output

(ssid, result𝑂 )

Figure B.21.: Handling of analytics in F
POBA

Proof Sketch: Game 14 ≈ Game 15.
Let us first consider when the simulator aborts. This is when 1. extraction of the witness

fails, 2. no matching entry in LSKeys exists, or 3. 𝑈
∗
is honest. The probability of (1) is

bounded by the probability to break simulation-extractability of ZK. The message contains

a valid signature 𝜎 on (pk𝑈 , addr). Whenever such a signature is created, the appropriate

entry in LSKeys is also generated, thus the probability for (2) is bounded by the probability

to break TS-UF-1-security of TSIG. Regarding (3), extraction provided sk𝑈 , obtaining of
which for an honest user is as hard as breaking EUF-CMA-security of SIG. Therefore, the
probability thatS15

aborts is negligible. Note that whenS15
sends (proveentry, . . .) to

F 15
, simulation of 𝑂 outputs (ssid,proveentry, . . .). We thus need to ensure that F 15

also delivers that output to 𝑂 . This is the case because if S15
did not abort, an appropriate

call of (createentry, . . .) has been made.

Game 16. In this game, F 16
handles inputs (analytics, . . .) the same way as F

POBA

and S16
handles simulation of those inputs and F ext

MPC(func) the same way as S. For the
concrete changes, see Figs. B.21 and B.22.

Proof Sketch: Game 15 ≈ Game 16.
If all operators are honest, the only thing visible to the environment are the lengths of

the messages required to reveal shares of the outputs. Since shares have a fixed length,

simulation of these is trivial and perfect. With at least one semi-honest operator, F 16
leaks

sequence required to simulate F ext

MPC(func) as well as the correct output for each semi-honest

operator. With these information, simulation of F ext

MPC(func) is perfect. The only other

messages visible to semi-honest operators and thus the environment are those required to

reveal shares of their output, and since S16
was using the correct outputs when generating

these shares, these are also identically distributed.

Game 17. In this game, F 17
handles inputs (insert, . . .) the same way as F

POBA
and S17

handles simulation of them the same way as S. For the concrete changes, see Figs. B.23
and B.24.
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Handling of analytics in S15

• Upon receiving (in, 𝑂, (analytics, ssid, . . .) ) from
F15
1. Run the protocol honestly from𝑂

2. When the protocol would generate output (ssid,
result𝑂 ) for 𝑂 send (out, 𝑂, (ssid, result𝑂 ) )
to F15

Handling of analytics in S16

• If all operators are honest, simply report messages for re-

vealing output shares of the appropriate lengths.

• Otherwise (at least one operator is semi-honest):

• Upon receiving ( (analytics, ssid, func,
{
period𝑖

}
,

{𝑈𝑖 }), 𝑂 ′ ) from F
POBA

(i.e.,𝑂 ′ is semi-honest):

1. Simulate𝑂 ′ honestly, sending the state to the adversary

after each activation and waiting for continue from

the adversary before sending out any messages. When

the adversary allows generation of output, allow F
POBA

to deliver output to𝑂 ′

• Upon receiving ( (analytics, ssid ), 𝑂 ) from F
POBA

(i.e.,

𝑂 is honest):

1. Do nothing

•Wait until receiving (analytics, ssid, sequence) and
outputs (ssid,result𝑂 ′ ) for each semi-honest operator

𝑂 ′ , then simulate Fext
MPC(func) as follows:

1. For each honest𝑂∗, set result𝑂∗ := 0

2. Set result :=
⋃
result𝑂 (this is 0 for honest opera-

tors, and the output of F
POBA

for semi-honest operators)

3. Output shares Share(stop,result) , {Share𝑀𝑖 },
round, sequence to all parties

• When the simulation of Fext
MPC(func) has delivered output to

honest𝑂 :

1. For each semi-honest𝑂 ′ , reveal Shareresult𝑂 ′ to𝑂 ′

2. For each honest𝑂∗, report a message of the correct length

from𝑂 to𝑂∗
• When the adversary allowed delivery of all share reveals

towards an honest operator𝑂 :

1. Allow F
POBA

to deliver output to𝑂

Figure B.22.: Handling of analytics in S

Handling of (insert, . . .) in F 16

• Upon receiving input (insert, ssid, period, id ) from𝑂 :

1. If no entry (id, pid𝑈 , period, entry) exists in LPending𝑂
,

ignore this call

2. Otherwise, remove that entry and append (entry) to
Logperiod

𝑈

3. Send (in, 𝑃, (insert, ssid, period, id ) ) to the simulator

• Upon receiving (out, 𝑃, msg) from the simulator:

1. Send (msg) to party 𝑃

Handling of (insert, . . .) in F 17

• Upon receiving input (insert, ssid, period, id ) from𝑂 and

(insert, ssid ) from all other𝑂 ′:
1. If at least one𝑂 ′ is corrupted, send ( (insert, ssid, period,
id ), 𝑂 ) to the adversary

2. If no entry (id, pid𝑈 , period, entry) exists in LPending𝑂
,

ignore this call

3. Otherwise, remove that entry and append (entry) to
Logperiod

𝑈

4. Generate delayed private output (ssid, ok) for each𝑂

Figure B.23.: Handling insertion of log entries in F
POBA

Proof Sketch: Game 16 ≈ Game 17.
Simulation of FMPC(insert) is the same in both games as insert has no output and the

number of memory accesses is constant, independent of addr∗. The simulator now does

not correctly update𝑀 anymore, but since Game 16 this is not used in a way visible to the

environment anymore, so this change is indistinguishable for the environment. Lastly, the

messages sent to semi-honest parties are distributed the same in both games since ct𝑈 ,entry
and 𝜋 are the same in both games. Thus, these games are perfectly indistinguishable to

the environment.
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Handling of (insert, . . .) in S16

• Upon receiving (in, 𝑂, (insert, . . .) ) from F16
1. Run the protocol honestly for𝑂

2. When the protocol would generate output (entry) for𝑂 ,

send (out, 𝑂, entry) to F16

Handling of (insert, . . .) in S17

• Upon receiving ( (insert, ssid, period, id ), 𝑂 ) from F17 (i.e.,
𝑂 is semi-honest):

1. Honestly execute the protocol for𝑂 , sending the party’s

state to the adversary after each activation and waiting

for continue from the adversary before sending out

any messages.

• Upon receiving ( (insert, ssid ), 𝑂 ) and ( (insert, ssid,
period, entry∗ ), 𝑂 ) from F17 (i.e.,𝑂 is honest):

1. Find (id, period, ct𝑈 , entry, 𝜋 ) ∈ LOPending and ignore

this message if no entry with (id, period ) exists
2. Send (ssid, ct𝑈 , entry, 𝜋 ) to all𝑂 ′

3. Honestly run the checks from the real protocol

4. Treat𝑂 as having provided input to F
MPC(insert)

• Upon receiving ( (insert, ssid ), 𝑂 ′ ) from F17 for honest𝑂 ′:
1. Wait until the adversary allowed delivery of the message

(ct𝑈 , entry, 𝜋 ) from𝑂

2. Honestly run the checks from the real protocol

3. Treat𝑂 ′ as having provided input to F
MPC(insert)

Simulate F
MPC(insert) as follows:

• Upon receiving (Run, Share𝑀, Share𝑥 ) from all semi-

honest operators and having treated all honest operators

as having provided input to F
MPC(insert) :

1. Choose a random addr∗ ∈ LSKeys
2. Ignore Share𝑀 and Share𝑥 , use 𝑀 and partial decryp-

tions of TPKE.Encrypt(ek, addr∗ ) instead
3. Follow the description of insert honestly
4. When delivering output to semi-honest operators, instead

of Share𝑀 use Share0, where 0 is a memory the same

size as𝑀 but consisting only of 0-entries

• When the adversary allows delivery of output from

F
MPC(insert) to an operator𝑂

1. Allow F17 to deliver output to𝑂

Figure B.24.: Handling insertion of log entries in S

Game 18. In this game, when both user and operator are honest while callingcreateentry,
F 18

no longer sends their inputs to the simulator. S18
simulates this case by simply re-

porting messages of appropriate size between the honest parties. Since this results in

S18
no longer creating entries (id, period, ct𝑈 , entry, 𝜋) in LOPending, it now uses the leak of

(period, entry) provided by F 18
to simulate InsertEntry for such entries. For the detailed

changes to S18
regarding InsertEntry, see Fig. B.25.

Proof Sketch: Game 17 ≈ Game 18.
First, let us observe the changes to InsertEntry: The probability of distinguishing the

change of ct𝑈 during insert is bounded by the probability to break IND-CPA-security of

TPKE, and of 𝜋 by the probability to break zero-knowledge of ZK. The message is still the

same, as the one leaked by F 18
is the same that was sent by F 17

during CreateEntry.

Game 19. We now further change createentry: In this game, when the user is honest

but the operator is only semi-honest, F 19
no longer forwards the user’s input or output

from the simulator. Since the operator is semi-honest, S19
still gets their input to simulate.

See Fig. B.26 for the detailed changes.
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Handling of (insert, . . .) in S17

• Upon receiving ( (insert, ssid ), 𝑂 ) and ( (insert, ssid,
period, entry∗ ), 𝑂 ) from F18 (i.e.,𝑂 is honest):

1. Find (id, period, ct𝑈 , entry, 𝜋 ) ∈ LOPending and ignore

this message if no entry with (id, period ) exists
2. Send (ssid, ct𝑈 , entry, 𝜋 ) to all𝑂 ′

3. Honestly run the checks from the real protocol

4. Treat𝑂 as having provided input to F
MPC(insert)

Handling of (insert, . . .) in S18

• Upon receiving ( (insert, ssid ), 𝑂 ) and ( (insert, ssid,
period, entry∗ ), 𝑂 ) from F18 (i.e.,𝑂 is honest):

1. Create ct𝑈 ← TPKE.Encrypt(ek, 0)
2. Set ℎ :=𝐻 (period, ct𝑈 , entry∗ )
3. Set stmt := (ct𝑈 , ek, crsTSIG, vk, ℎ)
4. Set 𝜋 ← ZK.Sim(crsZK, RCE, stmt, tdZK )
5. Send (ssid, ct𝑈 , entry∗, 𝜋 ) to all𝑂 ′

6. Treat𝑂 as having provided input to F
MPC(insert)

Figure B.25.: Handling insertion of log entries in S

Handling of createentry in S18

• Upon receiving (in, 𝑂, (createentry, ssid, period,
entry𝑂 ) ) and (in, 𝑈 , (createentry, ssid, period,
entry𝑈 ) ) :
1. Run the protocol honestly

• When the adversary allows delivery of the output:

1. Forward that output to F18

Handling of createentry in S19

• Honestly run the protocol for𝑂 , sending the party’s state

to the adversary after each activation and waiting for

continue from the adversary before sending out any mes-

sages from it.

• Upon receiving ( (createentry, ssid ), user) and

( (createentry, ssid, period, entry), 𝑂 ) from F
POBA

:

1. Set addr := 0

2. Generate ct𝑈 ← TPKE.Encrypt(ek, addr ; 𝑟 )
3. Set ℎ :=𝐻 (period, ct𝑈 , entry)
4. Set stmt := (ct𝑈 , ek, crsTSIG, vk, ℎ)
5. Set 𝜋 ← ZK.Sim(crsZK, RCE, stmt, tdZK )
6. Report that Fos−auth

SMT
wants to generate output (send,

ssid ∥1, (ct𝑈 , 𝜋 ) ) to𝑂
• When the adversary allows delivery of output (respond,
ssid ∥1, (𝜎entry, vk𝑂 ) ) :
1. Store (entry, ct𝑈 , 𝑟 , 𝜎entry, vk𝑂 ) in LUReceipt
2. Allow F

POBA
to deliver output

Figure B.26.: Handling creation of log entries in S

Proof Sketch: Game 18 ≈ Game 19.
Again, these games are indistinguishable because the only changes are the generation

of ct𝑈 and 𝜋 . Thus, the distinguishing advantage is bounded by the probability to break

either IND-CPA of TPKE or zero-knowledge of ZK.

Game 20. Another change to createentry: In this game, when the user is corrupt and

the operator is semi-honest, F 20
handles this task the same way as F

POBA
does, and S20

the same way as S does. Since the operator is semi-honest, S20
still gets the operator’s

input to simulate. See Fig. B.27 for the detailed changes.

Proof Sketch: Game 19 ≈ Game 20.
The simulation of the operator stays the same. Thus, these games differ either because

the simulator aborts or because F 20
delivers different output than the real protocol.

The probability for the first abort is bound by the probability of breaking simulation-

extractability of ZK. The probability of the second abort is bounded by the probability of

breaking TS-UF-01-security of TSIG, because extraction provided a valid signature, and

whenever that signature is generated, the simulator creates the respective entry in LSKeys.
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Handling of createentry in S19

• Upon receiving (in, 𝑂, (createentry, ssid, period,
entry𝑂 ) ) and outputs from Fos−auth

SMT
:

1. Run the protocol honestly

• When the adversary allows delivery of output for the opera-

tor:

1. Forward that output to F19

Handling of createentry in S20

• The simulator executes the protocol honestly for𝑂 , sending

the party’s state to the adversary after each activation and

waiting for continue from the adversary before sending

out any messages.

• Additionally, the simulator does the following:

–When the adversary allows delivery of output (send,
ssid ∥1, (entry𝑈 , ct𝑈 , 𝜋 ) ) from Fos−auth

SMT
, if the honest

protocol did not abort as a result of this message:

1. Get wit := (pk𝑈 , sk𝑈 , addr, 𝜎, 𝑟 ) ← ZK.Ext(crsZK,
RCE, stmt, 𝜋, tdZK )

2. Find (pk𝑈 , sk𝑈 , addr, 𝑈 ∗ ) in LSKeys, abort if no such

entry exists

3. If𝑈 ∗ is honest, abort
4. Send (createentry, ssid, period, entry𝑈 ) to

F
POBA

on behalf of user𝑈 ∗

Figure B.27.: Handling creation of log entries in S

Handling of createentry in S20

• Upon receiving (in, 𝑂, (createentry, ssid, period,
entry𝑂 ) ) and outputs from Fos−auth

SMT
:

1. Run the protocol honestly

• When the adversary allows delivery of output for the opera-

tor:

1. Forward that output to F20

Handling of createentry in S21

• When the adversary allows delivery of output (send,
ssid ∥1, (entry𝑈 , ct𝑈 , 𝜋 ) ) from Fos−auth

SMT
and after receiving

( (createentry, ssid ), 𝑂 ) from F21:
1. ℎ :=𝐻 (period, ct𝑈 , entry𝑈 ) , stmt := (ct𝑈 , ek, crsTSIG,
vk, ℎ)

2. If Vf (crsZK, RCE, stmt, 𝜋 ) ≠ 1, ignore this message

3. Otherwise, get wit := (pk𝑈 , sk𝑈 , addr, 𝜎, 𝑟 ) ←
ZK.Ext(crsZK, RCE, stmt, 𝜋, tdZK ) , abort if this fails

4. Find (pk𝑈 , sk𝑈 , addr, 𝑈 ∗ ) in LSKeys, abort if no such

entry exists

5. If𝑈 ∗ is honest, abort
6. Send (createentry, ssid, period, entry𝑈 ) to FPOBA
on behalf of user𝑈 ∗

Figure B.28.: Handling creation of log entries in S

The probability for the third abort is bounded by the EUF-CMA-security of SIG, since
extraction provided the secret key of the user, which can be used to win the EUF-CMA

game. Note that this is possible because by this point, the secret key of honest users is

not used anywhere by the simulator anymore. If S20
does not abort, then F 20

delivers the

same output as the real protocol: It does not ignore the call because 𝑈 ∗ is corrupted, has
called ureg previously and the messages match, and id is calculated the same way by

F
POBA

and the protocol.

Game 21. We again change createentry: In this game, when the user is corrupt and

the operator is honest, F 21
handles this task the same way as F

POBA
does, and S21

the

same way as S does. This means that in this game, F 21
handles createentry as a

whole the same as F
POBA

does, and S21
handles it the same as S does. See Fig. B.28 for

the detailed changes.
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B. Appendix for Chapter 4

Proof Sketch: Game 20 ≈ Game 21.
These games are indistinguishable for the same reason as the two previous games. The

simulator does not abort because of simulation-extractability of ZK, TS-UF-01-security
of TSIG and EUF-CMA-security of SIG. When it does not abort, the output of the ideal

functionality matches that of the real protocol.

Note that S21
equals the final simulator S. Since we showed that Game 𝑖 is indistinguish-

able from Game 𝑖 + 1 for 𝑖 ∈ {0, . . . , 20}, it follows that Game 0 (the real protocol) is

indistinguishable from Game 21 (ideal execution) and thus Theorem B.2.1 follows. □
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