A\‘(IT 428 KASTEL

Karlsruher Institut fur Technologie

Privacy-Preserving Collection and
Analysis of User Data - Provably Secure
and Practical

Zur Erlangung des akademischen Grades eines
Doktors der Naturwissenschaften

von der KIT-Fakultit fiir Informatik des
Karlsruher Instituts fiir Technologie (KIT)

genehmigte

Dissertation

Markus Felix Raiber

aus Mindelheim

Tag der miindlichen Priifung: 16. April 2026
1. Referent/Referentin: Prof. Dr. Jorn Miiller-Quade
2. Referent/Referentin: Prof. Markulf Kohlweiss, Ph.D.







Abstract

A large number of applications collect, store and analyze data about end users. Examples
include customer loyalty systems such as Payback, incentive systems offered by health
insurers, behavior-dependent car insurance tariffs, pay-as-you-go public transport services,
smart metering, and many more besides. Currently, most of these systems simply collect
raw user data, resulting in vast datasets of personal information. However, this has
disadvantages for both users and companies. The collected data allows extensive profiles
to be created that go far beyond the intended use. Large collections of data are also a
lucrative target for cyber-attacks, which can harm affected users through identity theft,
for example, as well as causing harm to the involved company through negative publicity
and potential data protection penalties.

Privacy-preserving technologies are a remedy for these problems, as they allow the desired
analytics to be evaluated securely on relevant user data without the need to collect or
store sensitive user data in the clear. However, this comes with new challenges, as privacy-
preserving technologies are more computationally and communicationally complex. In this
thesis, we propose and evaluate two generic solutions based on these technologies. Both
solutions are formally modelled in the Universal Composability framework, which allows
them to be used in any context while maintaining strong security guarantees through
simulation-based security. Furthermore, both solutions come with a practical prototype
implementation and evaluation, showcasing the potential for practical deployment as well
as the current limitations. In both solutions, we ensure that users remain anonymous
when data is collected, while guaranteeing the authenticity of the collected data.

Our first solution, called PUBA, is based on personal logbooks stored on each user’s device.
These logbooks are authenticated and can only be updated by the system operator while
maintaining the confidentiality of their content. Users can then participate in privacy-
preserving analytics computation, where it is ensured that their logbook is up-to-date
and authentic. To accommodate constrained user devices, such as smartphones, users can
outsource more complex analytics computations to a (potentially malicious) proxy that is
not colluding with the system operator. Performance evaluations of our prototype show
that PUBA has sufficient performance for logbooks storing the last 10-30 transactions.

In our second solution, called POBA, the logbooks are stored on operator-controlled servers
instead. We model a setting in which multiple operators collaborate to run the system
without fully trusting each other. Logbook contents are protected by secret-sharing them
between all the operators involved. Additionally, advanced cryptographic tools, such
as oblivious RAM, are employed to protect user identities and prevent the linking of
multiple interactions to the same user. Since data is available without user interaction
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in this setting, operators have more flexibility when running analytics. As long as some
operators behave honestly, requiring all operators to agree to computations still ensures
that the analysis results satisfy privacy requirements. Performance evaluations of our
prototype demonstrate its practicability in the three-party setting: With three operators,
it can handle over two million logbook entries per day.
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Zusammenfassung

Eine Vielzahl von Anwendungen sammelt, speichert und analysiert Daten tiber Endnut-
zer. Beispiele hierfiir sind Kundenbindungssysteme wie Payback, Bonusprogramme von
Krankenkassen, verhaltensabhéngige Kfz-Versicherungstarife, Pay-as-you-go-Dienste im
offentlichen Nahverkehr, Smart Metering und viele andere. Derzeit werden von den meis-
ten dieser Systeme Nutzerdaten in grofem Umfang gesammelt, was zu umfangreichen
Datensatzen mit personenbezogenen Informationen fiithrt. Dies hat jedoch sowohl fiir
Nutzer als auch fiir Unternehmen Nachteile. Die gesammelten Daten ermdglichen die
Erstellung umfangreicher Profile, die weit iber den beabsichtigten Verwendungszweck
hinausgehen. Grofie Datensammlungen sind zudem ein lukratives Ziel fiir Cyberangriffe,
die den betroffenen Nutzern beispielsweise durch Identitatsdiebstahl Schaden zufiigen und
den beteiligten Unternehmen durch negative Publicity und mégliche Datenschutzstrafen
schaden konnen.

Technologien zum Schutz der Privatsphére sind eine Losung fiir diese Probleme, da sie es
ermoglichen, die gewiinschten Analysen sicher anhand relevanter Benutzerdaten durch-
zufithren, ohne dass sensible Daten im Klartext erfasst oder gespeichert werden miissen.
Dies bringt jedoch neue Herausforderungen mit sich, da Technologien zum Schutz der Pri-
vatsphére in Bezug auf Rechenleistung und Kommunikation anspruchsvoll sind. In dieser
Arbeit schlagen wir zwei generische Losungen vor, die auf diesen Technologien basieren,
und bewerten sie. Beide Losungen sind formal im Rahmen des Universal Composability
Framework modelliert, wodurch sie in jedem Kontext eingesetzt werden konnen und dabei
ihre durch simulationsbasierte Sicherheit hohen Sicherheitsgarantien behalten. Dariiber
hinaus werden beide Losungen mit einer praktischen Prototyp-Implementierung und
-Bewertung vorgestellt, die das Potenzial fiir den praktischen Einsatz sowie die aktuellen
Einschrankungen aufzeigen. Bei beiden Losungen stellen wir sicher, dass die Nutzer bei
der Datenerfassung anonym bleiben und gleichzeitig die Authentizitat der erfassten Daten
gewahrleistet ist.

Unsere erste Losung namens PUBA basiert auf personlichen Logbiichern, die auf dem
Gerat jedes Benutzers gespeichert sind. Diese Logbiicher sind authentifiziert und kénnen
nur vom Systembetreiber aktualisiert werden, wobei die Vertraulichkeit ihres Inhalts ge-
wabhrt bleibt. Die Benutzer konnen dann an datenschutzkonformen Analyseberechnungen
teilnehmen, bei denen sichergestellt ist, dass ihr Logbuch aktuell und authentisch ist. Um
eingeschrankten Benutzergeraten wie Smartphones gerecht zu werden, konnen Benutzer
komplexere Analyseberechnungen an einen (moglicherweise boswilligen) Proxy auslagern,
der nicht mit dem Systembetreiber zusammenarbeitet. Leistungsbewertungen unseres
Prototyps zeigen, dass PUBA ausreichend Leistung bietet um Logbiicher fiir die letzten
10-30 Transaktionen zu unterstiitzen.
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Zusammenfassung

In unserer zweiten Losung namens POBA werden die Logbiicher stattdessen auf von den
Betreibern kontrollierten Servern gespeichert. Wir modellieren ein Setting, in dem mehrere
Betreiber zusammenarbeiten, um das System zu betreiben, ohne sich gegenseitig vollstian-
dig zu vertrauen. Der Inhalt der Logbiicher wird geschiitzt, indem er unter allen beteiligten
Betreibern aufgeteilt wird. Dariiber hinaus werden fortschrittliche kryptografische Tools
wie Oblivious RAM eingesetzt, um die Identitdt der Benutzer zu schiitzen und zu verhin-
dern, dass mehrere Interaktionen mit demselben Benutzer in Verbindung gebracht werden
konnen. Da die Daten in dieser Umgebung ohne Benutzerinteraktion verfiigbar sind, haben
die Betreiber mehr Flexibilitat bei der Durchfithrung von Analysen. Solange sich einige
Betreiber ehrlich verhalten, stellt die Notwendigkeit aller Betreiber, den Berechnungen
zuzustimmen, dennoch sicher, dass die Analyseergebnisse den Datenschutzanforderungen
entsprechen. Leistungsbewertungen unseres Prototyps zeigen seine Praktikabilitit im
3-Parteien Setting: Mit drei Betreibern konnen tiber zwei Millionen Logbucheintrage pro
Tag verarbeitet werden.
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1. Introduction

Cryptography has long been a cornerstone of secure communication, enabling parties to
exchange messages confidentially even in the presence of adversaries. For most of its exis-
tence, cryptography dealt with securing the content of messages from outside adversaries.
While initially firmly in the domain of states and military, message encryption has now
become ubiquitous. Most internet traffic today is encrypted,' and modern messaging apps
such as WhatsApp, Signal, or Telegram feature end-to-end encryption and guarantee the
authenticity of received messages.

However, as digital systems have evolved, so too have the threats to user privacy. The
focus of cryptographic research has gradually shifted from merely encrypting messages to
protect against outside threats to designing protocols that operate securely even when
some participants may be dishonest or compromised. This paradigm, often referred to
as “cryptography in the presence of distrust,” encompasses techniques such as secure
multi-party computation and zero-knowledge proofs. These protocols enable collaborative
data processing and analytics without requiring full trust in any single party, thereby
reducing the risk of data misuse.

In our modern digital world, we constantly interact with digital systems and in doing so
produce vast amounts of data, some of which can be quite sensitive. As an example, open
loop tap-in/tap-out payment systems for public transportation, where users pay simply by
tapping their credit card when entering and exiting vehicles, are convenient. Examples of
such systems are transport for London? or transport for NSW.? These systems typically
apply discounts for multi-vehicle trips, such as combining the tram with the ferry in NSW,
and have daily/weekly/monthly caps corresponding to the prices of day tickets/weekly
tickets/monthly tickets. However, each interaction, i.e., tapping the credit card, connects
the user’s identity with the time and place of that interaction, yielding extensive movement
profiles that can be used to infer private attributes of the user [Kon+20].

Similarly, customer loyalty cards such as Payback [PAY20], Nectar [Aim20], or Opti-
mum [Lob20] are widespread. And again, each use of such a loyalty card links the user’s
identity with the time and place, as well as the specific items bought. This information can
again be used to infer sensitive information about the user, e.g., a pregnancy [Win20].

Collecting and storing large amounts of personal data is not only a problem for the
users whose privacy is affected, but is also more and more becoming a problem for the

I https://transparencyreport.google.com/https/overview
2 https://tfl.gov.uk/fares/how-to-pay-and-where-to-buy-tickets-and-oyster/pay-as-you-go
3 https://transportnsw.info/tickets-opal/opal/contactless-payments
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companies as well: Stronger privacy laws such as the General Data Protection Regulation
(GDPR) [EPC16] in the EU put constraints on how and what personal information can
be processed and threaten large fines for privacy violations. Since the introduction of
the GDPR, other countries have enacted similar privacy laws, such as the Lei Geral de
Protegado de Dados Pessoais (LGPD) [BR 18] in Brazil, the Digital Personal Data Protection
Act (DPDP) [Ind23] in India, the California Consumer Privacy Act (CCPA) [CA 18] in
California, USA, and many more. Thus, minimizing the data that is being collected while
maintaining the desired utility is beneficial both for companies and users.

We want to investigate systems that consist of three main parts: A data collection step
during which authenticated data is gathered, a data storage system to securely and
privately store the collected data, and a data analysis system which allows privacy-
preserving analysis computations on the collected data.

The main question we seek to answer in this thesis is:

Can we use cryptography to obtain generic building blocks that allow secure and private
operation of a variety of such digital systems while offering practical performance?

We will focus on the following scenario in this thesis: There is some digital system,
operated by one or more system operators, that users interact with. Users register an
account with the system. In the data collection step, user interactions with the system
produce data that in itself is not sensitive, but linking it to the individual user makes
it sensitive. This link between interactions and an identifiable user is needed for the
functionality of the system. Since linking interactions (and thereby the collected data)
to users results in sensitive data, users should be able to anonymously interact with the
system in the data collection step. The collected data should then be available for data
analysis by the system operator(s), and this analysis should be able to use the sensitive
connection between user identity and data, as long as the result satisfies the desired privacy
properties. This implies that all such analyses should be performed using some kind of
secure computation. For the data storage system, we investigate both a solution where
all data stays on user-controlled devices, as well as a solution where data is securely stored
on operator-controlled servers.

This scenario applies to many deployed systems, such as customer loyalty systems, digital
payment systems, check-in based mobility-as-a-service, and health insurance benefits
programs.

Of course, if we want to talk about secure, private, and practical systems, this first needs
suitable definitions of secure, private and practical. We call a system secure if it can provide
the intended functionality even in the presence of malicious parties, including users or
operators of the system, and when the building block is deployed in arbitrary context. For
privacy, we require that the amount of sensitive information that can be learned about
users is minimal (compared to what is strictly needed to achieve the desired functionality
in an ideal world). Regarding practical performance, we fully implement our protocols
and evaluate their performance, especially with regard to deployability within realistic
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constraints, such as real-world user devices (smartphones) and acceptable end-to-end
latencies for user interactions (e.g., participating in a customer loyalty program should
not take longer than executing a typical payment transaction).

1.1. Contribution of the Thesis

When collecting user data, there are two architectural options regarding data storage:
either on the user’s side, i.e., each user keeps track of their own collected data, or on the
operator’s side. We now take a closer look at both options.

If data is stored on the user’s side until analysis, the user has full control over their own
data at all times. Users must explicitly cooperate and provide their data to the secure
multi-party computation protocol each time data analyses are to be performed. This is
great for use-cases where analysis is performed rarely or on very sensitive data, however,
for frequently recurring tasks such as usage-based invoice generation or general usage
statistics, this can be impractical. Furthermore, users are responsible for the availability of
their data, i.e., a lost smartphone on which the collected data was stored might result in the
need to pay the maximum amount in a usage-based fee model. Additionally, mechanisms
to ensure the authenticity and “freshness” of the collected data during analysis are required
to prevent users from selectively omitting some data points when providing their collected
data. This results in the need for heavier cryptographic components on the user’s side,
which impact performance for users who may only have a resource-constrained device.

When data is stored on the operator’s side, users must give up control over their data, but
are no longer responsible for securing their data. However, it is now imperative to ensure
that the data is stored securely and cannot be extracted in plaintext by an operator. This
can be achieved for example through secret-sharing the data between the operators and
performing the analysis with MPC, or by using fully homomorphic encryption (FHE). Since
users do not have direct control over how their data is used in this approach, it is important
that the protocol allows only functions approved by the consortium of operators to be
evaluated on the data, and that this consortium has enough members that will object to the
evaluation of analyses that violate user privacy (see Section 4.2.1 for further discussion).

In this thesis, we construct and evaluate protocols in both settings.

1.1.1. User-Side Data Storage

The first part of this thesis in Chapter 3 covers the approach of storing collected data
locally on each user’s device. This data can then be submitted to analytics computations,
and the mechanisms used during collection ensure authenticity of the data.

To this end, we designed PUBA, a universally composable building block with local
data storage: A logbook (solely) kept on the user’s device should be updated with the
observed data such that its content cannot be manipulated by the user while its current
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content cannot be learned by the operator. The former is particularly important for
requirements like fraud or money laundering detection. More precisely, we need to ensure
the authenticity, integrity, freshness, confidentiality, and unlinkability of the logbook.
At the same time, the building block needs to allow for analytical computations, where
users are incentivized or forced to take part in privacy-preserving analytics of their latest
logbook. These computations must not leak the input(s), but the operator may only obtain
some privacy-preserving statistics, classification, etc. as output. The user might also
receive some output, e.g., targeted ads in case of a loyalty system. Also, in some cases, a
slight update of the logbook with results from the analytics computation might be required,
e.g., a risk level resulting from the background fraud detection checks. Depending on the
scenario, the actual analytics function might need to be kept confidential, e.g., when it is
considered intellectual property like the classifier for targeted advertising. In this case, it
needs to be ensured that the operator cannot misuse this opportunity to selectively deploy
privacy-violating functions.

We distinguish two types of analytics computations: outsourced heavyweight analytics
and direct lightweight analytics. As the privacy-preserving evaluation of machine-learning
classifiers (e.g., to determine a user’s individual fraud risk level) might be computationally
and communicationally very demanding, in particular when mobile user devices are
involved, there needs to be a possibility to securely outsource this computation to a proxy
server who acts on behalf of the user(s). Ideally, even a malicious proxy should not learn
anything about user and operator inputs, as well as the output provided to the user(s). In
some scenarios, outsourced analytics should not block further interactions with the system,
i.e., users should be able to continue updating their logbooks while analytics is running.
For instance, in loyalty systems customers should be able to continue shopping and keep
track of purchased items while the outsourced ad selection process (for a previous version
of the logbook) is still in progress. Direct lightweight privacy-preserving analytics is
jointly performed between the user’s device and the operator. This type of analytics might
be done prior to an update of the logbook to determine further actions, e.g., whether the
payment transaction just initiated should be accepted in view of the customer’s personal
risk level.

PUBA’s user-facing protocols are fully implemented and practical evaluation on a smart-
phone as user device and simple server hardware for operator and proxy demonstrate
practicability for modest-sized logbooks.

1.1.2. Operator-Side Data Storage

The second part of this thesis in Chapter 4 covers the approach of storing the collected data
centrally on operator-controlled servers. In this setting, multiple operators that jointly
operate the system are required.

We designed POBA as a universally composable building block. Then, the sensitive
user data can be securely distributed between these operators through the means of a
secret-sharing based database. Since the sensitive user data can be used without any
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user interaction, it is important to have multiple operators where each user trusts that
at least a certain threshold of them behaves honestly. Entries for user logbooks can only
be generated through agreement of the involved (anonymous) user and operator on the
content, and insertion is performed in a way that ensures unlinkability both towards the
user as well as with other entries of that user. This process is also designed in a way to
work offline (only a connection between the user device and some operator-controlled
terminal is required, but no connection to all operators or centrally managed state is
required).

To ensure that the outputs of evaluated analysis functions preserve the desired level
of privacy, we require consensus among the operators on what functions to evaluate.
Assuming a suitable threshold of operators behaves honestly, this ensures that only
acceptable functions are being evaluated on sensitive data.

Again, POBA’s protocols are fully implemented. Practical evaluation shows that in the
special case of three operators, the system can scale to millions of users, while in the more
general case of an arbitrary number of operators it is limited to some tens of thousands of
users.

1.2. Other Results

This section briefly discusses other work published during my doctoral studies that is not
included in this thesis.

1.2.1. Black-Box Accumulators: A Simple Form of Privacy-Preserving
Data Collection ([Hof+20b; Fal+21b])

Black-box accumulators (BBA), introduced by Jager and Rupp [JR16] and extended by
Hartung, Hoffmann, Nagel, and Rupp [Har+17] allow privacy-preserving point collection
and redemption. In [Hof+20b] building on the ideas of [Har+17], we designed a very
efficient scheme for prepayments, called black-box wallets. We improve privacy by hiding
the user balance during redemption, which is essential for prepaid payments. [Har+17]
concluded that hiding the balance was too expensive and instead reveal the balance in
every redeem interaction. Our system employs a novel blind signature construction that
allows efficient zero-knowledge proofs without the need of pairings, which together with
state-of-the-art rangeproofs results in an extremely efficient protocol. This enables use on
a wide range of low-power smartphones and smartwatches and can plausibly be used on
smartcards.

In [Fal+21b], we propose a black-box accumulator scheme based on lattice assumptions,
which is the first plausibly post-quantum secure implementation of BBA.



1. Introduction

1.2.2. Auditable Trapdoors ([Fet+23b; Ste+21b])

In privacy-preserving protocols, it is often necessary to de-anonymize users under certain
conditions, for example due to legal constraints or after detecting misuse. In [Fet+23b], we
designed a system to conditionally revoke anonymity of users while safeguarding against
silent misuse of this feature. Concretely, we show how to use anonymous committees to
manage a decryption key and enforce policies for the usage of this decryption key, using a
public bulletin board to leave auditable traces of each decryption request. Then, we show
how to create user-specific short-term trapdoors that are encrypted under this key and
which can be used to de-anonymize specific users during specific timeframes. Additional
auditing information is made available to a designated auditor party, and general statistics
regarding frequency and amount of deanonymization requests are publicly available.

In an earlier work [Ste+21b], we showed how to design a simpler system that distributes a
decryption key among a blockchain-based committee which can later on-demand grant
access to the content of ciphertexts. We designed a smart contract based on the Ethereum
blockchain that handles key generation and reconstruction and evaluated its practicabil-

ity.

1.2.3. Composable Longterm Privacy ([Ber+23b])

When handling sensitive data, especially personal data such as medical information, an
important question is how privacy can be guaranteed in the long term, even if new
developments such as quantum computers or other cryptanalytic advances break currently
used cryptographic building blocks. In [Ber+23b], we investigate how to enable composable
longterm privacy, mainly in the special case of commitments. This is applicable to the
protocol in Chapter 3, where commitments play a central role, although the proposed
commitment is more of theoretical relevance and has poor practical performance.

1.3. Structure of the Thesis

This thesis is structured in three main parts: The first part, consisting of this chapter
and Chapter 2, introduces the problem of user data collection and analysis as well as the
needed cryptographic building blocks.

The second part contains the main contribution of the thesis. In Chapter 3 we present our
new composable framework PUBA for data collection on user devices that can be employed
by a single provider with the help of some untrusted but non-colluding third party. In
Chapter 4 we then present our new composable framework POBA for data collection on
operator devices that supports three or more providers without the need of an additional
external party. In Chapter 5, we compare the two presented solutions and detail some
open questions.



1.3. Structure of the Thesis

Finally, the last part consists of the appendix, which mainly includes the detailed security
proofs for the main contributions. Chapter A corresponds to Chapter 3 and Chapter B
corresponds to Chapter 4.






2. Preliminaries

In this chapter, we introduce some general notation and give formal definitions of all the
cryptographic building blocks that are used in the following chapters. Additionally, we
give a short introduction to the Universal Composability framework, in which we conduct
all our security analyses.

The definitions in this chapter are taken mostly verbatim from [Fau+25c; Fet+22b] unless
otherwise noted.

2.1. Notation

We use = to denote deterministic assignment and « for probabilistic sampling. If X is a
set, x «— X denotes that x is sampled uniformly at random from X. If alg is a probabilistic
algorithm, x «— alg(y) denotes running alg on input y with freshly sampled randomness
and assigning the output to x. If we want to make the randomness explicit, we will instead
write x «— alg(y; r), which implies that r is fresh randomness. We denote the probability
of an event X occurring with Pr[X]. We use the standard notation for mathematical sets
suchas N, Z, Z,, or F,,.

We denote the security parameter with A, and typically assume it is given to all algorithms
in unary notation, denoted by 1*. A function negl(A) is called negligible if for every
polynomial p, there exists np € N so that for all n > ng negl(n) < ﬁ We call an
algorithm probabilistic polynomial time (PPT) if it can consume randomness in addition
to its input and there is some fixed polynomial in the security parameter that bounds its
running time.

With {0, 1}" we denote the set of all binary strings of length n, and with {0, 1}* the set of
all finite-length binary strings.

2.2. The Universal Composability Framework

We performed our analysis in the Universal Composability (UC) framework [Can01;
Can20]—a common framework for investigating the security of cryptographic protocols.
It follows the simulation-based paradigm: A protocol I in the real world is shown to be
as secure as the same computation performed by a trusted party who, in a (hypothetical)
ideal world, follows the description provided by an ideal functionality # . This is generally
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modeled by a simulator’s ability to simulate the real world given only information accessible
in the ideal world such that no environment Z can distinguish the two worlds. The
environment picks the inputs for all parties and decides which of them to corrupt—in
which case they are controlled by the environment. The simulator on the other hand is
unaware of the parties inputs and only obtains information provided by ¥ .

UC provides strong composition guarantees; a protocol proven secure remains secure
regardless which other protocols are executed in between two consecutive messages.
This requires the simulator to deliver messages in time and waiting for the environments
response instead of only having to provide a transcript for the entire protocol execution
as in the stand-alone setting [GM82; GMW87].

The key idea of simulation based security can be summarized as follows: Secure multi-party
computation (MPC) is relatively easy if we have a single entity that is trusted by all the
participants and with whom the parties can communicate over secure and authenticated
channels. The behavior of this party is referred to as the ideal functionality which defines
how the inputs are used for computations, which outputs exist and which party obtains
which output. The ideal functionality can be only accessed in a black-box way: each party
sends its inputs to the trusted entity and obtains its output, without learning any other
information in the process. This also makes the level of privacy apparent as anything
that an adversary can learn is modelled explicitly by having the trusted party send this
information to the adversary. The ideal functionality is generally much easier to understand
than the protocol and thus enables easier analysis of the security guarantees.

As it is unrealistic to assume that such a trusted party exists in the real world we refer
to the world in which the computations are performed by the trusted party as the ideal
world.

The actual protocol is then executed in the real world where (mutually distrustful) parties
interact with each other according to the protocol description. If the real world can be
shown to be indistinguishable to an interaction of all parties with the ideal functionality
then the protocol inherits all the security guarantees of the ideal functionality. This
requires a simulator that reports all protocol messages from the honest parties, as honest
parties in the ideal world only forward their input to the functionality and do not send
protocol messages. The simulator reports the messages without knowing the actual input
and only learns the leaks provided by the ideal functionality. By proving that the view
provided by the simulator in the ideal world is indistinguishable from the view of a protocol
execution in the real world we get the guarantee that any attack on the protocol can also
be launched against the ideal functionality. In particular, this means that no attacks on the
real world exist that leak information which cannot be extracted in the ideal world.

While the standalone-setting requires the simulator to provide the entire transcript as a
whole, the Universal Composability framework extends this scenario by requiring the
simulator to provide the protocol messages in time and await the environments response.
This means that while in the standalone-setting, the transcript can be arbitrarily rewritten
during simulation as long as the result still looks like a valid protocol execution, in the
UC-setting a message once reported can not be changed later. This models the idea that
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2.3. Secure Communication in UC

Functionality ¥4 Functionality 7
Parameters: A distribution D « Upon receiving (Register, v) from some party P; with pid
« On input (value) from party P: pidp,:
-Ifd=1,setd «— D 1. Check that no value (pidpi, v’) is already recorded, other-
— Generate public delayed output (d) to party P wise ignore this input

2. Record (pidPi, v)
« Upon receiving (Retrieve, pid) from some party P; or the
adversary S:
1. Check if some pair (pid, v) is recorded
2. If yes:
- Return (pid,v) to P; or S
3. Otherwise:
- Return (pid, L) to Pjor S

(a) Functionality ¢ for common reference strings

(b) Functionality ¥, for a public bulletin board

Figure 2.1.: Setup functionalities

other protocols are running in parallel and hence ensures that security guarantees remain
valid in arbitrary environments instead of requiring the protocol to be blocking as in the
standalone case.

Each session in the UC-framework has a unique session identifier (sid). We additionally
assume that each new task is assigned with a unique (inside this session) subsession
identifier (ssid).

UC provides no restrictions on the scheduling of protocols which results in a rather strong
security guarantee. However, this comes at the cost of feasibility. In fact, it was shown
in [CFO01] that not even weak (MPC-incomplete) building blocks such as commitments
can be proven secure in this framework without set-up assumptions. This is why most
constructions in the UC framework rely on set-up assumptions such as a common reference
string (CRS) which is assumed to be a hybrid functionality that is set up by a trusted party.

In this thesis, we make use of ¥ as shown in Fig. 2.1a and a public bulletin board
functionality ¥, as shown in Fig. 2.1b.

2.3. Secure Communicationin UC

Communication in UC is usually built on top of authenticated or secure channels, which
uniquely identify the participating parties and ensure authenticity or authenticity and
confidentiality of messages sent, respectively. For communication between different system
operators, or operators and other non-user participants, we use the standard functionality
for secure channels, ¥, as shown in Fig. 2.2a.

However, with the goal of allowing anonymous interactions between users and digital
systems, we additionally require a different form of communication channel: One party,
party A (which will typically be a user), should be able to initiate a secure channel with
party B in a way where the identity of party B (typically a system operator or similar
party) is verified, so party A has the guarantee that messages can only be read by party B,

11
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Functionality 7, Functionality ?‘S‘l’\j{}auth
+ On input (ssid, pidg, msg) from party S: State: List L of open channels
- Leak (ssid, pidg, pidg, |msgl) to the adversary « Oninput (send, ssid, pidg, msg) from party S:
— Generate private delayed output (ssid, pidg, msg) to party — Store (ssid, pidg, pidg) in L
R with pid pidg - Leak (ssid, send, pidg, |msg|) to the adversary
— Generate private delayed output (send, ssid, msg) to
(a) Functionality Fg,, for authenticated communication party R with pid pidp

+ Oninput (respond, ssid, msg) from party R with pid pid:
- Find entry (ssid, pidg, pidg) in L with matching ssid and
pidg, otherwise ignore this input
- Leak (ssid, respond, pidg, |msg|) to the adversary
— Generate private delayed output (respond, ssid, msg)
to party S with pid pidg

(b) Functionality T;’;A}a“th for one-sided authenticated communica-
tion

Figure 2.2.: Functionalities for secure communication

and any message received over the channel comes from party B. Party B on the other hand
only learns that some undisclosed party has sent a message (although it is guaranteed
that the message was not modified) and can send messages back on the channel, with
the guarantee that only the party that initiated the channel can read them, but without
learning the identity of party A.

Such a channel is similar to how TLS works: A user connects to the server, verifies the
certificate it receives to ensure the identity of the server matches, and then they can
securely communicate. If stronger privacy is required (since normal TLS connections
reveal the IP address of the user), either tools such as onion routing can be employed, or a
different technology without revealing metadata such as near-field communication (NFC)
or Bluetooth Low Energy (BLE) can be used.

Formally, we model our secure channel with one-sided authentification as the functionality

?;?\i}a“th shown in Fig. 2.2b. Any party S can initiate a secure connection to some other
party R by sending (send, ssid, pid,, msg) to ?'S‘I)\f[}auth, which guarantees that the party

with id pid, will be the one receiving this message. Party R only receives the message,
but no information about the sender. However, it can respond to the message by sending

(respond, ssid, msg’) to ?’Sﬁ}auth, using the same subsession id ssid under which it

received the message. ?g?\i}a“th will then privately output msg’ to party S together with

the information that it came from party R.

2.4. Pairing Groups

We instantiate the constructions in this work over pairing groups. In general, we write
G, H, etc., for groups and use capital letters G, H, etc., for group elements. All groups
used are cyclic and we use additive notation, i.e., we write G + H and x - G or xG for
G HeG,xeZ.

12
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We call a tuple (G, G, Gr) a pairing group if there exists an efficient map e : G;xXG,; — Gr
with the properties that:

+ ¢(Gy, Gy) = Gr for generators Gy € Gy1,G; € Gy, Gt € Gr
e e(xG1,yGy) =xy - e(G1,Gy) for Gy € G1,G2 € Gy, x,y € Z

We work over “type 3” pairing groups, where there are no efficient homomorphisms
between G; and G, We sometimes write G; - G, as a shorthand for e(Gy, G,).

A PPT algorithm GroupGen on input 1* outputs a (description of) a group (G = G,
G, p = py) of prime order p with generator G. Given the description, group operations
(addition, inverse) and membership tests are efficient.

A PPT algorithm PairingGen on input 1* outputs a (description of) groups Gy, G,, G of
prime order p and generators Gy, Gy, Gt together with a bilinear map e : G; X G, — Gr.
Given the description, group operations (addition, inverse) and membership tests are
efficient in all three groups and the bilinear map e can be computed efficiently.

Definition 2.4.1 (Discrete Logarithm Problem (DLOG)). The DLOG assumption in a group
G, or more specifically for a group generator GroupGen, holds if for every PPT adversary
A the advantage

G « GroupGen(1");G « G\ {0};H « G;

DLOG [ 1A\ _
Advg = (17) = Pr x — A(NG,G,H): xG=H

is negligible.
For simplicity, we leave GroupGen (and PairingGen) implicit in the following.

Definition 2.4.2 (Computational Diffie-Hellman Problem (CDH)). The CDH assumption
in a group G holds if for every PPT adversary A the advantage

Adv;D”(ﬂ):Prl GG\ {0hixy 2y ]

Z «— A4 G,G,xG,yG) : Z = xyG

is negligible.

Definition 2.4.3 (Decisional Diffie-Hellman Problem (DDH)). The DDH assumption in a
group G holds if for every PPT adversary A the advantage

AdV%DH(IA) = '2 Pr[ G « G\{0}9X,y — ZP’ZO :xyG;Zl — G, :| B 1‘

b — {0,1};V «— A1} G,G,xG,yG, Zp) : b=V’
is negligible.
Definition 2.4.4 (Symmetric External Diffie-Hellman Problem (SXDH)). The SXDH as-

sumption in a pairing group gp = (G, Gy, Gr, p, G1, G2, Gy, e) holds if the DDH assumption
holds in both G; and G,.

13
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Definition 2.4.5 (Co-CDH problem). The Co-CDH assumption in a pairing group gp =
(G1, Gy, Gr, p, G1, G2, Gy, e) holds if for every PPT adversary A the advantage

Ade_,?'CDH(ll) = Pr[ X — Zp; X A1, gp, xG1) : X = xG; ]

is negligible.

The Co-CDH assumption is implied by the SXDH assumption.

2.5. Zero-Knowledge Proofs

Zero-knowledge proofs allow a prover to convince a verifier of the truthfulness of some
statement without revealing any information besides the fact that the statement is true. In
this work, we are mainly interested in so-called proofs of knowledge (PoK), also called
extractable zero-knowledge proofs. A PoK is defined relative to some NP relation R, and a
prover not only convinces a verifier that a statement is true (i.e., the statement is in the
language defined by R), but also that it knows a witness for this. Knowledge is formalized
as the existence of an extractor that, given black-box access to such a prover, can extract
a witness with probability similar to the probability with which the prover convinces a
verifier.

Non-interactive zero-knowledge proofs of knowledge (NIZKPoK) cannot exist in the plain
model. In this thesis, we only define NIZKPoKs in the common reference string (CRS)
model. We will often use NIZK or just ZK as a shorthand for a NIZPoK.

Definition 2.5.1 (Non-Interactive Proof System). A non-interactive proof system ZK for
NP-relation R is a tuple (Setup, Prove, Vf) of PPT algorithms, where

« Setup(1*) outputs a common reference string crs
« Prove(crs, stmt, wit) generates a proof 7 given (stmt, wit) € R.
« Vf(crs, stmt, ) verifies a proof 7 for statement stmt and outputs 0 or 1.

It is a NIZKPoK if additionally there are algorithms ZK.Sim and ZK.Ext with

Note that we sometimes explicitly add the relation R as input to the algorithms to make it
clear for which relation the NIZPoK is.

Zero-knowledge is defined by a simulator that, given a trapdoor generated together with
the common reference string (CRS), can generate proofs without knowing a witness. For
this, we first require that an adversary cannot distinguish the real CRS from a simulated
one. Then, we also require that an adversary cannot distinguish real proofs from simulated
proofs. For composable zero-knowledge, we require that real and simulated proofs are
indistinguishable, even when giving the simulation trapdoor to the adversary.

14
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Definition 2.5.2 (Composable Zero-Knowledge [GS08; Gro06]). A non-interactive proof
system ZK for relation R is called zero-knowledge if there exist PPT algorithms (ZK.SimSetup,
ZK.Sim), where

« SimSetup(1%) outputs (crs, tdsim), where tdg, is a simulation trapdoor

« Sim(crs, stmt, tdsim) generates a proof  for the statement stmt given the simulation
trapdoor tdsjn, for the crs.

We require indistinguishability of the common reference strings:
Pr[ crs < Setup(14); A(crs) = 1 ]—Pr[ (crs, tdsim) < SimSetup(1%); A(crs) =1 ] < negl(})

Additionally, we require the following distributions to be the same:

Real (IA) _ Pr[ (crs, tdsim) — Simsetup(ll); (Stmt’ Wit) — &ZI(CT'S, tdsim); ]
ﬂ -—

7 < Prove(crs, stmt, wit);b «— A(x) : b A R(stmt, wit) =1
Sim (1Y) = Pr (crs, tdsim) < SimSetup(14); (stmt, wit)A(crs, tdsim);
A  « Sim(crs, stmt, tdsm);b «— A(x) : b A R(stmt, wit) =1

More precisely, for all PPT adversaries A, we require Real #(1") = Sim.#(1%).

As mentioned before, proof of knowledge is defined by giving an extractor that, again
given a trapdoor generated together with the common reference string, can extract a
witness given a statement and accepting proof. Again, crs with trapdoor and honest crs
should be indistinguishable.

Definition 2.5.3 (Proof of Knowledge). A non-interactive proof system ZK for relation R
is called a proof of knowledge if there exist PPT algorithms (ZK.ExtSetup, ZK.Ext), where

. ExtSetup(l’l) outputs (crs, tdext), Where tdey is an extraction trapdoor

o Ext(crs, stmt, 7, tdext) outputs a witness wit such that if Vf(crs, stmt, x) = true it
holds that R(stmt, wit) = 1, except with negligible probability.

Again, we require the following distributions to be indistinguishable:

N crs < Setup(14); (b, stmt, 1) < A(crs)
Realq (1) =Pr b A Vf(crs, stmt, m) = true

(crs, tdex) «— ExtSetup(1%); (b, stmt, 1) « A(crs);
Ext(1%) = Pr| wit «— Ext(crs, stmt, 7, tdeyt) :

b A Vf(crs, stmt, m) = true A R(stmt, wit) =1

More precisely, we define the advantage of A as Adv?{(t := Real 4 (1") — Ext#(1%). Then,
ZK is called a proof of knowledge, or alternatively straight-line extractable, if for all PPT
A, there exists a negligible function negl(1) such that Adv?{t < negl(A). It has statistical
extractability if the same holds for all A (not only PPT), and perfect extractability if

Advg’;t =0 for all A.
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Soundness of a NIZK (i.e., the inability for an adversary to produce proofs for false
statements) follows from extractability, with the soundness error bounded by the advantage
AdvEL,

A

A NIZK proof system that is either zero-knowledge or extractable, depending on how the
common reference string is created, is called a dual-mode NIZK.

With a dual-mode NIZK as described above, it is only possible to either simulate proofs
or extract witnesses for a given crs, but not both. This is fine in the setting of Chapter 3.
However, in settings where we need to both simulate proofs of honest parties and extract
witnesses from corrupted parties using the same crs, as in Chapter 4, we need a stronger
property: simulation-extractability. For this, a simulated crs must be set up with both
a simulation trapdoor and an extraction trapdoor together. Not only does this enable
simulation and extraction for the same crs, it also ensures that witness extraction succeeds
even if the adversary has access to simulated proofs.

Definition 2.5.4 (Straight-Line Simulation-Extractability). Let ZK be a NIZKPoK for NP-
relation R, and let there be additional PPT algorithms (ZK.SimSetup, ZK.Sim, ZK.Ext),
where

. SimSetup(lA) outputs (crs, tdsim, tdext), Where tdsi, is a simulation trapdoor and
tdext is an extraction trapdoor.

« Sim(crs, stmt, tdsm) generates a proof 7 for the statement stmt given the simulation
trapdoor tdsj, for the crs.

o Ext(crs, stmt, x, tdex) outputs a witness wit such that if Vf(crs, stmt, 7) = true it
holds that R(stmt, wit) = 1, except with negligible probability.

We say ZK is straight-line simulation-extractable if the following holds:
1. Indistinguishability of crs:

Pr[ crs « Setup(1%); A(crs) = 1 ]
—Pr[ (crs, td) « SimSetup(1%); A(crs) = 1 ] < negl(})

2. Composable Zero-Knowledge:
ZK together with ZK.Sim and ZK.SimSetup’ is composable zero-knowledge ac-
cording to Definition 2.5.2, where ZK.SimSetup’(l’l) runs (crs, tdsim, tdext) <«
ZK.SimSetup(1*) and outputs (crs, tdsim)

3. For any PPT adversary (A, the probability that it wins the following game is negligible:
a) Setup (crs, tdsim, tdext) — SimSetup(lA).
b) Run A%m (1%, crs), where the oracle O, is defined as:
o Osim(stmt): m « Sim(crs, stmt, tdsi,), store (stmt, 7) in Q, return 7

c) Eventually, A outputs (stmt*, 7*)
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d) A wins the game if:
o (stmt*, 7*) ¢ Q
o Vf(crs, stmt*, ) = true

o wit « Ext(crs, stmt”, %, tdeyx): R(stmt*, wit) =0

The Groth-Sahai Proof System and Structure-Preserving Primitives We build the
protocols in this thesis around the non-interactive zero-knowledge proof system of Groth
and Sahai [GS08] and the extension of Escala and Groth [EG14]. The Groth—Sahai proof
system is built around a pairing group (G, G,, Gr) and can efficiently prove statements
consisting of pairing-product equations. These are equations of the form

XTY =tr

where X = (Xj, ..., X)) € G, Y = (Y3, ..., Y,) € G} are vectors of group elements,
where each element can be either a public constant or a secret witness value, and I' =
{yij}?:;ljzl € Zp™" and tr € Gr are public values. Thus, our goal is to pick our other
buildin;g blocks in a way to be compatible with Groth-Sahai proofs, i.e., such that all
equations we want to prove are pairing-product equations.

Building blocks that satisfy this property are called structure-preserving, introduced by
[Abe+16]. On a high level, a building block is structure-preserving if all public objects (such
as common reference strings, public keys, messages, signatures, commitments, ciphertexts,
etc.) only consist of group elements in G; and G, and all algorithms of interest (such as
signature verification, commitment opening, etc.) only need to check membership in G
and G, and evaluate relations described by pairing product equations.

We will provide formal definitions of what it means to be structure-preserving for each
relevant primitive individually in their respective section.

2.6. Secret-Sharing

A (n,t) secret-sharing scheme consists of a sharing algorithm that, given some secret,
outputs n shares such that up to t shares reveal no information about the secret, and a
reconstruction algorithm that given at least ¢ + 1 shares reconstructs the secret.

Definition 2.6.1 (Syntax of a Secret-Sharing Scheme). A (n,t) secret-sharing scheme S
with number of parties n and corruption threshold t is a tuple S = (S.Share, S.Recon) of
PPT algorithms, where

« S.Share(m) outputs shares (m)4, ..., (m), such that up to t shares are information-
theoretically independent of m

17
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 S.Recon({m)s, ..., (m),) outputs mif each (m); is either L or the output of S.Share(m),
and at least t + 1 shares are not L

We will refer to (m) as a S-sharing of message m.

2.7. Encryption

Encryption of messages has been the main focus of cryptography for most of its history.

Encryption schemes come in two main flavours: A symmetric key version, where both
the encrypting and decrypting party share the same secret key, and an asymmetric key
version, also called public key encryption (PKE). We do not make explicit use of symmetric
encryption in this thesis, so only definitions for asymmetric encryption are given.

2.7.1. Public Key Encryption (PKE)

A public key encryption scheme features two keys, the public encryption key which allows
encryption, and the secret decryption key which allows decryption.

Definition 2.7.1 (Syntax of PKE). A PKE scheme PKE with message space M consists of
a tuple (Keygen, Encrypt, Decrypt) of PPT algorithms such that

. Keygen(1%) outputs a public encryption key ek and a secret decryption key dk

« Encrypt(ek, m) takes an encryption key ek, a message m in the message space M,
and outputs a ciphertext ct

« Decrypt(dk, ct) takes a decryption key dk, a ciphertext ct and outputs a message
meM

We require correctness:

V(ek, dk) «— Keygen(1%),¥m € M : Decrypt(dk, Encrypt(ek, m)) = m

Security of an encryption scheme is typically defined as ciphertexts of different messages
being indistinguishable from each other. The minimal requirement for an encryption
scheme is called indistinguishability under chosen plaintexts (IND-CPA):

Definition 2.7.2 (IND-CPA security). The advantage of a stateful adversary ‘A against
the IND-CPA property of a PKE scheme PKE is defined as

AdyIND-CPA (11 — py (ek,dk) « Keygen(1");b «— {0,1}; (mo, m1) « A(1%,ek); | 1
A ct «— Encrypt(ek,mp); b’ «— A(ct) : b' =b 2

A scheme PKE is IND-CPA secure if for all stateful PPT adversaries A, there exists a
negligible function negl(A) so that Advy{D'CPA(lA) < negl(})
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2.7.2. Threshold PKE

A threshold encryption scheme supports secret-sharing the decryption key between
multiple parties. Each party can then perform a partial decryption of a ciphertext with
its decryption key share, and given enough such partial decryptions, the plaintext can be
obtained, without the need to ever reconstruct the decryption key itself.

We follow the notation of [SG02] for threshold encryption:

Definition 2.7.3 (Syntax of Threshold PKE). A (t, n)-threshold PKE (TPKE) scheme TPKE
consists of a tuple (Keygen, Encrypt, PartDec, PartVerify, Combine) of PPT algorithms
such that

« TPKE.Keygen(1%, n, t) outputs a public encryption key ek and sets {Vki}ie[n] of veri-
fication keys and { d ki}ie[n] of decryption key shares.

« TPKE.Encrypt(ek, m) takes an encryption key ek, a message m in the message space
M, and outputs a ciphertext ct.

« TPKE.PartDec(dk;, ct) takes a decryption key share dk;, a ciphertext ct, and outputs
a decryption share ct;.

« TPKE.PartVerify(ct, vk;, ct;) takes a ciphertext ct, a verification key vk; and a de-
cryption share ct;, and outputs either 1 or 0. If the output is 1, ct; is called a valid
decryption share.

« TPKE.Combine(ct,T) takes a ciphertext ct and a set of valid decryption shares T
such that |T| =t + 1, and outputs a message m € M.

We require correctness, i.e., the following two conditions to hold for all
(ek, {Vki}ie[n]’ {dki}ie[n]) «— TPKE.Keygen(1%):

1. Vm € M,ct < TPKE.Encrypt(ek,m),i € [n] it holds that TPKE.PartVerify(ct,
vk;, TPKE.PartDec(dk;, ct)) = 1.

2. Vm € M, ct « TPKE.Encrypt(ek, m) and any set T := (cty,..., ct;4+1) of valid de-
cryption shares ct; «— TPKE.PartDec(dk;, ct) for t + 1 distinct decryption key shares
dk; it holds that TPKE.Combine(ct, T) = m.

IND-CPA security can be extended in a straight-forward way to include adversaries that
can obtain up to t decryption key shares. While stronger security definitions can be
found in the literature, including IND-CCA security which grants adversaries access to
a decryption oracle, or threshold versions that allow a combination of decryption key
shares and honest partial decryptions, we only require the simple IND-CPA version in
this thesis.

We make use of a UC-functionality for distributed key generation ?;(Te *;';En defined in Fig. 2.3a.
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: - TPKE : . TSIG
Functionality ﬂey gen Functionality ﬂeygen
Parameter: Number of parties n, threshold # Parameters: Number of parties n, threshold #
« Upon receiving (Keygen, 1) from all parties: « Upon receiving (Keygen, crstsic) from all parties:
A
1. Run (ek, {vki}ie["], {dki}ie[n]) «— TPKE.Keygen(17, 1. Run (vk, {Vki}ie[n]’ {Ski}iE[n]) —
n,t) TSIG.Keygen (crstsig, n, t)
2. Send output (ek, vk;, dk;) to party P; 2. Send output (vk, vk;, sk;) to party P;
(a) Functionality F1°XE for TPKE (b) Functionality ﬂ:;gen for TSIG

Keygen

Figure 2.3.: Functionalities for distributed key generation

2.8. Digital Signatures

Digital signatures can be used to verify the authenticity of messages. Similarly to public
key encryption, a signature scheme comes with two keys, a secret signing key used to
generate signatures, and a public verification key that allows anyone to verify a signature.
A valid signature on a message can be used to both identify the sender of the message as
well as ensure that the message has not been changed since it was signed.

Definition 2.8.1 (Syntax of Digital Signatures). A digital signature scheme SIG over
message space M consists of a tuple (Keygen, Sign, Vf) of PPT algorithms such that:

« SIG.Keygen(1%) takes 1% as input and outputs a keypair (sk, vk).

« SIG.Sign(sk, m) takes the signing key sk and a message m € M as input and outputs
a signature o.

« SIG.Vf(vk, m, o) is deterministic and takes as input a verification key vk, a message
m € M and a signature o. It returns either true or false.

(Intuitively, returning true means that o is valid signature for message m under
verification key vk. Returning false means it is invalid.)

SIG is correct if for all A, (sk, vk) « SIG.Keygen(1%), m € M, and o « SIG.Sign(sk, m)
it holds that
SIG.Vf(vk, m, o) = true.

We additionally require a deterministic PPT algorithm KeyVerify(sk, vk) so that for (sk,
vk) « SIG.Keygen(A) it holds that KeyVerify(sk, vk) = 1 and if KeyVerify(sk, vk) =1
then SIG.Vf(vk, m, SIG.Sign(sk, m)) = true for all m € M.

The standard security notion for digital signatures is existential unforgeability under
chosen message attacks (EUF-CMA), which requires that given signatures on arbitrary
messages, it should not be possible to generate a valid signature on any new message.
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Definition 2.8.2 (EUF-CMA-Security [Gol04]). A signature scheme SIG = (Keygen, Sign,
Vf) is EUF-CMA-secure if for every PPT adversary A with access to a signing oracle O3'°
it holds that the following probability is negligible in the security parameter A:

(sk, vk) « SIG.Keygen(1%), (o*, m*) « A0 (k) (vk, 1%) :

P
: SIG.Vf(vk, m*, o*) = true

< negl(4)

where o* was never returned from O3'¢(sk, -).

A signature scheme is structure-preserving if its messages, public keys and signatures
only consist of elements from G, and grouptwo and signature verification only needs to
evaluate pairing-product equations.

Definition 2.8.3 (Structure-Preserving Signature Schemes). A signature scheme SIG =
(Keygen, Sign, Vf) is called structure-preserving with respect to a pairing group (G, G, Gr)
if the following conditions are all satisfied.

1. The message space M is G| X G} for some m,n € N (J{0}
2. Public keys and signatures only consist of elements from G; and G,

3. SIG.Vf only requires evaluation of pairing-product equations

2.8.1. Aggregatable Signatures

An aggregate signature scheme is a digital signature scheme that additionally allows multiple
signatures to be aggregated into a single signature. This single aggregate signature can
then be used to verify all the original signatures collectively.

We assume that all signers sign the same message! and therefore directly use a syntax to
highlight that.

Definition 2.8.4 (Aggregate Signature Scheme for Same Message). We say that an aggre-
gate signature scheme SIG over message space M consists of the algorithms (Keygen,
Sign, Vf) as defined in Definition 2.8.1 as well as the following two additional algorithms:

« SIG.Agg((vky, 01), ..., (vk,, o¢)) takes multiple verification key and signature tuples
(vk;, 0i) and combines them to a single aggregate signature 6.

+ SIG.AVf((vky,...,vk,),m, &) is deterministic and takes as input multiple verification
keys (vky,...,vk,), amessage m € M and a aggregated signature 6. It returns either
Oor1.

(Intuitively, returning 1 means that ¢ is valid aggregated signature for message m
under verification keys (vk,, ..., vk,). Returning 0 means it is invalid.)

1 See [BDN18] how to adapt BLS signatures to this setting.
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2.8.2. Threshold Signatures

A threshold signature scheme supports secret-sharing the signing key between multiple
parties. Each party can then produce a partial signature of a message with its signing key
share, and given enough such partial signatures, a full signature on the message can be
obtained, without the need to ever reconstruct the signing key itself.

Definition 2.8.5 (Syntax of Threshold Signatures, [Mit+24]). A (n, t)-threshold signa-
ture scheme TSIG over message space M consists of a tuple (Setup, Keygen, PartSign,
PartVerify, Combine, Vf) of PPT algorithms such that:

« TSIG.Setup(1*) takes 1* as input and outputs a common reference string crs.

« TSIG.Keygen(crs, n, t) takes the common reference string along with integers n and
t s.t. 1 <t < nas input and outputs signing/verification keys (sk;, vk;) along with a
global verification key vk.

« TSIG.PartSign(crs, sk;, m) takes the common reference string, the i-th signing key
and a message vector m € M as inputs and outputs a partial signature o;.

« TSIG.PartVerify(crs, vk;, m, 0;) takes the crs, the i-th verification key, a message
m € M and a partial signature o; as input and outputs 1 if the partial signature is
valid and 0 otherwise.

« TSIG.Combine(crs, T) takes the crs and a set of valid partial signatures T with |T| =
t + 1 and outputs a signature o.

« TSIG.Vf(crs, vk, m, o) takes the crs, a verification key, a message m € M and a
signature and outputs 1 if the signature is valid and 0 otherwise.

TSIG is correct if for all A, crs < TSIG.Setup(1%), ({sk;, vk;}, vk) « TSIG.Keygen(crs, n,t),
m € M, o; « TSIG.PartSign(crs, sk;,m) fori € [1,n], VI C {0} : |T| =t + 1 and
o « TSIG.Combine(crs, T) it holds that TSIG.Vf(crs,vk,m, o) =1

Similar to EUF-CMA-security for normal signatures, we require TSIG to be threshold
unforgeable.

Definition 2.8.6 (Threshold Unforgeability [Mit+24]). Let TSIG = (Setup, Keygen,
PartSign, PartVerify, Combine, Vf) be an (n, t)-threshold signature scheme over message
space M. TSIG is called TS-UF-1 secure if for any PPT adversary A the advantage in the

security game Exply"UF~1(1%) defined in Fig. 2.4 is negligible.

As with threshold encryption, we make use of a UC-functionality for distributed key

generation TKTE Sy'gGen defined in Fig. 2.3b.
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Exp;?‘u'r‘1 (1% Oracle OP2tSign (j m)

1: crs e Setup(l/l) 1: assertm e M AieHS

2: (n,t,CS,sty) « Al(crs) 2: o0; « PartSign(crs, sk;, m)

3: HS:=[1,n]\CS 3: ifo;# L

4:  ({sk; vk;},vk) « Keygen(crs,n,t) 4: S1(m) =S;(m) U {i}
5: return o;

¥ « PartSign
5. (m', 0" st) — A (sto, vk, {sk;}jecs. {vK; }ie[1.n])

6: return (Vf(crs,vk,m*,0") A |CS| < t A |Si(m")| <t —|CS]|)

Figure 2.4.: Security game defining TS-UF-1 security for threshold signatures.

2.9. Commitments

Commitments enable one party to commit itself on the content of some message towards
one or more other parties while keeping the content hidden.

Definition 2.9.1 ((Non-interactive) Commitment Scheme). A non-interactive commitment
scheme COM with message space M consists of a tuple (Setup, commit, open) of PPT
algorithms such that

. Setup(ll) outputs a common reference string crs

« commit(crs, msg) takes a common reference string and a message and outputs a
commitment com and opening information decom

D open(crs, com, decom, msg) takes a common reference string, a commitment com,
opening information decom and message msg and outputs true if com is a valid
commitment on msg

We require correctness:

Vmsg € M, crs « Setup(1%) :

(com, decom) «— commit(crs, msg) = open(crs, com, decom, msg) = true

We will often leave out the crs if it is clear from the context.

Security of commitment schemes is defined through their hiding and binding properties.
Hiding ensures that no information about the message can be learned from a commitment,
while binding ensures that the committer can only open the commitment to one value.

Definition 2.9.2 (Hiding property). A commitment scheme COM is called hiding if there
exists a negligible function negl(1) so that for all PPT adversaries A it holds that the

advantage Adv?zi[ding(l’l) < negl(1), where the advantage is defined as:

AdvITGin8 (12 _ py| €78 < Setup(1*); b — {0,1; M 3 (mo,my) — A%, crs); | 1
A B (com, decom) « commit(crs, mp); b’ «— A(com) : b’ =b 2
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Definition 2.9.3 (Binding property). A commitment scheme COM is called binding if
there exists a negligible function negl(A) so that for all PPT adversaries A it holds that

the advantage Advz(nding(l’l) < negl(1), where the advantage is defined as:

i crs « Setup(1%); (com, mg, decomy, my, decom;) < A(1%, crs) :
Advy'ln "8(1%) = Pr open(crs, com, decomy, my) = trueA
open(crs, com, decomy, my) = true A my # m

Commitment schemes can additionally have homomorphic properties. In this thesis, we
make use of additively homomorphic commitments.

Definition 2.9.4 (Additively homomorphic commitment scheme). Let the message space
M be an additive group (M, +). A commitment scheme COM is called additively homo-
morphic if it comes with two additional algorithms (add_c, add_d) with the property
that:

Vmg, my € M, crs < Setup(l’l),
(comy, decomgy) < commit(crs, my), (com;, decom;) < commit(crs, my) :

open(crs, add_c(comy, com;), add_d(decomy, decom;), my + my) = true

We will write comy @ com, as shorthand for add_c(comy, com,) and decomy ® decom, as
shorthand for add_d(decomy, decom,).

Structure Preserving Commitment Schemes As already mentioned in Section 2.5, an
important property of building blocks which we want to use in zero-knowledge proofs is
that they are structure-preserving.

Definition 2.9.5 (Structure-Preserving Commitment). A commitment scheme COM =
(Setup, commit, open) is called structure-preserving with respect to a pairing group
(G1, Gy, Gr) if the following conditions are all satisfied.

1. Common parameter gp consists of a group description gp generated by G and con-
stants a;; € Z,.

2. Commitment and unveil messages consist of group elements in G; and G,.

3. Opening algorithm open consists only of evaluating membership in G; and G, and
relations described by pairing product equations.
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3. PUBA: Storing data on the user
device

This chapter is based on “PUBA: Privacy-Preserving User-Data Bookkeeping and Analytics”
[Fet+22b; Fet+21] and most parts of this chapter are rephrased from these works. However,
both in the journal version [Fet+22b] as well as the eprint version [Fet+21], large parts of
the formal description of the ideal functionality and protocol are relegated to the appendix.
In this thesis, the content underwent significant reorganization and was adjusted to make
the notation consistent.

My Contribution In the paper, I equally contributed to the formal modelling, the protocol
design and security proofs, with a special focus on practical instantiability. I implemented
and benchmarked the prototype.

Organization of this Chapter We first provide an introduction to privacy-preserving
data collection and the related work in Section 3.1. Then we discuss the desired function-
ality and involved parties in Section 3.2. In Section 3.3 we present ¥, ,, to formalize
the desired security properties. Section 3.4 then contains the description of the protocol
[Tpypa. Details on how to use PUBA in two example applications are given in Section 3.5.
Finally, Section 3.6 contains our prototype implementation and benchmark results.

3.1. Introduction

Privacy-enhancing cryptographic protocols could be highly beneficial to citizens and our
society in a multitude of user-centric scenarios including mobile payments, loyalty systems,
ticketing systems, toll collection, web search, participatory sensing, disease prediction
and pay-as-you-drive insurance. Also, operators of such systems should be encouraged to
deploy strong privacy-enhancing technologies in view of EU’s GDPR and the severe fines
in case of violation.

However, despite their advantages, proposed cryptographic protocols to protect privacy
in such scenarios are rarely in real-world use today. The reasons for this are manifold,;
aside from development and deployment costs, this is caused by a gap between what
these protocols offer and what is required when targeting real-world applications: While
academic proposals typically strive for “perfect” anonymity and a simple functionality,
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they neglect scenario-specific real-world requirements stemming from business models,
laws, regulations, or user needs. These requirements often conflict with the desire for
perfect anonymity. For instance, fraud detection and anti-money laundering as mandated
for digital payments or targeted advertising as performed in loyalty systems are based on
a customer’s transaction history. Neglecting these types of requirements when building
privacy-preserving systems, e.g., an anonymous mobile payment or loyalty system, hin-
ders practical deployment. In this chapter, we take an important step towards resolving
this issue by proposing a flexible framework that enables the privacy- and authenticity-
preserving bookkeeping and analytics of user history data. Our building block is secure in
the Universal Composability (UC) framework and can thus be securely incorporated into
privacy-preserving systems, e.g., anonymous mobile payments, to satisfy requirements
relying on the analysis of participating users’ behavioral data, such as fraud detection.

For concreteness, we consider two examples in detail: loyalty systems and mobile pay-
ments. In loyalty programs such as Optimum [Lob20] in Canada, Payback [PAY20] in
Germany, or Nectar [Aim20] in the UK, customers collect loyalty points (e.g., using their
smartphones) for purchases in participating shops which they can redeem at a later point
to pay for purchases, get vouchers, etc. Academic proposals like black-box accumulators
(BBAs) [Har+17] exist, which realize this point collection and redemption functionality
in a privacy-preserving way while protecting the operator from forgeries and double-
redemption. However, BBAs do not account for the business models of loyalty system
providers, which typically consist of earning money by enabling advertising partners to
place targeted ads and coupons. To this end, the operator keeps track of users’ purchase
histories. Ad selection is typically performed using a machine-learning-based classifier
which maps purchase histories to product categories customers might find interesting.
Advertisers promoting their products send ads for certain product categories to the opera-
tor along with the price they are willing to pay every time their ad is delivered by email
or displayed on the loyalty program app. Users are additionally motivated to participate
in the targeted advertisement service by the opportunity to obtain incentives, such as
targeted coupons offering discounts on certain products. In currently deployed systems,
points-of-sale report purchases to the operator along with a customer’s ID. This way,
authentic and up-to-date purchase histories can be kept for each customer. Since the ad
selection procedure is executed in the background on the operator’s side, correctness of this
computation is ensured. Conversely, a user’s purchases are linked, and the operator—or
anyone else gaining access to this history—may misuse it to obtain additional knowledge
about the user’s locations and behavior.

NFC-based mobile payments are an increasingly popular method to conduct payments
for goods or services at points-of-sale. This payment mode has been boosted with the
recent roll-out of Google Pay and Apple Pay. While deployed systems essentially realize
a virtual credit or debit card (making payments linkable), privacy-preserving systems
could theoretically be built from anonymous e-cash, e.g., see [AB09]. However, these
constructions do not account for current regulations for mobile payments, such as fraud
detection as required by the 2nd European Payment Services Directive (PSD2) [PC15].
Fraudulent transactions can occur due to lost or stolen payment devices or compromised
payment credentials stored on them. Fraud detection involves continuously monitoring
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a customer’s transaction history for anomalies and typical fraud patterns. This can be
done using a set of rules or sophisticated machine learning algorithms. Based on these
background checks, a decision is made in real time regarding whether a newly initiated
transaction should be granted or denied.

To realize the two scenarios described above—as well as many others—in a privacy-
preserving manner, a new building block is needed that ensures privacy-preserving
bookkeeping as well as analytics of user history data: A user’s actions generate data
(e.g., transaction value, date/time, location, type of shop, etc.) observable by an operator.
A logbook kept solely on the user’s device should be updated with the observed data such
that its content cannot be manipulated by the user while ensuring its current content
remains hidden from the operator. The former is particularly important for requirements
like fraud or money laundering detection. More precisely, we need to ensure the au-
thenticity, integrity, freshness, confidentiality, and unlinkability of the logbook. At the
same time, the building block needs to allow for analytical computations, where users
are incentivized or required to take part in privacy-preserving analytics of their latest
logbook. These computations must not leak the input(s) and the operator may only obtain
privacy-preserving statistics, classification, etc. as output. The user might also receive
output, such as targeted ads in a loyalty system. Furthermore, in some cases, a minor
update to the logbook with results from the analytics computation might be required,
e.g., a risk level resulting from the background fraud detection checks. Depending on
the scenario, the analytics function itself might need to remain confidential, e.g., when
considered intellectual property (such as a classifier for targeted advertising). In this case,
it needs to be ensured that the operator cannot misuse this opportunity to selectively
deploy privacy-violating functions.

We distinguish two types of analytics computations: outsourced heavyweight analytics
and direct lightweight analytics. As the privacy-preserving evaluation of machine-learning
classifiers (e.g., to determine a user’s individual fraud risk level) might be computationally
and communication-wise very demanding, in particular when mobile user devices are
involved, it must be possible to securely outsource this computation to a proxy server that
acts on behalf of the user(s). Ideally, even a malicious proxy should learn nothing about the
user and operator inputs or the output provided to the user. In some scenarios, outsourced
analytics should not block further interactions with the system, i.e., users should be able
to continue updating their logbooks while analytics are running. For instance, in loyalty
systems customers should be able to continue shopping and keep track of purchased items
while the outsourced ad selection process (for a previous version of the logbook) is still in
progress. Direct lightweight privacy-preserving analytics are performed jointly by the
user’s device and the operator. This type of analytics might be done prior to an update
of the logbook to determine further actions, e.g., whether the payment transaction just
initiated should be accepted in view of the customer’s personal risk level.
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3.1.1. Our Contribution

In this chapter, we focus on properly formalizing and instantiating the functionality and
security and privacy properties of a bookkeeping and analytics mechanism as sketched in
the previous section. To this end, we present PUBA, a framework for privacy-preserving
user-data bookkeeping and analysis.

While numerous practical application scenarios would evidently benefit from privacy-
preserving bookkeeping and analytics, to the best of our knowledge, this is the first work
to formally study such a multi-purpose building block.

Our contribution consists of a formal UC-based modeling, protocols for managing the
logbook along with security proofs, implementations and benchmarks of crucial protocols,
as well as exemplary instantiations of fraud detection and targeted advertising in our
framework. This work is one of the few that combines a complex yet practical cryptosystem
with a thorough UC security analysis. Details are provided below.

Security model Based on a high-level system architecture (see Section 3.2) including a
set of intuitive but informal security properties (see Section 3.2.5), we designed a flexible
ideal functionality (see Section 3.3) in the UC framework [Can00; Can01]. Providing a
model and a security analysis in the UC framework is essential as we expect PUBA to be
used as a building block for larger privacy-preserving systems. A primary challenge lays
in finding an appropriate trade-off between flexibility (to cover a broad set of applications)
and complexity. Our functionality covers users, an operator, a trusted signing authority
(verifying the privacy-friendliness of analytical functions), and proxies interacting in
preparatory tasks like user registration and validation of analytics functions, as well as
operational tasks such as bookkeeping (which also covers direct analytics), outsource,
analytics, and update. The correct computation of an application-specific function A
contained in both Bookkeeping and Analytics is managed by a subfunctionality #;,
which provides independence of the used method of computation. The subfunctionality
can be instantiated, for example, with any secret-sharing-based general MPC framework
(for example based on the SPDZ [Dam+12] family) that treats A as a black-box, which
allows for flexible instantiations and lets PUBA easily profit from performance advances
in MPC. It is, however, also possible to provide non-black-box instantiations of ?;,P A that
exploit the structure of A, e.g., by letting the user prove in zero-knowledge that the function
was computed correctly. This enables more efficient computations, which is particularly
desirable for the Direct Analytics included in the Bookkeeping task.

Provably secure protocols We designed cryptographic protocols for the tasks men-
tioned above in Section 3.4.8 and provide a full security proof for our construction in
Section A.3. Our main challenge was to carefully combine different primitives and tech-
niques into protocols that are both secure in the UC framework and efficient at the same
time. To this end, we follow a commit-sign-rerandomize-prove approach to achieve
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the desired security properties for our logbook. We build on Groth-Sahai [GS08] non-
interactive zero-knowledge proofs, which are fairly practical and secure under standard
assumptions (e.g., SXDH over bilinear groups). Furthermore, we use structure-preserving
signatures [Abe+11] and homomorphic multi-commitments [Abe+15] for which state-
ments (e.g., knowledge of a signature on a commitment) can be efficiently proven using
Groth-Sahai.

Implementation and benchmarks We implemented our protocols for user registration
(UReg), Bookkeeping, Outsource and Update as well as an exemplary Analytics computa-
tion based on logistic regression using the MP-SPDZ MPC framework [Kel20]. For the
user side, we used Nexus 5X and Galaxy S8 smartphones, whereas operator and proxy
computations were implemented on more powerful server hardware. Our measurements
show that even fairly complex Bookkeeping involving permuting, setting, and adding
values to entries can be completed in approximately 2 seconds for a logbook containing
100 entries and assuming an NFC data rate of 424 kbit/s. Outsourcing the logbook for an
analytics computation takes around 660 ms, assuming a mobile data rate of 10 Mbit/s. Re-
trieving the results of the analytics and (potentially) updating the logbook takes 2 seconds,
assuming the same data rate. The privacy-preserving analytical computation itself takes
around 380 ms for co-located operator and proxy servers. These estimates demonstrate
that privacy-preserving bookkeeping and analytics can indeed be practical. Our imple-
mentation is available at https://github.com/kastel-security/puba.

Application: Fraud detection We sketch how a simple two-tier fraud detection system
could be realized with PUBA. Tier 1 enforces the user, within the scope of an Analytics
computation, to perform a more complex machine-learning-based fraud detection with
the operator once a certain number of payment transactions is reached. This results in
some risk level which is stored in the logbook. Tier 2 is a Direct Analytics computation
performed when a new payment transaction is initiated. It consists of checking simple
rules that take the risk level into account to decide whether to accept or decline the
transaction. Assuming the hardware and data rates described above and a logbook storing
the last 20 transaction records (each consisting of 5 values), we estimate Tier 1 detection
using logistic regression to take around 3 seconds (including Outsourcing and Update),
while Tier 2 detection including Bookkeeping can be completed in less than 2 seconds.

3.1.2. Related Work

To the best of our knowledge, this work is the first to formally define a multi-purpose
privacy-preserving bookkeeping and analytics building block.

Regarding bookkeeping, we use mechanisms similar to the Black-Box Accumulators (BBA)
introduced in [JR16; Har+17]. BBA provides a framework for privacy-preserving point
collection and redemption but does not consider data analytics. Moreover, its security is
defined using a game-based approach, which leads to weaker security guarantees.
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In [Bl6+19], updatable anonymous credentials are introduced, allowing the dynamic
modification of a credential’s attributes via an update function after creation. However,
the updatable credentials defined in [Bl6+19] do not satisfy our requirements. The input to
the update function is provided solely by and known only to the user. Moreover, credential
freshness and their use for analytical computations are not considered. Like [JR16; Har+17],
they do not consider security within the UC model.

Kolesnikov, Kumaresan, and Shikfa [KKS12] present schemes providing input authentica-
tion in the following sense: in their model, malicious clients perform secure multi-party
computations with a semi-honest server, and the scheme ensures that clients use the same
input across multiple computations. This can be considered a weak form of bookkeeping
with less stringent requirements. While [KKS12] ensures that users cannot use arbitrary
inputs for computations, the users can be linked across interactions. Furthermore, in con-
trast to [KKS12], our framework also works with malicious servers and provides additional
security guarantees for honest users that are not directly inherited from the MPC.

Privacy-preserving analytics and data mining (without bookkeeping and input authen-
tication) have been well-studied. Proposed approaches in the literature either construct
dedicated protocols exploiting the structure of existing methods (such as neural networks
or logistic regression) commonly used for machine learning [Ash+17; Cet+17], or propose
techniques for efficiently solving specific analytical problems [Yu+18; Sen+05; WR10;
DZ16].

Let us briefly consider related work regarding the applications of PUBA studied in this
chapter: targeted advertising in loyalty systems and fraud detection in mobile payments. To
the best of our knowledge, privacy-preserving targeted advertising for loyalty programs
has not been thoroughly analyzed before. The majority of work on privacy-preserving
targeted advertising deals with an Internet scenario where an advertisement network (such
as Google) wants to display targeted advertisements on websites based on the user’s prior
web activities. With a few exceptions, e.g., [Bac+12], the security and privacy properties of
proposed systems are not formally proven. Regarding ad selection, there are currently two
prevalent approaches: client-based and proxy-based selection. In client-based ad selection
(e.g., [Tou+10; Bac+12; GLM16]), a browser plugin typically keeps track of the user’s online
behavior and interests and classifies the user to determine the most relevant ad. This
implies that the ad network’s selection algorithm must be public, and the correctness of
inputs and computation is not ensured. In proxy-based selection (e.g., [GCF11]), a trusted
third party (TTP) with secure channels to the user hides user data from the ad network.
This implies a dependency on the TTP and assumes that users send correct data.

Little work has been devoted to privacy-preserving fraud detection for payments. The
most relevant work, [Can+18], performs an exploratory study on the performance of fully
homomorphic encryption-based classification of finance-related transaction data run by a
fraud detection service provider. Authenticity and freshness of the data is assumed.
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3.2. High Level Description

In this section, we provide a high-level introduction to the parties and tasks involved in
the analytics framework for PUBA.

3.2.1. Parties and Roles

PUBA considers four different types of parties:

Users U PUBA allows for arbitrarily many users to participate in the system. Each
user collects data inside a personal logbook Log, which they can provide for privacy-
preserving computations. We call the main part of this data the user history UH. This part
is authenticated and cannot be changed by the user at will, but is only updated through
private bookkeeping tasks with the operator. The private data is represented by a vector of
slots, where each slot contains a Z, element. Additionally, the logbook contains some data
needed to ensure correct and private operation of the system. Users may be corrupted and
maliciously collude with other corrupted parties. We assume that users participate using
relatively weak hardware. For many real-world applications, the user side of PUBA will
likely be realized as a smartphone application.

The operator O For any given instance of PUBA, there is exactly one operator. This
party is the central entity managing the system. The operator has an interest in evaluating
analytical functions on the data collected by users. In certain scenarios, the precise details
of these functions, however, may be subject to trade secrets and should not be leaked to
any other party. We thus assume that the operator can hide all sensitive information inside
function parameters (FPs) fp while the publicly known function A itself only provides the
general structure. In real-world applications, FPs may correspond to transition matrices of
neural networks [JVC18] or weights and features for linear regression. As the operator’s
input to analytics computations, the FPs achieve the same level of privacy as the users’
private data. Relying on FPs is without loss of generality [Val76] with respect to the class
of computable functions. The operator may be corrupted and maliciously collude with
other corrupted parties, apart from proxies (which does not affect user privacy).

The trusted signing authority 7SA Allowing arbitrary private FPs precludes any
meaningful level of privacy for the users. To prevent malicious operators from using
FPs which trivially undermine the users’ privacy, we assume the existence of a trusted
signing authority (TSA): Before using FPs for computations, the operator must have them
certified by the TSA to ensure they do not violate privacy requirements. We elaborate
on the difficulties of this task in Section A.1.1. PUBA enforces that only FPs certified by
the TSA can be used during computations on the users’ data. The TSA is an external
entity and has to be trusted by users as well as the operator. We envision the TSA as a
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Registration Data ~ Verify function parameters Verify

Empty Logbook Certificate

Figure 3.1.: Overview of the preparatory tasks.

privacy-defending, donation-funded NGO (like the Electronic Frontier Foundation) or a
governmental body like the Federal Data Protection Officer.

Proxies P PUBA allows arbitrarily many proxies to participate. Proxies are used for
computing analytical functions and to coordinate computations that require data from
multiple users. We assume proxies provide the computational power and bandwidth of
a regular server. Proxies may be corrupted and collude with corrupted users. As long
as proxies do not collude with the operator, PUBA guarantees that all user data remains
hidden from both the proxy and the operator. Any user may potentially set up their own
proxy, yet it is also possible that NGOs provide donation-funded proxy servers.

3.2.2. Preparatory Tasks

Before users can participate in the system, they have to register with the operator. Similarly,
the operator must have function parameters signed by the TSA before using them. Both
tasks have to be conducted only once (per user/FP respectively) before computations with
them are possible. An overview of these tasks is provided in Fig. 3.1.

SignFP  Any function computed with PUBA is split in two parts: a generic and publicly
known function representation A (e.g., a neural network with padded neurons) and a
corresponding set of function parameters which determine the specifics (e.g., the transition
matrices). These function parameters constitute sensitive data held by the operator. Before
the operator can use any function parameters for computations, the TSA has to verify
that the resulting function does not violate the required privacy standards. To that end,
the TSA verifies the FPs according to (but not limited to) the following criteria: 1. Is the
output sufficiently general to not leak confidential user information? We assume a public
catalog of requirements FPs have to fulfill. This also provides feedback for the users on the
expected level of privacy. 2. Does this function use the slots of the user history according
to their specification? We generally assume the specification of the user history—the
semantic interpretation of the individual slots—to be public knowledge. 3. Are there any
additional leaks when combining these FPs with any of the previously certified FPs? We
model the verification function such that the TSA can input all previously accepted FPs
as auxiliary input. The actual SignFP task is depicted in Fig. 3.1: The operator inputs FPs
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which are then checked by the TSA against the privacy guidelines. If the FPs comply with
the guidelines, the TSA provides the operator with some form of certificate. Our protocol
uses signatures on the FPs. This certificate is a required input to any computation task
that uses these FPs.

UReg A user stores their private user history inside a personal logbook Log. Providing
the user with an “empty” logbook which contains an authenticated initial user history is
the purpose of the user registration task. The task is depicted in Fig. 3.1 and consists of
three phases. In the first phase, the user identifies themselves. This triggers the second
phase, in which the operator verifies that the user is not already registered—we require
that each user can only have at most one logbook. Lastly, both parties jointly compute
the initial logbook containing an authenticated user history. For most scenarios, the user
history is supposed to start out empty. For scenarios where the initial user history should
contain some specific data, this task allows its computation based on appropriate FPs. The
logbook Log is a requirement for participation in any of the other tasks. The UReg task is
the only task identifying the user and is performed only once.

3.2.3. Bookkeeping

A central focus of PUBA is privacy-preserving bookkeeping, which allows the operator
and a user to manipulate data with certain guarantees for both parties.

Bookkeeping The Bookkeeping task manipulates a single user’s data. While the main
purpose of this task is to provide an efficient targeted manipulation of the user history in an
authenticated yet privacy-preserving way (such as adding or resetting individual values),
the task optionally performs lightweight direct analytics on the user data according to an
application-specific function A and the certified FPs. This enables manipulations of the
user history based on its current values, which may be required for scenarios such as fraud
detection, where the decision (to be recorded) of whether a transaction is granted depends
on a risk level stored in the user history. The main part—authenticated manipulation of
the user history—is done without leaking the authenticated and private data stored in
the user history to the operator. The user history is updated using update information
UT = (a,s,a). These contain three consecutive operations defined by three maps output
by A during the computation. The variable a contains a permutation, which is applied to
the user history to create a temporary user history as

UH' — a(UH).

This permutation changes the slots of some (or all) entries, while not changing the contents
itself. For example, UH = (9, 8, 7) and « := ($ 1 2)" would yield UH" == (7, 8, 9). After

1 Note that since our user history slots are numbered from 0 to m — 1, we also define the permutation that
way.
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the permutation, a set operation is executed. The set vector s has length m and contains
either Z,, elements or 1. A new temporary user history is then created via

UH" = (uhy,...,uhl,_))
s[i] for s[i] # L
ith uh} = .
Wik W {fmw[i] for s[i] = 1
To continue our small example, UH’ := (7, 8, 9) and s := (1, 3, L) would yield UH" =
(1, 3, 9). Finally, an add operation is performed by simply adding the vector a (which also
has length m) to UH" to create the final new user history:

UH"™ — UH" + a.

Finishing the example, UH" := (1, 3, 9) and a == (4, 0, 0) would yield UH" " = (5, 3,
9).

While the additive increment is hidden from the operator, the permutation and direct
update are learned by both parties and hence subject to privacy considerations during
auditing with the TSA to ensure that they leak no personal information on the user. Of
course, if permutations and direct updates are not needed, the user can skip them in favor
of more efficient updates using only the additive increment. The chosen three-operation
update mechanism is a tradeoff between what is usually required for (basic) bookkeeping
applications and what can be efficiently implemented (using zero-knowledge proofs and
homomorphic commitments).

The user history remains authenticated because 1. the operator knows that the input was
authenticated, and 2. the correctness properties ensure that the data was manipulated
correctly.

3.2.4. Outsourcing Analytical Computations

We assume users have relatively weak hardware incapable of securely computing analytical
functions like neural networks efficiently. To enable these costly computations, we involve
an additional party—the proxy—which provides the computational power and bandwidth
required to perform such computations. As long as the proxy does not collude with the
operator it learns no secrets or even analytical results from participation. A corrupted proxy
also poses no risk for the operator’s privacy. Involving a proxy enables synchronization
of analytical tasks which require private data from several users. The basic workflow for
outsourcing analytical tasks is shown in Fig. 3.2; note that the three different tasks involved
in this cannot be scheduled arbitrarily but must be conducted sequentially. The general
workflow first lets the user distribute the logbook containing their current user history to a
proxy of their choice and to the operator using the Outsource task. This process will disable
outsourcing the logbook until this chain of Outsource-Analytics-Update tasks is completed.
These shares are then used by proxy and operator for computing the analytical function
using the Analytics task. This can potentially cause updates on the user history which
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Loghook
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Figure 3.2.: Overview of tasks for outsourcing computations.

follow the same three basic operations (permutation, direct update, additive increment)
that were also used for the Bookkeeping task. Again, we want to hide the additive vector
applied to the user history and thus use a similar mechanism as during the Bookkeeping
task, except that the values relevant for the user are temporarily stored by the proxy and
hence masked with one-time pads. The update can later be applied by the user by means
of the Update task which also re-enables the Outsource task for that user.

Outsource To prepare the computation of an analytical task the Outsource task is
conducted between user, proxy and operator as shown in Fig. 3.2: The user inputs their
current logbook, which contains the latest authenticated user history. A snapshot of this
is shared between the operator and proxy for use in the computation, while the user
receives a new logbook identical to the old one, except that it is now marked as having
been outsourced.

Analytics Using the shares obtained from the Outsource task, the proxy and operator
can now conduct the actual analytics computation. This is depicted in Fig. 3.2 as well.
The function is computed on the private user data using any secret-sharing based MPC
framework. The operator learns the desired analytical result directly. Private analytical
output for the user is masked and output to the proxy; the users fetch the data and
reconstruct it at their convenience (using the Update task), but the proxy does not learn
the data. Computation again follows the function A and requires validated FPs from the
operator.

Update As mentioned before, the results of Analytics can be used to update the user
data. To apply these to the latest user history, PUBA provides the Update task (see Fig. 3.2).
This also re-enables the Outsource task for the user’s logbook. The masked analytical
output destined for the user is forwarded to them. Both the operator and proxy input
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the share they obtained from the Analytics task. These shares contain the updates for
the user history, the computation results relevant for the user and additional information
to detect tampering of the shares. The user inputs the latest user history and obtains a
new authenticated user history updated using the same mechanism as in the Bookkeeping
task.

The triplet from Fig. 3.2 is non-blocking regarding further Bookkeeping tasks: A user can
outsource the latest user history in an Outsource task, run analytics in the “background”,
and then update the user history using the Bookkeeping task arbitrarily often before
participating in the Update task. As mentioned, this is desired, e.g., in scenarios like
targeted advertising. We stress, however, that the triplet is blocking with respect to
further Analytics tasks (amongst others, to hamper denial of service attacks on proxies
and operator): After executing the Outsource task, the user has to successfully perform the
Update task before they can call Outsource again. This implies that the user history input
to the Update task has potentially been changed via successive Bookkeeping tasks and
may significantly differ from the user history used during Outsource. Special care must
be taken during function design to ensure that the update remains meaningful even after
any number of Bookkeeping tasks have manipulated the user history in the meantime.
This can, e.g., be done by defining a separate portion of the user history which can only
be modified by Update.

3.2.5. Security Guarantees

This section discusses the security requirements of PUBA in an informal fashion. The
ideal functionality ¥, 5, in Section 3.3 is based on these. We explain how the protocol
achieves these properties in Section 3.4.5.

The operator expects authenticated inputs and correct analytical results, while keeping
potential trade secrets hidden. In particular, we desire the following security requirements
for the operator:

Owner Binding Users can only use their own user history. Even corrupted users cannot
steal an honest user’s user history.

History Freshness No user can use an outdated user history for any of the Bookkeeping,
Outsource, or Update tasks: The same user history can never be used twice without
the operator noticing.

History Unforgeability The user history can only be changed through task executions.
It is computationally infeasible for a user to create a user history with arbitrary
values that would be accepted by the operator. This hampers Model Extraction
Attacks [Tra+16] in which the user uses targeted inputs to steal the FPs.

Uniqueness Each user can have at most a single logbook. It is not possible for a user to
own two valid logbooks at the same time.
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Function Privacy The function parameters input by the operator remain private: Only
the TSA is allowed to learn them. Other parties only learn the output of the function
computed with these FPs.

Any user interacting with PUBA expects privacy of the collected data throughout different
interactions:

Unlinkability For multiple interactions through the Bookkeeping protocol or the Out-
source/Analytics/Update process, it should not be possible to determine which user
they belong to, or even whether they belong to the same or different users. Users
can only be identified during registration.

Input Privacy The system does not reveal anything about the user history that cannot be
derived from the result of the computation.

Function Parameter Binding Computations can only be performed using FPs that were
previously certified by the TSA. It is not efficiently possible for the operator to use
uncertified FPs.
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3.3. Theldeal Functionality Fousa

Having presented the system informally with its security requirements, we now provide
the complete formal specification in the Universal Composability (UC) framework (see
Section 2.2). This functionality %, , (shown in Fig. 3.3) captures all security requirements
discussed in Section 3.2.5. We use the standard UC model [Can01; Can20], and assume
that the simulator S is activated by %, Whenever any party provides any input.

Our functionality ¥, 4 is defined such that all inputs have the form (Task name, List of
secret inputs). The task name uniquely determines the task to be executed.

The notifications S obtains after #,,, receives input from any party depend on the
respective party providing the input: On inputs from 7 SA, O, or P, . , activates S with
input (Task name, pid), where pid is the party identifier of 7S A, O, or P, respectively.

For users, however, we ensure unlinkability in all tasks except for UReg (for which we
assume an out-of-band verification of the user’s identity). During UReg, the functionality
explicitly leaks pid;; of the calling U. For all other tasks, we model unlinkability by having
the functionality only revealing the role of a user after a call, and not the pid; that is, the
simulator only gets notified with (Task name, User) after a user sent input.

That way, with the exception of UReg, the pid of any user is never revealed to anyone
outside of #, .. As such, the user can interact anonymously.

Whenever the function description states that ¥, ,, performs some check, it aborts
execution of that task if the check fails.

The stateful functionality Our ideal functionality is stateful, meaning that after inter-
action with any party, it updates its state. The state consists of several lists, which we
present in Fig. 3.3. First of all, #, ., stores lists L, of registered users. This list contains
the PIDs of all users who registered using UReg, and which hence have valid logbooks.
For each registered user, it stores the user’s logbook in Log;;, which ensures that the only
way to change it is by using the provided tasks.

For Analytics, we allow each user to outsource only one computation at a time. To that
end, each user logbook Log;; has a flag that indicates whether it is currently outsourced.
Furthermore, for each proxy the functionality keeps a list L’ of all logbooks that were
outsourced to it (containing the data at the point when Outsource was called). The results
of the outsourced computations are stored in L ,,, until they are fetched by a user using

A
TI(JU)BA-Update.

ur

To ensure that computed functions conform to privacy requirements, the functionality
stores all certified function parameters for a given task task in a list LftaSk. The only way
to update this list is after a positive response from the trusted signing authority 7 SA,
which ensures that the operator can only perform computations of functions that were
previously verified.
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Functionality %,

This functionality facilitates user-centric privacy-preserving analytics. The function to be computed is specified by the global

parameter A.

State:

« List of all registered users Lz,

« List of all corrupted users L,

« List of all approved function parameters per task LftpaSk
« Logbooks Log;; for each user

« For each proxy P a list of outsourced logbooks LY,

« List of all pending updates L,

« Variable initialized, initially set to 0

Init:
«Input O: (init)
« Input 7S A: (init)
« Behavior:
1. Set initialized = 1
« Output O: (init, ok)
« Output 7S A: (init, ok)

The functionality only responds to the following inputs
if initialized = 1
SignFP:
« Input O: (signfp, ssid, fp, task, inp)
« Input TSA: (signfp, ssid, ingysz)
« Behavior:
1. Check A(signfp, fp, task,inp, ingsx) z 1
2. Check that fp have not been registered before for task
task
3. Let £ be ming: (-, ) ¢ Lftpask

4. Add (fp, £) to Lftpask

5. Leak (task, ) to the adversary
« Output both: (signfp, ssid, ok)

UReg:

« Input U: (ureg, ssid, iny)

« Input O: (ureg, ssid, fp, inp)

« Behavior:
1.If pidy; is already in L, ignore this call
2. Add pidy; to Lygers
3. Let £ be min, : (fp,?) € LE)OOkkeeP(k)
4. Leak ¢ to the adversary
5. (UH,outy,outp) « A(ureg, fp, iny, ingp)
6. Store (pidy;, UH, false) as Logy;

« Output U: (ureg, ssid, UH, outy)

« Output O: (ureg, ssid, outp)

Bookkeeping:
« Input O: (bookkeep, ssid, k, fp, inp)
« Input U: (bookkeep, ssid, k, ingy)
«» Behavior:
1. Let £ be min, : (fp,€) € L
. Leak ¢ to the adversary
. Set (pidy;, UH, outsourced) = Logy,
. result «— A(bookkeep, fp, k, UH, iny, inp) with
result = (a, s, a, outy, outp)
5 UH — a(UH).
6. UH" = (uhy, ..., uhl,_,) with
fors[i] # L

bookkeep (k)
fp

= W N

L, |slil
P UH i) fors[i] =L
7. UH™ Y =UH" +a
8. Set Logy, = (pidy;, UH™Y, outsourced)
« Output U: (ssid, UH, outy)
« Output O: (ssid, outo)

OQOutsource:
« Input U: (outsource, ssid, k, iny)
« Input P and O: (outsource, ssid, k)
« Behavior:
1.If U and O are corrupted, append (ssid, k, L, L, L) to LES
and skip all following steps
2. Retrieve (pidy;, UH, outsourced) = Logy;

3. Check outsourced = false

4. Set Logy; = (pidy;, UH, true)

5.Add (ssid, k, pidy;, UH, iny) to LF
« Output all: (ssid, ok)

Analytics:

« Input O: (analyt, ssid, k, fp, inop)

« Input P: (analyt, ssid, k)

« Behavior:

.Let £ be min, : (fp,¢) € prnalyt(k)

2. Leak ¢ to the adversary

3. Load and remove the first Z; entries {(ssidz, k, pid,,

UH., inz)}fil from LP;

—_

4.If P is corrupted, ask for updated inputs {inZ [1<z<Z,
pldz € Lcorr}

5. If O is corrupted, ask for updated information (U H,, in,)
foreach z € {1,..., Z} with pid, ¢ L s

6.out « A(analyt, fp, k, {(UH,, inz)}f’:cl, inp)

7. ({(az, Sz, ag, outz)}fﬁl,outo) =out

8. Leak {(z, az, Sz, Az, out,) !1 < z< Z,pid, € Lcorr} to
the adversary

9.1f O is corrupted, leak {(z, @, s;, a;, out;)|1 < z <

Zi, pid, ¢ Lgers ) to the adversary
10. For every z from 1 to Z; with pid, € L, add (pid,,
ssidz, az, Sz, 2z, outy) toly,
« Output P: (ssid, ok)

« Output O: (ssid, {az, sz}zk

z=1’

outp)

Update:

«Input U, O, P: (update, ssid)

« Behavior:

.If U and O are corrupted, set (U H,outy) = (L, L) and
skip all following steps

—_

2. Load (pidy;, UH, outsourced) = Log,
3. Check outsourced z true
4. Load and remove (pidy,, ssidos, @, s, a, outy) from L,
5.1f O is corrupted, leak ssidos to the adversary
6. If U is honest and P is corrupted, leak ssidys to the adver-
sary

7. UH — a(UH)
8. UH" = (uhg,...,uh,_,) with

uH {s[i] fors[i] # L

! UH'[i] fors[i] =L

9. Set Logy, = (pidy, (UH" +a), false)
« Output U: (update, ssid, (a, s, a, outy))
« Output O: (update, ssid, (a, s))
« Output P: (update, ssid, ok)

Figure 3.3.: The basic functionality ¥, for user-centric privacy-preserving analytics.
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Tasks that are related to analytical computations, either directly (Bookkeeping) or out-
sourced (Outsource and Analytics) might be parameterized by multiple public function
“frameworks” (the structure of the analytical function to execute, i.e., a logistic regression,
a neural network with some set number of layers and neurons, a universal circuit of some
size, etc.). We assume these are numerated and the tasks are given the identifier k of the
concrete function to use. Additionally, when function parameters are certified, they are
bound to one specific function (again identified by k) and only valid in that context. The
identifier is relevant for Outsource to make sure the proxy only uses the outsourced user
history for that specific function.

Init The initializing task from Fig. 3.3 must be invoked before anything else. This task
serves to model required setup in the real protocol, such as the creation of cryptographic
keys. The task only contains the operator and the TSA and essentially starts the whole
process. Before invoking Init, all other calls are ignored; afterwards, the functionality
responds to the other calls.

SignFP  With this task, the operator can input function parameters fp to be used for
a given task task. We assume that the application-specific function A contains some
mechanism to verify that a given input fp is suitable for this task. If the function verifies
fp for usage in task, then 7, adds these fp to L;‘paSk, which enables its future use.
The functionality leaks the new number of FPs it has for the task task to the adversary;
we require this information for our simulation.

UReg With the UReg task depicted in Fig. 3.3, a user can register for participation. This
task must be executed before any further interaction with the user. This is ensured in the
ideal world by giving the user their initial user history and storing it in Log;. For any
future interaction, the user’s current user history is always fetched from Log;;. This not
only ensures that a user cannot manipulate data on their own, but it also enforces that
any user wanting to perform a computation has undergone the registration process.

Specifics of the function that computes the initial user history are input as fp; a unique
identifier—which does not leak any of the values in fp—is leaked to the adversary.

Bookkeeping The update of the latest user history (possibly based on the data collected
so far) by a validly registered user is shown in Fig. 3.3. The functionality fetches the
current user history from Log;;, which ensures that the latest user history is used. The
operator inputs FPs fp, which define the function to be computed; the identifier of which
is leaked to the adversary. We generally assume that computations leak only the basic
structure, such as a neural network or logistic regression, to the user and hide the trade

secrets in fp. To ensure that only valid fp are used, the functionality continues only if

fpe LE)OOkkeep(k), and aborts if the operator attempts to use uncertified input.
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The computation of function k is defined in the application-specific function A. It yields
a result (a,s,a,0uty,outp). (a,s,a) is the part of the result used for the subsequent
update of the user history. outy and outy are respective analytical outputs for the user
and the operator. For our security proof we further require that the outputs of corrupted
users are leaked to the adversary. However, we stress that this is not in conflict with our
confidentiality guarantees, as we do not enforce privacy for corrupted users.

Afterwards, the user history is updated through “permute”, “set”, and “add” operations as
described in Section 3.2.3. This 3-step process of updating the user history enables flexible
updates, yet defines some rules for the update process so that later in the protocol (see
Section 3.4.8) the user can efficiently prove that they correctly updated the user history.

Outsource The Outsource-task is described in Fig. 3.3. It is a three-party task, consisting
of the user U providing the data, the operator O providing the framework, and a proxy P
providing computational power.

In it, the functionality verifies that the user has no previous outsourced analytics compu-
tation in progress, and remembers that one was started now. It stores the current user
history alongside the remaining information for later use, and marks it with the pid of
the proxy that should be used for the computation. To allow linkability with the next
Analytics and Update tasks, the functionality also stores the ssid of this task.

Analytics The actual analytical computation between operator and proxy is shown in
Fig. 3.3. This requires that the required number of user logbooks have previously been
outsourced through calls to Outsource. The functionality ensures this by fetching the
values from its state, namely by taking the inputs of the users from L.

Similar to a normal computation, the proxy learns only a very basic structure, whereas
the trade secrets involved in creating the function are hidden as input fp from O and only
used if they were previously certified by 7 SA and hence stored in L;CpaSk.

In addition to the computation of the function identified through k according to the
application-specific function A and the subsequent storing of the results in L, for later
use in TI(D%,)B ,~Update, the functionality contains leaks in case of corruptions. If both user
and proxy are corrupted, we allow the adversary to input different auxiliary input ing.
Furthermore, we stress that a corrupted operator can create arbitrary users, which means
that for real protocols, it might be the case that some users who called TI(J%])B ,-Outsource
never registered. For those, we also ask the adversary for their inputs now, and additionally

reveal their output directly after the computation.

Update The premise of our framework is to 1. ensure that any update to the user history

is applied by the user, and 2. reward users who gave their data for analytics tasks. While
(8)
PUBA

allows the user to fetch the results from 9’71(3%)3 A

relevant information was output during -Analytics, the final task of our functionality

-Analytics and obtain the incentive. Fig. 3.3
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shows this step. The functionality fetches the latest user history (to model the fact that
after Outsource, the user can perform further Bookkeeping tasks) and applies the three-
stage update that was defined by the output from Analytics onto it. Furthermore, it marks
the user as being allowed to outsource a computation again. If however both the user
and operator are corrupted, we do not provide any guarantees and thus skip this step.
Otherwise, we only leak the ssid of the corresponding outsource task to the adversary if
at least one of operator or proxy is corrupted.

3.4. Instantiation

We now present the concrete instantiation IIpyga of PUBA. We begin by introducing some
special notation (Section 3.4.1) and the cryptographic building blocks and the logbook
data structure (Sections 3.4.2 and 3.4.3). We then explain the general principles underlying
the protocol design (Section 3.4.4), and provide an overview of how the building blocks
are combined to realize the informal security properties from Section 3.2.5 (Section 3.4.5).
Then we provide an overview of the tasks and their workflow (Section 3.4.6), and describe
the subfunctionality ¥, that handles the computation of A (Section 3.4.7). The complete
protocol specification is given in Section 3.4.8, followed by the formal security theorem
(Section 3.4.9). The full proof of security is deferred to Section A.3.

3.4.1. Protocol-specific Notation
In addition to the general notation introduced in Chapter 2, we use the following protocol-
specific notation throughout this section:

e com,, denotes a commitment to the value val

« com denotes a rerandomization of com

+ 0,4 denotes a one-time pad suitable to encrypt the value val, and ct,, denotes the
result of this encryption

Whenever the protocol states that a party performs some check, that party aborts the
interaction if the check fails.

3.4.2. Cryptographic Building Blocks

This section gives an intuitive overview of the building blocks used in our construction.
For formal definitions see Chapter 2.
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Secure Channels Communication between the operator and the trusted signing author-
ity, as well as with proxies, is done through secure channels. We use the UC-functionality
Fomr to model secure channels. A secure channel guarantees authenticity and confiden-
tiality, and identifies both parties that partake in the communication. Communication
between the operator and users only uses ¥, during registration. For all other tasks,
users should remain anonymous, and thus we make use of a different UC-functionality,
?g?\j}aUth, which allows party A to establish a communication channel to party B, iden-
tifying party B but not revealing the identity of party A. It also guarantees authenticity
and confidentiality of messages. For details and formal definitions, see Section 2.3 and

Fig. 2.2.

A Structure-Preserving EUF-CMA-Secure Signature Scheme To ensure the integrity
of the logbook, we use an EUF-CMA-secure signature scheme that is compatible (structure-
preserving) with our zero-knowledge proofs. A possible instantiation is [Abe+11].

An Additively Homomorphic, Structure-Preserving Commitment Scheme Each user
stores data inside their user history alongside additional information (see Section 3.4.3) to
which they need to commit. We require the scheme to be homomorphic, unconditionally
hiding and computationally binding. We require the additive homomorphism for two
reasons: 1. Additively homomorphic commitments are efficiently rerandomizable. We use
rerandomizing commitments to ensure that the commitments seen (and signed) by the
operator after some interaction with the user are not the same as the ones used for the next
interaction with that same user. Before any computation, the user has to prove authenticity
of the user history. This requires the operator to at least learn commitments on the user
history. After performing the computation the updated commitments need to be signed. If
the user would send the old commitments directly to the next interaction, the operator
could link the two tasks using the commitments. As a countermeasure we make heavy
use of the rerandomization-trick: Instead of sending the commitments directly, parties
reveal rerandomized commitments for the next interaction. We explain in Section 3.4.5
how this does not enable new attacks on the unforgeability of user histories. 2. For hiding
the addition vector a from the operator we only output a commitment on this vector to
the operator. The operator can then compute a commitment on the new user history
homomorphically using only this output and the commitment on the old user history
obtained by the user to compute the new signature. The user stores data in a logbook Log
(more on that in Section 3.4.3), which contains data that is updated in every task. Letting
the operator compute the commitment on the new user history homomorphically saves
some rounds of communication and overall complexity. These requirements are satisfied
by the commitments from [Abe+15].

A Non-Interactive Zero-Knowledge Proof-of-Knowledge Scheme This scheme is used
by the user to prove that certain operations have been performed correctly. It needs to be
extractable and zero-knowledge. Groth-Sahai proofs [GS08] satisfy our requirements.
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3. PUBA: Storing data on the user device

A Robust Secret Sharing Scheme We use a robust secret sharing scheme, which lets a
party create shares of a secret in such a way that 1. the recipients can verify the integrity of
the received shares, and 2. tampering with the shares can be detected during reconstruction.
Unlike verifiable secret sharing which only protects against a malicious dealer, robust secret
sharing also protects against recipients trying to manipulate their shares in order to change
the reconstructed output.

A Pairing Group  All our schemes are defined over an asymmetric pairing group (Gy,
Gy, Gr, e, p, G1, Gy). The groups Gy, G, and Gt of prime order p are cyclic groups with
generators Gy, G, and e(Gy, G;) respectively. Identification of a user relies on the hardness
of the Co-CDH problem [BLS04], which asks to compute G given Gi, G2, GJ. The Co-DH
assumption is implied by the SXDH assumption [GS08] we use to instantiate Groth-Sahai
proofs.

3.4.3. The User Logbook

We denote by Log the logbook containing the data stored by a user:

UH ser lin id
Log = comyp | COMser = comy, | comy | o (3.1)
decomqqy  decomse, decomy, decomig

The logbook contains all the data required to maintain the user history and to interact
anonymously with the operator.

The User History U/H The key component of the logbook is the user history. It is a
vector UH = (uhy, ..., uhy_q) of mZ, elements that represents the authenticated data
collected by the user.

The Serial Number ser  The serial number is a single Z,, element that uniquely determines
a revision of a logbook. It is unique with overwhelming probability, in that throughout
the lifetime of PUBA, there are no two logbooks (neither belonging to different users nor
to the same user) that share the same serial number.

The Linking Number lin We require linkability inside the triplet for outsourcing com-
putations: consecutive tasks of Outsource, Analytics and Update have to be linked to the
same user as otherwise the data outsourced during the Outsource task cannot be used
during Analytics and the changes of the resulting update cannot be applied to the correct
user history during the Update task. We thus use an additional Z, element that links
these executions for all three parties involved in outsourcing computations, which the
user stores inside the logbook. If no data has been outsourced since the latest update, the
linking number is 0.
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The Identity id The user has a fixed private identity which is represented as a secret Z,
element. It is randomly chosen during UReg and is never directly revealed to anybody. To
prove ownership of the logbook, knowledge of id has to be proven.

The Commitment Information com, decom and Signature ¢ To ensure authenticity
the operator generally signs all values inside the logbook. However, the signature is not
on the values directly—as this would conflict with the user’s privacy requirement—but on
commitments thereof. This is why the user not only stores the values inside the logbook
but also the commitments that were used by the operator to compute the signature. As
those are part of the witness to generate zero-knowledge proofs, the user also stores the
corresponding unveil information.

The final value in the logbook is a signature by the operator that ensures integrity of
the commitments on the user history, the serial number, the linking number and the
identity.

3.4.4. General Principles

For every task involving the user, our protocol begins and ends with the same two mecha-
nisms: The authenticated input mechanism ensures the user enters a fresh and authenti-
cated logbook into the interaction while the updating mechanism provides the user with a
new valid logbook when the task is finished.

Authenticated Input Mechanism At the start of each task the user owns a valid logbook
Log containing the data shown in Eq. (3.1). To prove the validity of the logbook to the
operator, the user first rerandomizes all commitments com, to commitments com, by
homomorphically adding a commitment to 0. In the second step, the user computes a
zero-knowledge proof IT showing that they know 1. commitments com. on the same values
as the com, and 2. a signature ¢ that authenticates the original commitments under the
verification key of the operator. The rerandomized commitments com, and proof II are
sent to the operator for validation. The above process is only conducted for values the
operator is not supposed to learn, usually (UH, lin, id). In case the user wants to fetch
updates from an outsourced analytical computation or wants to start one and needs to
show the logbook contains lin = 0, the hidden values are (UH, id) only. The serial number
ser is always revealed at the start of a task and checked by the operator (using a database
lookup) to ensure that the user does not try to use an outdated logbook for a new task.

Updating Mechanism At the end of each task the user and operator jointly compute a
new valid logbook Log™®" to be used in the next task. To do so, the operator needs to reliably
learn commitments (comfl‘j;"{, comiysY, comﬁiw, com?dew) to all new values (UH™ Y, lin"v,
ser™¥, id) and sign them for the user without learning the values themselves. We now

explain how commitments to each of the values are obtained by the operator.
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3. PUBA: Storing data on the user device

The new user history is calculated in two steps: Permutations and value setting by the user
and additive increments by the operator. If there are updates which are not compatible with
the homomorphic property of the underlying commitment scheme—i.e., permutations and
data fields which should be set to entirely new values—the user performs those updates on
their old user history, providing the operator with a new commitment value comj, to the
updated version and a zero-knowledge proof that they have done so correctly. For updates
compatible with the commitment scheme—i.e., additive increments—the operator directly
learns a commitment com, of the additive increment which they can add to com(,, to
obtain comy ;7. In case there are only additive updates, the first step is skipped and the
operator directly adds com, to the commitment comqs they learned at the start of the
task.

A new serial number ser™V is coin-tossed similar to [Blu81] by the operator and user.
The modified protocol works in two rounds: 1. The user picks a random share ser’"" and

(v)
sends a commitment comggr) of that value to the operator. 2. The operator picks a random

share ser?g‘)”, computes a commitment comgg) to that value, calculates the commitment

U 0 .
= comger) + comger) to the complete value ser™V = ser?{}‘;’ + ser?g‘;’ (without
new

(o in the clear) and sends their serial number
share alongside the commitment and unveil information to the user.

com

new

knowing ser’"" and without learning ser

The linking number lin of the logbook stays the same for most interactions. Whenever
the linking number is changed (in Outsource and Update) the operator knows the new
value lin™", so computing a new commitment com;°" to sign for the user is no problem.
If 1in"®Y = lin, the operator can use the rerandomized commitment com‘l‘l.flW = comy;, from
the old logbook.

The ID id of course stays the same for one user throughout all tasks and hence the operator
can use the rerandomized commitment com:7™ = comq as well.

The operator signs all these commitments (comyg}y), com”, com| ¥, comii™) to create a
signature "¢V for the new logbook and sends it to the user. Finally, the user verifies the

validity of the new logbook Log"*".

3.4.5. Realization of Security Properties

Having introduced the building blocks, data structures, and general principles, we now
explain at a high level how the protocol achieves the security properties described in
Section 3.2.5. This provides a bridge between the informal security requirements and the
formal protocol specification in Section 3.4.8.

Owner Binding Owner binding is achieved through the identity id stored in each logbook.
The user proves knowledge of id in zero-knowledge during the authenticated input
mechanism at the start of each task. Since id is randomly chosen during user registration
and never revealed, only the legitimate owner can successfully prove knowledge of
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this value. The operator’s signature on the commitment to id ensures that this identity
cannot be changed without detection.

History Freshness History freshness relies on the serial number ser mechanism. At the
start of each task, the user reveals ser to the operator, who checks it against a database
to ensure it has not been used before. At the end of each task, a new serial number
ser™V is generated via a modified Blum coin-tossing protocol [Blu81] between user
and operator, ensuring both parties contribute randomness. This guarantees that serial
numbers are unique with overwhelming probability and that users cannot reuse old
logbook states.

History Unforgeability Unforgeability is achieved through the operator’s signature on
commitments to all logbook values. The EUF-CMA security of the signature scheme
ensures that users cannot create valid logbooks without the operator’s participation.
The authenticated input mechanism forces users to prove possession of a validly signed
logbook at the start of each task.

The rerandomization of commitments (explained in Section 3.4.2) does not compromise
unforgeability: while users can create fresh commitments to the same values, they
must prove in zero-knowledge that these commitments contain the same values as the
originally signed commitments. The computational binding property of the commitment
scheme ensures that users cannot open rerandomized commitments to different values
than those originally authenticated.

Uniqueness Uniqueness follows from the combination of history freshness and unforge-
ability. Since serial numbers are unique and checked by the operator, and since users
cannot forge valid signatures on commitments, each user can maintain at most one
valid logbook at any point in time.

Function Privacy Function privacy in outsourced computations is guaranteed through
Fopa and the hiding property of the commitments used: The sensitive function param-
eters are private inputs to %, of the operator, and the surrounding protocol only
handles commitments to them that were signed by the trusted signing authority 7 SA.
Details of this mechanism are provided in Section 3.4.6.

Unlinkability Unlinkability is achieved through commitment rerandomization and zero-
knowledge proofs. At the start of each task, the user sends rerandomized commitments
rather than the original signed commitments. Due to the unconditional hiding prop-
erty of the commitment scheme, these rerandomized commitments are distributed
independently of the original values and cannot be linked across tasks.

An exception is the triplet of Outsource-Analytics-Update tasks, which must be linkable
to ensure computational results are applied to the correct user history. For this purpose,
the logbook contains a linking number lin that is revealed during these three consecutive
tasks but reset to 0 afterwards, ensuring unlinkability across different triplets.

Input Privacy Input privacy is achieved through the use of commitments and zero-knowl-
edge proofs. The user never reveals the actual user history ¢/H to the operator. Instead,
they provide commitments to T/H and prove properties about it in zero-knowledge.
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The unconditional hiding property of the commitment scheme ensures that the operator
learns nothing about the committed values beyond what is explicitly proven.

For additive updates to the user history, the operator learns only a commitment to the
update vector a and can compute the updated commitment homomorphically without
learning the actual values. For non-additive updates (permutations, value setting),
the user performs the update locally and provides a zero-knowledge proof of correct
execution.

Function Parameter Binding Function parameter binding in outsourced computations
is ensured through signatures by a trusted signing authority (7 SA). The T SA signs
commitments to function parameters, binding them to specific functions. The user/proxy
verifies these signatures before performing computations, ensuring that only authorized
function-parameter combinations are executed. The details of this mechanism are
described in Sections 3.4.6 and 3.4.8.

3.4.6. Individual Tasks

Let us explain how the central tasks of Bookkeeping, Outsource, Analytics and Update are
realized by IIpypa.

Bookkeeping The Bookkeeping task is almost completely covered by the authenticated
input and updating mechanisms explained above. Between the two mechanisms, the user
verifies that the operator uses correctly signed function parameters (cf. Section 3.2.2) for
the task, and both of them jointly compute the update information and additional outputs
according to A. We give more information on this MPC computation in Section 3.4.7.

Outsourcing Analytical Computations An overview of how IIpypa realizes outsourcing
analytical computations can be found in Fig. 3.4.

For the Outsource task, the user reveals the logbook’s linking number lin to be zero when
proving the validity of their input logbook. Additionally, the user provides additive robust
secret shares of their user history UH and their auxiliary input iny to the analytics
computation, and of several one-time pads for the proxy and operator, respectively. The
one-time pads will be used to let the user collect their update information and computation
outputs in a privacy-preserving manner. The secret shares are also proven to be computed
correctly. Proxy and operator check the values using the robust secret sharing scheme
and, using the values obtained from the proxy in this process, the operator checks the
zero-knowledge proof to ensure that the shares were created correctly. Proxy and operator
then coin toss a new linking number /in"*" to be used for this Outsource/Analytics/Update
triple. Again, as the last step the operator provides the user with the necessary information
to obtain a new valid logbook, which only contains a new serial and linking number but
the same user history as before.
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Authenticated Input Mechanism
share(UH, iny, Otp), Ishare

share(UH, iny, otp)

Outsource

Verify Shares

Draw lin"®"V —————

Updating Mechanism

comfp, O'fp

are(UH, iny, otp),

Analytics

share(UH, iny, otp),

ctur

UL, outp

Update
Authenticated Input Mechanism

AE— CtoutUa ctur 4@

Clouty
Updating Mechanism

Figure 3.4.: Simplified depiction of Ilpypa for outsourcing computations.

As Analytics does not include the user, the general principles from Section 3.4.4 do not
apply to this task. Instead, the proxy verifies that the operator uses correctly signed FPs
fp for the computation. To do so, the operator sends a commitment comg, as well as a
signature o, on the commitment to the proxy, who checks that the signature verifies
under the key of the TSA. Afterwards both jointly compute A via ¥,;,. Note that—apart
from the update information the operator is supposed to learn—the update information
and outputs for the respective users are one-time padded to retain privacy from both proxy
and operator.

In the Update task, the user again proves their input logbook to be valid, revealing the
linking number [in so the proxy and operator can hand out the correct update information
and user output from Analytics. The user unmasks the one-time padded information from
the proxy and operator, respectively, checking them for consistency. The remainder of the
task again consists of the user and operator conducting the logbook updating mechanism.
The linking number lin"®" is set to zero again in this process so the user will be able to
outsource a new analytical task.

3.4.7. Wrapping the Computation of A

Our protocol requires certain pre- and post-processing steps, before the actual MPC-
protocol can be executed. We model those additional steps, namely how the inputs and
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Functionality 7,

UReg:
«Input U: (ureg, ssid, comgp, iny)
« Input O: (ureg, ssid, fp, decomyg,, ingp)
« Behavior:
1. Check open(comy, decomy,, fp) 21
2. Compute result < A(ureg, fp, iny, inp)
with result .= (UH, outy, outp)
3. (comqqyy, decomquyy) «— commit(UH)
« Output U: (ssid, UH, decomqiqy, outy)
« Output O: (ssid, comqqy, outo)

Bookkeeping:
«Input U: (bookkeep, ssid, k, UH, decomysp, comy,
iny)
« Input O: (bookkeep, ssid, k, comyqy, fp, decoms,, inp)
« Behavior:
1. Check open(comqqy, decomquyy, UH) 1
2. Check open(comy,, decomyy, fp) Z 1.
3. Compute result «— A(bookkeep, fp, k, UH, iny,
inp)
with result .= (a, s, a, outy, outp)
4. (com,, decom,) < commit(a).
« Output U: (ssid, a, s, a, com,, decom,, outy)

This functionality performs the computation specified by A in a way that provides input consistency. It is parameterized by the
to-be-computed function A, a homomorphic commitment scheme COM which is unconditionally hiding and computationally binding
and uses the subprotocol IIgh,re With the same commitment scheme COM.

Analytics:

- Input P: (analyt, ssid, k, comy, {(Log)P}szl)

Zk
z=1’

«Input O: (analyt, ssid, k, fp, decomy, {{Log)®
inp)
« Behavior:
1. Check open(comy, decomy,, fp) L 1
2. For every z from 1 to Zj:
- UH, — Hghare-Combine((UH Y, (UH,)O)
- iIlUZ “— HShare -Combine((inUZ >P, <iIlUZ >O)
- 00ut:  Hshare-Combine({oour:)¥, (0our:)°)
— OuNv; < HShare'Combine(<0UNVz>Ps <0UNVZ>O)
—Ogz < HShare'Combine(<0a2>P’ <0(lz>o)
— Os; < HShare'combine<<osz>P’ <Osz>o)
— Oa; & HShare'Combine(<Oaz>Ps <Oaz>o)
3. Compute result <« A(analyt, fp, k {(UH,,
inUZ ) }ZZ=1’ inp)
with result = ({(a;, s;, a;, outy,)}
4. For every z from 1 to Z;:
- (comy,, decom,,) < commit(a;)
= Cldecom,, = decoma, + OuNvV;
= clouty;, = outy, + oour;
—Clg, =0z + Og,
—cts, =8+ Og,
—Cla, '=az; + Oa,

. Z,
¢ Output P: (SSld, {(Ctaz, Ctsza Ctaz, Ctdecumazs CtoutUZ )}zil)

Z

< outo)

. Z
« Output O: (ssid, @, s, com,, outp) - Output O: (ssid, {(az, sz, com,,, ctoutUz)}Zfl, outp)

Figure 3.5.: The functionality #;,,, we use to perform the computations.

outputs are handled, by an additional subfunctionality ¥;,,. We constructed our protocol
in a modular way. While our contribution lies in the construction of a privacy-preserving
bookkeeping mechanism built around any existing MPC framework, we move the correct

usage of the MPC framework itself into an own subfunctionality ¥, depicted in Fig. 3.5.

The key reason why we cannot use a general MPC framework directly is that we require
extra steps to ensure that both parties input the same data that was previously verified
by our protocol. However, those extra steps can be achieved by using any protocol for
secret-sharing-based MPC and expanding the computed function accordingly. Moreover,
we stress that for a given instantiation of A, more efficient instantiations of #,,, making
non-black-box use of A (for example by letting the user prove in zero-knowledge that the
function was computed correctly) are also possible.

We use the underlying computation mechanism to extend the following tasks:

UReg Here, user and operator use the actual MPC framework for computing the initial
user history based on the (unauthenticated) inputs of both parties. Essentially, the added
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code verifies, before the computation, that the operator used the same FPs for the MPC that
were also verified earlier. This is done by having the operator input unveil information
decomy, in addition to their function parameters fp, which opens a commitment comy,
input by the user. After the actual output of A has been computed, we require additional
steps to compute the initial commitment on the user history; from ¥, the operator only
learns the commitment on the user history and not the actual values.

Bookkeeping Before starting the actual computation of A, ,p,, verifies that both sides
used the correct values as input; verifying the function parameters fp used by the operator
works the same as during UReg. Verification of the user inputs similarly requires the user to
input the user history UH and unveil information decomq¢;, which opens a commitment
comqq input by O. ¥, only continues with computing the actual function A on the given
inputs if the commitments successfully opened to the specified values. Furthermore, the
additive increment of the update should not be learned by the operator; thus, a commitment
on this vector is generated. The operator then only learns the commitment and the user
learns the plain value and unveil information.

Analytics The function parameters are verified the same way as during UReg and
Bookkeeping. Our protocol for outsourcing the latest user history is shown in Fig. 3.4:
During the Outsource task, it lets the user create robust secret shares of their user history
for the proxy and the operator and prove that those are indeed shares which sum up to an
authenticated user history. The proxy and operator then only insert their respective shares
and the wrapper ensures that 1. the shares are reconstructed correctly, and 2. computation
only continues if no tampering is detected. After successful verification, #;p, internally
reconstructs the shares for each user, computes the function, and masks the outputs. This
means that #,,, only outputs cryptographically protected private outputs outy for each
participating user. ¥, also provides the proxy P with additional information for the user

to verify the integrity of the update. It makes use of the protocol IIsh,re given in Fig. 3.6.

The function is designed to output the required maps for our three-stage update mechanism:
the permutation «, the direct update s, and the additive increment a. Since the operator is
again not supposed to learn a, the wrapper adds code that computes an honest commitment
and corresponding unveil information. As the user cannot fetch their relevant output
directly, those are routed through the proxy. To ensure that the proxy does not learn any of
the values in the process, we let the user not only create robust shares of the user history
but also of five one-time pads (OTPs). The first three OTPs hide «, s, and a, respectively.
The fourth one hides the decommitment information on a, and the final one is used to mask
the function outputs relevant for the user. The additional code hence has to reconstruct
and apply these masks to the function output and output all these masked values to the
proxy. This hides all information from the proxy P, as only the user knows the one-time
pads.
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Protocol ITgp, e

This protocol facilitates robust secret sharing. It is parameterized by an unconditionally hiding and computationally binding
homomorphic commitment scheme COM, for which inverse elements in the image group of COM are efficiently computable.

Share: Combine:

« Input: x « Input: ((x)°, (x)!)

« Behavior: « Behavior:
1. Sample uniformly random x(®) 1. Parse (x(©, com)((l), decomj(co)) = (x)?
2.x(1 = x = x(0 2. Parse (x(¥, com, decom)(cl)) = (x)!

(0) (0) 0 (0) 2
3. (comy *, decomy *) « commit(x'™) 3. Check open(comj((o), decom,((o),x(o)) =1

4. Check open(com!, decom'™, x(1)) 21
1 0 x x
5.(x)0 = (x(o), com!, decom! )) 5. x == (0 4 D

6. (x)' = (x(l), comio), decom,(cl)) « Output: x

« Output: ((x)°, (x)!)

4, (com;l), decomil)) — commit(x1)

Figure 3.6.: Protocol for robust secret sharing.

3.4.8. Complete Protocol Specification

Additionally to the subfunctionality %,

ppa» We make use of two subprotocols that encapsu-
late recurring tasks in our protocol.

A robust secret-sharing-protocol Both our subfunctionality and our protocol make
use of a sharing protocol and its corresponding combine protocol. Those are required so
that the user can share information with P and O in such a way, that no party —neither P
nor O —can change the shares unnoticed. The protocols are shown in Fig. 3.6.

Essentially, this comes down to additive secret sharing, where the dealer does not only
send the additive share of a value to each party, but also adds a commitment on the
respective other party’s share. Additionally, each party obtains unveil information on its
own commitment.

The combine protocol then lets each party send their own value and their unveil informa-
tion; the other party only accepts if the unveil information matches the commitment it
received during the sharing-phase.

Logbook verification Additionally, since this task is used after each user interaction
during any task, we have a verification protocol Ilyesify, shown in Fig. 3.7. This protocol
lets a user check that their logbook Log has been created correctly.

The protocol basically verifies that all the commitments are on the correct values and that
the signature is correct.

Additionally, we also encapsulated the process of sharing the whole logbook (using ITghare)
and verifying those shares into ITyerify-
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Protocol ITyerify

This protocol facilitates sharing and verification of logbooks. It is parameterized by an unconditionally hiding and computationally
binding homomorphic commitment scheme COM, for which inverse elements in the image group of COM are efficiently computable,
and an EUF-CMA-secure, structure-preserving signature scheme SIG.

Verify Logbook:
«Input: (VEyL, Log = (UH, comqq, decomqqy, ser,
COMger, decomsger, lin, comyy,, decomyy,, id, comjq, decomiq,

o))

« Behavior:
1. Check open(comqqq, decomquyy, UH) Z1
2. Check open(comig), decomgfr)), ser(9)) 1
3. Check open(comy;,, decomyy,, lin) 4
4. Check open(com;q, decom;q, id) 4
5. Check SIG.Vf(vkg, (comqg, comger, comyy, comiq), o) z
1
« Output: (Log)

Share Logbook:
«Input: (ShareL, Log = (UH, comqq, decomqqy, ser,

7. (<Oa>P’ <Oa>o)  Hshare-Share(0g )
8. (<OS>P’ <OS>O) — HShare'Share(os)
9. (<Oa>P, <Oa>o) « Hspare-Share(0a)
10. (Log)* = ((UH)X, (iny)X, (oour)¥, (ounv)™,
(0a)%, (05)%, (0)X) for X € {P,0}
ooutput: (OOUT, Ounvs Ogs Os, Oa, <L0g>o, (LOg)P)

Verify Shares:

« Input: (VEyS, (Log)*X, VerInf(Log)¥) with X € {P, O} and
Y e {P,O}\ {X}

« Behavior:

1. VerInf (Log)Y =: (com‘g}){, com(i?u, comgl)n_, COME’QJV’
comé?, comgl:), comg))

. Check open(com,(;,]z{, decom,(;,;){, 'ZJ‘H(X>) L 1

Do

COMger, decomyer, lin, comyy, decomyy, id, comiy, decom;q, 3. Check open(com'”) | decom'™’ ,ing()) 2
o)) 0 decom® ogur X)) 2
« Behavior: . Check open(comy,., decomg ., Oour'*)) =1
r T P
Y X ?
L. oour < IN, ounv < Zp . Check open(coméw)\w, decomgm\)]v, ounvv™X) =1

r r T
2. 04 «— Zz’, O <—Z;,", Oa <—ZI',"

(Y (X) 6 00) Ly
3. (UHYP, (UH)O) — Tghare-Share(UH)

. Check open(comoa), decomg,

(Y (X)  (x)y 2
4 ({ing)?, (ing)?) o Mgpme-Share(ing) o »0s " )
5. ((oout)?, (00uT)®)  share-Share(0ouT) . Check open(com‘():), decomg):), 0,X)) =1

4
5
6
7. Check open(comos), decom,
8
O

6. ({ounv)?, (ounv)®) « Mshare-Share(ouny) + Output: (ok)

Figure 3.7.: Protocol for user logbook verification.

3.4.8.1. The Protocol

With those building blocks we can now provide our full protocol. The protocol runs
in the {7_}13 A Tp Fomr ?g‘f\i}auth, ?ERS}-hybrid model. Those are used for the following
purpose:

Fopa has been explained in Fig. 3.5.

Fap is used during user registration to ensure that no user creates more than one account
and to verify that the user really is who they claim to be and is given in Fig. 2.1b.

?gMT/?;?\f[}auth are used to provide secure and authenticated communication between
parties and are given in Figs. 2.2a and 2.2b.

Fcrs 18 required for our pairing-based instantiations of the zero-knowledge protocol and
is given in Fig. 2.1a.

The full protocol is parameterized by:

« group parameters gp specifying pairing-friendly curves over which all other building
blocks are instantiated.
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3. PUBA: Storing data on the user device

Protocol Ipyga (1%, n, t), Part 1

Party State: Init:
« Every party stores: «Input O: (init)
— Common reference strings (crszk, crScom) « Input 7S A: (init)
« The operator O stores: « Behavior:
- Signature key pair (vkq, sky) O: (vkgy, skg) < SIG.Keygen(gp)
— List L of registered user public keys O: Send (Register, vko) to Fyp
— List Lgpp of observed serial numbers TSA: (Vkyga,skysa) — SIG.Keygen(gp)

- Mappingfélo) on {pidp} x {1,...,K} that maps (pidp, k) gSﬂ:se’Ld (RegiStker’ vkysa) to Ty
toalistfcglo) (pidp, k) of entries (lin, (UH)O, (iny)O, » Output both: (init, ok)
<OOUT>Oa <0a>o, <Os>oa <Oa>o)

— Partial mapping fl}IO) on {lin}: lin — (a, s, comy,,

clouty; ) SignFP:
- List LftpaSk of certified function parameters fp together with Input O: (signfp, ssid, fp, task, inp)
the tuple (comy,, decomy,, ofp) « Input TS A: (signfp, ssid, inysx)
« Each proxy P stores: « Behavior:
- Ver%ﬁcat%on key vk, of the operator o ' O: (comy, dfzcomﬂ,) “ commit(fp)
— Verification key vksg 4 of the trusted signing authority O: Send (s'sni|| 1, pidrsq, (fp, comg, decomg,
- Mappinng(IP) on{1,...,K} that maps k to a list fO(IP) (k) of task’ 1no-)) to ‘7:5.MT
entries (lin, (UH)Y, (iny)F, (oour), (0a)F, (0s)F, T SA: Receive (ssid||1, pidg, (fp, comp, decomg,
(0a)?) task, inp)) from %y,
. . . ?
- Partial mapping fEJ(IP) on {lin}: lin — (ctg, cts, cta, TSA: Check A(signfp, fp, task, inp, ingsqa) =
CtoutU) 1 2
« Each user U stores: TS A: Check open(comﬂ,, decomfp, fp) =1
— User logbook Log TSA: oy « Sign(skrs g, (task, comp))
- User public key pk;, T SA: Send (ssid||2, pids, (o)) to Foyr
- One-time pads Oy, Os, Oa, OouT and Oyny O: Receive (ssid||2, pidrsz, (op)) from Fgy
- Verification key vk, of the operator O:Add (fp, comy,, decomyp, o) to L;[paSk

— Verification key vkg 4 of the trusted signing authority - Output both: (signfp, ssid, ok)

Figure 3.8.: Protocol Ilpypa part 1, state and initialization.

« an unconditionally hiding and computationally binding homomorphic commitment scheme
COM for which inverse elements in the image group of COM are efficiently computable.
This is instantiated as the same scheme in IIspare and Iyerify .

+ an EUF-CMA-secure, structure-preserving signature scheme SIG. Again, this scheme is
the same as the one used for ITvesiy.

« a trapdoor dual-mode zero-knowledge proof-of-knowledge scheme POK based on a
common reference string crszx where an honestly chosen crszk yields overwhelming
completeness and negligible soundness error whereas one mode offers F-extractability
and the other mode offers simulatability.

The protocol from Figs. 3.8, 3.9, 3.11 and 3.13 makes heavy use of the languages defined in
Figs. 3.10, 3.12a, 3.12b, 3.14a and 3.14b. The intuition behind each task is as follows:

Init Before any other task can be executed, the operator and the TSA have to run the
Init task shown in Fig. 3.8. While we modeled it as a two-party task, the two parties never
interact with one another and only create their signing keys and register them at .
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SignFP  Our framework is designed such that it hides the function details from the user.
While we believe this to be extremely important on one hand, as the operator potentially
spent a lot of time and money in the creation of the model, we stress that fully hiding the
function and the result from the user allows for a trivial attack on the user’s anonymity if
the operator inputs a non-privacy-preserving function such as the identity.

As a compromise we suggest a third party which certifies that the operator’s input meets
certain privacy criteria: the trusted signing authority (TSA) 7 SA. The key idea is that the
to-be-computed function only has a very generic design—say in the form of general logistic
regression or a neural network—but the function specifics are stored in function parameters
fp. In order to circumvent the attack sketched above and ensure that the operator only
ever uses valid inputs, the tasks UReg, Bookkeeping, and Analytics require signed FPs. To
that end, the task SignFP shown in Fig. 3.8 lets the operator input some FPs fp which are to
be used for computation of some task task € {ureg, (bookkeep, k), (analyt, k)}
alongside a commitment comy, and corresponding unveil information decomg,. Here, k
identifies which of the possibly multiple generic function designs for the given task these
function parameters belong to. The TSA verifies them using the application-dependent
A to ensure that they match the required privacy standards. We assume those privacy
standards to be public knowledge.

If a given set of FPs verifies, the operator obtains a signature og, on (task, comfp) and
uses comy, as future certificate for fp: Before using the FPs fp, the O sends comy, and oy,
to the respective other party (the user or the proxy, respectively), who then inputs comg,
into #,p,. The operator O inputs fp and decomy,. Before starting the computation defined
by A, the commitment is verified. The binding property of the commitment scheme COM
ensures that the operator can only use FPs which were signed by 7S A.

UReg The protocol for user registration is shown in Fig. 3.9.
We want to ensure that each user has at most a single logbook.
To ensure that no user can create multiple accounts we make
use of the Bulletin Board functionality #5. This lets the | = ok, comu)

user register a key exactly once. The user has to publish a | wit = (decomig, id’)

fresh public key to the bulletin board which is taken from 7fune Tpf( (“gf’) V:Vi?(|G &)

the pairing group given in gp. The user can only register | . open?c,omz,-d, deconild, pky) =
if they know the corresponding secret key and hence prove , 1

knowledge of it using the zero-knowledge proof from Fig. 3.10.

This proves knowledge of both decom;; and id such that the Figure 3.10.: Zero-Knowledge
pairing equation is fulfilled and such that the commitment relation Ryz used during user
com;g unveils to pk;;. The operator O then only accepts if this registration.

proof is valid and if the public key has not been used before.

If this succeeds the two parties engage in the creation of the initial user history.

Details of Ry

The initial contents of the user history are computed via the MPC-framework from ¥,
according to A which can depend on additional secret FPs which are input by the operator.
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Protocol HPUBA(l/I, A), Part 2

UReg: U: Wait for output (ssid||2, pids, (comgp, of)) from
« Input U: (ureg, ssid, iny)
« Input O: (ureg, ssid, fp, inp)

(};MT

?
. Behavior: U: Check SlG.Vf(vlf(;—Sﬂ, (ureg, comg), o) =1
U:Send (ureg, ssid||1, comp, iny) to Fpp,
U: Send (value) to ¥, and store output crszx, crscom . .
. CRS O: Send (ureg, ssid||1, fp, decomp, inp) to Fyps
U:Send (Retrieve, pid,) to 5, and store output . ; p
K BB U: Wait for output (ssid||1, UH, decomqq, outy)
VKo from F,
. ; ; PPA
v Sind (Retrieve, pidygq) to Fyp and store output O: Wait for output (ssid||1, comq, outo) from Fyp s
VK7sa !
0O: new (O) 7
U: id & Zp, pkyy = id - Gy (ser™™ ) =2y
; ; O: (com(o) decom'©) ) — commit((ser"¥)(©))
U: Send (Register, pidy, pky) to Fyp : sernew> sernew
U: (comyq, decom;q) < commit(crscom, id) O: comgemew = comiggew @ comigﬁew
U: stmt = (pky;, comiq) O: (comy,, decomy,) < commit(0)
U: wit := (decomyq, id" = id - Gz) O: 0 « Sign(skp, (comqy, comgemew, comyy,, comiq))
U: I « Prove(crszk, Rur, stmt, wit) O:Send (ssid||3, pidy, (comquy, (sernew)(o),
wy(U) K
U: (ser"ev)U) L Zp comign)ew, decomiggew, comyin, decomyn, o)) to Fgyim
U: (comign)ew, decomign)ew) «— commit(crscom, (ser“ew)(u)) U:Wait for output (ssid||3, pidy, (comqy,
o o
U: Send (ssid||1, pidy, (II, com;q, comign)ew)) to Fonrr (sernew)(()), comie,n)ew, decomgerrzew, comyip,
O:Wait for output (ssid||1, pidy, (IL  comyq, decomyyy, o)) from Fgyr
comiggew)) from Fgyr U: Set ser™V = (ser“ew()[(][)]) + (ser“(e;))<o)
O: Load (fp; comfp, dECOpr, Ufp) from szreg U: Set COMgppnew = comse,new 53} COmsernew
O: Send (Retrieve, pidy;) to Fy, and obtain output U: Set decomgepew = decomigﬁew ® decomie(,)ﬁew
pky U: Set Log"™"V = (UH, comqqy, decomqqy, ser™™,
O: Check that no user with public key pk;; has registered COMgepnew,  decomgemew, 0, comyy, decomyy,, id,
before com;g, decomiy, o)
O: stmt = (pky;, comiq) U: Check Iyerify (VEYL, Log™") and store Log™®™

« Output U: (ssid, UH, outy)

O: Check Vf(crszx, Rur, stmt, I1) z 1 . Output O+ (ssid, oute)

O: Send (ssid|[2, pidy;, (comg, op)) to Foyr

Figure 3.9.: Protocol Ilpypa part 2, user registration.

These are verified before the computation such that only FPs that were signed by 7 SA
can be used for the computation.

After obtaining the initial user history this way the two parties create the initial logbook
together. The principle is fairly similar in this task to all the following tasks: To ensure
history freshness, the user has to carry a serial number ser in their logbook which is
invalidated during the next interaction with the operator. However, the serial number
would allow tracking of the same user through different tasks—which we want to avoid.
Hence, we decided to take inspiration from the Blum coin flipping protocol [Blu81] over Z,
where only the user learns the outcome of the coin toss and the operator only learns that the
outcome is randomly distributed over Z,. This is to ensure that no party picks a malicious
serial number such as one that contains tracking information. Using the homomorphism
of the commitment scheme COM, the operator thus can create a commitment on the
actual serial number based only on the commitment of the user’s share and their own
commitment.

Using this information alongside the previously created commitments comy;, on the linking
number (which is initially 0 as it is set only if outsourcing-triplets have been started) and
comqqy and com;y which were obtained from the user, the operator creates a signature.
This signature is only over commitments. Our instantiation of the signature scheme
preserves the structure of the message, ensuring that this can later be used to prove in
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Protocol IIpyga (1%, A), Part 3

Bookkeeping: —For i from 0 to |UH| — 1, if s[i] # L, then set
« Input U: (bookkeep, ssid, k, iny) UH"[i] =s[i], else copy UH" [i] = UH'[i]
« Input O: (bookkeep, ssid, k, fp, inp) - Apply addition: UH"Y = UH" +a
« Behavior: = (comlyy,, decomgy) < commit(UH")
U: (comqup, decomquq) < ReRand(comqqy, decomquqy) = (comy . decomyy,,) < commit(UH")
U: (comy;,, decomy,) < ReRand(comy;,, decomy,) - (comgfet, decomyy) = (comy s decomyy,) @
U: (com;q, decom;q) < ReRand(com;q, decomiy) (com,, decomy,)
U: stmtyy) = (crScom, COMqy, Ser, COMyy, comiq, vky) — Parse (uhy, ..., uhm_1) = UH, (uhy, ..., uh),_;) =
U: wityy = (comqqq, decomqq, decomqq, coMger, UH’, and (uhg, ..., uhy ) = UH"
decomger, comyy,, decomyy, decomy,, pky, comig, = stmtyy = (CrScom, COMqH(, comfuﬂ, Comﬁl'”,, a, s)
decomyy, decom;y, o) ~ witty = (decomqq(, decomiyy, decomgq,, uho, ...,
U: 11y, < Prove(crszk, Rval, stmtyg, wityy) uhm—1, uhy, ..., ull,_,, uhy, ..., uh),_})
U: (sernSW)(U) L Zp =17 « Prcve(crsZK, Ry, stmtry, Wit'[‘r)
. - Send (send, ssid||2, pid,, ! ! o 11
U: (comiggew, decomiggew) — commit((ser"e¥) ) o E—auth ssid||2. pido. (comyy. comyy I1y))
U: Send (send, ssid||1, pid,, (comqg, ser, comyy,, comyg, to Tt
(U) s—auth O: Wait for output (ssid, @, s, com,, outo) from Fpp,
My com, qew)) to 3, .
' ser SMT — N O:if a # L Vs # L then
O: Wait for output (send, ssid||1, (comqyy, ser, comyp, . . , "
) s auth — Wait for output (send, ssid||2, (com(u,H, oMy g
commyg, Mygp, cOM, pew)) from Fouct 117,)) from Fos-auth
O: stmtyy) = (CrScom, COMqp, Ser, COMyy, comig, vky) _ tTrt = ( SMT , . )
O: Check Vf(cerszx, Ryai, stmtyg, yy) =1 stmtty = (CrScom, COMq ;s COMg g, :om,m,, a, s
O: Check ser ¢ Ly, — Check Vf(crszk, Ry, stmtqy, Upp) =1
O: Lgpp = Lgpp U {ser} . . = comygy, = comg,, & com,
O: Load (fp, comy, decomg, of,) from L ookkeep(k) O: else
i P th - comyy, = oMy © comy
O: Send (respond, ssid||1, (comg, of)) to Foy™ e (0) T
U: Wait for output (respond, ssid||1, (comgp, o)) from O: (ser"™)'? — Z,
fgid}a“th O: (comign)ew, decomieorgew) — commit((ser"eV)(©))
U: Check S|G.Vf(vk7~3ﬂ, (bookkeep, k, comﬂ,), O'fp) = O: com‘;‘:rw = comiggcw (3] comign)cw
1 O: 6™V « Sign(skp, (com;‘j,‘}"’{, comgsY, comyy, comig))
U: S'end (bookkeep, ssid, k, UH, decomqy, comy, O:Send (respond, ssid|2, (coml(beyp (ser"ev)(0)
ingy) to ﬂPA ) . COm(O) decom(o) ")) to Tos—auth
O: Send (bookkeep, ssid, k, comqs, fp, decoms,, inp) sernew > Sernew> SMT
to F U:Wait for output (respond, ssid|2, (com,’ii}]"f[,
PPA
U: Wait for output (ssid, «, s, a, com,, decom,, outy) (ser"e¥)(O), comiggew, decomie(fgew, o™V)) from
U f;om ﬁ’PA N T:EI\s&auth
:if @ = L As =1 then
U:Set Log™%V = (UH, comqq, decomquy, ser™v,
- Apply addition: UH™ = UH +a & ( UH UH:
(com™™ 4 pew ( di) COMggrnew, decomgemew, 0, comyy, decomyy, id, comiq,
— (comPS¥ . decomys: —  (comyq(, decomyq) @ d ;
UH UH ecom;q, o)
Ul (coma, decom,) U: Check Myerigy (VEYL, Log™") and store Log"*™
s else « Output U: (ssid, UH, outy)
1 . (N
- Apply permutation: UH' = a(UH) . Output O: (ssid, outo)

Figure 3.11.: Protocol IIpypa part 3, Bookkeeping.

zero-knowledge that a signature on a commitment of a given value is known. Furthermore,
since the commitment itself could theoretically be used for linking when seeing it again,
the operator only sees rerandomized versions of this commitment in future interactions
alongside a zero-knowledge proof that this rerandomization is really on a commitment for
which a signature made by the operator is known.

Note that all the communication happening here is identifying on both sides—even for the
user. The id is uniquely identifiable and hence hidden by the user from this point onward.
It is only used in the witness of zero-knowledge proofs in future interactions.

Bookkeeping The protocol for directly updating the user history is given in Fig. 3.11.
Essentially, it is a wrapper around ¥, : Before accessing the hybrid functionality the user
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Details of the relation Ry,

Details of the relation Ry,

stmt == (CrScom, COMquH, Ser, COMyy,, comig, vky)

wit := (comqqy, decomqyy, decomqyy, cOMger, decomger,

o)

Rvar = { (stmt, wit) |
-+ open((comqy © Comgz),
(decomqqqy © decomqygs), 0) =1
« open(comse, decomgey, ser) =1
« open((comyy, © comyy,), (decomyy, © decomyy,), 0) =1

comy;p, decomyy,, decomyy,, pky;, comq, decom;y, decomq,

stmt = (crscom, COMqu, com, coml/.,,, a, s)

UH> UH>
L — ’ "
wit = (decomrL’pH, dect’J,m,u,H, de,c,om(u,H, uhg, ..., uhp_1,
uhy, ..., uh),_,, uhy, ..., uhy;_;)

Ry = {(stmt, wit) |

open(comqg(, decomquqy, (uho, ..., uhp-1)) =1
. open(comﬁu,H, decomﬁu,H, (uhy, ..., uhl,_)) =1
+ open(comy,. decom,’l/l,H, (uhy, ..., ull,_)) =1
o ForifromOtom— 1:

- uh} = uhg(y)

+ open(comyq, decomq, pky) =1

- uh;, — {S[l] for S[l] * 1

uh fors[i] =1

+ open(comg, decomq, pky) =1 /

» SIG.Vf(vkgy, (comqp, comger, comyy,, comg), o) =1 }

}

(b) Zero-Knowledge relation R, used to update a logbook.
(a) Zero-Knowledge relation Ry, used to prove logbook validity.

Figure 3.12.: Zero-knowledge relations used for logbook manipulation.

proves to the operator that the latest input is used, and the operator proves to the user that
it will input valid function parameters that were signed by 7 SA. The relation Ry, for
proving the former can be found in Fig. 3.12a: The user proves correct rerandomization
of the user history and that they know serial, id and linking number for which they
know a signature from O. For the latter—namely letting the operator prove that the FPs
used for the computation are validly signed—we use an interactive protocol: O sends the
commitment and the signature on the current task and the commitment to the user. Note
that we do not hide from the user which FPs will be used—meaning that the user learns
whether the same FPs have been used in previous computations—but only what those
FPs are. Hence we do not require any form of rerandomization. The operator sends comy,
alongside the signature oy, directly to the user. The user then verifies the signature using
the verification key vks g 4 of 7SA and only continues if this signature is valid. In that
case, the user inputs the commitment to 7-;,P A

The operator inputs the corresponding opening information decomg, and the clear values
of fp. The definition of ¥, ensures that computation happens only if decomg, (which
is an input by the operator) successfully opens comg, (which is input by the user) to fp
(which again is input by the operator). Assuming both unforgeability of signatures and
binding of the commitment scheme, this ensures that no malicious operator can input
uncertified function parameters; they either would have to forge a signature on a new
commitment without knowing the signing key of 7S A or use an existing signature but
find some opening information and clear text values which open the (previously signed)
comy, to a different value.

After computation via ¥}, , the user updates their user history. We consider this task’s
use case to be primarily for bookkeeping and for updating the user history, which is why
we allow more complex transformations here than in Analytics. The user obtains the triple
(a,s,a) from Fp, , the vectors a and s are also learned by the operator. This triple contains
a permutation « that arbitrarily permutes contents of the user history and can be the
identity if no permutation is required, a set vector s which defines which slots of the user
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history are set to new values directly and which can contain elements indicating that the
old values should be used, and a private add vector a which defines the additive increment
for each value of the user history which can be the neutral element if this entry should
not be changed. The first two maps are applied to the elements in the user history directly
by the user: First the contents are permuted according to a and then those slots for which
an entry in s exists are updated to their corresponding new values. The user then proves
to the operator that they updated their history correctly. For that purpose the relation Ry,
from Fig. 3.12b is used. Note that the operator never learns the actual contents of the new
user history. Instead, the operator only learns a commitment on it and the permutation o
and the directly updated values s. The proof alongside the commitments on the new user
history are sent to the operator. We stress that this step is optional in our protocol and
can be skipped if the output of the function only contained a trivial permutation a and set
vector s (that is, one that does not manipulate the user history). In this case both parties
directly engage in the computation of the new user history instead of the user proving
and the operator verifying that the updates were applied correctly.

The operator homomorphically computes the commitment of the final user history us-
ing the commitment on the permuted and updated user history from the user and the
commitment on the addition vector a obtained from %, . The same technique is used to
update the serial number homomorphically. This commitment is incorporated into the
signature computed by the operator. The operator then sends the information required by
the user to create the new logbook to the user. The user updates their logbook as in the
UReg task.

Outsource The goal of the Outsource task is to distribute the data of the user between
the operator and a proxy in such a way that 1. both parties know afterwards that the values
were shared correctly, and 2. assuming P and O do not work together no information on
the user data is leaked. Those two guarantees are met by the robust secret sharing protocol
from Fig. 3.6 which creates shares of a given user input such that each party obtains its
own additive share and a commitment of the other party’s share. Additionally, each party
gets their own unveil information for later verification.

The user uses the robust secret-sharing protocol IIsh,r.-Share to create robust shares of
the user history UH which are later used for the computation, the auxiliary input ing,
and five one-time pads 0,, Og, 0a, Oour and Oyny. Those are also used as input for the
analytics computation, as they mask the following outputs: The first three pads (0,, 05 and
0,) mask the three outputs relevant for updating the user history (namely the permutation
@, the set vector s and the addition vector a) later from the proxy such that given the
output of #,p,, to P, only the user can reconstruct them. The fourth pad (0our) masks the
auxiliary output outy.

During Analytics the operator only learns a commitment com, of the addition vector
a. For an update that works analogous to the Bookkeeping task, the user requires the
decommitment information decom,. Since there are commitment schemes in which access
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Protocol HPUBA(IA, A), Part 4
Outsource: P:Send (ssid||4, pido, (VerInf(Log)®, (lin" ") (P))) to
« Input U: (outsource, ssid, k, iny) Ferrr
+ Input O: (outsource, ssid, k) O: Wait for output (send, ssid||4, pidp, (VerInf(Log)P,
. Input P: (outsource, ssid, k) (linneW)(P) )) from ?US
« Behavior: MT
E.avmr o P O: stmt = (crscom, (UH)O, com(?), ser, comg, vkp)
: (otps, (Log)®™, (Log)") « Tlyerity (SharelL, Log) O Check VF R UH
U Store otps = (0our. 0oy, O, 00 00) : Check Vf(crszk, Ros, stmt, H())_l .
___ O: Check ITyerity (VEYS, (Log)®, VerInf(Log)") = ok
U: (comyq, decom;q) < ReRand(com;y, decom;q) - hew hewn (0) hewn (P)
U: (UHO com) decom(o)) = (UH)C O: lin™™ = (ln™ )T + (lim” )
' e U T 0: Add (lin"¥, (Log)©) to £ (pidp, k)
U: stmt = (crscom» (UH)C, comg ., ser, Comig, vko) o (ser“ew)(o) ;Zp
it ) . (P) :
U: wit = (ZOWH’ deliom’WH’ dec;m,u,H, c;)ms”’ deco)mm, O: (comfggew, decomiggew) — commit((ser"®V)(O))
comyyy, decomyy,, pky, comy, decomiq, decomy, o . new (P) (0)
U: II « Prove(crszx, Ros, stmt, wit) O: comgy = oMy g @ oMy
r . new ._ U) (0)
U: (serV)(U) & Z, O: comyy” = comseg“:\‘,*,’ ® COM g nevw e
) (U) () . new (U) O: (com}s™, decom)™) < commit(lin"*")
Us (€OmMypnews decom, ney) « commit((ser™™)t™7) 0: g™V & Sign(sko, (comgfy, comigy, comjs™, comiq))
U:Send (send, ssid||1, pidy, ({Log)©, ser, comyg, II, ) new (O) "0
(U) )) to gros—auth O:Send (respond, ssid||1, ((ser™V)'©), oM, vews
COm g, new SMT (0) new new _new s—auth
U: Send (send, ssid||2, pidp, ((Log)")) to FZ5euth decom,, new, comy.Y, de""’"lin((;)" ) fgfsom
. 5 : ;. ,Iew
O: Wait for output (send, ssid||1, (...)) from 7:;;A—Tauth O: Send (ssid||5, pidp, ((lin"")\%), decomlinnew)) to Four
O: Check ser & Lgp P: Check open(comfi?n)ew, decomz_%)ew, (lin"e¥)(©)) =1
O: LSER = LSER U {ser} P: lin"eY = (linnew)(o) + (lmneW)(P)
o: (lin"")© Lz, P:Add (lif"™, (Log)?) to £ (k)
O: (comfif;,)ew, decom;;)n)ew) — commit((lin"¢V)(©)) P:Send (respond, ssid||2, (lin"")) to Tsurfﬁ.auth
0: Send (ssid||3, pidy, (VerInf(Log)©., com(_On)ew to . U:Wait for outputs (respond, ssid||1, (...)) and
(sstd|3, pidp, (Verlnf (Log) i) o™ (respond, ssid||2, (lin"™)) from Fg5
P: Wait for output (send, ssid||2, ({Log)¥, com; o)) (0) P) (0)
wuth O’”‘ U: Set Log™"¥ = (UH, comy gy ® comyy,, decomy ., &
from TSI\SA—T“M and (ssid||3, pidg, (VerInf(Log)®)) from P
Fontr decom,u,H, ser™Y, comgemew, decomgemew, 0, compeY,
P: Check Iyerigy (VEYS, (Log)P, VerInf (Log)©) = ok decom”, id, comig, decomiq, c"°V)
. (15, mew (P) T U: Check Iyesify (VEYL, Log™®™) and store Log"®™
P (lin™) 50 < Zp . Output all: (ssid, ok)

Figure 3.13.: Protocol Ilpypa part 4, outsourcing a logbook.

to the unveil information only suffices to reconstruct the input of the commitment,? %,
masks the unveil information with the final OTP, oyyny.

As in every interaction that requires double-spending detection, the user computes a
zero-knowledge proof that the user history is valid. The relation Ros from Fig. 3.14a used
for this task additionally ensures that the secret shares have been created correctly: The
first line of the proof ensures that the commitment on the user history for which the user
knows the signature from the operator can be homomorphically split into the two values,
one of which is sent to the operator directly and one of which is sent to the proxy who
then sends the commitment to the operator. Both are then used in the statement of Ros.
The hiding property of the commitment scheme ensures that the operator does not learn
the share of the proxy, while the fact that the proxy sent the commitment to the operator

2 Technically, the security definition of any commitment scheme makes no restriction on the amount of
information regarding x stored in decom,. So given any commitment scheme COM where, given decom,
only, it is hard to determine x, we can create a commitment scheme COM’ which is equivalent to COM
only that COM’.open sends a tuple (decom, x). The new protocol would be as secure as the actual
commitment protocol.
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Details of the relation Rgs Details of the relation Ry
stmt = (crscom, (UH)O, com;?}:(, ser, comg, vko) stmt == (crscom, COMqzg, Ser, lin, comig, vkg)
wit := (comqqy, decomqqy, decom,(lfq)_(, COMger, decomger, wit = (comqp, decomqp(, decomaiq(, COMser, decomser,

_— comy;,, decomy,, pk;;, com;y, decom;y, decom;y, o
comyy, decomyy,, pkyy, comig, decomiy, decomiy, o) lin lin» PKy id id ids O)

Rupa = {(stmt, wit) |

Ros = { (stmt, wit) | ©) P) « open((comqs; © Comgin),
« open(comqg © (comg ., & comyg,),

©) ®) (decomqqqs © decomqqyy), 0) =1

decomqq © (decom,u,H &3] decom,u,H), 0)=1 « open(comye, decomge, ser) =1
+ open(coms, decomsr, ser) =1 « open(comyy,, decomy,, lin) =1
+ open(comyy, decomyy, 0) =1 « open(com;q, decomyq, pky;) =1
+ open(com;g, decomiq, pky) =1 « open(com;q, decomy, pky) =1
« open(com;q, decomig, pky;) =1 + SIG.Vf(vkgy, (comqp, comger, comyy,, comg), o) =1
+ SIG.Vf(vkg, (comqp, comger, comyy,, comg), o) =1 }
}

(b) Zero-Knowledge relation Ryjq used when updating a logbook
(a) Zero-Knowledge relation Ros used when outsourcing a logbook. after analytics.

Figure 3.14.: Zero-knowledge relations used for outsourced analytics.

Protocol IIpyga (1%, A), Part 5

Analytics: P:Send (analyt, ssid, k, comg, {(Lo )P}Zk ) to F,
« Input P: (analyt, ssid, k) yh c r 8z Jz=1 o IZA
- Input O: (analyt, ssid, k fp, ino) O: Send (analyt, ssid, k, fp, decomp, {{Log)}.%,
« Behavior: ino) to Fppy 4
O: Load and remove the first Z; entries P: Wait for output (ssid, {‘L{Iz}zfl) from Fpp,
{(lin, (Log)O)Z}ZZfl from fO(IO> (pidp, k) O: Wait for output (ssid, {WIZ}ZZ:F outp) from Fpp,
O: Load (fp, comg, decomy,, of,) from Lanalyt(k) O:Forallz € (1,...,Z):
P t £ (liny) = U, = ( fouty, )
O: Send (ssid||1, pidp, (comp, o)) to Foyr set fy - (ling) = z = (0z, Sz, COMa,, Clouty,
P: Wait for output (ssid||1, pido, (comp, of,)) from Foyer P: For all i (..., Zk):
t liny) = UT, = (ct 2 2 t dec
P: Check SIG.Vf(vkys, (analyt, k, comp), op) =1 set fy  (linz) = ULz = (Claz, Clss Clag, Cliecom,s

Ctoutuz )
« Output P: (ssid, ok)

« Output O: (ssid, {az,s;}

P: Load and remove the first Zj entries

{(lin, (Log)?).} 7%, from £ (k) 7

= outo)

Figure 3.15.: Protocol Ilpyga part 5, analytics.

ensures that this really is the commitment that the user sent; otherwise the user could
send some commitment to the operator claiming that it is the proxy’s share and send
a different commitment to the proxy such that the reconstructed user history contains
different values than the ones stored in the user’s logbook.

Since the user had to unveil the latest serial number of their logbook in order to convince
the operator that indeed the latest user history was used, the protocol also includes the
creation of a new logbook. Note that this logbook then has a non-zero linking number,
which at the same time prohibits the user from starting a second outsourcing-triplet before
finishing the first one, and stores information that can be used later by the user to fetch
the results during the Update task. Other than that, the logbook generation is the same as
the one used during the Bookkeeping task.

Analytics The protocol for performing analytical tasks, shown in Fig. 3.15, lets both
parties fetch the values stored earlier and input them into #,;,. Again, function specifics
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Protocol IIpyga (1%, A), Part 6

Update: - Send (send, ssid||2, pidy, (comqy, ser, lin, comg,
. Input U: (update, ssid) HUpd’ Com,ﬂw’ com&'l,H, 7, Comiggew)) to ?-Su&}auth

« Input O: (update, ssid)
« Input P: (update, ssid)
« Behavior:
U: Send (send, ssid||1, pidp, (lin)) to ‘Fglf,;ra“th

O: Load and remove lin — (@, s, coma, ctout, ) from félo)
O:if a # L Vs # 1 then
— Wait for output (send, ssid||2, (comqy, ser, lin,

’

comg, Hypq, com comy g, Ty, comiggew)) from

P: Wait for output (send, ssid||1, (lin)) from "f;riﬁ.a“th : os-auth UH
. P

P:Remove lin = (ctq, cts, cta, Clgecom,> Clout )fromf( SMT _

P e ’ U Ul — stmty = (crScom, COMquH, COM.,, 0, COMY .\, &, S

P:Send (respond, ssid||1, (cty, cts, Cta, Ctdecomy» 7 i= (erscom UH UH UH )

; a ?
ctouty)) to FEguth — Check Vf(crszk, Ry, stmtp, II7y) =1
U: Wait for output (respond, ssid||1l, (cty, cts, cta, - comgly, = comg . @ com,
Ctdecomys Clouty, )) from ?;lfd}a“‘h O: else
R — Wait for output (send, ssid||2, (comqgy, ser, lin,

U: (comqug, decomqsqy) < ReRand(comqgy, decomquqy) i .

U:a:=cty —0q,5:=cts — Og,a:=cty — O, comig, Mypg, com, new)) from Fonr™

U: decomy = ctgecom, — Ounv, OUty = clouty, — Oout — comggy, = Comgyy & com,

U: (comy, decomy) «— ReRand(comyg, decomyy) O: stmtypg = (crscom, comqg, ser, lin, corr71,~d, vko)

U: stmtypq = (Crscom, COmaqg(, Ser, lin, comyg, vkg) O: Check Vf(crszx, Rupas stmtuypa, Mypa) =1

U: witypa = (comyq, decomyqq, decomqp, comse, O: Check ser ¢ Lggp

decomger, comym, decomyy, pky, comig, decomiq, O: Lgpp = Lggp U {ser}
decom;y, o) 0O: (SerneW)(O) P Zp
U:Typq < Prove(crszx, Rupd> Stmtupd, Witypa) 0: (comiffﬁew, decomigﬁew)  commit((ser™¥)(©))
U: (sere)0) Lz, 0: com™ := com' Oy, @ com Y.,
ser’

U: (comiggew, decomign)ew) — commit((ser"e¥)(U)) O: (come¥, decomp™) « commit(0)

U:if « = L As =1 then O: 0"V « Sign(ske, (comgfy, com(gy, com}™, comiq))
- Apply addition: UH"™ = UH +a O: Send (respond, ssid||2, (coma, comgyy, (ser"ev)(O)
—Send (send, ssid||2, pid comqyy, ser, lin, com;,

( > 12, pido. ( UH> SET E id> com(orzew, decom<orzew, com®V,  decom™V, o™V,
(U) s—auth ser’ ser’ lin lin
HUpd’ comsernew)) to 'TSOMT ctout )) to (fosfauth
U: else uty SMT )
Apply permutation: UH' = a(UH) U: Wait for output (respond, ssid||2, (com,, com&‘j};’(,
; i s o (0) (0)
—For i from 0 to |[UH| — 1, if s[i] # L, then set (serme)(©), COM, pew> AECOM, peny, COMISY, decomy ™,
UH"[i] =s[i], else copy UH" [i] = UH'[i] ™V, ctouty,)) from Tg’i&amh
_ PPN, ew ._ 7" )
Appl}/f addglon. :u}[“ ’ ‘L(W ;{;{, U: Check open(com,, decom,, a) =1
- (com,,l/,H, ecomyﬂ) — comm!t( . ”) U: Set ser™eV = (serneW)(U) + (SerneW)(O)
= (comyy,, decomyy,) < commit(UH") ) _ U) ()
fiew ’” ” U: Set comgemew = com @ com
- (comﬁ)}"{, decomiy) = (comgy, decomyy) © ser Ser“e“’U serhew o
(comy, decomy) U: Set decomgepmew = decomierrzew [} decomierrzew
- Parse (uhy, ..., uhm_1) = UH, (uhy, ..., uh),_;) = U: Set Log™® = (UH", com5sy, (decomquqs @ decom,),
UH’, and (uhy uhly_y) = UH” ser"™V, comgemew, decom nev(e{ l{) com?V, decom}Y, id
2 > = > ser’ s ser’ > s lin ° lin ° >
_ — ’ ’” -
stmtty = (Crscom, COMq, Comy ., COMg 1, QL s) Com, decomyg, o™V)
- wityy = (decomaqqy, decom'w,H, decom,q’”{, uhy, ..., U: Check Iyerify (VEYL, Log™") and store Log™®™
uhm-y, uhy, ..., uh,_y, uhy, oo, b)) « Output U: (ssid, @, s, a, outy)
- II7 « Prove(crszx, Ry, stmtry, witry) « Output P: (ssid, ok)

« Output O: (ssid, a, s)

Figure 3.16.: Protocol Ilpypa part 6, updating a logbook after analytics.

are input by the operator as fp and the input is verified beforehand using the same basic
technique as in the Bookkeeping task—but this time against the proxy.

After receiving output from %, both parties store the results for later use.

Update The Update protocol, shown in Fig. 3.16, contains two steps which do not
necessarily have to be executed at once. In the first step the user only requests the data P
has stored by sending the linking number. In the second step the user requests the data
from O and additionally computes a new logbook and proves that the data in there has
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been applied correctly. This proof employs the relation Ry,q from Fig. 3.14b which is
reminiscent of the proof used during IIpypa -Bookkeeping, but also proves that the linking
number is correct. Additionally, in case of a non-trivial permutation or direct update the
user uses the relation R in order to prove that the permutation was applied correctly.

3.4.9. Formal Security Statement

As already mentioned in Section 3.3, we prove security of our protocol ITpyga in the UC
framework by showing indistinguishability against the ideal functionality 7, ,- In this
section we elaborate on the achieved security level.

Security Theorem We can now state our main security theorem:

Theorem 3.4.1. Let Z be any PPT-environment that corrupts a subset of parties that does
not contain the operator and the proxy at the same time and that does not contain the TSA,
and let the building blocks be instantiated as described in Section 3.4.2. Then it holds that:

os—auth
(7—_CRS’7:SMT’7‘—SMT ’?%B’?—PPA

IIpyura ) >ve Foupa

This means that the protocol ITpypa is at least as secure as ¥ 54 -

We defer the formal proof of this theorem to Section A.3.

3.5. Application Examples

PUBA can be used for a variety of different applications. Here we sketch two privacy-
preserving applications for PUBA, namely fraud detection for mobile payments and a
targeted advertising system.

3.5.1. Fraud Detection for Mobile Payments

In the European Central Bank’s latest report on card fraud [Eur18] published in 2018,
the total value of fraudulent transactions at points-of-sale in 2016 amounted to about
342 Million Euro. This number sounds high, yet it only amounts to 0.008% of the overall
card transaction value. This small ratio is achieved mainly thanks to the use of “strong
authentication” methods like Chip&Pin as well as fraud detection mechanisms required
by the 2nd European Payment Services Directive (PSD2).

We define a privacy-preserving mobile payment system that includes fraud detection
capabilities. The operator in this system is the bank that offers the mobile payments service
to its customers. These are the users in our system who interact using a smartphone app.
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Fraud detection consists in monitoring a customer’s transactions for anomalies or typical
fraud patterns. This can be done based on simple rules or sophisticated machine learning
algorithms. Due to the real-time requirements, the combination of fraud detection with
privacy for mobile payments is particularly challenging. To this end, we consider the
following two-tier mechanism: We force the user to perform a more complex machine-
learning-based fraud detection with the operator if some threshold of payment transactions
has been reached, resulting in some risk level, and a simple but faster rule-based fraud
detection during each payment at a point-of-sale. The latter takes the risk level into
account and decides whether the current transaction is accepted or declined.

Each time the user conducts a payment at a point-of-sale, a new transaction is created and
stored in the user history. We assume that a transaction record ¢ consists of the following
data encoded as vector of Z, elements:

t == (acq, ts, loc, type, tval),

where acc is one iff the transaction has been accepted, ts is a timestamp, loc indicates
the geographic location the transaction took place, type describes the type of shop (e.g.,
grocery store, jewelry store, etc.), and tval is the transaction value. We stress that this is
only an example, adding other attributes is pretty straightforward.

The user history contains the latest T transaction records, the user’s balance bal and
some important additional information to support the fraud detection mechanisms. These
additional information include the account’s current risk level rsk, a maximum value max
a single transaction can have, and a limit rem on the number of payment transactions a
user can perform before the complex fraud detection mechanism has to be run. Note that
the latter two values depend on the current risk level.

Thus, the user history has the following form:
UH = (tll, e, t51, e, tlT, e, tST, rsk, rem, max, bal)

The first 5T slots store the last T transactions (each transaction t' requires 5 slots), s
the most recent transaction. The user history has a total length of 5T + 4 entries.

We now describe the individual tasks a user can perform. The details of the function
Ampayment can be found in Fig. 3.17. We estimate the application’s performance in Sec-
tion 3.6.4.

Registration During registration the user obtains a user history with an empty balance
and no stored transactions using the UReg task, which calls the function Aypayment With
input message ureg. Both parties input the initial values for the risk level, the remaining
number of transactions and the maximum transaction value, i.e., (rsk, rem, max). The
values rem and max can either be fixed constants or depend on the risk level. Alongside
empty transactions, those are written into the new user history.
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Ampayment

Registration:

(ureg, fp:=1, iny = (rsk, rem, max), ing = (rsk, rem, max))
If iny # ing, abort

Set UH = (1,...,L,rsk, rem, max,0)

Return (UH, outy = ok, outp = 0ok)

Top-Up:

(bookkeep, fp:=1, k=1, UH, iny =val, inp = val)

If iny # ing, abort

Payment:
(bookkeep, fp:=1, k=2, UH, iny = (ts, loc, type, tval), inp = (ts, loc, type, tval))
If iny # ing, abort
Parse (4,..., Bt tL, rsk, rem, max, bal) = UH
If bal < tval, then return (a = (8 - ﬁ:i),s =(L,...,1),a:=(0,...,0),outy = L,outp = J_)
acc = figsimple (UH, (ts, loc, type, tval))
(v, ..., t2V) = (acq, ts, loc, type, tval)
Ifacc =1, '

then bal‘_hﬂr = tval,

else bal¥ff == o
ai= (oot 39w STo5 . STo1 ST .. 5T43)

=\sT—55T-1 0.4 .. 5T-10..5T—6 5T ... 5T+3

s= (7", ..., 80V, 1,..., 1)
a=(0,...,0,0,—1,0, — bal¥)
Return (@, s, a, outy = acc, outp = acc)
Risk Calculation:
(analyt, fp, k=3, (UH, iny =1), inp =1)

Parse (t!, ..., t51, R tlT, e tST, rsk, rem, max, bal) = UH
(rsk™Y, rem™¥, max"") = fiacomp (fp, UH)

si= (L, ..., L, rsk™Y, 1, max"V, 1)

a=(0,...,0,0, —rem+ rem™v, 0, 0)

Return ((a = (J ™m71), s, a, outy = 0k), outp = ok)

Figure 3.17.: Instantiation of A for privacy-preserving mobile payments with fraud detection.

Top-Up Our mobile payments service uses a prepaid model; it is important that users
can top up their balance. We propose a general method where the user and the bank agree
on the amount that should be topped up and leave the actual transfer of money to the
implementation method, such as anonymously depositing money at an ATM or making a
transfer from the normal bank account (which would be identifying). The user invokes a
Bookkeeping task where both parties input the amount to be deposited, which is added
to the user’s balance. In our example, a top-up transaction is not recorded in the user’s
transaction history (although this might be reasonable).

Payment (with simple fraud detection) To issue a payment, a user communicates with
a point-of-sale that has a communication channel with the bank and that forwards all
messages between the user and the bank. The payment is done via the Bookkeeping task
where both parties input all transaction details excluding the acceptance bit, i.e., timestamp,
location, type of shop and transaction value. The function aborts if the transaction
value exceeds the account’s balance. Otherwise, the simple rule-based fraud detection
mechanism figsimple is executed to decide whether the transaction is accepted or not based
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on the last T transactions, the risk level rsk, the remaining number of transactions rem,
the maximum transaction value max, and the details of the current transaction. In our
example implementation in Section 3.6.4 we verify that the following conditions are all
satisfied: 1. tval < max (the transaction value does not exceed the maximum allowed
amount) 2. rem > 0 (the number of payment transactions the user can perform before the
complex fraud detection mechanism has to be run has not exceeded its limit). Of course,
additional checks could be included: The transaction could be denied if the risk level is
medium but there are more than three transactions within a 10 minute period, or if two
consecutive transactions differ in their location so much that no user could have possibly
traveled that far in such a short time period.

This simple mechanism already provides some fraud protection, but is lightweight enough
to be computed by the user’s resource-constrained device. As those can be public, the
user can evaluate the rule-based fraud detection themselves and provide the point-of-
sale with a zero-knowledge proof that they evaluated the mechanism correctly based
on their logbook. This can significantly speed up the payment process compared to an
MPC-based computation, assuming the rules are simple and efficiently compatible with
the zero-knowledge proof system.

Only if the transaction is accepted it is physically executed and the user’s balance gets
updated accordingly. More specifically, the three output maps of A look as follows: The
permutation shifts all past transactions to the right to make room for the new transaction,
which is written into the user history with the direct update. This is done because the
user history only stores the last T transactions to hide the total number of transactions.
The additive increment then subtracts one from the number of remaining transactions
rem and subtracts the transaction value tval from the balance bal iff the transaction was
accepted. The risk level and the maximum transaction value stay the same.

More precisely, the new transaction is assembled as (7%, ..., V) = (acc, ts, loc,
type, tval) and the new user history then looks as follows after applying the three maps:
UHY = (17, ..., 2V, t,..., tsl, e tlT_l, e tST_l, rsk, rem — 1, max, bal®").

Risk Calculation (with complex fraud detection) FEach time the user executes a pay-
ment transaction, the counter for the number of remaining transactions decreases by one.
When this counter reaches zero, it forces the user to participate in this task, where the
risk level gets updated and a more sophisticated fraud detection algorithm is executed.
By choosing a suitable value for the initial value of that counter, we can ensure that
users regularly participate in the complex fraud detection mechanism. As we assume this
complex fraud detection mechanism to be based on machine learning, this might result
in considerable computational effort. Therefore, the Analytics task is used. The operator
inputs its FPs fp into Analytics. Note that, as usually, these FPs were verified by the TSA to
pose no privacy-risk for the user and yet are not learned by the user. The fraud detection
mechanism then computes the user’s new risk level rsk along with a new maximum num-
ber of transactions rem, and maximum transaction value max. These new values are then
stored in the user history. More specifically, only the direct update and additive increment
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are needed. The direct update sets the new values for the risk level and the new maximum
transaction value at the corresponding slots and overwrites the old values in the process.
Since the outsourcing triple is non-blocking regarding Bookkeeping operations, we have
to take into account that the value of the remaining number of transaction may have
changed since Outsource was called. Therefore, the additive increment adds the difference
between the old remaining number of transactions (from the point when Outsource was
called) and the new value to the corresponding slot.

Since this is an outsourced analytics computation, we need to assume the existence of a
proxy that assists the user in this computationally expensive computation. Since today’s
banks already use external companies to help them with credit card fraud detection, such
a company could act as the proxy.

3.5.2. Targeted Advertising System

We now briefly sketch a targeted advertising system which can optionally be used as an
extension for loyalty systems. For their cooperation, users are rewarded with vouchers
targeted at their purchase behavior. The central idea is that the user’s purchases are stored
in the user history. From time to time, users submit their purchase history to the operator,
who analyzes it together with the histories of several other users. The user is rewarded
with a voucher targeted at the user’s probable interests and is displayed alongside a suitable
ad in the smartphone app.

We now assume that the operator acts as a conglomeration of supermarket chains and
further participating shops. In the following, we describe how to use PUBA in this
scenario.

Registration Upon registration with the UReg task, the user obtains an empty user
history. Each slot in the user history represents a product category, e.g., “vegetables”,
“candy”, or “fast food”. The user history tracks the amount of money spent in each
category.

Checkout When purchasing goods at a participating store, the user updates the purchase
history using the Bookkeeping task. The amount of money spent in each category is
calculated and added to the corresponding slots in the user history.

Analytics The Analytics task lets the user provide data for analytical purposes. We
assume the operator has an analytical function (for example for marketing analyses) which
takes some FPs and multiple user histories as input and assigns to each user history a class
that describes the most likely interests of the corresponding user. The user is rewarded
with a voucher that matches this class and that can be redeemed at a participating shop.
Additionally, the user gets a matching advertisement. For example, if the analysis reveals
that the user likes chocolate, the user obtains advertisements for a new kind of chocolate
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and a voucher for a 10% discount on chocolate. The user histories of the participating
users remain unchanged.

If the targeted advertising system is interconnected with a loyalty system, the user could
also earn loyalty points instead of vouchers.

3.6. Implementation

We evaluated the practicality of PUBA by measuring the execution times of a practical
implementation. Since network communication depends on various external factors, we
omitted communication times and only measured local computation. The implementation
is available at https://github.com/kastel-security/puba.

3.6.1. Bookkeeping

Evaluation of the user side is done on a Nexus 5X smartphone released 2015 featuring a
Snapdragon 808 with 2x1.8 GHz + 4x1.4 GHz running Android 8.1.0 (Phone 1) and a Galaxy
S8 smartphone released 2017 featuring an Exynos 8895 with 4 X 2.3 GHz + 4 X 1.7 GHz
running Android 9 (Phone 2). We executed the code for operator and proxies on much
more powerful servers, equipped with an AMD Ryzen 9 3900X with 12 X 3.8 GHz. In all
cases our implementation makes use of 6 threads to speed up cryptographic operations.

We implemented our protocol in C++17, employing the open-source library RELIC toolkit
v0.5.0 [AG20] for group operations. The required building blocks were instantiated as sug-
gested in Section 3.4.2: for signatures we use the scheme from [Abe+11], for commitments
we implemented [Abe+15], and for the NIZKPoK scheme we use the method from [GS08;
EG14]. Our building blocks are instantiated over the pairing-friendly Barreto—Naehrig
Curves Fp254BNb and Fp254n2BNb [Ara+11; BNO06].

We averaged over 50 executions of each protocol task for user history sizes of 10, 100,
200, 400, 600, 800 and 1000 in order to get representative results. For Bookkeeping we
implemented both the three-stage update comprising a permutation of user history, setting
values, and adding values, as well as a simplified version where no permutation and direct
update are done. The concrete choice of permutation has no impact on performance,
whereas performance improves slightly the more entries are set. Thus, to provide a good
lower bound, we performed a cyclic shift and then set a single entry. Table 3.1 shows the
results using a server for operator and proxy and Table 3.2 using a smartphone for the
user side.

When only performing addition during Bookkeeping (and no permutation/setting of
entries), it needs to communicate ~4 kB regardless of the number of entries in the user
history, and takes between ~310 ms and ~440 ms on Phone 1 and ~460 ms on Phone 2,
while taking 14 ms for the operator.
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3.6. Implementation

UH| UReg  Bookkeeping  Outsource  Update
> ZK ) ZK > ZK P Y ZK
10 6 3 22 16 20 10 4 20 12
100 6 3 57 51 30 10 15 54 44
200 o6 3 96 90 42 10 26 93 30
400 6 3 176 170 60 10 44 172 152
600 7 3 254 248 79 10 65 251 225
800 7 3 332 327 97 10 84 331 299
1000 7 3 411 405 117 10 105 408 370

Table 3.1.: Running times for operator/proxy in ms. ), denotes the total operator running time, ZK the
portion of that spent verifying the zero-knowledge proof and P denotes the running time of the proxy during
Outsource. Proxy running time during Update is <1 ms for all User History sizes.

Overall, as can be seen in Table 3.3, even for user history sizes where computation time on
a smartphone exceeds 10 s, less than 300 kB of data need to be communicated. Thus, even
when using mobile data, communication times will mostly depend on network latency
and in general be relatively short.

3.6.2. Analytics Computation

We implemented logistic regression inference using MP-SPDZ [Kel20], which allows for
benchmarking across a range of security models and protocols. As the cleartext modulus
of the used curve is not compatible with the implementation of homomorphic encryption
in MP-SPDZ, we restrict ourselves to protocols based on oblivious transfer with malicious
security. For this we use MASCOT [KOS16]. As MP-SPDZ already implements logistic
regression, we only had to choose the number of features and whether to approximate
the sigmoid function for faster computation. For the former, we ran inference for 10, 20,
50, 100, and 1000 features, and for the latter benchmarked both the established sigmoid
function and the three-piece approximation [MR18]. The latter has been found to deliver
good results while being much simpler to compute in the context of secure computation.
This is because the restriction to three linear pieces only requires two comparisons and
oblivious selections instead of exponentiation and logarithm. To define the computation
domain, we used the order of the 254-bit prime field Weierstrass curve. This allows for a
smooth integration with our zero-knowledge proof.

Table 3.4 shows our end-to-end timings when running on AWS c5.9xlarge and m4.large
instances. The LAN times refers to the colocated setting. We simulate a WAN setting by
adding a 100 ms roundtrip delay and a bandwidth restriction of 10 Mbit/s. We only use
one thread and about 300 MB RAM for malicious security.
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g UReg Bookkeeping Outsource Update
|UH| S

& Y O ZK Va 3 O zZK va Yy PC O ZK Va 3 O zZK Val
10 1 154 97 78 57 616 556 494 60 551 189 298 193 64 528 461 400 67
2 181 99 73 81 969 881 788 87 749 244 409 272 87 809 719 622 90
100 1 155 100 78 56 1559 1501 1432 58 1247 818 369 181 63 1541 1439 1319 107
2 176 96 71 80 2200 2116 2033 84 1750 1180 477 240 89 2102 2008 1842 92
200 1 223 116 86 84 2725 2616 2542 87 2088 1540 499 204 92 2868 2723 2484 124
2 175 96 70 79 3465 3382 3300 82 2959 2242 625 235 86 3353 3265 3011 90
400 1 241 122 91 118 5649 5530 5441 119 4309 3373 804 221 128 5633 5502 5015 130
2 178 96 71 82 6302 6217 6136 85 5603 4508 986 249 88 6422 6331 5902 93
600 1 240 120 88 120 9226 9103 9003 121 7073 5773 1182 252 126 9210 9079 8406 129
2 178 96 70 84 9695 9612 9519 84 8228 6801 1336 265 88 9978 9885 9269 92
300 1 242 121 90 122 11899 11775 11672 125 9386 7763 1460 253 129 12100 11966 11104 131
2 186 99 74 87 13130 13046 12950 & 10778 9020 1656 265 90 13402 13311 12462 93
1000 1 245 121 90 123 14667 14539 14443 129 11440 9594 1708 256 131 14940 14807 13763 130
2 189 100 74 92 16383 16290 16213 91 13447 11377 1987 269 91 16642 16538 15471 94

Table 3.2.: Running time on user devices in ms. ; denotes the total user running time, O denotes the online running time, ZK denotes the portion of that spent
creating the zero-knowledge proofs, Val the time spent validating the new User History (not included in the online time) and PC precomputation time (also not
included in the online time).
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|UH|: 10 100 200 400 600 800 1000

UReg 1.6 1.6 1.6 1.6 1.6 1.6 1.6
Bookkeeping 5.8 11.8 18.4 31.6 44.8 58.0 71.2
(only add) 4.1 41 41 4.1 4.1 4.1 4.1
Outsource 8.9 34.1 62.0 118.0 174.0 2299 285.9
Update 7.0 22.6 40.0 748 109.6 144.4 170.2

Table 3.3.: Data exchanged in relation to user history size in kB.

Precise sigmoid Approximate sigmoid
S-LAN LAN WAN MB S-LAN LAN WAN MB

10  3.60 5.06 94.86 591.74 0.32 0.59 11.61 69.71
20 3.62 5.07 95.12 593.29 0.33 0.60 11.93 71.26
50  3.65 5.11 9584 59794 0.35 0.64 12.58 75.91
100  3.68 5.19 96.90 605.68 0.38 0.71  13.53 83.66
1000  4.28 6.47 116.10 745.10  0.97 1.87 32.82 223.07

No. features

Table 3.4.: Time and communication for logistic regression with two parties. Times are given in seconds (s).
“S-LAN” refers to c5.9xlarge instances, otherwise we use m4.large.

At the time of writing the paper, the spot price in US East was USD 0.10 and 1.53 for
m4.large and c5.9xlarge, respectively. This results in a cost per computation ranging from
USD 1.6 x 107 to USD 0.0032.

3.6.3. Discussion

Our results show that, even on weak hardware compared to modern smartphones, for
moderately sized user histories our protocol runs fast enough for a smooth user experience:
A Bookkeeping—which will be executed most frequently—runs in less than 3s even
including typical network latency for user histories with 100 entries. When Bookkeeping
can be performed without the need of permuting or setting user history entries, it runs
in well under 1s and can even support much larger user history sizes. Outsource needs
to transmit more data but is also used less frequently, and a large part of the necessary
computation is independent of the current user history state (i.e., creating commitments
to shares of one-time pads and the random shares for one of the two parties) and can
thus be done in the background in advance. This allows Outsource to have very short
online running time even for large user history sizes. Update on the other hand takes
about the same time as Bookkeeping. Thus, the main limiting factor for the size of
the user history is the time needed for Bookkeeping. This can be partially mitigated if
the need of permuting/setting values arises only sparingly or if only parts of the user
history are affected. Then the whole user history can be split into multiple parts where
permuting/setting is done on some parts and a simple additive update is performed on
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the other parts. Our evaluation also shows that Phone 2 was consistently slower than
Phone 1, even though the stronger processor would suggest otherwise. We are not certain
about the cause of this. Possible explanations are the introduction of new battery saving
mechanisms in Android 9, or the fact that Phone 1 has the stock google version of Android
whereas Phone 2 has vendor-specific modifications.

3.6.4. Performance of Fraud Detection

We evaluated our fraud detection application from Section 3.5.1 with a user history con-
taining 100 elements, corresponding to a scenario where the last T = 19 transactions are
taken into account for analysis (5 entries per transaction plus previous risk level, number
of remaining transactions, transaction limit and balance). We consider these numbers to
be realistic and discuss them in Section A.1.3.

Since Registration only needs to initialize the default risk level, number of remaining
transactions and transaction limit, this is independent of the user history size and takes
the same time and data volume as the UReg task shown in Table 3.2 (i.e., 160 ms for
Phone 1 and 190 ms for Phone 2 combined user plus operator computation time excluding
communication time and 1.6 kB data). Similarly, the Top-Up task does not require any
special computation and thus the results for Bookkeeping with only addition holds for this
task (i.e., 330 - 450 ms for Phone 1 and ~490 ms for Phone 2 combined user plus operator
computation time excluding communication time and 4.1 kB data).

Fraud detection happens in two stages: A more complex machine-learning-based risk
assessment is performed regularly, which results in a risk score, a limit for individual
payments and a limit for the number of transactions before it has to be executed again.
During each payment, simpler rules based on the result of the risk assessment are checked.
In our implementation we verified the following two rules: 1. the transaction value is less
than or equal to the maximum allowed transaction amount 2. the number of payment
transactions the user can perform before the complex fraud detection mechanism has to
be run has not exceeded its limit. Additionally, it is verified that the current balance is
sufficient for the transaction. To do so, we use bulletproof rangeproofs [Biin+18] to let
the user prove that they evaluated the simple rules correctly. These additional proofs take
~200 ms on Phone 1 and ~185 ms on Phone 2, and 17 ms for the operator, independent of
the user history size. Thus, for 100 entries (corresponding to the last T = 19 transactions),
this task takes a total of 1.85s/2.5s (for Phone 1/2 resp.) on the user side and 80 ms on
the operator side (excluding the communication time to transmit 22 kB of data). This
shows that, when storing 19 previous transactions, a transaction can be performed in
under 3 s even when taking the communication time into account. Increasing the number
of previous transactions increases the computation time on average by ~1.5s/~1.6 s for
Phone 1/2 resp. and 40 ms for the operator per 20 additional transactions.

For the outsourced risk calculation we used logistic regression on 100 features using
approximate sigmoid calculation and active security for the complex fraud detection
mechanism. Our results suggest that the whole outsourced risk calculation process can be
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completed in well under 5s: 0.7 s for outsourcing, ~0.4 s for the logistic regression and
~1.3 s for the update, plus communication time between the user and operator/proxy.
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4. POBA: Storing data on operator
servers

This chapter is based on “POBA: Privacy-Preserving Operator-Side Bookkeeping and Ana-
lytics” [Fau+25c; Fau+25a] and in most parts taken verbatim from there, except Section 4.6,
which is original work new in this thesis and Section 4.5, for which new benchmarks with
a new implementation were done.

My Contribution In the paper, I was the main contributor of the system modelling and
protocol design, and did all formal proofs. For this thesis, I additionally re-implemented
the protocol and redid most of the benchmarks.

Organization of this chapter We first provide an introduction and the related work in
Section 4.1. Then, we discuss the desired functionality and involved parties and present
the ideal functionality #,, in Section 4.2. Section 4.3 contains our protocol ITpopa for
privacy-preserving bookkeeping and analytics with operator-side data storage. Section 4.4
contains details on how to use POBA in example applications. In Section 4.5 we present
our prototype implementation and benchmark results. Finally, Section 4.6 discusses the
steps needed to upgrade the protocol from security against semi-honest operators to full
malicious security.

4.1. Introduction

Privacy-preserving data analysis is now more important than ever: Companies generate
vast amounts of data that they would like or need to analyze. A number of studies have
shown that individuals are willing to share their data with companies if there is a potential
benefit to them.! However, it is crucial to ensure that this data is processed in a way that
protects individuals’ privacy. Furthermore, the storage of large amounts of sensitive data
for analysis is also a source of concern: There are recurrent cases where cybercriminals

1 https://venturebeat.com/business/were-giving-away-more-personal-data-than-ever-despite-g
rowing- risks/
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infiltrate company networks and steal large amounts of user-specific data.? These leaks
have a negative impact on companies as well as the individuals whose data gets abused.
To prevent these data leaks, it would make sense to not collect sensitive user data in the
first place. This is not always an option, however, either because of laws/regulations
(anti-money laundering, etc.), or the companies need the data for their business model (for
usage-based fees, targeted ads, etc.), for behavior-dependent pricing (behavior-based car
insurance, etc.), or to improve services (demand-based transport planning, etc.).

Instead, the idea of privacy-preserving data analysis has emerged in recent years: Here, the
data is no longer stored in plaintext by the operator, but is protected in some way. One
popular approach to obtain aggregate statistics is to not store individual data points but
only update aggregates. This works well in practice if only aggregate statistics are needed,
but does not work for general analysis, such as usage-based fees or targeted ads. Another
approach is to apply differential privacy mechanisms during data collection, so the data
being stored and processed is no longer personal data. But this has the drawback that a
large amount of noise must be added during data collection to achieve a meaningful level
of privacy, which reduces the utility too much for many use cases.

In contrast, we propose a method that collects precise data but protects the link between
the data and the individual it belongs to. We can then perform desired analyses and
apply differential privacy mechanisms to the output if needed. To this end, we use secure
multi-party computation (MPC) as a central component. MPC is a cryptographic building
block that allows multiple parties to evaluate a common function without learning the
input (and output) of the other parties. Thus, with MPC, multiple operators, each owning
a part of the data, can perform joint computations on the union of their data sets.

The use of MPC for privacy-preserving data analysis has been studied extensively, see for
example [LP09]. However, in typical applications of MPC, the data owners are all directly
involved in the computation, e.g., banks or hospitals wishing to obtain results based on
their combined customer data, but each having full access to their own customer data. In
contrast, we consider a setting where no single operator has access to the user data to be
analyzed.

However, such an integrated framework combining privacy-preserving data collection,
storage, and analysis has received little attention in the literature. Currently, there is only
one generic system for privacy-preserving bookkeeping and analysis [Fet+22b] and few
proposals for specific application scenarios (see Section 4.1.3).

For designing a bookkeeping and analytics framework, there are two architectural options
regarding data storage: either on the user’s side, i.e., each user keeps track of its own
collected data, or on the operator’s side. We now take a closer look at both options.

If data is stored on the user’s side until analysis, the user has full control over their own
data at all times. This is very privacy-preserving, but it also has drawbacks: Users must

2 See https://www.csoonline.com/article/534628/the-biggest-data-breaches-of-the-21lst-centu
ry.html and https://www.itgovernance.co.uk/blog/list-of-data-breaches-and-cyber-attacks-i
n-2023 for examples.
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explicitly cooperate and provide their data to the MPC protocol each time data analyses are
to be performed. It is highly impractical to require active user participation for recurring
automated tasks such as usage-based invoice generation or to obtain usage statistics. Also,
users are responsible for the availability of their data, i.e., a lost smartphone on which the
collected data was stored might result in the need to pay the maximum amount in a usage-
based fee model. Furthermore, mechanisms to ensure the authenticity and “freshness” of
the collected data during analysis are required to prevent users from selectively omitting
some data points when providing their collected data. This results in the need for heavier
crypto components on the user’s side, which impact performance for users who may only
have a resource-constrained device, and can make the protocol infeasible in practice.

When data is stored on the operator’s side, users must give up control over their data,
but are no longer responsible for securing their data. However, it is now imperative to
ensure that the data is stored securely and cannot be extracted in plaintext by an operator.
This can be achieved for example through secret-sharing the data between the operators
and performing the analysis with MPC, or by using fully homomorphic encryption (FHE).
Since users do not have control over how their data is used in this approach, it is important
that the protocol allows only functions approved by the consortium of operators to be
evaluated on the data, and that this consortium has enough members who will object to the
evaluation of analyses that violate user privacy (see Section 4.2.1 for further discussion).

4.1.1. Contribution

We introduce POBA, a generic building block for Privacy-preserving Operator-side
Bookkeeping and Analytics. POBA consists of a consortium of operators and many
users, where users collect data to store in logbooks, and operators can collectively evaluate
analysis functions involving the logbooks of (subsets of) all users. POBA can be used
for many different applications that want to combine privacy-preserving data collection,
storage, and analysis. POBA is modeled and proven secure in the Universal Composability
(UC) framework [Can00; Can20], which ensures that it can be securely integrated into
arbitrary applications.

This generic building block has various applications in areas where users need to perform
transactions anonymously and without being linked, while still allowing operators to
analyze the collected transaction data in the background. Examples of applications include
anonymous check-in/check-out multimodal transportation systems, charging/discharging
electric vehicle batteries in smart grids, coalition loyalty programs, behavior-based car
insurance, and more. Our running example to better explain our system will be a check-
in/check-out based payment system for multimodal public transportation: Users can
anonymously check in and out of various modes of transportation. Both actions create
corresponding log entries, and operators cannot link multiple entries by the same user. At
the end of each billing period, an invoice is generated for each user based on the collected
log entries. This allows for a sophisticated pricing system that, e.g., combines multiple
individual trips into a daily flat rate. Route optimization can be achieved by analyzing trip
data from users of multiple transportation companies together. Such systems are already
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employed in a non-privacy-preserving matter,” where check-ins/check-outs contain a
unique identifier of the traveler, allowing for the generation of comprehensive movement
profiles. In Section 4.4 we take a closer look at how POBA can be used for anonymous
check-in/check-out multimodal transportation systems.

High-Level Idea of our Approach Our system consists of three major steps: data collec-
tion, data storage and data analysis.

Data collection: This is done by an (anonymous) user agreeing with one of the operators
what data entry should be added to their logbook. In this step, the content of the entry is
visible to both the user and the operator, but the identity of the user is encrypted. The fact
that user and operator agree on the content of each entry prevents malicious users from
sabotaging the analysis by submitting invalid or malformed data.

Data storage: This is handled by secret-sharing the entry between the operators and
securely recovering the identity of the user through MPC to obtain the correct logbook
to insert it. To prevent the user identity from being leaked in this step, oblivious RAM
(ORAM) is used to protect the logbook address, and thus the user identity associated
with it. We choose to store data on the operator’s side to avoid the need for active user
interaction for analysis evaluation and the problem of users losing data, and to reduce the
workload on user devices.

Data analysis: Finally, data analysis is performed by evaluating functions approved by
the consortium of operators through MPC on (a subset of) the user logbooks. As the
logbooks are secret-shared between the operators, no single operator (or collusion of a
minority of operators) can directly access the data or evaluate unapproved functions.

Having the operator agree on the content of each entry is important to ensure correctness
and authenticity of the collected data. While in some use cases it would be possible
for users to prove that their entry is well-formed, it is generally not possible to ensure
the authenticity of the data in this way. This means that our system is not suitable for
applications in which the content of an entry alone (without the connection to the user’s
identity) is sensitive, e.g., because the user’s identity can directly be inferred from it.
However, our system is well suited if the sensitive information is the link between data
and user identity, particularly when the entry contains data inevitably observable by the
operator (e.g., the presence of some user/vehicle at a specific position, the items on a
shopping receipt). A consequence of this is the importance of preventing linkage between
the creation of an entry and its usage during analytics, which might involve only a single
user’s logbook. We make use of oblivious RAM to break this link, ensuring that the
information which memory was accessed during a particular analytics evaluation provides
no information about when the entries in the involved logbooks were created, without
needing to access all memory to do so. Otherwise, an operator could for example track

3 E.g., in transport for NSW https://transportnsw.info/tickets-opal/opal/contactless-payments or
transport for London https://tfl.gov.uk/fares/how-to-pay-and-where-to-buy-tickets-and-oyste
r/pay-as-you-go
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the memory address accessed when storing each check-in entry and then later correlate
the addresses accessed to create the invoice of a user with this list. We note, however,
that even when hiding the content of each entry from the operator during creation, this
linkage still needs to be prevented, as it would for example still allow the creation of
pseudonymous movement profiles from the interactions with stationary terminals.

Formal Security Model We formalize security (and functionality) for POBA through an
ideal functionality ¥, modeled in the UC framework. This functionality captures the
properties we want a POBA system to have in an ideal world: Users can create an account
with one of the system operators, who becomes that user’s home operator. Users can also
create logbook entries with any operator (not just their home operator). The functionality
ensures that only registered users can do this, that users can only add entries to their own
logbook, and that the user and the operator agree on the content of the new logbook entry.
The created logbook entries are then added to the central data storage, where they can
only be accessed again when all operators agree to perform a data analysis. This prevents
accidental data leaks during storage. Logbook entries are also anonymous and unlinkable,
i.e., the identity of the user remains hidden from the operator during entry creation, and
no operator can link different entries from the same user. The functionality also enforces
that analyses can only be performed if all operators participate and agree on the analysis
function. It further guarantees that the analysis function does not reveal additional private
data beyond the intended output.

Provably secure protocol We present a protocol IIpopa that UC-realizes the functional-
ity Fpopa in the presence of a static adversary that may corrupt any number of users and
up to t < "—;1 of the n system operators, where corrupted users may behave maliciously,
while corrupted system operators are assumed to behave semi-honestly. It uses crypto-
graphic building blocks such as threshold signatures, threshold encryption, non-interactive
zero-knowledge (NIZK) proofs, secret-sharing, and MPC that supports ORAM. One of the
challenges has been to carefully combine the different primitives and techniques into a
UC-secure protocol, while also providing practical efficiency. To this end, it is important
to only prove statements in zero-knowledge for which efficient proofs are possible, to take
care of what needs to be evaluated inside MPC, and to consider the limited computational
power of users. In particular, we assume that users run constrained devices such as smart-
phones or smartwatches, and minimize the computation and communication required

from them.

Evaluation and Benchmarks We implemented IIpopa to evaluate its practicality and to
determine which cryptographic building blocks are the bottlenecks. Our results show that
the performance of ORAM within secure computation is currently a significant bottleneck,
limiting practicality to a small number of operators and users, especially since this step
does not parallelize across more hardware. All other parts of our protocol are efficient
enough for practical use, and the operator computation besides ORAM accesses can be
parallelized across additional hardware to scale with the number of users. There have
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been many efforts in recent years to develop protocols for secure computation on ORAM
for the special cases of n = 3 (or 4) and t = 1, but none of these generalize to a setting with
t > 1 as n increases. For a setting with ¢t < "T_l corruptions, the state of the art is still a
variant of PathORAM [Ste+13]. Possible future optimizations in this setting will directly
translate to a respective performance increase of our protocol.

Using the MP-SPDZ framework [Kel20] with its implementation of PathORAM [KS14] for
n=29,t=4,up to 2! registered users and logbooks with up to 100 entries, our protocol
has a throughput of ~30k entries per day. Regarding our transportation payment example,
this would translate to a small city of 15k people with an average of one trip per person
per day and a limit of 50 trips per person per week when one week is used as the period
duration.

In the restricted n = 3, t = 1 setting, GigaDORAM [Fal+23] reports 700 queries/s even
with memories of size 2%, indicating an access time of less than 2 ms. Using GigaDORAM,
we achieve a throughput of over two million inserts per day with one million registered
users, corresponding to a medium-to-large European city.

Overall, our benchmarks already suggest that when restricting to a small number of
operators and moderate number of users, POBA could be practical in a check-in/check-out
transportation scenario for a city up to a few hundred thousand people. Since our protocol
uses MPC with ORAM as a black-box building block, any future improvements there can
be directly applied to our protocol.

Our implementation is available at https://github.com/kastel-security/poba.

4.1.2. Overview of Technical Challenges

Designing and implementing a cryptographic protocol with the complexity of POBA comes
with a number of challenges. First, secure computation protocols are comparatively slow,
and making users wait for or even participate in them reduces user satisfaction or might
simply be impossible. But in many use cases, it is sufficient for user and operator to agree
on a new log entry, and the actual writing to the logbook can be delayed until a later time.
This is especially useful in situations where timely feedback to the user is important, but
the operator’s device used for the interaction has spotty connectivity, which may be the
case for check-ins/check-outs in mobile vehicles such as trains. Therefore, we split the
writing of new entries into two tasks: In the first task, the user and an operator agree on
the new entry, and in the second task, the operator interacts with the other operators to
actually write the entry into the correct logbook. In this scenario, the user is no longer
needed for the second task.

Second, when implementing an oblivious logbook, letting its size grow arbitrarily leads
to (some information about) the current size being leaked when accessing it. In addition,
large logbooks have a large performance impact. To deal with this problem, we divide
logbooks into periods, with a fixed size for each period. When creating new entries, user
and operator now also agree on the period in which the entry should land. This allows
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new entries to be inserted efficiently, and analysis calculations can specify the relevant
periods and thus benefit from better efficiency when only a subset of periods is needed.

Third, it may be necessary for a user to convince an operator that an entry was made
previously. Again, proof of check-in is important for spot checks when considering
check-in/check-out-based public transportation payment systems.

Fourth, some way of mapping users to logbooks (i.e., locations in memory) is required.
This mapping must be done in a way that prevents impersonation of honest users, even by
an adversary corrupting several operators. An intuitive solution would be to use a user’s
public key as the address of the logbook, and to require a proof-of-knowledge of the secret
key when creating new entries. But for this to be secure, the public key has to be large,
i.e., Abit, or >250 bit when using elliptic curves, while the number of users is typically
much smaller, i.e., 2% to 23, It is not feasible to allocate memory for 2* potential logbooks.
Hashing the public key into a smaller address requires a collision-free hash function,
since collisions would allow impersonation of honest users. But using a collision-resistant
hash function still results in addresses of Abit length. Another method is to create a
fixed mapping from a user’s public key to their logbook address. This mapping could
then be stored in a hash table, where collision-freeness can be guaranteed by choosing a
new random universal hash function whenever inserting a new entry would result in a
collision. But this approach requires that the hash table is queried in an oblivious way,
and thus requires another layer of oblivious RAM. Since ORAM is the bottleneck of our
protocol, we decided against this approach and instead chose the following solution: The
mapping is given to the user, along with a signature on the public key/address pair. The
user then provides a zero-knowledge proof of knowledge of the secret key along with the
signature on the public key/address pair, and an encryption of the address. This introduces
another challenge: Even semi-honest corruption of an operator leaks their secret key to the
adversary. This secret key can then be abused by malicious users to generate signatures
that map their public key to the address of an honest user’s logbook. To prevent this, we
use a threshold signature scheme, which requires secret keys of at least ¢ + 1 operators to
generate a valid signature.

The next challenge is to encrypt and sign the address in a way that is compatible with both
efficient zero-knowledge proofs and decryption within a secure computation protocol.
Groth-Sahai proofs are very efficient when working with structure-preserving primitives.
Thus, using a structure-preserving threshold signature scheme and encoding the address
as a point on the elliptic curve is the natural answer. The latter is typically done by
multiplying it by for example 2!, interpreting this as the x-coordinate, and then adding
1 to this value until one ends up with a valid point on the curve. But this only works if
the subgroup used has a small cofactor. The popular BLS curves use subgroups with very
large cofactors, on the order of 2100 \which results in having to do around 2100 jterations
before finding a valid point in the subgroup. Fortunately, Barreto—Naehrig curves, which
have fallen out of favor due to new attacks that mandated larger parameters to maintain
128 bit security, use the whole curve as G; resulting in cofactor 1 and thus allow this type
of encoding.
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Fifth, secure computation works over a finite field or ring, the size of which has a significant
impact on performance. To allow decryption of a ciphertext over a Barreto-Naehrig curve
with ~128 bit security, it is necessary to work over a finite field of size ~23%2. Performing
oblivious RAM operations on this field has a prohibitive performance cost. As a solution,
we split our secure computation into two parts: First, the ciphertext is decrypted over the
large field. Then, using the share conversion method of [DT08], the resulting plaintext
(which is known to be an address much smaller than 382 bit) is converted to a smaller field,
and the secure computation involving oblivious RAM is performed over this smaller field.
Specifically, we operate on a 128 bit field for this.

4.1.3. Related Work

Privacy-preserving data analysis is not only a topic discussed in society, but it will also
become an important economic factor in the future: The global market size for privacy-
enhancing computation was already estimated at $2.2 billion for 2023 and is projected to
reach approximately $24.7 billion by 2033.* As a consequence, we should make sure that
there are cryptographically sound methods to protect our personal data during the full data
analysis life cycle. For the setting where a small number of data-holders want to evaluate
functions on their combined data, i.e., banks performing clustering on their combined
transaction graphs for money-laundering detection, standard MPC approaches can easily
be employed. However, when involving the data of a large number of users without huge
computational resources, mechanisms to collect the data in a privacy-preserving manner
have to be combined with mechanisms to securely evaluate analysis functions.

When reviewing the prior work on the combination of privacy-preserving data collection,
storage and analysis, we distinguish between solutions targeting specific applications and
generic solutions.

Generic solutions for user data collection and analysis mainly fall into two categories:
applying noise to the data during collection to achieve differential privacy, or being limited
to aggregation functions (e.g., vector sum, heavy hitters) over the collected data.

Differential Privacy during Data Collection There are multiple systems employing
differential privacy during data collection to protect user privacy. Examples include
RAPPOR [EPK14; FPE16], which is used in Chromium. The downside of this approach
is that when adding little noise, the system provides weak privacy guarantees, whereas
when adding a lot of noise, the system provides low utility.

Privacy-Preserving Aggregate Statistics Several protocols to generate aggregate statis-
tics in a privacy-preserving way have been proposed [MDD16; CB17; Bon+21; Bel+23;
Add+22; MST24]. These protocols allow computation of aggregation functions, such as

4 https://www.precedenceresearch.com/privacy-enhancing- computation-market

82


https://www.precedenceresearch.com/privacy-enhancing-computation-market

4.1. Introduction

the sum of input vectors (e.g., Prio, Prio+ [CB17; Add+22]) or heavy hitters and subset-
histograms (e.g., Poplar, Doplar [Bon+21; Dav+23]). To this end, one input per client is
aggregated over an epoch and then the output of the function is revealed. The drawback of
these approaches is that the class of analysis functions that can be evaluated is constrained,
in particular no analyses regarding multiple inputs (from different points in time) of one
user can be obtained, as would be required for scenarios such as usage-based fee calculation
or targeted advertisements.

Generic Privacy-Preserving Data Collection and Analytics The only solution for
privacy-preserving data collection and analytics that allows generic analysis functions
we are aware of is PUBA [Fet+22b], which also comes with a formal security model and
proof in the UC framework. In PUBA, logbooks, which are called “user histories” there,
are stored on each individual user’s device. Simple single-user analysis functions can be
evaluated by the user itself and correctness of the result proven in zero-knowledge, similar
to the smart-metering setting of [RD11; RDK18], but since user devices are assumed to
be smartphones the class of functions is even more limited. For more complex functions
or functions that rely on data from multiple users, PUBA has each user secret-share
their logbook between the system operator and a non-colluding “proxy” party, who then
evaluate the function using MPC.

While our setting is similar to theirs, we address several shortcomings: Firstly, we al-
low multiple operators to collectively operate the system (PUBA does not generalize
to multiple distrusting operators, as each operator could arbitrarily modify the content
of user logbooks), removing the need for an external party doing heavy computations.
Second, we store logbooks securely between the operators instead of on the user’s device,
providing robustness against data loss from lost/stolen/broken user devices and reducing
the computation and communication required from users. Third, analysis computations no
longer require user interaction, making a deployment much more practical. This reduces
the delay between start and completion thereof and ensures that data from the involved
users covers the same time period (in PUBA, this task needs to wait for input from each
user, and users input their current logbook, causing users that provide input at a later
point in time to cover a later time period). Fourth, with our concept of time periods, we
support logbooks that grow over time, whereas PUBA has one fixed logbook size and old
entries get overwritten over time.

Privacy-Preserving Ticketing for Public Transportation Several proposals exist for
privacy-preserving ticketing systems in public transportation [Mil+15; Hey+06; Arf+15;
Gud14; Rup+13; KLG13; Viv+10; JJQ07; Han+21]. However, most of these systems focus
solely on payment functions and do not address the privacy-preserving analysis of resulting
data. Kerschbaum et al. [KLG13] appear to be an exception, as they are developing a privacy-
preserving ticketing system for public transportation that stores the (encrypted) data in
the backend. The travel data is encrypted using an additively homomorphic encryption
scheme, where the decryption key is held by a trusted third party, who needs to be involved
in entry operations, invoice calculation, and any analysis function (modeled as a circuit)
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that requires negation. Unlike POBA, their system only contains a single provider and they
have no formal model or even UC proof. Furthermore, of these systems only [Han+21] has
a formal security proof, however only in a standalone simulation-based model, leaving
security under arbitrary composition open.
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Privacy-Preserving Electric Vehicle Charging/Discharging To enable privacy-preserving
billing in smart-grid scenarios where electric vehicles are charged/discharged based on the
grid state, several works [Au+14; Zha+14; Sch+19; Wan+22; Yue+24; Che+24] propose solu-
tions for billing. Of these, [Sch+19; Wan+22] have proofs in the UC framework. However,
they all only compute billing information and do not allow any further analytics.

4.2. Anldealized POBA model

In this section, we provide an overview of our system and the parties involved. Figure 4.1
gives an overview of how the involved parties could interact with our system in the context
of an anonymous check-in/check-out based multimodal transportation system.

4.2.1. Parties and Trust Assumptions

Users (U) interact with the system by collecting data in their individual logbooks. Our
system allows for an arbitrary number of users who are untrusted (malicious) and may
collude with other corrupted parties. Users are assumed to use comparatively weaker
hardware, and thus their computational burden is kept as low as possible.

System operators (O) run the system. They usually provide some kind of service that users
are interested in, and as part of that service they want to collect data from users. Each user
is registered with one system operator, which is called the user’s home operator (HO). Note
that the set of operators can also be heterogeneous, since different kind of operators may
have different interests in the collected data. For example, in the charging and discharging
electric vehicle batteries in the smart grid scenario, operators could not only be electricity
providers but also car manufacturers who may want to analyze the lifetime of batteries in
their vehicles.

Since one of our goals is to evaluate the practicality of POBA, we assume the most favorable
corruption model: An adversary may only corrupt a minority of operators, and corrupted
operators are semi-honest rather than malicious.”While this is a rather strong assumption,
we argue that this assumption is appropriate in many cases: It protects against accidental
data leaks, curious or disgruntled employees, and data breaches. Cybercriminals are
increasingly threatening to release private customer data unless a ransom is paid, as was
for example the case with a Finnish mental health care provider,® and not having such
data in the first place prevents this. Similarly, it is not uncommon for curious employees

> While malicious parties can arbitrarily deviate from the protocol, semi-honest parties are assumed to
honestly follow the protocol. The goal of a semi-honest party is to extract more information than intended
from the protocol. Several semi-honest parties can also collaborate and try to gain additional knowledge
from their combined sets of information.

6 https://www.wired.com/story/hacker-threaten-release-therapy-notes-patients/
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Figure 4.1.: Intended use of the system using the application example check-in/check-out transportation
systems with different mobility providers. Arrows with a 23 represent identifying interactions and dotted
arrows are assumed to happen outside of the protocol.

to violate the privacy of customers.” Active manipulation of installed software is a much
higher barrier than abusing legitimate access mechanisms, and tampered software could
also be detected by remote attestation mechanisms.

When performing analytics, we assume that operators agree among themselves beforehand
which analytics they will run on which data. Since the majority of operators are assumed
to be honest, they will not agree to perform analyses that violate privacy rules. If desired,
privacy advocates could be allowed to participate in the MPC as observers to ensure that
the analysis function protects the privacy of user data.

4.2.2. Logbooks and User Data

Logbooks are at the heart of our system: All the data collected by a user is stored in them.
As mentioned above, there is a separate logbook for each user. Each logbook consists of a
list of entries, where each entry has a fixed (maximum) length. For efficiency purposes,
logbooks are further divided into time periods and have a maximum size (i.e., number
of entries). The length of a period and the size of a logbook should be chosen so that
the logbooks don’t overflow. The logbook for user U and period p is referred to as Logg.
When operators want to perform analysis, these logbooks are used as a data basis.

To prevent malicious users from sabotaging analyses by submitting invalid or malformed
data, we require the user to agree with one of the operators on the content of each
entry. Thus, the system is well suited for purposes where the data in each entry itself is
not personal information, but the combination of data and user identity is relevant and
sensitive.

7 https: //interestingengineering.com/culture/google- fires-80-employees- for-exploiting-use
r-data
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4.2.3. Desired Security Properties

Informally, we want to achieve the following guarantees:

« Users can only create logbook entries for their own logbook, and only after creating
an account

« Logbook entries can only be generated if both user and operator agree on their
content

« Operators can not identify users during entry creation

« Operators can not link different entries to the same user

« Users can prove that they created a specific logbook entry if and only if they actually
did so

« Computation of an analytic function does not reveal additional private data besides
the intended output

« Computation of an analytic function returns the correct output

It is easy to see that our ideal functionality satisfies these.

4.2.4. Our Ideal Functionality

Fpopa internally manages all logbooks and pending entries, and provides system operators
with the output of analytic functions they all agree to evaluate. In Fig. 4.1 we illustrate the
interplay of the different tasks using the check-in/check-out based transportation system
of Section 4.4.1 as an example. We now provide both a high-level description of these tasks
and a formal description in Fig. 4.2.

Notation Our ideal functionality is described as a set of tasks that can be called by the
parties. Each task has inputs of the form “Input P: (cmd, ssid, msg)” (where P is the party
that should provide this input, cmd specifies the task, ssid is the subsession id, and msg is
the input of that party for the given task), a behavior, and outputs of the form “Output P:
(ssid, msg)” (where ssid is the same subsession id and msg the output for that party). This
means that after the functionality receives messages from all parties P specified as having
input with the same ssid, it runs the instructions listed under “Behavior”. If doing so does
not cause it to ignore the inputs, it makes private delayed outputs to the parties P with
content (ssid, msg) as listed under “Output”. If the party for which output is generated
is semi-honest, the adversary is additionally provided with (ssid, msg). Additionally,
whenever a semi-honest party P provides input (cmd, ssid, msg), it sends (cmd, ssid,
msg, P) to the adversary. When an honest operator O provides input, it sends (cmd,
ssid, O) to the adversary. When an honest user U provides input, if cmd = ureg it sends
(ureg, ssid, U) to the adversary, for cmd # ureg it instead sends (cmd, ssid, user)
to the adversary, i.e., it keeps the identity of the user secret.
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Functionality 7, ,

State:

« Set of all operators O, logbook size size

« Counter idgSt for each O € O to enumerate pending log en-
tries

o List L g.,s for each O € O containing a list of users registered
with that operator

« List Lgending for each O € O to store pending log entries

« Logbooks Log‘f] for each user U and period p
« Variable initialized, initially set to 0

Init:
« Input each O: (init)
« Behavior:
1. After receiving input from all O € O, set initialized = 1
« Output each O: (init, ok)
Ignore messages other than init until initialized = 1.

UReg:
« Input U: (ureg, ssid, pidy o)
« Input HO: (ureg, ssid, pid;;)
« Input all other O’: (ureg, ssid)
« Behavior:
1.If U is already in Upeg Lysers 0F U does not have pid pidy;
or HO does not have pid pid;, ignore this call
2. Upon receiving input from HO, send ((ureg, ssid,
pidy;), HO) to the adversary
3. Add (pidy;) to LHO,
« Output U: (ssid, ok)
« Output HO: (ssid, ok)

CreateEntry:
«Input U: (createentry, ssid, period;, entryy;, pidy)
« Input O: (createentry, ssid, period, entrys)
« Behavior:
1.If pidy; is not in Upep Lysers OF entryy # entryo or
periody; # period,, or O does not have pid pid,, ignore

this call
10 ._ 50 e}
2. Set id,,, = id  + 1, id =id_

3. Add (id, pidy;, period, entry) to L(P)ending
« Output U: (ssid, ok)
« Output O: (ssid, Ok, id)

InsertEntry:

- Input O: (insertentry, ssid, period, id)
« Input all other O’: (insertentry, ssid)
« Behavior:

.If no entry (id, pidy;, period, entry) exists in L9

Pending’

—

ignore this call
.If at least one O’ is corrupted and O is honest,
leak ((insertentry, ssid, period, entry), O) to the ad-
versary
I | Log;[)}?rwd
. Otherwise:
a) Remove that entry from L

oo

w

| = size, output (ssid, error) to all O

e

(¢]
Pending
b) Append (entry) to Logfjmd

« Output all O: (ssid, ok)

ProveEntry:
« Input U: (proveentry, ssid, entry, period, pid,)
« Behavior:

1. If no entry (id, pidy;, period, entry) in L o

Pending /e
N s period . . ..
or (entry,O") in Logy,  exists, ignore this input
2. If both U and O’ such that the entry was in L

o
Pending resp.

the entry (entry, O’) existed in Log{frmd are honest, send
(proveentry, ssid, leak, O’) to the adversary

« Output O: (ssid, proveentry, pidy;, entry, period)

Analytics:

«Input all O: (analytics, ssid, func, {periodl—}, {U;},

auxo)

« Behavior:

.If not all parties provided the same func, { periodi} and
{U;} as input, ignore this call

2. Set Logs = {Logf] } Ue{U;}.pe{period; }

. Evaluate {resultop}y « func(Logs, {auxo}o), setting
sequence = (p1, p2, ..., pn) With an entry p; for each
time func reads an entry from Logf}i

. If at least one operator is corrupted, leak (analytics,
ssid, sequence) to the adversary

« Output each O: (ssid, resultp)

—_

w

~

Figure 4.2.: Ideal functionality 7,

OBA

Init To model required setup steps in the real protocol, the functionality only starts
working after each operator called this task.

UReg Before participating in the system, a user has to select a home operator HO from
the list of operators and register with this operator. This ensures that information about
user accounts, which may also contain (static) personal data (e.g., billing information), is
only held by one operator. All other operators need to acknowledge the new user. The
functionality then adds the user to the list of registered users with that home operator.

CreateEntry This task initiates creation of a new logbook entry. First, user and operator
agree (out-of-protocol) on the content entry of the new entry and which period p it belongs
to. Then, the functionality ensures that the user has previously registered an account,
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while keeping the user’s identity secret. The entry is then added to a list of pending entries
that have to be inserted into the correct logbook using the next task.

InsertEntry In this task, all operators work together to move an entry from the pending
list into the correct logbook. Only after an entry has been inserted by this task can it be
included in analytics computations.

ProveEntry As mentioned above, in some applications it is useful for users to be able
to prove that their logbook contains certain (pending) entries, e.g., spot checks can be
implemented by users showing that they created a check-in entry for the current train.
This task does just that: A user can prove to an operator that they produced a certain
logbook entry entry in period p. To do this, the functionality sends the identity of the user
together with the period and entry to the operator if the entry is stored in either the user’s
logbook or the list of pending entries.

Analytics In this task, all operators work together to evaluate an analysis function that
they have previously agreed on out-of-band. The analysis function can use the logbooks
of several users from several periods as a data basis. The functionality first ensures that all
operators agree on what function to evaluate on which users and periods. Each operator
receives an output from the analysis, but it is possible that each operator receives a different
output (depending on the specific analysis function). It depends on the application what
exactly the analysis function calculates. For example, it can be used to create customer
invoices and conduct market research, compute statistics to improve a service, etc.

4.3. AProtocol to Realize the Model

In this section we present our protocol IIpopa that UC-realizes the ideal functionality
FroBa-

At the heart of our system is the oblivious logbook storage, which is built upon oblivious
RAM (ORAM), or more precisely an MPC protocol with ORAM. For each user, memory
in the ORAM is reserved and logbook entries are written there. To allow for efficient
user-facing protocols, logbook entries are first stored locally at the respective operator
with an encrypted user identifier and later written into the actual logbook in batches. For
better efficiency, we also split logbooks into periods, where each period starts with a new
empty logbook. This is realized by simply having different instances of ORAM for each
period, where a new instance is initialized as empty the first time an entry is generated
for it. Note that analytics can still be based on multiple periods if desired.
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4.3.1. Building Blocks

Before delving into the actual protocol, we briefly introduce the building blocks we use to
achieve the desired security guarantees on a high level. Formal definitions are given in
Chapter 2.

Threshold Public Key Encryption (PKE) We use a threshold PKE to encrypt user iden-
tities. A threshold PKE with n parties and threshold ¢ has a key generation algorithm that
outputs an encryption key ek along with n decryption key shares dk;. It has a standard
encryption algorithm, but for decryption it has a partial decryption algorithm that, given
a ciphertext and a decryption key share, outputs a decryption share, and a combine al-
gorithm that combines t + 1 of those decryption shares to recover the plaintext. We use
this to encrypt user identities when creating new logbook entries to prevent a colluding
minority of operators from decrypting those identities. IND-CPA-security guarantees that,
given the encryption key and at most ¢ decryption key shares, it is hard to decide whether
a given ciphertext is an encryption of m, or m; for any same-length messages my, m;.

See Definition 2.7.3 for a formal definition. Additionally, we require a distributed key
generation protocol, formalized as ?;(Te PKE see Fig. 2.3a.
ygen

Digital Signatures A digital signature scheme consists of a key generation algorithm
that outputs a verification key vk and a signing key sk, and algorithms for signing messages
with the signing key and verifying signatures with the verification key. EUF-CMA-security
guarantees that it is hard to generate valid signatures given only the verification key. We
use a (regular) signature scheme to authenticate log entries.

In aggregate signature schemes it is possible to combine different signatures into one
aggregate signature, which reduces signature size and speeds up verification. We use this
to efficiently verify system keys.

In a threshold signature scheme multiple parties have to work together to create a signature
on a message. We use this to authenticate user credentials. It prevents a single leaked
operator signing key from creating fake credentials for honest users, which would allow
an adversary to forge entries for that user’s logbook. The threshold version again has
a key generation algorithm that outputs a verification key vk and signing key shares
sk;. Signing messages consists of generating a partial signature with a signing key share
and then combining t + 1 such partial signatures into a full signature. Here we use the
TS-UF-1-security definition, which guarantees that given at most ¢ signing key shares,
the verification key, and access to an oracle that generates partial signatures, it is hard to
generate a valid signature on a message that has not been queried to the oracle.

Formal definitions are given in Definition 2.8.1 for digital signatures, in Definition 2.8.2
for EUF-CMA-security, in Definition 2.8.4 for aggregate signatures, in Definition 2.8.5 for
threshold signatures, and in Definition 2.8.6 for TS-UF-1-security. Again, we additionally

require a distributed key generation protocol, formalized as 7—;<Te Sy'gen, see Fig. 2.3b.
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Non-Interactive Zero-Knowledge Proofs To allow user anonymity, we use non-interactive
zero-knowledge proofs of knowledge in the common reference string (crs) model. Such a
proof allows a party to convince another party that a statement is in some NP relation,
and even that they know a witness for this fact, without revealing information about the
witness. More precisely, given a relation R, a statement stmt, and a witness wit, such
that (stmt, wit) € R, there is a prove algorithm for generating a proof and a verification
algorithm that, given the relation R, the statement stmt, and the proof, verifies that it
is valid. Additionally, given some trapdoor information that could be generated during
setup, there exist algorithms to simulate proofs without actually knowing a witness, and to
extract the witness from proofs. The zero-knowledge property guarantees that simulated
proofs are indistinguishable from real proofs and simulation-extractability guarantees that
extraction with the trapdoor is possible even if the adversary has seen simulated proofs
before.

For formal definitions, see Definitions 2.5.1 and 2.5.4.

Secure Computation of RAM Programs We use MPC to manage the logbooks and
compute analytics. To make this feasible with a large number of users, we need a secure
computation protocol that allows the evaluation of RAM programs: Usually, secure com-
putation is defined in terms of circuits, which has the advantage of being side-channel
free. However, in order to access an input-dependent entry of an array, input wires for
all entries of that array must go into a large multiplexer circuit that selects the correct
entry. In our case, the array corresponds to the collection of logbooks for all users, which
can range from tens of thousands to several million, so this is clearly not practical. When
using a RAM program, on the other hand, accessing such an entry simply corresponds to
a single memory access at the desired location, the complexity of which is independent
of the size of the array. However, doing so naively reveals which entry of the array was
accessed. So we require our MPC protocol to access the RAM in an oblivious way. To
achieve this, oblivious RAM [Gol87] was introduced. It can be viewed as a compiler that
transforms logical memory accesses into a sequence of physical memory accesses that
look random. Combined with secure multi-party computation, this allows us to access
a single logbook without revealing which one it was (and thus which user it belongs
to), with a complexity that grows only logarithmically with the number of users. For
modeling this, we follow the approach of [Bra+23] and use an ideal functionality Fypc(f)
to securely evaluate a RAM program f. To this end, we require a secret-sharing scheme
S which consists of algorithms to generate n shares from a secret such that up to ¢ of
those shares reveal no information about the secret, but any ¢ + 1 shares can be used to
reconstruct the secret. See Definition 2.6.1 for a formal definition. Fypc(r) then takes as
input secret-shares of the memory M and from each party P; some input 1n;, reconstructs
M from these shares, executes f((iny, ..., in,), M) and outputs the result together
with the number of memory accesses performed by f, as well as new shares of the updated
memory. In addition, we use an extended functionality Tl\i’lgtc 1% that takes a collection
of memories Mj, ..., M, as input and an extended RAM program f’ that can perform
memory accesses on any of these memories by specifying the index of the memory. Given

a protocol realizing Fypc(f), it is straightforward to obtain a protocol realizing T&’P‘,tc( f by
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Functionality Fmec(f) Functionality Thi’l‘,tc )

Parameters: A next-step function NS, number of participating

. Parameters: A next-step function NS, number of participating
parties n

. . . X parties n

« Upon receiving (Run, (M), input;) from all parties P;, i < n: « Upon receiving (Run, {(MJ>} _ input,) from all parties

1. M = S.Recon({M)) P i<n j<k !

ces 1 ._ . . - i :
2. Ial;ll(?il)fz(;tﬂso'_ (start, (input,, ..., input,,)), data := 0 1. For each j < k: M; = S.Recon({M;))
3. While stys # (stop, (output output, ), do: 2. Initialize stns = (start, (input,, ..., input,)), data =0,
. X 1o oes n)), do: o _
a) Run (stys, I) < NS(stns, data) rour'ld = 0 and sequence = ()
3. While stns # (stop, (output, ..., output,)), do:

b) If I = (read, addr, 1), set data := M| addr].val
c) Else if I = (write, addr, val), set data := M| addr].val
and update M| addr].val = I.val
d) Update round := round + 1
4. (M"®V) «— S.Share(M)
5. Output ((M);, output;, round) to each party P;, i < n.

a) Run (stns, I) < NS(stns, data)
b) If I = (read, index, addr, L):
i. Ensure index < k, otherwise abort
ii. Set data = Mipgex | addr].val
c) Else if I = (write, index, addr, val)
i. Ensure index < k, otherwise abort
ii. Set data := Mipge [ addr].val
(a) Functionality Fypc(r) for securely evaluating RAM programs. iii. Update Mingex [ addr].val = I.val
d) Update round = round + 1 and sequence :=
(sequence, index)
4. For each j < k: <M}“W) « S.Share(M;)
5. Output ({(Mj),}
i<n.

<k OULDUL;, sequence) to each party P;,

(b) Functionality ‘fla‘PtC o for securely evaluating extended RAM
programs.

Figure 4.3.: Functionalities for secure computation.

simply using multiple independent instances of the mechanism to access the memory:.
For the formal definitions of these functionalities, see Figs. 4.3a and 4.3b.

(Semi-)Authenticated Secure Communication Our protocol relies on proper authenti-
cation during account creation, but also on the ability of users to anonymously communi-
cate with operators during entry creation. We formalize this by using ¥, for normal
secure authenticated communication and ?;?\j}auth for secure communication where the
initial receiver of the message is authenticated whereas the initial sender remains anony-
mous. Fg, . simply forwards a message msg together with the sender pid pids to the
receiver R with pid pidp, thus authenticating both the sender and receiver and keeping the
content confidential. ﬂﬁ}auth on the other hand only forwards msg to the receiver R with
pid pidy but keeps the identity of the sender S secret, thus only authenticating the receiver
of the message. To enable communication in both directions, ?‘Sﬁ}auth additionally allows
a receiver to respond to the message. For the formal definitions of these functionalities,
see Fig. 2.2. Note that we assume all communication between operators to use secure
channels and omit the usage of ¥, there and will simply write O — O’ : (msg) as a
shorthand for transmitting msg from O to O using ¥, -

In practice, this can be achieved through anonymous wireless communication such as NFC
or Bluetooth LE or the usage of anonymization networks such as TOR when communication
over the internet is required.
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Details of the relation

RUR

Details of the relation

Ree

Details of the relation

Ree

stmt = (pkyy)
wit = (sky;)

Rur = {(stmt, wit) |

stmt = (cty, ek, crstsig, vk, h)
wit = (pky;, sky;, addr, o, 1)

stmt = (pky;, addr, cty, ek)
wit = (r,sky;)

Ree = {(stmt, wit) |

Ree = {(stmt, wit) |

+ KeyVerify(sky;, pkyy) =1 cty . cty
} TPKE.Encrypt(ek, addr;r) TPKE.Encrypt(ek, addr; r)
« TSIG.Vf(crstsic, vk, (pky, + KeyVerify(sky;, pkyy) =1
(a) Relation Ryr used during user registra- addr), o) = true }
tion. + KeyVerify(sky, pky) =1
¥ (c) Relation Rpe used when proving an en-

try was created.
(b) Relation Rce used when creating new
entries.

Figure 4.4.: Zero-knowledge relations used in ITpopa.

4.3.2. Protocol Description

We now give a high-level description of our protocol, along with a formal one in Figs. 4.5
to 4.7 and 4.9. The NP-relations used in the NIZK proofs are explained in Fig. 4.4.

Logbooks are identified by their logical memory address, and a list of free addresses L,
is synchronized between the operators. When a new user registers, a mapping is created
between that user (represented by their public key) and a logbook (represented by its
address). The number of logbooks (i.e., both assigned and free addresses) determines the
size of the shared memory and the cost of accessing it. Thus, if the ORAM used does not
allow the memory size to be increased dynamically, it must be increased for a new period
when the number of free addresses becomes too small.

Init To set up the system, each operator generates a signature keypair (sk,, vk,). They
also perform a distributed key generation for the threshold encryption scheme and the
threshold signature scheme, captured by ?;(Tgégn and ?;(Tesylgcen (see Fig. 2.3), to get a common
encryption key ek with decryption key shares dk; as well as a common verification key vk

together with signing key shares sk;.

User Registration To register, a user chooses one of the system operators as their home
operator and creates an account with them. The user generates a signature key pair
(sky, pky) and proves knowledge of the signing key sk;; in zero-knowledge to the home
operator. The home operator then picks a free logbook address addr from L., and the
logbook index LKey , is updated with the new mapping of the user’s verification key pk;; to
the logbook address addr. Then, the home operator communicates with all other operators
to ensure that everyone’s logbook index is updated accordingly, and to obtain partial
signatures on the mapping (pk;;, addr). Finally, the user receives the (combined) signature
o from the operators.
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Protocol Ipoga (1%, 1, t), Part 1

Building Blocks:
« Collision-resistant hash function H « EUF-CMA-secure signature scheme SIG
« IND-CPA-secure threshold PKE scheme TPKE « Simulation-extractable non-interactive zero-knowledge proof
« TS-UF-01-secure threshold signature scheme TSIG system ZK
Party State: Init:
« Each operator O stores: « Input each O: (init)
— ZK CRS crszk, TSIG parameters crstsic « Behavior (each O):
- System encryption key ek, verification key vk 1. Obtain and store crszx and crstsig from Fpg (see Fig. 2.1a)
- Corresponding secret key shares dk; and sk; 2. Generate and store (skg, vky) — SIG.Keygen(l’l)
- An operator keypair (sko, vko) 3.Send (Keygen, 1) to (ﬁgyéin // Distributed key
- List LPending of pending entries generation (see Fig. 2.3a)
- Value id),q for indexing pending entries 4. Wait for output (ek, dk;) from ﬁ-(rfylzin
- Shamir secret-share (M) of the oblivious memory M; for 5.Send (Keygen, crstsig) to ﬁeSylgen // Distributed key

each period j, all initially set to 0
« The operators store synchronized copies of:
- List L, of free logbook addresses
- Logbook index LKeys that maps user public keys to logbook
addresses
« Each user U stores:
— ZK CRS crszx, TSIG parameters crstsig
- System encryption key ek and verification key vk
- Credentials creds := (sky;, pky, addr, o)

- List LReceipt of receipts for logbook entries

generation (see Fig. 2.3b)
6. Wait for output (vk, sk;) from ﬁs;gen
7. Store ek, vk, dk;, sk;
« Output O: (init, ok)

Figure 4.5.: Protocol Ilpopa part 1, state and initialization.

Protocol poga (1%, 1, t), Part 2
UReg: HO — all O: (ssid, pky, 7k, addr, U)
« Input U: (ureg, ssid, pidge) all O’: stmt = (pky;)
« Input HO: (ureg, ssid, pid;;) all O’: If Vf(crszx, Rur, stmt, o) # 1or addr ¢ Lp..,
« Input all other O’: (ureg, ssid) abort
« Behavior: all O’: Remove addr from L,
HO: Send (ssid||1, pidy;, (ek, vk)) to Foyr all O’: Add (pky;, addr, U) to LKeys
U: Receive (ssid||1, pidgo, (ek, vk)) from F . all O’: o; «<— TSIG.PartSign(crstsig, sk;, (pky, addr))
U: Store ek and vk all 0’ — HO: (ssid, o)
U: Obtain and store crszx and crstsig from Fpg HO: 0; « TSIG.PartSign(crstsig, sk;, (pky, addr))
U: (skyy, pky) < SIG.Keygen(1%) HO: Set T to be the first £ + 1 0;
U: 7oy, < Prove(crszx, Rur, (pky), (sky)) HO: o « TSIG.Combine(crsrsig, T)
U: Send (ssid||2, pidg o, (Pky, sk, )) to Foyr HO: Send (ssid||3, pidy;, (addr, o)) to Fgyp
HO: Wait for output (ssid||2, pidy, (pky, 7sky,)) from U: Receive (ssid||3, pidgo, (addr, o)) from Fgy
Fomr U: Abort if TSIG.Vf(vk, (pky;, addr), o) #1
HO:If Vf(crszk, R, (Pky)s 7isky, ) # 1, abort U: Store (sky;, pky, addr, o)
HO: Get next free logbook address addr « L,..pop() « Output U: (ssid, ok)
HO: Add (pky;, addr, U) to LKeyS « Output HO: (ssid, ok)

Figure 4.6.: Protocol Ilpopa part 2, user registration.

Signing both the user’s public key and the address with the threshold signature scheme
ensures that no one can impersonate honest users when creating entries: we require the
user to prove knowledge of a signature of the entry under that public key to create a new
entry, as well as knowledge of the threshold signature on (pk;;, addr). Even if a minority
of operators are corrupted, an adversary cannot create such a signature for (pky,, addr)
with a different public key but the address of an honest user, and the threshold signature
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on (pky, addr) cannot be used to impersonate the honest user, since knowledge of sk is
also required to create a new entry.

Protocol Ipoga (1%, n, t), Part 3
CreateEntry: U: Wait for output (respond, ssid||1, (Gensry, Vkp)) from
« Input U: (createentry, ssid, periody;, entry;, pidg) Gos—auth
. . SMT
«Input O: (createentry, ssid, periodg, entryy) U: Check SIG.Vf(vkg, 1, Gentry)
. Behavic?r: ) U: Store receipt = (entryy;, cty, 1, Oentrys vko) in LReceilm
U: Retrieve (sky;, pky, addr, o), ek, vk and vkg; o, abort if | Output U: (ssid, ok)
those values are not yet stored . Output O: (ssid, OK, idizst)
U: cty « TPKE.Encrypt(ek, addr;r)
U: h := H(periody;, cty, entry;;) InsertEntry:
U: stmt = (cty, ek, crstsig, vk, h) «Input O: (insertentry, ssid, period, id)
U: wit = (pky, sky, addr, o, r) « Input all other O’: (insertentry, ssid)
U: m « Prove(crszk, Ree, stmt, wit) « Behavior:
U: Send (send, ssid||1, pid, (entryy, cty, 7)) to 7?;:4}3““1 O: Retrieve (id, period, cty, entry, m) from LPending and
O: Wait for output (send, ssid||1, (entryy, cty, m)) from abort if no entry with (id, period) exists
Té’;ﬁa“th O — all O': (ssid, period, cty, entry, )
O: If entryy; # entryo, abort all: h := H(period, cty, entry)
O: h = H(period,, cty, entryg) all: stmt == (cty, ek, crstsig, vk, h)
O: stmt = (cty, ek, crstsig, vk, h) all: If Vf (crszk, Rce, stmt, ) # 1, abort?
O: If Vf (erszx, Ree, stmt, m) # 1, abort all: ct; :== TPKE.PartDec(dk;, cty)
O: id)ast = idjast + 1 all: Send (Run, (cty, ct;, entry), ShareMpeiog) to
O: Add (idjas, periody, cty, entryg, ) to Lpending FMpC(insert) and wait for output (written)
O: Gentry < SIG.Sign(skg, h) all: If written = false output (ssid, error)
. ; s—auth all: Otherwise output (ssid, ok)
O: Send (respond, ssid||1, (Gentry, ko)) to Ty . Output all O (ssid. ok /error)
¢ This is not strictly required for semi-honest security

Figure 4.7.: Protocol IIpopa part 3, entry creation and insertion.

CreateEntry As mentioned before, adding entries to a logbook is divided into two steps:
First, the CreateEntry task is run between an (anonymous) user and an operator. In this
step, a pending logbook entry is created and authenticated by the user. Specifically, the
user and operator first agree on the content entry of the entry and the current period
period (out-of-protocol). Then, the user (threshold) encrypts their logbook address addr
as cty and proves the following in zero-knowledge:

the user knows a valid (threshold) signature o for their public key pk;; and logbook address
addr

the (threshold) encryption cty contains this logbook address addr

the user knows the secret key sk;; corresponding to pk;;

Additionally, a hash of period, ct;y and the content of the entry is part of the statement,
which thanks to the simulation-extractability ties the proof to the entry, preventing reuse
of a proof generated for a different entry. As previously mentioned, this ensures that the
user has previously registered an account and prevents an adversary from impersonating
an honest user. The operator checks this proof, stores the pending entry in a list of
pending entries, and provides the user with a receipt receipt for the entry, which contains
a signature o¢pyy on the above hash.
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RAM-program insert({cto, Ctl-o, msgo}, M)

Set ct = ct@, msg = msg® for the first operator O
Set addr := TPKE.Combine(ct, (ctiol, e ctio’))
Set Log = M| addr]
Set written = false
Forj=o,..., maxentries:
« If written = false A Log[j] = L:

) Loglj] = msg

b) written = true
6. Write the updated logbook back: M[addr] = Log
7. Output written

Gk W=

Figure 4.8.: The RAM program insert to write log entries into the correct logbook.

InsertEntry The second step is performed later jointly by the operators, where the
pending entries are actually written to the correct logbooks. This is done by each operator
first locally performing a partial decryption of the user’s encrypted logbook address and
then running a secure multi-party protocol Fipc (insert) (see Figs. 4.3a and 4.8) that takes the
pending entry along with the decryption shares as input, reconstructs the user’s logbook
address, and then writes the entry to the logbook with that address.

Doing partial decryption in the clear and only having to do the (additive) reconstruction of
the plaintext from the partial decryptions in MPC gives a significant performance advantage
over doing the whole decryption in MPC. Decoupling the (lightweight) interaction with
the user from the execution of this secure multi-party protocol not only allows faster user
interactions, but also to handle peaks higher than the throughput of the MPC, as long as
the average remains below the throughput.

ProveEntry This task is used when a user wants to prove to an operator that they
have made a certain logbook entry. Note that this operator intentionally learns the user’s
identity, the content of the entry, the period for which the entry was made, and the
operator with which the entry was made. The basis for this task is the receipt receipt
that the user received from CreateEntry as confirmation of their entry. The operator is
given a period period, a message msg, a user public key pk;;, a logbook address addr, a
(threshold) signature o, an encrypted logbook address cty, an entry signature oensry, an
operator verification key vk, and a zk proof 7, and checks

that there exists a logbook entry for the message msg in period period (for some user): for
this, the operator checks the validity of the signature o4, (from the CreateEntry task) on
the logbook entry msg, the period period, and the encrypted logbook address cty under
the operator verification key vk,

whether the user who made the entry is a registered user: for this, the (threshold) signature
o (from the UReg task) on (pk;, addr) is checked

that the user who made the entry is the same user who is currently executing this task:
to do this, the user proves to the operator in zero-knowledge that the encrypted logbook
address cty contains addr and that they know the secret key associated with the public
key pk;; of the user who made the entry
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Protocol IIpoga (14, n, t), Part 4

ProveEntry:
«Input U: (proveentry, ssid, entry, period, pidg)
« Behavior:
U: Retrieve (sky;, pky, addr, o), ek and vk
U: Retrieve receipt = (entry, cty, r, Oentrys vky) from LReceipt‘ If no such receipt exists, abort
U: stmt = (pky, addr, cty, ek), wit = (r, sky;)
U: 7 « Prove(crszk, Rpe, stmt, wit)
U: Send (ssid||1, pidg, (period, entry, pky;, addr, o, cty, Gentry, VKo, 7)) to Fopyr
O: Wait for output (ssid||1, pidy,, (period, entry, pky, addr, o, ctu, Genry, VKo, 7)) from Fgy i
O: Check if vk is a valid operator key, else abort
O: h = H(period, cty, entry), stmt := (pky;, addr, cty, ek)
O: If SIG.Vf(vk, (pky;, addr), o) # 1, abort
O:If SIG.Vf(vkp, h, Gentry) # 1, abort
O: If Vf (crszx, Rpe, stmt, ) # 1, abort
O: Find (pky;, addr, U) in LKey5
+ Output O: (ssid, proveentry, pidy;, entry, period)
Analytics:
« Input each O: (analytics, ssid, func, {periodl-}, {U;}, auxo)
« Behavior:

all: For each U € {U;} lookup addr; in LKeys

all: Send (Run, ssid||1, {(Mj)}jE{Pm.od_}, ({addr;}, auxp)) to ?EM)gc(func) and wait for output ({<Mj>i}j<k’ output;, round,
sequence)
all: Set resultop = output;

« Output each O: (ssid, resultp)

Figure 4.9.: Protocol ITpopa part 4, proving existence of an entry and analytics.

If all checks succeed, the operator is convinced that this user indeed made the entry msg
during period period with the operator whose public key is vk.

Analytics To perform analytics on the user logbooks, all operators have to agree on
some admissible function func to evaluate. This function is then evaluated using the secure
multi-party protocol (see Fig. 4.3b). If data from multiple periods should be used, then it is
gathered from each ORAM independently and combined.

4.3.3. Security

First, we informally argue why our protocol satisfies the desired security properties: To
create logbook entries, users need a threshold signature on their public key and their
assigned logbook address. The security of TSIG implies that entries can only be created
for registered users. Additionally, a proof of knowledge of the user’s secret key is provided.
This prevents anyone from creating logbook entries in the name of honest users, and since
the zero-knowledge proof is non-malleable (implied by simulation-extractability) and the
(hash of the) entry is part of the statement, it also prevents changing entries before they are
inserted into the logbook. Furthermore, a logbook entry also requires the signature of the
operator involved in order to be used in ProveEntry, and it will only end up in the logbook
if the involved operator agrees and forwards it to the other operators. Thus, entries are
only created if both user and operator agree. The logbook itself is secret-shared between
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the operators, preventing manipulation of its contents. The use of threshold encryption
for the logbook address and NIZK proofs during creation ensures that the user’s identity
remains hidden. When inserting entries, the secure computation functionality ensures
that no information about the logbook involved is revealed. To later prove having created
an entry, a user simply presents the signature they received if and only if they successfully
completed a CreateEntry task for that message, along with the signature on their public
key and logbook address. Computation of analytics functions is done by Tl\i’litc (func)® which
does not reveal anything except the desired output and the number of memory accesses,

which we do not consider a privacy violation.®

Security is captured by the following theorem, which we formally prove in Section B.2.

Theorem 4.3.1 (informal). TIpoga UC-realizes ¥,y 4 wrt. adversaries A that may statically
corrupt any number of users maliciously and up to t < 51 operators semi-honestly,

4.4, Applications

POBA has various applications in areas where users should be able to perform transactions
in an anonymous and unlinkable way, but operators still need to be able to analyze the
collected transaction data. These applications include, but are not limited to, check-
in/check-out based payment systems for public transportation, charging/discharging
electric vehicle batteries in smart grids, coalition loyalty programs, and behavior-based
car insurance.

4.4.1. Check-In/Check-Out Based Payment System for Public
Transportation

As an exemplary application for POBA, we propose a check-in/check-out based payment
system for public transportation. In the context of mobility-as-a-service (MaaS), it will
become beneficial to offer user-friendly systems that incorporate the services of several mo-
bility providers. Therefore, we sketch here a payment system for multimodal public trans-
portation where a customer’s trip data is collected and analyzed in a privacy-preserving
way. Note that users are anonymous during trips, but spot checks are identifying.

Registration When registering, users choose a home mobility provider to create an
account with.

8 While in theory a function could be designed in a way that the number of memory accesses encodes some
private information, such behavior can be interpreted as part of the output and honest operators should
not agree to compute them.
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Check-in/Check-out A check-in/check-out-based system allows users to board trans-
portation vehicles without first purchasing a ticket. Instead, the fare is calculated at a
later time. More precisely, when using trains, for example, users submit a ’Check-in’
message to their logbook upon entering the train, and a ’Check-out’ message upon ex-
iting. Fare calculation is deferred until the end of the billing period, e.g., the end of the
month. This enables the use of flexible tariffs, such as combining multiple individual
trips into a cheaper daily flat rate. The check-in and check-out process is handled by the
CreateEntry task with the mobility provider with whom the trip takes place. Communica-
tion may actually be with a subsidiary of the mobility provider (e.g., a device in a train).
A logbook entry may look like this: msg = (check_in/check_out, train_type,
train_number, terminal_station, current_station, current_time). In practice, all com-
munication required for check-in/check-out can be achieved locally through short-distance
wireless communication such as NFC or Bluetooth LE and requires neither the provider
device nor the user device to have internet connectivity.

Spot Checks In public transportation systems without physical barriers to control access,
ticket inspectors are commonly used to realize spot checks for passengers. This can be
done in our system with the ProveEntry and CreateEntry tasks.

The customer first utilizes the ProveEntry task to prove that a message of type msg =
(check_in, train_type, train_number, terminal_station, entry_station, entry_time)
is in the database that matches the current train and a timestamp entry_time that is
reasonably close to the current time. The ticket inspector’ is now convinced that the user
has a valid account at one of the operators and has previously checked-in to this train.
Note that the ticket inspector learns the contents of the message msg, but everything
except the entry station is already known by context.

To ensure that the user has not already checked out, CreateEntry is used: The ticket
inspector and the user create a logbook entry for the message msg = (inspection,
train_type, train_number, terminal_station, current_station, current_time). The ac-
tual check that a user has not checked out yet is then postponed to the invoice calculation.
In the case that the user had already checked out before the spot check, a fine can be added
to the user’s invoice during invoice generation.

Invoice Generation At the end of a billing period, for each user an invoice is gener-
ated, utilizing the Analytics task. There, all logbook entries for a user for the current
billing period are loaded. Then they are checked for validity: Are there always matching
check_in and check_out entries? Are inspection entries in between appropri-
ate check_in and check_out entries? If all is valid, the invoice can be generated. If
not, a fine is added to the invoice. Then, the invoice (consisting of the aggregate sum for
the month and any extra fines with information about the respective spot-check) is output

® We assume that the ticket inspector acts as a subsidiary of the train’s operator
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to the respective home provider. Note that each user only gets an invoice from their home
provider, regardless of the mobility providers they took trips with.

Clearing between Providers After issuing invoices to all users, operators initiate their
clearing phase. The trip fees must be redistributed to the mobility providers with whom
the trips were actually taken, as users pay their invoices to their home operators. To
achieve this, the system also calculates during each invoice generation which trips were
made with which mobility provider. The revenue for each mobility provider is then written
to an array, secret-shared, and each mobility provider receives a share as output. When
the next user’s invoice is generated, all operators input their current share as auxiliary
input aux, the MPC reconstructs the revenue array, updates it, and then secret-shares and
outputs it again. Once all invoices for the current period have been created, the operators
can initiate the actual clearing. For this, the shares are input into the MPC again, which
then calculates the distribution of revenues among providers.

Route Load Analysis The Analytics task can also be used by mobility providers to
analyze their route load to answer questions like “On which routes do more trains need
to be deployed, where can trains be reduced, etc.?” By accessing data from all mobility
providers, these analytics can take into account information beyond the boundaries of the
provider’s own network. This means that connections between different transportation
networks can be better planned, resulting in a better overall experience for users.

4.4.2. Charging and Discharging Electric Vehicle Batteries in V2G
Scenario

In the future smart grid, vehicle-to-grid (V2G) systems can use the batteries of plugged-in
electric vehicles (EVs) as distributed energy storage. In this scenario, users are EV owners
who want to charge their EVs at charging stations owned by different electricity providers.
Operators are different electricity providers that own the EV charging stations. POBA can
be used here as a privacy-preserving payment system for charging/discharging operations
that handles the billing process between users and electricity providers and between the
electricity providers themselves.

Registration When registering for the system, users select an electricity provider to
create an account with. That electricity provider becomes the user’s home operator.

Charging/Discharging EVs When an EV is charged (or discharged), a logbook entry
is created with the electricity provider the charging station belongs to. Several pieces of
information about this (dis-)charging process are written to the logbook, so the entry might
look like this: msg := (charge/discharge, station_id, date, start_time, end_time,

kWh, price).
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Invoice Generation & Clearing between Providers As in the check-in/check-out-based
payment system for multimodal public transportation described earlier, the Analytics task
can be used to generate invoices for individual users and to handle the clearing between
the electricity providers.

Possibility of Complaint If a user discovers any discrepancies in their invoice, they
can use the ProveEntry task to file a complaint with their home operator and clarify the
issue. For example, if a discharge transaction, which would benefit the user monetarily, is
missing from the invoice, the user can prove to their home operator that this transaction
actually took place and should be included in the invoice. This discrepancy may occur if a
logbook entry was created, but for some reason never inserted into the actual logbook.

Power Consumption Analysis The Analytics task can also be used to analyze past
power consumption across the grid and to forecast future power consumption in specific
regions or time periods. Such forecasts are important for ensuring the continued stability
of the power grid.

4.5. Evaluation and Benchmarks

To evaluate the practical feasibility of POBA, we implemented our protocol and measured
the execution times of the different interactions. We ran experiments for 3, 5 and 9
operators, each running on a server with an Intel® Xeon® E-2388G CPU @ 3.20 GHz and
64 GB RAM and connected via a 10 Gbit/s switch. We implemented the full protocol, but
since user networking is difficult to control, we ignore the communication time between
users and operators in our results.

4.5.1. Implementation Details

Our implementation is written in C++ and available at https://github.com/kastel-sec
urity/poba. To achieve efficient zero-knowledge proofs, we use the Groth—Sahai [GS08;
EG14] proof system, which enables efficient proofs for pairing-product equations. To
ensure all relations used in our protocol can be expressed as such pairing-product equations,
we instantiate our building blocks in a compatible way over the pairing-friendly Barreto-
Naehrig curve BN-382 [BN06], which provides roughly 128 bit of security [APR21], using
the RELIC toolkit v.0.7.0 [AG20] as our arithmetic backend. To make the Groth-Sahai
proof system simulation-extractable, we use the standard transformation as described in
e.g. [HJ12], with the one-time signature described there along with BLS signatures for
the simulation trapdoor. The other building blocks are instantiated as follows: For TPKE,
we chose standard IND-CPA secure threshold ElGamal encryption over G;. For SIG, we
use BLS signatures [BLS01] over G;. For TSIG, we use the structure-preserving threshold
signature scheme of [Mit+24]. When signing and encrypting the logbook addresses of
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users, we use the Koblitz encoding scheme [Kob87] to embed them in the x-coordinate of a
point in G;. To implement Fypc(.) and ?'l\i’f‘,tc () We use the MP-SPDZ framework [Kel20] in
the semi-honest honest majority setting with Shamir sharing. For better efficiency during
entry insertion, we split the computation into two parts, which are run with different
parameters: First, the partial decryptions of cty are combined in an instance MPC; over
the field F, over which BN-382 is defined. This allows us to obtain Shamir shares of
the x-coordinate which encodes the logbook address. We then use the share conversion
method described in [DT08] to convert them to Shamir shares over a field IF, with a 128 bit
prime g chosen by MP-SPDZ. The rest of the computation is then done in an instance
MPC; over F,, which uses PathORAM [KS14] for oblivious memory accesses. This splitting
is done so that most of the computation, including the expensive ORAM accesses, does
not have to be done over a 382 bit prime field but instead can be done in a smaller and
MPC-friendly field.

Additionally, we also implemented the InsertEntry protocol for the special case of n =
3,t = 1 using GigaDORAM [Fal+23] for memory accesses. Concretely, we still make
use of the MP-SPDZ instance MPC; to combine the partial decryptions, but then use the
emp-toolkit [WMK16] as MPC,, which is the MPC-backend of GigaDORAM. Since Gi-
gaDORAM uses replicated XOR secret sharing, we now need to perform bit-decomposition
in MP-SPDZ to convert shares between these MPC-instances. Since this now represents
the majority of the time spent in MPC; and involves many rounds of communication, we
perform this step on batches of 20 entries together. To represent our logbook in GigaDO-
RAM, which only supports memory cells with 64 bit, we assign 100X$ consecutive
addresses to each logbook, encrypting the starting address of this block in the ciphertext
from the user. For our concrete example, logbook entries consist of 6 32 bit values, so
we assigned 300 addresses to each logbook. To avoid having to perform 300 oblivious
reads and 300 writes per insert, we store a pointer to the first free entry at the start of
the logbook. Insertion then works by reading that pointer, calculating the addresses of
the 3 relevant memory cells from it (i.e., using the pointer, pointer+1 and pointer+2) and
updating the stored pointer to the value of the next free entry (i.e., old pointer +3). Then
the entry gets written to the three relevant memory cells, resulting in a total of 1 oblivious
read and 4 oblivious writes.

4.5.2. Results

We use the check-in/check-out based payment system for public transportation from
Section 4.4.1 as an application to benchmark. Thus, our logbooks contain 100 slots of
6 X 32 bit each to store check-in/check-out messages. We benchmark ORAMs of size 21°
(232000) and 22° (~1 million) entries, which results in the same number of maximum
registered users in the protocol. As analysis function, we use the invoice generation.

We averaged our results over 100 interactions for UReg and CreateEntry. For InsertEntry,
we averaged over 10 runs with a batchsize of 100 entries, where everything besides
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Table 4.1.: MP-SPDZ with PathORAM: Average time (in ms) and transmitted data (in kB/MB) to complete
the InsertEntry. Pretasks refers to the time spent verifying the zero-knowledge proofs and performing partial
decryption, Conv. refers to the conversion of shares from the 382 bit prime used in MPC; to the 128 bit
prime of MPC,, and MPC; and MPC; to the time spent within the respective MPC protocol. The setting
differentiates between the number of operators n and the number of users #. All times are amortized over
100 entries.

Setting Pretasks MPC, Conv. MPC,
n=3, #=21 419ms  0.1ms 1.1kB 0.0 ms 550ms  12.2MB
n=3, #=2% 424ms  0.1ms 1.1kB 0.0 ms 713ms  14.3MB
n=5, #=21 42.0ms  0.5ms 3.7kB 0.lms 1074ms  31.0MB
n=>5, #=2%0 42.5ms  0.5ms 3.7kB 0.lms 1347ms  35.6 MB
n=7, #=21 42.0ms 0.9ms 7.7kB 0.1ms 1804 ms 56.2 MB
n=7, #=2% 421ms  0.9ms 7.7kB 0.lms 2212ms  63.8MB
n=9, #=21 421ms 1.4ms 13.3kB 0.2ms 2791ms  88.1MB
n=9, #=2%0 423ms 1.4ms 13.3kB 0.2ms 3377ms  99.1 MB

accessing ORAM is parallelized. From this, we calculated the amortized cost of inserting a
single entry.

First, as expected, the running times of protocols involving users, i.e., UReg, CreateEntry
and ProveEntry, are very fast. CreateEntry and ProveEntry are independent of the number
of operators or other users involved. UReg gets slightly slower with more operators,
with 238 ms for 3 operators down to 278 ms for 15 operators, ignoring communication
time between user and home operator (but including communication between operators).
This allows for account creation to finish in under one second when performed over the
internet. Creating a new entry takes 105 ms (again ignoring communication time between
user and home operator), which again allows the interaction including communication
over NFC or BLE to finish in one to two seconds, a time common for other NFC-based
transactions. Proving an entry was created (e.g., during spot-checks) takes 0.22 s and
consists of a single message from user to inspector which could be transmitted through
scanning of a QR-code or again NFC. Thus, we achieved our goal of having very efficient
client-facing protocols.

On the operator end, both tasks can also be parallelized to improve throughput: user
registration only requires synchronizing free logbook addresses or assigning pools of free
addresses to each instance, and CreateEntry and ProveEntry require no synchronization.

For InsertEntry and Analytics, the runtime depends on both the number of operators and
the number of registered users (i.e., the size of the ORAM). Results for n = 3, 5, 9 operators
and number of registered users # = 21°, 220 when using MP-SPDZ are shown in Table 4.1.
For all results, we used the maximum corruption threshold, namely ¢t = 2. The majority
of the time spent in the second MPC protocol is reading and writing the logbook from
memory: For n = 9 operators and 2'° users, out of the 2.79 s for MPC;, 1.36 s are spent
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Table 4.2.: MP-SPDZ with PathORAM and more than 10 parties: Average time (in ms) and transmitted
data (in kB/MB) to complete the InsertEntry. Pretasks refers to the time spent verifying the zero-knowledge
proofs and performing partial decryption, Conv. refers to the conversion of shares from the 382 bit prime
used in MPC; to the 128 bit prime of MPC,, and MPC; and MPC, to the time spent within the respective
MPC protocol. The setting differentiates between the number of operators n and the number of users #. All
times are amortized over 100 entries. Note that compared to Table 4.1, this uses servers with roughly half
the performance.

Setting Pretasks MPC, Conv. MPC,
n=11, #=21 42.0ms 2.0ms 20.2kB 0.4 ms 8468 ms 126.2 MB
n=11, #=2%° 421ms 2.0ms 20.2kB 04ms 10340ms 141.2MB
n=15, #=21 422ms 3.1ms 38.6kB 23ms 16407ms 221.9MB
n=15, #=22%0 422ms 3.1ms 38.6kB 23ms 19617ms 246.1 MB
n=19, #=21 422ms 53ms 62.9kB 28.4ms 23280ms 344.5MB
n=19, #=220 42.6ms 49ms 62.9kB 28.3ms 28256ms  380.3MB

reading the logbook from memory, and 1.35 s are spent writing the updated logbook back.
Updating the logbook with the new entry, which involves iterating over all 100 slots to
find the first empty one, only takes the remaining 0.08s.

For InsertEntry, it is possible to parallelize the verification of the zero-knowledge proof
and the partial decryption, and the reconstruction of the shared logbook address from the
partial decryption, i.e., execution of MPC;. MPC, must be executed sequentially because
PathORAM does not support parallel memory access. Thus, the bottleneck for throughput
is the time required for MPC,.

We performed some additional benchmarks with n = 11, 15 and 19 servers. This uses
servers equipped with Intel® Xeon® E-2288G CPU @ 3.70 GHz and 32 GB RAM for
operators 11-19 instead of the ones with Intel® Xeon® E-2388G CPU @ 3.20 GHz and 64 GB
RAM used for operators 1-10. Importantly, these have significantly worse performance
across all evaluated tasks, taking roughly twice the time for UReg, CreateEntry and all
the InsertEntry tasks if run with 3-9 parties solely on these servers. While it would be
interesting to find the reason for this performance difference, we did not investigate this.
Table 4.2 shows the results for these extended benchmarks. Note that the time for share
conversion increases drastically because our naive approach has quadratic communication
complexity, so employing techniques similar to those used in MP-SPDZ to reduce this to
linear communication complexity would improve this. However, given this is clearly not
the bottleneck, we did not further optimize this.

Overall, ORAM in MP-SPDZ currently does not scale well with an increasing number of
parties, with the throughput for 9 operators already severely limiting the number of users.
Further increasing the number of operators to e.g., n = 19 reduces throughput to roughly
3000 entries per day.
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Table 4.3.: InsertEntry with GigaDORAM and n = 3 operators. MPC; is the (amortized) time per entry spent
in MP-SPDZ to combine the partial decryptions to obtain the logbook address and convert the resulting
Shamir-sharing into xor-sharing required for GigaDORAM. MPC; is the time per entry spent in emp-toolkit
to write the entry into ORAM. }’ is the total (amortized) time for the whole InsertEntry protocol, additionally
consisting of verification of the zero-knowledge proof and partial decryption of the ciphertext.

Logbooks MPC, MPC, D
215 80 ms 39 ms 126 ms
220 80 ms 42 ms 128 ms

For the special case of n = 3, optimized protocols for distributed ORAM significantly
increase throughput. When using GigaDORAM [Fal+23] and the emp-toolkit (on which
the implementation of GigaDORAM is based) for MPCy, the time to access ORAM decreases
drastically, with the whole of MPC, only taking 39 ms per entry with 2!°> logbooks and
42 ms with 22° logbooks, see Table 4.3. While performance seems to allow for much greater
numbers of logbooks and logbook sizes, the current implementation of GigaDORAM limits
the size of the memory to < 2°°, and with each of our logbooks taking 300 ~ 2° our
implementation is limited to ~ 22° logbooks. The running time of MPC; on the other hand
increases to 1.6 s for 20 entries, or on average 80 ms per entry. Performing the required
steps sequentially, our implementation takes ~0.13 s per entry, allowing ~650 000 entries
per day. However, only MPC; needs to be sequentialized (since GigaDORAM also does
not support parallel accesses), whereas verification of the zero-knowledge proof, partial
decryption and MPC; can be parallelized across multiple servers per operator. This way,
the 0.042 s for MPC; limit the throughput, allowing over two million entries per day with
a million registered users.

A public transport operator serving a rural area with a population of around half a million
told us that they have around 370 000 registered users, peaking at around 10 million trips
in a rainy November, with an average of around 700 000 entries (two for each trip) per day.
Thus, a consortium of three operators could already use our system in this setting. On the
extreme end however, Transport for London reports 26 million daily trips for the greater
London area, which is currently far beyond the limit of our protocol.

4.6. Achieving Malicious Security

In this section, we explain how to extend our protocol ITpopa to achieve security against
malicious operators.

The main obstacle towards this goal is the practical efficiency of maliciously-secure MPC,
especially when incorporating secure memory accesses. On a theoretical level however, it
is easy to extend our functionalities Fypc(r) (cp. Fig. 4.3a) and Tl\f[’;tc( ) (cp. Fig. 4.3b) to
provide security against malicious parties: All that is required is to ensure that the shares of
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the memory that are input are a consistent sharing of the memory. Additionally, our RAM-
program insert (cp. Fig. 4.8) needs to ensure that the partial decryptions provided as input
are valid. To this end, we require our secret-sharing scheme S, as well as the secret-sharing
used for TPKE to have an additional property which we call weak robustness.

A secret-sharing scheme is called robust if reconstruction always outputs the correct
secret as long as at least t + 1 of the shares provided to the reconstruction algorithm are
honest shares output by the sharing algorithm, regardless of how the other n —t — 1 are
manipulated. Since MPC protocols in our setting can only achieve security-with-abort
anyway, we only require a weaker notion, which states that reconstruction either outputs
the correct secret if all n shares provided are honest shares output by the sharing algorithm,
or a special output L otherwise. Formally, this is captured in Definition 4.6.1.

Definition 4.6.1 (Weakly robust secret-sharing). We call a secret-sharing scheme S weakly
robust if it holds that the output of S.Recon({m);, ..., (m),) is m if and only if there
exists randomness such that ((m);, ..., (m),) is the output of S.Share(m), and otherwise
S.Recon outputs L.

For example, Shamir’s secret-sharing scheme fulfills this requirement: S.Recon can check
whether all n shares provided lie on the same degree-t polynomial g and output g(0) in that
case and L otherwise. To fulfill full robustness however it would require that n > 3t + 1.
Similarly, replicated secret-sharing fulfills this requirement. Since our implementation of
TPKE is based on Shamir’s secret-sharing, it also fulfills this requirement.

Now, we can simply extend Fypc(r) and ?"I\f[’f,tc o to verify that the output of reconstruction
is not L, as shown in Figs. 4.10a and 4.10b, and similarly extend insert to ensure that all
operators input the same ciphertext and log entry as well as consistent decryption shares,

as shown in Fig. 4.11.

In our implementation, we then also need to ensure that passing information between
MPC; and MPC; occurs in a way that is secure against malicious adversaries. This is
achieved by generating a fresh Shamir-sharing of the address in MPC; and outputting a
share to every operator. This is important, as directly using the shares from MP-SPDZ
would circumvent the MAC-check that ensures correctness of the computation. Then we
again use the share-conversion method of Damgard and Thorbek [DT08], which turns a
valid Shamir-sharing of some secret m with m < g in F,, into a valid Shamir-sharing of the
same secret in [,y given that ¢ < p” < p. Then we can verify that all n shares lie on the
same degree-t polynomial before reconstructing in MPC, again. Again, since MP-SPDZ
only guarantees security-with-abort, it is fine that our protocol aborts if inconsistent shares
are input, as the malicious party inputting an inconsistent share to cause the protocol to
abort could achieve this abort anyway.

Many other parts that are important for malicious security, while not strictly necessary for
semi-honest security, are already present in our protocol since their overhead is negligible
compared to the cost of MPC. These are:
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Functionality Fypc(y) Functionality Tl\%tc 0
Parta.lmeters: Anext-step function NS, number of participating Parameters: A next-step function NS, number of participating
parties n .

. . . . . parties n
« Upon receiving (Run, (M), input;) from all parties P;, i < n: . Upon receiving (Run, {(MJ>} o input,) from all parties
1. M = S.Recon({M)) P i<n: J<
-_— 1> .
2 IfM_.L’ — . . 1. For each j < k: M; = S.Recon({M;))
3. Initialize stns = (start, (input,, ..., input,)), data =0 2.1 M; = 1 for any j < k, abort
and round =0 ) J 2
. 3. Initialize stng = (start, (input,,...,input,)), data =0,
4. While stns # (stop, (outputy, ..., output,)), do: round = 0 al\:lsd se;uence(: (p) 1 put,))
a) Run (stws, I) < NS(stns, data) 4. While stns # (stop, (outputy, ..., output,)), do:
b) If I = (read, addr, L), set data := M| addr].val 2) Run (stus, I) < NS(stws, data)
¢) Else if I = (write, addr, val), set data := M| addr].val b IFT = (rgi’d index. adl drNSJ,_ )
d) ?Jn(il;ti d:lotinj\;[_adri;]};;ﬁ 1= Lval i. Ensure index < k, otherwise abort
5 (Mngv> — S.Sh ._(M) ii. Set data = Mipgex [ addr].val
' ~~nare . ¢) Else if I = (write, index, addr, val)
6. Output ((M);, output;, round) to each party P;, i < n. . Ensure index < k. otherwise abort

ii. Set data = Mipgex [ addr].val
iii. Update Mingex [ addr].val = I.val
d) Update round := round + 1 and sequence :=
(sequence, index)
5. For each j < k: (MJ’,‘SW) < S.Share(M;)
6. Output ({(Mj Vi }j<k’ output;, sequence) to each party P;,
i<n.

(a) Functionality Fypc(r) for securely evaluating RAM programs.

(b) Functionality ‘T;{;C ) for securely evaluating extended RAM
programs.

Figure 4.10.: Functionalities for secure computation with security against malicious parties. Changes
compared to the semi-honest version are highlighted.

RAM-program insert({cto, CtZO’ mng},M)

. Ifforall O € O ct© and msg® are the same, set those as ct and msg, otherwise output L
. Set addr = TPKE.Combine(ct, (ctiol, .. .,Ct?")) // Needs all n shares now
. If addr = L, output L
. Set Log = M[addr]
. Set written := false
. For j =0,..., maxentries:
« If written = false A Log[j] = L:

a) Log[j] = msg

b) written = true
7. Write the updated logbook back: M|[addr] = Log
8. Output written

NG W N

Figure 4.11.: The RAM program insert to write log entries into the correct logbook with security against
malicious parties. Changes compared to the semi-honest version are highlighted.

« Verification of the signature eus, received from the operator during CreateEntry on the
user side

» Verification of the NIZK-proof during InsertEntry on the side of all operators

However, even in the semi-honest setting, these checks provide additional resilience
against accidental faults. The main changes required to our protocol for malicious security
are 1. ensure malicious operators cannot lie about the public keys of the system—this can
be solved through a PKI and an aggregate signature of all operators on the verification
and encryption key of the scheme 2. ensure user registration is handled consistently
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across all operators—this requires consensus 3. ensure each logbook entry created through
CreateEntry can only be inserted once—this can easily be realized by having each operator
keep a list of all entries that have already been inserted per period

For user registration, it is important to ensure that each logbook address can only be
assigned to a single user. For this, all operators need to be in agreement on which addresses
are associated with a public key, and which addresses are still free. We can achieve this
by having the home operator send the message containing the users public key, zero-
knowledge proof and the chosen logbook address over an atomic broadcast channel instead
of point-to-point channels, and also having all operators send their partial signatures
back over atomic broadcast instead of a point-to-point channel. Additionally, operators
should wait for all atomic broadcasts to finish before participating in another invocation
of UReg.

While this has a significant impact on the performance of UReg, users only need to register
once. Compared to the high overhead of maliciously secure MPC, this has little impact on
the overall protocol efficiency.

Benchmarks for Malicious Security To evaluate the impact of malicious security on
performance, we configured MP-SPDZ to use malicious Shamir instead of semi-honest
Shamir as backend for both MPC; and MPC, and added the additional checks detailed
above to the circuits. For tasks not involving MPC, there is no change, i.e., the user-facing
performance stays the same. However, the performance of InsertEntry and thus the
throughput of the system severely degrades. We show in Table 4.4 our results by using the
same parameters and hardware setup as in Table 4.1. However, MP-SPDZ needs more than
10 times the amount of data to be transmitted and the computation time also increases by
more than a factor of 10 to achieve malicious security. As Table 4.4 shows, already for the
smallest setting of n = 3 and # = 2!> our malicious security protocol takes 10s to insert
an entry. This translates to a throughput of roughly 8500 entries per day, which is only
useful in very limited scenarios. Going to 5 operators degrades performance to almost a
minute per entry, clearly showing the current limits of malicious security.

As can be seen by the stark contrast between the performance of MPC; and MPC;, the
main bottleneck lies in the maliciously secure handling of oblivious RAM inside MP-SPDZ.
Further advances in maliciously-secure oblivious RAM for MPC are required to make
malicious instantiations of our protocol feasible.

As GigaDORAM does not support malicious security, we did not benchmark the special
case of n = 3 in that setting.
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Table 4.4.: MP-SPDZ with PathORAM for malicious security: Average time (in ms/s) and transmitted data
(in kB/MB) to complete the InsertEntry task, where }; refers to the total time of InsertEntry, and MPC,
and MPC; to the (amortized) time spent within the respective MPC protocol for InsertEntry. The setting
differentiates between the number of operators n and the number of users #.

. InsertEntry
Setting
MPC;, MPC, 3
n=3, #=21 1ms 36 kB 10s 340 MB 10s
n=3, #=2% 1ms 36 kB 12s 410 MB 12s
n=5, #=21 6 ms 100 kB 53s 840 MB 53s
n=>5, #=2%0 6 ms 100 kB 555 1000 MB 555
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5. Comparison and Outlook

In this chapter, we take a comparative look at the two solutions presented so far. Then, we
point to some interesting open problems and ideas to further improve the practicability.

5.1. Comparison

There are many factors to consider when choosing between data storage on user devices
versus operator devices.

One such factor is the question of data sovereignty: As long as the collected data is only
stored on user devices, they are in control of the usage of that data. For each individual
computation involving their data, they can choose whether they want to participate. (Of
course, this comes with the caveat that those guarantees only hold as long as the parties
involved in the actual computation, i.e., the proxy and operator in the case of PUBA, do not
collude.) When the data is stored with the system operators, users can only decide whether
they want to participate in the system as a whole, and thus trust the system to adequately
restrict analysis of their data. Subsequently, the determination of which computations offer
an adequate level of privacy is exclusively within the purview of the system operators as
a collective. While it may be reasonable to hypothesise that not all operators will collude
to violate laws and regulations such as the GDPR, it is more straightforward to envisage
analytical results that fall within the provisions of such regulation but to which a user
might not consent if presented with the choice.

Another consideration is that of data protection: In the context of data storage on user
devices, each user assumes responsibility for safeguarding their data against both theft
and loss. In many use cases for PUBA, a system may require penalties for users who
do not participate in required analytical computations as a deterrent against malicious
behavior. Losing the device or the data on it can have serious consequences, for example
in the context of post-payment systems. Conversely, loss of data can negatively impact
users even without such punishments, as in a prepaid payment system, as presented in
Section 3.5.1, where this would result in loss of the current balance.

When data is stored on operator devices, the responsibility for protecting it shifts to
companies with more experience and resources. Given the distributed and secret-shared
nature of data storage in POBA, as long as a sufficient number of operators can keep
their portion of the data confidential and accessible, the system as a whole guarantees
the confidentiality and accessibility of all user logbooks. Even if one (or even up to the
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corruption threshold ¢t many) operators completely lose all their data, the system can
recover and continue operation without loss of data.

A third consideration is the convenience of use: For systems based on regular analyses of
user data, which are either mandatory for participation in the system or designed to be
privacy-preserving, such as the calculation of aggregate statistics with suitable levels of
k-anonymity or differential privacy, requiring active user interaction is inconvenient.

Finally, functionality is obviously a major concern: In POBA, interactions with users cannot
make decisions based on the content of the user logbook. For example, this precludes the
fraud-detection system described in Section 3.5.1. Conversely, logbook sizes in PUBA are
limited by the available hardware resources and will typically be limited by the capabilities
of the least powerful supported hardware.

5.2. Future Work/Outlook

The evaluation of the two systems described in this thesis presented some interesting open
problems.

PUBA PUBA is currently limited to a single system operator, and requires a non-colluding
proxy for analysis computations. Thus, an important open problem is to extend it to a
setting with multiple system operators. This will most likely include threshold (for honest
majority) or aggregate/multi-signatures (for no honest majority) signatures on logbooks
instead of the normal signature, thus requiring all protocols to involve all system operators.
Additionally, the verification of correct logbook updates will have to be extended in a way
that lets all operators verify the update was applied correctly, i.e., even when the user and
the operator responsible for the new entry are both corrupted, changes should be limited
to those that could result from legitimate interactions. For example, in a prepaid payment
system, a malicious vendor colluding with a user should not be able to arbitrarily increase
the user’s balance.

POBA As seen in Section 4.5, the use of oblivious RAM presents the main bottleneck.
Recall that the reason for oblivious RAM was to remove the link between cleartext logbook
entry during CreateEntry and accessing secret-shared logbooks during Analysis. Another
way of removing this link are mixnets, as for example deployed in electronic voting
systems [Adi08]. If all pending entries for a period are randomized through a mixnet
before decrypting the user id, this achieves almost the same unlinkability guarantees as
the oblivious RAM as long as the memory patterns of logbook reads during analysis do
not depend on sensitive data, for example by simply reading each relevant logbook once.
The only additional leakage then would be the number of entries in each logbook. If this
is a problem, an extra step of oblivious sorting with dummy-entries to fill up each logbook
can be used to also hide this information, at the cost of extra computation.
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We conjecture that such a system could achieve a much larger throughput and scale better
in both the number of system operators as well as maximum logbook sizes per period.
Particularly, if leakage on the size of each users logbook is acceptable, the system only
scales in the actual number of entries per period, not in the maximum allowed number of
entries per user, and logbook sizes can be unlimited.

Combining Both Approaches In addition to the possible improvements to both pre-
sented systems individually, several of the trade-offs described in Section 5.1 can be
mitigated by a system that combines storage on user devices with storage on operator
devices. One option is to keep especially sensitive data on the user device to provide strong
sovereignty over how this data is used, while storing less sensitive data with the operators
to enable more convenient processing for analysis and allow larger logbook sizes, even
with weak user hardware. Alternatively, some of the data could be duplicated on the user
device to enable real-time decision-making during interactions, while ensuring the data’s
availability (and potentially larger logbook sizes) through operator storage.

Of course, designing such a combined system comes with many new challenges compared
to the two systems presented in this thesis.
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A. Appendix for Chapter 3

This chapter contains some additional information for PUBA, mainly the formal proof
of security in Section A.3. Additionally, Section A.1 addresses some of the limitations of
the scheme, while Section A.2 gives additional details on the explicit leakage in the ideal
functionality 5 4

A.1. Discussion: On the Limitations of Our Scheme

This section addresses some limitations of PUBA, namely on how to verify privacy-
friendliness of analysis functions, especially with respect to neural networks in Sec-
tion A.1.1, of the consequences of aborts during protocol executions in Section A.1.2 and
on the parameter choices of our benchmarks in Section A.1.1.

A.1.1. Verification by the TSA

A common problem of functions constructed using deep machine learning (such as neural
networks) is a lack of transparency regarding their behavior. Our framework suffers from
the same problem which even persists if we ignore function privacy for the operator; a
user who has to compute a neural network on private data does not automatically know
what the network computes and how the output is to be interpreted. A function that
maps, say, purchases of a user to some abstract class of advertisements relevant for that
user is hard to distinguish from one that maps purchases to an encoding that reflects the
individual purchases on a fine-grained level.

In PUBA the problem is even harder as we additionally require function privacy for the
operator; only a trusted signing authority is there to ensure that the operator only uses
valid function parameters which provide a sufficient level of privacy for the user. The TSA
has the same problems mentioned above: While it is straightforward to check whether a
given machine learning model indeed classifies as specified for randomly chosen inputs, a
sufficiently complex model can be used to hide backdoors [Che+17] in the form of special
inputs provided by the operator which would break unlinkability and input privacy for
any user. As it is highly unlikely that the TSA finds this backdoor by using random testing,
the model behaves normally for all inputs chosen by the TSA with high probability and
could even get certified. While we generally assume that the output of the function is a
discrete set of much smaller size than the input space— as is the case for both applications
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we propose—we do not restrict PUBA to this behavior; using arbitrary output for the
operator requires special attention during the verification step.

While it is possible to implant a backdoor into the model given a sufficiently large output
space and a sufficiently complex model, we stress that there are several different ways
to detect—and even to remove, although at the cost of overall accuracy—a backdoor. A
survey on the scenario itself alongside mechanisms to detect and remove a backdoor is
given in [Gao+20].

The generality of PUBA allows the operator to create a model with a backdoor and submit
it for the SignFP task, yet increasing progress in the field of backdoor detection [Gao+20;
Wan+19] given only the final model makes it unlikely that these function parameters will
get a certificate. We hence require the TSA to perform a number of such tests in order for
the verification mechanism to be sufficiently daunting for an operator that tries to use
backdoors.

A.1.2. The Case of Aborts

Aborts are a common problem in MPC: If a party loses connection during a computation or
refuses to answer entirely then the computation cannot be finished. This is also modeled
into most security frameworks. For example, in the asynchronous UC model we model
our protocol in, the entire communication is managed by the adversary; parties can ask
the adversary to transfer a given message to an other party but the adversary is free to
change any part of the message. Using authenticated channels removes the adversaries
capability to change the message and secure channels additionally take the adversaries
ability to read the message. Yet even with these precautions the adversary is still able to
drop messages at will.

For normal computations an abort only means that the parties do not get any output.
But for PUBA this means that the user is at worst left with no valid logbook if the abort
happened after the old logbook has been invalidated at the start of a task but before the
new one has been created and sent to the user. An additional case to consider is if the
abort happens during an Analytics task. This leaves the user incapable of ever outsourcing
data again, as the linking number will never be reset.

Yet we stress that dealing with aborts is straightforward and could easily be incorporated
into the protocol, albeit at the cost of a longer functionality and protocol description and a
much more complicated security proof. But for completeness reasons we sketch here how
the protocol can be secured against aborts.

In total there are four tasks where the user is directly involved and where aborting in
between means that there is no logbook that the user can use and one task where an abort
implies that the user cannot outsource anymore. The four tasks where the user is directly
involved in, namely UReg, Bookkeeping, Outsource and Update, we have to ensure that
the mechanism cannot be abused to let a malicious user obtain two different logbooks.
Thus we require that the same messages that were sent before the abort will be sent in the
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next interaction again to ensure that the reconstructed logbook will end up with the same
serial number. So essentially the reconstruction only finishes the protocol using the state
both parties had during the abort.

The situation only becomes complicated if an abort occurs during an Analytics task.
Without a reconstruction mechanism the user would be unable to outsource ever again, as
resetting the linking number lin to 0 is only possible in the Update task which requires a
completed Analytics task. However, a slight modification suffices to deal with this case:

If an abort occurs during an Analytics task then this abort only matters if no output has
been provided to the operator as parties generally get notified of the abort.! Hence the
operator is aware that the computation involving data from a given linking number lin
has failed. The reconstruction task basically consists of the update task but with all three
manipulation vectors corresponding to L. That is, the permutation « is the identity, the
direct update s is L everywhere, and the additive increment is a = 0. This resets the linking
number lin stored inside the user’s logbook to 0 and thus enables future Outsource tasks
for that user.

Note that this reconstruction mechanism can be used to restore a broken logbook; yet until
the reconstruction has been performed the user is locked from any further interactions,
with the exception of aborts during Analytics, where the user can still perform Bookkeeping
tasks.

A.1.3. Onthe Expressiveness of our Application Benchmark

We are not domain experts in fraud detection for mobile payments, and real-world parame-
ters and implementation details for use cases like fraud detection are not easily obtainable.
The simplified instantiations we benchmark in Section 3.6.4 should therefore be viewed as
an educated guess how real-world systems could be parameterized. Some explanation for
our parameter choices: On average, we have 0.3-0.8 credit card transactions per day per
person in Europe [Eur17]. So 20 transactions per logbook (user history-size of 100) would
cover about a month, while 200 transactions per logbook (user history-size of 1000) would
cover at least 8 months. Older transactions are also implicitly taken into account by mak-
ing the new risk level depend on the old risk level (and the new transactions). Moreover,
Logistic Regression seems to be a reasonable method for credit card fraud detection (e.g.,
see [Cam18; IMS20]), therefore we used that for our analysis. The simple fraud detection
mechanism we implemented is most likely simpler than mechanisms used in practice. One
could of course extend the simple fraud detection we implemented with additional rules.
Some ideas on how the simple fraud detection mechanism could be extended are:

1. Look at the location and time difference between transactions and deny them if it is
not physically possible to travel the distance in that amount of time.

1 If the abort is happening in the real world, then we can assume standard techniques such as timeouts can
be used to determine that the message will likely never arrive.
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UReg Bookkeeping Outsource  Analytics Update

« Output outp of A « Output (a, s, outp) « Nothing « Output ((az,8;)z, outp) of A « Outputs (a, s) of A

« pid of the user of A « Index of the used values from  « Subsession identifier of
« Index of the used FP « Index of the used FP Outsource the Outsource task

« Index of the used FP

Table A.1.: Leakage of each task involving a user.

2. If the transaction amount is a lot higher than the average transaction amount, the
number of remaining transactions until the next calculation gets decreased by more
than one.

3. Implement daily limits: a limit on the number of transactions that are allowed per
day or a limit on the total transaction value that is allowed per day or both.

It would be valuable to study how well our system models fraud detection systems used in
practice, but that would be a research line of its own.

A.2. Leakage of the Tasks

We claim in Section 3.2.5 that we ensure unlinkability: the operator can identify the user
in the task UReg and link the triplet of consecutive executions of Outsource, Analytics
and Update to some anonymous user, but other than that any two tasks could have been
performed by any two users inside the set of successfully registered users. We stress that
in real applications the communication structure could still be used to link the same user
to different tasks; yet other than that, the individual task executions leak no information
to connect any two tasks to the same user outside the computation results. The leakage is
listed in Table A.1.

In UReg, the user is de-anonymized. This is required to ensure that no user registers twice.
In addition, the operator learns the output outo of the function A alongside the used
function parameters; this output is privacy preserving due to the requirements of the
SignFP task.

In Bookkeeping, all that a corrupted operator learns are the used function parameters and
the parts of the output of A we consider to be relevant for the operator, namely everything
except for the additive increment. Again, ensuring unlinkability comes down to the SFP
task.

In Outsource, the operator learns no identifying information from the behavior of the task
itself but the tasks name leaks for which function an Analytics task has been scheduled.

In Analytics, the task execution already leaks the function specifier k through the inputs.
As the number of parties required for each function is public knowledge and since it is
known in which order the calls are executed, the operator knows which Outsource calls
are relevant and used for this task. Thus linking the used data to their corresponding
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Outsource call is trivially possible. Additionally, the operator once more obtains parts of
the output from A which we require to be privacy-preserving.

In Update, the operator learns the subsession identifier of the Outsource call that caused
the analytical computation. As this Outsource execution is already linked to an Analytics
execution, the operator can link the entire triplet to the same user. Other than that, the
operator learns no new information as the outputs for that user were already learned
during the Analytics task execution.

A.3. Security

In this section, we prove the security of our system. That is, we show that the protocol
IIpyupa is at least as secure, as our ideal functionality ¥, 4, Without relying on a trusted
party to execute ¥, on all parties inputs. To that end, we provide a simulator that
simulates the protocol messages of honest parties without knowing the parties secret
input, and prove that those simulated messages cannot be differentiated by any efficient
environment Z.

For technical reasons, we have to restrict our adversary to corrupting only either the
proxy P, or the operator O. We split our simulator up in two parts. Section A.3.1 contains
the simulator for all corruption scenarios related to the security of an honest user U,
even in the presence of other malicious users. Section A.3.2 contains the simulator for all
corruption scenarios regarding the security of an honest operator O. Combined, those two
simulators cover all corruption scenarios, in which either P or O are honest.

This proof is taken verbatim from [Fet+22b] and uses slightly different notation for 5,

and I[Tpyga. Thus, we repeat both ¥, , and IIpypa with their original notation here.

The Ideal Functionality 7, ,

?;’UBA

This functionality facilitates user-centric privacy-preserving analytics. The function to be computed is specified by the global
parameter A.

State:

The ideal function stores:

« Set Puyser of registered users.

. ﬁJHZ pidU - UH

* foa: Puser — {true, false}

o for: {pidp} x {1,..., K} where (pidp, k) maps to alist for(pidp, k) of entries (ssid, pidy;, UH, inputy;).

« fip: {ureguU{bookkeep(K)}U{analytK}}xN — {fp}*, where different tasks are mapped to a list of function parameters
jj 2

« Partial mapping fur on Puser. pidy; — (ssid, a, s, a, outputy;).

Init:

Input O: (init).

Input 7S A: (init)

1. Respond to the other tasks.
Output O: (0ok).

Output 7S A: (ok).
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SignFP:

Input O: (signfp, fp, task, inputy).

Input 7S A: (signfp, inputyg4).

Check® that A(signfp, fp, task, inputy, inputrgyz) = 1.
Check? that fp have not been registered before for task task.
Let ¢ be min,: frp(task, ¢) = L

Set frp[task, ] = fp.

Leak (task, ¢) to the adversary.

Output O: (ok).

Output 7S A: (ok).

ARl e

UReg:

Input O: (ureg, fp, input,).

1. Let® ¢ be the index for which fgp(ureg, ¢) = fp.
2. Leak ¢ to the adversary.

Input U: (ureg, input;;).

Check® pidy; ¢ Puser

Append pidy; to Puser.

(UH, outputy;, output ) «— A(ureg, fp, inputy;, input, ).
Append (pidy; — UH) to fon.

Append (pidy; > false) to foa.

Output U: (UH, outputy;).

Output O: (output,).

Gk W

{Bookkeeping ¥ J
Input O: (bookkeep(k), fp, inputy).
1. Let? ¢ be min, : frp(bookkeep(k), £) = fp.
2. Leak ¢ to the adversary.
Input U: (bookkeep(k), input;;).
1. Set® UH = fou(pidy).
2. (a,s,a, outputy;, output,) «— A(bookkeep, fp, k, UH, inputy, inputy).
3. UH — a(UH).
' {s[i] fors[i] # L
4. UH" = (uhy,...,ul) ) with uh} = . ] .
UH'[i] fors[i] =1L
5. fon(pidy) = UH" +a.
6. Set fun(pidy) = UH™.
Output U: (a,s, a, outputy;).
Output O: (outputy, a,s)

{Outsource J

Input U: (outsourcek, input;).

Input P: (outsourcek).

Input O: (outsourcek).

1. Load current ssid.

. If U and O are corrupted, append (ssid, L, L, L) to for(pidp, k) and skip all following steps.

. Check® fo (pidy,) = false.
. Set foa (pidy;) = true.
. Set® UH = fou(pidy;).
Append (ssid, pidy;, UH, inputy;) to for(pidp, k).
Output U: (ok).
Output P: (ok).
Output O: (ok).

N W N

{Analytics(® }K et

Input O: (analytk, fp, inputy).

1. Let® ¢ be min, : frp(analytk, ¢) = fp.

2. Leak ¢ to the adversary.

Input P: (analytk).

Load® and remove the first Zj entries {(ssid,, pid,, UH, inputz)}ffl from for(pidp, k).

If P is corrupted, ask for updated inputs {inputz [1<z< Z,pid, € Pcm}.

If O is corrupted, ask for updated information (U H, input,) for each z € {1,..., Z } with pid, ¢ Puser.

({(zxz,sz, az, output, )}Zkl, outputo) — A(analyt fo. K, { UH,, input, )}Z D mputo)

Leak { Z,Qy, 85,45, outputl | 1<z<Z,pid, € Pcm} to the adversary.
If O is corrupted, leak {(z, az, s, a;, output,) |1 < z < Z, pid, ¢ Puser} to the adversary.

A o
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7. For every z from 1 to Zi with pid, € Puser set fur(pid,) = (ssidz, az, sz, a, output,,).
Output P: (0k).
Output O: ({a, sz}zzi‘loutputo).

Update:

Input U: (update).

Input P: (update).

Input O: (update).

. If U and O are corrupted, set (U H, output;;) = (L, L) and skip all following steps.
Set® UH = fou(pidy).

Set?® (ssid, a, s, a, outputy;) = for(pidy).

If O is corrupted, leak ssid to the adversary.

If U is honest and P is corrupted, leak ssid to the adversary.
Remove pidy; — (ssid, a, s, a, outputy;) from for.

UH — a(UH).

NGk W

s[i] fors[i] # L
8. UH' = (uhy, ..., uhl,_,) with uh} = , .
UH'[i] fors[i] =1L
9. Set fUH (pldU) =UH" +a.
10. Set foa (pidy;) = false.
Output U: (a, s, a, outputy;).
Output P: (ok).
Output O: («, s).

@ If this fails, output L and abort.

The Protocol ITpyga

ITpuga

This protocol facilitates user-centric privacy-preserving analytics.

State:

Each user U stores:

« User logbook Log

+ User public key pk;

« One-time pads 04, O, 0,, Oout and Oyny

« Verification key vk, of the operator

« Verification key vks-g 4 of the trusted signing party

Each proxy P stores:

« Verification key vk of the operator

» Verification key vkeg 4 of the trusted signing party

- Mapping £ on {1,...,K} that maps k to a list £/ (k) of entries (lin, (UH)F, (input;;)P, (oour), (0a)P, (0s)P,
(0a)")

« Partial mapping félp) on {lin}: lin— (cta, cts, cta, Ctoutpury; )

The operator O stores:

« Signature key pair (vkg, skg)

« List Ly, of observed serial numbers

- Mapping £ on {pidp} X {1,...,K} that maps (pidp, k) to a list £\ (pidp, k) of entries (lin, (UH)O, (input;;)©,

(00ur)?, (0a)?, (05)€, (0a)°)
« Partial mapping fUIO on {lin}: lin+— (a, s, coma, Cctoutput;;)
« Mapping frp on fp that maps function parameters fp to a list frp (fp) of tuples (comy,, decomy, o).
The trusted signing party 7 SA stores:
« Signature key pair (vkyg 4, skrsg)

Init:
Input O: (init)
Input TS A: (init)
O: Generate signature key pair:

- (vkp, skg) « SIG.Keygen(gp).

- Call® ¥, instance sidyBB with input (Register, pidg,, vkp).
T S A: Generate signature key pair:

- (vkysa, skysa) < SIG".Keygen(gp).
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- Call” F, instance sid;rBB with input (Register, pidrg4, vkygz)-
Output O: (ok)
Output 7S A: (ok)

SignFP:
Input O: Message signfp, FPs fp, task task, aux. input input,
Input 7S A: Message signfp, aux. input inputsg4.
O: (comyg, decomg,) < COM’.commit(fp).
O-»TSA: (fp, comg, decomy,, task, inputy)
TSA: Check® that A(signfp, fp, task, inputpperaror inputysa) = 1.
TS A: Check” that COM’.open(comy,, decomg, fp) = 1.
TSA: ap « SIC’ Sign(skysz, (task, comg)).
O«+TSA: (op)
O: fip (fp) = (comy,, decomp, opp).
Output 7S A: Message ok
Output O: Message ok

UReg:
Input U: Message ureg, aux. input input;,
Input O: Message ureg, function parameters fp, aux. input input,
U: Fetch verification keys:
- Call® F instance sid(;:BB with input (Retrieve, pid,) and store output vk,.
- Call® gy instance sidg  with input (Retrieve, pidsgq) and store output vkys .
Draw User secret key:

- Draw random User ID id Zp.
- Compute User public key pk;; = id - G;.
- Call F instance sid;rBB with input (Register, pidy, pky).
- (com;q, decom;y) < COM.commit(id)
Calculate proof of user secret key knowledge:
- stmt = (pky;, comiq)
- wit == (decomyq, id" = id - G3)
- II « Prove(stmt, wit, Rr), using Ryr from Fig. 3.10.
Draw share of new serial number:
— (sermev) (W) & Z,

- (comiggew, decomiggew) — COM.commit((ser"¥)(U))

U-»O: (II, comjg, comsggew)
O: Fetch fp information:
— Set® (comy, decomy,, op,) = fip (fp).
O: Fetch user public key:
- Call 7 instance sidyBB with input (Retrieve, pidy;) and receive output pky;.
Check* that no user with public key pk;; has registered yet.
Check proof:
- stmt = (pky;, com;q)
— Check? Verify (IL, stmt, Ryjr) =1
U« O: (comy, op)
U: Check® that SIG".Vf((ureg, comy,), op, Vkrsq) = 1.
U & O: Compute initial user history:
U—Fppp: (ureg, comy,, inputy;)
O—Fppp: (ureg, fp, decomy,, inputy)
Ue—Fppa: (UH, decomquq, outputy;)
O«—Fppa: (comqqy, output)
O: Draw share of new serial number:
— (ser"ev)(0) il Zp
- (comiggcw, decomiggcw) — COM.commit((ser"¥)(O))
Compute commitments and signature for initial User History:
— COMgepnew ‘= comigzew [&7] comig,few
- (comy,, decomy;,) < COM.commit(0)
- 0 « SIG.Sign(skg, comqs(|lcomsemew || comys, || com;q)

U« O: (comqqy, (ser“ew)(o), comiggew, decomiggew, comyip, decomy,, o)

U: Set” and store Log™®" := Ilverity (VEYL, (UH, comqy, decomaqgy, ((ser"ew)(U) + (sernew)(o) ),

(comiggew ® comie?gew), (decomiggew @ decomie(r),zew), 0, comy;,, decomy;y, id, com;q, decom;y, o))

Output U: Initial user history U H, aux. output output;;
Output O: Aux. output output,
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{Bookkeeping ¥ MK
Input U: Message bookkeep (k), aux. input input,
Input O: Message bookkeep (k), FPs fp, aux. input input,
U: Calculate logbook-validity proof and draw share of new serial:
— (comqyqy, decomquyy) < COM.ReRand(comqqy, decomaqsgy)
- (comyy,, decomy,) « COM.ReRand(comyy,, decomyy,)
— (com;g, decom;y) < COM.ReRand(com;y, decomiy)
— stmtygy = (comqqy, ser, compy,, comiq, vko)
= Wityg =
(comqqyy, decomqqyy, decomqy, cOMger, decomser, comyy,, decomyy,, decomyy,, pky;, com;q, decomiq, decomiy, o)
— 1Ty, < POK.Prove(stmty,, witya, Rvai), using Ry, from Fig. 3.12a.
Draw share of new serial number:
~ (e ) &7

_ (comigr?eW, decomig,zew) — COM.commit((ser"¥)(U))

U— O: (comqqy, ser, comyy,, comiq, Iy, comgggew)
O: Check proof and serial number and fetch fp information:
— stmtyy = (comqqy, ser, compy,, comiq, vko)
— Check® POK.Verify (Ily,;, stmtya, Rva) =1
— Check® ser ¢ Lgpp
= Lggp = Lggp U {ser}
— Set® (comy, decomyy, o) = fep (fp).
U« O: (comy,, opp)
U: Check® that SIG".Vf((bookkeep(k), comy,), opp, Vkgrsa) = 1.
Communicate with F,,,:
U—>Fpps: (bookkeep(k), UH, decomqiq, comy, inputy;)
O—> Fpps: (bookkeep(k), comyg, fp, decomg, inputy)
UeFppp: (@, s, a, coma, decoma, outputy;)
O—Fppp: (@, s, com,, outputy)
U: Calculate new User History and prove correctness:
—ifa# LVs#1then
» Apply permutation: UH' — a(UH).
« For i from 0 to |UH| — 1, if s[i] # L, then set UH"'[i] := s[i], else copy UH"'[i] = UH'[i].
« Apply addition: UH"Y — UH" +a.
* (comy ., decomyy,) < COM.commit(UH’).
« (comy g, decomy, ) < COM.commit(UH").
* (comiyy, decomiyy) « (comy,, decom(/y) ® (comy, decom,).
« Parse (uh, ..., uhy_1) = UH, (uhy, ..., ukl,_;) = UH', and (uhy, ..., uh)_,) = UH".
= stmt, = (comqey, comﬁu(H, comﬁL’(,H, a, s)

« wity, = (decomqqy, decomyy, decomyyy, uho, ..., uhp_1, uhg, ..., uhy, o, uhg, ..., uhy )
« II7, < POK.Prove(stmtr,, witr,, R), using Ry, from Fig. 3.12b.
U-O0: (comﬁu,H, com’(;l,H, Ig)
—else
* (comgfet, decomgyy;) «— (com
O: Draw share of new serial number:
r
- (ser“ew)(O> —Zp
- (comig,zew, decomiggew) — COM.commit((ser™¥)(©))
Verify proof, compute signature for the new UH.
—if a# L Vs#1then
* stmtry = (COMa3(, COMyyy, COMY g, O, S)
« Check® POK.Verify (I, stmtr,, Ryr) = 1.

’”

e decomiyyy) @ (comy, decomy).

new . 7
* COMg g = COMy g, ® com,.
—else
new .
* COMy g, = COMq ® com,.

new ._ (0) )
= COMge = COM_, few D COM, new

- o™V « SIG.Sign(skp, comﬁ)}"_{Hcomg‘frw||com1,~n||comid)

UeO: (com‘qu,";{, (ser“ew)(o), comig,zew, decomig,few, o"eV)
U: Set” and store Log"®" = Ilverity (VEYL, (UH"Y, comis?, decomyyy), ((ser"=)(U) @ (sermev)(0)),

UH>
U (o U) o L T L
(comierrzew [} comsergew), (decomv(mnew [} decomiergew), lin, comy;,, decomyy,, id, comyg, decom;q, oc™%)).

Output U: User History U H"V, aux. output output;.
Output O: Aux. output output,, permutation a, set vector s.

{Outsource®) }kK=1 :
Input U: Message out sourcek, aux. input for the computation inputy;.
Input P and O: Message outsourcek
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U: Create robust secret shares:
- (Oout, OuNV: Oa; Os, Oas {{(UH)™, (inputy)™, {Oout)™, (OuNV)™, (0 )™, (0s)™, (0a)* }xe(p0})
Mverity (ShareL, Log)
Calculate proof and draw serial number share:
— (com;g, decom;y) < COM.ReRand(com;y, decomiy)

- stmt == ((UH)O, com??%)[, ser, comig, vk )

— wit := (comqqy, decomqyqy, decomg,}{, COMyger, decomser, comyn, decomyn, pky;, comiq, decom;q, decom;q, o)
—II « POK.Prove(stmt, wit, Ros ), using Ros from Fig. 3.14a.
- (ser“ew)(U) Lz,

(Comser“ew’ decom<Un)ew) — COM.Commit((SernEw)(U))

U= 0: ((UH)O, (inputy;)©, (00ur)©: (0un)O: (04)0, (05)©, (04)0, ser, Comng, L, comey)

U—P: ((UH)P, (input,)F, (oour)T, (ounv)F, (0a)F, (05)F, (0a)F)
O: Check® serial number ser ¢ Lgpp and add ser to Lygp.

Prepare linking number: (lin"")(©) & Zp

P P
decomguw, OUNVP, comga), decomga), 0P, comé ) decom(()s>, o,P)

Draw (lin“ew)(P) —Zp
P-»0: ((lin"¥)P), com,(;f){, coml(,gitU comggl)n, comgggw, comg?, comgso), comé?))

O: Check proof and sharings
- stmt = ((UH)O, com(u(})(, ser, comig, vk)
— Check® POK.Verify (II, stmt, Ros) = 1

s como decom(P), oa“D)) =1

Store outsource information and draw share of new serial number
— ™ = (1in") (©) 4 (line ) (P
- Add (1™, (UH)©, Cinputyy ), (0our), (0uxv): (0)°, (00)°, (0)°) to fi (pidp, k)
_ (SerneW)(O) (r_ Z
- (comign)ew, decomsernew) « COM.commit((serne™)(0))
Compute commitments and signature for updated UH:

_ new ._ (P) (0)
COMg g = com( }){ 52 com,u(H)
U ()
= comgg” = COM, new ® COM, nevy

= (com}>¥, decomn;") < COM.commit(lin"™)

- 0"V « SIG.Sign(skp, com“eW ||com§‘§,w||com?;w||com,-d)
o [e)
UeO: ((ser"ev)(O), comiern)ew, decomiern)ew, compeY, decom}™, a™V)

Pe0O: ((lin"¥)(©), decoml new)
P: Store outsource informatlon.
- Check? open(coml(;)n)ew, decom;i(n),few, (lin"V)(©)y =1
_ lin"eV .= (linneW)(O) + (linneW)(P)
- Add (Iin"*, (UH)T, (inputy;)T, (oour)T, (oun)T, (0a)F, (0s)F, (0.)F) tofo(lp)(k)
UeP: (lin"Y)
U: Set” and store Log"®" = Iyeriy (VEYL, (UH, (com(Pl)‘[ ® com(o)) (decom(P) ® decom(o))
((ser™V) (V) 4 (sermew) (O, (com( ) ® Comsernew)

sernew
U (o)
(decom( r)eW ) decom( ,?ew) in™Y, comy™, decom

Output U, P and O: Confirmation ok.

new

Iin > id, comyg, decom;g, 6"V)).

o (o) o [0) o
— Check® HVerify(nyS, com,(qu{, decom,u(), UH ), coml(npll s decomgpw R mputo, comgm)n_, decomOOOUT, oouT
comé%lv,
decomgUNV, omv®, com( decom(o), 0,9, com( decom(o), 0,9, com decom(o), oa<o)) =1

o

(coml new,decoml new) — commlt((lm"ew)(o))
O-»P: (coml(l.?n)ew, com,(li;{, comgrf;)utu, comg;zn, comg};zw, comg;), com((]P), comoa))
P: Check? Hverify(nyS, comf;l){, decom(P) 'U‘H(P), coml(rf;n s decomf;pw R mputP, coméﬁLT, decomgOUT, OOUTP,
comff&v,

5

{Analytics(k> }sz1
Input P: Message analytk.
Input O: Message analytk, FPs fp, aux. input input,.
P: Load outsource information:
- Load* and remove the first Zy. entries {(lin, (UH)P,
(inputy;)P, (0our)®, (ouv)?, (0a)P, (047, (0a)P):} 2, from f3I" (k).
O: Load outsource information:
- Load* and remove the first Zy entries {(lin, (UH)O,

(input)©, (00ur), (Ounv)©,s (04)C, (05)2, (02)9).} 2, from £°) (pidp, k).
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O: Fetch fp information:
- Set® (comyy, decomy,, op) = frp (fp).
O—P: (comp, o)
P: Check® that SIG’.Vf((analytk, comg), op, vkrsz) = 1.
P« O: Compute function:
. Z)
P_)T-ppA: (analytk, comgp, {((7/{7{>P: <mPutU>P3 <00UT>P, <OUNV>P, <Otx>P, <OS>P’ <Oa>P)z}Z£1) 5
O—>Fppy: (analytk, fp, decomy, {UH)®, (i"P“tu>o, (00ut)?, (ounv)?, (04 )2, (05)°, <0a>o)z}zfp inputg,)
7
P‘_?—ppA: {(cta,, cts,, cta,, Cldecom,, » CtoutputUZ)}zfl
Z
O—Fppp: {(a, s, com,,, Cloutputy, )}zfl, output,
O: Store update information:
Forallz e (1, ..., Z;): set félo)(linz) = (a, s, coma, Cloutputy; )z-
P: Store update information:
Forallz € (1,...,7Z;): set fU(IP) (liny) = (cta, cts, Cta, Ctiecomy> Cloutputy; )z
Output P: Confirmation ok.
Output O: Aux. output output,.

Update:
Input U: update
Input P: update
Input O: update
U—P: (lin)
P: Set® and remove (cta, Cts, Cta, Cldecomys Cloutputy;) = U(IP> (lin)
UeP: (cta, cts, Cta, Clecomys CtuutputU)
U: Prove logbook validity and correct updates and draw share of serial number:
— (comqye, decomqqy) < COM.ReRand(comqqy, decomqsqy)
—Set a == cty — Oy, s = cts — Og and a == ct, — O,.
— Set decomy, = ctiecom, — Ounv and outputy; = ctoutput;, — OOUT
- (comyg, decom;y) < COM.ReRand(com;y, decomiy)
- stmt = (comqqyy, ser, lin, comyg, vky)
- wit == (comq, decomqq, decomqy, cOMser, decomser, comyy, decomyy, pky;, comiq, decomiq, decom;y, o)
—II « POK.Prove(stmt, wit, Rypq), using Ryjpq from Fig. 3.14b.
- (sermev) (W) L Z,
- (comign)ew, decomiggew) — COM.commit((ser"¥)(U))
—if a# L As# L then
« Apply permutation: UH' «— a(UH).
« For i from 0 to |UH| — 1, if s[i] # L, then set value UH"'[i] := s[i], else copy UH" [i] :== UH'[i].
« Apply addition: UH"Y — UH" +a.
« (com/, decom(yy) < COM.commit(UH").

UH
« (comy) ., decomyyy,) — COM.commit(UH").

UH>
* stmtyy = (COMqrp, COMyy COMY 1y, @, S)
« wity, = (decomqqy, decomyy, decomyy,, uho, ..., uhp_1, uhy, ..., uhl, o, uhg, ..., uh )

« [T < POK.Prove(stmtr., witr,, Riy), using Ry from Fig. 3.12b.
’

— . (v)
. com’ com;q, ser, lin, I1, Iy, comser“e“’)

U—O: (comqgy, com UH

—else
= Apply addition: UH"Y — UH + a.
U— O: (comqygy, comyq, ser, lin, II, comig,),ew)
O: Load update information:
- Set? (a, s, com,, (CtoutputU),) = f[;IO) (lin)
- Remove lin = (@, s, coma, (ctoutput;,)") from f[}IO)
Check proof and serial number:
- stmt = (comqyy(, ser, lin, comig, vky)
— Check® POK.Verify (I1, stmt, Rypa) Z1
—if « # L Vs # 1 then

* stmty = (comqe, com&l,H, com’q’”{,

« Check? POK.Verify (Il7y, stmtzy, Ryy) =1

* combsY = Com:l,J'H @ com,

UH
—else
* corr;ﬁl’j‘q”{ = comqy ® comy

— Check® ser ¢ Lggp

= Lgpp = Lggp Y {ser}-

Draw share of new serial number:
r
— (ser"ew)(©) L Zp

a, s)
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- (comie(y),zew, decomiggew) «— COM.commit((ser™¥)(©))

Compute commitments and signature for updated UH:

new ._ (0) )
— COMge, = COM_, pew D COM, new

= (comps¥, decomp™) « COM.commit(0)

= 0"V « SIG.Sign(sko, comgyy |lcomg || coms™ ||comiq)

. new new\ (O (0) (0) new new new
U« O: (com,, oMy (serew)(O), COM_, new» decomsernew, comp*¥, decomy:¥, o

U: Check® open(com,, decom,, a) 2 1 and¢ Ctoutputy;” z Ctoutputy; Set® and store Log"®™ = Tlyeriry (VEYL, (U H™Y, comy,
(decomqy @ decomy), ((ser™¥)(U) 4 (sernew)(0))

(comig,zew ® comie(r)n)ew), (decomgg,zew ® decomign)ew), 0, com}s™, decomjs™, id, comq, decom;g, a™V))

Output U: Permutation «, set vector s, add vector a, aux. outputy;.

Output P: Confirmation ok.

Output O: Permutation «, set vector s.

> Cloutputy; )

@ If this fails, output L and abort.

A.3.1. User Security

In this section, we investigate the security of our system in scenarios that relate to the
security of an honest user U. To that end, we prove the following theorem:

Theorem A.3.1 (User Security). If instantiated with a trapdoor-commitment scheme COM
and a dual-mode zero-knowledge protocol POK, it holds that

HPUBA(?;PA’ Fap> Ficer Fers) >uUc ﬁ’UBA

against all PPT-adversaries A who statically corrupted the operator O and a subset of users
U.

We use the UC-framework [Can01] and provide a simulator S for this case. The simulator
provides a view for any PPT-environment Z (that is restricted to not corrupting any
proxies) that is consistent with a real protocol execution.

The simulator is given as follows:

Simulator Syse. for a corrupted operator

I1-Shared State:

« Trapdoor tdgim for simulating proofs.

« Verification key vk, of the operator

+ Mapping for on {pidp} X {1,...,K} that maps (pidp, k) to alist for(pidp, k) of entries (lin, (UHYP, (iny)P, (oour)?,
(ounv)F, (0a)F, (0s)F, (0,)F) for all proxies P

« Partial mapping fur on {lin}: lin = (coma,, decom,,, a;, @, s, Og, Os, Oa, OUNV, Clout,)

« Partial mapping finx on {ssid}: ssid — lin

+ Mapping fip that maps a given task task to a set of tuples {fp, comy, op,} of function parameters and corresponding
signatures.

IIpypa -Setup:
1. Run a modified version of crs < IIpyga —Setup(lA):
« crszx < SetupPoK is replaced by (crszk, tdsim) < SetupSPoK for simulating proofs.

Ipypa -Init:
1. Upon receiving instructions from Z to send (Register, pidy, vkg) from O to Fpp:
+ Check? that no key has previously been stored for pid,.

146



A.3. Security

« Store vkg.
< Call ideal functionality 7, With input (init) in the name of O.
2. Upon receiving output (0k) from %, 5, to O:
< Report message (0K) from ¥, to O.
3. Upon receiving (init, pidyg4) from Fp,:
+ Generate signature key pair: (vkyg4, skygz) < SIG.Keygen(gp)
+ Respond to future calls of the form (Retrieve, pidrgg) to Fpp with skygq.

IIpypa-SignFP:
1. Upon receiving instructions from Z to send (fp, comg, decomfp, task, ingp) from O to TS A:
+ Check” that COM.open(comy,, decomy, fp) = 1.
< Call ideal functionality %, in the name of O with input (signfp, fp, task, inop).
2. Upon receiving output ok from %5, to O:
« Compute signature SIG.Sign(skrs4, (task, comg)).
« Add (fp, comy, op) to fip(task).
 Report message (o) from 7S A to O.

ITpyga -UReg:

U honest, O corrupted:

1. Upon receiving (ureg, pidy;) from Fpp .-
.« id &2, pky = id- Gy
« (comiq, decomiy) «— COM.commit(0)
 stmt = (pky;, comg)
« II « SimProof (stmt, Ryr)

. (com(Ulfew, decom(Ugew) «— COM.commit(0)
ser ser

< Report message (II, comq, comiggew) from U to O.
2. Upon receiving (Retrieve, pidy;) from O to Fp:
< Report message (Retrieve, pidy, pky) from Fp to O.
3. Upon receiving instructions from Z to send ( comgy, pr) from O to U:
+ Check” that there exists an entry (-, comy,, op) in fip(ureg).
4. Upon receiving (ureg, fp, decomg,, inp) from O to Fpps:
+ Check that (comy, o) € fre(ureg).
+ Check” that COM.open(comyg,, decomy, fp) = 1.
< Call ideal functionality %, With input (ureg, fp, inp) in the name of O.
5. Upon receiving leak ¢ from %, and output (outo) from 7, p,:
o (comqqy, decomqyg) — commit(0)
< Report output (comq, outo) from F,p, to O.
6. Upon receiving instructions from Z to send (comqg, ser(®), comge(,)), decomge(,)), comy,, decomyy,
com;q, decom;y, o) from O to U:

o U
* COMyger = comge,} 2] comge,)

« decomge, = decomgg) @ decomgg)
« Log™" := (0, comqyq(, decomqsas, 5er(©) | comger, decomser, 0, coMyiy, decomy, 0, comig, decom;q, o)
+ Call ITyerify (Log™®™)

— Allow 5, to deliver output to U.

U and O corrupted: Nothing to do.

{HPUBA -Bookkeeping(k> }Ik<=1 :

U honest, O corrupted:
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1. Upon receiving (bookkeepk, User) from F, .,
. ser & Zp
. (comign)ew, decomgggew) «— COM.commit(0)
o (comqpyy, decomquar) <— COM.commit(0)
« (comyy,, decomy,) «— COM.commit(0)
« (comyg, decomiz) <« COM.commit(0)
o stmty = (comqgy, ser, cOMyy,, com, vkg)
o ITy, < POK.SimProof (tdsim, stmtya, Rvai)
< Report message (comqqy(, ser, comyy, comg, My, comiggew) from U to O.
2. Upon receiving instructions from Z to send (comy,, op,) from O to U:
+ Check® that (comg, o) € frp(ureg).
3. Upon receiving (bookkeepk, comqz(, fp, decomgp, inp) from O to Fpp,:
« Check’ comquyy’ = comqy
+ Check® COM.open(comy,, decomy,, fp) = 1.
< Call ideal functionality %, with input (bookkeepk, fp, inp) in the name of O.
4. Upon receiving leak ¢ from #,,, and output (outo, ,s) to O from F 4
o (com,, decom,) «— COM.commit(0)
o« ifa# L Vs#1then
~ (comgy,, decomyy) < COM.commit(0)
= (comg,y,, decomy,,) < COM.commit(0)
- stmtyy = (comqyy, com’wﬂ, com’q’l,H, a, s)
- II7 « POK.SimProof (tdsim, stmtr., Ry)
- decomyyy = decomy,, ® decom,
. else
~ decomyyy; == decomqq & decom,
< Report output (e, s, com,, outp) from Fppa to O.
5. ifa # L Vs# Lthen
< Report message (comﬁu,H, com,’L’{ﬂ,
6. Upon receiving instructions from Z to send (comys, (ser

o ser™V = (sernew)(o) + (sernew)<U)
(0) (U)

II7) from U to O.

2ew) (0 com 9., decom'O)... 6" from O to U:

new .__
e COMg,™ = COM, new (7] COM_, new
new ._ ( (U)
o decomyy = decomsernew @ decommrleW
+ Log™®™ = (0, comygy, decomyy, (sernev)(O) comlys, decomlyy”, 0, comyy, decomyy, 0, comyg, decomq,
O.HEW)

. Call® HVerify(LOgnew)
< Allow 4 to deliver output to U.

U and O corrupted: Nothing to do but relay messages.

{HPUBA-Outsource(k) }Ik<=1:

U and P honest, O corrupted:
1. Upon receiving (outsourcek, User) from %, , and (outsourcek, pidp) from Fp 5, :
. oser & Zyp
« (comyg, decom;z) « COM.commit(0)
o ((UH)P, (UH)O) — Tspare-Share(0)
. ((inU>P’ <inU>O) < Hspare-Share(0)
+ ((oour)?, (0ouT)?)  Mspare-Share(0)
+ ({ounv)”, (Ounv)©) « Ignare-Share(0)
M (<0a>P’ <Oa>o) — HShare'Share(O)
. (<05>Pa <OS>O) — HShare'Share(O)
* ((0a)", (04)9)  Mshare-Share(0)
« Parse (UHD, com$?), decom'™) ) = (UH)P

UH UH
o stmt = ((UH)O, com,(lz)(, ser, comyg, vko)
o II « POK.SimProof (tdsim, stmt, Ros)

. (com(Un)eW,decom(U,zew) «— COM.commit(0)
ser ser
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< Report message ((UH), (iny)°, (oour)P, (ouw)C, (0a)°, (0s)°, (0a)°, com,(;f){, ser, comyg, II,
m)

oM rew ) from U to O.
2. Upon receiving instructions from Z to send (comflg,)ew, comg,;_{, com(P) com(()giﬁ, com(oigw, comff;),
comf)s), com(P)) from O to P:
« Check? that all commitments are the ones sent earlier.
(linneW)(P) (r_ Zp
Parse:

((LI‘H(P) comfuo,}}{, decom(P) ) = (UH?
. (1n5, com(m) s decomP U) = (ingy)?

0)

P — P
oout?, comOOUT, decomDOUT) = (Oout)

(oUNV comoUNv, decomgUNV) = (ounv )
. (o,x , (O) , decom?, )::<oa)P

P

O ,comOS ,decomg ) = (0,)F

. (0 comOa ,decomg ) = (0,)F

new ) (P) (0) (0) (0) (0) (0) (0)

o
s COMyg gy COMS L COMgqyps COMouyy, COMg, cOmg, coma)( )

< Report message ((lin
from P to O.

3. Upon receiving instructions from Zto send (lin"eV) (0), decom}on)ew) from O to P:
« Check? COM. open(coml Hews decoml ew s (lln“ew)(())) =1
o i = (i) P 4 (lin"ev)(©)

« Append (Iin"", (UH)P, (iny)P, (oour)”, (ounv)?, (0a), (05)F, (0a)F) to for(pidp, k)
- Load current subsession id ssid and append ssid > lin™*" to fin

4. Upon receiving instructions from Z to send ((ser"ev)(O), comiggew, decomieorn)cw, com¥,
decom}™, ™) from O to U:
« Parse ('ZI(H(O), com(P) decom(o>) = (UH)C
. comgj,vlf{ = com(Pq){ ® com,(L%){
« decomyyy, = decom( ) 7 ® decomfuo,i){
o comiY = comgggew [} comigorn)ew
o decomly = decomiggew ® decomig,zew
« Log"™ = (0, comyfy, decomyyy, (ser"¥)(O) | com¥,  decom™¥, lin"¥, compe¥,  decom}s™, 0,

‘com;g, decom;q, o™V)
+ Call HVerify ( Lognew )
< Call ideal functionality %, with input (outsourcek) in the name of O.
5. Allow Fpp, to deliver output to all parties.

P honest, U and O corrupted:
1. Upon receiving (outsourcek,pidp) from F,p, and instructions from Z to send (UH)YP, (iny)P,

(oour)¥, <OUNV)P (0a)P, (0s)F, (02)F) from U to P and (com(on)ew,com(m com<P) (P &)

lin UH » COMoqyr> COMoyyy»
comé};) comg), comO )) from O to P:
Parse:
. ((LIW(P) comfuol){, decom ) = (UH)P

(1nU, com<o) decomP ) = (ingy)¥
(OOUT R comoOUT, decomgOUT) = (oour)¥
. (OUNV ,comOU]lv, decomISUNv) = (ounv)¥
(o como ) decom? ):: (0a)P
i

os?, co ( ) , decom?, ) = (o0s)¥

. (03 ,com0 ) decomg ) = (0,)F

Check shares
« Check* open(com,uH, decom(P) '117-[<P)) =1
« Check? open(com decomfn R 1r1U) =1

a P
« Check open(comOOUT, decomoOUT, OouT ) =1
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e Check” open(com decomSUNv, OUNV ) =1

p

OUNV”

« Check? open(coméa), decomg, ,0q ) =1

« Check® open(com(P) decomg ,05F) 21
+ Check? open(comoa), decomO ,0a ) =1
Perform coin toss with O
(i) (P) & 7,
< Report message ((lin

from P to O.
2. Upon receiving instructions from Z to send ((lin"eV) (O, decomf(n)n)ew) from O to P:

new ) (P) com,(lzi(, com (121)1 comggl)n, comgo) comg?, comgso) comg?))

« Check? COM. open(coml e s decom(on)ew, (lmnew)(o)) =1
o lintevw .= (llnneW)(P) + (llnnEW)(O)
« Append (lin"¥, (UH)P, (iny)P, (oour)”, (ouwv), (0a)P, (0s)F, (0a)F) to for(pidp. k)
« Load current subsession id ssid and append ssid — lin™" to fin.
< Report message (lin"*") from P to U.
< Call ideal functionality ¥, with input (outsourcek, 1) in the name of U.
< Call ideal functionality %, with input (outsourcek) in the name of O.

3. Allow %5, to deliver output to all parties.

{HPUBA—Analytics(k) }Ik(:l:

P honest, O corrupted:
1. Upon receiving instructions from Z to send (comﬁ,, crfp) from O to U:
+ Check that (comyp, o) € frp(analytk).
2. Upon receiving (analytk, pidp) from Fpp, and (analytk, {({UH)®, (in)©, (oour)©, (oun )P, (04)C°,
<Os>0 (02)9), }z 1 Jb. decomy,, inp) from O to Fpp,:
Check® that COM.open(comy,, decomy,, fp) = 1.
« Load® and remove the first Z; entries {(lin, (UHYF, (in)P, (oour)’, (ouv)’, (0a)F, (o),
Z .
(0a)P).} %, from for (pidp, k)
« For every z from 1 to Z, combine®:
- (Z’[(}_{z = HShare'Combi”e(<(l’((}_{z>P: <WW2>O)
- in; = Tspare-Combine({in;)?, (in.)?)
- 0out; = share-Combine({0out;)¥, (0our:)°)
- Ounv; = gpare-Combine({ounv )", (ounv:)?)
— Og; = HShare'Combine(<0az>P’ <Oaz>o)
— Ogz = HShare'combine(<osz>P’ (osz>o)
= Oq; = HShare'Combine(<oaz>Pa <Oaz>o)
< Call ideal functionality %, ,, with input (analytk, fp, inp) in the name of O
and receive leak £.
3. Upon being asked by #, 5, for updated inputs for (zi, ..., zn):
<> Provide inputs {(UH,,, in;;) | 1 < i < n} to ideal functionality Fousa
4. Upon receiving leak {(z,», az, sz, az, outy;) | 1<i< n} from F 5,
» Forevery z; with1 <i < nm:
- (comazl_, decom,, ) & commit(a,)
- clout, = outzi + OouTtz
« For all other z < Z:
- (comazl,, decom,,) Pl commit(0)
- r& IN
= clout, =T+ O0uT;
- a,=1
— Allow 5, to continue.
5. Upon receiving output ({a;, sz}
« Foreachzel...Z:

- fUI(linz) = (Comaz> decomaz, Az, Az, Sz, Oqz, Osz, Oaz, OUNV, Ctoutz)
< Report output ({(az, sz, coma,, ctout,) |1 < z < Z;}, outp) from Fpp, to O.

1o outp) from ﬁ,UBA to O:
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HPUBA-UpdatEZ

U and P honest, O corrupted:
1. Upon receiving (update, User) from ¥, and (update, pidp) from 5,
< Call ideal functionality 7, With input (update) in the name of O.
2. Upon receiving leak ssid from Fpjp,:
« Load lin = fin(ssid)
+ Load® and remove (com}, decom), a’, @', s’, Oy, Os, Oa, OUNV, ctouty”) = fur(lin)
o (comqy, decomquar) «— COM.commit(0)
« (comyg, decomiy) «— COM.commit(0)
. ser & Zyp
o stmt = (comquy, ser, lin, comig, vky)
+ II « POK.SimProof (tdsim, stmt, Ruypa)

. (comiggew, decomigrfew) «— COM.commit(0)
3. if a# L As# Lthen
« (comyy,, decomg ) < COM.commit(0)

* (comgy, decorg;q;) < COM.commit(0)

* decomyy, = decomyy, 659 decoma”
o stmty = (cowﬁ, oMy, COMy g, @, s)
o I « POK.SimProof (tdsim, stmtr,, Rrv)
S — . )
< Report message (comqg(, comyg,q,, comy, . comg, ser, lin, I, Iy, comg,’ ) from U
to O.
4. else
« decomyyy, == decomqq ® decom,
< Report message (comqqy, comyq, ser, lin, II, comgg)) from U to O.
5. fi
< Allow F 5, to continue.

(0) (0)

new new new
opnews A€COM_vew,, comysY, decom

6. Upon receiving instructions from Z to send (com,, com}Sy, (ser™¥)(O) | com s oY,

UH
ctouty, ) from O to U:
?
« Check? com, = com},

?
+ Check® ctouty; = ctouty’

new ._ (0) (U)
e COMgp, = COM, new [S7] COM, new
— (0) )
« decomy’ = decom  new @ decom,, new
+ Log"®" := (0, comg(y, decomyy, (ser"V) (D) come¥, decomS¥, 0, com, decormy Y, 0, comq,
decom;g, o™V)
+ Call® ITyerify (Log™™™)
< Allow 5, to deliver output to all parties.

P honest, U and O corrupted:
1. Upon receiving (update, pidp) from F,,, and instructions from Z to send lin from U to P:
+ Load” and remove (coma, decoma, a, a, s, Oq, Os, Oa, OUNV; Clouty ) = fur(lin)
o Clg =0+ Oy
e ctg =8+ Og
e cf ' =a+0,
> Cldecom, = decom, + Oyny
* Clouty = outy + oour
< Report message (ctq, cts, Cta, Ctiecom,» Clouty;) from P to U.
< Call ideal functionality 5, with input (update) in the name of O and a (random)
corrupted U.

2. Receive output (ok) from to U and O

ﬁ’UBA

@ If this fails, output L and abort.
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We now introduce a series of hybrid games H; and corresponding simulators S; for
protocols ITpypa;. Formally, given security parameter A, each hybrid has the following

form:

_ A
Hl — EXECHPUBAI"?—BB’?-PPA’S’."Z (1 )

We then show for each pair of consecutive hybrids H; and H;44, that, given our underlying
assumptions, no distinguisher can distinguish the two games better than by guessing.

For our proof, we consider the following hybrid games H;:

Hy

Hs

Hs

He
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The hybrid H; is equivalent to the real experiment. That is,

. A
H; = EXECHPUBA,ﬂB,ﬁPA,Sl,Z (1)

This means that all parties execute the real protocol.

All calls to hybrid functionalities, namely to ., Fi and Fp, are replaced by calls

to S,, who simulates their behavior.

B>

Introduces a map fyr to be used by the simulator Ss, which is similar to what an
honest proxy would store for the updates of the user history after an Analytics.
During simulation of Fopa for analytk, ie. after O sent a message (analytk,

j2 decomfp, [‘[((117{)0, <inU>Oa <OOUT>Oa <0UNV>Oa <0a>o» <0s>0, <Oa>o)z}fi1],

inp) to Fpps» and P has sent a message [(analytk, comy, {((UH)P, (iny)?,

(0our)?, (ou)Ts (0a)F, (05)T, (0a)):}75)] to Fopy, Ss computes A honestly
(with fresh coins, if necessary), based on the two inputs. S3 uses IIspar.-Combine
on the inputs to reconstruct UH ,, in,, Oour; Ounvz Oaz> Os, and 0,, for each
user z € [Z]. If reconstruction on any of the shares fails, S3 aborts. With this,
Ss computes (com,,, decom,,) < commit(a,;) and ctout, = out, + Oour,. S3
then adds a new entry (lin, — (com,,, decom,,, a;, @z, S; Ogs Ossz Oaz OUNV2

Ctoutz)) to fur.

During setup, instead of honestly sampling a crs, S4 computes (crszk, tdsim)
SetupSPoK and publishes crs = crszx as common reference string. Also, the simula-
tor stores the verification key vk, of the operator O, which is obtained by simulating
Fgp during the initialization. The simulator stores tdsim, the remainder stays as it is.

Replaces all zero-knowledge proofs of honest parties by simulated proofs (using tdsjim)
created by the simulator. Note that the simulated proofs can be created independently
from (thus without knowing) the actual witness.

During simulation of the Bookkeeping task, instead of computing the addition vector
a alongside its commitment and decommitment information honestly according to
the function A the simulator uses a = 0 alongside commitment- and decommitment-
information (com,, decom,) < COM.commit(0). Note that the values for a and
decom, are not needed for simulation since Hs so the only remaining value visible
to the environment is com,.
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All commitments that honest players create in the real protocol (i.e. those on lin,
ser, UH and id) are now created by the simulator as comy, i.e. commitments to the
zero-vector of appropriate size. Also, whenever the user U is supposed to send a

. r ..
serial number, S; samples a new value ser < Z, and sends this instead of a real
serial number.

All proxies P are replaced by an equivalent machine P’, which behaves similar to
P, with the exception that during the Outsource-task, P’ sends to the simulator the

shares (lin, (UH)T, (iny)¥, (oour)’, (ounv)’, (0a)f, (0)F, (0.)F).

Introduces a map for to be used by the simulator Sy, which is similar to what an
honest proxy would store for the outsource information. It maps pid, X [K] to a
list for(pidp, k) of entries (lin, (UH)E, (iny)F, (oour)t, (ounv)t, (0a)f, (0s)F,

(0a)").

The map is only updated during Outsource-tasks. After Sy received the leak (lin,

(UH)", (iny)”, (oour)”, (0unv)’, (0a)”, (05)", (0a)") from P, Sy adds an entry
(pidp, k) = (lin, (UH)?, (iny)”, (oour)’, (ounv)”, (0a)”, (05)", (0a)") to for.

Introduces a map fin for the simulator which contains a mapping from the cur-
rent subsession id ssid to the linking number /in. The map is only updated during
Outsource-tasks. After receiving the leak (lin, (UH )T, (iny)’, (oour)’, (ounv)?,

(0a)F, (04)F, (0,)F) from the proxy P’, Sy loads the current subsession id ssid and
adds an entry (ssid — lin) to fin.

All calls from honest parties of the form IIgpare-Share(x) for an arbitrary x € Z}’,
during the protocol execution are replaced by calls ITgpare -Share(0) from the simulator,
where 0 = 0" is the all-zero vector of appropriate size. Furthermore, the simulator
takes the role of the proxy P during the computation of the linking number during
Outsource.

Thus the proxy no longer leaks (lin, (UH)T, (iny)?, (oout)’, (ounv)’, (04)F,
<Os>P’ <0a>p) to Si1.

During simulation of Outsource-tasks, linking numbers were created by the simulator
and the operator. The simulator Sy; still stores (lin, (UH ), (iny)f, (oour)?,
<OUNV>P> <0a>Ps <OS>P> <Oa>P) in for(pidp, k).

The linking number lin is known to 8;; due to its participation in the Blum-type
coin toss. The shares are known regardless of the user’s corruption. If the user is
honest, the shares are created by Sy; in the first place and can be stored directly. If
the user is corrupted, the environment sends the shares to the proxy in the name of
the user. This message is visible to the simulator.

All honest user U are replaced by machines U’ that run a similar code as U with
the one exception that during Update-tasks, the actions are restricted to sending the
linking number [in to the simulator Sy,.

The remaining part of the honest user’s protocol for the Update task is played by the
simulator.
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Hl4

Hig
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In the honest user case, Sy, fetches (com,,, decom,_, a,, az, S; Oy, Os; Oay
OUNVz Ctout,) from fur(lin) and follows the honest protocol of U from Hy;.

Introduces incorruptible entity ¥, ;5 , that follows the specification from Section A.3
into the experiment, which is only accessible by honest users and the simulator
through subroutine input/output tapes.

Replaces the trusted signing authority 7SA with a dummy party that immedi-
ately forwards its input to the ideal functionality ¥, and leaks inp to Si4. All
interactions of 7 SA are simulated by S;4 by following the original protocol.

Introduces a map frp to be used by the simulator S;5, which maps a task task €
{ureg,bookkeepK,analytK} to a set of tuples (fp, comg, op) of FP and
corresponding commitment and signature. During simulation of the task SignFP, in
case an input fp can be used for task task, the simulator computes the signature
op on (task, comy,) and stores (comy, op) in frp(task).

The user U is replaced by a new user U’, which skips verification of the signature on
(ureg, comy) and instead asks the simulator if the certificate is valid. Instead of
manually verifying the signature, S;5 verifies that (comg, op) € frp(task).

During simulation of ¥, for the Init-Task, if the simulator receives a message
(Register, pid,, vky) from O to Fap it follows the simulation procedure of Fan
correctly and, if it succeeded, calls %, 5, With input (init) in the name of O.

Replaces all honest user U* by dummy parties that immediately forward their input
to the ideal functionality ¥, 5, With the additional property, that they still leak the
linking number lin during the Update-task (see H») and still call ,,, with honest
inputs when demanded by the protocol; the remaining protocol parts are executed

just as specified in the protocol by the simulator S;7.

817 also controls input to 7,4 for corrupted users during simulation of Outsource-
and Update-tasks. During the Outsource-task, S;7 calls 5, in the name of U
with empty input after the successful exchange of the linking number lin. In the
Update-task, Sy7 calls in the name of U with input (update) after receiving

the first message.

7jPUBA

Replaces the proxies P with dummy parties that forward their input to the ideal
functionality 7, ;5 ,- The remaining messages that the proxies sent will be simulated
by the simulator by honestly following the protocol of P from H;;.

The simulator now enforces that for every task, ¥, 5, is called by the O with the
correct inputs. This causes #p, ., to have input from all parties, which means that
it behaves according to its definition and provides leaks and output to S;9, which
the simulator can use. Thus, Syy can stop simulating ¥,,, by executing A and the
appropriate simulator and instead uses the inputs received from O to ¥, in order
to call ;5 , in the name of O. The leaks obtained by ¥, , are then used as output
of Fropu-
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When executing Ilgh,re-Combine with an honest user and executing the Analytics-
task with arbitrary user corruption, the simulation of #;,, also includes a consistency
check for the operator’s input: If reconstruction with share via IIsp,re-Combine fails,
the simulator aborts. The operator shares are obtained via input to %, the proxy

shares are fetched from for(pidp, k).

When ¥, 4 asks Sy for updated inputs (U ‘H ,, in,) for corrupted users U, during
the Analytics-task, S19 uses IIgpare-Combine to reconstruct those values using the
shares that U created during Outsource. The proxy-shares, ((UH)F, (in)F), are
taken from for(pidp, k). The operator-shares (UH)© and (in)© are extracted from
the simulation of Fp, .

The inputs of the operator O to both the Outsource- and the Update-task do not
contain any secrets, so Sy calls ;4 in the name of O after seeing the first message
of an Outsource-task and immediately after the start of the simulation of the Update-
task.

Hyo Instead of relying on the leaked input ingg 4 and the received data from the operator
to compute whether or not the function parameters fp should be accepted during
the SignFP task, Sz accepts the function parameters if the functionality returs ok
to the operator after both parties sent their inputs. The trusted signing authority is
replaced with a genuine dummy party which does not leak 1ns g4 to the simulator
anymore.

H,; Instead of relying on the leak of lin send by the semi-dummy user U during simulation
of the Update-task for honest users, S;; now uses the leaks on the ssid provided by
Foupa to infer the correct linking number. The honest users are replaced by dummy
users, i.e. they only forward their input obtained by Z to %5, The remaining
interactions with the operator are simulated using the simulator’s knowledge. There-
fore, the simulator uses its mapping from ssid to lin to get the correct linking number
lin during the Update-task.

We now show, by a series of lemmata, that no environment Z can distinguish the real
execution (H;) from the simulated version in the ideal world (H»;) by proving indistin-
guishability of each pair of consecutive games.

Lemma A.3.2 (Indistinguishability of H; and H;). Let Z be a PPT-environment. Let Z
distinguish Hy and H, with probability 1/2 + A. It holds that A € negl(1)(A).

Proof. We are using the UC composition theorems, here. Letting S; emulate F,p,, Fip
and ¥y, is possible, as all of them are UC-functionalities. As such, they can be replaced by
a protocol, for which a simulator SchPA, S¢K . and S(,rB iy respectively, exists that provides an
indistinguishable view against any environment Zy, and Zg . Sy, Is a probabilistic
polynomial time (PPT) algorithm that can be executed internally by S;. This neither
breaks the requirement of S; being PPT —as every party executing the protocol can only
perform polynomially many calls to %, , for each of which S, requires polynomial-time
to successfully simulate —nor does it reduce the distinguishing advantage of Z.
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Assume for the sake of contradiction that there is an environment Z that can differentiate
an honest execution of ¥, in H; from a simulated execution of ¥,,, by the simulator
S, in Hy. We can easily use this environment to build one that can differentiate between
an execution of T},P A N the real world and an ideal execution, where S;z.-PPA provides the
view for Z¢ . This works by encapsulating parties: Our new distinguishing environment
Zy,,, contains the environment Z that successfully distinguished H; and H,, a set of users
{U}, a proxy P and an operator O, all of which acting according to the protocol specified
in Hy. Zg,  essentially forwards everything that Z says to the respective parties. After
Z decides on the game, Z¢  adapts its choice: If Z outputs Hy, Z¢, outputs real to
indicate that this is in the real world. If Z outputs Hy, Z# outputs ideal to indicate
that this is an execution in the ideal world.

It is easy to see that the success probability of Z,  in deciding whether is in the ideal or
real world is equivalent to that of Z in deciding whether it is playing H; or H,. Hence, if
Z has a non-negligible advantage over guessing, we found an environment that breaks
the UC-security assumption of ¥, .

Note that the same line of argumentation also works for . and ¥, which are also
assumed to be UC-secure. [

Lemma A.3.3 (Indistinguishability of H, and Hs). Let Z be a PPT-environment. Let Z
distinguish Hy and Hs with probability 1/2 + A. It holds that A € negl(1)(A).

Proof. The behavior of the two simulators is exactly identical, only that S5 has more
information; namely the map félo ). Since none of the messages depend on fy, indistin-
guishability trivially follows.

Since there is an abort-criteria for the simulator, we also have show that the abort by Ss3
in Hs only occurs iff P aborts in H,. Assume that P and O in H;, have respective shares
(-YP and (-)°. Wlo.g., assume that the share that caused the abort of Fppa in Hz be that of
the user history UH, as the cases for iny, Ogur, Ouny, O, Os and 0, are analogous. In
H,, the two shares are handed over to the subfunctionality Fopa There, they are merged
with IIgpae-Combine, which aborts if the verification of the shares fails.

The simulator Ss3 in Hj does exactly the same steps; it aborts, iff verification in Iy, -Combine
fails. Hence, the abort criteria are identical, the same code is executed by two different
machines. So no environment Z can distinguish the two games. []

Lemma A.3.4 (Indistinguishability of H; and Hy). Let Z be a PPT-environment. Let Z
distinguish Hs and Hy with probability 1/2 + A. It holds that A € negl(1)(A).

Proof. Indistinguishability trivially follows from the trapdoor-nature of COM and POK. If
any environment Z could distinguish the execution of the protocol when using crs created
by crs «— SetupPoK from crs created by (crs, tdsim) <— SetupSPoK with probability % + A,
we can build a PPT-environment Z’ that breaks the indistinguishability of the dual-mode
property of POK, by having Z’ execute the code of all parties in its head. This leads to the
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same success probability of % + A, thus causing A € negl(1)(1) by requirement of the
chosen POK-scheme. [

Lemma A.3.5 (Indistinguishability of Hy and Hs). Let Z be a PPT-environment. Let Z
distinguish Hy and Hs with probability 1/2 + A. It holds that A € negl(1)(A).

Proof. Any PPT-environment Z that could distinguish those two games would trivially
be able to successfully break the dual-mode property of POK, which is not possible by
assumption. [

Lemma A.3.6 (Indistinguishability of Hs and H¢). Let Z be a PPT-environment. Let Z
distinguish Hs and He with probability 1/2 + A. It holds that A € negl(1)(A).

Proof. As already stated in the game description the only used value that is visible to the
PPT environment is the commitment com,. The values a and decom, are only used as part
of the witness in the zero-knowledge proof in the original protocol and are not used since
Hs. Hence, the environment can only see the commitment coms,.

For the PPT-environment Z distinguishing Hs from Hg comes down to breaking the hiding-
property of the commitment scheme COM which is not possible (for the PPT-environment)
by requirement. [

Lemma A.3.7 (Indistinguishability of H¢ and H;). Let Z be a PPT-environment. Let Z
distinguish Hg and H; with probability 1/2 + A. It holds that A € negl(1)(A).

Proof. First, note that since Hs the zero-knowledge proofs II are simulated using tdsim
instead of proving actual properties of the commitments. Hence, the commitments can
be exchanged by zero-commitments COM.commit(0). Other than that, the commitments
are only ever used for homomorphic addition, to which the environment Z only sees
committed values. Any PPT-environment Z that could distinguish the two games Hy and
H; would be able to successfully break the hiding property of the commitment scheme
COM, which by assumption is only possible with negligible advantage. O]

Lemma A.3.8 (Indistinguishability of H; and Hg). Let Z be a PPT-environment. Let Z
distinguish H; and Hg with probability 1/2 + A. It holds that A € negl(1)(A).

Proof. The proxy sends the same messages in both games. None of the messages that
Ss sends depend in any way on the leak provided by P’. The leak is hidden from the
environment. Hence, the distributions for both games are trivially equivalent. O]

Lemma A.3.9 (Indistinguishability of Hg and Ho). Let Z be a PPT-environment. Let Z
distinguish Hg and Ho with probability 1/2 + A. It holds that A € negl(1)(A).
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Proof. In both games, the same messages are sent. The simulator also behaves equivalently,
as none of the messages that Sy sends depend on the information stored in for. Hence, no
(PPT) environment Z can differentiate the two games. [

Lemma A.3.10 (Indistinguishability of Hg and Hyy). Let Z be a PPT-environment. Let Z
distinguish Ho and Hyo with probability 1/2 + A. It holds that A € negl(1)(A).

Proof. Again, the only difference is that the simulator obtains and stores additional in-
formation. As no messages depend on the additional information, the environment Z is
unable to differentiate the two games. [

Lemma A.3.11 (Indistinguishability of Hy, and H1;). Let Z be a PPT-environment. Let Z
distinguish Hyo and Hy; with probability 1/2 + A. It holds that A € negl(1)(A).

Proof. Through Ilgpare-Share, the user creates one-time pad (OTP) encrypted inputs for P
and O; the dummy-adversary D (hence also Z) only ever sees the share of the corrupted
operator, not that of the proxy. Z only has a partial view, which information-theoretically
hides the value that is to be shared due to properties of the one-time pad (OTP). The share
itself is not used directly in any further arithmetic computations—only as input to the
subfunctionality #,,, during the Analytics-task. There, the simulator does not work with
the shares, but with the actual values to simulate %, by computing A.

Hence, differentiation between shares of x and shares of 0 is not possible for any PPT-
environment Z without breaking the security of one-time pad (OTP) encryption.

The computation of the linking number happens via Blum coin toss, where no secrets are
involved, meaning that Sy can easily simulate this part by following the protocol honestly.
This change is hence only cosmetical; the same code is executed on a different machine.
Hence, since the simulator performs the honest computation and does exactly the same as
P’ would, the distributions for both games regarding computation of lin are equivalent.

Since the shares are created by the simulator, S;; does not have to rely on leaks by P’, but
can store them directly, having the same information afterwards. [

Lemma A.3.12 (Indistinguishability of Hy; and Hi,). Let Z be a PPT-environment. Let Z
distinguish Hy; and Hy, with probability 1/2 + A. It holds that A € negl(1)(A).

Proof. First, note that honest user leaking information does not change anything in the
distribution of sent messages, which makes it impossible for the environment Z to distin-
guish. Hence, for indistinguishability, we only have to show that, given the correct linking
number lin, the simulator for the honest-user case has all the information necessary to
report the same messages that U would have sent in Hy;.

During the Update-tasks with honest user U in game H;;, the following tasks are now
performed by Si,:
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+ Depending on « and s (both of which are stored in the clear in fy; which is maintained
by the simulator since H;) the simulator either has to:

— Send (comqey, comﬁu(H, comﬁl’”{, com;g, ser, lin, II, Il comY) )as U to O:

sernew
All the commitments (comqye, comim{, comﬁiﬂ{, com;g and comggrzew) are com-
mitments to a zero-vector (due to H;) and both proofs IT and I, are simulated
using tdgim (due to Hs). The old serial number ser is independent of the proof
and drawn uniformly random by the simulator (since H;). The new serial num-
ber comggiew is a zero-commitment (since H;). Finally, note that the linking
number lin is leaked by the semi-dummy user. Or, for trivial permutation and
direct update vectors:
— Send (comqypy, comyg, ser, lin, II, comg)new) as U to O:

As this message is a subset of the other message its simulatability automatically
follows.

« Verifying outputs:
As the simulator received the message from O and has the proxy’s shares stored in
fur, S12 can follow the honest protocol and abort whenever an honest user would.
Hence, we have to show that Sy, aborts in Hy, iff U aborts in Hy;.

Since in both Hy; and Hi,, the proxy P is assumed to be honest, they send the correct
values to the user. Those values are exactly the same as the ones that S;, has stored
in fur. Hence, the simulator already has the user’s view on those values. Additionally,
the simulator sees messages exchanged between parties; so it also has access to
Ctout, - Since the simulator essentially follows the honest protocol from here on, the
abort-criteria remain equivalent.

O

Lemma A.3.13 (Indistinguishability of H;; and Hi3). Let Z be a PPT-environment. Let Z
distinguish Hq, and Hys with probability 1/2 + A. It holds that A € negl(1)(A).

Proof. Since there is no direct link between Z and 7 4, corrupted parties do not get to
access Fpp,- Honest parties only act according to the protocol from Hj,, which does not
contain any interaction with %, ,. Hence, there is no way for Z to distinguish the two
games, as every action any honest party takes in Hy, is equivalent to their actions in Hys

and the corrupted parties act entirely independent of Fp 5, - [

Lemma A.3.14 (Indistinguishability of Hy3 and H14). Let Z be a PPT-environment. Let Z
distinguish Hqs and Hy4 with probability 1/2 + A. It holds that A € negl(1)(1).

Proof. Indistinguishability easily follows from the fact that the TSA 7" SA leaks its input to
the simulator who performs the same code; hence, the simulator can execute the protocol
of TS A perfectly. Concretely, during the Init-task, the only input to 7SA is init, with

159



A. Appendix for Chapter 3

the key generation algorithm SIG.SIG.Keygen is public knowledge, and for the SignFP-
task, the only inputs are (signfp, inss4), and the protocol can be simulated when
knowing sk 4 (which Sy4 does from simulation of the Init-task).

Thus, the distribution visible by Z is identical and the game hop is purely cosmetical. Our
claim follows. [

Lemma A.3.15 (Indistinguishability of Hy4 and His). Let Z be a PPT-environment. Let Z
distinguish Hy4 and Hys with probability 1/2 + A. It holds that A € negl(1)(A).

Proof. Indistinguishability follows from the EUF-CMA security of SIG: Let Z be an environ-
ment that distinguishes between Hq4 and Hys with probability 1/2 + A with non-negligible
advantage A. From Z, we construct an adversary A on the EUF-CMA property of SIG.
Let C be the EUF-CMA challenger. C provides a signature oracle to A. A flips a ran-
dom coin and simulates either Hy4 or Hys. To that end, A creates all secrets honestly,
except for sky-g 4 and vksg 4. On every executiton of the SignFP-task, whenever A is
supposed to sign (task, comyg,) for O using skgg 4, A forwards (task, comy,) to the
signature-oracle and uses the result as signature.

Now note that we assume that Z successfully distinguishes the two games Hy4 and
Hi5 notably better than by guessing. Since the only difference is in the way signatures
are handled, any distinguishing attack would require Z to input some distinguishing
commitment comy, on function parameters fp into the game, which cause a different
simulation.

First, note that if the signature on comy, is accepted in Hys, it is also accepted in Hyy, as
(comg, op) € frp(k) implies that the SignFP task has been called with input (fp, comy,)
successfully and yielded signature o,. However, the other way is not as clear; the only
differing behavior that can be caused (and used by Z to detect the change) is by preparing
some tuple (comy, op,) that is rejected in Hys but accepted in Hy4. Clearly, the latter
implies that the signature op, on (task, comfp) is valid. The former, however, implies
that Z never called the SignFP-task on fp for function k in the name of O. This means that
(1) A never called the challenge oracle on input (task, comyg,), and (2) The signature
provided by Z on (task, comy,) verifies. Taking both together makes this a valid forgery,
with which A can break the EUF-CMA property of SIG. [

Lemma A.3.16 (Indistinguishability of Hys and Hi¢). Let Z be a PPT-environment. Let Z
distinguish Hqs and Hy¢ with probability 1/2 + A. It holds that A € negl(1)(A).

Proof. The change induced in this game only activates the functionality ¥, . Since, at
this point, it is not accessed by any honest party and neither the environment, nor the
dummy adversary can access Fp 4, indistinguishability between the two games trivially

follows. ]

Lemma A.3.17 (Indistinguishability of Hys and H1;). Let Z be a PPT-environment. Let Z
distinguish Hqs and Hy; with probability 1/2 + A. It holds that A € negl(1)(1).
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Proof. First, note that the environment Z is unable to differentiate between the case where
the honest user (i.e. the ones that are not controlled by Z) forwards their input to %, 1
and the one where they do not, as there is no direct line of communication between ?;,UB A
and either the corrupted parties, or the environment. Hence, this change is impossible to
detect for any environment Z.

We claim indistinguishability of the remaining changes based on the fact that the simulator
817 sends exactly the same messages that an honest user would in Hi¢. Using the leaks,
the simulator in Hy; can create every message that the user would have sent in Hy¢, as we
will show now:

UReg. Here, the user has no secret input; the simulator can safely draw a random key
similar to the real user and respond to calls to ¥ with pk;;. The verification step
is only based on the messages, which the simulator sees; this means, that S;7 can
abort in Hy7; whenever U aborts in Hy.

Bookkeeping. The first message that S;7 has to send here in the name of U is (comq4y,
ser, comyy, comyg, Iy, comglew).

Since Hy, the commitments are commitments on the all-zero vector and hence
independent of the users secret inputs and can be simulated by S;7. Since Hs, Sy7
simulates the zero-knowledge proof Ily,;, which is possible without knowing the
witness. The old serial number, ser, is independent of both comqs; and Ily,;, and
can be drawn uniformly random.

In case any non-trivial permutation « or set vector s is returned from the simulation
of Fpp, and hence the computation of the application-specific function A, S;7 has to
report a second message in which it proves correct update of the user history. This
results in the message (comﬁuw, comﬁLI(H, II1,). The commitments are once again
all-zero commitments due to H;. The proof II7; is simulated due to Hs but requires
knowledge of the full statement. This statement contains comqyg, comﬁuﬂ, comﬁl’“{
(which were chosen as commitments on the all-zero vector due to H7), and @ and s
(which are also required in order to decide if the second message has to be reported
at all; note that both @ and s are known by O and hence cannot be forged or set
arbitrarily). The latter is obtained by simulation of #,,, and hence consistent with
the operators view. Hence S;7 can reconstruct the statement of the second proof
according to Ry, which proves that the output of ¥, has been transferred to the
user history accordingly. Again, we stress that this message is only reported for
non-trivial values of @ and s.

Finally, the simulator has to perform the verification step, as S;7 always used zero-
vectors for shares and can hence verify the values received from O. This is done by
executing the honest protocol, namely by calling Ilyeif, with an honestly created

logbook Log.

Outsource. During an Outsource-task, the shares have been created since H;; by the
simulator anyways. Since Hs and H; the simulator also creates the commitments
and the zero-knowledge proof. The serial is again drawn at random since H; as
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it is independent of comy,, (= comy). Hence, the first message, ((UH)°, (iny)°,
0 — U) e g
(00ur)?, (Ounv), (0)0, (05)0, (0a)°, comly,, ser, Tommg, I, com' )., ) is indis-

tinguishable from the one in Hys.

Verification, again, is only dependent on what the simulator knows already and
hence can be simulated by executing the honest protocol.

Update. The Update-task has been simulated already since Hy,.

For security against a corrupted user U our definition of ¥, ,, requires Sy7 to call ¥, 5 4
in the name of U only during the Outsource-task and not during any of the other tasks:
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« In UReg, all that would change is that ?—;UB 4 adds U to the list of known users,

which is never checked against corrupted users. Interaction with ¥, might still take
place, though, but that one is simulated since H,.

In the Bookkeeping-task the environment essentially talks to itself. Updates to
UH can be done by Z without access to 4 as the operator can sign any user
history UH and thus create a valid new logbook Log. Simulation of %, occurs
outside of the actual protocol since Si7 plays S, since H,.

For Outsource ¥, stores the corrupted user’s information in a list, alongside
that of honest users, and which are used later for the Analytics-task. There, it does
not make a difference if the corrupted user’s UH is input to 7, directly, or if it
is equivocated during simulation of the subsequent Analytics task.

During Analytics the simulator receives input from O to ¥, which contains the
shares the corrupted user U prepared for the operator: (analytk, {((UH)°,

(iny)?, (oour)?, (Ou)? (0a)0, (0s)°, (0a)0).}7%,, fb. decomy, ino). The
respective shares of the proxy were already stored in for(pidp, k) during simulation
of the Outsource-task. Hence all shares can be reconstructed by S;; using the
protocol Ilgpare -Combine. This value is equivalent to the input corrupted users that
would have input to %5 4- S0 S17 can provide 7, With the correct tuples (TYH,

in) for corrupted users.

Correctness trivially follows as the simulator in Hy7 has, at this point, exactly the same
values that are divided to P and O in Hy4. Hence, any attempt by Z to manipulate
data that would have worked in H;¢ also works in H;; and vice versa, making it
impossible for any PPT-environment Z to distinguish.

During the Update-task corrupted users only obtain masked values from the proxy.
This step does not have any consequences for further interaction as ¥, , only loads
and returns data that is not accessed at any further point throughout the lifetime
of the system. Hence, it suffices to call ¥, , in the name of any corrupted user to
have it deliver output to the Proxy.
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Lemma A.3.18 (Indistinguishability of H;; and Hig). Let Z be a PPT-environment. Let Z
distinguish Hq; and Hig with probability 1/2 + A. It holds that A € negl(1)(1).

Proof. Intuitively, the proxy does not have any secret inputs. It only obtains information
via secret shares of the user. At this point, the simulator S;5 already simulates all the
messages sent by the user and hence can act as the honest proxy would by following the
protocol from Hy7.

In more detail, the situation for an honest user is as follows:

Outsource. Since the proxy is now played by the simulator who also sends all messages
on behalf of the user, all messages from user to proxy and vice versa can be ignored.
This automatically resolves most of the Outsource-task; the only interaction between
the proxy and the operator that has to be simulated is during a Blum coin toss to
create lin, which does not depend on any secret inputs at all. This can honestly be
executed by Ss.

Managing foy is also trivially possible, as all the values stored there come from the
user, who is played by the simulator at this point, anyway. Correctness of the values
follows from the fact that S5 only stores information there in H;g when the honest
proxy P in Hy; would.

Analytics. In Hy;, the proxy loads the first Z; entries of for before calling Fp,. We
already argued for the Outsource-task that the information Sig stores in for in Hyg
is equivalent to what P stores during H;7; hence, Si5 can simulate by following the
honest protocol.

Storing the information in féf ) after the simulation of Fop 1 Not required anymore,
as it only contains information that the simulator can infer from f.

Update. The protocol for the Update-task consists of two disjoint parts: the interaction
between the user and the proxy and the interaction between the user and the operator.

The latter is independent of anything the proxy does. The former is independent of
anything the environment Z (or the dummy-adversary 9) do and does not have to
be simulated, as Z does not have the ability to read messages exchanged between
honest parties.

For a corrupted users the changes for the Outsource- and Update-tasks are as follows:

Outsource. Here, everything works by following the protocol of P honestly. The simulator
receives the shares, which are send from U to P. Those can be stored in for(pidp, k).

Since the simulator now also performs the Blum coin toss, S;s knows lin and can
send it to the user directly.
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Update. The only interaction that has to be simulated is the part where P, after receiving
lin from U, sends (cty, cts, cta, Ctgecom,» Ctouty) to U. During simulation of the
task for Analytics both values were created honestly and stored in fy;(lin). Since
lin is obtained from U, the proxy in Hy; will send exactly the same message as the
simulator in Hg.

This shows that the two games are indistinguishable for all PPT-environments Z. ]

Lemma A.3.19 (Indistinguishability of His and H19). Let Z be a PPT-environment. Let Z
distinguish Hqg and Hyo with probability 1/2 + A. It holds that A € negl(1)(A).

Proof. Indistinguishability of the first change, namely that computations of A are replaced

by leaks from %, 4, follows from the following facts:

1. In both hybrid games, the result of the computation is based on the output of A. The
simulator performs this computation in Hyg; there, it acts honestly according to the
simulator description, hence S;9 would not cheat. The functionality %, ;, is, by
UC-conventions, modeled as an incorruptible entity and hence performs the same
honest computation. Hence, both parties compute A honestly.

2. Both parties, #,5, in Hi9 and the simulator in His, use exactly the same input.
Until the point where the interaction takes place, the simulators in both Hyg and Hyg
behave equivalently, leading to an identical view for Z. From there on, the simulator
in Hg performs the computation A(-) directly and obtains the outputs. In Hyo, S19
forwards the same input to %5, (Which is possible because both have the same
interface). The functionality then uses this input in order to compute A. The outputs
are leaked to Sy9 via functionality output, who now has exactly the same values as
in Hig and can continue equivalently.

Hence, the parts involving interaction with #,,, remain equivalent, as essentially the
output data that S;9 obtains in Hy9 via leakage has been created similarly to the output
that the simulator computed in Hs.

We now have to show that the abort-criteria remain equivalent. In Hyg, 819 aborts if the
input of O to #,p, differs from the shares that U sent to O during the Outsource-task.
In His, the user aborts via %, , as shares that were changed by the operator would be
recognized as forgery due to Ilyeiry With overwhelming probability.

Next, we have to prove indistinguishability of the equivocation step for corrupted users.
To that end, we claim that the updated input shares that S;9 inputs to %, are the same
that were shared during the Outsource-task and that would have been used by the proxy
and operator in a real execution. The proxy-shares were treated similar to a real execution,
as the simulator stored the message that was received during the Outsource-task in for.
The operator shares were taken from Os input to #,,, and are hence also visible to the
simulator. Hence, the same values that would have been taken as input for A in Hyg are
also taken by %, in Hig. As mentioned above, ;5 computes A just as was done in
previous games, so no environment can distinguish. [
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Lemma A.3.20 (Indistinguishability of Hig and Hy). Let Z be a PPT-environment. Let Z
distinguish Hq9 and Hyy with probability 1/2 + A. It holds that A € negl(1)(1).

Proof. Again this gamehop is only cosmetical as the same code still is executed on the
same inputs, but from a different machine. In Hyy the simulator obtains ins g4 from the
(semi-)dummy TSA and (fp, comg, decomg, task, ing) from the corrupted operator
and then performs some consistency checks regarding the FPs before evaluating A. In Hy,
the simulator only obtains (fp, comyg, decomg, task, ing) from the corrupted operator
and then performs the same consistency checks regarding the FPs before inputting (fp,
task, inp) to F,p,- The input from the TSA—ingssg—was already forwarded by the
honest dummy party to %5, S0 the inputs are the same.

Indistinguishability thus follows directly. [

Lemma A.3.21 (Indistinguishability of Hyy and Hy;). Let Z be a PPT-environment. Let Z
distinguish Hyy and Hyy with probability 1/2 + A. It holds that A € negl(1)(1).

Proof. The situation only changes during Update-tasks with an honest user, where the
simulator Sy; in the honest-user setting does not receive the leak lin from U, but instead
the subsession id ssid of the respective Outsource-instance from %, , - Since the simulator
updated the list fix correctly during the simulation of the Outsource-task, S,; can obtain
the same linking number lin in Hy; that U has sent in Hyy.

Given that Foupa 18; by definition, incorruptible, it will always send the correct subsession
id ssid to the simulator Sy;. During the Outsource-task, the linking number lin was
honestly created by the simulator S;; in an interaction with O. This number is used by
all parties as linking number and is stored in fiN just as honest parties would store it.
During the Update-task, an honest user would look up their linking number, which can be
simulated by following the program of U and fetching it from fix.

Hence, there is no way that the linking number an honest user would store during an
Outsource- and later reveal during an Update-task in Hyy would differ from the linking
number that the simulator stores (and later reveals) during the simulation of Hy;. O

The final game, Hy;, corresponds to our ideal world. Since we have shown that no efficient
environment Z can differentiate this from the real execution in Hy, our corollary follows:

Corollary A.3.22 (User Security). For all environments Z who statically corrupted the
operator, it follows that

os—auth
(ﬁPA’ ﬂB’ 7:SMT’ ?—SMT

, Fe
ITpupa ) >pe Foupa

We have shown in Lemma A.3.2 to Lemma A.3.21, that under static corruption of the
operator, the simulator Syse. acting in the ideal world can provide a view for Z that is
indistinguishable from a real execution of the protocol:

. C oA
VIEWZ ATpuga ~ VIEWZ Susee. Foupa
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A.3.2. System Security

This section contains an investigation of the remaining corruption scenarios, namely the
ones that are relevant to maintaining privacy of an honest operator. That is, we consider
scenarios where any subset of users and proxies can be corrupted and present a simulator,
which provides a view in the ideal world that cannot be distinguished from a real-world
execution.

Simulator Ssygsec for corrupted users and proxies

I1-Shared State:

« Trapdoor tdey for extracting proofs.

« Signature key pair (vkg, skg)

« Signature key pair (vkqg4, skygz)

« List Lggp, of observed serial numbers.

« Partial mapping fip on G: pky; + pidy; that maps user public keys pk;; to the pid of the corresponding user

« Mapping £’ on {1,...,K} that maps k to a list £’ (k) of entries (lin, (UH)P, (iny)*, (oour)”,
(ounv)¥, (0a)F, (0s)P, (04)F) for every honest proxy P

« Mapping £\ on {pidp} x {1,...,K} that maps (pidp, k) to a list £\ (pidp, k) of entries (lin, (UH)©, (iny)©,
(00ur)?, (Ouv)9, (04)?, (05)?, (0a)?)

« One partial mapping ]%(IP ) on {lin} with lin > (ctq, cts, cta, Ctiecom,s Ctout ) for every honest proxy P

« Partial mappinng(IO) on {lin}. lin— (a, s, coma, ctoutys)

« Partial mapping fin on {ssid} : ssid — lin

+ Mapping frp on ({ureg UbookkeepK U analytK} x L) that maps a task task and a FP-index £ to a tuple (comy,,
decomy,, op,) of a commitment and a signature.

IIpypa-Setup:
1. Run a modified version of crs « Ilpyga —Setup(l/l)
« crszg < SetupPoK is replaced by (crszk, tdext) < SetupEPoK for extracting proofs.

IIpyga -Init:
1. Upon receiving (init, pidgs) from Fyp,:
« Create and store a signature-key pair (skg, vky) SIG.Keygen(1%)
+ From now on, reply to ¥ calls of the form (Retrieve, pid,) with vk,
< Allow 5, to continue.
2. Upon receiving (init, pidsgz) from Foypa:
+ Create and store a signature-key pair (skyg4, Vkrs4) < SIG.Keygen(1%)
+ From now on, reply to F calls of the form (Retrieve, pidsg4) with vkyg4

< Allow 5, to continue.

TIpypa-SignFP:

O honest, 7S A honest:

1. Upon receiving leak (task, ¢) from %y,
« Compute (comy, decomy) «— COM.commit(0).
+ Compute oy, < SIG.Sign((task, comp), skqysq)-
« Store frp(task, ¢) = (comy, decomfp, afp)A

166



A.3. Security

ITpyga -UReg:

U and O honest:

1. Draw random user public key pk;; &Gy

2. From now on, reply to ¥y calls of the form (Retrieve, pidy;) with pky,
3. Report encrypted messages.

U corrupted, O honest:
1. Upon receiving instructions from Z to send (Retrieve, pidy) from U to Fp:
< Report output (vky) from Fp to U.
2. Upon receiving instructions from Z to send (Register, pidy, pky) from U to Fyp:
« If a previous call (Register, pidy;, pky;) to Fy for some pky; has been previously recorded, abort in the name of O.
3. Upon receiving leak ¢ from Fpp,:
« Set® (como, decomy, o) = frp(ureg, ¢).

4. Upon receiving instructions from Z to send (II, com;q, comiggew) from U to O:
« If fin(pkyy) # L abort, else set fip (pky;) = pidy;
« stmt = (pkyy, comg)
. Check? POK.Verify(IL, stmt, Ryg) = 1
< Report message (comg, o) from O to U.
5. Upon receiving instructions from Z to send (ureg, comg, iny) from U to Fpp,:
+ Check® COM.open(comy, decomg, 0) = 1.
< Call 5, with input (ureg, iny) in the name of U.
6. Upon receiving output (UH, outy ) from Fpp:
« (comqsqy, decomqzy) < COM.commit(UH)
. (sernev)(O) <r—ZP
. (comiggew, decomieorn)ew) — COM.commit((ser"¥)(©))

o COMgenew = com(o) e)comw)
ser Sernew Sernew

o (comyy, decomyy) < COM.commit(0)
+ 0 « SIG.Sign(skg, comqz||comsemew || comysy, || com;q)
< Report output (UH, decomqs(, outy) from Fpp, to U.

@) o
< Report message (comqqy, (ser™™) (0), comiergew, decomier,?ew, comyip, decomy,, com;y, decomiy, o)
from O to U.
> Allow F, 5, to continue.

{HPUBA -Bookkeeping(k> }Ik(:1 :

U corrupted, O honest:

1. Upon receiving leak (£) from Fpyp,

and instructions from Z to send (comqy, ser, comyp,
comyg, yy, comiggew) from U to O:

o stmtyy = (Comqg, ser, COMyy, cOM;g, vk )

+ Check® POK.Verify(crszk, Rval, stmtyas, yg) 1

+ Check® ser ¢ Lo,

o Lgeg = Lggg U {ser}

« Set® (comg, decomy, o) = frp(bookkeepk, ¢).
< Report message (comy, op,) from O to U.

2. Upon receiving (bookkeepk, UH, decomqgy, compy, ingy) from U to Fpp,:
+ Check® COM.open(comy, decomg, 0) = 1.
« Check® COM.open(comqys, decomqeqs, UH) )
« Extract pky; using POK.ExtractWit (tdext, Iy, stmtve, Rvar)
+ Load’ pidy; = fip (pky)
+ Choose U’ as the user corresponding to pidy;,

167



A. Appendix for Chapter 3

< Call ideal functionality #,;,, with input (bookkeepk, ing) in the name of U’
3. Upon receiving output (&, s, a, outy) from F, 5, to U:
« Compute (com,, decom,) < COM.commit(a)
< Report message (&, s, a, com,, decom,, outy) from %, to U
4. ifa# LVs# 1then

« Upon receiving instructions from Z to send (comZu(H, Com:L,(’H’ I17) from U to O:
- stmtyy = (comqyy, comﬁ”,H, comﬁl’{,H, a, s)
?
- Check? POK.Verify (Il7,, stmtgy, Ryy) =1
fi
5. Compute new user history.
new ._ ’7
e COMg g "= COMg gy & com,
. (ser“ew)(o) L Zp
. (comie?,zew, decomgfr),zew) — COM.commit((ser"¥)(©))
— (0) )
o comig = €M, new & com, new
« 0™V « SIG.Sign(skp, com‘qu,"]f{llcom?frwllcomli,,||coml-d)
< Report message (comy;y, (sernev)(O), comieor,:ew, decomieorn)ew, o™%) from O to U

< Allow 5, to deliver output to O

{HPUBA -Outsource'® }Ik(:l :

U, P and O honest:

1. Upon receiving (outsourcek, User) from 7, (outsourcek, pidp) from F,, and (outsourcek, pid,) from

UBA’
Fpusa®
« Append an empty entry (L, ..., L) to félp) (k)
« Append an empty entry (L, ..., 1) to fcglo) (pidp, k)
— Allow 5, to continue.

U corrupted, P and O honest:

1. Upon receiving (outsourcek, pidy) from F, 5, and (outsourcek, pidp) from ¥, and instructions from Z
to send ((UH)C, (iny)©, (0our)©, (ounv)©: (0a)C, (05)C, (04)€, ser, Tamig, I, com'”).) from U to O and
(UH)P, (iny)P, (oour)”, (ouw)?, (0a)?, (05)F, (0a)F) from U to P:

- o (0)
o stmt = ((UH)®, comg 1,

« Check® POK.Verify (crszk, Ros, stmt, IT) 1

+ Check® ser ¢ Lgpp

o Lgpg = Lggg U {ser}

« Combine®? UH := Tghare-Combine((UH)C, (UH)T)

« Combine? iny := Mspare-Combine({iny )°, (iny )¥)

« Combine® ogyr = Mghare -Combine({0our ), (0our)¥)

. Combinez ouny = Hspare-Combine({ouny )©, (ounv )¥)
b

ser, com;g, vk)

« Combine? 0 = Igpare-Combine({0¢ ), (04 )¥)
« Combine? 0y = Igyare-Combine({0s)C, (0, )F)
« Combine? 0, = Mgpare-Combine({0,)°, (0, )F)
R Zy
« Append (Iin™¥, (UH)P, (iny)P, (oour)’, (ounv)F, (0a)F, (0s)F, (0a)F) to fcgf) (k)
+ Append (lin"™", (UH)O, (inu), (0our)?, (o) (02)°, (04, (04)°) to £ (pidp, k)
« Extract pky; using POK.ExtractWit (tdex:, IL, stmt, Ryar)
+ Load® pidy; = fip (pky)
- Load current subsession id ssid and append ssid — lin™*" to fin
< Call ideal functionality F,;,, With input (outsourcek, iny) in the name of U’.
2. Upon receiving output (0k) from #, 5, to U’
o (sernev)(0) L Zy

. (comi_ggew, decomiggew) — COM.commit((ser™¥)(©))

new ._ (P) (0)
s COMy g = COMy 0, (2] CoMey 0
« com = com V), ® com ),

+ (comieY, decom)") « COM.commit(lin"")

lin
« 0"V « SIG.Sign(sko, comgfy ||comigy || comyS™

e [comia)

168




A.3. Security

(0)

serh€w>

< Report message ((ser"ev)(O), comign)ew,

< Report message (1in"*") from P to U.
< Allow 5, to deliver outputs to P and O.

decom comﬁ‘;’l‘”, decom".iw, "% from O to U.

li

U honest, P corrupted, O honest:
1. Upon receiving (outsourcek, User) from F, 5, and (outsourcek, pidy) from Fp 5,
o ((UH)P, (UH)P) — Hshare-Share(0)
* (<inU>Pa <inU>o) — HShare'Share(O)
« ({oour), (0our)®)  Msnare-Share(0)
- ((ounv)?. (ounv)?) « Mgpare-Share(0)
° (<Oa>P: <Oa>o) — HShare'Share(o)
. (<OS>P3 <Os>o) ¢ Hspare-Share(0)
* (<03>P’ <Oa>o) — HShare'Share(O)
< Report message ((UH)T, (iny )T, (oour)’, (ounv)’, (0, (0s), (0a)F) from U to P and
encrypted message from U to O.
< Call ideal functionality ¥, 5, with input (outsourcek) in the name of P.
2. Upon receiving output (0K) from ¥, to P:

(lin"™)© & 7,

(com;i?n)ew, decoml new) «— COM.commit((lin"*")9)
« Parse:

- (DUHO, comgq){, decom = (UH)©

- (= )1nU,com decomo = (1nU)O

- (%)oour?, com, ( ,decomo = (oour)©
oouT oouT
o .
- (x)ouw, ComéUNV, decom, . = (ounv)®

- (¥)0g° comoa,decomga =(0g)°

- (%)os© comOS ,decorn0 =(04)°
- (%)0,9 como) decom =(0,)°
< Report message (comhfn)ew, comr(;) s com(P)U , comégzn, comgﬁw, comg;), comg;) , com0 ) ) from O to P.
3. Upon receiving instructions from Z to send ((lm“ew)(P ), com,(L(’?]L, com(i(zzl, comégl)n, comégllv,

comé ), comg?, com(oo)) from P to O:

. Check® open(com'Q) decom(o) (L{‘H<O)) =

'LIH’
« Check? open(com alecom‘l)n R 1nU) =1
« Check® open(comOOUT, decomOOOUT, oout®) z 1
« Check® open(comOUNV, decomg)UNV, ounv©) z 1
« Check* open(com(o) decomooa Ou )=1
+ Check® open(comgJS ), decom ) =1
« Check* open(com(o) a'ecomga,oa ) 4

< Report message ((lin™V)©, decoml(:;n)ew) from O to P.

4. Upon receiving instructions from Z to send (lin"*") from P to U:
« Check® lin™ £ (1in"")(©) + (lin"*¥)(P)
« Load current subsession id ssid and append ssid — 1in"" to fin
+ Append (lin"™", (UH)O, (iny)©, (0our)®, (0uw). (0a)7, (050, (04)°) to 5 (pidp. k)
< Allow %5, to deliver outputs to U and O.

U and P corrupted, O honest:

1. Upon receiving (outsourcek,pids) from Fpyp, and instructions from Z to send {(UH)YO, (iny)©,
(00ur)©. (ounv)C. (0a)©, (05)©, (0a)©, ser, Trmg, 11, com ") from U to O:
+ Check” ser ¢ Lgpp
o Lgpg = Lggp U {ser}

. Parse (7/{7—((0) com(P,}){, decom(o)) = (UH)C

o (P) O — o
« Parse (1nU, cominU, decominU) = (ingy)

o (P) o — o
s COMG s decom, = (Oput)

« Parse (OOUT ooUT
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o o )
« Parse (OUNV ,com, OUNV, decomOUNV) = (Ounv)
« Parse (o,x (P) decomo ) = (0g)°
« Parse (oso, comOs ,decomoo) =(04)°

« Parse (Oa ) comOal ,decomg ) = (0,)°
. (lin"ew)o —Zp

. (comgi(n),?ew, decoml neW) «— COM.commit((lin®*")9)

< Report message (comgl_?n)ew, com,(;l){, com(P>U, com(olgin_, comgm)w, COMg,,, COMog, COMg, ) from O to P
P . : new (P) (0) (0) (0) (0)
2. Upon receiving instructions from Z to send ((lin"™")"), COMy g cominu, CoMy s COMG s

(0) (0)

comg,, comg, m(o)) from P to O:

o stmt = ((UH)O, co ’(1?7){ ser, comyg, vko)

« Check® POK.Verify (crszk, Ros, stmt, IT) 2

+ Check” open(com,(uli(, decom(o> ‘H(H(O)) =

« Check? open(com decomo

iny ,1nU) _1

ing’
o
« Check? open(comoOUT,decomOOUT,ooUT ) 11

R
« Check” open(coméﬁ&v, a'ecomgUNv, ounw©) =1

+ Check” open(comg?, decomooa 049) 21

« Check? open(comOs ), decomo 0) 4
« Check? open(coméa ), decomooa, an) z 1
« Extract pky; using POK.ExtractWit (tdex:, I1, stmt, Ros)
«+ Load® pidy; = fio (pky)
< Call ideal functionality ¥, With input (outsourcek, 1) in the name of U’
< Call ideal functionality %}, ;, With input (outsourcek) in the name of P
3. Upon receiving output (0k) from %, to U’ and output (ok) from to P:
Compute commitments and signature:
« Set lin = (lin"")© + (lin"*V)®)
+ Append (lin™™, (UH)?, (ing)°, (0our)?. (0ux)?. (04)°, (0)°. (02)°) to £ (pidp, k)
. (ser“ew)(o) L Zp

ﬂUBA

. (com new, decom(ogew) «— COM.commit((ser™¥)(©))
new ._ (P) (0)
s oMy = com(Uﬁl 53} com(u(lé)
o oMY = COM, pew B COM ey
. (comﬁi‘” decom;;") < COM.commit(lin"™)
« 0"V « SIG.Sign(sko, comgy, ||com?§rw||com“ewllcom,d)
. New (O) (0) new (O) (0)
< Report message ((lin"")'%), decomhnnew) from O to P and message ((ser™%)(®), oM, new
decomiggew, com™, decomy ™, o™*V) from O to U.

— Allow 5, to deliver outputs to O.

{HPUBA -Analytics(k> }115:1

P and O honest:
1. Upon receiving (analytk, pidp) from 7,5, and (analytk, pidy) from Fpp,:
. Load® and remove the first Z; entries {(lin, (UH)T, (iny)P, (oour)’, (ouw)¥, (0a)F, (0s)F,
(0)P).1 %, from £17 (k)
« Load* and remove the first Z; entries {(lin, (UH)C, (iny)?, (oour)®, (ouw )P, (0a)°, (0s)°,
Z .
(02)9):} 2%, from £ (pidp, k)
« Forevery z € {1,...,Z;} with lin, # L, combine®:
- UH, =Tgpare-Combine((UHHT, (UH,)O)
- inUZ = HShare'Combine<<inUz >P, (inUz >O)
- 0out; = share-Combine({0out;)¥, (Oour:)°)
- ounv; = share-Combine({ounv )%, (ounv:)®)
— Oq; = HShare'Combine«Oaz)P’ <Otxz>o)
- Os; = HShare'combine(<osz>P3 <Osz>o)
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= Oa; = Hshare'combine“()az)P’ <Oaz>o)
— Allow F, 5, to continue.
2. Upon receiving leak (z, o, sz, a;, outy,) from Fpusa» do for each z for which a leak (z, -, -, -, *) exists:

+ (com,,, decom,,) < commit(a,)

o Clg, = Az +O0qg,

o Cts, =8z + Os;

o Cly, ‘=az; + Oy

o Cldecom,, = decom,, + Oynv

* clouty, = outy, + oour,

o f3P)(ling) = (ctas cts, clas Cliccomgs Clouty )z

O .
* fU(I )(lmz) = (0tz, Sz, COMa,, Clouty )z
< Allow 7,5 to deliver outputs to all parties.

P corrupted, O honest:
1. Upon receiving (analytk, pidy) from 7, and leak ¢ from Fpp
+ (comy, decomy, op,) < fip(analytk, £)
< Report message (comy, op,) from O to P.
2. Upon receiving instructions from Z to send (analytk, comg, {{(UHYP, (iny)P, (oour)’, (ouwv)F,
Z
<0a>Ps <Os>Ps <Oa>P)z}zi{1) from P to 7:PPA:
+ Check® COM.open(comy, decomg, 0) = 1.
+ Load® and remove the first Z; entries {(lin, (UH)C, (iny)°, (oour)®, (ouw)? (0a)°, (0s)°,
Z (o] .
(02)9):} 2%, from £ (pidp, k)
« For every z from 1 to Z;, combine®:
- UH, — Tgpare-Combine((UH )T, (UH,)O)
- ing, « Mspare-Combine({in,)¥, (in,)°)
- 0out; — Hshare-Combine({0out)*, {(Oour:)°)
- ounv; < Hshare-Combine({ounv ), (ounv:)°)
= Og; < HShare'Combine(<0az>Ps <Oocz>o)
— Ogz < HShare'combme(<Osz>Pa <Osz>o)
= Oaz; & HShare'Combine(<Oaz>P’ <Oaz>o)
< Call ideal functionality %, with input (analytk) in the name of P.
3. Upon being asked by 7,5, for updated inputs for a set idcorrupted = {[Zk], U, corrupted}:
+ Send inputs {iny, |z € idcorrupted } t0 Fpypa
— Allow F, 5, to continue.
4. Upon receiving leak {(z, @, sz, a;, outy,)|z € id corruptea} from Fpp, and output (0k) from Fp,jp, to P:
o Foreachzinl,...,Z:
- Ifanentry {(z),-,-, -, -} exists in the leaked set:
* Clg, = Q7+ Og,
* Cls, '=8; + Og;
* Cla, '=az + Oa,
« (comy,, decom,,) < commit(a;)
* Ctdecomaz = decomaz + Ounvz

* Ctoutuz = OutUZ + Ooutz

P .
* f[}[ )(lmz) = (Ctaz, cts,, Cta,, Ctdecomaza CtoutUZ)
[0) .
* U(1 ) (liny) = (a, s, comy,, clouty, )
— Else:

» Draw random Cta,, Cls,, Ctay, CtOUtUZ and ctdewmaz

P .
* fU(1 )(lmz) = (Ctay,, Cts,, Cta,, Cldecomy, » Ctoutuz)
Z
< Report message {(cta,, Cts,, Cta,, Cldecoms,s clouty, ) }zi‘l from F,p, to P.

< Allow 5, to deliver outputs to O.
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HPUBA—Update:

U corrupted, P and O honest:
1. Upon receiving (update, pidp) from F, ., and instructions from Z to send (lin) from U to P:
o XA (lin) # L

- Load and remove (ctq, cts, Cta, Ctdecomy» Clouty) = [;IP)(lin)
< Report message (ctq, Cts, Cta, Cliecomys Ctouty ) from Pto U.
« otherwise continue without reporting a message

2. Upon receiving (update, pidy) from Fpyp .

+ Load” and remove (@, s, coma, ctouty,) = fU(IO) (lin)
3. if a # L Vs # L then

Upon receiving instructions from Z to send (comqey, com’wﬂ, com’q’”{, comyg, ser, lin, TI,
7, comf_gn)ew) from U to O:
Check proof:

- stmt = (comqqyy, ser, lin, comq, vky)

- stmtyy = (comqyy, com’w,H, com’q’l,H, a, s)
?

— Check® POK.Verify (I, stmt, Rypq) = 1

— Check® POK.Verify(crszk, Rrv, stmtry, I71y) 14

new ._ ’r
COMg g = COMg g, & com,

4. else
Upon receiving instructions from Z to send (comqyg, comyq, ser, lin, II, comiggew) from U to O:
Check proof:
- stmt = (comqp, ser, lin, comig, vky)
)
— Check?® POK.Verify (I1, stmt, Rypqa) =1
- comgy = comqq ® comy

Check serial number:
+ Check” ser ¢ Lgpp
o Lggg = Logg U {ser}
« Extract pky; using POK.ExtractWit (tdey:, II, stmt, Rupd)
+ Load® pidy; = fip (pky)
< Call ideal functionality #;,, with input (update) in the name of U’.
6. Upon receiving output (e, s, a, outy) from Fpp, to U”:
Draw share of new serial number:
. (serneW)(O) (r_ Zp

. (comiggew, decomge(r)gew) — COM.commit((ser"¥)(©))

Compute commitments and signature for updated user history:
— (0) )
o comgy = COM_y new D COM G, pew .
« (comle¥, decomy:") < COM.commit(0)

« 0™V « SIG.Sign(sky, comﬁfmlcom?f,wllcomﬁiwﬂcomid)

o (0)
— Repo)rt message (coma, comyyy, (ser"®%) (0), comger,zew, decom, new, comis¥,  decomy ¥, o"¥,
ctouty, ) from O to U.
< Allow g, to deliver outputs.

U honest, P corrupted, O honest:
1. Upon receiving (update, pid,) and (update, User) from %,
< Call ideal functionality %55, With input (update) in the name of P.
2. Upon receiving leak ssid from 5,
« Load® lin := fin(ssid)
< Report message (lin) from U to P.
3. Upon receiving instructions from Z to send (cta, cts, Cta, Ctdecom,> Ctouty, ) from P to U:
+ Check® (ctq, cts, Cta, Ctdecomys Cloutys) ?:fU(IP) (lin) and remove the entry.

< Allow ¥, 5, to continue.
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U and P corrupted, O honest:
1. Upon receiving (update, pid,) from Fpjp,:
+ Load” and remove (@, s, coma, ctouty,) = L§IO)(lin).
2. if a # L Vs# L then
Upon receiving instructions from Z to send (comqy, com%I,H,
7y, comign)ew) from U to O:
Check proof:
o stmt = (comquy, ser, lin, comig, vky)
o stmty = (comqy, comfuﬂ, comil’lw, a, s)
« Check? POK.Verify(Il, stmt, RUpd) ?:1
« Check® POK.Verify (crszx, Ry, stmtqy, Tlgy) = 1

new ._ ’”
o COMg gy = COMg g, @ comy

comﬁ[’l(H, comyg, ser, lin, TI,

3. else
Upon receiving instructions from Z to send (comqqy, comyg, ser, lin, II, comiggew) from U to O:
Check proof:

« stmt = (comqy, ser, lin, comyg, vky)

+ Check® POK.Verify (I, stmt, Rypa) ?:1
« comgy = comqq @ com,
4. fi
Check serial number:
« Check® ser ¢ Ler
o Lgpg = Lggg U {ser}
« Extract pky; using POK.ExtractWit (tdext, IT, stmt, Rypq)
+ Load’ pidy; = fip(pky)
< Call ideal functionality %5, with input (update) in the name of U’.
< Call ideal functionality ;, With input (update) in the name of P.
5. Upon receiving output (0k) from %, 5, to P and output (@, s,a, outy) from Fpp, to U”:

o) r
o (ser™ev)( )<—Zp

. (comie?,zew, decomieorn)ew) « COM.commit((ser™¥)(©))

new ._ (0) (U)
* COMg,, = COM_ Jew D COM , new

« (compeY, decomy:") < COM.commit(0)

+ 0™V « SIG.Sign(skp, com‘,ziy(llcom?fr"v||com‘l“iiw|lcomid)

< Report message (comy, com‘qu,vlf{, (ser™V) O, com
ctouty, ) from O to U.
— Allow 5, to deliver output to O.

(0) decom(o) comy;.‘:lw,

serNe€w > ‘serN€W>

decom™™ new’

lin > 9

¢ If this fails, output L and abort.
b 1f this fails, use a default value 0.

For our proof, we consider the following hybrid games H;:

H; The hybrid H; is equivalent to the real experiment. That is,

. A
Hy = EXECHPUBA,ﬂB,ﬂPA,Sl,Z(l )
This means that all parties execute the real protocol.

Hy All calls to hybrid functionalities, namely to Fp,, Fi and ¥y, are replaced by calls
to Sz, who simulates their behavior using the respective code of the simulators Sg,
and S¢ .

BB

Hs The simulator now maintains the list Lopgs in which it stores the serials that were
opened by a user. That is, whenever a user proves that the used logbook Log is
“fresh” and hasn’t been used before by sending a serial number ser together with a
proof IT during any of the tasks for Bookkeeping, Analytics or Update, Ss verifies
the proof and aborts, if either the proof fails to verify or if serial is already contained
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in L. If no abort happened, S; adds ser to the list Ly ,. The code of the operator
O is changed in such a way, that the checks that the simulator does now are not
performed again by the operator.

H4 Introduces a map fL(HO) and for each proxy a map félp) to be used by the simulator
Sy: élo ) is similar to what an honest operator would store for the updates after the

Analytics-task, féf ) is the equivalent for the respective proxy. During simulation
of Fops for Analytics-tasks, i.e. after O sent a message (analytk, fp, decomy,

. 7 .
{((UH)°, (iny)?, (oour)® (ounv)?, (0a)?, (05)7, (0a)°):}:E,, inp) and P
input (analytk, comg, {((UH)F, (iny)’, (oour)’, (ounv). (0a), (04)7,
(0,)F )Z}ZZi 1) to Fppa, Simulator Sy computes A honestly (with fresh coins, if neces-
sary), based on the two inputs. S; uses the protocol IIsh,re-Combine on both received
shares to reconstruct UH ,, 0y, Os,, Oaz, OouT, and Oyny, for each user z € [Z]. If
reconstruction on any of the shares fails, S, aborts. With this, S, computes ct,, =
®z + Og, Cls, = S; + Og,, Cta, = a; + Oa,, (cOMy,, decom,,) < COM.commit(a,),
Ctdecom,, ‘= decom,, + Ouny and ctoyt, = out, + Oout,. S4 then adds a new entry
(lin, v (cty, cts, cta, Ctdecoma,ctoutU)) to féf ) and a new entry (lin, — (a, s, com,,

o
Ctouty)) to LSI )-
S, also uses féf) ) to verify that a corrupted P sent the correct values during the
Update-task to an honest U, which replaces Us check with the one-time pads.

Hs During setup, the reference string crs is created by (crszx, tdext) <— SetupEPoK. Also,
the operator now leaks the signature key pair (vkg, sky) to S5 during the Init-task;
the simulator then stores (vk,, sk,). The simulator stores tdey, the remainder stays
as it is.

H¢ Introduces a new map fip for the simulator that uniquely maps user’s public keys
pky to the pid pid;; the respective user had during user registration.

During simulation of #;, after Z gave instructions to send a message (Register,
pidy, pky) from a corrupted user U to F, and simulation succeeded (i.e. did not
abort), S¢ adds a new entry (pk;; = pid;;) to fip.

During simulation UReg, after Z gave instructions to send a message (IL, com;q, comgglew

from a corrupted U to O, S takes pk;; from II (since it is contained in the statement
of Ryr) and aborts if either fin(pky,) # pid;; or if a user with public key pkj, is already
registered.

H; Whenever Z instructs S; to send a message containing a zero-knowledge proof IT
in the name of a corrupted user U during the tasks for Bookkeeping, Analytics and
Update, S7 uses the trapdoor tdey to extract the complete witness wit from II. It
then uses the extracted public key pk;; to get the pid pid;; = fip(pky) of the user
whom the user history belongs to and aborts if pid;; = L.
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Hs

Ho

Introduces an incorruptible entity %, that follows the specification from Sec-
tion A.3 into the experiment, which is only accessible by honest parties and the
simulator through subroutine input/output tapes.

Replaces the trusted signing authority 7 SA with a dummy party that immediately
forwards its input to the ideal functionality ¥, 5, All interactions of 7 SA are
simulated by 8o by following the original protocol.

Introduces a map frp that maps a given task task € {ureg U bookkeepK U
analytK} and a given identifier £ € [L] to a tuple (fp, comy,, decomg, o).

Replaces the operator O with a new operator O’ that acts like the original one, but has
a few minor changes. After having confirmation that fp can be used for a task task
during SignFP, O’ sends (fp, task) to Sip, who computes comg, as commitment on
the actual function parameters and oy, as corresponding signatures honestly and
stores it in frp(fp, comy,, o). Furthermore, the new operator sends the fp to Sy
during UReg, Bookkeeping and Analytics tasks and uses the (comy,, of,) obtained
from &9, which the simulator obtains by looking if an entry (fp, -, ) exists within

fep.

Also, during simulation of 7';,13 A S uses the decommitment information stored in
fee(task, ) to verify the commitment comg, the user or proxy input into Fpp .

Replaces the operator O by a dummy party, which, when receiving input by Z,
forwards the input immediately to ¥, ,. During the tasks for UReg, Bookkeeping
and Analytics, the new operator O also leaks the input inp and fp to S;;. All
messages that were sent by O in Hy( are now created by Sy; in Hy; and send in the
name of O.

Replaces the map frp introduced in H;y with one that has the same input space
(task, ¢), but whose output space only contains (comg, decoms,, of,), and not the
actual function parameters.

Instead of relying on the leaked fp for a mapping, S;, uses the leak ¢ obtained from
Foupa to obtain a consistent (comg, o) tuple. Furthermore, instead of creating
these tuples honestly, 81, uses the leaked (task, ¢) obtained during the SignFP
task to sample a new (comy, decomy) < COM.commit(0) on the all-zero vector 0
instead of comyg, on fp, and uses the signing key sky g 4 to sign comg and the given
task task. The resulting tuple (comy, o) is then stored in frp(task, f) and used
whenever ¥, , leaks ¢ during UReg, Bookkeeping or Analytics.

Replaces all honest users U by dummy parties, which, when receiving input by Z,
forward the input immediately to %, ,- During the tasks for UReg, Bookkeeping
and Analytics, the new user machines U also leak the input 1ny to S;3. All messages
honest user U sent in H;, are now created by Sy3 in Hy3 and send in the name of U.

Note that all leaks by %5, are ignored by Si3.
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His Replaces all proxies P with dummy parties, which, when receiving input by Z,

176

forward the input directly to ;5 ,- All messages that were sent by honest proxies
P in H;3 are now created by 84 in Hy4 and send in the name of P.

Note that all leaks by ¥, , are ignored by Si4.

Si5 now calls #, 5, in the name of the corrupted parties with the correct input.
This causes ¥, to fully perform as defined by its specification, as all inputs are
provided. Hence, instead of computing the function A on the inputs in order to

simulate 7, S15 now relies on the leaks provided by %5 4-

This game also introduces a map fi, that maps leaked ssid values to linking numbers
lin.

Si5 obtains the input of the corrupted parties as follows:

UReg, U corrupted, O honest. After simulating ¥,,,, S15 has obtained iny from
the corrupted U. Hence, S;5 calls 5, in the name of the U belonging to pid;;
with input (ureg, iny). Since ¥, ;5, now has full input, S;5 uses the output
(a, s, a, outy) from Foupa to U in order to simulate %, .

Bookkeeping, U corrupted, O honest. After Z gave instructions to send
(bookkeep(k), UH, decomqss, coms, iny) to Fop, in the name of U, Sis
uses the extracted pidy; (see Hy) to obtain the user Up4, who registered for
the used public key. After verifying that the commitments are valid, that is,
COM.open(comqy(, decomqsyy, UH) = 1 and COM.open(comy, decomy,
0) = 1 (see hybrid Hyy), S5 calls F,p, in the name of Upia,, With input
(bookkeep(k), iny) where iny has been learned from simulation of #,p, .

Also, since 7‘},UB A4 NOW has complete input, S;5 obtains leaks. Hence, instead of
computing A internally, S;s uses the output (a, s, a, outy) from ¥, to U in
order generate the output of ¥, to U by first computing valid commitment
information (com,, decom,) <« COM.commit(a) and then reporting message
(a, s, a, com,, decom,, outy).

Outsource, U corrupted, O honest, P honest. S;5 obtains the input of the user
by using IIgpare-Combine on the shares U sent to both O and P: after Z sent
instructions to send ((UH)°, (iny)°, (oour)®, (ounv)?, (04)°, (0s)°,
(0,)9, ser, comyg, 11, comggiew) from U to O and to send ((UH)F, (iny)’,
(oout)?, (ounv)t, (0a)F, (0s)F, (0,)F) from U to P, S;5 uses the shares from
both O and P to reconstruct ingy := Hghare-Combine({(ingy)’, (iny)©); if this
fails, S5 sets iny = 1. S5 calls F, 5, in the name of Upia,» where pid;
corresponds to the user whose identity was extracted from II, using input
(outsourcek, iny).

Outsource, U honest, O honest, P corrupted. P is designed to neither learn se-
crets, nor to have secrets itself. Simulator S;;5 calls Foupa in the name of P with
input (outsourcek). Also, Sis sets fip(ssid) = lin"*" after negotiating the
linking number.
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Outsource, U corrupted, P corrupted, O honest.  S;s5 calls ¥, for both the
proxy P (who has no secret input whatsoever) and the user Up;4, (Who was
identified using the pk;; in IT), but using iny = L.

Analytics, P corrupted, O honest. Since H;, S;5 maintains the list félo ) in the
same way an honest operator would. As S5 follows the operators code (due
to Hyy) it stores all the tuples (lin™™, (UH)O, (iny)°, (oour)?, (ounv)’,
(02)9, (0s)9, (0,)9) during the Outsource task; given the additional inputs
from simulation of #,,, S15 now has a complete view of the used shares.

After receiving instructions from Z to send a message (analytk, comy,
{{UH)?, (iny)”, (0our)”, (ounv)’, (@), (s), () }Z.,)) from P to Fpp,, Sis
restores each input using the information stored in félo ) and aborts if the re-
construction via Ilshare-Combine fails. When asked by %, 4 for inputs for an
index set I C [Z] of corrupted users {U, },¢1, S15 enters the inputs iny from
the respective indices.

Reconstruction of the output now only happens for parties z € I in the cor-

rupted party set; information related to honest parties (ct,,, cts,, cta,, Ctdecomy,»

(P)
ul -

Ctouty,) is drawn at random and put to
Update, any corrupted party. The inputs to the Update-task contain no secrets; so
Si5 can call ¥, , in the name of any corrupted party with input (update).
For corrupted users, Sy5 awaits the proof II to extract the correct user. For
corrupted Proxies, Sy5 awaits their first message. Also, if only the proxy is
corrupted, S;5 awaits the leaked subsession id ssid from Foupa to obtain lin =

fin(ssid) and to report the first message from U to P.

His Introduces a map fo(? ) and for each proxy a map féf) to be used by the simulator Sy4:
é? ) is similar to what an honest operator would store for the outsourced information

after the Outsource-task, féf) is the equivalent for the respective proxy.

The map is used during the tasks for Outsource and Analytics:

Outsource, U honest, P honest, O honest. S adds a vector of empty entries (L,
., L) to both £ (k) and £17 (k).

Outsource, U corrupted, P honest, O honest. [in"“" is now randomly sampled by
S16, which replaces the coin-toss of O and P.

After receiving instructions from Z to send a message ((UH)°, (iny)©,
(00ut)?, (0unv)?, (04)9, (05)°, (0,)°, ser, comyg, II, comgiew) from a cor-
rupted U to O, Sy adds a new entry (lin™%, (UH)°, (iny)°, {(oour)°,

(ounv)?. (0a)°, (05)0, (04)0) to £,

After receiving instructions from Z to send a message ((UH)F, (iny)’,
(oout)?, (ounv)?, (0a)F, (0s)F, (0,)F) from a corrupted U to P, 814 adds a
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new entry (lin"V, (UH)T, (iny), (oour)?, (ounv)t, (0a)F, (0s)F, (0a)F)
to £P)
0 for -

Outsource, U honest, P corrupted, O honest. When the honest U is supposed to
create shares of UH, iny, oourt, Ouny, O, Os and 0,, Si¢ creates shares of
the zero-vector using Ishare-Share(0) and uses those in the same way the user
uses the actual shares in the protocol. After having the linking number lin""
created honestly, S;4 stores the values in fc()lo ) and ignores fo(f).

Outsource, U corrupted, P corrupted, O honest. S;; follows the protocol of O
regarding for, that is, after Z sent instructions to send a message ((UH ),
(inp)?, (0oun)? (Ounv)® (007 (04)°, (0a)°, ser, Tomng, TI, comi)..)
from U to O and after S;¢ took the role of O in honestly computing the linking
number, it adds (Iin"*", (UH)?, (iny)°, (oour)?, (Ounv)?, (0a)°, (0s)°,
(@)°) to £

H;7 All remaining honest parties are replaced by dummy parties, which, upon receiving
input by Z, only forward their input into ¥, -

His All messages between honest parties are simulated by having S;s report messages
of zero-vectors of correct size. Consequently, all operations that do not result in
messages are removed.

Hio During UReg with an honest user, instead of honestly creating a user id id, inter-
preting it as secret key and computing a public key from it, S;9 uniformly samples a

public key pk;; &G directly.

Hyo If P is corrupted and U and O are honest, Sy changes its behavior during simulation
of the Outsource-task. Instead of calling Ilveify on the whole logbook, Sy only
verifies that the linking number lin"®" received by P confirms with the two shares
(1in"*™")(©) 4 (lineV)(P),

We now prove lemmata claiming indistinguishability of each consecutive pair of games
against every PPT-environment Z. Thus, with H; being the real world and Hj, corre-
sponding to the ideal world with a simulator acting as described above, we have proven
the protocol Ilpypa to be as secure as the functionality 7,5 4 -

Lemma A.3.23 (Indistinguishability of H; and Hj). Let Z be a PPT-environment. Let Z
distinguish Hy and H, with probability 1/2 + A. Then it holds that A € negl(1)(A).

Proof. Fppy> Py and Fyp are considered to be hybrid functionalities, which can be instan-
tiated by a real, UC-secure protocol. UC-security of the instantiations implies, that 7,
Fg and Fp, all have a simulator, which runs in polynomial time and which can provide
the view of a real protocol execution to any PPT-environment Z, but is only using the
ideal functionalities, for any given corruption scenario. Hence, S, can execute this code
without runtime restrictions, whenever an interaction between any party and either ¥,
Fig OF Fppy 18 requested by Z.
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Indistinguishability now easily follows from the security of ¥, i and Fpp,. Their
UC-security implies, that the resp. protocol (which is used in H;) cannot be distinguished
from the simulated view (which is used in H,). If Z could differentiate H; and H, with
non-negligible advantage over guessing, we can build a distinguisher Z’ for the real and
ideal view of the resp. hybrid functionalities as follows:

« Z' internally simulates all users U, all proxies P, the operator O and the environment
Z that can distinguish H; and H, with probability % + A by executing their code in
its head.

« Z’ uses the distinguishing algorithm to let Z output a single bit: 0 for H; and 1 for
Hy.

« Z’ outputs this bit, where 0 means that it is in the real world and 1 means it is in the
ideal world.

Note that the environment Z’ also has a distinguishing advantage of % + A. UC-security
of Fp» Fp and Fpp, thus require A € negl(A)(A), which concludes the proof. O

Lemma A.3.24 (Indistinguishability of H, and Hs). Let Z be a PPT-environment. Let Z
distinguish Hy and Hs with probability 1/2 + A. Then it holds that A € negl(1)(A).

Proof. The simulator mimics the behavior of an honest operator. Since none of the code
regarding L, is in any way dependent on the secret input Z gives to U or O, this can be
done without any loss of generality. In particular, assume that any party (that is, either
O or S3) aborts due to a duplicate serial number in any game. In either case, this would
mean that there was a previous interaction of either the task for Bookkeeping, Outsource,
or Update, where U opened a value of coms,, to the same ser that is now seen by the
respective party. Since the different parties execute the same code, their abort-criteria is
equivalent. The same is true for the verification of the proofII. ]

Lemma A.3.25 (Indistinguishability of H; and Ha). Let Z be a PPT-environment. Let Z
distinguish Hs and Hy with probability 1/2 + A. Then it holds that A € negl(1)(A).

Proof. Indistinguishability here holds for the same reason that it held in Lemma A.3.24.
The contents of féf ) and félo ) only depend on messages which S, can access via simulation
of ?;,P " and not (directly) on secret input, which is hidden from it. Hence, we only have
a new encapsulation, where (PPT-)code that depends only on previous messages was
executed by O or P in Hs is now executed by S4 in Hy.

The equivalence of their contents easily follows from the same argument. The contents
themselves depend on the message that U sent to the resp. parties, the order depends on
the (adversarialy chosen) scheduling mechanism, which, given any environment Z that
tries to distinguish the two games, is equivalent.
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The final change contains the check in the corruption scenario where P is corrupted, but U
and O are honest. Here, in Hs, U aborts if either open(com,, decom,, a) # 1, or if ctout,
differs from the value the honest receiver sent.

Equivalence for the latter is straightforward. If U aborts due to the former condition
(open(com,, decom,, a) # 1), then this means that some value was tampered with. com,
was received by O, who, in this scenario, is honest, hence it is correct. The one-time pads
0., Ouny used to mask a and decom, were created by the user U during the Outsource task
and hence are also correct. Thus, the only values that could be tampered with are ct, and
ct decom,» Which S4 has seen during the Outsource task and hence, for which a consistency
check suffices. O

Lemma A.3.26 (Indistinguishability of Hy and Hs). Let Z be a PPT-environment. Let Z
distinguish Hy and Hs with probability 1/2 + A. Then it holds that A € negl(1)(1).

Proof. Indistinguishability here follows from the trapdoor nature of POK. If any envi-
ronment Z could distinguish the execution of the protocol when using crs created by
crs «— SetupPoK from crs created by (crs, tdext) < SetupEPoK with probability 7 + A,
we can build a PPT-environment Z’ that breaks the indistinguishability of the dual-mode
property of POK, by having Z” execute the code of all parties in its head. This leads to the
same success probability of % + A, thus causing A € negl(1)(A) by requirement of the
chosen POK-scheme. []

Lemma A.3.27 (Indistinguishability of Hs and H¢). Let Z be a PPT-environment. Let Z
distinguish Hs and He with probability 1/2 + A. Then it holds that A € negl(1)(A).

Proof. The only difference between Hs and Hg is, that Sy stores additional information in
He that was accessible even in Hs. Additionally, this game introduces a new abort-criteria.

For indistinguishability of Hs and Hg, we thus have to show that those two criteria are, in
fact, equivalent. In Hs, O fetches the key pk; belonging to pid;; from ¥, thus effectively
asking (since Hj) S¢ for the key that pid;; registered there. Thus, instead of S¢ simulating
Fsp and giving O the key pk;; so O can verify that pk;; is the one that was used in II,
S now does the exact same thing, only that, due to the simulation of 7';3]3, no further
interaction is required to obtain pk;;. Hence, aborts in Hs due to a duplicate or mismatching
pky occur if and only if aborts in Hg happen due to a duplicate or mismatching pk;;. Thus,
both distributions from Hs and H¢ are equivalent. O

Lemma A.3.28 (Indistinguishability of Hs and H;). Let Z be a PPT-environment. Let Z
distinguish Hg and H; with probability 1/2 + A. Then it holds that A € negl(1)(1).

Proof. Extraction is possible due to the different crs introduced in Hs and the fact that
each witness only has elements from the target group, so F-extractability of POK suffices
to obtain pk;;. The public key pk;; is contained in every language used throughout the
system. The user found by looking up pid; = fip(pky) is the correct user.
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Assume for the sake of contradiction that S7 aborts in H; because pid;; = L, but S¢ would
successfully terminate in H¢. The following behavior by U could have caused this:

U proved a faulty statement. The correctness property of POK would cause this to be
detected in Hg by O with overwhelming probability, thus causing an abort.

U changed the commitment com;; in the statement. Then the proof of equivalence be-
tween com;y and the rerandomized com;; would have to be forged, thus breaking the
statement of II. This would also cause an abort in H;, due to the correctness of POK.

U opened com;, to to a different pk;,. In this case, the binding-property of the commit-
ment scheme COM would be violated. Since we assumed COM to be unconditionally
binding, this cannot occur.

U created its own signature. In case the user U created a signature o on a new logbook
Log’ containing a public key pk;;, # pk;, without knowing the operator’s secret key
sk, U would break the unforgeability of SIG. By requirement on SIG, this is possible
only with probability negligible in A.

The reverse is also true; if O discards the proof IT in Hg, then they do so too in H7, as this
part has not been changed. [

Lemma A.3.29 (Indistinguishability of H; and Hg). Let Z be a PPT-environment. Let Z
distinguish H; and Hg with probability 1/2 + A. Then it holds that A € negl(1)(1).

Proof. Indistinguishability of those two games trivially follows; the new machine is only
accessible by honest parties, who follow the protocol. Their protocol description in Hg does
not include any access to ?;,UB A The simulator doesn’t access ?;UB A either, so the two
distributions of H; and Hg are statistically close and hence, the best any PPT-environment
Z can do is guessing. O

Lemma A.3.30 (Indistinguishability of Hg and Hy). Let Z be a PPT-environment. Let Z
distinguish Hg and Ho with probability 1/2 + A. Then it holds that A € negl(1)(A).

Proof. Indistinguishability of the two games directly follows from the facts that (1) both
tasks for Init and SignFP that contain the TSA 7 SA are executed with an honest operator
O, and (2) none of the two aforementioned tasks contain any secret inputs of 7S A. Hence,
the role of 7SA can be played by Sy, who creates the same message distribution. This
implies indistinguishability based on the fact that in the view of Z, the two games are
equivalent. [

Lemma A.3.31 (Indistinguishability of Hy and Hy,). Let Z be a PPT-environment. Let Z
distinguish Ho and Hyy with probability 1/2 + A. Then it holds that A € negl(1)(A).
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Proof. The rewriting is purely cosmetical, as essentially the same code is executed on
different machines. In Ho, the commitment comy, is computed by O, the signature oy, is
computed by 7 SA, and the resp. values are fetched by O prior to a computation with
Fopa- In Hio, all these steps are done by the simulator. Since 7 SA is honest and its key
has thus been created by Si4 and the relevant information for comg, and oy, are leaked by
O, the honest code can be executed directly.

Finally, the last change induced is the replaced check with the decommitment information.
Since this is essentially a rewriting, this change is purely cosmetical and hence undetectable.

[]

Lemma A.3.32 (Indistinguishability of Hyy and H1;). Let Z be a PPT-environment. Let Z
distinguish Hyg and Hqy with probability 1/2 + A. Then it holds that A € negl(1) ().

Proof. O isaPPT-machine, which executes code based on the secret input from Z. Knowing
this input from the leak, S;; can execute the code of the honest O by following the protocol.
This trivially leads to statistical indistinguishability. O

Lemma A.3.33 (Indistinguishability of Hy; and H1,). Let Z be a PPT-environment. Let Z
distinguish Hy; and Hy, with probability 1/2 + A. Then it holds that A € negl(1)(1).

Proof. The major change induced in this game hop has the simulator reporting valid
zero-commit-ments instead of valid commitments on function parameters fp. Let Z be
an environment that distinguishes the two games from H;; and H;,. We construct an
adversary A that breaks the hiding property of COM, which we model similar to IND-CPA
for encryption schemes. We adapt the LR-view, stating that the challenger C on the hiding
game provides us with an oracle that accepts two different inputs, but outputs a valid
commitment on a fixed one of them.

The adversary A can thus create the transcript from H;;, but whenever a commitment
comg, on the FPs fp is required, A sends the two messages (0, fp) to C and obtains a
commitment on one of them.

Note that if the commitment always uses the former entry, A perfectly simulates Hy,, and
if the commitment always uses the latter entry, A perfectly simulates Hy;.

It thus follows that the success probability of Z in detecting this game hop is limited by
the probability of A to break the hiding game, which is negligible. [

Lemma A.3.34 (Indistinguishability of Hy, and Hi3). Let Z be a PPT-environment. Let Z
distinguish Hq, and Hys with probability 1/2 + A. Then it holds that A € negl(1)(A).

Proof. The case here is similar to that from Lemma A.3.32. S;3 can execute the code of
any honest user U, since honest user reveal their identity to S;s; by leaking the secret
input, 83 can follow the protocol of U from Hy;. Indistinguishability follows. O
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Lemma A.3.35 (Indistinguishability of Hi3 and H14). Let Z be a PPT-environment. Let Z
distinguish Hqs and Hy4 with probability 1/2 + A. Then it holds that A € negl(1)(A).

Proof. The proxy itself has no secrets, so no leaks are required here. Hence, all messages
of P depend only on messages it has seen before. Since S;4 can see those messages as
well and P is a PPT-machine, Sy4 can execute the code of honest proxies, thus causing a
statistically indistinguishable distribution from Hys. [

Lemma A.3.36 (Indistinguishability of Hi4 and H1s). Let Z be a PPT-environment. Let Z
distinguish Hq4 and Hys with probability 1/2 + A. Then it holds that A € negl(1)(A).

Proof. Indistinguishability of Hy4 and H;s follows from the fact that in both cases the
messages depend on exactly the same values. Essentially, the same code is executed, only
by different machines; the game hop is only a cosmetical one.

In more detail, the situation looks as follows:

UReg, U corrupted, O honest. Here, the definition of 7}, , and S;5, who calls F ;%])B ,~UReg
with the correct inputs iny, implies correct behavior. The input iny is correct due
to the extractability and the pid is correct as a wrong pid would require the user to
break the Co-CDH assumption by computing the id id of the public key pk;; stored
in Fp.

Bookkeeping, U corrupted, O honest. In H,4, the user holds its own logbook Log with
the corresponding user history UH. In Hys, 54 €xecutes the same function A
on the inputs to ¥, 5 ,, that the simulator computed in Hy4. In Hys, the correct
— and latest — input is used by definition of the ideal functionality. The transfer
values (a, s, a) are output to U and hence visible to S;5 and the commitment and
decommitment on a can be computed directly by Sjs. If this value would have been
the same in H;4 then indistinguishability for any exectution of the Bookkeeping-task
trivially follows; the best any PPT-environment Z could do here is to guess.

So assume that there is some set of inputs, for which Z can differentiate between
Hi4 and Hys notably better than guessing based on the Bookkeeping task. Since the
computation performed by the simulator in Hy4 is exactly the same as the one ¥,
does in Hs5 and Z cannot lie about iny (as it is input into #p, ), the only way Z
could try to win here is by providing different input U H. There are different ways
Z could achieve that:

« Z provides a wrong proof regarding ¢. Then, we could build an environment
that either forges a signature o and uses an honest witness, or fakes a proof
ITy,; and uses a false witness. The former would contradict our EUF-CMA re-
quirement for SIG, the latter would contradict the soundness-property required
for POK.
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« Z provides the correct information of a different corrupted user U’. We assumed
SIG to be EUF-CMA-secure, thus assuring unforgeability of the signature o
on Log. Hence, S;5 would extract the id pk;; of U’. By a lookup from fip, S5
would get the pid of U’ and provide input to #,, in the name of U’. Thus,

Foupa uses the same UH, that would have been used by the simulator in Hy,.

Hence, assuming that #,, , internally updates LH correctly (which we will show
for the other tasks as well), this change cannot be used to increase the chance of Z
to differentiate.

Outsource, U corrupted, O honest, P honest. Here, too, indistinguishability trivially

follows from the correctness of inputs; we merely copied the reconstruction of shares
for this scenario from Analytics to Outsource. Those are input directly into 5 5
where they are used later. The shares (iny )’ and (ingy)© are either correct, in which
case ¥, 54 Will use them accordingly during Analytics. Or they are not, in which
case S;5 sets 1ny = L; the reconstruction Hy4 would fail during the Outsource-task,
which also happens in H5. With the two parties performing Analytics being honest,
no further problems arise during the subsequent execution. The extraction of pk;;
further removes the ability of Z to cheat by letting S;5 send input to 5 , in the
name of the wrong U.

Outsource, U honest, P corrupted, O honest. In this case, it is not possible to cheat

without being detected. By knowing the input Z would have given to P, S5 can

mimic the behavior of an honest dummy proxy and forward it into ., -

Outsource, U corrupted, P corrupted, O honest. The correct user U can be determined

via extraction of II, so no Z cannot use two different users for the two games
here. However, in this task, S;5 information-theoretically cannot determine the
correct input ing, as it only sees one part (ing)’ of the additive sharing—the
second part, (iny)?, is sent between two corrupted parties and hence not visible
for 8;5. However, in the subsequent Analytics execution, Sys5 learns the shares that
U sent to P via simulation of #,,. There, S;5 can reconstruct iny. Note that
there is no difference between S;5 learning the input during the Outsource task and
inserting it into ¥, , right away and S5 learning it during the Analytics task, since
Foupa allows Sis to update the input iny for all corrupted users before starting the
computation during Analytics. Thus, the same input iny is used in both games.

Analytics, P corrupted, O honest. Here, S5 still uses the same shares for the operator

in both games and receives (and verifies) all proxy-shares input into %, in both
games, there is no direct change here. The only new thing is the equivocation of
iny for corrupted users. This change was already discussed above; the remaining
protocol remains equivalent, since S;5 only does in H;5 what honest parties would
do in H14.

Update, U corrupted, P honest, O honest. The values that determine the messages are
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Sis, so both just follow the same protocol. As nothing is done with the output of
Frupa- distinguishing here is not possible.

Update, U honest, P corrupted, O honest. The linking number that was sent as leak
by U to the simulator in Hyy trivially equals fin(ssid) that was kept by S5 in Hys.
During the Outsource task, assuming lin is sampled from a sufficiently large space,
then the probability that the mapping lin — ssid is unique becomes overwhelming.
During the Update task, this does not change. If this wouldn’t be the case, Z would
have to create a duplicate lin, which, with Blum coin toss, is possible only with
negligible probability. Even then, S;5 in Hy5 would use the correct linking number
lin. Note further that Z has no way on how to lie about ssid.

Update, U corrupted, P corrupted, O honest. Here, the simulator only has to ensure
that the interaction between O and U is canonical. Again, nothing here depends on
the output of #, . it is only called to keep the functionality in a consistent space.
Hence, the changes induced here provide no advantage to Z in distinguishing the
two games.

]

Lemma A.3.37 (Indistinguishability of Hs and H1¢). Let Z be a PPT-environment. Let Z
distinguish Hqs and Hy¢ with probability 1/2 + A. Then it holds that A € negl(1)(A).

Proof. We claim indistinguishability based on the fact that the two distributions from H;s
and Hys are indistinguishable.

First, notice that the binary outcome of a Blum coin toss and a uniformly random bit cannot
be differentiated better that by guessing, so this change doesn’t provide any distinguishing
advantage.

To support our claim also regarding the new map fyr we consider all possible corruption
cases:

P honest, O honest. In case U is also honest, the functionality ¥, directly obtains
input from the respective parties during the Outsource task, which causes ¥, , to
load the correct UH and to use the input iny provided by U. Hence, the simulator
has to only remember that honest parties provided input, not what these inputs were.
Thus, inserting the special symbol L to keep the list size consistent suffices, since
those values are never used again.

In case U is corrupted, Z has to send shares ((-))¥ and ((-))° in the name of U to P
and O, respectively. Neither of them are corrupted, so S;4 can see both messages.
Since neither O nor P have secret inputs, S; can follow the honest protocols, thus
producing the same distribution.
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P corrupted, O honest. If the user U is honest, then S;4 has to send messages containing
valid shares of Us input, without actually knowing the input. Thus, Sy¢ distributes
zero-shares; the environment Z can see only the part sent to P, not the one sent
to O. Obviously, no environment Z can distinguish its part of the zero-sharing
obtained in Hy4 from a valid sharing of the respective user input from H;s better than
by randomly guessing. Hence, those distributions look equivalent. The simulator
follows the protocol of O regarding for honestly, which causes no difference in the
distributions.

Against a corrupted user U, Sy directly follows the protocol of O. This trivially
causes the same distribution.

Since all possible cases cause indistinguishable distributions, our claim follows. ]

Lemma A.3.38 (Indistinguishability of Hqc and Hy7). Let Z be a PPT-environment. Let Z
distinguish Hqs and Hy; with probability 1/2 + A. Then it holds that A € negl(1)(A).

Proof. Again, indistinguishability follows from the fact that the messages sent are still
the same. All the leaks sent by honest parties to the simulator in Hy¢ are ignored, the
messages are independent of any leaks still sent by the semi-dummy parties: the only
change between Hjs and Hi7 is with respect to inp and iny. Both are input to 5 4
directly by the respective dummy party and used there accordingly. Hence, the change
induced by Hy; doesn’t change the view of Z at all, which makes indistinguishability
trivial. []

Lemma A.3.39 (Indistinguishability of Hy7 and Hig). Let Z be a PPT-environment. Let Z
distinguish Hy7 and Hyg with probability 1/2 + A. Then it holds that A € negl(1)(A).

Proof. We generally assume that parties obtain pairwise shared keys at the beginning
of each task from ¥, .. This yields a key k, which they use for symmetric encryption
with the IND-CPA-secure symmetric encryption scheme ENC. Assume for the sake of
contradiction that there is a PPT environment Z, which can distinguish between H;; and
His with advantage % + A for A ¢ negl(1)(A). We show that this implies an adversary A
on the IND-CPA experiment of ENC:

We adapt the LR-view, that provides the reduction algorithm with an algorithm that on
input my, m; either always outputs ENC.Encrypt(sk, myg), or ENC.Encrypt(sk, m).

Z distinguishes Hy7 and Hyg, and A can simulate the views correctly, by providing always
the oracle output on input (my, 0), where my is the honest transcript; If the adversary
outputs Hig, A sends 0 to C. If the adversary outputs Hy7, A outputs 1 to C.

Note that A has the same success probability as Z, that is, %+ﬂ. Hence, by our assumption,
it follows that A € negl(4)(A), which concludes our proof. O]

Lemma A.3.40 (Indistinguishability of Hig and H19). Let Z be a PPT-environment. Let Z
distinguish Hqg and Hyg with probability 1/2 + A. Then it holds that A € negl(1)(A).
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Proof. By assumption on the group gp, a public key is uniformly distributed in G;. Any
environment Z distinguishing H;s and H;o based on pk; would violate this assumption.
The simulator now lacks knowledge of the corresponding user id id. However, note that
id is never used in Hys, so Sy9 can create a similar distribution in H;9 independently of

id. U

Lemma A.3.41 (Indistinguishability of Hy9 and Hy). Let Z be a PPT-environment. Let Z
distinguish Hq9 and Hyy with probability 1/2 + A. Then it holds that A € negl(1)(A).

Proof. Indistinguishability easily follows from the fact that in Hyo, the only corrupted party
is P and the only value depending on the proxy is lin. Hence, Ilveify only aborts, iff P sent
a wrong linking number lin. This is still the case in Hy, thus making indistinguishability
trivial. ]

Thus, we can now finally prove our final security statement:

Corollary A.3.42 (System Security). For all environments Z who statically corrupted a
subset U" C U and the proxy P, it follows that

os—auth
(ﬁ’PA’ ¢BB’ 7—-SMT’ 7—-SMT > (fy—C

ITpuga w) >yc Fpupa

We have shown in Lemma A.3.23 to Lemma A.3.41, that for an honest operator, the
simulator Ssyssec acting in the ideal world can provide a view for Z that is indistinguishable
from a real execution of the protocol:

. f\/c .
VIEWZ Allpupa ~ VIEWZ Ssyssee:Fpupa

Thus, by combining Corollaries A.3.22 and A.3.42, our main claim follows:

Corollary A.3.43 (Security). Assuming that SIG is an EUF-CMA-secure structure preserving
signature scheme, POK is a trapdoor dual-mode NIZKPoK scheme, gp = (G, G,, G, e, p,
G1, Gy) is a pairing-group where the Co-CDH assumption is hard, COM is an unconditionally
hiding (and computationally binding) homomorphic commitment scheme, where images of
COM can efficiently be inverted, then for all environments Z who do not corrupt the operator
O and the proxy P at the same time, it holds that

os—auth
(}}PA’ 7-;SB’ {}.SMT’ (}.SMT ’

T
ITpupa ) ¢ Fpupa

It follows that our protocol ITpyga is at least as secure as the ideal functionality ;5 4
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B. Appendix for Chapter 4

This chapter contains some additional information for POBA, mainly the formal proof of
security in Section B.2. Additionally, Section B.1 gives more details on the zero-knowledge
proofs used in our system, including the concrete pairing-product equations that we
prove.

B.1. Implementation Details of the NIZK

To achieve efficient straight-line simulation-extractability for our statements, we augment
the Groth-Sahai (GS) non-interactive proof system for pairing product equations [GS08;
EG14] with the transformation described in [Gro06]. The GS proof system is a dual-mode
system in the common reference string model, which can be setup either in zero-knowledge
mode with a simulation trapdoor or in soundness mode with an extraction trapdoor. We
achieve straight-line extraction by using the extraction trapdoor, achieve zero-knowledge
simulation by standard transformation of generating an OR-proof of either the intended
statement or knowledge of a new simulation trapdoor (a signature under a verification key
that will also be part of the crs), and finally achieve simulation-extractability (and thus
also non-malleability) by the transformation described in [Gro06], i.e., adding a one-time-
signature scheme, generating a fresh keypair when generating a new proof, adding the
verification key to the statement and then signing the complete statement and proof.

The concrete PPE of the zero-knowledge branch are shown in Fig. B.1a. The concrete
pairing product equations (PPE) proved in the Groth—Sahai proof system in our imple-
mentation are provided in Figs. B.1b, B.1c and B.2. We use the notation of [EG14], where
variables of the statement have type G1_pub or G2_pub for elements of G; and Gy, respec-
tively, and variables of the statement can be of type either Gi_com or Gi_enc. Additionally,
there are variables g1 and g2 of type G1_base and G2_base representing the generators of

G; and G,.
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PPE for ZK simulation branch

/ Statement
1: Gl_pubzkPK / simulation pk from crs
2: G2_pubzkHash / hash of statement
/ Witness
3: G2_enczkSig / BLS signature on zkHash
/ Equations
4: e(zkPK,g2) + e(gl,zkHash) - e(g1,zkSig) = 0

PPE for RPE

(a) The concrete equations of the simulation branch.

PPE for RUR

/ Statement

1: Gl_pubpk
/ Witness
2: G2_encsk

/ Equations

3: e(pk,g2) +e(gl,sk) =0

10 :
11:
12

gl s W N =

/ Statement

Gl_pubpk / pky

G1_pubaddr / addr

Gl_pubek / ek

G1_pubctl / ciphertext of addr
G1_pub ct2

/ Witness

G2_encsk / sk,

G2 _comrinv / r7!

/ Equations

/ encryption of addr

e(ctl,g2) + e(gl,rinv) = 0

e(ct2,g2) + e(ek,rinv) - e(addr,g2) = 0
/" knowledge of sk,

e(pk,g2) + e(gl,sk) = 0

(b) The concrete equations to implement Ryg.

(c) The concrete equations to implement Rpe.

Figure B.1.: The concrete pairing product equations to realize the different zero-knowledge proofs.
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PPE for ﬂCE
/ Statement / Witness
1: Gl_pubctl / ciphertextof addr 1: Gl_com pk
2: Gl_pubct2 2: Gl1_com addr
3: Gl_pubek / ek 3: G2 encsk
4: G2_pubppAll / crsof TSIG 4: G2 comrinv / r!
5: G2_pub ppA21 5: Gl_comfsigll / TSIG signature
6: G2_pub ppUA1ll 6: Gl_com fsigl2
7: G2_pub ppUA21 7: Gl_com ssigll
8: G2_pub ppVAll 8: Gl_com ssigl2
9: G2_pub ppVA21 9: Gl_com tsigll
10 :  G1_pub ppB11 10: G1_com tsigl2
11: G1_pub ppB21 11: G2_enc fosig
12: G1_pub ppBtU11
13: G1_pub ppBtU12
14 : Gl1_pub ppBtV11
15: G1_pub ppBtVi2
16 :  G2_pub vki11
17 :  G2_pub vk21
18 :  G2_pub vk31
19: G2_pubh / hash of entry
/ Equations
1: e(ctl,g2) + e(glrinv) =0 / encryption of addr
2:  e(ct2,g2) + e(ek,rinv) - e(addr,g2) = 0
3: e(pk,g2) +e(gl,sk) =0 / knowledge of sk,
4: e(glvkll) + e(pk,vk21) + e(addr,vk31) =0 / valid TSIG signature
5: e(fsigll,ppAl1) + e(fsigl2,ppA21) = 0
6: e(ssigll,ppUA11) + e(ssigl12,ppUA21) = 0
7: e(tsigll, ppVA11) + e(tsigl2,ppVA21) = 0
8: e(tsigll, ppVA11) + e(tsigl2,ppVA21) + e(ssigl1,ppUA11) + e(ssigl2,ppUA21) + e(gl,vk11)
+ e(addr,vk21) + e(pk,vk31) - e(fsigl1,ppAll) - e(fsigl2,ppA21) = 0
9: e(ssigll, fosig) - e(tsigl1,g2) = 0
10 :  e(ssigl2, fosig) - e(tsigl2,g2) = 0

Figure B.2.: The concrete equations to implement Rc.
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B.2. Security Proof

We now provide the formal proof of Theorem 4.3.1, i.e., of the UC-security of our protocol
ITpopa- First, we re-state the theorem formally:

Theorem B.2.1 (formal). If ZK is a straight-line simulation-extractable non-interactive
zero-knowledge proof system, SIG is an EUF-CMA-secure signature scheme, TSIG is a TS-UF-
1-secure threshold signature scheme, and TPKE is an IND-CPA-secure threshold PKE, then
Ilpoga UC-realizes ¥ in the {F -y, ﬂ%gn’ TK-[-eSyI;n’ Fomm ﬁ?\i}auth’ Fupc(), TAZJ}?C(.)}‘
hybrid model wrt. adversaries A that may statically corrupt any number of users maliciously

andup tot < ”T_l operators passively.

To prove Theorem B.2.1, we first provide a simulator S and then show indistinguishability
to the real protocol through a series of games.

Simulator S

State of the Simulator
« Setup
— Common reference string crszx
— Signature parameters crsysig
— Trapdoor tdzk for extracting and simulating zero-knowledge proofs
— Consortium encryption key ek and decryption key shares {vki, dki}ie [n]
— Consortium verification key vk and signing key shares {vki, sk,—}
+ Global state
- AlistLg
— The logbook index L‘Eeys that maps user public keys to logbook addresses
— The memory M; for each period j
« For each honest operator:
— Its signature keypair (skg, vkp)

- Alist LPending of pending entries

— A value id|, for indexing pending entries
« For each semi-honest operator:
— Its signature keypair (skg, vkg)
- A share of the consortium signing key (vk;, sk;)
— A share of the consortium decryption key (vk;, dk;)

- Alist LPending of pending entries

— A value idj, for indexing pending entries

— A sharing of the oblivious memory ShareM; for each period j

- Alist L, of free logbook addresses

— The logbook index L, that maps user public keys to logbook addresses
« For each honest user:

— Verification key of home operator vkgO

— Credentials credsy = (sky;, pky, addr, o)

— List Lgeceipt of receipts for logbook entries

i€[n]

of free logbook addresses

Keys

Simulation of F g:
A corrupted party can issue calls to ¥ Whenever it wants. Since simulation of g is straightforward, we specify here once

how all calls from corrupted U and semi-honest O to F ;4 are handled and omit calls to . in the following description of the
simulator.

+ Upon receiving (value) from a party P to Fpq:
1. If this is the first time such a message is received:
a) Generate (crszg, tdzx) < ZK.Setup(lA) and store them
b) Generate crstsig «— TSIGASetup(IA) and store it
2. Report message (crszk, crstsig) from Ferg to P

Simulation of 7, and 735 2th:
The simulator simply follows the description of these functionalities.
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Simulation of ﬁgy’;n:
« Upon receiving (Keygen, 11) from a semi-honest operator O:
1. Ifek=1

a) Run (ek, {Vki}ie[n]’ {dki}ie[n]) — TPKE.Keygen(lA, n, t)

b) Store ek and {vk;, dki}ie[n]
2. Retrieve ek and (vk;, dk;) € {Vki’dki}iE[nJ for O
3. After receiving input from all operators, output (ek, vk;, dk;) to O

. : TSIG .
Simulation of ﬂey gen’

+ Upon receiving (Keygen, crsrsig”) from a semi-honest operator O:
1. Ifvk=1
a) Run (vk, {Vki}ie[n]’ {Ski}ie[n]) « TSIG.Keygen(crstsig, n, t)
b) Store vk and {vkl-, Ski}ie[n]
2. Retrieve vk and (vk;, sk;) € {vki,ski}i for O

e[n]
3. After receiving input from all operators, output (vk, vk;, sk;)

Init (honest O):
+ Upon receiving (init, O) from Fqp.:
1. Record input from O to 7o KE ~and 775G

Keygen Keygen
: : : TPKE TSIG :
. Wait for the simulations of 7—}<Cy gon and ﬂey gen 10 deliver output to O

. If My = 1, initialize the memory for period 0
. Generate and store (skg, vky) « SlG.Keygen(l’l)

. Allow Fpp 4 to deliver output

gA W oN

Init (semi-honest O):
« The simulator executes the protocol honestly, sending the party’s state to the adversary after each activation and waiting for
continue from the adversary before sending out any messages to other parties. If the adversary did not make the protocol
abort, allow #p,5 4 to deliver output.

UReg (honest U, honest HO):
+ Upon receiving ((ureg, ssid, pid;), HO) from Fpp ¢
1. Report output (ssid||1, pidgo, (ek, vk, vkp)) from Fgy i to U
« When the adversary allows delivery of that output:
1. Wait until receiving ((ureg, ssid, pidyp), U) from F,qp, (if it has not yet been received)
2. Store vk as vk,
3. Generate and store (sk;, pkgy) < SIG.Keygen(1%)
4. Generate 7gy,, — ZK.Sim(crszx, Rur, stmt = pky;, tdzx)
5. Report output (ssid||2, pidy;, (pky, 7sky,)) from Fgy o to O
« When the adversary allows delivery of that output:
1. Get next free logbook address addr < L ..pop()

2. Add (pky, L, addr, U) to L,
3. Report a message (ssid, pky;, Tskys» addr, U) from HO to each other operator O’
« For each semi-honest O’, when the adversary allows delivery of that message:
1. Wait until receiving ((ureg, ssid), O") from 5, (if it has not been received yet)
2. Execute the protocol honestly for O’, sending the party’s state to the adversary after each activation and waiting for
continue from the adversary before sending out any messages.
« For each honest O’, when the adversary allows delivery of that message:
1. Wait until receiving ((ureg, ssid), O’) from F,p, (if it has not been received yet)
2. Set ; < TSIG.PartSign(crstsic, sk;, (pky, addr)) where i is the index of O’
3. Report a message of length |(ssid, o;)| from O’ to HO
« After the adversary allowed delivery of all messages from O’ to HO:
Set T to be the first ¢ + 1 partial signatures o;
o < TSIG.Combine(crstsig, T)
Store (pkyy, L) in L;‘goums and credsy = (sky, pkyy, addr, o)
Report output (ssid||3, pidyo, (addr, o)) from Fgy . to U
Allow F,qp, to deliver output to HO
« After the adversary allowed delivery of the output of ¥, to U:
1. Allow Fpop, to deliver output to U

Gk W=
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UReg (honest U, semi-honest HO):

« The simulator executes the protocol honestly for HO, sending the party’s state to the adversary after each activation and
waiting for cont inue from the adversary before sending out any messages to U.

+ When the adversary allows delivery of the output (ssid||1, pidg o, (ek, vk, vkg)) from Fg, 1 to U:
1. Wait until receiving ((ureg, ssid, pidy ), U) from Fp,p, (if it has not been received yet)
2. Generate and store (skg;, pky) < SIG.Keygen(l’l)
3. Store vkp as vkgO
4. sk, — ZK.Sim(erszk, Rur, stmt = (pky), tdzx)
5. Report output (ssid||2, pidy;, (pky, sk, )) from Fgy o to HO

« For each O’, when the adversary allows delivery of the message (ssid, pk;, Tskyy» addr, U) from HO:

1. Wait until receiving ((ureg, ssid), O’) from F,p, (if it has not been received yet)
2. For the first O’:

a) Remove addr from L,

b) Add (pky, L, addr, U) to L,
3. Execute the protocol honestly for O’
. If O’ is semi-honest, send the party’s state to the adversary after each activation and wait for continue from the
adversary before sending out any messages.

+ When the adversary allows delivery of the output (ssid||3, pidgo, (addr, o)) from Fg, to U:
1. If SIG.Vf(vk, (pky;, addr), o) # 1, abort
2. Store credsy = (sky, pky, addr, o)
3. Allow Fpp, to deliver output to U

UReg (corrupted U):
« The simulator executes the protocol honestly, sending each semi-honest party’s state to the adversary after each activation
and waiting for continue from the adversary before sending out any messages from it.
- Additionally, when receiving (ssid, pky, 75k, ) from U, if the proof verifies successfully:
1. Extract wit := (sky;) < ZK.Ext(crszk, Rur, stmt, Tsky » tdzx)
2. Store (pky, sky, addr, U) in L‘Eeys
3. Send (ureg, ssid, pidgy) to ﬁOBA on behalf of U
+ When simulation of HO sends the message (ssid||3, pidy;, (addr, o)) to Fgy, allow Fpp, to deliver output to HO

CreateEntry (honest U, honest O):
« Simply report messages of the appropriate length.

CreateEntry (honest U, semi-honest O):
« The simulator runs the protocol honestly for O, sending the party’s state to the adversary after each activation and waiting
for continue from the adversary before sending out any messages from it.

+ Upon receiving ((createentry, ssid), user) and ((createentry, ssid, period, entry), O) from Fpop,:
. Set addr =0

. Generate ctyy < TPKE.Encrypt(ek, addr;r)

Set h == H(period, cty, entry)

Set stmt = (cty, ek, crsrsig, vk, h)

Generate 71 < ZK.Sim(crszk, Ree, stmt, tdzx)
6. Report output (send, ssid||1, (cty, 7)) from TS"I\S/[TFa“th to O

+ When the adversary allows delivery of output (respond, ssid||1, (Geniry, Vkp)) from ‘fs"i&a“‘h:
1. Store (entry, cty, T, Gentry, Vkg) in Lgeceipt
2. Allow g, to deliver output

G W e

CreateEntry (corrupted U, semi-honest O):

« The simulator executes the protocol honestly for O, sending the party’s state to the adversary after each activation and
waiting for cont inue from the adversary before sending out any messages.
+ Additionally, the simulator does the following:

— When the adversary allows delivery of output (send, ssid||1, (entryy, cty, x)) from ‘f;&}a”th, if the honest protocol
did not abort as a result of this message:

1. Get wit = (pkyy, sky, addr, r, o) « ZK.Ext(crszx, Rce, stmt, 7, tdzx)
2. Find (pky;, sky, addr, U*) in L‘Eeys, abort if no such entry exists

3. If U* is honest, abort
4

. Send (createentry, ssid, period, entryy;) to Fpop, on behalf of user U*
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CreateEntry (corrupted U, honest O):
« After receiving ((createentry, ssid), O) from %y, , and the adversary allowing delivery of the output (send, ssid||1,

(entryy, cty, m)) from g to O:
1. h:=H(period, cty, entryy), stmt = (cty, ek, crstsic, vk, h)

. IfVf(erszx, Ree, stmt, ) # 1, ignore this message

. Otherwise, get wit == (pky;, skyy, addr, r, o) « ZK.Ext(crszk, Rce, stmt, 7, tdzx), abort if this fails

Find (pky;, sky, addr, U) in L‘Eeys, abort if no such entry exists

If U* is honest, abort

Send (createentry, ssid, period, entryy;, pids) to Fpqp, on behalf of user U”

EE I

InsertEntry:
+ Upon receiving ((insert, ssid, period, id), O) from F,p, (ie., O is semi-honest):
1. Honestly execute the protocol for O, sending the party’s state to the adversary after each activation and waiting for
continue from the adversary before sending out any messages.
+ Upon receiving ((insert, ssid), O) and ((insert, ssid, period, id), O) from 5, (ie., O is honest):
1. Find (id, period, cty, entry, ) € Lgen ding and ignore this message if no entry with (id, period) exists
2. Send (ssid, cty, entry, m) toall O’
3. Honestly run the checks from the real protocol
4. Treat O as having provided input to Fypc(insert)
+ Upon receiving ((insert, ssid), O") from F,p . for honest O”:
1. Wait until the adversary allowed delivery of the message (cty, entry, m) from O
2. Honestly run the checks from the real protocol
3. Treat O’ as having provided input to Fipc (insert)
Upon receiving ((insert, ssid), O") from 7oy, for semi-honest O”:
1. Honestly execute the protocol for O’, sending the party’s state to the adversary after each activation and waiting for
continue from the adversary before sending out any messages.
+ Simulate Fypc(insert) as follows:
— Upon receiving (Run, ShareM, Sharex) from all semi-honest operators and having treated all honest operators as having
provided input to Fypc(insert) :

1. Chose a random addr* € L‘:
eys

2. Ignore ShareM and Sharex, use M and partial decryptions of TPKE.Encrypt(ek, addr®) instead
3. Follow the description of insert honestly
4. When delivering output to semi-honest operators, instead of ShareM use Share0, where 0 is a memory the same size
as M but consisting only of 0-entries
+ When the adversary allows delivery of output from Fyipc(insert) to an operator O, allow F3,p , to deliver output to O

ProveEntry (honest U, honest O):

+ Simply report a message of the appropriate length from U to O and allow F,, to deliver output to O after the adversary
allowed that message to be delivered

ProveEntry (honest U, semi-honest O):
« The simulator executes the protocol for O honestly, sending the party’s state to the adversary after each activation and
waiting for cont inue from the adversary before sending out any messages.
+ When ¥, Wants to deliver output (ssid, proveentry, pidy;, entry, period) to O:
1. Retrieve (entry, cty, r, Genry, VKo) from Lgeceipt and (pkg;, L, addr, U) from L‘Zeys
2. Set stmt = (pky;, addr, cty) and m « ZK.Sim(crszx, Rpe, stmt, tdzx)
3. Report output (ssid||1, pidy;, (period, entry, pky;, addr, o, cty, Geniry, Vkg, 7)) to O from Fomr
+ When the adversary allows O to generate output, allow ¥, to deliver output to O

ProveEntry (corrupted U)

+ When the adversary allows delivery of output (ssid||1, pidy;, (period, entry, pky, addr, o, ctu, Genry, Vko, 7)) from
Fmr

1. Follow the steps of the honest protocol, sending the party’s state to the adversary after each activation and waiting for
continue from the adversary before sending out any messages if O is semi-honest
2. Before asking the adversary for permission to deliver output:
a) Set stmt = (pky;, addr, cty)
b) Get wit = (r, sky;) < ZK.Ext(crszk, Ree, stmt, m, tdzx), abort if this fails
¢) Find the entry (pky, sky;, addr, U*) in L‘Eeys, abort if no matching entry exists
d) If U* is honest, abort

e) Send message (proveentry, ssid, entry, period, O) to Fpp, on behalf of U™
3. When the adversary allows O to deliver output, allow %5, to deliver output to O

195



B. Appendix for Chapter 4

Analytics:
« If all operators are honest, simply report messages for revealing output shares of the appropriate lengths.
Otherwise (at least one operator is semi-honest), upon receiving ((analytics, ssid, func, {periodi}, {U;}, auxpr), O")
from Fpp, (e, O is semi-honest):
1. Simulate O honestly, sending the state to the adversary after each activation and waiting for continue from the
adversary before sending out any messages.
2. When the adversary allows generation of output, allow 7,5, to deliver output to O”
Upon receiving ((analytics, ssid), O) from F,qp, (i-e., O is honest):
1. Do nothing
Wait until receiving (analytics, ssid, sequence) and outputs (ssid, result ) for each semi-honest operator O’, then

simulate 77 (fune) 3 follows:

1. For each honest O*, set resultp+ =0
2. Setresult :=J resultp (this is 0 for honest operators, and the output of #,,, for semi-honest operators)
3. Output shares Share(stop, result), {ShareM;}, round, sequence to all parties
+ When the simulation of 75 (func) has delivered output to honest O:
1. For each semi-honest O’, reveal Shareresults to O’
2. For each honest O*, report a message of the correct length from O to O*
« When the adversary allowed delivery of all share reveals towards an honest operator O:
1. Allow Fpp 4 to deliver output to O

We proceed in a series of games, starting with the real experiment, which we gradually
transform into the ideal experiment. In these games, ¥'*! behaves the same as ¥' except
for the stated changes, and S'*! behaves the same as S except for the stated changes.

Game 0. Hybrid 0 is the real experiment. That is,

H, = EXpHPOBA

TPKE TSIG 0
%RS’ﬁ(eygen’ﬁ(eygen’TMPC( ) Fumec,S°,Enc

with S being the dummy adversary and all parties executing the real protocol.

Game 1. In hybrid 1, the simulator S! assumes control of 77CRS, 7-;<Te F;';En, 7‘?6 Sy'sen, and
Fmpc(.) but still executes them honestly. We also introduce F! (see Fig. B.3) and all honest
parties are replaced by dummy parties that forward their inputs to ! and when receiving
output from F! forward it to the environment. ', upon receiving any message from a
dummy party, forwards it to the simulator S and asks it for output. S! simply executes
the real protocol for all honest parties using the inputs received from F* and instructs F*
to deliver the resulting outputs.

7.-1

« Upon receiving some input (msg) from party P:
1. Send (in, P, msg) to the simulator

« Upon receiving (out, P, msg) from the simulator:
1. Send (msg) to party P

Figure B.3.: 7!

Proof Sketch: Game 0 ~ Game 1.

S! executes the same code as the real parties on the same inputs. Thus, Game 0 and
Game 1 are identical from the environment’s view.

Game 2. In this game, S? generates the common reference string for the zero-knowledge
proof system with an extraction and simulation trapdoor tdzx as (crszk, tdzx) < Z K.Setup(ll).
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Handling of (init) in #2 Handling of (init) in 73
« Upon receiving input (init) from operator O: « Upon receiving input (init) from operator O:
1.Send (in, O, (init)) to the simulator. 1.Send ((init), O) to the simulator
« Upon receiving (out, O, (init, ok)) from the simulator, 2. After receiving input from all O € O, set initialized = 1
1.Send (init, ok) to O. 3. Deliver private delayed output (init, ok) to O
« Upon receiving (out, O, (init, ok)) from the simulator:
1. Ignore this message.

Figure B.4.: Changes to Fpqp

Handling of (init) in S? Handling of (init) in S®
Upon receiving (in, O, (init)) from 7% Upon receiving ((init),O) from 7>
1. Run the protocol honestly for O « If O is semi-honest:
2. When the protocol would generate output (init, ok) for 1. Run the protocol honestly, sending the party’s state
0, send (out, O, (init, ok)) to 72 to the adversary after each activation and waiting for

continue from the adversary before sending out any
messages to other parties. If the adversary did not make

the protocol abort, allow 7 to deliver output.
« If O is honest:

1. Record input from O to FIKE and F15'C

Keygen Keygen
. - . TPKE TSIG .
2. Wait for the simulations of ﬁ(eygen and TKeyg ', to deliver
output to O

3.If M, = L, initialize the memory for period 0
4. Store (skq, ko) « SIG.Keygen(1%)
5. Allow 72 to deliver output

Figure B.5.: Changes to S

Proof Sketch: Game 1~ Game 2.
Indistinguishability follows from the simulation-extractability of ZK.

Game 3. In this game, ¥° handles (init) inputs the same way as Fropa and S? handles
them the same way as S. The changes to ¥° are detailed in Fig. B.4 and to S in Fig. B.5.

Proof Sketch: Game 2 ~ Game 3.
Simulation for semi-honest operators is identical between these games (only the format of

the message from 7 changed). The only visible effect of honest operators is 7} ' <t and

Keygen

ﬂ?gaen delivering output to semi-honest operators only after all honest operators have

called it.

Game 4. In this game, ¥* handles messages (ureg, ...) the way %, does if both the
user and the home operator involved are honest. The changes to S* are detailed in Fig. B.6.

Proof Sketch: Game 3 ~ Game 4.

The only change visible to the environment between these two games is how g, is
generated, the lengths of messages between honest parties and the other parts of the
messages to semi-honest parties are identical in both games. Thus, the probability of
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UReg in S, honest U, honest HO

UReg in S*, honest U, honest HO

« Uponreceiving (in, HO, (ureg, pidy;, ssid) ) from F3, per-
form as HO:
1. Send message (ssid||1, pidy;, (ek, vk, vkp)) to For
« Upon receiving (in, U, (ureg, ssid, pidy)) from 73,
perform as U:
1. Wait until (ssid||1, pidgo, (ek, vk, vko)) was received
from Fgyp
2. Store ek, vk and vk, as vk o
3. Obtain and store crszk and crstsic from Fpg
4. (sky, pkyy) < SIG.Keygen(1%)
5. stmt = (pkyy), wit = (sky;)
6. sk, — Prove (crszx, Rur, stmt, wit)
7. Send message (ssid||2, pidyo, (Pky, 7sky ) to Foyr
« After delivering output (ssid||2, pidy;, (pky, 7k, )) from
Fonr to HO, perform as HO:
1. stmt = (pky;)
2.1 Vf(crszk, Rur, stmt, sk, ) # 1 abort
3. Get next free logbook address addr < L, ...pop()
4. Add (pkyy, addr,U) to LKeys
5. Send message (ssid, pky;, Tskyy» addr,U) to each O’
« Upon receiving (in, O’, (ureg, ssid)) from 73, perform
as O’ (for each O’):
1. Wait until (ssid, pky;, Tskys» addr, U) was sent from HO
to O’
2. stmt = (pkyy)
3. If Vf (cerszx, Rug, stmt, ﬂsku) # loraddr¢ L, abort
4. Remove addr from L, add (pky;, addr,U) to L
5. 0; < TSIG.PartSign(crstsic, sk;, (pky;, addr))
6. Send message (ssid, 0;) to HO
« After all messages (ssid, 0;) from honest and semi-honest
O’ have been received by HO, perform as HO:
1. 0; < TSIG.PartSign(crstsic, sk;, (pks, addr))
2. Set T to be the first valid ¢ + 1 partial signatures o;
3. 0 « TSIG.Combine(crsrsig, T)
4. Store (pkyy) in L;’goums
5. Send message (ssid||3, pidy;, (addr, o)) to Foyr
6. Send (out, HO, (ok)) to 73
« After delivering output (ssid||3, pidy o, (addr, o)) from
Fomr to U, perform as U:
1. If TSIG.Vf(vk, (pky;, addr), o) # 1, abort
2. Store (sky;, pkyy, addr, o)
3.Send (out, U, (ok)) to #3

Keys

- Upon receiving ((ureg, ssid, pidy; ), HO) from F*:
1. Report that g, wants to generate output (ssid||1,
pidyo, (ek, vk, vkp)) to U
« When the adversary allows delivery of that output:
1. Wait until receiving ((ureg, ssid, pidg;), U) from F*
(if it has not yet been received)
2. Store vkg as vkG,
3. Generate and store (sk;, pky) < SIG.Keygen (1)
4. Generate g, < ZK.Sim(crszx, Rur, stmt = (pkg;),
tdzx)
5. Report that F, ;. wants to generate output (ssid||2,
pidy, (pkys sk, )) to O
« When the adversary allows delivery of that output:
1. Get next free logbook address addr < L ..pop()

2. Add (pkyy,L, addr,U) to LS, _

3. Report a message (ssid, pky;, sk » addr, U) from HO
to each other operator O’

« For each semi-honest O’, when the adversary allows delivery
of that message:

1. Wait until receiving ((ureg, ssid), O") from 7* (if it has
not been received yet)

2. Execute the protocol honestly for O’, sending the party’s
state to the adversary after each activation and waiting
for continue from the adversary before sending out
any messages.

« For each honest O’, when the adversary allows delivery of
that message:

1. Wait until receiving ((ureg, ssid), O’) from F* (if it has
not been received yet)

2.Set 0; <« TSIG.PartSign(crstsic, sk;, (pky, addr)),
where i is the index of O’

3. Report message (ssid, o;) from O’ to HO

« After the adversary allowed delivery of all messages from
O’ to HO:

1. Set T to be the first t + 1 o;

2. 0 « TSIG.Combine(crstsic, T)

3.Store  (pkg,L) in Lxcowums and credsy =
(skys, pkyys, addr, o)

4. Report that Fg, . wants to generate output (ssid||3,
pidgo, (addr, o)) toU

5. Allow #* to deliver output to HO

« After the adversary allowed delivery of the output from
Fomr to U:
1. Allow F* to deliver output to U

Figure B.6.: Handling registration for honest user and home operator

the environment to distinguish these games is bounded by the probability to break zero-
knowledge of ZK, and hence these games are indistinguishable.

Game 5. In this game, 7 handles messages (ureg,...) the way F,,5, does if the user
involved is honest but the home operator is semi-honest. The changes to S° are detailed

in Fig. B.7.
Proof Sketch: Game 4 ~ Game 5.

Again, the only change visible to the environment is the generation of ., all other mes-
sages are the same in both games. Thus, the probability of the environment to distinguish
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UReg in S,
honest U,semi-honest HO

UReg in S°, honest U,
semi-honest HO

« Upon receiving (in, HO, (ureg, pidy, ssid)) from 74,
perform as HO:
1. Send message (ssid||1, pidy;, (ek, vk, vkp)) to Foyr
- Upon receiving (in, U, (ureg, ssid, pidye)) from 7,
perform as U:
1. Wait until (ssid||1, pidgo, (ek, vk, vky)) was received
from Foyir
2. Store ek, vk and vk, as vky o
3. Obtain and store crszx and crstsic from Fpq
4. (sky, pkyy) SlG.Keygen(lA)
5. stmt == (pky;), wit = (skg;)
6. 7k, < Prove(crszk, Rur, stmt, wit)
7. Send message (ssid||2, pidgo, (Pkys Zsky ) to Foyr
« After delivering output (ssid||2, pidy;, (pky, 7sk;,)) from
7—-SMT to HO, perform as HO:
1. stmt = (pkyy)
2. If Vf (crszk, Rur, stmt, Tsky ) # 1 abort
3. Get next free logbook address addr « Ly,..pop()
4. Add (pky;, addr,U) to LKeys
5. Send message (ssid, pky;, sk s addr,U) to each O’
« Upon receiving (in, 0’, (ureg, ssid)) from F*, perform
as O’ (for each O’):
1. Wait until (ssid, pky;, Tskyy» addr, U) was sent from HO
to O’
2. stmt = (pkyy)
3. If Vf (crszx, Rur, stmt, 7k, ) # 1 or addr € L, abort
4. Remove addr from L ees 2dd (pkyy, addr,U) to L
5. 0; < TSIG.PartSign(crstsic, sk;, (pky;, addr))
6. Send message (ssid, o;) to HO
« After all messages (ssid, 0;) from honest and semi-honest
O’ have been received by HO, perform as HO:
1. 0; < TSIG.PartSign(crstsic, sk;, (pkyy, addr))
2.Set T to be the first valid ¢ + 1 partial signatures o;
3. 0 « TSIG.Combine(crstsic, T)
4. Store (pkey) in L;‘goums
5. Send message (ssid||3, pidy;, (addr, o)) to Fgyp
6. Send (out, HO, (ok)) to 7*
« After delivering output (ssid||3, pidy o, (addr, o)) from
Fomr to U, perform as U:
1. If TSIG.Vf(vk, (pky;, addr), o) # 1, abort
2. Store (sky;, pkyy, addr, o)
3.Send (out, U, (0k)) to F*

Keys

« The simulator executes the protocol honestly for HO, send-
ing the party’s state to the adversary after each activation
and waiting for cont inue from the adversary before send-
ing out any messages to U.

« When the adversary allows delivery of output (ssid||1,
pidyo, (ek, vk, vky)) to U:

1. Wait until receiving ((ureg, ssid, pidy,), U) from 7
(if it has not yet been received)

2. Store vkg, as vk¥

3. Generate and store (skg;, pky;) < SIG.Keygen(1%)

4. Generate 75, < ZK.Sim(crszx, Rug, stmt = (pky;),
tdzx)

5. Report that Fg, ;. wants to generate output (ssid||2,
pidy, (pkys 7sky;)) to O

« For each O’, when the adversary allows delivery of the mes-
sage (ssid, pky;, Tskys» addr,U) from HO:

1. Wait until receiving ((ureg, ssid), ") from 7 (if it has
not been received yet)

2. For the first O’:
a) Remove addr from L,
b) Add (pky, L, addr, U) to L,

3. Execute the protocol honestly for O’

4.If O’ is semi-honest, send the party’s state to the adver-
sary after each activation and wait for cont inue from
the adversary before sending out any messages.

« After the adversary allowed delivery of the output from
Fomr to U:

1. If SIG.Vf (vk, (pkys, addr), o) # 1 abort
2. Store credsy = (sky, pky;, addr, o)
3. Allow 7 to deliver output to U

Figure B.7.: Handling registration for honest user and semi-honest home operator

these games is again bounded by the probability to break zero-knowledge of ZK, and hence

these games are indistinguishable.

Game 6. In this game, ¥° handles messages (ureg, ...) the way 7, does if the user
involved is corrupted. The changes to S°® are detailed in Fig. B.S.

Proof Sketch: Game 5 ~ Game 6.

All messages to the user and semi-honest operators are generated honestly, thus these
games only differ if S® aborts because extraction of the witness failed. The probability of
this is bound by the probability of breaking the simulation-extractability of ZK and hence

these games are indistinguishable.
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UReg in S°, corrupted U

UReg in S, corrupted U

« Uponreceiving (in, HO, (ureg, pidy;, ssid) ) from ¥, per-
form as HO:
1. Send message (ssid||1, pidy;, (ek, vk, vkp)) to Foyr
« When the adversary allows delivery of output (ssid||2,
pidy;, (pkys ”skU)) from ¥, to HO, perform as HO:
1. stmt = (pky;)
2. If Vf(erszk, Rur, stmt, 7g;; ) # 1 abort
3. Get next free logbook address addr < L,..pop()
4. Add (pky;, addr,U) to LKeys
5. Send message (ssid, pkg;, Tsky» addr, U) to each O’
« Upon receiving (in, O’, (ureg, ssid)) from 7>, perform
as O’ (for each O’):
1. Wait until (ssid, pky;, Tskys» addr, U) was delivered
from HO to O’
2. stmt = (pkyy)
3. If Vf (cerszx, Rur, stmt, ﬂsku) # loraddr¢ L, abort
4. Remove addr from L, add (pkgs, addr,U) to L

Free’

5. 0; < TSIG.PartSign(crstsic, sk;, (pky;, addr))
6. Send message (ssid, 0;) to HO

« After all messages (ssid, 0;) from honest and semi-honest
O’ have been received by HO, perform as HO:
1. 0; « TSIG.PartSign(crstsic, sk;, (pkys, addr))
2. Set T to be the first valid ¢ + 1 partial signatures o;
3. 0 « TSIG.Combine(crstsig, T)
4. Store (pkyy) in L;’goums
5. Send message (ssid||3, pidy;, (addr, o)) to Fgyr
6.Send (out, HO, (0k)) to 7>

Keys

« The simulator executes the protocol honestly, sending each
semi-honest party’s state to the adversary after each activa-
tion and waiting for cont inue from the adversary before
sending out any messages from it.

« Additionally, when receiving (ssid, pky;, ”skU,) from U, if
the proof verifies successfully:

1. Extract wit := (sky;) < ZK.Ext(crszk, Rur, stmt, Tskyr»
tdzx)
2. Store (pky;, sky;, addr,U) in L‘Eeys
3.Send (ureg, ssid, HO) to F° on behalf of U
+ When simulation of HO sends the message (ssid||3, pidy;,

(addr, o)) to Fgyip, allow F° to deliver output to HO

Figure B.8.: Handling registration for corrupted user

7jMPC(insert) in Game 6

¢MPC(insert) in Game 7

Parameters: A next-step function NS
« Upon receiving (Run, ShareM, Sharex) from all parties:
1. Reconstruct memory M and input x
2. Initialize stns = (start, x), data = 0 and round := 0
3. While stns # (stop, z), do:
a) Run (stns, I) < NS(stns, data)
b) If I = (read, addr, L), set data := M[addr].val
c) Else if I = (write, addr, val), set data = M| addr].val
and update M| addr].val = I.val
d) Update round := round + 1
4. Output shares Sharestys, ShareM and round to all parties

Parameters: A next-step function NS
« Upon receiving (Run, ShareM, Sharex) from all parties:
. Ignore ShareM, use M := Mpeyjoq from the simulator state

instead )
. Reconstruct input x

. Initialize stys := (start, x), data = 0 and round =0
. While stns # (stop, z), do:
a) Run (stns, I) « NS(stys, data)
b) If I = (read, addr, 1), set data := M| addr].val
c) Else if I = (write, addr, val), set data := M| addr].val
and update M| addr].val = I.val
d) Update round = round + 1
. Output shares Sharestys, ShareM and round to all parties

—_

W N

3]

Figure B.9.: Simulation of Fypc(insert)» Part 1

Game 7. In this game, when simulating Fypc(insert)» S7 ignores the input ShareMerioq and
instead uses Mj,joq from its global state, see Fig. B.9.

Proof Sketch: Game 6 ~ Game 7.

These games are identical from the environment’s view since all M; start empty and semi-
honest operators always input the correct share, which corresponds to either the empty
initial memory or the memory last output by Fyipc(insert)-
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7:MPC(insert) in Game 7

TMPC(insert) in Game 8

Parameters: A next-step function NS
« Upon receiving (Run, ShareM, Sharex) from all parties:
1. Ignore ShareM, use M := Myerioq from the simulator state
instead
. Reconstruct input x
Initialize stys = (start, x), data := 0 and round =0
4. While stns # (stop, z), do:
a) Run (stns, I) < NS(stns, data)
b) If I = (read, addr, 1), set data := M| addr].val
c) Else if I = (write, addr, val), set data := M| addr].val
and update M|[addr].val = I.val
d) Update round = round + 1
. Output shares Sharestys, ShareM and round to all parties

(SN

o

Parameters: A next-step function NS
« Upon receiving (Run, ShareM, Sharex) from all parties:
1. Ignore ShareM, use M := My¢ripq from the simulator state
instead
2. Reconstruct input x
3. Initialize stns := (start, x), data := 0 and round =0
4. While stns # (stop, z), do:
a) Run (stns, I) « NS(stns, data)
b) If I = (read, addr, 1), set data := M| addr].val
c) Else if I = (write, addr, val), set data := M| addr].val
and update M[addr].val = I.val
d) Update round = round + 1
5. Output shares Sharestys, Share0 and round to all parties

Figure B.10.: Simulation of Fypc(insert), Part 2

Handling of (createentry,...) in
7:“8

« Upon receiving input (createentry, ssid, period,
entry) from party P:
1.Send (in, P, (createentry, ssid, period, entry))
to the simulator
« Upon receiving (out, P, msg) from the simulator:
1. Send (msg) to party P

Handling of (createentry,...)in
.7:9

« Upon receiving input (createentry, ssid, period,
entry) from party P:
1. If pidy; is not in Upep L,
2. Set ’dlgst = id) g + 1, id = id_
3. Add (id, pidy;, period, entry) to LPendingo
4.Send (in, P, (createentry, ssid, period, entry))

to the simulator

« Upon receiving (out, P, msg) from the simulator:

1. Send (msg) to party P

users> ignore this call

Figure B.11.: First step in handling creation of log entries

Game 8. In this game, when simulating Fypc(insert) S8 outputs shares of an all-0 memory

instead of ShareM, see Fig. B.10.
Proof Sketch: Game 7 ~ Game 8.

These games are identical from the environment’s view since at most ¢ operators are
corrupted, and ¢ out of the n shares reveal no information about M.

Game 9. In this game, ¥~ on input (createentry, ssid, period, entry) from U ignores
the message if pid;; ¢ Uoecol yeers- Otherwise, it still sends the input to the simulator and

delivers output as instructed by the simulator. Furthermore, #* fills L

Pending the same

way as F,qp - The concrete behavior of ¥ is detailed in Fig. B.11.

Proof Sketch: Game 8 ~ Game 9.

Storing internal data in F has no effect on the view of the environment. As such, the only
observable change is ¥ ignoring an input (createentry,...). F° only receives those
inputs for honest users, and it only ignores the message if it did not receive a message
(ureg,...) before. Thus, whenever ¥° ignores the message, the simulation of U by S?
would also abort since no values (sk;;, pk;, addr, o) would have been stored for that user.
Thus, from the environment’s view, these games are identical.
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Handling of createentry Handling of createentry
messages from corrupt users in S° messages from corrupt users in S*°
« When the adversary allows delivery of output (send, « When the adversary allows delivery of output (send,
ssid||1, (entryy, cty, m)): ssid||1, (entryy, cty, m)):
1. Wait until receiving (in, (createentry, ssid, 1. Wait until receiving (in, (createentry, ssid,
period, entrys), O) from 7o period, entrys), O) from 1o
2.1f entry,; # entryg, abort 2.1f entryy; # entryg, abort
3.h = H(period, cty, entrys),  stmt = 3.h = H(period, cty, entryy),  stmt =
(cty, ek, crstsic, vk, h) (cty, ek, crstsi, vk, h)

4. If Vf (crszk, Ree, stmt, ) # 1, abort

5. idjast = idjast + 1

6. Add (id)ys, period, cty, entry, ) to L

7. Gentry < SIG.Sign(skep, h) Gentry < SIG.Sign(skp, h)

8.Send (respond, ssid||1, (Centry, ko)) to Tg’;{}"‘“th Extract wit = (pky, sky, addr, o, r)
and (out, O, (ssid, OK, idjs)) to F° ZK.Ext(crszk, Ree, stmt, 7, tdzx ), abort if this fails

9. Find (pky;, sky;, addr, U*) in L‘Eeys, abort if no such entry

If Vf (crszx, Ree, stmt, ) # 1, abort
idjast = idjast + 1

4.
5.
6. Add (id|ys, period, cty, entry, i) to L
7.
8.

Pending Pending

exists
10. If U* is honest, abort

11. Send (createentry, ssid, period, entry;;) to S aoma
on behalf of user U*

12.Send (respond, ssid||1, (Gentry, Vkp)) to ?S%fﬁa“th
and (out, O, (ssid, oK, idj,)) to F1°

Figure B.12.: Calling %, , With (createentry,...) for corrupted users

Game 10. In this game, when receiving a message (ssid, entryy;, cty, ) from a corrupted
user, the simulator extracts the proper inputs and calls #° in the name of the correct user,
see Fig. B.12.

Proof Sketch: Game 9 ~ Game 10.

The only change to the environment’s view happens when the simulator aborts. This
can happen because 1. extraction of the witness failed, 2. no matching entry in L“Eeys
exists, or 3. U™ is honest. The probability for (1) is bounded by the probability to break
simulation-extractability of ZK. For (2), note that a valid signature o on (pky;, addr) has
been extracted. That signature is generated during execution of the ureg task, and since
Game 6 the simulator creates the appropriate entry in L‘Eeys when generating this signature.
Thus, no matching entry existing means o was not created by the simulator, and thus the
probability of (2) is bound by the probability to break TS-UF-1-security of TSIG (for the
reduction, the simulator uses vk and the obtained sk; for corrupted parties in the TS-UF-1
experiment during simulation of ?;(Tesylgen and replaces all instances of TSIG.PartSign of
honest parties with calls to the signing oracle of the experiment). Lastly, for (3), extraction
also provided the secret signing key of U*. For a honest user, obtaining this is bounded by
the probability to break EUF-CMA-security of SIG (for the reduction, the simulator uses
vk of the EUF-CMA experiment. The user secret key is never actually used to generate a
signature, and the simulator is already simulating all zero-knowledge proofs that would
use the secret key. The extracted signing key can then be used to forge a valid signature).

Thus, the distinguishing advantage is negligible.

Game 11. In this game, F!! on input (insert, ssid, period, id) from some O, ignores the call

if no entry (id, pidy, period, entry) existsin L,__ dingo’ Otherwise, it still sends the input to
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Handling of (insert,...) in F1°

Handling of (insert,...) in F!!

1. Send (in, P, (insert, ssid, period, id)) to the simulator
« Upon receiving (out, P, msg) from the simulator:
1. Send (msg) to party P

« Upon receiving input (insert, ssid, period, id) from party P:

« Upon receiving input (insert, ssid, period, id) from party P:
1.If no entry (id, pidy;, period, entry) exists in LPendingO’
ignore this call
2. Otherwise, remove that entry and append (entry) to
Logperiod
3.Send (in, P, (insert, ssid, period, id)) to the simulator.
« Upon receiving (out, P, msg) from the simulator:
1. Send (msg) to party P

Figure B.13.: First step in handling creation of log entries

Handling of (proveentry,...) in
7:11

« Upon receiving input (proveentry, ssid, entry, period,

Handling of (proveentry,...) in
7:12

« Upon receiving input (proveentry, ssid, entry, period,

O) from user U:
1.Send (in, P, (proveentry, ssid, entry, period, O))
to the simulator
- Upon receiving (out, O, (ssid, proveentry, pidy,
entry, period)) from the simulator:
1. Send (ssid, proveentry, pidy;, entry, period) to O

O) from user U:

1.If no entry (id, pidy;, period, entry) in LPendingoleo or
period

(entry) in Log;;" " exists, ignore this input
2. Otherwise, send (in, P, (proveentry, ssid, entry,
period, O)) to the simulator
« Upon receiving (out, O, (ssid, proveentry, pid,
entry, period)) from the simulator:
1. Send (ssid, proveentry, pidy, entry, period) to O

Figure B.14.: Handling of (proveentry) for honest U and O in Fpp

the simulator and delivers output as instructed by the simulator. Furthermore, ¥ ! fills

Log’l}ermd the same way as 7, - The concrete behavior of 7! is detailed in Fig. B.13.

Proof Sketch: Game 10 ~ Game 11.

Storing internal data in ¥ ! has no effect on the view of the environment. As such, the
only observable change is #'! ignoring a call instead of forwarding the input to the
simulator. #'! ignores the call only if no matching entry (id, pid,;, period, entry) exists in

Lpending. - Since Game 10, such an entry is created whenever O successfully completes the
endingp

createentry task. Thus, whenever ! ignores the call, the simulation of the (semi-
)honest O would also abort because no entry (id, period, cty, entry, &) exists in L,__ ding’
Thus, from the environment’s view, these games are identical.

Game 12. In this game, F'? ignores inputs (proveentry, ssid, entry, period, O) from

some user U if no entry (id, pidy;, period, entry) in L ot (entry) in Logﬂemd exists.

Pending /¢
Otherwise, it still forwards these inputs to the simulator and forwards outputs from the

simulator to O. For the concrete changes of this game, see Fig. B.14.

Proof Sketch: Game 11 ~ Game 12.

12 ignores inputs only if no matching entry exists. These entries were created since
Game 10 resp. Game 11 whenever the user actually created the respective log entry. Thus,
whenever F12 ignores an input, simulation of the honest user would also abort and thus
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Handling of (proveentry,...) in Handling of (proveentry,...) in
?“12 7_’13
« Upon receiving input (proveentry, ssid, entry, period, « Upon receiving input (proveentry, ssid, entry, period,
O) from user U: O) from user U:
1. If no entry (id, RlddU, period, entry) in LPendingO'go or 1. If no entry (id, pidy;, period, entry) in LPendingorEO or
(entry) in Logp,™™ exists, ignore this input (entry) in Log@emd exists, ignore this input
2. Otherwise, send (in, P, (proveentry, ssid, entry, 2. If O is honest:
period, O)) to the simulator' ) a) Send ((proveentry,ssid), U) to the adversary
+ Upon receiving (out, O, (ssid, proveentry, pidy, b) Output (ssid, proveentry, U, entry, period) to
entry, period)) from the simulator: fo)
1. Send (ssid, proveentry, pidy;, entry, period) to O 3. Otherwise, send (in, P, (proveentry, ssid, entry,

period, O)) to the simulator
+ Upon receiving (out, O, (ssid, proveentry, pidy,
entry, period)) from the simulator:
1. If U and O are honest, ignore this message
2. Otherwise, send (ssid, proveentry, pidy, entry,
period) to O

Figure B.15.: Handling of (proveentry) for honest U and O in ¥4,

Handling of (proveentry,...) in Handling of (proveentry,...) in
812 813
« Upon receiving (in, U, (proveentry, ssid, entry, « Upon receiving (in, U, (proveentry, ssid, entry,
period, O)) from 712 period, O)) from 713
1. Run the protocol honestly for U and O 1. Run the protocol honestly for U and O
2. When the protocol would generate output (ssid, 2.When the protocol would generate output
proveentry, pidy, entry, period) for O, send (out, (ssid, proveentry, pidy,, entry, period) for O, send
O, (ssid, proveentry, pidy, entry, period)) to 712 (out, O, (ssid, proveentry, pidy, entry, period))
to F13
« Upon receiving ((proveentry, ssid), U) from 73
1. Simply report a message of the appropriate length from
UtoO

Figure B.16.: Handling of (proveentry) for honest U and O in S

not create any messages because no entry in L
identical to the environment.

Receipt exists. Therefore, these games are

Game 13. In this game, F13 handles inputs (proveentry, ssid, entry, period, O) from
some user U the same way as Fpop, does if both U and O are honest, and S handles
simulation of them the same way as S does. For the concrete changes of this game,
see Figs. B.15 and B.16.

Proof Sketch: Game 12 ~ Game 13.
This is indistinguishable for the environment as running the real protocol reveals nothing
besides the length of the message from U to O.

Game 14. In this game, ¥ handles inputs (proveentry, ssid, entry, period, O) for
honest users same way as ¥, does, and S 4 handles simulation of them the same way
as S does for honest users. For corrupted users, S'* still handles them the same way as S*3
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Handling of (proveentry,...) in
‘7:13

« Upon receiving input (proveentry, ssid, entry, period,
O) from user U:
1.If no entry (id, pidy;, period, entry) in L

(entry) in Log‘g;rwd exists, ignore this input

2.1If O is honest:
a) Send ((proveentry, ssid), U) to the adversary
b) Output (ssid, proveentry, pidy;, entry, period)

to O

3. Otherwise, send (in, P, (proveentry, ssid, entry,

period, O)) to the simulator
+ Upon receiving (out, O, (ssid, proveentry, pidy,

entry, period)) from the simulator:

1.If U and O are honest, ignore this message

2. Otherwise, send (ssid, proveentry, pidy, entry,
period) to O

Handling of (proveentry,...) in
9:“14

Pending o’ c0 or

« Upon receiving input (proveentry, ssid, entry, period,
O) from some user U:

1. Check if an entry (id, pidy;, period, entry) exists in
LPendingO/eo or an entry (entry) exists in Logfjrwd, oth-
erwise ignore this input
2.1f O is corrupted, send ((proveentry, ssid, entry, .
period, O), U) to the adversary
Otherwise, send ((proveentry,ssid),U) to the ad-
versary.
3. Output (ssid, proveentry, U, entry, period) to O
« Upon receiving (out, O, (ssid, proveentry, pid,
entry, period)) from the simulator:
1. If U is honest, ignore this message
2. Otherwise, send (ssid, proveentry, pidy, entry,
period) to O

Figure B.17.: Handling of (proveentry) in 5,

Handling of (proveentry,...) in
813

Handling of (proveentry,...) in
Sl4

« Upon receiving ((proveentry, ssid), U) from 713
1. Simply report a message of the appropriate length from
UtoO
« Upon receiving (in, U, (proveentry, ssid, entry,
period, O)) from 713
1. Run the protocol honestly for U and O
2.When the protocol would generate output (ssid,
proveentry, pidy;, entry, period) for O, send (out,
O, (ssid, proveentry, pidy,, entry, period)) to F13

» When the adversary allows delivery of that output:

« Upon receiving ((proveentry, ssid), U) from F1*:
1. Simply report a message of the appropriate length from
UtoO
« Upon receiving ((proveentry, ssid, entry, period, O),
U) from F1*:
1. Retrieve (entry, cty, 1, Gentry, Vk o) from Lgeceipt
2. Retrieve (pky;, L, addr, U) from L‘Eey
3. Set stmt = (pky;, addr, cty)
4. Set t « ZK.Sim(crszx, Rpe, stmt, tdzx)
5. Report output (ssid||1, pidy;, (period, entry, pky;, addr,
0, Cty, Tentrys VKo, 7)) to O from Fgy

S

1. Execute the protocol for O honestly, sending the party’s
state to the adversary after each activation and waiting
for continue from the adversary before sending out
any messages.

2. When the adversary allows O to generate output, allow
F4 to deliver output to O

Figure B.18.: Handling of (proveentry) for honest U in S

and ¥ still forwards output to O. For the concrete changes of this game, see Figs. B.17

and B.18.
Proof Sketch: Game 13 ~ Game 14.

The only visible difference between these games for the environment is how 7z in the
message to the semi-honest operator is generated. Thus, the probability of distinguishing
these games is bounded by the probability to break zero-knowledge of ZK and therefore

the games are indistinguishable.
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Handling of (proveentry,...) in
7:14

« When the adversary allows delivery of output (ssid||1,
pidy;, (period, entry, pky, addr, o, cty, Gentry Vko, 7))
from gy,

1. Check if an entry (id, pidy;, period, entry) exists in

: . period
LPe“d“"go/eo or an entry (entry) exists in Log

erwise ignore this input

2.1f O is corrupted, send ((proveentry, ssid, entry,
period, O), U) to the adversary, otherwise send
((proveentry, ssid), U) to the adversary

3. Output (ssid, proveentry, U, entry, period) to O

«» Upon receiving (out, O, (ssid, proveentry, pidy,,

entry, period)) from the simulator:

1.If U is honest, ignore this message

2. Otherwise, send (ssid, proveentry, pidy;, entry,
period) to O

Handling of (proveentry,...) in
7:15

U oth-

« Upon receiving input (proveentry, ssid, entry, period,
O) from some user U:
1. Check if an entry (id, pidy;, period, entry) exists in

. . period _
LPendingOrE() or an entry (entry) exists in Log;;" ", oth

erwise ignore this input

2.1If O is corrupted, send ((proveentry, ssid, entry,
period, O), U) to the adversary, otherwise send
((proveentry, ssid), U) to the adversary

3. Output (ssid, proveentry, U, entry, period) to O

+ Upon receiving (out, O, (ssid, proveentry, pidy,
entry, period)) from the simulator:
1. Ignore this message

Figure B.19.: Handling of (proveentry) in F,

OBA

Handling of (proveentry,...) in
814

Handling of (proveentry,...) in
815

« Upon receiving ((proveentry, ssid), U) from 7%

1. Simply report a message of the appropriate length from

UtoO
« Upon receiving ((proveentry, ssid, entry, period, O),
U) from 715

1. [...]

« Upon receiving (ssid, period, entry, pky, addr, o, cty,
Oentry> VKo, ) from a corrupted U:

1. Follow the protocol of O honestly, sending the party’s
state to the adversary after each activation and waiting
for continue from the adversary before sending out
any messages if O is semi-honest

2.When O generates output, send the appropriate
(out,O,...) message to 74

« Upon receiving ((proveentry, ssid), U) from 7%

1. Simply report a message of the appropriate length from

UtoO
« Upon receiving ((proveentry, ssid, entry, period, O),

U) from 71:

1 [...]

« Upon receiving (ssid, period, entry, pky, addr, o, cty,
Oentry> VKo, 1) from a corrupted U:

1. Follow the steps of the honest protocol, sending the
party’s state to the adversary after each activation and
waiting for continue from the adversary before send-
ing out any messages if O is semi-honest

2. Before asking the adversary for permission to deliver
output:

a) Set stmt = (pky;, addr, cty)

b) Get wit = (r,sky;) < ZK.Ext(crszg, Rpe, stmt, m,
tdzx ), abort if this fails

c) Find the entry (pky;, sky, addr, U”) in L‘Eeys, abort
if no matching entry exists

d) If U* is honest, abort

e) Send message (proveentry, entry, period, O,
ssid) to 713 on behalf of U*

3. When the adversary allows O to deliver output, allow
F1 to deliver output to O

Figure B.20.: Handling of (proveentry) for honest U in S

Game 15. In this game, F'° handles inputs (proveentry, ssid, entry, period, O) same
way as Fpop, does, and S 15 handles simulation of them the same way as S does for both
honest and corrupted users. For the concrete changes of this game, see Figs. B.19 and B.20.
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Handling of analytics in 7%

Handling of analytics in #1

« Uponreceiving input (analytics, ssid, func, {periodi},
{U;}, auxo) from O:
1.Send (in, O, (analytics, ssid, func, {periodi},
{U;})) to the simulator

« Upon receiving input (analytics, ssid, func, {periodi},
{U;}, auxp) from O:
1. If not all parties provided the same func, { period, i}
and {U;} as input, ignore this call

« Uponreceiving (out, O, (ssid, resulto)) from the sim- 2. Set Log;

— P
o= {LOgU}Ue{Ui),pE{periodi}

ulator: ) Evaluate {resulto}opeco —
1. Send (ssid, resulto) to O func(Logs, {auxo}pep), setting  sequence =
(p1,p2s---» pn) with an entry p; = period; for

. period ;
each time func reads an entry from Log;, ’

3.If at least one operator is semi-honest, send
(analytics, ssid, sequence) to the adversary

4. For each operator O, generate delayed private output
(ssid, resultp)

Figure B.21.: Handling of analytics in %45,

Proof Sketch: Game 14 ~ Game 15.

Let us first consider when the simulator aborts. This is when 1. extraction of the witness
fails, 2. no matching entry in Lfeys exists, or 3. U" is honest. The probability of (1) is
bounded by the probability to break simulation-extractability of ZK. The message contains
a valid signature o on (pk;, addr). Whenever such a signature is created, the appropriate
entry in L‘Eeys is also generated, thus the probability for (2) is bounded by the probability
to break TS-UF-1-security of TSIG. Regarding (3), extraction provided sk;;, obtaining of
which for an honest user is as hard as breaking EUF-CMA-security of SIG. Therefore, the
probability that S'° aborts is negligible. Note that when S*° sends (proveentrys,...) to
1, simulation of O outputs (ssid, proveentry,...). We thus need to ensure that #1°
also delivers that output to O. This is the case because if S' did not abort, an appropriate
call of (createentry,...) has been made.

Game 16. In this game, #'° handles inputs (analytics,...) the same way as F,op,

and S'® handles simulation of those inputs and ﬁ%%(func) the same way as S. For the

concrete changes, see Figs. B.21 and B.22.

Proof Sketch: Game 15 ~ Game 16.

If all operators are honest, the only thing visible to the environment are the lengths of
the messages required to reveal shares of the outputs. Since shares have a fixed length,
simulation of these is trivial and perfect. With at least one semi-honest operator, ¢ leaks

sequence required to simulate ¥ ) as well as the correct output for each semi-honest

MPC(func

operator. With these information, simulation of F¢%

MPC(func)
messages visible to semi-honest operators and thus the environment are those required to

reveal shares of their output, and since S*® was using the correct outputs when generating
these shares, these are also identically distributed.

is perfect. The only other

Game 17. In this game, ¥'7 handles inputs (insert, ...) the same way as ¥, and S
handles simulation of them the same way as S. For the concrete changes, see Figs. B.23
and B.24.
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Handling of analytics in 8

Handling of analytics in 8

« Upon receiving (in, O, (analytics, ssid, ...)) from
7:15
1. Run the protocol honestly from O
2.When the protocol would generate output (ssid,
resultp) for O send (out, O, (ssid, resultp))
to F1°

« If all operators are honest, simply report messages for re-
vealing output shares of the appropriate lengths.

« Otherwise (at least one operator is semi-honest):

- Upon receiving ((analytics, ssid, func, {period;},
{Ui}), O') from ¥, (i€, O is semi-honest):

1. Simulate O” honestly, sending the state to the adversary
after each activation and waiting for cont inue from
the adversary before sending out any messages. When
the adversary allows generation of output, allow
to deliver output to O’

« Upon receiving ((analytics, ssid), O) from F,qp, (e,
O is honest):
1. Do nothing
« Wait until receiving (analytics, ssid, sequence) and
outputs (ssid, result) for each semi-honest operator

, : t .
O’, then simulate T;)l’;)c (func) as follows:

1. For each honest O, set resultp+ =0
2.Setresult :=Jresulto (this is 0 for honest opera-
tors, and the output of #,, for semi-honest operators)
3. Output shares Share(stop, result), {ShareM;},
round, sequence to all parties
9 3 Xt
+ When the simulation of Fyp, - (func)
honest O:
1. For each semi-honest O’, reveal Shareresultos to O’
2. For each honest O*, report a message of the correct length

from O to O*
« When the adversary allowed delivery of all share reveals

towards an honest operator O:
1. Allow Fpp, to deliver output to O

7;’OBA

has delivered output to

Figure B.22.: Handling of analytics in S

Handling of (insert,...) in 1

Handling of (insert,...) in £V

« Upon receiving input (insert, ssid, period, id) from O:
1.If no entry (id, pidy;, period, entry) exists in LPendingo’
ignore this call
2. Otherwise, remove that entry and append (entry) to
Logperiod
3.Send (in, P, (insert, ssid, period, id)) to the simulator
« Upon receiving (out, P, msg) from the simulator:
1. Send (msg) to party P

« Upon receiving input (insert, ssid, period, id) from O and
(insert, ssid) from all other O’:

. If atleast one O’ is corrupted, send ((insert, ssid, period,
id), O) to the adversary

If no entry (id, pidy;, period, entry) exists in L

—

oo

Pending o’
ignore this call

. Otherwise, remove that entry and append (entry) to
Lo period

w

~

U
. Generate delayed private output (ssid, ok) for each O

Figure B.23.: Handling insertion of log entries in %, ,

Proof Sketch: Game 16 ~ Game 17.

Simulation of Fypc(insert) is the same in both games as insert has no output and the
number of memory accesses is constant, independent of addr”. The simulator now does
not correctly update M anymore, but since Game 16 this is not used in a way visible to the
environment anymore, so this change is indistinguishable for the environment. Lastly, the
messages sent to semi-honest parties are distributed the same in both games since cty,entry
and 7 are the same in both games. Thus, these games are perfectly indistinguishable to

the environment.
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Handling of (insert,...) in S'° Handling of (insert,...) in SV
« Upon receiving (in, O, (insert, ...)) from ¢ « Upon receiving ( (insert, ssid, period, id), O) from 7 (i.e.,
1. Run the protocol honestly for O O is semi-honest):
2. When the protocol would generate output (entry) for O, 1. Honestly execute the protocol for O, sending the party’s
send (out, O, entry) to Vi state to the adversary after each activation and waiting
for continue from the adversary before sending out

any messages.
« Upon receiving ((insert, ssid), O) and ((insert, ssid,
period, entry*), O) from F7 (i.e., O is honest):

1. Find (id, period, cty, entry, ) € Lo and ignore

Pending
this message if no entry with (id, period) exists
2.Send (ssid, cty, entry, ) toall O’
3. Honestly run the checks from the real protocol
4. Treat O as having provided input to Fyipc (insert)
« Upon receiving ((insert, ssid), O’) from F7 for honest O’
1. Wait until the adversary allowed delivery of the message
(cty, entry, m) from O
2. Honestly run the checks from the real protocol
3. Treat O’ as having provided input to Fypc(insert)

Simulate Fyipc(insert) as follows:

« Upon receiving (Run, ShareM, Sharex) from all semi-
honest operators and having treated all honest operators
as having provided input to Fyipc(insert) :

1. Choose a random addr* € L‘Eeys

2. Ignore ShareM and Sharex, use M and partial decryp-
tions of TPKE.Encrypt(ek, addr”) instead

3. Follow the description of insert honestly

4. When delivering output to semi-honest operators, instead
of ShareM use Share0, where 0 is a memory the same
size as M but consisting only of 0-entries

+« When the adversary allows delivery of output from
FMPC(insert) to an operator O
1. Allow F'7 to deliver output to O

Figure B.24.: Handling insertion of log entries in S

Game 18. In this game, when both user and operator are honest while calling createentry,
18 no longer sends their inputs to the simulator. S'® simulates this case by simply re-
porting messages of appropriate size between the honest parties. Since this results in

S no longer creating entries (id, period, cty, entry, ) in Lgen ding’ it now uses the leak of

(period, entry) provided by '8 to simulate InsertEntry for such entries. For the detailed
changes to S8 regarding InsertEntry, see Fig. B.25.

Proof Sketch: Game 17 ~ Game 18.

First, let us observe the changes to InsertEntry: The probability of distinguishing the
change of cty during insert is bounded by the probability to break IND-CPA-security of
TPKE, and of 7 by the probability to break zero-knowledge of ZK. The message is still the
same, as the one leaked by 8 is the same that was sent by 7 during CreateEntry.

Game 19. We now further change createentry: In this game, when the user is honest
but the operator is only semi-honest, ¥'? no longer forwards the user’s input or output
from the simulator. Since the operator is semi-honest, S*° still gets their input to simulate.
See Fig. B.26 for the detailed changes.
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Handling of (insert,...) in SV

Handling of (insert,...) in S

« Upon receiving ((insert, ssid), O) and ((insert, ssid,
period, entry*), O) from 8 (i.e., O is honest):
1. Find (id, period, cty, entry, ) € L(P)ending
this message if no entry with (id, period) exists
2. Send (ssid, cty, entry, ) to all O’
3. Honestly run the checks from the real protocol
4. Treat O as having provided input to Fypc (insert)

and ignore

« Upon receiving ((insert, ssid), O) and ((insert, ssid,
period, entry*), O) from F2 (i.e., O is honest):
1. Create ctyy < TPKE.Encrypt(ek,0)
2. Set h := H(period, cty, entry*)
3. Set stmt = (cty, ek, crstsig, vk, h)
4. Set 1 < ZK.Sim(crszk, Rce, stmt, tdzx)
5. Send (ssid, cty, entry*, m) toall O’
6. Treat O as having provided input to Fypc(insert)

Figure B.25.: Handling insertion of log entries in S

Handling of createentry in S*®

Handling of createentry in 8"

« Upon receiving (in, O, (createentry, ssid, period,
entry,)) and (in, U, (createentry, ssid, period,
entry;;)):

1. Run the protocol honestly
« When the adversary allows delivery of the output:
1. Forward that output to F%

« Honestly run the protocol for O, sending the party’s state
to the adversary after each activation and waiting for
continue from the adversary before sending out any mes-
sages from it.

« Upon receiving ((createentry, ssid), user) and
((createentry, ssid, period, entry), O) from Fpop,:

1. Set addr =0
2. Generate cty < TPKE.Encrypt(ek, addr;r)

3. Set h := H(period, cty, entry)

4. Set stmt == (cty, ek, crstsig, vk, h)

5. Set r «— ZK.Sim(crszx, Ree, stmt, tdzk)

6. Report that T;lf&“‘lth wants to generate output (send,

ssid||1, (cty, m)) to O
« When the adversary allows delivery of output (respond,

ssid||1, (O-entry, vko)):

1. Store (entry, cty, T, Gentry» Vkp) in L

u
Receipt

2. Allow Fpp4 to deliver output

Figure B.26.: Handling creation of log entries in S

Proof Sketch: Game 18 ~ Game 19.

Again, these games are indistinguishable because the only changes are the generation
of cty and 7. Thus, the distinguishing advantage is bounded by the probability to break
either IND-CPA of TPKE or zero-knowledge of ZK.

Game 20. Another change to createentry: In this game, when the user is corrupt and
the operator is semi-honest, 7?° handles this task the same way as Fpq, does, and S*°
the same way as S does. Since the operator is semi-honest, S still gets the operator’s
input to simulate. See Fig. B.27 for the detailed changes.

Proof Sketch: Game 19 ~ Game 20.

The simulation of the operator stays the same. Thus, these games differ either because
the simulator aborts or because ¥2° delivers different output than the real protocol.
The probability for the first abort is bound by the probability of breaking simulation-
extractability of ZK. The probability of the second abort is bounded by the probability of
breaking TS-UF-01-security of TSIG, because extraction provided a valid signature, and

whenever that signature is generated, the simulator creates the respective entry in L‘Eeys.
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Handling of createentry in 8%

Handling of createentry in %

« Upon receiving (in, O, (createentry, ssid, period,
entry)) and outputs from F2uth:
1. Run the protocol honestly
+ When the adversary allows delivery of output for the opera-
tor:
1. Forward that output to

« The simulator executes the protocol honestly for O, sending
the party’s state to the adversary after each activation and
waiting for cont inue from the adversary before sending
out any messages.

« Additionally, the simulator does the following:

— When the adversary allows delivery of output (send,
ssid||1, (entryy, cty, m)) from Tg’;&a“th, if the honest
protocol did not abort as a result of this message:

1. Get wit == (pky;, sky, addr, o, r) « ZK.Ext(crszk,
Ree, stmt, 7, tdzk)

2. Find (pky;, skg;, addr, U*) in Lfeys,
entry exists

3. If U* is honest, abort

4.Send (createentry, ssid, period, entry;) to
Fropa On behalf of user U™

abort if no such

Figure B.27.: Handling creation of log entries in S

Handling of createentry in 8%

Handling of createentry in S?!

« Upon receiving (in, O, (createentry, ssid, period,
entrys)) and outputs from Tg’;&auth:
1. Run the protocol honestly
« When the adversary allows delivery of output for the opera-

« When the adversary allows delivery of output (send,
ssid||1, (entryy;, cty, m)) from T;AS/['Ta“th and after receiving
((createentry, ssid), O) from F2!:

1. h := H(period, cty, entryy), stmt = (cty, ek, crstsic,

tor: vk, h)

1. Forward that output to 72 I VE(erszk, Ree, stmt, ) # 1, ignore this message

. Otherwise, get wit = (pky, sky, addr, o, r) «
ZK.Ext(crszk, Rce, stmt, , tdzk), abort if this fails
Find (pky;, skgy, addr, U¥) in Lkgeys, abort if no such
entry exists

IfU* is honest, abort

Send (createentry, ssid, period, entry;) to Fpop,
on behalf of user U*

oo

w

Ee

o«

Figure B.28.: Handling creation of log entries in S

The probability for the third abort is bounded by the EUF-CMA-security of SIG, since
extraction provided the secret key of the user, which can be used to win the EUF-CMA
game. Note that this is possible because by this point, the secret key of honest users is
not used anywhere by the simulator anymore. If S** does not abort, then #%° delivers the
same output as the real protocol: It does not ignore the call because U™ is corrupted, has
called ureg previously and the messages match, and id is calculated the same way by
Fpopa and the protocol.

Game 21. We again change createentry: In this game, when the user is corrupt and
the operator is honest, 72! handles this task the same way as %5, does, and S*! the
same way as S does. This means that in this game, %! handles createentry as a
whole the same as F,p 4 does, and S handles it the same as S does. See Fig. B.28 for
the detailed changes.
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Proof Sketch: Game 20 ~ Game 21.

These games are indistinguishable for the same reason as the two previous games. The
simulator does not abort because of simulation-extractability of ZK, TS-UF-01-security
of TSIG and EUF-CMA-security of SIG. When it does not abort, the output of the ideal
functionality matches that of the real protocol.

Note that S?! equals the final simulator S. Since we showed that Game i is indistinguish-
able from Game i + 1 for i € {0,..., 20}, it follows that Game 0 (the real protocol) is
indistinguishable from Game 21 (ideal execution) and thus Theorem B.2.1 follows. [J
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