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Abstract—Autonomous systems are increasingly deployed
across critical domains, yet research on trustworthy autonomous
systems (TAS) appears to lack an agreed-upon, operationalizable
taxonomy for trustworthiness characteristics. While trustwor-
thy artificial intelligence (TAI) frameworks offer measurable
characteristics with more established metrics, TAS literature
tends to be fragmented with high-level models that can be
difficult to apply in practice. This paper investigates the extent
of alignment in TAS trustworthiness research and identifies
potential sources of misalignment, including differences in system
definitions, autonomy properties, stakeholder perspectives, and
domain requirements. Based on this analysis, we synthesize
a foundational two-pillar core of trustworthiness, the system’s
ability to dependably do what it is intended to do and the extent
to which stakeholders can assess and justify confidence in this
behavior. We propose an initial operationalization of this core
using characteristics adapted from established TAI frameworks
for which metrics and evaluation methods exist, and outline how
it can be applied to specific application contexts. An example
shows how stakeholder analysis guides characteristic adaptation.

Index Terms—Trustworthiness, Autonomous Systems, Trust.

I. INTRODUCTION

The rapid increase in computing power has enabled the
development and deployment of autonomous systems (ASs)
across various domains. Autonomous vehicles navigate com-
plex traffic scenarios, robots perform intricate manipulation
tasks, smart grids balance distributed energy resources, and
agents coordinate to optimize complex processes. All of these
systems function independently and perform tasks without
explicit human control, for which they often utilize capabilities
associated with artificial intelligence (AI) such as problem-
solving, decision-making, and learning [1], [2].

In contrast to automation, where the system behavior is
generally fully deterministic, autonomous systems often rely
on perception, learning, and self-adaptation, which makes their
behavior less predictable. Since the system lacks continuous
human supervision, users must judge to what extent they can
depend on the system and place an appropriate amount of
trust in it. Otherwise they may avoid it entirely or rely on it
excessively [3], [4]. The complex behavior of autonomous sys-
tems makes it difficult to assess the system behavior in certain
scenarios [1]. Moreover, as systems learn and adapt, additional
run-time validation and verification may be required [5].
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Many autonomous capabilities are realized through Al and
machine learning components, which trade interpretability for
performance [2]. While these components enable autonomous
behavior, they introduce non-determinism and opacity, hinder-
ing system understandability.

Research on trustworthy autonomous systems (TAS) is
diverse, with numerous taxonomies originating from social
sciences [3], [4], [6]. However, TAS literature appears to lack
a generally accepted taxonomy with operationalizable trust-
worthiness characteristics. In contrast, work on trustworthy Al
(TAI) has progressed more rapidly, with widely adopted risk
management and trust frameworks and taxonomies that offer
measurable characteristics [7], [8], [9], [10].

Significant work has been done to identify relevant trust-
worthiness characteristics in classical information and com-
munications technology (ICT) systems [11], Al systems [7],
[12], [13], and cyber-physical systems (CPSs) [14], [15], [16].
Contributions targeting autonomous systems exist [2], [4],
[17], [18], [19], [20], but tend toward higher-level models
that lack established metrics and methods for influencing
trustworthiness characteristics. Combining them often yields
abstract views with conflicting trust models. To our knowl-
edge, no widely accepted taxonomy for TAS trustworthiness
characteristics with associated metrics exists.

This work addresses the following research questions:
RQ1: To what extent does a unified view in academia exist
on what a trustworthiness taxonomy for TAS must
encompass?

What are the sources of misalignment in the scientific
community on TAS trustworthiness?

How could a unified generally applicable TAS trustwor-
thiness taxonomy be agreed upon, for which evaluation
methods and metrics exist?

This work contributes: (i) an analysis of TAS trustworthi-
ness views revealing the extent of alignment and divergence in
the scientific community; (ii) an identification of four sources
of divergence in TAS trustworthiness research; (iii) a founda-
tional and extensible conceptual model of trustworthiness for
autonomous systems, synthesized from prominent literature,
with an initial operationalization to support the community
in incrementally developing a unified TAS trustworthiness

RQ2:

RQ3:



taxonomy; (iv) an illustrative example applying the proposed
conceptual model to a robot vacuum cleaner.

This paper is structured as follows: Section II establishes
background. Sections III to V address RQ1, RQ2 and RQ3
respectively. Section VI concludes.

II. BACKGROUND

Autonomous systems are designed to function without ex-
plicit human control. The complexity that comes with the
independent behavior makes them less transparent to hu-
mans [1]. Furthermore, many autonomous capabilities are re-
alized through AI components that introduce non-determinism
and opacity [2].

Research on trustworthiness spans many domains. ICT pro-
vides foundational concepts (reliability, safety, security) [11].
Cyber-physical systems add physical-world interaction with
timing constraints and real-time requirements [15]. Au-
tonomous systems are characterized by independent operation,
while AI systems by their computational method [7]. These
domains overlap but are distinct: a system may be autonomous
without Al (e.g., rule-based autopilot) or use Al without being
autonomous (e.g., recommendation engine).

Analogously, trust and trustworthiness are related but dis-
tinct concepts. Trust is a psychological state of the trustor,
described as willingness to depend on a system [3] or confi-
dence that it will work as intended [21]. Trustworthiness, in
contrast, is a property of the trustee (the system) that engenders
trust [4], [22]. Thus, a system may be technically trustworthy
yet fail to inspire trust if users cannot assess its capabilities.
Conversely, users may trust a system that is not actually
trustworthy. The relationship between trust and trustworthiness
is dependent on the stakeholders’ ability to assess the system’s
capabilities [23]. This consideration is especially relevant for
domains where complexity and opacity hinder the assessment,
such as autonomous systems.

Trust in technical systems exists within a sociotechni-
cal context where both technical properties (reliability, se-
curity) and human factors (understanding, confidence) must
be considered [12], [24]. Trust models from social sciences
and human-automation interaction have been adapted for au-
tonomous and Al systems [3], [6], [25]. We review these in
Section III.

III. EXISTING VIEWS ON TAS TRUSTWORTHINESS

This section examines the extent to which academia holds a
unified view on what a trustworthiness taxonomy for TAS must
encompass. Given our well-defined and unambiguous research
question, we conducted a Rapid Literature Review (RLR) [26].
An RLR serves as an established, resource-efficient alternative
to a Systematic Literature Review (SLR) and has proven
effective for extracting essential literature [27]. As pragmatic
evidence synthesis methods, RLRs relax some of the proce-
dural rigor of SLRs to shorten the review process. In software
engineering, RLRs have nonetheless been found to support
decision-making with valuable evidence. A manual database
search with topic-related search terms and citation tracking

yielded 112 candidate works. A large language model-assisted
screening of 343 IEEE Xplore and ACM DL records matching
“trust* AND autonom®*” added 16 further AS-focused works,
for 128 in total. Search strings, screening criteria, and the full
work list are in the replication package'.

A. High-Level Trust Models

Foundational work on trust originates from philosophy and
organizational psychology. Trust has been characterized as a
relation between a trustor and a trustee within a restricted
scope [20], [28]. Mayer et al. identified Ability, Benevo-
lence, and Integrity as key pillars of trustworthiness [6];
Lee and Moray proposed the Purpose-Process-Performance
framework for trust in automation [3], [29]; and Hoff and
Bashir distinguished dispositional, situational, and learned
trust [25]. These models show that trust in technical systems
depends on factors beyond system properties alone, including
the perceived benevolence of designers, trustor characteristics
such as general propensity to trust and domain expertise, and
contextual factors such as perceived risk [3], [20], [25].

The literature thus divides into works examining the psy-
chology of trust in human trustors [3], [6], [12], [25] and works
identifying technical system properties believed to influence
trust [7], [11], [15]. This reflects the critical distinction be-
tween trust and trustworthiness. Trustworthiness as a system
property is meaningful only to the extent that it generates
appropriate trust, and trust cannot be objectively “built into” a
system [23]. Trust calibration, which aligns the trustor’s trust
with the system’s actual capabilities [3], depends on stake-
holders being able to assess trustworthiness characteristics,
motivating the operationalizable taxonomies surveyed next.

B. Survey of Trustworthiness Taxonomies

Having established that trust calibration requires assess-
able trustworthiness characteristics, we now review existing
taxonomies that attempt to define such characteristics. We
organize our review by domain, beginning with AS-specific
work and proceeding to adjacent fields.

Several works directly address AS trustworthiness with
varying scope. Devitt proposes a two-component model of
competency and ethical integrity [4]; while reliability is argued
as a core property, the subdivision into skills, motives, honesty,
and character remains hard to quantify in engineering. Chance
et al. identified eight trustworthiness categories from 60 papers
and standards [19], though mixing in human-robot interaction
and cyber-physical systems literature blurs autonomy-specific
concerns. Cybersecurity, safety, health, and human-machine
interaction have likewise been named as key trustworthiness
factors for robots and autonomous systems [30].

Some taxonomies explicitly target autonomous cyber-
physical systems. Four core concepts (trustworthiness, se-
curity, resilience, and dependability) have been proposed as
driving a TAS taxonomy by Flammini et al. [2], though rather
than offering a holistic evaluation approach, this work points
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Fig. 1. Diversity of system scopes addressed in reviewed literature. Existing
frameworks typically target specific subdomains (e.g., autonomous vehicles,
robots) rather than autonomous systems in general.

towards relevant taxonomies from dependable computing, cy-
bersecurity, and trustworthy Al domains.

Several works emphasize specific enablers of trustwor-
thiness. Hoppe et al. argue that the integration of Ability,
Benevolence, and Integrity is necessary but not sufficient,
since systems must also demonstrate their trustworthiness, for
which explainability is essential, and different stakeholders
(passengers versus auditors) yield different requirements [20].
Verifiability has been positioned as key to trust, used both
to assess reliability and to establish beneficiality [18]. Trans-
parency has likewise been emphasized. Explanations do not
improve dependability per se, but improve predictability and
thus user trust [17].

Beyond AS-specific work, adjacent domains offer estab-
lished taxonomies. CPS trustworthiness is well-researched,
with six characteristics proposed by [14], surveys of up
to 13 main attributes [16], and the NIST CPS Framework
defining trustworthiness through security, privacy, safety, re-
liability, and resilience [15]. Trustworthy Al is an active
area, with scoping reviews [9], [10], cognitive and emotional
trust dimensions [12], and frameworks including the NIST Al
RMF [7] (7 characteristics), the Al Trust Maturity Model [8]
(7 characteristics), and the EU AI Act. Foundational ICT
work centers on the dependability taxonomy [2], [11], [21],
though the equivalence between trustworthiness and depend-
ability weakens for learning systems, while ISO/IEC TS 5723
defines trustworthiness as ‘“the ability to meet stakeholders’
expectations in a verifiable way” [31]. These adjacent-domain
taxonomies provide valuable foundations but do not fully
address autonomous decision-making.

Fig. 1 illustrates the diversity of system scopes, showing that
existing frameworks often target specific subdomains rather
than autonomous systems in general.

C. Key Observations

Despite terminological differences, several themes recur
across the different domains. Dependability is seen as a
common requirement, and nearly all frameworks treat its
sub-attributes reliability and safety as fundamental [2], [11],
[15]. For autonomous systems specifically, the importance of
transparency and explainability is widely acknowledged [32],
[33], as users and regulators need to understand system
behavior to calibrate trust appropriately. Security concerns,
often in the form of protection against adversarial threats and

confidentiality, also appear in each investigated domain [2],
[7], [15], though with varying emphasis and exact threats.
Finally, multiple authors recognize that learning and self-
adaptive systems present verification challenges, requiring
ongoing verification throughout the system’s lifecycle rather
than one-time certification as for classical systems [2], [5].

At the same time, the works differ substantially in how
trustworthiness is conceptualized. They vary in granularity
(from 5 characteristics [11] to over 40 [16]), in abstraction
level [4], [7], in the boundary drawn between an “autonomous
system”, an “Al system”, and a “cyber-physical system” [19],
[30], and in stakeholder perspective [20]. Section IV examines
these sources of misalignment in detail.

Finding on RQ1: TAS lacks a mature, operationalizable
trustworthiness framework. While there is agreement on
core themes such as dependability, transparency, and se-
curity, TAS-specific work tends toward abstract models.
Operational taxonomies exist in adjacent domains (TAI,
CPS, ICT, HAI) but do not fully address AS-specific
concerns.

IV. CONTEXTUAL FACTORS IN TAS RESEARCH

Building on the divergences identified in the previous sec-
tion, we now examine the contextual factors that shape how
different works conceptualize TAS trustworthiness, and answer
the question why existing approaches differ based on their
intended scope, audience, and application context.

A. Target System Scope

A fundamental source of divergence is what each work
considers an “autonomous system.” The term is used for
systems ranging from simple automated controllers to complex
learning agents, and reviews scope it differently. Some encom-
pass robots and cyber-physical systems alongside autonomous
systems [30], others frame TAS as “autonomous CPS operat-
ing in critical environments” [2], and others span autonomous
systems, human-robot interaction, and ML-enabled systems
together [19]. As established in Section II, these domains are
conceptually distinct. TAI work emphasizes fairness and bias
mitigation, TAS research emphasizes concerns arising from
reduced human oversight, and CPS literature emphasizes phys-
ical safety and real-time constraints [14]. When such domain-
specific requirements are mixed without acknowledgment, the
resulting taxonomies become difficult to apply consistently.

B. Emphasized Autonomy Properties

Even focusing specifically on autonomous systems, works
emphasize different autonomy properties as most relevant for
trustworthiness: (i) delegated responsibility: higher autonomy
delegates more responsibility to the system, with accountabil-
ity implications when things go wrong [34], [35]; (ii) reduced
human monitoring: operating with little or no oversight raises
the capability bar a trustor expects before depending on the
system [35], [36]; (iii) opacity: from the complex behavior
enabling autonomy [1], [24] or from AI/ML components [22],



[37], making the system harder to understand and predict; and
(iv) behavioral adaptation: learning and self-adaptive systems
change over time, requiring dynamic verification rather than
one-time certification [5], [24].

C. Varying Stakeholder Perspectives

Trustworthiness has different meaning to different stake-
holders [33]. User-focused works examine how humans per-
ceive and form trust [4], engineering-focused frameworks
emphasize measurable technical parameters [7], [20], and
regulatory perspectives emphasize legal alignment such as the
EU AI Act and ISO/IEC standards [9]. These perspectives
yield taxonomies with different characteristic priorities and
abstraction levels, complicating direct comparison. Trust is
also transitive: a user’s trust in a system depends partly on trust
in the institutions behind it, which taxonomies rarely address
explicitly.

D. Criticality and Domain Specificity

The required rigor of trustworthiness assurance varies with
application criticality. Safety-critical automotive, aeronautical,
or medical systems require verification unnecessary for less
critical applications [17], yielding domain-specific taxonomies
(Fig. 1). The applicability of foundational taxonomies, such as
dependability [11] or Al trustworthiness [7], also depends on
system architecture and deployment context [2], since a system
with Al components must address fairness, bias, and accuracy,
while a rule-based one need not. Such architectural differences
are often unaccounted for in general-purpose taxonomies.

Finding on RQ2: The key contextual factors shaping
the conceptualization of TAS trustworthiness include: (1)
the exact scope of what constitutes an autonomous sys-
tem, (2) the emphasized autonomy properties, (3) different
stakeholder perspectives, and (4) criticality and domain-
specificity.

V. TOWARDS A GENERALLY APPLICABLE TAS
TAXONOMY

Having identified sources of misalignment, we now propose
a conceptual model for constructing generally applicable TAS
trustworthiness taxonomies for which metrics and evaluation
methods exist.

Given the lack of operationalizable TAS-specific taxonomies
identified in Sections III and IV, we propose a framework that
combines a TAS-specific core with operationalizable charac-
teristics from mature TAI frameworks.

A. Core TAS View: The Two Pillars

Despite the divergences identified earlier, we observe that
TAS and ICT literature converges on a common core View.
To represent this, we propose a structure of ability and
assessability pillars. While the term ability also appears in
trust literature (e.g., the ABI model [6]), in our proposed
model both pillars synthesize related concepts found across
a multitude of sources. Table I shows how the trustworthiness

framings of works across the reviewed literature map onto
these two pillars. Each work is coded in its own terms, and the
mapping is an interpretive coding offered to make the synthesis
inspectable rather than as proof of convergence.

This two-pillar structure captures the essence of TAS trust-
worthiness. A system must both have the technical capability
to perform correctly and reliably (ability) and demonstrate its
trustworthiness by endowing stakeholders with the possibility
to evaluate, verify, or have justified confidence in said system
behavior (assessability).

Some perspectives extend this view with benevolence, in-
tegrity, or beneficiality dimensions. However, these concepts
originate from human trust models and do not translate directly
to technical systems. A system cannot “intend” good or “be
honest” in the way humans can. Where relevant, these con-
cerns can be addressed through the two pillars (e.g., integrity
as validity and transparency or benevolence as beneficial
design intent, assessed through transparency).

B. Operationalization

We propose specifying each pillar using characteristics from
mature TAI frameworks, which offer the granularity needed for
practical application. Nevertheless, their interpretation requires
adjustment for AS contexts. We select the NIST Al RMF [7]
as the primary source for the set of characteristics for the
two pillars due to the framework’s wide adoption and compre-
hensive characteristic coverage. We decompose its compound
characteristics, such as secure and resilient, into atomic ones,
so that evaluation methods and metrics attach at this finer
grain. Fig. 2 presents the resulting conceptual model. Table II
presents methods and metrics for evaluating both pillars.
Metrics for assessability characteristics are less standardized
than for ability. Gaps remain in dynamic verification and
autonomy-aware assessment.

The ability pillar is rooted in classical dependability [11]
and comprises five characteristics. Validity captures whether
the system performs as intended and fulfills its require-
ments [7]; for autonomous systems, this must hold continu-
ously as the system adapts and encounters unexpected inputs,
requiring dynamic verification [5]. Reliability refers to the
continuity of correct service, where the independent operation
of autonomous systems amplifies the consequences of fail-
ures. Safety denotes the absence of catastrophic consequences
on users or environment, particularly critical for embodied
autonomous systems such as vehicles and robots. Security,
the composite of confidentiality, integrity, and availability,
becomes harder to ensure as the attack surface grows with each
sensor and component while human supervision is reduced.
Finally, resilience [40] captures the persistence of dependabil-
ity under change, important whenever autonomous systems
must handle environmental shifts and component failures with
limited oversight.

While the NIST AI RMF includes privacy and fairness as
core characteristics, these differ in kind from the two pillars.
The pillars are execution-level: they relate a system’s behavior
to its intended behavior (ability) and make that relationship



TABLE I

MAPPING OF SELECTED TRUSTWORTHINESS FRAMINGS ONTO THE ability AND axsessability PILLARS, RECORDED IN EACH SOURCE’S OWN TERMS. A
BLANK CELL MARKS A SINGLE-PILLAR SCOPE, NOT THE REJECTION OF THE OTHER. Linked RECORDS WHETHER THE FRAMING IS CAST AS KEY TO trust
OR TO trustworthiness.

Work Domain Linked Ability framing Assessability framing

[3] HAI trust performance (reliability, predictability) process (understandable algorithms)

[38] AS both reliability, robustness transparency, V&YV, certifiability

[34] AS trust — accountability

[33] AS both — transparency (IEEE P7001)

[23] AS/AT trustw. dependably does what intended assurance cases

[17] AS both dependability transparency, explanations

[39] AS trust reliability understanding of how decisions are derived
[19] AS trustw. reliability, accuracy verifiability, transparency (IEEE P7001)

[18] AS both reliability verifiability

[24] AS trustw. behaves as expected despite faults verification, explainability

[2] AS both dependability, security, resilience transparency, explainability

[21] AS trust dependability, antifragility assessed confidence in requirement fulfillment
[20] AV both relevant capabilities explainability

[7] Al trustw. validity, reliability, safety, security, resilience transparency, explainability, interpretability, accountability
[8] Al both robustness, safety explainability, transparency, accountability
[37] Al trust reliability, robustness interpretability

[15] CPS trustw. security, safety, reliability, resilience —

[16] CPS trustw. assured correct performance transparency, provability (evidence)

[11] ICT trust dependability: justifiably trusted service justification via fault removal and forecasting
[31] ICT trustw. meet stakeholder expectations verifiability, measurability, demonstrability

HAI = Human-Automation Interaction; AS = Autonomous Systems; Al = Artificial Intelligence; AV = Autonomous Vehicles; CPS = Cyber-Physical
Systems; ICT = Information and Communications Technology.

evaluable (assessability), while staying agnostic about whether
the intended behavior is itself desirable. Privacy, fairness, and
ethical concerns are instead specification-level: they constrain
what the intended behavior should be. They are therefore not
additional pillars but context-specific requirements: once a
context adopts one (e.g., privacy when autonomous systems
collect personal data, fairness when their decisions differently
affect people), conformance to it becomes a validity (ability)
concern and its demonstration an assessability concern. Such
characteristics are introduced during the customization step
(Section V-C) when the application context demands it.

The assessability pillar covers four characteristics that en-
able stakeholders to evaluate the ability pillar. Their def-
initions are not unified across the community [13], [32].
Transparency is the extent to which information about the
system and its outputs is accessible to stakeholders [7],
[32]; for autonomous systems this includes decision-making
processes, system boundaries, and limitations, with differing
needs across users, engineers, and incident investigators [33].
Explainability refers to methods that rationalize and clarify
system behavior [32], [41], critical for autonomous systems
with opaque Al components both at operation time and post-
hoc. Interpretability is the capacity to derive meaning from
system behavior [32], [42], especially relevant in regulated
domains. Accountability is the a-posteriori mechanism linking
events to a natural or legal person [43]. For component-based
autonomous systems, it requires clear attribution of causality
across autonomous decision chains [44].

C. Application Example

The two-pillar model (Fig. 2) serves as a baseline for
constructing application-context-specific trustworthiness tax-

TABLE I
METHODS AND METRICS FOR TRUSTWORTHINESS CHARACTERISTICS.
Char. Methods Metrics
Ability
Validity Formal verification, Testing coverage,
conformance testing, conformance scores, OOD
validation datasets detection rates
Reliability Statistical testing, concept MTTF, MTBEF, failure rate,
drift detection prediction confidence
Safety Hazard analysis, fault tree SIL (IEC 61508), ASIL (ISO
analysis, safety cases 26262), DAL (DO-178C)
Security ~ Penetration testing, threat Vulnerability counts, attack
modeling, red teaming success rate, adversarial
robustness
Resilience Fault injection, stress testing, Recovery time, degradation
chaos engineering levels, fault coverage
Assessability
Transp. Documentation review, IEEE P7001 transparency
stakeholder interviews levels
Explain. LIME, SHAP, attention Fidelity, consistency,
visualization, user studies comprehensibility scores
Interpr. Task-based evaluation, user User understanding scores,
studies prediction accuracy
Account.  Causal tracing, decision Audit trail completeness,

logging, provenance tracking

logging coverage

onomies. Deriving such a taxonomy involves analyzing the
system context, adapting the default characteristics, selecting
evaluation methods, and defining fulfillment levels. A general
customization workflow over these steps is left to future
work. Here we illustrate them on a robot vacuum cleaner, a
system whose application domain is autonomous indoor floor
cleaning, navigating rooms, avoiding obstacles, returning to
the charging dock, and including cameras for navigation and
home monitoring in some models.
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Fig. 2. Two-pillar TAS trustworthiness taxonomy with operationalizable
characteristics.

1) Analyze System Context: We apply IEEE P7001’s stake-
holder classification and consider two groups whose priori-
ties differ substantially. For users, trust centers around the
system doing its job reliably (cleaning effectively, returning
to dock, recovering when stuck) and, for camera-equipped
models, not leaking home data; users largely do not consider
safety (no hazardous components), security, or accountability,
and on the assessability side want simple status indicators
and explanations rather than detailed logging. Certification
agencies instead require compliance evidence for validity and
reliability (e.g., MTTF documentation), basic electrical safety
per IEC 60335, security analysis, and GDPR compliance; for
assessability, they expect P7001-compliant logging, cleaning
history records, and accountability through data access audit
trails. This comparison reveals that safety, security, and ac-
countability may not be directly relevant for user trust but are
essential for certification.

2) Adapt Characteristics: Table III shows the adaptation
of characteristics for users (and the corresponding methods
and metrics from the following step). Safety, security, and
accountability are removed since they are not directly relevant
for user trust in this context. Privacy is added as it is essential
for camera-equipped models.

3) Select Evaluation Methods: The third column of Ta-
ble III lists the corresponding methods and metrics for each
adapted characteristic.

4) Define Fulfillment Levels: Discrete cumulative fulfill-
ment levels are defined per characteristic (e.g., illustrative
levels for validity coverage: L1 >80%, L2 >90%, L3 >95%,
L4 >98%), enabling dimension-wise comparison across prod-
ucts. The full level definitions for all characteristics are pro-
vided in the replication package.

Stakeholders should be actively involved in customization,
both to identify relevant per-characteristic interpretations and
priorities and to validate that the resulting trustworthiness
scores correlate with their perceived trust. While the concep-
tual model still requires empirical validation, we ground its
operationalization in the widely adopted NIST AI RMF and
illustrate its application on an example.

TABLE 111
CHARACTERISTIC ADAPTATION, METHODS, AND METRICS FOR THE
ROBOT VACUUM CLEANER (USER PERSPECTIVE).

Char. Domain-Specific Adaptation =~ Methods and Metrics
Ability

Validity Complete floor coverage, Coverage, room recognition
correct room recognition, accuracy, return home rate
returns to the station

Reliability Consistent cleaning, does not Mean Time Between Failures,
get stuck, battery longevity cleaning consistency, rate of

getting stuck

Resilience Recovery from stuck Recovery success rate,
situations, handles being recovery time
stepped on or getting wet

Privacy Camera data must not leak, GDPR compliance, data
home map protection retention policies, map

encryption
Assessability

Transp. Status indicators, push Status indicator clarity,
notifications notification reliability

Explain.  Reasons for returning to dock,  User comprehension scores
getting stuck, missed areas for status messages

Interpr. Visibility of room maps, Map accuracy, schedule

cleaning schedules for users predictability

Finding on RQ3: A foundational and extensible TAS trust-
worthiness conceptual model can be derived by combining
the two-pillar core from TAS literature with operational-
izable characteristics from mature TAI frameworks. This
approach provides measurable properties while maintaining
grounding in TAS-specific concerns. Stakeholder-specific
instantiation and AS-specific considerations (dynamic ver-
ification, reduced monitoring, opacity) are necessary for
practical application.

VI. CONCLUSION AND FUTURE WORK

This work investigated the state of trustworthiness research
for autonomous systems. We found that a unified view on TAS
trustworthiness taxonomies does not appear to exist. While
literature agrees on core themes, major taxonomies are rather
high-level, which makes it difficult to associate evaluation
methods and appropriate quantification with their view on
trust and trustworthiness. Building on existing literature, we
started an effort to obtain an operationalizable trustworthiness
taxonomy for autonomous systems. We harmonized existing
work by proposing a two-pillar conceptual model with an
initial operationalization, providing measurable characteristics
for autonomous systems performing in an arbitrary application
context, and illustrated its context-specific adaptation on an
example.

Future work will develop a full customization workflow
and validate the conceptual model through case studies in
higher-criticality domains under the involvement of various
stakeholder groups to assess the generalizability of our con-
cept. Our work could also benefit from the establishment of a
unified evaluation methodology for currently under-specified
characteristics of the assessability pillar.
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