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Abstract
Smart electricity grids increasingly rely on communication between

distributed subsystems, leading to an increased attack surface. Stan-

dards for smart grid communication security, such as IEC 62351,

do not sufficiently cover the developments of quantum comput-

ing. To bridge this gap, we propose a novel quantum-resistant

crypto-agile authentication and encryption framework. The frame-

work safeguards the confidentiality, authenticity, integrity, and non-

repudiation of industrial network communication using a bump-

in-the-wire approach. The framework is tailored to the strict time

constraints of low-latency protocols deployed in IEC 61850 digital

substations. To evaluate the framework and demonstrate its appli-

cability in digital substations, we conduct a performance analysis

and a laboratory-based experiment using intelligent electronic de-

vices, merging units, and I/O boxes communicating via the GOOSE

and SV protocol. The results show that the framework is able to

secure low-latency digital substation communication, as authen-

ticated and encrypted frames achieve a transfer time below 3 ms.

Moreover, the laboratory-based experiment indicates that the novel

bypass-capable architecture of the framework enables deployment

via retrofitting of existing substations, as it allows adaption to

partially incompatible environments via configurable fine-grained

bypassing of network streams.
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1 Introduction
The infrastructure in the energy-related sector currently transforms

from traditional top-down energy transmission and distribution sys-

tems to smart grids with bidirectional data and energy flows [10].

This transformation leads to an increased reliance of deployed

operational technology (OT) on information and communication

technology (ICT), as smart grids heavily rely on communication

between distributed OT subsystems. The development of OT en-

ables new possibilities, including the integration of distributed

subsystems into supervisory control and data acquisition (SCADA)

systems, but also leads to new challenges with regard to cybersecu-

rity [28]. Mitigation strategies and cybersecurity approaches of the

IT domain may not be viable solutions for OT, due to the differing

characteristics of OT systems [7, 28].

Historical evidence indicates that economically or politically

motivated adversaries pose a risk to OT systems, including energy-

related systems [6]. Furthermore, current developments of quantum

computers towards cryptographically or cryptanalytically relevant

quantum computers (CRQC) [29] increase the risk for OT system

security [7]. Despite the fact that OT systems rely less on crypto-

graphic mechanism in comparison to IT systems, OT systems are

vulnerable to the adversarial misuse of a CRQC due to their critical-

ity, increasing connectivity, legacy devices, and low-computational

capabilities [7, 25]. In particular, public-key cryptography relying

on the hardness of the integer factorization problem, discrete loga-

rithm problem (DLP), and elliptic curve discrete logarithm problem

(ECDLP) are endangered by CRQCs, as quantum algorithms exist

to solve these problems efficiently [2, 5, 7].

The present paper focuses on strategies to enhance the infor-

mation security of communication protocols in digital substations

and their substation automation systems (SAS). An SAS represents

the entirety of communication and control equipment of a sub-

station [27]. Satisfying security requirements including integrity,

authenticity, non-repudiation, and confidentiality without com-

promising the strict time constraints of communication protocols

are key factors for the cybersecurity in an SAS [19]. These proto-

cols include among others the generic object oriented substation

event (GOOSE) and sampled values (SV) protocol, as defined in
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IEC 61850 [15, 17]. These protocols rely on symmetric cryptogra-

phy for mandatory authentication and optional encryption of trans-

ferred data [16]. The symmetric cryptography algorithms used for

SAS communication, including AES-GCM, AES-CBC, AES-GMAC,

and HMAC-SHA are believed to be secure against post-quantum

attacks [2]. However, the traditional key agreement protocols Diffie-

Hellman-Merkle (DH) and elliptic-curve Diffie-Hellman-Merkle

(ECDH), which are utilized to establish shared keys, are not secure

against post-quantum attacks as they rely on the hardness of the

DLP and ECDLP. While today’s versions of widely accepted stan-

dards for cybersecurity in substations underline the importance

of crypto-agility and quantum-resistant cryptography [18], quan-

tum adversaries may pose a risk for already deployed substations,

especially due to a substation’s long lifecycle.

To bridge this gap, we propose a quantum-resistant crypto-agile

inline authentication and encryption framework for SAS commu-

nication. Our framework provides mandatory authentication and

optional authenticated encryption via a bump-in-the-wire (BITW)

approach. Due to its BITW or inline deployment, our framework is

a viable solution to provide confidentiality, integrity, authenticity,

and non-repudiation not only in a newly constructed SAS but also

via retrofitting of existing substations. To address the aforemen-

tioned objectives and considerations, the present paper comprises

the following main contributions:

C1 Framework: A novel quantum-resistant crypto-agile in-

line authentication and encryption framework enhancing

the security of low-latency SAS communication.

C1.1 Architecture: A security-oriented SAS architecture

integrating industrial components as well as components

responsible for inline cryptographic procedures.

C1.2 Protocol: A lightweight encapsulation-based commu-

nication protocol based on a hybrid cryptosystem enabling

transparent in-flight authentication and encryption of data

frames.

C1.3 Operation: An adaptation approach based on operat-

ing modes and selective frame bypassing, which simpli-

fies deployment and debugging for SAS operators, and

increases retrofitting capabilities.

C2 Implementation: An open source implementation of our

framework using object-oriented high-level programming

languages.

C3 Evaluation: An experimental evaluation analyzing the per-

formance and applicability of our framework.

The remainder of the present paper is organized as follows: In

Section 2, we present the related literature of the present paper. In

Section 3, the architecture, communication protocol, and adapta-

tion strategies of the framework are introduced and discussed. In

Section 4, we present a performance analysis and an experimental

demonstration of applicability. In Section 5, we present a summary

and provide insights into prospective future research.

2 Related Work
A FALCON-based quantum-resistant digital signature scheme for

time-critical substation communication is presented by Hussain

et al. [13]. The scheme aims to safeguard the authenticity and in-

tegrity of the routable GOOSE (R-GOOSE) and routable SV (R-SV)

protocol defined in IEC 61850-90-5 [14]. Based on a delay analysis

using experiments and network simulations, the authors demon-

strate that the approach is able to meet the end-to-end delay re-

quirements of R-GOOSE and R-SV. Similar to the work of Hussain

et al. [13], the present paper emphasizes the viability of employing

public-key cryptography for enhancing SAS security. By employing

a hybrid quantum-resistant cryptosystem, our framework not only

benefits from the security characteristics of asymmetric cryptogra-

phy but also from the smaller message overhead and faster com-

putation of traditional quantum-resistant symmetric cryptography.

Moreover, the crypto-agility of our framework allows adaptation

to future developments.

An inline authentication approach for network packets between

intelligent electronic devices (IED) and merging units (MU) is pre-

sented by Ishchenko and Nuqui [19]. A BITW device called security

filter is deployed as an add-on device at Ethernet-based communi-

cation busses using the GOOSE or SV protocol. The security filter

appends MAC tags to outgoing messages of an IEDs and verifies

incoming MAC tags. Thus, the security filter safeguards integrity

and authenticity of SAS communication. The authors show that

the security filter is able to meet the performance requirements of

GOOSE and SV using a hash message authentication code (HMAC)

and Galois message authentication code (GMAC) algorithm on off-

the-shelf ARM hardware. Our framework is inspired by the BITW

architecture of the security filter [19]. We extend the concept by not

only providing authentication but also authenticated encryption to

SAS devices. Moreover, aspects of quantum-resistant cryptography,

especially with regard to key agreement, are not considered by the

security filter approach [19].

A quantum-resistant communication protocol for smart grids

based on the ring learning with errors problem is presented by Bera

et al. [3]. The approach aims to secure network communication

between edge servers, service providers, and smart meters. The

feasibility of the approach is demonstrated by performing an ex-

perimental evaluation and comparative analysis on computation

and communication costs. Moreover, the authors prove the claimed

security characteristics formally. In contrast to the approach by

Bera et al. [3], the goal of our framework is to support low-latency

protocols employed in smart grids. The hybrid characteristic and

crypto-agility of our framework ensure that communication is as

secure as possible while considering strict communication con-

straints.

Instant messaging services, another domain which is at risk of

quantum attacks including ’Harvest Now, Decrypt Later’ attacks,
are in need of quantum-resistant authentication and encryption.

PQXDH is a post-quantum key agreement protocol by Kret and

Schmidt for Signal [4, 20]. Apple’s iMessage uses the PQ3 mes-

saging protocol to secure both, the initial key establishment and

the ongoing message exchanges using post-quantum cryptogra-

phy [1, 22]. However, both industrial approaches partially rely on

non-quantum-resistant elliptic curve cryptography. Our framework

emphasizes the viability of a fully quantum-resistant approach by

combining post-quantum and traditional quantum-resistant cryp-

tography. Moreover, our framework is lightweight with regard to

the number of different keys used for key agreement, and used for

domain-specific message authentication and encryption.
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3 Quantum-Resistant Crypto-Agile Inline
Authentication & Encryption Framework

As digital substations are part of smart grids and, thus part of the

critical electricity infrastructure, securing intra- and inter-substation

communication becomes increasingly more relevant. In the present

paper, we focus on securing the low-latency communication of dig-

ital substations, including GOOSE and SV communication. To safe-

guard the confidentiality, authenticity, integrity, and non-repudiation

of low-latency message exchanges against today’s adversaries as

well as quantum adversaries in the future, we propose a quantum-

resistant crypto-agile inline authentication and encryption frame-

work. The framework comprises the following key characteristics:

Transparent Inline Cryptography: The framework provides

authentication and authenticated encryption to substation

devices. These services are provided inline, i.e., these ser-

vices are provided to the corresponding service consumers

automatically and invisibly. This BITW approach enables de-

ployment of the framework in newly constructed substations

and existing substations via retrofitting.

Hybrid Cryptosystem: The framework is based on a multi-

phase approach featuring three cryptographic mechanisms.

A digital signature algorithm (DSA) and a key encapsula-

tion mechanism (KEM) are responsible for establishing a

mutually-authenticated secure connection between two sys-

tem entities. An authenticated data encapsulation mecha-

nism (DEM) provides secure and lightweight authentication

and authenticated encryption services for arbitrary domain-

specific data.

Quantum-Resistance: The framework emphasizes the im-

portance of a fully quantum-resistant approach to secure

communication against non-quantum adversaries, passive

quantum adversaries, and active quantum adversaries. Con-

sequently, the framework does not rely on non-quantum-

resistant cryptography.

Crypto-Agility: As no CRQC exists yet, uncertainties regard-

ing the performance and abilities of quantum computers

remain to exist. To deal with these uncertainties and make

the framework future-proof, the framework does not rely on

the characteristics of specific algorithms but rather supports

the replacement of algorithms depending on communication

requirements and cybersecurity developments at the time

of deployment. Moreover, this algorithm-agnostic approach

enables operators or devices to choose cryptographic algo-

rithms, that fit their security requirements and performance

constraints best.

No Key Escrow: While the framework employs a trusted third

party for identity binding, the private cryptographic mate-

rial used for DSA, KEM, and DEM is only known to the

communicating entities.

3.1 Architecture
The architecture of the framework is shown in Figure 1. The archi-

tecture consists of three types of entities:

SAS Device: OT devices that aim to exchange domain-specific

data at the data link layer. Depending on the protocol used,

communication between these devices might be time-critical.

Crypto.
Enforcement

Point

Crypto.
Enforcement

Point
Payload Exchange

SAS
Device

SAS
Device

Domain-Specific
Request

Identity
Authority

Key Establishment

Identity Binding
& Retrieval

Identity Binding
& Retrieval

Domain-Specific
Request

Figure 1: Framework architecture and message exchanges.

CEP: The cryptography enforcement point (CEP) handles data

link layer frames by either applying an authenticated data

encapsulation to them or verifying and decapsulating them.

IA: The identity authority (IA) binds the identity of SAS devices
to the identity of a CEP. Moreover, it acts as a key store for

authentication-related public keys.

3.2 Authentication & Encryption Protocol
Our framework relies on a three-phase protocol for initialization,

key establishment, and payload exchange. The overarching goal of

the protocol is to securely exchange domain-specific data frames

between SAS devices via their CEPs. The protocol is executed by a

CEP on behalf of its SAS device. The protocol is unidirectional, i.e.,

the initiator of a so-called session determines the session-specific pa-

rameters. Thus, the opposite direction of an already established ses-

sion not necessarily uses the same session parameters. The phases

of the protocol rely on the following parameters:

3.2.1 Parameters.

Device-Specific Parameters.
𝐼𝐷𝐶𝐸𝑃𝑖 : Unique identifier of 𝐶𝐸𝑃𝑖 .
𝐼𝐷𝑆𝐴𝑆𝑖 : Unique identifier of SAS device 𝑆𝐴𝑆𝑖 .
𝐼𝐷𝐼𝐴: Unique identifier of the trusted 𝐼𝐴.
𝐷𝑆𝐴𝜒 : Digital signature algorithm (DSA) used by device 𝜒 .

𝑃𝐾𝐷𝑆𝐴𝜒
: Public key of 𝐷𝑆𝐴𝜒 .

𝑆𝐾𝐷𝑆𝐴𝜒
: Private key of 𝐷𝑆𝐴𝜒 .

Session-Specific Parameters.
𝐾𝐸𝑀𝑖 𝑗 : KEM used by 𝐶𝐸𝑃𝑖 for communication to 𝐶𝐸𝑃 𝑗 .

𝑃𝐾𝐾𝐸𝑀𝑖 𝑗
: Public key of 𝐾𝐸𝑀𝑖 𝑗 .

𝑆𝐾𝐾𝐸𝑀𝑖 𝑗
: Private key of 𝐾𝐸𝑀𝑖 𝑗 .

𝐷𝐸𝑀𝑖 𝑗 : DEM used by 𝐶𝐸𝑃𝑖 for communication to 𝐶𝐸𝑃 𝑗 .

𝑃𝐾𝐷𝐸𝑀𝑖 𝑗
: Public key of 𝐷𝐸𝑀𝑖 𝑗 .

𝑆𝐾𝐷𝐸𝑀𝑖 𝑗
: Private key of 𝐷𝐸𝑀𝑖 𝑗 .

Note: 𝑃𝐾𝐷𝐸𝑀𝑖 𝑗
= 𝑆𝐾𝐷𝐸𝑀𝑖 𝑗

if DEM is symmetric cryptogra-

phy. For more general applicability, the notation in the

following sections assumes asymmetric cryptography.
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Encapsulations.

[𝑀]𝐷𝑆𝐴𝜒
: Arbitrary message𝑀 authenticated with 𝐷𝑆𝐴𝜒 .

[𝐾]𝐾𝐸𝑀𝑖 𝑗
: Key 𝐾 encapsulated with 𝐾𝐸𝑀𝑖 𝑗 .

[𝑀]𝐷𝐸𝑀𝑖 𝑗
: Arbitrary message 𝑀 authenticated, or authenti-

cated and encrypted with 𝐷𝐸𝑀𝑖 𝑗 .

3.2.2 Initialization Phase. The initialization phase aims to uniquely

bind the identity of a CEP to the identity of an SAS device. More-

over, this phase is responsible for computing and publishing device-

global cryptographic parameters. The identity binding 𝐼𝐷𝑖 is cre-

ated by a 𝐶𝐸𝑃𝑖 and permanently stored and distributed by the 𝐼𝐴.

In addition to the unique identifiers 𝐼𝐷𝐶𝐸𝑃𝑖 and 𝐼𝐷𝑆𝐴𝑆𝑖 of the CEP

and its SAS device, the binding contains the identifier of the used

DSA algorithm 𝐷𝑆𝐴𝐶𝐸𝑃𝑖 and the associated public key 𝑃𝐾𝐷𝑆𝐴𝐶𝐸𝑃𝑖
.

The initialization algorithm is shown in Algorithm 1.

Algorithm 1 Initialization procedure performed by 𝐶𝐸𝑃𝑖 .

Require: 𝜆𝑖 := (𝐼𝐷𝐶𝐸𝑃𝑖 , 𝐼𝐷𝑆𝐴𝑆𝑖 , 𝐷𝑆𝐴𝐶𝐸𝑃𝑖 , 𝐼𝐷𝐼𝐴, 𝑃𝐾𝐷𝑆𝐴𝐼𝐴
)

1: function Initialize(𝜆𝑖 )

2: (𝑃𝐾𝐷𝑆𝐴𝐶𝐸𝑃𝑖
, 𝑆𝐾𝐷𝑆𝐴𝐶𝐸𝑃𝑖

) ← KeyGeneration(𝐷𝑆𝐴𝐶𝐸𝑃𝑖 )

3: Store(𝑆𝐾𝐷𝑆𝐴𝐶𝐸𝑃𝑖
, 𝐼𝐷𝐼𝐴, 𝑃𝐾𝐷𝑆𝐴𝐼𝐴

)

4:

5: // Send identity binding request to 𝐼𝐴

6: 𝐼𝐷𝑖 ← (𝐼𝐷𝐶𝐸𝑃𝑖 , 𝐼𝐷𝑆𝐴𝑆𝑖 , 𝑃𝐾𝐷𝑆𝐴𝐶𝐸𝑃𝑖
, 𝐷𝑆𝐴𝐶𝐸𝑃𝑖 )

7: Send(𝐼𝐷𝐼𝐴, [𝐼𝐷𝑖 ]𝐷𝑆𝐴𝐶𝐸𝑃𝑖
)

8: end function

3.2.3 Key Establishment Phase. The key establishment phase is

started by 𝐶𝐸𝑃𝑖 who wants to send data to 𝐶𝐸𝑃 𝑗 but has not es-

tablished a secure session yet. Accordingly, 𝐶𝐸𝑃𝑖 requests a KEM

public key 𝑃𝐾𝐾𝐸𝑀𝑖 𝑗
from 𝐶𝐸𝑃 𝑗 . This public key is used to en-

capsulate a generated DEM private key 𝑆𝐾𝐷𝐸𝑀𝑖 𝑗
and exchange

it with 𝐶𝐸𝑃 𝑗 securely. Both key pairs (𝑃𝐾𝐾𝐸𝑀𝑖 𝑗
, 𝑆𝐾𝐾𝐸𝑀𝑖 𝑗

) and
(𝑃𝐾𝐷𝐸𝑀𝑖 𝑗

, 𝑆𝐾𝐷𝐸𝑀𝑖 𝑗
) are ephemeral keys, i.e., both pairs are re-

generated and not re-used for further key establishments. However,

while the KEM keys are only used once for key exchange, the DEM

keys can be used for multiple message exchanges. The determi-

nation of appropriate usage limits or lifetimes of the DEM keys

is beyond the scope of the present paper. The key establishment

initiation algorithm executed at𝐶𝐸𝑃𝑖 is shown in Algorithm 2. The

algorithm responding to a key establishment request at 𝐶𝐸𝑃 𝑗 is

shown in Algorithm 3.

3.2.4 Payload Exchange Phase. The payload exchange algorithm is

started by a CEP at delivery of a domain-specific data frame. Since

the involved CEPs are already mutually authenticated and estab-

lished DEM keys, no communication to the IA is necessary. Con-

sequently, each message exchange represents exactly one domain-

specific data frame. The algorithms for sending and receiving pay-

load exchange requests at𝐶𝐸𝑃𝑖 and𝐶𝐸𝑃 𝑗 are shown in Algorithm 4

and Algorithm 5.

The payload exchange phase is only initiated if a successful key

establishment has already been performed. However, the initia-

tor can re-perform the key establishment, if the ephemeral keys

𝑃𝐾𝐷𝐸𝑀𝑖 𝑗
and 𝑆𝐾𝐷𝐸𝑀𝑖 𝑗

are too old or utilized too often.

Algorithm 2 Key establishment initiation by 𝐶𝐸𝑃𝑖 .

Require: 𝐾𝐸𝑀𝑖 𝑗 , 𝐷𝐸𝑀𝑖 𝑗 , 𝐹𝑟𝑎𝑚𝑒 := (𝐼𝐷𝑆𝐴𝑆𝑖 , 𝐼𝐷𝑆𝐴𝑆 𝑗 , 𝑃𝑎𝑦𝑙𝑜𝑎𝑑)
1: function InitiateEstablishment(𝐾𝐸𝑀𝑖 𝑗 , 𝐷𝐸𝑀𝑖 𝑗 , 𝐹𝑟𝑎𝑚𝑒)

2: Load(𝑆𝐾𝐷𝑆𝐴𝐶𝐸𝑃𝑖
, 𝑃𝐾𝐷𝑆𝐴𝐼𝐴

, 𝐼𝐷𝐼𝐴)

3: 𝐼𝐷𝑆𝐴𝑆 𝑗 ← GetReceiver(𝐹𝑟𝑎𝑚𝑒)

4:

5: // Send identity resolution request to 𝐼𝐴

6: [𝐼𝐷 𝑗 ]𝐷𝑆𝐴𝐼𝐴
← Send(𝐼𝐷𝐼𝐴, [𝐼𝐷𝑆𝐴𝑆 𝑗 ]𝐷𝑆𝐴𝐶𝐸𝑃𝑖

)

7: if not Verify([𝐼𝐷 𝑗 ]𝐷𝑆𝐴𝐼𝐴
, 𝑃𝐾𝐷𝑆𝐴𝐼𝐴

) then
8: Abort()

9: end if
10: Store(𝐼𝐷 𝑗 )

11:

12: // Send KEM public key request to 𝐶𝐸𝑃 𝑗
13: [𝑃𝐾𝐾𝐸𝑀𝑖 𝑗

]𝐷𝑆𝐴𝐶𝐸𝑃𝑗
← Send(𝐼𝐷𝐶𝐸𝑃 𝑗 , [𝐾𝐸𝑀𝑖 𝑗 ]𝐷𝑆𝐴𝐶𝐸𝑃𝑖

)

14: if Verify([𝑃𝐾𝐾𝐸𝑀𝑖 𝑗
]𝐷𝑆𝐴𝐶𝐸𝑃𝑗

, 𝑃𝐾𝐷𝑆𝐴𝐶𝐸𝑃𝑗
) then

15: // Send payload exchange with piggybacked DEM key

16: (𝑃𝐾𝐷𝐸𝑀𝑖 𝑗
, 𝑆𝐾𝐷𝐸𝑀𝑖 𝑗

) ← KeyGeneration(𝐷𝐸𝑀𝑖 𝑗 )

17: Store(𝑃𝐾𝐷𝐸𝑀𝑖 𝑗
)

18: Send(𝐼𝐷𝐶𝐸𝑃 𝑗 ,

[
[𝑆𝐾𝐷𝐸𝑀𝑖 𝑗

]𝐾𝐸𝑀𝑖 𝑗
| | [𝐹𝑟𝑎𝑚𝑒]𝐷𝐸𝑀𝑖 𝑗

]
𝐷𝑆𝐴𝐶𝐸𝑃𝑖

)

19: end if
20: end function

Algorithm 3 Key establishment response by 𝐶𝐸𝑃 𝑗 .

Require: 𝑅𝑒𝑞𝑢𝑒𝑠𝑡 := (𝐼𝐷𝐶𝐸𝑃𝑖 , 𝐼𝐷𝐶𝐸𝑃 𝑗 , [𝐾𝐸𝑀𝑖 𝑗 ]𝐷𝑆𝐴𝐶𝐸𝑃𝑖
)

1: function RespondEstablishment(𝑅𝑒𝑞𝑢𝑒𝑠𝑡 )

2: Load(𝑆𝐾𝐷𝑆𝐴𝐶𝐸𝑃𝑗
, 𝑃𝐾𝐷𝑆𝐴𝐼𝐴

, 𝐼𝐷𝐼𝐴)

3: 𝐼𝐷𝐶𝐸𝑃𝑖 ← GetSender(𝑅𝑒𝑞𝑢𝑒𝑠𝑡 )

4:

5: // Send identity resolution request to 𝐼𝐴

6: [𝐼𝐷𝑖 ]𝐷𝑆𝐴𝐼𝐴
← Send(𝐼𝐷𝐼𝐴, [𝐼𝐷𝐶𝐸𝑃𝑖 ]𝐷𝑆𝐴𝐶𝐸𝑃𝑗

)

7: if not Verify([𝐼𝐷𝑖 ]𝐷𝑆𝐴𝐼𝐴
, 𝑃𝐾𝐷𝑆𝐴𝐼𝐴

) then
8: Abort()

9: end if
10: Store(𝐼𝐷𝑖 )

11:

12: // Get and verify payload from key establishment request

13: [𝐾𝐸𝑀𝑖 𝑗 ]𝐷𝑆𝐴𝐶𝐸𝑃𝑖
← GetPayload(𝑅𝑒𝑞𝑢𝑒𝑠𝑡 )

14: if Verify([𝐾𝐸𝑀𝑖 𝑗 ]𝐷𝑆𝐴𝐶𝐸𝑃𝑖
, 𝑃𝐾𝐷𝑆𝐴𝐶𝐸𝑃𝑖

) then
15: // Send KEM public key to 𝐶𝐸𝑃𝑖
16: (𝑃𝐾𝐾𝐸𝑀𝑖 𝑗

, 𝑆𝐾𝐾𝐸𝑀𝑖 𝑗
) ← KeyGeneration(𝐾𝐸𝑀𝑖 𝑗 )

17: Store(𝑆𝐾𝐾𝐸𝑀𝑖 𝑗
)

18: Send(𝐼𝐷𝐶𝐸𝑃𝑖 , [𝑃𝐾𝐾𝐸𝑀𝑖 𝑗
]𝐷𝑆𝐴𝐶𝐸𝑃𝑗

)

19: end if
20: end function

Algorithm 4 Sending of domain-specific data frame at 𝐶𝐸𝑃𝑖 .

Require: 𝐹𝑟𝑎𝑚𝑒 := (𝐼𝐷𝑆𝐴𝑆𝑖 , 𝐼𝐷𝑆𝐴𝑆 𝑗 , 𝑃𝑎𝑦𝑙𝑜𝑎𝑑)
1: function SendPayloadExchange(𝐹𝑟𝑎𝑚𝑒)

2: Load(𝐼𝐷 𝑗 , 𝑃𝐾𝐷𝐸𝑀𝑖 𝑗
)

3: Send(𝐼𝐷𝐶𝐸𝑃 𝑗 , [𝐹𝑟𝑎𝑚𝑒]𝐷𝐸𝑀𝑖 𝑗
)

4: end function

4
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Algorithm 5 Receiving of a payload exchange at 𝐶𝐸𝑃 𝑗 .

Require: 𝑅𝑒𝑞𝑢𝑒𝑠𝑡 := (𝐼𝐷𝐶𝐸𝑃𝑖 , 𝐼𝐷𝐶𝐸𝑃 𝑗 ,
[𝐹𝑟𝑎𝑚𝑒 := (𝐼𝐷𝑆𝐴𝑆𝑖 , 𝐼𝐷𝑆𝐴𝑆 𝑗 , 𝑃𝑎𝑦𝑙𝑜𝑎𝑑)]𝐷𝐸𝑀𝑖 𝑗

)
1: function ReceivePayloadExchange(𝑅𝑒𝑞𝑢𝑒𝑠𝑡 )

2: Load(𝑆𝐾𝐷𝐸𝑀𝑖 𝑗
)

3: if Verify([𝐹𝑟𝑎𝑚𝑒]𝐷𝐸𝑀𝑖 𝑗
, 𝑆𝐾𝐷𝐸𝑀𝑖 𝑗

) then
4: Send(𝐼𝐷𝑆𝐴𝑆 𝑗 , 𝐹𝑟𝑎𝑚𝑒)

5: end if
6: end function
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Figure 2: Internal cryptography enforcement point (CEP)
architecture with bypass filtering.

3.3 Selective Frame Bypassing
A central novelty of our framework is the selective frame bypass-

ing. The bypass-enabled internal architecture of a CEP is shown in

Figure 2. By providing a bypass option for specific data frames at

data link layer, the framework simplifies deployment and debug-

ging for substation operators, and increases retrofitting capabilities.

Upon arrival of a data frame, either from the SAS device or insecure

network, a CEP checks whether this specific frame has to be encap-

sulated or forwarded to an egress interfacewithout alteration. These

checks are based on bypass filters, which are arbitrarily deep net-

work frame inspections. The selective frame bypassing safeguards

the compatibility of the framework with protocols that are either

susceptible to temporal inconsistencies resulting from authentica-

tion and encryption, or provide services not only to SAS devices but

also to auxiliary intermediate devices, such as network switches

and routers. Among others, these protocols include network time

protocols, such as the (simple) network time protocol (NTP / SNTP)

and the precision time protocol (PTP), and lower-layer network

management protocols, such as the address resolution protocol

(ARP), parallel redundancy protocol (PRP), and media redundancy

protocol (MRP).

3.4 Operation Modes
In contrast to the frame-dependent selective bypassing discussed in

Section 3.3, a CEP operates in exactly one of the following modes

for any non-bypassed type of network frame. The operating modes

determine how a data frame is handled at a CEP during the payload

exchange phase. Consequently, these modes neither influence the

KEM nor the DSA algorithms used.

Authenticated Encryption Mode: Quantum-resistant authen-

ticated encryption is applied to each data frame encapsulated

by a CEP during the payload exchange phase. This mode

safeguards confidentiality, authenticity, integrity, and non-

repudiation of domain-specific data frames.

Authentication-Only Mode: Quantum-resistant authentica-

tion is applied to each data frame encapsulated by a CEP dur-

ing the payload exchange phase. This mode safeguards au-

thenticity, integrity, and non-repudiation of domain-specific

data frames. With regard to GOOSE and SV communication,

this mode complies to the non-recommended encryption

but mandatory authentication policy of the IEC 62351 stan-

dards [16]. Furthermore, this mode enables mirroring of net-

work traffic required for debugging purposes and network-

based intrusion detection systems.

4 Evaluation
We conduct an experimental evaluation to analyze the performance

and applicability of our framework. The experiments are based

on a multithreaded object-oriented software implementation of

the framework using Java 25. The implementation relies on cryp-

tographic algorithms, which are recommended by NIST and the

IEC 62351 standards: For DSA and KEM, we use the NIST standard-

ized quantum-resistant module-lattice-based DSA (ML-DSA) [23],

formerly known as Dilithium, and module-lattice-based KEM [24],

formerly known as Kyber. For DEM, the framework supports ML-

DSA as well as a set of traditional quantum-resistant symmetric

algorithms. The algorithm implementations are provided by Open-

JDK 25.0.2 [26] and Bouncy Castle [21]. The supported DEM algo-

rithms and their performance metrics are shown in Table 1 and

Table 2, and discussed in Section 4.1. The implementation of our

framework is published open source on GitHub [11] under the

European Union Public License (EUPL) [9].

4.1 Performance Analysis
The goal of the performance analysis is to evaluate the behavior of

the framework with regard to delay caused by authentication and

authenticated encryption during the operation of the framework.

Thereby, we aim to demonstrate that the framework is able to han-

dle time-critical message exchanges. To highlight the lightweight

design of the framework, the performance-related experiment is

conducted using a testbed based on non-specialized off-the-shelf

hardware. A detailed visualization of the network topology and

devices can be found in the appendix, in Figure 3.

We analyze the performance of the framework based on a round-

trip time (RTT) estimation. Thus, no synchronization is required

between the deployed computers and, under the assumption of

symmetric transmission times, the accuracy of the RTT measure-

ments only depends on the accuracy of the system clock of the

measuring entity. To estimate the RTT, we implement a benchmark

program in Python, which is published open source alongside the

implementation and analysis results of the framework [11]. The

benchmark program features two roles, a sending and a mirroring

entity. The sending entity sends a user datagram protocol (UDP)

packet with a timestamp, which is mirrored by the second entity

without alteration. After receiving a mirrored packet, the sending
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Table 1: Round-trip times of encapsulated data frames in ms.

Data Encapsulation Mean Median Deviation Extrema

Algorithm 𝑥 𝑥 𝜎 Min Max

Control Group 0.64 0.63 0.02 0.61 0.70

Authentication-Only

HMAC-SHA256 1.99 2.01 0.18 1.69 3.57

AES-256-GMAC 2.14 2.05 0.26 1.91 3.51

ML-DSA-44 6.03 5.69 0.82 5.07 9.23

ML-DSA-65 8.25 7.93 1.22 6.61 14.08

ML-DSA-87 12.37 12.16 0.92 10.91 16.98

Auth. Encryption

AES-256-GCM 2.48 2.46 0.12 2.33 3.69

AES-256-CCM 2.61 2.61 0.29 1.98 3.98

ChaCha20-Poly1305 2.27 2.27 0.11 2.10 3.21

entity calculates the RTT by subtracting the received timestamp

from the current timestamp. A visualization of the steps of the RTT

estimation is shown in Figure 4 in the appendix. The RTT esti-

mation is conducted for each of the selected DEM algorithms. To

compensate for fluctuations in the measurements, the RTT-related

metrics of each algorithm shown in Table 1 and Table 2 are derived

from 1000 sequential measurements. The results indicate that all

tested symmetric authentication and authenticated encryption al-

gorithms are viable solutions for securing low-latency substation

communication, as 100 % of the packets have an RTT of less than

6 ms. Thus, these algorithms are able to satisfy the 3 ms transfer

time constraint of the GOOSE and SV protocol. The data show that

ML-DSA cannot be used to authenticate GOOSE and SV frames.

However, ML-DSA can be employed to authenticate the IEC 61850

message types 1B, 2, 3, 5, and 6 as the RTT is below 40 ms for all

measurements. The sequential packet throughput of the framework

is between 486 packets per second (PPS) with HMAC-SHA256 and

80 PPS with ML-DSA-87. In comparison to the control group, i.e.,

measurements without authentication or authenticated encryption,

symmetric cryptography achieves a throughput of 26.6 % to 34.4 %.

Asymmetric cryptography achieves a throughput of 5.6 % to 11.5 %

of the control group throughput. Therefore, while satisfying the

transfer time requirements of low-latency SAS communication, ap-

plying authentication and authenticated encryption reduces the

maximum achievable throughput of packets to at least 34.4 %.

4.2 Demonstration of Applicability
We conduct a demonstration of applicability in our smart grid

cybersecurity laboratory [8] to show that the framework is com-

patible with industrial SAS hardware. The demonstration proce-

dure discussed in the following has originally been developed to

demonstrate the applicability of our inline access control for SAS.

Thus, a more detailed description of the conducted experiment, its

steps, limitations, and OT devices can be found in the paper of our

real-time attribute-based access control for SAS [12]. The utilized

hardware and steps of the experiment can be found in the appendix,

in Table 3 and Figure 5.

Our laboratory features three so-called bays, which consist of

a MU, IED, and IO-box. These devices are compliant to IEC 61850

and mimic the behavior of a digital substation. For each of the bays,

Table 2: Throughput and message type share of algorithms.

Cumulative Share in Types

Data Encapsulation Throughput 1A / 4 1B / 2 / 3 / 5 / 6

Algorithm Packets / s ≤ 6𝑚𝑠 ≤ 40𝑚𝑠

Control Group 1412 100 % 100 %

Authentication-Only

HMAC-SHA256 486 100 % 100 %

AES-256-GMAC 453 100 % 100 %

ML-DSA-44 163 63 % 100 %

ML-DSA-65 120 0 % 100 %

ML-DSA-87 80 0 % 100 %

Auth. Encryption

AES-256-GCM 397 100 % 100 %

AES-256-CCM 377 100 % 100 %

ChaCha20-Poly1305 426 100 % 100 %

we set the experiment up by disconnecting the bay’s MU, IED, and

IO-box from the process and station bus of the SAS. We then recon-

nect the devices to the busses via separate CEPs and connect the IA

to both busses. By simulating an overcurrent situation via an Omi-

cron relay tester, we are able to trigger a trip situation and check

if the SV and GOOSE communication behave as expected. With

our framework in place, all three MUs successfully exchange SV

frames with their corresponding IEDs, and all three IEDs success-

fully exchange GOOSE frames with their corresponding IO-boxes.

Accordingly, the experiment shows that our framework is com-

patible with SAS equipment compliant to IEC 61850 and does not

negatively influence its functionality.

5 Conclusions & Outlook
As quantum computers may pose a great threat to critical electricity

infrastructure in the future, we propose a novel quantum-resistant

crypto-agile inline authentication and encryption framework for

IEC 61850 digital substations. It provides a lightweight bump-in-the-

wire authentication and authenticated encryption protocol, which

enhances the communication security of low-latency protocols used

in substations by providing confidentiality, authenticity, integrity,

and non-repudiation. We present the applicability of the proposed

framework by conducting an experimental performance analysis

and a laboratory-based demonstration of applicability using indus-

trial devices deployed in digital substations. In the future, we plan

to integrate the framework into our real-time attribute-based access

control for digital substations [12] to protect it against quantum

adversaries, as it heavily relies on authenticated communication.

Moreover, we plan to formally prove its security characteristics and

further harden the framework against different cyberattacks. Addi-

tionally, further research is required to evaluate the applicability

of the framework for other time-critical systems with similar re-

quirements as a digital substation, including industry 4.0, robotics,

avionics, and medical systems.
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A Appendix
The appendix comprises tables and figures adapted from [12], which

further explain the performance analysis and laboratory-based

demonstration of applicability of our approach.

A.1 Performance Analysis
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Figure 3: Devices and network topology of the performance
analysis testbed.
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A.2 Demonstration of Applicability

Table 3: Hardware used for the laboratory-based demonstra-
tion of applicability.

Manufacturer Device Task

Bay I

General Electric Reason MU320 Process Bus MU

General Electric Multilin F60 Protection IED

Siemens SIPROTEC 6MD84 Input/Output Box

Bay II

SEL SEL-401 Process Bus MU

Hitachi ABB REL670 Protection IED

Siemens SIPROTEC 6MD84 Input/Output Box

Bay III

Siemens SIPROTEC 6MU85 Process Bus MU

Siemens SIPROTEC 7SX85 Protection IED

Siemens SIPROTEC 6MD84 Input/Output Box

Grid OMICRON CMC 356 Universal Relay Test Set

Simulation OMICRON Process Simulator Circuit Breaker

Networking

Weidmüller IE-SW-SL28M-SV Industrial Ethernet Switch

FS.COM UMC-1F1T Ethernet Media Converter

Bechtle ARTICONA Adapter USB-A to RJ45 Adapter

Auxiliary Raspberry Pi Ltd Raspberry Pi 5 8GB CEP & IA

CEP
Rasp. Pi 5

IED

I/O Box

Omicron
Process Sim.

Weidmüller
Switch

CEP
Rasp. Pi 5

IA
Rasp. Pi 5

CEP
Rasp. Pi 5

MU

Omicron
CMC 356

Analog
Step 4
Trigger

Circuit Breaker
(Analog)
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(GOOSE Protocol)
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Figure 5: Sequence of events of the laboratory-based demon-
stration of applicability.
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