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Abstract
With the increasing deployments of residential photovoltaic sys-
tems, successful attacks on photovoltaic inverters pose a threat to
the stability of the power grid. If attackers with remote control
over many inverters want to target segments of a power grid, they
require knowledge of their location. To enable the development
of countermeasures, we analyze how precisely inverters can be
localized. We present two approaches to determine the location of
an inverter, requiring only historical power generation data from
each photovoltaic system. The first approach estimates times of
equal solar elevation over multiple days, which uniquely identify a
location through some astronomic and geometric observations. The
second approach uses the correlation of daily differences in power
generation with changes in local weather by measuring similarity
to publicly available irradiation data. Both approaches are evalu-
ated against real generation data from 1.428 photovoltaic systems,
obtained from pvoutput.org, in a diverse set of scenarios. The first
approach achieves a median spatial error of 108 km, while the sec-
ond attains a median error of only 6 km. Given the broad range and
rather low quality of the input data used, we achieve an accuracy
that significantly exceeds existing research, even outperforming
most previous results that use much higher quality input data. Mul-
tiple limiting factors are also identified, leaving opportunities for
future work to further improve both approaches. The algorithms
described in the present work are open-source.

CCS Concepts
• Security and privacy; • Hardware→ Renewable energy; • Com-
puting methodologies→Model development and analysis;
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1 Introduction
The rapid growth of grid-connected Photovoltaic (PV) system instal-
lations has transformed modern power grids. Private households
switch from passively consuming electrical energy to becoming
prosumers and feeding into the power grid. Central to this trans-
formation are PV inverters as one of the most common classes
of Inverter-based Resource (IBR), which convert the Direct Cur-
rent (DC) generated by PV modules into Alternating Current (AC)
that can be injected into the transmission or distribution grid.

Most current residential and commercial inverters are equipped
with data connectivity and are connected to the local residential
network, e.g. via WiFi. These connections allow home owners to
connect to their PV inverter to monitor momentary and historical
data, remotely control the operation, and even shut off the inverter.
Power and energy monitoring is often provided via the inverter
manufacturer’s cloud service for convenience. This setting enables
multiple attack vectors for adversaries who want to destabilize the
power grid [8, 10]. An example of such an attack vector begins with
an initial compromise of the manufacturer’s cloud service, a third
party energy monitoring service, or a home automation service.
Power generation data would be readily available in the service’s
database. Some of these services, such as a home automation service,
would allow a back-channel to control the PV system. Another
exemplary attack vector uses vulnerable Internet-of-Thing devices,
such as webcams, home automation devices, or routers. Infected by
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botnets like Mirai [1], attackers could gain access to a large number
of local networks to discover, monitor and control PV inverters.

To summarize, an attacker with control over an inverter can also
access current and historical production data and control its opera-
tion [2]. This level of access poses the major threat of load-altering
attacks (LAA) to power grids [6, 12]. The damage of an LAA can be
amplified if the adversary knows the location of each PV system.
Attacks can then be targeted towards specific grid segments, or to-
wards multiple grid segments posed to work against each other [13].
However, inverter firmware rarely stores a geographic identifier,
and conventional network-level geolocation (e.g., GeoIP) is not
always reliable. This lack of explicit location information forces
an attacker to infer the location of a PV inverter indirectly from
the available data: the historical power-generation profile. In the
present work, we deliberately restrict our analysis to only the power
generation time series, discarding any auxiliary measurements and
data (e.g., DC-side voltage, grid voltage, frequency, or metadata that
could trivially reveal location). The research questions addressed
in this work are as follows:

• How accurately can the geographic location of a PV inverter
be inferred from its time series of power generation?

• How does the achievable accuracy depend on
– the temporal resolution of the measurements, and
– the observation window (i.e., the length of the historical

record)?
This work is structured as follows: We highlight our contribu-

tions in Section 2, followed by a brief review of related work in
Section 3. In Section 4, we create an abstract model for Photovoltaic
systems that is relevant to our approaches. In Section 5, we describe
the data we used. The data is sliced into different scenarios, which
are described in Section 6. We have investigated two approaches
for localization: In Section 7, we describe how PV inverters can be
located using geometric observations of the sun-earth relation. In
Section 8, we describe how external weather data can be used to
locate PV inverters. We conclude the present work in Section 9.

2 Our Contribution
In the present work, we describe two approaches to spatially locate
a PV inverter if power output data is the only data available from
the inverter. We show that by estimating the time of sunrise and
sunset from the power output data for at least two days, simple
geometry can be used to estimate the system’s location. Data for
more days can be included to create a more robust estimate. In our
second approach, we demonstrate that a correlation with historical
weather data can result in even better location estimates. For our
analysis, we use a large dataset that contains PV power output data
from private households.

Each approach in this present work contains carefully engineered
new compensation methods to target characteristics of the overall
PV system, for which we provide a theoretical model. We are the
first to evaluate how well both of these approaches work on a large
set of power generation data acquired from over a thousand of real
world PV systems.

This work is based on the master’s thesis of the first author;
more detailed descriptions of the approaches are presented there.
The full thesis can be made available on request.

3 Related Work
The first work on localizing PV systems based on their power gen-
eration data was presented by Williams et al. [19]. They presented
multiple approaches: Calculating the longitude from solar noon
estimation, correlating the system’s power generation with sys-
tems with known location, and correlating power generation with
weather data by simulating system behavior. Unfortunately, results
are only available for the first approach, with a minimum longitude
error of ∼ 1◦ (80 km in Europe) based on only a few PV systems.

Multiple authors [4, 11] have presented work on localizing a PV
system based on determining the time of specific solar positions
such as sunrise, sunset, and noon. The authors mainly evaluated
against very few PV systems with high quality and high resolution
data, making their results hard to compare and generalize.

Haghdadi et al. [7] estimated the longitude using the astronomi-
cal method but then employed a PV simulation model to estimate
latitude, azimuth, and tilt. Similarly to this work, they evaluated
their approach on PVOutput1 data and reached a mean absolute
error of ∼ 0.2◦ (16 km) for longitude and ∼ 4◦ (440 km) for latitude.

The work of Danner et al. [5] also employed a model fitting
approach, using irradiation data to build a more complete model.
Unfortunately, no comprehensive evaluation was performed, with
validation on a single test system achieving 30 km of error. The
high computational effort of the genetic optimization used is also
unattractive for a large number of systems.

Chen et al. [3] and Papst et al. [14] presented work correlating
power generation data with data from a network of weather stations.
Both evaluated on very small sets of PV systems reaching 7 km and
20 km precision, respectively.

Most of these works were evaluated on a small number of sys-
tems. In the few cases where lower quality data is used, the accuracy
achieved is significantly lower. In contrast, the approaches devel-
oped in the present work achieve high accuracy on a large number
of diverse real-world systems with next to no pre-filtering.

4 Theoretical Photovoltaic System Model
By modeling the physical fundamentals of the power output of a
PV system, we find a large number of influential factors. At the
highest level of abstraction, the power output of a PV inverter can
be described as a function mapping the time and spatial location to
electrical power. We find that we can divide the physical system
into three sub-systems which are each discussed in the following
subsections:

• The astronomical relation between Earth and the Sun;
• Terrestrial effects on the Sun’s radiation, such as atmo-

spheric scattering, weather conditions, and shading effects;
• The properties of the PV system itself, e.g., the PV module

orientation, the module configuration, cell type, and inverter.

4.1 Astronomical Relation
This system is well understood, and there are precise models [16]
that, given a time and date as input, output a precise location of
where the Sun is in zenith above the Earth to a precision of±0.0003◦.

1https://pvoutput.org
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Figure 1: Information flow model that describes the physical
relations between the terrestrial effects.

In 24 hours, the zenith location’s longitude completes one full cir-
cle, while the latitude changes very slowly. Throughout one year,
the latitude of the zenith location oscillates between ±23.4◦, cor-
responding to the axial tilt of the Earth. Therefore, the longitude
depends mainly on the current time of day, and the latitude de-
pends mainly on the current day of year. The Sun’s extraterrestrial
radiation, as it hits the earth’s atmosphere, also changes with time,
mainly due to the eccentricity of Earth’s orbit. The approximation
most commonly cited [17] varies smoothly throughout the year
between 1320 W/m2 and 1414 W/m2 or by ∼ ±3.4% [18].

4.2 Terrestrial Effects
Terrestrial effects describe the various influences on the solar radi-
ation as it passes through the atmosphere. They depend on time,
solar position, and solar intensity. In general, solar radiation at any
location on Earth is a three-dimensional quantity with two angular
dimensions and one spectral dimension. In practice, irradiance is
given in W/𝑚2, disregarding the exact spectral and angular compo-
sition. The ground-level irradiance can be divided into direct and
diffuse components. In practice, weather data commonly contains
only the combination of both. There are three main contributors to
these irradiance values, also depicted in Figure 1:

Atmospheric effects in so-called clear sky models describe the
effect of air and small particulates that affect the scattering of
sunlight. The details differ between models, but in general some
rough location and time-dependent atmospheric data is used.

Weather effects consist mainly of clouds that obscure parts of
the sky. In general, these effects are hard or impossible to model
without real data at high spatial and temporal resolution, and have
a possibly large effect on ground irradiance. Wind speed and air
temperature are also relevant, as they influence PV cell temperature,
an important aspect of cell efficiency.

Shading from objects other than clouds, e.g. mountains, can
massively reduce energy outputs. Although larger objects such as
mountains could be modeled, objects in close proximity to the PV
modules are highly unpredictable. As shading depends only on the
sun’s location in the sky, the difference in influence on successive
days at the same time of day is relatively small.

4.3 Photovolatic System
The Photovoltaic sub-system converts the ground irradiance into
electrical power. Panel orientation in relation to the sun is the
first major influence on this process. The direct irradiance scales

roughly with the cosine of the angle between the sun and the panel’s
normal. A fraction of the incoming light is reflected by the material
that covers the cell; this is also strongly dependent on the angle of
incidence of the light. The process of converting light into electricity
that takes place in PV cells depends on their temperature, where
cooler cells are more efficient; cell temperature is dependent on
ambient temperature and wind speed. Furthermore, the technical
details of the inverter, such as the number of individual trackers
and the quality of its Maximum Power Point Tracking (MPPT)
algorithm influence the electrical energy that can be extracted from
a cell array.

5 Data Sources
The development and evaluation of the methods developed in this
work is based on data from pvoutput! (pvoutput!). To ensure high
quality for relevant data, the 110,000 systems on pvoutput! were
filtered by the following criteria:

• High data availability for the first 168 days of 20252 (see
Section 6);

• The location of the system is given and is within ±65◦ lati-
tude and longitude3;

• The maximum resolution of pvoutput! is given as one data
point every 5 minutes; systems with artificially increased
frequency (repetitive data) were omitted;

• Systems not rounding their power output & systems with
less than 20 different power values per day were omitted.

An analysis of the 3, 321 remaining systems showed that the distri-
bution of these systems is heavily biased. There is a general bias
towards Europe, as well as a bias within Europe towards Belgium,
the Netherlands, the United Kingdom, and Italy, where more than
half of the systems are located. To reduce the influence of this bias
on our final results, 90% in the Netherlands, 70% in Belgium, 50%
in the United Kingdom and Italy were omitted. In the end, 1, 428
systems were used for the evaluation of both approaches. Their
locations are shown in Figure 2.

For the weather fitting approach presented in Section 8, irra-
diation data is required. The European weather satellite operator
European Organisation for the Exploitation of Meteorological Satel-
lites (EUMETSAT) provides historical irradiance data at a resolution
of 5 km × 5 km × 30 min with its SARAH-3 data set [15]. This data
was used and did not require any pre-filtering, though data for a
few points in time were missing.

6 Scenarios
In order to compare the strengths and weaknesses of both methods
presented below, the same set of scenarios is used. A scenario is
meant to represent a situation of data availability that is plausible
for a PV system.

For simplicity, the year was divided into 13 28-day months, data
was available for the 168 days from January 1st to June 18th of
2025 (6 months). Both methods require at least a few days to be
applicable, so the smallest span chosen was two weeks. Based on
this, the following time intervals were chosen.
2missing at most 12 Days; this is equivalent to 93%
3These values were chosen because the data used for weather fitting was only available
for this region; see Section 8
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Figure 2: Map of PV systems used for evaluation. Satellite
view of all systems on top, close-up of European area below.

(1) Two weeks (14 days),
(2) One month (28 days),
(3) Three months (28 ∗ 3 = 84 days),
(4) Six months (28 ∗ 6 = 168 days).
The time of year is relevant to potentially capture seasonal ef-

fects. Overlap between scenarios was avoided as it could introduce
unwanted correlations. For the 168 days available, the following
scenarios were chosen.

(1) 12 two-week scenarios,
(2) 6 one-month scenarios,
(3) 2 three-month scenarios,
(4) 1 six-month scenario.
The available date is given at a maximum of one data point per

5 minutes, giving the upper bound. Data with lower than daily
resolution was not considered as the expected information at this
point is very low. The chosen resolutions are:

(1) 5 minutes,
(2) Hourly,
(3) Daily.

7 Solar Elevation Fitting
This approach is based on geometric observations of the Sun-Earth
system. At any point in time, the imaginary line from the center
of the Earth to the center of the Sun intersects the Earth’s crust at
one specific location. This "zenith location" can be easily computed
given the date and time. If an observer measures multiple solar
positions that share the same elevation (angle above the horizon),

po
w
er

time

Figure 3: Solar Elevation Fitting – Possible biases depending
on sampling strategy: Momentary sampling (blue) preserves
expected midday but shortens duration. Forwards (purple)
average and backwards (green) average introduce midday
bias but preserve expected duration.

those positions lie on a circular path centered around the observer’s
location. The central axis of the circle then points towards the
observer’s location.

Our naïve assumption is that a PV inverter will deliver the same
amount of power whenever the Sun is at the same elevation from the
PV inverter’s point of view. For this approach, the time of the first
and last power output was chosen. The rationale is that during the
morning and evening, the effects of panel orientation and clouding
are the weakest because the irradiance is dominated by diffuse light.
Inverters usually have a preset cutoff power, which means that
cutoff times should correspond to equal panel irradiation. Knowing
the time of first and last power output for a specific inverter, we can
calculate the Sun’s zenith location. Including data from multiple
days, we receive multiple zenith locations that we can use to fit a
geometrical plane that forms a circle in the intersection with the
earths crust. As described above, the central axis of the circle then
intersects the crust of the Earth in two locations. These can be
trivially disambiguated by performing a rough longitude estimate
using the mean of sunrise and sunset to find the location of the PV
inverter.

This approach is strongly dependent on the assumption that
the times at which the PV inverter switches the power on and off
correspond to times of equal sun elevation. Depending on how
the power data is sampled, it might be necessary to apply a bias
correction; see Figure 3.

7.1 Refinements
The following steps are guided by the results of the 6-month sce-
nario at 5 minute resolution. A graphical representation of the
improvements can be seen in Figure 4.

Using this basic algorithm, one can observe a significant north-
ward bias of about 150 km. Most outliers are created when the
irradiation is too small for the inverter to turn on at low sun ele-
vations, causing very late sunrise and very early sunset estimates.
As most of the PV systems used for this thesis are situated in the
northern Hemisphere, generally weaker irradiation in winter in-
creases the likelihood of such outliers, leading to the northward
bias. By iteratively refitting with only 90% of the points closest to
the plane found previously, this bias can be reduced to about 40 km
after a few iterations.

Another significant variation is between sunrise and sunset,
where the estimated sunset time is at a lower elevation than the
corresponding sunrise. The effect is a general westward bias of
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Figure 4: Solar Elevation Fitting – Improvements in estimation error from the naïve approach (left) to the final approach with
both refinements (right). The red cross marks the point at median latitude and longitude error. The view is cropped to better
show the resulting changes, 6% of systems fall outside the view area.

around 100 km. A possible source for this inaccuracy is the behavior
of some PV inverters. At sunset, as the irradiation decreases, the
inverter eventually reaches its lower operating limit and turns off.
At the next sunrise, the inverter will turn on only after it can output
AC voltage at a threshold above its lower operating limit, possibly
to avoid rapid switching. An example of this behavior can be found
in Figure 5. Important to note is that the power output at sunrise
and sunset is nearly symmetric, and it is only the on-duration that
is extended. The effect can therefore be compensated for by setting
the sunset threshold to be the turn-on power at sunrise.

7.2 Results
The results shown are obtained with the adaptive threshold and 5
iterations of refinement as described above. Only the scenarios with
5-minute and 1-hour resolution are included as the 1-day resolution
scenario is not applicable.

Table 1 shows the results of this approach for the scenarios of
2 weeks, 1 month, 3 months, and 6 months. Notable is the large
difference between the errors for latitude and longitude, especially
for shorter scenarios. This difference is also visualized in Figure 7.
The Cumulative Distribution Function (CDF) for the same set of
results can be found in Figure 6. Here, a plot per resolution shows
the changes with increasing scenario length.

As can be expected, the error generally decreases for increasing
scenario length and higher data resolution.

7.3 Interpretation of Results
The longitudinal error at 5-minute resolution of ∼ 60 k𝑚 is close
to the ∼ 45 k𝑚 the Earth rotates in half a sample interval at Euro-
pean latitudes, where most systems are located. The data resolution
might therefore be the limiting factor of this approach. This is also
supported by the fast convergence to this accuracy level. Interest-
ingly, the 1-hour intervals do not show an error that is ∼ 12 times
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Figure 5: Solar Elevation Fitting – Example of an inverter
delaying power output at sunrise. The DC voltage at sunrise
and sunset is approximately equal. The power output, how-
ever, is delayed by roughly 25min.
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Table 1: Solar Elevation Fitting Error Quantiles [km]. Results for scenarios with the same length but differing start times are
combined into a single set.

2 weeks 1 month 3 months 6 months
abs lat lon abs lat lon abs lat lon abs lat lon

1h 0.5q 4149 4136 125.1 3173 3160 91.8 886.5 861.3 75.2 181.1 141.0 70.0
0.9q 15129 15084 683.0 5430 5364 398.7 1571 1516 277.1 501.7 384.3 251.2

5min 0.5q 3739 3727 75.1 1462 1435 67.8 288.1 245.3 61.7 108.1 64.5 61.5
0.9q 14708 14684 526.2 4469 4408 323.4 941.5 752.3 266.9 411.7 270.9 256.5
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Figure 6: Solar Elevation Fitting – CDF for the evaluated resolutions and scenario lengths. Results for scenarios with the same
length but differing start times are combined into a single set.
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Figure 7: Solar Elevation Fitting – Overview of the estima-
tion error for all test runs, split into latitude and longitude.
Results for scenarios with the same length but differing start
times are combined into a single set. The whiskers are set to
the 10th and 90th percentile. Note the logarithmic scale on
the y-axis.

worse. This could be explained by the fact that the 1-hour samples
were obtained by averaging 12 5-minute samples instead of a true
hourly average, which could have caused a similar residual error in
both cases.

The main driver behind the large difference between latitudi-
nal and longitudinal error is the movement characteristics of the
zenith location. In the case of longitude, a single day provides two

samples at a nearly maximum distance, resulting in a near-optimal
fit; including multiple days eliminates the system noise. However,
latitude changes slowly throughout the seasons, thus requiring half
a year to obtain two points at the optimal distance, which itself
is only ∼ 48◦ compared to the nearly 180◦ available for longitude.
This also helps to explain the extreme (northward) bias for the
2-week scenarios.

A more general issue with this approach is its reliance on the low-
power behavior of PV inverters. A regular user has little interest in
power generation at these times as the power output is very low.
It is therefore possible for an inverter to behave unexpectedly in
these cases, by accident or by design.

7.4 Unexplored Refinements
During winter, when temperatures are lower, PV cells usually have
higher efficiency. This might cause lower solar elevation estimations
in winter, which in turn could increase the error of this approach.

Another more subtle issue might lie with the assumption of the
Earth being a sphere. This assumption is broken by the position
calculations using the standard WGS84 coordinate system, which
deviates from a sphere by 22 k𝑚 out of 6367 k𝑚 or ≈ 0.35% This
could be an issue as the mapping between the Sun’s position in the
sky and the zenith location is no longer linear. Although compen-
sating for this effect is certainly possible, the expected gains are
small.

In general, a more robust plane fitting algorithm or better outlier
rejection provide additional avenues for improvement. Also, inter-
day changes in sunset and sunrise times are not random, a relation
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that could be used as an intelligent pre-filter similar to Londono
et al. [11].

8 Weather Fitting
Weather is closely related to PV plant power output and is also
highly location dependent, making it an obvious candidate for
geolocation. The main observation is that, excluding weather, all
other effects depend almost exclusively on the position of the Sun,
i.e., the current time. The main assumption now is that for the same
time of day at two consecutive days, the change in solar position,
temperature, and wind speed is negligible compared to the change
in solar irradiance. This assumption does not need to hold for all
such time pairs as long as the number of outliers is small. The
second assumption is that the PV system’s response to changes in
irradiation is approximately linear. A holistic argument for this to
be true is that the main goal of a PV system is to keep the cells
as close to their optimal efficiency as possible, which is a linear
property.

Under these assumptions, an inter-day pair of solar irradiance
𝐼𝑡 , 𝐼𝑡−1𝑑 and power output 𝑃𝑡 , 𝑃𝑡−1𝑑 obey the linear relationship

𝐼𝑡

𝐼𝑡−1𝑑
=

𝑃𝑡

𝑃𝑡−1𝑑
.

For a single point in time, this might be true for multiple locations.
However, with increasing sample size, the probability that two
locations have the same irradiation profiles decreases rapidly.

This simple fraction is not well suited for noisy environments,
especially as a few large incorrect values can skew the estimate
because of their large contribution. This can be mitigated by using
the normalized difference

Δ𝑋𝑡 := 𝑋𝑡 − 𝑋𝑡−1𝑑
|𝑋𝑡 | + |𝑋𝑡−1𝑑 |

.

This formulation still obeys the relation that under ideal conditions
Δ𝐼𝑡 = Δ𝑃𝑡 at the system’s location, with some beneficial properties:
Δ𝑋𝑡 is always bounded by the interval [−1, 1], making aggregation
much easier. It is also well conditioned, that is, noise in either of
the inputs is never amplified.

In every realistic case, no location will be an exact match, necessi-
tating some error aggregation scheme. The problem can be stated as
follows: Given are two time discrete functions, 𝑑𝐼 (𝑡, 𝑝) := Δ𝐼𝑡 (at 𝑝)
and 𝑑𝑃 (𝑡) := Δ𝑃𝑡 for some set of locations 𝑝 . Find the value of 𝑝 for
which the functions 𝑑𝐼 (𝑡, 𝑝) and 𝑑𝑃 (𝑡) are the most similar. This
location of maximum similarity is the final location estimate of this
approach.

Additionally, irradiation data is available only as momentary
samples for every 30 minutes. We downsample our power gener-
ation data by averaging the three closest power samples for each
irradiation sample.

8.1 Similarity Measures
A core part of this approach is how the similarity between 𝑑𝐼 (𝑡, 𝑝)
and 𝑑𝑃 (𝑡) is calculated. Functions of this kind are known as simi-
larity measures, and there is a wide variety of common measures
available in the existing literature [9]. All measures are built to
produce a result from 0 to 1, with 1 corresponding to a perfect
match. Of those presented by Levy et al. [9], the Inner Product and
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Figure 8: Weather Fitting – Sample of the base similarity
measures for a single system. The first row shows the result
for 4 weeks of data, the second row for 6 months. The heat
maps show the similarity for all locations covered by the
available weather data. Each plot is normalized separately.

Minkowsky families are applicable to this approach. From these,
the following base measures were selected:

𝑆𝑖𝑚𝑐𝑜𝑠 (𝐼 , 𝑃) =
⟨𝐼 , 𝑃⟩
∥𝐼 ∥∥𝑃 ∥ (Cosine)

𝑆𝑖𝑚 𝑗𝑎𝑐 (𝐼 , 𝑃) =
⟨𝐼 , 𝑃⟩

∥𝐼 ∥ + ∥𝑃 ∥ − ⟨𝐼 , 𝑃⟩ (Jaccard)

𝑆𝑖𝑚𝐿1 (𝐼 , 𝑃) =
(
1 +

∑︁
𝑖

|𝐼𝑖 − 𝑃𝑖 |
)−1

(Manhattan)

𝑆𝑖𝑚𝑐𝑎𝑛 (𝐼 , 𝑃) =
(
1 +

∑︁
𝑖

|𝐼𝑖 − 𝑃𝑖 |
|𝐼𝑖 | + |𝑃𝑖 |

)−1

(Canberra)

For a test system, using any of the described measures, one
can find a global maximum at the correct location. However, the
measures vary widely in their characteristics for the remaining
(false positive) locations, as can be seen in Figure 8.

The different characteristics of the base measures shown allow
for a simple optimization. The true location tends to score high
on any metric, with false positives varying between them. When
multiplying two measures with different characteristics point-wise,
the non-overlapping noise should vanish, while the true location
remains. Upon evaluation of various combinations of these metrics,
the most consistent measure was found to be the Cosine-Canberra
combination, which is the main measure used in the evaluation.

𝑆𝑖𝑚𝑐𝑜𝑠,𝑐𝑎𝑛 (𝐼 , 𝑃) = 𝑆𝑖𝑚𝑐𝑜𝑠 (𝐼 , 𝑃) ∗ 𝑆𝑖𝑚𝑐𝑎𝑛 (𝐼 , 𝑃)
Details of this evaluation are described in the masters’ thesis on
which this work is based, see Section 2.

8.2 Results
An overview of the 50th and 90th percentile of estimation errors
can be found in Table 2. An overview of the absolute estimation
error is also shown in Figure 9. Due to the fact that this approach
does not depend on the different characteristics of latitude and
longitude, the errors for both are very similar and thus omitted
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Table 2: Weather Fitting Error Quantiles [km]

2 weeks 1 month 3 months 6 months

1d 0.5q 50.7 20.0 10.0 7.4
0.9q 8150 3043 34.3 20.6

1h 0.5q 12.8 8.9 6.7 6.0
0.9q 328.3 40.6 18.1 13.3

30min 0.5q 20.0 13.3 11.1 9.9
0.9q 946.4 55.0 24.3 19.4

1d 1h 30min
resolution

100

101

102

103

104

Er
ro

r[
km

]

Magnitude

2 weeks 1 month 3 months 6 months

Figure 9: Weather Fitting – Overview of the estimation error
for all test runs. Results for scenarios with the same length
but differing start times are combined into a single set. The
whiskers are set to the 10th and 90th percentile. Note the
logarithmic scale on the y-axis.

here. The CDF for the same set of results can be found in Figure 10.
Here, one plot per resolution shows the changes with increasing
scenario length.

8.3 Interpretation of Results
The general similarity between latitude and longitude is expected
as the method operates on an equal-resolution grid with no clear
dependency on latitude and longitude. For the same reason, a small
bias of 3 k𝑚 appearing along the longitudinal axis is unexpected,
with no satisfactory explanation available at the time of writing.

In case of 6 months of data, the resulting median error is, when
compensating for the longitude bias, near or even below the grid
resolution. Therefore, no significant improvement can be expected
with more data, as even with 6 months most estimates are in the
correct or at least a neighboring 5 k𝑚 × 5 k𝑚 grid cell. Higher
resolution weather grids, however, may allow for better estimates
even for similar time spans.

Interestingly, the optimal temporal resolution seems to be at 1
hour, consistently outperforming the 30-minute scenarios. This infe-
rior performance for 30-minute data can be attributed to the quality
of the input data. For very noisy input data, either due to measure-
ment error or highly variable shading, the 1-hour down-sampling
acts as a noise-reduction filter. This improves the efficiency of the
following similarity matching, resulting in a lower error.

The accuracy for 1-day resolution is surprisingly high, especially
at longer scenario lengths. Comparing the number of data points,

6-months of daily data has fewer samples than even one month
of hourly data. This suggests that, when normalized differences
are taken, a mean value over a longer time span contains more
information.

Also of note is the stark contrast between the median and 90th
percentile, with the 90th percentile being far worse for short sce-
nario lengths.

9 Conclusion and Future Work
We present two approaches for spatially localizing PV systems
based on power output data.

The first approach, solar elevation fitting, uses power cutoffs
near sunrise and sunset to find times of equal solar elevation. Over
multiple days, the solar position at these times can be used to fit a
circle with the inverter location estimate at its center. It is applicable
globally without any external data and, given its low complexity,
could be useful as a rough filter to guide other approaches.

The second approach is based on the comparison of day-to-day
differences in power generation with day-to-day differences in solar
irradiance. The location for which this difference is the smallest
is the estimated location of the system. It is dependent on high-
resolution irradiance data and allows us to locate 50% of the systems
to within 20 km given only 1 daily sample for 28 consecutive days.

Both approaches are evaluated on power generation data sourced
from pvoutput!, a third party website where users voluntarily
upload their PV system’s data. Multiple scenarios are used in the
evaluation, varying in start time, length, and temporal resolution.

The first approach reaches a median accuracy of 108 km, with
a 90th percentile of 412 km. The second approach performs much
better, reaching a median and 90th percentile of 6.0 km and 13.3 km,
respectively. As can be expected, the accuracy for both approaches
improves with longer time spans of input data and, lesser so, with
higher sampling frequency.

Coming back to our motivation, this shows that the second
approach could be used by an attacker to localize compromised PV
inverters to a high-enough accuracy to target the power grid of
individual cities.

In the future, additional evaluation with longer data time spans,
more diverse resolution selection, and higher data quality could pro-
vide further insight into the accuracy of the approaches presented.
Similarly, evaluating the weather fitting approach against other
weather datasets, possibly considering temperature as an influence
on PV cell efficiency, could yield further results. Re-evaluation with
higher resolution irradiance data, either by upsampling existing
data or finding higher resolution sources, may produce more accu-
rate estimates.

Improving location estimates by other means should also be
investigated, as many options have not been explored yet. For
example, the weather fitting approach uses a simple maximum
for the final estimation step. A more sophisticated method that
includes neighboring data-cells might be able to achieve higher,
possibly sub-cell-size, accuracy. The estimation speed and success
rate might also be improved by estimating at multiple temporal
and spatial resolutions. Comparison against satellite images to find
exact locations, with disambiguation via system attributes such as
peak power or orientation, is also worth investigating. Developing a
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Figure 10: Weather Fitting – CDF for the different resolutions and scenario lengths. Individual scenarios for each length are
stacked together.

confidence measure for the estimated locations will also be required
for both approaches to be useful in most cases.

Finally, we provide the code for both approaches online4.
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