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Abstract

Modern data-intensive workloads increasingly suffer from the memory wall: processor
performance and system energy are dominated by the cost of moving data between
compute cores and main memory rather than by the cost of arithmetic itself. This limits
the benefits of conventional CPU-centric scaling and exacerbates memory bandwidth,
latency, and energy bottlenecks. Compute-in-Memory (CiM) architectures address this
challenge by performing simple operations close to or within the memory arrays, thereby
reducing data movement and alleviating the memory wall while preserving efficiency.

Within this broader context, Non-Volatile Memory (NVM) technologies enable dense,
low-leakage storage and in-memory computation due to their inherent resistive nature. As
a result, NVM-based CiM (NVM-CiM) architectures are particularly promising for future
memory-centric systems. However, these designs face fundamental reliability challenges
arising from device variability, circuit-level non-idealities, and the analog nature of many in-
memory operations. These effects can significantly degrade application-level correctness
and limit the large-scale deployment of NVM-CiM.

This dissertation studies how to design, model, and improve the reliability of NVM-CiM
so that they deliver their performance and energy benefits under realistic reliability con-
straints. It focuses on two classes of memory-centric architectures: @ NVM-CiM architec-
tures that perform simple Boolean operations inside the memory arrays, and @ NVM-based
Content Addressable Memory (NVM-CAM) structures that perform associative search
and similarity computation inside memory.

First, we introduce Sisyphus, a holistic, reliability-aware, full-system evaluation framework
for NVM-CiM architectures, augmented with detailed circuit- and technology-level models.
Sisyphus enables quantitative assessment of performance, energy, and reliability for
realistic CiM-friendly workloads across a broad range of CPU-CiM configurations and
NVM technologies. Using Sisyphus, we show that NVM-CiM can achieve more than 7x
latency improvement and 19% power savings over CiM-free baselines, while revealing
technology-dependent trade-offs that motivate reliability-aware design.

Second, we propose a cross-layer software-hardware co-design for reliable NVM-CiM. At
the circuit level, we replace conventional single-reference sensing with a double-reference
scheme that identifies ambiguous sensing decisions. At the architectural and application
levels, we associate detection flags with memory words and selectively recompute only
suspicious results on the CPU. This double-reference and selective-recompute mechanism
reduces the effective application-level decision failure rate below 1072, while preserving
the performance and energy-efficiency benefits of NVM-CiM with about 1% verification
overhead.



Abstract

Third, we conduct an end-to-end technology-to-application analysis of NVM-based similar-
ity computation using two flavors: scouting-based NVM-CiM and NVM-CAM structures.
We combine device models, circuit simulations, hardware-aware architectural extensions,
and fault injection to quantify the latency, energy, and reliability trade-offs of both flavors
under realistic workloads. Our results show latency improvements of up to 12x and
substantial energy savings compared to CPU-only execution.

Finally, we present an algorithm-technology co-optimization methodology for reliable
NVM-CAM operation in applications that require exact matching. At design time, we
statistically tune the reference voltage to tolerate a limited number of mismatches, ensuring
that all true matches are captured even under significant device and sensing variability.
At run time, the processor verifies only the resulting candidate matches in software. This
reduces the Search Error Rate (SeER) to 0% with only 6% runtime and 4% energy overhead
compared to an ideal NVM-CAM, and without additional hardware cost.

Overall, this dissertation advances a cross-layer design methodology for reliable NVM-
based memory-centric computing. By integrating technology, circuit, architecture, and
application perspectives, it demonstrates that NVM-CiM and NVM-CAM architectures
can deliver substantial performance and energy benefits while preserving reliability re-
quirements, thereby enabling their practical, large-scale deployment.

vi



Zusammenfassung

Moderne datenintensive Workloads leiden zunehmend unter der Memory Wall: Prozes-
sorleistung und Systemenergie werden stiarker durch die Kosten der Datenbewegung
zwischen Rechenkernen und Hauptspeicher als durch die Kosten der arithmetischen Ope-
rationen selbst dominiert. Dies begrenzt den Nutzen konventioneller, CPU-zentrierter
Skalierung und verscharft Engpasse bei Speicherbandbreite, -latenz und -energie. Compute-
in-Memory (CiM)-Architekturen adressieren diese Herausforderung, indem sie einfache
Operationen nahe bei oder innerhalb der Speicherzellen ausfithren und dadurch die Da-
tenbewegung verringern und die Memory Wall iiberwinden, ohne die Effizienz zu beein-
trachtigen.

In diesem weiteren Kontext ermdglichen Non-Volatile Memory (NVM)-Technologien
aufgrund ihrer inhérent resistiven Natur dichte, leistungssparende Speicherung und In-
Memory-Berechnungen. NVM-based CiM (NVM-CiM)-Architekturen sind daher beson-
ders vielversprechend fiir zukiinftige speicherzentrierte Systeme. Diese Designs sehen
sich jedoch grundlegenden Zuverlassigkeitsherausforderungen gegeniiber, die aus Bau-
teilvariabilitat, nichtidealischem Schaltungsverhalten und der analogen Natur vieler In-
Memory-Operationen resultieren. Diese Effekte konnen die Anwendungszuverlassigkeit
erheblich beeintrachtigen und die grofiskalige Einfiihrung von NVM-CiM begrenzen.

Diese Dissertation untersucht, wie sich NVM-CiM so entwerfen, modellieren und in ih-
rer Zuverlassigkeit verbessern lassen, dass sie ihre Leistungs- und Energievorteile unter
realistischen Zuverlassigkeitsanforderungen liefern konnen. Der Fokus liegt auf zwei
Klassen speicherzentrierter Architekturen: @ NVM-CiM-Architekturen, die einfache Boo-
lesche Operationen innerhalb der Speicherarrays ausfithren, und @ NVM-basierte Content
Addressable Memory-Strukturen (NVM-CAM), die assoziative Suche und Ahnlichkeitsbe-
rechnungen im Speicher durchfiithren.

Zunichst stellen wir Sisyphus vor, ein ganzheitliches, zuverldssigkeitsbewusstes Komplettes-
System-Evaluierungsframework fir NVM-CiM-Architekturen, ergédnzt um detaillierte
Schaltungs- und Technologiemodelle. Sisyphus ermoglicht eine quantitative Bewertung
von Leistung, Energie und Zuverlassigkeit fiir realistische CiM-freundliche Workloads
iber ein breites Spektrum von CPU-CiM-Konfigurationen und NVM-Technologien. Mit
Sisyphus zeigen wir, dass NVM-CiM mehr als eine 7x-Verkiirzung der Latenz und 19%
Energieeinsparung gegeniiber CiM-freien Baselines erzielen kann, wahrend technolo-
gieabhangige Trade-offs offengelegt werden, die zu zuverlassigkeitsbewusstem Design
motivieren.
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Zusammenfassung

Zweitens schlagen wir ein Cross-Layer-Software-Hardware-Co-Design fiir zuverlassi-
ge NVM-CiM vor. Auf Schaltungsebene ersetzen wir konventionelles Single-Reference-
Sensing durch ein Double-Reference-Schema, das mehrdeutige Entscheidungsfalle beim
Sensing identifiziert. Auf Architektur- und Anwendungsebene verkniipfen wir Detekti-
onsflags mit Speicherwortern und berechnen nur verdachtige Ergebnisse selektiv auf der
CPU neu. Dieser Double-Reference- und Selective-Recompute-Mechanismus senkt die ef-
fektive anwendungsseitige Fehlentscheidungsrate auf unter 107'%, wihrend die Leistungs-
und Energieeffizienzvorteile von NVM-CiM mit etwa 1% Verifikations-Overhead erhalten
bleiben.

Drittens fithren wir eine durchgiangige Technologie-zu-Anwendung-Analyse von NVM-
basierter Ahnlichkeitsberechnung in zwei Varianten durch: Scouting-basierte NVM-CiM-
Strukturen und NVM-CAM-Strukturen. Wir kombinieren Bauteilmodelle, Schaltungssimu-
lationen, hardwarebewusste architektonische Erweiterungen und Fault Injection, um die
Trade-offs von Latenz, Energie und Zuverlassigkeit beider Varianten unter realistischen
Workloads zu quantifizieren. Unsere Ergebnisse zeigen Latenzverbesserungen von bis zu
12X und erhebliche Energieeinsparungen im Vergleich zur reinen CPU-Ausfithrung.

Abschlieflend prasentieren wir eine Algorithmus-Technologie-Co-Optimierungsmethodik
fiir zuverldssigen NVM-CAM-Betrieb in Anwendungen, die exakte Ubereinstimmung
erfordern. Zur Designzeit stimmen wir die Referenzspannung statistisch so ab, dass eine
begrenzte Zahl von Mismatches toleriert wird, sodass alle tatsachlichen Treffer selbst unter
signifikanter Bauteil- und Sensing-Variabilitat erfasst werden. Zur Laufzeit iiberpriift der
Prozessor ausschlieflich die resultierenden Kandidatentreffer in Software. Dies reduziert
die Search Error Rate (SeER) auf 0% bei lediglich 6% Laufzeit- und 4% Energie-Overhead
im Vergleich zu einem idealen NVM-CAM und ohne zusétzlichen Hardwareaufwand.

Insgesamt entwickelt diese Dissertation eine Cross-Layer-Designmethodik fiir zuver-
lassiges, NVM-basiertes speicherzentriertes Rechnen weiter. Durch die Integration von
Technologie-, Schaltungs-, Architektur- und Anwendungsperspektiven wird gezeigt, dass
NVM-CiM- und NVM-CAM-Architekturen erhebliche Leistungs- und Energiegewinne bei
Einhaltung von Zuverlassigkeitsanforderungen liefern kénnen und damit ihre praktische,
grof3skalige Implementierung erméglichen.
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1. Introduction

In modern computing systems, the Central Processing Unit (CPU) is primarily responsible
for data processing, while other components, such as main memory and caches, are largely
dedicated to data storage. This CPU-centric design, commonly referred to as the von
Neumann architecture [9], leads to substantial data movement between the CPU and
main memory. Such frequent data transfers incur high energy costs and performance
overheads [10]—a phenomenon widely known as the memory wall. Data movement alone
can account for 40% to 60% of the total system energy consumption [11, 12, 13], and
accessing main memory consumes 100 to 800 times more energy than performing integer
or floating-point operations [12, 14].

Conventional Dynamic Random-Access Memory (DRAM) technology also faces funda-
mental scalability limitations. Over the past two decades, DRAM capacity has increased
by more than two orders of magnitude, while bandwidth has improved by only about one
order of magnitude [15]. At the same time, the number of processing cores roughly doubles
every two years, whereas DRAM capacity doubles only every three years, causing memory
capacity to lag behind by approximately 30% over the same period [16]. A key factor
contributing to this imbalance is that aggressive scaling of DRAM cells degrades their relia-
bility, making further technology-node scaling increasingly challenging [17]. To overcome
these limitations, recent research has explored both advanced packaging and novel device
technologies, including 3D-stacked DRAM (e.g., Hybrid Memory Cube (HMC) [18] and
High-Bandwidth Memory (HBM) [19]) [20, 21, 22, 23], as well as memristive Non-Volatile
Memories (NVMs) such as Spin-Transfer Torque Magnetic RAM (STT-MRAM) [24, 25],
Redox-based RAM (ReRAM) [26], and Phase Change Memory (PCM) [27].

In parallel, to reduce data movement and better balance the energy costs of computation
and communication, there has been growing interest in Compute-in-Memory (CiM) archi-
tectures that perform certain computations directly within or near the memory arrays [28,
29, 30, 31, 32, 33, 34, 35]. CiM architectures (also known as Processing-in-Memory (PiM)
or Near-Memory Computing (NMC)) span a spectrum of architectural realizations and
implementation technologies. Proposed architectures range from minimal modifications
to the existing memory periphery that enable simple but data-intensive operations (e.g.,
bulk bitwise operations and bulk data copy primitives [36]) to more general designs that
integrate lightweight processing units adjacent to the memory arrays. Figure 1.1 illustrates
a representative PiM architecture, based on the commercial UPMEM prototype [37, 38].

The remainder of this chapter focuses on two classes of NVM-based in-memory architec-
tures that are central to this dissertation: @ NVM-based CiM (NVM-CiM) architectures
and @ NVM-based CAM (NVM-CAM) architectures, which we treat as application-specific
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Figure 1.1.: Overview of the UPMEM PiM architecture [38]. Lightweight processing units are integrated in
the DRAM module periphery, enabling data-parallel CiM operations.

NVM-CiM hardware designs. The following sections provide an overview of these archi-
tectures, highlight their advantages, and summarize the reliability challenges that motivate
the techniques developed in this dissertation.

1.1. NVM-based CiM

Integrating simple processing cores near memory arrays offers the flexibility to execute
a broad range of applications. However, such near-memory processor designs typically
involve complex microarchitectures and control logic, frequent data exchanges with the
CPU, and non-trivial system-level support (e.g., cache coherency mechanisms, shared
virtual address spaces, and dedicated programming and task-offloading models) [30, 32, 35].
These challenges limit the scalability and practicality of fully programmable near-memory
compute engines.

As a result, a large body of work has increasingly focused on CiM architectures that rely
on modest modifications to the memory subarray periphery or bit-cell design [29, 31].
Such designs target specific classes of data-intensive operations and applications, thereby
simplifying programming and significantly reducing data transfers with the CPU. In this
context, CiM architectures resemble a form of Single Instruction Multiple Data (SIMD)
computation but feature much larger register sizes (equivalent to a memory bank row).
Many important workloads, including bitmap-indexed databases [39], database search
and filtering [40], Deoxyribonucleic Acid (DNA) sequencing and alignment [41, 42], bulk
initialization and copy operations [36], and basic image processing kernels [43, 44], can be
mapped efficiently to such massively parallel in-memory execution units.



1.1. NVM-based CiM

CiM functionality can be realized using various memory technologies, including Static
Random-Access Memory (SRAM) [45], DRAM [46, 47], STT-MRAM [48, 49], ReRAM [50,
51], and PCM [52, 53]. Among these, NVM-based designs offer several compelling advan-
tages over conventional DRAM- and SRAM-based computation. First, NVM technologies
inherently eliminate static leakage power, as they do not require periodic refresh and
enable normally-off, instant-on operation [32, 54]. Second, they generally exhibit more
favorable scaling trends than SRAM and DRAM ([33, 55], allowing denser integration of
memory cells. Third, their resistive nature facilitates analog in-memory computation with
modest changes to the read circuitry in crossbar arrays. Examples include implement-
ing Multiply-Accumulates (MACs) in memory crossbars—a key computation in Neural
Network (NN) training and inference—and evaluating Boolean functions via multi-row
activation [31, 32, 33, 54, 55, 56, 57].

Foundry-developed NVM technologies from TSMC, Samsung, IBM, and Macronix [24, 25,
26, 27] demonstrate that these devices are maturing toward large-scale deployment. Their
resistive properties enable energy-efficient analog computation and promise to overcome
traditional performance bottlenecks while unlocking unprecedented levels of energy
efficiency and throughput. For example, TSMC has recently fabricated ReRAM-based CiM
macros targeting NN acceleration [58, 59, 60] and demonstrated STT-MRAM-based CiM
modules [61]. Similarly, realistic PCM-based CiM fabrications have been reported in [62],
and Samsung and IBM have independently demonstrated STT-MRAM- and PCM-based
CiM prototypes [63, 64].

Despite these advances in devices and prototypes, several reliability and design challenges
still hinder the practical, large-scale adoption of NVM-CiM. At the device and circuit levels,
process variations, device non-idealities, and repeated read/write operations introduce
non-negligible error sources. Emerging resistive memories often exhibit relatively high
stochastic bit-error rates due to intrinsic device randomness and asymmetric bit-flip
probabilities. These effects are further amplified by the analog computation style of many
NVM-CiM designs, which makes them particularly sensitive to device-level non-idealities.
Consequently, the reliability challenges inherent to NVMs can offset the nominal density
and energy-efficiency benefits. At higher fabrication densities, NVMs tend to become
increasingly vulnerable to stochastic bit errors [65, 66], requiring more sophisticated
protection mechanisms. Therefore, conventional resilience techniques need to be revisited
and extended to provide adequate protection in NVM-CiM systems [67, 68, 69]. Moreover,
at the array and architectural levels, the type of operation, the number and pattern
of operands, and the interaction with peripheral circuitry can significantly affect both
correctness and lifetime. Without a rigorous understanding of these cross-layer effects and
corresponding mitigation techniques, NVM-CiM systems risk violating application-level
reliability and performance targets. In the following section, we build on these observations
by examining NVM-CAM architectures, which specialize NVM-based memory arrays for
highly parallel associative search.
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1.2. NVM-based CAM

Modern data-intensive workloads, such as those in cloud services, in-memory databases,
and genomic analysis, demand fast and energy-efficient search capabilities across large
datasets [70, 71]. Content Addressable Memory (CAM) is a high-speed memory archi-
tecture that supports highly parallel, associative data retrieval [72]. Unlike conventional
memories, which return the data stored at a specified address, CAM searches its entire
contents in a single operation to locate entries that match a query word, offering extremely
low-latency lookups.

Traditionally, CAM has been widely used in Translation-Lookaside Buffers (TLBs) for
virtual-to-physical address translation and in network routers and switches for packet
classification and forwarding [70, 72, 73]. More recently, CAM primitives have been inte-
grated into CiM architectures to accelerate pattern matching [74] and NN classification [75,
76,77, 78, 79]. Furthermore, CAM functionality is increasingly important in hyperscale
and cloud workloads, including networking, databases and key-value stores, genomic
analysis, machine learning, and graph analytics [80, 81, 82, 83]. These workloads are often
memory-bound and operate on massive datasets.

Popular in-memory database engines such as Redis [84], Memcached [85], Apache Ig-
nite [86], and SQLite (in in-memory mode) [87] are prime candidates for CAM-based
acceleration, particularly for workloads dominated by frequent key—-value lookups or
associative searches.

Genomic analysis is a particularly demanding application domain. Large-scale DNA
datasets must be processed using approximate, rather than exact, matching to identify
small mutations and sequencing errors. These tasks also require bitwise shift operations,
which are inefficient on conventional processors. To meet these demands, researchers have
proposed analog and approximate CAM architectures that perform in-memory similarity
search to accelerate DNA sequence alignment and comparison [88, 89, 90, 91, 92]. Such
designs are typically more complex than standard CAMs because they require advanced
matching circuits, multi-bit similarity metrics, and efficient shift logic [93].

Beyond domain-specific accelerators, CAM can also speed up a range of general-purpose
data-processing algorithms, such as Locality-Sensitive Hashing [94], Image Similarity
Hashing [95], Bloom Filters [96], and bucket sort [97], which are widely deployed in search
engines and large-scale cloud platforms.

Despite these advantages, conventional SRAM-based CAMs [70, 71, 72] face significant
limitations. Although they deliver high access speeds, each SRAM-based CAM cell typically
requires around ten transistors, incurring large area overheads, poor scalability, and limited
storage capacity [72]. In addition, high leakage currents and bulky cell structures lead to
substantial static power consumption, even when the arrays are idle [98]. These drawbacks
hinder the scalability of in-memory SRAM-based CAMs for large-scale, memory-intensive
applications [70, 71, 72].
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To address these challenges, researchers have explored emerging memory technologies to
improve both energy efficiency and density. Among these candidates, NVM technologies
again have shown particular promise. By exploiting the unique properties of NVMs, a wide
range of NVM-CAM architectures has been proposed to combine fast associative search
with improved energy and area efficiency [99, 100, 101, 102, 103, 104, 105, 106, 107, 108,
109, 110, 111, 112, 113, 114, 115, 116, 117, 118, 119, 120, 121, 122]. Regarding CAM design,
NVM technologies offer several key advantages, including high density, low leakage, non-
volatility, and compatibility with standard Complementary Metal-Oxide-Semiconductor
(CMOS) manufacturing processes, making them strong candidates for next-generation
CAM implementations [73, 79, 123]. Some NVM types also provide fast read/write speeds,
high endurance, and radiation tolerance, enabling deployment in energy-constrained and
harsh environments [124, 125, 126, 127, 128, 129, 130]. Moreover, features such as multi-
level storage capability and support for 3D integration enable compact, high-capacity
memory arrays [121, 123, 131, 132]. Many NVMs also exhibit inherently resistive storage,
where information is encoded in distinct resistance states. This property naturally lends
itself to CiM-style operation, allowing data to be processed directly within the memory
array using current-mode analog computations [133, 134].

However, similar to NVM-CiM, NVM-CAMs face critical reliability challenges. Device-
level variability and non-idealities arising from manufacturing, environmental conditions,
and aging, combined with the analog nature of similarity computations using resistive
NVMs, lead to deviations in bit-cell resistances from their ideal low- and high-resistance
states (low-resistive state (LRS) and high-resistive state (HRS)). In practice, these resistance
distributions are well modeled as normal (Gaussian) distributions, which cause non-
negligible sensing errors and long-term reliability concerns [75, 98, 124, 125, 126, 131, 132,
133, 134, 135, 136, 137]. Understanding and mitigating these reliability issues is essential for
scaling NVM-CAM architectures to large, energy-efficient, and robust in-memory search
systems. These reliability challenges in both NVM-CiM and NVM-CAM architectures
motivate the cross-layer techniques developed in this dissertation, which are summarized
next.

1.3. Contributions

This dissertation addresses the aforementioned challenges and advances the design and
optimization of reliable memory-centric computing systems based on NVM technologies.
The ultimate goal is to enable the practical, large-scale deployment of NVM-CiM and
NVM-CAM systems under realistic constraints and without relying on overly idealized
assumptions. The dissertation is organized as follows.

Chapter 2: Background provides the necessary background on memory-centric comput-
ing and NVM technologies. This chapter establishes the terminology and concepts
used throughout the remainder of the dissertation. It reviews conventional DRAM-
and SRAM-based systems, introduces CiM and CAM architectures, and summarizes
key device-, circuit-, and architecture-level characteristics of NVM-based designs.
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Finally, it details the reliability challenges related to NVM-CiM and NVM-CAM
systems.

Chapter 3: Benchmarking NVM-CiM Workloads identifies the lack of a comprehensive,
reliability-aware, full-system simulation and evaluation framework for NVM-CiM
architectures. To fill this gap, we introduce a cross-layer, full-system simulation
framework that enables fast design-space exploration of NVM-CiM systems. Our
framework integrates detailed circuit-level modeling of multiple NVM technologies
with real-world, data-intensive, CiM-friendly workloads, allowing holistic evaluation
of performance, energy, and reliability across a broad range of CPU-CiM configu-
rations. Using this framework, we demonstrate the advantages and limitations of
NVM-CiM architectures compared to conventional computing systems.

Chapter 4: Cross-layer Solution for Reliable NVM-CiM Realization addresses reliabil-
ity challenges in NVM-CiM architectures through a software-hardware co-design
approach. We introduce double-reference sensing to detect potential errors dur-
ing CiM execution and a lightweight error-flag mechanism that selectively triggers
CPU recomputation for uncertain outputs. Furthermore, we develop an optimiza-
tion model for reference placement that maximizes reliability while minimizing
CPU recomputation, thereby preserving the performance and energy benefits of
NVM-CiM.

Chapter 5: Benchmarking Various NVM-CAM Designs focuses on NVM-CAM structures
for approximate in-memory similarity search. We systematically benchmark a range
of digital and analog sensing schemes under realistic workloads and quantify their
trade-offs in terms of performance, energy, and reliability. Our analysis highlights
how different NVM-CAM designs behave in approximate computing contexts and
clarifies the conditions under which each design is most suitable.

Chapter 6: Cross-layer Solution for Reliable NVM-CAM Realization investigates exact-
match NVM-CAM structures and addresses their reliability challenges using a cross-
layer methodology. We develop protection and mitigation techniques that account for
device-level variability, circuit-level non-idealities, and architectural design choices.
We demonstrate the benefits of these techniques for representative workloads such
as database search and genomic analysis, showing that robust NVM-CAM designs
can deliver high performance and energy efficiency while meeting reliability require-
ments.

Chapter 7: Conclusion summarizes the main findings of this dissertation and discusses
open challenges and promising directions for future research in reliable NVM-based
memory-centric computing.

Taken together, these chapters develop a cross-layer view of reliable NVM-based memory-
centric computing, connecting device-, circuit-, architecture-, and application-level insights
into a coherent design methodology that guides the remainder of this dissertation.
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This chapter reviews key memory technologies and the architectural concepts built upon
them. We first summarize conventional charge-based memories, namely SRAM and DRAM,
and then introduce emerging NVMs that enable dense storage and computation within
memory arrays. Next, we outline CiM paradigms and CAM organizations that leverage
these memory technologies to realize energy-efficient, data-centric processing. Finally,
we discuss the related reliability challenges associated with NVM-based CiM and CAM
systems.

2.1. Charge-based Memory Technologies

2.1.1. SRAM

SRAM is a charge-based volatile memory implemented entirely with CMOS transistors. A
typical SRAM bit-cell is built from a pair of cross-coupled inverters plus access transistors
(commonly a 6T cell), storing data as a bistable state (high/low voltages). Because no
explicit capacitor is used, the stored state is maintained as long as power is applied and the
node charge is preserved; no refresh is required. SRAM provides sub-nanosecond access
times (<1 ns) and exhibits very high endurance (>10'® cycles). The high access speed and
robustness make SRAM the standard choice for on-chip caches and for high-performance
logic primitives. However, SRAM’s multi-transistor cell leads to a relatively large areal
footprint, limiting the maximum on-chip capacity even at advanced technology nodes. This
is an important trade-off when comparing SRAM with other memory technologies [138].
Figure 2.1 shows the standard 6T SRAM cell and its read (Figure 2.1b) and write (Figure 2.1c)
operations.

word

word bit

0.0 T T T . T b0
(a) Standard 6T SRAM cell (b) Read operation (€) Write operation

Figure 2.1.: Standard 6T SRAM cell and its read and write operations.
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Figure 2.2.: Standard 1T1C DRAM cell, its read operation, and the die schematic of a single cell with its
trench capacitor.

2.1.2. DRAM

DRAM is a charge-based volatile memory that stores data in explicit capacitor structures,
typically implemented with one access transistor and one capacitor per bit-cell (1T1C).
Each DRAM cell holds information as the presence or absence of charge on its capacitor,
corresponding to logic high and low levels, which are sensed through a highly sensitive
Sense Amplifier (SA) during read operations. Because the stored charge gradually leaks
away due to parasitic paths, DRAM inherently requires periodic refresh operations to
restore the cell contents, even when power remains applied. DRAM offers moderate access
times on the order of a few tens of nanoseconds and very high endurance (>10'° cycles), but
with lower speed than SRAM and additional latency/energy overhead due to refresh and
row-activation operations. The compact 1T1C cell, however, enables very high bit densities
and significantly lower cost per bit, which makes DRAM the dominant technology for
off-chip main memory and large-capacity buffers in modern computing systems [138].
Figure 2.2 shows a standard 1T1C DRAM cell and its read operation (Figure 2.2b). The
write operation is similar to the read operation, but in the opposite direction. Additionally,
Figure 2.2c shows the die schematic of a single cell and its trench capacitor.

2.2. Resistive-based Memory Technologies

Resistive memory technologies store information in the conductance state of a material
rather than in the amount of electric charge held on a capacitor or stored in a bistable
latch. Bits are encoded as distinct resistance levels, typically at least two resistive states,
low and high, namely LRS and HRS, respectively. These devices can inherently provide
non-volatility, enabling data retention without power while still offering access times that
approach those of conventional charge-based memories. Furthermore, many resistive
memories are compatible with back-end-of-line integration and can be realized in highly
scalable, dense crossbar arrays, making them attractive candidates for future main and
storage-class memories as well as for in-memory computing primitives. In the following,
we focus on three prominent technologies—STT-MRAM, ReRAM, and PCM—and highlight
their device-level physics.
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Table 2.1.: Quantitative comparison of memory technologies [73, 79, 123].

SRAM DRAM | STT-MRAM  ReRAM PCM

Cell Size (FZ) 120-200 60-100 6-50 4-10 4-12
Write Endurance >10"  >10" | 10'2-10" = 10%-10""  10%-10°
Read Latency (ns) ~0.2-2 ~10 2-35 ~10 20—-60
Write Latency (ns) ~0.2-2 ~10 3-50 ~50 20-150
Leakage Power High Mid Low Low Low
Dynamic Energy (Read/Write) Low Mid Low/High  Low/High Mid/High
Commercially Available Size  any any <1Gbit <8Mbit  <128Mbit

.m Free layer Active Metal
Insulation layer Electrode i 17 7%|Electrode

Pttt
b
e--e--e--0

Pinned layer OE |Ohmic Metal
| Electrode | Electrode
| I
AE _
OE
| I
(a) STT-MRAM (b) ReRAM (c) pcMm

Figure 2.3.: Schematic representations of NVM technologies with LRS on top and HRS on the bottom.

Additionally, Table 2.1 provides a quantitative comparison of the memory technologies
discussed. In resistive memories, a read operation senses the cell resistance by applying
a voltage to the device and measuring the resulting current. Thus, despite the different
physical phenomena that govern NVM technologies, the NVM read procedure is based on
resistance sensing and does not differ fundamentally across technologies. However, NVM
technologies differ mainly in the write procedure. The write operation in STT-MRAM is
considerably less costly in terms of energy and latency than the corresponding operations
in ReRAM and PCM.

2.2.1. STT-MRAM

The main storage element of STT-MRAM is the Magnetic Tunnel Junction (MTJ), which
consists of three layers (Figure 2.3a). Two ferromagnetic layers sandwich an insulating
layer. The magnetic orientation of the free layer can be rotated, while the magnetic
orientation of the pinned layer is fixed. In the MT]J, the relative magnetic orientation of
the free and pinned layers determines the resistive state. In the case of parallel magnetic
orientation, the device is in the LRS, and in the case of antiparallel magnetic orientation,
the device is in the HRS. To perform the write operation, a current needs to pass through
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the MT]J device. Write current flowing from the free layer to the pinned layer aligns the
magnetic orientations of the free and pinned layers in parallel (i.e., programs the device
into the LRS), whereas current in the opposite direction programs the device into the
HRS [139, 140]. The works in [24, 25] present two examples of STT-MRAM chips by TSMC
and Samsung, respectively.

2.2.2. ReRAM

As shown in Figure 2.3b, the ReRAM cell is also a stack of three layers. Two metallic (ohmic
and active) electrodes sandwich an oxide-based insulating layer. Within the oxide-based
insulating layer, the oxygen vacancies can form a conducting filament connecting the
metal electrodes. If a conducting filament exists in the insulating layer, the device is in LRS;
otherwise, it is in HRS. To perform the write operation, a voltage needs to be applied to the
ReRAM device. Since the work functions of the ohmic and active electrodes are not equal,
a certain voltage polarity shapes the filament (SET) and programs the device into LRS.
Conversely, reversing the voltage polarity ruptures the filament (RESET) and programs
the device into HRS [141, 142]. ReRAM technology has been successfully demonstrated
by TSMC [26].

2.2.3. PCM

Similarly, as shown in Figure 2.3c, PCM cells also consist of three layers: two metallic
electrodes and, between them, a phase-change material. The phase-change material can be
either in the crystalline or amorphous phase, which results in the LRS and HRS, respectively.
To perform the write operation, an electric pulse is applied to the PCM device. By applying
a long-duration, low-amplitude pulse, the phase-change material can be heated below
the melting temperature, which induces the amorphous-to-crystalline phase change, i.e.,
HRS-to-LRS switching. For the reverse switching, the phase-change material needs to be
heated above the melting temperature and then immediately cooled down. To fulfill this
action, a short-duration, high-amplitude electric pulse is required [143, 144]. IBM and
Macronix have already demonstrated successful PCM fabrication [27].

2.3. NVM-CiM: Stateful vs. Stateless Paradigms

CiM architectures leverage memory arrays not only for data storage but also as active
computational substrates, thereby alleviating the energy and latency overheads associated
with frequent data movement between separate memory and processing units [28, 145].
In the context of resistive memories such as STT-MRAM, ReRAM, and PCM, CiM builds
on the memristive behavior of resistive switching devices [55, 146, 147]. Hence, two broad
paradigms for logic and arithmetic emerge: @ stateful CiM, in which the logical state
is represented and updated directly in the device resistance states, and @ stateless (or
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Figure 2.4.: Stateful CiM example: NOR operation using the MAGIC scheme [51].

non-stateful) CiM, in which operands are stored in the array but computation manifests
as transient electrical signals at the periphery without modifying the stored states [53,
55, 148]. Both paradigms exploit the physical properties of memory devices and array
organization, but they exhibit distinct trade-offs in terms of performance, endurance,
energy, precision, and architectural integration.

2.3.1. Stateful CiM

Stateful CiM exploits the non-volatile resistance state of memristive devices as both storage
and logic domains. Boolean variables are encoded directly in the device resistance (for
example, LRS for logic ‘1" and HRS for logic ‘0’), and logic operations are realized by
applying appropriate voltage pulses across devices inside the memory array. Logical
operations are thus enabled through the interaction between the applied voltages and the
state variables of the devices [146, 147].

Representative stateful CiM schemes include MAGIC and IMPLY, which realize Boolean
functions such as NOR directly in resistive crossbar arrays [51, 149, 150]. In a typical
MAGIC NOR gate, two input devices and one output device participate in a single operation:
operand values are stored as resistance states in the input devices, a fixed initial state
is written into the output device, and then a specific voltage bias pattern is applied to
realize the NOR function. After the operation, the output device’s resistance encodes the
result, which can be immediately reused as input to subsequent gates. Figure 2.4 shows
the NOR operation using the MAGIC scheme. Related ‘stateful’ logic concepts based on
material implication and other primitives have also been demonstrated with memristive
technologies [150, 151].

The main advantages of stateful CiM include:
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Tight memory-logic co-location: The same physical devices act as both storage and
logic elements, and all operands and results remain within the memory array, avoid-
ing transfers to an external Arithmetic Logic Unit (ALU) [51, 151].

Cascadability: Since outputs are written as resistance states, they can directly drive
follow-on gates, enabling more complex logic functions and pipelines to be realized
entirely inside the array [51, 150].

Parallelism: Many gates can be activated simultaneously across rows or columns by
broadcast control signals, exploiting the regularity and parallel nature of crossbar
arrays [148, 150].

However, stateful CiM also exhibits significant drawbacks:

Endurance and write stress: Every logic evaluation involves writing at least one device,
and multi-step functions can require many such writes per operation. This stresses
devices with limited write endurance (e.g., ReRAM and PCM) [55, 148].

Energy and latency per operation: Logic is implemented via write-like pulse sequences,
which are more energy- and time-consuming than simple read operations [55, 151].

Variability and accuracy: Reliable operation demands well-separated resistance levels,
controlled write variability, and limited temporal drift, which can be challenged by
filamentary switching and conductance fluctuations in nanoscale devices [55, 147].

Consequently, stateful CiM is attractive for tightly coupled logic-in-memory functions
where minimizing data movement is the primary objective, such as simple database queries
or bit-wise processing near stored data [28, 150]. Its reliance on frequent state updates,
however, can be a limiting factor for very deep or frequently evaluated logic pipelines
unless device endurance and write variability are carefully engineered [55, 148].

2.3.2. Stateless CiM

Stateless CiM decouples operand storage from result representation. Operands are stored
as resistance values (or, in charge-based memories, as stored charge), but the result of
a computation is produced as a transient electrical signal (typically a voltage or current
sensed at the Bit Lines (BLs) or Word Lines (WLs)) rather than as an updated device state.
The stored data remain unchanged during the operation [53, 55].

In a typical stateless CiM primitive, a group of cells representing input bits is biased with
a specific WL/BL pattern; the resulting BL voltage or current encodes the outcome of a
logic or arithmetic function, such as NAND, NOR, population count, or a partial sum in a
MAC operation. Dedicated SAs or Analog-to-Digital Converters (ADCs) at the periphery
detect this signal and convert it to digital form. DRAM-based CiM exploiting charge
sharing among multiple cells on a BL, and memristive crossbar-based analog Matrix—
Vector Multiplication (MVM) used for deep learning inference and compressed sensing,
are prominent examples of such stateless behavior [46, 47, 52, 53, 55].
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Figure 2.5.: Stateless CiM example: AND/OR operation using the scouting logic scheme [152].
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Within this stateless class, scouting logic plays a central role as a memristor-based logic
design for resistive computing [152]. Rather than rewriting device states to encode inter-
mediate results, scouting logic carefully engineers the sensing and biasing scheme so that
bulk bit-wise Boolean operations (e.g., AND, OR, XOR) are realized through the transient
response of the crossbar array while preserving the stored conductance values. This allows
many bits to be processed in parallel with read-like stress, significantly reducing write-
induced wear and improving throughput for large in-memory logic operations [52, 152].
Figure 2.5 shows the AND/OR operation using the scouting logic scheme. The operation
procedure is detailed in Section 2.5 when reliability challenges are discussed in depth.

Key advantages of stateless CiM include:

No write wear during computation: Since cell states are not modified, operations im-
pose read-like stress on the devices, relaxing endurance requirements and enabling
a large number of operations over the array lifetime [55, 148, 152].

Energy efficiency for read-centric workloads: Read-based or charge-sharing operations
typically consume less energy than repeated programming pulses, particularly when
many computations reuse the same stored data (e.g., inference-only NNs) [28, 46, 47,
53].

Simplified reliability management: Variability primarily affects read margins and ana-
logue precision, which can be mitigated with established sensing, calibration, and
error-correction techniques [53, 55].

These properties make stateless CiM particularly suitable for:

High-throughput linear and bit-wise operations: Inner products, MVMs, and bitwise
logic used in signal processing, optimization, and machine learning workloads can
be accelerated by analog computation in crossbar arrays, followed by digitization at
the periphery [53, 55, 148, 152].

Read-mostly workloads: Applications where weights or lookup tables remain largely
constant (e.g., deep NN inference or compressed sensing with fixed measurement
matrices) benefit from repeated computations without rewriting the array [28, 53].
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Integration with digital accelerators: Because outputs are delivered as voltages or cur-
rents that are digitized, stateless CiM blocks integrate naturally with conventional
digital processing pipelines [28, 55].

The main challenges for stateless CiM arise from:

Peripheral overhead: ADCs or SAs required for accurate digitization consume area and
power, and multiplexing them across many columns increases latency [28, 53].

Analog non-idealities: Wire resistance, device current-voltage nonlinearity, and con-
ductance noise degrade computational precision and limit the practical size and
bit-resolution of crossbar-based operations [53, 55].

Multi-stage logic mapping: While basic bit-wise and arithmetic primitives are natural,
implementing complex multi-stage logic often requires sequencing operations and
moving intermediate results between the array and peripheral digital units [28, 150,
152].

In summary, stateful CiM uses memory devices as both storage and logic, updating resis-
tance states to encode results and enabling in-array logic fabrics [51, 151], while stateless
CiM, including scouting logic and other read-based schemes, keeps device states fixed
and computes via transient electrical responses, better matching high-throughput ana-
logue MVM and read-centric workloads [53, 55, 152]. Together, these paradigms span a
rich design space for in-memory computing architectures targeting diverse applications,
from logic-in-memory to deep learning and scientific computing [28, 148]. However, in
this dissertation, we specifically focus on scouting-logic-based CiM due to the benefits
mentioned and, importantly, its reliability advantages.

2.4. NVM-CAM

In this section, we briefly introduce NVM-CAMs, including their basic cell organization
and sensing principles, as a concrete example of resistive CAM. A detailed analysis of
NVM-CiM-based similarity computation, covering a broad range of similarity kernels and
providing an in-depth comparison of different similarity-computation flavors based on
NVM devices in terms of performance, energy, and reliability, is deferred to Chapter 5.

Figure 2.6 presents a simplified STT-MRAM-based CAM structure consisting of 2T2R MT]J
cells. Unlike conventional SRAM-based CAMs, where Match Lines (MLs) are discharged
only in the event of a mismatch, each 2T2R cell inherently provides a continuous discharge
path via one of its two resistive elements regardless of the match condition. In other words,
each 2T2R cell effectively functions as an XNOR gate. When the query bit (Q;) matches
the stored bit (D;;), the activated pull-down path includes an HRS, resulting in slower
discharge. Conversely, a mismatch activates an LRS, leading to a faster discharge.
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2.4.1. Write Operation

Writing to a row is performed in two cycles. In the first cycle, all bits with a logical value of
‘1’ are programmed. The query circuitry identifies these bits and enables the corresponding
access transistors. The write circuitry then applies an appropriate write pulse across the
ML and Source Line (SL) to program the targeted MT]Js into the HRS. In the second cycle,
the query values are inverted, and a complementary write pulse is applied to program the
remaining bits into the LRS. This two-step approach ensures that all cells are correctly
written according to their intended logic values.

2.4.2. Search Operation

The search operation also proceeds in two cycles. In the first cycle, all query outputs are
set to ‘0’, keeping the cell transistors disabled. Simultaneously, all MLs are precharged to
Vaq via dedicated precharge transistors. In the second cycle, the MLs are disconnected from
Vad, and the SLs are grounded. The query circuitry then drives the appropriate search lines
to activate the relevant cell transistors. This enables the pull-down paths, causing the MLs
to discharge. The rate of discharge for each ML depends on the number of mismatched
bits in the corresponding row. At a designated sampling time (t;), each SA compares the

17



2. Background

C’::'— s> O
{T OT;IF {‘T (DEF 45 (D%FIF o= t
ML Sample time X _/—°
Sample time -

C?A/:L dd SA _\'—Q
- 4;%%} e

@
+—
. l/’l

— Ve

—
L

-

+—

| ®

-

<Q1 > <Q O, <5 Q3>
Q1=1 Q2=1 Q3=

Figure 2.7.: Simplified search operation of an STT-MRAM-based CAM. Large (small) resistors represent
MT]Js in the HRS (LRS) state. Binary values indicate stored cell contents, and disabled paths are shown in

gray.

H

1?‘"”

—
Sample time

ML voltage against a global, fixed, reference/threshold voltage (Vif), producing a binary
match/mismatch output for the corresponding row.

Figure 2.7 illustrates this process. Large and small resistors represent MTJs in the HRS and
LRS states, respectively. Binary values within circles indicate stored bits. Inactive paths
are shaded gray. The effective resistance of the active pull-down paths determines the
ML discharge rate. The SA samples the ML voltage at ¢, to determine whether the row
matches the query.

The values of t; and Vi are chosen during circuit design by analyzing the voltage trajec-
tories of matching and mismatching cases. The goal is to select t; such that the voltage
difference between the two cases is maximized, and to set V;.f as the midpoint between
them. These parameters depend on factors such as the technology node, CAM array size,
and design constraints.

2.5. NVM-CiM Reliability Challenges

A scouting-logic-based NVM-CiM architecture typically consists of a dense NVM crossbar
array and peripheral CMOS circuits. The crossbar forms a two-dimensional grid of mem-
ory cells, commonly implemented using a 1T1R structure and accessed through shared
WLs, BLs, and SLs, as shown in Figure 2.8a. The WL selects a row, the SL provides the
read/write current, and the BL collects the resulting current. Each cell stores data by being
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(a) Conventional NVM crossbar array

Figure 2.8.: Crossbar array of a conventional NVM memory. Trim reference generation [153] schemes for
2-operand AND and OR operations.

programmed to either a HRS or LRS. During reads, the BL current is compared with a
reference current at the SA to determine the stored value.

Each bit-vector is stored in separate but column-wise aligned rows (Figure 2.9a-Figure 2.9b).
These rows are activated simultaneously, causing the resulting currents to accumulate
on the BLs (Figure 2.9c). During sensing, the accumulated BL current is compared with
a reference current, and the output is set to ‘0’ if the current is below the reference and
to ‘1’ otherwise. The result is then written back to memory (Figure 2.9d). Reference
currents are typically generated using trim circuitry [153], which can track temperature
and process variations (Figure 2.8b—2.8c). All crossbars within the same region share a
common reference generation block, ensuring consistent sensing while reducing area
overhead.

Despite these mechanisms, NVM-CiM relies on analog sensing of resistance states, in-
troducing three main sources of error. First, memory cells deviate from their nominal
resistance due to process variation and read/write effects, typically modeled as normal
distributions [154]. As shown in Figure 2.10a-2.10b, this variation affects the parallel
resistance of activated rows, causing distribution overlap and potential decision failures
at the SA outputs. Second, imperfections in the SA and reference generation circuitry
can introduce comparison inaccuracies, further reducing output distinction (Figure 2.10c).
Third, increasing the number of activated rows (operands) produces more output dis-
tributions while reducing their average separation, further increasing error probability
(Figure 2.10a-2.10b).
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Figure 2.9.: Steps to perform a single scouting-logic-based Boolean operation.
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Figure 2.10.: Resistance variation distributions for 2- and 4-operand operations, and reference circuitry.

In general, the first source of error arises from the distributions of HRS and LRS, specifi-
cally the difference between their mean values, as well as the standard deviation of both
distributions, which are directly linked to the NVM technology node. The second stems
from the sensing techniques and the specific design approaches employed. Finally, the
third depends on the CiM operation type and the number of operands, which are dictated
by the application requirements.

Similar to scouting logic, the MAC operation is also susceptible to decision failure; however,
due to the ADC requirement and its implementation, the mechanism of decision failure
differs from that of scouting logic. As shown in Figure 2.11, the distribution of the BL
current introduces a probability that the digital ADC output deviates from the expected
value. Unlike scouting logic, decision failures in the case of the MAC are not primarily
sensitive to the distance between two distinct distributions, but rather to the variation
of the BL current distribution and the quantization level of the ADC (Qapc). The higher
the BL current variation (i.e., the larger the standard deviation), the higher the error
probability. Figure 2.11 also shows that the larger the quantization level of the ADC (Qlarge
instead of Qgmall), the lower the error probability. In the case of MAC operation, the error
probability is data-dependent, since each combination of [V; ... Vy] and [G; ... Gn]" leads
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Figure 2.11.: Performing the MAC operation in the crossbar organization of NVM. Decision failure in the
case of MAC operation utilizing ADC; the Qapc shows the quantization level of the ADC, the probability
associated with the green region is for the fault-free scenarios, while the red regions show the probability
of decision failure; also, enlarging the Qapc (Qlarge instead of Qsman), i.e., fewer bits for ADC quantization,
reduces the probability of decision failure.

to a different standard deviation. Smaller MAC results are associated with less variable
current distributions, which are substantially less prone to decision failure.

2.6. NVM-CAM Reliability Challenges

Despite the advantages discussed in Section 2.4, NVM-CAMs encounter significant relia-
bility challenges due to device-level variability and manufacturing non-idealities. These
factors cause deviations in bit-cell resistance from nominal values. In practice, the resis-
tances exhibit statistical variation, often modeled by normal distributions, rather than
remaining constant. This variability can introduce sensing errors and consequently in-
crease the Search Error Rate (SeER) [79, 93, 123, 133].

Figure 2.12 extends the example of Figure 2.7 by incorporating the effects of process
variation. In this scenario, device-level variations slightly decrease the HRS values in a
match case. Simultaneously, both HRS and LRS values in a mismatch case are slightly
increased. These shifts impact the effective pull-down resistances on the ML: the match
case becomes marginally weaker (lower resistance), while the mismatch case becomes
marginally stronger (higher resistance). Consequently, the ML in the match case discharges
faster than nominal, and the mismatch case discharges more slowly.

Taken together, the background on memory technologies, in-memory computing paradigms,
and reliability challenges provided in this chapter forms the foundation for the remainder
of this dissertation. In the next chapters, we build on these concepts to design, benchmark,
and protect NVM-based CiM and CAM architectures.
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Figure 2.12.: Incorrect match detection in NVM-CAM caused by process variation.
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3. Benchmarking NVM-CiM Workloads

& Literature

This chapter is based on the following authored publication:

“Sisyphus: Cross-Layer Efficiency Across NVM Technologies in Compute-
in-Memory Architectures”

As discussed in Chapter 2, NVM-CiM architectures suffer from significant reliability
challenges. Consequently, conventional schemes must be revisited and extended to provide
the necessary protection [67, 68, 69]. At the same time, existing tools are limited in
their ability to enable quantitative comparison of different memory technologies and
architectural design choices under realistic workloads. To address this need, several CiM
simulators have been proposed; they are qualitatively compared in Table 3.1 and further
detailed in Section 3.2. However, to the best of our knowledge, and as demonstrated in
Table 3.1, no existing CiM simulator encompasses all the critical features necessary
for simulating a modern system in real-world environments. These essential features
include (among others) full-system simulation support, extensive configurability of both
technology and architecture, and, most importantly, robust reliability assessment.

We therefore propose Sisyphus, which uniquely fulfills these requirements and serves
as a state-of-the-art solution for assessing cross-layer efficiency. Sisyphus allows re-
searchers to thoroughly evaluate new protection or detection schemes—from device-level
through algorithmic- and application-level solutions—and provides reliable insights for
these emerging technologies. It is a novel, holistic framework that incorporates technol-
ogy data, microarchitecture, latencies, power consumption, and Statistical Fault Injection
(SFI) [155] to evaluate all aspects of modern System-on-Chip (SoC) architectures that use
CiM accelerators. Sisyphus is built on top of gem5 [156, 157, 158], the state-of-the-art
full-system microarchitectural simulator used by both academia and industry. By incor-
porating detailed technology- and circuit-level information of CiM modules (in terms of
technology-relevant speed and power metrics as well as fault behaviors) and abstracting
them at the microarchitecture level, we can accurately assess the performance, power,
and reliability of various applications while running on a CiM-enabled architecture. Addi-
tionally, Sisyphus provides flexibility and fast design-space exploration across abstraction
layers, from the NVM technologies up to the hybrid (computational and storage) memory
organization, enabling comprehensive evaluation. The major contributions of this chapter
are:

1. We extend the gem5 simulator to support highly configurable CiM architectures
based on STT-MRAM, ReRAM, and PCM, the prevailing NVM technologies. This
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Table 3.1.: A comparison of well-known CiM simulators.

Detailed . ars
Simulator Technology Fusllll-Sy(s;e;m Architecture Circuit RAeLl:;b lllitsy
PP Model y
CIM-SIM [161] NVM x BOI(\’IIIZ&“’ x x
MNSIM [162] ReRAM x NN v x
NeuroSim [163] ReRAM x NN v x
Complex
PIMulator [164]  FPGA, SoC v FPGA X X
MultiPIM [165] CMOS v Complex X x
SIM2PIM [166] CMOS v Complex x X
. Rely on

PIMSim [167] CMOS, NVM v Complex other x
Sisyphus NVM v Flexible v v

extension allows accurate performance, power, and reliability evaluations, enabling
broader design space exploration.

2. We develop and provide a comprehensive Application Programming Interface (API)
for the user application code to call and use different CiM operations.

3. Sisyphus implements SFI at the microarchitecture level for all hardware structures
of the CPU and the CiM module operations. To the best of our knowledge, Sisyphus
is the first SFI framework for CiM-enabled architectures.

4. Sisyphus reports accurate power estimation for CiM architectures by providing
workload-dependent on-chip as well as memory and CiM power consumption by
extending the widely used McPAT framework [159] along with accurate NVM models
from NVSim [160] with CiM extensions.

As a showecase, this study reveals that the proposed CiM-assisted infrastructure signifi-
cantly enhances performance, offering over 7X latency improvement and 19% power sav-
ings compared to CiM-free architectures when executing CiM applications. Our analysis
highlights a complex energy—performance interaction, with CiM consistently surpassing
CPU-only configurations in energy—delay metrics. However, the reliability analysis under-
scores divergent trends among NVM technologies: ReRAM emerges as the most robust
option, while STT-MRAM demonstrates lower resilience. Combining these dimensions
using a novel Efficiency-Resilience Coefficient (ERC) metric shows that application-specific
variability drives CiM’s performance potential and underscores the need for adaptable,
cross-layer system modeling. This holistic approach highlights CiM’s promise in high-end
systems while emphasizing the importance of carefully tailoring memory technology and
workload pairings for optimal trade-offs.
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3.1. Reliability Assessment of CPU

While this chapter focuses on NVM-CiM reliability, the reliability of the host CPU must also
be quantified. Modern CPUs are vulnerable to transient soft errors caused by effects such as
radiation or voltage fluctuations, which may affect caches, register files, and pipeline state.
Depending on timing and workload behavior, these faults may be masked or propagate
to program-visible failures, including crashes and Silent Data Corruptions (SDCs). To
establish a realistic reliability reference, we perform statistical microarchitectural fault
injection, enabling full-system observation of fault propagation across hardware and
software layers. This provides a CPU-only reliability baseline for comparison with CiM-
based execution.

3.1.1. Early Reliability Assessment

Early reliability assessment typically occurs using models that are developed prior to the
creation of silicon prototypes. These models can be categorized into three main levels:
architecture, microarchitecture, and Register-Transfer Level (RTL). These levels vary
in terms of detail, with the most abstract available early in the design process and the
most detailed (RTL) emerging later on [168, 169]. Architecture-level models often lack
most, if not all, hardware-specific details, providing a functional emulation at the software
level [170]. In contrast, microarchitecture-level models (e.g., based on gem5) encompass
functional and timing-accurate representations of the microarchitecture and offer accuracy
at the cycle level. Additionally, microarchitecture-level models accurately depict various
memory elements within the system, such as SRAMs, registers, and non-logic-related flops
and latches, such as state machines. RTL models provide a comprehensive description
of the implemented hardware, encompassing logic components and SRAM elements.
Simulation time required for each abstraction layer correlates with the level of detail, with
each increase in detail adding approximately two orders of magnitude to the simulation
time.

3.1.2. Microarchitecture-Level Fault Injection

Typically, designers use either SFI [155] or analytical methods like the Architecturally
Correct Execution (ACE) analysis [171] to gain insights into the resilience of programs
against transient faults'. For transient faults, both methods aim to measure the Archi-
tectural Vulnerability Factor (AVF) of hardware structures, but each has its advantages
and disadvantages. SFI is very accurate, but slow since it requires multiple runs to reach
high confidence, whereas ACE analysis is fast, but has a high development effort and may
overestimate AVF (up to 3X overestimation [172]). SFI is a reliability estimation technique

1 ACE applies to transient faults only, while fault injection works for both transient and permanent faults
since the entire execution of the program is simulated in the presence of faults.
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that can provide full-system AVF estimation by directly accessing the program output
produced with the injected faults. SFI is a widely adopted method for reliability assessment.
It offers flexibility in terms of accuracy, depending on the size of the statistical sample,
while providing failure samples generated through simulation. However, it comes with the
drawback of requiring multiple simulations, which can be time-consuming and, depending
on the level of model detail, may be considered impractical.

3.2. Related Work

Multiple research efforts aim to enhance the reliability of NVM-CiM. The work in [173]
focused on hardware-level decision failures in scouting logic, proposing signal fine-tuning
to mitigate these failures. Similarly, [174] introduced voltage tuning to address decision
failures. However, these studies remained limited to technology and circuit levels, failing
to connect to architecture and application levels. Other works [175, 176, 177, 178] targeted
MAC-based NVM-CiM, prioritizing IR drop? reliability. Despite their comprehensive
analysis across technology, circuit, and application levels, they overlooked architectural
analysis. George et al. [179] argued that a microarchitecture-level SFI approach can
provide accurate vulnerability estimations and proposed an SFI framework on top of the
PTLSim [180]. Yalcin et al. [181] proposed FIMSIM, an SFI framework for microarchitectural
simulators. While that framework provided fault injection support for various structures, it
mainly targeted the M5 simulator, which has been superseded by gem5 and was evaluated
only with simple in-order cores of the Alpha Instruction Set Architecture (ISA). Kaliorakis
et al. [182] proposed GeFIN, an SFI framework built on top of gem5. GeFIN supports
injections on different microprocessor structures, but not for any kind of accelerator, and
targets a rather old version of gem5. Apart from the microarchitecture-level frameworks,
which are very limited and target only the CPU structures, prior research [183] has shown
that Intermediate Representation (IR)-level and assembly-level injections deliver very
similar results. Venkatagir et al. [184] introduced gem5-Approxilyzer, which operates at
the architectural level and precisely evaluates how an instruction error affects the final
output. However, these approaches at the software or ISA layer may not fully capture
critical fault manifestation and propagation aspects, potentially leading to misleading
reliability findings, as was recently demonstrated in [170].

Additionally, it is worthwhile to consider other CiM simulators to gain a better under-
standing of what Sisyphus offers. Among well-known CiM simulators: CIM-SIM [161] is
a functional behavior simulator for CiM architectures, written in SystemC. Although it
is technology-agnostic, it is limited to its proposed “Nano-Architecture”. MNSIM [162]
focuses on simulating memristor-based neuromorphic acceleration. It operates at the
memory-array level and aims to accelerate SPICE-level simulations. NeuroSim [163] tar-
gets NN acceleration tasks using CiM, based on 40 nm ReRAM technology. However, it

2 IR drop (or ohmic drop) is the voltage reduction (V=IR) that occurs as current flows through the resistance
of Power Distribution Networks (PDNs).
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lacks configurability, and evaluations are restricted to the provided design. PIMulator [164]
uses Field-Programmable Gate Array (FPGA) to emulate PiM architectures by integrating
PiM Intellectual Propertys (IPs) between the memory controller and the main memory
path. MultiPIM [165] is a configurable PiM simulator that can be integrated with full-
system simulators, allowing for PiM timing simulations using trace files. Sim2PIM [166] is
a high-level, PiM-agnostic simulator that enables fast PiM design profiling. PIMSim [167]
is a highly reconfigurable full-system PiM simulator that relies on gem5’s functionality,
offering trade-offs between simulation accuracy and speed. None of the listed simulators
offers reliability assessment, and Sisyphus tries to fill this gap.

3.3. CiM System Architecture

The majority of literature on NVM-CiM architectures [52, 185, 186, 187] focuses on very
specific tasks, such as accelerating NNs or facilitating basic Boolean operations. However,
this specialization limits the flexibility of diverse application implementations. Further,
with these custom architectures, it is difficult to effectively model and analyze circuit-level
factors (such as power consumption, latency, and error rates) in high-level simulations. To
close this gap, we develop a general-purpose architecture to address these concerns and
assess the reliability impact across different applications. In the following, we discuss the
CiM-enabled architecture of Sisyphus and the proposed memory organization consisting
of both storage and computational memories. Additionally, we discuss how the proposed
architecture can support the execution of various CiM instructions.

3.3.1. Memory Organization

Figure 3.1 presents a high-level representation of a conventional full-system computer
connected to the main memory module, highlighting our modifications. We assume
that the main memory module is a well-established Load-Reduced Dual Inline Memory
Module (LRDIMM), which enables intermediate buffering and separates the direct signal
connection between the CPU and memory chips via its controller. To enable CiM, we
extend this controller to filter out CiM commands or data (similar to regular data sent
from the CPU to the main memory, but distinguishable by their addresses) and forward
them to the CiM controller.

The CiM controller, consisting of a basic state machine, fetches and directs the hardwired
signals embedded within the CiM command to dedicated components in the CiM-capable
chip while preserving the timing order. The CiM-capable chip is similar to a conventional
memory chip, but with modifications: the row decoders can activate multiple rows simulta-
neously, the SAs are enhanced to support subarray level analog operations, and additional
CMOS-based CiM logic circuitry is added to the output of the SAs buffers. Figure 3.2
illustrates the internal structure of the CiM-capable chip along with these modifications.
Additionally, we have integrated a Direct Memory Access (DMA) module into the CiM
controller to facilitate data movement between the memory chips and the CiM-capable
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Figure 3.1.: High-level representation of a conventional full-system computer. The LRDIMM-based main
memory controller is enhanced with a CiM controller and internal DMA, enabling efficient bulk data
movement between CiM-capable logic and memory chips.

chip, eliminating the need for CPU engagement. The motivation behind this decision is
explained in Section 3.3.3.

3.3.2. CiM Operations

Data-intensive workloads are the most suitable applications for taking advantage of CiM
capabilities. These tasks can be parallelized through simple SIMD operations like AND, OR,
XOR, MAC, etc. Boolean CiM operations are implemented with the scouting concept using
a comparator that is already adjusted based on the CiM operation. The MAC operation
utilizes a specialized ADC. However, relying solely on these operations is not enough
to effectively harness CiM capabilities. The continuous data exchange between the CPU
and CiM incurs more time and energy than calculating these operations internally within
the CPU. Embarrassingly Parallel [188] workloads allow most of their execution to be
offloaded to CiM units. The CPU can then use the prepared results to carry out the final
post-processing tasks. In Sisyphus, activation of two, four, or eight rows is supported for
this set of operations. Although in some NVM technologies, it is possible to activate many
rows, for most applications this is satisfactory.

To properly execute the primary portion of these workloads in the CiM, it is crucial to have
a few specific operations beyond the basic operations described above. These operations
include a COPY operation that can rotate data, a bitwise NOT operation, and a byte-wise
comparison by 0x00. Byte-wise comparison by 0x00 involves performing an OR operation
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Figure 3.2.: Execution steps of a bitwise NAND operation in our proposed CiM units.

Table 3.2.: Essential operations supported by the CiM extension.

Operation Type Operation Source Destination Description

A Single Row

In Memory Array  AND, OR, XOR A List of Rows (Default: A output)

Perform bitwise operation

Copies row content
Optional: bitwise rotation

Performs bitwise NOT
Or vector mask operation.

CoPY A Single Row

In CMOS Periphery (Default: SA output)

A Single Row

NOT_COND

In CiM Controller ~ copy-to_cim A pointer to a vector  CiM row number Copies vector to/from a CiM row

Or DMA-Related copy_to_cpu CiM row number A pointer to a vector If DMA: Main Memory < CiM

on all 8 bits in a byte, which will result in either 0xff or 0x00 in the corresponding
output byte. The last operation is necessary to enable the implementation of basic if
statements and is almost equivalent to the PCMPEQ command in the MMX extension for Intel
architectures [189]. Table 3.2 summarizes these operations. Furthermore, to demonstrate
the extensibility of the CiM framework, the binary MAC operation [50] has been added to
enable MVM, a dominant operation in NN applications. The format of CiM instructions
contains information regarding operation type and selected row indexes. It also includes
various bit-fields within the instruction structure, allowing the programmer to have fine-
grained control over the operations. Specifically, the programmer can set these bits to
specify on which banks, subarrays, or the corresponding bytes in the subarrays a particular
operation should be performed.

3.3.3. Interaction with CiM Module from the Application-layer

The CiM controller can be either active or inactive. When it is inactive, the LRDIMM
controller can perform read and write operations in the CiM region in the same way as any
other memory region. However, when the CiM controller is active, the LRDIMM controller
must wait until the CiM controller completes its tasks before accessing the corresponding
regions. To enable communication between the application layer and the CiM controller,
we use a fixed physical shadow address, which is an address with no specific physical
location mapping to it. Instructions from the application layer are written to this address,
and when the LRDIMM controller detects them, it forwards the content directly to the
CiM controller. It is important to note that the memory mapping is non-cacheable and
non-shareable. Non-cacheability is essential because the CPU process writes data directly
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Listing 3.1: Bitwise NAND operation on two vectors in our CiM APL

//row2 <- ~(rowl & row3)
cimModule.AND({ 1, 3}); // rowl & row3
cimModule.NOT_COND(2, true, false); // bitwise NOT

Listing 3.2: An example of a ternary operator in C++ language.

for(size_t i=0; i< MAX_ROW_SIZE; i++)
ali] = (b[i]==060x12) ? c[i] : d[i];

into the main memory. Non-sharability is also crucial to ensure data consistency and
prevent a process from acquiring this hardware resource while another process has not
released it. To enforce these requirements, Sisyphus provides an Operating System (OS)
driver and an APIL Listing 3.1 shows a simple code snippet of this API for a bitwise NAND
operation on two vectors, while Figure 3.2 illustrates the actual operations within the CiM
units.

In the code snippet shown in Listing 3.1, we assume that some content is already stored in
row #1 and row #3 within the CiM units. The AND operation is then executed simulta-
neously inside the subarrays by activating two lines (row #1 and #3). Subsequently, the
NOT operation is performed on the intermediate results using the CiM logic, and finally,
the outcomes are written back to row #2. To demonstrate how to use the if statement in
the CiM API, assume the ternary operator in C++ programming language, as shown in
Listing 3.2. To convert this sequential C++ code into CiM instructions, we assume that
each vector has a maximum size that equals the CiM row size. For our simulations, we
also assume the presence of 16 banks in the CiM-capable chip, where each bank com-
prises 64 subarrays with a column size of 8 bytes. Therefore, in this example, we set the
MAX_ROW_SIZE to 16X64x8=8 KiB. In case the vectors are larger than this value, they can
be divided into aligned sizes.

The example code in Listing 3.3 demonstrates the use of the CiM API. In this approach,
the programmer copies each vector to a dedicated row, which allows operations on each
byte to be executed in parallel, eliminating the need for a for loop. If our application has
other types of loops, they will be unrolled during the CiM code generation, since our CiM
Controller does not include loop control instructions. Similarly to using SIMD instructions
in assembly language, it is the programmer’s responsibility to convert sequential code
into a parallel version in the CiM context as well.

CiM applications operate independently of CPU interaction during CiM operations and
have a fixed number of instructions. Therefore, issuing CiM instructions individually
from the application level to load files into the cache and offloading them to the CiM
region is inefficient and not in line with the CiM concept. A more efficient approach is
to store all the CiM instructions in the main memory, trigger the CiM controller to read
and execute these instructions, and perform intra-main memory data loading if required.
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Listing 3.3: Converting sequential ternary operators to parallel CiM instructions.

cimModule.copy_to_cim(0, (void *)&b[@]); // rowd® <- b...
cimModule.copy_to_cim(1, (void *)&CONSTx12[0]); // rowl <- 0x12...
cimModule.copy_to_cim(2, (void *)&c[@]); // row2 <- c...
cimModule.copy_to_cim(3, (void *)&d[0]); // row3 <- d...
cimModule.copy_to_cim(4, (void =*)&a[0]); // rowd <- a...

cimModule.X0R({0,1}) // (b[i]==0x12)

// row5 <- Oxff if result is 0, otherwise 0x00
cimModule.NOT_COND(5, false, true);
cimModule.NOT_COND(6, 5, true, false); // rowb <- ~row5
// row7 <- row2 & rowb

cimModule.AND({2,5})

cimModule.COPY(7)

// row8 <- row3 & row6

cimModule.AND ({3,6})

cimModule.COPY(8)

// a <- row7 | row8

cimModule.OR({7,8})

cimModule.COPY(4)

To achieve this, internal DMA must be integrated, and the internal memory bus must be
shared between the DMA and the LRDIMM controller.

Integrating DMA into the CiM controller imposes significant challenges in the hardware,
OS, and application layers. Data consistency is the most critical challenge. The CiM
controller manipulates some memory locations, while the CPU cache memory may have
a copy of them. This copy may become dirty, and the CPU may want to store data back
in memory when the cache is full. As a result, the CPU may overwrite the CiM results,
or vice versa. Since there is no interaction between the data cache and CiM during the
CiM operation, and the CPU only loads the final results into the cache to perform post-
processing tasks, handling cache coherency becomes much easier. Additionally, the CiM
controller must access some memory pages that may cause segmentation faults without
being caught from the OS perspective. Since the OS can only check page access privileges
at the CPU level, it is assumed that the programmer has complete control over the system
and is aware of these challenges. More specifically, these are challenges that can be resolved
at the application layer. The cache can be flushed before performing CiM operations, and
this can be done with the assistance of both the compiler and CiM APL
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3.4. Experimental Setup

To assess the performance, energy efficiency, and reliability of the various technologies and
design decisions examined in this chapter, we present the modification of the cycle-level
gemb5 simulator with proper extensions for CiM, SFI, and power models.

3.4.1. CiM Extensions for gem5

To integrate CiM into the gem5 framework, we make minor modifications to the memory
controller and memory interface libraries while preserving the integrity of the remaining
gemb5 source code. CiM controller functionalities have been added to the memory con-
troller library, and technology-specific parameters are now part of the memory interfaces.
Furthermore, to conduct a comprehensive simulation infrastructure, we employ a cross-
layer technology-to-application flow in our framework. Starting at the technology level,
we utilize realistic, measurement-validated Verilog-A models for the NVM devices. In both
the scouting logic and MAC operations, the output is generated using resistance sensing.
Therefore, the resistance distribution in LRS and HRS for each technology is relevant
information, which is abstracted from the technology level and passed to the circuit level.
Circuit-level simulations are performed using SPICE tools and an industry-aligned Process
Design Kit (PDK). The circuit-level analysis outputs are @ latency and energy of the CiM
modules via single-run SPICE simulation and @ error probabilities via Monte Carlo SPICE
simulation. These parameters will be abstracted and passed to memory array simulation
and microarchitecture-level fault injection, respectively. Besides, for specific requirements,
such as the encoder for the flash-type ADC, latency and energy are derived by synthesizing
the behavioral Verilog code using industrially aligned standard cell libraries.

At the memory array level, the NVSim tool is used to determine latency and energy, with
updates according to the energy and latency of CiM-related modules, including the address
decoder and SA, based on circuit-level analysis results. The behavior of memory subarrays
and CiM operations is modeled at the system level within gem5. At the microarchitecture
level, what changes between the different NVM technologies is the timing, the Bit Error
Rate (BER), and the power/energy consumption of each operation. Therefore, gem5
and McPAT interfaces are augmented with accurate results from lower-level simulations
(updated CiM-aware version of NVSim), ensuring a detailed cross-layer analysis and
abstraction for accuracy and technology awareness. Furthermore, a CiM API is provided
at the application level to access CiM functionality. While “address memory mapping”
relates to the OS level, gem5 offers APIs to enable it through gem5 config files.

3.4.2. Microarchitecture-Level SFI

Here, we describe our microarchitecture-level evaluation approach and explore the chal-
lenges of applying SFI to CiM systems in Section 3.4.3. SFI should ideally be based on a real
system with physical injection capabilities in all microarchitectural structures. However,
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such a system does not currently exist. Even if it did, making protection decisions after
studying and implementing it would be too late. Alternatively, a very detailed low-level
simulator (e.g., RTL, gate) that allows the same can be used. While low-level simulators
may provide accurate fault effects, their simulation throughput is extremely low and unaf-
fordable. Additionally, they cannot model long-running workloads with OS activity. RTL
simulation is several orders of magnitude slower than cycle-level microarchitectural simula-
tion [190, 191, 192]. To address these challenges, Sisyphus relies on microarchitecture-level
simulation using the latest version of the gem5 simulator. This approach enables @ deter-
ministic, @ end-to-end, € cycle-level execution of @ real workloads. This combination
is impossible at lower levels. When it comes to CPU reliability evaluation, we follow the
methodology as described in [155] and [170].

Briefly, all fault injection campaigns in Sisyphus (be it for the CPU or CiM module)
consist of injecting a series of faults (statistical samples) into simulations. For statistically
significant results, we inject 2,000 faults for every fault injection campaign. We follow
the widely adopted formulation of [155] for the statistical fault sampling calculations; our
2,000 fault samples correspond to a 2.88% error margin with a 99% confidence level. These
simulations produce output results, which are parsed to estimate the vulnerability or other
desired metrics. Depending on the component being studied, an appropriate statistical
sample is chosen. A high-level Python module serves the role of campaign controller
and manages fault injection campaigns. Each fault injection simulation requires a fault
description file that is produced by the campaign controller. This file defines the location
and type of fault to be injected (for the calculation of AVF, single-bit-flip faults are chosen).
The simulations are run, with the controller supplying necessary inputs and storing the
results.

Sisyphus can configure multiple workers to achieve 100% hardware resource utilization.
Each instance corresponds to one injected fault and produces output files and logs. Simu-
lation outputs are stored for post-processing, determining the effect of the injected fault.
Results are parsed, and finally, the evaluation metric estimation is exposed.

3.4.3. SFlon the CiM Module

The challenge in implementing SFI on the CiM module stems from the different underlying
fault model that causes the majority of CiM errors. While in CPUs, a major fault type is
transient Single-Bit-Upsets (SBUs) caused by alpha-particle and neutron radiation; the
main source of error in CiM is internal and originates from the non-idealities discussed
in Section 2.5, mainly affecting the different row-operations that the CiM supports (like
AND, OR, XOR, MAC). The BER for each operation not only depends on the number of
operands of the operation, but is also data-dependent. The decision failure that causes
these errors originates from the overlap of the resistive states due to the process variation
on the NVM devices, impacting the distribution of the output current. To find the data-
dependent probability of the decision failure (in our case, the BER), we perform a Monte
Carlo simulation on the NVM subarray while considering the effect of process variation
on the NVM devices. By obtaining the distribution of the output current, the probability
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of decision failure can be obtained from the overlap region, as shown in Figure 2.10. This
fact makes the traditional SFI approach used for SRAM arrays in CPUs, where errors are
injected following a uniform distribution across all the bits of the array, inaccurate and,
hence, inapplicable.

To solve this issue, we inject single-bit flips weighed by the normalized average BER of
each operation type (here, operation type refers to the actual operation and the number of
rows/operands being activated/processed). Assuming we inject N total faults, the number
of faults injected to operation type OP; is given by Equation 3.1, where BER; is the average
bit-error-rate of OP; across the entire execution of the workload being evaluated. To
compute these average BERs, a single fault-free execution is done using a custom mode of
our gem5-based SFI infrastructure. Models that capture the operand count dependence and
data dependence of CiM operation BERs have been built using data from the technology
and circuit layers and are employed during this golden run. By weighing the number of
faults injected into each operation by the normalized BER, we guarantee that our fault
sample is representative of the workload-memory technology combination being evaluated.

BER;

———— XN (3.1)
3, BER;

Faults; =

3.4.4. Full-System Power/Energy Modeling

To model the entire system power, we split it into on-chip and off-chip parts, as shown
in Figure 3.3. The on-chip power is consumed by the CPU and caches, while the off-chip
power is consumed by the (storage) memory and the CiM module. McPAT [159], a widely
used tool, computes the on-chip average power using statistics traces from gem5 for each
executed workload. To compute the off-chip power of the memory, we use NVSim [160],
originally built on top of CACTI [193] with NVM extensions. However, NVSim is designed
only for storage memory (read and write accesses) and needs to be extended for the CiM
module. There are two main differences between NVSim and our CiM extensions. First, in
the CiM-extended version, the row decoder module activates more than one row at a time,
leading to scaled power and energy consumption. Second, the power and latency of the SA
module need updating based on the number of activated rows and the NVM technology.
By accurately modeling these components at the circuit level (i.e., SPICE) and performing
circuit simulations, the corresponding models of NVSim are updated for the entire CiM
module. Similarly, for the off-chip power, the statistics trace is required to calculate the
average power of the normal memory and CiM based on their respective number and
type of accesses. These accesses are multiplied by the per-access power obtained through
NVSim and its CiM extension. The total power of the application running on Sisyphus
full system is the sum of the on-chip and off-chip power contributions.
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Figure 3.3.: Flow to calculate power and energy consumption.

3.4.5. Applications

We implement nine prevalent CiM-friendly applications:

1.

BitIndexing [39] (BIT): Bitmap-formatted database queries are ORed with each
other, and then the results are ANDed with another query. Finally, the number of
activated bits is counted and reported as the final result.

. AES-ECB encryption algorithm [194] (AES): There are four main computation

phases: AddRoundKey, SubBytes, ShiftROWs, and MixColumns. During the different
rounds of this algorithm, AddRoundKey and MixColumns are calculated inside the CiM
module, and other phases are calculated inside the CPU.

. BLASTN algorithm [41] (BLS): It is a well-known algorithm for searching short

DNA sequences inside large DNA protein sequences.

Morphological Image Processing [43] (MIP): Various procedures can be applied
to images during image processing. For this study, we implemented Dilation and
Erosion algorithms with binary-coded input images with various filter sizes.

. Marching Squares [44] (MSQ): It is an algorithm used for extracting contour lines

from 2D images. In this chapter, we implement this algorithm for binary-coded input
images.

. Shifted Hamming Distance [42] (SHD): It is a well-known algorithm used for

calculating edit distances in short DNA sequences. It accepts a minimum-distance
number and checks two sequences against each other to see whether they satisfy this
minimum-distance condition or the number of insertions, deletions, or mutations is
larger than the minimum-distance number.

. BitWeaving [40] (BWV): A technique presented to scan database queries in memory

and return the results that satisfy the input conditions (e.g., a < x < b).

. Binary Matrix Multiplication [50] (MAC): This application utilizes the MAC

operation in our CiM framework to perform binary matrix multiplication. The size
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Table 3.3.: Main Parameters of the Simulation Setup.

STT-MRAM [140]

NVM models ReRAM (JART VCM Read variability)
PCM [143, 144]
Subarray organization 256 Rows, 64 columns
CPU type 000
Compiler & Optimization Flag g++ -03
ISA / Clock Frequency x86-64 / 1 GHz
# of Load/Store/Issue/ROB Entries 32/32/64/128
# of Physical Int/FP/Vec Registers 128 /128 / 128
L1 Inst/Data Cache Size 32 KiB
L1 Tag/Data/Response Latency 2/2/2 cycles
L2 Cache Size 256 KiB
L2 Tag/Data/Response Latency 20/20/20 cycles
System Bus Latency 10 ns
Average Memory Controller Latency 15 ns
Read Latency (STT-MRAM/ReRAM/PCM) 1 cycle / 1 cycle / 1 cycle
Write Latency (STT-MRAM/ReRAM/PCM) 4 cycles / 45 cycles / 40 cycles

of the stationary matrix was kept fixed at 8x65536, and we used different matrix
sizes for the non-stationary inputs.

9. NN Inference [195] (MNIST): utilizes a 4-layer NN with binarized weights and in-
puts (values of —1, 1), employing the sign(x) activation function to perform inference
on the MNIST[196] test dataset.

For every implemented application, we verify the CiM-enabled results by comparing
them with the results from the CPU-only execution. This comparison confirms that the
CiM-enabled code functions correctly and ensures that any errors observed during our
fault injection campaigns for reliability assessment are only due to fault injection.

3.4.6. Simulation Setup

Table 3.3 lists our main configuration for this simulation setup. All our experiments (for
both CPU and CiM) are performed assuming unprotected designs for two reasons: @ for
fair comparisons between CPU and CiM, and @ to evaluate the raw performance and
vulnerabilities of each architecture under identical conditions. This approach ensures that
our analysis remains unbiased and focuses on the core attributes of CPU and CiM without
the impact of additional protective measures. However, any protection scheme can be
added to Sisyphus since it is based on the well-established gem5 simulator and can be
easily evaluated.
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Figure 3.4.: Total execution time of various applications for a specified input size.

3.5. System-Level Evaluation

3.5.1. Performance and Energy Efficiency

To measure the performance and energy efficiency of CiM, we simulate multiple scenar-
ios for various NVM technologies and report total execution time, power, and energy
consumption as the evaluation metrics. Our simulation scenarios include running the
application on an out-of-order CPU @ without any assistance from CiM, @ with assistance
from CiM, while the commands are issued from the application layer, and & with CiM
assistance while storing the commands in the main memory and utilizing the DMA of
CiM for data movement.

Figure 3.4 shows the total execution time for each application across various scenarios
and input sizes. In scenario @, the majority of applications, except for a few, exhibit a
preference for memory-bound operations over computation. Consequently, the anticipated
performance gains from CiM in comparison to scenario @ are not fully realized. In
scenarios @ and @, due to the large read/write latency between the CPU and main
memory, which is much larger than the read/write latency of memory technologies, the
total execution time for different technologies is on the order of microseconds, so we only
report the results for STT-MRAM technology. Moreover, the large latency in scenario
@ is due to the CPU handling the copying of memory rows to and from the CiM region.
This process results in higher copy latency compared to scenario @, where the CPU takes
advantage of data locality and uses its caches to perform tasks more efficiently.

In scenario @, by eliminating unnecessary data movement, we achieve performance
improvements exceeding several orders of magnitude for most applications compared to
scenario @. Additionally, the smaller write latency of STT-MRAM technology, compared
to ReRAM/PCM, contributes to superior performance. Furthermore, STT-MRAM: 2-
op(erand) represents the STT-MRAM technology in which the maximum number of
activated rows is limited to 2. Average values are calculated based on running each
application with multiple input sizes (which are not included). On average, scenario @
offers over a 7x latency improvement compared to scenario @. It is noteworthy that
in this scenario, we excluded the AES encryption algorithm due to ongoing interaction
between CiM and the CPU. However, custom hardware can be added to CiM to execute
AES entirely within CiM, as demonstrated in [197, 198]. The differing behavior between
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Figure 3.5.: Average dynamic power and energy consumption of various applications for a specified input
size.

scenarios @ and @ in the MAC application (Figure 3.4) is because there are few write
operations occurring. Typically, write operations are performed during the initialization
stage for stationary matrices.

Figure 3.5 illustrates the average dynamic power of various components (on-chip power,
including CPU and caches, memory accesses from the CPU side, and CiM+DMA power
consumption), as well as energy consumption for different technologies. The power
behavior depicted in this figure primarily depends on the characteristics of each application.
Some applications are memory-bound, some are computation-bound, and others are a
combination of both. For example, ReRAM and PCM demonstrate superior performance
in memory-bound applications. Since this metric represents average dynamic power,
periods in which the CPU is idle lead to reduced power consumption per application;
this effect is present in all simulations in scenario @. By contrast, energy consumption is
predominantly influenced by application execution latency and therefore increases with
higher total execution times. On average, scenario @ exhibits nearly a 19% improvement
in power and a 13X improvement in energy consumption compared to scenario @.

3.5.2. Failuresin Time (FIT)

The FIT rate of a device is the number of failures that can be expected in one billion
(10%) device hours of operation. For each hardware structure in a heterogeneous system,
including CPU microarchitectural components and CiM accelerators, a different FIT is
computed using Equation 3.2. The FIT of the structure depends on three parameters:
@ the FITg|T (or raw FIT) rate, which is determined by the fabrication technology and
the operational conditions (and the workload being executed in the case of CiM), which
expresses the fault probability of a single bit; @ the number of bits of the structure; and €
the AVF of the structure, which is affected by the microarchitecture, the architecture (ISA),
and the executed workload. The raw FIT rate expresses the number of faults that will be
introduced in the component, while the AVF is the derating factor that quantifies how
many of these upsets will lead to failure. The product equals the FIT rate of a particular
hardware structure. For the calculation of the FIT for the CPU, we use the raw FIT rate
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per bit, according to [199, 200], which is 3.85 X 10 but, of course, any technology-related
value can be used.

FITstruct = AVFEstruct X rawFI Tpir X #Bitsgtryct (3-2)

While the raw FIT rate (due to the underlying fault model being random alpha-particle
and neutron hits) is workload-independent for CPU components, the raw FIT rate of the
CiM module highly depends on the workload being executed. Different workloads activate
different operations with a different number of operands that contain different data. It is
thus imperative to calculate this raw FIT rate for each memory technology workload pair.
To achieve this, we use a custom mode of our gem5-based fault-injection infrastructure
that executes an instrumented run of the workload in question using the error model of
the memory technology in question. The output of this run is the average BER of all the
bits produced by the CiM module operations, i.e., AND, OR, XOR, MAC. The raw FIT rate
is finally calculated using the Equation 3.3.

10° [h]

rawFIT = BER - :
ExecTimeyorkload [h]

(3.3)

As afirst quantitative comparison, we show the FIT rates for all NVM technologies (ReRAM,
PCM, STT-MRAM) and the CPU configuration used in this study, as shown in Figure 3.6.
The most important observation is that the CPU FIT rates, for all applications, exhibit the
lowest values compared to all NVM technologies. Another important observation is that
there are significant differences in the FIT rates among the different NVM technologies.
As we can see, STT-MRAM memories exhibit the highest FIT rate consistently for all
seven applications, while ReRAM technology exhibits the lowest FIT rates among the
three NVM technologies.

Moreover, from Figure 3.6, four major insights can be extracted: @ ReRAM technology
is the most robust technology for CiM compared to PCM, which, in turn, is more robust
than STT-MRAM; @ both PCM and STT-MRAM provide, in some applications, virtually
similar FIT (e.g., AES, BWV, MAC, and MNIST); however, in the majority of applications,
their FIT difference is quite high (e.g., BIT, BLS, MIP, MSQ, SHD); this observation does
not hold for ReRAM when it is compared to the other two NVM technologies; and @ the
workload variability is extremely high. Specifically, there are significant differences among
different NVM technologies regarding their sensitivity to faults. For example, comparing
MIP and MSQ, although the latter is more robust than the former (i.e., the FIT rates of
the latter are lower than those of the former) for ReRAM and STT-MRAM technologies,
the same applications in PCM show the opposite trend (i.e., MSQ is less robust than MIP).
Finally, @ the matrix multiplication workload that uses the MAC operation has the worst
FIT out of all the applications considered. The challenges of implementing a reliable MAC
operation are discussed in Section 2.5. Interestingly though, the MNIST workload, which
also uses the MAC operation, has a comparatively lower FIT possibly due to the inherent
approximate nature of NN inference.
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Figure 3.6.: FIT rates for all three NVM technologies (ReRAM, PCM, STT) and for the CPU configuration
used in this study.

These observations suggest that, based exclusively on the FIT rates (i.e., the reliability-only
aspect of such devices, ignoring the performance and energy consumption parameters),
STT-MRAM technology is the most unreliable technology among all three NVM tech-
nologies considered in this study. However, each NVM technology and CPU provides
different performance and energy characteristics for the same application. Therefore,
it would be misleading if we just compare the FIT rates of each NVM technology and,
more importantly, of NVM memories and the CPU. To this end, we present in the next
subsections performance-aware and power-aware metrics for each compute device to
quantitatively evaluate the complex interaction of all three measures considered in this
chapter.

3.5.3. Failure per Execution (FPE)

Different computing devices (e.g., CPU, NVM-CiM, etc.) can significantly affect the per-
formance of the executed application. To account for these differences, system or device
performance can be measured by the time required to complete a full program execution.
Assume, for example, that in the AES algorithm the CPU requires 10 seconds to complete
the hashing procedure (AES-CPU) and CiM requires 1 second for the same task (AES-CiM).
Given that FIT rate encapsulates the failures per billion device hours, we can conclude that
AES-CiM has been executed 10 times more than AES-CPU. This is not a fair comparison
when we account for the same algorithm/application but different computing devices
with different compute capabilities. To this end, we introduce the FPE metric, as given
in Equation 3.4. Figure 3.7 shows the comparison of all three NVM technologies and the
CPU configuration using this metric.

FPE = FIT - ExecTiIll;workload (3.4)
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Figure 3.7.: FPE for all three NVM technologies and the CPU configuration used in this study.

3.5.4. Combined Energy and Performance Considerations

Energy consumption itself is a valuable metric that directly translates to cost, but it oc-
casionally corresponds to very slow system configurations (very low frequencies). Such
slow configurations could violate latency and throughput requirements, especially in
heterogeneous environments accompanied by general-purpose CPU and CiM (or other
domain-specific accelerators). To avoid this bias in the comparisons of different configu-
rations, other metrics such as the Energy-Delay Product (EDP) (EDP = E X D) and the
Energy-Delay Squared Product (ED2P) (ED2P = E x D?) have been proposed for high-end
systems [201]. Given that this study focuses on high-end heterogeneous systems with
CPUs and CiM configurations, we have chosen to present the ED2P. This allows us to
show a fair comparison for all of our experiments among benchmarks and CPU and CiM
system configurations. More importantly, the ED2P metric provides a fair representation
of the relation between energy and performance for different heterogeneous systems, such
as general-purpose CPUs and CiM equipped with different NVM technologies.

Figure 3.8 illustrates the ED2P for all workloads across three NVM technologies and the
CPU-only execution model. To enhance data visualization, we present ‘1/ED2P’. A larger
displayed value indicates that the computing device handles the energy-performance
trade-off more effectively. It is evident that, in most cases, CiM prevails. On average, the
execution of workloads with CiM enabled is 14.6x more efficient than CPU-only execution,
according to the ED2P metric. For three workloads (AES, MSQ, and BWV), the CPU
takes the lead but with a relatively small margin. We attribute this to these applications
being memory-bound, meaning that memory transfers between the CPU and CiM act
as a bottleneck, preventing CiM from performing in its most efficient mode (conducting
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Figure 3.8.: Inverted ED2P (1/ED2P) for NVM technologies and the CPU configuration used in this study.

parallel dataflow operations). Among the three NVM technologies, STT-MRAM takes the
lead, albeit marginally.

3.5.5. Putting It All Together: Performance, Energy, Reliability

To quantify the triple trade-off between performance, energy, and reliability, we employ
the ERC metric described in Equation 3.5. ERC aggregates the three evaluation axes
considered in this chapter. A doubling in either energy consumption or FIT results in a
halving of ERC, whereas a doubling in delay results in a quartering of ERC. The greater
emphasis on delay follows the rationale discussed in Section 3.5.4. Figure 3.9 presents the
ERC results for all considered workloads across three NVM technologies and the CPU-only
case’. A higher result indicates better management of the three-parameter trade-off for
the specific workload-technology pair. From Figure 3.9, it is evident that the CPU-only
execution model holds a distinct advantage across the entire workload spectrum, with the
sole exception being the BLS application, where ReRAM takes the lead. Among the three
NVM technology models, ReRAM emerges as the front-runner, only surpassed by PCM
in the MIP application and STT-MRAM in the MNIST application. STT-MRAM generally
lags behind the other two, primarily due to its significantly inferior resilience.

1
ERC=—— (3.5)
ED2P - FIT

An interesting observation pertains to the workload sensitivity of the ERC metric. For
CPU evaluation, the metric remains within two orders of magnitude, whereas for CiM,
it spans 20 orders of magnitude. This substantial variation is primarily due to the non-
uniform resilience of CiM operations, which behave differently depending on the number
of operands and the input data. Since different applications utilize CiM operations to
varying extents, it is natural for ERC to fluctuate significantly. While these figures provide
a high-level overview, it is important to emphasize that they apply to the current models

3 The displayed numbers have been scaled by a uniform constant to ensure all results remain above the
x-axis; the relative differences are preserved.
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Figure 3.9.: ERC for all three NVM technologies and the CPU configuration used in this study.

used for the three NVM technologies and the CPU. The reliability assessment of the
CPU considers only alpha-particle and neutron radiation as error sources in workload
execution. As NVM-CiM technologies advance and new CPU error sources are identified,
different model configurations could yield different results. However, due to the adaptable
and cross-layer nature of Sisyphus, new models can be swiftly developed and integrated
throughout the entire system stack.

3.6. Conclusion

Sisyphus is a novel, cross-layer modeling framework that evaluates system architectures
combining general-purpose CPUs with NVM-based CiM accelerators. It assesses the
interaction between performance, power, and resilience by utilizing microarchitectural
modeling in gem5 and accurate models derived from data at the technology and circuit
layers. Using Sisyphus, we revealed trends and differences among PCM, ReRAM, and
STT-MRAM in terms of execution time, power consumption, and resilience. Overall,
Sisyphus provides a flexible basis for exploring heterogeneous CPU-CiM systems and for
guiding design choices across the device, circuit, and architecture stack.

Building on this foundation, the next chapter develops a cross-layer reliability mechanism
for scouting-logic-based NVM-CiM operations. It leverages the insights and models intro-
duced here to design and evaluate a practical scheme that improves NVM-CiM robustness
while preserving its performance and energy advantages over CPU-only execution.

3.7. Extras

The work presented in this chapter forms the foundation of a broader research agenda on
NVM-based CiM architectures and tools. Building on Sisyphus and the insights gained
from our cross-layer evaluation, we have co-authored several follow-up publications in
collaboration with other research groups. These works refine individual components of the
framework (e.g., decoders and sensing circuitry), advance the software toolchain for CiM,
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and publish Sisyphus as a reusable community resource. Below, we briefly summarize
these related publications and how they extend the contributions of this chapter.

[5]

8]

46

“Hardware and Software Co-Design for Optimized Decoding Schemes and
Application Mapping in NVM Compute-in-Memory Architectures”:

In this paper, we analyze and compare different decoder designs for NVM-CiM ar-
chitectures and develop a heuristic compilation algorithm that @ allocates memory
rows in a manner compatible with the chosen decoder specifications and @ trans-
lates decoder-agnostic CiM instructions into decoder-specific instruction sequences,
thereby bridging the gap between high-level CiM abstractions and concrete hardware
realizations.

“Temporal Reference Scouting Logic for PVT Reliable Logic Computation-
in-Memory”:

This work proposes a multi-stage, capacitor-based calibration scheme for NVM-CiM
structures that compensates device variability and tracks PVT drift, thereby reducing
bit-error rates. We further evaluate the system-level overhead of the proposed cali-
bration mechanism and contrast it with conventional single-stage sensing circuitry.

“SHERLOCK: Scheduling Efficient and Reliable Bulk Bitwise Operations in
NVMs”:

In this paper, we automate CiM code conversion and selectively offload CiM-friendly,
data-intensive parts of application kernels to CiM units, enabling a compiler-assisted
CiM workflow that complements the manual CiM programming model described in
this chapter.

Modeling and Simulating Emerging Memory Technologies: A Tutorial:

In this article, we release the framework as a publicly available open-source project,
emphasize its reusability and extensibility, and provide comprehensive guidance and
practical examples to help researchers and adapt Sisyphus to their own workloads
and system configurations.



4. Cross-layer Solution for Reliable
NVM-CiM Realization

& Literature

This chapter is based on the following authored publication:

“Trust, but Verify: Reliable Compute-in-Memory via Double-Reference
Sensing and Selective Recompute”

In Chapter 3, we discussed our framework for assessing NVM-CiM architectures, focusing
on scouting-logic-based [152] NVM-CiM operations and evaluating embarrassingly parallel
workloads [188]. However, we have not yet addressed the reliability challenges discussed
in Section 2.5, which still hinder the practical large-scale adoption of NVM-CiM [139, 140,
141, 142, 143, 144, 174, 202]. Our evaluations show that the circuit-level decision failure
rate for scouting logic, i.e., the probability of incorrect Boolean outputs, ranges from 10~
to 1073, which is insufficient for reliable NVM-CiM operation.

To address these limitations, we propose a cross-layer software-hardware co-design solu-
tion that improves NVM-CiM reliability while maintaining efficiency. The key idea is to
identify potential circuit-level decision failures and correct them through recomputation in
the CPU. To this end, we replace single-reference sensing with a double-reference scheme
that identifies outputs that cannot be resolved deterministically due to overlapping distri-
butions. This small subset of outputs is then offloaded to the CPU for recomputation.

Our experimental results show that the proposed solution significantly improves reliability,
achieving an application-level decision failure rate below 1072, while preserving the
advantages of NVM-CiM over CPU-only systems in performance and energy efficiency.
In particular, it delivers performance and energy-efficiency improvements of 45% and 30%,
respectively, while incurring only about 1% verification overhead.

Our key contributions are as follows:

1. A double-reference sensing mechanism, including the required circuit-, architecture-,
and application-level modifications.

2. An optimization approach for the double-reference design that maximizes reliability
while minimizing CPU recomputation.

3. A full-system fault modeling and evaluation demonstrating the cross-layer reliability
benefits of the proposed solution.
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Figure 4.1.: Prior multi-path/reference sensing approach for CiM operations [211]

4.1. Related Work

The double-referencing concept has been widely used to improve the reliability of con-
ventional memory read operations, ranging from DRAM [203] to NVM technologies [204,
205, 206, 207, 208, 209, 210]. For example, [206, 208] use two crossbar columns as refer-
ences for the SA, while [209, 210] introduce dual referencing that combines voltage- and
time-domain sensing using capacitance-based cross-coupled SAs. Such techniques enable
highly accurate sensing, with [207] reporting a BER of 6.08 x 107® for standard NVM reads.
However, these approaches target conventional NVM memory reads rather than CiM and
do not provide error detection or correction.

In the context of NVM-CiM, only a few prior works exist. For instance, [211, 212] add an
extra transistor per cell, an additional WL per row, and an extra BL per column, enabling
separate sensing paths for AND and OR operations (Figure 4.1). In contrast, our approach
avoids distinct sensing paths and the associated area overhead.

Other works focus on test generation or offline testing for memory and CiM operations [213,
214, 215, 216, 217, 218], but none provide runtime detection or correction. At the compiler
level, [7] assumes error-free two-operand operations and evaluates only application-level
failure rates, while [219] generates CiM code using two-operand NOR operations to reduce
errors. However, these approaches treat reliability only as an optimization objective rather
than actively improving it.
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4.2. Methodology

This section presents a cross-layer software-hardware co-design methodology to improve
the reliability of NVM-CiM systems while preserving computational efficiency. The ap-
proach detects potential decision failures during scouting-logic Boolean operations and
selectively recomputes suspicious outputs on the CPU, thereby avoiding full workload
re-execution. Since CPUs are also susceptible to soft errors, their reliability is evaluated
through microarchitectural fault injection [220], focusing on transient faults in on-chip
mMemory arrays.

As discussed in Section 2.5, decision failures arise from overlap between BL resistance
distributions, where resistance values cannot be unambiguously mapped to a specific
output. The proposed method therefore targets NVM-CiM operations whose resistance
values fall within this ambiguous region.

In the following, we first describe the required circuit-, architecture-, and application-level
modifications that enable double-reference sensing and selective recomputation. We then
introduce the corresponding fault models and baseline CPU reliability evaluation, which
together provide the foundation for the subsequent system-level analysis.

4.2.1. Required Modifications
4.2.1.1. Circuit-Level Sensing Enhancements

To reliably detect ambiguous sensing events, the proposed design duplicates the SA for each
BL. Instead of using a single reference resistance, two intentionally offset reference values
partition the ambiguous region between resistance distributions and identify measurements
that fall between them. Figure 4.2 illustrates the required circuit modifications and the
resulting resistance distributions.

The outputs of the two SAs are jointly evaluated to assess sensing reliability. If both SAs
produce identical outputs (corresponding to BL resistance values within region @ for the
left-side distribution (Dy) or region @ for the right-side distribution (Dg), as illustrated in
Figure 4.2c) the result is considered reliable. Conversely, a mismatch indicates a suspicious
(aka error-prone) operation, occurring when BL resistance lies within region €. In such
cases, execution proceeds using the potentially incorrect result, while a detection flag is
raised for the corresponding memory region. Rarely, the tail of BL resistance distributions
may fall within region @ for the left-side distribution or region @ for the right-side
distribution; under these conditions, the failure is undetectable, as the output is incorrectly
classified as reliable.

The trade-off involves the choice of reference values: positioning references farther apart
(widening region @) increases the decision failure rate and the number of suspicious
operations, thereby raising the CPU correction workload, while simultaneously reducing
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Figure 4.2.: Circuit-level modifications, reference resistance distributions, and partitioning of suspicious
(M) versus error-free (@ & @) regions for the proposed double-reference scheme.

undetectable failures significantly. Because these decision failures are deterministic, re-
executing the same operation on the NVM-CiM substrate would likely reproduce the
same error. Moreover, selective re-execution within NVM-CiM would require a complex
controller to manage parallelism, avoid deadlocks, and selectively reissue operations. For
these reasons, error correction is deferred to the CPU, where selective re-execution of a
small subset of inputs is simpler and more efficient.
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4.2.1.2. Architectural Support for Failure Detection

Since the CPU operates on 64-bit data words, a single detection flag bit is associated with
each word column. As shown in Figure 4.2a, this flag is generated during NVM-CiM
execution and stored in an SR flip-flop. Once set for a memory word, it remains asserted
for the rest of execution. Detection flags are then used to guide selective re-execution on
the CPU.

The baseline NVM-CiM architecture remains unchanged; however, detection flags must
be accessible through dedicated memory addresses. After NVM-CiM execution completes,
both the computed results and their associated detection flags are transferred to the CPU.

4.2.1.3. Application-Level Selective Re-Execution

The proposed methodology requires two versions of the application: one targeting the
NVM-CiM substrate and one targeting the CPU. Execution proceeds in two phases. First,
the NVM-CiM module produces the primary outputs while generating detection flags at the
micro-architectural level, without any awareness by the application itself. Next, these flags
are transferred to the CPU, which re-executes only the inputs corresponding to asserted
flags using the CPU version of the application. The outputs from this selective re-execution
overwrite the potentially erroneous values produced during NVM-CiM execution.

4.2.2. Fault Modeling

Considering Figure 4.3a, let D ~ N (up, 0'12)) and R ~ N (ug, a}%) be two independent
normal random variables, each belonging to a different Probability Density Function
(PDF). The probability P(D>R) is given by Equation 4.1. Here, ® denotes the Cumulative
Distribution Function (CDF) of the standard normal random variable (i.e., N (0, 1)), as
defined in Equation 4.2.

P(D>R) = @(L"Rz)

(4.1)

2
O'D+O'R

__ L [T e
P0) = = [ e (4.2)

In our case, D represents the BL resistance and R the reference resistance of the SA. Since
D is expected to be smaller than R when pp<pg, the probability of a decision failure at
the SA output, i.e., P(D>R), is given by Equation 4.1. This defines the data-dependent
decision failure for a conventional single-reference SA.

For the double-reference case, we calculate the data-dependent decision failure for both
references. Considering Figure 4.3b and the left-side PDF for D; (a similar procedure
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Figure 4.3.: Overlap region between two independent normal distributions and region among three inde-
pendent normal distributions.

applies to the right-side PDF for Dg), a correct output occurs when Dy <Ry and Dy <Rg
(region @ for Dy or region @ for Dg, see Figure 4.2c). A suspicious output occurs when
D1 >Ry but Dy <Rp (region @ for either Dy or Dg), and an undetectable output occurs when
Dy >Rg (region @ for Dy or region @ for Dg). Note that there is no closed-form expression
for P(R, <Dy <Rg) corresponding to suspicious outputs, as it involves three independent
variables; it is typically evaluated using existing numerical integration techniques [221], as
done in our simulations. Moreover, since P(R; <Rr<Dy) is a subset of P(Rg<Dy), we use a
two-variable formulation to simplify the calculation of undetectable decision failures.

We define undetectable decision failure probability (i) for each NVM-CiM operation
as the maximum undetectable decision failure probability derived from the left-side (Dr)
and right-side (Dg) PDFs, as expressed in Equation 4.3. In Equation 4.3, k denotes the
fraction of undetectable decision failures that are not masked during application execution
and may propagate to the final output. Based on our workload analysis under worst-case
conditions, we assume x = 107>, Finally, Equation 4.4 defines the overall system failure
probability (¥), which accounts for both the CPU side (¥cpu, detailed in Sec. 4.2.3) and
the NVM-CiM side.

Fcim = P(error | considered reliable)
=K- max(P(DL > RR), P(DR < RL))

F = Fcim + P(flagged as suspicious) X Fcpy (44)
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4.2.3. CPU Baseline Reliability Evaluation

The operations sent to CPU for recomputation are still subject to soft errors. CPU relia-
bility evaluation is performed using a microarchitecture-level fault injection framework
built on top of the gem5 simulator. Microarchitectural simulation enables cycle-level
full-system execution while modeling detailed CPU structures such as pipelines, caches,
queues, and register files, allowing realistic study of fault activation and propagation.
Compared to RTL simulation, this abstraction level enables large statistical campaigns and
long-running workloads while maintaining sufficient fidelity for resilience studies. The
infrastructure extends the gem5-MARVEL framework [220], adding support for additional
CPU components and evaluation flows required by the CiM-CPU co-design explored in
this chapter.

The framework supports statistical injection of transient bit-flip faults across multiple
CPU microarchitectural structures, including caches, physical register files, load/store
queues, the Reorder Buffer (ROB), Instruction Queue (IQ), free lists, and rename maps.
Faults are injected using configurable masks that define the injection timing, location, and
bit position, enabling both randomized campaigns and directed experiments. Each injected
fault is evaluated through full-system simulation, capturing natural masking effects across
hardware and software layers and providing realistic reliability estimates.

Fault injection campaigns consist of multiple independent runs, each introducing a single
transient fault and recording its effect on execution. Outcomes are classified into masked
executions, crashes, and SDCs, enabling statistical estimation of CPU error rates. These
results are incorporated into the overall methodology to compare against CiM-based
computation, treating the CPU as a statistically stronger execution substrate rather than
an error-free oracle.

4.3. Results

4.3.1. Simulation Setup

To evaluate the proposed method, we used the Sisyphus framework (detailed in Chapter 3),
built on top of the gem5 full-system simulator. It provides the required modifications
and APIs for simulating NVM-CiM systems with suitable workloads. Since our focus is
on in-memory NVM-CiM, we replaced Sisyphus’s default memory controller and main
memory model with NVMain [222], which enables detailed simulation of main memory
behavior, particularly for NVM technologies. This is an upgrade to our previous memory
model to further accurately perform NVM main memory interactions.

Additionally, we extended the NVMain configuration files to model a commercially avail-
able 1 Gbit double data rate fourth-generation (DDR4) Everspin memory module [223]. The
module is based on STT-MRAM, currently the most mature NVM technology, while also
exhibiting one of the worst HRS-to-LRS ratios among alternative NVMs. Demonstrating
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Figure 4.4.: System-level components and their organization for NVM-CiM setup.

the effectiveness of our method on this technology highlights its practicality and suggests
applicability to other technologies with more favorable HRS-to-LRS ratios.

Figure 4.4 shows a simplified system-level configuration of our NVM-CiM. By default,
Channel#2 is disconnected, and no NVM-CiM memory is present in the CPU-only con-
figuration. We use Channel#2 to separate the physical address spaces of NVM-CiM and
DRAM-based main memory. As illustrated in Figure 4.4, the configuration consists of a
single NVM-CiM chip without data interleaving, comprising a CiM controller and multiple
NVM-CiM subarrays. The CiM controller is similar to a DRAM chip controller but employs
a distinct state machine and dedicated circuitry to orchestrate CiM operations. Table 4.1
summarizes the key simulation parameters.

To develop an accurate system-level-compatible circuit model, we construct a statistical
model of a single bit-cell consisting of an STT-MRAM device in series with an N-type
Metal-Oxide-Semiconductor (NMOS) transistor, with parameters listed in Table 4.1. For
this purpose, 10* Monte Carlo simulations are performed per bit-cell using Cadence
Virtuoso, with the 22 nm FD-SOI library from GlobalFoundries. The STT-MRAM employs
a Perpendicular Magnetic Anisotropy (PMA) configuration [224], with parameters listed
in Table 4.1. Since the resulting behavior follows a normal distribution, we extract the
mean (y) and standard deviation (o). These parameters are then used in a Python-based
analysis to perform 10® Monte Carlo simulations per cell-state combination, modeling BL
resistance under multi-row activation. A similar procedure is used to model variations in
the trim circuitry for reference generation.

Finally, the extracted parameters are incorporated into the fault model to compute the
decision failure probability according to Equation 4.1. Table 4.2 reports the decision
failure probability for 2-operand OR operation. These values are subsequently used in
the full-system simulations for fault modeling. For the proposed NVM-CiM, three cases
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Table 4.1.: Simulation-setup parameters/configurations.

Circuit-Level Parameters

Oxide Layer Thickness 0.85 nm
Free Layer Thickness 0.70 nm
MT]J Surface (circle) r=40 nm
TMR, (TMR at 0 V) ~200%
Resistance-Area Product (RA) 10 Q pm?
LRS (30) 3.1%
HRS (30) 8%

22 nm FD-SOI library (GlobalFoundries)
Extracted Circuit-Level Parameters
J7; o
HRS + NMOS 23kQ 1000 Q
LRS + NMOS 12kQ 500 Q
System-Level gem5 Config file

CPU type Out-of-Order
ISA / Clock Frequency x86-64 / 2 GHz
Compiler & Optimization g++-03

Load / Store Queue Entries 32/32

Issue Queue Entries 64

ROB Entries 128

Physical Registers (Int / FP / Vec) 128 /128 /128
L1 Instruction / Data Size 32/ 64KiB

L1 Latency (Tag / Data / Resp.) 2/2/2cycles
L2 Size 2MiB
L2 Latency (Tag / Data / Resp.) 20/ 20/ 20 cycles

Table 4.2.: Data-dependent decision failure rates for OR2 operation.

Method Error-Type Actual Output: ‘1’ Actual Output: 0’

Conventional Erroneous 1.64 X 1077 1.18 x 1078

NVM-CiM Error-free 1-1.64 x 1077 1-1.18 x 1078

Provosed Suspicious  9.79 x 1077 7.87 x 1077

NVII\’/[_ oy Undetectable 386 10710 2.55 % 10~
Error-Free ~1-107° ~1-107°

are considered: in the suspicious case, a wrong Boolean output is generated along with
a detection flag; in the undetectable case, a wrong Boolean output is generated without
setting a detection flag; and in the error-free case, a correct output is generated without
setting a detection flag.
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4.3.2. Simulation Results

To improve reliability at the application level, all 4- and 8-operand Boolean operations
were decomposed into 2-operand primitives. Furthermore, due to the high decision failure
rate of the 2-operand AND operation, these operations were reformulated using OR and
NOT equivalents. Although this transformation increases the number of operations and
thus introduces some performance degradation, the reduction in suspicious verification
candidates leads to only minor overall overhead. It also reduces the required reference
generation circuitry from four to two.

Figure 4.5 shows the simulation results for the configuration described in Tables 4.1 and 4.2,
using a 2 GHz CPU clock, ARef;=-100 Q, and ARefz=300 Q for the OR references. Fig-
ure 4.5a shows the fraction of faulty final outputs for the realistic NVM-CiM, obtained
by comparing the final outputs with the golden results. For the proposed NVM-CiM, no
final errors occur because all suspicious outputs are recomputed; therefore, we report F.
Overall, the application-level failure rate for realistic NVM-CiM using only 2-operand OR
operations is on the order of 10> without verification, whereas the proposed NVM-CiM
achieves a failure rate on the order of 1072, approaching the reliability level of the CPU-
only baseline. Figure 4.5b—Figure 4.5¢ show runtime and off-chip memory energy con-
sumption, respectively. On average, NVM-CiM outperforms the CPU-only baseline by
45% in performance and 30% in energy efficiency. The proposed NVM-CiM introduces
only about 1% additional overhead due to verification and correction while exponentially
improving reliability compared to the unverified scheme.

Because the evaluated workloads do not support multithreaded or parallel execution, we
swept the CPU clock frequency from 1 GHz to 8 GHz to approximate a fair comparison
between a high-performance CPU implementation and NVM-CiM. Figure 4.6 shows the
resulting runtime, off-chip power, and energy trends. Since the CPU relies on DRAM-based
memory, its power consumption scales with frequency differently from NVM-CiM. Fre-
quency scaling therefore provides a best-case proxy for increased computational capability,
but does not fully capture realistic cache hierarchy or parallel-execution effects.

Finally, Figure 4.7a shows the average percentage of final outputs requiring verification
for different choices of ARef; and ARefg. Figure 4.7b similarly presents %y for each
(ARef7, ARefR) combination. As observed, there is a clear trade-off between the fraction
of suspicious outputs and ¥y, with the optimal parameter combinations highlighted in
the heatmaps. Moreover, Figure 4.7 shows that the impact of ARef; and ARefg on this
trade-off is asymmetric.

4.4, Conclusion

In this chapter, we addressed the reliability limitations of scouting-logic-based NVM-CiM
architectures, which hinder their large-scale adoption despite their potential for high-
performance, energy-efficient in-memory computation. We proposed a cross-layer software—
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Figure 4.7.: Trade-off analysis heatmaps between the proportion of outputs requiring verification and the
likelihood of undetectable errors. Optimal regions are highlighted with boxes.

hardware co-design approach that combines double-reference sensing for circuit-level
detection of decision failures with application-level verification to ensure correctness. Our
evaluations show that the proposed solution reduces the application-level decision failure
rate to the order of 107 !2, approaching the reliability level of CPU-only execution while pre-
serving the advantages of NVM-CiM and achieving up to 45% performance improvement

and 30% energy reduction.

Beyond validating the proposed cross-layer scheme in isolation, these results establish a
quantitative baseline for comparing alternative in-memory compute substrates and circuit
organizations. Building on this foundation, the next chapter turns to benchmarking dif-
ferent NVM-CAM designs for similarity computation. There, we evaluate scouting-based
and CAM-based NVM-CiM flavors in a technology-to-application flow, highlighting how
their latency, energy, and reliability characteristics complement the cross-layer protection
techniques developed in this chapter.
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& Literature
This chapter is based on the following authored publication:
“Cross-Layer Reliability Evaluation of In-Memory Similarity Computation”

Similarity computation (with scan/search operations as a subset) between two binary
patterns can serve as a primary kernel in various computer science applications [225, 226],
including web engines, social media platforms, database systems, compression techniques,
file and document management systems, and more [227, 228]. Efforts to enhance the
efficiency of this operation range from algorithmic optimizations [229, 230] to hardware
enhancements [231, 232, 233, 234].

Besides conventional hardware platforms, Associative Memory (AM)! is also a hardware
solution that directly aims to design specialized comparison circuitry to execute search op-
erations in a single cycle. AMs find popularity in various applications requiring high-speed
lookup tables, such as packet forwarding in network routers, memory mapping in TLB,
tag checking for caches, and buffering in multiprocessor systems. Despite the increasing
capacity of AMs over recent years, from a few kilobytes to several megabytes, the primary
challenge in AM design remains reducing power consumption without compromising
speed [72, 235, 236, 237].

To achieve the high-speed feature of the AM and energy efficiency of the NVMs, an NVM-
based AM can be utilized to efficiently perform the task of similarity computation in the
concept of NVM-CiM. However, NVM-CiM-based similarity computation faces reliability
challenges due to process variation in NVM devices, circuit-level non-idealities, and the
lower noise immunity of analog computation.

The main focus of this chapter is a comprehensive analysis of two flavors: @ scouting-based
and @ CAM-based, representing different styles of CiM paradigms for similarity computa-
tion. Our analysis centers around the investigation of reliability versus energy/performance
trade-off using a cross-layer approach. Systematically, we start with accurate modeling of

! AM is a broad, general term for any memory system that retrieves stored information based on content
or partial cues rather than a specific address or index. CAM is a specific hardware implementation of this
idea: it stores data in such a way that you can input a value (or part of it) and the hardware returns the
address or matching entry in one (or a few) clock cycles. In other words, all CAMs are AMs, but not all
AMs are CAMs [72].
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the NVM device. Further, we extend our analysis to the circuit level and perform accurate
SPICE simulations for each of these two flavors. To fill the gap between the circuit and
application levels, we augment gemb5 as a cycle-accurate architecture with hardware-aware
extensions of these two flavors. Such a framework enables us to evaluate performance and
energy. The abstracted error models are then used for application-level error propagation
analysis, aka AVF.

Overall, our findings demonstrate significant improvements in latency, ranging from 1.2x
to 3.4x and from 2.2X to 12X for both flavors compared to CPU performance. Regarding
energy efficiency, the second flavor outperforms the first with improvements ranging
from 5.3X to 6.7X. Reliability is primarily influenced by device technology and similarity
computation flavors, with variability ranging up to 28% in terms of AVF. However, appli-
cation specification plays a crucial role in this context. Importantly, latency and energy
consumption are largely independent of technology. For example, despite a more than 10x
difference in write latency between the two NVM technologies, this variation is mitigated
by overall system interaction.

5.1. NVM-CiM-based Similarity Computation

The computation of similarity between binary patterns can be effectively done by the
analog characteristics of NVM-CiM. In the case of scouting-based flavor, there is a generic
NVM-CiM macro that performs vector-wise Boolean operations, e.g., XNOR. With the
proper post-processing using standard CPU instructions, such generic NVM-CiM macro
can perform the task of similarity computation. In the case of CAM-based flavor, however,
there is a dedicated NVM-CiM as a similarity computation unit which also uses analog
computing. These flavors have varying performance, energy consumption, and reliabil-
ity characteristics, which will be further analyzed within the scope of our end-to-end
technology-to-application flow.

5.1.1. Scouting-based Similarity Computation

The XNOR operation can be executed within the NVM-CiM using different methods, one
of which involves employing the scouting-logic technique. This technique leverages the
analog nature of the device to simultaneously activate multiple memory rows (using the
address decoder), allowing for the execution of a specific Boolean operation (such as XNOR)
in the analog domain by performing the comparison with a known reference. Subsequently,
the result of the Boolean operation can be determined through this comparison using a
one-bit comparator (realized by the SA) to generate the result. As shown in Figure 5.1,
the elements of input vectors [P; ... P,]| and [Q; ... Q,] are programmed in arrays, and
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per-bit XNOR operation can be performed at the same time. To obtain the number of
similar bits, a popcount operation? is performed on the XNOR results.

5.1.2. NVM-CAM Similarity Computation

A 2T2R NVM-based CAM is introduced in [119] and shown in Figure 5.2. The prototype
(indicated by P) and the query (indicated by Q) patterns are applied to the 2T2R structure
in a complementary fashion, i.e., P and Q in one branch and ~P and ~Q to the other one.
By conventionally assuming the binary ‘1’ as HRS and Vpp in the prototype and query,
respectively, and the other way around for the query, in the case of match (P =0 (1), Q =
0 (1)) the already pre-charge ML has an HRS-included discharge path, while in the case
of mismatch (P = 0 (1), Q = 1 (0)), the discharge path will be through LRS. This way, at
the sampling time, the voltage of the ML shows a higher value in the case of a match
compared to a mismatch. Therefore, the higher the number of similar bits, the higher the
voltage of the ML. Since the rest of the microarchitecture is digital, the voltage of the
ML needs to be digitized using an ADC. The output of the ADC correlates (meaning not
exactly equal) with the number of similar bits in the P and Q patterns.

Encoding binary ‘1’ (HRS) and ‘0’ (LRS) in the prototype, along with high and low voltages
in the query, respectively, facilitates this comparison. Utilizing this structure for the task of
similarity computation [78, 238, 239, 240, 241, 242]. Notably, the smaller HRS-to-LRS ratio
in NVMs compared to SRAM limits the ML’s length to a certain threshold (e.g., 64-bit [78]).
In the CAM-based similarity computation, to maintain the connection between this analog
module and the rest of the digital computer, an ADC is required to convert the voltage of
the ML to a digital corresponding.

5.2. Related Work

Among the two discussed flavors for similarity computation, the CAM-based structure
receives greater interest in the literature [78, 238, 239, 240, 241, 242]. The existing related
work in this scope has two common shortcomings: @ lack of holistic cross-layer analysis
from device to application level, and @ limiting the applications-level analysis only to
brain-inspired HyperDimensional Computing (HDC). Neither of the existing related works
has precisely incorporated the effects of the architecture level in their analysis.

To fill the gap and conduct holistic end-to-end technology-to-application-level analysis,
this chapter delves into the detailed hardware-aware implementation of these two flavors
of similarity computation using the well-known gem5 full-system framework. Despite
the benefits of NVM-CiM, its reliability needs careful examination. Therefore, performing
hardware-level fault injection to analyze error propagation from technology and circuit to
the application level becomes imperative.

2 Population Count Operation
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5.3. Technology-to-Application Analysis Flow

This section presents our comprehensive assessment of the end-to-end framework for
scouting- and CAM-based approaches to similarity computation. Our end-to-end frame-
work is organized into two primary parts: @ architectural-level implementation and @
fault modeling, abstraction, and injection. These parts are further elaborated upon in the
following subsections.
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5.3.1. Architectural-level Implementation

To comprehensively consider the full-system parameters in our simulation, from CPU
and cache interactions down to main memory, and simultaneously consider interactions
between the operating system and our main applications, we utilized the gem5 full-system
framework and extended it with similarity computation CiM modules. It is a well-known
simulation framework in the computer architecture community and enables us to model
any device component architectural module in a cycle-accurate fashion.

Our objective was to precisely model both scouting- and CAM-based functionalities as
additional extensions within our NVM-CiM architecture. To accomplish this, we extended
the main memory component (including the memory controller and memory array) of
gemb5 to implement them. We aimed to carry out this implementation and modeling in a
way that ensures our architectural-level extension is fully hardware-aware. This approach
allowed us to guarantee that architectural-level fault injection aligns with the technology
and circuit-level specifications.

To ensure compatibility with the operating system and minimize hardware modifications,
we employed memory-mapped IO communication to access our extensions from the
application layer. These extensions have dedicated physical locations and addresses,
managed by a unit integrated within the memory controller. Consequently, the memory
controller filters out these specific addresses and directs them to the extension’s controller
for handling. Moreover, to achieve bank-level parallelism, these physical locations are
distributed across all the banks. Figure 5.3 illustrates these modifications in detail, with
only a slight variation for the extension controller and their peripheral memory arrays.

We provide a system driver to exclusively allocate memory-mapped resources to our
applications, preventing allocation by other system processes. Additionally, we offer an
API library for accessing and modifying these resources. Furthermore, we integrated a
separate DMA unit into our extension controller to facilitate intra-main memory data
movement. By default, the CPU manages data copying between memory locations, leading
to unnecessary movement between main memory, cache, and back to main memory.
This inefficiency increases energy consumption and latency, contradicting the concept of
CiM. While DMA-based data movement offers efficiency, it may raise concerns regarding
memory access violations and cache coherency issues. For simplicity, we assume the
programmer has full system control and is responsible for managing these potential
issues.

Scouting-based Scenario Our extension executed the XNOR operation between the
query and a list of data inputs. Subsequently, the intermediate preliminary results were
transferred to the CPU for post-processing and generating final results depending on
the application specifications. Although this off-chip operation might seem insignificant
compared to the CPU’s ability to perform it rapidly, from the data transmission perspective,
it does not reduce the data size. In scenarios where the input size is sufficiently large,
individual data elements may be loaded into the cache multiple times due to cache misses
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Figure 5.3.: Main-memory modifications are implemented for both scouting- and CAM-based extensions,
differing in internal circuitry for both the controller and memory periphery.

resulting from its capacity limitations. In contrast, preparing these intermediate results
within the main memory with minimal energy consumption and largely in parallel enables
the CPU to dedicate its resources to critical tasks, especially in a full-system environment.

CAM-based Scenario Its functionality was similar to the previous scenario except the
intermediate preliminary results consist of 8-bit ADC values. Here, by reducing the
data size of preliminary results, we enhanced latency and reduce energy consumption
associated with the memory wall problem. It is worth mentioning that in this paper,
we are targeting the general definition of similarity computation. Therefore, we are not
referring to the classical definition of AM, which involves searching for a key within a
collection of data and retrieving the corresponding index or value if it exists. Instead, we
are returning a collection of similarity values. The reason for this approach is to enable
the implementation of a broad set of applications for this module, rather than limiting it
to exact matching scenarios. Nevertheless, the classical definition of AM can easily fit into
our general definition by slightly modifying the AM hardware.
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(a) (b) (c)

Figure 5.4.: XNOR-operation execution order on scouting-based extension. Two rows are activated simulta-
neously, and the result is then written back to the memory arrays after performing the operation.

Figure 5.4 illustrates an example of bulk XNOR operation performed using the scouting-
based method. In Figure 5.4a, the idle memory state is shown. Figure 5.4b demonstrates the
activation of two rows simultaneously, followed by the execution of the XNOR operation
in the analog domain with the assistance of comparators. Subsequently, in Figure 5.4c,
the results are written back to a particular row. These signaling processes are managed
automatically by the extension controller (see Figure 5.3). A similar process can be consid-
ered for a CAM-based scenario, except they are performed sequentially for each memory
block.

5.3.2. Fault Modeling, Injection, and Error Propagation Analysis

Our main objective in performing the fault injection was to analyze the impact of the
technology- and circuit-level faults on the application-level accuracy. Besides, such fault in-
jection analysis provides insight into the architecture- and application-level error-masking
capability. In the following, we further elaborate on the exploited cross-layer fault model-
ing, abstraction, and injection flow. Figure 5.5 shows the flowgraph of our fault injection
methodology.

5.3.2.1. Technology-level Fault Modeling

At this level we used the measurement-verified Verilog-A compact models of the NVM de-
vices with the incorporation of the process variation, temperature, and time dependability
(see Section 2.5). Both scouting- and CAM-based flavors only require resistance sensing,
therefore, we can abstract the NVM devices as their LRS and HRS distributions obtained by
the Monte Carlo simulation with SPICE tools and fitted to a known distribution. Therefore,
the entity that will transferred from the technology to the circuit level is the statistical dis-
tribution of LRS and HRS for each NVM technology. The technology-level non-ideality is
required for both the scouting- and CAM-based flavors and can be performed similarly.
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5.3.2.2. Circuit-level Error Modeling

As shown in Figure 5.5, due to the different hardware implementations in the scouting-
based and CAM-based flavors, we considered different approaches for their circuit-level
error modeling.

Scouting-based flavor: In this case, we perform a Monte Carlo SPICE simulation on
the 1-bit comparator i.e., SA to find the samples of the output currents. By fitting
these current samples to a known distribution, estimation of the decision failure
probability Ppr is performed by numerically calculating the overlap regions shown
in Figure 5.6a. Per-bit Ppr is a metric used for the architecture-level fault injection
in the case of scouting-based flavor.

CAM-based flavor: In this case, firstly, we perform the detailed SPICE simulation on the
NVM-CAM structure (Figure 5.2) to obtain the equivalent resistance distribution (R)
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Figure 5.6.: Visualizing the decision failure in scouting-based and CAM-based similarity computation.

during the NVM-CAM functionality. With these parameters, we build the transient
exponential decaying equation for the ML voltage (V) given by Equation 5.1. The
Vpp is the voltage source and shows the initial voltage of the ML. t is the sampling
time, C is the capacitance of the ML, and R is the equivalent resistive discharge
path contributed by each individual CAM cell. To account for the process variation,
the value of the LRS and HRS consisting of the discharge path is independently
sampled from the respective distributions. After this, the ML voltage is fed to an
ADC. Due to the variation in the LRS and HRS, the output of the ADC will also
undergo certain variations, as shown in Figure 5.6b. The variation of the ADC output
is the metric that will be transferred to our architecture level and further be used in
our architecture-level fault injection dedicated to this flavor.

—t

VmL(t) = Vpp (1 - exp(ﬁ)) : (5.1)

5.3.2.3. Application and Architecture-level Fault Injection

At this level, we performed the Monte Carlo fault injection based on the fault models
abstracted from the circuit level, using our architecture-level fault injection handler. For
this aim, an identical similarity kernel was executed with multiple (N;c) random input
sets, and its output was subjected to fault injection based on the obtained hardware-level
fault models. As discussed in Section 5.3.2.2, in the case of the scouting-based, the decision
failure is injected identically and independently to the output of each XNOR gate. Also
for the CAM-based flavor, the modeled variation is injected into the output of the ADC
module as a digital value.
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5.3.2.4. Assessing the Architecture and Application-level Masking Capability

Eventually, an important insight that our fault injection can provide, is the error masking
capability of the architecture and application. To assess the error masking capability
we employed the well-established concept of AVF as the metric [171]. Basically, at the
application and architecture-level fault injection, the ratio of the incorrectly calculated
application-level results to the total number of executions provided the AVF metric.

5.4. Experimental Setup and Evaluation

5.4.1. Simulation Setup

In our full-system setup, we utilized existing components from gem5 such as a single X86
Out-of-Order core, two-level cache hierarchy, and main memory. Figure 5.7 demonstrates
our Full-system setup hierarchy and Table 5.1 provides detailed information on these setup
parameters.

As previously mentioned in Section 5.1, the scouting- and CAM-based similarity computa-
tion necessitate different post-operations, influencing overall energy consumption and
latency. Accurately modeling both on-chip and off-chip modules in our gem5 simulations
posed a challenge. Therefore, we concentrated solely on the energy contribution associated
with CiM operations, which encompass factors such as memory to/from CPU read and
writes, intra-memory data transfer, and CiM components.
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Table 5.1.: Main Parameters of the Simulation Setup.

NVM models

STT-MRAM [140]
ReRAM (JART VCM Read variability)
PCM [143, 144]

Subarray organization

256 Rows, 64 columns

CPU type Out-of-Order
Compiler & Optimization Flag g++-03
ISA x86-64
Clock Frequency (GHz) 1
# of Load/Store Queue Entries 32/32
# of ROB Entries 128
# of 1Q Entries 64
# of Physical Int/FP/Vec Registers 128 /128 / 128
L1 Inst./Data Capacity (KiB) 32/ 32
L1 Associativity 2
L1 Tag/Data/Response Latency (ns) 2/2/2
L2 Capacity (KiB) 256
L2 Associativity 8
L2 Tag/Data/Response Latency (ns) 20/20/20
System Bus Latency (ns) 10
Average Memory Controller Latency (ns) 15
Read Latency (STT-MRAM/ReRAM/PCM) (ns) 1/1/1
Write Latency (STT-MRAM/ReRAM/PCM) (ns) 4/45/40

We modify the sensing part of an array-level simulator (specifically NVSim [160]) by
incorporating energy and latency data obtained from SPICE simulation. For the CAM-
based method, we follow the same process as before: simulating the CAM structure in
SPICE and integrating the results into the array-level simulator. However, CAM-based
similarity computation involves an ADC, a component that greatly affects energy usage
and latency. For the ADC, we choose an 8-bit ADC from [243].

We implemented five CiM-friendly applications that leverage CiM for similarity compu-
tation, either as their core functionality or as an accelerator. Additionally, we utilized
randomly generated input files. This approach aided in observing the system’s behavior
under various conditions, facilitating a more comprehensive assessment of how the sys-
tem reacts to different data-dependent inputs. Due to the unique characteristics of each
application, we defined unique metrics for measuring its accuracy and subsequently its
AVF. These metrics are explained in detail for each application in the following section.

Furthermore, each application was simulated in Monte Carlo fashion across 250 scenarios,
with each scenario utilizing a distinct random seed value for input generation and compris-
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Table 5.2.: Main Assumptions for the end-to-end framework.

Abstraction of the hardware-level faults

STT-MRAM ReRAM PCM
. Bit Error Rate for (0©0)  4.99 x 1078 0 0
Scouting- . -5 -101 -14
based Bit Error Rate for (1©0)  2.94 X 10 5.82 X 10 2.09 X 10
Bit Error Rate for (1©1) 2.58x10™*  1.01x10™7 2.23x107°
HRS mean (Q) 3.9478 x 10*  2.501x 10°  2.066 X 107
CAM. HRS std (Q) 2.4355 x 103 4.495x 10*  1.756 x 10°
based LRS mean (Q) 2.08816 x 10*  9.862x 10°  5.425 x 10*
LRS std (Q) 1.2192 x 10> 5.802 x 10>  4.732 x 10°
ADC sampling time (ns) 1 (for all three NVM technologies)
Matchline Capacitor (pF) 2 (for all three NVM technologies)
Array organization
CAM Capacity per Bank (bit) 64 rows X 64-bit + 64-bit Query
CiM Operation Latency (ns)
Scouting-based 448 3136 2816
CAM-based 152 488 4438

ing more than 4.25 x 10° bits. Typically, the number of Monte Carlo simulations needs to
be sufficient to capture at least one erroneous event. For our purpose, the aforementioned
number of Monte Carlo simulations leads to error capturing in all the applications, there-
fore this number is sufficient in the scope of this work. Increasing the number of Monte
Carlo simulations linearly contributes to the total time required for the simulations.

Moreover, for each input pattern, the fault injection methodology invokes the normal
distribution generator using the parameters specified in Table 5.2 to determine the cell
resistance for CAM-based behavior modeling as discussed in Section 5.3.2.2. For runtime
and energy calculation, only a small input size is considered (512 KiB).

On the other hand, the latency difference between different technologies for a specific AM
flavor is in the order of milliseconds, although the write latency of ReRAM technology
is almost 11X greater than that of STT-MRAM technology. This is due to the full-system
simulation environment. In other words, randomly reading 64-bit data from main mem-
ory might take more than 100 ns. As a result, when we consider all the parameters for
running our CAM applications, there seems to be a negligible difference between these
technologies.
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5.4.2. Hardware-level Fault Abstraction

As discussed in Section 5.3.2, as per the flavor of similarity computation (scouting- or CAM-
based) we considered different methodologies for abstract, model, and inject the hardware-
level faults. For scouting-based, we passed the per-bit decision failure probability obtained
through SPICE simulation as outlined in Table 5.2. For the CAM-based flavor, building
the transient exponential decaying equation for the ML voltage was the prerequisite.
To account for the process variation for the CAM-based flavor, in each iteration of the
architecture-level fault injection, we randomly sampled from the normal distribution
with the mean and standard deviation (std) parameters outlined in Table 5.2. Besides,
Table 5.2 also the organization and latency parameters associated with scouting-based and
CAM-based. Please note that for runtime and energy calculation, only a small input size
is considered (512 KiB). These normal distributions, as well as the latency parameters, are
the results of our circuit-level SPICE simulations.

5.4.3. Application-level Analysis

Our applications are classified into three types based on their characteristics: @ Applica-
tions with binary output results, such as exact matching and HDC, where no thresholding
is employed for output classification. @ Applications like DNA sequencing and image
hashing, which utilize thresholding for output classification. €@ Applications like Bloom fil-
ters, which incorporate randomness in their tasks without employing output classification
thresholds.

Among these types, Type @ applications exhibit the lowest fault tolerance. Type @
applications demonstrate moderate fault tolerance. Interestingly, Type @ applications,
despite their resemblance to Type @, exhibit a fault tolerance level similar to Type @ and
could be the most suitable applications to harness CAM-based flavor capability.

The decision on whether to perform parts of the similarity operation in memory or on the
processor is determined by a flag, specifying the similarity computation flavor, passed to
the APIL. With the assistance of the compiler, corresponding assembly instructions for the
CPU and operation commands for similarity computation units are generated.

Each application features at least one large main loop, with some containing multiple
nested loops to iterate through partial outputs. As a result, the low-level instructions
generated vary depending on the application. Furthermore, to ensure fairness in comparing
application implementations between these two flavors, as well as with the processor
version, all optimization tasks are managed by the compiler.

5.4.3.1. Exact Matching (EXT)

In this application, CAM is utilized to determine the presence of a query in a dataset.
Hamming distances are calculated as intermediate results, which are later verified by the
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Figure 5.8.: AVF percentage, Runtime, and Energy consumption of Exact Matching (EXT) application.

CPU. However, the distinction between scouting-based similarity computation and CPU
lies in the fact that all XNOR operations between the query and dataset occur within
the memory, with the intermediate results subsequently copied to the CPU for final
verification.

Here, CPU results serve as the fault-free baseline standard for verifying AM results, and
any differences are considered as erroneous. Figure 5.8 displays AVF percentages of these
three flavors for STT-MRAM technology. It is noteworthy that the AVF results of the two
other technologies are nearly zero, due to the distinguishing gap between their LRS and
HRS states. As expected, the AVF of CAM is slightly higher than that of scouting-based
XNOR for this simple application.

5.4.3.2. DNA Sequencing (DNA)

Here, the DNA query is compared against all other DNA sequences [244], and if a match
or higher similarity (above a predefined threshold) is found, they are considered valid
results. Regardless of the similarity flavor, this threshold checking is entirely performed
by the CPU.

Similar to the previous application, CPU results are considered as the fault-free baseline.
Here, the erroneous results are divided into two subcategories: False Positive (FP) (i.e.,
the DNA sequences that are considered similar by mistake), and False Negative (FN) (i.e.,
the DNA sequences that are considered non-similar by mistake). Figure 5.9 illustrates
the distribution of FP and FN results for the DNA sequencing application. The AVF of
scouting-based XNOR is near zero, and the large gap between FP and FN results in CAM-
based similarity computation is due to the nonlinearity of the ML voltage with respect to
the number of matches and mismatches.
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Figure 5.9.: AVF percentage, Runtime, and Energy consumption of DNA Sequencing (DNA) application. FP
and FN stand for False Positive and False Negative, respectively.

5.4.3.3. Classification (HDC)

Similar to the previous application, hyper-dimensionally encoded vectors [245] are com-
pared with a query vector, and the most similar one is selected as the final answer. However,
due to the large size of these vectors, they cannot all fit inside the CAM at once. Therefore,
the partial similarity results need to be properly accumulated within the CPU to make the
final classification decision.

Also here, any difference compared to CPU results is considered as erroneous. Figure 5.10
demonstrates these results. The large gap between the AVF of CAM-base and scouting-
based flavors could be due to the fact that accumulating the partial CAM results together
to calculate the total inverse Hamming distance for each class partially accumulates errors,
resulting in a large error at the end for CAM results.

5.4.3.4. Image Hashing (IMH)
In this application, we utilize the Average Image Hashing method [246] to generate a hash

value for large images and employ it for similarity checking. To accomplish this, each
block of an image is loaded into the AM. A random query value is then compared with the
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Figure 5.10.: AVF percentage, Runtime, and Energy consumption of HDC-based Classification (HDC)
application.

data block, and the inverse Hamming distances calculated by the AM or CPU for each row
and then accumulated across all the data blocks. Finally, the total accumulation of these
partial inverse Hamming distances for each block is reported as the final hash value.

The Average Image Hashing algorithm belongs to the subcategory of approximate algo-
rithms. Even in an fault-free environment like the CPU, correct outputs for similarity
checking may not be achieved 100% of the time. Therefore, for our simulation purposes,
we insert 5% and 20% random noise into the randomly generated images, respectively.
Then, we compare these two images with the original one, and if the difference is below
10%, it is considered similar. Likewise, if it is above 10%, it is considered non-similar.
Figure 5.11 shows the FP and FN AVF of the CPU and other NVM-CiM-based similarity
computation flavors. Here, the scouting-based flavor leads to the worst AVF results, as
both the approximate error of the algorithm and the error of the scouting-based flavor
originating from decision failure are added up together in the end.

5.4.3.5. Bloom Filter (BLF)
Here, we utilize the AM as a simple hash function to generate index values for a basic Bloom

filter [96] with three containers. Each input is loaded into the AM, and for each container,
we use different random values for the query. These queries are compared with the input
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Figure 5.11.: AVF percentage, Runtime, and Energy consumption of Image Hashing (IMH) application. FP
and FN stand for False Positive and False Negative, respectively.

data, and finally, the accumulated inverse Hamming distances are passed to a basic random
function generator to produce a unique index for each container. Again, depending on
the NVM-CiM-based similarity flavor, the inverse Hamming distance is either calculated
inside the AM or the CPU, but the final accumulation and index generation process are
both entirely performed within the CPU.

There should not be any FN error in the concept of a Bloom filter. This means that when
something is inserted into the Bloom filter container(s), it should always be detected when
checked. However, it is possible to have a FP error, where data is not inserted into the
container(s) but is incorrectly detected as inserted.

For our simulation purposes, we generated two categories of data and filled more than
70% of the containers with one of them. Neither the CPU nor any of the NVM-CiM-based
similarity computation flavors exhibited FN errors. However, the FP results are shown in
Figure 5.12. Interestingly, the results of the flavors are slightly better than those of the
CPU in a fault-free environment. This is because the non-ideal noise of the NVM devices
helps to introduce more randomness into the index generation process for our Bloom
filter containers. As evidence of this, CAM-based flavor, which is a more error-prone
environment, performs slightly better compared to CPU and scouting-based flavor in all
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Figure 5.12.: False Positive percentage, Runtime, and Energy consumption of Bloom Filter (BLF) application.

three NVM technologies. Overall, this suggests that Bloom filter or similar applications
could benefit from AM acceleration.

5.4.4. Result Analysis

Regarding the latency, for some applications, there is a small difference between the
scouting-based and CPU versions, while for others, this difference is more significant. The
reason behind this lies in the scenario where applications have small input sizes compared
to the CPU cache capacity. In such cases, prefetching operates effectively, and the program
is sufficiently optimized. Thus, whether the scouting-based unit prepares XNORed results
or the CPU only loads raw inputs does not matter much, as the CPU can execute compare
operations on raw data without requiring scouting units. In contrast, this implies that if
more scouting units are integrated into the main memory, enabling parallel processing on
larger datasets, the latency difference mentioned earlier could become substantial.

Regarding energy consumption, the CAM-based flavor achieves an average off-chip energy
saving of 6X. This reduction is primarily attributed to the significant decrease in data size
transferred from memory to the processor, which is reduced by a factor of 8 compared
to other factors that remain relatively consistent between the two flavors. Additionally,
the utilization of DMA for data loading further supports the observed 6x energy savings,
making them expected.
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Furthermore, we observe technology-independent behavior regarding both latency and
energy consumption across various application types, despite a more than 10X difference
in write latency between ReRAM and STT-MRAM technologies. This behavior persists
due to the full-system nature of the simulation, which considers all interactions rather
than isolated scenarios. Conversely, reliability, regardless of application type, proves to be
both technology- and flavor-dependent in most scenarios.

5.5. Conclusion

In this chapter, we have characterized in-memory similarity computation using NVM-based
CiM architectures and demonstrated its potential to enhance performance by reducing
overall energy consumption and runtime latency. We have also emphasized the importance
of reliability assessment for representative NVM technologies employed for similarity
computation. By comparing different flavors of NVM-CiM-based similarity computation
and a diverse set of applications, we have quantified how workload characteristics interact
with the underlying hardware.

We have shown that latency and energy are largely technology-independent in our full-
system setting, whereas reliability strongly depends on both the memory technology and
the similarity-computation flavor, irrespective of application type. Interestingly, some
applications, such as Bloom filters and image hashing, can even benefit from the intrinsic
non-idealities of NVM technologies. Overall, the scouting-based flavor provides the most
favorable reliability profile compared to the CAM-based flavor.

Building on these insights, the next chapter focuses on cross-layer techniques to guarantee
reliable exact-match operation in NVM-CAM structures. There, we develop an algorithm-
technology co-optimization methodology that mitigates sensing errors without sacrificing
the performance and energy advantages of large-scale in-memory search.
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6. Cross-layer Solution for Reliable
NVM-CAM Realization

& Literature
This chapter is based on the following authored publication:
“Algorithm-Technology Co-Optimization for Reliable NVM-CAM Systems”

In Section 2.4, we introduced the basic organization and sensing principles of NVM-CAMs,
and in Section 2.6 we highlighted their main reliability challenges. Building on this
background, Chapter 5 evaluated NVM-based similarity-computation kernels implemented
with both scouting- and CAM-style CiM architectures, primarily targeting approximate
search and quantifying the associated reliability, energy, and performance trade-offs.
However, these chapters did not address how to guarantee reliable operation or how to
achieve high-accuracy results in applications that require exact matching rather than
approximate CAM outputs.

To address these limitations, this chapter presents a cross-layer algorithm-technology
co-optimization solution to mitigate SeER and improve NVM-CAM reliability without
compromising performance. At the circuit level, the matching voltage is tuned to a
statistically derived optimal value determined by both technology- and architecture-level
parameters. Under this configuration, the proposed NVM-CAMs reliably capture all true
matches, with only a small number of unintended false positives. Consequently, at the
algorithm layer, the matching procedure is adjusted so that the processor verifies candidate
matches and identifies the correct results. This reduces the SeER to 0% with negligible
verification overhead, as iterating over a limited subset of candidates is significantly more
efficient than traversing the entire data array.

Experimental results show that NVM-CAMs effectively reduce processor-memory data
transfers. This alleviates the memory wall and improves both performance and energy
efficiency. Compared to an ideal NVM-CAM, the proposed solution effectively addresses
matching reliability challenges while incurring only 6% run-time and 4% energy overheads,
without any additional hardware cost, thereby complementing the benchmarking and
analysis performed in the preceding chapters.
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Table 6.1.: Representative NVM-CAM implementations.

Paper Technology Cell Configuration SeER

[107] STT-MRAM 3T2R 1x107*
[108] STT-MRAM 3T2R 33x107*
[100] STT-MRAM 10T4R 1.5% 1072
[99] STT-MRAM 10T2R 5% 1073
[103] STT-MRAM 12T2R 1.1x10™*
[104] STT-MRAM 15T4R 2.7 X 1072
[105] STT-MRAM 15T4R 4.5x 1072
[106] STT-MRAM 15T6R 5x 1073
[110] ReRAM 2T2R 3.9%x 1072
[115] ReRAM 5T2R 5% 1072
[117] ReRAM 6T2R 1x1072
[119] PCM 2T2R 1x1074

6.1. Related Work

In the context of reliability-oriented CAM design, numerous NVM-CAM architectures
have been proposed based on various NVM technologies, including STT-MRAM [99, 100,
103, 104, 105, 106, 107, 108], ReRAM [110, 115, 117], and PCM [119]. These designs exhibit
diverse structural complexities, ranging from compact 2T2R cells [110] to more complex
15T6R cell [106] configurations. Despite continuous architectural improvements, most re-
ported SeERs remain on the order of 1072, while the most reliable implementations achieve
approximately 107* [107, 119], which is still insufficient for high-reliability applications.
Moreover, increasing the number of transistors per cell further exacerbates area overhead,
similar to the constraints in SRAM-based CAMs. Table 6.1 summarizes representative
NVM-CAM implementations, outlining their cell configurations and corresponding SeER
metrics.

6.2. Proposed Methodology

This section begins by defining the reliability challenges in NVM-CAMs and explaining
how SeER drastically increases in practical NVM-CAM implementations. It then introduces
our error-handling methodology to mitigate this problem.

6.2.1. Problem Definition

In an NVM-CAM, the ML voltage decay during a search operation can be modeled as an
RC circuit, where C is the ML capacitance charged to V44, and R is the equivalent resistance
of all activated pull-down paths. Figure 6.1a shows the ML voltage decay for various
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Figure 6.1.: Search operation voltage decay for varying numbers of match/mismatch bits in an 8-bit
STT-MRAM-based CAM. (a) illustrates the ideal case without process variations, while (b) and (c) show the
impact of process variations on the discharge curves for 8-bit and 32-bit data sizes, respectively. (d) and
(e) depict the effect of appending parity and ECC bits, which increase the minimum Hamming distance
between match and mismatch states. Shaded regions represent voltage distributions resulting from process

variations.
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Figure 6.2.: SeER analysis of STT-MRAM-based CAM using different ECC schemes for 32-bit and 64-bit
data sizes, evaluated across varying AV;er ranges. (* indicates baseline without ECC)

match/mismatch combinations in an 8-bit (i.e., column size) STT-MRAM-based CAM
under ideal conditions. For an n-bit CAM, there exist n+1 discharge levels, corresponding
to Hamming distances from 0 (full match) to n (full mismatch).

A comparison between Figure 6.1b and Figure 6.1c indicates that increasing n (from 8-bit
to 32-bit in this instance) results in a reduction of R, thereby accelerating the discharge
process and enabling faster search operations. However, a higher n also increases the
number of discharge levels and reduces the voltage margin (Vj) between adjacent states.
Furthermore, process variations induce a probabilistic distribution in each discharge path
(represented by the shaded regions in Fig. 6.1), which can further diminish or even cause
overlap of Vj;. Consequently, the reduction in V), impairs the ability to distinguish between
match and mismatch cases, thereby leading to an increase in the SeER.

In practice, n must be sufficiently large (e.g., 64-bit or higher); however, increasing n
exacerbates the reduction in V), and, consequently, increases in SeER. A well-established
approach to improve Vj; while maintaining a large n is to increase the minimum Hamming
distance (Dpin) between match and mismatch states through parity or Error-Correcting
Code (ECC) (ECC) bits, to easily distinguish these states. As illustrated in Figure 6.1d-
Figure 6.1e, this approach requires no structural modifications or decoding circuitry and can
raise Dpin to 2 when using parity bits or to 4 when using Single Error Correction, Double
Error Detection (SECDED) ECC. Nonetheless, it incurs additional memory overhead and
increased power consumption.

Despite the benefits of ECC, its effectiveness diminishes when SA variations are taken
into account by treating Vi r as a range (AVe) rather than as a fixed value. Figure 6.2
demonstrates that the SeER increases sharply with larger AV,.s. For example, in a 64-bit
STT-MRAM-based CAM, maintaining SeER <107° with AV,.f~10 mV requires 22 redun-
dancy bits (Dpin=8). Nevertheless, this level of redundancy and the relatively small
AVief~10 mV remain insufficient for practical NVM-CAM implementations. These limi-
tations indicate that conventional circuit-level approaches alone cannot ensure reliable
search operations under ML and SA variations.
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Table 6.2.: Comparison of Vs and SeER under ideal and non-ideal conditions for STT-MRAM-based CAMs
using baseline, parity, and ECC schemes. The best-case Vj; and worst-case SeER are highlighted for clarity
and comparison.

(Data+Redundancy) SeER
A h _ Drmi
pproac bits per Row min Vi [mV] @AV,ep=5mV
(64 +0) 1 4 7.461x107!
Baseline (32 +0) 1 8 3.251x107!
(16 + 0) 1 16 4.659%1072
(8+40) 1 31 1.303x1073
(64 +1) 2 8 2.707x1071
Parit (32+1) 2 15 1.080x1072
y (16 + 1) 2 29 2.100x107°
(8+1) 2 53 <107
(64 + 8) 4 14 1.738x1073
(64 + 15) 6 19 <107°
ECC (64 + 22) 8 23 <107
(32+7) 4 25 <107°
(32 + 13) 6 33 <107°
(32 +19) 8 38 <107

Similarly, Table 6.2 compares the V); between perfect match and Dy,-bit mismatch sce-
narios under ideal conditions (excluding non-idealities and process variation) for baseline,
parity, and ECC-based schemes. It also reports the resulting SeER at AV;r=5mV, incorpo-
rating the effects of non-idealities and variation. To aid comparison, best-case V) values
and worst-case SeER are highlighted. As seen in Table 6.2, most V) values fall below
30 mV, implying that differentiating match from mismatch becomes infeasible at higher
AVier. Consequently, the SeER approaches 1 (~100%), as also shown in Figure 6.2.

In summary, as n increases and ML/SA variations grow, the voltage distributions associated
with different Hamming distances increasingly overlap, causing SeER to rise sharply.
Moreover, redundancy-based techniques (parity/ECC) cannot maintain sufficient voltage
margin under realistic AV,et. Therefore, the problem addressed in this work is to ensure
reliable NVM-CAM search operations under substantial ML and SA variations while
avoiding excessive redundancy or structural changes to the NVM-CAM array. Specifically,
we aim to develop an algorithm-technology co-optimization method that mitigates SeER in
large-scale NVM-CAM:s to support the reliable and efficient acceleration of CAM-friendly,
data-intensive workloads.
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6.3. Proposed Error Mitigation Methodology

To address NVM-CAM reliability problem and effectively mitigate SeER, we propose an
algorithm-technology error mitigation methodology. This approach combines circuit-level
tuning with software-level filtering to guarantee reliable search in large-scale NVM-CAMs.
The core principle is to ensure detection of all true matches (true positives), even if
this occasionally produces false positives due to circuit variabilities. Any resulting false
positives can then be efficiently filtered in software with minimal overhead and ensuring
zero SeER. The methodology consists of two key steps:

1. Circuit-level characterization and tuning: Analyze the statistical distributions
of HRS and LRS resistances in the target NVM technology to determine an optimal
Vief that guarantees all true matches are captured, even under worst-case device
variations, while allowing a limited number of false positives. The default Vi.f is then
lowered to this fixed, optimized level, enabling deterministic hardware operation
and reliable capture of all valid matches with no latency or energy overhead, and at
the cost of an increased number of candidate matches.

2. Algorithmic filtering: At the hardware level, the tuned V;.f guarantees “no false
negatives”, meaning every true match is always included among the retrieved candi-
dates, even though this may increase the number of false positives. A lightweight
software routine then processes these “potential” matches, performing a precise
check on the processor to distinguish true matches from hardware-generated false
positives. This post-verification step ensures zero SeER while keeping the filtering
overhead minimal.

6.3.1. Circuit-level Characterization and Tuning

Our approach starts with determining an optimal Vi¢f that maximizes detection reliability.
Device variations affect HRS and LRS states, altering ML discharge rates and potentially
causing valid matches to fall below Vir at t;, resulting incorrect mismatch. To prevent
this, Vi.r must be set according to the worst-case discharge behavior of valid match cases.
Instead of placing Vief midway between the nominal match and 1-bit mismatch voltages,
we set it to correspond to a k-bit mismatch. This ensures all true matches are detected
while tolerating limited false positives.

The effective ML resistances for a full match (R,) and a k-bit mismatch (R,_¢) in an n-bit
row, considering variability in the resistances of memory cells, can be expressed in terms of
the individual cell resistances. Where N (pg, 01%1) and N (p, of) represent the distributions
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Table 6.3.: Minimum k values for STT-MRAM and ReRAM-based cells.
n +ECCBits | k-STT-MRAM  k-ReRAM

32 4 1
32 +7 4 1
64 5 2
64 +8 5 2
128 7 2
128 +9 7 2
256 9 2
256 +10 10 2

of resistance for each cell in the HRS and LRS states, respectively. Then, the effective
resistances are given by Equation 6.1 and Equation 6.2.
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We then solve for k = min{k | R, > R,_t}, identifying the smallest k that eliminates
incorrect mismatches while minimizing false positives. Monte Carlo simulations with 108
samples per pull-down path statistically evaluate these resistance distributions, assuming
Independent and Identically Distributed (IID) cells [136].

Table 6.3 lists the minimum k for STT-MRAM- and ReRAM-based 2T2R cells, with and
without ECC bits for additional false positive reduction. For instance, in a 32-bit array,
STT-MRAM-based CAMs must tolerate up to 4-bit mismatches, whereas ReRAM-based
CAMs tolerate only 1-bit mismatches. This highlights that, even for ReRAM with a higher
HRS-to-LRS ratio, Vief should be set to allow a 1-bit mismatch, rather than positioned at
the midpoint between the match and 1-bit mismatch, to ensure reliable functionality. As n
increases, larger k values are needed for robustness. Overly conservative tuning of Vir
further improves reliability at the expense of energy and performance.

Based on the provided minimum k values (Table 6.3) and technology parameters (e.g., n,
Vaa, C, ts, etc.), the corresponding optimal Vir is determined. In other words, optimal Vief is
equal to k-bit mismatch discharge voltage at t;. The original Vi is then set to this optimal
value without any additional hardware modifications or overhead. It is important to note
that, in our approach, V. is fixed during design time and does not need to be adjustable
at runtime.
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6.3.2. Algorithmic Filtering

Following the circuit-level tuning described above, the search algorithm is modified to
operate with NVM-CAM outputs that represent potential matches rather than guaranteed
matches. The tuned Vi ensures that all true matches are always included among the
candidates, but it may also allow a limited number of false positives. The software-side
filtering step is therefore responsible for refining this candidate set.

In the baseline processor-only workflow, the processor sequentially scans the data array
to identify all true matches. With NVM-CAMs, this initial search is instead performed
inside the memory array, where the CAM efficiently produces a result vector that marks all
potential matches. This change provides two key advantages. First, executing the search
directly within memory reduces processor-memory interactions, since the data remains
in place and no longer needs to be streamed through the cache hierarchy. Second, the
CAM output is a compact result vector, typically 64x smaller than the underlying dataset
and often further compressible, which allows efficient caching and rapid iteration over
candidate entries.

Once the processor receives the result vector, it checks each indicated entry against
the original query using standard processor instructions. This final verification step
removes any false positives introduced by the approximate nature of CAM matching at
the tuned V;er. Because the number of candidates is far smaller than the full dataset, the
additional computation required for this check is minimal. The combination of hardware-
side inclusiveness and software-side precision guarantees that the final results are free of
SeER.

Algorithm 1 outlines these required software-level steps for utilizing the NVM-CAM. Lines
3-14 perform a search for the query if the array is already stored in the NVM-CAM. Lines
15-16 execute a standard search when the array size is small. Lines 17-25 check the array
size, load it into the NVM-CAM appropriately, and then perform the search operation.

6.4. Full-System Behavior Modeling Platform

To comprehensively evaluate NVM-CAMs, our methodology spans the circuit level, system
level, and software level, capturing both performance and reliability effects across the
full stack. This integrated approach enables accurate end-to-end modeling and validation,
beginning with circuit-level behavior, extending through system-level architecture, and
ultimately incorporating software-level interactions. Figure 6.3 presents an overview of
our full-system modeling and validation platform. The following subsections discuss each
level in detail.
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Algorithm 1 Algorithm for Query Search While Utilizing NVM-CAM

Require: Array, Query Q
Ensure: Result Vector result
1: a* « Pointer to first element of Array
2: b* « Pointer to last element of Array
3: if a*,b* € NVM_CAM_LUT then
4 CAM_Result_Vector « NVM_CAM_Search(Q)
5 for i = 0 to sizeof( CAM_Result_Vector ) — 1 do
6: for j = 0 to sizeof( NVM_CAM_rows ) — 1 do
7: if CAM_Result_Vector[i] & (1 < j) then
8:
9

index « i X sizeof( NVM_CAM_rows ) + j
if Array[index] = Q then

10: result.push({index : Array[index]})
11: end if

12: end if

13: end for

14:  end for
15: else if (b* — a*) < 1 MB then
16:  return std:search(a®, b*, Q)

17: else

18:  if (b* —a*) > NVM_CAM_size then

19: Divide Array into two arrays

20:  else

21: Copy [a*, b*] into NVM_CAM

22: Update NVM_CAM_LUT with (a*, b*)
23:  endif

24:  Repeat this algorithm

25: end if

26: return result

6.4.1. Circuit-Level Modeling

To develop an accurate, system-level compatible model of circuit behavior, we first con-
struct a statistical model of a single bit-cell consisting of an STT-MRAM or ReRAM in
series with an NMOS transistor. The circuit is implemented in Cadence Virtuoso, and 1,000
Monte Carlo simulations are performed per bit-cell to analyze ML discharge characteristics,
representative of search operations. Figure 6.4 showcases resistance swing of a single
STT-MRAM bit-cell in both HRS and LRS states under varying ML voltage during the
read/search operation. Since the resulting behaviors follow a normal distribution, we
extract the mean (u) and standard deviation (o), as illustrated in Figure 6.3.

The extracted p and o values for each cell state are then used in our Python analysis to
perform 10® Monte Carlo simulations, capturing a wide range of variations from best-case
to worst-case scenarios. This allows us to calculate the optimal values for k and V., as
discussed in Section 6.3.

87



6. Cross-layer Solution for Reliable NVM-CAM Realization

Circuit-Level

E Cell Specifications | System-Level Software-Level
' NVM-CAM circuit: .................................... L T D e e e ;
* 3 : . Application v
‘1 INVM-CAM Model ;| :: ! !
Py 1 3 i Implementation
Cadence Virtuoso| = “------ { —————— % N & _____ /
ST * ______ - gem5 (—l . Exect.JtabIe «—] C++ Compiler
1 i, o of Cells L/ | .\__Iill_e___'
- for High-level Analysis ( /' 1* T
& NVMain ' NVM-CAM API '
Python Simulation T N !
Y | Updated NVM |
:  Memory Configs . Simulation Stats

Figure 6.3.: High-level overview of the full-system modeling and validation methodology.
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Figure 6.4.: Resistance swing of a single STT-MRAM bit-cell in both HRS and LRS states under varying ML
voltage during the read/search operation.

In our system-level simulations, each bit-cell is modeled stochastically, capturing its analog
behavior by sampling from the corresponding normal distribution every time the cell is
accessed. This approach not only represents resistance variations and reliability effects but
also implicitly accounts for the bit-cell’s relative position to the SA, temperature variations,
and SA inaccuracies over time. Therefore, both the extracted y and o, along with k and
Vief, are incorporated into our system-level simulations, as shown in Figure 6.3.

88



6.4. Full-System Behavior Modeling Platform

6.4.2. System-Level Modeling

To model system-level behavior, we employed gem5, a widely recognized full-system sim-
ulation framework. By default, gem5 provides a comprehensive simulation environment
encompassing a wide range of system components, from CPU cores to the memory subsys-
tem. Since our focus is on in-memory NVM-CAMs, we replaced gem5’s default memory
controller and main memory model with NVMain [222], which enables detailed simulation
of main memory behavior, particularly for NVM technologies. Although NVMain does not
natively support in-memory NVM-CAMs, their distinctive behavior is primarily confined
to the array level, leaving other characteristics largely unchanged.

As shown in Figure 6.3, to enable accurate simulation of in-memory NVM-CAMs, we
extend both gem5 and NVMain. In gem5, we develop a parametric NVM-CAM model
that includes default specifications for STT-MRAM and ReRAM. Users can modify key
parameters, such as resistance, cell size, and Vif, to study performance trade-offs or to adapt
the model to a new memory technology. Additionally, we incorporate multiple reliability
models, including CPU-only and ideal, process-variation-aware (our proposed method),
and ECC-augmented NVM-CAM configurations. Additionally, NVMain is updated with
the latest configurations for commercial NVM technologies. We also add NVM-CAM-
specific latency and energy penalties based on worst-case estimates from prior tools [80,
247, 248].

Figure 6.5 shows a simplified system-level configuration of our in-memory NVM-CAM. By
default, Channel#2 is disconnected, and there is no NVM-CAM memory in the CPU-only
configuration. We utilize Channel#2 to separate the physical address spaces of NVM-CAM
and DRAM-based main memory. As shown in Figure 6.5, it consists of a single NVM-CAM
chip (i.e., no data interleaving), comprising a CAM controller and multiple NVM-CAM
subarrays. The CAM controller is similar to a DRAM chip controller, with the key difference
being its use of a distinct state machine and dedicated circuitry to orchestrate CAM write
operations, retrieve results (rather than subarray content), and update the query. ECC
decoding is also performed at this level for ECC-augmented CAM scenarios. Additionally,
Figure 6.5 illustrates the communication lines, which include the data I/O bus, row-address
lines, and control/select signals. The control/select signals activate a specific subarray,
manage CAM-specific operations, and determine the source or destination buffer of the
data I/O bus.

6.4.3. Software-Level Interactions

As illustrated in Figure 6.3, gem5 requires a software-level executable to serve as the
entry point for system-level simulation. Communication between the software and the
NVM-CAM is facilitated through the NVM-CAM API. This process is fully automated
at compile time by wrapping standard search functions with API calls, as discussed in
Section 6.3.2, which provides the actual implementations. As depicted in Figure 6.6,
standard CPU-based search functions are replaced with calls to the NVM-CAM API. The
API orchestrates interactions between the CPU and the NVM-CAM, ultimately returning
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Figure 6.5.: System-level configuration of our in-memory NVM-CAM. Channel#2 is used to map the
NVM-CAM into a separate physical address space, isolated from DRAM.

Von Neumann baseline With the presence
without NVM-CAM of NVM-CAM

NVM-CAM API

Copy input data array to
NVM-CAM memory space,
if not exist or changed

Descriptions

Memory Copy from DRAM
> physical address to NVM-
CAM physical address

Write a normal CPU application

v

Call standard search function

v

Continue normal application
flow with search results

Call NVM-CAM search function dedicated physical address,

Send search command

Read NVM-CAM results
from result address space

I

1

I

I

1

|

I

|

l Retrieve search result
l vector to CPU
1
|
I
1
I
I
1
I
I
1
I
U

.
>
.
>

} Copy search query to a

Check result vector

Load match candidates ~\\

Search through match candidates 3 > Done by CPU

and find correct matches

I
|
| Return final results ‘
1 (I
I I

to the application

Figure 6.6.: Required software-level modifications to utilize NVM-CAM hardware

search results in the required format. Finally, the CPU performs additional verification
to ensure the correctness of the NVM-CAM output and guarantees zero SeER before
reporting the results.
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6.5. Evaluation and Results

We evaluated the proposed method across multiple applications, system configurations,
and two NVM-CAM technologies (STT-MRAM, ReRAM), using three metrics: runtime
(total execution time), off-chip energy (main memory + NVM-CAM), and False Positive
(FP) ratio (total matches to true matches; 1 = ideal). While reliability is perfect, FP ratio
captures false-positive overhead.

We simulated four different system configurations:

1. CPU (Baseline): Uses a conventional CPU-memory system without any NVM-CAM,
serving as a reference point for performance and energy comparisons.

2. IdICAM (Ideal CAM): Incorporates an ideal NVM-CAM where all accesses are as-
sumed perfect—free from non-idealities stemming from process variations, noise,
or randomness—providing an upper bound on achievable performance and a refer-
ence for over-conservative k-values than those reported in Table 6.3, which lists the
minimum required values.

3. ProposedCAM (Realistic analog/stochastic CAM): Introduces realistic analog behav-
ior and process variation; each accessed bit undergoes stochastic modeling using
a corresponding normal distribution to emulate the resistance characteristics of
NVM-CAM cells, thereby capturing the impact of physical non-idealities on system
behavior.

4. EccCAM (ECC-augmented CAM): Extends ProposedCAM by appending ECC bits to
each data entry. These bits increase Dy, between matching and mismatching cases,
thereby helping to reduce the the likelihood of false positives.

In EccCAM configuration, we use standard SECDED coding, which provides Dy, of 4,
and include the associated energy consumption of the ECC decoding. However, it is
important to note that EccCAM is incompatible with ternary/masked queries, as stan-
dard ECC coding schemes do not support “don’t care” values. Therefore, for one of our
applications—DNA, which relies on ternary/masked queries—we do not report results
under this configuration.

To investigate the impact of dataset size on performance and reliability, we tested two
dataset classes. @ Small datasets (approximately 10 MB) represent lightweight workloads
where NVM-CAM can accommodate most or all data without frequent replacements. In
contrast, @ large datasets (approximately 100 MB) emulate data-intensive applications
that frequently overwrite NVM-CAM content due to limited capacity.

To capture realistic system behavior, our simulation framework integrates per-bit stochastic
modeling and analog behavior emulation, which significantly increases computational
complexity. To maintain tractable simulation times while preserving realistic behavior, we
adopted a two-level cache hierarchy with an L2 cache of 2 MB and varied NVM-CAM sizes
ranging from 8 MB to 32 MB, depending on the column size of the NVM-CAM. This setup
enables scaled-down simulations that still reflect realistic cache-memory interactions.
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While small datasets tend to remain stationary in NVM-CAM, large datasets cause frequent
content updates, highlighting the limitations of finite NVM-CAM capacity. This variability
enables the exploration of both steady-state operation and high-load scenarios. Although
the simulation incurs significant overhead, execution times remain manageable—ranging
from several hours to two days—while providing comprehensive performance insights
across diverse scenarios.

We validated our approach using three real-world applications, each representing a distinct
workload domain:

1. DB (Database Search): Involves saving hashed table records into NVM-CAM for
rapid retrieval. We used the Steam video game recommendation dataset [249] as the
small dataset, and the myKet Android application installation dataset [250] as the
large sample datasets.

2. ISH (Image Similarity Hashing): Applies Average Hashing [246] to generate multiple
hash signatures per image. These partial hashes are stored in NVM-CAM to facilitate
efficient similarity queries, using the CIFAR-10 dataset [251].

3. DNA (DNA Sequence Search): Searches for specific nucleotide sequences within a real
human chromosome dataset [252]. Since biological sequences may not align to word
or byte boundaries, this task requires support for bit-level shifting and approximate
matching—making it a strong candidate for evaluating variability-tolerant CAM
architectures.

Table 6.4 summarizes all the parameters used in the circuit- and system-level simulation
setup, along with the corresponding applications and datasets. Similarity, Figure 6.7,
Figure 6.8, and Figure 6.9 presents the runtime, off-chip energy, and FP ratio, respectively,
which are discussed in the following. Although each scenario emphasizes different behav-
iors depending on the nature of the application, we focus on the geometric mean results
for a fair comparison and discuss them accordingly.

Runtime: ReRAM-IdICAM exhibits approximately 0.1% higher latency than STT-MRAM-
IdICAM, primarily due to device-level ReRAM configuration characteristics. Nevertheless,
because ReRAM offers a more favorable FP ratio than STT-MRAM, ReRAM-ProposedCAM
incurs only about a 3.4% runtime overhead, whereas STT-MRAM-ProposedCAM introduces
roughly a 6.7% overhead. Employing EccCAM reduces runtime by approximately 2%
for STT-MRAM; however, for ReRAM, the additional ECC overhead results in a 0.7%
increase in runtime. Overall, compared with conventional von Neumann architectures, all
configurations achieve approximately an 8X improvement in runtime.

Off-chip energy: Off-chip energy consumption exhibits a trend closely aligned with over-
all runtime. Although ReRAM exhibits approximately 0.8% higher energy consumption
in the IdICAM configuration, its superior FP ratio reduces the total number of mem-
ory interactions, thereby mitigating overall energy usage. In EccCAM, the FP ratios of
STT-MRAM and ReRAM become comparable; consequently, STT-MRAM shows roughly
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Table 6.4.: Simulation setup parameters/configurations.

Circuit-Level Parameters
STT-MRAM-Parameters ReRAM-Parameters

Radius of Filament 45 nm

Oxide Layer Thickness  0.85nm | Length of the Disc Region ~ 0.6nm

Free Layer Thickness  0.70nm | [pitial Oxygen Vacancies
MT] Surface (circle) r=40nm | Concentration in the Disc LRS: 3
HRS: 0.009

TMR, (IMRat 0V)  ~200% (%102 /m’]
Resistance-Area 0 \Vz :
10 O um? xygen Vacancies _
Product (RA) ! Concentration in the Disc Ml\i/[rix(.) ?)?)8
[x10%3/m3] T
LRS (30) 3.1% LRS (30) 5.9%
HRS (30) 8% HRS (30) 18%

22 nm FD-SOI library (GlobalFoundries)

Extracted Circuit-Level Parameters
STT-MRAM-u STT-MRAM-oc ReRAM-i ReRAM-o

HRS 23kQ 1kQ 250 kQ 45kQ
LRS 12kQ 200 Q 9.8kQ 600 Q
Updated System-Level NVMain Configurations Source/Reference
STT-MRAM | ReRAM

. SPI-based 8 Mbit [253]
DDR4-based 1Gbit [223] (extrapolated, validated against academic sources)

System-Level gem5 Config file
CPU type Out-of-Order
Compiler & Optimization Flag g++-03
ISA / CPU Clock Frequency x86-64 / 2 GHz
# of Load/Store/Issue/ROB Entries | 32 /32 / 64/ 128
# of Physical Int/FP/Vec Registers | 128 /128 /128

L1 Inst/Data Cache Size 32/ 64 KiB
L1 Tag/Data/Response Latency 2/2/2 cycles
L2 Cache Size 2 MiB

L2 Tag/Data/Response Latency 20/20/20 cycles
Applications & Datasets
Steam dataset [249] (small), myKet dataset [250] (large)
CIFAR-10 [251]
Human genome data [252]

DB (Database Search)
ISH (Image Similarity Hashing)
DNA (DNA Sequence Search)
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Figure 6.7.: Runtime across simulation configurations.

0.3% lower energy consumption, underscoring the impact of ECC decoding overhead in the
ReRAM-based design. Overall, compared with conventional von Neumann architectures,
all configurations achieve approximately a 2x improvement in off-chip energy efficiency.

FPratio: FPratiois primarily determined by dataset characteristics. Overall, STT-MRAM
exhibits a highest FP ratio (~7X), consistent with its lower HRS-to-LRS ratio compared
to ReRAM. However, results shows that ECC can drastically improve this to only 3%.
Nevertheless, the system-level performance difference between STT-MRAM and ReRAM
remains small, since the FP-to-dataset size ratio is minimal.
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Figure 6.8.: Off-chip energy consumption across simulation configurations.

6.5.1. Approximate CAM Scenarios

To further highlight the flexibility of our framework for algorithm-technology co-optimiza-
tion and approximate CAM scenarios, we implemented a k-Nearest Neighbors (k-NN)
classification algorithm. To align with NVM-CAM-compatible operations, we used integer-
encoded values in place of floating-point representations, enabling similarity evaluation via
Hamming distance rather than cosine or Euclidean metrics. This design choice avoids ar-
chitectural modifications or additional hardware support, demonstrating how approximate
applications can natively exploit the proposed Framework.

For this experiment, we generated synthetic datasets tailored to evaluate k-NN under
varying similarity thresholds. Figure 6.10 presents the runtime and energy consumption
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Figure 6.9.: False Positive Ratio (FP ratio) across simulation configurations.

for different configurations. Instead of reporting RF, we evaluate classification accuracy
in Figure 6.11, since k-NN relies on majority voting rather than match validation. Here,
in addition to the baseline k values listed in Table 6.3, we incrementally increase k by
Ak for each technology, effectively lowering Vief to explore broader similarity neigh-
borhoods. The results suggest that STT-MRAM-based CAMs may be better suited for
approximate workloads. Due to their lower HRS-to-LRS ratio and higher intrinsic vari-
ation, STT-MRAM devices introduce a broader range of match behavior, which can be
beneficial for classification tasks that tolerate inexact matches.
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Figure 6.10.: Runtime and off-chip energy consumption for the k-NN classification task.

6.6. Conclusion

In this chapter, we introduced a cross-layer error-mitigation methodology for in-memory
NVM-CAMs and validated it using an open-source simulation platform with detailed
device-, circuit-, and architecture-level modeling. We showed that large-scale NVM-CAM:s
can serve as effective filtering accelerators for data-intensive, search-heavy applications,
providing significant performance and off-chip energy-efficiency gains over conventional
systems while guaranteeing zero SeER at the application level. Our evaluation further
revealed that system-level behavior is largely insensitive to the specific NVM technology
once appropriate algorithm-technology co-optimization is applied, because higher layers
absorb many device-level differences. Realistic workloads confirm both the reliability and
the practicality of the proposed error-handling strategy.

The flexibility of our platform enables systematic algorithm-technology co-optimization
and naturally extends to hybrid memory hierarchies and near-memory compute units,
broadening the applicability of reliable NVM-based search.

Together with the cross-layer techniques developed for NVM-CiM in the previous chapters,
these results complete the core technical contributions of this dissertation. The concluding
chapter reflects on these contributions, summarizes the overarching insights for reliable
memory-centric computing, and outlines promising directions for future work.
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This dissertation studied how to design, analyze, and improve the reliability of NVM-based
in-memory computing substrates so that they provide performance and energy benefits
with reliable behavior under realistic system constraints. The common theme is a cross-
layer view: starting from device and circuit models, we propagate their impact through
the microarchitecture and to the application level, and use this information to design
error-mitigation mechanisms.

The work focused on two classes of memory-centric accelerators: @ NVM-CiM architec-
tures, which embed Boolean or arithmetic operators directly into the memory arrays, and
@ NVM-CAM structures, which perform associative search and similarity computation
inside memory. Across these substrates, the dissertation pursued three main goals: @ build
full-system modeling and fault-injection infrastructure; @ quantify the reliability, per-
formance, and energy trade-offs of different technologies and architectural flavors under
realistic workloads; and € develop cross-layer techniques that compensate for device and
circuit non-idealities while preserving the advantages of memory-centric computing,.

In the following, we first summarize the contributions of each technical chapter, then
discuss the cross-layer insights that follow from this work, and finally outline limitations
and directions for future research.

7.1. Summary of Contributions

The dissertation is organized around four core technical chapters that build on the back-
ground in Chapter 2 and together address modeling, assessment, and cross-layer hardening
for NVM-based in-memory computing.

Full-System Framework for NVM-CiM Architectures (Chapter 3)

Chapter 3 introduced Sisyphus, a full-system simulation and fault-injection framework for
NVM-CiM architectures. Sisyphus extends gem5 with configurable CiM modules based
on STT-MRAM, ReRAM, and PCM, integrates detailed technology and circuit models via
NVSim and McPAT, and provides a comprehensive API that allows real applications to
invoke CiM operations. It further implements microarchitectural SFI for both the host CPU
and the CiM units, enabling joint assessment of performance, energy, and reliability.
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Using Sisyphus, we showed that CiM-enabled systems can achieve more than 7X latency
improvement and around 19% power savings compared to conventional CPU-only systems
for representative workloads. At the same time, we observed that these gains interact
with reliability: different NVM technologies show different vulnerability profiles, and
the resulting ERC trade-offs depend strongly on the workload. This chapter established
the need for cross-layer models that explicitly incorporate reliability when evaluating
memory-centric architectures.

Cross-Layer Hardening of NVM-CiM (Chapter 4)

Building on the Sisyphus infrastructure, Chapter 4 addressed the reliability limitations of
scouting-logic-based NVM-CiM operations. We showed that realistic process variations
lead to circuit-level decision failure rates between 10~7 and 1073, which is insufficient for
large-scale deployment of NVM-CiM accelerators.

To overcome this bottleneck, we proposed a cross-layer software—hardware co-design
based on double-reference sensing and selective recomputation. At the circuit level, each BL
is sensed against two intentionally offset references, which partition the resistance space
into error-free and suspicious regions. At the architectural level, suspicious results are
flagged and propagated to the CPU; and at the application level, only the flagged subset is
recomputed using conventional instructions.

Extensive full-system simulations with microarchitectural fault injection showed that this
method reduces the application-level decision failure rate below 107'%, while preserving
the performance and energy advantages of NVM-CiM. In particular, the proposed scheme
delivers about 45% performance improvement and 30% energy savings over a CPU-only
baseline, with roughly 1% verification overhead. This chapter shows that modest circuit
changes, when combined with appropriate software support, can close the reliability gap
of NVM-CiM without removing its benefits.

Benchmarking NVM-CAM Similarity-Computing Flavors (Chapter 5)

While Chapter 3 and 4 concentrated on NVM-CiM, Chapter 5 turned to similarity compu-
tation using NVM-based CiM architectures that support either a scouting-based flavor or a
dedicated CAM-based flavor. We developed an end-to-end technology-to-application anal-
ysis flow that combines SPICE-level characterization of NVM devices, circuit-level error
modeling, architecture-level integration into gem5, and application-level error propagation
via system-level Monte Carlo fault injection.

Using this framework, we benchmarked multiple CiM-friendly applications, including
exact matching, DNA sequencing, hyperdimensional classification, image hashing, and
Bloom filters, across three representative NVM technologies. The results showed that both
similarity-computing flavors achieve latency improvements of 1.2X-3.4X and 2.2x-12X,
and energy improvements up to 6.7X, relative to CPU-only execution. These gains are
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largely technology-independent once full-system effects are taken into account. In contrast,
reliability—captured via the AVF metric—is strongly technology- and flavor-dependent.

The chapter also showed that some applications, such as Bloom filters and image hashing,
can benefit from the intrinsic non-idealities and randomness of NVM devices. In these
cases, noise improves the entropy of hashing or index generation, which can lead to better
false-positive characteristics compared to a noiseless CPU baseline. Overall, Chapter 5
quantified the reliability—performance—energy space of similarity-computing NVM-CiM
flavors and identified application-dependent cases where non-ideal behavior is useful.

Reliable NVM-CAM for Exact Matching (Chapter 6)

Finally, Chapter 6 addressed the challenge of providing exact-match guarantees in large-
scale NVM-CAM arrays. Whereas Chapter 5 primarily targeted approximate similarity
search, many data-intensive workloads (e.g., database lookups, key-value stores, and
certain genomic queries) require strictly correct matching semantics.

The chapter proposed a cross-layer error-mitigation methodology that combines circuit-
level tuning with algorithmic filtering. First, we statistically characterized the distribution
of ML discharge behavior under process variation for STT-MRAM- and ReRAM-based
2T2R cells, and determined a technology- and configuration-dependent mismatch tolerance
level k. Based on this analysis, we set a fixed, optimized reference voltage V;r that lies
at the boundary between full matches and k-bit mismatches. This choice ensures that all
true matches are always detected, at the cost of a controlled number of false positives.

Second, we modified the software search procedure so that the CPU verifies all candidates
returned by the NVM-CAM. Because the number of candidates is typically much smaller
than the dataset, this filtering step adds only modest overhead while guaranteeing zero
SeER at the application level. Full-system simulations with realistic applications (e.g.,
database search, image similarity hashing, and DNA sequence search) showed that the
proposed method incurs only about 6% runtime and 4% off-chip energy overhead compared
to an ideal, error-free NVM-CAM, while still providing around 8x speedup and 2x oft-chip
energy savings over a conventional von Neumann baseline. The chapter also showed that,
after appropriate co-optimization, system-level behavior becomes largely insensitive to
the exact NVM technology, because higher layers absorb many device-level differences.

Together, these four technical chapters provide a consistent methodology: from full-
system modeling and reliability assessment, through cross-layer protection of NVM-CiM,
to benchmarking and error mitigation for NVM-CAM in both approximate and exact-
match schemes.
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7.2. Cross-Layer Insights for Reliable Memory-Centric
Computing

Beyond the chapter-specific results, the dissertation gives several general observations
about designing reliable memory-centric architectures.

End-to-end modeling is necessary. Device-level or array-level metrics alone do not
predict system-level behavior well. For example, ReRAM appears more robust than
STT-MRAM at the device level, yet the effective reliability and performance in a full
system depend on how technology characteristics interact with cache hierarchies, data
movement patterns, and application-level masking. Likewise, some technologies with less
favorable raw parameters can be competitive when paired with appropriate architectural
and algorithmic support. Cross-layer models are therefore important when comparing
technologies or choosing design points.

Reliability must be a design objective. In all evaluated scenarios, designs that max-
imize performance or minimize energy without considering reliability are not suitable
for large-scale deployment. The value of CiM and CAM-style accelerators lies not only in
their raw speedups but also in their ability to deliver those speedups within acceptable
failure rates and without prohibitive protection overheads. Explicitly quantifying the
energy-reliability—cost trade-offs, as done via the ERC and AVF analyses, helps to identify
useful combinations of technology, architecture, and workload.

Cross-layer co-design enables practical error mitigation. The proposed schemes
in Chapter 4 and Chapter 6 follow a common pattern: use relatively simple circuit or
architectural mechanisms to expose potentially unreliable events, and offload the rare,
critical corrections to more flexible software layers. This division of responsibilities keeps
hardware overheads low while exploiting the programmability and context knowledge of
software. By controlling when and how software intervenes, it is possible to reach very
low or even zero error rates at minimum cost.

Non-idealities are not always harmful. While much of this dissertation focuses on
mitigating errors, Chapter 5 shows that, for some approximate applications, device non-
idealities can be beneficial. In image hashing and Bloom-filter-like scenarios, NVM variabil-
ity introduces additional randomness that improves hash quality or mitigates unintended
results. This suggests that, for some workloads, error-mitigation mechanisms and hard-
ware parameters should not only minimize errors, but also shape non-ideal behaviors
toward application-level goals.
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7.3. Future Research Directions

The methodology and insights developed in this dissertation lead to several directions for
future work.

Extending modeling frameworks to richer memory hierarchies. One natural ex-
tension is to adapt Sisyphus and the NVM-CAM platform to heterogeneous memory
systems that combine DRAM, SRAM, multiple NVM tiers, and emerging interfaces such
as 3D-stacked memories and CXL-attached devices. Such systems introduce new data-
movement patterns and reliability modes that require corresponding cross-layer models
and protection strategies.

Generalizing cross-layer reliability to other accelerators. The co-design patterns
used here are not specific to NVM-based memories. Analog and mixed-signal accelerators
for machine learning, in-sensor processing, or near-storage computation face similar
challenges. Adapting the modeling and error-mitigation concepts, including selective
recomputation, candidate verification, and reliability-aware scheduling, to these domains
could broaden the impact of this work.

Adaptive and workload-aware error management. Both the double-reference sens-
ing scheme and the tuned-V,.f NVM-CAM design use static design-time parameters. An
extension is to make these parameters adaptive, for example by adjusting reference levels
or verification policies based on observed workload characteristics, environmental condi-
tions, or aging indicators. Such adaptive schemes could further reduce overheads while
maintaining target reliability.

Software and programming-model support. Fully realizing the potential of reliable
memory-centric computing will also require better integration with software. This includes
compiler and runtime support for automatically offloading suitable kernels to CiM or CAM
substrates, annotating reliability requirements, and coordinating error-mitigation policies
across libraries and OS.

Closing Remarks

In summary, this dissertation has shown that NVM-based in-memory computing can
provide substantial performance and energy benefits while meeting strict reliability targets,
ifitis designed and evaluated with a cross-layer perspective. Accurate end-to-end modeling,
combined with targeted error-mitigation mechanisms, allows device- and circuit-level
non-idealities to be treated as a design factor rather than a fundamental limitation. The
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techniques and insights developed here contribute to making memory-centric computing
a practical and reliable option in future systems.
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List of Acronyms

ACE
ADC
ALU
AM
API
AVF
BER
BL
CAM
CDF
CiM
CMOS
CPU
DDR4
DMA
DNA
DRAM
ECC
ED2P
EDP
ERC
FIT
FPE
FPGA
HBM
HDC
HMC
HRS
IID

IP

1Q

IR
ISA
k-NN
LRDIMM
LRS

Architecturally Correct Execution
Analog-to-Digital Converter
Arithmetic Logic Unit

Associative Memory

Application Programming Interface
Architectural Vulnerability Factor
Bit Error Rate

Bit Line

Content Addressable Memory
Cumulative Distribution Function
Compute-in-Memory
Complementary Metal-Oxide-Semiconductor
Central Processing Unit

double data rate fourth-generation
Direct Memory Access
Deoxyribonucleic Acid

Dynamic Random-Access Memory
Error-Correcting Code (ECC)
Energy-Delay Squared Product
Energy-Delay Product
Efficiency-Resilience Coeflicient
Failures in Time

Failure per Execution
Field-Programmable Gate Array
High-Bandwidth Memory
HyperDimensional Computing
Hybrid Memory Cube
high-resistive state

Independent and Identically Distributed
Intellectual Property

Instruction Queue

Intermediate Representation
Instruction Set Architecture
k-Nearest Neighbors

Load-Reduced Dual Inline Memory Module
low-resistive state
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MAC
ML
MT]
MVM
NMC
NMOS
NN
NVM
(O]
PCM
PDF
PDK
PDN
PiM
PMA
ReRAM
ROB
RTL
SA
SBU
SDC
SECDED
SeER
SFI
SIMD
SL
SoC
SRAM
STT-MRAM
TLB
WL

Multiply—-Accumulate

Match Line

Magnetic Tunnel Junction
Matrix—Vector Multiplication
Near-Memory Computing

N-type Metal-Oxide-Semiconductor
Neural Network

Non-Volatile Memory

Operating System

Phase Change Memory

Probability Density Function
Process Design Kit

Power Distribution Network
Processing-in-Memory
Perpendicular Magnetic Anisotropy
Redox-based RAM
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