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ABSTRACT

Cybersecurity anxiety captures the persistent worry, stress and
perceived lack of control individuals experience when navigating
digital threats. While prior research has examined privacy concerns,
computer anxiety and related constructs, no validated instrument
exists to specifically measure anxiety in cybersecurity contexts. We
address this gap with the Cybersecurity Anxiety Scale (CybAS),
a 15-item psychometric instrument developed through literature
review, item generation, and multiple survey studies. CybAS con-
sists of three factors: Present (current concerns), Future (anticipated
threats), and Control (perceived control over outcomes). Analyses
confirm strong reliability and validity, and the concise format makes
CybAS suitable for both research and applied settings. Beyond mea-
surement, CybAS offers HCI researchers a diagnostic framework
for detecting misalignments between users’ mental models and se-
curity technologies, enabling the design of anxiety-aware security
systems that directly address emotional barriers, bridging the gap
between usability, trust, and security.
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1 INTRODUCTION

Users constantly interact with security mechanisms, from password
managers to multi-factor authentication prompts. The effectiveness
of these systems depends on how well a user’s mental model (their
internal understanding of threats, safeguards, and consequences)
aligns with the system’s design [16, 75]. When this alignment fails,
it can lead to more than just errors; it can foster a state of worry,
stress and perceived lack of control. Moreover, individuals are in-
creasingly exposed to cybersecurity risk as a consequence of their
daily digital consumption [54]. This can affect how they perceive
and interact with digital systems and create strong emotions [13, 67],
leading to feelings of worry and stress [3]. These emotions toward
cybersecurity, including anxiety, can impact preventive measures,
compliance and behavioral intentions [76, 77], and behaviors them-
selves [14]. We define as cybersecurity anxiety this worry, stress,
and perceived lack of control that individuals experience when nav-
igating a landscape of myriad digital threats and security practices.
This concept is a critical HCI concern, as it signals a fundamental
disconnect between the user and the technology, leading to disen-
gagement and unsafe behaviors [14]. If we design technologies that
do not align with users’ mental models or emotional states, people
are unlikely to adopt or engage with them, even if the technologies
are highly effective [77]. This paper introduces a tool to diagnose
the amount and nature of this disconnect, enabling us to design
interventions that rebuild user understanding and confidence.

Prior research has examined constructs adjacent to cybersecu-
rity anxiety. Studies in usable security and privacy have introduced
scales measuring behaviors, attitudes or resilience in relation to
cybersecurity threats [2, 25, 27, 29, 45, 55]. Similarly, psychology
and HCI research have developed validated scales for anxiety. This
spans from clinical contexts [7, 33, 37, 70, 80], to domain specific
forms such as computer anxiety [38] or artificial intelligence anxi-
ety [78]. Privacy research has also highlighted how concerns over
data collection and surveillance affect individuals’ behavior and
well-being [5, 34, 53]. Collectively, these studies indicate that stress
and worry related to cybersecurity are complex and not fully cap-
tured by existing scales.
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Despite these advances, there is still no validated scale that specif-
ically measures anxiety related to cybersecurity threats and prac-
tices. Existing scales either target behaviors or attitudes (e.g., Se-
BIS [25] and SA-6 [29]), resilience (e.g., Human Cyber-Resilience
Scale [45]) or more general fear and paranoia that shows a per-
sistent thought process apart from emotion (e.g., Cyber-Paranoia
and Fear Scale [55]). While these scales are valuable, they do not
directly assess the emotional responses that capture cybersecurity
anxiety, including worry, stress and perceived lack of control in
cybersecurity contexts (as opposed to paranoia as feeling of others
being out to harm you or fear that is just one of the aspects of
anxiety). This gap limits the ability of researchers and practitioners
to study the impact of cybersecurity threats in terms of anxiety
responses by individuals, and design interventions that address the
emotional consequences.

To address this gap, we present the Cybersecurity Anxiety
Scale (CybAS), a psychometric instrument designed not only to
measure anxiety but to diagnose the underlying nature of a user’s
flawed mental model. Its 15-item, three-factor structure allows us
to differentiate between three distinct sources of anxiety: (a) Present
Anxiety, representing individuals’ current anxiety about security
threats; (b) Future Anxiety, representing anticipated anxiety about
potential future threats; and (c) Control Anxiety, representing a
user’s sense of agency and perceived control over cybersecurity
outcomes.

We used established methods for the development of CybAS (Fig.
1). We first reviewed the theories and research of cybersecurity,
anxiety and privacy. Then, we conducted iterative survey studies
and statistical analyses. Throughout, we held team discussions to
reflect on findings and to examine the outputs for reliability and
validity. The resulting instrument exhibits desirable psychometric
properties of factor scoring, good Cronbach’s alpha, and sufficient
associations with related constructs. The number of items is short
enough to be administered with other survey items. This enables
HCI researchers to study the psychological dimensions of cyber-
security and offers practitioners a means to identify and address
individuals experiencing heightened cybersecurity anxiety.

In summary, we contribute the following:

(1) A diagnostic framework for understanding user-system break-
downs in cybersecurity. We introduce cybersecurity anxiety
as a critical HCI construct that serves as an indicator of a
misaligned mental model between a user and security tech-
nologies.

(2) The development and validation of the Cybersecurity Anxiety
Scale (CybAS), a 15-item instrument that operationalizes this
construct. We demonstrate how its three factors (Present,
Future, Control) can be used to pinpoint specific user needs
for improved interface design, training, and empowerment.

(3) A vision for designing anxiety-reducing security interventions.
We present CybAS as a tool for the HCI community to de-
sign, implement, and evaluate new security systems—such
as adaptive interfaces or targeted educational modules—that
directly address the root causes of user anxiety.
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2 RELATED WORK

In the following, we outline related work, explored during our ex-
tensive literature review. The goal of this review was to gain an
overview of the domain surrounding cybersecurity anxiety and
evaluate how the existing literature influences our work. Venues
we visited throughout the literature review included two confer-
ences, one for each of the two core topics "human computer in-
teraction” (considered venue: CHI) and cybersecurity (considered
venue: USENIX Security). In addition, other research and papers
in the domains of clinical anxiety, privacy and cybersecurity were
visited to include some different views. This allowed us to explore
the standard methodology used for creating and concepts explored
by those kind of scales.

2.1 Cybersecurity

Cybersecurity is a central concept for CybAS, but its definition
varies across different domains. The term itself is not always self-
explanatory and has gotten multiple interpretations depending on
the context [6]. The focus can range from governmental protec-
tion of critical infrastructures to an individual’s protection against
malware and phishing attacks. Governmental definitions tend to
focus on the protection of the institution. This means a focus on the
infrastructure and operational up time, while the academic world
frame cybersecurity more broadly by highlighting the complex in-
teractions between technological infrastructures, organizational
processes and human actors [20, 58]. Standardization bodies such
as the National Institute of Standards and Technology (NIST) add
an additional focus on cybersecurity protection goals, i.e., ensur-
ing availability, integrity, authentication, confidentiality and non-
repudiation [57]. These definitions show that cybersecurity can be
interpreted in different ways covering both practical and concep-
tual aspects, with a focus on resilience, trust and protection against
cybersecurity threats, regardless of whether they are accidental,
intentional or natural.

Several psychometric scales have previously attempted to cap-
ture individuals’ perceptions, attitudes or behaviors towards cy-
bersecurity. An example of this is the Cybersecurity Scale (CS-
S) [2], which measures practices and perceptions across six dimen-
sions: availability, authenticity, confidentiality, integrity, posses-
sion/control and utility. While CS-S provides a valuable foundation
for understanding how individuals approach cybersecurity, it does
not address the potential emotional or anxiety related consequences
of these practices.

The Human Cyber-Resilience Scale [45] instead focuses on at-
titudes, behaviors and resources that enable individuals or house-
holds to cope with cybersecurity incidents. It has a focus on self-
efficacy, helplessness and social support, which makes it particularly
relevant for CybAS when connecting cybersecurity behavior with
emotional outcomes such as anxiety. Other related measures cap-
ture more specific aspects. The Cyber-Paranoia and Fear Scale [55]
distinguishes between realistic and unrealistic fears, providing in-
sight into how individuals perceive cybersecurity threats. The Se-
curity Attitude Scales (SA-6 and SA-13) [27, 29] measure users’
attitudes toward cybersecurity measures. SA-6 assesses general
engagement and attentiveness to security practices, while SA-13
extends this by adding dimensions of resistance and concernedness
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Figure 1: Structure of the Paper.

toward compliance. Behavioral intentions are instead addressed by
the Security Behavior Intention Scale (SeBIS) [25], which covers
password management, software updates, device securement and
proactive awareness.

Although these scales offer valuable insight into cybersecurity
practices, resilience, fear and behavior, none of them directly mea-
sure anxiety as a construct in relation to cybersecurity. Recognizing
this gap motivated the development of CybAS as a way to capture
cybersecurity related anxiety more directly.

2.2 Anxiety

Anxiety is defined as an uncomfortable feeling of nervousness or
worry about something that is happening or might happen in the fu-
ture!. Occasionally, it is normal to experience the feeling of anxiety
in situations e.g., exams at school, finances or family problems [60].
However, anxiety can occur in different levels of severity. At a high
severity, anxiety is unhealthy and is advised to be treated profes-
sionally. As the definition indicates, a huge number of different
kinds of anxiety exist. Psychometric anxiety scales try to identify
the severity of anxiety present in a individual.

Ancxiety scales can be divided into two different spectrums. The
first kind assesses anxiety in a clinical context [7, 33, 70, 80], which
include the likes of the general anxiety disorder or social anxiety
disorder [61]. Here, items often target either somatic or mental
symptoms of anxiety [33, 70]. We especially deemed mental symp-
toms as crucial for assessing cybersecurity anxiety, including the
likes of worry, fearful anticipation and anticipation of the worst.
A challenge often occurring during development of an clinical
anxiety scale is, whether the scale overlaps with the depression do-
main [70]. Even though the domains of anxiety and depression are
related [70, 80], it is important to ensure that different constructs
are measured, preventing that the presence of depression elevates
the measured anxiety [22]. We saw clinical anxiety as crucial for
understanding how anxiety is assessed, especially for examining
which feelings are caused by anxiety.

The second kind of anxiety scales assess anxiety towards a spe-
cific domain [38, 44, 63, 66], including the likes of tests or examina-
tions, health and artificial intelligence. Most of the domain-specific
anxiety scales were closer to the construct of cybersecurity anxi-
ety compared to the clinical anxiety scales. This led us to consider
especially their content for the definition of cybersecurity anxi-
ety and during the item generation (cf. Section 4.2). We identified
the Computer Anxiety Rating Scale (CARS) [38] and the Artificial
Intelligence Anxiety Scale (AIAS) [78] as central here, due to the
close connection of both computers and artificial intelligence (AI)
to cybersecurity.

!Cambridge University Press. (Accessed on 26.02.2025). Anxiety. In Cambridge Dictio-
nary. Retrieved from https://web.archive.org/web/20250226101448/https://dictionary.
cambridge.org/dictionary/english/anxiety

We examined both clinical anxiety scales and domain-specific
anxiety scales during development of CybAS. We saw clinical anxi-
ety as relevant to inform development and test against CybAS, due
to getting an understanding on how anxiety is assessed in general.
However, domain-specific scales, especially concerning scales of
which the domain is closely related to cybersecurity such as com-
puters and Al, were seen as more relevant and closer to CybAS as
a construct measure. We tested correlation towards both categories
in the scale development process.

2.3 Privacy

Privacy describes the state of being alone, or the right to keep one’s
personal matters and relationships secret?. Here we especially saw
the second part of the definition as crucial in regards to cybersecu-
rity. Through the use of the internet, smartphones, and social media,
society exposes much personal information, which is stored [52].
This makes it possible to monitor people, and misuse the available
data. Besides this, data stored online is vulnerable to possible data
breaches or cyberattacks [48]. These violate privacy and are closely
related to the rapid development and spread of digital technolo-
gies in everyday life, which also increases the "attack surface" for
potential breaches.

In this research we especially looked at three different facets of
privacy: an individual’s own privacy, information privacy [53] and
other people’s privacy [34]. For people’s own privacy, we looked
at their privacy concerns, which are shown to have influence on
cybersecurity behavior [26]. People are especially concerned about
identity fraud, lack of control and data misuse [56]. Information
privacy focuses on the extend to which individuals think it is fair
that their information is communicated to others [53]. We especially
focused on how companies treat data, including selling information.
Lastly, we saw other people’s privacy [34] as important, because a
theory known as the privacy paradox. The privacy paradox says
that individuals concerns about privacy sometimes does not reflect
the privacy management choices they make [5]. We examined the
privacy of others with the idea that individuals might respond more
honestly when considering others’ privacy rather than their own.

Due to the strong relationship between cybersecurity and pri-
vacy, an online privacy violation is often also an cybersecurity
violation, we saw privacy together with anxiety and cybersecurity
as central aspects during development of CybAS. The finalized scale
includes items that indicate this strong relationship.

2.4 Other Concepts

Besides the previously mentioned three main concepts, we exam-
ined other literature, which we were not able to classify under
those concepts. These were for instance resources about affinity for

2Cambridge University Press. (Accessed on 20.02.2025). Privacy. In Cambridge Dictio-
nary. Retrieved from https://web.archive.org/web/20250220092608/https://dictionary.
cambridge.org/dictionary/english/privacy
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technology interaction [31], social media usage [62, 69] and social
support [1, 9, 81]. We deemed affinity for technology interaction
as relevant for the development of CybAS, through the hypothesis
that people with higher affinity for technology interaction have
higher chance of implementing better cybersecurity practices. Re-
search has shown that strong attitudes, knowledge and confidence
can lead to improved cybersecurity behavior [4, 27]. Social media
usage was included by us to get a glimpse of individuals’ online
activities and how much data individuals expose on the net. We
included this, because increased amount of personal data online,
yields higher risk of becoming a victim of cyberattacks [54]. We
did also see helplessness as a relevant concept for assessing cy-
bersecurity anxiety. It was recognized both in the form of being
helpless when an cyberattack occurs [3], but also helplessness or
resignation arising when private data is provided to companies in
exchange for a service [23, 68]. This tradeoff can lead to a sense of
helplessness or a perceived lack of control over the management of
personal data. Lastly, we examined social support to cover the factor
which family friends and experts have in the case of a cyberattack.
Multiple studies see a clear relation between social support and
mental health [17, 19, 74], which we saw as crucial when assessing
cybersecurity anxiety.

One of the main questions in developing CybAS was whether
individuals with greater cybersecurity knowledge and more imple-
mented protective measures would report lower or higher levels
of cybersecurity anxiety. Both outcomes can be justified: higher
anxiety may lead to more security measures taken, whereas greater
security might reduce anxiety. This was closely monitored through-
out the development of CybAS.

3 SCALE DEVELOPMENT PROCESS

We performed the scale development process following the rec-
ommendations of the literature on psychometric scale develop-
ment [8, 18, 50]. The process was divided into three separate phases:
the item development phase, the scale development phase and the
scale evaluation phase. Each of the phases comprises several steps,
as outlined below. We describe each of the phases in detail in sub-
sequent sections.

Item Development (Section 4).

Step 1a Conceptualization and domain identification: Define cyber-
security anxiety based on literature and theoretical back-
ground.

Step 1b Item generation: The item generation process for creation of
the initial item pool.

Step 1c Assessing content validity: Verification that the items measure
the construct they claim to measure, cybersecurity anxiety.

Scale Development (Section 5).

Step 2a Pilot survey: Item reduction through a first screening.

Step 2b Identification of factor structure: Identification of the latent
factors of the scale through appropriate analysis techniques.

Step 2c¢ Finalizing scale items: Identification of best performing items,
to be included into the final item set.

Scale Evaluation (Section 6).

Dall & Hagge et al.

Step 3a Confirming the factor structure: Analysis for the quality of
the factor structure.

Step 3b Test of reliability: Evaluate whether the scale yields stable
results, by assessing the scales internal consistency.

Step 3¢ Test of validity: Evaluate whether the scale measures what it
claims to measure, by assessing correlation towards already
validated scales in the domain.

4 ITEM DEVELOPMENT

The goal of the item development phase is to create a large sample
of items, measuring the construct of cybersecurity anxiety. Each
item created is rated on a 5-point Likert-type agreement scale
(1=Strongly disagree, 2=Disagree, 3=Neutral, 4=Agree, 5=Strongly
agree). We chose a 5-point Likert scale because of the appeal of the
neutral element, which gives gives the participant a safe answer
when an they are unsure on how they feel about an item. From
this large sample the final items will be chosen throughout the
process, facilitated by analysis. Besides this, we created a working
definition for the construct of cybersecurity anxiety and assessed
the generated items for content validity in this phase.

4.1 Conceptualization and Domain
Identification

The first step in psychometric scale development is to define the
construct [8, 18, 50]. This is done in order to have clarity on the
scope we want to target with the scale. Due to the cybersecurity
anxiety construct being rather unexplored, we wanted to target
as much of the domain as possible. The construct was explored
through an extensive literature review, which included examining
existing research papers, validated scales and concerns related to
the construct of cybersecurity anxiety. Some of the literature and
concepts examined are mentioned in Section 2. Based on the liter-
ature review, we created the following working definition for the
cybersecurity anxiety construct:

DEFINITION (CYBERSECURITY ANXIETY). Cybersecu-
rity anxiety is described by two main aspects. Firstly,
the feeling of discomfort, worry and nervousness (ap-
prehension, fear, tension) stemming from potential cy-
berattacks performed by illegal/criminal/unauthorized
third parties. Secondly, the feeling of helplessness and
potential inability to deal with incoming cyberattacks.
This feeling can be influenced by mental health con-
ditions like depression and fear. Other factors such as
a person’s digital footprint, technological literacy and
personal beliefs can lead to heightened levels of cyber-
security anxiety.

Even though the definition tries to capture a broad scope of the
cybersecurity anxiety domain, some concepts seen as relevant were
not included in the definition, due to it failing to achieve the goal
of a compact definition. These concepts include social support,
self-efficacy, possible loss, risk perception, technology resilience
and technology interest. To capture all these concepts, we created
a nomological network (see Appendix C). The network gave us
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the opportunity to illustrate possible interrelationships between
constructs and connect observable manifestations to them.

4.2 Item Generation

With the domain defined, the next step was to create a large initial
item pool, which we later used as a starting point for the scale de-
velopment. The first step was to take inspiration from other sources
examined in the literature review. This included items from existing
scales without any adjustment, adapted items to better match the
domain of cybersecurity anxiety, or newly generated items from
concepts discussed in an examined research papers. Next, we gener-
ated items ourselves about concepts not discussed in the examined
literature, but we deemed important for capturing the entire domain
of cybersecurity anxiety. Here, we used the nomological network
to ensure that the created items captured all concepts we deemed
possibly relevant. To incorporate perspectives beyond the profes-
sional research area, we examined internet forums like Reddit 3 and
Quora 4, to understand the fear and concerns of the broader public
regarding cybersecurity. The examination of the forums lead us to
generating items about artificial intelligence, helplessness, spying,
excessive stress and additional privacy concerns.

The item generation phase consisted of six iterations. In each
iteration, we examined new sources and visited new forums, to
ensure full coverage of the subject domain. Furthermore, we re-
worded items to improve their clarity (so they would be easier to
understand) and to elicit an increased variance among responses
(to force a wider range of answers from the participants). Lastly, we
also removed items which were very similar in wording to others.
In total, 204 items were generated in the item generation phase.

4.3 Assessing Content Validity

To ensure that the generated items adequately capture the intended
domain, we assess their content validity [8, 18, 39]. We used the
nomological network to keep track of all concepts considered rele-
vant to the domain, and to capture the entire domain in the item
generation phase. During the item generation phase, the created
items were continuously discussed inside the research team and,
based on these discussions, refined to better capture the domain of
cybersecurity anxiety.

To capture additional opinions on the generated items, we per-
formed cognitive interviews with six people in the target popula-
tion, i.e., technology users who were not involved in the research.
These people were people related or friends of the research team
and volunteered to help. They varied in age and amount of time they
spent online, to get diverse impressions. The cognitive interviews
were performed with the intention to get initial perceptions on the
concepts and the generated items, both with regards to understand-
ability and content. They were performed as one-on-one interviews
in person or on a call. We would prompt them with one of the
items and the participant would explain how they understood the
respective item, whether they thought the item was relevant and
whether any clarifications were needed. Lastly they were asked if

3Searched in Subreddit Anxiety, among others for the keywords: Cybersecurity, Artifi-
cial Intelligence and Hacked.

4Quora discussions regarding Cybersecurity and Getting Hacked. Found through
searches on Cybersecurity, Anxiety and Hacked.
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they felt like any relevant items were missing. After the interviews,
the wording and clarity of items were improved and prepared for
the pilot survey, where further insight on the construct was gained.
In the pilot survey it was possible for participants to leave feedback,
which was used to further improve the clarity of items.

5 SCALE DEVELOPMENT

5.1 Participant Recruitment

We conducted three rounds of data collection to iteratively develop
and validate CybAS (see Appendix D for full survey). All partici-
pants were recruited through Prolific, a crowdsourcing platform
for academic research that was found to be in particular suitable
for security and privacy work [72]. The survey was developed in
SurveyXact. Eligibility criteria were consistent across the rounds,
involving U.S. residents aged 18 or older, with a balanced gender
split and an even distribution across the U.S. political spectrum.
Participants were allowed to participate only once. Those who had
completed an earlier round were excluded from all later survey
rounds. Participants were compensated between $4.06 (£3.00) and
$6.09 (£4.50) depending on the survey length. All human subjects
research and data collection was reviewed and approved by author-
ities at the lead authors’ institution.

The first round, our pilot, included N = 301 participants. The
second round, aimed at identifying the factors structure, involved
N = 310 participants. The third and final round focused on val-
idation of the factor structure using a 28-item set with N = 275
participants. We describe all three rounds in detail in the remain-
der of this section. All analyses were based on complete and valid
responses. We excluded participants if they failed attention checks,
had missing responses, or selected the same answer possibility
throughout the entire survey. See Table 1 for demographics of the
three rounds.

5.2 Round 1 - Pilot

The initial CybAS item pool consisted of 204 items. To minimize
respondent fatigue, the items were randomly split into four distinct
sets (Q1 — Q4) and distributed in separate survey rounds [43]. Each
respondent only saw one set, with the item order being randomized
in order to mitigate ordering effects [64]. The pilot survey aimed to
identify low performing items, primarily by focusing on low vari-
ance in item response distributions before conducting exploratory
analyses.

We first calculated item response variances, which were calcu-
lated using the numerical responses to each Likert-type item and
applied a cutoff threshold of > 1.1, resulting in the removal of 87
items. Then we performed an exploratory factor analysis (EFA)
separately on the remaining items in Q1 — Q4. Items with low factor
loadings (< .40) or cross-loadings (> .40) were discarded [71].
Additionally, we removed some full factors from Q7 and Q3 due to
redundancy with constructs from established scales (e.g., SeBIS [25],
SNAS [69]), leaving 63 items for further analysis.

5.3 Round 2 - Identification of Factor Structure

In the second round of data collection, we aimed to identify the
factor structure of the refined 63-item set pool (see Appendix D).
This survey was completed by N = 310 participants. We performed
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Round 1 Round2 Round 3

N 301 310 275
Age

18 - 24 7.9% 9.8% 7.9%
25-34 32.7% 26.9% 31.4%
35 -44 29.7% 25.6% 20.7%
45 - 54 17.9% 20.4% 20.7%
55 - 64 5.9% 11.9% 12.9%
65 or older 5.9% 5.4% 6.4%
Gender

Male 49.2% 50.0% 49.6%
Female 50.8% 50.0% 49.6%
Non-binary 0.0% 0.0% 0.8%
Ethnicity Simplified

White 77.9% 66.6% 63.6%
Black 11.5% 24.7% 20.7%
Asian 3.0% 3.4% 4.3%
Mixed 4.6% 2.8% 7.9%
Other 3.0% 2.5% 3.2%
Prefer not to say 0.0 0.0% 0.3%
Political Status

Liberal 36.5% 42.8% 37.5%
Conservative 29.2% 32.5% 33.6%
Moderate 29.6% 22.8% 26.1%
Other 4.7% 1.9% 2.8%
Level of Education

Some High School or less 0.3% 0.3% 0.3%
High School Diploma or GED 13.6% 7.2% 9.1%
Some college, no degree 21.6% 10.6% 14.2%
Associates or technical degree 10.3% 5.3% 8.7%
Bachelors degree 32.6% 41.6% 37.5%

Graduate or professional degree  21.6% 35.0% 30.2%

Yearly Income

Less than $31,200 15.3% 14.7% 13.1%

$31,201 - $49,999 16.9% 13.8% 14.5%
$50,000 — $74,999 17.3% 18.4% 18.2%
$75,000 — $99,999 16.9% 15.0% 15.6%
$100,000 — $149,999 18.6% 25.9% 23.6%
$150,000 or more 14.0% 11.6% 14.2%
Prefer not to say 1.0% 0.6% 0.5%
Employment Status

Full-Time 48.2% 60.0% 54.3%
Part-Time 22.1% 20.6% 21.1%
Not in paid work 10.9% 7.8% 7.5%
Unemployed 9.6% 5.3% 7.9%
Data Expired 5.3% 3.8% 4.6%
Other 3.9% 2.5% 4.6%

Table 1: Demographic characteristics of participants.

an EFA using oblique rotation and the minimum residual extraction
method. Three factors were extracted based on the scree plot and
parallel analysis [36, 51, 79]. Items were retained if they had a factor
loading > .40 on a single factor and did not cross-load. The EFA
process reduced the item pool to 39 (see Appendix D). To further
refine the scale, we conducted a manual content review to remove
semantically redundant items. For instance, we retained the item
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"I regularly perform backups”, while removing the semantically
similar item "I make sure to backup my devices", based on a higher
factor loading for the former. As a result of this refinement, the
item pool was narrowed to 29. A final EFA confirmed a stable three
factor solution for these 29 items:

(1) Present. The Present factor captures fears and concerns re-
lated to immediate or on-going cybersecurity threats that
could occur in the present moment. Items in this factor cov-
ered common concerns such as being impersonated, tracked
or hacked, as well as fears of losing personal data or experi-
encing breaches of online privacy.

(2) Future. The Future factor reflected concerns about antici-
pated or potential cybersecurity risks emerging from tech-
nological change. Items included fear of the internet, unease
about the rapid advancement of technology, and a broader
sense of unease about the future digital environment.

(3) Control. The Control factor represented proactive and pre-
ventive measures taken to mitigate cybersecurity risks. Items
in this factor reflected actions and attitudes such as regularly
performing backups, staying informed about cybersecurity
practices and learning from the experiences of others who
have dealt with cyberattacks.

Although both the Present and Future factors reflect cybersecu-
rity fears and concerns, the main difference is that Present captures
concrete, immediate concerns related to personal cybersecurity
threats, that have an actionable reaction. In contrast, Future reflects
more abstract and generalized anxiety about the digital future, in-
cluding concerns that may seem infeasible to address.

Internal consistency was strong across all three factors with
Cronbach’s alpha of apresent = -94, AFyture = -80 and Aconsrol =
.76, all above the recommended threshold of > .70 [73]. One addi-
tional item was removed due to a low factor loading, resulting in a
28-item scale for the subsequent finalization round.

5.4 Round 3 - Finalizing Scale Items

After the initial exploratory analyses, another survey was con-
ducted with N = 275 participants, satisfying the recommended 10:1
responses-to-item ratio, which is commonly used for robust psy-
chometric evaluation [40, 79]. This survey included the preliminary
28-item CybAS, presented alongside seven established and related
psychometric scales to assess convergent validity.

We decided to include the following scales: the Security Behavior
Intentions Scale (SeBIS) [25], the Affinity for Technology Interac-
tion Scale (ATI) [31], the Human Cyber-Resilience Scale [45], the
Security Attitude 6-item Scale (SA-6) [29], the Generalized Anxiety
Disorder 7-item Scale (GAD-7) [70], the Computer Anxiety Rating
Scale (CARS) [38] and the Cyber-Paranoia and Fear Scale [55]. These
seven scales were selected to capture a broad range of constructs
hypothesized as being related to cybersecurity anxiety, in order to
get a good assessment of convergent validity [18]. SeBIS and SA-6
measure security related behaviors and attitudes respectively, offer-
ing insight into the connections between individuals’ actions and
their mindset in cybersecurity. The Human Cyber-Resilience Scale
assesses coping and recovery following a cybersecurity incident,
while the Cyber-Paranoia and Fear scale distinguishes between re-
alistic and unrealistic threat perceptions, which could be helpful for
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Factor # Item

Present:

I constantly worry about cybersecurity.
I fear being impersonated online.

I worry about people editing my social media page without my consent.
I constantly worry about being tracked.

I fear unauthorized access to my social media accounts.
I often fear hackers reading old chat messages of mine.

Future:

I often worry about the rapid development in technology.

1
2
3
4
5 I constantly fear losing my online data.
6
7
8
9 Iincreasingly fear the internet.

10 Ibelieve artificial intelligence will become dangerous in the future.

11 Ifeel like artificial intelligence makes my education useless.
Control: 12 Iregularly review my account login history for unusual activity.

13 I am up to date with the newest cybersecurity practices.

14 Iregularly perform backups.

15 Iam familiar with how someone I know has dealt with a cyberattack

and intend to follow their example.

Table 2: Overview of the final CybAS items validated in the third survey round. We recommend to use a bidirectional Likert
agreement scale for the item responses (e.g., 1=Strongly Disagree to 5=Strongly Agree) and average the ratings to compute the
factor scores and overall CybAS score. See Section A for the instructions that our survey gave to participants and Section 6.4 for

suggested benchmarks.

understanding the nature of cybersecurity anxiety. GAD-7 provides
a benchmark for general anxiety symptoms and can help explore
whether cybersecurity anxiety represents a domain specific form
of anxiety. CARS measures technology specific anxiety, allowing
for a comparison between general technology apprehension and
cybersecurity anxiety. Lastly, the ATI scale captures the differences
in how individuals engage with technology, which may influence
their risk assessment and responses to cybersecurity threats.

To further refine CybAS, we assessed the internal consistency of
each factor using Cronbach’s alpha and conducted a confirmatory
factor analysis (CFA) [10, 11, 47] to evaluate the construct validity.
Although the 28-item CybAS had strong internal consistency across
factors, the CFA fit indices indicated only a marginal fit (CFI=.839,
TLI=.824, RMSEA=.083, SRMR=.077) [10, 42, 47]. To improve model
fit, we applied item response theory (IRT) to evaluate item per-
formance [18, 24, 30] . Items were considered for removal based
on empirical evidence, specifically those exhibiting relatively low
item-total correlations (from Cronbach’s alpha) and a weak IRT
discrimination parameter compared to other items within their
respective factors. This data driven approach ensured that scale
reliability and validity were improved without compromising the
conceptual integrity of the construct. One exception was made for
the item "I believe artificial intelligence will become dangerous in
the future," which was retained despite its comparatively lower sta-
tistical performance, as it had the highest factor loading in previous
analyses and was deemed conceptually important for capturing the
full scope of the construct. Following this process, 13 items were
removed, resulting in a concise 15-item CybAS scale (Table 2).

6 SCALE EVALUATION

In the following we present the factor structure confirmation and
the tests for reliability and validity on the final 15-item version of
CybAS, indicating that it is a sound psychometric scale.

6.1 Confirming the Factor Structure

Earlier we identified a three factor structure for CybAS, using EFA.
We confirmed this structure using confirmatory factor analysis
(CFA) [10, 11, 47]. The CFA was run using the lavaan package in
R, and the model converged after 40 iterations. The maximum like-
lihood (ML) estimator with non-linear minimization with bounds
(NLMINB) optimization was used and the following goodness of fit
indices were examined: the Root Mean Square Error of Approxima-
tion (RMSEA), the Standardized Root Mean Square Residual (SRMR),
the Comparative Fit Index (CFI) and the Tucker-Lewis Index (TLI).
The analysis identified for the incremental fit indices the values RM-
SEA = .071 and SRMR = .06, which is within acceptable thresholds,
which are .08 (RMSEA) and .06 (SRMR) respectively [10, 42]. For
the absolute fit indices, values of CFI = .942 and TLI = .930 were
identified, which also are in the range of acceptable model fit above
.90 [10, 47]. See Appendix B for the standardized estimates and
standardized correlations among the latent factors for the finalized
CybAS.

6.2 Test of Reliability

Reliability is assessed to confirm that the scale results are consis-
tent [8, 59]. We looked at the Cronbach’s alpha [73] values to assess
the reliability. Because the alpha only can be used for unidimen-
sional scales, the alpha was calculated for each of the three factors
separately. A Cronbach’s alpha of apresent = -92, dpyture = 77,
and aconirol = -76 shows high internal consistency for CybAS,
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tention Scale (SeBIS)

Scale Full CybAS Present Future Control
Security Attitude 6 r=.616, p=0 r=.561, p=0 r=.139, p =.021 r=.772, p=0
item (SA6)

Cyber Paranoia and r=.505 p=0 r=.484, p=0 r=.537, p=0 r=.139, p=.021
Fear Scale

Affinity for Technology r=.350, p=0 r=.342, p=0 r=—.036, p = .549,n.s. r=.509, p=0
Interaction (ATI)

Security Behavior In- r=.257, p=0 r=.194, p =.001 r=.002, p =.974,n.s. r=.465 p=0

Computer Anxiety Rat- | r =.221, p = 2e — 04 r =.164, p = .007 r=.433 p=0 r=-.044, p = .472,n.s.
ing Scale (CARS)

Human Cyber Re-| r=.206, p=6e—04 r=.194, p =.001 r=-.173, p = .004 r=.473, p=0
silience

der 7 item (GAD?7)

General Anxiety Disor- | r =.106, p = .081,n.s. | r =.094, p =.119,n.s.

r=.250, p=0 r=-.100, p =.099,n.s.

Table 3: Pearson correlation coefficients between CybAS full scale and subscales with external measures. n.s. indicates non

significant results (p > .05).

above the required threshold of > .70 [73]. In addition, we calcu-
lated the reliability for the full 15-item scale, treating it as a unidi-
mensional scale. This assesses its potential use as a single, holistic
measure of cybersecurity anxiety. The full-scale Cronbach’s alpha
was apy; = .90, indicating strong internal consistency across all
items.

To complement Cronbach’s alpha, and provide a more theo-
retically robust estimate, we also computed McDonald’s omega.
Omega provides a more accurate estimate of reliability when the as-
sumption of tau-equivalence is violated, which occurs when items
have unequal factor loadings, as is common in multidimensional
scales [35]. This makes omega particularly suitable for the three-
factor structure of CybAS. The resulting omegas per factor were
Wpresent = -92, WFyture = -76,and Wcontrol = -76, closely matching
the Cronbach’s alphas and confirming that each factor is internally
consistent.

6.3 Test of Validity

Validation of a scale is tested to see whether a scale measures what
it claims to be measuring [8, 18]. We assessed content validity (Sec-
tion 4.3), and continue with construct validity. Construct validity
was assessed through convergent validity, by calculating the Pear-
son correlation coefficient [18, 32] towards already validated scales
related to the domain of cybersecurity anxiety. For this purpose, the
scales we wanted to calculate correlation towards were included
into the survey alongside CybAS. Each scale included had their
own separate page in the survey and the order of questions was
randomized. Additionally, we attempted to obtain the original in-
structions for the scales whenever possible. Among others, scales
concerning clinical anxiety and scales concerning attitude, fear and
intention towards security behaviors were included. The full list
of included scales together with the Pearson correlation towards
CybAS can be seen in Table 3.

From the results it can be seen that CybAS has significant posi-
tive correlations with related cybersecurity constructs such as the
Cyber-Paranoia and Fear Scale [55] and SeBIS [25]. Conversely, we
could identify no significant correlation between CybAS and the
clinical anxiety scales GAD-7[70]. This matches our assumption

that cybersecurity anxiety could be more of a domain specific anxi-
ety. Taking a closer look at the CybAS subscales, each dimension
shows a distinct pattern of associations with the external measures.
The Present subscale, reflecting immediate cybersecurity worries,
shows the strongest correlations with the Security Attitude and
Cyber-Paranoia and Fear scales. The Future subscale, representing
anticipatory concerns, shows the strongest correlation with Cyber-
Paranoia and moderate correlations with technology anxiety, while
associations with behavioral scales are generally weaker. The Con-
trol subscale, reflecting perceived lack of control over cybersecurity
outcomes, shows the strongest correlation with Security Attitude
and moderate correlations with technology engagement, resilience,
and behavioral intention scales.

6.4 Benchmarks for Average CybAS Scores

From the results it was shown that the mean of participants’ av-
erage CybAS test scores (items 1-15, Table 2) was 3.09 and the
standard deviation intervals were 10 = [2.27, 3.9], +20 = [1.46,
4.71]. This can be used to give an estimate of an individual’s level
of cybersecurity anxiety compared to an average score for our U.S.
population sample. The intervals from our collected data are:

® < 2.27 = Less than the average score for our U.S. population

sample.

® 2.27t03.9 = Close to the average score for our U.S. population
sample.

e > 3.9 = Higher than the average score for our U.S. population
sample.

It is important to mention that these intervals are specific to our col-
lected data sample and could look different for other data samples.
Because of this it is always advised to calculate the intervals again
when collecting new data. The mean scores and standard deviation
of the subscales were also recorded to have a reference value when
only assessing one of the subscales. For the Present factor a mean
of 3.16 was recorded (10 = [2.08, 4.24], +20 = [1.0, 5.31]), while
the Future factor showed a mean of 2.73 (+10 = [1.8, 3.67], +20 =
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High User is overwhelmed, may User is overwhelmed but User’s thinking about threats High
see themselves as a passive | trying some practices; needs | may be vague / catastrophic;
victim; boost self-efficacy better interfaces, training yet motivated, able to act
Present User concern is appropriate User concern is appropriate | User concern is appropriate, Future
but they need more ability to | and they are trying practices, | and they are motivated and
Factor act on their concerns need better UX and training | able to act on their concerns | ~actor
User lacks both awareness User performing mandatory | User is performing many best
of threats and how they can practices but likely with no practices but may not fully
Low best cope with threats clear idea of why understand threats Low

Low

Control Factor

High

Figure 2: Hypothesized diagnostic categories based on CybAS subscale score combinations. The vertical (y) axes categorize
users by their levels (Low or High) of both Present Anxiety and Future Anxiety, while the horizontal (x) axis indicates the level
of Control Anxiety (Low or High). Each cell identifies a specific potential hypothesized user state and potential intervention
needs (e.g., improved UX or training) for that profile. Whether users would actually be in these hypothesized states — given
their ratings on the respective factors — is an important line of future work.

[0.87, 4.6]). Lastly, for the Control factor a mean of 3.31 (+10 = [2.42,
4.21], +20 = [1.52, 5.1]) was recorded.

7 DISCUSSION

This study developed and validated a self-report psychometric scale
in order to measure cybersecurity anxiety. It resulted in the creation
of the Cybersecurity Anxiety Scale (CybAS), a self-report 5-point
Likert scale consisting of 15 items. Its development followed a stan-
dard process for psychometric scale creation [8, 18, 50]. To that end,
we first defined the construct of cybersecurity anxiety and then
refined CybAS through a multi-stage process encompassing item
development, scale development, and scale evaluation. The final
15-item CybAS scale demonstrated a stable three factor structure,
showing desirable psychometric properties in regards to reliabil-
ity and validity. The following discussion places these findings
within the context HCI research, emphasizing their implications
for understanding user anxiety and establishes a starting point for
anxiety-aware design.

7.1 A Diagnostic Tool for Understanding the
User’s Inner World

This study’s primary contribution is not just the creation of a new
scale, but the delivery of a valuable diagnostic tool for the HCI com-
munity. The 15-item Cybersecurity Anxiety Scale (CybAS) allows
us to contextualize observed user behaviors by understanding the
emotions tied to the underlying mental models that produce them.

7.1.1  How to Use the Overall CybAS Score. We believe that our fac-
tor structure and strong results for validity and reliability indicate
that it is appropriate to compute and use an overall CybAS score
from the average of the three scales. Further, the significant positive
inter-correlations of all three factors (c.f. Section 6.1, Appendix B)
tells us that it would not be appropriate to reverse-score one factor.
Instead, we think the data is telling us that as cybersecurity anxiety
rises with more awareness of real-world and hypothetical threats,

so perhaps does the impulse to control the anxiety by acting on
cybersecurity recommendations. Our thinking also is informed by
our reading of the anxiety and mental-models literature, notably
the nuances of GAD-7 and relevant DSM-5 entries, e.g., [49], as well
as the Security and Privacy Acceptance Framework (SPAF) [21, 28]
and earlier human-centered work in mitigating cyberattacks, e.g.
[41]. The latter posits that people need Awareness, Motivation, and
Ability to accept and adopt best practices (SPAF) and that, even
when these obstacles are removed, end users require good inter-
faces and training to participate effectively in cyber-defense. The
former suggest that a moderate amount of anxiety can lead to ap-
propriate caution, and that anxiety is especially maladaptive when
it paralyzes people from taking control actions. We can foresee, for
example, that a user becomes so afraid of a security breach that
they fail to install updates or effectively use a password manager,
thus increasing their risk.

7.1.2  How to Use the Individual CybAS Factor Scores. The scale’s
three-factor structure (Present, Future, and Control) provides a new
lens for HCI researchers to deconstruct the complex emotional
and cognitive state of a user navigating today’s threat landscape.
Thereby, we envision that each of CybAS’s factors can serve differ-
ent purposes (Fig. 2).

To support this interpretation, Figure 2 visualizes how different
combinations of CybAS factor scores may co-occur. The horizon-
tal dimension (x) represents perceived Control, ranging from low
to high ability to act on cybersecurity concerns. The vertical di-
mension (y) reflects how individuals score on Present and Future
anxiety, combined into one level to allow capturing whether con-
cern is driven by immediate usability challenges, abstract future
threats, or a balance of both. A suitable relationship for this combi-
nation of the two factors should be the subject of future research.
By reading the figure as a matrix rather than a classification scheme,
researchers can reason about how different anxiety profiles interact
with perceived control and what types of interventions may be
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Clarify Mental Model

CybAS Score 1.00 2.00

3.00 4.00 5.00

Figure 3: An overview of how to interpret the overall CybAS score, based in SPAF [21, 28]. The "sweet spot" for balancing
different types of anxiety with control may lie in the middle values. Better interfaces and training may help boost their

motivation and ability to act.

most appropriate. For instance, users reporting high Control along-
side moderate levels of both Present and Future anxiety appear
to represent a comparatively functional balance between concern
and action, whereas other regions of the matrix suggest different
mismatches between awareness, anxiety, and ability to respond.

Using this theoretical grounding for CybAS interpretation (Fig.
3), we hypothesize that a moderate overall CybAS score (in our
sample, average 2.27 to 3.90 on a 5.00 scale) may be closest to
the optimum for balancing different types of anxiety with control.
Those individuals still may need better interfaces or training to
help boost their motivation and ability to engage in recommended
security practices. A high overall CybAS score (with high scores
across Present, Future, and Control, average greater than 3.90/5.00)
may indicate unreasonable anxiety that yet motivates useful actions
to address real-world threats. Those individuals may need targeted
training or feedback from systems, or both, to help clarify their
mental models. Those with a low overall CybAS score (with low
scores across all three factors, average less than 2.27/5.00) possibly
have both very low awareness of cybersecurity threats and of how
to cope with these threats. If these are true, then these end users
need interventions to boost their general awareness of threats and
to improve their security learning, which prior work indicates is a
precursor to action [28].

For instance, when used in usability evaluations, high scores on
the Present factor might indicate that a user is overwhelmed by
the immediate usability challenges of the current security tasks,
suggesting an ill-designed interface with insufficient affordances or
a mental model cluttered with confusing or conflicting procedures
(potentially even a combination of both). Thus, the factor might
be used to identify a need for (a) improved interface designs and
clearer system feedback, or (b) awareness measures that help ad-
dress misconceptions or clutter stemming from misaligned mental
models.

Similarly, high scores on the Future factor can indicate men-
tal models dominated by vague, catastrophic threats learned from
(social) media, suggesting a need for targeted training and educa-
tional interventions that build accurate threat models and debunk
misinformation about cybersecurity threats.

Last but not least, a high perceived sense of control, indicated
by a high score on the Control factor, might be a strong signal of a
mental model in which the user has much to lose and want to protect
their values as well as possible. With high knowledge on how to
control against cybersecurity incidents, a good chance on high
knowledge of what can follow from cybersecurity incidents. Even
though perfect control measures are implemented, safety cannot

be guaranteed also because personal data stored by companies are
beyond personal agency. The Control factor might indicate the
necessity for increased information sharing towards what can and
what cannot be controlled regarding cybersecurity, as well as how
to recover from a cybersecurity incident so that even though it is
impossible to ensure full control, a clear path to recovery can be
ensured.

Our analysis of the inter-factor correlations provides a critical
insight. The weak link between Future anxiety (abstract threats) and
Control (concrete actions) gives empirical weight to a long-standing
HCI challenge: users may be aware of distant dangers but fail to
translate that awareness into immediate protective behaviors. This
signals a breakdown in their mental model, where the threat and the
solution are disconnected. Similarly, the finding that taking more
control actions can positively correlate with anxiety challenges the
simplistic notion that "more security features" or "more user educa-
tion" are inherently good, without considering the context. If our
interventions increase a user’s cognitive load without increasing
their sense of self-efficacy, we may be inadvertently increasing their
anxiety, leading to burnout and disengagement.

7.2 Cybersecurity Anxiety as a Design Problem

A key step in our validation was distinguishing cybersecurity anxi-
ety from generalized clinical anxiety (GAD-7). This distinction is
vital for HCI because it scopes the problem appropriately: cyberse-
curity anxiety is not an innate user pathology but a domain-specific,
context-driven response to technology.

This reframes it as a design problem. We argue that cybersecu-
rity anxiety must not be met with therapy, but instead represents
the HCI challenge to come up with accommodating designs. The
solution lies not in clinical intervention, but in building better,
more humane systems. If a user is anxious about cybersecurity, we
suggest that the root cause is likely found in confusing interfaces,
opaque security processes, or a feeling of powerlessness instilled
by the technology itself or constant data breaches.

Therefore, we believe that CybAS empowers designers and re-
searchers by making the problem tractable. We can and should
address this form of anxiety through improved interaction designs,
system feedback, and targeted training. CybAS gives us a reliable
way to measure whether our design interventions are working in
increasing users’ sense of control and decreasing their overall cy-
bersecurity anxiety, regardless of whether directed at present or
future issues.
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7.3 A Vision for Anxiety-Aware Design

The development of CybAS opens up several new avenues for
HCI research and practice, moving us from merely identifying
cybersecurity anxiety to actively designing against it.

For HCI research, CybAS can now be used as a core metric
in usability and security studies. Researchers can, for instance,
conduct A/B tests of different security interfaces (e.g., a simplified vs.
expert-level password manager) and use CybAS to measure which
design leads to lower "Present” anxiety scores. Longitudinal studies
can use the scale to track how users’ mental models and anxiety
levels evolve after interventions, such as immediately after phishing
training or a data breach and then at three-, six-, and twelve-month
marks afterward. Interventions that might be particularly suitable
for this are phishing simulation campaigns performed as awareness
measure in organizations which have been shown to induce stress
and other negative emotions in affected employees [12].

For HCI practitioners, the insights from CybAS can directly in-
form the creation of anxiety-aware systems. For example, a system
could use a user’s CybAS profile to become adaptive, offering more
guidance and reassurance to those with high anxiety scores. De-
signers also can focus on interventions that specifically target the
Control factor. This might include creating security dashboards that
clearly visualize a user’s protection status, providing simple, action-
able checklists, or designing 2FA prompts that explain why a step
is necessary, thereby replacing uncertainty with understanding and
empowerment. For instance, password security audit dashboards
included in password managers have been found to overwhelm
users [46] and their information being in turn ignored by them [15].

In essence, we provide a vision for research vision in HCI focused
on the psychological and emotional dimensions of security. CybAS
represents an essential enabling tool for that vision. It allows us to
get a more nuanced impression of users’ mental models and, most
importantly, allows us as HCI community to build systems that not
only protect users’ data but also safeguard their peace of mind.

7.4 Limitations

CybAS is, among other things, limited by the demographics of the
survey participants. Firstly, we only collected data from U.S. citizens
during development of the scale. While there was an even split
between men and women, and a roughly even distribution across
the political spectrum, most of the participants where white, on
the younger end and had a high level of education. Other regions,
age groups, and ethnicities could have had different views and
opinions on the topic. This could have led to different results in
the scale creation, in terms of selected items and identified factors.
Additionally, the scale has only been checked for reliability and
validity within the corresponding demographics, indicating that
major differences in views on cybersecurity might affect the validity
of CybAS for other demographic groups. In addition, we also tried
to perform an analysis of variance (ANOVA) [65] during the scale
development process, to assess whether levels of cybersecurity
anxiety differ across demographic groups. However, due to the
imbalance of participants across demographic groups, it was not
possible to identify any meaningful differences.
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Furthermore, all data was collected through online surveys. Even
though measures like attention checks were implemented to in-
crease data quality, other delivery methods of our survey might
have yielded different results. Similarly, we tried to minimize re-
spondent fatigue by, e.g., limiting the length of the questionnaires,
we cannot be one hundred percent sure that there is no bias or
fatigue present.

Another potential limitation, is our broad definition of cyberse-
curity anxiety. The initial aim was to cover a wide range of concepts
related to cybersecurity anxiety. This led to a large number of items,
with a relatively even split between the different concepts. It is pos-
sible that some nuances were overlooked or only partially addressed
during the scale development. Also, the Present factor has a larger
number of items, compared to the remaining two factors, Future
and Control. Even though the Present factor has the largest internal
consistency and the highest factor loading, this could possibly lead
to skewed results when assessing cybersecurity anxiety. Imagine
two participants, from which one has a high score in the Present
factor and the Future factor, while both having a score of zero in the
remaining factor. The participant with the higher score in Present
would have a higher score for cybersecurity anxiety as well, even
though they not necessarily would be more anxious compared to
the other participant. When comparing and evaluating scores the
difference in factor size must therefore be kept in mind.

Finally, our hypotheses in Section 7.1 as to how to interpret
CybAS scores are grounded in theory from prior work. While the
scale and its factors have exhibited significant associations with
each other and with other well-known scales, helping to guide our
interpretations, future work will be needed to investigate how well
CybAS performs as a diagnostic tool and whether our recommen-
dations will need adjustment.

7.5 Future Work

To improve CybAS in future work, more balanced demographics
and further geographic regions should be explored. With more
demographics the analysis of variance could be revisited to possibly
identify demographic groups which are especially anxious towards
cybersecurity. Collecting data from further regions could make the
scale more sound and increase the value for more people.

Additionally, CybAS has not been evaluated for its performance
over time or as a diagnostic tool. The former could be addressed by
assessing test-retest reliability or perform long-term longitudinal
studies to examine changes in test scores over time. Performing this
analysis would also increase the reliability of the CybAS scale. For
the latter, rigorous empirical validation will be needed to confirm
that specific score ranges accurately correspond to distinct behav-
ioral outcomes and cognitive states in real-world settings. Future
long-term studies can establish cut-off points shown to reliably
distinguish between adaptive security caution and maladaptive,
paralyzing anxiety.

During the development of the scale the Control factor was ex-
plored, which might indicate that higher levels of cybersecurity
measures taken may be associated with higher levels of cybersecu-
rity anxiety. It is difficult to draw definitive conclusions based on
this research as this was not its main focus. However, it could be a
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valuable direction of future work to further explore the implications
between the two concepts.

CybAS was tested for correlation towards the seven scales seen
in Table 3. From those a relatively even split between strong, mod-
erate, lower and insignificant correlations can be seen. We chose
these scales, because we thought there was a good chance for cor-
relation between CybAS and the other included scales, with the
exception of GAD-7. In order to prevent respondent fatigue and
ensure high quality data, no further scales were included in the
survey. Nonetheless, this does not preclude that other scales with
strong correlation towards CybAS exist. In particular, it might prove
worthwhile to test CybAS towards relevant privacy scales like the
Value of Other Peoples Privacy [34], scales measuring more domain
specific anxieties like the Artificial Intelligence Anxiety Scale [78]
and other domains related to cybersecurity.

Due to the domain of cybersecurity anxiety being rather unex-
plored, CybAS can be taken as a starting point to further explore
that domain. As outlined above, a valuable line of future work
could be to develop interventions designed to address and decrease
users’ cybersecurity anxiety. Here CybAS could possibly be used to
identify what people with increased or low levels of cybersecurity
anxiety have in common, to identify what fears are present and ex-
plore what can be done to help and mitigate cybersecurity anxiety.
After the development of intervention methods, CybAS could be
used to assess changes in cybersecurity anxiety levels and evaluate
the effectiveness of the interventions.

8 CONCLUSION

Emotions towards cybersecurity mechanisms have been recognized
as central factor in influencing individual’s cybersecurity behav-
ior. Within this context, the construct of cybersecurity anxiety is
a critical yet underexplored phenomenon. The cybersecurity anx-
iety scale (CybAS), a Likert-type scale comprising three factors
(Present, Future and Control) offers a structured means of capturing
different dimensions of cybersecurity anxiety. Analysis of CybAS
demonstrated sufficient psychometrics properties regarding both
reliability and validity. While further exploration on demograph-
ics should be performed, we suggest that the scale consistently
assesses cybersecurity anxiety. Moreover, the absence of signifi-
cant correlations with established clinical anxiety scales suggests
that cybersecurity anxiety is a domain-specific construct, reflect-
ing context-driven responses to technological environments rather
than generalized clinical anxiety

CybAS represents an important foundation for research into
cybersecurity anxiety. Future studies could use CybAS to investi-
gate the underlying causes of cybersecurity anxiety and with the
findings design more anxiety-aware systems. Given the relative
novelty of the cybersecurity anxiety construct, ongoing research
will be essential to refine our understanding and to develop practical
strategies that mitigate its impact. Ultimately, advancing knowl-
edge in this area has the potential to foster safer, more supportive
interactions between individuals and digital technologies.
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A INSTRUCTIONS FOR THE SCALE

The scale was distributed with the following text:
The following questions are used for the development of a Cybersecurity Anxiety Scale. It consists of several statements.

Please indicate the degree to which you agree or disagree with each statement. In each case, make your choice in terms of how you feel
right now, not what you have felt in the past or would like to feel.

Each item is measured on a 5-point Likert-type agreement scale (1=Strongly disagree, 2=disagree, 3=neutral, 4=agree, 5=Strongly agree).
There are no right or wrong answers, so please answer honestly and thoughtfully.

B CONFIRMATORY FACTOR ANALYSIS (CFA) DIAGRAM

The diagram shows standardized estimates and standardized correlations among the latent factors for the finalized CybAS. Because the three
factors are positively correlated, we think it is appropriate to calculate not just the factor scores but an average of all items for an overall
CybAS score.
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Figure 4: The diagram for the three-factor structure of the 15-item CybAS.
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Supplemental materials are available at:
https://anonymous.4open.science/r/CybAS-5607

Included are:
e Copy of the survey administered to participants
Initial items and candidate items
Variances by items for each data collection round
Exploratory Factor Analysis (EFA) for the pilots and second round

°
L]
°
o Item Response Theory (IRT) discrimination values and graphs
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