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Keywords: The European Union has established a comprehensive digital rulebook (GDPR, DSA, DMA, DGA, Data Act, Al
GDPR Act), to develop a digital single market that respects fundamental rights. An investigation into this legal

Al Act framework, however, reveals significant barriers to its effectiveness, including inconsistent enforcement, "gold-

EDj:ngtZZEmame plating," and a burdensome compliance landscape for SMEs. This paper's analysis establishes that a standardized,
L interoperable, and privacy-preserving traceability layer is a critical infrastructural prerequisite to bridge the gap

Digital identity L K . . ) .

OTrace between legal principles and technical enforceability. Traceability, defined as the ability to document the data

lifecycle and link processing to a verifiable legal basis, provides the necessary foundation for accountability, a
gap in the institutional enforcement system. This paper conducts a legal-technical analysis, first establishing
through a systematic review that traceability is a foundational requirement across the EU digital rulebook.
Second, it compares technical architectures based on blockchains, attestations (OTrace) and cryptographic claims
(W3C Verifiable Credentials). The analysis concludes that while public blockchains present GDPR compliance
paradoxes and require workarounds, a careful merger of OTrace and VCs, and an operational framework syn-
thesizing the EU Digital Identity Wallet and Data Governance Act data intermediaries offers a pragmatic, legally-
aligned solution to the current institutional deficit. Finally, it connects this "EU-Trace" model to the EuroStack's
strategic vision, concluding that a risk-based mandate for traceability can mitigate the negative effects of reg-
ulatory fragmentation by harmonizing the mechanism of compliance, thereby enhancing competitiveness for a
transparent, accountable digital Europe.

W3C verifiable credentials

1. Introduction: the EU's regulatory effectiveness gap and the
case for traceability

1.1. The EU's ambitious digital rulebook and its implementation deficit

A comprehensive "digital rulebook" encompassing the General Data
Protection Regulation (GDPR), Digital Services Act (DSA), Digital Mar-
kets Act (DMA), Data Governance Act (DGA), Data Act, Artificial Intel-
ligence Act (AI Act) was adopted by the EU to develop a single market
that is both competitive and protective of fundamental rights [1]. This
suite of legislation forms a distinct European vision for digital sover-
eignty [2].

However, this legal framework faces a significant implementation
deficit. High-level analyses, such as the 2024 Draghi Report, have
identified critical barriers to the framework's effectiveness, which this
investigation concludes are symptoms of an underlying institutional and
operational deficit. These barriers include inconsistent enforcement
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across Member States, the practice of "gold-plating" regulations [3] with
additional national requirements, and an asymmetric and burdensome
compliance landscape that disproportionately affects Small and
Medium-sized Enterprises (SMEs) [4]. These challenges reveal a deeper,
structural disconnect between abstract legal principles and the technical
reality of today's data ecosystems. The coexistence of multiple legal
regimes with overlapping supervisory mandates risks fragmenting
enforcement, resulting in inconsistent application of the rules, and due
to “privatization of enforcement” even risking the rule of law [5].

The core principles of accountability, purpose limitation, trans-
parency, and user control, which are the foundations of the EU digital
rulebook [6], are difficult to audit in part because they were funda-
mentally designed to regulate bilateral relationships between a single
data controller and a data subject, rather than the complex realities that
often necessitate non-standard, reflexive regulatory approaches [7].
Modern data processing and artificial intelligence systems, however, are
not usually deployed by a single, monolithic actor. Rather, they are
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produced, deployed, and operated across complex, multi-layered algo-
rithmic and data supply chains by "many hands" [8]. These supply
chains facilitate data flowing iteratively between multiple parties,
fundamentally muddying traditional accountability analyses which
often assume a single regulatory target with the power to control a
system's inputs, structure, or outputs. This fragmentation creates an
"accountability horizon," where individual actors within the supply
chain have severely limited visibility into the operations of their up-
stream providers or downstream deployers. Furthermore, recent schol-
arship has acknowledged the complicated legal agreements typical of
the digital economy and turned to contract specification languages and
smart contracts as potential solutions [9].

Recent European enforcement actions also demonstrate that complex
supply chains are inherently difficult to audit. In the ad-tech ecosystem,
the Belgian Data Protection Authority’s action against IAB Europe
revealed that once a user's privacy preference is broadcast into the Real-
Time Bidding network, it disappears into closed-source downstream
databases, making it practically unfeasible to empirically verify if bro-
kers actually delete data upon a withdrawn consent signal [10]. Simi-
larly, in its fines against Google [11] and Shein [12], the CNIL bypassed
this opacity; rather than untangling granular technical faults across
layered architectures, the regulator applied the single economic unit
doctrine and cross-border joint controllership to hold parent companies
directly. Finally, this accountability horizon is especially severe in
generative Al ecosystems. As demonstrated by the Italian Garante’s
action against OpenAl for training ChatGPT on unlawfully processed
personal data, upstream model providers often operate with severe
opacity [13]. This upstream non-compliance creates a compliance
paradox for downstream deployers: under EDPB guidance [14],
deployers are legally accountable for ensuring lawful data provenance,
yet they remain technically powerless to audit the developer's pro-
prietary, black-box training logs. While the courts and national Data
Protection Authorities (DPAs) have increasingly labelled all actors
participating in these supply chains joint controllers regardless of their
original contractual identification as processors, they are merely clari-
fying the responsibility, but not solving the auditability issues.

The gap between legal intent and technical verifiability and opera-
tive enforceability contributes to inconsistent enforcement that un-
dermines regulatory effectiveness, stifles innovation by creating legal
uncertainty, and ultimately harms the EU's competitiveness [4]. The
subsequent systematic analysis of this implementation deficit establishes
that bridging the gap requires a foundational infrastructural layer
largely underexplored in policy discussions: data traceability. This
investigation posits that while such a technical layer cannot eliminate
the political sources of fragmentation [15], it can substantially mitigate
their negative economic effects by harmonizing the mechanism of
compliance, thereby creating a predictable and unified operational
environment for businesses, even where the underlying legal environ-
ment remains fragmented.

1.2. Defining traceability as a legal-technical construct

In the context of data privacy and regulation, this paper uses the
following definition:

Traceability is a legal-technical construct defined as the ability to
create a verifiable record of the complete lifecycle of personal data
(monitoring all access, modifications, processing, and storage) and
linking these activities back to a verifiable legal basis, such as consent.

It is a concept that extends beyond the purely technical notions of
data provenance and data lineage which provide a detailed historical re-
cord of a data item's origins and transformations [16]. In contrast,
traceability in the legal context is fundamentally about demonstrating
accountability [17]. It provides the verifiable evidence (in other words:
the digital paper trail) necessary to prove that data processing aligns with
legal obligations to “demonstrate compliance” according to 5(2) of the
GDPR. While traceability provides verifiable evidence, it is important to
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note that the core technical mechanism of traceability is
purpose-agnostic. Its effectiveness in protecting privacy or enhancing
competitiveness is determined entirely by the legal and governance
regime in which it is implemented.

1.3. Thesis and paper roadmap

This paper's investigation posits that the integration of a standard-
ized, interoperable, and privacy-preserving traceability layer into
Europe's digital infrastructure is an essential prerequisite for enhancing
regulatory effectiveness, developing a truly competitive single market
for data, and successfully realizing the strategic vision of the EuroStack
initiative, a proposal for a common European digital infrastructure
designed to enhance digital sovereignty [18]. To substantiate this thesis,
the paper offers three key contributions. First, it conducts a systematic,
cross-regulatory legal analysis establishing the imperative for trace-
ability as a necessary remedy to overcome current institutional, proce-
dural failures. Second, it performs a detailed comparative study of the
main candidates for technical architectures for traceability,
cross-examining them against the legal imperatives identified in the first
step, and the EU governance challenges identified by the Draghi Report.
Third, it proposes a novel and viable operational framework for trace-
ability ("EU-Trace"), which synthesizes two proven technical architec-
tures, and the EU's unique legal and public infrastructure. Finally, it
presents a strategic policy vision for integrating this architecture as a
foundational governance technology within the EuroStack, advocating
for a risk-based mandate to ensure proportional and effective
accountability.

To develop this argument, the paper is structured as follows. Section
2 will establish the legal imperative for traceability across the EU digital
rulebook. Section 3 will provide a critical comparative analysis of
technical architectures for traceability, and make a case for the proposed
hybrid model as the basis for a new operational framework. Section 4
will connect this analysis to the EU's strategic goals, merging the visions
of the EuroStack and Data Commons and analyzing the governance of
the proposed traceability layer as a piece of Digital Public Infrastructure,
including how a risk-based mandate would function. Finally, Section 5
will conclude by summarizing the paper's contributions and offering
policy recommendations.

2. The legal imperative for traceability across the EU digital
rulebook

2.1. Introduction: from accountability to demonstrable traceability in the
EU digital single market

The European Union's ambitious legislative project to construct a
digital single market has produced an overlapping web of regulations
[1]. While each instrument (from the foundational GDPR to the
technologically-specific AT Act) addresses different policy objectives, the
following systematic analysis reveals the emergence of a common,
unifying imperative: the requirement for end-to-end traceability of
personal data.

For the purposes of this analysis, traceability is defined as the ca-
pacity to create and maintain a verifiable and auditable record of the
entire lifecycle of personal data. This encompasses its provenance
(origin), the specific legal basis for each processing activity, all trans-
formations and transfers, its use in automated decision-making and
algorithmic systems, and its eventual deletion.

While it is unlikely that legislators in 2016 envisioned the precise
technical requirements of the 2024 AI Act, this paper will argue that the
cumulative effect of this legislative journey has been the creation of a de
facto mandate for end-to-end data traceability.The analysis now pro-
ceeds to analyze each stage of this legislative evolution, demonstrating
how the abstract principle of accountability has been translated into a
concrete, technical-operational imperative for personal data
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traceability.
2.2. The foundational mandate for traceability in GDPR

An examination of the GDPR establishes it as the cornerstone of the
EU's digital rulebook and the legal bedrock upon which all subsequent
traceability requirements have been built. Although the term trace-
ability is not explicitly mentioned within its provisions, an investigation
of the GDPR reveals the establishment of a comprehensive framework
that makes traceability a functional necessity for the demonstration of
compliance. This is achieved through the operationalization of four
interconnected requirements: the overarching principle of account-
ability, the specific documentation mandate for Records of Processing
Activities (RoPA), the architectural requirement of data protection by
design and by default, and the operational demands of the fulfillment of
data subject rights. The imperative for traceability within the GDPR is
therefore mainly driven by the evidentiary burden on the data controller
to demonstrate compliance to supervisory authorities.

2.2.1. The accountability principle as the legal bedrock

The formalization of the accountability principle was a main
requirement introduced by the GDPR. Article 5(2) states that "The
controller shall be responsible for, and be able to demonstrate compli-
ance with, paragraph 1 (‘accountability')" [6]. This operative phrase
requires the controller to create and maintain sufficient evidence to
prove its adherence to the data processing principles outlined in Article
5(1), such as lawfulness, fairness, transparency, purpose limitation, and
data minimisation.

This requirement for "demonstrable compliance" necessitates a
complete audit trail of data processing activities. Legal-technical
scholarship has affirmed that accountability is an ongoing, proactive
process, not a one-time, "check-the-box" exercise [19]. According to
Article 24 of the GDPR, controllers are expected to implement
comprehensive privacy management programs, including policies, pro-
cedures, and technical controls, and to document these measures thor-
oughly. This collection of documented evidence is what allows a
controller to demonstrate compliance.

Technically, this means that for any given piece of personal data, the
controller must be able to trace its processing history and link each stage
to a corresponding compliance justification. The ability to show that
data was collected for a specified, explicit, and legitimate purpose
(purpose limitation), that only the necessary data was collected (data
minimisation), that it is accurate, and that it is not stored for longer than
necessary (storage limitation) has to be evidenced. The practical ne-
cessity of this approach is evidenced by Article 88 on Logging re-
quirements from Regulation (EU) 2018/1725 that prescribes that EU
institutions should have accurate logging (traceability) for “the collec-
tion, alteration, access, consultation, disclosure, including transfers,
combination and erasure of operational personal data” [20].

This evidentiary burden has been strictly enforced, with DPAs
treating specific technical failures as breaches of the accountability
principle itself. For instance, the Polish DPA fined the Szczecin-Centrum
District Court for violations of Articles 25 (Data Protection by Design)
and 32 (Security of processing), linking these failures to an infringement
of Article 5(2) [21]. Similarly, the Spanish DPA imposed a fine on EDP
ENERGIA, S.A.U., citing a violation of Article 25 because the company
had not designed its contracting process with appropriate operative
measures to trace and verify authorization when acting on behalf of
another person [22]. The regulatory bodies who can enforce this
demonstrable compliance has been further broadened by the Court of
Justice of the European Union in Meta Platforms (C-252/21), which
concluded that even national competition authorities can assess GDPR
compliance [23].
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2.2.2. Records of processing activities as the primary instrument of
traceability

If Article 5(2) provides the legal basis for traceability, Article 30
provides the primary instrument for its operationalization. This article
mandates a specific, detailed instrument of traceability: the Record of
Processing Activities (RoPA) [6]. The RoPA can be understood as the
GDPR's most explicit tool for the creation of a comprehensive map of an
organisation's data processing activities. Under Article 30(1), the
maintenance of a record is required from each controller, containing, at
a minimum: the name and contact details of the controller, joint
controller, representative, and Data Protection Officer, the specific
purposes of the processing (e.g., payroll management, customer mar-
keting), a description of the categories of data subjects (e.g., employees,
clients) and the categories of personal data (e.g., contact details, health
records), the categories of recipients to whom the personal data have
been or will be disclosed, including those in third countries, details of
transfers to third countries and the documentation of suitable safe-
guards, envisaged time limits for the erasure of different data categories,
and a general description of the technical and organisational security
measures implemented [6].

This detailed list effectively requires the controller to trace and
document the entire planned lifecycle of each category of personal data
it processes. The RoPA serves as the central repository of this traceability
information, acting, in the words of the Irish Data Protection Commis-
sion, as a "a living, dynamic, document, which is continuously updated
to reflect the current position of the organisation at all times with regard
to their processing of personal data" [24]. The explicit obligation in
Article 30(4) for the controller or processor to "make the record avail-
able to the supervisory authority on request" makes it a key piece of
evidence for the demonstration of compliance [6]. Failure to maintain
an adequate RoPA constitutes a direct breach, as was demonstrated by
the CNIL’s fine against the data broker TAGADAMEDIA [25]. The
sanction was imposed partly because its RoPA was deficient, failing to
specify which of two companies was acting as the data controller and
thus failing to clearly trace responsibility.

2.2.3. Data protection by design and by default and the architectural
imperative

Article 25 of the GDPR raises the concept of traceability to a proac-
tive, architectural principle. It mandates that data controllers, "both at
the time of the determination of the means for processing and at the time
of the processing itself, shall implement appropriate technical and
organisational measures... which are designed to implement data-
protection principles... in an effective manner" [6]. This is the princi-
ple of Data Protection by Design. Furthermore, the implementation of
measures is required to ensure that "by default, only personal data which
are necessary for each specific purpose of the processing are processed"
[6]. This is Data Protection by Default.

Together, these principles require organisations to build traceability
into their systems and processes. The EDPB Guidelines 4/2019 state that
effective implementation requires integrating safeguards "throughout
the processing lifecycle," connecting the legal principle to the technical
necessity of data lifecycle tracking [26]. Examples of the implementa-
tion of data protection by design that directly support traceability
include: legal basis and data minimisation through systems that collect
only the essential data fields required for a specific purpose, thereby
creating a traceable link between each data point and its lawful purpose;
lifecycle security from collection to secure destruction, with logs and
audit trails to trace access and modifications; autonomy for giving users
granular controls within the legal basis, requiring the system to trace
and apply these preferences to all relevant processing activities [26].

Article 25 thus makes traceability an engineering imperative as well.

2.2.4. The functional necessity of traceability for data subject rights
The final pillar establishing the traceability mandate in the GDPR is
the practical impossibility of the fulfillment of Data Subject Rights (Art.
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15-22) without it. These rights place specific operational demands on
data controllers.

Regarding the Right of Access under Article 15 a recent CJEU juris-
prudence has interpreted its scope so expansively as to make compre-
hensive, contextual traceability an operational necessity. In Case C-487/
21 (CRIF), the Court ruled that the transparency requirement of Article
12(1) of the GDPR includes receiving even "extracts from documents or
even entire documents or extracts from databases" if essential for the
data subject to understand the context of the processing [27]. This re-
quires traceability back to source documents. Further, in Case C-579/21
(J.M. v. Pankki S), the CJEU held that system logs (detailing who
accessed personal data and when) are themselves the personal data of
the individual whose information was accessed [28]. Finally, in Case
C-634/21 (SCHUFA Holding), the Court affirmed the right to "mean-
ingful information about the logic involved" in automated decisions,
necessitating the ability to trace a specific algorithmic output back to its
data inputs [29]. Fulfilling an access request requires organisations to
take 'reasonable steps' to locate information across their systems;
without robust processes using traceability, handling complex or
large-scale requests can cause a 'disproportionate or unjustified level of
disruption' and become a significant operational burden [30].

The Right to Erasure under Article 17 requires the controller to trace
and delete all copies of the data, including notifying downstream re-
cipients to whom the data has been disclosed. The Right to Data
Portability under Article 20 requires the ability to trace, combine, and
export a specific user's data in a machine-readable format [6]. These
rights presume in practice that the controller has a complete and accu-
rate understanding of where all personal data resides and how it moves
through its systems—in other words, traceability.

2.3. Extending traceability to platform ecosystems: the DMA and DSA

While the GDPR established the principles of accountability (and
traceability), the DMA and DSA adapted these principles to large online
platforms and digital ecosystems. This analysis reveals a shift in the
focus of traceability from an internal, accountability-driven exercise for
the demonstration of compliance to regulators, towards a more external,
transparency-oriented function to empower users and ensure fairness in
the market.

2.3.1. DMA: traceability of granular consent as a precondition for business
models

The DMA targets the market power of large online platforms desig-
nated as gatekeepers. A key provision for data traceability is Article 5(2)
which prohibits a gatekeeper from combining personal data from one of
its core platform services with personal data from other services, cross-
using personal data from one core platform service in another separate
service, or signing in end users to other services in order to combine
personal data [31]. The crucial exception to this prohibition is when "the
end user has been presented with the specific choice and has given
consent within the meaning of Article 4, point (11), and Article 7 of
Regulation (EU) 2016/679" [31]. This reference to the GDPR's definition
of consent means that the consent must be freely given, specific,
informed, and unambiguous [6]. This necessitates a granular consent
management system capable of tracing the specific choice presented, the
user's action (cross-using, combining or signing in the user), the scope of
consent, and the consent lifecycle, including any instances of with-
drawal and ensuring that requests for consent are not repeated for the
same purpose within a one-year period if refused.

Legal scholarship has highlighted the significant challenges of
obtaining truly "free" consent from users in the context of a power
imbalance with a gatekeeper, making the quality and traceability of the
consent record even more critical for legal defence [32]. The DMA,
therefore, makes granular traceability of consent a precondition for
engaging in data processing activities fundamental to many large plat-
form business models. The practical enforcement was demonstrated in
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the European Commission's non-compliance investigation into Meta's
"pay or consent" model. The Commission's found that the binary choice
presented to users failed to provide a genuine alternative for those who
do not consent, thereby not meeting the high standard for freely given
consent required by the DMA, resulting in the first-ever fine under the
DMA in April 2025 [33].

2.3.2. The DSA: traceability for transparency and safety

The DSA aims to create a safer and more transparent online envi-
ronment by regulating the responsibilities of intermediary services [34].
Its traceability mandate builds upon GDPR principles, focused on the
output of algorithmic systems used for advertising [35].

Article 26 of the DSA mandates that providers of online platforms
presenting advertising must ensure that for each specific ad shown to
each individual user, the user can identify, in a clear and real-time
manner: that the information is an advertisement; the natural or legal
person on whose behalf the advertisement is presented; the natural or
legal person who paid for the advertisement; and "Meaningful infor-
mation directly and easily accessible from the advertisement about the
main parameters used to determine the recipient to whom the adver-
tisement is presented" [34].

This last requirement creates a mandate for output traceability. This
necessitates an auditable trail linking the ad (the individual output) to
the specific personal data points (e.g., age, location, interests) and the
profiling logic used for targeting. The EDPB's Guidelines 3/2025 on the
interplay between the DSA and the GDPR confirm this, clarifying that
DSA transparency is provided in real-time and is ad-specific, a more
dynamic and user-facing form of traceability than that required by the
GDPR [35]. Industry bodies such as IAB Europe have released detailed
implementation guidelines to help the ad-tech supply chain comply with
the DSA's ad transparency obligations [36].

Furthermore, for Very Large Online Platforms, Article 39 requires the
creation of a publicly accessible repository of advertisements, contain-
ing details such as the content of the ad, the advertiser, the period of
dissemination, and the main parameters used for targeting [34]. This
creates a long-term, searchable record of advertising activities, embed-
ding traceability as a tool for both public and regulatory scrutiny. The
DSA also bans targeted advertising based on profiling using special
categories of personal data or data from minors, requiring proactive,
dynamic traceability as opposed to consent traceability previously
required under the GDPR [34].

2.4. Traceability for the data economy: the DGA and data act

Building on the foundations of the GDPR and the platform-specific
rules of the DMA and DSA, the DGA and the Data Act aim to develop
a single market for data. In this new, multi-party ecosystem, traceability
becomes the legal and technical mechanism for establishing neutrality,
transparency and trust.

2.4.1. DGA: traceability in governed data sharing

The DGA aims to facilitate data sharing by creating new, trustworthy
structures for data exchange through Common European Data Spaces
[37]. These multi-party ecosystems require significant trust, which is
technically and legally enforced through neutrality, transparency and
traceability.

The DGA introduces data intermediation services as neutral third
parties connecting data holders and users. While the European Com-
mission's practical guidance does not explicitly use the term 'audit trail,’
it clarifies that intermediaries must be able to prove compliance with
Article 12's strict neutrality obligations [38]. This functionally necessi-
tates a complete and verifiable record of all data flows to demonstrate
that data has not been used for any other purpose.

This principle is now being implemented in sectoral data spaces. The
European Health Data Space Regulation grants patients granular trans-
parency: “Electronic health data access services should provide detailed
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information on access to data, such as when and which entity or natural
person accessed data and which data were accessed.” [39] This is a
user-facing traceability mandate that is impossible to fulfill without a
complete audit log of access events. The technical foundation for the
data spaces is being developed by the Data Spaces Support Centre,
whose Blueprint defines among its technical “building blocks” trace-
ability and provenance tracking for evidence “on the origin of the data
and the treatment of the data during its processing in the value chain”
and “what was done with the data.” [40]

Where personal data is involved, the DGA defers to the GDPR in
Article 1(3) [37]. This means intermediaries must trace the data flow as
well as demonstrate a valid legal basis under the GDPR.

The DGA also provides a framework for data altruism, where in-
dividuals or companies voluntarily make their data available for pur-
poses of general interest, such as scientific research using a European
data altruism consent form to ensure that consent can be given and
withdrawn easily and in a standardized manner across Member States
[37]. Recognised data altruism organisations must maintain transparent
records of how the data is used, requiring a traceable link from the data
subject's consent to the specific research or public interest project that
uses their data. In the DGA's framework, traceability is therefore a
mechanism of transparency for data holders to participate in these new
data-sharing ecosystems.

2.4.2. The data act: technical traceability for the internet of things

The Data Act creates a new right for users (both consumers and
businesses) to access the data generated by their use of a connected
product (often referred to as the Internet of Things (IoT)) or related
service and to share that data with third parties of their choice [41].

Article 3 of the Data Act mandates that products must be designed
and manufactured, and related services provided, in such a manner that
data generated by their use is, by default, easily, securely, and directly
accessible to the user. The Data Act requires manufacturers to build
systems capable of technically tracing, isolating, and extracting the
specific data stream generated by a single user's device and to provide it
in a structured, commonly used, and machine-readable format [41].

The interplay with the GDPR is again explicitly addressed. Article 1
(5) of the Data Act clarifies that it is without prejudice to EU data pro-
tection law, and where the user is not the data subject whose personal
data is requested, that data may only be made available if there is a valid
legal basis under the GDPR, such as the data subject's consent. The data
holder must be able to, technically, trace the data to a specific product
and user, and trace the valid legal basis, such as the consent of the data
subject(s) involved.

The Data Act thus embeds traceability at the hardware and software
design level, making it a prerequisite for placing connected products on
the EU market. Together, the DGA and Data Act establish that in a multi-
actor data ecosystem, traceability enables transparency, facilitates data
sharing, and ensures that the rights of individuals remain protected.

2.5. Ultimate traceability: data provenance and logging in the Al act

The EU Al Act, the world's first comprehensive law on artificial in-
telligence introduces one of the most granular and technically pre-
scriptive traceability requirements in the entire EU digital rulebook. The
Al Act completes the evolutionary trajectory of traceability by moving
beyond tracing the data's lifecycle (GDPR), the user's granular consent
(DMA), or its commercial flow (DGA/Data Act). In line with the output
traceability concept of the DSA advertisement transparency re-
quirements, it mandates the traceability of the automated system's
behaviour, targeting two critical and often opaque aspects of Al: the data
used to train it and the operational decisions it makes. This is achieved
through stringent requirements for data provenance and automatic
event logging for high-risk Al systems [42].
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2.5.1. Data governance and provenance for Al training data

Article 10 of the Al Act requires that the training, validation, and
testing datasets used to develop high-risk Al systems are subject to
"appropriate data governance and management practices" [42]. The
governance must track "data collection processes and the origin of data,
and in the case of personal data, the original purpose of the data
collection” and “data-preparation processing operations, such as anno-
tation, labelling, cleaning, updating, enrichment and aggregation" [42].
Providers of high-risk Al systems must be able to trace their training data
back to its source, demonstrate its lawfulness and suitability for the
intended purpose. This includes design choices regarding the datasets,
data preparation operations, examination for possible biases, and
identification of data gaps [42].

This mandate directly addresses the "black box" problem at the
training stage. Given that Al models are often trained on vast datasets
scraped from the internet or aggregated from multiple sources, estab-
lishing provenance is a significant technical and legal challenge [43].
However, it is essential for mitigating algorithmic bias, ensuring fair-
ness, and verifying compliance with other laws, such as copyright and
the GDPR. For general-purpose Al (GPAI) models, providers are also
required to draw up and make publicly available a summary of the
content used for training, further reinforcing the transparency of data
provenance [42]. The AI Act thus makes the traceability of data inputs a
prerequisite for developing and deploying high-risk Al in the EU. This
requirement has been operationalized through the mandatory GPAI
Template, published by the European Commission. This template legally
obligates all providers to publicly disclose a "sufficiently detailed sum-
mary" of the content used for training, including their data sources and
collection processes [44].

2.5.2. Automatic event logging for high-risk systems

Beyond the inputs, the AI Act also mandates output traceability.
Article 12 requires that high-risk Al systems "shall technically allow for
the automatic recording of events (logs) over the lifetime of the system"
[42]. In practice these logs must be automatic, immutable, and suffi-
ciently detailed to ensure a level of traceability appropriate to the sys-
tem's intended purpose [45]. The goal is the creation of a verifiable
record of the system's functioning to facilitate post-market monitoring,
investigate incidents, and monitor operations [42]. The precise tech-
nical specifications for these logging capabilities will be defined in
harmonized standards developed by the designated European standards
bodies, specifically CEN—CENELEC Joint Technical Committee 21 (JTC
21) [46].

For certain high-risk systems, such as those used for remote bio-
metric identification, Article 12(3) specifies the minimum information
that must be logged: the period of each use of the system, the reference
database against which input data was checked, the specific input data
that resulted in a match, and the identification of the natural persons
involved in the verification of the results, linking the automated decision
to human oversight [42].

Article 19 reinforces this obligation by requiring providers to keep
these automatically generated logs for an appropriate period, which
must be at least six months, unless other laws require a longer retention
period [42].

This combination of mandatory, automatic logging creates the most
robust and prescriptive form of traceability found in EU digital law. It
establishes an immutable audit trail of the Al system's decisions, linking
specific inputs to specific outputs and human interventions. This oper-
ational traceability is the ultimate mechanism for accountability. When
an Al system causes harm or makes a questionable decision, these logs
provide the necessary evidence to investigate what happened, why it
happened, and who is responsible. The AI Act, through its dual re-
quirements of data provenance and operational logging, ensures that the
entire lifecycle of a high-risk AI system, from the data it learned from to
the decisions it makes, is fully traceable and accountable. This repre-
sents the culmination of the legal principle that began with the GDPR: to
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ensure trust in complex digital systems, their inner workings must be
demonstrable, auditable and traceable by design.

2.6. The evolving legal imperative of traceability

The following table synthesizes the evolution of the core traceability
requirements and the nature of traceability through the EU digital
regulations.

As summarized in Table 1, this legislative evolution demonstrates a
trajectory from static, documentary accountability under the GDPR to
dynamic, systemic and increasingly real-time operational traceability.
Demonstrating compliance across multi-party algorithmic supply chains
is a further technical architecture challenge, necessitating a wider
compliance lens than the traditional controller-based accountability
approach of the GDPR. In the European digital single market, account-
ability is no longer an abstract principle, but it is a technical reality, and
its name is traceability.

3. A comparative analysis of technical architectures for
traceability in the EU

Privacy compliance scholarship has revealed several technical ap-
proaches to translating the GDPR into machine-readable formats. For
example, semantic web technologies and legal reasoning tools like
PrOnto (Privacy Ontology for Legal Reasoning) [47] support
privacy-by-default and legal compliance. PrOnto provides a legal
knowledge modeling of privacy agents, data types, processing opera-
tions, rights, and obligations and incorporates references to GDPR

Table 1
The evolving legal imperative for personal data traceability in EU digital
regulations.

Regulation  Key Core Traceability =~ Nature of Primary
Articles Requirement Traceability Context/
Addressee
GDPR Art. 5 Demonstrable Documentary, All data
(2), 24, accountability. Accountability- controllers and
30, 25, Records of Based processors.
15-22 Processing
Activities
(ROPA). Data
Protection by
Design and by
Default. Exercise
of Data Subject
Rights.
DMA Art. 5 Traceable, GDPR- Consent-Based Designated
2 standard consent 'gatekeeper’
for combining or platforms.
Ccross-using
personal data.

DSA Art. 26 Transparency for Output-Based Online
advertising platforms and
parameters marketplaces.

DGA Art. 12 Neutral and Flow-Based Data sharing
transparent data and
flows managed intermediation
by data services.
intermediaries.

Data Act Art. 4,5 User access to Technical, Manufacturers
generated data; Access-Based of connected
Sharing data with products (IoT).
third parties
upon user
request.

AT Act Art. 10, Data provenance Provenance & Providers/

12,19 for training data;
Automatic event
logging for
system
operations.

Operational deployers of
high-risk Al

systems.
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concepts such as sensitive data, anonymization techniques, and pro-
cessing purposes. Similarly, Natural Language Processing (NLP) has
successfully automated certain compliance checks of legal documents.
For instance, approaches like DIKAIO [48] utilized several machine
learning techniques to evaluate Data Processing Agreements against the
GDPR, effectively predicting compliance breaches based on the presence
or absence of required legal information types.

However, while semantic ontologies and NLP compliance checking
are essential for ex-ante compliance (mathematically defining the tax-
onomy of the law and automating the legal audit of static documents like
Data Processing Agreements) they do not inherently address the prob-
lem of ex-post audit through evidence. Ontologies define what the sys-
tem should do, and NLP verifies the intent of the data controller as
expressed in their policy agreements, but neither provides the opera-
tional ledger necessary to prove what the system actually did in real-
time. Traceability serves as the necessary operational counterpart to
semantic modeling and NLP compliance checking to provide the audit
trail for the physical execution of the policy agreements across the
algorithmic supply chain.

Moving from conceptual necessity to practical implementation, the
legal imperative for traceability requires an investigation into a tech-
nical architecture capable of operating at scale within the European
regulatory and infrastructural landscape. Apart from providing the
means of traceability for the traceability requirements analyzed in
Chapter 2, any proposed architecture must also provide a practical
response to the two key challenges of inconsistent enforcement and
legislative gold-plating highlighted by the Draghi Report [4].

3.1. How traceability architectures address inconsistent enforcement

Inconsistent enforcement of the EU digital rulebook stems from
fragmented supervision, divergent legal interpretations, and a deficit of
resources and technical expertise within national supervisory author-
ities (SAs) [49]. A proposed technical architecture needs to be able to at
a minimum mitigate this by establishing a standardized, evidence-based
foundation for oversight.

A mechanism of efficiency of such an architecture would be to create
a "single source of truth" for regulators. Currently, an SA's investigation
relies on a company's internal documentation, such as RoPAs, logs, and
policies, which vary dramatically in quality and format [50]. The re-
flexive approach followed by some DPAs with the aim of cooperatively
addressing compliance deficiencies further necessitates non-standard
enforcement if built on these varied internal documents [7]. This vari-
ance can make enforcement subjective and inconsistent. A proposed
traceability architecture should address this variance by creating a
standardized, machine-readable, and cryptographically verifiable audit
trail of data processing events. A regulator in Ireland and a regulator in
Spain investigating the same company would therefore examine the
exact same type of evidence, generated according to the same open
standards. The harmonization of the evidence base can be a mechanism
to lead to more consistent enforcement processes.

This proposed architecture should also lower the barrier for technical
audits. SAs are often hindered by a lack of technical expertise [50]. The
technical architecture should act as a force multiplier for these
under-resourced bodies. Instead of requiring deep forensic expertise to
analyze complex, proprietary system logs, a regulator could query the
user's designated traceability system for a clear record of data lifecycle
events. Opaque technical processes should thus be translated into a
legible, standardized format, making it easier for SAs to audit compli-
ance and verify a company's claims.

Finally, a standardized evidentiary framework should enable effec-
tive cross-border enforcement, where inconsistency is most acute [50].
Ideally the architecture should be linked to pan-European public infra-
structure(such as the emerging European Digital Identity (EUDI) Wallet
[51], provided it achieves successful deployment) to create an interop-
erable system by design, rather than relying on member-state-specific
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solutions. This could significantly improve cooperation between SAs
under the GDPR's one-stop-shop mechanism. The Lead Supervisory
Authority could share and interpret verifiable evidence with other
concerned SAs, as all would be operating with the same open standards,
in other words the same “language of proof'.

3.2. How traceability architectures mitigate the effects of gold-plating

"Gold-plating" is the practice of Member States adding country-
specific requirements to EU regulations, fragmenting the Single Mar-
ket and creating burdensome compliance landscapes for businesses [3].
While a technical architecture cannot prevent a Member State from
enacting such laws, it should provide a mechanism to mitigate their
detrimental consequences.

The architecture should harmonize the mechanism of compliance,
creating a predictable and unified operational environment even where
underlying legal rules remain fragmented. A company operating in
Germany and France might face different national data protection nu-
ances [49]. With a traceability architecture, the technical process for
demonstrating compliance would be nearly identical in both countries.
This has the potential to reduce the operational complexity, especially
for cross-border operations by creating a single compliance architecture
that sits underneath the fragmented legal layer.

Traceability architectures may also create a market for specialized
service providers, such as smart contract providers or traceability
agents. These providers would have to develop expertise in navigating
the specific gold-plated requirements of multiple Member States and
offer a unified "compliance-as-a-service" solution. A company could then
rely on its service provider to handle the nuances of national laws,
effectively outsourcing and centralizing the management of this
fragmentation.

This approach can shift the focus of an audit from non-standard legal
interpretation to concrete, verifiable events. Gold-plating often creates
legal uncertainty and debate over the interpretation of national rules
[3]. A traceability system changes the crucial question from "What is the
precise interpretation of this national law?" to "Is there a verifiable,
cryptographically signed record of consent for this specific data pro-
cessing event?". This focus on a factual, auditable data trail has the
potential to cut through the ambiguity created by gold-plating and can
provide a clearer path to demonstrating compliance.

3.3. Comparative study of data privacy traceability architectures

3.3.1. Concepts

In the context of this analysis, a traceability architecture is defined as
the structural and operational framework of technologies, protocols, and
data models designed to systematically capture, store, and verify key
personal data events (ranging from consent events like creation, modi-
fication, revocation to downstream processing operations). It functions
as the socio-technical mechanism that translates abstract legal compli-
ance requirements (such as demonstrable accountability) into an
auditable, evidentiary record even across distributed algorithmic supply
chains.

To overcome the 'accountability horizon' inherent in multi-party
algorithmic supply chains, traditional centralized logging (where a
single entity controls a siloed database) is structurally insufficient [8].
Therefore, this analysis focuses on architectures capable of
cross-boundary verification, specifically evaluating the three primary
paradigms currently proposed in the literature:

e Blockchain-based Systems: These are decentralized, distributed led-
gers utilizing cryptographic consensus mechanisms. In the context of
regulatory compliance, it is necessary to explicitly distinguish be-
tween public, permissionless chains (which face insurmountable
controller-identification issues under the GDPR) and private,
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permissioned consortium chains (which are favored in enterprise
tracking but sacrifice true decentralization) [52].

e Attestation-based Protocols (e.g., OTrace): These are decoupled ar-
chitectures where users delegate the continuous, high-volume
auditing of backend data events to an independent, third-party
"Traceability Agent." This approach effectively separates the high-
integrity act of granting consent from the high-volume task of log-
ging operations [53].

e W3C Verifiable Credentials (VCs): This is a standardized data model
for cryptographic claims made by an issuer about a subject. VCs are
fundamentally user-centric, typically stored in an edge device (such
as a digital wallet), and specifically designed for the selective,
privacy-preserving disclosure of attributes, rather than the contin-
uous logging of backend system events [54].

There is significant scholarship on the privacy compliance of
blockchain architectures. Systematic literature reviews on GDPR-
compliant blockchains [52] categorize the fundamental conflicts be-
tween distributed ledgers and the GDPR into six major thematic groups:
Data Deletion and Modification (Articles 16, 17, 18), Protection by
Design and Default (Article 25), Responsibilities of Controllers and
Processors (Articles 24, 26, 28), Consent Management (Article 7), Data
Processing Principles (Articles 5, 6, 12), and Territorial Scope (Article
3). To mitigate these paradoxes, the literature details how architects
must propose extensive, complex workarounds. For instance, achieving
compliance often requires dividing data into personal and non-personal
categories, storing all personal data off-chain in local databases, and
only storing cryptographic proofs of existence (hashes) on the immu-
table ledger. Furthermore, to comply with the right to be forgotten,
systems must rely on logical deletion—destroying the encryption keys
linked to the off-chain data rather than altering the ledger itself [52].

3.3.2. Comparative analysis

This comparative analysis evaluates the three primary technical ar-
chitectures for data privacy traceability against a dual-lens framework.
Each architecture is assessed on its capacity to fulfill the legal compli-
ance imperatives of the EU digital rulebook identified in Table 1 of
Chapter 2, and its potential to address inconsistent enforcement and
legislative gold-plating. To illustrate the practical implications of the
compliance characteristics of each technology, this analysis introduces a
hypothetical "Smart Diagnostic AI App" supply chain as a representative
testing model. Consider a European hospital (the deployer) utilizing a
diagnostic application developed by a German health-tech SME (the
provider). This SME relies on a foundation model accessed via an API
from a US-based technology conglomerate (the model provider), whose
training data was originally aggregated by a third-party global data
broker. The following analysis specifically examines how each archi-
tecture traces data flows across this complex, multi-party ecosystem,
while also considering their alignment with the EU's public digital
infrastructure defined in the EuroStack [18].

GDPR: Demonstrable Accountability (Art. 5(2)): Public blockchains
demonstrate a poor capacity for native accountability due to obscure
controller identities [55], requiring complex workarounds via permis-
sioned chains to ensure a contractually designated controller is identi-
fiable [56]. In practice, if the European hospital attempts to log a
patient's consent on a public network, it cannot prove to a regulator
which nodes control the data, forcing the hospital and the German SME
to abandon it for a private chain. Attestation-based protocols offer a
highly aligned candidate for creating a demonstrable record of pro-
cessing, though they require strong institutional enforcement to ensure
their "covert-accountability" mechanisms are respected [53]. Applied to
our hypothetical, the hospital, the German SME, and the US model
provider all route cryptographically signed attestations of their respec-
tive processing steps to a registered Traceability Agent, creating a uni-
fied, end-to-end operational record of accountability. Verifiable
Credentials (VCs) mitigate this challenge of establishing legal identity by
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providing cryptographically verifiable proof of a legal basis where the
issuer is an accountable entity natively recognized by the system [54].
When the hospital issues a VC to the patient (a cryptographic claim
documenting the exact terms of the patient's consent) its verified eIDAS
identity [57] and the legal basis are mathematically baked directly into
the credential.

GDPR: Records of Processing Activities (ROPA) (Art. 30): Public
blockchains are unsuitable for dynamic, sensitive ROPA data due to
fundamental transparency and immutability constraints, making them
highly inefficient [55]. Compliance requires off-chain storage for the
ROPA data, recording only immutable hashes on the ledger [56].
Consequently, the German SME cannot store its constantly updating
processing records on-chain without exposing trade secrets or violating
privacy. Conversely, an attestation agent's log serves as a strong oper-
ational counterpart, functioning as a dynamic, real-time, user-centric
ROPA for the entire algorithmic supply chain [53]. This allows the
Traceability Agent to seamlessly map the data's journey from the hos-
pital to the SME and finally to the US provider. VCs moderately support
this requirement; while they represent discrete authorizations, they do
not constitute a complete, continuous record of all processing activities
[54]. The patient can hand the hospital a VC authorizing treatment, but
that credential will not track the subsequent backend processing by the
US model provider.

GDPR: Data Protection by Design and by Default (Art. 25): The data
replication inherent in public chains fundamentally conflicts with data
minimization [55,43], necessitating off-chain storage and
Zero-Knowledge Proofs to verify claims without revealing sensitive data
[58]. If the hospital's app logs sensitive diagnostic data on a blockchain,
developers must build complex cryptographic workarounds to hide the
actual health metrics from the public network. Attestation protocols
provide a strong structural defense, using "covert-accountability" as a
design principle to deter data misuse across the supply chain [53]. This
discourages the SME or US provider from exploiting the data, as their
actions are securely logged by the Traceability Agent. VCs provide a
robust mechanism in this domain, natively supporting data minimiza-
tion via "selective disclosure" mechanisms [59]. The patient can use
selective disclosure to share only the specific health attribute required
by the hospital without revealing their entire medical history.

GDPR: Exercise of Data Subject Rights (Art. 15-22): The mathematical
immutability of blockchains directly conflicts with the Right to Erasure
[551, requiring logical deletion workarounds applied to off-chain data
[55]. If a patient requests the hospital to delete their diagnostic data, the
on-chain hash remains in the blockchain. This is insufficient for
compliance, as the EDPB classifies cryptographic hashes as pseudony-
mized, rather than anonymized, personal data [56]. Attestation pro-
tocols structurally support data subject rights, designed to log the
exercise of rights requests via "Rights Attestations" [53]. The agent
seamlessly logs the transmission of the patient's erasure request from the
hospital down to the SME and to the US model provider. VCs offer a
robust user-centric model, empowering data subjects with control, ac-
cess, and deletion of their credentials immediately within their digital
wallet [57], but they do not record the cascading controller and pro-
cessor notifications required. While the patient can revoke or delete the
consent credential from their digital wallet, the wallet does not auto-
matically notify the hospital, nor does it track whether the SME and the
model provider actually deleted the patient’s personal data.

DMA: Traceable, GDPR-Standard Consent for Combining or Cross-use
(Art. 5(2)): Blockchains can provide a strong immutable log of gran-
ular consent, provided they employ off-chain and permissioned work-
arounds to establish controller accountability [55]. If the US-based
model provider acts as a designated gatekeeper combining the hospital’s
diagnostic data stream with their other services (e.g. a Google Health
service), it must rely on these private ledger setups to prove compliance.
Attestation protocols offer an aligned approach to create a granular,
high-volume log of consent and its subsequent utilization [53]. The
Traceability Agent easily logs both the patient's initial consent and the
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gatekeeper's specific use of the data across its services. VCs are equally
aligned, providing a cryptographically verifiable and highly portable
record of granular consent required for compliance [59]. The patient
generates a verifiable consent credential that the US provider can ingest
and audit to prove DMA adherence for combining personal data from the
hospital with their other services.

DSA: Transparency for Advertising Parameters (Art. 26): While block-
chains establish a transparent audit trail, their inherent scalability and
cost limitations create severe barriers for high-volume, real-time
advertising ecosystems, theoretically requiring modular or Layer-2 so-
lutions [60]. If the app developer uses targeted advertising in the
diagnostic app, logging real-time ad parameters on-chain is architec-
turally prohibitive. Attestation protocols are strongly suited for this
mandate, capable of efficiently logging the targeting parameters for
each individual ad through processing attestations [53]. The Trace-
ability Agent can act as a high-speed receiver, recording the specific
demographic targets for every single ad impression served. VCs offer
only a moderate fit; they can securely support user-managed ad pref-
erences but do not provide the output traceability necessary to track
specific ad impressions [59]. The patient's wallet securely stores their
general ad preferences, but cannot log the real-time outputs generated
by the platform.

DGA: Neutral and Transparent Data Flows (Art. 12): Public block-
chains are poorly suited for governed data sharing due to obscure
identity mapping [55], but permissioned chains offer a strong frame-
work for secure, neutral, and auditable ledgers among trusted partici-
pants [56]. A DGA-regulated data intermediary facilitating flows
between the hospital and the German SME must build a private con-
sortium chain to maintain secure, identifiable governance. Attestation
protocols are highly compatible here, as the Traceability Agent directly
mirrors the technical and legal role of a multi-party data intermediary
[38]. The agent centrally logs the data exchanges between the hospital
and the SME, functioning exactly as the DGA envisions. VCs effectively
manage permissions and access rights within a data space but lack the
capacity to log the continuous data flows themselves [59]. VCs authorize
the SME to initially enter the data space, but cannot track the subsequent
machine-to-machine data exchanges.

Data Act: User Access and Third-Party Data Sharing (Art. 4, 5):
Blockchains can generate tamper-proof logs of IoT data access requests,
but processing high-volume IoT telemetry on-chain is architecturally
impractical [60], demanding an off-chain data and on-chain metadata
configuration [58]. If a patient uses a connected biometric IoT device
feeding continuous data into the hospital's app, putting that telemetry
directly on-chain causes unsustainable data volume. Attestation pro-
tocols are a strong structural fit, capable of logging attestations for
high-volume IoT data access requests and transfers [53]. The agent
effortlessly logs the high-volume stream of data transfers from the bio-
metric device as they occur. VCs perform poorly in this operational
context; they can provision device authorization but cannot log the
continuous data streams [59]. The patient uses a VC to initially pair their
device with the hospital's app, but the VC cannot record the ongoing
flow of heart rate or diagnostic metrics.

AI Act: Data Provenance for Training Data (Art. 10): The immutable
chain of custody provided by blockchains is a moderate technical fit for
tracking data provenance [43], but relies entirely on privacy work-
arounds (storing personal training sets off-chain and cryptographic
hashes on-chain) to function legally [56]. In our practical example,
when regulators audit the global data broker to verify the Al model's
training data, the broker must rely on these hash-based workarounds to
hide the massive personal datasets. Attestation protocols are moderately
useful, optimizing for discrete processing events rather than the
detailed, multi-stage transformations characteristic of Al training data
[43]. The agent easily logs the patient's hospital visit, but struggles to
map the complex data aggregation steps performed by the broker. VCs
similarly offer promising utility; they can certify a dataset's high-level
origin and potentially granular, record-level data provenance in a
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processing chain [59]. The data broker could use a VC to certify the
dataset's legal acquisition, and potentially the granular provenance
required for a deep algorithmic audit as well.

AI Act: Automatic Event Logging for System Operations (Art. 12 & 19):
Blockchains conceptually fit the requirement for automatic, immutable
event logging, but structural scalability and cost severely limit their
application for high-volume operational logging, requiring complex
high-throughput blockchain setups [60]. As the US-based foundation
model makes continuous, automated diagnostic decisions, the sheer
volume of backend operations makes public blockchain logging too slow
and expensive. Attestation protocols are highly compatible; their core
architectural function of receiving and logging event attestations
strongly supports the demands of automated backend Al logging [53].
For the diagnostic app the Traceability Agent is purpose-built to act as a
high-speed receiver for these continuous diagnostic logs. VCs are un-
suited for this mandate, lacking the design necessary for high-volume,
automated back-end tracking [59]. A user's digital wallet is fundamen-
tally not designed to track the high-volume, automated outputs gener-
ated by the US provider's server-side Al model.

Addressing Inconsistent Enforcement: Public blockchains fail to address
enforcement inconsistencies due to inherent legal non-compliance,
forcing reliance on private chains [56]. When different national regu-
lators attempt to audit the cross-border interactions between the
German SME and the US provider, navigating these bespoke private
chains is likely to create additional auditing friction. Attestation pro-
tocols could moderately standardize evidence if universally adopted, but
relying on market-based adoption risks further fragmenting the
compliance landscape. Without a critical mass of EU patients, hospitals,
diagnostic apps and underlying AI model providers, cross-border supply
chain audits remain fragmented by the persistence of traditional,
non-standardized enforcement methods. VCs offer the highest capacity
to structurally mitigate this deficit by standardizing the evidence base
via open standards and the mandatory EUDI Wallet, harmonizing the
mechanism of compliance [57]. Because the VC infrastructure is legally
standardized across the EU, regulators could more seamlessly audit (at
least the consent part of) the supply chain regardless of whether the
actors are in Germany, France, or beyond.

Mitigating Gold-Plating: Blockchains perform poorly here, potentially
generating further legal ambiguity regarding the interpretation of
immutability [55]. This creates friction if the jurisdictions governing the
hospital and the SME interpret absolute on-chain immutability differ-
ently. Attestation agents moderately mitigate gold-plating by abstract-
ing compliance complexity, though they may face pressure to create
localized variants of their open standards. The agent shields the hospital,
SME and model provider from conflicting national rules, provided
member states don't force the agent into divergent local compliance
structures. VCs offer a high structural mitigation, harmonizing the
mechanism of compliance and reducing cross-border operational bur-
dens regardless of underlying legal fragmentation. A VC-based system
works identically for the German SME and the European hospital,
bypassing national discrepancies.

Alignment with EU Digital Infrastructure: Blockchains demonstrate
only moderate alignment; while compliance guidelines exist [56] and
they face foundational legal misalignments, the EuroStack nonetheless
highlights them as a technology requiring EU involvement [18]. Thus,
while the hospital could theoretically use EU-backed blockchain initia-
tives, the fundamental GDPR conflicts remain unresolved or require
costly workarounds. Attestation protocols are conceptually aligned with
EU goals but lack enforcement power if relegated to an entirely volun-
tary market framework [53]. Without a regulatory mandate, the
Traceability Agent architecture remains an optional best practice rather
than hard infrastructure. VCs possess strong alignment, integrating
natively with the mandatory EUDI Wallet and the eIDAS 2.0 framework
[57]. In accordance with the EUDI Wallet initiative, European health
providers like our hypothetical hospital are intended to link to the wallet
via critical use cases such as e-Prescriptions and the EU Health Insurance
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Card. Consequently, this integration positions the architecture as a
foundational, interoperable-by-design layer for European digital
sovereignty.

3.3.3. Architectural tradeoffs

This systematic comparative analysis reveals core architectural
tradeoffs. Blockchains offer robust mathematical trust and permissioned
private or consortium blockchains with several other workarounds can
be engineered for GDPR compliance, they still require significant latency
trade-offs that make them unsuitable for high-volume AI operational (AL
Act) and algorithmic decision (DSA) logging. Verifiable Credentials offer
robust user-centric privacy, selective disclosure, and consent manage-
ment, but were not designed to track high-volume, backend algorithmic
data flows because they reside exclusively on the user's edge device.
Attestation protocols like OTrace handle high-volume backend logging
effectively but lack a native, standardized, and legally recognized
mechanism for the user to assert their identity and consent seamlessly
across borders.

3.4. A proposed hybrid architecture: EU-Trace

The preceding analysis shows that while blockchains can be signifi-
cantly enhanced with workarounds to address the compliance issues
documented in legal-technical scholarship, the private, permissioned,
and layer-2 workarounds are essentially necessitating the use of block-
chain as a private high-throughput database which it was not originally
designed for. The OTrace and Verifiable Credentials have high levels of
fit with some of the legal requirements, but neither can fulfill all legal
and strategic requirements.

This paper proposes a novel hybrid architecture, "EU-Trace," that
synthesizes the strongest components of the technical architectures
analyzed. The core innovation is a decoupled pattern combining the
secure, user-controlled authorization function of Verifiable Credentials
with the continuous, delegated logging of attestation-based protocols
(Fig. 1).

The EU-Trace model is a legal-technical pattern. While its techno-
logical design may be viable in a purely private, market-based context, it
has the potential to be more trustworthy, interoperable, and effective
when integrated with the EU's legal frameworks and emerging public
digital infrastructure as we will discuss in the next chapters. However,
aligning novel technical architectures to fit emerging, untested legal
frameworks and standards is an inherently imperfect science. Therefore,
this architecture is not presented as a technological panacea, but rather
as a resilient compromise designed to operate within the fragmented
realities of the European digital single market.

3.4.1. The core pattern: a decoupled architecture
The proposed architecture is based on two decoupled functions:

Authorization via Verifiable Credentials: The management of permis-
sions is conducted by the user through a secure, user-controlled
mechanism using Verifiable Credentials. This provides a crypto-
graphically verifiable record of consent.

Logging via a Delegated Agent: The high-volume task of logging sub-
sequent data processing events is delegated by the user to a Trace-
ability Agent, which collects attestations from service providers.

This pattern is versatile and could be implemented in a purely pri-
vate, market-based ecosystem where companies compete to offer wallet
and agent services under contractual agreements. The viability of this
technical architecture does not strictly depend on a public-law embed-
ding. Its strength lies in separating authorization from continuous log-
ging. A purely private implementation, however, would likely replicate
the problems the EU's digital rulebook seeks to solve: a fragmented
market of non-interoperable solutions, a significant trust deficit for
users, and possibly even the formation of new data monopolies. The EU-
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Fig. 1. The EU-trace hybrid architecture.

Trace model integrates this technical pattern with the EU's public digital
infrastructure to solve these inherent risks.

3.4.2. The "EU-Trace" synthesis: a resilient model for an imperfect world

The EU-Trace synthesis leverages two pillars of the EU's digital
strategy: the EUDI Wallet and the DGA as public trust enablers for the
legal-technical architecture. This approach acknowledges that these
pillars are imperfect but argues that their integration creates a system
possibly more resilient to their known flaws (than the present form of
the two pillars) and superior to a purely private alternative.

The EUDI Wallet acts as the mandatory, pan-European interopera-
bility layer for all Member States by 2026 [51]. The wallet is a secure,
user-controlled container for identity attributes and high-trust "elec-
tronic attestations of attributes," based on the W3C Verifiable Creden-
tials data model. The EU-Trace model is designed to be resilient within
the wallet's imperfect context, which includes security concerns, po-
tential privacy leaks, scalability issues, and uncertain citizen uptake
[61]. By deliberately offloading high-volume logging away from the
wallet to the Traceability Agent, it mitigates the wallet's scalability and
performance limitations. The EUDI Wallet's mandatory, standards-based
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nature is a possible path to overcoming the market fragmentation that
would risk the effectiveness of a purely private system.

The Traceability Agent handles the high-volume task of collecting
and storing granular traceability records. This model adopts the OTrace
protocol and gives it a public law embedding within the DGA. The DGA
creates a new type of regulated entity: the Data Intermediary [37].
Requiring the Traceability Agent to be a DGA-regulated entity has the
possibility of transforming the system from a collection of private
agreements into a trustworthy public ecosystem. The DGA's notification
and registration process can provide a trust basis, while its legal
mandate for neutrality and structural separation [37] has potential to
solve the conflict-of-interest problem in having a data holder or user act
as the record-keeper. Importantly, it also provides accountability
through supervision by competent national authorities.

The EU-Trace model is technologically neutral with respect to the
agent's internal architecture. While many agents might use traditional
databases, the model does not prevent an agent from using a permis-
sioned blockchain as its backend.
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3.4.3. A two-credential model for dynamic, user-controlled traceability

To make this architecture flexible and user-centric, another inno-
vation is required: the user's EUDI Wallet to manage two distinct types of
Verifiable Credentials. The Consent VC is the agreement between the
data subject and the data controller. Issued by a service provider, it is a
cryptographically verifiable record of the specific terms of a data pro-
cessing agreement, detailing data categories, processing purposes,
sharing permissions, and expiry date. The Agent Agreement VC is the
auditor delegation. Issued by the user's chosen Traceability Agent, this
VC acts as a pointer, containing the agent's identity and the secure
endpoint where attestations should be sent.

This two-credential model is crucial for user control. A user can
change their Traceability Agent at any time by acquiring a new Agent
Agreement VC and revoking the old one, without affecting existing
Consent VCs. This architecture must, however, address the "cold start"
problem of VCs, including lack of effective, dependable and ubiquitous
wallets [62]. Mandating the use of these VCs for access to the EuroStack
and its Data Commons could create a catalyst for ecosystem
development.

3.4.4. Advancing the state of the art: from OTrace to "EU-Trace"

There are several aspects of novelty of the EU-Trace legal-technical
architecture. It advances the state of the art through a novel technical
synthesis and by grounding this synthesis in a unique legal and infra-
structural context that makes it viable at a continental scale. It is an
adoption of and an advancement beyond prior academic proposals like
the OTrace protocol. The key differentiators are:

e A Novel Hybrid Technical Pattern: The core technical contribution is
the combination of Verifiable Credentials for authorization with an
OTrace-like agent for logging. This decouples the high-integrity act
of granting consent from the high-volume task of recording data use.
Legal Embedding in the DGA: While OTrace introduces the Traceability
Agent as a core role, EU-Trace gives this agent a public law identity
as a DGA-regulated Data Intermediary to enhance trust through strict
neutrality and supervisory oversight.

Integration with Mandatory Public Infrastructure: EU-Trace integrates
its logic directly into mandatory, pan-European public infrastruc-
ture, the EUDI Wallet. This has the potential to transform a poten-
tially fragmented, opt-in system to a foundational, interoperable-by-
design feature of the digital single market.

Novel Two-Credential Architecture: The explicit separation of the
Consent VC and the Agent Agreement VC is a novel design contri-
bution that allows a user to switch their Traceability Agent without
re-negotiating every data-sharing consent, enhancing user control
beyond the initial OTrace proposal.

Furthermore, EU-Trace acts as the necessary ex-post complement to
ex-ante semantic ontologies and NLP compliance checking technologies
(such as PrOnto and DIKAIO) discussed earlier. While those ex-ante tools
are highly valuable for translating ambiguous legal text into structured
system requirements during the design phase, EU-Trace provides the
audit trail to prove that the deployed data supply chain actually adhered
to those parameters in practice.

3.5. The EU-Trace operational framework

The EU-Trace legal-technical architecture functions as the opera-
tional framework necessary to fulfill the specific traceability imperatives
identified across the EU digital rulebook. By decoupling secure autho-
rization from continuous logging, the architecture satisfies three distinct
regulatory tiers. First, for foundational GDPR data protection, the EUDI
Wallet provides cryptographic proof of legal basis while the Agent
dynamically maintains the Record of Processing Activities and data
subject rights fulfillment logs. Second, for platform and ecosystem
governance (DMA, DSA, DGA, Data Act), this model seamlessly handles
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granular consent for gatekeepers, receives output attestations for ad
transparency, mediates third-party IoT data sharing, and technically
implements the neutral data intermediation mandated by the DGA.
Finally, under the AI Act, the Traceability Agent serves as the immutable
backend ledger for automated event logging in high-risk systems, while
also providing verifiable training data provenance for both high-risk and
general-purpose Al models. Table 2 summarizes this operational map-
ping and cross-examines the EU-Trace framework against the legal im-
peratives of traceability identified in Chapter 2.

4. A traceability foundation for Europe's digital sovereignty

The legal imperatives for traceability and the EU-Trace architecture
aligns with the EU's vision for digital sovereignty, the EuroStack
initiative, to build a common European digital infrastructure to reduce
technological dependencies and enhance competitiveness [18].

4.1. The eurostack and the data commons vision

The EuroStack initiative proposes a framework for a common digital
stack built on sovereignty, security, and interoperability. Its vision of the
Data Commons is being realized through Common European Data
Spaces in areas like health, mobility, and finance [39].

The EuroStack vision, however, faces significant political and eco-
nomic headwinds. The EU suffers from a major investment gap
compared to its global competitors and persistent market fragmentation
in key digital sectors, complicating the creation of unified infrastructure
[18]. Overcoming these challenges requires technologies that can build
trust and de-risk the ecosystem.

4.2. EU-Trace as a governance technology

The EU-Trace framework can act as a component for the EuroStack,
potentially as a critical enabler. This integration reduces the friction of
regulatory application. A standardized traceability layer aims to create a
harmonized evidentiary baseline for auditing, providing regulators with
a consistent, machine-readable data trail to enforce the digital rulebook
more effectively across all Member States and tackling enforcement

Table 2
EU-trace operations for traceability imperatives.

Regulation  Traceability Imperatives EU-Trace Operations
GDPR Demonstrable Consent VC provides cryptographically
Accountability verifiable proof of a valid legal basis.
GDPR Records of Processing Traceability Agent log acts as a dynamic,
Activities real-time ROPA.
GDPR Data Protection by Decoupled architecture, selective
Design and by Default disclosure via VCs enforce data
minimization.
GDPR Exercise of Data Subject Traceability Agent's log of Rights
Rights Attestations creates an audit trail for data
subject requests.
DMA Traceable Consent for Consent VC provides the specific,
Combining Data auditable proof of granular consent.
DSA Transparency for Traceability Agent receives "output
Advertising Parameters attestations" from platforms detailing
targeting parameters.
DGA Neutral and Transparent Traceability Agent is the technical
Data Flows implementation of a DGA Data
Intermediary.
Data Act User Access and Third- Consent VC from EUDI Wallet authorizes
Party Data Sharing and logs third-party IoT data access.
Al Act Automatic Event Logging ~ High-risk Al systems send real-time event
for System Operations attestations to a designated Traceability
Agent.
Al Act Data Provenance for Al developer generates a "Dataset

Training Data

Compliance Attestation" based on the
verifiable consent history of all included
data.
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fragmentation.

The architecture could also be combined with proposed political
reforms to address the challenges of inconsistent enforcement and gold
plating. It could act as governance technology to empower the proposed
"granular coordination mechanisms." [15] The standardized,
machine-readable audit trail from EU-Trace would provide a "Digital
Regulation Coordinator" with a real-time, evidence-based view of the
practical interactions between the regulations of the EU digital
rulebook.

It offers a structural mechanism to enhance competitiveness, a key
pillar of reform identified by CEPS/ECRI [15]. By offering "com-
pliance-as-a-service" within the EuroStack, the model addresses a pri-
mary source of friction, the disproportionate regulatory burden on
SME:s. Instead of investing in bespoke, fragmented compliance solutions,
SMEs could connect to this infrastructure as a public utility.

Finally, integrating a traceability layer offers a uniform mechanism
to verify compliance within the EuroStack, aligning data operations with
European legal frameworks by design, rather than relying solely on post-
hoc audits. This mechanism could create a proactive pathway to verify
that Europe's digital infrastructure operates according to its own rules
and values, not only reacting to sphere transgressions of big tech com-
panies in the data ecosystems [63]. This approach offers a path to
renewed global influence, not by exporting another regulation, but by
pioneering an open, interoperable technical architecture for trustworthy
data ecosystems. A verifiable, user-centric infrastructure built on open
standards could be a privacy and Al-aligned candidate for global
adoption. This would represent a new, more powerful form of the
Brussels Effect [64], shifting from exporting rules to exporting func-
tional, rights-preserving digital infrastructure.

4.3. A proportional, risk-based mandate for traceability

A one-size-fits-all mandate for traceability could impose a dispro-
portionate burden on low-risk data processing activities and SMEs. A
more nuanced approach, inspired by the risk-based model of the EU Al
Act, is to implement a proportional, tiered model. This risk-based model
would consist of two levels:

The first level is the foundational traceability mandate. This baseline
level applies to all data controllers. It mandates the implementation
of robust, auditable internal logging systems sufficient to fulfill core
GDPR obligations, particularly data subject rights. Chapter 2 has
argued that this traceability requirement already exists in practice.
The second level is the demonstrable traceability mandate: This higher
level of assurance could be made mandatory for activities classified
as high-risk. Subject to policy debate, this could potentially include
processing special categories of personal data (GDPR Article 9),
sensitive financial data (PSD2, FIDA regulations), large-scale
profiling, and any system designated "high-risk" under the AI Act.
For these activities, controllers would be required to implement the
full EU-Trace model, sending real-time, cryptographically signed
attestations of all data processing events to a user-appointed, DGA-
regulated Traceability Agent.

This tiered approach aligns with the EU's principle of proportional-
ity, strengthens accountability where the risks of processing are high,
and provides a scalable pathway for SMEs to participate in the data
economy without facing undue compliance burdens.

4.4. Implementation challenges and limitations

The EU-Trace model's reliance on the EUDI Wallet and DGA-
regulated intermediaries introduces dependencies on nascent ecosys-
tems. While the core technical pattern of EU-Trace is viable on its own,
its integration with the EU's public infrastructure (even with its flaws)
offers a promising path to achieving a truly harmonized single market
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for data with the digital sovereignty of the Eurostack. However, both the
EUDI Wallet and the DGA intermediary market brings inherent risks.

4.4.1. The challenges of voluntary and mandatory adoption of the EUDI
wallet

The EUDI Wallet is the designated interoperability layer for EU-
Trace, but its successful, at-scale deployment is not guaranteed. Unre-
solved issues include the lack of clear business models, ongoing tech-
nical standardization challenges, and no guarantee of widespread citizen
adoption [61]. This uncertainty is rooted in the central regulatory
paradox of the eIDAS 2.0 regulation: while European Member States are
strictly mandated to offer the wallet, and specific relying parties are
mandated to accept it, its use remains strictly voluntary for citizens [51].
This dynamic introduces the risk of the "empty wallet" syndrome. Citizen
indifference, user experience friction, and the lack of commercial in-
centives could cause adoption to stall [65]. While a niche group of
highly privacy-conscious citizens could theoretically sustain the opera-
tional costs of Traceability Agents, a lack of widespread citizen adoption
creates insurmountable service provider integration frictions. Without a
critical mass of users, data controllers and gatekeepers lack the eco-
nomic incentive (specifically, the reduction of compliance costs at scale)
to integrate their backend APIs with the EU-Trace network. Should
widescale EUDI Wallet adoption fail, the architecture would technically
be forced to rely on commercial alternatives (such as Apple Wallet or
Google Wallet) or more successful national digital ID solutions to issue
Consent VCs. Relying on commercial alternatives would reinforce
dependence on the very companies designated as "gatekeepers" under
the DMA and contradict the digital sovereignty objectives of the Euro-
Stack. The EUDI Wallet, despite its imperfections, remains the optimal
path to a harmonized, pan-European evidentiary standard. In the
absence of widespread adoption of the EUDI wallet, a viable sovereign
fallback involves replacing it (at least in part) with more fragmented, but
still digitally sovereign, nationally more successful alternatives to
maintain interoperability and drive EU-Trace adoption. While theoret-
ically feasible, technically addressing this "opening up" of the architec-
ture to support multiple regional wallets while successfully integrating
Verifiable Credentials requires additional research beyond the scope of
this paper.

4.4.2. The challenges of economic viability of DGA-regulated intermediaries

The market for DGA-regulated intermediaries is nascent and faces
barriers to entry [66]. The DGA imposes strict rules of structural sepa-
ration, legally forbidding these intermediaries from monetizing the data
they hold or using it to improve their own ancillary service. This re-
striction raises a critical economic hurdle: what is the viable business
model for a Traceability Agent? Without the ability to sell data, covering
the server, cryptographic processing, and storage costs required to
maintain real-time, high-volume operational logs for potentially mil-
lions of citizens requires alternative sustainability models. These agents
might eventually operate as paid, premium subscription services for
highly privacy-conscious citizens, or function as B2B 'com-
pliance-as-a-service" utilities funded by data controllers desperate to
offload their regulatory reporting burdens, especially cross-border and
especially considering the coming compliance obligations defined by the
Al Act but not yet enforced. Alternatively, mitigating these profound
commercial hurdles may ultimately require significant state subsidiza-
tion to operate these intermediaries as foundational digital public
infrastructure, potentially as part of the Eurostack. If the economic
viability issues are addressed, the EU-Trace architecture could poten-
tially serve as a catalyst for the DGA intermediary market. Thus, the
proportional, risk-based mandate proposed in Section 4.3 could function
as a mechanism to address both the regulatory deficit and the economic
barriers of the DGA framework. Mandating traceability for high-risk Al
and large-scale profiling forces data controllers to internalize these
compliance costs, and could effectively bootstrap the B2B 'com-
pliance-as-a-service' market required to sustain DGA-regulated
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Traceability Agents.

4.4.3. The risk of state surveillance and cyberattacks

For Traceability Agents to be trustworthy, legal compliance with the
DGA is necessary but insufficient. Studies warn that digital identity
systems utilizing a "core-complements" architecture inherently enable
"platform-mediated surveillance" [67]. Applying this to the EU-Trace
framework, the EUDI Wallet acts as the identity core and the Trace-
ability Agent as the complement. Even if the underlying personal data
remains decentralized at the service provider, the Traceability Agent's
aggregation of metadata logs (detailing who interacted with what ser-
vice, and when) creates a comprehensive map of a citizen's digital
footprint. Consequently, data collected for a benign, legally mandated
purpose becomes susceptible to weaponization by state power or mali-
cious actors, as the architecture makes it technologically trivial to do so,
a vulnerability seen when the Eurodac asylum database was made
interoperable with national police databases [67].

There are well-established critiques of "surveillance capitalism" that
relate to the aggregation of behavioral metadata [68]. While Zuboff
warns against corporate digital platforms, the proposed architecture
risks inadvertently replicating similar behavioral data “honeypots”.
Although the DGA forbids Traceability Agents from operating as com-
mercial data brokers, the concentration of behavioral data may make
these agents prime targets for malicious cyber actors, or foreign state
intelligence agencies, similar to how data brokers became a “weak link
in national security” [69].

A further concern is the ongoing debate regarding US extraterritorial
laws and large cloud providers, which directly conflict with the GDPR
and other EU laws. Recent disclosures in the French Senate highlighted
that major US cloud providers cannot guarantee that European data will
not be transferred to the US government if formally requested under US
law [70]. While the EuroStack initiative explicitly encourages the use of
sovereign, EU-based data centers to ensure digital autonomy, the current
market dominance of United States-based providers may limit the
practical technical and economic choices of Traceability Agents,
including scalability and economic competitiveness, if they are forced to
rely purely on smaller EU providers.

To mitigate state surveillance risks, relying solely on the DGA’s legal
mandate for neutrality is insufficient. Privacy-enhancing technologies,
specifically end-to-end encryption, must be a mandated technical and
operational measure for Traceability Agents. In practice, this means the
Traceability Agent logs the existence of a data event (the timestamp and
participants), but the actual details of the processing remain encrypted
by an encryption key held at the Service Provider. If a data subject or a
supervisory authority needs to read the log for an investigation, they
must request the specific decryption key directly from the Service Pro-
vider. This mechanism can act as pragmatic tradeoff that is in line with
current compliance reality: service providers are already responsible for
supplying compliance information during audits or data subject re-
quests. However, EU-Trace can make this process more efficient,
because instead of a company spending weeks generating a bespoke,
non-standard compliance report for a regulator, they simply hand over a
decryption key to unlock the standardized, immutable traceability log
held at the Traceability Agent. This maintains the centralized audit-
ability of EU-Trace while mathematically ensuring the Agent itself
possesses no readable behavioral data to surrender to mass surveillance
requests or exploited by malicious actors. Alongside these technical
safeguards, regulations must explicitly dictate that these encrypted logs
(which inherently expose unencrypted metadata regarding the existence
of user-provider relationships) exist exclusively for compliance verifi-
cation. Any secondary access must require a specific judicial warrant.

13

Computer Law & Security Review: The International Journal of Technology Law and Practice 62 (2026) 106372

5. Conclusion
5.1. Summary of contributions

This paper has argued that data traceability is a foundational pillar
for the success of the EU's digital strategy. It established a legal imper-
ative for traceability across the EU digital rulebook and proposed a
concrete hybrid architecture ("EU-Trace") that leverages the EU's
emerging digital identity infrastructure (EUDI Wallet) and legal frame-
work for data sharing (DGA) to create a scalable and trustworthy system.
This model was established as a significant evolution from prior aca-
demic proposals, tailored specifically to the EU's unique legal and stra-
tegic context. Finally, a strategic policy contribution was offered by
articulating a vision for integrating this architecture as a foundational
service layer within the EuroStack, using a proportional, risk-based
governance model to transform compliance from a fragmented burden
into a harmonized feature of Europe's public digital infrastructure.

5.2. Policy recommendations and future work

Based on this analysis, several concrete recommendations emerge.
First, EU policymakers should formally recognize traceability as a crit-
ical digital infrastructure component. Adopt a risk-based approach to
mandating traceability in the technical specifications for the EuroStack
and the implementing acts for the EUDI Wallet, requiring demonstrable
traceability for high-risk processing. Actively promote the role of DGA
Data Intermediaries as the regulatory home for Traceability Agents,
possibly even promoting publicly funded '"utility" agents to support
SMEs and bootstrap the market. Second, standards bodies (e.g., W3C,
ETSI) should prioritize the development of standardized vocabularies
and profiles for representing consent agreements, agent delegations, and
data processing attestations using the W3C Verifiable Credentials data
model to ensure pan-European interoperability. Finally, researchers
should conduct further investigation into optimal hybrid governance
models for a public traceability utility. The applicability of the EU-Trace
model should be extended to other critical domains, most notably the
governance of the AI lifecycle. The extension of traceability to Al
training data is essential for solving the broader problem of Al
explainability and accountability under the Al Act.

By embracing traceability as a core principle, the European Union
can build a digital future that is not only innovative and competitive but
also transparent and accountable.
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