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Abstract

This poster paper links performance engineering and cybersecu-
rity by presenting an architecture for performance-based attack
detection in microservice systems. We define a workflow based
on service-level runtime behavior rather than network signatures
or logs. The architecture integrates workload generation, attack
injection, and continuous collection of CPU, memory, filesystem
activity, and response-time metrics. In future work, we will evaluate
this architecture on benchmarking applications that reflect real-
istic architectures reported by practitioners. The goal is to assess
whether runtime performance behavior can support service-level
attack detection.
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1 Introduction

Performance engineering and cybersecurity are increasingly in-
tertwined in modern software systems. While performance engi-
neering focuses on analyzing resource usage and responsiveness,
security attacks often manifest as deviations in system performance
behavior. Microservice-based applications continuously monitor
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runtime performance metrics to aid operational tasks, providing a
detailed view of service behavior under different conditions [1, 2].

Attacks targeting microservices can induce observable changes
in performance metrics, such as increased resource consumption
or abnormal response times. Despite this, performance monitor-
ing is typically used for reliability and efficiency analysis rather
than for identifying security threats. As a result, the potential of
performance data as an indicator of attack conditions remains un-
derexplored [6].

In microservice-based systems, attacks may affect individual ser-
vices or propagate through shared infrastructure, leading to com-
plex performance effects. Existing security monitoring approaches
often rely on explicit indicators such as suspicious network packets,
authentication failures, or known attack patterns. However, attacks
that are novel, obfuscated, or resource-oriented may evade these
mechanisms while still causing performance degradation.

In this poster paper, we present an architecture for performance-
based attack detection in microservice architectures. We define how
service-level performance behavior can be monitored under benign
and adversarial conditions. The objective of this work is to assess
whether deviations in runtime performance behavior can be used
to detect attacks at the service level, without relying on network
signatures or application logs. In the next phase, we will begin
evaluation with DeathStarBench [4], as depicted in Figure 1, and
then continue with additional benchmark applications that reflect
realistic architectures reported by practitioners.

Rather than proposing a new intrusion detection system, this
study defines an architecture for investigating the potential of per-
formance metrics as indicators of attack conditions. This poster
paper is guided by the following research question: can performance-
based indicators alone expose attacks in microservice architectures?

Our contribution is architectural. Specifically, we define:

e the system and tooling pipeline for workload generation,
attack execution, and telemetry collection;

o the performance-metric data flow used for service-level ob-
servation;

e a reproducible workflow to compare benign and adversarial
executions.

In contrast to prior work on performance signatures [2], we focus
on an architecture for containerized microservice deployments and
explicit service-level attack mapping, with evaluation planned as
future work.
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2 Experimental Setup and Methodology

We define a performance-based attack-analysis architecture for con-
tainerized microservice systems. In future evaluation, we will first
instantiate this architecture on DeathStarBench and then extend
it to additional benchmark applications, including suites with mul-
tiple interacting services and realistic end-to-end functionalities
common in practice.

A representative workload is generated by PPTAM! using Lo-
cust?, which emulates concurrent users interacting with the sys-
tem through the frontend service. The workload configuration is
selected to ensure stable and responsive system behavior under
benign conditions and is kept unchanged during adversarial ex-
ecutions to allow direct comparison between normal and attack
scenarios. During execution, service-level performance metrics are
continuously collected using container-level monitoring tools. The
monitored metrics include CPU utilization, memory consumption,
filesystem input/output activity, and request response times, pro-
viding a fine-grained view of runtime service behavior.

The architecture defines a workflow with a benign execution
phase to establish a performance baseline, followed by adversarial
phases in which targeted and combined attack scenarios are ap-
plied to selected services under the same workload conditions. The
initial planned attack classes include service-level denial-of-service
and resource-exhaustion patterns, with both isolated and combined
injections, to stress specific services through controlled workload
and attack placement.

Figure 1 provides an overview of the setup: PPTAM performs load
testing using Locust and measures response times. In a two-machine
setup, attack scenarios are injected from the Driver/Attacker ma-
chine according to the architecture design. On the server machine,
the software under test is executed (e.g., DeathStarBench applica-
tions [4], TrainTicket?, or generated benchmarking applications [5])
and its resource consumption is measured using cAdvisor?; the Dri-
ver reads CPU/memory/IO metrics exposed by cAdvisor.

3 Discussion and Future Work

This work emphasizes the close relationship between performance
engineering and cybersecurity in microservice-based systems and
contributes an architecture to study that relationship. From a perfor-
mance engineering perspective, the architecture leverages existing
monitoring infrastructures already used for reliability and capacity
analysis, requiring no specialized security instrumentation.

As future work, we will execute the planned attack scenarios
against individual services in selected benchmark applications and
instantiate the full workflow end to end. For each service, the col-
lected performance behavior under attack will be compared against
a benign baseline to identify deviations induced by adversarial
activity. We also plan to study how attack-induced performance de-
viations propagate across services and to evaluate how this architec-
ture can support practical, performance-aware security monitoring.

Open questions remain regarding which additional attacks should
be evaluated beyond this initial set, e.g., low rate or stealthy attacks

!https://github.com/pptam/pptam-tool
https://locust.io
3https://github.com/FudanSELab/train- ticket
4https://github.com/google/cadvisor
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Figure 1: C4 container diagram [3] depicting the Testbed
containing the software under test, its main containers,
as well as two external systems: Driver, which performs
load testing and reads CPU/memory/IO metrics exposed by
cAdvisor, and Attacker, which performs different attacks on
components of the SUT. The current setup is illustrated with
a DeathStarBench-based SUT.

that subtly degrade performance, cache related attacks, or frontend
resource exhaustion. This, to better understand the limits of the sys-
tem. It is also unclear which detection algorithms are most suitable,
ranging from simple threshold or change point methods to more
advanced anomaly detection or graph based approaches that exploit
inter service dependencies. It also remains an open question which
potential use cases this approach has, e.g., supporting site reliabil-
ity engineers in early detection of abnormal behavior. We are also
interested in understanding which microservice benchmarks and
which workloads are particularly suited to the described approach.
Finally, attacks with minimal performance impact, slow stealthy
behavior, or logic level abuse may slip through this approach and
need to be characterized.
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