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Abstract
Cyber–Physical Systems (CPSs) operate under uncertainty and can-

not always guarantee the satisfaction of dependability requirements.

Proactive self-adaptation mitigates violations by planning correc-

tive actions, often leveraging predictive models. These models can

be inaccurate in underrepresented regions of the operational space,

leading to ineffective or unsafe adaptations. We present Verify, Aug-

ment, and Improve (VAI), a framework that extends a standard

MAPE–K architecture with an asynchronous self-improving loop.

VAI intercepts ineffective adaptation actions and turns explanations

from a descriptive aid into a mechanism for continual improvement

of the self-adaptation process. Specifically, each ineffective adapta-

tion is verified against a ground truth (e.g., a high-fidelity simulator);

when a drift between surrogate and ground truth is detected, VAI

explains the failure, augments the training data near the drift, and

retrains the surrogate. We instantiate VAI on a human–machine

teaming benchmark and two study subjects adopting alternative

ground truths. Experimental results show that VAI consistently

reduces the relative error of adaptation decisions and increases the

success rate of meeting requirements, with average gains of 6.89%

and 10.88% across the two selected subjects.

CCS Concepts
• Computer systems organization → Embedded and cyber-
physical systems; Self-organizing autonomic computing; • Software
and its engineering→ Extra-functional properties.
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1 Introduction
Cyber-Physical Systems (CPSs) integrate computational, physical,

and communication elements to deliver dependable services in

dynamic environments. Yet uncertainties due to environmental

variability and unforeseen interactions can compromise the sus-

tained satisfaction of dependability requirements once systems are

deployed [6, 37, 42]. A well-established response is self-adaptation:
a managing system monitors the CPS, analyzes its state, plans cor-

rective actions, and executes them to maintain compliance with

requirements [35]. This closed loop is typically organized as MAPE-

K architecture (Monitor, Analyze, Plan, and Execute over shared

Knowledge). In cases where the managing system acts proactively,

the adaptation process may rely on predictive models to make

timely decisions before failures occur [9, 35]. Such predictive mod-

els serve as surrogates of the behavior of the real system and, by

their very nature, are inherently imperfect. Their accuracy degrades

in underrepresented regions of the operational space, which can

lead to suboptimal or unsafe adaptations precisely when adapta-

tion is most needed. Explainability has been proposed to increase

transparency and trust in such decisions [4, 8], but explaining a

decision does not, by itself, repair the underlying model when it

proves inaccurate.

We address this gap with VAI, a framework that augmentsMAPE-

K with an asynchronous self-improving loop. In VAI, each runtime

adaptation is subsequently verified against a given ground truth (e.g.,
a high-fidelity simulator). When a drift between the surrogate pre-

diction and the ground truth is detected, the framework (i) explains

the failure to identify influential features, (ii) augments the training
data with targeted new samples near the drift (via alternative aug-

mentation methods), and (iii) retrains and redeploys the surrogate

model(s). This verify–augment–improve cycle allows the system to

operate continuously and with low latency—since real-time adap-

tation decisions still rely on the lightweight surrogate—while the

more computationally intensive verification and retraining occur

asynchronously in the background, progressively enhancing the

surrogate and, consequently, the quality of future adaptations.

We instantiate VAI in a Human-Machine Teaming (HMT) sce-

nario and empirically study how its effectiveness varies with the

ground truth source and augmentation strategy. Results show that
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VAI reduces the relative error of adaptation decisions and improves

the success rate of meeting dependability goals, with a specific

augmentation method we call eXplanation-driven Augmentation,

yielding the largest gains at negligible cost compared to verification.

The major contributions of this paper are:

• VAI, an extension of MAPE-K with an asynchronous self-

improving loop embedding a novel augmentation strategy

for drift neighborhoods leveraging explanations to focus

sampling on locally influential features;

• an empirical evaluation using an open source HMT bench-

mark, demonstrating consistent error reduction and higher

adaptation success rates under fixed budgets; and

• a replication package with code, models, and experimental

artifacts.

The remainder is organized as follows. Section 2 presents the

problem addressed in the paper together with the description of a

running example in a human-machine teaming context. Section 3

introduces background notions we use in the rest of the paper. The

VAI approach is illustrated in Sec. 4, and the empirical evaluation is

presented in Sec. 5 with a discussion of threats to validity. Section 6

summarizes related work and Sec. 7 concludes the paper.

2 Problem Statement
We illustrate the problem by considering a Cyber-Physical System

(CPS) that operates within a dynamic environment—such as a HMT

scenario set in a hospital ward, where a service robot collaborates

with medical personnel to assist patients during daily operations.

The hospital environment includes some rooms, a waiting area for

patients, and a storage room containing medical equipment. During

the mission, the robot performs a sequence of tasks in coordination

with a doctor and the patients: it first escorts a patient from the

entrance to the waiting room, then follows the doctor to the storage

room to retrieve the necessary medical equipment, escorts the

doctor to the analysis room while carrying the equipment, and

finally escorts the patient from the waiting room to the analysis

room prepared for the visit. The mission is considered successful

when all these services are completed without failure.

The success of the mission depends on several features, such
as the patient’s health status, the robot’s battery level, and the

relative positions of the humans and the robot. The set of features

is henceforth referred to as semantic space [7]. The semantic space

includes 𝑛 continuous or discrete variables𝑋 ⊆ X𝑛
describing both

environmental and system properties
1
. The full set of variables in

our illustrative example is reported in Table 1. Among these, some

correspond to controllable features (those that can be modified)

while others are only observable and can be monitored at runtime.

We denote the current state of the system and its surroundings

as 𝜈 ∈ 𝑋 , corresponding to a point in the semantic space and repre-

senting a specific operational condition. The system 𝑆 is said to be

dependable under a given operational condition when the depend-

ability requirements R are satisfied: 𝑆 [𝜈] |= R holds. For example,

a requirement may state that “the probability of mission success

must remain above 0.9.”

To ensure dependable operation, the system monitors these fac-

tors and adapts its behavior at runtime. For example, if the robot’s

1X represents the joint domain of all feature types.

battery is low, the system may decide to reduce the maximum

speed of the robot or even reduce the robot’s workload to maintain

mission success. We assume that the system adopts a proactive

self-adaptation mechanism in which a managing subsystem contin-

uouslymonitors relevant features in the semantic space and predicts

whether the current configuration 𝜈 may lead to a requirement vio-

lation. When a potential violation is detected, the managing system

computes an adaptation action that transitions the system to a new

configuration 𝜈 ′ by changing the controllable features such that

𝑆 [𝜈 ′] |= R holds—that is, the adaptation goal is achieved.

The system adopts aMAPE-K feedback loop. TheMonitor compo-

nent observes the system and environment, the Analyze component

predicts whether 𝜈 is acceptable or not (e.g., the green and red dots

in Fig. 1a, respectively), and the Plan component identifies a suit-

able target configuration 𝜈 ′. Finally, the Execute component enacts

the adaptation, moving the system from 𝜈 to 𝜈 ′ (e.g., the current
and target configurations in Fig. 1b). For example, if reducing the

speed of the robot increases the likelihood of success, the control

loop shifts the configuration accordingly.

At runtime, the analysis and planning components must op-

erate under strict timing constraints. To meet these constraints,

the Analyze and Plan components rely on a surrogate predictive

model—often a regressor or classifier—as described by Camilli et.

al [9]. These models efficiently predict the satisfaction of R based

on 𝜈 , rather than using more demanding approaches such as in-

voking a high-fidelity simulator. Pre-trained surrogate models are

inherently imperfect. In regions of the semantic space that are un-

derrepresented or uncertain in the training data, the surrogate may

yield inaccurate or overconfident predictions.

As shown in Fig. 1c, discrepancies between the surrogate model

and the actual system behavior (i.e., ground truth) can lead to

two types of mispredictions: false negatives in which the surrogate

incorrectly predicts 𝑆 [𝜈] ̸|= R, triggering unnecessary adaptations;

and false positives where the surrogate predicts 𝑆 [𝜈] |= R, but
in reality it does not—leading to ineffective adaptation actions.

Although false negatives primarily affect efficiency, false positives

are more critical, as they may cause the system to enter unsafe

or undesirable operating conditions. For instance, a false positive

might occur when the surrogate predicts that a new speed-position

configuration for the robot ensures mission success, but in reality, a

low battery prevents the robot from completing its task—potentially

leaving the patient unattended.

This work addresses the problem of repairing self-adaptive be-

havior by automatically detecting and mitigating possible drifts in

surrogate models that undermine system dependability. Specifically,

we aim to improve the effectiveness of adaptation actions by identi-

fying regions where the surrogate diverges from the ground truth

and augmenting the knowledge of the managing system accord-

ingly, with the ultimate goal of maintaining dependable adaptation

despite imperfect models and evolving operational conditions.

3 Preliminaries
We introduce background concepts to make the paper self-

contained: supervised ML, interpretable ML, and then data aug-
mentation.
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Figure 1: Example with 𝑛 = 2 features (SP=Surrogate Predictor, GT=Ground Truth).

Table 1: Semantic space of our illustrative example, including observable and controllable features.

Feature Agent
Observable/
Controllable Type Domain Description

Free will profile Patient/Doctor Observable Categorical {focused, nominal, inattentive} Represents the human’s attentional state, influencing how engaged or distracted they

are during the collaborative task.

Health status Patient/Doctor Observable Categorical {healthy, sick, unsteady} Indicates the general physical condition of the human, affecting mobility and task

performance.

Age group Patient/Doctor Observable Categorical {young, elderly} Distinguishes between demographic groups that may exhibit different motor and cog-

nitive abilities.

Walking Speed Patient/Doctor Controllable Continuous [30.0, 100.0] cm/s Defines how fast the human can or should move during the collaboration, adaptable for

coordination with the robot.

Initial position 𝑥 Patient Observable Continuous [0.0, 50.0] m The patient’s starting horizontal position in the shared workspace.

Initial position 𝑦 Patient Observable Continuous [0.0, 8.0] m The patient’s starting lateral position in the workspace.

Initial position 𝑥 Doctor Observable Continuous [0.0, 50.0] m The doctor’s initial horizontal position relative to the workspace or patient.

Initial position 𝑦 Doctor Observable Continuous [0.0, 8.0] m The doctor’s initial lateral position, influencing spatial coordination with others.

Translational Speed Robotic Device Controllable Continuous [30.0, 100.0] cm/s The robot’s motion velocity, regulated to synchronize with the human’s pace and task

context.

Battery charge Robotic Device Observable Continuous [11.1, 12.4] V The robot’s power level, determining available operational time and need for recharging.

Maximum Distance Robot Controller Controllable Continuous [5.0, 7.5] m The maximum allowed separation between robot and human to ensure safety and

communication effectiveness.

Minimum Distance Robot Controller Controllable Continuous [2.0, 4.5] m The minimum safe distance to avoid collisions or discomfort in close-proximity collabo-

ration.

Maximum Fatigue Robot Controller Controllable Continuous [0.5, 0.8] Upper fatigue threshold above which the orchestrator instructs the human to stop

walking.

Minimum Fatigue Robot Controller Controllable Continuous [0.1, 0.4] Lower fatigue threshold below which it is considered safe for the human to resume

walking.

Time Bound (𝜏 ) - Observable Continuous [250, 700] Represents the temporal constraint or deadline withinwhich the taskmust be completed.

Mission Progress - Observable Discrete [0, 100] Indicates the percentage of the task completed by the team, reflecting overall mission

advancement.

3.1 Supervised Machine Learning
Supervised ML [25] aims to learn a predictive function

ˆ𝑓 that maps

input data to an output variable based on labeled examples. A

datasetD = (𝑥𝑖 , 𝑦𝑖 )𝑚𝑖=1
is used for training, where each input vector

𝑥𝑖 = [𝑥𝑖,1, . . . , 𝑥𝑖,𝑛] ∈ R𝑛 represents feature values, and 𝑦𝑖 is the

corresponding output label or value.

In classification [20], the target variable 𝑦𝑖 takes one of a fi-

nite set of discrete labels (e.g., 0, 1 for binary classification). The

model
ˆ𝑓 : R𝑛 → 𝑦1, . . . , 𝑦𝑘 learns decision boundaries separating

the classes. Typical algorithms include Decision Trees, Random

Forests, and Neural Networks. Probabilistic classifiers also estimate

the likelihood of a class given an input, denoted as P(𝑦 = 𝑦𝑖 | 𝑥).

In regression, the target variable 𝑦𝑖 ∈ R is continuous, and the

model
ˆ𝑓 : R𝑛 → R estimates the expected value of 𝑦 given 𝑥 . Re-

gression models are widely used to predict quantitative outcomes

such as system performance metrics, probabilities of success, or re-

liability scores. Common regressors include Linear and Polynomial

Regression, Random Forest Regression, and Neural Networks.

Some models, such as linear regressors or decision trees, are

inherently interpretable due to their simple structure. More complex

models—like deep neural networks or ensemble methods—are often

treated as black boxes, as the relationships they learn are not directly
understandable by humans.
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3.2 Interpretable Machine Learning
Interpretable Machine Learning (ML) [26] seeks to make the de-

cision processes of ML models transparent and understandable.

Interpretability can be pursued at two complementary levels: global
interpretability, which aims to capture the overall behavior of the

model across the entire input space; and local interpretability, which
focuses on explaining individual predictions for specific instances.

Local Interpretable Model-agnostic Explanations (LIME) [28]

approximates the behavior of a model
ˆ𝑓 around a particular instance

𝑥 by learning an interpretable surrogatemodel𝑔 (e.g., a simple linear

regressor) using a set of perturbed samples near 𝑥 . The resulting

explanation is derived from the weights of 𝑔, which quantify the

local importance of each feature, indicating how strongly and in

which direction it contributes to the prediction
ˆ𝑓 (𝑥). This allows the

interpretation of black-box models through simple approximations

valid within a limited neighborhood of interest.

Formally, LIME solves the following optimization problem:

𝑔 = arg min

𝑔∈𝐺
L( ˆ𝑓 , 𝑔, 𝜋𝑥 ) + Ω(𝑔) (1)

L( ˆ𝑓 , 𝑔, 𝜋𝑥 )measures the fidelity of surrogate𝑔 to the original model

ˆ𝑓 within the locality of 𝑥 (weighted by the proximity kernel 𝜋𝑥 ),

while Ω(𝑔) penalizes complexity to preserve interpretability.

3.3 Data Augmentation
Data augmentation refers to the process of expanding an existing

dataset with additional synthetic or transformed samples that pre-

serve the underlying data distribution [34]. Originally introduced in

computer vision and natural language processing to improve model

generalization, data augmentation has become a general strategy

for addressing data scarcity and mitigating bias.

Formally, given an initial training dataset D = (𝑥𝑖 , 𝑦𝑖 )𝑚𝑖=1
, the

goal of augmentation is to generate an extended dataset

D′ = D ∪ {(𝑥 ′𝑗 , 𝑦
′
𝑗 )}

𝑚′
𝑗=1

(2)

such that the new samples (𝑥 ′
𝑗
, 𝑦′

𝑗
) are consistent with the underly-

ing ground truth distribution.

In regression settings, augmentation can be achieved by introduc-

ing controlled perturbations to the input features or by synthetically

sampling new data points guided by domain knowledge. For exam-

ple, in the HMT scenario, the system may generate new data points

by slightly varying the operator’s workload or the robot’s speed.

4 The VAI Framework
This section presents VAI, our novel approach to address the prob-

lem introduced in Sec. 2. In the following, we present our assump-

tions about the managing system and then describe in detail VAI,

including the main components: Verify, Augment, and Improve.

4.1 Overview
Figure 2 illustrates the architecture of the Verify, Augment, and

Improve (VAI) framework. VAI extends a standardmanaging system

for self-adaptive systems organized around the MAPE-K control

loop, as introduced in Sec.2. The managed system corresponds to a

target CPS, such as the HMT illustrative example, characterized by

CPS (Managed System)

Self-adaptation Layer (Managing System)

Analyse

Knowledge

Monitor Plan Execute

Surrogate
Model

 

Self-improving Layer

Adaptation
Actions

Verify

Configuration
Ground Truth

Model
Training

Data

Dependability
Requirements

Augmentation
Techniques

Augment Improve

current configuration

sensor
readings

actuation
commands

   

   

  

 
 

Figure 2: VAI framework with the operational workflow of
the self-improving layer highlighted in blue.

a semantic space composed of observable and controllable features

(see Table 1).

Beyond the standard control loop, VAI introduces an additional

self-improving layer that operates asynchronously with respect to

the main MAPE-K loop. This layer is triggered whenever a new

adaptation action is available and analyzes the effectiveness of the

adaptation actions executed on the managed system. Whenever

an adaptation action is found to be ineffective, a repair process

is triggered with the goal of reducing discrepancies between the

surrogate model’s predictions and the actual system behavior.

The repair process is realized through three main components,

realizing the verify-augment-improve cycle. First, the Verify com-

ponent identifies ineffective adaptation actions by comparing the

expected probability of satisfying the dependability requirements—

predicted by the surrogate model—with the actual probability com-

puted using the high-fidelity ground truthmodel. These explanations
guide the Augment component steers a targeted sampling process

to select new data points within the semantic space. The newly

sampled configurations are then passed to the Improve compo-

nent, which labels them using the ground truth model (via Verify).
Finally, the Improve component uses the labeled samples to re-

train and redeploy the surrogate predictive model stored in the

Knowledge component of the managing system.

As stated above, the goal of this self-repair layer is to iteratively

refine the surrogate model, ensuring that future adaptation de-

cisions become increasingly accurate and effective. Because the

verification process operates asynchronously with respect to the

MAPE-K loop, its potentially higher computational cost does not
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(c) Processed new samples.

Figure 3: Example of the Verify, Augment, and Improve stages.

interfere with the system’s real-time responsiveness. When a repair

iteration concludes while the system is still operational, the updated

surrogate model immediately enhances subsequent adaptation

decisions—allowing VAI to achieve continuous self-improvement.

4.2 Managing System
The Monitor component of the managing system maintains and

continuously updates the vector 𝜈 , which represents the latest con-

figuration of the semantic space and captures the relevant aspects of

the operating conditions observed from both the managed system

and its surrounding environment.

To enable proactive adaptation under strict time constraints,

the Analyze component employs a pre-trained regression model

𝑔 : X𝑛 → R, stored in the Knowledge component, to predict

whether the current feature assignment 𝜈 may lead to a violation of

the dependability requirements 𝑅—that is, whether 𝑆 [𝜈] ̸|= R holds.

In our illustrative HMT example (see Sec. 2), the regressor estimates

the probability of mission success, that is, the likelihood of com-

pleting the collaborative task within a specified time bound. As

an example, if a requirement in 𝑅 states that this probability must

remain above 0.9, the system is considered dependable whenever

𝑔(𝜈) > 0.9 holds. Otherwise, a potential requirement violation is

detected, and an adaptation process is initiated.

The Plan component identifies a new configuration 𝜈 ′ such that

𝑆 [𝜈 ′] |= 𝑅 holds, essentially improving the system’s state, The iden-

tification of new configurations is formulated as a multi-objective

optimization problem in which the system seeks to maximize or

minimize a set of possibly conflicting objectives 𝑂 = 𝑂1, . . . ,𝑂𝑘 ,

subject to the operational constraints defined over the semantic

space. In our HMT example, these objectives include maximizing

the probability of mission success while minimizing the fatigue

level of the human collaborators, both of which depend on the

controllable features of the system [22].

The surrogate model 𝑔 behaves as a black-box predictor—that is,

it provides outcome estimates without exposing analytical gradients

or explicit structure. Therefore, we assume the use of metaheuristic

search techniques to solve the optimization problem. In particular,

the multi-objective evolutionary algorithm NSGA-II [14] is used to

explore the semantic space, identify trade-offs among competing

objectives, and generate a set of Pareto-optimal candidate configu-

rations from which 𝜈 ′ is selected.
Finally, the Execute component computes and issues the nec-

essary actuation commands to transition the system from 𝜈 to 𝜈 ′,
enacting the planned adaptation. The pair ⟨𝜈, 𝜈 ′⟩ and its outcome

are recorded in the Knowledge component, enriching the historical

context for subsequent analysis and improvement.

4.3 Self-improving Layer
Asynchronously with respect to the execution of the adaptation ac-

tion, whenever the Plan component updates the Knowledge base in
the managing system with a new adaptation pair ⟨𝜈, 𝜈 ′⟩, a new run

of the self-improving layer is triggered. This layer incrementally

refines the shared knowledge and thereby repairs the predictive

surrogate model used by the managing system to support anal-

ysis and planning. The underlying idea is to detect and mitigate

drifts between the surrogate model and the actual system behavior

through the comparison with a high-fidelity ground truth model.

Notice that a systematic and exhaustive exploration of the seman-

tic space to label all possible configurations is generally infeasible.

Moreover, relying solely on the high-fidelity model instead of the

surrogate would violate the time constraints of the adaptation pro-

cess, especially in critical domains such as our HMT example. For

these reasons, the self-improving layer adopts a reactive strategy:
each time a new configuration 𝜈 ′ is produced by the planning phase,
it is selectively verified using the ground truth model.

Because the repair process operates asynchronously with respect

to the MAPE-K loop iteration that initiated it, the lower layers

can immediately benefit from the refined knowledge and the more

accurate surrogate model once the self-improving layer completes

and deploys the updated model into the shared knowledge base. In

our HMT example, if the self-improving layer concludes while the

mission is still in progress, the refined surrogate regressor becomes

available to guide subsequent adaptation decisions within the same

mission.
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The following section details themain components andworkflow

of the self-improving layer.

4.3.1 Verify. The Verify component is designed to detect ineffec-

tive adaptation actions. Namely, adaptation actions enacted by the

Execute component that do not achieve the adaptation goals. As

anticipated in Sec. 2, this reduces to new operating configurations

𝜈 ′ where the system is not considered dependable: 𝑆 [𝜈 ′] ̸|= 𝑅. To

this end, the Verify component leverages a ground truth model of
the managed system stored in the Configuration component. The

ground truth provides a reference for the system’s behavior and

can take different forms depending on the domain and available

resources. The ground truth model is assumed to be sufficiently ac-

curate to serve as a reliable reference for the actual behavior of the

managed system. Notice that we do not address potential discrep-

ancies between the ground truth and the managed system. Such

drifts can be mitigated through the adoption of a digital shadow par-

adigm [21], where the ground truth is continuously synchronized

with real-world observations to maintain its fidelity over time.

We denote the ground truth model as
ˆ𝑓 : X𝑛 → R, where ˆ𝑓 (𝜈 ′)

returns the estimated probability that the system operating under

configuration 𝜈 ′ satisfies the target dependability requirement 𝑅.

The resulting value
ˆ𝑓 (𝜈 ′) thus represents the actual confidence

level that 𝑆 [𝜈 ′] |= 𝑅 holds, providing a reliable basis for assessing

the effectiveness of the adaptation action.

As an example, the ground truth can be realized by using a high-

fidelity simulator that accurately captures the system dynamics and

environmental interactions
2
. Such simulators can be parametrized

using the variables defined in the semantic space, allowing the

evaluation of dependability requirements under specific feature

assignments 𝜈 ′. In this case, by executing multiple simulation runs

of the target HMT mission, the Verify component can estimate

the probability of satisfying the dependability requirements 𝑅 for a

given configuration.

Alternatively, the ground truth can be expressed as a formal

specification of the system, modeled for instance as a network

of Stochastic Hybrid Automaton (SHA) [13]. This formalism pro-

vides a mathematical framework to model CPSs that combines

discrete control logic, continuous physical dynamics, and stochas-

tic events—all of which are essential to capture the uncertainty

and variability inherent in real-world operating environments. In

this case, verification can be performed through Statistical Model

Checking (SMC) [12], enabling systematic exploration of relevant

behavioral traces under the constraints expressed by 𝜈 ′.
The Verify component is employed at two distinct stages within

the execution of the self-improving layer. In the first stage, it is used

to detect drifts between the surrogate model and the ground truth.

Specifically, the surrogate model provides an estimated probability

𝑔(𝜈 ′)—the value that originally led the Plan component to select

𝜈 ′ as the target configuration. Then, the same configuration is

evaluated using the ground truth model, obtaining
ˆ𝑓 (𝜈 ′). If the two

models disagree on whether 𝑆 [𝜈 ′] |= 𝑅 holds, a drift is detected,

indicating an ineffective adaptation (e.g., yellow circle in Fig. 3a).

2
Examples include mainstream simulation platforms such as CARLA [15] and Cop-

peliaSim [29] which provide flexible APIs for simulations in realistic virtual settings.

In the second stage, once a drift has been detected, the Verify
component is invoked again to label new data points generated by

the Augment component described below.

4.3.2 Augment. The Augment component acquires additional

knowledge about the semantic space, with particular focus on the

region surrounding a detected drift. When the Verify component

identifies a drift at configuration 𝜈 ′, it signals that the correspond-
ing area of the semantic space is likely underrepresented or poorly

characterized in the surrogate model’s training data, leading to

unreliable predictions and ineffective adaptation actions. The goal

of Augment is to strategically explore and sample this region to

generate new, informative data points that help refine the surrogate

model and improve its local fidelity (e.g., gray dots in Fig. 3c).

The augmentation process follows three conceptual steps:

• neighborhood definition: determine the region of interest

around the drift point 𝜈 ′ in the semantic space, typically

within a configurable radius 𝑟 using a heterogeneous distance
metric [38] on the feature vector (usually including a mix of

numerical, ordinal, and categorical values);

• sample generation: apply a sampling strategy to select new

candidate configurations that are likely to provide informa-

tive feedback to the surrogate model; and

• data preparation: collect the generated points into a new set

of samples𝑋 ′ = 𝑥 ′
1
, . . . , 𝑥 ′

𝑚′ ⊆ X𝑛
, where each 𝑥 ′

𝑗
represents

a candidate configuration to be labeled by the ground truth

model through the Verify component.

The choice of sampling strategy influences both the diversity

and the informativeness of the generated data points. In the current

implementation of the framework, three alternative augmentation

techniques can be selected through the Configuration component.

Random Sampling. Random Sampling (RS) in the neighborhood is

the simplest augmentation technique embedded in VAI. It gener-

ates 𝑁 new candidate configurations by sampling uniformly within

the local neighborhood of the drift point 𝜈 ′ within the radius 𝑟 .

RS is computationally inexpensive and requires no assumptions

about the underlying data distribution. However, its effectiveness

is limited in high-dimensional or heterogeneous semantic spaces,

where uniform sampling may produce many redundant or unin-

formative points. It also serves as a useful baseline for comparing

more sophisticated augmentation strategies.

Kernel Density Estimation. Kernel Density Estimation (KDE) pro-

vides a more informed, probabilistic approach to sampling. Given

the subset of configurations in the original dataset D that are close

to 𝜈 ′, KDE estimates the local probability density function of the

semantic space around the drift. The new𝑁 samples are then drawn

from this estimated distribution, effectively replicating the most

likely patterns of behavior observed in the proximity of the drift—

that is, combinations of feature values that frequently co-occur in

past observations and are statistically representative of realistic

operating conditions near 𝜈 ′. This enables a targeted exploration

of relevant areas, increasing the likelihood of obtaining meaning-

ful data for retraining. While computationally more demanding

than RS, KDE offers a better way to focus augmentation efforts on

plausible operating conditions.
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Figure 4: Example of LIME explanation.

eXplanation-driven Augmentation. The technique eXplanation-

driven Augmentation (XA) leverages interpretability to guide the

sampling process. Specifically, it uses LIME (see Sec. 3) to analyze

the surrogate model’s local behavior around the drift configuration

𝜈 ′. LIME approximates the surrogate model with a locally inter-

pretable linear model, identifying the features that most strongly

influence the surrogate’s prediction in that neighborhood. Figure 4

illustrates a LIME explanation in the context of our HMT illus-

trative example. In the plot, features are ranked by their relative

importance to the predicted outcome, and each feature is associated

with a weight indicating its positive or negative contribution. These

feature attributions are then used to guide the sampling strategy:

features with higher influence (e.g., translational speed in Fig. 4)

are perturbed more extensively to explore the most critical regions

of the semantic space, whereas less influential features (minimum

fatigue in Fig. 4) are varied within narrower ranges, proportionally

scaled to the magnitude of their weights. The approach yields 𝑁

new samples through a semantically meaningful exploration of the

area responsible for the model’s inaccuracy.

4.3.3 Improve. The newly generated set 𝑋 ′
is then passed to the

Improve component, which maps each new sample 𝑥 ′
𝑗
to the corre-

sponding output label 𝑦′
𝑗
. Recall that the purpose of this phase is to

repair the surrogate model in the region where it was previously

found to be inaccurate. Since the self-improving routine operates

asynchronously with respect to the main MAPE-K loop, we as-

sume it is not constrained by real-time requirements. Thus, each

label 𝑦′
𝑗
= ˆ𝑓 (𝑥 ′

𝑗
) is obtained by using again the Verify component

(leveraging the ground truth model), ensuring accurate estimation

of the probability that the system configuration 𝑥 ′
𝑗
satisfies the

dependability requirement 𝑅. This process produces an augmented

datasetD′ = (𝑥 ′
𝑗
, ˆ𝑓 (𝑥 ′

𝑗
))𝑚

′

𝑗=1

, which is thenmerged with the original

training data to form D ∪D′
represented in Fig. 3c.

The resulting augmented dataset D ∪D′
is used to retrain the

surrogate model, yielding an updated predictor 𝑔′, ready to be

deployed in the managing system’s Knowledge component.

5 Evaluation
This section describes the empirical evaluation of VAI. We answer

the following research questions:

RQ1: What is the effectiveness of VAI in terms of the relative

error of the adaptation decisions?

RQ2: What is the effectiveness of VAI in terms of achievement

of adaptation goals?

RQ3: What is the cost overhead of VAI?

To answer RQ1 and RQ2, we compare the results obtained by

using different knowledge augmentation methods embedded into

VAI. We answer RQ1 by comparing the relative error of the adapta-

tion decisions before and after automated knowledge augmentation,

while we answer RQ2 by comparing the ability of achieving the

adaptation goals (i.e., satisfaction of dependability requirements)

before and after augmentation. To answer RQ3, we quantify the

cost (in terms of execution time) required by the knowledge aug-

mentation methods embedded into VAI.

5.1 Design of the Evaluation
5.1.1 Evaluation subjects. We designed and carried out an experi-

mental campaign to evaluate VAI using the same budget in terms

of number of adaptation requests and the same benchmark: an

open-source CPS in the area of HMT [5]. We selected an existing

benchmark with nontrivial complexity, taking into account various

factors, including the complexity of the scenario and the number

of variables in the semantic space, which encompass both observ-

able and controllable features (see Table 1). The selected benchmark

represents the complete version of our illustrative example in Sec. 2.

We conduct our experiments using an existing platform designed

to simulate and verify the stochastic behavior of systems. Specifi-

cally, we employ Uppaal SMC [12] to perform multiple simulations

based on a formal specification of the human–machine teaming

dynamics, expressed as an SHA network [1]. This specification

defines a set of varying factors within the semantic space, enabling

the model checker to assess the satisfaction of given dependability

requirements under different value assignments of these factors. To

ensure meaningful verification results, we constrain the parameter

intervals in the specification to exclude trivial cases (i.e., scenarios

where the requirements are always satisfied or always violated).

The adaptation goal is defined as the satisfaction of a dependability

requirement, which states “the human-machine teaming mission
must succeed with probability higher than 0.9.”

We consider two variants of the benchmark listed in Table 2,

denoted as subject1 and subject2. In both cases, the system integrates

a regression model within the shared knowledge of the MAPE-K

loop, which steers adaptation decisions. The regressor is trained

using data generated by the simulator component. Specifically, the

training set consists of 500 data points (𝑥,𝑦), where each 𝑥 is a

configuration of the semantic space, and 𝑦 = ˆ𝑓 (𝑥) is the probability
of success of the HMT mission estimated by the simulator. As

discussed in Sec. 4, the simulator is further employed for automated

knowledge augmentation whenever an adaptation attempt fails—
that is, when the adaptation goal is not achieved.

The two subjects differ in ground truth model. Subject1 serves
as an exploratory case, using an alternative regressor that better

approximates the system’s behavior under the scenario simulated

by the statistical model checker. For this case, we employ a larger
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Table 2: Evaluation subjects.

subject benchmark adaptation goal knowledge model ground truth

subject1 HMT [23] 𝑃 (succes) >0.9
regressor

|training set| = 500

regressor

|training set| = 1000

subject2 HMT [23] 𝑃 (succes) >0.9
regressor

|training set| = 500
model checker

Table 3: Statistical tests for RQ1.

subject A B p-value 𝐴̂𝐴𝐵

subject1
KDE RS 5.83e-02 0.46

XA RS 1.14e-01 0.47

XA KDE 5.91e-01 0.50

subject2
KDE RS 2.79e-01 0.48

XA RS 7.89e-09 0.38

XA KDE 3.92e-06 0.40

training set of 1000 data points (twice the size of the model embed-

ded in the knowledge). In contrast, subject2 directly relies on the

statistical model checker as its simulation ground truth.

Further details on the statistical model checker, the modeled

factors, and the applied constraints are provided in the supporting

material (see Sec. 7).

5.1.2 Methods under comparison. We compare alternative knowl-

edge augmentation methods embedded into VAI: XA, KDE, and RS.

For each subject, we execute multiple adaptation requests and mea-

sure the ability to meet the adaptation goals. We then identify all

failed adaptation attempts and apply the corresponding repair pro-

cess guided by each alternative method. Finally, we re-execute the

adaptation requests to quantify the improvement achieved relative

to the baseline (no-repair) condition.

We use the same setting for all methods under comparison.

Specifically, we use a sample size of 𝑁 = 50 points to augment

the knowledge during the repair process. Preliminary evaluations

showed that this setting is sufficient for the relative error to plateau.

5.1.3 Statistical tests. To reduce the risk of obtaining results by

chance, we account for randomness in all the approaches by re-

peating the repair process 50 times—starting from 50 unsuccessful

adaptations out of 100 adaptation requests in total. According to

the guideline introduced by Arcuri & Briand [2], we apply the non-

parametric Mann–Whitney U test [24] to evaluate the statistical

significance of the results, using a standard significance level of

𝛼 = 0.05. We also measure Vargha and Delaney’s 𝐴𝐴𝐵 [33] to com-

pute the effect size of the difference between 𝐴 and 𝐵. We adopt

the following standard classification: effect size 𝐴𝐴𝐵 (= 1 −𝐴𝐵𝐴) is

small, medium, and large when its value is greater than or equal to

0.56, 0.64, and 0.71, respectively.

5.1.4 Evaluation testbed. All experiments have been executed on

a desktop machine running Ubuntu 22.04.1 LTS, equipped with

Intel Xeon Silver 4114 CPU at 2.20GHz (16 cores) and 32GB RAM.

5.2 Evaluation Results
5.2.1 Relative Error (RQ1). To address RQ1, we execute VAI us-

ing the alternative knowledge augmentation methods (XA, KDE,

and RS). We compare the outcomes of the adaptation requests
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Figure 5: Relative error improvement (the higher, the better).

against the selected baseline condition—adaptation without any

repair procedure—henceforth referred to as no-repair. The effective-
ness of VAI relative to the no-repair baseline is quantified using the

relative error, defined as the difference between the estimated prob-

ability of mission success and the actual probability determined

by the ground truth. For each subject (subject1 and subject2), we
execute 100 adaptation requests, each representing a full run of the

MAPE-K loop initiated from points in the semantic space where

the target dependability requirement is not satisfied. For each run,

we measure the relative error. Whenever an adaptation is ineffec-

tive (i.e., the adaptation goal is not achieved), we invoke the repair

process and subsequently re-execute the initial 100 adaptation re-

quests to measure the relative error after enhancing the adaptation

capability using the alternative knowledge augmentation methods.

This procedure allows us to quantify the improvement in adaptation

accuracy by computing the relative percentage reduction in error

with respect to no-repair. The relative improvement is defined as:

Δ
rel

=
𝐸
before

− 𝐸
after

𝐸
before

· 100% (3)

where 𝐸
before

denotes the relative error before the repair process

(no-repair condition), and 𝐸
after

represents the relative error after

applying the respective knowledge augmentation method.

Results. Figure 5 shows the relative error improvement measured

for all subjects and all augmentation methods embedded into VAI.
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Specifically, Fig. 5a and Fig. 5b show the distribution of the relative

error improvement for subject1 and subject2, respectively, while
Fig. 5c and Fig. 5d show the mean relative error improvement for

subject1 and subject2, respectively. Table 3 reports the results of

the statistical tests comparing the distributions of relative error

improvement across the evaluated methods.

VAI consistently reduces the relative error for both subjects. For

subject1, the improvement distributions are concentrated between

approximately 5% (lower quartile, Q1) and 10% (upper quartile,

Q3). According to Table 3, no statistically significant differences are

detected among the distributions. However, Fig. 5c indicates that the

mean improvement achieved by XA (9.43%) is higher than that of

KDE (8.70%) and RS (7.65%). For subject2, a similar trend is observed,

with generally higher relative error improvements compared to

subject1. As shown in Table 3, the differences between XA and

RS, as well as between XA and KDE, are statistically significant,

although the corresponding effect sizes are negligible. Figure 5c

further illustrates that XA achieves the highest mean improvement

(20.91%), followed by KDE (17.13%) and RS (15.81%).

Generally, the higher improvement levels observed for subject2
can be explained by the fact that subject1 relies on a surrogate

ground truth (see Table 2), which approximates the actual behavior

and thus limits the precision of the feedback available for learning

and repair. In contrast, subject2 employs the actual ground truth

provided by the statistical model checker, enabling more accurate

evaluation and more effective refinement of the knowledge.

RQ1 summary. Across both subjects, VAI consistently reduces

the relative error. XA achieves the highest mean improvement—

9.43% for subject1 and 20.91% for subject2—with statistically

significant differences in the latter. The greater improvement

in subject2 results from its use of the actual ground truth rather

than a surrogate approximation.

5.2.2 Achievement of adaptation goals (RQ2). To address RQ2, we

evaluate the impact of the alternative knowledge augmentation

methods (XA, KDE, and RS) on the success rate of adaptation within

VAI. As in RQ1, we compare the outcomes of the adaptation requests

against the baseline condition—adaptation without any repair pro-

cedure. In this case, the effectiveness of VAI is quantified using

the success rate, defined as the proportion of adaptation requests

that successfully achieve the adaptation goal (i.e., the target de-

pendability requirement). For each subject (subject1 and subject2),
we execute 100 adaptation requests, each corresponding to a full

execution of the MAPE-K loop initiated from points in the semantic

space where the requirement is initially unsatisfied. Whenever an

adaptation attempt fails, the repair process is invoked using one

of the alternative knowledge augmentation methods, after which

all 100 adaptation requests are re-executed. We then measure the

improvement in success rate compared to the no-repair condition,

computed as the percentage increase:

Δscs = (𝑆
after

− 𝑆
before

) · 100% (4)

where 𝑆
before

denotes the success rate before the repair process

(no-repair), and 𝑆
after

represents the success rate after applying the

knowledge augmentation method.
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Figure 6: Success rate improvement (the higher, the better).

Results. Figure 6 shows the success rate improvement measured

for all augmentation methods and subjects: subject1 in Fig. 6a and

subject2 in Fig. 6b.

Overall, the results are consistent with the findings reported

for RQ1. For both subjects, VAI consistently increases the success

rate of adaptation decisions, primarily due to the higher accuracy

(i.e., reduced relative error) achieved after the repair process. Lower

relative error levels generally correspond to higher improvements

in success rate. On average, the success rate improvement is 6.89%

for subject1 and 10.88% for subject2. Among the evaluated methods,

XA yields the highest improvement in both subjects. For subject1,
XA achieves an improvement of 7.17%, followed by KDE (6.83%) and

RS (6.67%). For subject2, XA again performs best (11.33%), followed

by KDE (10.33%) and RS (10.0%).

RQ2 summary. VAI consistently increases the success rate

of adaptation decisions across both subjects, with average im-

provements of 6.89% for subject1 and 10.88% for subject2. XA
achieves the highest gains in both cases, confirming that greater

accuracy after repair (lower relative error) generally translates

into higher adaptation success.

5.2.3 Cost (RQ3). To address RQ3, we assess the computational

cost of the alternative knowledge augmentation methods (XA, KDE,

and RS) integrated into VAI. We adopt the same experimental setup

used for RQ1 and RQ2, and measure cost in terms of wall-clock

execution time of the augmentation phase. Specifically, we measure

the time required by each run of the repair process, excluding the

time of the verification component, which derives the actual labels

from the ground truth model (see Sec. 4). This approach isolates

the intrinsic cost of each augmentation method, independent of the

specific verification mechanism employed—such as a high-fidelity

simulator or an accurate predictive model.

Figure 7 presents the distribution of the augmentation cost, ex-

pressed as execution time in log scale, for each method (RS, KDE,

and XA). We observe that XA yields the highest cost, with exe-

cution times on the order of 1s, primarily due to the additional

computation required for explanation generation and reasoning

during augmentation. KDE incurs moderate cost, with execution
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Figure 7: Cost of the sampling methods.

times around 0.1s, reflecting the overhead of density estimation and

sample selection. RS is by far the most computationally efficient

method, with execution times on the order of 0.001s, as it relies

solely on random sampling in the neighborhood of the ineffective

adaptation actions without additional processing.

Overall, the cost of all augmentation methods is negligible com-

pared to the time required by the verification step, which involves

substantially more computationally demanding operations. In our

experimental campaign, this component relies on a regressor for

subject1 (the “simplified” exploratory case) and on the statistical

model checker for subject2 (the complete case). In the former, in-

dividual predictions execute in approximately 0.015s on average

(standard deviation 0.0002s), while in the latter, the statistical model

checker requires an average of 16.45s (standard deviation 14.61s).

These results confirm that the computational cost of the augmenta-

tion methods is indeed negligible relative to the verification process.

RQ3 summary. The computational cost of the knowledge aug-

mentation methods is minimal compared to the verification

step. Among the evaluated methods, XA is the most expensive

(∼1s per run), followed by KDE (∼0.1s) and RS (∼0.001s). All

augmentation costs remain negligible relative to the verification

process, which dominates total execution time.

5.3 Threats to Validity
To mitigate internal validity threats, we used a controlled exper-

imental setup where all knowledge augmentation methods (XA,

KDE, and RS) are executed under identical configurations and com-

putational budgets. We reduce the possibility of obtaining results by

chance, mitigating randomness inherent to sampling and simulation

by repeating the repair process 50 times (considering 100 adapta-

tion requests in total) and by applying non-parametric statistical

tests (Mann–Whitney U test) following established guidelines [2].

Still, some residual variability in results cannot be completely ex-

cluded, as stochastic simulations and learning-based components

may introduce non-determinism

In our experimental campaign, we adopt two complementary

indicators—relative error and success rate—to measure the effec-

tiveness of adaptation, and wall-clock execution time to measure

computational cost. These metrics quantify the accuracy and effi-

ciency of the repair process, aligning with the research questions.

We mitigate external validity threats by leveraging an open-

source human–machine teaming benchmark with nontrivial sto-

chastic behavior, using two variants with different ground truths to

cover both exploratory and complete cases. While this benchmark

captures realistic adaptation dynamics, further studies on additional

domains (e.g., autonomous driving, smart manufacturing) would

increase the generalization of our findings. Our evaluation employs

a specific configuration of the MAPE-K loop and model-based ver-

ification; alternative architectures or adaptation logics may yield

different quantitative outcomes.

6 Related Work
Recent contributions have emphasized the use of interpretable and

explainable models to increase trust and understandability of adap-

tation decisions. Bencomo et al. [4, 19] discuss how explainability

can be embedded within software engineering processes to enhance

the transparency of autonomic decisions. More recently, explain-

able, model-agnostic ML components have been incorporated into

MAPE-K loops to improve adaptation efficiency in critical domains

such as autonomous vehicles [27].

Another research line extends the MAPE-K loop with an ad-

ditional upper layer for meta-adaptation and continual learning.

Gheibi & Weyns [16] propose a lifelong self-adaptive architecture

that continuously manages knowledge acquisition and model revi-

sion to deal with new emerging tasks, such as concept shift in input

data. Similarly, Klos et al. [18] introduce an upper layer with eval-

uation, learning, and verification components that autonomously

refine adaptation logic by learning new adaptation rules. Architec-

tural guidelines for systematically integrating such self-improving

capabilities are also envisioned by Chhetri et al. [11]. The authors

propose a reference architecture for self-improving autonomic sys-

tems and a set of desirable features. Frameworks such as ALM [30]

and HAFLOOP [41] embed recursive or hierarchical feedback loops

to dynamically refine adaptation strategies. Weyns et al. [36] for-

malize these ideas in the context of self-evolving systems, where

self- and context-awareness drive the continuous evolution of goals

and architectures through evolutionary learning.

More recent work seeks to achieve antifragility [32], enabling

systems to improve by learning from disruptive or adverse events.

Grassi et al. [17] present a reference model that triggers and ex-

ploits learning through experimentationwith system replicas. Other

frameworks combine active and reactive learning strategies to

achieve self-improvement at runtime [31]. Complementary ap-

proaches rely on search-based and lifelong learning techniques

to accelerate adaptation under dynamic workloads. For example, Ye

et al. [39] integrate lifelong planning with knowledge distillation

to reuse beneficial past states, while search-based techniques are

used to update configuration plans on the fly in highly configurable

systems [40]. Chen et al. [10] propose a proactive self-adaptation

framework that improves system reliability by fusing context pre-

dictions using evidence theory and by planning adaptations through

an extended stochastic model predictive control approach.

VAI operationalizes self-improvement within the managing sys-

tem itself by closing the loop between failure detection, explainable
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diagnosis, and targeted repair—transforming explainability mecha-

nisms from a passive descriptive aid into an active mechanism for

continuous adaptation refinement.

7 Conclusion
We introduce VAI, a novel framework that augments MAPE-K with

an asynchronous self-improving layer. By verifying executed adap-

tations against a ground truth model, explaining drifts, and aug-

menting knowledge with targeted samples, VAI incrementally re-

pairs the surrogate models that drive adaptation.

Our empirical evaluation using two subjects in a hu-

man–machine teaming scenario shows that VAI increases the ac-

curacy and dependability of adaptation. We compare alternative

augmentation strategies—RS, KDE, and XA—under two different

ground truth models. Results demonstrated that VAI consistently

reduces the relative error of adaptation decisions and improves the

success rate of achieving adaptation goals. Among the tested meth-

ods, XA achieved the best overall effectiveness while maintaining

negligible computational cost compared to verification.

We plan to explore other interpretable augmentation strategies

(e.g., SHAP, counterfactuals), integrate active learning for sample

selection, and evaluate across additional domains with runtime

assurance for safe online repair.

Data Availability
The replication package of our experiments, including the imple-

mentation of VAI and the instructions to set up and run the experi-

ments is publicly available on Zenodo [3].
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