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Preface 

This  volume  contains  a  selection  of  papers  presented  at  E-Vote-ID  2026,  the  Eleventh
 International  Joint  Conference  on  Electronic  Voting,  held  on  October  6–9,  2026,  in
 Tallinn  (Estonia).  This  represented  a  major  milestone  for  the  conference, since  Estonia  is
 a  frontrunner  in  the  development  and  implementation  of  internet  voting.  The  conference
 was  hosted  by  the  State  Electoral  Office  and  the  Information  System  Authority  of  the
 Republic  of  Estonia.
 

The  E-Vote-ID  Conference  resulted  from  merging  EVOTE  and  Vote-ID,  and  dates
 back  more  than  20  years  to  the  first  E-Vote  conference  in  Austria.  Since  that  conference
 in  2004,  over  2100  experts  have  attended  the  venue,  including  scholars,  practitioners,
 representatives  of  various  authorities,  electoral  managers,  vendors,  and  PhD  students.
 The  conference  collects  the  most  relevant  debates  on  the  development  of  Electronic
 and  Internet  Voting  and  Electoral  Technologies,  from  aspects  relating  to  security  and
 usability  to  practical  experiences  and  applications  of  voting  systems,  also  including  legal,
 social,  and  political  aspects,  amongst  others,  and  is  an  important  global  reference  point
 concerning  these  issues.
 

This  year,  as  in  previous  editions,  the  conference consisted  of:
 

– Security,  Usability,  and  Technical  Issues  Track;
 

– Governance  of  E-Voting  Track;
 

– Election  and  Practical  Experiences  Track;
 

– PhD  Colloquium;
 

– Poster  and  Demo  Session. 

E-Vote-ID  2026  received  35  submissions  for  consideration in  the  first  two  tracks
 (Technical  and  Governance  Tracks),  each  being  reviewed  by  3  to  5  program  committee
 members  using  a  double-blind review  process.  As  a  result,  10  papers  were  accepted  for
 this  volume,  representing  28%  of  the  submitted  proposals.  The  selected  papers  cover
 a  wide  range  of  topics  connected  to  electronic  voting,  internet  voting,  and  electoral
 technologies,  including  experiences  and  revisions  of  the  actual  use  of  E-voting  systems
 and  corresponding  processes  in  elections.
 

We  would  like  to  thank  the  local  organisers,  Arne  Koitmäe,  Alo  Einla,  and  their
 teams,  for  their  excellent  collaboration  in  preparing  the  conference.  Finally,  we  would
 like  to  thank  and  appreciate  the  international  program  committee  members  for  their  hard
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work  in  reviewing,  discussing,  and  shepherding  papers.  They  ensured,  once  again,  the
 excellence  of  these  proceedings  with  their  knowledge  and  experience.
 

October  2026 David  Duenas-Cid 

Peter  Rønne
 

Melanie  Volkamer 

Arne  Koitmäe 

Alo  Einla 

Pierrick  Gaudry
 

Thomas  Haines 

Leontine  Loeber 

Isabelle  Borucki 
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Advances in STV Margin Computation 

Michelle Blom1(B ) , Alexander Ek2 , Peter J. Stuckey1 , 
Vanessa Teague3 , and Damjan Vu kcevic4

1 Department of Data Science and AI, Monash Unive rsity, Melbourne, Australia
michelle.blom@monash.edu 

2 Department of Computer Science, KU Leuven, Leuven, Belgium 
3 Thinking Cybersecurity Pty Ltd., Melbourne, Australia 

4 Department of Econometrics and Business Statistics, Monash University,
Melbourne, Australia

Abstract. Single transferable vote (STV) is a multi-winner preferential 
proportional electoral system. The margin is the smallest number of bal-
lots that need to be manipulated to alter the set of winners. If we can 
compute the margin of an STV election, or a reasonable lower bound on 
the margin, we can use recent advances in auditing research to conduct 
a risk-limiting audit of the election’s winners. Knowledge of the mar-
gin also provides insight into whether uncovered mistakes, or a known 
error rate in ballot interpretation, could have i nfluenced the outcome.
This paper presents substantial improvements on an existing algorithm
for computing lower bounds on the margin of an STV election. These
improvements allow us to compute higher lower bounds for real STV
elections, making mismatch-based risk-limiting audits more practical.

1 Introduction 

The single transferable vote (STV), also called proportional ranked-choice vot-
ing, is an electoral system where voters rank candidates in order of preference 
and multiple candidates are elected in a manner reflecting voter preferences pro-
portionally. STV is used for national, state, and local e lections in Australia, for
EU, national, and local elections in Ireland and Malta, and for some elections in
Aotearoa/New Zealand, Northern Ireland, Scotland, and the USA.

STV tabulation proceeds in rounds, with each round either electing or elimi-
nating a candidate. In each case, every ballot sitting in the elected or eliminated 
candidate’s tally pile is transferred to the next-highest-ranked eligible candidate 
on that ballot. When ballots are transferred from an elected candidate’s tally,
they are reduced in value according to a transfer value.

This work was supported by the Australian Research Council (Discovery Project 
DP220101012, OPTIMA ITTC IC200100009). 
A. Ek—Funded by the European Union (ERC, CertiFOX, 101122653). Views and 
opinions expressed are however those of the author(s) only and do not necessarily 
reflect those of the Europ ean Union or the European Research Council. Neither the
European Union nor the granting authority can be held responsible for them.

c The Author(s) 2027 
D. Duenas-Cid et al. (Eds.): E-Vote-ID 2026, LNCS 17083, pp. 1–17, 2027. 
https://doi.org/10.1007/978-3-032-39512-2_1

http://crossmark.crossref.org/dialog/?doi=10.1007/978-3-032-39512-2_1&domain=pdf
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http://orcid.org/0000-0003-2186-0459
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2 M. Blom et al.

A risk-limiting audit (RLA) is a process designed to efficiently provide affir-
mative statistical evidence that the reported winners really won, and correct the
outcome (with a guaranteed high probability) if they did not win.

The margin is the minimum number of ballots that need to be altered—by 
changing the marked preferences on the ballots—to change who wins.1 Deter-
mining the margin of an election informs us about how close it was, and allows 
us to conduct an RLA for the election using the mismatch-based method [3]. 
Mismatch-based audits require only a lower bound, not an exact value, for the 
margin. However, if this bound is not tight then such audits may require sam-
pling far more ballots than truly necessary. In this paper we presen t significant
improvements in STV margin lower bounding, which should substantially reduce
required sample sizes for mismatch-based STV audits.

Blom et al. [2] presented a best-first branch-and-bound algorithm, which we 
will call BST-19, for computing a lower bound on the margin of an STV election 
by searching over a tree of possible tabulation prefixes.  Eac  h prefix defines a
sequence of seatings and eliminations over a number of tabulation rounds, start-
ing with the first round .r = 1 and ending at some round .r = n which may or 
may not be the last round of tabulation. This tree captured outcomes that could 
occur if the cast ballots were manipulated. The algorithm used: a method for 
computing an upper bound on the margin; a linear relaxation of a mixed-integer 
non-linear program (MINLP) for computing a minimal manipulation to the bal-
lots cast to realise an outcome that starts with a specific prefix; and heuristics 
for computing a lower bound on the number of ballots that would have to be
altered to realise an outcome with a specific prefix. BST-19 is currently the
only approach developed for computing lower bounds on the margin of an STV
election, while several approaches exist for computing upper bounds [1,4]. 

In this this paper, we improve BST-19 in several ways:

– Solving of MINLPs without resorting to linear relaxation.
– More sophisticated lower-bounding heuristics by considering future rounds 

and more sophisticated r easoning about transfer values.
– Use of better margin upper bounds from recent work [1,4]. 
– Dominance checks that allow us to discard prefixes from the search tree if 

something equiv alent has been or is being explored.

Our improved algorithm for STV margins, which we will call STV-26, is able to 
find exact or near-exact margins for many real-world STV elections. For large 
2-seat Australian STV elections, we are able to find substantially higher lower 
bounds on the margin than previously possible. For STV elections of the size
commonly conducted in the USA, and at the local council level in Scotland, we
can find margins that would allow us to conduct mismatch-based RLAs [3]. 

An open source implementation is available in the f ollowing GitHub reposi-
tory: https://github.com/michelleblom/pymarginstv

1 A more general definition also allows alterations where ballots can be removed or 
added. Here we only allo w alterations that keep the total number of ballots fixed.

https://github.com/michelleblom/pymarginstv
https://github.com/michelleblom/pymarginstv
https://github.com/michelleblom/pymarginstv
https://github.com/michelleblom/pymarginstv
https://github.com/michelleblom/pymarginstv
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2 Background 

2.1 Single Transferable Vote 

This paper considers the weighted inclusive Gregory method (WIGM) variant of 
STV. Voters rank candidates in order of preference, from first to last, in either a 
total order or leaving some candidates unranked, depending on the jurisdiction. 
Each ballot starts with a value of 1, which is subsequently reduced if used to
elect a candidate to a seat. To be seated, a candidate’s tally must reach or exceed
the quota .Q (election threshold). The Droop quota is t ypically used:

.Q =
# of validly cast ballots

# of seats + 1
+ 1. (1) 

Each candidate has a pile of ballots, and each ballot a ballot v alue. A can-
didate’s tally .V is the sum of the ballot values in their pile. If a candidate’s 
tally exceeds the quota, they are said to have a surplus, and this is equal to the
number of votes by which they exceed the quota, .V − Q. 

Initially, each candidate is given all ballots on which they are ranked first. 
Tabulation proceeds in rounds in which a single candidate is seated or eliminated, 
until all seats are filled. Ballots in a seated or eliminated candidate’s pile are 
moved t o other candidates’ piles or discarded. If the number of unfilled seats
equals the number of remaining candidates, we seat all remaining candidates.

If no candidate has a quota at the start of a round, we eliminate the candi-
date with the lowest tally (breaking ties as defined by the jurisdiction), moving 
all ballots in their pile (at their current value) to the next most preferred eligi-
ble candidate on the ballot. If no such candidate exists, the ballot exhausts. A
remaining candidate is one not yet seated or eliminated. An eligible candidate
is a remaining candidate that does not have a quota at the start of the round.

When seating a candidate, the ballots in their pile continue in the tabula-
tion, but are reduced in value according to their transfer value . τ , which is the 
proportion of the tally that is due to the surplus, .τ = (V −Q)/V . The new value 
of each ballot is equal to its current value multiplied by the transfer value. Each 
of these ballots is then given to the next most preferred eligible candidate on the 
ballot, or discarded if no such candidate exists. Ballots will skip any remaining 
candidate that had a quota at the s tart of the round, even if they have not yet
been seated. Where multiple candidates achieve a quota simultaneously, they
are seated in order of their tally, highest to smallest.

Example 1. Consider the 3-seat STV election between candidates A to E in
Table 1, with 1230 validly cast ballots and a quota of 308 votes. The first pref-
erence tallies of A to E are 250, 120, 510, 0 and 350 votes. Candidates C and E 
have a quota. Candidate C has the largest surplus, at 202 votes, and is elected
first. Their transfer value is .τ1 = 202/510 = 0.396. The 400 [C, D] ballots are 
each given a weight of 0.396, and a total of 158.4 votes are added to D’s tally. 
The 110 [C, E, D] ballots are each given a weight of 0.396, and are also given
to candidate D, skipping E as they already have a quota. Candidate D now has
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Table 1. The 3-seat STV election from Example 1 between candidates A–E and a quota
of .Q = 1230/4 + 1 = 308 votes. (a) Number of ballots of each type. (b) Tallies after 
each counting round, noting when quotas were reached (in bold).

(a) (b) 

Ranking Count 

[A] 250 
[B, A, C] 120 
[C, D] 400 
[E] 350 
[C, E, D] 110 

Candidate Round 1 Round 2 Round 3 Round 4 

C elected E elected B eliminated A elected 
τ1 =  0.396 τ2 =  0.12 

A 250 250 250 370 

B 120 120 120 — 
C 510 — — —  
D 0 201.96 201.96 201.96 
E 350 350 — —

a tally of 201.96 votes. Candidate E is then elected. Their transfer value w ould
be .τ2 =  42/350 = 0.12, but all of the ballots in their tally exhaust. In the third 
round, no candidate has a quota’s worth of votes, so the candidate with the 
smallest tally, B, is eliminated. The 120 [B, A, C] ballots go to A, each retaining 
their current v alue of 1. At the start of the fourth round, candidate A has reached 
a quota, at 370 votes, and is elected to the third and final seat.

2.2 Notation 

Definition 1 (STV Election). An STV election is defined as a tuple . E = 
(C, B,  N,Q,W) where . C is the set of candidates up for election, . B the multi-set 
of ballots cast in the election, .N the number of seats to be filled, .Q the election 
quota (Eq. 1), and .W the subset of candidates elected to a seat (the winners). 
Each ballot .b ∈  B  is a partial or complete ranking over the candidates . C. 
Definition 2 (Margin). The margin,  or  margin of victory, for an STV e lec-
tion .E =  (C,B, .N, Q, W ) is defined as the smallest number of ballot manipula-
tions required to ensure that candidates .W = W are elected to a seat (i.e., at 
least one candidate in .W must not appear in . W). A single manipulation changes 
the ranking on a single ballot .b ∈  B  to an alternate ranking. 

Definition 3 (Election order). Given an STV election .E =  (C, B,  N,Q,W), 
we represent the outcome of . E as an election order . π,  wher  e  . π is a sequence of 
tuples (. c, . a)  wit  h  .c ∈  C, .a ∈  {0, 1},  and  eac  h  .c ∈  C  appears in at most one tuple. 
The tuple (. c, 1) denotes that candidate . c is elected to a seat, while (. c, 0) that 
. c has been eliminated. An order . π is complete if it involves the election of . N 
candidates, and partial if fewer than .N candidates have been elected in . π. 

For example, the order .π .= [(A, 0), (C, 1), (B, 0), (D, 1)] indicates that 
candidate A is eliminated in the first round of counting, C is next elected to a 
seat, B is then eliminated, and then D is elected to a seat.
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An election . E is tabulated in rounds. We use .Sπ to denote the set of candi-
dates that have not yet been elected or eliminated by the end of prefix . π (i.e., 
the subset of candidates still standing at the end of . π), and .Sπ,r the subset of 
candidates still standing at the start of round . r of . π. 

2.3 Margin Lower Bound Computation with BST-19 

This section describes the overall structure of the STV margin lower bounding 
algorithm of [2]. We do not change this structure in this paper, but improve some 
of its components. The key components of the approach are: computation of an 
upper bound on the margin; exploration of a tree of alternate election outcome 
pr efixes; heuristics for computing a lower bound on the manipulation required 
to realise outcomes that start with a specific prefix; and methods for pruning
(ignoring) portions of this tree.

Fig. 1. Key components of the BST-19 STV margin lo wer bounding algorithm. Note
that .rul is a ‘running upper limit’ on the margin lower bound returned by the algorithm, 
as per Sect. 2.3, and not an upper b ound on the margin itself.

Figure 1 shows how these components fit together. BST-19 used several 
heuristics to compute an upper bound on the STV margin (step 1). We replace 
these with a heuristic that produces tighter upper bounds (see Sect. 3.1). This 
upper bound is used to initialise a ‘running upper limit on the eventual low er
bound’, .rul, that the algorithm will return. BST-19 main tains a frontier of nodes,
. F ,  each  node .(l, π) ∈ F composed of a lower bound . l and a prefix . π. The prefix is

Sect. 3.1

Sect. 3.2
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a partial or complete election order, and . l is a lower bound on the manipulation 
that would be required to realise an outcome that starts with . π. The frontier is 
initialised (step 2) by considering each candidate .c ∈  C  and creating two nodes: 
one where they are seated and one where they are eliminated in t he first round. 
When a node is created with prefix . π, we apply heuristics that compute a lo wer 
bound . l on the manipulation required to realise an outcome starting with . π 
(see Sect. 3.2). If this lower bound is equal to or h igher than our ‘running upp er
limit’ (.rul), we ignore the node, otherwise we add it to our frontier. Nodes on 
the frontier a re sorted in order of their lowe r bound, smallest to largest.

While our frontier is non-empty, we remove the first node .n =  (l, π) and 
expand it (steps 4–5). When expanding a node, we create two child nodes for 
each remaining candidate . c (not yet seated or eliminated i n . π). One child seats . c 
next and the other eliminates them (steps 9–10). If a child seats all of the reported 
winners of the election, we ignore it, as we are only i nterested in outcomes that 
change who wins. We apply our lower bounding heuristics (see Sect. 3.2)  to  
compute a n . l for each child (steps 10–11). If the child is a complete outcome, 
filling all seats, and .l  < rul, we update .rul to . l (steps 12–13). If the child is a 
partial outcome and .l  < rul we add it to our frontier (steps 14–15). Otherwise 
it is ignored. All nodes .n =  (l ,  π ) on the frontier where .l ≥ rul are removed 
(step 16). Expansion updates the frontier and our ‘running upper limit’ .rul. 

When we have explored or ignored all nodes on the frontier, we return .rul as 
the computed lower bound on the election . E ’s margin (step 7). 

In the next section we describe how we have improved the computation 
of margin upper bounds (Sec t. 3.1) and the lower bounding heuristics a pplied 
to partial/complete outcomes (Sect. 3.2). We also add a dominance check that 
improves efficiency by completely ignoring some nodes (Sect. 3.3). 

3 Improvements 

3.1 ConcreteSTV Upper Bounds 

Blom et al. [1] and Teague and Conway [4] describe a method of computing 
upper bounds on STV margins that searches for, and tests, actual manipulations 
of ballots, l ooking for those that result in changed o utcomes. This heuristic,
implemented in ConcreteSTV, finds better (smaller) upper bounds than the 
heuristics used by BST-19.2 

3.2 New Lower Bound Heuristics 

In step 11 of Fig. 1, BST-19 assigns to each prefix . π the largest of several lower 
bounds: the lower bound assigned to the parent of . π (if .|π| > 1), an elimination 
lower bound; a quota lower bound; or a lower bound obtained by solving a 
relaxation of a MINLP. For a given . π, an optimal solution to this MINLP was 
the smallest manipulation that could b e made to the cast ballots to realise an

2 More details are available in the full version of this pap er. 

https://github.com/AndrewConway/ConcreteSTV
https://arxiv.org/abs/2607.21178
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outcome that started with . π. The MINLP was relaxed in two ways: by merging 
sequences of eliminated candidates into a ‘super candidate’ that was eliminated 
in a single round; and linearising all non-linearities. We use a similar MINLP in 
this paper, with the super-candidate relaxation, but retain all non-linearities and
use the WIGM surplus transfer rules.3 Our MINLP now yields a lower bound on 
the manipulation required to realise outcomes starting with . π.4 

The remainder of this section is structured as follows. We first describe how 
relaxation is used to make the minimal manipulation MINLP tractable (Super 
candidate relaxation). We then outline how we improve the existing lower bound-
ing heuristics used by BST-19. We first explain our new approach for computing 
tighter lower and upper bounds on candidate tallies in varying contexts (Mini-
mum and maximum tallies), and then how these new bounds are used in BST-
19’s elimination and quota lower b ounds. Finally, we present our new lower 
bounding heuristic, the displacement lower bound, which is used together with 
the elimination and quota lower bounds, a nd the minimal manipulation MINLP,
to assign lower bounds to prefixes in step 11 of Fig. 1. 

Super Candidate Relaxation. Solving the minimal manipulation MINLP 
becomes intractable when dealing with long election orders. We instead solve 
the MINLP for a relaxation of a given prefix . π, denoted . π̃, in which some of the 
sequences of eliminations present in . π are grouped or merged. By reducing the 
total number of candidates in the election, by merging some candidates into a 
single ‘sup er candidate’, the number of model va riables is considerably reduced.

Consider an election order .π . = [(. A, 0), (. C, 1), (. B, 0), (. E, 0), (. F, 0) (. D, 1)]. This 
order is relaxed by grouping candidates . B and . E into one ‘super candidate’ . BE, 
producing .π̃ . = [(. A, 0), (. C, 1), (.BE, 0), (. F, 0), (. D, 1)]. Where (.BE, 0) appears in the 
order, it represents candidates . B and . E being eliminated in some sequence. For-
mally, we apply candidate merging to sequences of .n ≥ 3 candidate eliminations 
.c1,  .  .  .  ,  cn−1, cn by grouping candidates .c1 to .cn−1 into a ‘super candidate’, lea v-
ing .cn out of the merge. When merging eliminated candidates, some constraints 
in the MINLP, concerned with ensuring those candidates have the lowest tally at 
the point of their elimination, are removed. We leave .cn out of the merge because 
merging entire sequences of eliminated candidates produces a relaxation that is 
too aggressive, r esulting in poor lower b ounds on the margin.

Minimum and Maximum Tallies. BST-19’s lower bounding heuristics rely 
on computing minimum and maximum possible tallies for candidates in each 
round of a given prefix. If a ballot migh t have been distributed as part of a surplus 
transfer before arriving in a candidate . c’s pile, overly conservative assumptions 
were used: it was assumed to have a value of 1 when calculating . c’s maximum 
tally, and 0 when computing their minimum tally .

As a prefix does not stipulate the precise round that a seated candidate 
received their quota, and votes skip candidates that already have a quota during
3 The original MINLP of [2] used Australian Senate surplus transfer r ules.
4 The formulation of this MINLP is provided in the full version of this pap er. 

https://arxiv.org/abs/2607.21178
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surplus distributions, there is some ambiguity as to which pile a vote belongs to 
in any given round. For prefix . π and round . r, we define the tail of ballot . b = 
[x1,  .  .  .  ,  xm] as the order of remaining candidates that . b can (but not necessarily 
will) be transferred through as the tabulation continues starting with round . r. 

.tailπ,b,r =  [xi | 1 ≤ i ≤ m and xi ∈ {cπ,1, . . . , cπ,r−1}] (2) 

where .cπ,i is the candidate being elected or eliminated in position . i of order . π. 

Example 2. Consider prefix .π =  [(A, 1), (B, 1), (C, 1)]. For the ballot .b =  [A, B, C], 
and round .r =  2, .tailπ,b,r =  [B, C]. For the ballot .b =  [C, A, B], .tailπ,b ,r =  [C, B]. 

The pile that ballot . b belongs to at the start of round . r will be one of 
the candidates i n .tailπ,b,r or the exhausted pile (ex). The knowledge o f what 
happens in round . r (i.e., a candidate is seated or eliminated) gives extra c ontext 
as to what pile a ballot . b could be in. In particular, the only time piles become 
ambiguous is when two or more seatings occur in a row in . π. 

We define .pileπ,b,r as the set of possible piles a ballot . b could be in at t he start 
of round . r of prefix . π. In the following, .aπ,i is 0 when a candidate is eliminated 
in round . i of . π and 1 if a c andidate is elected.

.pileπ,b,r&  =  

⎧ 
⎪⎨ 

⎪⎩ 

{ex} if tailπ,b,r = ∅ 
{x1,  .  .  .  ,  xm, ex} if aπ,r−1 = aπ,r =  1,  where  tailπ,b,r =  [x1,  .  .  .  ,  xm]

{x1} otherwise, where tailπ,b,r = [x1, . . . , xm]

(3) 

We can now define which ballots must be in a given candidate’s pile in a 
giv en round, and which ballots may b e in their pile.

.Bmust 
π,c,r = {b | b ∈  B  where {c} = pileπ,c,r} (4a) 
Bmaybe 

π,c,r = {b | b ∈  B  where c ∈ pileπ,c,r} (4b) 

Table 2. Example of how tails and piles evolve in Example 3 for different ballots . b 
and rounds . r of a prefix . π,  where  ex denotes that a ballot has exhausted.

prefix .π = [(A,0), (B,1), (C,1), ( D,0)] 
ballot .b .r =  1 .r =  2 .r =  3 . r =  4  
[A, D] tail: [A, D] [D] [D] [D] 

pile: {A} {D} {D} {D} 
[A, C, B] tail: [A, C, B] [C, B] [C] . ∅ 

pile: {A} {C} {C} {ex} 
[A, B, C, D] tail: [A, B, C, D] [B, C, D] [C, D] [D] 

pile: {A} {B} {C, D, ex} {D} 
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Example 3. Consider the prefix .π = [(A,0),(B,1),(C,1),(D,0)]. Table 2 shows h ow 
.tailπ,b,r and .pileπ,b,r are computed for different ballots . b and rounds . r in . π.  For  
ballot [A, C, B] and round 2, for example, the tail is [C, B] while the ballot can 
only be in one pile, that of candidate C. The ballot [A, C, B] must be in candidate 
A’s pile in round 1, and then in C’s pile in rounds 2 and 3. The ballot [A, B, C, D] 
must be in candidate A’s pile in round 1, B’s pile in round 2, but then may be
in C’s, D’s, or the exhausted pile in round . 3. Our determination of which pile a 
ballot could be in at round . r of . π does not consider events at rounds .r >  r. 

We have not yet defined how much a ballot . b contributes to the pile it is in. 
As finding the pile of a ballot . b at the start of round . r of a prefix . π is sometimes 
ambiguous, the value of a ballot . b is similarly sometimes ambiguous. We denote 
.Bmax 

π,b,r and .Bmin 
π,b,r as the maximum and minimum possible value (betw een 0 and 

1) of ballot . b at the start of round . r in prefix . π. Whenever a candidate . c is 
seated in a round . r of a prefix . π, there is an associated transfer value .Tπ,c,r. 
To compute the minimum and maximum value of a ballot . b after it has passed 
through one or more surplus transfers, we need to establish lower and upper 
bounds on the transfer value associated with each of those transfers. Let . T min 

π,c, r
and .T max 

π,c, r denote a lower and upper bound, respectively, on the t ransfer value 
for the seated candidate . c in round . r of . π (defined in Eq. 7). 

.Bmax 
π,b,1 = Bmin 

π,b,1 = 1 (5a) 

Bmax 
π,b,r = 

Bmax 
π,b,r−1 × T max 

π,c,r−1 if b ∈  Bmust 
π,c,r−1 and aπ,r−1 =  1  

Bmax 
π,b,r−1 otherwise 

(5b) 

Bmin 
π,b,r = Bmin 

π,b,r−1 × T min 
π,c,r−1 if b ∈  Bmaybe 

π,c,r−1 and aπ,r−1 =  1  
Bmin 

π,b,r−1 otherwise 
(5c) 

When . π contains no seatings, both the minimum and maximum value o f a ballot 
in any round of . π is . 1. We compute minimum and maximum tallies as follo ws:

.V max 
π,c,r = 

b∈Bmaybe 
π,c,r 

Bmax 
π,b,r, V  min 

π,c,r = 
b∈Bmust 

π,c, r

Bmin
π,b,r (6) 

We compute bounds on the transfer value for a candidate . c,  seated  in  r  ound  
. r of a prefix . π,  in  E  q.  7. 

.T max 
π,c,r = 

max Q, V max 
π,c,r − Q 

max Q, V max 
π,c,r 

, T  min 
π,c,r = 

max Q, V min 
π,c,r − Q

max Q, V min
π,c,r

(7) 

As we are often computing bounds for prefixes that did not arise in practice, i.e., 
that do not follow from the cast ballots, candidates may b e elected in positions 
without a quota. We take the max of quota and the actual tally in Eq. 7 to arrive 
at sensible transfer values in these c ontexts.

Example 4. Consider the example from Table 1 and now with the prefix . π = 
[(C, 1), (E, 1), (A, 0)]. At the start of the first round, all ballots sit in the pile of
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their highest ranked candidate, and have a value of 1. As there is no ambiguit y 
around the location and value of ballots, .Bmaybe 

π,c,r=1 = Bmust 
π,c,r=1 and . V min 

π,c,r=1 = 
V max 

π,c,r=1 for all candidates . c. Consequently, we can compute an exact transfer 
value for C, i.e., .T min 

π,C,r=1 = T max 
π,C,r=1 = 0.396. At the start of the second round, 

candidate E will have a minimum tally of .V min 
π,E,r=2 = 350 votes and a maxim um 

tally of .V max 
π,E,r=2 = 393.56. The difference arises as the 110 [C, E, D] votes sitting 

in C’s pile in round 1 may or may not skip over E, when transferred at a value 
of 0.396 each, depending on when E achiev es their quota. We can compute lower 
and upper bounds on E’s transfer value in round 2 as follows.

. T min 
π,E,2 = max(308, 350) − 308 

max(308, 350) 
=  0.12,  T  max 

π,E,2 = max(308, 393 .56) − 308
max(308, 393.56)

= 0.22.

Consider candidate D’s tally in .r =  3  of . π. Their minimum tally , .V min 
π,D,r =3, 

is equal to the sum of the minimum values of the ballots that must be in their 
pile in round 3. These are the 400 .[C, D ] ballots, at 0.396 votes each, and the 110
.[C, E, D ] ballots, a t .0.396 × 0.12 = 0.04752 votes each. Thus, .V min 

π,D,r=3 = 163.627. 
The maximum tally of D in .r =  3  of . π is equal to the sum of the maximum 
values of the ballots that maybe in their pile in round 3 which, in this c ase, is 
the same set of ballots that must be in their pile. By Eq. 6, the maximum total 
value of the 400 .[C, D ] and 110 .[C, E, D ] ballots in round 3 i s . 400 × 0.396 = 158.4
and .110 × 0.396 = 43.56. Note that the latter set of ballots is not in .Bmust 

π,E,r=2. 

. V min 
π,D,r=3 = 163.627, V  max 

π,D,r=3 = 158.4  +  43.56 = 201.96

The minimum and maximum tallies of A and B in round 3 of . π are simpler to 
compute, as the ballots that must and maybe in their piles across rounds 1 to 3 
are the same, and none of these ballots participate in a surplus transfer.

. V min 
π,A,r=3 = V max 

π,A,r=3 = 250, V  min 
π,B,r=3 = V max 

π,B,r=3 = 120

Elimination Lower Bound. For prefix . π,  the  elimination lower bound, .lelim 
π , 

is a lower bound on the number of ballots we need to c hange to ensure that each 
eliminated candidate in . π has the smallest tally in the r ound they are eliminated.

For a candidate .c ∈  C, eliminated in round . r of . π, we compute . c’s minimum 
tally at that poin t, .V min 

π,c, r, as per Eq. 6. We also compute the maximum possible 
tally of each other remaining candidate . c (i.e., that is still standing) at t he start 
of round . r, according t o . π, as per Eq. 6.  F  or  . c to be eliminated i n . r, we need 
their minimum tally at this point to be less than the maximum tally of all other 
candidates still standing. Otherwise, we need to take votes away from . c to make 
this so. I f . c’s minimum tally is greater than the maximum tally of one of the 
candidates still standing, then they cannot possibly be eliminated in round . r. 
Thus, we need to change at least the following n umber of v otes:

.lelim 
π,c = max 

c ∈Sπ,r\{c} 

V min 
π,c,r − V max 

π,c ,r

2

+

(8) 
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where .(·)+ is the positive part function.5 For eac h . c vs . c comparison, the change 
involves giving some of the votes that would reside with . c to . c . 

This forms an elimination lower bound, .lelim 
π,c , with respect to candidate . c. 

The overall elimination lower bound for . π is obtained by taking the maximum 
candidate-based elimination lower bound across all candidates eliminated in . π. 
Let .Eπ ⊂  C  denote the set of candidates eliminated in order . π. This giv es: 

.lelim 
π = max 

c∈Eπ 
lelimπ,c (9) 

Example 5. Consider prefixes .π =  [(C, 1), (E, 1), (A, 0)] and .π =  [(C, 1), (B, 1)] for 
the STV election of Table 1. No candidate in the prefix .π has been eliminated, 
and so its elimination lower bound is 0. In . π, A is eliminated in the third round. 
In this case, .lelim 

π = lelim 
π,A by Eq . 9,  a  nd  

. lelim 
π,A = max 

c ∈{B,D} 

V min 
π,A,r=3 − V max 

π,c ,r=3

2

+

by Eq . 8. To compute .lelim 
π , we need to compute: .V min 

π,A, 3, .V max 
π,B, 3 and .V max 

π,D, 3. 
From Example 4, .V min 

π,A,3 = 250, .V max 
π,B,3 = 120 and .V max 

π,D,3 = 201.96. Conse-
quently , .lelim 

π,A is the maximum of .0.5×(250−120) = 6 5 and . 0.5×(250−201.96) = 
24.02 which is 65 votes. Thus, .lelim 

π =  6  5. 

Quota Lower Bound. For a prefix . π, its quota lower bound considers all the 
candidates that are seated in . π. Consider a candidate . c that is seated in round . r 
of . π. If the maximum tally of . c at that point is less than a quota, then . c cannot 
possibly have been seated and we need to give extra votes to . c to make it so. 
The quota lower bound with respect to candidate . c in . π, and the overall quota 
lower bound for . π is given b y: 

.lquota π,c = Q − V max 
π,c,r 

+ 
, lquota π = max 

c ∈Wπ

lquotaπ,c (10) 

Example 6. Consider the prefix .π =  [(C, 1), (E, 1), (D, 1)] for the STV election of 
Table 1. Three candidates are elected: . C in the first round, . E in the s econd, and 
. D in the third. In this example, .Wπ = {C, E, D}. In this case, 

. lquota π,C = Q − V max 
π,C,1 

+ 
, lquota π,E = Q − V max 

π,E,2 
+ 

, lquota π,D = Q − V max
π,D,3

+

.V max 
π,C, 1 is equal to C’s first preference tally, 510, while .V max 

π,E, 2 is 393.56 as p er 
Example 4. The prefix considered in Example 4 is that same as . π here in rounds 1 
and 2, but differs in round 3. To compute the maximum tally of D in round 3, 
we sum the maximum values of the ballots that may be in their pile: the 400
.[C, D ] and 110 .[C, E, D ]. Note that the latter set of ballots are not in .Bmust 

π,E,r=2. This 
gives us .V max 

π,D,3 =  0.396 × 400 + 0.396 × 110 = 201.96.  Given  .Q = 308,  we  h  ave:  

. lquota π,C =  0, lquota π,E =  0, lquota π,D = (308 − 201 .96)+ = 106.4

By Eq. 10, .lquota π = 106. 4, the maximum of .lquota π,C , .lquota π,E ,  and  .lquota π,D . 
5 This is defined a s .(a)+ = max(a, 0), which has value . a if .a 0 and value 0 i f .a  <  0. 
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Displacement Lower Bound. The elimination and quota lower bounds con-
sider only the eliminations and seatings present in a prefix . π. If, by the end of 
. π,  no  new candidate has been elected, we know that something must change in 
future rounds. Some reported loser must be elected in place o f a reported winner.

Consider a prefix . π, concluding in round .r − 1, where it is clear that at least 
one reported loser still standing has to displace one of the reported winners still 
standing. In this case, we need to ensure t hat at least one of the reported losers 
will not be e liminated before one of the reported winners.

We compute the displacement lower bound for . π, .ldisp π , as follows. First, we 
check whether . π already changes our reported outcome by seating a reported 
loser or eliminating a reported winner. In both cases, .ldisp π is zero. We then check 
whether there is scope to change who i s elected in subsequent r ounds, beyond
. π. If the number of unfilled seats equals the number of subsequent r ounds, all 
remaining candidates will be automatically seated, and .ldisp π is again zero. We 
then consider each reported loser . c that is still standing (not yet elected or 
eliminated) at the end of . π. We denote the set of such candidates as .Lπ.  We  
compute for eac h .c ∈  L  π, the cheapest way that we could elect . c in the future at 
the expense of a reported winner, .ldisp π,c . The displacement lower bound we assign 
to . π, .ldisp π , is the smallest of those computed for each reported loser .c ∈  L  π. 

.ldisp π = min 
c∈Lπ 

ldispπ,c (11) 

To compute the displacement lower bound for a candidate .c ∈  L  π, we com-
pute three values: the cheapest way we can make sure . c is not eliminated before 
some reported winner still standing (.DispCostπ,c); the cheapest way w e can 
ensure . c achieves a quota (.QuotaCostπ,c); and the cheapest way we can ensure
. c outlasts enough candidates to be automatically seated i n the final r ound
(.LeftAtEndCostπ,c). The displacement lower bound for . c is then: 

.ldisp π,c = max DispCostπ,c, min{QuotaCostπ,c, LeftAtEndCostπ,c} . (12) 

To compute .DispCostπ,c, we consider each reported winner . w still standing at 
the end of . π, .w ∈  W ∩Sπ, and compute the minimum cost required to displace . w 
with . c, .DispCostπ,c,w. .DispCostπ,c is the minimum of these d isplacement c osts.

.DispCostπ,c ← min 
w∈W∩Sπ 

DispCostπ,c,w (13) 

Recall that . r is the next round of tabulation after . π. We compute the maximum 
tally . c could achieve from the end of . π onward, in the context where .w is still 
standing, .V max 

π,c≺w, r (Eq. 15), and the minimum tally of candidate . w at the end of 
. π, .V min 

π,w, r (Eq. 6). A lower bound on the cost of displacing .w with . c is equal to 
half the difference b etween these tallies.

.DispCostπ,c,w ← max 0, 1 
2 

V min 
π,w,r − V max

π,c≺w,r (14) 

.V max 
π,c≺w,r = 

b∈B 

Bmax 
π,b,r if c ≺ w in tailπ,b,r

0 otherwise
(15) 
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where .c ≺ w in a list is true i f . c appears before . w or if only . c appears. 
For a candidate . c to be seated, they must either achieve a quota or must 

never be eliminated. To achieve a quota, their maximum possible tally from . π 
onward must reach a quota. Let .V max 

π,c≺∗ ,r denote this maximum tally. 

.V max 
π,c≺∗,r = 

b∈B 

Bmax 
π,b,r if c ∈ tailπ,b,r

0 otherwise
(16) 

We compute the cheapest way for . c to achieve a quota (.QuotaCostπ,c), and 
then for . c to be automatically seated in the final round (.LeftAtEndCostπ,c). 

.QuotaCostπ,c ← max{0,  Q  − V max
π,c≺∗,r} (17) 

For an election . E with .N seats, and prefix . π, candidate . c needs to not be e limi-
nated before .LE,π = |Sπ|− (N −|Wπ|) other remaining candidates. We compute 
and sort the displacement costs between . c and each remaining alternate candi-
date, both reported losers and winners, and take the maximum of the first . LE,π 
of these displacement costs to form .LeftAtEndCostπ,c. 

Let .D< 
π, c denote the set of minimum costs required to d isplace each r emaining

candidate .c ∈  Sπ \ {c} with . c, in ascending order, and .di the . ith cost in .D< 
π, c. 

.D< 
π,c ← [DispCostπ,c,c | c ∈  Sπ \  {c}] LeftAtEndCostπ,c = dLE,c

(18) 

Example 7. Consider the prefix .π =  [(C, 1), (E, 1)] for the STV election of Table 1. 
This . π reflects the start of the reported outcome in which C and E are elected. 
In the reported outcome, A is elected in round 4. We know that at some point
after . π we will need to elect some candidate other than A. The rep orted losers 
still standing at the end of . π are B and D.  To  compute  .ldisp π we need to compute 
a displacement lower bound for each of these reported losers, .ldisp π,B and .ldisp π,D . 

. ldisp π,B = max DispCostπ,B, min{QuotaCostπ,B, LeftAtEndCostπ, B} .

. DispCostπ,B ← min 
w∈{A} 

max 0, 1 
2 

V min 
π,w,r=3 − V max

π,B≺w,r=3

To compute .DispCostπ,B, we need to compute .V min 
π,A,r=3 and .V max 

π,B≺A,r =3. The only 
ballots that A must have in their pile at the end of . π are the 250 .[A] ballots. The 
only ballots that mention B are the 120 .[B, A, C ] ballots. 

. V min 
π,A,r=3 = 250, V  max 

π,B≺A,r=3 = 120, DispCostπ,B = max{0, 1 
2 
(250 − 120)} = 65

A lower bound on the cost required to give B a quota at some point after . π is: 

. QuotaCostπ,B ← max{0,  Q  − V max 
π,B≺∗,r=3} = max{ 0, 308 − 120} = 188

To compute .LeftAtEndCostπ,B, a lower bound on the manipulation required to 
make sure B is not eliminated before .LE,π =  3−(3−2) = 2 other remaining candi-
dates, we need to compute .DispCostπ,B,A .= .max 0, 1 2 V min 

π,A,r=3 − V max 
π,B≺A ,r=3 =
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65 and .DispCostπ,B,D .= .max 0, 1 2 V min 
π,D,r=3−V max 

π,B≺D,r=3 .= . max 0, 1 2 163.627− 
120 =  43.627. If we sort these displacements costs in ascending order and 
take the 2nd element (.LE,π =  2), we find that .LeftAtEndCostπ,B =  6  5 and 
.ldisp π,B = max{65 , .min{188, 65}} =  6  5. Repeating this process to compute .ldisp π,D ,  we  
find that: .DispCostπ,D =  24.02, .QuotaCostπ,D = 106. 04,  and . LeftAtEndCostπ,D = 
24. 02. Consequently , .ldisp π,D =  24.02. The overall displacement lower bound for . π 
is the minimum of .ldisp π,B and .ldisp π,D ,  by  E  q.  11.  Thu  s,  .ldisp π =  24.02. 

3.3 New Pruning Methods 

We introduce a dominance rule to maximise the portion of the alternate-outcome 
search space STV-26 can ignore. We say that node .(l, π ) is dominated by n ode 
.(l ,  π ) if .l ≤ l and the prefixes have the same sup er-candidate relaxed represen-
tations, .π̃ ≡ ˜ π . When deciding whether to add a n .(l, π ) to our frontier, . F ,  we  
check whether .(l, π ) is dominated by another node already in . F , or one that we 
have expanded before. If so, we do not add it to the frontier.

If we have seen an order, . π , with a given relaxed structure, . π̃ , in the past, and 
we see that structure again in order . π, and we know the lower bound we attached 
to . π , . l , is smaller or equal to the lower bound we have attached to . π, . l, then we 
know that the smallest lower bound we could find for any descendent of .π will be 
less than or equal to the smallest lower bound w e could find for an y descendent
of . π. The MINLP that we create when we add a given sequence of events .π∗ to 
the end of either . π or .π will be the same. Moreover, the contribution of each 
elimination or election event to the evaluation of the bound is not dependent on 
the p recise order of prior elimination subsequences.

4 Results 

We report the performance and margin lower bounds obtained by STV-26 across 
ten 2-seat Australian Senate elections, four US-based 2-seat STV elections, two 
Irish STV elections of 3 and 4 seats, and 21 3- or 4-seat Glasgow city county 
elections f rom 2007. We treated each Australian Senate election as a WIGM 
contest for the purposes of this evaluation. Our results are in Table 3. 

The 2013–16 Australian Senate, Irish and Scottish contests were u sed to 
evaluate BST-19 in [2]. We use BST-19 to denote the results published in that 
paper, and BST-19∗ for results obtained using our re-implementation of their 
algorithm. We must emphasise that the original implementation (BST-19) was 
designed for a slightly different variant of STV (Australian Senate rules) and not 
for WIGM. The difference lies in how the transfer value for ballots distributed 
as part of a winner’s surplus is computed. There is no difference in transfer 
value computation for the first elected candidate across rule sets. The differences 
arises in any subsequent surplus transfer. The two va riants do not result in
different outcomes on any of the contests in Table 3, with candidates elected and 
eliminated in the same order, or substantially different tallies per round (.≤ 10 
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Table 3. For STV elections with .N winners, .|C| candidates, .|B| validly cast votes, and 
quota . Q, we report: margin upper bound (UB), lower bounds by various methods, 
and their run times. BST-19 refers to results published by [2], and BST-19∗ to results 
obtained by STV-26 without the algorithmic improvements (i.e., a modern implemen-
tation of BST-19). The best margin and time between STV-26 and BST-19∗ are in bold. 
A ‘**’ indicates that the 10ks limit was reached; and ‘–’ that no result was computed 
for that method. Elections where we computed the exact margin only with STV-26 are
shown in bold.

Margin LB Time (sec) 

Election N |C| |B| Q UB BST-19 BST-19∗ STV-26 BST-19∗ STV-26 

Australian Senate 

ACT’13 2 27 246742 82248 13391 32 80 2155 ** ** 
ACT’16 2 22 254767 84923 18835 224 343 9162 ** ** 
ACT’19 2 17 95749 90078 12939 – 1635 9933 ** ** 
ACT’22 2 23 285217 95073 11078 – 85 319 ** ** 
ACT’25 2 14 293474 97825 23121 – 12358 16722 ** ** 
NT’13 2 24 102027 34494 2298 96 212 2298 ** 1.12 

NT’16 2 19 102027 34010 11244 3105 3120 7438 ** ** 
NT’19 2 18 37869 35010 15890 – 3563 9322 ** ** 
NT’22 2 17 103617 34540 11412 – 474 5092 ** ** 
NT’25 2 17 106807 35603 13256 – 958 5870 ** ** 

Minneapolis, USA 

MN BET’09 2 7 16727 10696 2098 – 2097 2098 1.38 0.67 

MN BET’13 2 5 23949 16286 6713 – 6712 6713 0.62 0.21 

MN BET’17 2 4 48163 23232 16863 – 16863 16863 0.31 0.10 

MN BET’21 2 5 42672 31876 2703 – 2703 2703 0.4 0.17 

2002 Irish General Election 

Dublin N. 4 13 43942 8789 211 189 211 211 165 174 
Dublin W. 3 9 29988 7498 366 260 366 366 6 8 

2007 Glasgow City Council 

Linn 4 11 9567 1914 218 114 218 218 287 82 

Newlands 3 9 8654 2164 88 78 85 85 2 2 
Greater P. 4 9 8682 1737 237 147 235 235 67 11 

Craigton 4 10 11052 2211 75 38 72 72 6 6 
Govan 4 11 9560 1913 309 145 309 309 2609 468 

Pollock–s 3 9 9567 2392 3 3 3 3 1 2 
Langside 3 8 2334 9334 233 223 233 233 10 5 

Southside C. 4 9 8738 1748 229 187 224 224 625 172 

Calton 3 10 5199 1300 376 118 364 364 881 54 

Anderston 4 9 6900 1381 99 93 99 99 8 7 

Hillhead 4 10 8984 1797 105 59 105 105 25 40 
Partick W. 4 9 12744 2549 193 185 193 193 5 4 

Garscadden 4 10 10160 2033 396 172 396 396 2310 642 

Drumchapel 4 10 8680 1737 443 253 443 443 3222 319 

Maryhill 4 8 9901 1981 321 223 321 321 62 26 

Canal 4 11 8624 1725 126 98 125 125 11 10 

Springburn 3 10 5410 1353 528 74 505 528 ** 441 

East Centre 4 13 9078 1816 139 65 134 134 2027 488 

Shettleston 4 11 8803 1761 353 136 270 353 ** 6170 

Baillieston 4 11 10376 2076 105 65 104 104 8 7 

North East 4 10 8363 1673 421 251 420 420 813 119 
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votes). We expect that the margins for each contest under Senate and WIGM 
rules would likely be similar. In fact, WIGM and Senate rules are equivalent 
for 2-seat STV elections as only one surplus distribution is made. This means 
that tabulation of the Australian Senate and Minneapolis (MN) con tests under 
WIGM and Senate rules is equivalent. The original results are included to give a 
sense of progress due to advances in solving technology, modern computational 
power, and impro vements to the algorithm itself.

All experiments were run on a server with 32 virtual CPUs and 128 GB of 
RAM. A 10,000 s time limit was applied for each run of BST-19∗ and STV-26. [2] 
applied a 12-hour time limit when generating their results (BST-19). All runs of 
BST-19∗ and STV-26 use parallelisation when expanding nodes on the frontier, 
expanding up to 30 nodes sim ultaneously.

5 Concluding Remarks 

The improvements we have made to the STV margin lo wer bounding method of 
[2] have resulted in substantially tighter lower bounds for large real-world STV 
elections than previously computable. For smaller contests, including many of 
the non-Australian cases in our dataset, we are able to compute exact margins or 
near-exact lower bounds in substantially less time. The lower bounds we compute 
in these cases are sufficient for use in mismatch-based RLAs [3]. For example, for 
the NT 2022 election assuming a mismatch rate of 0.1%, a mismatch-based audit 
would require sampling on average about 55 ballots based on the STV-26 lower 
bound, but more than 1000 ballots based on the BST-19* one. If the mismatch 
rate was 1% then these numbers jump to 106 and almost 100,000 respectively. 
Further work is required to scale the method for use on large Australian Senate 
contests with hundreds of candidates and 6 to 12 seats.
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Abstract. Remote e-voting systems that implement coercion resistance 
via deniable vote updating require a cleansing phase to discard super-
seded ballots before tallying. However, achieving a cleansing that is 
simultaneously publicly verifiable, robust to interrupted ballot chains, 
and efficient without leaking revoting patterns remains an open chal-
lenge. We present a publicly verifiable cleansing protocol that uses trap-
door chains to verifiably force the collector to select a single final ballot 
for each voter from a shuffled ballot list. As a result, each eligible voter 
who participates contributes exactly one final ballot without leaking 
information about superseded ballots. The protocol runs in linear time 
with a single, publicly verifiable cleansing authority and integrates with 
b oth mixnet and homomorphic tallying. The system supports revoting, 
fake credentials, and credential recovery via the trapdoor-chain mecha-
nism. It further provides individual verifiability under signing key and 
trapdoor secrecy. This enables revoting-based coercion-resistant systems 
(suc h as the Estonian i-voting system) to achieve public cleansing verifi-
ability without requiring trust in internal auditors.

Keywords: e-voting · E2E-V · eligibility verifiability · coercion 
resistance · deniable v ote updating · commitment s huffle

1 Introduction 

End-to-end verifiable (E2E-V) voting aims to provide voters and observers with 
cryptographic evidence that election outcomes reflect the recorded ballots and 
that only eligible voters cast at most one vote [1]. This property is widely viewed 
as essential for trustworthy remote electronic voting. However, verifiability cre-
ates a fundamental tension with coercion resistance [12]: the same mechanisms 
that let voters and observers verify can also reveal information that allows adver-
saries to confirm how a voter participated. Voters must therefore be able to 
up date or disguise their choices under coercion without leaving a detectable 
trace. A related emerging concern is everlasting privacy [9]—the fear that future 
advances in computation may eventually break today’s encryption. Although 
present evidence suggests such capabilities remain distant [6,21], the concern is 
already cited to justify r estricting public verifiabilit y.
c The Author(s) 2027 
D. Duenas-Cid et al. (Eds.): E-Vote-ID 2026, LNCS 17083, pp. 18–34, 2027. 
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Coercion resistance is commonly realized through revoting and fake creden-
tials. In revoting schemes, voters can repeatedly update their choices in private, 
ensuring that any coerced vote can later be replaced without detection. I n con-
trast, fake-credential approaches allow voters to generate ballots that appear 
valid but are ultimately excluded during tallying [2,10,12,14]. However, fake 
credentials introduce usability challenges, as voters must distinguish genuine 
credentials from decoys. Alternative strategies modify the voting process—for 
example, by discounting duplicate votes [5] or allowing voters to override remote 
ballots with paper ballots cast at polling stations [8,13]. Coercion-resistant sys-
tems must also address forced abstention, where an adversary attempts to ensure 
that a voter does n ot participate, for instance by verifying non-participation on
a public bulletin board.

Beyond coercion, remote electronic voting systems must also prevent imper-
sonation—unauthorized parties casting ballots on behalf of legitimate voters 
when authentication mechanisms are weak or credentials are compromised [18]. 
This requirement reinforces the need for strong eligibility verifiability, for which 
systems based on auditable hardwa re credentials—especially smartcards that 
digitally sign ballots—are widely considered the gold standard [19]. However, in 
revoting-based systems, this creates a fundamental tension during the cleansing 
phase, where a single ballot must be selected per voter without revealing which 
ballots were retained or discarded. Otherwise, revoting behavior becomes observ-
able, undermining deniability. Achieving public eligibility verifiability without 
compromising coercion resistance remains a fundamental open problem in remote
electronic voting.

1.1 Our Contribution 

We introduce a novel cleansing protocol that ensures each eligible voter con-
tributes at most one final ballot to the tally, while revealing no information 
about revoting behavior or discarded ballots. The protocol enables observers 
to detect ballot box stuffing and vote suppression without relying on trusted
auditors or privileged access.

At a high level, ballots include commitments to voter public keys and to vote-
update trapdoors. In the cleansing phase, the collector shuffles the ballots and 
matches the blinded public keys of the selected ones against a shuffled, reblinded 
registration roll, which ensures eligibility. For each dropped ballot, the collector 
proves knowledge of the committed trapdoor, derived from a fresher ballot of 
the same voter through a smartcard-seeded trapdoor chain. This mechanism also 
enables fake credentials and supp orts credential recovery. The cleansing phase 
runs in linear time and relies on a single publicly verifiable cleansing authority, 
while remaining compatible with both mixnet and homomorphic tallying. The 
protocol also supports practical everlasting privacy and individual verifiability,
provided the smartcard secrets remain uncompromised.

Beyond the core mechanism, we also address forced abstention as a coer-
cion strategy. We show how relay networks can provide alternative submission 
channels and independently verify ballot eligibility, enabling misbehavior to be
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detected and attributed. These properties reduce a coercer’s remaining strategy 
to physically preventing participation, for example by separating the voter from
their smartcard.

1.2 Related Work 

Remote e-voting systems typically compute the final tally using either verifiable 
reencryption mixnets [7,22,23], in which talliers successively shuffle and reen-
crypt ElGamal ciphertexts with zero-knowledge proofs of correct permutation, 
or homomorphic tallying [3], which aggregates encrypted votes and reveals the 
decrypted tally. Recent advances revisit homomorphic tallying with SNARK-
based proofs of the result function [11], enabling publicly tally-hiding for com-
plex ballot types at the cost of a trusted setup phase. These tallying approaches 
can be com bined with a prior cleansing phase that ensures at most one vote in
the final tally per voter.

JCJ and Encrypted Credential Schemes. The most influential coercion-resistant 
construction targeting distributed trust is JCJ (Juels–Catalano–Jakobsson) [12], 
which underlies many modern coercion-resistant voting protocols [2,18]. JCJ 
publishes ElGamal-encrypted credentials on a public registration roll; voters 
submit encrypted votes together with encrypted credentials and zero-knowledge 
proofs of correct formation. Submitted creden tial–vote pairs are shuffled and 
cleansed using plaintext equivalence tests that match submitted credentials
against the registration roll.

This design introduces privacy, verifiability, and efficiency challenges that 
have motivated substantial follow-up work. Cortier et al. [2]  show  that  JCJ’s  
cleansing leaks per-credential revote counts, enabling the “1009 attack”; their 
CHide variant closes this leak with MPC-based cleansing that rev eals only the 
total number of ballots removed while achieving quasi-linear tallying complexity.
Additional proposals [18] augment credentials with proofs of logarithm knowl-
edge to prevent colluding cleansing authorities from decrypting registration cre-
dentials and impersonating voters. However, these improvements often come at 
the cost of increased computational or protocol complexity and are not eas-
ily combined without sacrificing efficiency. Moreover, the anonymous channel 
assumption still permits ballot box flooding attacks that can disrupt tallying.

Ledger-Row Schemes. KTV-Helios [14]  and  DeVoS  [15] represent a class of sys-
tems in which each voter is associated with a dedicated ledger row, where their 
ballots are hidden among dummy ballots posted by trustees using disjunctive 
zero-knowledge proofs. This mechanism prevents coercers from detecting revot-
ing behaviour while also mitigating ballot-box flooding.

In KTV-Helios, the final vote is computed as the product of all ciphertexts in 
a voter’s ledger row. However, this approach is incompatible with homomorphic 
tallying techniques and requires an uninterrupted chain of recorded ballots for 
the final vote to remain valid. DeVoS avoids cumulative updates by allowing each
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new ballot to supersede the previous one, but at the cost of a two-round-trip cast-
ing protocol and a submission phase divided into micro-phases. This inflates the 
audit trail and makes vote casting sensitive to micro-phase boundaries, requiring
late-arriving ballots to be regenerated.

Estonia’s Revoting System. Estonia’s internet voting system [10,16,20], opera-
tional since 2005, provides the closest practical precedent for our construction. 
Both systems rely on smartcard-based digital identity, revoting for coercion resis-
tance, and a single authority performing ballot cleansing. Voters may revote an 
unlimited number of times, with receipt-freeness following from update denia-
bility. To address a coercer who observes the voter at the last moment, remote 
voting closes two hours before polling stations, allo wing voters to cast supersed-
ing paper ballots [13]. 

A limitation of Estonia’s system is that cleansing is not publicly verifiable. To 
ensure that a malicious cleansing authority has not dropped, added, or manipu-
lated ballots, internal audits with privileged access to pre-mix data are employed. 
However, a compromised auditor can observe revoting patterns and thereby vio-
late deniable vote updating, creating a fundamental tension between auditing 
and coercion resistance. Our construction resolves this tension by making the 
cleansing phase publicly verifiable while revealing no information about super-
seded ballots beyond the final tally, thereby eliminating the need for privileged
auditors and strengthening coercion resistance.

2 System Overview 

This section presents the system architecture and the trust assumptions 
underlying our security claims. T he protocol involves the f ollowing principals:

– Smartcard . S: A tamper-resistant device held by the voter that generates 
trapdoor commitments and produces proof-of-knowledge signatures for bal-
lots.

– Voter . V: The voter together with their chosen voting client, responsible for 
vote encryption, interacting with the smartcard, and submitting the con-
structed ballot to the collector.

– Registrar . R: Manages voter registration and publishes the registration roll 
listing each eligible voter’s i dentity and corresponding public k ey.

– Collector . C: Collects ballots, verifies their validity, records the public com-
ponents on the bulletin b oard, and performs the ve rifiable cleansing phase.

– Tallier . T : A distributed entity that produces the tally from ballots selected 
in the cleansing phase via homomorphic or mixnet-based tallying.

– Bulletin Board .BB: An append-only public ledger on which all ballot public 
components, cleansing and tallying transcripts, and supporting proofs are
recorded.

Beyond these principals, an administrator coordinates the setup phase, which 
falls outside the protocol itself. Any observer may act as an auditor by verifying
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Table 1. Security properties and trust assumptions. Security properties follo w the 
definitions of [1]. Each row lists the minimal trust requirements for the corresponding 
property. Where multiple rows are given for the same property, each row represents an 
alternative set of trust assumptions under which the prope rty can be achieved.

Property Sm
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Eligibility Verifiability 

Universal Verifiability 

Individual Verifiability 

Vote Anonymity 
T( ) 

Coercion Resistance 
Participation Privacy 

Notation: –  required  to  be  honest; – may be corrupt; .T(·) – threshold trust. 

the public evidence on the bulletin board. A relay network may also emerge 
spontaneously when the collector is unavailable, providing an alternative bal-
lot submission channel while holding the collector accountable. The collector 
nonetheless remains a liv eness dependency for cleansing, as it alone holds the 
private openings; its failure can stall the tally but not enable undetected manip-
ulation.

Table 1 summarizes the trust assumptions underlying our security claims, 
with each row indicating which parties are required to be honest to g uarantee 
the corresponding property. Compared to the Estonian system, universal verifi-
ability1 can also be achieved even if the collector is corrupted, provided that the 
smartcard remains honest—an assumption already required for eligibility verifi-
ability. Individual verifiability requires trusting the smartcard, as compromised 
secrets could be used to modify or invalidate a vote in a deniable manner. It also 
assumes that the voter performs verification on a separate device and therefore 
the voter is honest although the casting device does not need to be. 
Vote Anonymity that prevents a voter from being linked to their final counted 
vote is achieved either by the collector performing a shuffle, which addition-
ally provides everlasting privacy (first row), or by the talliers performing either 
mixnet-based tallying or homomorphic tallying, where anonymity relies on a 
threshold of the talliers remaining honest (second row). Since the voter neces-
sarily reveals their selection to the casting device, a compromised device can 
leak the vote—directly or kleptographically through its choice of randomness—

1 Eligibility and universal verifiability additionally assume the smartcard is not 
used without the voter’s authorization, whether surrendered voluntarily or invo ked 
covertly; this threat and its mitigations are discussed in [16]. 
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so vote anonymity requires trusting the device that cast the final counted vote. 
In contrast, coercion resistance and participation privacy do not require trust-
ing the voter’s device: since the voter may recast from another device, evidence 
from any single compromised device—an observed vote, abstention, or forced 
participation superseded by a null vote—remains inconclusive to the coercer2 . 

System Timeline. The protocol proceeds in three phases. In the setup phase, 
the registrar issues smartcards and publishes the registration roll. In the voting 
phase, voters cast ballots using their smartcards; after submission, each voter 
may independently verify that their ballot appears on the bulletin board and 
is cast as intended. In the tallying phase, the collector performs the cleansing 
procedure and the tallier produces the final tally, both publishing their evidence 
on the bulletin board for subsequent public audit.

3 Preliminaries 

Notation. Let .Zq be the integers modulo . q, .Gq a group of order . q in which 
the discrete logarithm problem is hard, and .Sn the symmetric group. W e fix 
generators .(h, g) ∈ G 

2 
q such that .logg h is unknown. Commitments to . y ∈ G q 

are .Com(y)  =  hξy y for .ξy ∈R Z q. ElGamal encryption of .m ∈ Z q under . pk = 
g x is .Encpk(m)  =  (gr , pkr gm) for .r ∈R Z q; reencryption is . ReEncpk((a, b)) = 
(agr ,  bpkr ) and decryption .Decx((a, b)) = b/ax. We model .H : {0, 1}∗ → Zq as a 
random oracle. 

We also introduce an encryption scheme for field elements based on a Diffie– 
Hellman key encapsulation mechanism. F or .t ∈ Z q, encryption under the public 
ke y .pk = g x is defined as .Encpk(t; r)  =  (gr ,  t  + H(pkr ) (mod q)), where .r ∈R Z q. 
Given a ciphertext .(a, s ), decryption computes the shared Diffie–Hellman secret 
.ax and outputs .Decx((a, s)) = s −  H(ax) (mod q). Correctness follo ws since 
.a = g r implies .ax =  (gr)x = pkr , and therefore .Decx(Encgx(t; r)) = t. 

A relation .R  ⊆  G∗ 
q × Z∗ 

q associates a vector of public group elements (state-
men t)  .s ∈ G∗ 

q with a vector of witnesses .w ∈ Z∗ 
q . We write . π =  PoK{w : 

(s, w) ∈  R}  to denote a non-interactive proof of knowledge of witnesses .w satis-
fying the relation with respect to statemen t . s,  and  .VerifyR(s,  π  ) for verification 
(e.g., .PoK{x : y = gx}). Witnesses generated internally during proof construc-
tion and never leaving the prover’s trust boundary (e.g., blinding or reencryption 
factors) are treated as implicit prover randomness and omitted from the relation 
and witness list for clarity. Auxiliary data is written .PoK(A;B){·}, where . A and 
.H(B) are included in the Fiat–Shamir challenge .H(s,  A,  H(B),  .  .  .  ); . A is public, 
while only .H(B) is revealed (e.g., in . π), so .B remains hidden but bound to the 
proof. Verification is denoted .Verify(A;B) 

R (s,  π  ). 

2 A realistic example is a workplace where employees are provided with company-
managed laptops or mobile phones that may be subject to monitoring. A voter 
wishing to oppose the co ercer’s instructions may cast the requested vote using the 
monitored device and subsequently recast their intended vote using a personal device.
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4 Protocol Specification 

Design Rationale. Our construction reverses the burden of proof in cleansing: 
rather than proving the selected ballots correct, the collector proves that every 
discarded ballot was superseded, by opening its trapdoor commitment. The 
smartcard makes this possible—and unavoidable—by stepping backward along a 
trapdoor chain: each ballot commits to a trapdoor . t while handing the collector, 
encrypted, the value .H(t)—precisely the trapdoor committed in the voter’s pre-
vious ballot. Each ballot thus opens the one it supersedes while the newest stays 
one preimage out of reach—a voter committing .t5,  t4,  t3 lets the collector open 
the first two but not . t3—forcing every final ballot into the selection. Eligibility 
is established by first shuffling accepted ballots and the registration roll inde-
pendently, and then proving that every selected ballot’s public-key commitment 
matches a reblinded registration-roll entry. Since each reblinded commitment is 
unique, this simultaneously proves that every selected ballot belongs to a regis-
tered voter and that at most one final ballot is selected per voter, without linking 
ballots to voters.

4.1 Setup Phase 

The registrar issues a smartcard to each eligible voter and publishes the registra-
tion roll listing each voter’s identity and corresponding public key .((Idi, pki)) i, 
upon which all parties agree. Each smartcard contains a trapdoor seed . seedi ∈R 
Z q from which the vote-update trapdoors are derived by iterated hashing, form-
ing the voter’s trapdoor chain. The collector generates a secret key . y ∈R Z q 
and publishes the corresponding public key .pkC = g y, under which smartcards 
encrypt trapdoors. The tallier generates a secret key and publishes a public k ey 
.pkT under which voters encrypt their votes (Fig. 1). 

4.2 Voting Phase3 

Let .N denote the number of voting options. The voter selects a v oting option 
and encodes it as an elemen t .v ∈ Z N . The voter then samples a randomization 
factor .r ∈R Z q and commitment blinding factors .(α, β) ∈R Z 

2 
q, computes the 

ElGamal ciphertext .V =  EncpkT (v; r), and sends .(α, β, V ) to the smartcard. 
The smartcard computes a vote-update trapdoor .tn = H(n)(seed),  and  

encrypts the previous trapdoor for the collector as . T =  EncpkC (tn+1)  =  
EncpkC (H(tn)). It then constructs the credential commitmen t .E = hβ pk and the 
trapdoor commitmen t .C = hα g tn . To bind these values it produces the pro of 

.πE =  PoK(C,V ;α,T ){(β, x)  :  E = hβ gx}. (1) 

The smartcard returns .(C, E, T, πE) to the v oter.

3 Voter Indices Are Suppressed Throughout This Subsection, as Each Voter’s 
Interaction with the Smartcard and Collector Is Independent. 
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Fig. 1. The vote casting protocol with individual verifiability (inset). The protocol 
starts with the voter selecting a c hoice .v ∈ ZN and forming its encryption, which 
is sent to the smartcard for signing. The voter checks the validity of the signature 
locally before forwarding the ballot to the collector. If the ballot is valid, the collector 
records the public part on the bulletin board and stores .(α, β, tn+1,  T  ) required for the 
cleansing protocol. Once the voting protocol ends, the voter retains  .(β, r ) with which 
it can verify its ballot from another device using the verification protocol shown in the 
inset.  

The voter verifies that .E ? = hβ pk and checks .Verify(C,V ;α,T ) 
RE 

(E, πE). If all 
checks succeed, the voter submits the ballot to the collector: 

.ballot =  (C, E, T, V, α, β, πE ,  πv) (2) 

Here .πv is a proof constructed by the voter demonstrating knowledge of the 
ciphertext randomization (to prevent the Pfitzmann attack [17]), or a range 
proof when homomorphic tallying is employed [3] or when forced abstention 
through v ote randomization is a concern. 

The collector repeats the verification steps of the ballot and checks the v ote 
encryption .VerifyRv 

(V, π v). If all checks succeed, it pe rforms trapdoor decryp-
tion .tn+1 =  Decy(T ), stores the private openings a nd trapdoor encryption 
.(α, β, tn+1,  T  ), and publishes the public ballot components .(C, E, V, πE ,  πv) on 
the bulletin board. Since .πE binds .H((α, T )) into the Fiat–Shamir challenge, 
a substituted trapdoor encryption invalidates the ballot at submission; hence a 
trapdoor encryption . T inconsistent with the trapdoor commitmen t .C can only 
originate from the smartcard, to which the fault is attributed when detected 
during cleansing (Sect. 4.3). The bulletin board then returns an acknowledgment
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.ackE to the voter, certifying that the blinded public key .E (and consequently 
the associated public ballot components) has been recorded4 . 

Relay-Verifiable Ballots. If the voter cannot reach the collector directly, the 
ballot may instead be submitted through a relay. A relay receiving the ballot 
performs the same verification steps as the collector, allowing it to confirm the 
ballot’s eligibility before attempting to record it on the bulletin board. If sub-
mission fails, the relay may forw ard the ballot to other relays, each of which 
can independently verify and attempt submission. This relay network makes the 
collector accountable and ensures that voters can cast their ballots ev en if the 
collector b ecomes unreachable.

Individual Verifiability. The voter verifies their ballot from another device as 
follows. They reconstruct the credential commitmen t .E = hβ pk from their public 
key .pk and blinding factor . β, and use it to locate their ballot on the bulletin 
board. They then check, using . r and . v, that .V ? =  EncpkT (v; r). 

4.3 Tallying Phase 

The tallying phase begins with cleansing, which is performed entirely by the col-
lector. The collector first applies a shuffle to the list of tuples .((Ci,  Ei,  Vi))i using 
a secret permutation .ψ ∈R S I . It then publishes the shuffled list . ((Ci,  Ei,  V  i ))i 
together with a zero-knowledge proof of the correctness of the shuffle: 

. πCEV =  PoK{ψ : Ci = Com(Cψ(i)) ∧ Ei = Com(Eψ(i)) ∧ Vi = ReEnc(Vψ(i))} 
(3) 

where the statement holds for all recorded ballots .i ∈ [ I] and the blinding factors 
are  chosen  so  that  every   .Ei is unique. 

From the shuffle output, the collector selects the index set .L ⊆ [I] corre-
sponding to each voter’s last cast ballot. To v erify eligibility of eac h selected 
index .i ∈ L, a new shuffle is formed from the registration roll public keys . (pkk)k 
via a permutation .φ ∈R S K . The shuffle produces blinded public keys . (Ek ) k 
with blinding factors chosen so that .{Ei}i∈L ⊆  {Ek }k, and is supported by a 
zero-knowledge pro of: 

.πElig =  PoK{(φ, {βψ(i)}i∈L)  :  Ek = Com(pkφ(k)) ∧  {Ei}i∈L ⊆  {Ek }k} (4) 

where the statement holds for all registered public keys .k ∈ [K]. 
Finally, to demonstrate that the selected indices . L correspond to each voter’s 

last cast ballot and that no eligible ballot has been omitted, a proof of knowledge 
is constructed for the trapdoor associated with each dropp ed ballot: 

.πDrop = 
i  /∈L 

PoK{(αi,  ti)  :  Ci = hα igti} (5) 

4 The acknowledgment may simply consist of the bulletin board’s digital signature on 
. E, or of a commitment to a batch of published entries, suc h as a digitally signed 
Merkle tree root containing .E as one of its leaves. 
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Together, these proofs form a publicly verifiable transcript of the cleansing phase 
published on the bulletin b oard: 

. tr = ((Ci,  Ei,  Vi,  πEi ,  πvi
))i , ((Ci,  Ei,  Vi )) i , (Ek )k ,  πCEV ,  πElig,  πDrop 

which anyone can verify using the registration roll .((Idk, pkk)) k. The selected 
vote ciphertexts .{Vi }i∈ L are then passed through a reencryption mixnet [22]  or  
homomorphically tallied [3]. 

Trapdoor Reduction. The  drop  proof  .πDrop requires the collector to know a full 
opening .(αi,  t  i) of each shuffled commitmen t .Ci with .i  /  ∈ L. The blinding factor 
.αi is always known to the collector, being the sum of the .αi received at sub-
mission and its own reblinding factor from the shuffle. The trapdoor comp onent 
. ti, however, must be derived; the collector obtains it by finding the trapdoor of 
lowest index in each voter’s trapdoor chain among the recorded ballots. 

For a given trapdoor . t∗, define the set of reac hable trapdo ors 

.F (t∗)  =  {H(n)(t∗)  :  n ∈ [M ]}, (6) 

where .M is an upper bound on the trapdoor-chain length that the smartcard is 
allowed to use. For each public key, the collector considers the trapdoor values 
decrypted from that key’s ballots and selects the value . t∗ of lowest index, i.e., the 
unique decrypted value such that every other decrypted value lies in .F (t∗ ). Such 
a value exists because revotes with the genuine credential step backward through 
the chain: each new ballot commits the preimage of the previously committed 
trapdoor, and its encrypted trapdoor decrypts to that previously committed 
value, so the decrypted values all lie on a single chain, one step ahead of the 
corresponding commitments. Every superseded ballot therefore has its trap door
.tj ∈  {t∗}∪F (t∗), and its commitmen t .Cj = hαj gtj can be opened. The r emaining 
commitmen t .Ci = hαi gti commits to the preimage . ti of . t∗, i.e., .H(ti)  =  t∗,  which  
the collector cannot obtain without inverting . H; it is therefore forced to select 
ballot . i as the final one. 

If trapdoor reduction fails, the collector publishes all . (αi,  βi,  ti,  T  i,  πDeci 
) 

associated with the given public key, where . πDeci 
=  PoK{y : ti =  De  c  y(Ti)}

proves that . ti was correctly derived from the encrypted trapdoor . Ti. This pro-
vides verifiable evidence that the corresponding voter’s smartcard has been com-
promised, allowing the vendor to b e held accoun table.

Fake Credentials. The scheme supports fake credentials implemented as smart-
card PIN codes by assigning each a higher trapdoor-chain index than the genuine 
credential. Each PIN behaves as a genuine credential until a higher-precedence 
PIN is used, after which it behaves as a fake credential relative to that PIN 
while remaining genuine with respect to lower-precedence PINs. Consequently, 
this provides a weaker form of coercion resistance than [2,12,14]; however, it still 
defends against coercion strategies in which a coercer arrives at the last moment 
to observe the voter casting the final ballot.
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The genuine credential traverses the trapdoor chain backward (.n ← n − 1), 
making each new trapdoor commitmen t .gti = Ci/h

α unopenable and ensuring 
that the last genuine ballot survives. Fake creden tials traverse the chain forward 
( .n ← n +  1), making their commitments openable once a higher-precedence 
credential has been used. This permits an arbitrary n umber of revotes, limited 
only by the trapdoor-chain length. 

Interleaving credentials requires care. Trapdoors must never be reused, as 
losing a ballot with a lower-index trapdoor could leave multiple commitments 
unopenable, preventing the collector from identifying a unique surviving ballot. 
Since ballot delivery is not guaranteed, the smartcard advances a fake credential 
to the highest unused chain position after each genuine invocation. The resulting 
ballot remains openable from the preceding fake ballot’s encrypted trapdoor, 
preserving first-ballot precedence among fake credentials.

A useful side effect of this design is that it enables credential recovery without 
exposing the voter to additional coercion risks. A recovery credential can be 
printed on paper and used if the voter forgets their genuine credential. The 
genuine credential remains secret and can still be used to evade coercion if the 
coercer demands the printed credential. This approach also improves usability: 
since remembering multiple PIN codes can be error-prone, the voter need only 
remem ber one credential, from which fake credentials can be derived whenev er
needed.

5 Security Analysis 

This section provides an overview of the security mechanisms that ensure the 
properties outlined in Table 1 under the specified trust assumptions. 

Eligibility Verifiability. Eligibility verifiability ensures that every selected 
ballot for tallying is authorized by an eligible voter who contributes at most one 
ballot. Assuming the smartcard’s signing key has not been compromised and the 
smartcard has not been used without the voter’s authorization [16], the proof 
proceeds as follows. The pro of .πEi

, being a proof-of-knowledge signature over 
the ballot, establishes that the submitter knows the private key underlying . Ei = 
Com(pk i) and binds this credential to the vote encryption . Vi. The shuffle proof 
.πCEV ensures that the shuffled commitmen ts .Ei open to the same public keys 
as the originals. The registration-roll shuffle .RElig produces commitmen ts . Ek = 
Com(pkφ(k)) to the eligible keys. The verified subset relation . {Ei}i∈L ⊆  {E k }k 
then forces each selected ballot’s credential to be an eligible public key. Since the 
registration roll contains one key per voter, at most one selected commitment 
.Ei maps to each registration key, giving at most one selected ballot per v oter 
for tallying.

Universal Verifiability. Universal verifiability ensures that the final tally con-
sists only of accepted ballots that have not been manipulated or dropped, with
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each voter contributing at most one valid vote. Here we focus on cleansing verifia-
bility with corrupt collector, as tallying verifiability of the selected ballots is w ell 
understood [3,7,11,22]. We show that the selected set . L contains the final ballot 
of every voter, as determined by the smartcard’s trapdoor chain, and that no 
eligible voter’s final ballot is omitted, assuming the smartcard neither leaks the 
trapdoor seed to the collector nor is used without the voter’s authorization [16], 
preventing an adversary from generating a nullifying trapdo or. 

The shuffle proof .πCEV ensures that each shuffled commitmen t .Ci opens 
to the same trapdoor value .gti as its pre-shuffle counterpart. The pro of . πDrop 

establishes that the collector knows an opening of .Ci for eve ry .i  /  ∈ L. Since each 
ballot’s encrypted trapdoor .Ti reveals .H(ti) to the collector, the trapdoors of 
superseded ballots are derivable by iterating . H, so an honest collector can always 
open the commitments outside . L. 

For the final ballot, however, obtaining . ti from the known value .H(ti) would 
require inverting . H. Under the one-wayness o f .H and the binding property of 
Pedersen commitments, the collector cannot open .Ci and is therefore forced 
to place each voter’s final ballot in . L. Because every commitment opened in 
.πDrop carries the credential of a voter whose final ballot is thereby i n . L,  no  
eligible voter’s cast final ballot is dropped, and the collector cannot substitute a 
superseded ballot for t he final o ne. 

If no consistent trapdoor chain exists within the bound . M , the collector pub-
lishes the stored openings together with proofs of correct trapdoor decryption, 
providing publicly verifiable e vidence of smartcard misbehavior and allowing the 
affected ballots to b e discarded. 

Individual Verifiability. Individual verifiability requires that an adversary 
cannot substitute the voter’s verification target with another voter’s ballot 
matching the same vote selection, and that the verified ballot is the final one 
tallied. In the prop osed system, these properties hold assuming the smartcard is 
uncompromised and has not been used without the voter’s authorization [16]. 

The voter locates their ballot .(E, V ) on the bulletin board and knows from 
their smartcard invocation history (genuine or fake) whether it will be selected 
for tallying. T o verify ownership, the voter opens their credential commitmen t 
.E = hβ pk using their known blinding factor . β, where .pk is listed on the registra-
tion roll. The proof .πE establishes knowledge o f .(β, x ) such that .E = hβ gx,  an  d  
since . g and . h are independent generators, the commitment cannot be opened 
to a different public key under the discrete logarithm assumption, even with 
knowledge o f . x. This binds the ballot to the voter’s credential, and the voter 
confirms their selection by checking the vote ciphertext .V ? =  EncpkT (v; r) using 
their secret randomization factor  . r and chosen vote . v. 

Participation Privacy. Participation privacy comprises two properties: par-
ticipation anonymity, where no observer can determine from public evidence 
whether a voter participated, and participation receipt-freeness, where the v oter 
cannot prove to a third party whether they participated or abstained. A ballot
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.(C, E, V, πE ,  πv) posted on the bulletin board contains no information identi-
fying the voter. The credential commitmen t .E = hβ pk is perfectly hiding, so 
without knowledge o f . β every public key on the registration roll is an equally 
plausible opening. The proof .πE is a proof of knowledge that reveals nothing 
beyond the submitter’s ability to open the commitmen t, and the shuffled c om-
mitments .{Ei}i are never opened. A coercer therefore cannot determine from 
the public record whether a given voter’s key appears among the posted ballots, 
and the voter cannot produce a convincing proof of abstention. Defense against 
forced participation, where a co ercer compels the voter to cast a specific vote, 
is addressed under coercion resistance via deniable vote updating and nu ll vote 
casting.

Coercion Resistance. Coercion resistance requires that a voter can execute a 
counter-strategy such that the coercer cannot distinguish whether the voter com-
plied with their demands or deviated in favour of their own intent. The proposed 
system supports two mechanisms: deniable vote updating and fake credentials. 
Both assume an honest smartcard and collector. We additionally require that 
the voter’s chosen plaintext is not unique in the final tally if plaintext-based 
tallying is used. 
Receipt-Freeness. A voter who wishes to sell their vote or prove compliance 
to a coercer can disclose the ballot contents .(C, E, T, V, α, β) and demonstrate 
that this ballot appears on the bulletin board. However, to issue a conclusive 
receipt the voter must also prove that this ballot is included in the final tally 
rather than superseded by a ballot with a l ower order trapdoor commitment. 
This requires establishing a link between the pre-shuffle ballot and a post-shuffle 
en try i n . L which is not possible a s .πCEV and .πDrop are zero knowledge. Moreover, 
the cleansing phase reveals no revoting statistics—the s et . L discloses only the 
number of distinct voters, not how many times any v oter cast a ballot—thereby 
excluding the “1009 attack” [2]. The voter therefore cannot produce a convincing 
receipt that their disclosed ballot is the tallied one. A separate receipt channel 
arises if the voter’s plaintext choice is unique on the tally board (the Italian 
attack); homomorphic tallying is inherently immune to this as it hides individual 
votes, whereas mixnet-based tallying must employ additional countermeasures. 
Vote Update Deniability. By receipt-freeness, the coercer cannot verify that any 
observed ballot is included in the final tally. The voter’s counter-strategy is 
therefore to comply with the coercer and later recast their vote in private using 
the genuine credential. The coercer cannot detect the voter’s subsequent session 
from the public record, since each session uses fresh blinding factors .(α, β ) and 
a new trapdoor . tn, producing indistinguishable credential and trapdoor com-
mitments making cast ballots unlinkable. The trapdoor index . n is hidden by 
encrypting the trapdoor. Consequently, the smartcard outputs do not allow a 
coercer to determine whether the voter has already voted or submitted a revote. 
Fake Credentials in the p roposed system can still cast valid ballots, making them 
a weaker form than those in [2,12], where ballots cast with fake credentials are 
discarded entirely. A fake credential occupies a higher position in the trapdoor
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chain than the genuine credential, so a ballot cast with the genuine credential 
always takes precedence during cleansing. This protects against coercion sce-
narios in which a coercer arrives at the last moment and forces the voter to 
cast the final ballot under observation: if the voter uses a fake credential under 
coercion, they can cast a ballot with their genuine credential at any time during 
the voting phase, which then takes precedence. A residual attack vector arises 
if the coercer demands both the genuine and fake credentials; however, this is 
mitigated because the coercer does not know how many fake credentials the 
voter ma y have generated and therefore always faces the possibility of b eing one 
credential short of the genuine one.

Everlasting Privacy. The system offers practical everlasting privacy [9] assum-
ing an honest collector and that the submission channel resists external timing 
analysis. The channel need not hide the voter’s identity from the collector, who 
necessarily learns it through the private openings .(α, β, tn+1). A possible mech-
anism for providing such timing-analysis resistance is discussed in Sect. 6. 

A ballot posted on the bulletin board contains the commitmen ts .(C, E ) and 
vote ciphertext . V . A future adversary with unlimited computational pow er could 
decrypt the vote ciphertext . V . However, the Pedersen commitmen ts . E = h β pk 
and .C = hα gtn are perfectly hiding: for any public key .pk on the registration 
roll, a suitable blinding factor .β exists such that .E = hβ pk , and similarly 
for . C. The shuffled commitmen ts .(C ,  E  ) inherit the same property. Since the 
proofs  .πE , .πCEV , .πDrop are zero-knowledge and therefore of no additional help, 
a future adversary cannot find out who cast the corresp onding encrypted v ote 
. V . 

6 Discussion and Implementation 

Strengthening Individual Verifiability. Currently individual verifiability 
depends on the smartcard’s secrets remaining confidential and on no unautho-
rized ballots having been issued with it [16]. These trust assumptions could be 
relaxed by supplementing the protocol with vote trackers. Since cast-as-intended 
verifiability is already assured, the tracker need only prove that a ballot was 
selected for tallying, requiring only the publication of tracker values. This can 
be achieved with tracker-based systems that offer receipt-freeness [4]. A fur-
ther goal would be to assign trackers to non-participating voters, enabling them 
to verify non-participation in a deniable manner, but this necessitates further 
research. 

Resisting Metadata Analysis. Everlasting privacy can be strengthened by 
releasing ballots in a shuffled order. To make this accountable, the collector 
first publishes blinded commitmen ts .E∗ 

i = gρi Ei during the voting phase and 
returns .(ρi,  E∗ 

i ) as an acknowledgment to the voter. Once the voting phase closes, 
the collector performs a shuffle with p ermutation .τ ∈ SI supported by a proof 
.πAnon =  PoK{τ, {ρi}i : Ei = g−ρi E∗ 

τ (i)} and releases .(Ei)i together with the 
remaining ballot components.
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Implementation. Ballot creation requires two Pedersen commitments with one 
opening proof and one ElGamal encryption, amounting to seven group exponen-
tiations and three multiplications i n .Gq, which is well within the capabilities of 
existing smartcards used for digital signatures. A single trapdoor chain is suf-
ficient when voting is non-concurrent; for concurrent elections, multiple chains 
can be installed. With 128-bit trapdoor security and 1000 revotes shared across 
genuine and fake credentials, the full chain requires up to 15 kB of storage.

The shuffle proofs can be implemented using existing ElGamal reencryption 
shuffle proofs such as Verificatum [7,22,23], with the generator and public key for 
commitment shuffles set equal to the blinding generator, and the vote reencryp-
tion shuffle using the standard generator and tallier’s public key combination. 
The drop proof is linear in the number of dropped ballots, and trapdoor root 
finding scales with the chain length. The cleansing phase therefore scales linearly, 
making it p ractical for large-scale elections.

7 Conclusion 

We have presented a novel construction to provide public verifiability for the 
ballot cleansing phase. The protocol offers perfect cleansing privacy, scales lin-
early with a footprint approaching two shuffle pro ofs, imposes minimal smartcard 
requirements, and decouples from the tallying scheme, enabling i ntegration with 
both homomorphic a nd mixnet-based tallying.

The scheme enables Estonian-style voting systems to achieve public cleansing 
verifiability without exposing internal data to auditors, eliminating a potential 
access point for coercers. Although votes are ElGamal encrypted, blinding the 
public keys provides practical everlasting privacy, enabling the publication of 
election evidence. Resilience against corrupt collectors is provided by relay net-
works that independently verify ballot eligibility and offer alternative submission 
channels. Individual verifiability is also strengthened: voters verify their ballot 
directly from the bulletin board, including the signer’s public key, precluding 
verification of another voter’s ballot.

Future work should address smartcard trust assumptions by coupling the pro-
tocol with tracker constructions, which may also enable verifiable and deniable 
proof of non-participation. 
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Abstract. Optical-scan voting systems and their supporting ecosystem 
of people, processes, and technology are fallible. While a substantial body 
of work examines adversarial threats to such systems, we have encoun-
tered jurisdictions where the possibility of tabulator error is not fully 
internalized. Stakeholders there often find hypothetical attacks uncon-
vincing, but some are persuaded by real-world accounts of equipment and 
procedural failures. This paper introduces a taxonomy of non-adversarial 
failure modes organized into intuitive categories: recording votes on 
paper, reading votes from the paper, combining votes as read into a 
reported outcome, and testing and verifying, all illustrated with doc-
umented incidents. We map common verification mec hanisms against 
this taxonomy, identifying gaps that no paper-based audit can detect 
or correct, most notably failures that compromise the trustworthiness 
of the paper trail, such as giving voters the wrong ballot style (omit-
ting contests they are eligible for, or including ones they are not), using
ballot-marking devices to record votes, or failing to keep voted ballots
secure and organized.

Keywords: optical-scan tabulators · non-adversarial failure modes · 
risk-limiting a udits

1 Introduction 

Paper ballots are the most widely trusted medium for recording votes, for good 
reason: they create a durable, tamper-evident, human-readable record of voter 
selections independently of the method used to count the votes. Hand counting 
votes from paper ballots is still common globally, providing a r obust, immediate 
means of delivering on a universal design requirement of democratic elections 
to allow “independent scrutiny of the voting and counting process .. . . so that 
electors have confidence in the security of the ballot and the counting of the 
votes” [45]. 

Some jurisdictions (most notably the US) use optical-scan tabulators to speed 
up tabulation and mitigate h uman error in vote counting. In the United States,
c The Author(s) 2027 
D. Duenas-Cid et al. (Eds.): E-Vote-ID 2026, LNCS 17083, pp. 35–54, 2027. 
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over 95% of voters live in jurisdictions using paper ballots [50]. However, a paper 
ballot is not a counted vote. Between the moment a voter expresses their intent 
and the moment the official results are published, votes a re subject to loss, 
alteration, substitution, and fabrication through hardware, soft ware, and human
procedures.

While these vulnerabilities are well known among academics, in our expe-
rience, they are not widely acknowledged by election officials and legislators, 
resulting in reluctance to take countermeasures such as physical accounting for 
voted ballots and conducting risk-limiting audits. This paper aims to persuade 
such stak eholders that these measures are needed.

1.1 Optical Scan Systems Are Fallible 

There are many documented failures, with root causes ranging from unexpected 
‘inputs’ such as fold-lines in ballots be ing incorrectly interpreted as voter marks 
by inadequately maintained scanners [22], to procedural failures such as including 
test ballots in the election results [20], to ballot printers that are inadequate for 
the paper stock used [31], to seemingly mundane environmental factors such as 
humid air at polling places causing paper jams [27]. Detailed incident corpora 
list examples dating back at least to the early 2000 s [34]. 

A substantial body of work examines adversarial threats to voting s ystems, 
including demonstrated attacks on memory cards [16], comprehensive security 
reviews [8,51], and ongoing hardware vulnerability assessments [24]. Although 
accounting for and designing to adversarial threat models is an essential activity, 
our experience engaging with election management bodies suggests that stake-
holders are generally more receptive to real-world accounts of equipment and 
procedural failures than to hypothetical attack s cenarios. We have even encoun-
tered institutional settings in which the very possibility o f tabulator error has
not been fully internalized.

To the extent that election stakeholders are the audience for this work, we 
believe a non-adversarial framing may b e more effective at building the case for 
meaningful, routine post-election audits.

Trust and Institutional Context. A non-adversarial framing serves both ends 
of the institutional trust spectrum. In low-trust environments, it helps distin-
guish ordinary fallibility from unfounded fraud claims; in high-trust environ-
ments (as in Canada), it helps stakeholders internalize that trust in outcomes 
should rest on verifiable processes rather than assumed equipment reliability.

1.2 Contribution and Outline 

This paper presents a systematic model of non-adversarial tabulator failure 
modes organized around a four-stage pipeline: vote recording, covered in Sect. 4; 
vote reading, covered in Sect. 5; vote aggregation, covered in Sect. 6; and verifi-
cation and testing, covered in Sect. 7. Unlike prior taxonomies organized by root 
cause, we structure failures by where they manifest in the pipeline rather than
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what caused them to better align with the vantage point from which an election 
official actually experiences them. We map selected incidents from the United 
States onto this framework, demonstrating that failures h ave been observed at 
every stage of the pipeline, across vendors, j urisdictions, and election types.
Section 8 matches common verification mechanisms to the taxonomy, identify-
ing gaps that no paper-based audit can cover on its own.

While prior work has systematized some sub-categories, suc h as optical mark 
detection [5,25], memory card reliability [1,11], and L&A testing [53], as well 
as incident collections, we believe this is the first paper to propose a pipeline-
structured taxonomy of non-adversarial failures spanning the full tabulation pro-
cess.

2 Background 

The US leads global adoption of optical-scan ballot tabulators. According to 
Verified Voting’s 2026 polling-place equipment data [50], 96% of US voters are 
in jurisdictions that use ballot tabulators: 69.5% in jurisdictions that offer hand-
marked paper ballots, with electronic ballot marking devices (BMDs) and/or 
direct-recording electronic touch-screens (DREs) provided as an accessibility 
option, and 26.5% in jurisdictions t hat require all in-person voters to use BMDs. 
Only 3.9% of US voters are in jurisdictions t hat use DREs as the sole in-person
voting method.

Canada uses optical-scan tabulators only sub-nationally—in Ontario munic-
ipal (since the early 2000 s) and provincial (since 2018) elections, and in some 
British Columbia, New Brunswick, and Manitoba contests—while federal elec-
tions are still counted entirely by hand. Adoption elsewhere is limited: the Philip-
pines has used precinct-count scanners nationwide s ince 2010, South Korea uses 
central-count scanners for hand-marked ballots, and the UK has used optical 
scanning only occasionally (e.g., the 2004 London Assembly and 2007 Scottish
Parliament elections).

There are two main optical-scan voting technologies: mark-sense and imag-
ing scanners. Mark-sense scanners, an older technology still deployed in some 
US states, use an array of photoreceptors to detect reflectance at fixed posi-
tions along the ballot, interpreting marks at vote-target coordinates as votes 
and reading ballot-style information encoded the same way. Imaging scanners 
instead capture a digital image of the b allot and process it to read the votes, 
either from the voter’s hand marks (together with encoded ballot-style informa-
tion) or, for BMD prin touts, from a machine-readable code; some recent systems
use optical character recognition.

There are likewise two main system configurations: precinct-count (PCOS) 
and central-count (CCOS). In PCOS, the voter inserts the ballot into a combined 
scanner and ballot box. In CCOS, officials feed collected ballots (from precincts, 
vote centers, and mail) into a scanner at a central location. CCOS systems use 
high-speed scanners that are generally more accurate than the “consumer-grade” 
scanners typical of PCOS. Many US jurisdictions combine the two—for instance,
PCOS for in-precinct voting and CCOS for vote-by-mail (VBM).
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2.1 Related Work 

Vulnerabilities of optical-scan ecosystems are well studied in the academic liter-
ature, which generally falls along three lines.

1. Non-adversarial: Threats to elections stemming from both potential risk 
and observed instances of procedural lapses and equipment failures [6,11,25, 
51]. 

2. Adversarial: Threats to the elections stemming from cybersecurity vulner-
abilities and the potential for intentionally malicious e fforts to compromise 
integrity or ballot secrecy [10,23,24,28]. 

3. Verifiability: Efforts to make election results produced by optical-scan tab-
ulators efficiently and independently verifiable through statistical checks like 
risk-limiting audits (RLAs) [26], or ballot secrecy-preserving cryptographic 
proofs like end-to-end verifiability (E2E-V) [9,14,37]. 

To our knowledge, our paper is the first to propose a pipeline-structured tax-
onomy of non-adversarial failures co vering the full tabulation stack, but there 
is related work. Norden [34] lists nearly 200 incidents, organized by vendor and 
year, rather than by failure type. Walker et al. [53] address logic and accuracy 
(L&A) testing practices across 50 states; that work is related but focuses on 
a single verification mechanism rather than the full failure surface. Jones [25] 
categorizes optical mark-sense scanning mechanisms and image capture failure 
modes. Bajcsy et al. [5] systematize marginal mark types as a subcategory of 
mark interpretation failures. Davtyan et al. [11] and Antonyan et al. [1] categorize 
memory card failures. A NIST workshop [33] produced a preliminary taxonomy 
organized around attack vectors rather than operational failure modes. The EA C 
used attack trees to decompose and systematize threats [46]. 

2.2 Methodology 

The incidents presented here were collected from the academic literature on vot-
ing system security and reliability and institutional reports from the EAC, state 
election authorities, and civil society organizations such as the Brennan Center 
for Justice and Verified Voting, targeted web searches for documented incidents, 
discussions with domain experts, and our own direct experience auditing elec-
tions and testifying regarding contested election results. We also used large lan-
guage models as a search aid to identify c andidate incidents, which we verified 
against primary or secondary sources. While the incidents and analysis in this 
paper are drawn from the US, the failure mo des we describe are inherent to the
technology, not specific to any jurisdiction.

The incidents below are not an exhaustive list, but they show that failures 
have occurred at every stage of the pipeline, across vendors, jurisdictions, and 
election types within the US. Incident-based analysis carries inherent selection 
bias, since failures may be undetected (especially in jurisdictions without rigor-
ous canvasses and audits) or unreported.
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3 Tabulator Ecosystem and Failure Modes 

Optical-scan voting systems operate in a broader ecosystem of hardware, soft-
ware, and human procedures that spans the full pipeline from ballot production 
to result certification. A ny stage can introduce errors that may be i nvisible to
subsequent stages.

3.1 Tabulation Pipeline and Failure Modes 

We organize failures into four broad stages of collecting votes and repo rting
results:

1. F1: Vote Recording (Sect. 4). A voter marks a ballot by hand or uses 
a ballot-marking device to print one; the output is a marked paper ballot, 
human-readable and possibly also machine-readable (e.g., a QR c ode). Fail-
ures present the voter the wrong contests or record something other than
their expressed preferences.

2. F2: Vote Reading (Sect. 5). The ballot is scanned and interpreted by 
software configured for the election, producing a cast vote record (CVR) or 
simply incrementing contest vote counters. Failures record or use the selec-
tions differently from what a reasonable human observer w ould read from the
ballot.

3. F3: Vote Aggregation (Sect. 6). The votes as-read, possibly partially 
aggregated, are transmitted to a central election management system (EMS) 
and combined into official results. F ailures turn otherwise correct interpreta-
tions into i ncorrect totals and outcomes.

4. F4: Verification and Testing (Sect. 7). Checks before the election (logic 
and accuracy testing) and after it (ballot accounting, pollbook reconciliation, 
chain-of-custody and seal checks, post-election audits) can prevent or recover 
from F1–F3 failures, unless the marked ballots themselves are untrustworthy, 
or the tests are missing, p oorly designed, or poorly executed.

Vulnerabilities of optical-scan systems extend well beyond the tabulator hard-
ware and software: the election definition software (F2) and the EMS (F3) are 
external systems whose failures are indistinguishable from tabulator failures in
the final result.

Relationship to Security Definitions. Software independence (SI) requires 
that an undetected error in a voting system’s software cannot c ause an unde-
tectable change in an election outcome [36], and is a formal requirement o f the 
VVSG 2.0 [48]. Optical-scan systems can be software-independent: hand-marked 
paper ballots provide a human-readable record independent of the soft ware used 
to count them. An election is defensible [3] if the election official can provide 
affirmative public evidence that the reported outcomes are correct, despite any 
errors or malfeasance that might have occurred. Evidence-based elections [4,39] 
provide affirmative public evidence that elections were decided correctly by com-
bining demonstrably trustworthy vote records with risk-limiting audits (F4). SI, 
defensibility, and being evidence-based are properties of a run of the complete 
system (an election), not just the hardware. The primary failure modes (F1–F3)
indicate what an audit should protect against.
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3.2 Terminology 

We distinguish among three related notions t hat are often conflated:

1. Voter intent. The candidate or option the voter intends to select. Voter 
intent is known only to t he voter.

2. Expressed preference. The selection the voter actually makes by marking 
a ballot by hand or indicating a selection on a BMD using the touchscreen or 
an audio interface. Expressed preferences differ from voter intent if the voter 
errs in expressing their intent [3]. 

3. Marked selection. The human-readable selection physically recorded on 
the paper ballot. In some BMD systems, the tabulator reads votes encoded 
in QR codes or barcodes, not the human-readable votes, but we consider the 
human-readable text to b e the marked selection.

In the context of this discussion, the marked selection is the ground truth 
against which tabulator output is evaluated. In rare cases, the marked selec-
tion is ambiguous to a reasonable human observer (for instance, the marked 
selection was ambiguous in only a handful of ballots in the 2008 Franken–
Coleman state-wide recount [32]). The distinction between (2) and (3) arises 
in the case of ballot-marking devices. With hand-marked ballots (HMPBs), the 
voter’s expressed preference is the marked selection. With BMD-printed ballots, 
the expressed preference may differ from the mark ed selection as the result of 
an F1 vote recording failure, as the DeKalb County 2022 incident in the next
section illustrates.

4 Vote Recording (F1) 

4.1 Components 

The correct output of vote recording is a paper ballot that accurately reflects 
the voter’s expressed selections in every contest the voter is eligible to vote in 
(and no other contests), in human-readable form and optionally also machine-
readable. F1 begins with a printed blank ballot or a BMD configured for t he
election and ends with a marked paper ballot:

Ballot printing and/or BMD configuration. BMDs sometimes fail to 
function entirely, resulting in ‘denial-of-voting.’ Jurisdictions such as the state 
of Georgia and Los Angeles County, CA, that require all in-person voters to 
use BMDs are especially vulnerable to such failures. Both HMPB and BMDs 
are subject to ballot presentation failures: the printed ballot or the BMD 
interface may omit or include some contests or candidates erroneously.

BMDs. BMDs translate the voter’s expressed preferences in the presented con-
tests into selections on a printed ballot. The voter then has the opportunity 
to inspect the printed ballot before inserting it into the scanner. All-in-one 
BMDs (e.g., ES&S ExpressVote XL) may (at the voter’s instigation) deposit 
the printout directly into a ballot box, bypassing the opportunity to review
the printed selections.
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HMPB. With hand-marked paper ballots, the paper record begins as an accu-
rate record of the voter’s expressed preferences in the contests presented on
the ballot.

Curation of cast ballots. The cast ballots are the physical ground truth for 
post-election audits and recounts. Maintaining secure custody of the ballots is 
an artifact-integrity matter: losing, adding, damaging, or altering cast ballots 
undermines the trustworthiness of the election, regardless of whether other
processes functioned correctly.

Table 1. Vote recording incidents (F1). P = Process failure; A = Artifact integrity 
failure.

Ref. Incident Component Type Outcome 
[15] Georgia, 2020 BMD P, A BMDs did n ot function 
[18] Georgia, 2020 BMD P, A BMD does not display all candidates i n a con test
[21] Louisville, KY, 2021–2026 HMPB P, A Voters assigned to the wrong precinct, present ed the wrong con tests
[12,13] DeKalb County, GA, 2022 BMD P Incorrect ballot def. Selections assigned to the wrong candidate

[52] Northampton County, PA, 2023 BMD P Expressed preferences swapped for t wo candidates 

4.2 Selected Incidents 

Table 1 summarizes selected F1 incidents. We briefly elab orate on three cases.

Voters given incorrect ballot style in Louisville, KY, 2021–2026. [21] 
A clerical error in assigning voters to precincts resulted in giving voters ballots 
that omitted some contests they were eligible to vote in. Some errors that result 
in giving voters the wrong collection of contests are recoverable and some are 
not. In general, if contests (or candidates) are omitted, the error is unrecover-
able because voters’ selections were never solicited and recorded. Depending on 
details, it can be possible to recover from errors that erroneously add a contest 
to ballots, for instance, if the error occurs for every ballot of a given style.

BMD fails to display some candidates in Georgia, 2020 A bug in Domin-
ion voting system software (not a configuration error) caused BMDs to fail to 
display about half the candidates in a US Senate special election [18]. The acci-
dental discovery of the bug during L&A testing triggered Dominion to issue 
a software patch that w as deemed a de minimis change by the US Election
Assistance Commission1 and therefore exempted from additional testing—even 
though the original bug had slipped through VVSG certification testing.

BMDs in DeKalb County, GA, 2022. Following the withdrawal of a can-
didate in the Democratic primary for DeKalb County Commission District 2, 
a ballot definition error in Dominion BMD touchscreens caused votes intended
1 See also https://www.eac.gov/voting-equipment/engineering-change-orders/dvs-

100714, last accessed 26 July 2026. 

https://www.eac.gov/voting-equipment/engineering-change-orders/dvs-100714
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https://www.eac.gov/voting-equipment/engineering-change-orders/dvs-100714
https://www.eac.gov/voting-equipment/engineering-change-orders/dvs-100714
https://www.eac.gov/voting-equipment/engineering-change-orders/dvs-100714
https://www.eac.gov/voting-equipment/engineering-change-orders/dvs-100714
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for one remaining candidate to be recorded as votes for another [12,13]. In this 
instance, the error was introduced when the BMD committed the voter’s marked 
selections to paper (the tabulators themselves interpreted and counted ballots 
correctly). This case illustrates a characteristic of BMD failures: because the 
paper ballot reflects what the BMD printed rather than what the voter selected, 
software independence holds only if the voter verified the printed ballot before 
casting it, which studies have shown most voters do not perform in practice [3,7]. 

5 Vote Reading (F2) 

5.1 Components 

F2 failures include mark-detection errors, stray marks or paper folds read as 
votes, ballot-definition errors, discrepancies between a vote’s human-readable 
and barcode/QR encoding, and incorrect application of vote-validity rules. The 
F2 pipeline scans a ballot and uses ballot-definition information to interpret the 
scan, creating a (possibly ephemeral) cast vote record that is stored or used 
to increment contest vote counters. This interpretation depends on a chain of 
logical mappings that must be mutually consistent across the ballot definition,
the tabulator, and the EMS:

Scanning. The scanner ingests the ballot under the prevailing environmental 
conditions. Process failures include mechanical feed problems such as jams, 
double-feeds, and skipped ballots or batches of ballots [25,27,42], and optical 
failures such as sensor degradation, dirty scanner heads [22], image skew or 
distortion, print-through from the opposite side of a ballot sheet, insufficient 
resolution and insufficient image bit depth. Humidity can disrupt feed mech-
anisms and degrade image quality [25]. Sensor contamination accumulates 
over time if maintenance is inadequate [22]. 

Ballot definition (process). The ballot definition process encompasses 
authoring and configuration to present the correct collection of contests with 
the correct choice options to each voter and to read marked ballots. For 
HMPB, this generally includes mapping physical target positions in the bal-
lot geometry to candidate identifiers in the tabulation system, depending 
on ballot-style information encoded on the printed ballot. Process failures 
include mapping selections to the wrong contest or candidate, or applying 
the wrong voting rules to the contest. Because a single mapping error affects 
every ballot of a given style, these failures tend to be systematic and are often
undetectable from aggregate results.

Ballot definition file. The ballot definition file is a digital artifact that carries 
the ballot geometry and candidate/position mappings into each tabulator. For 
interpretation to be correct, three things must be mutually consistent: (1) the 
physical positions of vote targets on the printed ballot, (2) the definition file 
loaded on the tabulator, and (3) the version used by the EMS to decode CVRs. 
Any pairwise mismatch produces a failure. A last-minute ballot revision may
be propagated to tabulators and the EMS, but leave already-printed ballots
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inconsistent with the new definition. Alternatively, a revision may update the 
EMS but not all tabulators, as in the 2020 Antrim County incident [19]. 

Mark interpretation. The mark interpretation process evaluates the digitized 
ballot image against the ballot definition to determine which ovals contain 
valid votes. Process failures arise from threshold calibration errors. Over-
sensitive configurations count stray marks as votes, and under-sensitive ones 
miss valid marks. Process failures also arise from physical ballot artifacts 
such as fold-lines or smudges that mimic filled ovals, and from sensor-to-
sensor variation that causes identical marks to be evaluated differently across
machines [22]. 

Cast vote record (CVR). The CVR is a data artifact produced by mark 
interpretation, encoding the tabulator’s per-ballot vote assignments for down-
stream aggregation for some optical-scan systems. Artifact integrity failures 
include file corruption between the tabulator and the EMS a nd unauthorized
modification of CVRs prior to aggregation.

Table 2. Vote reading incidents. P = Process failure; A = Artifact integrity failure.

Ref. Incident Component Type Outcome 
[31] Maricopa County, AZ, 2022 Scanning P Timing marks too faint t o r ead

[27] New York City, NY, 2018 Scanning P Paper jams (humidit y) 
[35] Wake County, NC, 2018 Scanning P Ballots rejected (h umidity) 
[29] Maryland, 2016 Scanning P Double-feeds. Scratched lens caused false o vervotes 
[30] Cambria County, PA, 2024 Scanning P Printing error made b allots unreadable 

Fig. 1 San Francisco County, CA, 2024 Scanning P Scanner erases ligh t marks 
[19] Antrim County, MI, 2020 Ballot definition file A Mismatched definition. Votes mapped to incorrect candidates

[22] Windham, NH, 2020 Mark interpretation P Fold-lines incorrectly interpreted a s v otes

[2] Los Angeles County, CA, 2023 Mark interpretation P Stray marks outside ovals read as overvotes 

5.2 Selected Incidents 

Table 2 summarizes selected F2 incidents. We elaborate on four, with two of 
them illustrating failures at opposite ends of the F 2 pipeline: sensor-level mark 
interpretation (Windham) and b allot definition files (Antrim).

Scanning in Maricopa County, AZ, 2022. Ballot-on-demand printers failed 
to maintain sufficient fuser temperature, causing timing marks to print to o 
faintly for Dominion ICP tabulators to read [31]. Ballots were later re-tabulated 
on central-count scanners, an outcome made possible only because paper ballots 
were retained and a recovery procedure was in place. The incident illustrates 
both the s ensitivity of scanning to upstream printing conditions and the impor-
tance of contingency procedures for F2 faults.

Scanning in San Francisco, CA, 2024. Figure 1 shows a digital picture of a 
voted ballot and a Dominion optical-scan system scan of the same ballot, from 
an election in San Francisco in November 2024. The voter’s marks are clear in
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the picture, but there is no trace of the marks in the scanned image because the 
Dominion scanner records the image in black-and-white (not gra yscale or color) 
and the mark is below the t hreshold that renders as black.

Fig. 1. Example F2 Failure. Two conflicting images of a ballot cast in San Francisco 
in November 2024. (a) Photo taken by one of us (Stark) during the post-election audit 
showing valid voter-made marks. (b) Image created by the scanner failing to capture 
marks. Observe the print-through from the other side is visible in (a). Lo wering the 
image’s black threshold could result in print on the back side being interpreted by t he
scanner as a marked oval on the front side.

Mark Interpretation in Windham, NH, 2020. AccuVote mark-sense scan-
ners misinterpreted fold-lines on absentee ballots as voters’ marks [22]. A letter-
folding machine had been repurposed to handle a surge in absentee ballots, and 
the resulting creases intersected candidate vote ovals, creating erroneous votes 
and overvotes. Inconsistent maintenance left the scanners with varying sensor 
contamination, so the same creased b allots were read differently across machines.

Ballot Definition File in Antrim County, MI, 2020. A last-minute ballot 
revision added a write-in blank to one township’s ballot, causing the Dominion 
EMS to reassign sequential vote-target IDs across all ballot styles. Many tabula-
tors were not reprogrammed with the updated definition, leaving them operating 
with a stale ballot definition file. When the EMS decoded the resulting memory 
cards against the new IDs, votes were mapped to the wrong candidates [19]. A 
full hand recount confirmed the correct result, illustrating the three-way con-
sistency requirement. Notably, all three independent records disagreed: the poll 
tapes reflected the tabulator’s totals under the old definition, the EMS totals
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reflected decoding under the new definition, and the paper ballots retained the 
ground truth. The divergence illustrates why retaining paper ballots and printed 
tally tapes is important. The hand c ount corrected the outcome, while the tape-
vs-EMS discrepancy identified where i n the pipeline the failure occurred.

6 Vote Aggregation (F3) 

6.1 Components 

F3 failures tend to be systematic: a single procedural lapse or software error 
can affect entire batches, precincts, or jurisdictions. The F3 p ipeline carries per-
ballot CVRs through accumulation and t ransmission to produce jurisdiction-
wide totals:

Vote accumulation. The tabulator accumulates votes across all ballots pro-
cessed in a session. Process failures include arithmetic errors, counter over-
flow, and software bugs that cause votes to be dropped or double-counted. 
One infamous category of aggregation failure involves negative vote totals, 
which can arise from arithmetic faults or corrupted counters [34]. 

Results artifact (memory card). The vote totals results artifact is typi-
cally implemented as a removable memory card, which carries per-tabulator 
totals and CVRs from the polling place to the EMS. Memory cards can 
be lost, uploaded multiple times, initialized with corrupt data, or sim-
ply never uploaded. The 2020 Georgia hand recount identified both failure 
modes: approximately 5,900 ballots across four counties were found uncounted 
because memory cards had never been transferred to the EMS, while in Ful-
ton County some ballot cards were included in the tally multiple times in the
original count and in a machine recount due to procedural failures [42]. 

Election management system (EMS). The EMS aggregates results from 
all tabulators into a jurisdiction-wide result. Process failures include soft-
ware bugs that drop or duplicate batches, misconfigured aggregation logic, 
and (as in the NYC 2021 incident [20]) failure to clear test data before tabu-
lation. Because the EMS process operates on results from multiple tabulators 
simultaneously, failures here tend to have the widest scope of any comp onent
in the pipeline.

6.2 Selected Incidents 

Table 3 summarizes selected F3 incidents. We elaborate on two cases that illus-
trate both process and artifact integrity failures at t his stage.

Results Artifact in Volusia County, FL, 2000. In this landmark incident, 
a memory card in Precinct 216 reported negative .16,022 votes for Al Gore [34], 
which the EMS did not range-check. The erroneous total contributed to prema-
ture reporting, calling Florida for George W. Bush. The VVSG 2.0 now explicitly
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Table 3. Vote Aggregation incidents (F3). P = Process failure; A = Artifact integrity 
failure.

Ref. Incident Component Type Outcome 
[34] Volusia County, FL, 2000 Results artifact A Memory card reported negative v ote totals 
[1] Connecticut, 2007–09 Results artifact A Up to 15% of memory cards contained random data after battery replacement

[17] St. Lucie County, FL, 2012 Results artifact A Procedural errors caused double-scanned a nd unscanned b allots

[20] NYC Mayoral Primary, 2021 EMS P Test ballots included in tabulation, skewing r esults

[38,44] Monmouth County, NJ, 2022 EMS P Omitted software patch led to double-counted v otes

[42] Fulton County, GA, 2020 Results artifact A Ballots counted multiple times or omitted due to inadequate tracking

[43] Alameda County, CA, 2022 EMS P Ranked-choice voting rules for wrong jurisdiction used. W rong winner r eported

requires that electronic devices detect and prevent the a ccumulation of negative 
votes [49], a requirement that did not exist at the time.

EMS Process Failure in Monmouth County, NJ, 2022. In July 2022, 
an ES&S technician reinstalled election management software on Monmouth 
County’s server to resolve a network connectivity i ssue, but omitted a software 
patch designed to prevent duplicate ballots [38]. Some votes in four municipal-
ities were double-counted, leading to the wrong candidate being certified until 
a recount identified the error some months later [44]. The incident illustrates 
how the absence of reconciliation checks between precinct-level totals and EMS 
aggregates allowed the error despite system certification.

7 Verification and Testing (F4) 

7.1 Components 

Unlike F1–F3, where the failure surface is defined by hardware, software, and 
data artifacts, the F4 failure surface involves the design of the verification pro-
cess, including what it checks and how thoroughly it covers these failure surfaces 
relative to the paper ballot ground truth. It also involves the execution of the 
audit by human auditors. For instance, post-election audits involve retrieving 
ballot sheets, manually interpreting the votes on those sheets, and entering the 
interpretation into the audit softw are. The F4 pipeline checks results against
independent artifacts:

Logic and Accuracy (L&A) testing. L&A testing is the primary pre-
election check in most jurisdictions. A test deck of ballots is processed by each 
tabulator, and the tabulator results are compared against the ground-truth 
totals of the deck. Process failures in L&A testing arise from insufficient test 
deck design, such as n ot testing all relevant vote combinations, ballot styles, or 
environmental factors. A fifty-state review found that L&A implemen tations
vary dramatically in scope and rigorousness across jurisdictions [53]. 

Inventory and chain-of-custody procedures. Maintains 
a complete accounting of physical ballots, memory cards, and tally tapes 
between pipeline stages, and protects artifact integrity in transit. Process 
failures include not physically accounting for ballot cards (relying on the vot-
ing system to know how many cards were cast), inadequate tracking of which
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memory cards have been used and whether they have been uploaded, which 
ballot boxes have been sealed and by whom, and which tabulators have been 
accounted for. Detection of missing artifacts requires reconciliation against an 
independent expected count (e.g., poll books and other participation records, 
ballot accounting, and VBM processing records). The Georgia 2020 hand 
recount uncovered approximately 5,900 uncounted ballots in four counties
attributable to memory cards never uploaded to the EMS [42], which proper 
reconciliation ought to h ave caugh t.

Post-election audits. Post-election audits are the primary mechanism by 
which F1–F3 failures can be detected and corrected after an election. Their 
effectiveness depends on the integrity of the paper trail and the design of 
the audit. If the record of the votes is incomplete, incorrect, or adulterated 
(some F1 failures), little can be done; an audit c ould even confirm a wrong 
result. An audit that checks only a fixed percentage of precincts or that relies 
on the s ame software or scans used for tabulation provides little assurance.
Risk-limiting audits (RLAs) [41] of a trustworthy paper trail provide statis-
tical guarantees of correcting incorrectly reported outcomes. Relatively few 
US jurisdictions conduct RLAs, and those that do generally audit at most 
a few contests, which may create a false sense of confidence in the overall 
election because auditing some contests cannot confirm a ny contest that was
not audited.

Software and firmware integrity checks. Some jurisdictions require verifi-
cation that tabulators are running certified software before an election, typ-
ically through cryptographic hash comparison. Like L&A testing, these are 
pre-election checks, but they establish which software was installed rather 
than whether any reported o utcome is correct. Process failures include hash 
scripts that report success regardless of whether a valid hash file is present [47] 
and self-attestation in which a device rep orts its own hash.

7.2 Selected Incidents 

Table 4 summarizes selected F4 incidents. We elaborate on two .

L&A Testing in Windham, NH, 2020. Pre-election L&A testing did not 
catch the Windham fold-line failure (Sect. 5) because the test deck did not 
include folded ballots [22]. This is a characteristic L&A failure: successful veri-
fication under sanitized test conditions, failure under operational ones.
Audit Design Limitations in Northampton County, PA, 2023. In this 
case, the supposed paper ballot ground truth was itself internally inconsistent: 
the barcode used for tabulation was correct while the human-readable summary 
was not, a divergence undetectable without independently decoding the barcode.
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Table 4. Verification and Testing incidents (F4). P = Process failure.

Ref. Incident Component Type Outcome 
[22,53] Windham, NH, 2020 L&A testing P Fold-line fail-

ure not caught 
under ope rational 
conditions 

[47] ES&S hash verification, 2020 Software integrity check P Hash script 
reported success 
with missing hash 
file 

[52] Northampton County, PA, 2023 Post-election audit P Barcode correct, 
but hand count of 
human-readable 
text showed 
incorrect outcome

[42] Fulton County, GA, 2020 Post-election audit/handcoun t P Audit tally sheets 
omitted from 
audit r esults

Table 5. Coverage of failure modes by verification mechanism. Symbols address detec-
tion, not recoverability. = detects. = partially detects (see notes). =  does  not  
detect. L&A = logic and accuracy testing.  BA/CoC  =  ballot accounting and chain-of-
custody reconciliation.  BP-RLA  =  ballot-polling RLA.  B  C-RLA  =  ballot-comparison 
RLA. Batch = batch-comparison audit.  H  R = hand recount.

Failure mode L&A BA/CoC BP-RLA BC-RLA Batch HR 

F1 

Ballot printing/BMD config. a b 

BMD marking fidelity c 

Curation of cast ballots 

F2 

Scanning a d d d 

Ballot definition (process) a 

Ballot definition file e 

Mark interpretation a f 

CVR integrity f 

F3 

Vote accumulation g 

Results artifact (memory) d d d 

EMS aggregation 
. 
a Only what the test deck checks (e.g. not folded b allots, marginal marks, 
untested styles). . b Reconciliation against participation records; omitted con tests 
are unrecoverable. . c Only if printed text and its encoding disagree. . d Only fail-
ures large enough to alter outcome. . e Only if re-run on every tabulator after t he 
last definition change. . f Whole batches only . . g In-tabulator only; EMS out of 
scope. 
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8 Implications for Audits 

The F1–F4 taxonomy provides a structured basis for evaluating which veri-
fication mechanisms can detect which failure classes. A recurring theme of the 
incident analysis is that no single verification mechanism covers the full pipeline. 
Meaningful post-election audits, therefore, must take the form of a layered sys-
tem of checks whose combined co verage spans the first three failure categories. 

8.1 What Each Verification Mechanism Covers 

Table 5 maps six verification mechanisms against the F1–F3 sub-components 
of Sects. 4–6. L&A coverage is bounded by test deck design and fails under 
operational conditions the deck omits Recommendation 3. Ballot accounting 
and chain-of-custody reconciliation is the only mechanism that detects missing, 
duplicated, or never-uploaded artifacts; the audits assume its result rather than 
establishing it, which is why the F1 curation and F3 results-artifact rows dep end 
on it Recommendation 4. Ballot-polling RLAs detect only outcome-altering fail-
ures [41]. Ballot-comparison RLAs check CVR integrity between tabulator and 
EMS, but are blind to errors in combining the votes as-read, where the CVRs 
faithfully match the ballots. Batch comparison detects only whole-batch failures. 
Hand recounts give the strongest F2–F3 coverage but are typically triggered only 
by margin thresholds or discovered discrepancies. This creates a paradox in juris-
dictions where tabulators a re used without RLAs, since the evidence needed to 
trigger a recount may be demonstrable only by a recount. Every Canadian juris-
diction using tabulators is caught in it, and none has signalled a move toward 
RLAs.

The F1 rows that matter most for the paper trail are uncovered. Votes never 
solicited (wrong ballot style) or never recorded (BMD unavailable) cannot be 
recovered from the ballots cast, and no paper-based mechanism detects a BMD 
printout that misstates the voter’s expressed preference, since all of them treat 
the printed text as ground truth. Northampton County 2023 (Sect. 7.2)  is  the  
exception, and only because the text and t he barcode disagreed Recommenda-
tions 5 and 6 . 

8.2 Recommendations 

The following recommendations follow directly from our taxonomy, incident cor-
pus, and verification coverage analysis in t he preceding sections: 

1. Post-election audits should be universal and mandatory. Our analysis 
demonstrates that failures have occurred across all pipeline stages, across all 
major vendors, and in jurisdictions with well-resourced election administra-
tions. Importantly, the absence of a detected failure in a given election is not 
evidence that the outcome wa s c orrect.

2. Audit design should be informed by the full failure taxonomy. Juris-
dictions should evaluate their audit procedures against each of F1–F3 explic-
itly and identify gaps in coverage.
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3. L&A test decks should be designed to exercise known failure modes. 
Test decks should include folded ballots, ballots with marginal marks, and all 
vote combinations for each contest, including split-ticket and RCV patterns. 
As commonly practiced, L&A checks none of these, nor mark-density t hresh-
olds or sensor sensitivit y. 

4. Inventory reconciliation should be completed before certification. 
The Georgia 2020 memory card failures and the Monmouth County double-
counting were detectable by reconciling precinct-level records and ballot 
counts against independent expected counts (poll books, VBM processing). 
This reconciliation should be a required pre-certification step in every juris-
diction, rather than left to ad hoc p ost-election discov eries.

5. BMD deployments require explicit acknowledgment of fragility and 
audit limitations. Jurisdictions using BMDs for all voters (especially all-
in-one designs where the voter cannot inspect the printout) should explicitly 
recognize that (1) Election day failures may prevent voting altogether, so 
HMPB backup ballots are required, and (2) Audits cannot detect errors in 
recording votes originating in BMDs, so genuine RLAs a re impossible. These 
facts should b e publicly ac knowledged.

6. New verification mechanisms for BMD F1 failures are needed. 
Ensuring BMD printouts reflect voters’ expressed preferences is an op en, evi-
dently intractable problem [40 ]. 

9 Conclusion 

Optical-scan elections have failed repeatedly without any adversary, in ways 
that are well documented. No stage, vendor, or jurisdiction is immune. The F1– 
F4 taxonomy organizes those failures by where in the pipeline they manifest. 
Hand-marked paper ballots kept secure and accounted for throughout make it 
possible to catch outcome-changing errors and correct wrong outcomes—that 
is, to have software independence. But the possibility of checking is not the 
same as actually checking. Every contest should be audited. Audits should be 
designed with the full failure taxonomy i n mind. In low-trust settings, audits of a 
trustworthy paper trail answer unfounded claims of manipulation; in high-trust 
settings, they replace assumed reliability with demonstrated correctness. 

Acknowledgements. This work was funded in part by NSERC Discovery Grant 
RGPIN-2026-06401 (Essex) and NSF grant SaTC–2228884 (Stark).



Optical-Scan Systems Fail Without Adv ersaries 51 

References 

1. Antonyan, T., Nicolaou, N., Shvartsman, A.A., Smith, T.: Determining the causes 
of AccuVote optical scan voting t erminal memory card failures. In: EVT/WOTE 
’10. USENIX Association ( 2010) 

2. Appel, A.W.: Willful disregard of voter intent in Los Angeles. Center for Infor-
mation Technology Policy Blog, Princeton University (2023). https://blog.citp. 
princeton.edu/2023/05/08/willful-disregard-of-voter-intent-in-los-angeles/ 

3. Appel, A.W., DeMillo, R.A., Stark, P.B.: Ballot-marking devices cannot ensure 
the will of the voters. Election Law J. Rules, Politics P olicy 19(3), 432–450 (2020) 

4. Appel, A., Stark, P.: Evidence-based elections: create a meaningful paper trail, 
then audit. Georgeto wn Law Technol. Rev. 4 , 523–541 (2020) 

5. Bajcsy, A., Li-Baboud, Y.S., Brady, M.: Systematic measurement of marginal mark 
types on voting ballots. NIST R eport 8069, National Institute of Standards a nd 
Technology (2015) 

6. Barney-Smith, E.H., Nagy, G., Lopresti, D.: Mark detection from scanned ballots. 
In: Document Recognition a nd Retrieval XVI, vol. 7247, p. 72470P . SPIE ( 2009) 

7. Bernhard, M., et al.: Can voters detect malicious manipulation of ballot marking 
devices? In: IEEE Symp osium on Security and Privacy, pp. 679–694. IEEE (2020) 

8. Butler, K.R.B., et al.: Systemic issues in the Hart InterCivic and Premier vot-
ing systems: r eflections on Project EVEREST. In: EVT ’08. USENIX Association 
(2008) 

9. Chaum, D., et al.: Scantegrity: end-to-end voter-verifiable optical- scan v oting. 
IEEE Secur. Priv. 6 (3), 40–46 (2008) 

10. Crimmins, B.L., Narayanan, D.Y., Springall, D., Halderman, J.A.: DVSorder: Bal-
lot randomization flaws threaten voter p rivacy. In: USENIX Security 24, pp. 6525– 
6541 (2024) 

11. Davtyan, S., et al.: Pre-election testing and post-election audit of optical scan 
vo ting terminal memory cards. In: EVT ’08. USENIX Association ( 2008) 

12. Decaturish: Editorial: Release the results of the District 2 county commission race 
now. Decaturish (2022). https://www.decaturish.com/archives/editorial-release-
the-results-of-the-district-2-county-commission-race-now/article 7c32ff8f-afcf-
54ac-91fa-1bb0e83de028.html 

13. DeKalb County Voter Registration and Elections: DeKalb board of registration and 
elections certifies primary elections, focuses o n upcoming runoff contests. DeKalb 
County, Georgia (2022). https://www.dekalbcountyga.gov/news/dekalb-board-
registration-and-elections-certifies-primary-elections-focuses-upcoming-runoff 

14. Dzieduszycka-Suinat, S., et al.: The future of voting: end-to-end verifiable internet 
voting - specification and feasibility study. US Vote Foundation (2015). https:// 
www.usvotefoundation.org/E2E-VIV 

15. Fausset, R., Epstein, R., Rojas, R.: ‘I refuse not to be heard’: Georgia in uproar 
over voting meltdown (2020). https://www.nytimes.com/2020/06/09/us/politics/ 
atlanta-voting-georgia-primary.html 

16. Feldman, A.J., Halderman, J.A., Felten, E.W.: Security analysis of the Diebold 
AccuVote-TS voting machine. In: EVT ’07. USENIX A ssociation ( 2007) 

17. Florida Department of State, Division of Elections: Election observation report: 
St. Lucie County, Florida, November 14–18, 2012. Tech. rep., Florida Secretary of 
State (2012). https://files.floridados.gov/media/693816/st-lucie-county-election-
observation-report-nov-14-18-2012. pdf 

https://blog.citp.princeton.edu/2023/05/08/willful-disregard-of-voter-intent-in-los-angeles/
https://blog.citp.princeton.edu/2023/05/08/willful-disregard-of-voter-intent-in-los-angeles/
https://blog.citp.princeton.edu/2023/05/08/willful-disregard-of-voter-intent-in-los-angeles/
https://blog.citp.princeton.edu/2023/05/08/willful-disregard-of-voter-intent-in-los-angeles/
https://blog.citp.princeton.edu/2023/05/08/willful-disregard-of-voter-intent-in-los-angeles/
https://blog.citp.princeton.edu/2023/05/08/willful-disregard-of-voter-intent-in-los-angeles/
https://blog.citp.princeton.edu/2023/05/08/willful-disregard-of-voter-intent-in-los-angeles/
https://blog.citp.princeton.edu/2023/05/08/willful-disregard-of-voter-intent-in-los-angeles/
https://blog.citp.princeton.edu/2023/05/08/willful-disregard-of-voter-intent-in-los-angeles/
https://blog.citp.princeton.edu/2023/05/08/willful-disregard-of-voter-intent-in-los-angeles/
https://blog.citp.princeton.edu/2023/05/08/willful-disregard-of-voter-intent-in-los-angeles/
https://blog.citp.princeton.edu/2023/05/08/willful-disregard-of-voter-intent-in-los-angeles/
https://blog.citp.princeton.edu/2023/05/08/willful-disregard-of-voter-intent-in-los-angeles/
https://blog.citp.princeton.edu/2023/05/08/willful-disregard-of-voter-intent-in-los-angeles/
https://blog.citp.princeton.edu/2023/05/08/willful-disregard-of-voter-intent-in-los-angeles/
https://blog.citp.princeton.edu/2023/05/08/willful-disregard-of-voter-intent-in-los-angeles/
https://www.decaturish.com/archives/editorial-release-the-results-of-the-district-2-county-commission-race-now/article_7c32ff8f-afcf-54ac-91fa-1bb0e83de028.html
https://www.decaturish.com/archives/editorial-release-the-results-of-the-district-2-county-commission-race-now/article_7c32ff8f-afcf-54ac-91fa-1bb0e83de028.html
https://www.decaturish.com/archives/editorial-release-the-results-of-the-district-2-county-commission-race-now/article_7c32ff8f-afcf-54ac-91fa-1bb0e83de028.html
https://www.decaturish.com/archives/editorial-release-the-results-of-the-district-2-county-commission-race-now/article_7c32ff8f-afcf-54ac-91fa-1bb0e83de028.html
https://www.decaturish.com/archives/editorial-release-the-results-of-the-district-2-county-commission-race-now/article_7c32ff8f-afcf-54ac-91fa-1bb0e83de028.html
https://www.decaturish.com/archives/editorial-release-the-results-of-the-district-2-county-commission-race-now/article_7c32ff8f-afcf-54ac-91fa-1bb0e83de028.html
https://www.decaturish.com/archives/editorial-release-the-results-of-the-district-2-county-commission-race-now/article_7c32ff8f-afcf-54ac-91fa-1bb0e83de028.html
https://www.decaturish.com/archives/editorial-release-the-results-of-the-district-2-county-commission-race-now/article_7c32ff8f-afcf-54ac-91fa-1bb0e83de028.html
https://www.decaturish.com/archives/editorial-release-the-results-of-the-district-2-county-commission-race-now/article_7c32ff8f-afcf-54ac-91fa-1bb0e83de028.html
https://www.decaturish.com/archives/editorial-release-the-results-of-the-district-2-county-commission-race-now/article_7c32ff8f-afcf-54ac-91fa-1bb0e83de028.html
https://www.decaturish.com/archives/editorial-release-the-results-of-the-district-2-county-commission-race-now/article_7c32ff8f-afcf-54ac-91fa-1bb0e83de028.html
https://www.decaturish.com/archives/editorial-release-the-results-of-the-district-2-county-commission-race-now/article_7c32ff8f-afcf-54ac-91fa-1bb0e83de028.html
https://www.decaturish.com/archives/editorial-release-the-results-of-the-district-2-county-commission-race-now/article_7c32ff8f-afcf-54ac-91fa-1bb0e83de028.html
https://www.decaturish.com/archives/editorial-release-the-results-of-the-district-2-county-commission-race-now/article_7c32ff8f-afcf-54ac-91fa-1bb0e83de028.html
https://www.decaturish.com/archives/editorial-release-the-results-of-the-district-2-county-commission-race-now/article_7c32ff8f-afcf-54ac-91fa-1bb0e83de028.html
https://www.decaturish.com/archives/editorial-release-the-results-of-the-district-2-county-commission-race-now/article_7c32ff8f-afcf-54ac-91fa-1bb0e83de028.html
https://www.decaturish.com/archives/editorial-release-the-results-of-the-district-2-county-commission-race-now/article_7c32ff8f-afcf-54ac-91fa-1bb0e83de028.html
https://www.decaturish.com/archives/editorial-release-the-results-of-the-district-2-county-commission-race-now/article_7c32ff8f-afcf-54ac-91fa-1bb0e83de028.html
https://www.decaturish.com/archives/editorial-release-the-results-of-the-district-2-county-commission-race-now/article_7c32ff8f-afcf-54ac-91fa-1bb0e83de028.html
https://www.decaturish.com/archives/editorial-release-the-results-of-the-district-2-county-commission-race-now/article_7c32ff8f-afcf-54ac-91fa-1bb0e83de028.html
https://www.decaturish.com/archives/editorial-release-the-results-of-the-district-2-county-commission-race-now/article_7c32ff8f-afcf-54ac-91fa-1bb0e83de028.html
https://www.decaturish.com/archives/editorial-release-the-results-of-the-district-2-county-commission-race-now/article_7c32ff8f-afcf-54ac-91fa-1bb0e83de028.html
https://www.decaturish.com/archives/editorial-release-the-results-of-the-district-2-county-commission-race-now/article_7c32ff8f-afcf-54ac-91fa-1bb0e83de028.html
https://www.decaturish.com/archives/editorial-release-the-results-of-the-district-2-county-commission-race-now/article_7c32ff8f-afcf-54ac-91fa-1bb0e83de028.html
https://www.dekalbcountyga.gov/news/dekalb-board-registration-and-elections-certifies-primary-elections-focuses-upcoming-runoff
https://www.dekalbcountyga.gov/news/dekalb-board-registration-and-elections-certifies-primary-elections-focuses-upcoming-runoff
https://www.dekalbcountyga.gov/news/dekalb-board-registration-and-elections-certifies-primary-elections-focuses-upcoming-runoff
https://www.dekalbcountyga.gov/news/dekalb-board-registration-and-elections-certifies-primary-elections-focuses-upcoming-runoff
https://www.dekalbcountyga.gov/news/dekalb-board-registration-and-elections-certifies-primary-elections-focuses-upcoming-runoff
https://www.dekalbcountyga.gov/news/dekalb-board-registration-and-elections-certifies-primary-elections-focuses-upcoming-runoff
https://www.dekalbcountyga.gov/news/dekalb-board-registration-and-elections-certifies-primary-elections-focuses-upcoming-runoff
https://www.dekalbcountyga.gov/news/dekalb-board-registration-and-elections-certifies-primary-elections-focuses-upcoming-runoff
https://www.dekalbcountyga.gov/news/dekalb-board-registration-and-elections-certifies-primary-elections-focuses-upcoming-runoff
https://www.dekalbcountyga.gov/news/dekalb-board-registration-and-elections-certifies-primary-elections-focuses-upcoming-runoff
https://www.dekalbcountyga.gov/news/dekalb-board-registration-and-elections-certifies-primary-elections-focuses-upcoming-runoff
https://www.dekalbcountyga.gov/news/dekalb-board-registration-and-elections-certifies-primary-elections-focuses-upcoming-runoff
https://www.dekalbcountyga.gov/news/dekalb-board-registration-and-elections-certifies-primary-elections-focuses-upcoming-runoff
https://www.dekalbcountyga.gov/news/dekalb-board-registration-and-elections-certifies-primary-elections-focuses-upcoming-runoff
https://www.dekalbcountyga.gov/news/dekalb-board-registration-and-elections-certifies-primary-elections-focuses-upcoming-runoff
https://www.dekalbcountyga.gov/news/dekalb-board-registration-and-elections-certifies-primary-elections-focuses-upcoming-runoff
https://www.usvotefoundation.org/E2E-VIV
https://www.usvotefoundation.org/E2E-VIV
https://www.usvotefoundation.org/E2E-VIV
https://www.usvotefoundation.org/E2E-VIV
https://www.usvotefoundation.org/E2E-VIV
https://www.usvotefoundation.org/E2E-VIV
https://www.nytimes.com/2020/06/09/us/politics/atlanta-voting-georgia-primary.html
https://www.nytimes.com/2020/06/09/us/politics/atlanta-voting-georgia-primary.html
https://www.nytimes.com/2020/06/09/us/politics/atlanta-voting-georgia-primary.html
https://www.nytimes.com/2020/06/09/us/politics/atlanta-voting-georgia-primary.html
https://www.nytimes.com/2020/06/09/us/politics/atlanta-voting-georgia-primary.html
https://www.nytimes.com/2020/06/09/us/politics/atlanta-voting-georgia-primary.html
https://www.nytimes.com/2020/06/09/us/politics/atlanta-voting-georgia-primary.html
https://www.nytimes.com/2020/06/09/us/politics/atlanta-voting-georgia-primary.html
https://www.nytimes.com/2020/06/09/us/politics/atlanta-voting-georgia-primary.html
https://www.nytimes.com/2020/06/09/us/politics/atlanta-voting-georgia-primary.html
https://www.nytimes.com/2020/06/09/us/politics/atlanta-voting-georgia-primary.html
https://www.nytimes.com/2020/06/09/us/politics/atlanta-voting-georgia-primary.html
https://www.nytimes.com/2020/06/09/us/politics/atlanta-voting-georgia-primary.html
https://www.nytimes.com/2020/06/09/us/politics/atlanta-voting-georgia-primary.html
https://files.floridados.gov/media/693816/st-lucie-county-election-observation-report-nov-14-18-2012.pdf
https://files.floridados.gov/media/693816/st-lucie-county-election-observation-report-nov-14-18-2012.pdf
https://files.floridados.gov/media/693816/st-lucie-county-election-observation-report-nov-14-18-2012.pdf
https://files.floridados.gov/media/693816/st-lucie-county-election-observation-report-nov-14-18-2012.pdf
https://files.floridados.gov/media/693816/st-lucie-county-election-observation-report-nov-14-18-2012.pdf
https://files.floridados.gov/media/693816/st-lucie-county-election-observation-report-nov-14-18-2012.pdf
https://files.floridados.gov/media/693816/st-lucie-county-election-observation-report-nov-14-18-2012.pdf
https://files.floridados.gov/media/693816/st-lucie-county-election-observation-report-nov-14-18-2012.pdf
https://files.floridados.gov/media/693816/st-lucie-county-election-observation-report-nov-14-18-2012.pdf
https://files.floridados.gov/media/693816/st-lucie-county-election-observation-report-nov-14-18-2012.pdf
https://files.floridados.gov/media/693816/st-lucie-county-election-observation-report-nov-14-18-2012.pdf
https://files.floridados.gov/media/693816/st-lucie-county-election-observation-report-nov-14-18-2012.pdf
https://files.floridados.gov/media/693816/st-lucie-county-election-observation-report-nov-14-18-2012.pdf
https://files.floridados.gov/media/693816/st-lucie-county-election-observation-report-nov-14-18-2012.pdf
https://files.floridados.gov/media/693816/st-lucie-county-election-observation-report-nov-14-18-2012.pdf
https://files.floridados.gov/media/693816/st-lucie-county-election-observation-report-nov-14-18-2012.pdf
https://files.floridados.gov/media/693816/st-lucie-county-election-observation-report-nov-14-18-2012.pdf


52 A. Essex and P . B. Stark 

18. Fowler, S.: State outlines fix for error that halted election testing (2020). https:// 
www.gpb.org/news/2020/09/29/state-outlines-fix-for-error-halted-election-
testing 

19. Halderman, J.A.: The Antrim County 2020 election incident: an independent foren-
sic investigation. In: USENIX Security 22, pp. 589–605. USENIX Association 
(2022) 

20. Hernandez, J.: The ‘human error’ that’s snarling the New York City mayor’s 
race. NPR (2021). https://www.npr.org/2021/06/30/1011747612/the-human-
error-thats-snarling-the-new-york-city-mayors-race 

21. Horsely, M.: Clerical error stopped Democrats from voting in narrow primary , Jef-
ferson clerk says (2026). https://kentuckylantern.com/2026/07/01/clerical-error-
stopped-democrats-from-voting-in-narrow-primary-jefferson-clerk-says/ 

22. Hursti, H., Lindeman, M., Stark, P.B.: New Hampshire SB 43 forensic audit report. 
Tech. rep., State of New Hampshire (2021). https://mm.nh.gov/files/uploads/doj/ 
remote-docs/20210713-sb43-forensic-audit-report.pdf 

23. Hursti, H., Moss, J., DEF CON Voting Village: DEF CON 25 voting machine 
hacking village report on cyber vulnerabilities in U.S. election equipment. Tech. 
rep., DEF CON (2017). https://www.defcon.org/images/defcon-25/DEF%20CON 
%2025%20voting%20village%20report.pdf 

24. Hursti, H., et al.: DEF CON 27 voting machine hacking village report. Tech. 
rep., DEF CON / Nordic Innovation Labs/Georgetown University (2019). https:// 
media.defcon.org/DEF%20CON%2027/voting-village-report-defcon27.pdf 

25. Jones, D.W.: On optical mark-sense scanning. In: Chaum, D., et al. (eds.) Towards 
Trustwo rthy Elections. LNCS, vol. 6000, pp. 175–190. Springer, Heidelberg (2010). 
https://doi.org/10.1007/978-3-642-12980-3 10 

26. Lindeman, M., Stark, P.B.: A gentle introduction to risk-limiting a udits. IEEE 
Secur. Priv. 10 (5), 42–49 (2012) 

27. MacDougall, I.: What went wrong at New York City polling places? It was s ome-
thing in the air. literally. ProPublica (2018). https://www.propublica.org/article/ 
new-york-city-polling-places-midterms-2018-humidity 

28. Mahmood, K., et al.: Busting the paper ballot: voting meets adversarial mach ine 
learning. In: ACM CCS 2025, pp. 3132–3146 (2025) 

29. Maryland State Board of Elections: 2016 post election audits in Maryland. 
Presentation at NIST Voting Standards Workshop (2017). https://www.nist.gov/ 
system/files/documents/2017/02/16/day1-2017-02-13-09 15-03-natasha-post 
election audits final.pdf 

30. McCullough, C.: Ballot scanning errors caused voting delays in one Pennsylvania 
county, but no evidence of a ‘steal’. PolitiFact (2024). https://www.politifact.com/ 
factchecks/2024/nov/05/tweets/ballot-scanning-errors-caused-voting-delays-in-
one/ 

31. McGregor, R.V.: Maricopa County 2022 general election ballot-on-demand printer 
investigation. Tech. rep., Independent investigation (2023). https://www.maricopa. 
gov/DocumentCenter/View/82599/Maricopa-Election-Report-and-Attachments 

32. Minnesota Office of the Secretary of State: Minnesota’s historic 2008 election. Tech. 
rep., Minnesota Office of the Secretary of State (2009). https://www.sos.mn.gov/ 
media/3078/minnesotas-historic-2008-election.pdf 

33. National Institute of Standards and Technology: Developing an analysis of threats 
to voting systems: Preliminary workshop summary. T ech. rep., National Institute of 
Standards and Technology (2005). https://www.nist.gov/system/files/documents/ 
itl/vote/ threatworksummary.pdf, workshop held October 7, 2005, Gaithersburg, 
Maryland

https://www.gpb.org/news/2020/09/29/state-outlines-fix-for-error-halted-election-testing
https://www.gpb.org/news/2020/09/29/state-outlines-fix-for-error-halted-election-testing
https://www.gpb.org/news/2020/09/29/state-outlines-fix-for-error-halted-election-testing
https://www.gpb.org/news/2020/09/29/state-outlines-fix-for-error-halted-election-testing
https://www.gpb.org/news/2020/09/29/state-outlines-fix-for-error-halted-election-testing
https://www.gpb.org/news/2020/09/29/state-outlines-fix-for-error-halted-election-testing
https://www.gpb.org/news/2020/09/29/state-outlines-fix-for-error-halted-election-testing
https://www.gpb.org/news/2020/09/29/state-outlines-fix-for-error-halted-election-testing
https://www.gpb.org/news/2020/09/29/state-outlines-fix-for-error-halted-election-testing
https://www.gpb.org/news/2020/09/29/state-outlines-fix-for-error-halted-election-testing
https://www.gpb.org/news/2020/09/29/state-outlines-fix-for-error-halted-election-testing
https://www.gpb.org/news/2020/09/29/state-outlines-fix-for-error-halted-election-testing
https://www.gpb.org/news/2020/09/29/state-outlines-fix-for-error-halted-election-testing
https://www.gpb.org/news/2020/09/29/state-outlines-fix-for-error-halted-election-testing
https://www.gpb.org/news/2020/09/29/state-outlines-fix-for-error-halted-election-testing
https://www.gpb.org/news/2020/09/29/state-outlines-fix-for-error-halted-election-testing
https://www.npr.org/2021/06/30/1011747612/the-human-error-thats-snarling-the-new-york-city-mayors-race
https://www.npr.org/2021/06/30/1011747612/the-human-error-thats-snarling-the-new-york-city-mayors-race
https://www.npr.org/2021/06/30/1011747612/the-human-error-thats-snarling-the-new-york-city-mayors-race
https://www.npr.org/2021/06/30/1011747612/the-human-error-thats-snarling-the-new-york-city-mayors-race
https://www.npr.org/2021/06/30/1011747612/the-human-error-thats-snarling-the-new-york-city-mayors-race
https://www.npr.org/2021/06/30/1011747612/the-human-error-thats-snarling-the-new-york-city-mayors-race
https://www.npr.org/2021/06/30/1011747612/the-human-error-thats-snarling-the-new-york-city-mayors-race
https://www.npr.org/2021/06/30/1011747612/the-human-error-thats-snarling-the-new-york-city-mayors-race
https://www.npr.org/2021/06/30/1011747612/the-human-error-thats-snarling-the-new-york-city-mayors-race
https://www.npr.org/2021/06/30/1011747612/the-human-error-thats-snarling-the-new-york-city-mayors-race
https://www.npr.org/2021/06/30/1011747612/the-human-error-thats-snarling-the-new-york-city-mayors-race
https://www.npr.org/2021/06/30/1011747612/the-human-error-thats-snarling-the-new-york-city-mayors-race
https://www.npr.org/2021/06/30/1011747612/the-human-error-thats-snarling-the-new-york-city-mayors-race
https://www.npr.org/2021/06/30/1011747612/the-human-error-thats-snarling-the-new-york-city-mayors-race
https://www.npr.org/2021/06/30/1011747612/the-human-error-thats-snarling-the-new-york-city-mayors-race
https://www.npr.org/2021/06/30/1011747612/the-human-error-thats-snarling-the-new-york-city-mayors-race
https://www.npr.org/2021/06/30/1011747612/the-human-error-thats-snarling-the-new-york-city-mayors-race
https://www.npr.org/2021/06/30/1011747612/the-human-error-thats-snarling-the-new-york-city-mayors-race
https://www.npr.org/2021/06/30/1011747612/the-human-error-thats-snarling-the-new-york-city-mayors-race
https://kentuckylantern.com/2026/07/01/clerical-error-stopped-democrats-from-voting-in-narrow-primary-jefferson-clerk-says/
https://kentuckylantern.com/2026/07/01/clerical-error-stopped-democrats-from-voting-in-narrow-primary-jefferson-clerk-says/
https://kentuckylantern.com/2026/07/01/clerical-error-stopped-democrats-from-voting-in-narrow-primary-jefferson-clerk-says/
https://kentuckylantern.com/2026/07/01/clerical-error-stopped-democrats-from-voting-in-narrow-primary-jefferson-clerk-says/
https://kentuckylantern.com/2026/07/01/clerical-error-stopped-democrats-from-voting-in-narrow-primary-jefferson-clerk-says/
https://kentuckylantern.com/2026/07/01/clerical-error-stopped-democrats-from-voting-in-narrow-primary-jefferson-clerk-says/
https://kentuckylantern.com/2026/07/01/clerical-error-stopped-democrats-from-voting-in-narrow-primary-jefferson-clerk-says/
https://kentuckylantern.com/2026/07/01/clerical-error-stopped-democrats-from-voting-in-narrow-primary-jefferson-clerk-says/
https://kentuckylantern.com/2026/07/01/clerical-error-stopped-democrats-from-voting-in-narrow-primary-jefferson-clerk-says/
https://kentuckylantern.com/2026/07/01/clerical-error-stopped-democrats-from-voting-in-narrow-primary-jefferson-clerk-says/
https://kentuckylantern.com/2026/07/01/clerical-error-stopped-democrats-from-voting-in-narrow-primary-jefferson-clerk-says/
https://kentuckylantern.com/2026/07/01/clerical-error-stopped-democrats-from-voting-in-narrow-primary-jefferson-clerk-says/
https://kentuckylantern.com/2026/07/01/clerical-error-stopped-democrats-from-voting-in-narrow-primary-jefferson-clerk-says/
https://kentuckylantern.com/2026/07/01/clerical-error-stopped-democrats-from-voting-in-narrow-primary-jefferson-clerk-says/
https://kentuckylantern.com/2026/07/01/clerical-error-stopped-democrats-from-voting-in-narrow-primary-jefferson-clerk-says/
https://kentuckylantern.com/2026/07/01/clerical-error-stopped-democrats-from-voting-in-narrow-primary-jefferson-clerk-says/
https://kentuckylantern.com/2026/07/01/clerical-error-stopped-democrats-from-voting-in-narrow-primary-jefferson-clerk-says/
https://kentuckylantern.com/2026/07/01/clerical-error-stopped-democrats-from-voting-in-narrow-primary-jefferson-clerk-says/
https://mm.nh.gov/files/uploads/doj/remote-docs/20210713-sb43-forensic-audit-report.pdf
https://mm.nh.gov/files/uploads/doj/remote-docs/20210713-sb43-forensic-audit-report.pdf
https://mm.nh.gov/files/uploads/doj/remote-docs/20210713-sb43-forensic-audit-report.pdf
https://mm.nh.gov/files/uploads/doj/remote-docs/20210713-sb43-forensic-audit-report.pdf
https://mm.nh.gov/files/uploads/doj/remote-docs/20210713-sb43-forensic-audit-report.pdf
https://mm.nh.gov/files/uploads/doj/remote-docs/20210713-sb43-forensic-audit-report.pdf
https://mm.nh.gov/files/uploads/doj/remote-docs/20210713-sb43-forensic-audit-report.pdf
https://mm.nh.gov/files/uploads/doj/remote-docs/20210713-sb43-forensic-audit-report.pdf
https://mm.nh.gov/files/uploads/doj/remote-docs/20210713-sb43-forensic-audit-report.pdf
https://mm.nh.gov/files/uploads/doj/remote-docs/20210713-sb43-forensic-audit-report.pdf
https://mm.nh.gov/files/uploads/doj/remote-docs/20210713-sb43-forensic-audit-report.pdf
https://mm.nh.gov/files/uploads/doj/remote-docs/20210713-sb43-forensic-audit-report.pdf
https://mm.nh.gov/files/uploads/doj/remote-docs/20210713-sb43-forensic-audit-report.pdf
https://mm.nh.gov/files/uploads/doj/remote-docs/20210713-sb43-forensic-audit-report.pdf
https://mm.nh.gov/files/uploads/doj/remote-docs/20210713-sb43-forensic-audit-report.pdf
https://www.defcon.org/images/defcon-25/DEF%20CON%2025%20voting%20village%20report.pdf
https://www.defcon.org/images/defcon-25/DEF%20CON%2025%20voting%20village%20report.pdf
https://www.defcon.org/images/defcon-25/DEF%20CON%2025%20voting%20village%20report.pdf
https://www.defcon.org/images/defcon-25/DEF%20CON%2025%20voting%20village%20report.pdf
https://www.defcon.org/images/defcon-25/DEF%20CON%2025%20voting%20village%20report.pdf
https://www.defcon.org/images/defcon-25/DEF%20CON%2025%20voting%20village%20report.pdf
https://www.defcon.org/images/defcon-25/DEF%20CON%2025%20voting%20village%20report.pdf
https://www.defcon.org/images/defcon-25/DEF%20CON%2025%20voting%20village%20report.pdf
https://www.defcon.org/images/defcon-25/DEF%20CON%2025%20voting%20village%20report.pdf
https://www.defcon.org/images/defcon-25/DEF%20CON%2025%20voting%20village%20report.pdf
https://www.defcon.org/images/defcon-25/DEF%20CON%2025%20voting%20village%20report.pdf
https://www.defcon.org/images/defcon-25/DEF%20CON%2025%20voting%20village%20report.pdf
https://www.defcon.org/images/defcon-25/DEF%20CON%2025%20voting%20village%20report.pdf
https://www.defcon.org/images/defcon-25/DEF%20CON%2025%20voting%20village%20report.pdf
https://media.defcon.org/DEF%20CON%2027/voting-village-report-defcon27.pdf
https://media.defcon.org/DEF%20CON%2027/voting-village-report-defcon27.pdf
https://media.defcon.org/DEF%20CON%2027/voting-village-report-defcon27.pdf
https://media.defcon.org/DEF%20CON%2027/voting-village-report-defcon27.pdf
https://media.defcon.org/DEF%20CON%2027/voting-village-report-defcon27.pdf
https://media.defcon.org/DEF%20CON%2027/voting-village-report-defcon27.pdf
https://media.defcon.org/DEF%20CON%2027/voting-village-report-defcon27.pdf
https://media.defcon.org/DEF%20CON%2027/voting-village-report-defcon27.pdf
https://media.defcon.org/DEF%20CON%2027/voting-village-report-defcon27.pdf
https://media.defcon.org/DEF%20CON%2027/voting-village-report-defcon27.pdf
https://media.defcon.org/DEF%20CON%2027/voting-village-report-defcon27.pdf
https://media.defcon.org/DEF%20CON%2027/voting-village-report-defcon27.pdf
https://doi.org/10.1007/978-3-642-12980-3_10
https://doi.org/10.1007/978-3-642-12980-3_10
https://doi.org/10.1007/978-3-642-12980-3_10
https://doi.org/10.1007/978-3-642-12980-3_10
https://doi.org/10.1007/978-3-642-12980-3_10
https://doi.org/10.1007/978-3-642-12980-3_10
https://doi.org/10.1007/978-3-642-12980-3_10
https://doi.org/10.1007/978-3-642-12980-3_10
https://doi.org/10.1007/978-3-642-12980-3_10
https://doi.org/10.1007/978-3-642-12980-3_10
https://www.propublica.org/article/new-york-city-polling-places-midterms-2018-humidity
https://www.propublica.org/article/new-york-city-polling-places-midterms-2018-humidity
https://www.propublica.org/article/new-york-city-polling-places-midterms-2018-humidity
https://www.propublica.org/article/new-york-city-polling-places-midterms-2018-humidity
https://www.propublica.org/article/new-york-city-polling-places-midterms-2018-humidity
https://www.propublica.org/article/new-york-city-polling-places-midterms-2018-humidity
https://www.propublica.org/article/new-york-city-polling-places-midterms-2018-humidity
https://www.propublica.org/article/new-york-city-polling-places-midterms-2018-humidity
https://www.propublica.org/article/new-york-city-polling-places-midterms-2018-humidity
https://www.propublica.org/article/new-york-city-polling-places-midterms-2018-humidity
https://www.propublica.org/article/new-york-city-polling-places-midterms-2018-humidity
https://www.propublica.org/article/new-york-city-polling-places-midterms-2018-humidity
https://www.propublica.org/article/new-york-city-polling-places-midterms-2018-humidity
https://www.nist.gov/system/files/documents/2017/02/16/day1-2017-02-13-09_15-03-natasha-post_election_audits_final.pdf
https://www.nist.gov/system/files/documents/2017/02/16/day1-2017-02-13-09_15-03-natasha-post_election_audits_final.pdf
https://www.nist.gov/system/files/documents/2017/02/16/day1-2017-02-13-09_15-03-natasha-post_election_audits_final.pdf
https://www.nist.gov/system/files/documents/2017/02/16/day1-2017-02-13-09_15-03-natasha-post_election_audits_final.pdf
https://www.nist.gov/system/files/documents/2017/02/16/day1-2017-02-13-09_15-03-natasha-post_election_audits_final.pdf
https://www.nist.gov/system/files/documents/2017/02/16/day1-2017-02-13-09_15-03-natasha-post_election_audits_final.pdf
https://www.nist.gov/system/files/documents/2017/02/16/day1-2017-02-13-09_15-03-natasha-post_election_audits_final.pdf
https://www.nist.gov/system/files/documents/2017/02/16/day1-2017-02-13-09_15-03-natasha-post_election_audits_final.pdf
https://www.nist.gov/system/files/documents/2017/02/16/day1-2017-02-13-09_15-03-natasha-post_election_audits_final.pdf
https://www.nist.gov/system/files/documents/2017/02/16/day1-2017-02-13-09_15-03-natasha-post_election_audits_final.pdf
https://www.nist.gov/system/files/documents/2017/02/16/day1-2017-02-13-09_15-03-natasha-post_election_audits_final.pdf
https://www.nist.gov/system/files/documents/2017/02/16/day1-2017-02-13-09_15-03-natasha-post_election_audits_final.pdf
https://www.nist.gov/system/files/documents/2017/02/16/day1-2017-02-13-09_15-03-natasha-post_election_audits_final.pdf
https://www.nist.gov/system/files/documents/2017/02/16/day1-2017-02-13-09_15-03-natasha-post_election_audits_final.pdf
https://www.nist.gov/system/files/documents/2017/02/16/day1-2017-02-13-09_15-03-natasha-post_election_audits_final.pdf
https://www.nist.gov/system/files/documents/2017/02/16/day1-2017-02-13-09_15-03-natasha-post_election_audits_final.pdf
https://www.nist.gov/system/files/documents/2017/02/16/day1-2017-02-13-09_15-03-natasha-post_election_audits_final.pdf
https://www.nist.gov/system/files/documents/2017/02/16/day1-2017-02-13-09_15-03-natasha-post_election_audits_final.pdf
https://www.nist.gov/system/files/documents/2017/02/16/day1-2017-02-13-09_15-03-natasha-post_election_audits_final.pdf
https://www.nist.gov/system/files/documents/2017/02/16/day1-2017-02-13-09_15-03-natasha-post_election_audits_final.pdf
https://www.nist.gov/system/files/documents/2017/02/16/day1-2017-02-13-09_15-03-natasha-post_election_audits_final.pdf
https://www.nist.gov/system/files/documents/2017/02/16/day1-2017-02-13-09_15-03-natasha-post_election_audits_final.pdf
https://www.nist.gov/system/files/documents/2017/02/16/day1-2017-02-13-09_15-03-natasha-post_election_audits_final.pdf
https://www.politifact.com/factchecks/2024/nov/05/tweets/ballot-scanning-errors-caused-voting-delays-in-one/
https://www.politifact.com/factchecks/2024/nov/05/tweets/ballot-scanning-errors-caused-voting-delays-in-one/
https://www.politifact.com/factchecks/2024/nov/05/tweets/ballot-scanning-errors-caused-voting-delays-in-one/
https://www.politifact.com/factchecks/2024/nov/05/tweets/ballot-scanning-errors-caused-voting-delays-in-one/
https://www.politifact.com/factchecks/2024/nov/05/tweets/ballot-scanning-errors-caused-voting-delays-in-one/
https://www.politifact.com/factchecks/2024/nov/05/tweets/ballot-scanning-errors-caused-voting-delays-in-one/
https://www.politifact.com/factchecks/2024/nov/05/tweets/ballot-scanning-errors-caused-voting-delays-in-one/
https://www.politifact.com/factchecks/2024/nov/05/tweets/ballot-scanning-errors-caused-voting-delays-in-one/
https://www.politifact.com/factchecks/2024/nov/05/tweets/ballot-scanning-errors-caused-voting-delays-in-one/
https://www.politifact.com/factchecks/2024/nov/05/tweets/ballot-scanning-errors-caused-voting-delays-in-one/
https://www.politifact.com/factchecks/2024/nov/05/tweets/ballot-scanning-errors-caused-voting-delays-in-one/
https://www.politifact.com/factchecks/2024/nov/05/tweets/ballot-scanning-errors-caused-voting-delays-in-one/
https://www.politifact.com/factchecks/2024/nov/05/tweets/ballot-scanning-errors-caused-voting-delays-in-one/
https://www.politifact.com/factchecks/2024/nov/05/tweets/ballot-scanning-errors-caused-voting-delays-in-one/
https://www.politifact.com/factchecks/2024/nov/05/tweets/ballot-scanning-errors-caused-voting-delays-in-one/
https://www.politifact.com/factchecks/2024/nov/05/tweets/ballot-scanning-errors-caused-voting-delays-in-one/
https://www.politifact.com/factchecks/2024/nov/05/tweets/ballot-scanning-errors-caused-voting-delays-in-one/
https://www.maricopa.gov/DocumentCenter/View/82599/Maricopa-Election-Report-and-Attachments
https://www.maricopa.gov/DocumentCenter/View/82599/Maricopa-Election-Report-and-Attachments
https://www.maricopa.gov/DocumentCenter/View/82599/Maricopa-Election-Report-and-Attachments
https://www.maricopa.gov/DocumentCenter/View/82599/Maricopa-Election-Report-and-Attachments
https://www.maricopa.gov/DocumentCenter/View/82599/Maricopa-Election-Report-and-Attachments
https://www.maricopa.gov/DocumentCenter/View/82599/Maricopa-Election-Report-and-Attachments
https://www.maricopa.gov/DocumentCenter/View/82599/Maricopa-Election-Report-and-Attachments
https://www.maricopa.gov/DocumentCenter/View/82599/Maricopa-Election-Report-and-Attachments
https://www.maricopa.gov/DocumentCenter/View/82599/Maricopa-Election-Report-and-Attachments
https://www.maricopa.gov/DocumentCenter/View/82599/Maricopa-Election-Report-and-Attachments
https://www.maricopa.gov/DocumentCenter/View/82599/Maricopa-Election-Report-and-Attachments
https://www.maricopa.gov/DocumentCenter/View/82599/Maricopa-Election-Report-and-Attachments
https://www.sos.mn.gov/media/3078/minnesotas-historic-2008-election.pdf
https://www.sos.mn.gov/media/3078/minnesotas-historic-2008-election.pdf
https://www.sos.mn.gov/media/3078/minnesotas-historic-2008-election.pdf
https://www.sos.mn.gov/media/3078/minnesotas-historic-2008-election.pdf
https://www.sos.mn.gov/media/3078/minnesotas-historic-2008-election.pdf
https://www.sos.mn.gov/media/3078/minnesotas-historic-2008-election.pdf
https://www.sos.mn.gov/media/3078/minnesotas-historic-2008-election.pdf
https://www.sos.mn.gov/media/3078/minnesotas-historic-2008-election.pdf
https://www.sos.mn.gov/media/3078/minnesotas-historic-2008-election.pdf
https://www.sos.mn.gov/media/3078/minnesotas-historic-2008-election.pdf
https://www.sos.mn.gov/media/3078/minnesotas-historic-2008-election.pdf
https://www.sos.mn.gov/media/3078/minnesotas-historic-2008-election.pdf
https://www.nist.gov/system/files/documents/itl/vote/threatworksummary.pdf
https://www.nist.gov/system/files/documents/itl/vote/threatworksummary.pdf
https://www.nist.gov/system/files/documents/itl/vote/threatworksummary.pdf
https://www.nist.gov/system/files/documents/itl/vote/threatworksummary.pdf
https://www.nist.gov/system/files/documents/itl/vote/threatworksummary.pdf
https://www.nist.gov/system/files/documents/itl/vote/threatworksummary.pdf
https://www.nist.gov/system/files/documents/itl/vote/threatworksummary.pdf
https://www.nist.gov/system/files/documents/itl/vote/threatworksummary.pdf
https://www.nist.gov/system/files/documents/itl/vote/threatworksummary.pdf
https://www.nist.gov/system/files/documents/itl/vote/threatworksummary.pdf
https://www.nist.gov/system/files/documents/itl/vote/threatworksummary.pdf


Optical-Scan Systems Fail Without Adv ersaries 53 

34. Norden, L.: Voting system failures: a database solution. Tech. rep., Brennan 
Center for Justice, New York University School of Law (2010).  https://www. 
brennancenter.org/our-work/research-reports/voting-system-failures-database-
solution 

35. North Carolina State Board of Elections: Elections officials respond to humidity 
issues. NCSBE (2018), https://www.ncsbe.gov/news/press-releases/2018/11/06/ 
elections-officials-respond-humidity-issues 

36. Rivest, R.L.: On the notion of “software independence” in voting systems. Phil. 
Trans. R. Soc. A 366 (1881), 3759–3767 (2008) 

37. Ryan, P.Y.A., Bismark, D., Heather, J., Schneider, S., Xia, Z.: Prêt À  Voter:  a  
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Abstract. Existing methods for risk-limiting audits typically focus on 
certifying individual contests. In parliamentary elections, however, the 
politically relevant outcome is often whether a party has won enough 
seats to form governmen t, not whether every reported seat outcome is 
correct. Extending on the work of Mohanty et al. [9], we formulate the 
certification of a parliamentary majority as a partial conjunction testing 
problem: it is enough to verify that the reported winning party truly won 
at least a majority of its reported seats. Building on the SHANGRLA 
auditing framework, we construct a sequential audit statistic for the 
majority outcome by combining seat-level statistics. We then propose 
adaptive sampling strategies that allocate auditing effort across seats, 
including variants that learn to avoid spending excessive effort on seats 
that appear unlikely to have been truly won. Using simulations based 
on synthetic and real data, from the 2014 Indian Lok Sabha election, we 
show that auditing the parliamentary majority can substantially reduce 
the num ber of ballots inspected (by almost a thousand-fold) compared
to certifying every reported winning seat.

1 Introduction 

A risk-limiting audit (RLA) is a post-election procedure that sequentially sam-
ples ballots, accumulating statistical evidence un til either the reported outcome 
can be certified1 or the audit escalates to a full hand coun t [8]. Its guarantee is 
that if the reported outcome is wrong, the audit certifies it with probability at 
most α (the risk limit), a pre-specified value. If the reported outcome is correct, 
certification typically needs only a s mall fraction of the ballots. The SHANGRLA
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1 We use ‘certify’ (and ‘certification’) throughout in a purely statistical sense: to verify 
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legal act, whose m eaning vary across jurisdictions.
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framework of Stark [13] reduces the auditing of any electoral system (a social 
choice function) to testing a finite collection of assertions about population 
means; the ALPHA test supermartingale [14] provides a flexible sequential test 
for each. These tools, however, were developed primarily for single-contest elec-
tions. In a parliamentary system, government is determined not by any single 
race but by whether a p arty controls a majority of seats, a joint outcome whose 
auditing h as received comparatively little attention.

As first observed by Mohanty et al. [9], certifying a parliamentary majority 
does not require certifying every individual seat. We formalise this a s a par-
tial conjunction hypothesis test [1]: a procedure that rejects at least some (but 
not necessarily all) null hypotheses from a large collection. This pools evidence 
across seats, certifying the majority even when some seats have not individu-
ally accumulated enough evidence, and can substantially reduce the number o f
ballots that must be hand-inspected.

We develop a suite of adaptive sampling schemes that dynamically allocate 
auditing effort across seats. These include greedy strategies that concentrate sam-
pling on weaker seats (where stronger evidence is required) and filtering strate-
gies that redirect effort away from seats where the reported outcome seems to 
be false. We evaluate our schemes via simulation across a range of parliamentary 
configurations, including scenarios based on the 2014 Indian Lok Sabha election, 
and show they require observing orders of magnitude fewer ballots than audits
that aim to certify all reported winning seats.

2 RLA for a Parliamentary Majority by Sequentially 
Testing a Partial conjunction Hypothesis 

Let S denote the set of all seats in a parliament, each corresponding to a separate 
contest. As a concrete example, the Lok Sabha (Lower House) of the Indian Par-
liament has |S| = 543 seats corresponding to 543 constituencies [9]. Whichever 
party controls the majority, that is, 

r /2 +  1  

of the |S| seats, can form the government for the next term. Suppose W  ⊂  S  is 
the subset of seats reportedly won by the winning party after a given election 
(necessarily |W| r). To confirm that the new government can be rightfully 
formed, we need to verify that at least r of the seats in W have been truly won 
by the winning party, which can be formulated a s testing the null hypothesis 

Hr/W : fewer than r seats in W have been truly won by the winning party. 

This is the complementary null of the assertion that the winning party won at
least r seats. If Hr/W is rejected, the majority outcome is considered certified.

To conduct an audit with risk limit α, we can sample the ballots cast for the 
seats in W sequentially, until their revealed evidence suggests that Hr/W can 
be rejected at level α. We conceptualise such sampling as happening iteratively
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in ‘rounds’, indexed by a time variable t. Before any sampling has taken place 
we have t = 0, and at each subsequent time t ∈  {1, 2,  .  .  .  }, the auditor has the 
option to draw one cast ballot for each seat s ∈ W without replacement.2 Let 

Ds,t+1 ≡ 
1, if a ballot for seat s is drawn at time t +  1, 
0, otherwise, 

be the auditor’s sampling decision for time t + 1 for seat s. The decision D s,t+1 

can therefore only depend on the information from the ballots sampled up to 
time t; we denote this information as Ft.

To evaluate the evidence against a given null hypothesis, H, we need to 
define a suitable test statistic, Ut. We will calculate this iteratively based on 
the information revealed in Ft, giving rise to a sequence of values, U ≡ (Ut)t 0, 
referred to as a (test) process. We want p rocesses that satisfy the following:

1. We say that U is anytime-valid for testing H if 

Pr sup 
t 0 

Ut 1/α α for all α ∈ (0, 1) when H is true. (1) 

This allows us to reject H, with risk limit α , once U exceeds 1/α.
2. If H is false, we want to reject it efficiently. We seek a process U that will 

grow rapidly in r esponse to new observations, so it can q uickly exceed 1/α.

In the remainder of this section we construct a process (Er/W in Theorem 1) that 
is anytime-valid for testing Hr/W . Then in Sect. 3 we explore various sampling 
schemes that guide the drawing decisions Ds,t across time, aiming to minimize 
the total n umber of ballots sampled before Hr/W can be rejected.

2.1 A Test Process for Certifying a Single Seat 

As a starting point, we define for each seat s ∈  W  the null hypothesis 

Hs : the winning party has not truly won the seat s, 

and let Ns be the total number of ballots cast for seat s, which we label 
bs,1,  .  .  .  ,  bs,Ns

. We assume the social choice function for this seat can be decom-
posed into a finite set of Js assertions using the SHANGRLA framework [13], 
i.e., there exist Js non-negative assorter functions {As,j}Js 

j=1 such that, by letting 
xs,j,i ≡ As,j(bs,i), Hs is false if and only if 

x̄s,j ≡ 1 
Ns 

Ns 

i=1 

xs,j,i > 1/2 for all j = 1, . . . , Js. (2)

2 This choice is primarily for clear exposition. In practice, a real audit would aim to 
have very few rounds, and would draw a much larger sample of ballots in each round. 
The methods we develop here are applicable to an y such sampling scheme.
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We can therefore write 

Hs = 
Js 

j=1 

Hs,j , (3) 

where 
Hs,j :  ̄xs,j 1/2 

is the null hypothesis that the jth assertion is not true. As an example, consider 
a seat contested by just two candidates, Alice (the reported winner) and Bob. 
Here there is a single assertion (Js = 1), whose assorter As,1 scores a ballot 
for Alice as 1, a ballot for Bob as 0, and any other (e.g. invalid) ballot as 1/2. 
The assertion mean x̄s,1 is then the average of these scores across all Ns ballots, 
which exceeds 1 /2 if and only if Alice received more votes than Bob.

Suppose (Bs,i)Ns 
i=1 represents the full sequence of ballots that would be drawn 

randomly without replacement for seat s, which is necessarily a random permu-
tation of {bs,i}Ns 

i=1. Let (Xs,j,i)Ns 
i=1 =  (As,j(Bs,i))Ns 

i=1 represent the corresponding 
(random) sequence of values from {xs,j,i}Ns 

i=1. Since a ballot for seat s isn’t nec-
essarily drawn i n every round, one should keep in mind that Bs,i is only the ith 
ballot drawn for seat s and its sampling will take place at a time t i.

Let ns(t) denote the number of ballots drawn for seat s up to and inclusive 
of time t. Define the process Ms,j ≡ (Ms,j,t)t 0 by letting Ms,j,0 ≡ 1  and  

Ms,j,t ≡ 
ns(t) 

i=1 

(1 + λs,j,i(Xs,j,i − μs,j,i)) for all t = 1, 2, . . . , (4) 

where μs,j,i ≡ Ns/2− i−1 
k=1 Xs,j,k 

Ns−i+1 is the hypothesised mean of remaining assorter 
values just before the ith ballot is drawn assuming x̄s,j =  1/2 (the boundary 
value for Hs,j to hold), and λs,j,i ∈ (0,  μ−1 

s,j,i) is a parameter depending only 
on FTs(i)−1, where Ts(i) ≡ min{t : ns(t)  =  i} is the first time that i ballots 
have been sampled for seat s.  Each  λs,j,i controls how aggressively the p rocess 
responds to the value Xs,j,i − μs,j,i, and can be set based on the information 
available from all the revealed ballots before the ith ballot is dra wn for seat s.
Larger values of λs,j,i produce faster growth of Ms,j,t when Hs,j is false.

Note that Ms,j is an example of a betting process [18], introduced for election 
auditing by the ALPHA process of Stark [14]. Unlike the original ALPHA, Ms,j 
has the variation that its value may not update at every time step because 
sampling doesn’t necessarily occur for seat s at all t. Alternatively, we can write 

Ms,j,t = Ms,j,t−1 · Ds,t · 1  +  λs,j,ns(t)(Xs,j,ns(t) − μs,j,ns(t)) + 1 − Ds,t (5) 

which gives Ms,j,t = Ms,j,t−1 when Ds,t = 0 and elucidates how the betting 
pro cess evolves from t − 1 to t.

Importantly, Ms,j is a test supermartingale under Hs,j . Specifically, it is non-
negative (Ms,j,t 0 for all t 0), has initial value 1 (Ms,j, 0 = 1), and 

E[Ms,j,t |  Ft−1] Ms,j,t−1 (6)
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when Hs,j is true. We establish these facts in Appendix A. Ville’s inequalit y [15] 
then implies that Ms,j is anytime-valid for testing H s,j .

To test the seat as whole, we combine these together into a seat-level process 

Es,t ≡ min 
1 j Js 

Ms,j,t. (7) 

By virtue of the ‘min’ construction, this is anytime-v alid for testing H s (see
Theorem 1, below). However, our goal is not test each seat on its own, but to 
use these processes as a building block for testing more complex hypotheses.

2.2 A Test Process for Certifying a Parliamentary Majority 

Let C  ⊂  W  be a subset of the reported winning seats, a nd consider 

H1/C ≡ 
s ∈C

Hs, (8) 

the intersection null hypothesis that Hs is true for all seats in C. Note that H1/C 
is true when no (< 1) seats in C are truly won by the winning party, and hence 
its notational similarity to Hr/W . Now define 

E1/C,t ≡
s∈C

Es,t. (9) 

This provides a stepping-stone to a process for testing Hr/W , because we can 
write that hypothesis as the following union 

Hr/W = 
C⊂W: 

|C|=|W|−r+1 

H1/C . (10) 

Our test process for a parliamentary majority can now be defined as follows: 

Er/W,t ≡ 
|W|−r+1 

s=1 

E(s),t = min{E1/C,t : |C| = |W| − r + 1} (11) 

where E(1),t · · · E(|W|),t are the order statistics of {Es,t} s∈W at time t.
In other words, Er/W,t is the product of the smallest |W| − r + 1 values 

among {Es,t}s∈W , and the second equality in (11) follows naturally. It is easy to 
check that all of Es,t, E1/C,t and Er/W,t are computable from Ft. The following 
theorem proven in Appendix B states that t hey indeed define processes that are 
anytime-valid for testing Hs, H1/C and Hr/W .

Theorem 1. The processes Es ≡ (Es,t)t 0, E1/C ≡ (E1/C,t)t 0 and Er/W ≡ 
(Er/W,t)t 0 are anytime-valid for testing Hs, H1/C and Hr/W , respectively. 

Intuitively, using Er/W to test Hr/W makes sense: In light of the union rep-
resentation (10), Hr/W is false if and only if all intersection nulls H1/C with 
|C| = |W| − r + 1 are false; the ‘min’ representation in (11) says that Er/W,t is 
large enough to reject Hr/W only when, for all C with cardinality |W| − r +  1,  
the value of E1/C,t is large enough to reject the corresponding hypothesis H1/C .
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2.3 Related Works 

In the statistics literature, Hr/W is a partial conjunction hypothesis, testing 
whether at least r of the seat-level nulls {Hs }s∈W are false. The notion is due to
Benjamini and Heller [1] in the context of replicability analysis; B ogomolov and 
Heller [2] provide a recent survey. Our construction sits in the e-value and e-
process framework [11,16]: each of Es,t, E1/C,t and Er/W,t is an e-process for its 
null, and combining the seat-level ones in to Er/W,t is a sequential Benjamini– 
Heller-type construction [6,7]. As shown in Appendix B, it stays valid even when 
sampling induces cross-seat dependence, extending Vovk and Wang [17]. 

Mohanty et al. [9, Section 4] first proposed certifying the overall winning party 
rather than every seat, for a more efficient audit, and sketched a test of Hr/W , 
but did not implement nor evaluate it. Like us, they built an anytime-valid Es,t 
for each H s, but then transformed it into a p-value Ps,t ≡ 1/Es,t and combined 
these across each subset C ⊂ W by Fisher’s method [5]. This is the stratified 
union-intersection idea of SUITE [10], applied across seats rather than across 
strata of a single contest. Working directly with the e-processes instead allows 
us to use a rbitrary sampling schemes Ds,t with easy theoretical justification, 
including the adaptive schemes in Sect. 3 which induce dependence across s,  and  
is uniformly more efficient than the p-value approach; see App endix C.

A final pair of RLA methods also test a union-of-intersections null, but within 
a single contest. AWAIRE [3] audits a single instant-runoff election. Its compo-
nent tests share the same population of ballots, so they are not conditionally 
independent and must be combined by averaging rather than as a product. In
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Fig. 1. Illustration of the four sampling schemes at a single round, with |W| = 5 seats 
and r = 3. Bars show the current values of Es,t; the dashed red line is 1/α. Blue bars 
indicate seats sampled in the next round; grey bars indicate seats above the active-set 
cutoff; orange bars indicate seats excluded by the posterior filter (πs τ ). Seat s1 
is falsely reported. (a) Non-adaptive: every seat is sampled. (b) Greedy: only the dt 

weakest seats are sampled. (c) Filtered: only seats among the |W|− r + 1 weakest with 
πs >  τ  are sampled. (d) Greedy Filtered: combines the dt active-set window of the
Greedy scheme with the πs > τ filter of the Filtered scheme.
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our setting, since each seat is a separate contest, their e-processes are condi-
tionally independent and can be multiplied. Spertus et al. [12] stratify a single 
contest and, like us, combine by products. They pool evidence about one contest-
wide margin across strata. In contrast, we pool evidence about many separate 
contests, of which only r need to be verified.

3 Adaptive Sampling Schemes 

Given how Er/W,t is defined in (11), the ballot drawing decisions Ds,t should 
ideally be made so that the product of the smallest |W| − r + 1 values among 
{Es,t}s∈W can exceed 1 /α with minimal sampling. We now describe several 
schemes for adaptively determining Ds,t. These are illustrated in Fig. 1. 

Non-adaptive. This scheme sets Ds,t = 1 for all s ∈  W  and all t. The auditor 
mak es no attempt to reduce the number of ballots to be sampled.

Greedy. Since the winning party can be immediately certified at time t as long 
as the product of the smallest |W|− r + 1 values among {Es,t}s∈W exceeds 1/α, 
a natural heuristic is to ‘greedily’ sample ballots for the seats with the lowest 
seat-level processes, in the hope that the additional ballots will increase these 
values. Let dt ∈  {1,  .  .  .  ,  |W|} b e a cutoff sample size. The Greedy scheme sets 

Ds,t+1 = 
1, if Es,t E(dt),t, 
0, if Es,t >  E(dt),t, 

where E(1),t · · ·  E(|W|),t are the order statistics of {Es,t}s∈W at time t.
The question is how to choose dt. Define 

δt = max i : i ∈  {1,  .  .  .  ,  r} and 
|W|−r+i 

s=i 
E(s),t < 1/α , (12) 

with the convention that δt = 0 if the maximum is taken over an empty set 
(meaning the winning party can already be certified at time t). Let 

dt = 
|W|, if δt = r, 
δ t + a, if δt < r,

(13) 

for a constant a ∈  {0, 1,  .  .  .  ,  |W| − r}. When δt = r, even the product of the 
largest |W|−r +1 elements among {Es,t}s∈W is below 1/α, so we sample all |W| 
seats. When δt <  r, the order statistics E(1),t,  .  .  .  ,  E(δt),t are precisely those for 
which the product of any consecutive set of |W|−r+1 containing them would not 
exceed 1/α, and at a minimum we should gather more evidence for the δt seats
corresponding to these processes. The parameter a controls how aggressively the
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scheme minimises per-round sampling: a = 0 is the most aggressive, while larger 
values of a hedge b y sampling additional seats beyond the strict minimum.

Since sampling is without replacement, it is possible for every one of the dt 
selected weakest seats to have already exhausted its ballot supply (i.e., all Ns 
ballots have been drawn) without achieving certification (Er/W,t 1/α). In this 
case, the round would issue no new samples and the audit would stall. To avoid 
this, we apply the following fallback: if all dt weakest seats are exhausted, we 
incrementally increase dt by one—extending the selection to the next-weakest 
seat—and repeat until either at least one selected seat has remaining ballots or 
dt = |W|. This guarantees that in each round the sampling effort is directed at
the weakest seats whose ballot supply has not yet been exhausted.

Filtered. The Greedy scheme concentrates all sampling effort on the seats with 
the weakest seat-level processes. While intuitive, this can fail when some of 
the weakest seats correspond to falsely reported outcomes, i.e., seats where the 
winning party did not actually prevail. For s uch a seat s, the process Es won’t 
grow, which will lead to Er/ W stalling or growing very slowly.

We define a Bayesian inference approach that aims to filter out such seats. 
For each seat s ∈  W, we monitor the observed ballots and update a posterior 
distribution on the true ballot-type proportions. After each round, we use this 
to calculate a posterior probability, πs, that we use to exclude unpromising seats
from further sampling.

Our approach uses a canonical Dirichlet–multinomial conjugate setup. 
We omit most of the details (they are standard) and just sketch out the main
steps.

For seat s with Ls ballot types, set a prior on the ballot-type probabilities 
ps =  (ps,1,  .  .  .  ,  ps,Ls

) ∼ Dirichlet(αs,0), with hyperparameters αs,0 ≡ p̂s,0 κs,0 

based on a n initial value p̂s,0 and concentration parameter κs,0. After observ-
ing ns(t) ballots at time t, use conjugacy3 to give the posterior ps |  Ft ∼ 
Dirichlet(αs,ns(t)). Let θs,j be the true assorter mean for assertion j. The poste-
rior on ps induces a posterior on θs,j via its assorter function. The joint posterior 
on θs,j across all j could be used to calculate the posterior probability that seat s 
was truly won (θs,j > 1/2 for all j). For convenience, and for a fixed 0, we 
instead define 

πs ≡ min 
1 j Js

Pr(θs,j > 1/2 + | Ft), (14) 

so that πs is small when at least one assertion has substantial posterior evidence 
that its margin does not exceed . We investigate only = 0, which deprioritises 
seats that appear falsely reported. A positive would additionally deprioritise 
seats won by too small a margin to certify feasibly. (Determining an efficient, 
adaptive choice of is left for future work.) We calculate each Pr(θs,j > 1/2+ |
3 The conjugacy relies on the sampled ballots being treated as multinomial, an approx-

imation since sampling is without replacement. This model is used only to c hoose 
where the filter samples next, which is a predictable decision, so by Theorem 1 the 
risk limit holds regardless of how accurate the model is.
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Ft) via a normal approximation to the posterior, or an exact calculation in the 
case of Ls = 2 (two ballot types).

The Filtered scheme restricts attention to the |W| − r + 1 seats with the 
smallest current seat-level processes E s,t since only these seats enter the product 
defining Er/W,t in (11). Among this active set, it samples those whose posterior 
probability exceeds a threshold τ : 

Ds,t+1 = 
1, if E s,t E(|W|−r+1),t and πs >  τ  ,

0, otherwise.
(15) 

Choosing τ small (we set τ =  0.01) makes the filter liberal: a seat is excluded 
only when there is substantial evidence that it was not truly won. If no seat 
in the active set satisfies both πs >  τ  and has remaining b allots, the πs >  τ  
condition is dropped and Ds,t+1 = 1 is set for every seat i n the active set that
still has ballots to draw.

Greedy Filtered. The Greedy scheme is efficient in benign cases (no falsely 
reported seats), while the Filtered scheme is more robust when the audit encoun-
ters false seats. We combine them together by using both the adaptive window 
dt (the ‘active s et’) and the πs > τ selection filter.

To ensure we always draw at least one ballot, we use the following fallback 
rules: (1) The active set is expanded one seat at a time—adding the next-weakest 
seat—first to ensure it contains a seat with remaining ballots, and, if necessary, 
further (up to a maximum size of |W| − r + 1) to ensure it contains a seat that 
also satisfies πs >  τ  . (2) Similar to the fallback of the Filter method, if the above 
rule selects no seats, the πs >  τ  filter is dropped and the scheme sets Ds,t+1 = 1
for every seat in that window with remaining ballots.

4 Results 

We evaluate the sampling schemes on plurality elections a udited by ballot-
polling4 without replacement. Throughout, we assume there are no invalid bal-
lots5 and set a risk limit of α =  0.05. Section 4.1 shows results from controlled 
two-candidate simulations (with further results in Appendix D), while in Sect. 4.2 
we simulate audits based on the 2014 Indian parliamentary election. Code and 
data to reproduce our results are available at: https://github.com/freejstone/ 
RLA parliamentary majorities code.

4 Ballot-polling audits require only the paper trail and the reported outcome, so can 
be used for any election with a paper trail. This is the simplest scenario and the 
only one we investigate here. More efficient audits are possible if electronic records 
of the ballots are available; only some jurisdictions would have these.

5 This is purely for simplicity. The methods can cope with invalid ballots: the assorters 
would score these as 1/2  (see  Sect. 2.1). 

https://github.com/freejstone/RLA_parliamentary_majorities_code
https://github.com/freejstone/RLA_parliamentary_majorities_code
https://github.com/freejstone/RLA_parliamentary_majorities_code
https://github.com/freejstone/RLA_parliamentary_majorities_code
https://github.com/freejstone/RLA_parliamentary_majorities_code
https://github.com/freejstone/RLA_parliamentary_majorities_code
https://github.com/freejstone/RLA_parliamentary_majorities_code
https://github.com/freejstone/RLA_parliamentary_majorities_code
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Audit Strategies. We compare six strategies for certifying the parliamentary 
majority (testing Hr/W): Non-adaptive; Greedy with a =  0  or a = 3 in (13); 
Filtered with τ =  0.01; and Greedy Filtered with a =  0  or  a =  3,  an  d τ = 0.01.

For comparison, we include two further strategies to act as benchmarks: 
(1) Top-r seats is a two-phase rule that first samples from R,  the  r winning 
seats with the largest reported seat margins, switching to the remaining |W| − 
r winning seats if the first r seats are exhausted. During the first phase, it 
effectively attempts to certify all seats in R , i.e., to reject Hr/R. (2) All seats 
aims to certify all reported winning seats, rather than just a majority. It uses 
the same sampling rule as Non-adaptive, but sets r = |W|, giving it the stricter
target of rejecting H|W|/W .

Tuning Parameters. For testing each assertion, we use Ms,j from (4)  and  
the truncated-shrinkage strategy of ALPHA [14]  to  set  λs,j,i. This uses tuning 
parameters d and η0, which we set to d = 200 and η0 =  0.51 as per Ek et al. [4]. 

For the Dirichlet prior used in the filtering strategies, we set the hyperpa-
rameters such that the prior mean for each assertion was 0.51 and κs,0 = 200 
(for plurality voting this involves solving a set of linear equations). This was to 
mimic the r ole of η0 and d in the ALPHA truncated-shrinkage estimator.

4.1 Simulated Plurality Contests 

We first evaluated the audit strategies using synthetic two-candidate plurality 
contests. Consider a parliament with |S| = 100 seats, so a majority requires 
r = /2 + 1 = 51 seats. W e fixed the number of reported winning seats at 
|W| = 60 and each seat to have Ns = 5000 ballots.

For each seat s, we set a target proportion of ballots for the reported winner, 
ptarget,s. The reported winning candidate receives Ns × ptarget,s ballots and the 
remaining ballots are assigned to the opposing candidate.

We allowed some reported winning seats to be false. If nfalse > 0, then nfalse 

of the seats in W were generated with ptarget,s =  0.48, so that the reported 
winner did not truly win that seat. The remaining |W|−nfalse seats are correctly 
reported; we considered t wo scenarios for setting ptarget,s for these seats:

1. (Homogeneous margins) All truly won seats share the same target vote share 
ptarget,s = ptarget. We varied ptarget ∈  {0.52, 0.55, 0 .60}.

2. (Heterogeneous margins) The target vote share for each truly won seat was 
drawn independently as 

ptarget,s ∼ Beta(p̄targetκhet, (1 − p̄target)κhet) , 

and then truncated to lie in [0.51, 0.999], ensuring that the reported winner 
truly wins the seat. We fixed κhet = 30, corresponding to moderate hetero-
geneity, and varied p̄target ∈  {0.52, 0.55, 0.60}.
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Fig. 2. Simulated two-candidate plurality contests. The total number of ballots sam-
pled to certification: each point shows the mean across 100 replicates and error bars 
denote ±2 standard deviations. Columns correspond to the number of falsely reported 
seats, nfalse. Rows correspond to different ways to set the margins: top row shows 
Scenario 1, bottom row shows Scenario 2. Results for the All seats method are o nly 
reported for nfalse =  0,  since  for  nfalse > 0  it  tests  H|W|/W , which is a true null and
requires a full recount with probability at least 1 − α.

We also varied nfalse ∈  {0, 3, 5}, giving 3 × 3 = 9 configurations for each of the 
two scenarios. We replicated each one 100 times. Figure 2 shows our results, in 
terms of the number of ballots sampled u ntil certification.

All six strategies for certifying the parliamentary majority were markedly 
more efficient than the two benchmarks. All seats necessarily uses the most bal-
lots: certifying H|W|/W requires every reported seat to individually exceed the 
threshold. Top-r seats is handicapped in the same way: during its first phase it 
effectively certifies Hr/R, which is again driven by the minimum process. In con-
trast, certifying Hr/W depends on the product of the bottom |W| − r + 1 seat-
level processes, so stronger seats can carry the minimum. Among the majority 
schemes, Non-adaptive was l east efficient, since it samples every seat regardless 
of how informative each is. The ‘filtered’ variants outperform their pure-greedy 
counterparts once nfalse > 0, as expected, by redi recting effort away from seem-
ingly false seats.

We provide some further results in Appendix D, in which we also vary the 
number of reported winning seats |W| ∈ {51, 60, 80} and the heterogeneity 
parameter κhet ∈  {10, 30, 100}. Our broad conclusions remained the same.
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4.2 Indian General Election 

To evaluate the audit framework on a realistic parliament-scale election, we sim-
ulated audits using data from the 2014 Indian general election of the Lok Sabha 
(Lower House). We used candidate-level vote totals for all 543 constituencies 
from a community-scraped ECI dataset6 , originally sourced from the Election 
Commission of India’s results portal. The Bharatiya Janata Party (BJP) won 
|W| = 282 of the 543 seats, forming a single-party majority. Certifying a BJP 
majority requires verifying that at least r = 543/2 + 1 = 272 of these 282
reported winning seats were truly won.

Across the 282 BJP seats, the number of candidates ranged from Ls =  5  to  
Ls = 43 (median 15), and the number of ballots per seat ranged from approx. 
87,000 to 1,512,000 (median 1,010,000), summing to a total of about 282 mil-
lion ballots. The winner’s vote share ranged from 0.264 to 0.758 (median 0.495). 
Because each Ls-candidate pluralit y contest has Js = Ls −1 SHANGRLA asser-
tions, the minimum assorter mean across these head-to-head comparisons is the 
bottleneck for certifying a seat. In the BJP seats, this minimum assorter mean
ranged from 0.5002 to 0.7812 (median 0.5831).

We generated nfalse falsely reported seats by swapping the vote totals of the 
reported winner and the runner-up. The BJP remains the reported winner, but 
the runner-up is the true winner in the underlying ballot population. We apply 
this perturbation to the nfalse most marginal BJP seats, where marginality is 
measured by the two-candidate margin between the BJP candidate and the 
runner-up. We vary nfalse ∈  {0, 3, 5}. W e replicated each of these three configu-
rations 100 times.

Figure 3 reports the total number of ballots sampled before certification. We 
see qualitative behaviour similar to Sect. 4.1. All adaptive schemes dominated 
the benchmarks by one to three orders of magnitude: the All seats baseline 
required roughly 250 million ballots, and the Reported top-r seats benchmark 
required around 5 million across all nfalse, whereas the others typically required 
only a few hundred thousand. Within the parliamentary-majority schemes, the 
Greedy (a = 0) scheme degraded sharply as we increased nfalse (going from about 
400k to 3.8M ballots), demonstrating the price of pouring effort into false seats. 
Widening the active set to a = 3 restored robustness at nfalse =  0,  where  it  is  
the most efficient scheme overall. However, once nfalse > 0, the ‘filtered’ schemes
took over, showing consistently superior performance when nfalse = 5.

5 Discussion 

We have developed a risk-limiting audit for parliamentary majorities. We for-
malised this task as a partial conjunction hypothesis test and constructed a 
sequential parliament-level audit statistic by combining seat-level statistics. The

6 https://github.com/datameet/india-election-data/tree/master/parliament-
elections/election2014, accessed o n 2026-04-19. 

https://github.com/datameet/india-election-data/tree/master/parliament-elections/election2014
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https://github.com/datameet/india-election-data/tree/master/parliament-elections/election2014
https://github.com/datameet/india-election-data/tree/master/parliament-elections/election2014


Risk-Limiting Audits for Parliamentary Majorities 67

0 incorrectly reported 3 incorrectly reported 5 incorrectly reported 

All s
ea

ts 

Rep
ort

ed
 to

p−
r s

ea
ts 

Non
−a

da
pti

ve
 

Gree
dy

 

Gree
dy

 (a
=3

) 

Filte
red

 

Gree
dy

 Filte
red

 

Gree
dy

 Filte
red

 (a
=3

) 

All s
ea

ts 

Rep
ort

ed
 to

p−
r s

ea
ts 

Non
−a

da
pti

ve
 

Gree
dy

 

Gree
dy

 (a
=3

) 

Filte
red

 

Gree
dy

 Filte
red

 

Gree
dy

 Filte
red

 (a
=3

) 

All s
ea

ts 

Rep
ort

ed
 to

p−
r s

ea
ts 

Non
−a

da
pti

ve
 

Gree
dy

 

Gree
dy

 (a
=3

) 

Filte
red

 

Gree
dy

 Filte
red

 

Gree
dy

 Filte
red

 (a
=3

) 

100,000 

1,000,000 

10,000,000 

100,000,000 

To
ta

l b
al

lo
ts

 s
am

pl
ed

 (l
og

 s
ca

le
) 

Fig. 3. India 2014. Box plots of the total number of ballots sampled to certification 
across 100 replicates, with one panel per number of falsely reported seats nfalse. Results 
for the All seats method are omitted for nfalse > 0, like in Fig. 2. 

resulting procedure controls the risk of certifying an incorrect majority outcome, 
while allowing t he auditor to adaptively allocate sampling effort across seats.

Although our experiments focused on ballot-polling audits of plurality elec-
tions, the methodology is not limited to this setting. Because it is built on 
SHANGRLA assertions, it inherits that framework’s generality, covering a wide 
variety of social choice functions, other audit styles such as comparison audits, 
and settings with missing ballots. It can stretch further still, targeting any 
hypothesis of the form Hr/W for any value of r, not just majorities.

In practice, each constituency needs the same infrastructure as any single-
contest RLA. The extra burden imposed by the majority audit is cross-seat 
coordination: a central authority must aggregate data from the sampled ballots, 
update Er/W,t, and issue the next round’s instructions. This overhead favours a 
few large-batch rounds rather than the single-ballot rounds we used for exposi-
tion (n.b., the risk limit holds for any batch size). Designing this coordination 
to run efficiently in practice is an importan t problem in its own right, one we 
leave for future work. The burden is nonetheless far lighter than auditing every 
seat: the total sample is orders of magnitude smaller, and the adaptive schemes
concentrate effort on a few seats, allowing most constituencies to stop early.

In our experiments we only considered ballot-polling audits. When the rel-
evant election infrastructure is available, more sophisticated and efficient audit 
designs are possible, such as ballot-level comparison audits. The sample size 
required for such a udits typically grows linearly with respect to the reciprocal 
of the margin, whereas for ballot-polling it grows quadratically [8]. Thus, com-
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bining our method with a comparison audit should lead to even smaller sample 
sizes, i n the order of thousands of ballots for the Indian election example.

Our audit certifies that a reported winning party won a majority of seats in 
its own right. This is the pertinent question when a single party, or a pre-
declared alliance, wins an outright majority, as in our Indian example. When 
no party/alliance wins such a declared majority, our method is not relevant: if a 
governing coalition is negotiated only after the election, the majority to certify 
is not known while the ballots remain available, and such elections are better 
served by auditing the individual seats. However, because our audit is built from 
ordinary seat-lev el assertions, it can be run in tandem with a full seat-by-seat 
audit: the majority can be certified ‘midstream’, as soon as the parliament-
level statistic Er/W,t crosses 1/α, while the seat-by-seat audit continues towards
certifying every individual seat or recounting those that appear miscounted.

Several directions remain for future work: (1) It would be useful to com-
pare our sampling strategies in diverse scenarios, such as other election and 
audit types. (2) The efficiency of the audit depends on the choice of sam-
pling scheme and ALPHA tuning parameters; future work could study alter-
native choices. This includes investigating the benefit of setting them based on 
reported vote totals/margins, in scenarios where these are available. (3) Deter-
mining optimal ways to set sample sizes per seat for each round would be useful 
for p ractice. (4) The process Er/W is anytime-valid for testing Hr/W , but might 
not be optimal. Similarly, the process Es,t is one option for summarizing seat-
level information, but might not b e optimal. Investigating if there are more
efficient alternatives would be of interest.

Appendices 

The appendices to this paper are available online at: https://arxiv.org/abs/2607. 
21082. 
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Abstract. We present the simplest tracker based voting protocol to 
date that combines receipt-free and transparent verification, and imme-
diate ballot-casting assurance. Existing schemes achieve these goals only 
partially or with additional assumptions: Selene and Hyperion rely on a 
private channel to deliver tracker information after tallying, while Surtr 
removes that assumption at the cost of more complex voter interaction. 
Our protocol avoids these trade-offs. Each voter encrypts the chosen 
candidate and all remaining candidates, each paired with a tracker. The 
system then immediately shuffles and decrypts these candidate-tracker 
pairs and publishes them in the voter’s bulletin-board row. This allows 
the voter to verify in cleartext that the chosen vote is associated with 
the tracker, while a co ercer observes only indistinguishable pairs. Tally-
ing uses one re-encrypted real-vote ciphertext per voter, enabling direct
tally extraction.

1 Introduction 

A common way to let voters check that their ballot is counted is to give each 
voter a tracker that even tually appears on the bulletin board. State-of-the-art 
tracker-based systems [3,11,13,15,19] make this verification transparent: voters 
can identify their vote in cleartext. Some of these schemes [11,13,19] also provide 
receipt-free verification by allowing a coerced voter to e quivocate about trac kers.

However, the current designs involve important trade-offs. Selene [19]  and  
Hyperion [11] require a private channel so that tracker information can be deliv-
ered privately (i.e. hidden from the coercer) to the voter a fter tallying. Surtr
[13] removes this private-channel assumption, but requires more complex voter 
interaction to preserve coercion resistance, as voters are required to keep track 
of any coercer-chosen trac ker until tallying.

In this paper, we present a simple tracker-based protocol that provides trans-
parent and receipt-free verification without a private channel and without addi-
tional voter burden. Compared with prior systems, we avoid: (i) verified gener-
ation, encryption, and mixing of t rackers as in Selene; (ii) dual keys and expo-
nentiation mixnets as in Hyp erion; and (iii) extra dual keys and assumptions
c The Author(s) 2027 
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on coerced voters as in Surtr. In addition to privacy, verifiability, and receipt-
free verification, our protocol also gives immediate ballot-casting assurance [1], 
whereas prior tracker-based systems focus on post-tally v erification.

The core idea is simple: the voter encrypts the chosen candidate and asso-
ciates it with an encrypted commitment to the tracker, and does the same for 
each of the other N − 1 candidates, each with a distinct tracker commitment. 
Importantly, the chosen candidate-tracker commitment encryption pair is posi-
tioned first in the ballot. The tally servers then immediately mix and decrypt all 
N candidate-tracker commitment pairs and publish the shuffled plaintext pairs 
in that voter’s bulletin-board row. This gives immediate voter confirmation: the 
v oter can find the chosen candidate next to the corresponding tracker commit-
ment by using the tracker associated with that commitment. At the same time, 
it still hides the real choice from a coercer, who sees only N candidate-tracker
commitment pairs. After voting closes, the first encrypted pairs from all voters’
bulletin-board rows are included in tallying, enabling direct tally extraction.

Contributions. We present a simple tracker-based voting protocol that achieves 
transparent and receipt-free verification, and ballot-casting assurance. The pro-
tocol is simple both cryptographically and operationally: it relies only on stan-
dard mixnet constructions and can be instantiated with any threshold encryption 
scheme and any verifiable parallel shuffle. From the voter’s perspective, the vote-
tracker commitment association is revealed immediately on the bulletin board, 
publicly and in the clear, so the voter does not have to remember any coercer-
chosen tracker until after the election closes. We also give a formal security
analysis proving that the protocol satisfies ballot privacy and verifiability under
standard cryptographic assumptions.

2 Related Work 

End-to-end verifiable voting systems have been a major focus of research over 
the past decade. Pioneering work on optical-scan voting includes Scantegrity [7], 
which demonstrated end-to-end voter-verifiable elections in a real-world setting. 
Remotegrit y [22] extended this approach to remote voting, providing end-to-end 
verifiable Internet voting. Both systems rely on voter-v erifiable paper records 
and cryptographic proofs, setting the foundation for transparent verification.

Selections [8] tackled the challenge of combining Internet voting with 
coercion-resistance through over-the-shoulder coercion-resistance mechanisms. 
SureVote [6] introduced a code-voting method allowing voters to use pre-
distributed codes for response v erification without cryptographic operations. 
Pretty Good Democracy [20] improved this by distributing acknowledgment 
code management among a group of trustees, decreasing the reliance on a single 
trusted server. More recently, post-quantum secure end-to-end verifiable schemes 
like Epoque [4] have extended these ideas to resist quantum adversaries. These 
works collectively demonstrate that achieving transparent, verifiable voting with 
user-friendly mechanisms remains an active research challenge. Our protocol con-
tributes to this line of work by combining immediate ballot-casting assurance
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with transparent and receipt-free verification, while maintaining the simplicit y 
and directness that v oters expect.

Many voting protocols offer strong coercion resistance [2,9,10,12,14,16,21], 
but without transparent verification. Only a small set of systems combine receipt-
free verification with plaintext-style v ote tracking. Early work includes the 
boardroom scheme of [3], where trackers are generated by voters, and sElect 
[15], which uses partially voter-generated trackers for accountability. However, 
these designs do not provide receipt-free verification, because a voter can reveal 
the tracker to a coercer before tallying.

Selene [19] provides receipt-free verification by disclosing tracker information 
only after tally publication, enabling a coerced voter to equivocate. Its notifica-
tion mechanism, however, relies on a private channel to preserve that equivoca-
tion in front of a coercer. Hyperion [11] replaces trackers with Diffie–Hellman 
terms that let voters recover their vote in plain text, but it still requires a priv ate
notification channel. Surtr [13] achieves receipt-free verification without the need 
for a private notification channel. However, as in the previous schemes, verifi-
cation is post-tally, and a coerced voter needs to write down a coercer-chosen 
tracker until the tally is published in order to equivocate.

Our scheme achieves transparent voter verification immediately for recorded-
as-intended, since the vote-tracker association is revealed on the bulletin board 
after ballot casting, allowing the voter to verify in clear that their vote is cor-
rectly associated with the tracker. In Selene and Hyperion, transparent v oter 
verification also covers tallied-as-recorded, but no transparent verification is pos-
sible b efore tallying and without a private notification channel.

3 A Simple Protocol for Tracker Based Voting 

We first give an informal overview of the protocol. Its full specification is 
described in Sect. 3.3. 

3.1 Overview 

Ballot Casting. Let V = {v1,  .  .  .  ,  vN} be the candidate set and I = {i1,  .  .  .  ,  iM} 
the electoral roll. The voter i generates N random trackers x0,  x1,  .  .  .  ,  xN −1 

and computes the corresponding tracker commitments gx0 ,  gx1 ,  .  .  .  ,  gxN−1 .  The  
voter chooses their candidate vo ∈ V which is associated with the tracker x0. 
The voter’s ballot βi then contains N ciphertext pairs, one per candidate, each 
encrypting a candidate alongside an encryption of the tracker commitment, with 
the real vote pair ( vo , gx0 ) placed first in the ballot. The ballot is posted on
the voter’s row BBi of the bulletin board BB.

Ballot Recording. Right after βi is posted on the bulletin board, the tally servers 
retain the first ciphertext vo as the ciphertext that will later be tallied. Then, 
the servers run a verifiable pairwise re-encryption mix over all N candidate-
tracker commitment ciphertext pairs from βi. This shuffles the pairs into a
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random order, publishing a proof of correct re-encryption. Then, they apply 
a decryption mix to reveal the N plaintext pairs, publishing in the voter’s row 
BBi the list (vk1 ,  gx k1 ),  .  .  .  ,  (vkN ,  gxkN ) in s huffled order, together with a proof
of correct decryption.

Voter Verification. The voter can now check their vote on the bulletin board 
immediately after casting, without waiting for tallying. Knowing vo and x0, 
the voter device computes gx0 and scans the published plaintext pairs to find 
the entry (vo,  gx0). Finding it confirms that the correct candidate is associated 
with the correct tracker: the vote was cast as intended and is recorded on the 
board. Because decrypted candidate-trac ker pairs appear after ballot casting,
this constitutes immediate ballot-casting assurance.

Receipt-Freeness. All N candidates appear in the decrypted list, each associ-
ated with a distinct commitment, so the coercer cannot determine which pair 
corresponds to the real vote by inspection. If the voter is coerced into revealing 
their vote, the voter can point to any entry (vk,  gxk) in the published list and 
produce the corresponding tracker xk as a convincing demonstration that vk was 
their real choice. Since the commitment gxk is on the board and xk opens it, a 
coercer has no way to refute this equivocation. Thus, a c oerced voter can always 
claim to have voted for the coercer-preferred candidate regardless of their true 
choice. Note that all trackers, tracker commitments, and their associations with 
candidates can be shared with the coercer right after ballot casting, as they do
not reveal the voter’s choice.

Our protocol provides receipt-freeness for the verification mechanism, but 
not full receipt-freeness for ballot casting. In particular, we assume that the 
coercer neither provides the voter with a precomputed ballot nor learns the 
randomness used to generate the ballot. Otherwise, the coerced voter may be 
unable to equivocate, and the coercer could verify the cast vote on the bulletin 
board. One possible mitigation is to require the server to challenge the voter 
to re-randomize the ballot before final casting. A potential direction is to use
interactive proofs and malleable signatures, as in BeleniosRF [5]. However, the 
malleable signature construction used in BeleniosRF cannot be directly applied 
to our protocol, because it does not support conjunctions of zero-knowledge 
proofs of knowledge, which o ur construction relies on. Achieving full receipt-
freeness would significantly increase proto col and voter-interaction complexity.

Tallying. After voting closes, the tally servers collect the first vote ciphertexts 
{ voi }M 

i=1 from the voter rows. These M ciphertexts are processed by a fur-
ther re-encryption and decryption mix, yielding the multiset of plaintext votes 
{voi}M 

i=1 in shuffled order. The election result can be computed and verified uni-
versally from this list of plaintext votes. No additional private channels, dual
keys, or post-tallying delivery steps are required.
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3.2 Cryptographic Primitives 

Our construction uses standard building blocks. A public-key encryption scheme 
(EKeyGen, Enc, Dec) is used for candidate and tracker ciphertexts. A digital sig-
nature scheme (SKeyGen, Sign, SVerify) authenticates the ballots submitted by 
voters. Trackers are generated by the randomized algorithm x $ ←− TKeyGen(pp), 
where x =  (x0,  .  .  .   ,  xN −1). We assume a distributed (t, n)-threshold decryp-
tion setting with no trusted authority: any set of at l east t tallying parties can
decrypt, and the resulting decryption is publicly verifiable.

Privacy-preserving shuffle of ciphertexts is performed using verifiable re-
encryption and decryption mixnets. Integrity of the mixnet operations i s ensured 
by the corresponding proofs of correct re-encryption and decryption.

Finally, verifiability is guaranteed through non-interactive zero-knowledge 
proofs of knowledge (NIZKPoK). For each relation R used by the protocol 
we write (ProofR, VerifyR) for the prover and verifier algorithms. These relations 
cover the statements needed later in the protocol description, such as well-formed 
encryptions, correct re-encryption/shuffling, and correct threshold decryption.

3.3 Formal Description 

The algorithms that define the protocol are as follows. For each voter identity 
id ∈ I,  let  BB id denote the row of voter id in the bulletin board BB.

– EASetup(1λ , I, V) → (pkEA,  skEA): on input the security parameter 1λ,  the  
electoral roll I, and the candidate list V , generates public parameters pp and 
computes (pkEA,  sk  EA) $←− EKeyGen(pp).

– Setup(id, pkEA) → (id, (x, gx ,  sk), (ctr,  πctr,  pk)): on input of the voter iden-
tity id and pkEA, which contains pp, computes (sk, pk) $ ←− SKeyGen(pp), 
where pk contains a proof of knowledge πsk, and generates random trackers 
x =  (x0,  x1,  .  .  .  ,  xN −1) and tracker commitments gx =  (gx0 ,  gx1 ,  .  .  .  ,  gxN−1) 
by running (x, gx) $ ←− TKeyGen(pp). Then, it computes ctri 

$ ←− 
Enc(pkEA,  gxi ; rxi

)  for  i ∈ [0,  N  − 1], and sets ctr =  (ctr0,  ctr1,  .  .  .  ,  ctrN − 1). 
It runs πctr 

$ ←− Proofctr(χ, ω), where χ =  (ctr,  pkEA), ω =  (x, rx) s.t. 
(χ, ω) ∈ Rctr iff 

ctr0 = Enc(pkEA,  gx0 ; rx0) ∧ .  .  .  ∧ ctrN−1 = Enc(pkEA,  gxN−1 ; rx N−1).

Note that πctr retains the order of the tracker commitments and it is bound
to the voter’s identity id.

– Vote(id, sk, pkEA, (v0, ctr,  πctr)) → β: on input voter identity id ∈ I, voter 
signing key sk, tallying servers’ public key pkEA, vote option v0 ∈ V, encryp-
tions ctr,  proof  πctr, and implicit input (V, I ) where N = |V|,
1. Compute ct0 $ ←− Enc(pkEA,  v0; rv0) 
2. Set W = V \  {v0}
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3. For i ∈ [1,  N  − 1], do: 
vi 

$ ←− W 

cti 
$ ←− Enc(pkEA,  v  i; rvi

) 
W = W \  {  vi}

4. Set ct =  (ct0,  ct1,  .  .  .  ,  ctN −1), v =  (v0,  v1,  .  .  .  ,  v  N −1), and randomness 
rv =  (rv0 , rv1 , . . . , rvN−1

).
5. Run πv 

$ ←− Proofvote(χ, ω), where χ =  (ct,  pkEA, V), ω =  (v, rv) s.t. 
(χ, ω) ∈ Rvote iff 

ct0 = Enc(pkEA,  v0; rv0) ∧ .  .  .  ∧ ctN − 1 = Enc(pkEA,  vN −1; rvN−1)∧ 
v0 ∈ V ∧ .  .   . ∧ vN−1 ∈ V ∧ v ≡ V

6. Set π =  (πv,  πctr) and compute σ $ ←− Sign(sk, (id, ct, ctr,  π  )), and return 
β =  (id, pk , ct, ctr, π, σ).

– Validate(BB,  β) /⊥: on input ballot β =  (id, pk, ct, ctr,  π,  σ)  and  
implicit input (pkEA, I, V) checks that (i) id ∈ I, (ii) no terms in β 
already appear in BB, (iii) SVerify(pk, (id, ct, ctr,  π),  σ), and (iv) 

V erify(χ, π), where χ =  (pkEA, ct, ctr, V)  and  π =  (πv,  πctr). If an y of
the checks fail, it returns ⊥; otherwise it returns .

– Append(BB,  β) →  BB: on input a ballot β =  (id, pk, ct, ctr,  π,  σ), checks that 
Validate(BB,  β)  =  . If so, it appends β to BBid.

– ImmediateMix(BB,  skEA,  id) →  BB: on input BB, skEA,  and  id, obtains the 
ballot β =  (id, p k, ct, ctr,  π,  σ)  from  BB id and then does the following:
1. On input (ct0,  ctr0), (ct1,  ctr1),  .  .  .  ,  (ctN −1,  ctrN −1), run a re-encryption 

mix to shuffle in parallel the vote ciphertexts and the t racker ciphertexts 
producing {(ctj ,  ctrj)}j∈[N ] and p roof πr-enc.

2. Run a decryption mix on {(ctj ,  ctrj)}j∈[N ], which produces the shuffled 
{(vj ,  gx j )}j∈[N ] and proof πd.

3. Append ({(vj ,  gxj )}j∈[N ],  πr-enc ,  πd)  t  o BBid.
– VerifyVote(BB,  id,  v,  xv) →  ⊥/ : on input BB, voter identity id, vote option 

v and tracker xv, checks that (i) there is a ballot β in BBid and that 
Validate(BB,  β)  =  ; (ii) πr-enc and πd in BBid are valid; (iii) compute gxv to 
recover (vi,  gxv )  from  BBid and check that vi = v. If any of the checks fail, it
returns ⊥; otherwise it returns .

– Tally(BB,  skEA) → (R, Π): on input BB,  let  {ct0i}M 
i=1 be the first vote cipher-

texts extracted from all v alid non-empty voter rows of {BBid }id∈I:
1. Run a re-encryption mix on {ct0i}M 

i=1, producing shuffled {ct0i}M 
i=1 and 

proof πr-enc-tally .
2. Run a decryption mix on {ct0i}M 

i=1, producing shuffled {vi}M 
i =1 and proof 

πd-tally.
3. Set Π =  (πr-enc-tally,  πd-tally) and compute the result R =  (Rv)v∈V by 

counting occurrences of each candidate in {vi }M
i=1.

– VerifyTally(BB, (R, Π)) →  ⊥/ : on input BB, the tally result and correspond-
ing proofs (R, Π), verifies all proofs on BB and the correctness of (R, Π). If 
any of the checks fail, it returns ⊥; otherwise it returns .
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The protocol is organised in to three phases.

Setup Phase: The tallying servers run EASetup(1λ , I, V) to generate their key 
pair (pkEA,  skEA). Each voter then runs Setup(id, pkEA) to register and obtain 
a signing key pair (sk, pk), together with trackers x, the tracker commitments 
gx, the tracker commitment encryptions ctr, and the corresponding proof πctr. 
If two devices are used (one for tracker generation and one for ballot casting), the 
casting device generates the signing key pair, while the tracker device generates 
the tracker-related material. This split supports cast-as-intended verifiability
and, consequently, end-to-end verifiability (see Sect. 3.4). The bulletin board BB 
is initialised with the voter’s id, pk,  and  πsk.

Voting Phase: The voter chooses a candidate v0 ∈ V and creates a ballot 
β using Vote(id, sk, pkEA, (v0, ctr,  πctr)). The ballot is submitted to BB via 
Append(BB,  β). The tallying servers then execute ImmediateMix(BB,  skEA,  id), 
which mixes and decrypts the candidate-tracker commitment pairs and appends 
the resulting plaintext pairs to the voter’s row BBid. The voter checks inclusion 
and consistency b y running ⊥/ VerifyVote(BB, id, v, xv).

Tallying Phase: After voting closes, the tallying servers run the tallying algo-
rithm (R, Π) ← Tally(BB,  skEA) to compute the final tally R. Any observ er can 
verify its correctness by running ⊥/ VerifyTally (BB, (R,Π)).

3.4 End-to-End Verifiability 

We discuss informally here how our protocol achieves end-to-end verifiability. 
We provide a formal proof in Sect. 5. 

End-to-end verifiability ensures that the system provides cast-as-intended, 
recorded-as-cast, and tallied-as-recorded assurances to voters and observers. In 
our protocol, the voter can directly verify cast-as-intended and recorded-as-cast 
assurances after ballot casting. Tallied-as-recorded assurance is guaranteed by 
the v erifiable mixnet operations, which are publicly verifiable.

Cast-as-intended verifiability concerns auditing the ballot-creation process. 
This is typically achieved either by using return codes [6] or by giving the voter 
two devices, with at least one of them trusted. As in other tracker-based voting 
schemes, our protocol can achieve cast-as-intended verifiability with two devices. 
Specifically, if the voter has two separate devices (e.g., one for tracker generation 
and one for ballot casting), Setup can be split as follows: the tracker device runs 
TKeyGen to generate trackers and tracker commitments, and the casting device 
runs SKeyGen to generate the signing key pair. The first generated tracker, x0 

(the one associated with the voter’s choice), is shown to the voter, and the 
encrypted commitments ctr with the corresponding proof πctr are transferred 
to the casting device (e.g., via QR code) before the ballot is cast. The voter inputs 
their vote choice to the casting device which generates a list of the encryptions
of the vote options with the voter’s choice first in the list. The proof πctr on
encrypted commitments ensures that anyone can detect whether a malicious
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casting device has altered their order. Therefore, the voter does not need to 
verify that the first ballot term is the encryption of the chosen candidate. As we 
show later formally , it is sufficient for cast-as-intended that either the tracker 
device or the casting device is trusted.

Recorded-as-cast verifiability is achieved by the immediate mixnet operations 
that reveal the vote-tracker commitment associations on the bulletin board right 
after ballot casting. The mixnets provide publicly verifiable proofs of their oper-
ations. However, the voter can directly check that their vote is correctly recorded 
by verifying that tracker x0 corresponds to the tracker commitmen t gx0 asso-
ciated with the chosen candidate. This also provides immediate assurance to 
voters, as they do not need to w ait until tallying to verify that their vote is
recorded as intended.

Tallied-as-recorded verifiability is guaranteed by the verifiable mixnet oper-
ations that are publicly verifiable. The tallying mixnet processes the first vote 
ciphertexts, and the corresponding proofs ensure that the votes are correctly 
included in the tally and that t he decryption is correct. Therefore, any observer 
can verify that the final tally corresponds to the recorded votes on the bulletin
board.

3.5 Performance 

The protocol relies on standard cryptographic primitives that are already present 
in state-of-the-art voting systems. In fact, it uses fewer components than prior 
tracker-based systems, as it does not require exponentiation mixnets or dual keys. 
The most expensive operations are the mixnet operations, which are performed 
once per voter for the immediate mix and once for the final tally. This has two 
advantages over prior tracker-based systems: (i) immediate mixing enables faster 
verification by voters, who do not need to scan the entire bulletin board to find 
their vote-tracker association; and (ii) the tallying phase depends only on the 
number of voters, not also on the number of candidates as in Surtr, because only
the first ciphertexts of the ballots are included in the tallying mixnet.

4 Ballot Privacy 

In this section, we prove that our protocol defined by VS =  (EASetup, Setup, 
Vote, Validate, Append, ImmediateMix, VerifyVote, Tally, VerifyTally) s atisfies bal-
lot privacy using the ballot privacy game Ballot-Privb described in Fig. 1.  We  
adapt the game-based security definition of ballot privacy from [11]. In Hyper-
ion, there is a post-tally verification that relies on the secret value sent to the 
voter through a private channel. However, since our scheme is not based on post-
tally verification and does not require a secure channel, we modify the oracle 
VerifyVote in the definition by eliminating the GetSecret function. Furthermore, 
we modify the oracle Board by adding the function ProcessBallot, which appends 
the output of the decryption mixnet for each voter id to the corresponding row
of the bulletin board. A voter ballot together with the output of the decryption
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mixnet is referred to as Processed. In our scheme, the oracle VerifyVote calls the 
oracle Board to verify the voter ballot. For ballot privacy, we assume that the 
bulletin board and the tallying server are trusted, each voter is registered with 
a unique id, and that the voter devices are trusted, that is, these devices do not 
leak sensitive information, such as the secret signing key, trackers, or encryption 
randomness. In the Ballot-Privb game, the PPT adversary A =  (A1, A2) interacts 
with the challenger, which executes the algorithms of the voting system through 
the various oracles. SK and PK are used to store the voter’s secret key sk and 
public key pk. The left and right vote inputs to the oracle LoR, are stored in 
V0 and V1, respectively, while ST stores the state st associated with the voters’ 
ballots. The adversary A1 can register honest voters HV using the oracle HSetup 
or register dishonest voters DV with chosen public keys using t he oracle DSetup.
ValidCred outputs if πsk for voter id is valid, and ⊥ otherwise. The adversary
A2 has access to the following oracles:

– LoR(id, v0,  v1), which allows the adversary to have an honest voter id cast 
one of two chosen votes (v0 or v1) based on a hidden bit b.

– Tally(), which initiates the tallying process but only if the result of votes cast 
in both scenarios (when b =  0  and  b = 1) is identical.

– VerifyVote(id), which models a voter verifying their vote after c asting.
– Board(), which allows the adversary A2 to obtain a published v ersion of the 

Bulletin Board BB.
– Cast(id, β), which enables A2 to directly submit a ballot β to BB for a v oter

id.
– Verify(), which allows A2 to check the validity of all ballots and the tally on 

public BB.

The adversary A wins the game if it can determine the hidden value of b where 
b means that the challenger is processing vb for an honest voter id . We define 
the advantage of the adversary A in the b allot privacy experiment as follows:

Theorem 1 (Ballot Privacy). Assume that the encryption scheme with zero-
knowledge proof of knowledge is IND-1-CCA secure, the signature scheme is 
EUF-CMA secure, the zero-knowledge proof systems are zero-knowledge, and the 
re-encryption mix is permutation hiding. Then the voting scheme VS achieves 
ballot privacy. In particular, for every PPT adversary A, 

Pr[Ballot-Priv1 A,VS(λ)  =  1]  − Pr[Ballot-Priv0 A,VS(λ)  =  1]  ≤ AdvIND−1−CCA 
B + 

where is a negligible function in security parameter λ and AdvIND−1− CCA 
B 

denotes the advantage of an adversary B against IND-1-CCA security.

Proof. Game G0. Let G0 be the ballot privacy game Ballot-Privb 
A,VS  in Fig. 1. 

We denote the adversary advantage in game G0 by AdvG0 
A .  In  G0, upon a query 

LoR(id, v0,  v1), the challenger samples two random trackers and computes their 
commitments (x0,  gx0) and (x1,  gx1) corresponding to the vote options v0,  v1, 
respectively. It then defines two possible ballots for the two inputs of the



A Simple Protocol for Tracker Based Voting 79

Fig. 1. Ballot privacy game. The adversary A wins if b = b .

oracle LoR(id, v0,  v1) as follows: β0 =  (id, pk, (ct0,  ctr0), (ct1,  ctr1),  π0,  σ0)  and  
β1 =  (id, pk, (ct1,  ctr1), (ct0,  ctr0),  π1,  σ1). When the board is published, βb is 
processed by the decryption mixnet. The mixnet samples a random permutation 
τ and publishes the shuffled plaintext pairs (vτ (b),  gxτ(b)), (vτ(1−b), g

xτ(1−b)).

Game G1. In game G1, all proofs (vote, tracker, re-encryption, decryption, 
and mix proofs) are simulated. By the zero-knowledge property, the adversary 
A cannot distinguish simulated proofs from real proofs. Therefore, we have 
AdvG0 

A ≤ AdvG1 
A + zk, where zk denotes the advantage of an adversary in a 

zero-knowledge proof system in distinguishing sim ulated proofs from real proofs.

Game G2. In G2, we modify the oracle Cast(id, β) in game G1 so that the adver-
sary A can only cast a ballot β on behalf of a dishonest voter id ∈ DV . This is 
because we assume that the signature scheme is existentially unforgeable. Hence,
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we have AdvG1 
A ≤ AdvG2 

A + EUF−CMA, where EUF−CMA denotes the advantage of 
an adversary against the EUF-CMA property of the signature scheme.

Game G3. In G3 we modify the oracle VerifyVote in game G2 so that it always 
returns . By the correctness of the scheme, honestly generated ballots are 
accepted by VerifyVote. Moreover, the adversary cannot modify or cast on behalf 
of honest voters due to the unforgeability of the signature sc heme. Therefore,
AdvG2

A = AdvG3
A .

Game G4. This game is identical to the previous game G3 except that, in 
the mixnet, instead of computing re-encryptions of the input ciphertext pairs, 
the challenger computes fresh encryptions of the same plaintext pairs. That 
is, for each input pair encrypting (vj ,  xj), the challenger samples fresh ran-
domness rj ,  sj and outputs (ctj ,  ctrj)  =  (Enc(pkEA,  vj ; rj), Enc(pkEA,  gxj ; sj)). 
For r e-randomizable encryption, this distribution is identically distributed, since 
ReEnc(Enc(m; r); r )  =  Enc(m; r + r ), and r + r is uniformly distributed when-
ever r is sampled uniformly at random. Hence we have: AdvG4

A = AdvG3
A .

Game G5. Game G5 differs from G4 in that in oracle Board, we replace the real 
re-encryption/decryption mixnet execution by an ideal execution that first sam-
ples a uniform random permutation τ ← S2,  applies  it  to  ((vb,  gxb), (v1−b,  gx1−b)) 
corresponding to the output ciphertext pairs of the oracle LoR(id, v0,  v1) namely 
((ctb,  ctrb), (ct1−b,  ctr1−b)) and outputs ((vτ (b),  gxτ (b)), (vτ (1 −b),  gxτ(1−b))). By the 
permutation-hiding property of the mixnet, the adversary A cannot distinguish 
the real mixnet execution from this ideal permuted execution except with neg-
ligible probability mix. Hence, AdvG5

A ≤ AdvG4
A + mix.

Game G6. In G6, analogously to game G5, we modify the oracle Tally(), where 
the ideal mixnet computes the result R based on the output oracles LoR and 
Cast provided that ρ(V0)  =  ρ(V1). In this case the result R is the mix of 
ρ(Vb) and the decryption of the all valid ballots cast by the adversary A.  By  the  
correctness of decryption and indistinguishability of the real and ideal executions 
of the mixnet, we have that AdvG6

A = AdvG5
A (Fig. 2). 

In our scheme, the vote encryption scheme with zero-knowledge proof of 
knowledge with label id for each voter satisfies IND-1-CCA security. Finally, we 
argue that the advantage of the adversary in game G6, namely AdvG6 

A ,  is  equal  
to the advantage of the adversary B in the IND-1-CCA security game, namely 
AdvG6 

A = AdvIND−1−CCA 
B . By combining the games, we obtain 

AdvBallot-P  rivb 

A ≤ AdvIND−1−CCA 
B + zk + EUF−CMA + mix, 

where = zk + EUF−CMA + mix and AdvBallot-P  rivb 

A is defined as 

Pr[Ballot-Priv1 A,VS(λ)  =  1] − Pr[Ballot-Priv0A,VS(λ) = 1] .
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Fig. 2. Game-based definition of verifiability against a malicious voting board and a 
compromised device. The indices v and c denote verification and vote casting, respec-
tiv ely. The index i in Vi denotes voters w ith intended votes.

5 Verifiability 

In this section, we prove that the proposed protocol satisfies verifiability against 
malicious tallying authorities and bulletin board1 , even in the presence of com-
promised voting or tracker generator devices. In particular, we consider the case

1 If individual ballot verification is performed once and before tallying, then the bul-
letin board is assumed to be append-only. This is necessary since otherwise the bul-
letin board could remove the ballot of the voter immediately after the voter verifies 
their ballot. If verification is instead p erformed (also) after tallying, this assumption
is not required.
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where either the secret signing key or the secret tracker is leaked through a com-
promised device. We adopt the verifiability definition of Hyperion [11] to capture 
the cast-as-intended and recorded-as-cast guarantees of the voting scheme. We 
assume that each voter is uniquely registered with credentials (id, pk) and that 
the bulletin board provides a consistent public view during the entire election. 
Each voter uses two separate devices: a vote-casting device holding the signing 
key sk, and a tracker generator device holding the secret trackers x. The defini-
tion models leakage from compromised voting devices by distinguishing between 
honest and corrupted casting and tracker generator devices. A corrupted casting 
device Dc leaks the voter’s signing key sk, while a corrupted tracker generator 
device Dv leaks the secret trackers x. We denote by VChkd the set of voters who 
successfully complete the verification pro cedure after casting their vote. This pro-
cedure consists of checking that a valid ballot associated with their identity id 
appears on the bulletin board BB, and executing VerifyVote.  We  use  VerifyVoted 
as shorthand for this combined verification procedure. Voters whose casting and 
tracker generator devices are b oth corrupted are considered fully corrupted vot-
ers. The algorithms ValidCredc and ValidCredv are used for the signing key and
the verification key, respectively. We apply the same distinction to the Setup
algorithm.

The definition captures the adversary’s ability to output a valid bulletin 
board and tally result while achieving at least one of the following malicious
goals:

(i) changing the vote of a voter who possesses at least one honest device and 
successfully verifies their v ote, namely voters in VChkd ∩ Hv or VChkd ∩Hc;

(ii) for voters equipped with honest casting devices, forging, stuffing, or modi-
fying ballots in any manner other than simply dropping the ballot, namely 
voters in Vi \ (VChkd ∩ Hc);

(iii) for the remaining eligible voters, namely voters in VChkd ∩ Dv and Dc \ 
(VChkd ∩ H v), cast more than one v ote per voter.

Correctness. We first prove the correctness of the proposed scheme. Assume 
that all parties execute the protocol honestly and that the underlying crypto-
graphic primitives satisfy their correctness properties, including the encryption 
scheme, signature scheme, mixnet, and zero-knowledge proof systems. Under 
these assumptions, for every honest voter the generated public key and the bal-
lot generated by the voting algorithm are accepted by the bulletin board and 
verification procedures, the recorded ballot encodes the voter’s intended vote, 
and the tallying algorithm correctly computes the election result from the set
of recorded honest ballots. Hence, the published tally corresponds to the voters’
intended votes.

Theorem 2 (Verifiability). Assume the signature scheme is EUF-CMA 
secure, the NIZK proof systems satisfy simulation-sound extractability, the 
soundness of the mixnet, and hardness of the discrete logarithm problem. Then 
the voting scheme VS achieves verifiability.
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Proof. We first prove that for voters with honest vote-casting devices who have 
verified their ballot, id ∈ (VChkd ∩ Hc), the adversary cannot change the voter’s 
ballot on BB.  We  also  show  that  for  id ∈ Hc, the adversary can at most drop 
ballots, which proves that ∃S ⊆ (Vi \VChkd)∩ Hc.  Let  id ∈ Hc, where the honest 
casting device generates a ballot containing a valid signature. Since the adversary 
A does not know the secret signing keys of honest voters, the EUF-CMA security 
of the s ignature scheme guarantees that A cannot forge a valid ballot, alter an 
honestly cast ballot, or cast ballots on behalf of any voter id ∈ Hc. Therefore, 
for all id ∈ Hc, the adversary can only drop the cast ballot. However, for all
voters id ∈ (VChkd ∩ Hc), the ballots appear unchanged on BB.

Now we consider all voters with id ∈ (VChkd ∩ Hv), namely voters with 
an honest tracker generator device who check their vote. Let {v0,  v1} be the 
candidate set and let β be a ballot of voter id with intended vote v0. Then 
we have β =  (id, pk, ((ct0,  ctr0), (ct1,  ctr1)),  π,  σ) as a ballot of voter id, where 
(cti,  ctri)  =  (Enc(pkEA,  vi; rvi

), Enc(pkEA,  gxi ; rxi
)) for i =  0, 1. The adversary 

A (tally server) may have access to (gx0 ,  gx1) by decrypting ctri and to the 
voter’s secret signing key sk, assuming a dishonest vote-casting device. If the 
adversary A generates a modified ballot by altering the vote ciphertexts {cti} or 
their ordering, this modification results in {(v0,  gx1), (v1,  gx0)}, which does not 
pass verification. Assume that the adversary A modifies the ballot β to β with 
intended vote v1 such that voter verification VerifyVote(BB, (id, pk), st)  = , 
which means that the ballot β on BB is a valid ballot for the voter with 
(id, pk) and the decryption mixnet returns a mix of {(v0,  gx0), (v1,  gx1)}. Since 
the honest tracker generator device generates a proof πctr proving knowledge of 
witnesses (x0,  x1,  r0,  r1) such that ctri = Enc(pkEA,  gxi ; ri)  for  i ∈  {0, 1 },  any  
adversary producing a fresh accepting proof for a modified ordered tuple must 
know valid witnesses corresponding to the new statement. Since the adversary A 
outputs a modified ballot β =  (id, pk, ((ct1,  ctr1), (ct0,  ctr0)),  π  ,  σ  ) with valid 
proof π =  (πv,  πctr), where (ctr1,  ctr0,  πctr) =  (ctr0,  ctr1,  πctr). By the knowl-
edge soundness of the proof system, there exists an extractor E that outputs 
witnesses (x1, x0, r0, r1) for the modified statement (ctr1, ctr0), where x1 = x1

and x0 = x0. Therefore, the existence of A contradicts the discrete logarithm
assumption underlying the binding and knowledge soundness properties of the
commitments.

We now determine the bound on the number of malicious ballots that may 
be altered by the adversary. Consider voters with id ∈ Dc, namely voters with a 
dishonest vote-casting device. For voters satisfying id ∈ Dc and id /∈ VChkd, the 
adversary A may arbitrarily modify the vote or drop the ballot entirely, since 
no successful verification is performed. Therefore, the upper bound is b = |Dc \ 
(VChkd∩Hv)|. Next, we consider voters such that id ∈ Dc and id ∈ VChkd∩Dv. For 
these voters, VerifyVoted(id, BB)  =  , which guarantees that a valid ballot has 
been recorded on the bulletin board. However, since the tracker generator device 
is also dishonest, successful verification does not guarantee that the recorded
vote corresponds to the voter’s intended vote. Therefore, the minimum number
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of ballots whose plaintext votes may be maliciously chosen by the adversary is 
lower-bo unded by a = |VChkd ∩ Dv| .

Let M = VChkd ∩ (Hv ∪ Hc), S ⊆ Vi \ (VChkd ∩ Hc), and n ∈ [a, b], which 
denotes the number of votes defined by A. Therefore we have 

R = ρ ([V [j]]j∈S) [vj ]n 
j=1 ([V [j]]j∈M) , 

where V [j] denotes the intended vote of voter j and [vj ]n 
j=1 are t he votes chosen

by the adversary A.

6 Conclusion 

We have presented a tracker-based voting protocol that simultaneously achieves 
receipt-free and transparent verification, and immediate ballot-casting assurance, 
while remaining simpler than prior related schemes. The key insight is for the 
tally servers to immediately mix and decrypt all candidate-tracker commitment 
pairs upon ballot receipt, then publish the result in the voter’s bulletin-board 
ro w. This step provides clear vote-tracker confirmation right after casting, with-
out requiring a private notification channel, post-tally interaction, or memoriza-
tion of any coercer-chosen tracker until tallying.

From a cryptographic standpoint, the scheme relies only on standard build-
ing blocks: threshold public-key encryption, digital signatures, and verifiable 
re-encryption and decryption mixnets, all of which are already present in state-
of-the-art tracker-based voting systems. In particular, it uses a strict subset of 
the primitives required by Selene, Hyperion, and Surtr: there are no exponen-
tiation mixnets, no dual keys, and no verified trac ker generation. We formally 
prove that the scheme satisfies ballot privacy under IND-1-CCA encryption, 
EUF-CMA signatures, and a permutation-hiding mixnet, and we give a game-
based verifiability definition that covers malicious boards and device malware.

An interesting direction for future work is to investigate everlasting privacy 
variants of the scheme, following the approach of [17] for Hyperion. It would also 
be worth studying whether the two-device assumption for cast-as-intended can 
be relaxed, perhaps achieving universally cast-as-intended verifiability [18]  and  
simplifying the voter e xperience even further.
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2. Araújo, R., Foulle, S., Traoré, J.: A practical and secure coercion-resistant scheme 
for remote elections. In: Dagstuhl Seminar Proceedings (2008)

3. Arnaud, M., Cortier, V., Wiedling, C.: Analysis of an electronic boardroom voting 
system. In: Heather, J., Schneider, S., Teague, V. (eds.) International Conference on 
E-Voting and Identity, Springer (2013). https://doi.org/10.1007/978-3-642-39185-
9 7

https://doi.org/10.1007/978-3-642-39185-9_7
https://doi.org/10.1007/978-3-642-39185-9_7
https://doi.org/10.1007/978-3-642-39185-9_7
https://doi.org/10.1007/978-3-642-39185-9_7
https://doi.org/10.1007/978-3-642-39185-9_7
https://doi.org/10.1007/978-3-642-39185-9_7
https://doi.org/10.1007/978-3-642-39185-9_7
https://doi.org/10.1007/978-3-642-39185-9_7
https://doi.org/10.1007/978-3-642-39185-9_7
https://doi.org/10.1007/978-3-642-39185-9_7


A Simple Protocol for Tracker Based Voting 85

4. Boyen, X., Haines, T., Müller, J.: Epoque: practical end-to-end verifiable post-
quantum-secure e-voting. In: 2021 IEEE European Symp osium on Security and 
Privacy ( EuroS&P), pp. 272–291. IEEE (2021)

5. Chaidos, P., Cortier, V., Fuchsbauer, G., Galindo, D.: BELENIOSRF: a non-
interactive receipt-free electronic voting scheme. In: Proceedings of the 2016 A CM 
SIGSAC Conference on Computer and Communications S ecurity, pp. 1614–1625
(2016)

6. Chaum, D.: Surevote. Int. Patent WO 1(55940), A1 ( 2001)
7. Chaum, D., et al.: Scantegrity: end-to-end voter-verifiable optical-scan v oting. 

IEEE Secur. Priv. 6 (3), 40–46 (2008)
8. Clark, J., Hengartner, U.: Selections: internet voting with over-the-shoulder 

coercion-resistance. In: Danezis, G. (eds.) International Conference o n Financial 
Cryptography and Data Security, pp. 47–61. Springer (2011). https://doi.org/10. 
1007/978-3-642-27576-0 4 

9. Clark, J., Hengartner, U.: Selections: internet voting with over-the-shoulder 
coercion-resistance. In: Danezis, G. (ed.) Financial Cryptography and Data S ecu-
rity, pp. 47–61. Springer, Berlin Heidelberg, Berlin, Heidelberg (2012). https://doi. 
org/10.1007/978-3-642-27576-0 4 

10. Cortier, V., Gaudry, P., Yang, Q.: Is the JCJ voting system really co ercion-
resistant? Cryptology ePrint Archiv e (2022)

11. Damodaran, A., Rastikian, S., Rønne, P.B., Ryan, P.Y.A.: Hyperion: transparent 
end-to-end verifiable voting with coercion mitigation. In: Nicomette, V., Benzekri, 
A., Boulahia-Cuppens, N., V aidya, J. (eds.) European Symposium on Research in 
Computer Security, pp. 124–143. Springer (2025). https://doi.org/10.1007/978-3-
032-07891-9 7 

12. Giustolisi, R., Garjan, M.S., Schuermann, C.: Thwarting last-minute voter coer-
cion. In: 2024 IEEE Symp osium on Security and Privacy (SP) (2024)

13. Giustolisi, R., Garjan, M.S., Rønne, P.B.: Surtr: transparent verification with sim-
ple yet strong coercion mitigation. In: E-VOTE-ID (2025)

14. Juels, A., Catalano, D., Jakobsson, M.: Coercion-resistant electronic elections. In: 
Chaum, D., et al. (eds.) T owards Trustworthy Elections, pp. 37–63. Springer (2010).
https://doi.org/10.1007/978-3-642-12980-3 2 
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1 Introduction 

In most democratic countries, elections are conducted using paper ballots, where 
procedural safeguards, such as private voting booths and public observation of 
the counting process, provide voters with confidence that votes remain secret and 
are counted correctly. However, these assurances rely on physical transparency 
and human oversight, which do n ot naturally translate to digital environments. 
As a result, electronic voting (e-voting) systems must provide equivalent guaran-
tees through t echnical means, motivating the development of verifiable systems.

Kremer et al. [35] define a verifiable e-voting system as one that provides 
individual verifiability (voters can confirm that their intended vote has been 
correctly recorded by the system), universal verifiability (any party can verify 
that the announced election outcome corresponds to the set of recorded votes), 
and eligibility verifiability (any party can verify that all recorded votes originate 
from eligible voters and t hat no voter has voted more than once).

In this work, we focus primarily on universal (and, to some extent, eligibility) 
verifiability, as these properties depend on the availability and correctness of 
audit data and verification procedures. In contrast, individual verifiability r elies 
on voter interaction and is therefore only indirectly related to t he audit process
considered in this paper.

Universal and eligibility verifiability are realised through the auditing of elec-
tion artefacts using verifier software [21,27,58]. These audits validate both the 
correctness of the protocol execution and the resulting election outcome, based 
on the evidence produced during the election process. This shifts the focus of 
trust from the voting system alone to the verification process. In particular, the 
correctness and soundness of the verifier software become critical, as errors in the 
verification process m ay lead to incorrect conclusions about the election result.

This concern is closely related to the notion of software indep endence, defined 
by Rivest [47] as the property that system errors cannot cause undetectable 
changes to the election outcome. Subsequent work has argued that this property 
depends not only on the voting s ystem, but also on the correctness of the veri-
fier software and audit procedures [27]. Therefore, trust in an election outcome 
depends not only on the security of the voting protocol, but also o n the integrity 
and correctness of the entire verification process.

If audits are performed solely by the system vendor, trust in t he audit 
depends on trusting the vendor [10,61]. Independent audits reduce the neces-
sary trust assumptions placed on the vendor. One way to facilitate indepen-
dent audits is for the vendor to provide verifier software that can be operated 
by independent auditors [3]. However, an audit is not entirely independent if 
vendor-provided verifier software is used [7,58]. Therefore, to further reduce the 
necessary trust assumptions placed on the vendor, election authorities and sys-
tem vendors should facilitate third-party implementations of v erifier software.

Although the auditability of universally verifiable e-voting systems has been 
studied before, existing work primarily focuses on audit frameworks and verifica-
tion mechanisms in isolation. In particular, it provides limited guidance on how
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systems should be designed, documented, and operated to enable independent 
audits and third-party implementation of verifier softwa re in practice.

As a result, there is a gap between theoretical verifiability and the abil-
ity of independent parties to meaningfully verify election outcomes. This work 
addresses that gap by conducting a systematic literature review to identify, con-
solidate, and structure recommendations that support p ractical auditability and
independent verification.

1.1 Related Works 

Treier [58] and Haenni et al. [21] propose audit frameworks that structure the 
verification process for universally verifiable elections. However, these works pri-
marily focus on the methodology and organisation of audits, and provide limited 
guidance on how systems should be designed and documented to support inde-
pendent audits and third-party implementation of verifier software in practice.

Several works address related aspects of auditability from different p erspec-
tives. Moser et al. [42] present recommendations for third parties implementing 
audit tools for individual verifiability, while Haines and Rønne [29] define require-
ments for making e-voting systems auditable from the viewpoint of s ource code 
examination. Haenni et al. [22] provide practical recommendations based on their 
experience developing an e-voting system. These contributions address specific 
asp ects of auditability, including tooling, implemen tation, and system design.

However, existing work remains fragmented across these perspectives and 
does not provide a unified set of recommendations that connects protocol design, 
audit processes, documentation, trust assumptions, and implementability. In 
particular, limited attention has been given to how these aspects interact to 
enable independent and practically feasible verification by third parties.

This work addresses this gap by consolidating and structuring recommenda-
tions from the literature into a unified framework that supports the design of 
e-voting systems verifiable not only in theory , but also auditable in practice.

1.2 Contributions 

We identify and consolidate recommendations from the literature to support the 
design, documentation, and execution of election audits enabling independent 
verification and third-party verifier software. We provide a unified view that 
connects audit design, documentation, and verifier implementability, bridging 
the gap between theoretical definitions of verifiability and the practical require-
ments to enable third-party audits.

Based on a systematic literature review, we derive actionable recommen-
dations structured across six dimensions: verification requirements, available 
audit data, verification processes, trust assumptions, documentation, and imple-
mentability. Together, these dimensions form a unified framework that captures 
the end-to-end requirements to achieve practical and independently verifiable
election systems.
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The remainder of the paper is structured as follows. Section 2 describes the 
methodology used in the literature review, including database selection and 
query construction. Section 3 presents the findings, organised by category. Each 
subsection introduces the relevant findings, discusses tensions and trade-offs 
identified in the literature, and concludes with a set of consolidated recommen-
dations. Finally, the paper concludes with a discussion of the overall findings, 
their implications, and directions for future work in Sect. 4. 

2 Methodology 

The literature review conducted in this work follows systematic principles to 
ensure transparency, reproducibility, and comprehensive coverage of relevant 
research. The approach consists of a structured search over a predefined set 
of databases using carefully constructed queries to o btain an initial corpus of 
records. This corpus is subsequently subjected to a multi-stage screening pro-
cess, after which the remaining works are selected for detailed evaluation.

We queried three databases chosen to provide broad coverage of both e-voting 
and cryptographic research: the IACR Cryptology ePrint Archive1 , which hosts 
cryptographic preprints, and Web of Science2 and Scopus3 , which index peer-
reviewed publications across a wide range of disciplines.

Each database was queried using the same search string. Searches were 
restricted to the title, abstract, and keyword fields, and were constructed from 
keywords grouped into three thematic categories, as shown in Table 1. Within 
each category, keywords were combined using the Boolean operator .OR, while 
the categories themselves were combined using .AND. 

To ensure precise matching, keywords were enclosed in quotation marks, 
except where wildcard characters were used. The wildcard symbol (* )  was  
employed to capture multiple word forms sharing a common root; for example, 
verifi* matches verifier, verifiable,  and  verification. The three keyword categories
are defined as follows:

E-voting systems This category targets literature on electronic voting sys-
tems. As the field employs varied terminology, multiple synonyms, spe llings, 
and related terms were included to maximise coverage.

Verifiability and audits This category ensures that retrieved records address 
verifiability or auditing. Some overlap may occur with terms such as verifiable 
election or verifiable voting from the first category; how ever, such overlap is 
retained to avoid excluding relevant works.

Implementation and practice This category captures literature related to 
implementation aspects, including verification processes, standardisation, and 
known implementation issues. It also includes terms such as best practice 
and lessons learned, which aim to identify experience-based and practical
guidance.

1 https://eprint.iacr.org. 
2 https://www.webofscience.com. 
3 https://www.scopus.com. 

https://eprint.iacr.org
https://eprint.iacr.org
https://eprint.iacr.org
https://eprint.iacr.org
https://www.webofscience.com
https://www.webofscience.com
https://www.webofscience.com
https://www.webofscience.com
https://www.scopus.com
https://www.scopus.com
https://www.scopus.com
https://www.scopus.com
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Table 1. Literature review search query components. 

Category Keywords 
E-voting systems electronic voting, e-voting, evoting, internet voting, i-voting, 

ivoting, online voting, cryptographic voting, remote voting, 
digital v oting, verifiable voting, verifiable e lection*, voting
system

Verifiability and audits verifi*, a udit* 
Implementation and practice best practice, lessons learned, implementation security, 

implementation recommendation, mistaken implementa-
tion*, 
reference implementation*, compliance, regulatory frame-
work, 
assurance*, source code examination, technical standard, 
verification capabilit*, pe rformance requirement, 
formal verification, vulnerabilit*, verification process, 
v erification software

After obtaining the initial corpus of records, we conducted a multi-stage 
screening process to identify relevant works. This process consisted of three 
stages: removal of duplicate entries, filtering based on title and abstract, and 
a full-text review of the r emaining records. In cases where multiple versions of 
the same work were retrieved, only the most recent version was included.

Records focusing on individual verifiability were retained when their findings 
on audit data, tooling, or documentation transfer to the audit process considered 
here. In total, 355 records were identified, of which 106 were duplicates. Of 
the r emaining records, 98 were deemed irrelevant based on title and abstract 
screening, and a further 100 were excluded following full-text review.

The relatively high number of excluded records indicates that the search 
query may be broad. However, a broader query was intentionally chosen to max-
imise coverage and reduce the risk of omitting relevant literature, favouring recall 
over precision in the initial search phase.

To complement the resulting set of records and ensure broad coverage, two 
additional sources were incorporated after the screening process. First, all pub-
lished long- and short-form papers from the E-Vote-ID conference4 were eval-
uated for relevance and included in the final dataset when applicable. These 
papers were considered separately due to the venue’s high relevance to e-voting 
research. This step resulted in the inclusion of two additional records.

Second, we performed backward and forward reference searches based on 
two works identified as particularly influential within the c orpus: How not to 
prove your election outcome [25], which is highly cited by the retrieved records, 
and Machine-checking the universal verifiability of ElectionGuard [24], the only 
retrieved work constructing verifier software via formal verification tools. This 
process yielded six additional relevant records. The same search applied to the

4 https://e-vote-id.org. 

https://e-vote-id.org
https://e-vote-id.org
https://e-vote-id.org
https://e-vote-id.org
https://e-vote-id.org
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Searching databases 

Records identified from: 
Scopus: 186 
IACR: 30 

Web of Science: 139 

Screen 1: 
106 duplicate records removed 

Screen 2: 
98 records removed 

Screen 3: 
100 records removed 

59 total records included 

Other methods 

How not to prove 
your election outcome 

Records included from citations: 5 
Records included from references: 0 

Machine-checking the universal 
verifiability of ElectionGuard 

Records included from citations: 0 
Records included from references: 1 

Records included from E-Vote-ID: 2 
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Fig. 1. Overview of the results from the literature r eview.

two other retrieved frameworks for verifier development, those of Treier [58]  and  
Haenni et al. [21], led to no further inclusions, indicating that the reference 
search had saturated and that the outcome is not sensitive to the choice of s eed
papers.

An overview of the complete literature selection process is presented in Fig. 1. 
The findings are organised into categories that reflect key aspects of universally 
verifiable e-voting systems and the associated audit process. Table 2 summarises 
these categories, together with the number of records contributing to e ach.

Individual records may be assigned to multiple categories where they address 
more than one aspect of the audit process. Within certain categories, findings 
are further grouped to improve clarity and presentation.

Each category concludes with a discussion that synthesises the results, 
resolves differences in perspective across the literature, and highlights tensions 
arising from competing goals supported by c onflicting methods or assumptions.

Table 2. Overview of categories and included records p er category .

Category Focus No. of r ecords 
Verification requirement s What must be verified 39 
Available audit data What information auditors receive 33 
Verification process Audit methodology and procedure 31 
Trust assumptions Trust model of audits 9 
Documentation Structure of system/audit documentation 19 
Implementability Facilitating third-party audits 22 

For each included work, we recorded the audit-related claims, requirements, 
limitations, and design practices relevant to the six categories of Table 2. We then
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compared these items across papers and merged those that addressed the same 
auditabilit y challenge. The resulting recommendations synthesise these findings.

Responsibility for applying the recommendations is shared among the parties 
involved in the election process: election authorities define the audit goals and 
trust model, vendors provide the necessary artefacts and do cumentation, audi-
tors perform and report the verification, and independent implementers supp ort
the development of third-party verifiers.

3 Recommendations for Universally Verifiable E-Voting 

Based on the literature, we identify practices and guidelines for conducting elec-
tion audits and supporting independent verification. This section presents the 
findings organised into six categories, each capturing a distinct aspect of the
audit process.

3.1 Verification Requirements 

We organise the identified requirements into four groups, reflecting different 
asp ects of the e-voting system and audit process.

System and Audit Correctness. This group concerns requirements related to the 
correctness and soundness of the e-voting system, the audit process, and the 
verifier software:

1. The system specification and implementation should be audited to demon-
strate that the system provides its claimed security properties [2,16,40,53,56]. 

2. The audit process itself should be assessed to establish its correctness and 
soundness [2,18]. 

3. The verifier software should be validated to ensure its correctness and 
soundness, as errors may lead to incorrect conclusions ab out the election
result [18,24,26,27,54,58]. 

Protocol Execution and Evidence. This group concerns requirements related to 
the evidence generated during proto col execution:

4. The audit should confirm that the protocol was executed correctly [12,18,21, 
49,50,54,58]. 

5. Post-election audits should confirm that no unresolved voter complaints were 
raised through individual verifiability mechanisms [16,38]. 

6. The audit of the tally should ensure that no invalid votes are included in the 
final result [3,12,16,17,31,40,45,46,51,53,61]. 

7. The correctness of the protocol execution, tally, and claimed security proper-
ties should be established by evaluating the evidence and proof transcripts5 

generated during execution [12,18,21,23,24,26,31,38,39,51,60,61].
5 Proof transcripts may include, for example, proofs of correct decryption, mixing, or 

other cryptographic operations, depending on the protocol design.
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Audit Data. The third group concerns the integrity and qualit y of the audit
data:

8. The integrity of the audit data should be checked to ensure that it has not 
been modified or tampered with [3,9,11,13,21,45,50,55,57]. 

9. The authenticity of the audit data should be established to ensure that it 
originates from the expected system components [21,57,58]. 

10. The completeness and consistency of the audit data should be ensured, 
confirming that all required elements are presen t and mutually consistent, 
including public keys and other system parameters [21,28,30,31,40,49,57, 
58]. 

Limitations and Pitfalls. The final group highlights issues that may prevent 
verification procedures from achieving t heir goals:

11. The evidence model of the e-voting protocol may be insufficient to supp ort 
its claimed security properties [8,25,30,56,57]. 

12. Errors in the system implementation may invalidate security guarantees 
regardless of the evidence produced [20,25,38,41]. 

13. The verification process may be incomplete, either by considering only part 
of the available evidence or by failing t o cover all relevant components of the
system [15,22,25]. 

Discussion. If evidence-generation mechanisms and audit procedures are prop-
erly designed and aligned, evaluating the resulting evidence can provide strong 
assurance of correct protocol execution and tally. However, this assurance 
depends critically on the quality of the audit data. In particular, its in tegrity, 
authenticity, completeness, and consistency must be established to ensure that 
the evidence is trust worthy and relevant to the election.

These guarantees hold only within the assumptions of the underlying threat 
model. Implementation errors, incomplete evidence models, or flaws in the veri-
fication process ma y undermine the validity of the audit, emphasising the need 
for careful system and audit design.

Recommendations. We derive the following requirements for election audits:

1A Establish the correctness and soundness of the e-voting protocol, the audit 
pro cess, and the verifier soft ware.

1B Ensure the validity of the audit data to support c orrect interpretation of the 
proto col execution:

(a) Assess the evidence produced during p rotocol e xecution.
(b) Ensure completeness of the audit d ata.
(c) Ensure integrity of the audit d ata.
(d) Establish authenticity of the audit d ata.
(e) Ensure consistency of the audit data.
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3.2 Available Audit Data 

For auditors to conduct meaningful and effective audits, they must be provided 
with sufficient information about both the election outcome and the underlying 
system. The literature identifies several categories of information that should be
made available:

1. Access to the source code of the e-voting system and the associated verifier 
software is widely considered essential for enabling thorough and independent
audits [22,29,33,40,46,61]. 

2. Auditors should be provided with comprehensive system documentation to 
enable understanding of system behaviour, design decisions, and securit y
properties [16,30,56]. 

3. The final tally and the corresponding ballot box must be accessible t o auditors 
to enable verification of tally correctness [5,6,11,12,21,28,40,43,46,53,57,60, 
61]. This should be complemented by comprehensive audit logs from moni-
toring systems, individual components, and intermediate processing steps, 
allowing t he audit to reconstruct and analyse the execution of the election
process [18,37,40,42,49,51,59]. 

4. Audit data should include proof transcripts and other cryptographic artefacts 
generated during protocol execution, enabling verification of the c orrectness 
of the protocol and its underlying cryptographic operations [13,15,24,40,45, 
46,48–51,57]. 

5. Auditors should be provided with the inputs and outputs of t he election 
process, together with sufficient metadata6 to allow correct interpretation 
and validation of the audit data [2,13,21,34,40,48,57]. 

Discussion. The literature shows a high degree of agreement regarding the 
types of data that should be made available to auditors. Beyond protocol evi-
dence, effective auditing requires comprehensive supporting information, includ-
ing system d ocumentation, audit procedures, and descriptions of audit artefacts, 
to enable c orrect interpretation and validation of the data.

These findings highlight that the availability of audit data alone is insuffi-
cient: the data must also be complete, well-structured, and accompanied by ade-
quate contextual information. Without this, auditors may be unable to correctly 
interpret the evidence or verify the claimed properties of the system, limiting 
the p ractical effectiveness of the audit process.

Recommendations We derive the following recommendations regarding the 
information that should be made available to auditors:

6 This includes, for example, randomisation seeds, authentication data such as cryp-
tographic keys, and contextual information about the election, including ballots and
candidates.
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2A Provide complete audit data, including the final tally, intermediate results, 
and proof transcripts, together with sufficient metadata (e.g., checksums, 
digital signatures, and election context information) to ensure the data can 
be correctly interpreted and validated.

2B Provide comprehensive system documentation and access to the source code 
of both the e-voting system and the verifier software to enable thorough 
analysis and independent verification.

3.3 Verification Process 

The findings related to the verification process cover both the methodology and 
tooling used to conduct audits. These requirements can b e grouped into three 
main aspects: audit timing, audit execution, and audit reliability.

Audit Timing and Phases. The literature consistently recommends that audits 
should be performed at multiple stages of the election process:

1. An initial audit should be conducted after the setup phase, before voting 
begins, to verify that the system has been correctly initialised before an y
votes are cast [3,7,12,14,15,18,23,33,40,48,49,51]. 

2. After the tally phase, the correctness of the tally and the execution of the 
protocol should be verified [6,16,18,20,23,33,45,46,50,53,55,56]. 

When verification is performed after the tally phase, strict procedural order-
ing of tests is not required, enabling optimisations such as batch verification [33] 
and parallel execution [2]. Also, probabilistic techniques, such as random sam-
pling, may be used to verify tally correctness in certain settings [3,18,19,51]. 

Audit Execution and Reporting. The following requirements concern how audits 
are conducted and reported:

3. Audits should be performed using dedicated verifier software to ensure sys-
tematic and reproducible verification [18–20,24,26,56–58]. 

4. The audit process should produce a verification rep ort documenting the 
results [21,57]. 

5. To support accountability, the report should, where feasible, describe identi-
fied failures and quantify their extent [21]. 

6. Audits should be conducted by independent entities and involve relevant 
stakeholders to enhance transparency and reduce reliance on individual par-
ties [16,32,58]. 

7. Auditors should possess sufficient expertise in cryptography and the under-
lying system to correctly interpret the verification process [31,58].
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Limitations and Reliability of the Verification Process. The literature also high-
lights several factors that may compromise the soundness of the verification 
process:

8. The verification process may fail if not all planned audit steps are c arried
out [57]. 

9. Errors in the development of verifier software may introduce faults that 
remain undetected during audits [24]. 

10. Even when formally verified, the verification process itself may rely on 
assumptions or tools whose correctness is not guaranteed [44]. 

Discussion. The literature presents a largely consistent view of the verification 
process, emphasising structured audit phases, the use of dedicated verifier soft-
ware, and the importance of comprehensive reporting. Ho wever, a key challenge 
lies in the soundness of the verification process itself.

In particular, the correctness of an audit depends not only on the avail-
ability of evidence, but also on the reliability of the tools and procedures used 
to verify it. This introduces a recursive dependency: the verifier software and 
audit methodology must themselves be trusted or independently validated. As 
a result, the verification process forms part of a broader chain of trust, in which 
weaknesses at any stage may undermine the overall assurance provided by the
audit.

These findings highlight that achieving meaningful verification requires care-
ful design of both the audit process and the supporting t ooling, as well as explicit 
consideration of the assumptions underlying their correctness.

Recommendations. We derive the following recommendations for structuring 
and e xecuting the verification process:

3A Perform an audit after the setup phase, prior to the start of voting, to ensure 
that the system has been correctly initialised. Voting should only pro ceed if
no errors are detected.

3B Perform an audit after the tally phase to verify the correctness of t he protocol 
execution and the final election outcome.

3C Validate the verifier software before using it in an audit. Test it against 
documented test cases, edge cases, and fault-seeded inputs, and record which 
verification claims are cov ered by this validation.

3D Ensure that the verification process produces a comprehensive audit report. 
In the event of verification failure, the repo rt should clearly describe the 
nature and e xtent of the failure.

3E Ensure that both developers of verifier software and auditors using it possess 
sufficient expertise in cryptography and the underlying e-voting system.

3F Involve independent entities and relevant stakeholders in the audit process 
to enhance transparency and reduce reliance on any single party.
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3.4 Trust Assumptions 

All systems operate within a trust model, composed of trust assumptions that 
affect the e-voting system, verifier software, auditors, and audit infrastructure. 
The findings below concern the audit trust model and how trust assumptions 
interact with other security properties:

1. Trust assumptions on the auditors, the verifier software, and the method that 
validates it should be explicitly defined rather than implicitly assumed [49,58]. 

2. Trust assumptions could limit the verifiability of the system, but may be 
introduced to preserve other security properties, such as v oter privacy, when 
direct verification would compromise them [52,58]. 

3. Laws, regulations, and election-specific operational constraints may affect how 
the audit trust model is constructed [16,23]. 

4. Independent audits should be performed to reduce the t rust placed in the 
system vendor [10,61]. 

5. A verification test does not provide any guarantees when it do es not align 
with the trust model [10,41,57]. 

Discussion. One identified tension concerns audit independence and reliance on 
trusted parties. Trusting auditors, verifier software, or vendor-controlled infras-
tructure can simplify the audit process and reduce complexity. However, concen-
trating trust in a limited set of actors weakens the audit’s practical independence 
and increases the consequences of compromise or dishonesty.

A similar identified tension concerns transparency and audit independence. 
Vendor-provided verifier software and audit tooling facilitate audits, but reliance 
on vendor-controlled tools weakens the independence of the verification process. 
The v endor should therefore support independently developed verifier implemen-
tations t o reduce this concentration of trust.

Finally, the literature distinguishes different forms of assurance provided by 
audit procedures: some verification steps are deterministic once the protocol 
assumptions and audit data are fixed, while others, such as sampling-based 
checks, provide probabilistic assurance. Cryptographic hardness assumptions 
belong t o the protocol and verifier trust model and should be stated separately 
from the assurance provided by a particular audit step.

Recommendations. We derive the following recommendations regarding trust 
assumptions:

4A Clearly define the trust assumptions for the e-voting system, audit process, 
auditors, v erifier software, and supp orting infrastructure.

4B Treat vendor-provided verifier software as a reference tool, not as the trust 
anchor of the audit. Verification results should be reproducible with an inde-
pendently developed verifier or with a verifier that has been independently
validated.
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4C For each verification procedure, state what is checked deterministically, what 
relies on probabilistic metho ds, and which protocol or v erifier assumptions
are required.

3.5 Documentation 

System documentation provides auditors with an understanding of the e-voting 
system, while audit documentation defines how verification should be conducted. 
Together, they enable auditors to correctly interpret audit data and ensure that 
the verification process is sound. The literature identifies several requirements 
for do cumentation, which we group into four categories.

Documentation of Security Properties and Models. The first group concerns how 
system security prop erties and assumptions are specified:

1. Documentation should clearly state the security properties claimed by the 
system [29,42,56], and define them using precise and appropriate formalism 
or terminology [6,9,31]. 

2. Documentation should explain how these security properties are achieved, 
including the mechanisms and assumptions underlying them [6,28,31]. 

Documentation of System Behaviour. The second group concerns the description 
of system behaviour and structure:

3. Documentation should include both high-level and low-level descriptions of 
the protocol, system components, and overall election process [21,22,42,54, 
56]. 

4. All system algorithms should be specified in detail, preferably using pseu-
docode [16,18,22,29,31,33,42]. 

Algorithm specifications should define inputs, outputs, and execution con-
text [42], decompose complex procedures into smaller comp onents where appro-
priate [42], and clearly specify data formats and serialisation methods [16,18,22]. 
Relevant cryptographic parameters should also be explicitly defined [22]. 

Documentation of the Verification Process. The third group concerns how the 
audit process itself is specified:

5. Documentation should define the audit process and its outputs, with a focus 
on the verification tasks performed by the verifier [21]. 

6. The audit should be formalised as a structured set of verification tests, organ-
ised in a test catalogue, where each test corresponds to a sp ecific verification
requirement [21,58]. 

7. The roles, responsibilities, and interactions of all parties involved in the audit 
process should be clearly specified [12,18,23,30,31,42,57]. 

8. Where applicable, documentation should specify the possible degrees of failure 
for each verification test [21].
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Documentation Maintenance and Consistency. The final group concerns ensur-
ing that documentation remains r eliable and aligned with the system:

9. The documentation, source code, and executable implementations should 
remain consistent with one another [21,22,24,29,30,42,56]. 

10. Documentation and implementation should be continuously maintained and 
updated as flaws are identified and corrected [42]. 

Discussion. The findings indicate that comprehensive documentation of the 
e-voting system, verifier software, and audit process is essential for enabling 
effective auditing. However, a fundamental trade-off arises between the level of 
detail and the maintainability of the documentation. While detailed and pre-
cise documentation improves clarity and supports correct verification, it also 
increases the effort r equired to ensure consistency with the evolving system.

Maintaining alignment between documentation, source code, and system 
behaviour becomes increasingly challenging as systems evolve, potentially intro-
ducing inconsistencies that undermine the reliability of the audit process. 
Although the literature proposes methods to improve readability and structure, 
such as modular descriptions and the use of pseudocode, these approaches pri-
marily address presentation rather than reducing the underlying maintenance
burden.

These findings highlight that documentation quality is not solely a matter 
of completeness, but also of evolvability. Ensuring that documentation remains 
accurate, consistent, and up to d ate over time is a critical requirement for sup-
porting r eliable and independent verification.

Recommendations. We derive the following recommendations for system and 
audit process documen tation:

5A Document the system’s claimed security properties, threat model, trust 
assumptions, and the mechanisms by whic h these guarantees are a chieved.

5B Document the complete protocol structure, including algorithms, crypto-
graphic mechanisms, data structures, component in teractions, and the over-
all election process.

5C Specify the audit process in detail, including verifier responsibilities, verifi-
cation procedures, and how individual t ests collectively establish a complete 
v erification chain.

5D Ensure that documentation remains accurate and reliable over time. Organ-
ise documentation so that auditors can always identify the authoritative 
source. Avoid duplicating definitions across d ocuments, and state how incon-
sistencies between do cuments are resolved.

5E Improve clarity and reduce ambiguity by decomposing complex algorithms, 
using readable pseudocode, and defining explicit data formats and interfaces.
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3.6 Implementability 

Achieving independent verification in practice requires more than theoretical 
auditability: election authorities and system vendors must actively support third-
party auditors and v erifier implementers. The findings highlight several require-
ments for enabling practical and meaningful independent audits.

Support for Independent Auditors. The first group of findings concerns how 
election authorities and system vendors can facilitate indep endent audits:

1. Independent auditors should be permitted to audit the election and be 
provided with access to all non-confidential artefacts and relev ant out-
puts [40,58]. 

2. Auditors should be given sufficient time to perform their work, while allowing 
adequate time for system vendors to address any identified issues [16,30,58]. 

3. Verifier software should be made available to support audit execution [3]. 
However, reliance solely on vendor-provided tools reduces audit independence, 
as it introduces a dependency on the same entity being evaluated [7,58]. 

4. Documentation of system algorithms and design should be publicly available 
to enable independent understanding and verification [1,8,15,16]. 

5. Data and documentation should be presented in a form that is accessible and 
understandable to potential auditors [56]. 

Verifier Development and Usability. The second group concerns requirements 
for enabling third-party development and validation of verifier soft ware:

6. The barrier to entry for third-party implementers should be minimised by 
reducing the complexity of the verifier and verification pro cess, for example 
by favouring simpler designs and widely understood tools [18,20,23,36,61]. 

7. Auditors should be provided with validation datasets, including fault-seeded 
inputs and edge cases, to enable testing and verification of audit tools [29,42, 
58]. 

8. Where feasible, verifier software should be derived from formally verified spec-
ifications to improve assurance in its correctness [24,26,27]. 

9. Third-party implementations should rely on transparent development pro-
cesses, ensure long-term availability of verifier software, and account for oper-
ational constraints of the election context [42]. 

Incentives for Independent Auditing. The third group concerns mechanisms for 
encouraging independent participation:

10. A culture of independent auditing should be fostered throughout the devel-
opment and deployment of the e-voting system [8]. 

11. Incentives should be provided to encourage third parties to perform 
audits [28,56]. For example, financial compensation or formal recognition 
mechanisms may be used to motivate participation [4].
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Discussion. E-voting systems may fail to support meaningful independent 
audits if potential auditors cannot realistically implement, validate, or operate 
verifier software. This highlights a fundamental practical limitation: auditability 
depends not only on t he availability of audit mechanisms, but on their accessi-
bility and usabilit y by independent parties.

A key tension arises between facilitating independent audits and protecting 
sensitive information. Enabling independent verification requires the disclosure 
of election artefacts and system details, which may be restricted by legal or regu-
latory constraints. When such constraints limit access t o audit data, they reduce 
the pool of authorised auditors and thereby weake n the practical independence
of the audit process.

As a result, trust becomes concentrated in a limited set of privileged actors 
who are permitted to access the necessary information. This introduces a trade-
off between transparency and regulatory c ompliance, where stronger privacy or 
legal guarantees may come at the cost of reduced audit independence.

Recommendations. We derive the following recommendations for enabling 
independent audits and third-party verifier implementations:

6A Provide independent auditors with access to all non-confidential audit arte-
facts, technical specifications, and verifier tooling necessary to conduct 
meaningful verification.

6B Provide sufficient time before the election for independent auditors to imple-
ment, v alidate, and test verifier soft ware.

6C Publish verifier software, technical specifications, and audit artefacts in pub-
licly accessible and understandable formats to support independent imple-
mentation.

6D Reduce technical barriers to independent auditing by favouring simple ver-
ifier designs, readable sp ecifications, and widely used, standardised algo-
rithms where possible.

6E Provide complete validation datasets, including edge cases and fault-seeded 
inputs, to enable third parties to test and verify their implementations.

6F Encourage sustained third-party auditing through transparent development 
pro cesses and appropriate incen tives.

4 Concluding Remarks 

This work shows that achieving universal verifiability in e-voting systems 
depends not only on protocol design but also on practical auditability factors, 
including documentation quality, the availability of audit data, and support for 
independent verification. Systems must enable independent parties to verify elec-
tion outcomes in practice, thereby reducing reliance on system vendors and elec-
tion authorities. In particular, achieving practical verifiability requires treating
auditability and implementability as prioritised design goals.
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A central finding of this study is that existing research provides complemen-
tary but fragmented guidance. While prior work proposes audit frameworks, ver-
ification methods, and implementation practices, few contributions address how 
these aspects must be combined to support end-to-end, indep endently verifiable 
elections. By consolidating these perspectives, we provide a unified framework 
of recommendations applicable across a broad range of system designs.

Our analysis highlights several fundamental tensions. There is a trade-off 
between transparency and regulatory or operational constraints, as independent 
audits require access to artefacts that may be restricted by law. Similarly, there 
is a tension between system complexity and auditability . Simplifying documen-
tation can improve accessibility for auditors, but may introduce inaccuracies or 
omissions, while maintaining consistent documentation requires additional effort.

Overall, these recommendations should not be interpreted as a checklist 
whose items must always be maximised simultaneously; their practical appli-
cation requires explicit prioritisation and careful balancing of the associated 
trade-offs within the specific election context.

Future work should focus on improving the usability of verifier software, 
reducing the expertise required for auditing, developing effective incentives for 
independent auditors, and balancing transparency requirements with legal and 
operational constraints. 

Acknowledgments. We thank Céline Camacho, Matthieu Decotignie, Christopher 
Klahn, and Baptiste Sottas for their constructive feedback. 

Disclosure of Interests. Audhild Høg̊asen and Chiara Spadafora are employed by 
Swiss Post, which develops an e-voting s ystem. They have no competing interests here.

References 

1. Al-Shammari, A.F.N., Villafiorita, A., Weldemariam, K.: Understanding the devel-
opment trends of electronic voting systems. In: ARES (2012). https://doi.org/10. 
1109/ARES.2012.76 

2. Antonyan, T., et al.: State-wide elections, optical scan voting systems, and the pur-
suit of integrity. IEEE TIFS (2009). https://doi.org/10.1109/TIFS.2009.2033232 

3. Arafat, S.M.: On the Estonian internet voting system, IVXV, SoK a nd suggestions. 
Cryptology ePrint Archive (2025). https://eprint.iacr.org/2025/506, 

4. B, S., V, R.T., Krishna M P, N., J, B.R., Arvindh M, S., Alagappan, M.: Secured 
electronic voting system using the concepts of blockchain. In: IEMCON (2019).
https://doi.org/10.1109/IEMCON.2019.8936310 

5. Babenko, L., Pisarev, I.: E-voting system based on multiple ballot casting. In: 
ICICT (2020). https://doi.org/10.1007/978-981-32-9343-4 9 

6. Basin, D., Radomirovic, S., Schmid, L.: Alethea: a provably secure random sample 
voting protocol. In: IEEE CSF (2018). https://doi.org/10.1109/CSF.2018.00028 

7. Benaloh, J., Naehrig, M., Pereira, O.: REACTIVE: rethinking effective approaches 
concerning trustees in verifiable elections. In: E-Vote-ID (2026). https://doi.org/ 
10.1007/978-3-032-05036-6 2

https://doi.org/10.1109/ARES.2012.76
https://doi.org/10.1109/ARES.2012.76
https://doi.org/10.1109/ARES.2012.76
https://doi.org/10.1109/ARES.2012.76
https://doi.org/10.1109/ARES.2012.76
https://doi.org/10.1109/ARES.2012.76
https://doi.org/10.1109/ARES.2012.76
https://doi.org/10.1109/ARES.2012.76
https://doi.org/10.1109/TIFS.2009.2033232
https://doi.org/10.1109/TIFS.2009.2033232
https://doi.org/10.1109/TIFS.2009.2033232
https://doi.org/10.1109/TIFS.2009.2033232
https://doi.org/10.1109/TIFS.2009.2033232
https://doi.org/10.1109/TIFS.2009.2033232
https://doi.org/10.1109/TIFS.2009.2033232
https://doi.org/10.1109/TIFS.2009.2033232
https://eprint.iacr.org/2025/506
https://eprint.iacr.org/2025/506
https://eprint.iacr.org/2025/506
https://eprint.iacr.org/2025/506
https://eprint.iacr.org/2025/506
https://eprint.iacr.org/2025/506
https://doi.org/10.1109/IEMCON.2019.8936310
https://doi.org/10.1109/IEMCON.2019.8936310
https://doi.org/10.1109/IEMCON.2019.8936310
https://doi.org/10.1109/IEMCON.2019.8936310
https://doi.org/10.1109/IEMCON.2019.8936310
https://doi.org/10.1109/IEMCON.2019.8936310
https://doi.org/10.1109/IEMCON.2019.8936310
https://doi.org/10.1109/IEMCON.2019.8936310
https://doi.org/10.1007/978-981-32-9343-4_9
https://doi.org/10.1007/978-981-32-9343-4_9
https://doi.org/10.1007/978-981-32-9343-4_9
https://doi.org/10.1007/978-981-32-9343-4_9
https://doi.org/10.1007/978-981-32-9343-4_9
https://doi.org/10.1007/978-981-32-9343-4_9
https://doi.org/10.1007/978-981-32-9343-4_9
https://doi.org/10.1007/978-981-32-9343-4_9
https://doi.org/10.1007/978-981-32-9343-4_9
https://doi.org/10.1007/978-981-32-9343-4_9
https://doi.org/10.1109/CSF.2018.00028
https://doi.org/10.1109/CSF.2018.00028
https://doi.org/10.1109/CSF.2018.00028
https://doi.org/10.1109/CSF.2018.00028
https://doi.org/10.1109/CSF.2018.00028
https://doi.org/10.1109/CSF.2018.00028
https://doi.org/10.1109/CSF.2018.00028
https://doi.org/10.1109/CSF.2018.00028
https://doi.org/10.1007/978-3-032-05036-6_2
https://doi.org/10.1007/978-3-032-05036-6_2
https://doi.org/10.1007/978-3-032-05036-6_2
https://doi.org/10.1007/978-3-032-05036-6_2
https://doi.org/10.1007/978-3-032-05036-6_2
https://doi.org/10.1007/978-3-032-05036-6_2
https://doi.org/10.1007/978-3-032-05036-6_2
https://doi.org/10.1007/978-3-032-05036-6_2
https://doi.org/10.1007/978-3-032-05036-6_2
https://doi.org/10.1007/978-3-032-05036-6_2


104 A. Høg̊asen et al.

8. Buckland, R., Teague, V., Wen, R.: Towards best practice for e-election systems: 
lessons from trial and error in Australian elections. In: E-Voting and Identity
(2012). https://doi.org/10.1007/978-3-642-32747-6 14 
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Abstract. Internet voting can increase voter turnout and reduce oper-
ational costs; however, it also facilitates voter coercion. One compelling 
approach to address this issue is deniable vote updating, which allows 
voters to cast multiple ballots while counting only their final vote. 
Despite its intuitive appeal, achieving deniable vote updating together 
with verifiability and scalability has proven challenging. Therefore, w e 
present FiltrumVote, a scalable, publicly verifiable, and coercion-resistant 
Internet voting system based on deniable vote updating. It has a quasi-
linear cleansing phase, and it is built mainly from zero-knowledge proofs
with standard .Σ−protocol techniques. As a result, FiltrumVote is highly 
scalable: a standard computer takes less than 5 h to prov e all zero-
knowledge proofs for one million votes.

Keywords: Coercion-resistant voting · End-to-end verifiability · 
Encrypted s orting · Range p roofs

1 Introduction 

Internet voting has the potential to increase voter turnout, broaden accessibil-
ity, and reduce costs. Consequently, numerous protocols have been proposed for 
secure Internet-based elections, using cryptographic techniques to balance pri-
vacy, verifiability, and correctness. However, one critical requirement for secure 
elections is coercion-resistance: adversaries should not be able to pressure voters 
to vote for particular candidates. The remote nature of Internet voting signif-
icantly increases the risk of coercion compared to traditional, in-person voting
environments.

A variety of approaches have been developed to mitigate coercion in Internet-
based election systems. One of the earliest and most i nfluential strategies is the 
fake-credential mechanism, first introduced in JCJ [15]. In this model, voters 
can generate fake credentials that are indistinguishable from their real ones, so 
that fake credentials can be handed to a coercer, while genu ine credentials are 
used to cast a valid ballot. However, this model presents significant usability
c The Author(s) 2027 
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challenges, since voters must confidently provide only the fake credentials to 
an adversary, while remembering to use the legitimate credentials only to cast 
valid votes. Although later works improved scalability, usability, and security of
this approach [4–6], empirical studies show that the burden on usability is still 
substantial [7,23]. 

An alternative coercion-resistance strategy that has gained considerable 
attention is deniable vote updating (or revoting) [23]. In this model, voters 
can cast their ballots multiple times, and only the final vote is counted. This 
provides an intuitive strategy to resist coercion, and has inspired several real-
world protocols, including the Internet voting system used in Estonia [25]. Yet 
achieving deniable vote updating while maintaining verifiability is challenging. 
In particular, the system must not reveal how many times an individual voter 
has voted; otherwise, a coercer could confirm whether a voter has updated a 
ballot or not after the coercion. Thus, traditional tallying mechanisms, which 
publish all valid votes, are inadequate. Existing solutions attempt to reconcile
these requirements using noise votes [12,19], credential-hiding cleansing [1,18], 
or periodic vote updating [22]. However, these designs either impose substan tial 
computational overhead [1,18,22] or rely on strong trust assumptions [12]. 

Our contribution. We propose FiltrumVote, an Internet voting protocol that 
simultaneously achieves verifiability, scalability, and coercion resistance through 
deniable vote updating. While prior work has explored verifiable deniable vote 
updating, to the best of our knowledge, FiltrumVote is the first protocol to scale 
to more than one million votes using only modest computational resources. The 
prover time, v erification time, and proof size all grow linearly with the number 
of votes, with the sole exception of the sorting phase, which relies on a standard
quasi-linear sorting algorithm that can be performed in plaintext. FiltrumVote is
inspired by CHide [3,6], an enhancement of the JCJ voting system that employs 
a less revealing tally procedure. We adapt this approach to support revoting, 
thus reducing the responsibilities of trustees and substantially lowering both 
system complexity and computational overhead.

2 Related Works on Deniable Vote Updating 

Revoting, or the ability for voters to update their votes, is already supported 
in many real-world deployed systems, such as Helios [2] and the Estonian Vot-
ing System (IVXV) [13]. Thus, voters have an intuitive mechanism to mitigate 
coercion attacks, offering clear usability advan tages over alternative approaches 
(e.g., fake credentials) [23]. However, these systems provide only superficial pro-
tection against coercion. For example, information such as signed tracking codes 
or transaction logs may reveal how many votes a voter has cast [25]. Conse-
quently, voters cannot hide whether they have updated their vote—a property 
known as deniable vote updating. As a result, a determined coercer can verify 
whether an attempted coercion was successful.
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The first works that provide both verifiability and deniable vote updating a re
[1] and [18], which use plaintext equivalence tests (PETs) to enable a credential-
hiding tallying procedure. In these schemes, distributed authorities compare all 
pairs of ballots and privately mark only the last ballot associated with each cre-
dential. However, this approach results in an .O(n2) protocol, making it suitable 
only for small elections.

A subsequent work is VoteAgain [19], which hides ballots in a swarm of 
dummy ballots. Dummy and overwritten ballots are secretly yet verifiably can-
celed, leaving only valid ballots in the final tally. This approach results in a quasi-
linear cleansing time .O(n log(n)). However, VoteAgain relies on strong trust 
assumptions to achieve public verifiability. In particular, e ven in the improved 
protocol [12], vote integrity holds only if there is no malicious collusion between 
the polling authority and the tally server. Otherwise, votes can be mo dified or
discarded without detection.

Another approach by Farzaliyev and Willemson is introduced in [10], which 
combines private bulletin boards with vector commitments and Succinct Non-
Interactive Argument of Knowledge (SNARKs). This results in a solution with 
extremely reduced verification time and a relatively small proof s ize. However, 
this efficiency comes at the cost of generating SNARK p roofs. For example, pro-
cessing .224 votes would require a peak memory usage of approximately .500 GB. 
In addition, the system requires .16 TB to store some individual proofs, which 
requires 41 core-da ys to verify sequen tially.

Finally, DeVoS achieves coercion-resistance by employing perio dic vote 
updating [22]. In each microsubmission interval, all votes are reencrypted or 
updated in zero-knowledge, thus hiding whether the voter has revoted or n ot. 
This results in a cleansing time linear to the number of votes .O(n). However, 
DeVoS’ scalability is limited by the need to generate many zero-knowledge proofs 
in every microsubmission interval. For example, a server with .16 GB of RAM can 
generate proofs for only .≈ 10, 000 to .80, 000 votes within a two-minute micro-
submission interval. In addition, this estimate assumes only four candidates; 
supporting additional candidates further increases the computational cost. Ev en 
with optimizations, handling elections with over one million v otes would require
substantial computational resources.

3 FiltrumVote Model 

In this section, we present a high-lev el description of FiltrumV ote.

3.1 System and Threat Model 

The participants of the FiltrumVote protocol a re:

– Election Authority (EA). The entity responsible for conducting the election, 
including registering and authenticating voters, receiving, and processing bal-
lots.
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– Trustees. A set of authorities that mix and decrypt the votes.
– Public Bulletin Board (PBB). An append-only data structure where the EA 

publishes the list of received votes, and where both the EA and the trustees 
publish processed v otes and associated proofs. The contents of the PBB are
publicly readable at all times.

– Voters. Individuals who cast their ballots by interacting with the EA.
– Auditors. Independent parties responsible for verifying the correctness of the 

election, including the validity of the zero-knowledge proofs.

FiltrumVote assumes the following key trust a ssumptions:

1. The PBB is honest, that is, it never removes data and provides a consistent 
view of the board to all participan ts. Several approaches can be used to 
achieve this (e.g., [8,14,16]). 

2. Voters securely store and protect their p rivate ke ys.
3. Voters verify that their public ke ys are c orrectly registered.
4. There exists a public list of eligible voters (voter roll), and any participant 

can v erify its correctness.
5. The voting device is fully trusted with respect to both integrity ( e.g., through 

a second verification device [20]) and priva cy. 
6. The voter can cast at least one vote after coercion attempts and before the 

end of the election.

Although the second assumption is strong, it is standard in the state-of-the-
art Internet voting protocols such as DeVos and JCJ. One approach to pro-
tect the keys is to store them on secure hardware devices; however, this facili-
tates forced abstention attacks, as the coercer may simply confiscate the device. 
Another mitigation is to reduce the risk of voter impersonation b y requiring 
extra authentication with the EA when casting a vote (e.g., biometrics), so that 
the private key alone is not enough t o cast a vote. Fully reducing this trust
assumption remains an open problem.

We also assume that a voter can register their public key with the EA through 
an authenticated channel. In addition, we assume the voter can send one vote to 
the EA through a private channel, so that the adv ersary cannot learn whether 
or when a vote has been cast. These assumptions are standard in Internet voting
protocols, such as DeVos.

Finally, we require our system to satisfy the f ollowing properties, defined 
informally:

– Ballot secrecy. Assuming a threshold number of trustees are honest, no col-
lusion of malicious parties can learn the vote of an y honest voter.

– Verifiability. Any party can verify that the reported election outcome is cor-
rect, even under collusion between a malicious EA and malicious trustees. In 
particular, b allot-stuffing attacks are detectable.

– Coercion-resistance. Assuming an honest EA and a threshold number of hon-
est trustees, no coercer can determine whether a coercion attack was success-
ful. In particular, forced abstention attacks are not possible.
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Notably, we assume that the EA is honest with respect to coercion resis-
tance. A malicious EA could carry out a successful coercion attack, for exam-
ple, by learning how many times a voter has cast a ballot or by refusing to 
accept new votes after a coerced one. To mitigate this risk, the cleansing phase 
must be conducted privately (maybe in a controlled environment without human 
interv ention), and any refusal to accept new votes should be investigated. This 
assumption is standard in the literature: other Internet voting protocols, such 
as DeV os and VoteAgain, likewise have a party fully trusted with coercion resis-
tance.

3.2 High-Level Overvie w 

Here, we provide a high-level overview of FiltrumVote. Intuitively, voters submit 
their ballots along with their encrypted credentials. The cleansing phase uses 
the credentials to identify and remove o verwritten votes in five steps. Each step 
is done privately and verifiably using zero-knowledge proofs.

We denote b y . x an encryption of . x under the EA’s public key, and b y . x T

an encryption of . x under the threshold-generated trustees’ public key. 

Registration Phase. Each voter with identifier .vidi generates a key pair 
.(ski, pki) and sends their public ke y .pki to the EA through an authenticated 
channel. The EA then assigns to the voter a unique credential number . σi,  and  
publishes the voter roll .(vidi, pki, σi). Auditors check if every .σi is unique and 
every .vidi is from an eligible voter; voters check if their public k ey .pki is correct. 

Submission Phase. The voter .Vi encrypts her individual vote .vi under the 
trustees’ public ke y .pkT , resulting i n . vi T . She also encrypts her public ke y
.pki and her credential number .σi under EA’s public key, resulting i n . pki , σi . 
Then, the voter provides an non-interactive zero-knowledge proo f (NIZKP) of 
possession .πposs (Sect. 4.1). This proof essentially ensures that the voter knows 
the secret key associated with the encrypted public key; i.e., that she knows .ski. 
The voter also computes an NIZKP of plaintext knowledge .πkw for . vi T and 
. σi . The resulting ballot .β = ( vi T , pki , σi , πposs, πkw) is sent to the EA. 
The EA checks the ballot (its proof and whether it is unique) and sends it to the 
public bulletin b oard, PBB. Voters can vote multiple times, and only t he last
vote will be counted.

Note that .πposs is quite a permissive proof: it only proves that the ciphertext 
encrypts a public key, and the voter knows the corresponding secret key. Thus, 
a malicious voter may use a new, ephemeral public key or add to the ballot an 
encrypted credential number totally unrelated to her credential. At this point, 
we need to consider two kinds of attacks.

First, an impersonation attack may use a credential .σi from a valid voter, 
while using a public key different from that of the valid voter, i.e., .pk = pki.  To  
protect against it, we require the EA to check every submitted ballot during t he 
submission phase. Thus, the EA must decrypt the . pk and . σ of submitted
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ballots, and only accept them if the pair .(pk , σ ) is present in the voter roll. 
Note that EA is still considered untrusted; the correct behavior of the EA can 
be confirmed in the consistency c heck step (explained later).

Second, a ballot stuffing attack may use a credential .σ not existent in the 
voter roll. To protect against it, the selection step ensures that only ballots from 
eligible voters are considered (i.e., with credentials present in the voter roll). 
Thus, all other votes are verifiably canceled, even by a malicious EA. However, 
an honest EA might also reject these invalid votes in the submission phase to 
reduce the number of votes to be processed later.

Cleansing Phase - Preparation. Once the voting phase is finished, the EA 
starts the cleansing phase by processing all entries. First, the EA tak es the
submitted ballots .βi = ( vi T , pki , σi ) from the PBB in chronological order. 
Each ballot is appended with an encrypted zero (acting as a flag, . fi = 0 ) 
and an encrypted sequential counter (. ctri ). 

Next, the EA augments this list by generating “flag tuples” derived from the 
voter roll. For each ent ry in the voter roll, the EA encrypts the voter’s public
key .pki and credential . σi. Then, it appends it with an encrypted dummy v ote
(. vi T = 1 ), an encrypted flag set to one (. fi = 1 ), and the continuing 
encrypted counter (. ctri ). 

At the end, the actual ballots and flag tuples are in the format . ti =
( vi T , pki , σi , fi , ctri ). Figure 1 illustrates the resulting board. 

Cleansing Phase - Mixing. The EA mixes the list of tuples using a verifiable 
shuffle p rotocol.

Cleansing Phase - Sorting. The EA decrypts the credential . σi, marke r . fi, 
and the counter .ctri of each tuple, and performs a sorting algorithm on the mixed 
list of tuples. To do so, we use the following relationship: for two tuples, . ti and 
. tj , we consider .ti < tj when the binary string .σi||fi||ctri is less than .σj ||fj ||ctrj . 

This results in a list in which tuples from the same credentials are grouped 
and sorted chronologically. In addition, if a ballot was cast with an authorized
credential (i.e., .σi is in the voter roll), the last tuple from each c redential group 
is a “flag tuple” (with .fi = 1). 

Note that the EA can decrypt .σi, fi, ctri to perform the sorting in plaintext; 
however, it cannot reveal the plaintexts without compromising coercion resis-
tance. Thus, after the sorting, the EA will provide a NIZKP of greater-than for 
every two consecutive tuples (Sect. 4.1). External auditors can check that the 
encrypted set is correctly sorted by verifying these proofs. Note that it is safe to 
leak the comparison result .ti < tj due to the p revious mixing phase.

Cleansing Phase - Consistency Check. The EA proves that there are no 
impersonation attacks in the list by providing a NIZKP of c onsistency between 
every two consecutive tuples (Sect. 4.1). This proof shows that either both public
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Fig. 1. High-level overview of the FiltrumVote cleansing phase. In this example, three 
tuples corresponding to valid votes are present: two submitted by voter .(pk1, σ1) and 
one by voter .(pk2, σ2). There is also a ballot-stuffing attempt .(pk , σ ), shown in red. 
The blue entries correspond to the “flag tuples” generated from the voter roll.

keys and credentials are equal, or both are different, i.e., . (pki = pkj ∧ σi =
σj) ∨ (pki = pkj ∧ σi = σj). 

To see that these NIZKPs effectively prove that no impersonation attacks are 
present in the list, consider the following: a tuple . t representing an impersonation 
attack has (1) an existing credential . σi, and (2) a public ke y .pk = pki. Because 
of the sorting phase, all credentials are grouped: so . t is consecutive to s ome 
tuple . t with credential .σi and public key .pki. Since .σi = σi and .pk = pki,  it  is  
impossible to provide a correct NIZKP of consistency for t his tuple.

Cleansing Phase - Selection. For each tuple in the list, the EA generates a 
new encrypted vote .Vi that is either (1) a reencryption of . vi T , if the tuple is 
valid; or (2) an encryption of . 1, if the tuple is invalid. Valid tuples are defined 
as those that immediately precede their corresponding “flag tuple” (i.e., . σ1 =
σ2 ∧ f2 = 1). To demonstrate that eac h .Vi is correctly constructed, the EA 
provides a NIZKP of selection (Sect. 4.1). 

This procedure effectively removes double votes, since only the last tuple from 
each credential group is retained. Moreover, ballot-stuffing tuples are rendered 
ineffective, as they do not ha ve a corresponding “flag tuple”.

Tally Phase. The trustees take the resulting list of encrypted votes and apply 
a mixnet. Every vote is then threshold decrypted, and invalid votes (i.e., votes
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with decrypts to . 1) are discarded. The remaining votes are tallied using standard 
techniques.

3.3 Design Decisions 

Note that votes from impersonation and ballot-stuffing attacks are handled dur-
ing the cleansing phase of the protocol, where NIZKPs are used to prove their 
correct treatment. An alternative approach would be to prevent such ballots 
in the submission phase already, by employing a stricter set of NIZKPs. For 
example, one could combine set-membership pro ofs with proofs of knowledge
of discrete-logarithm representations, as in [17,18]. However, these proofs are 
significantly more complex than those currently used in FiltrumVote and would 
substantially increase both proof size and verification time. Instead, we opt for 
NIZKPs that can be constructed largely from standard .Σ-protocols, thereby 
simplifying the work of both the EA and independen t auditors.

4 Detailed Specification 

In this Section, we present a detailed description of FiltrumV ote.

Notation. Let . λ denote the security parameter. Let .Gp be a cyclic group of prime 
order . p with generator . g,  and . h be an additional independently c hosen generator 
of .Gp. We write .a ∈R A to denote that . a is sampled uniformly at random from 
the set . A. We denote b y .H(·) a cryptographic hash function. 

4.1 Cryptographic Building Blo cks 

FiltrumVote uses cryptographic primitives commonly found in modern secure e-
voting proposals, such as ElGamal encryption and verifiable shuffle protocols. 
The main exceptions are the specially designed NIZKPs. Nevertheless, these
proofs are built using standard .Σ-protocol techniques combined with the Fiat-
Shamir heuristic. FiltrumVote also employs range proofs, which are less common 
in e-voting solutions but widely used in blockchain and other zero-knowledge-
based protocols [21]. 

ElGamal Public-Key Encryption Scheme. The ElGamal encryption can 
be presented in two forms: the multiplicative variant . E = (KeyGen,Enc,Dec)
and the exponential variant .E = (KeyGen ,Enc ,Dec ). In both key genera-
tion algorithms, .KeyGen(λ) and .KeyGen (λ), have the same specification, i.e., 
sample a secret key .sk ∈R Zp, compute the public key .pk = gsk , and output 
.(sk , pk ). 

In the multiplicative variant, a message .m ∈ Gp is encrypted b y sampling 
.r ∈R Zp, and outputting the ciphertext .ct = (a, b), with .a = gr and .b = m · pk r. 
Decryption of .(a, b), is performed by computing .m ← b · a−sk.
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In the exponential variant, a message .m ∈ Zp is encrypted by sampling 
.r ∈R Zp and outputting the ciphertext .ct = (a, b), with .a = gr and .b = gm ·pk r). 
Decryption of .(a, b) proceeds by computing .m ← logg(b · a−sk ). Since it requires 
solving a discrete logarithm, this form is practical only for small values of . m. 

Both exponential and multiplicative ElGamal ciphertexts .(a, b) support re-
randomization: sampling .r ∈R Zp, one computes .(a , b ) = (a · gr , b · pk r ). 
Moreover, the exponential variant is additively homomorphic, i.e., component-
wise multiplication of two ciphertexts r esults in an encryption of the sum of the
corresponding plaintexts

. Enc (m1, r1) · Enc (m2, r2) = Enc (m1 + m2, r1 + r2).

NIZKP Proofs. Non-interactive zero-knowledge proofs (NIZKPs) are funda-
mental building blocks in cryptographic protocol design. They allo w a prover 
to demonstrate knowledge of a witness .w for a statemen t .st without revealing 
any information about .w itself. A common approach to constructing NIZKPs 
is to transform an interactive .Σ-protocol into a non-interactive proof using the 
Fiat–Shamir heuristic. In this transformation, t he prover first computes a com-
mitment . u using a random value . r. Next, they derive the challenge b y hashing 
the public parameters . pp, statemen t . st, and the commitment . u. Finally, the 
prover computes the response using . r and the witness . w. Multiple .Σ−protocols 
can be composed using logical connectives suc h as AND and OR.

In this section, we present the main NIZKPs employed in FiltrumVote.  Each  
of them is obtained as a composition of simpler underlying .Σ-protocols. Detailed 
descriptions and full constructions are provided in the full version of the paper.

NIZKP of Possession of Encrypted Public-Key. A proof of possession . πposs

proves that a multiplicative ElGamal ciphertext .(a, b) is an encryption of the 
voter’s public key .pk i = gsk i , and the prover knows the c orresponding secret 
ke y . sk i

1 . 
. NIZKP [(r, ski) : a = gr ∧ b = gskipkr]

NIZKP of Consistency. The proof of consistency .πcons takes two ciphertext pairs 
. pk1 , σ1 and . pk2 , σ2 and proves that their underlying plaintexts are either 
both equal or both different. Thus, the proof is a composition of two proofs of 
plaintext equality with two proofs of plaintext inequality. We assume that the 
prover knows the secret key .sk required to decrypt t hese ciphertexts. 

. NIZKP [(sk) : (pk1 = pk2 ∧ σ1 = σ2) ∨ (pk1 = pk2 ∧ σ1 = σ2)]

NIZKP of Correct Selection. The proof of selection .πsel receives as input t wo 
ciphertexts . σ1 and . σ2 , a ciphertext . f2 , a ciphertext . v T and a reencrypted 
ciphertext . V . It proves that .V is either (1) a reencryption of . v T when .σ1 = σ2

1 Note that .(sk i, pk i) refers to the voter’s key pair, whereas .(sk , pk ) refers to the 
Electoral Authority’s k ey p air.
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and .f2 = 1; or (2) an encryption of . 1 T otherwise. This mechanism is used in our 
system to ensure that only the most recent valid vote from each user is selected. 
The proof is a composition of a re-encryption proof, a plaintext-equality proof, 
a plaintext-inequality proof, and three proofs o f plaintext-value constraints.

. NIZKP [(sk, r) :(V = ReEnc( v T , r) ∧ σ1 = σ2 ∧ f2 = 1)
∨(V = 1 T ∧ (σ1 = σ2 ∨ f2 = 0))]

NIZKP of Greater-than. The proof of greater-than .πgt takes as input two cipher-
text tuples . σ1 , f1 , ctr1 and . σ2 , f2 , ctr2 and proves that the second 
tuple is lexicographically greater than the first (i.e., .σ2||f2||ctr2 > σ1||f1||ctr1). 
This proof is used in our system to sort encrypted votes. The proof is a com-
position of two range pro ofs, three plaintext-equality proofs, and two pro ofs of
plaintext-value.

. NIZKP [(sk) :(σ2 > σ1) ∨ (σ2 = σ1 ∧ f2 = 1 ∧ f1 = 0)
∨(σ2 = σ1 ∧ f2 = f1 ∧ ctr2 > ctr1)]

Range Proofs. Range proofs prove that, given a commitment .V = grhv,  the  
value . v is in .[0, 2 −1]. One classical technique for range proofs c onsists of simply 
decomposing . v in . bits, committing each bit, and proving that eac h commitment 
indeed commits to either . 0 or . 1. This results in a proof size linear to t he number 
of bits . l. Some optimizations are described in [9]. 

In our application, we use range proofs to compare two ciphertexts . x1 and 
. x2 and prove that .x2 > x1. To do so, we mak e a homomorphic subtraction
. x ← x2 · x1

−1, create a new commitmen t . V with the same plaintext as . x , 
and prove that it commits to a positive value .x ∈ [0, 2 − 1]. This assumes that 
.x1, x2 q, which must be checked by the v erifier.

Verifiable Shuffle. A verifiable shuffle protocol takes a list of ciphertexts, re-
encrypts them, and outputs a permuted list of ciphertexts. It is accompanied 
by a zero-knowledge proof of correctness t hat guarantees no ciphertext has been 
altered or replaced. FiltrumVote adopts the Wikström–Terelius protocol [24], 
which commits to a permutation matrix and proves in zero knowledge that this 
matrix was used in the shuffle. In addition, it is possible to shuffle not only a 
simple list of ciphertexts, but also a list of tuples of ciphertexts—one just needs 
to use the same permutation matrix across multiple verifiable-shuffle instances. 
This applies even if one position in a tuple uses a different encryption key from
another position in the tuple.
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4.2 FiltrumVote Protocol 

In this section, we present a detailed description of FiltrumV ote.

Setup Phase. The EA determines the security parameter . λ, and the length 
of the credential to support the number of voters .nv : log(nv) .  It  also  
generates an encryption key pair .(pk, sk) and publishes the . pk. In a ddition, 
the .nT election trustees jointly run a distributed key generation, obtaining and 
publishing an encryption key .pkT while keeping their private shares .ski (for 
.i = 1, ..., nT ). Finally, the EA defines the list of v alid candidates, reserving t he
identifier . 1 to represent an inv alid v ote.

Registration Phase. Each voter .vidi samples a private key .ski ∈R Gp and 
computes the public ke y .pki = gski . The voter transmits .pki over an authenti-
cated channel to the EA. The EA then assigns the voter a unique, small creden-
tial .σi ∈ {0, 1} and publishes the tuple .(vidi, pki, σi) in the voter roll . R. Voters 
check that their public key .pki is correctly registered in the voter r oll.

Submission Phase. To cast a vote . vi, the voter does t he follo wing:

– encrypts their vote, using the trustee’s public key: . v T = EncpkT
(v); 

– encrypts their public key, using EA’s public key: . pki = Encpk(pki); 
– encrypts their credential, using EA’s public key: . σi = Encpk(σi); 

• Note that the credential is encrypted using exponential ElGamal. This 
provides an additive homomorphism, necessary to compare two cipher-
texts using range-proofs (Sect. 4.1). 

– computes a proof .πv that . v encrypts a valid candidate2 ; 
– computes a NIZKP of encrypted public-key possession .πposs for . pki ; 
– computes a proof .πσ that . σi encrypts a small . σ ∈ [0, 2 − 1]3 ; 
– sends the ballot .βi = ( vi T , pki , σi , πkw, πposs, πσ) to the EA through an 

authenticated c hannel.

The EA receives the ballot and checks if the proofs are valid and if there 
is no duplicate in the PBB. It also decrypts the credential and public key and 
checks if the pair .(pki, σi) is present in the voter roll. If all checks succeed, the 
EA publishes the ballot on PBB. Voters can access PBB to check that their 
ballots were correctly registered.

Cleansing Phase. Once the voting phase is finished, the EA starts the cleans-
ing phase. It can be divided into five steps.
2 This is necessary to avoid forced abstention attacks. For example, if . v is an unlikely, 

arbitrary string, the presence of . v in the decrypted votes could indicate whether the 
voter has revoted. Range proofs could be used, with the optimizations describ ed in
Sect. 5.2. 

3 This is necessary since NIZKP of greather-than assumes .σ << p. Again, range proofs 
can be used together with the optimizations described in Sect. 5.2. 
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Preparation. Let . B be the list of all ballots in PBB, listed in chronological order, 
and let .R be the voter roll. Then, the EA parses each element .ei of .B||R as a 
tuple .ti = (vi, pki,σi, fi, ctri), w here 

– If .ei ∈ B, 

. ti ← ( vi T , pki , σi , Encpk(0, r), Encpk(ctr, r))

– Else if .ei ∈ R, 

. ti ← (EncpkT
(1, r), Encpk(pki, r), Encpk(σi, r), Encpk(1, r), Encpk(ctr, r))

Where .ctr is an increasing counter and represents the c hronological order of 
the votes, and .r = 0 to facilitate verification from external auditors. Note that
. σ, .ctr and . f are encrypted using exponential ElGamal: . σ and .ctr for additive 
homomorphism, and . f to simplify N IZKPs. 

Mixing. The EA applies a verifiable shuffle in .L1. The resulting s et .L2, and the 
proof of correct sh uffle are published in PBB.

Sorting. The EA sorts the encrypted s et .L2, producing .L3, as f ollows: 

– It decrypts the credential, flag, and counter of each tuple in .L2: . (σi, fi, ctri) =
(Dec (σi),Dec (fi),Dec (ctri)). Since .σi, fi,  and  .ctri are small numbers, 
this decryption is feasible. The EA keeps the resulting plaintexts p rivate.

– It sorts the set according to the relation . ti < tj ⇐⇒ σi||fi||ctri <
σj ||fj ||ctrj , using an y .O(n log(n))-complexity sorting algorithm, suc h as 
mergesort.

– It proves that the resulting s et .L3 is correctly ordered by providing an NIZKP 
of greater-than .πgt for each pair of consecutiv e t uples.

The EA then publishes the sorted set .L3 together with the corresponding 
gre ater-than proo fs.

Consistency Check. The EA proves that there are no impersonation-attack votes 
in .L3. To this end, it provides a NIZKP of consistency .πcons between each pair 
of consecutive votes. It then publishes the consistency pro ofs.

Selection. For each pair of tuple .ti, ti+1 ∈ L3, the EA constructs a encrypted 
vote .Vi as follo ws: 

– If .ti corresponds to a valid vote (i.e., .σi = σi+1 ∧ fi+1 = 1), . Vi =
ReEnc( vi T , r). 

– If . ti corresponds to an invalid vote (i.e., .σi = σi+1 ∨ fi+1 = 0), .Vi = 1 . 

The EA produces an NIZKP of correct selection for each . Vi . It then publishes 
the resulting s et .L4 containing all . Vi , together with the corresponding selection 
proofs in PBB.
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Tally Phase. The trustees tak e .L4 and apply a mixnet. Then, every vote . Vi

is threshold decrypted. Votes whose decrypted plaintext is invalid (i.e., .vi = 1) 
are discarded. The remaining votes are tallied using standard techniques.

Verification Phase. Any participant, including the voter and external 
observer, can verify the correctness of the election by checking: (1) the voter 
roll correctness; (2) all NIZKPs; (3) the additional ciphertexts in the prep ara-
tion step; and (4) the tally result.

5 Discussion 

5.1 Security Analysis 

In this section, we argue about the security properties of FiltrumVote. A formal 
security proof is left for future work.

Ballot Secrecy. Ballot secrecy relies on a threshold number of honest trustees. 
Votes are encrypted under the trustees’ public key; thus, if the final mixing is 
sound, the sh uffling is privacy-preserving, and the ElGamal encryption is CPA-
secure, it is infeasible to identify the voter’s selection from public information.

Verifiability. Election verifiability does not rely on trusting the EA or the 
trustees; rather, it is guaranteed by the correctness of the NIZKPs. Because the 
PBB is append-only, the mixing protocol is sound, and vote tuples remain public 
at every step, any attempt by the EA to modify or remove data is detectable.

In addition, the protocol ensures that only the final vote cast by each eligible 
voter is counted. This is achieved through the cleansing phase: a preparation 
step that assigns a “flag tuple” to eligible voters; an ordering step that groups 
and chronologically sorts v oters’ tuples so the flag tuple appears last; and a 
selection step that isolates and counts only the votes immediately preceding the
flag tuple. The integrity of each of these steps is publicly verifiable via NIZKPs.

Finally, no one, including the EA, can cast a valid vote without knowing an 
eligible voter’s secret k ey. This is enforced by multiple verification checks in the
pair .(pk, σ). First, in the submission phase, the NIZKP of possession ensures 
only the secret k ey owner can send a ballot with the corresponding public key
. pk. Second, the consistency step rejects mismatched pairings like .(pk , σ), w here 
. σ is valid but .pk is incorrect for that voter (Sect. 3.2). Finally, the selection step 
nullifies any tuple with invalid credentials (. σ ) by only accepting votes followed 
b y valid flag tuples.

Coercion-Resistance. Coercion resistance is ensured by an honest EA and a 
threshold number of honest trustees. This is achieved because all tuples on the 
PBB are encrypted, hiding the number of votes cast by any individual. Further-
more, the initial mixing ensures that the ordering process acts on what appears to 
be a random set, preventing any data leakage. Additionally, neither the NIZKPs
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of consistency nor the NIZKPs of selection reveal voter-specific information. 
Finally, the final mixnet removes any link between the submitted vote tuples 
and the decrypted votes. Ultimately, the only publicly revealed information is 
the total number of cancelled votes, which does not offer any advantage to a 
coercer in a large enough election. Note that it does not even reveal if the voter
has participated in an election, protecting against forced abstention attacks.

5.2 Performance Ev aluation 

To evaluate FiltrumVote’s performance, we have implemented a proof-of-concept 
prototype4 of the main NIZKP used in our solution: proof of possession .πposs, 
proof of greater-than .πgt, proof of consistency .πcons, and proof of selection .πsel. 
These are the only non-standard primitives in our solution. The prototype is 
implemented in Rust, and all operations are done over the elliptic curve P-256.

Experiments. All computations are done locally in a 12th Gen i7-12700H Intel 
Core CPU with 32GB RAM. We measured both proof generation and verification 
times for each NIZKP, averaging the results over 1000 repetitions. W e use 24
bits to represent . σ and .ctr, which is more than enough to support an election 
with more than one million votes. Table 1 shows the results. 

Since the range proofs in .πgt constitute the most computationally expensive 
component of the protocol, we introduce two optimizations. First, we reduce the 
bit-length of the credential .σi and the counter .ctr. Although our target remains 
one million votes, in practice, votes are tallied and published in batches (e.g., 
by geographic region). F or example, one million votes can be partitioned into 
batches of 1024 voters, allowing .σi to be represented with 10 bits. Furthermore, 
assuming a revoting rate of 0.5, a 12-bit counter .ctr is sufficient. This alone 
reduces the pro ving time by almost half.

The second optimization we implement is fixed-base exponentiation precom-
putation. While all NIZKP pro ofs benefit from this technique, the impact is
greater in .πgt due to the large number of exponentiations in the range proof. 
Specifically, we precompute a 16-bit multiplication table for both bases . g and . h. 
The table construction takes 350 ms, which can be performed only once b efore 
the election, and the resulting table requires 67 MB of storage.

Combining these two optimizations, we reduce the .πgr proof time from 
.26.64 ms to .2.89 ms, making it comparable to the simpler .πcons and .πsel proofs. 
Although more advanced techniques from [9] could be applied, they would intro-
duce significant additional complexity while offering only marginal practical 
gains. In particular, even though such methods achieve asymptotically more 
efficient prover performance (.O(log n)), the small bit-lengths used in our range 
proofs limit the extent of these improvemen ts in practice.

Analysis. We now estimate how long it takes to process 1 million votes in the 
main steps of the cleansing phase. If we consider a .0.5 rate of revoting and the

4 https://github.com/no1-4now/FiltrumVote. 

https://github.com/no1-4now/FiltrumVote
https://github.com/no1-4now/FiltrumVote
https://github.com/no1-4now/FiltrumVote
https://github.com/no1-4now/FiltrumVote
https://github.com/no1-4now/FiltrumVote
https://github.com/no1-4now/FiltrumVote
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Table 1. Average time for proving and verifying main NIZKPs and their proof size. 
The optimization opt.1 refers to a smaller number of bits for .σ and .ctr, while the 
optimization opt.2 refers to fixed-base exponentiation tec hniques.

NIZKP proof Prove (ms) verify (ms) proof size (b ytes) 
.πposs .0.33 .0.53 96 
.πcons .1.58 .1.64 290 
.πsel .2.14 .2.36 321 
.πgt (no-optimized).26.64 .26.68 6578 
.πgt (opt.1) .15.68 .13.77 3224 
.πgt (opt. 2) .5.69 .17.57 6578 
.πgt (opt.1&2) .2.89 .8.97 3224 

additional flag tuples, we would need to process 2.5 million vote tuples. Con-
sidering the numbers in Table 1, this would require .≈ 1 hour in the c onsistency 
step, .≈ 1.5 hours in the selection step, and .≈ 2 hours in the ordering step to 
prove the NIZKP statements. Note that this estimate does not include other 
more standard tasks, such as encryption and decryption, and sorting tuples.

This results in a total of .≈ 4.5 hours to prove all NIZKPs to process 1 million 
votes. Note that this computation is highly parallelizable. For reference, DeVos 
voting can process only 80.000 votes in similar conditions—this considering a
reduced, four-candidate election [22]. In addition, the NIZKPs for all 2.5 million 
tuples can be stored in only .≈ 9.15 GB. We therefore conclude that FiltrumVote 
is computationally feasible even for large-scale elections.

6 Conclusion and Future Works 

We present FiltrumVote, a verifiable Internet voting system designed to resist 
coercion through deniable vote updating. The system is highly scalable, featuring 
a quasi-linear cleansing phase, and is capable o f efficiently handling elections with 
up to one million votes. FiltrumVote relies p rimarily on zero-knowledge proofs
using standard .Σ-protocol techniques, enabling easier indep endent v erification.

Future work includes developing formal security proofs to more rigorously 
assess FiltrumVote’s security properties. Additionally, we plan to enhance the 
protocol to a chieve quantum resistance, either by employing ev erlasting-privacy
techniques [11] or by integrating post-quantum cryptographic primitives.
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Abstract. The standard way to tally ballots in Germany is to manually 
count ballots at the polling station. However, some local elections use so 
complex ballots and voting rules that software is also used to capture 
the content of each ballot. The corresponding software itself nor the 
software’s results in terms of number of votes per party and per candidate 
are subject to independent auditing. We wanted to understand how this 
situation influences voters’ trust in such elections and what proposals 
would increase their trust. We conducted 16 semi-structured interviews 
with people who had participated in such complex elections. We make the 
following observations: trust in the e lection is overall very high, there is a
lack of awareness regarding the use of software, and once made aware the
main concern are the humans in the loop. Unprompted critical thinking
about software which may manipulate the election outcome was observed
only rarely. When talking about auditing approaches, our participants
focused on low-effort approaches.

Keywords: interviews · trust · auditing · risk limited audit · election

1 Introduction 

Federal and state elections in Germany are very simple elections in which one 
selects one candidate and one party. However, some local elections in Germany 
are characterized by a complex system for distributing votes. In these elections, 
voters usually have a double-digit number of votes, as well as the option to 
cast more than one vote for one or more candidates and to vote for candidates 
from different parties. While in German federal and state elections, ballots are 
counted manually at the polling stations, in these complex local elections e ach
individual ballot is entered into a software. This step is conducted at one location
per election district and takes several hours and sometimes even several days. In
all three types of German parliamentary elections, software is used to sum up
the results per election district.

Tallying software used for federal election has been criticized due to security 
issues, a lack of evaluation, and the use of closed-source software [8,18]. Software 
used in the complex local elections has been criticized for similar reasons [13,18]. 
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The accuracy of the tallying software for federal elections can be audited because 
the results per polling stations are available in written form signed by the poll 
workers who have manually counted the ballots in the corresponding polling 
stations. However, there are no such records for complex local elections, as ballots 
are entered directly into the software without manual counting b eforehand. Thus,
the critique regarding the software is much more crucial in this case. Although
the scientific community has proposed and discussed the use of risk-limiting audit
(RLAs) approaches to significantly reduce risk [5], to our knowledge, there are 
no legal requirements to implement auditing processes, and there are no auditing 
processes implemented for such elections in Germany. Thus, t here is no way to
detect manipulations on the election result by the software.

Therefore, we wanted to understand how voters’ perceive the current tally-
ing procedure for complex local elections and which auditing processes would 
increase their trust in the election outcome. Specifically, w e aim to answer the
following research questions in the context of complex local elections:

Research Question 1: To what extent are voters aware of the current tallying 
procedures and to what extent do voters trust the current tallying procedure?

Research Question 2: How trustworthy do voters perceive various auditing 
processes to reduce the risk of undetected manipulations of the election result?

Research Question 3: How trustworthy do voters perceive various random 
number generators when these methods are used as part of the auditing process?

To answer these research questions, we conducted 16 semi-structured inter-
views with people who cast a vote in previous complex local elections. The inter-
views were audio-recorded, transcribed, and analyzed using an inductive coding 
approach. We find that (1) awareness of the use of software is not very high and 
that (2) overall trust in the accuracy of election results is high. (3) Furthermore, 
we find that most participants do not view additional auditing steps as neces-
sary, even not once being informed about the use of software for capturing and 
tallying ballots. The majority of participants have a positive opinion about the 
presented RLA process, while they fear human error with other audit methods.
For the generation of randomness, they favor software-based approaches over
other physical approaches. We conclude that the trustworthiness of the election
results is not likely to be questioned by voters. Thus, researchers should reach
out to politics and lawmakers to require audit procedures.

2 Background and Related W ork

Complex Local Elections in Germany. In Germany, the voting procedures for 
local elections vary from state to state. Some of these procedures are charac-
terized by a particularly complex voting process, with ballots listing hundreds 
of candidates from different parties and, in some cases, allowing voters to cast 
a high number of votes, often in the double digits. These can be distributed
among candidates of different parties. In some states, voters are also allowed to
cast more than one vote for a single candidate [30], and /or to cross out candi-
dates. Due to the complex nature of the ballots, election workers use software
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for capturing each individual ballot. Election workers enter individual votes into 
the software in parallel on different machines at central locations. While doing 
so each ballot gets a unique identifier written on the paper ballot and stored 
with the electronic c opy. The software generates an overall election result. A
detailed description of the tallying process can be found in the supplementary
material [20]. 

As for such complex local elections the amount of invalid ballots is higher 
than with any other parliamentary election in Germany, research has proposed
voting systems to support voters filling out these complex ballots [6,7]. The 
focus of this work was on “cast as intended” verifiability given the fact that 
voting systems were introduced to local elections. There w as also the idea of the
digital pen for the complex elections in Hamburg [3,29]. The pen, which was 
equipped with a camera and a microprocessor, could transmit the voter’s vote 
to a machine like a laptop, supporting the tallying process. However, the critique
and the costs for such pens were too high for actual usage in elections.

Trust Related Research in Electronic Voting. The concept of trust is a broadly 
studied topic in relation to elections, especially for electronic voting [12]. In 
various papers, trust in electronic voting technology was identified as a key com-
ponent for the willingness to adopt electronic voting [17,22,24,25]. Furthermore, 
research has shown that lack of trust can stop the introduction of electronic vot-
ing [11]. The relation between trust in electronic voting and various personality
traits [27,31] as well as none-personality factors [21]. were studied, too. How-
ever, the focus is on electronic voting and quantitative studies while our focus 
is on tallying software and qualitative research. Other work explores electronic 
voting and the deployment of election software, assessing their consequences for
trust in the electoral process and its legitimacy [16]. In this context, they look 
at electronic poll books and biometric identity verification in the U.S.

Risk-Limiting Auditing. Risk-limiting audits (RLA) is a much discussed app-
roach [4], which can be used to audit the election outcome [23]. RLA samples 
paper ballots based on statistical methods and re-evaluating them. It has b een
used to audit elections in the U.S. (e.g., California [14]). The use of RLA to audit 
complex German local elections has been proposed in [5]. However, the authors 
did not discuss this approach with voters – which is what we did. Dalela et al. [9] 
studied U.S. voters trust in RLAs, showing high trust when hearing about the 
approach. Our research question 2 is similar while fo cusing on German voters of
complex German elections and comparing RLAs with alternative approaches.

3 Methodology 

Supplementary material is hosted on our servers [20]. It includes the interview 
guide, material we used during the interview, the codebook and further results.
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3.1 Ethical Consideration, Recruitment & Pre-Study 

The study received ethical clearance by the ethics board of our institution. Two 
pre-study interviews were conducted, in which unclear descriptions were discov-
ered and the auditing descriptions were improved. Participant were recruited 
using a local study panel, specialized in conducting studies with citizens from 
the general public. Inclusion criteria were adulthood, having participated in local 
German election in the past and the ability to visit the study building. Prior to 
participation, participants received the study’s data protection policy and the 
informed consent. After they signed the consent form they were informed, that 
the recording of the interview would now begin. At the end of the interview, the 
recording were stopped. Interviews lasted on a verage one hour and participants
were reimbursed with e20. For the analyses, he interview transcripts were gener-
ated using a local instance of NoScribe. The generated transcripts were manually
inspected by one researcher, who removed any potential identifiable information
participants might have given. Note, at no point in time, participants’ names
were connected with recorded study data.

In total, 18 interviews for the main study were conducted. Saturation was 
reached after 16 interviews while two had to be excluded (one due to a mistake 
by the study conductor and one because the interview could not be finished as 
the participant had to leave. Two more interviews were conducted but no new
topics were identified. The final data set comprises of .16 interviews. 

3.2 Interview Procedure 

First, participants were welcomed and asked to read the data protection policy as 
well as to read and sign the informed consent document. Next, participants were
informed that the recording starts. The interview was divided into five phases
(see Fig. 1). Each included a question about trust in the accuracy of the election 
results (5 point Likert scale from completely agree to strongly disagree). Note, 
it was clearly communicated that it is always about the complex local elections.

Fig. 1. Overview of the interview procedure

Phase 1 (Demographics and Experiences). Once the recording was started, gen-
der and age were recorded, with age being collected only as categories. After-
wards, participants were asked general questions such as whether they have 
worked as a poll worker, and whether they have observed the tallying process.
Afterwards, they were asked about their trust in the accuracy of the election
results.
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Phase 2 (Trust in Tallying Process). Next, participants were asked to familiarize 
themselves with the ballot and the instructions from the last local election in 
the city the interview took place in. Note, the instructions do not mention the 
tallying process at all. The goal was to remind them about the complexity of both 
the ballots and the voting rules which make manual tallying difficult and very 
time consuming. Afterwards, participants were asked to describe the tallying 
procedure in their own words and afterwards asked again the trust question. If 
a participant did not m ention the use of software, they were subsequently asked
whether they expected software to be deployed in the process. Furthermore, in
case they did not mention any auditing step being in place, participants were
asked whether they think such measures are in place and which ones.

Phase 3 (Trust in Tallying Process After Explanation). First, participants were 
provided with a detailed explanation of the tallying process [20]. We wanted to 
see whether having this information influences their overall trust in the election 
and therefore asked them to answer the trust question again. The following 
questions asked about which steps of the tallying process the participants trusted 
or distrusted particularly, what opportunities they saw for manipulation of the 
election results and which type of software provider they would trust in regard
to the tallying software. Finally, we asked if participants consider additional
auditing steps as necessary.

Phase 4 (Discussion of Various Auditing Approaches). In this phase, first, par-
ticipants were made aware that the software could manipulate the election 
results. Furthermore, it is explained that such a manipulation would not be 
detected as there are no corresponding auditing procedures in place. Afterwards,
participants were provided with a list of auditing approaches (name and descrip-
tion) – see Sect. 3.3. For each approach, participants were asked about their gen-
eral opinion about the approach, the pros and cons they suspect as well as if they 
would trust them and whether they would welcome the deployment respectively. 
After each approach was discussed, they were instructed to rank them by sorting 
printed cards corresp onding to the different approaches and read them aloud.
Finally, they were asked to answer the trust question again assuming that their
preferred approach is implemented.

Phase 5 (Discussion of Various Approaches to Generate Randomness). In the 
sixth and last phase of the interview we focused on the processes relying on ran-
domness and how to to g enerate randomness. Similar to phase five, participants
were presented with different approaches (see Sect. 3.3), where asked to answer 
questions about pros and cons as well as their trust towards those approaches 
and instructed to rank them by sorting printed cards corresponding to the dif-
ferent approaches and read them aloud. They were again asked to answer the 
trust scale under the assumption that their favored approach is implemented.
Note, the descriptions of auditing processes as well as approaches to generate
randomness were given in a random order, different from participant to partici-
pant.
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Finally, participants were asked about any open questions or feedback they 
might have a nd they were given the e20 compensation.

3.3 Used Material for Auditing and Randomness Approaches 

We presented the participant with five ways to audit the election results: 1) 2nd 
Software: the use of a second tallying software from an independent provider on 
an independent machine to enter the paper ballots again, 2) Predefined Percent-
age: the re-evaluation of a predetermined percentage of ballots (e.g. 5–10% of 
all ballots) independent of the actual result of the election, comparing the paper 
ballot with the corresponding digital entry 3) RLA: the RLA approach that 
re-evaluates a percentage of ballots based on the election results (a higher per-
centage for closer elections), comparing the paper ballot with the corresponding 
digital entry 4) Manual (Hand): a complete manual count parallel to the tallying 
software on paper, or 5) Manual (Excel): a complete manual count parallel to the 
tallying softw are but with the support of software, e.g. Excel. The manual count
was supplemented with Excel, a tool many participants already know. The pre-
sented approaches to generate randomness included dice, software, writing down
numbers by different people, measuring radioactive decay and the use of books.
Descriptions of the approaches as shown to the participants, can be viewed in
the supplementary material [20]. 

3.4 Data Analysis 

The interviews were analyzed with an inductive coding approach [28]  using  
MaxQDA [15]. Two researchers analyzed four (25%) of the interviews indepen-
dently and created individual codebooks for the three research questions. The 
generated codebooks were then assessed and unified during a discussion between 
the two researchers. Afterwards the adapted c odebook was applied to these four
interviews which reached high consensus (88%). One researcher then proceeded
to code the remaining .12 interviews. This process resulted in three additional 
codes, that were added to the codebook and explained to the second researcher.
The second researcher then reviewed the .12 coded interviews. Disagreements in 
coding were noted and discussed with the other researcher. Over the .12 inter-
views, the second researcher disagreed on .31 coded passages. These were resolved 
through discussion, r esulting in perfect agreement.

4 Results 

The study included 16 participants, predominantly women (n = 12) and older 
adults. The majority of participants were over the age of 50 (n = 12). Regarding 
specific age distributions: two participants were aged 31–40, two were 41–50, 
three were 51–60, eight were 61–70, and one was 71–80. One participant had 
experience as a poll worker, while no one had exercised their right to observe the
tallying process. In the following subsections we present the results per research
question. Note, quotes from the interviews listed as examples were translated.
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4.1 Trust Scale (related to RQ 1, 2, 3) 

Table 1 shows the results of the trust scales participants answered during the 
interview. We will discuss the remaining participants in more detail: Ten of the 
participants, who initially had complete trust, did not change their rating during 
the interview and consistently gave a score of five. The trust of the two remaining 
participants, who also initially had complete trust, dropped to 4 at one point but 
rose again to a full five points, provided that their p referred auditing process was
used. For both participants, who started with a confidence level of four, trust in
the election results rose to five with the introduction of a potential audit process
they preferred. However, ID19 expressed a neutral view in phase 2:

Table 1. Responses to the 5-point Likert scale. Rows correspond to the specific inter-
view phase in which the trust assessment was completed.

Part. ID: 4 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 
Phase1 5 5 5 4 5 5 5 5 3 5 5 5 5 2 4 5 
Phase2 5 5 5 4 4 5 5 5 2 5 5 5 5 2 3 4 
Phase3 5 5 5 4 5 5 5 5 1 5 5 5 5 3 4 4 
Phase4 5 5 5 5 5 5 5 5 4 5 5 5 5 4 5 4 
Phase5 5 5 5 5 5 5 5 5 5 5 5 5 5 2 5 5 

“I’ll stay neutral, because I might have heard that things have gone missing 
before.” (ID 19, about trust in election results and lost ballots)

Two participants (ID 13 and ID18) initially expressed no positive attitude 
towards trusting the election result.

While participant ID 13 originally has neutral stance due to general skepti-
cism without a clear c ause, e.g.

“It just gives me a weird feeling [...] on the whole, Germans are generally 
dissatisfied with the elections or with our politics, yet the same thing keeps 
getting elected.” ( ID 18)

Participant ID 18 calls for a complete ov erhaul of the e lectoral process:
“I mean, this whole process with paper and counting and people sitting 
there— it’s bound to be error-prone anyway. [...] But it is the process itself 
that need changing. [...] The only way I would truly trust that the election 
results are 100% accurate is if they were conducted on a blockchain or via a 
smart contract. Because y ou simply can’t cheat on a blo ckchain.” (ID 18)

If participant 13’s preferred auditing process were implemented, their level of 
trust would reach the maximum. Under the condition that a secondary software 
system was employed for auditing, Participant 18 assigned a t rust score of 4 on 
a 5-point scale. The low rating for the random-sampling method stems from ID
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18’s dislike of auditing only examining a subset of ballots; the context in which 
trust in randomness w as asked.

4.2 Awareness of and (Dis)trust in Tallying Process (RQ1) 

The subsection is structured according to t hemes, we i dentified.

Lack of Awareness. Only two out of 16 participants knew about the use of 
software during the tallying process. Eight of t he remaining 14 participants con-
sidered it plausible, when asked directly.

Distrust in Humans with Concrete Scenarios of Errors and Fraud. When talking 
about potential issues with the election result, the majority of participants men-
tioned the human component (10/16), specifically h uman error while entering 
votes into t he software.

“I thought that reading it aloud and entering it into the software left a lot of 
room for e rrors.” (ID 4)

Participant also mentioned the transport of the ballot case from the polling 
place to t he central tallying place as a potential risk.

“Probably the most critical part is transporting the sealed suitcases contain-
ing the cards, because something might get lost” (ID 12)

Very Abstract Distrust in Tallying Softwar e After being informed about the 
usage of tallying software, five participants referred t o it as potential cause of
errors.

“I can’t verify what the software does. Of course, there could be a bug in 
there somewhere, or something like that. I d on’t know.” (ID 16)

Potential Manipulations During Tallying: When asked about steps at which 
manipulation could occur, four mentioned the tallying software as a potential risk 
in terms of attempts to manipulate the election results. However, human factors, 
such as poll workers misbehaving, are still the leading risk factors, identified by
13 participants.

“The five election workers, there are a lot of people, but maybe they know 
each other, maybe the five of them are colluding [...] But that’s relatively 
unlikely, I’d say off the top of my head. The other steps actually all already 
have some form of con trol.” (ID 19)

Most participants, 14 out of 16, considered it possible to manipulate election 
results using t he tallying software, but deemed it highly unlikely.

“Well, it’s certainly possible, Russian hackers are everywhere, after all. But 
I’d still say the likelihood is pretty low. [...] It’s not exactly a high-stakes 
election. If this were a federal election, it might be a different story . But at 
the local level, I don’t think anyone would go to the trouble of doing that.”
(ID 9)
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Certification versus Auditing. When asked about the need for some kind of 
certificate, most participants, 13 out of 16 viewed it as a necessity or at least very 
important. Generally, the government was cited as the preferred authority for 
certification with multiple mentions of the German Federal Office for Information 
Security (in German: “ Bundesamt für Sicherheit in der Informationstechnik”
BSI).

“Private companies, not so much. But there’s always the BSI, which could 
perhaps look into it, if it’s being used in a relatively c ritical area” ( ID 17)

In total eleven did not see a need for additional auditing, one participant had 
a neutral view and four did w elcome additional auditing steps.

“Auditing steps are not the problem. The auditing steps are good. In my 
opinion, the auditing steps are s ufficient.” (ID 18)

“Right now, it’s probably still enough, but a lot of things are changing, and 
maybe it won’t be enough much longer.” ( ID 12)

Further Requirements to Tallying Software. When asked about the software 
developer, many participants preferred companies based in Germany or the EU 
(6/16 German, 5/16 EU - non-exclusive), while there was no clear preference 
regarding whether participants preferred software developed by the governmen t
or by private companies.

“It would be preferable to have a local or regional solution, at least something 
German or Europe an.” (ID 9)

”I would try to keep this under my own control as much as possible, that is, 
under state control [...]. In the end, perhaps even at the European level.” (ID 
15)

4.3 Auditing Processes (RQ2) 

Audit Process Ranking. After discussing each of the auditing processes individu-
ally, we asked the participants to rank the level of trust they would place in them. 
The RLA process ranked first in eight instances and second in four instances. A 
second tallying software was ranked first five times and second three times. The 
re-evaluation of a predetermined percentage of ballots was the preferred choice 
four times and five times the 2nd most popular while both manual processes 
were put lowest by most participants. T he ranking for each participant can be
found in the supplementary material [20]. 

Concerns Regarding Effort and Costs. During the discussion of various auditing 
processes, the most frequently cited concern was the additional effort required. 
The fixed-percentage recount method was the only process exempt from this 
criticism. Financial costs w ere also raised as an objection, particularly regarding 
the Software-based approach and, to a lesser extent, RLA.
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So that means doing the same work twice when counting votes using two 
different software programs. I also find the p rocess very labor-intensive. (ID 
4, about a second softw are)

“You can do that, but I think it all costs a fortune and ends up being a bit 
of a penny-pinching or nitpicking affair.” (ID 7 , abo ut RLA)

The additional effort was regularly cited in connection with the human errors 
that w ould result during the manual processes: e.g.

“I would rather trust the software than spend more time on it, because that 
would involve a manual count, which could also be prone to errors. ” 
(ID 10, about manual c ount)

“I don’t even want to know how much of it is just thrown in there after the 
thousandth record without even checking it. Because you say, ’I have to finish 
this at some point.’ ” (ID 17, about manual count with supporting softwa re,
e.g. Excel)

4.4 Random Number Generation (RQ3) 

Ranking of Approaches. Similar to the auditing processes, we asked the partici-
pants to rank the approaches to generate randomness once each was addressed 
individually. The use of software to generate randomness was the preferred choice 
of nine participants and second-most-preferred choice of four. The radioactive 
decay as means to generate randomness was considered most trustworthy by five 
participants and second-most-preferred choice of four. Two participants placed 
most trust in dice. Dice, Books and the writing do wn of numbers by different 
people was considered equal by multiple participants and the radioactive decay 
was positioned in last place by four p articipants. The complete ranking for all
participants can be found in the supplementary material [20]. 

Concerns Regarding Effort and Costs. As with the auditing processes, the effort 
involved was often the primary consideration for the randomness generation 
approaches as well. Especially for the radioactive decay participants mentioned 
effort frequently as well as the need for additional equipment:

“That sounds even more complicated. I wouldn’t be too keen on that. The 
effort involved w ould also be a drawback ” ( ID 13)

“I imagine that would be kind of cumbersome. I don’t know if t hat’s propor-
tional to anything ” (ID 9)

With the exception of software-based randomness, the effort was one of two 
consistent arguments against the presented approac hes. The software approach 
was mostly considered less time consuming:

“To be honest, I think that’s better than the dice, because it’s probably just 
faster.” (ID 19)
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Perceived as Inappropriate. Some proposals were perceived as inappropriate 
for a serious setting such as an election. M ost frequently, participants related 
approac hes to gaming:

“It seems kind of weird, because it’s like something you’d do at a game night 
with friends. Using it for such formal occasions j ust feels a bit odd.” (ID 9, 
about writing d own numb ers)

“We can do that in kindergarten, that is certainly feasible. We would never 
use it in a federal election” (ID 11, about writing down numbe rs)

“Oh, those are nice little games, sure. But that one? No wa y.” (ID 18, about 
using boo ks)

Perceived as Too Easy to be Manipulated by Humans. Participants also com-
mented on trust in the form of possible manipulation and how approaches are not 
random enough. Mentions of possible manipulation of the approaches included:

“The book is opened at random. I’ve turned to that page a hundred times 
already. I’ve hardly ever turned to the others. Which page will it open to?” 
(ID 15, about using b ooks)

“But rolling dice at random is also stupid. Why? There might be a w eight 
inside the 6.” (ID 15, about u sing dice)

“I mean, people can just agree on which number to write on the slips, right?” 
(ID 18, about writing down n umbe rs)

“People always pick the same numbers—maybe even subconsciously. ” (ID 
13, about writing down numb e rs)

There are some more quotes showing that some participants prefer to trust 
the s oftware rather than the election workers:

“There’s really nothing a person can intervene in. That’s why I think it’s 
pretty safe” (ID 10)

“It’s definitely better than leaving it up to people.” (ID 17) 

Issues with Using Software. Participants raised concerns about manipulation in 
the context of the s oftware-based approach, suc h as:

“The conspiracy theory that it’s no coincidence. That someone says they 
don’t trust the software.” (ID 6 )

“If you want to rule out the possibility that the software could be tampered 
with, something I hadn’t considered yet, it would be bad if it’s tampered 
with.” (ID 12)
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5 Discussion 
5.1 Overall Observations Regarding Critical Thinking 

Our participants emphasize human error and intentional manipulation by elec-
tion workers as the main concerns – both in the current tallying process and 
when considering additional auditing steps. Software is generally perceived as 
a reliable component. Participants’ critical scrutiny of approaches are strongly 
correlated with how well they are understood. The better an approach is under-
stood, the more critically it is evaluated and, in general, the less trustworthy it 
is considered to be. In the tallying stage, this is reflected in concrete examples 
of human mistak es, such as shifting a line, intentionally invalidating a ballot, or 
similar manipulations. In contrast, criticism tends to be vague because a compre-
hensive understanding of the software is likely absent. This inverse relationship
between understandability and trust corroborates the argument by Siegrist et
al. [26] that trust and complexity influence each other.

5.2 Trust in Tallying Process 

Trust may remain high even once made aware of the software in place and once 
having mentioned errors and manipulations by election workers because any 
mentioned error or manipulation is considered not very likely in particular given 
the fact that the cause of this study are local elections.

It might be that trust could be more increased when introducing certifica-
tion of the software (by the BSI or German institutions in general) than by 
introducing auditing approaches. As auditing is required to detect manipulated 
tallying software as well as errors/manipulations by election workers, people 
would need to be made aware of the limitations of certifications (such as the 
inability to ensure that exactly the evaluated peace of software is in place and 
that the certification is based o n assumptions which might be more or less real-
istic) to change their opinion about certification versus auditing. This is inline 
with research in the context of electronic voting where certification is perceived
as strongly required while a lack of awareness for its limitations was observed.

5.3 Criteria for Auditing Approaches 

We noticed that our participants care about the number of ballots being audited. 
Participants preferred RLA over re-evaluating a fixed amount of 5–10% of bal-
lots. Participants also saw effort as a concern for RLA, while the fixed percentage 
approach w as considered to be less effort. This trend suggests that participants 
expect a higher percentage for RLA. Which is inline with related work: Dalela et
al. [9] showed that their participants overestimate the amount of ballots that will 
be audited through RLA and that their trust in the election outcome decreased 
after learning about the true amount. This aspect needs to be further researched 
to make it more likely that voters accept RLAs even once known the actual num-
ber.
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Time and in particular effort was mentioned by various participants when 
discussing the different auditing approaches. This may have been influenced by 
the fact that the cause of this study were complex local elections, meaning: tal-
lying anyway takes days, meaning that it is ev en more difficult to find election 
workers while at the same time the risk of manipulations migh t not be per-
ceived very high [2,10]. Furthermore, participants worried that additional effort 
increases the likely hood of hu man errors.

Lastly, participants were in favor of auditing approaches which they perceive 
as less prone to human error. They preferred software based auditing approaches 
supporting the actual task of the election workers. Notably, participants favored 
abstract softw are-based approaches over the Excel-based auditing approach. This 
might be explained with the overall observation discussed in Sect. 5.1 

5.4 Approaches to Generate Randomness 

Randomness is required by various auditing approaches. Similar to auditing, 
effort of different approaches was frequently discussed. As such, in particular, 
radioactive-decay methods were not considered adequate by many given the 
effort to apply it. In particular in this part it was difficult to convince participants 
to focus on trust rather than effort when it comes to their ranking of the different 
approaches. This indicates some relation between what can be expected to be 
done and what needs to be done to make them trusting in the result.

Participants’ perceptions of an approach’s appropriateness appeared to 
directly influence their assessment of its trustworthiness. Approaches reminis-
cent of games or play, namely those involving dice, books and writing down 
of numbers, resulted in lower trust levels in the context of election auditing. 
This suggests that auditing processes must project an image of formality and
seriousness to be deemed credible.

Many participants were in favor of software for the same reasons as when 
auditing approaches were discussed. The same explanation might hold as dis-
cussed in the general observations in Sect. 5.1. As approaches to securely apply 
the software were not mentioned at all, we believe it is worth to raise awareness 
for it, too. For instance, the process could involve several independent parties, 
each supplying a software-generated random segment. T he final random value is 
the combination of these segments, so the outcome stays unpredictable as long
as at least one participant is honest.

5.5 Limitations 

Several limitations regarding our sample composition must be acknowledged: 
First, the age distribution was skewed toward older participants. The perspec-
tives of younger voters, particularly those under 30, are likely underrepresented. 
Given their potentially higher exposure to digital technologies [19], their trust 
dynamics regarding tallying software might differ significantly from the patterns 
observed in our study. However, at least for the electorate in Germany the exam-
ined age group represents both the largest demographic and the one with the
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highest voter turnout [1]. Second, we decided to only interview voters who have 
participated in such complex elections and thus, did not interview people who 
may have decided to not vote in such elections due to their lack of trust in 
the election outcome. Third, qualitative analysis is inherently subjective and 
prone to analyst bias. To maximize objectivity, we had two researchers indepen-
dently develop the codebook and systematically resolve all coding disagreements. 
Nevertheless, as with any qualitative study, a degree of personal interpretation 
remains an inherent characteristic of the findings. Finally, We did not mention 
any numbers of ballots to be audited when it comes to the application of RLA. 
It would be valuable to investigate how voters’ t rust in the RLA process changes
when getting to know the exact numbers; as Dalela et al. [9] observed a decrease 
of trust as numbers were lower than people expected them to be.

6 Conclusion 

This interview study aimed to understand the trust of voters in the tallying 
process of local elections in Germany, including the use of tallying software. Trust 
in the accuracy of election results was generally very high. The use of tallying 
software did not affect trust negatively for our participants. Vulnerabilities and 
opportunities for manipulation were identified mainly in connection with election 
workers rather than software. Participants did not see the need for additional 
auditing steps, but deemed certification of the software crucial. While we agree 
that certification (by the BSI) contributes to the level of trust voters have, we 
argue that a uditing processes are still required as it cannot be reliably ensured 
that the certified software is the one in place. Overall, we have to acknowledge 
that the trustworthiness of the election results is not likely to be questioned 
by voters. Thus, we conclude that researchers should reach out to politics and
lawmakers to require audit procedures.

In addition, we looked at various auditing processes. Participants had a 
mostly favorable opinion about RLA, while approaches involving additional 
manual counts were dismissed due to high probability of human error. Further-
more, participants favored the use of software for the generation of randomness. 
Options such as the use of dice were viewed as less trustworthy and deemed 
inappropriate in the context of an official election. Throughout the interviews, 
it seemed there is greater trust in processes that participants seem to view in 
more abstract terms. A tallying software that is not described in further detail 
is preferred over Excel, a software that most participants know and have per-
sonal experience with. Therefore, we conclude that politics and lawmakers should 
require RLAs while using independent software and devices to generate random-
ness. A variety of elections, whether they use software to tally votes or involve 
complex ballots susceptible to errors, can benefit from including RLA. The appli-
cability extends beyond any single election type or test case. 
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Abstract. As part of the political process, citizens may participate in 
(signature) collections to influence policy changes. Depending on the 
legislative basis, such collections may even result in legally binding acts. 
Unlike e-voting systems, the security of such collecting systems remains 
unexplored. In this work, we first derive a realistic setting for e-collecting 
based on e-voting. Then, we propose the secure protocol École in this 
setting, achieving both privacy and verifiability under realistic trust
assumptions. Notably, participation privacy is guaranteed without the
need for an anonymous channel, by assuming that at any given point in
time, many diverse collections are active in parallel.

Keywords: E-Collecting · Privacy · V erifiability

1 Introduction 

In democracies, elections form the backbone of how voters decide how their gov-
ernment moves forward. However, besides electing their representatives, citizens 
often have other avenues to directly or indirectly participate in policy changes.
This includes collection systems where citizens are able to express their polit-
ical views [5,29], and depending on the legislative basis, directly or indirectly 
influence policy setting. For successful European Citizens Initiatives (ECI), the 
largest collection system we are aware of, which impacts 450 million citizens
[14], the European Commission is bound to issue an official statement [13]. In 
Switzerland, as a part of their system of direct democracy, successful collections 
even lead to a direct vote of all citizens on the topic [32]. Both systems aim to 
ensure only eligible citizens participate, while keeping secret (besides verification
purposes) who participated [13,32]. 

Overall, collecting systems have therefore similar targets to voting systems. 
The system needs to make sure the voter’s choices are properly reflected in 
the system, and their privacy is guaranteed. For electronic voting systems, such 
intuitions have led to the state-of-the-art systems that are v erifiable privacy-
preserving voting systems. Verifiability guarantees the election result is auditable
by third parties. Privacy ensures, despite the auditability, that the voting choice
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of the individual voter remains protected. These mechanisms are mature and 
employed in binding political elections [19,27,33]. 

However, collection systems also have some important differences in function-
ality. First, a collection may start and end at any time, in particular, multiple
times per year, and many collections run in parallel.1 A dedicated setup process 
per collection, such as sending postal mail to the eligible voters [33], is therefore 
unrealistic. Second, collections are long-running (many months [13,32]). In par-
ticular, the eligibility set may change throughout the collection period (coming of 
age, relocation, death), while the electorate is generally assumed fixed by voting 
systems. Finally, signatures cannot be revoked, and always correspond to “yes” 
votes; there is no possibility to vote “no”. Revoting is therefore not applicable, 
and keeping the voting choice private is insufficient. Instead, a collecting system
needs to provide the stronger participation privacy. E-voting protocols in this
setting generally need to assume an anonymous channel (e.g., [4,17,24]), which 
is considered a strong and somewhat unrealistic assumption [18]. 

In academia, the security of e-collecting has not received any attention so far. 
Further, actual deployed e-collection systems seem to be lagging behind what 
is considered state-of-the-art for voting systems. The e-collecting system for the 
ECI needs to comply only with a high-level directive concerning the general
security of information systems in the European Union [12,13], but in particular 
verifiability guarantees are not a requirement. The e-collecting system by the 
Swiss canton of St. Gallen, to enter production in 2026 [22], seems to assume a 
fully trusted server2 , and also does not provide any notion of verifiability [1]. 

It is important to document that the security of (e-)collection systems is a 
concern in practice. The e-collecting system for the ECI was developed as one of
the recommended measures to better safeguard the personal data of supporters
[29, VI.3.1.], and this same study also documents incidents of data loss and abuse 
happening before. In Switzerland, a report by a newspaper highligh ted that many
signatures (currently all given on paper) are invalid [3,21]. The suspected reason 
is attempted fraud by commercial signature collection firms [21], who are notably 
reimbursed per collected signature [26]. As a consequence, on a federal level, the 
Federal Chancellery has been tasked to implement e-collecting [2,15]. 

First, we derive a realistic setting for secure e-collecting, based on the strong 
setting for e-voting as used in Switzerland [16]. Second, in this demanding set-
ting, we propose a protocol achieving privacy and verifiability. Crucially, despite 
achieving participation privacy, we are able to avoid assuming an anonymous
channel, which would limit its applicability in practice [18]. Instead, we are able 
to hide participation in some specific collection as a potential participation in

1 For the EC I, . 3 – .18 initiatives have been in their active collection phase in parallel 
under the current law [13]. In Switzerland, . 5 – .31 over the last 2 0 years.

2 The system provider neither confirmed nor denied an attack found when the server is 
assumed dishonest, but instead asserted that the system is compliant with the legal 
basis. The cantonal legal basis omits a concrete threat model and to-be-reached
properties [31, Art. 27]. Notably, in national legislation, e-voting systems must not 
rely on a fully trusted server, and are required to be verifiable [16]. 
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any currently active collection. The proposal is the first verifiable and privacy-
preserving e-collecting system we are aware of.

2 Related Work 

We are not aware of any academic work exploring the security of e-collecting. 
As e-collecting systems face similar challenges and aim for similar properties as 
e-voting, we explore here primarily works written in the context of e-voting.

As argued in the introduction, participation in a collection already exposes 
the preference. Hence, one might aim to participate anonymously. E-voting pro-
tocols providing privacy by anon ymizing the participation however assume an
anonymous channel to cast the vote (e.g., [4,17,24,25]). This is considered a 
strong assumption, with limited applicability in practice [18], and we therefore 
avoid it in this work. The same limitation applies to proposals for anonymous
survey systems [20], which additionally also do not aim for verifiability.

Another approach to achieve privacy in e-voting is (deniable) vote updating. 
This approach accepts that the adversary may be able to observe some voting 
procedure of t he voter, but allows the voter to mitigate by updating their vote
later on (e.g., [19,25,28]). However, the vote updates must still be hidden from 
the adversary and therefore need to rely on the anonymous channel assumption. 
Further, collection systems do not allow to revoke the participation, therefore
once participation has been granted, revoting is no longer meaningful.

From a purely cryptographic point of view, our ballots are closest to DeVoS
[28]. Concretely, DeVoS’ ballots are also either a re-encryption of the previous 
ballot, or a fresh (proven valid) ballot from the voter. However, on the protocol 
level, we differ substantially. First, we do not rely on a trusted authority to hide 
the participation of voters. Instead, we hide participation in a specific collection 
by running the protocol over all collections i n parallel (i.e., have multiple DeVoS-
style ballots in parallel). Further, we require functionality out of scope for DeVoS,
including mutations to eligibility and collections that start and end anytime.

3 Defining the E-Collecting Setting 

No setting for e-collecting has been clearly defined yet. We intend to do this 
here, while profiting from the extensive body o f knowledge already available for
e-voting. Therefore, we motivate our definitions in Sect. 3.1 based on established 
notions in e-voting. The same holds for the p arties and acceptable trust assump-
tions in Sect. 3.2, which we primarily derive from the Swiss setting. We choose 
the Swiss setting as it is strong and well-defined by law [16], and because there 
is a binding and therefore impactful collection system in place.

Definition 1 (E-Collecting scheme). Let .V be a set of voters, and . C be a 
set of collections. An e-collecting scheme is formed of processes .voter(V ),  fo  r
.V ∈ V, that trigger .Cast(V,C) when the voter .V intends to sign the collection 
. C,  an  d .Verified(V,C) when .V successfully verified that their participation to . C
has been recorded, and a process .tally, that triggers .Counted(V,C) when the 
participation of .V to .C is considered in the final result.
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3.1 Properties 

End-to-End Verifiability of Participation. In internet voting, end-to-end verifi-
ability captures the notion that the result of t he election is correct. Concretely,
the result of .Counted votes is composed of all votes of honest voters who . Verified
successfully, a subset of the votes of honest voters that only .Voted but did not 
verify, and some additional votes bound by the n umber of adversarial voters
.#{VA}. The default strong flavour of the definition further prescribes that the 
content of the ballot of the honest voters must be correct [8,9], while the weak 
variant (e.g., used in [7]) only requires this for v oters who verify.

We can reuse the same approach for e-collecting. However, as participation 
always expresses support (i.e., the vote is always 1), we do not need to consider 
the adversary p ossibly changing votes. Therefore, we can use a weaker notion
that only considers whether participation has been .Cast. We adapt the injec-
tive formulation of the definition [6]. Note how the definition implicitly encodes 
eligibility, as we understand honest voters are indeed eligible.

Definition 2 (E2E-Verifiability of Participation). An e-collecting scheme 
provides E2E-Verifiability of Participation if it verifies two s ubproperties:
– Individual verifiability: any verified participation to a collection .C is part 
of the collection result, i.e., it holds that .Verified(V,C) ⇒ Counted(V,C). 

– Universal verifiability: the voting result is composed solely out of at most 
one participation per honest voter and per attacker-controlled voter, i.e., it 
holds injectively that .Counted(V,C) ⇒ Cast(V,C) ∨ V ∈ VA. 

Participation Privacy. In electronic voting, the prevalent secrecy notion is vote
privacy [30]. It captures the intuition that the voting system should not expose 
more information about how individuals voted than what is known from the 
result. However, participation overall in the system is not protected. This is 
expressed as an indistinguishability property that states that the attacker should 
not be able to distinguish between two settings that lead to the same election 
result. Concretely, in each setting, the same voters vote overall for the same
multiset of votes. The adversary is however able to choose for each setting which
voter votes for which voting option.

Directly reusing this definition for e-collecting is unfortunately not possible. 
The reason is that participation directly expresses support (i.e., the vote is always 
1). Therefore, the adversary would not be able to define multiple settings, i.e., 
in both settings, the v oters would vote for the same voting option. However, we
can make the definition useful again by considering multiple collection events
.C1, .C2 as the different votes. As before, participation overall in some collection
remains unprotected with this definition.

Definition 3 (Participation Privacy). An e-collecting schemes provides 
Participation Privacy if, for a ll .A,B ⊆ V × C such that . ∀C ∈ C,#{V ∈
V, (V,C) ∈ A} = #{V ∈ V, (V,C) ∈ B}, then every run with . Verified(V,C)
for all .(V,C) ∈ A is indistinguishable from the same run with .Verified(V,C) for 
all .(V,C) ∈ B.
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3.2 Parties 

At the core of the Swiss setting are the groups of control components. Each group 
is intuitively one distributed server, and only one of the components per group is 
assumed trustworthy (while it must remain unspecified which one). We take over 
this concept, and use t wo groups of control components: one group establishes
an append-only Bulletin Board, and the other group shares key material and is
called the Talliers.

During the setup of the election, an additional fully trusted setup component 
defines the electorate and receives key material from the control components. 
Then, the setup component prints out authentication and verification material 
and sends them over postal mail to the voters. To adapt this to the e-collecting 
system, we first note that e-collecting runs continuously, and not at pre-defined 
election events. Concretely, since a new collection may start anytime, it is tedious 
to each time send fresh verification material via postal mail to the voters. Fur-
ther, the electorate continuously changes, rather than being fixed after a cut-off 
date. Therefore, we transfer the tasks of the Setup component to other com-
ponents. First, to (continuously) define the electorate, we define the trusted
Electoral Roll. Second, we abstract authentication of the voter from the proto-
col, and instead assume there is a non-repudiable Authenticated Channel from
the voter to the Bulletin Board (e.g., using an electronic signature via an E-ID).
Authenticating citizens online is an independent problem from e-collecting, and
the optimal approach, including recovery or refresh of authentication material
used for a prolonged time, heavily depends on existing infrastructure.

As for elections, we continue to assume the voters use their own personal 
devices and trust them for privacy. Concretely, we call the primary device used 
the Participation Device. Further, we assume an independent Audit Device that 
the voter can use to audit their participation. W hile both the Audit Device and
the Participation Device are trusted for privacy, only one of them is assumed
honest for verifiability (Table 1). 

Table 1. Trust assumptions for Verifiability and Privacy in the e-collecting setting we 
defined, derived out of the Swiss e-voting setting [16]. . for trusted, . / . for 1-out-of-2 
trusted, . for 1-out-of-n trusted. Stronger trust assumptions are worse.

Verifiability Privacy Difference to e-voting setting 

Bulletin Board same as 1-out-of-n trusted 
Control ComponentsTalliers 

Electoral Roll weaker than fully-trusted 
Setup and Postal ChannelAuthenticated Channel 

Participation Device stronger than privacy-trusted 
Voting DeviceAudit Device
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4 Presenting École 

In this section, we present École, the first proposal for privacy-preserving and 
verifiable e-collecting. The core idea of the protocol is to hide participation in 
a concrete collection by making this participation indistinguishable from partic-
ipations in other collections (see Sect. 4.1). École relies only on common cryp-
tographic primitives like public key encryption and zero-knowledge proofs, and 
well-understood subproto cols for distributed key generation and decryption that
we recall in Sect. 4.2. Then, we present the protocol, from start to end of a col-
lection, while also considering key rotation asp ects to support indefinite running 
of the protocol (see Sect. 4.3). Finally, we introduce an extension of École to 
the hybrid setting, important for its practicality in real-world use cases (see
Sect. 4.4). 

4.1 Core Idea 
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Enc(1) 

ReEnc 
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Fig. 1. Each column represents a full ballot. For each active collection .C1, .C2 and .C3, 
there is a dedicated ciphertext. To participate, the Participation Device replaces the 
corresponding ciphertext by an encryption of . 1. All other ciphertexts are r e-encrypted.

The ballot consists of a ciphertext for each active collection. To sign one or more 
new collections, the Participation Device encrypts 1 for these specific collections, 
and re-encrypts the ciphertext for all other collections. A zero-knoweldge proof 
ensures the Participation Device formed the ballot correctly. The new ballot then 
contains a fresh ciphertext for each active collection, and it is therefore indistin-
guishable to the adversary, which collection(s) were signed (Fig. 1). 

To enable both tallying and individual verifiability, the Voter’ choices are 
encrypted towards both to the Talliers public key and the Voter’ public key. 
Another zero-knowledge proof ensures both encryptions behave the same (i.e., 
are either both a re-encryption of the previous ciphertext, or both an encryption 
of 1). The Voter can then check on an independent Audit Device that the cipher-
text encrypted under their public key contains the expected value. To tally, the 
ciphertext of all Voter corresponding to the same collection are aggregated, and
then the Talliers decrypt this aggregated ciphertext.

The approach has a separate ciphertext per Voter and per collection, and it 
is thus straightforwa rd to support eligibility mutations and arbitrary collection



École: Privacy in Div ersity 147

periods. Concretely, the Electoral Roll continuously adapts the whitelists of Voter 
per collection, and only Voter on the whitelist are allowed to replace their ballots. 
Further, the Talliers can open or c lose collections at any time, and the Voter can 
only replace ciphertext of open collections.

4.2 Preliminaries 

Our protocol relies on the following c ommon cryptographic p rimitives:

– PKE : A public-key encryption system with the symbols .(sk, pk) ← KeyGen(), 
.c ← Enc(pk,  p, r), .p ← Dec(sk, c) for ciphertext . c, plaintext . p and random-
ness . r. Further, we define additional non-standard functions. The f unction
.c ← ReRand(pk,  c,  r ) reencrypts .c under randomness . r , such t hat 
.Dec(sk, c)  =  Dec(sk, c ). We write .c ← c+ c to homomorphically add c ipher-
text . c and . c such that it holds that .Dec(sk, c )  =  Dec(sk, c)  +Dec(sk, c ).  In  
particular, exponential El Gamal can b e used to implemen t this.

– ZKP : We use zero-knowledge proofs to prove operations on ciphertext without 
revealing the plaintext or the encryption randomness. We denote suc h proofs
with .π ← ZKP s , and it holds that if and only if statement . s is true, 
then .VerifyZKP(π)  =  1. We prove statements of the form .c = Enc(pk, n) and 
.c = ReRand(pk, c), where the first one asserts that . c is an encryption of . n,  and  
the second that . c is a re-encryption of . c. Additionally, we compose statements 
with logical AND (. ∧) and OR (. ∨). Implementing this is straightforward, in 
particular for DeVoS a similar ZKP was implemented and also shown to be 
very efficient [28]. 

Besides the cryptographic primitives, we assume distributed verifiable k ey 
generation and decryption as subprotocols. .DKeyGen() outputs an encryption 
public ke y . pk. Its counterpart i s .DDec(c), which will, given a ciphertext . c ← 
Enc(pk,  m, r), return the corresponding plaintext . p. These two subprotocols are 
executed by multiple parties, and assume at least one party is h onest. Such 
protocols are implemented for example in Belenios [10]. 

4.3 Protocol 

We divide the protocol description into multiple parts. The Setup protocols 
include the Talliers introducing a collection, the Voter registering, and the Elec-
toral Roll defining a whitelist of eligible Voter per collection. The Participation 
section describes how an eligible Voter participates in some of the many collec-
tions, and how the Voter can verify this participation. As the system is designed 
to run continuously, we further must account for users losing or rotating their 
keys, as well as mutations in eligibility ( e.g., coming of age, naturalization, 
death). Finally, the Tally describes how the participations in the collections 
are counted. Note that these parts of the protocol are subsequent phases per
collection, but different collections may be in different phases at the same time.
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We assume an established PKI in between the parties.3 All messages 
exchanged in the protocol are signed under this PKI, and sent to the public 
append-only Bulletin Board.  The  Bulletin Board publishes only valid messages 
(i.e., the signature under the PKI passes, the zero-knowledge proof of each bal-
lot is valid, etc.). Further, we describe the Bulletin Board to execute all other 
computations that do not require any secret or random input. As it therefore 
operates deterministically only on public data, it is feasible to distribute the 
Bulletin Board to multiple independent parties, of which only one needs to be 
assumed honest. Honest parties then always act given the most recent state of
the Bulletin Board (e.g., concerning .pkv). 

Setup. The Voter registers their Audit Device by generating a key p air
.(skv,  pkv) ← KeyGen(), and publishing .pkv on the Bulletin Board. Similarly, the 
Talliers introduce a collection by generating a distributed encryption k ey with
.pkt ← DKeyGen (), and publishing .pkt on the Bulletin Board.  The  Electoral Roll 
defines for each collection a whitelist of voters .V  ←  {v, . . . } who are eligible. 

For all voters . v in the whitelist . V,  the  Bulletin Board generates an initial 
ballot for each collection. Concretely, the Bulletin Board encrypts . 0 into . ct ← 
Enc(pkt, 0, 0) and int o .cv ← Enc(pkv, 0, 0), using randomness . 0 (to render the 
operation deterministic and therefore trivially verifiable). These two values form 
the initial entry of the ballot .b ← [(cv,  ct)] corresponding to this collection, and 
are published on the Bulletin Board (Fig. 2). 

Fig. 2. The Setup. Audit Device and Talliers register their corresponding public keys, 
and the Electoral Roll defines the whitelist of eligible voters. T hen, the initial ballot 
is created as an encryption of . 0. The public key of the Audit Device is reused over
collections.

3 To authenticate the messages of the voter, for example an electronic id may be used.
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Participate. To participate, the Voter uses their P articipation Device to encrypt 
. 1 into .ct ← Enc(pkt, 1, r) for some randomness . r, and in to . cv ← Enc(pkv, 1 , r )
for some randomness . r . Then, the device creates an OR zero-kno wledge proof 
attesting either that . 1 has been encrypted into .ct and . cv, or that .ct and . cv 
are reencryptions o f .cv and .ct from the previous ballot entry .b =  [  , (cv, ct, )]. 
Of course, only the first statement is true. Concretely , it forms the proof
. π ← ZKP[(ct = Enc(pkt, 1) ∧ cv = Enc(pkv, 1)) ∨ (ct = ReRand(pkt,  c  t) ∧ cv =
ReRand(pkv, cv))]. These three values form the newst ballot entry .(ct,  cv,  π  ). 

To hide the participation, the Participation Device now reencrypts the other 
ballots. Specifically, for all other collections’ last ballot entry .(ct,  cv, ),  the  
ciphertext are re-randomized in to .ct ← ReRand(pkt,  ct, r) for some randomness 
. r, and into .cv ← ReRand(pkv,  cv, r ) for some randomness . r . Then, the same 
OR zero-knowledge proof .π is created as for participation, but now with the 
second statement being true.

Finally, the Participation Device sends all new triplets over the authenticated 
channel to the Bulletin Board. The payload is considered valid if all ballots have 
received a single new entry, and if the zero-knowledge proofs are valid and there-
fore form a consistent chain until the initial entry. Note that when submitting 
new ballots, the Voter may also cho ose to sign no collection, or multiple collec-
tions at the same time. However, the zero-knowledge proofs prevent to remove
the participation once it has been granted (Fig. 3). 

Fig. 3. The Participation. For every collection . C,  the  Participation Device either 
encrypts .1 or re-encrypts the previous ciphertext. It creates a zero-knowledge proof 
that the ballot is well-formed and then sends the new entry to the Bulletin Board.  To  
perform the individual verification, the Audit Device decrypts the ciphertext of the last 
ballot entry and shows the plaintext . s to the Vote r. 

To individually verify that their ballots have been formed correctly, the Voter 
can use the registered Audit Device. Concretely, the device downloads the bal-
lots from the Bulletin Board, and then decrypts each last entry’s .cv into .{0, 1 }. 
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The Voter then verifies whether the Audit Device shows for all collections their 
intended choice. As any other party with access to the Bulletin Board,  the  Audit 
Device may additionally verify the ballot entries, i.e., all zero-knowledge proofs 
are valid and form a consistent chain until the respective initial entry.

Key Rotation and Eligibility Mutations. As each collection runs for an extended 
period of time, and as the collection system runs continuously, we need to account 
for key rotation. We first note that a fresh .pkt per collection is derived, and as 
the collection perio d is limited, no rotation is necessary here.

To rotate the voter key .pkv, the voter (re-)registers their Audit Device. Con-
cretely, the voter derives a new key pair .(skv,  pkv) ← KeyGen(), and sends . pkv 
over the authenticated channel to the Bulletin Board. From then on, all operations 
are done on .pkv instead o f .pkv. This increases the complexity of the individual 
verification, but it remains possible, which we will detail here.

For participations created after key rotation, individual verification will w ork 
as before: The .cv of the last entry of the ballot is decrypted, and results in . 1.  For  
the other ballots, created under the old public key .pkv and re-encrypted under 
.pkv, the decryption is impossible. However, due to . π, these ballots must be re-
encrypted ballots, and are therefore unmodified since key-rotation. Hence, to 
audit these ballots, the Audit Device would decrypt the last .cv encrypted under 
the old public ke y .pkv.  In  case  the  Voter has lost their previous secret key .skv, 
they will be unable to decrypt the old entries, and therefore can no longer verify 
participations from before .pkv was registered. However, they can still be assured 
that the ballot has not been modified since the key rotation (Fig. 4). 

Fig. 4. The impact of rotating the voter encryption key on individual verification. 
Participations created after rotating the key can be decrypted. Otherwise, the last 
ciphertext f rom before the key rotation can be decrypted using the previous secret key.

In case the Voter is de-authorized by an Electoral Roll (e.g., moving, death), 
they will be removed from the corresponding whitelists. From then on, the Bul-
letin Board will not accept new entries for these ballots. Conversely, the Voter
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will be added to new whitelists when a new Electoral Roll authorizes them, or 
they gain eligibility to additional collections. The Bulletin Board will again accept 
entries for the existing ballots, and create fresh initial ballots for the collections 
the v oter has not been eligible before.

Tally. To tally a collection, the .ct values of the last entries are collected out of 
all voter’s ballots. They are homomorphically added into . cT 

t . Then, the Talliers 
execute the distributed decryption to get the sum .s ← DDec(cT 

t ) (Fig. 5). 

Fig. 5. The Tally. For every collection . C, Talliers aggregate the ciphertexts from the 
respective last entry of the ballots. Then, the aggregated ciphertext is decrypted.

As the ballots are attributed to the voters, groups of ballots may be formed 
and decrypted separately, e.g., for statistical purposes in age groups or per elec-
toral roll. Further, instead of just tallying at the end of the collection period, 
the tally may be executed regularly to learn whether a collection has already 
collected sufficient signatures. However, building these kinds of partial sums 
introduces privacy leaks, whic h, in the worst case, may make voters’ participa-
tion again identifiable. Techniques from differential privacy may help to reduce 
these kinds of side-c hannels, but we consider this to be out of scope for this
work.

4.4 Hybrid Setting 

As described in Sect. 3, hybrid systems are common in the e-collecting setting. 
For example, the Swiss setting will continue to support physical signatures even 
if an e-collecting channel becomes available. As the use o f online-only systems 
seems very limited, the protocol is designed to w ork well in the hybrid setting.

When the Voter participates over the hybrid channel HC, e.g., via signed 
declarations of support on paper, HCwill execute the same participation protocol 
as the v oter would. Concretely, for the collection in which the v oter participated,
HCcreates encryptions of . 1, and re-encrypts all the other ballots. Together with 
the corresponding zero-knowledge proofs, these updated ballots are sent to the 
Bulletin Board.  The  Bulletin Board accepts them as the newest ballots of the 
corresponding voter. The Vo ter can then execute their individual verification 
check to see what participations the HChas created in their name.
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If participations over HCare auditable by third parties, these audits can con-
tinue to be executed by the Talliers. Concretely, for all voters for whom there is 
evidence that they participated ov er HC, their last entry on the Bulletin Board 
can be checked to indeed encrypt . 1. Further, for all voters for whom no evidence 
of participation over HCexists, the tallier may aggregate all . ct of the ballot entries 
submitted by HCin to . cα 

t , and all .ct of the respective ballot entries immediately 
before into . cβ 

t . Then, the Talliers decrypt .s ← DDec(cα 
t − cβ

t ), and they v erify 
that .s =  0. Note that neither audit gives the tally any additional information 
besides what is already known from the evidence of HC. In particular, if the 
voter did not participate over HC,  the  Talliers do not learn whether the voter
participated online (Fig. 6). 

Fig. 6. Hybrid participation over another channel HC. When the HCcreates a partici-
pation for the Voter, they send corresponding evidence to the Talliers. If the evidence 
indicates the Voter has participated over HC,  the  Talliers verify that the last (tallied)
ciphertext indeed encrypts . 1. Otherwise, the Talliers verify that HCdid not stuff the 
participation. To ease presentation, this Figure simplifies the audit pro cedure (we omit 
the aggregation of the ciphertext from multiple voters).

5 Security Claims 

In this section, we discuss the security guarantees that our protocol offers regard-
ing verifiability and privacy, and provide an intuition of how our claims follow. 
Overall, the proposal fulfils the setting as introduced in Sect. 3. 

We consider a Dolev-Yao adversary [11] able to reorder, compose or drop mes-
sages, but that cannot break cryptography (e.g., without access to the decryp-
tion key, cannot decrypt messages). In particular, the adversary has (read-only) 
access to the Bulletin Board and may compromise some of our parties. For all 
security claims, we assume the Bulletin Board and the Talliers overall to be honest. 
Distribution of these parties (e.g., as groups of control components) is practical,
hence this is not a particularly strong assumption.
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5.1 Verifiability 

Individual Verifiability. When the voter .Verified their participation successfully, 
their participation is guaranteed to be on the bulletin board, unless the adversary 
compromised both the Participation Device.PD and the Audit Device.AD. Partici-
pations on the bulletin board cannot be revoked due to the zero-knowledge p roof, 
and therefore all will eventually be .Counted. 

Universal Verifiability. Every participation that is .Counted is attributed to a 
concrete voter. For the honest voters, this means they actually .Cast the partici-
pation or their .PD has stuffed votes. In the hybrid setting, we need to trust the 
hybrid channel .HC for the same purpose. As each participation is attributed to 
exactly one voter, including for attacker-controlled voters .VA, injectivity holds. 
However, overall, we need to trust the Electoral Roll.ER to not stuff voters. 

The trust assumptions almost completely disappear when audits are per-
formed. A verifying voter using an honest .AD would discover ballot stuffing by 
the .PD or over the .HC. Further, if participations over .HC are auditable by the 
Talliers, then they would discover any dishonest behavior by .HC (both stuffing 
and dropping of participations). Lastly, the .ER publishes the whitelists of eligible 
voters . V on the bulletin board, and . V can therefore be audited, too (Fig. 7). 

Fig. 7. Verifiability claims for École. We list the agents that have to be h onest for 
each property to hold (.PD: participation device, .AD: audit device, .HC: hybrid c hannel, 
.ER: electoral roll). For universal verifiability, an honest audit device .AD would discover 
ballot stuffing b y .HC or .PD. Further, the Talliers would discover a misbehaving .HC, 
and the .ER’s actions are public, and can t herefore also b e audited.

5.2 Privacy 

The .PD (and in the hybrid setting, the .HC) records the participation of the voter 
and therefore fundamentally needs to be trusted for privacy. Similarly, the . AD 
will also learn of the participation, in particular as it manages .skv. The par-
ticipation is however otherwise hidden within the ballot, as to the adversary a 
re-encryption is not distinguishable from an encryption of 1. The zero-knowledge 
proof attached to the b allot does by construction not leak which operation was 
executed. To ensure indeed all ballots reach the tally4 , we must assume that ve ri-
fiability holds5 , and that all honest voters indeed verify. Then, the homomorphic 
aggregation before decryption makes it impossible to learn whic h voters partic-
ipated in which collection and which did not (Fig. 8). 
4 Otherwise, there is a trivial attack where the adve rsary drops all b allots except one.
5 Observe that this is possible under the same trust assumptions, i.e., .PD ∧ AD. 
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Fig. 8. Privacy claims for École. We list the agents that have to be h onest for each 
property to hold (.PD: participation device, .AD: audit device, .HC: hybrid channel). We 
denote all talliers here explicitly, as for the audit e ach individual tallier will learn the
evidence . e of .HC, and therefore could break the privacy o f the impacted v oters.

Note that when the honest Talliers audit the .HC, then all Talliers also learn 
which voters participated ov er .HC. However, they learn nothing in addition, in 
particular not which v oters participated over the main protocol.

6 Conclusion and Privacy Limitations 

The presented approach protects participation in some specific collection by 
hiding it in a potential participation in all open collections. This follows the 
privacy notion in internet voting, which implicitly assumes that the voting result 
does not reveal how individual voters cast their v ote. Already for internet voting 
systems, this assumption is however not always fulfilled ( e.g., when the short
ballot assumption does not hold [23]). 

For collections, privacy leaks may, however, be more pronounced. As collec-
tions run over an extended period of time, each collection may have its periods of 
popularity, where a participation overall is likely a participation for this specific 
collection. If additionally the tally is executed often, these patterns of popu-
larity are clearly observable, and may conversely also single out participations 
for unpopular collections. Further, non-participation overall leaks that no col-
lection has been signed at all, which seems t o be a semantically more important 
information than abstention in an election setting. It is important to note that 
our protocol makes overall participations public, even to a passive attacker who
reads only the bulletin board long after the voter interacted with the system.

Hence, we may need to adapt a fundamentally stronger privacy notion, that 
even participation overall must not leak. Observe that the current proposal 
implicitly supports this, as voters can cast a ballot with just re-encryptions 
(i.e., a non-participation). However, the usability of this is likely poor, as voters 
would need to be assumed to regularly take a (non-)action, e.g., once within 
each tally period. To improve usability, we could transfer this re-encryption to 
another authority, but this would likely need much stronger trust assumptions6 

(e.g., as those needed for DeVoS [28]). 

Disclosure of Interests. The authors have no competing interests to declare that 
are relevant to t he content of this article.

6 In particular, at least a secret or anonymous channel to hide the real participation.
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Unterschriften-Bschiss erschüttert die Schweiz. https://www.tagesanzeiger.ch/ 
384143367276 

22. Kanton St. Gallen: Kanton startet Pilotversuch mit E-Collecting. https://www. 
sg.ch/news/sgch allgemein/2025/12/kanton-startet-pilotversuch-mit-e-collecting. 
html 
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Abstract. This paper examines whether candidate performance differs 
between paper and internet voting in Estonian parliamentary elections. 
We argue that differences in ballot design, voting environment, and voter 
composition may shape vote shares by list position. Using candidate-
level data from all nine parliamentary elections held between 1992 and 
2023, we compare relative paper and internet vote shares within party 
district lists. First-placed candidates consistently receive larger paper 
vote shares, while candidates in positions 2 to 9 initially show a small 
internet voting advantage. This advantage declines over time and is no 
longer observ able in 2023, suggesting that early mode-related differences
weakened as internet voting diffused.

Keywords: Internet voting · ballot effect · voting behavior 

1 Introduction 

The paper examines whether voting mode affects the distribution of candidate 
support within party lists in Estonia’s open-list proportional representation sys-
tem. Its central question is whether candidates placed lower on a party’s dis-
trict list perform comparatively better among internet voters than among paper 
voters. The authors begin from the observation that paper and internet voters 
encounter meaningfully different voting environments. Paper voters make their 
choice in a polling station, face at least some time pressure, and generally have 
access only to the candidate lists and information they brought with them. Inter-
net voters cast their ballot remotely, typically from home or work, and can spend 
more time examining the list or searching for additional information about indi-
vidual candidates. These differences may reduce internet voters’ dependence on
candidate list position as an informational shortcut.

The comparison is also complicated by voter self-selection. Especially during 
the early years of internet voting, online voters differed from p aper voters in
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their political engagement, education, demographic profile, and f amiliarity with 
digital technologies [1,2]. Internet voters may therefore support lower-ranked 
candidates not only because of the electronic interface or remote voting envi-
ronment, but also because they are more politically interested and more likely 
to seek information about candidates. The paper consequently treats observed 
differences as the combined product of ballot presentation, voting environment, 
and voter composition rather than as a pure causal effect of the online ballot.

Empirically, we compare candidates’ shares of paper and internet votes within 
party district lists. The underlying logic is that a candidate placed further down 
the list may be considered to benefit from internet voting when that candidate 
receives a larger share of the party’s internet votes than of its paper votes. The 
analysis covers all nine Estonian parliamentary elections held between 1992 and 
2023 and contains 9,467 candidate-level election outcomes. Internet voting was 
first available in Estonian parliamentary elections in 2007, having initially been 
introduced in the 2005 local elections. Its use subsequently expanded rapidly, 
reaching 51.1 per cent of all votes cast in the 2023 parliamentary election. The 
inclusion of elections before 2007 allows the authors to describ e the pre-existing
relationship between list position and candidate support before internet voting
became available.

2 Theory and Expectations 

The theoretical discussion is grounded in research on ballot-position effects, par-
ticularly on Brockington’s distinction between three levels of information used b y
voters [5]. Primary information comes from outside the ballot, such as campaign 
communication, media coverage, and previous knowledge of candidates. Sec-
ondary information is contained on the ballot itself, including candidate names, 
party labels, and characteristics that voters may infer from names. Tertiary infor-
mation concerns the ballot’s structure, especially the order in which candidates 
appear. When voters lack stronger information, they may rely on candidate order
as a fallback heuristic.

In open-list proportional representation, list position may be more infor-
mative than a purely arbitrary ballot-order cue. Parties commonly place their 
strongest, most prominent, or electorally attractive candidates near the top of 
the district list. Consequently, high list position may convey genuine informa-
tion about candidate status, experience, party s upport, and expected electoral 
strength. Voters may therefore use list position both as a cognitive shortcut and 
as a reasonable proxy for candidate quality or prominence [4–8]. 

Previous research shows that ballot order is associated with vote choice and 
electoral performance, although the effect is generally smaller t han the influence 
of more substantive candidate and party characteristics [5,9]. Position effects also 
tend to be concentrated around particularly salient locations. The first candidate 
may enjoy a primacy advantage, the final candidate may be unusually visible, 
and candidates appearing first in a new column may benefit from the visual 
organization of the ballot. The relationship is therefore not expected to be linear;
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moving from first to second place may matter much more than mov ing from tenth 
to elev enth place.

The simultaneous availability of paper and internet voting offers a oppor-
tunity to test some of these effects. The same candidates compete in the same 
districts and election, but voters encounter them through different interfaces and 
voting environments. Any systematic difference between a candidate’s paper and 
internet vote shares may therefore reveal how voting mode is a ssociated with 
candidate choice. Nevertheless, the paper does not claim that this constitutes 
a causal effect, because voters select their v oting mode and the two electorates
may still differ systematically.

Internet voting may weaken reliance on list order through two mechanisms. 
First, the remote voting environment gives voters more opportunity to inspect 
the candidate list and seek outside information. Unlike paper voters in a polling 
booth, online voters can theoretically pause, compare candidates, consult party 
websites, or search for individual names. Second, early internet voters were gen-
erally more politically engaged and better educated than paper voters. Such 
voters may possess more prior information about candidates or be more willing 
to acquire it, reducing their reliance on the first name displayed on the list.

Three principal expectations follow. First, internet voters should rely less 
heavily on list order. Candidates in positions two and below should consequently 
receive relatively larger internet vote shares, while first-placed candidates should 
perform relatively better among paper voters. Second, differences between paper 
and internet voting should vary non-linearly across list positions. Third, the 
relationship should change across elections. Because early internet voters were 
more d istinctive and the use of internet voting gradually expanded, voting-mode 
differences may decline over time. Overall, the expectation is that internet voting 
will provide a modest relative benefit to candidates below the first position.

3 Data and Method 

The empirical model examines how candidate list position is associated with 
three candidate-level outcomes. Because we expect the relationship to change 
across elections, we estimated a pooled model containing election-year fixed 
effects and interactions between election y ear and list position. Candidate age, 
gender, number of previous parliamentary candidacies, a nd incumbency status
are included as controls.

The analysis uses relative vote shares rather than raw vote totals to make 
candidates comparable across parties, districts, and elections. The data cover 
every Estonian parliamentary election held after the restoration of independence 
between 1992 and 2023. Elections before 2007 contain only paper voting but 
establish the historical structure of list-position effects.

4 Results 

The descriptive results confirm a clear relationship between candidate list posi-
tion and vote share. First-placed candidates normally receive approximately 40
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to 50 per cent, and in some model estimates as much as 60 per cent, of all votes 
cast for their party in the district. Vote shares then decline sharply across the 
next few positions and flatten further down the list. This pattern appears in 
every election and for both paper and internet votes.

Despite the general similarity, first-placed candidates consistently perform 
slightly better among paper voters. Their paper vote shares exceed their inter-
net vote shares by approximately one to two percentage points in the descrip-
tive analysis. The regression estimates reproduced this pattern. Both paper and 
internet voting remain highly concentrated on the first-listed candidate, but the 
concentration is consistently somewhat lower among internet v otes. Candidates 
in approximately positions 2 through 10 receive marginally larger internet vote 
shares than paper vote shares. The magnitude is small, and internet voting does
not alter the underlying dominance of top-listed candidates.

Fig. 1. Predicted paper an ivote share differences by candidate list position for all
elections.

The difference between paper and internet vote shares provides the clearest 
test. Averaged across internet-voting elections, the first-placed candidate receives 
approximately 1.5% points more of the party’s paper vote share than of its inter-
net vote share. The second-placed candidate displays the reverse relationship, 
receiving around 0.5% points more from i nternet votes than from paper votes. 
A similar but progressively smaller internet-voting advantage is found for can-
didates in positions 3 through 9, see Fig. 1 for the estimated effects for the vote 
share difference.

This pattern only partly conforms to the theoretical expectation. Lower-
ranked candidates do comparatively better among internet voters, but the advan-
tage does not increase continuously as one moves down the ballot. Instead, the 
largest beneficiary is the second-placed candidate, after which the estimated
difference generally decreases.

The most important result is the change over time. In 2007, the first-placed 
candidate received slightly more than two percentage points more of the party’s 
paper vote share than internet vote share. By 2023, the difference had fallen to 
approximately 0.7 percentage points. The second-placed candidate had an inter-
net voting advantage of roughly 0.8 percentage points in 2007, but this advantage
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had disappeared by 2023. Comparable declines occur across the other positions. 
The election of 2019 is an exception because voting-mode differences were again 
comparatively pronounced, interrupting an otherwise relatively steady decline.

The substantive conclusion is therefore qualified. Internet voting was associ-
ated with a modest redistribution of candidate support during its early years. 
Paper voters concentrated slightly more of their support on the first candidate, 
while internet voters distributed marginally more support to candidates immedi-
ately below first place. Yet the differences were small compared with the overall 
effect of list position. First listed candidates remained dominant under both 
modes, and the b asic structure of intraparty competition did not change.

The temporal decline suggests that the early differences may have reflected 
the distinctive composition of the first internet-voting electorate more than a per-
manent feature of the online ballot. Early internet voters were more politically 
engaged, more educated, and potentially more likely to consider candidate-level 
information. As internet voting became normalized and expanded to a majority 
of voters, online voters increasingly resembled the electorate as a whole. The 
corresponding disappearance of the down-ballot advantage is therefore c onsis-
tent with a transitional adoption effect rather than a lasting transformation of
candidate competition.
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