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PERSPECTIVE
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Abstract
The concept of quantum tokens dates back alongside quantum cryptography to Stephen Wiesner’s
seminal work in 1983. Already this initial work proposes society-relevant applications such as
secure quantum banknotes, which can be exchanged between a bank and a customer. This quan-
tum currency is based on various physical states that can be easily verified but is protected from
being copied by the fundamental quantum laws. Four decades later, these ideas have flourished in
the field of quantum information, and the concept of quantum banknotes has not only adopted
many varying names, such as quantum money, quantum coins, quantum-digital payments, and
quantum tokens, but also reached its first experimental demonstrations. In this perspective article,
we discuss the current state-of-the-art of quantum tokens in the field of quantum information, as
well as their future perspectives. We present a number of physical realizations of quantum tokens
with integrated quantum memories and their applicability scenarios in detail. Finally, we discuss
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how quantum tokens fit into the information security ecosystem and consider their relationship to
post-quantum cryptography.

1. Introduction

Quantum states of light and their interaction with matter have been in the spotlight since the 1970 s.
Numerous experiments have confirmed quantum-mechanical properties of light and matter, including
but not limited to the observation of quantum entanglement and superposition in individual atomic sys-
tems and macroscopic condensates [1–5]. The underlying non-classical effects have catalyzed the devel-
opment of numerous innovative protocols and technologies for information processing, sensing or quan-
tum applications in general. In addition, quantum communication has been identified as highly relevant
for secure information transmission and distributed quantum applications. Also, quantum banknotes
were already conceptualized in 1983, which is associated with the advent of quantum tokens nowa-
days [6]. This quantum currency is based on the idea of an unconditionally secure quantum banknote
that can be exchanged between banks and their customers. This concept is intimately linked to an early
version of the no-cloning theorem [7, 8] and an initial proposal for a quantum key distribution (QKD)
scheme [9]. Nowadays, this quantum-secured exchange is celebrated as the BB84 protocol.

When originally conceived, the idea of quantum tokens was beyond the reach of experimental imple-
mentation. In the last decades, one of the main directions of experimental studies with quantum sys-
tems has been the controlled creation and manipulation of non-classical states for applications in various
quantum technologies [10]. The latter are often classified into the following key pillars: quantum com-
munication, quantum computing, quantum simulation, quantum sensing, and quantum metrology (see
figure 1). While these cornerstones of quantum science ask highly relevant intrinsic scientific questions
and test quantum mechanics in itself, they also offer opportunities for present-day and future applica-
tions. In particular, the question of whether suitable quantum states, protocols, and algorithms can pro-
vide an advantage over classical communication, information processing, simulation or sensing schemes
is part of active research. Presently, aspects such as task processing times, signal-to-noise ratios, provable
security, among others, are investigated. Some quantum advantages have already been experimentally
addressed and demonstrated, such as reaching the unconditional security of communication [11, 12],
performing classically impossible communication tasks [2, 13], or demonstrating the quantum advantage
in computation [14, 15]. The field of quantum communication, which is key to the idea of quantum
tokens, has been at the forefront of these developments and has historically been pioneered by experi-
ments in the optical regime. In the field of quantum computing, superconducting circuits operating at
microwave frequencies are currently one of the leading candidates for future scalable quantum comput-
ers [16]. The combination of these two prominent, but experimentally very different, platforms gives
rise to the concept of hybrid quantum communication and computation. This approach allows one to
exploit the best of the two worlds’ properties to ultimately achieve the goal of quantum advantage in
practically relevant tasks. Thanks to significant experimental progress in manipulating quantum states
through their preparation, storage, and readout—concepts surrounding quantum tokens can now be
realized in proof-of-principle experiments.

The original quantum token ideas by S.Wiesner have received renewed attention over the last decade,
in no small part because the rapid advances in quantum computing threaten to undermine the exist-
ing classical cryptography protocols which underpin the entire modern communication network. While
post-quantum encryption approaches are considered to be a mid-term strategy [17], they may not guar-
antee the protection of sensitive information in the long term, because of their purely computational
security and the corresponding vulnerability to the ‘harvest now, decode later’ attack, as opposed to
the information-theoretic security provided by quantum encryption schemes. Respectively, the field of
research on quantum tokens can be defined as a combination of quantum cryptography protocols with
quantum memories. Similar to classical keys, verification of quantum tokens can be split into two cat-
egories: public and private. In private authentication only selected parties can verify the key [6, 18–20],
while public verification can be performed by any party without any knowledge of the originally issued
key [21–23].

Combined with their quantum features, these tokens promise to address several security issues, such
as eavesdropping detection, privacy, unforgeability, and even contribute to the overarching problem of
secure authentication preceding any remote communication between two or more parties. While authen-
tication — the process of verifying one’s identity — has been a foundational element of human soci-
ety for millennia, it has traditionally relied on physical objects that can be generally copied or forged.
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Figure 1. The loose structure of quantum information fields and sub-fields in relation to selected milestone ideas.

Quantum tokens follow these initial verification principles and can strengthen authentication by exploit-
ing quantum features such as no-cloning and measurement theorems. The unconditional security of the
authentication process depends additionally on the specifics of the authentication model. In private-key
authentication settings, information-theoretic security can be achieved in suitable one-time authentica-
tion mechanisms, for example, in the quantum-digital payment scheme [24], and in quantum message
authentication schemes [25]. By contrast, public-key authentication schemes are more model-dependent
and typically require additional restrictions, such as controlled distribution or a bounded number of
quantum public-key copies [26, 27]; standard public-key authentication remains computationally secure.

Quantum tokens are thus closely tied to the concepts of QKD, but can extend beyond them. In con-
trast to QKD, whose primary function is to establish shared secret keys between remote parties [9, 28], a
quantum token serves as a quantum credential that can be presented and verified at a later time [6, 21].
In private-key token schemes, the verifiers may still require shared secret information, which could, for
instance, be distributed using QKD [9, 28]. However, the token aspect provides additional functionality
not supplied by QKD alone, such as one-time use, one-time spending, or one-time authentication [6,
24]. This extends the applicability scenarios of quantum tokens beyond those of typical QKD protocols,
making quantum tokens more demanding in realization, but more useful in applications. Most impor-
tantly, conventional quantum tokens must include a quantum memory element, in one form or another,
which can be accessed by request and may also be recycled. Practically, a quantum token can be under-
stood as a device which stores a codebook of selected quantum states. These stored quantum states can
be retrieved and verified during an authentication or payment procedure. As long as the quantum nature
of these states is preserved, it conceptually prevents a duplication of the quantum token, thereby protect-
ing against forgery attacks and guaranteeing validation security. It has also been proposed that probing
of an extended reservoir of quantum states can be done selectively in a non-destructive manner, so that
this reservoir can be probed and verified again [29]. This approach could potentially allow for multiple
uses (recycling) of the single-issued quantum token, while still benefiting from the information-theoretic
protection provided by quantum mechanics.

In the existing literature, the concept of quantum tokens appears under different names, such as
quantum money [6, 30, 31], quantum payment [24], quantum ticket [18], quantum tokenized signa-
ture [32]. All these names address the problem of unforgeability [32–34], which is the central property
and requirement for the quantum token.

A somewhat alternative approach to the quantum token ideas is to use a quantum analogue of
classical physically unclonable functions (PUFs) [35]. Here, one is supposed to use a classical physical
system, the clonability of which is considered practically unrealistic. Then, one can employ quantum
states to probe properties of this PUF and protect a corresponding communication channel by quan-
tum laws [36]. Such systems are sometimes referred to as the quantum-read PUFs (QR-PUFs) [37, 38].
Their advantage is that they do not necessarily require a long-living quantum memory [39] and, there-
fore, are much easier to implement experimentally. The obvious drawback is that the ultimate security of
such QR-PUFs relies on the ignorance of their intrinsic PUF structure, which, in theory, can be broken.

Another standalone type of quantum tokens is the so-called S-money protocol, which can be real-
ized without any storage element. In general, S-money relies on short-distance quantum communication
and space-time restrictions for the verification of the corresponding classical keys distributed within a
network of trusted agents [40, 41]. The S-money thus relies on QKD protocols to exchange a classical
key via a short-range quantum channel, which protects this information transfer step by the no-cloning
theorem and leaves the task of secure local storage of classical keys to be implemented using classical
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or post-quantum protection routines. Finally, the unconditional protection of the classical key between
agents stems from space-time restrictions on the classical communication channels between them [42]. A
recent realization of the S-money protocol highlights technological advantages of this approach [42].

In this perspective article, we refer to the quantum token as to a device containing a quantum mem-
ory element storing a selected codebook of quantum states. Here, it is important to highlight the recent
advances in the experimental realization of long-living quantum memories. For instance, it has been
demonstrated that one can achieve coherence times of up to 18 h by using an optical quantum mem-
ory based on rare-earth elements [43] in combination with its unique temperature stability. Such mem-
ories could be made compatible with other experimental requirements in order to encode and validate
the quantum token states at optical frequencies [19, 20]. In the gigahertz frequency range—relevant for
superconducting quantum circuits and processors—electronic spin ensembles have demonstrated record
coherence times, with storage durations reaching up 2 s in nuclear spin denuded silicon [44].

At the same time, recent demonstrations of various quantum communication and cryptography pro-
tocols with propagating microwaves [13, 45] demonstrate the experimental feasibility of this approach.
In this publication, we present selected experimental realizations and theoretical proposals for quantum
tokens, comprising a quantum memory with the corresponding storage and readout routines. Finally,
we present our vision for quantum tokens in terms of applications and quantum information science,
as well as accounting for the competing field of post-quantum cryptography (PQC) and its place in the
overarching information security landscape.

2. Overview of possible physical realizations

Practical realizations of quantum tokens are driven by their use-cases, which embrace their means of
transport, storage, and verification routines (see figure 2(a)). One cornerstone is a dedicated vendor that
provides quantum tokens. Those can then be exchanged either via a quantum link followed by storing
the token in a state-of-the-art long-lived quantum memory, or emitted directly in the form of a physi-
cally transportable entity. At a later stage, these tokens can be locally or remotely challenged to ensure
their validity, e.g. for authentication purposes. This concept dictates three main ingredients: a stor-
age unit or quantum memory, a transmission channel, and an encoding and verification protocol, as
schematically shown in figure 2(b). A unique combination of these three parts forms a specific realiza-
tion of quantum tokens.

One key and unsolved challenge in realizing quantum tokens is establishing the quantum memory.
After identifying a potential candidate, its properties determine the subsequent choice of the transmis-
sion channel and the encoding protocol. Quantum memories are physical systems capable of coherently
storing a quantum state for a sufficiently long time and returning it on demand. Potential candidates
span from natural atoms or ions to artificial atoms and cavities. They come in the form of ensembles
of atomic gases, color centers in diamonds, donors in silicon, and rare earth spin ensembles. In appli-
cations, which do not require ultra-long storage times, other systems are no less useful, such as 3D
microwave cavities [46–48], superconducting artificial atoms [49–51], quantum dots [52], trapped atom
and ions [53–56], and even phononic modes [57, 58].

In this article, we focus on a selection of ultra-long coherent spin memories that combine elec-
tronic and nuclear spins in the context of quantum tokens. We explore their potential for information
encoding, possible transport and communication protocols, and application scenarios. Specifically, we
detail spin systems in Cesium-Xenon gas mixtures [59–61], (Si,V, Sn, N)-V centers in diamonds [62–65],
Phosphorus donors in silicon [66, 67], and rare earth ions [68–70], all of which have already demon-
strated outstanding coherence results and are therefore considered to be the key-systems envisioning
accessible quantum memories.

Due to semi-shielding of their 4f-electrons, the rare earth ions are an excellent example of spin
ensembles exhibiting outstanding quantum coherence of optical and spin degrees of freedom [71], cul-
minating in a recent demonstration of record-long nuclear spin coherence lifetime of up to 18 hours
[43]. The color centers in diamonds are a large group of defects, which can couple to the long-coherent
nuclear spins of 13C and guarantee fast photon read-out rates [72–76]. For the prototypical system of
electron spins, localized phosphorus donors in isotopically pure, nuclear spin-free silicon have demon-
strated coherence times up to seconds [77] and, if transferred into a coupled nuclear spin system [78,
79], up to hours [80]. Gas mixtures of alkali metals and noble gases allow for storing optical signals in
an electron state in the alkali metal ground state [81–83] and to coherently transfer this state further to
more coherent states of nuclear spins of noble gas atomss [84].
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Figure 2. (a) Simplified implementation of quantum token. Here, a flying quantum token is an authentication or transaction key
that does not require any intermediate storage. The on-submission quantum token, on the other hand, requires a storage ele-
ment. The on-submission quantum token can be verified by the holder at the latest by the time of expiry of the quantum storage
element. (b) Structural representation of a quantum token, which in a general case requires an encoding protocol, a transmis-
sion channel, and a storage element. The encoding protocol is defined by the choice of type of variables (continuous, discrete
or mixed) and multiplexing method: TDM (time-division multiplexing), FDM/WDM (frequency- or wavelength-division mul-
tiplexing) and mixed. The transmission channel defines the frequency of wavelength at which the respective quantum token is
being generated and transmitted; it is bound to the available infrastructure. (c) Key elements of physical realization of quantum
token, which include issuing and verifying parties, transmission channel, and storage element.

In these systems, the quantum state is often stored in an excitation of an ensemble of electron
and nuclear spins in the form of so-called ‘spin-wave excitation’ [85] or a collective Dicke state [86]:
|ψ⟩=

∑N
j cje

iδi te−jkzj
∣∣r1 . . .ej . . .gN〉, which implies deployment of such storage protocols as atomic fre-

quency comb (AFC) [87–89] or off-resonant Raman-type [90, 91]. With techniques initially devel-
oped in pulsed spin resonance, the quantum state can be further transferred from the electronic spins
into coupled nuclear spins [78, 79], which offers enhanced storage times in the range of hours [80]. To
extract information from these systems, refocusing pulses are applied, as implemented in the Hahn echo
sequence, and are followed by read-out optical pulses. Other approaches explore the possibility of selec-
tively addressing single ions or atoms to store single quantum states [70]. This would allow the addition
of spatial and frequency dimensions to quantum memory multiplexing [92–94].

The properties of the selected quantum memory impose requirements regarding the implementa-
tion of the channel used for the transmission, which we attribute to either the optical or the microwave
domain. Some of the specific systems discussed later can also be addressed via both optical and
microwave excitations, thus enabling control via either channel. However, motivated by optical quan-
tum communication technologies, many of them have been primarily researched for the storage of opti-
cal photons. Particular optical interest lies in the compatibility with the existing infrastructure of fiber
networks, which could be used for quantum communication, thereby reducing construction efforts.

While communication between very distant quantum nodes is best ensured by optical fiber tech-
nologies, local direct (wireless) communication can alternatively be implemented using microwave and
GHz technologies. In particular, when considering the integration with superconducting microwave
quantum circuits, this approach allows for circumventing the necessity of transducing the quantum sig-
nal between the gigahertz and optical frequencies. [95, 96]. The development of quantum microwaves
and the associated technologies began more than ten years ago as a pioneering scientific achieve-
ment [97–99]. Demonstration that quantum properties (such as path entanglement) can be observed
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in propagating microwave signals is one of the crucial achievements [100–102]. Due to the low sig-
nal energy of quantum microwaves, suitable measurement methods had to be developed first, with
which propagating squeezed states could then be detected [13, 103–105]. Combining spin systems with
quantum microwaves allows one to close the technology gap in the generation and storage of purely
microwave quantum tokens, as these play a central role in the realization of quantum networks in the
GHz frequency range.

The third pillar of basic quantum token representation is the encoding routine, which is also
researched in the QKD field. One quantum token is a combination of generated single quantum states,
which can be distributed in time (time domain multiplexing or TDM) or in frequency/ wavelength (fre-
quency/wavelength domain multiplexing or TDM/WDM), the choice of which is limited by the chosen
quantum memory system. As a basic example, microwave quantum memory based on ensembles of
donors in silicon has a very narrow available frequency bandwidth and thus facilitates only TDM [67].
Optical quantum memories based on rare earth spin ensembles, on the other hand, are nicely compati-
ble with either TDM, or FDM, or a combination of both due to their inhomogeneously broadened opti-
cal transitions and developed storage routines [106].

Additionally, the encoding relies on the type of variables used to generate the key, with two stan-
dard types: discrete and continuous-variables (CVs). The discrete-variable (DV) protocols use individual
photons and their properties, such as polarization, to encode information, whereas CV protocols rely
on the quadratures of light, like amplitude and phase. The aforementioned BB84 protocol [9, 107] is a
textbook example of a DV protocol, which uses strictly defined combinations of photon polarizations. It
typically achieves longer transmission distances than CV schemes but requires expensive single-photon
detectors. There are other DV protocols, such as 1091 [108], BBM92 [11] or SARG04 [109], which aim
to mitigate the weaknesses and pitfalls of the BB84 protocol. The CV protocols can operate with stan-
dard telecommunication components and offer higher key rates over short distances. However, CV sys-
tems are more sensitive to noise and loss, making them more challenging over long distances [110–112].
Both approaches have unique advantages and are actively developed for different use cases in quantum
communication [113].

The basic representation of the quantum token outlined in figure 2(b) does not capture key perfor-
mance metrics that go well beyond the coherence time of the chosen quantum memory system. These
metrics, such as fidelity, write-read efficiency, qubit count parameter, bit-rate, etc, are essential for evaluating
the practical applicability of quantum token solutions [114]. Some of these parameters are highly depen-
dent on the quality of individual devices, while others are intrinsically linked to the internal properties
of the selected spin systems and the encoding protocols employed. Nearly the most important quantity
characterizing the applicability of the QT device is the fidelity F, which measures how close the verified
quantum state |ψv⟩ is to the issued quantum state

∣∣ψi
〉
, in the general case:

F
(
ρ(|ψv⟩) ,ρ

(∣∣ψi
〉))

=

(
tr
√√

ρ(|ψv⟩)ρ(|ψi⟩)
√
ρ(|ψv⟩)

)2

.

Here, ρ(
∣∣ψv,i

〉
) are the density matrices of the verified and issued quantum states, respectively. The

fidelity can be specified for separate elements of quantum tokens: quantum channel, quantum mem-
ory, and the interface between them (see figure 2(c)). However, the overall fidelity of the quantum
token device is of utmost importance, as it quantifies the total loss of quantum information. The write-
read efficiency η is the quantitative characteristic of the quantum memory. It is defined as the ratio of
retrieved (verified) photons to the issued ones. However, it lacks information on whether the quan-
tum state is preserved. The complexity of the token key depends on its size, which is described by the
qubit count parameter. This parameter is limited by the storage and control capabilities of the quantum
memory and by the bit-rate of the channel-memory combination. The robustness of a quantum token
against transmission noise is quantified by a total verification error rate, including errors from the trans-
mission channel, memory, interfaces, and measurement. While in each specific case the tolerable error
rate is protocol dependent, it is possible to identify its highest bound, which is inversely proportional to
the asymptotic no-cloning fidelity setting lowest possible bound for transmitted fidelity when the pro-
tocol is still secure. This is particularly relevant for all deterministic protocols. For Wiesner-type encod-
ings, explicit security analyses show that the probability of producing two valid noiseless copies decreases
exponentially with the number of encoded states, scaling as (3/4)n. Noisy implementations require a
threshold version of this bound, where the accepted error fraction is chosen between the honest noise
level and the best achievable counterfeiting error rate [115]. In addition, the error rate can be reduced
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by quantum error correction postprocessing routines, such as the BBBSS protocol [11], the Cascade pro-
tocol [116], the Winnow protocol [117], or low-density parity-check codes optimized for QKD postpro-
cessing [118, 119]. The additional metrics for quantum tokens are related to the previously mentioned
main ones. They can be derived first with respect to the QKD and memory parts independently, and
then combined to achieve the overall device performance.

To determine a single quantity characterizing the total quantum token reliability, we can define an
effective lifetime of a quantum token as the maximum time interval between the token issuance and
verification for which an honestly stored token is accepted with probability above the protocol thresh-
old, while the probability of successful forgery remains below the required security bound. This life-
time is therefore not identical to the intrinsic coherence time of the memory, but is a protocol quan-
tity determined by the combined effects of storage time, write-read efficiency, state fidelity, loss, noise,
qubit count, and the chosen verification threshold. The realistic storage time required is consequently
application dependent. Flying-token or quantum-digital-payment schemes may require only short-
lived quantum states during the transaction or issuance stage and can avoid long-term quantum stor-
age [24, 42]. In contrast, on-submission or Wiesner-type quantum tokens require the quantum state
itself to remain verifiable until later presentation, so their useful lifetime must exceed the expected delay
between issuance and verification [6]. Thus, seconds-to-minutes storage can already be relevant for
online authentication or payment scenarios, whereas portable offline tokens would require substantially
longer, potentially hours-to-days, storage times.

Most of the quantum memories discussed here are solid-state-based, thus suffering significantly from
interactions with lattice vibrations (phonons). To reduce the impact of phonons, one has to freeze them
out by cooling down such memories to liquid helium temperatures or even below. Moreover, one has
to decouple the remaining phononic excitations from the frequencies of the utilized spin states. This
leads to a significant overhead of operational infrastructure, consisting of a cryostat, often requiring
the supply of liquid 4He or a 4He/3He mixture. For spin-based systems, in addition, a magnet system
is required, providing magnetic fields from hundreds to thousands of mT. Quantum tokens integrating
such memories can be demonstrated soon. However, they require substantial running costs and main-
tenance resources, which large institutions can afford but are out of reach for the average private user.
Nevertheless, such tokens could be deployed by larger stakeholders, such as banks or governments, as
stationary units, see figure 2(a).

One of the most fascinating aspects is certainly the idea of a mobile quantum token, which can be
carried by any single user as easily as in a pocket and can be used to securely validate any transaction
or prove identity. This is the holy grail of quantum memories, requiring the preservation of a quantum
state in ambient conditions when being exposed to mechanical shocks, electromagnetic radiation, and
other noise sources. Thermalized to room temperatures and about the size of a finger, quantum mem-
ories based on mixtures of alkali metal and noble gas atoms in atomic vapor cells address the prob-
lem of storing photonic quantum states for several minutes, hours, or even up to days under ambient
conditions [84, 120, 121].

Once ensuring the required robustness and technological simplicity of the overall system, they are
expected to outperform solid-state quantum memories and pioneer the mobile version of quantum
tokens. On the other hand, solid-state quantum memories are making rapid progress and are mean-
while addressing the possibility of preserving a quantum state at natural thermal conditions. This has
been experimentally demonstrated recently with an ensemble of donors in isotopically engineered silicon,
where a quantum bit has been stored for 39 min [80]. The possibility of room-temperature storage is
also being actively pursued for devices based on nitrogen-vacancy centers in silicon, where the quantum
state is transferred into a nuclear spin state with long coherence time.

As discussed in more detail in the following sections, the key emphasis of this publication is to
review the current status and perspectives of a variety of experimentally explored quantum memory sys-
tems, including their potential to enable a wide range of promising applications and use cases. In the
following sections, we discuss each system in detail, along with the appropriate protocols and implemen-
tation scenarios.

3. Microwave quantum tokens for superconducting quantum networks

Recent advances in generating quantum states in the microwave domain, coupled with the progress in
superconducting circuit–based quantum information processing and the persistent challenge of efficient
microwave-to-optical transduction, underscore the importance of developing quantum tokens and their
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Figure 3.Microwave quantum tokens show strong potential for the advancement of secure short-range quantum communica-
tion. Beyond traditional cable-based connections, wireless links in the 2–12GHz frequency range are feasible due to the excep-
tionally low absorption losses in open air. These links also exhibit strong resilience to weather-related disturbances, such as fog
and rain. Recent studies [45] report high fidelities for the wireless transmission of microwave quantum states. Taken together,
these findings indicate that secure information transmission via quantum tokens can be seamlessly integrated into existing classi-
cal microwave communication infrastructures.

storage directly within the gigahertz frequency range. In this section, we follow a holistic experimental
approach operating in the microwave frequency domain. We address both the generation of quantum
tokens as well as strategies for their storage and retrieval in solid-state spin ensembles. The key genera-
tion is based on CV quantum communication representing an established concept in QKD [28], quan-
tum teleportation [122], dense coding [123], and Q-tokens [18], which has been successfully translated
to the field of gigahertz communications using superconducting quantum circuits [13, 45, 103, 124,
125], as conceptually shown in figure 3. Notably, the latter concepts are directly compatible with the
superconducting quantum processors. In particular, they discuss the generation of Q-tokens assembled
from displaced squeezed states corresponding to the CV regime of quantum communication. Especially
for small-scale local networks with characteristic ranges of up to about 100m, direct communication
between quantum nodes using GHz signals is expected to offer clear advantages over approaches based
on the frequency conversion (FC) to optical frequency bands [126, 127]. Such microwave quantum net-
works can be complemented further by using ultra-long-lived quantum memories based on spin ensem-
bles, which can be directly interfaced with microwave quantum states. Specifically, we discuss here phos-
phorus dopants in isotopically engineered, nuclear-spin-diluted, silicon host crystals as well as erbium-
based spin ensembles in LiYF4 and CaWO4 matrices. Both systems have demonstrated electron spin
coherence times exceeding seconds [44, 80] and are considered as prime candidates for quantum mem-
ory applications [128].

We implement the generation of a microwave Q-token in the gigahertz frequency band using con-
cepts inspired by a well-known CV QKD protocol [129]. This scheme is based on two central oper-
ations: (i) squeezing and (ii) displacement of propagating microwave states. The latter imprints the
secret token information and encodes the classical key as a quantum state, while the squeezing opera-
tion ensures the unconditional security of the protocol. A corresponding microwave CV-QKD protocol
with finite-size codebooks of displaced squeezed microwaves has recently been implemented with super-
conducting circuits and demonstrated the information-theoretic security [45]. Respectively, such code-
books or ensembles of displaced squeezed states represent the Q-token, which can be stored in a quan-
tum memory. This type of Q-token guarantees the information security against copying attempts via the
no-cloning theorem. Evaluating the fidelity of retrieved quantum states enables verification of whether a
duplicate has been made. For instance, if the state fidelity Fnc exceeds the threshold of 2/3, assuming an
infinite Gaussian Q-token codebook in the measurement device independence (MDI) regime [130], one
can assert that the state has not been copied, thereby confirming the authenticity of information therein.
In real systems, one has to rely on finite-energy codebooks which lead to somewhat increased no-cloning
threshold values, Fnc > 2/3 [131, 132].

In our particular experiments, we generate microwave squeezed states using superconducting
Josephson parametric amplifiers (JPAs) [133], which typically consist of a λ/4 coplanar waveguide
resonator shorted to ground via a direct-current superconducting quantum interference device (dc-
SQUID). The dc-SQUID provides a nonlinear inductance, enabling a flux-tunable JPA resonance fre-
quency. The periodic modulation of the magnetic flux through the dc-SQUID with a strong coherent
tone at twice the JPA resonance frequency enables a parametric amplification process, which leads to
squeezing of the JPA’s input signals. These squeezed states are subsequently emitted by the JPA and can
be guided to spin ensembles, as sketched in figure 4.

One approach to realizing a quantum memory relies on resonantly converting microwave signals into
spin excitations via an intermediate microwave resonator inductively coupled to the spin ensemble [85].
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Figure 4. Conceptual experimental setup for the coupling of propagating squeezed microwaves and quantum tokens to a spin
ensemble. A Josephson parametric amplifier (JPA), controlled by a microwave pump signal, generates squeezed microwave states,
which are subsequently displaced to form a quantum token. This signal is then transferred to a spin-resonator system engineered
to transduce microwave excitations into spin excitations. The quantum properties of the emitted signal from the spin-resonator
are assessed using Wigner tomography.

The initial information from the input signal can be stored in the spin memory for the duration of its
coherence time and recovered by using a spin echo sequence [128, 134]. Donor states in nuclear spin-
depleted 28Si crystals have been extensively studied in this context and possess long relaxation and coher-
ence times at cryogenic temperatures [44, 67, 128, 135]. One of the spin systems considered here is
an electron spin ensemble constituted by phosphorus donors. This spin ensemble is hosted by an iso-
topically purified 28Si host crystal, and has a donor concentration of [P] = 1017cm−3. It is inductively
coupled to a planar lumped element superconducting microwave resonator [67, 136]. When the transi-
tion frequency of one of the electron spin resonance transitions becomes resonant with the microwave
resonator, the corresponding modes can hybridize, resulting in a hybrid resonator-spin system. The
Hamiltonian of this system is typically described using the Tavis–Cummings Hamiltonian [67, 137, 138].

Since a Q-token is supposed to consist of multiple individual quantum states drawn from the cor-
responding codebook, it is important to realize the storage of multiple of those states in the quantum
memory. In particular, time-domain multiplexing for the sequential storage of Q-token states using a
single spin transition is a suitable approach for its implementation.

Alternatively, spin systems, such as 167Er, offer a rich structure of transitions in the microwave range
available already at and close to zero magnetic fields [139, 140]. Often these systems show inhomoge-
neous broadening, which can be used for storage protocols based on a frequency division multiplexing
approach. This scheme allows for the simultaneous storage of individual quantum states and Q-tokens.
While the protocol naturally differs from the time-domain storage concept above, the availability of mul-
tiple transitions offers access to multi-frequency storage concepts, which necessitate the development of
Q-token generation at multiple frequencies.

Recently, we have demonstrated a high-precision microwave spectroscopy of such ensembles [140],
proving the possibility of simultaneous access to several spin transitions. First experiments of coherent
storage in this broadband regime have already demonstrated a retrieved echo efficiency on the order of
0.1%. While this number is insufficient for practical Q-token storage, it demonstrates the feasibility of
this approach.

The successful verification of quantum token storage requires the realization of state estimation or
tomography protocols. We perform Wigner tomography of the output microwave signals using a het-
erodyne detection setup, which is based on the calculation of statistical quadrature moments up to the
fourth order and their application for the Gaussian state reconstruction [101, 141]. For signal calibra-
tion, we perform Planck spectroscopy [104, 142]. Analyzing the signals with respect to their moments
then allow to estimate the output signal variance σ2s,out, which can be translated to a squeezing level of
the emitted output signal via S=−10 log10(σ

2
s,out/0.25) referenced to the vacuum level. For the Tavis–

Cummings system, we can derive that the output variance σ2s,out is related to the variance σ2s,in at the
input of the resonator-spin system by

σ2s,out = r2σ2s,in + l2σ2l + t2σ2spin, (1)
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where the complex coefficients r, l, and t describe terms of the Langevin noise operator associated with
the reflection from the cavity, the resonator internal losses, and coupling to the spin ensemble, respec-
tively. Here, the variance σ2l originates from a thermal bath coupled to the resonator via its internal
losses. Similarly, σ2spin is associated with a thermal bath formed by the spin ensemble. Initial experiments
show coupling rates up to t= 0.6, indicating that quantum signals prevail in spin excitations.

The storage of microwave quantum tokens in solid-state spin ensembles will represents an impor-
tant milestone in quantum technologies in general and for quantum communication and Q-tokens
in particular. The combination of tunable Zeeman spin transitions with very long coherence times at
GHz frequencies makes these systems a very promising choice for future microwave quantum memo-
ries. Experimentally, we have already shown a successful coupling of propagating microwave squeezed
states to an ensemble of phosphorus donor atoms embedded in nuclear spin-depleted 28Si crystals [143].
Additionally, we have demonstrated the broadband spectroscopy of rare earth spin ensembles which
paves the way toward multi frequency multi-mode Q-token storage using frequency domain multiplex-
ing protocols [140].

It is worth to note that the generation of microwave Q-tokens as well as operation of spin quantum
memories typically demands millikelvin temperatures. While this puts boundaries on consumer applica-
tions, the use in quantum information processing or the implementation of quantum-LANs connecting
multiple superconducting quantum processors is evident due to its technical compatibility. The distri-
bution and storage of unconditional secure Q-tokens is essential for many important concepts such as
distributed information processing and for the blind computing paradigm.

4. Long-lived quantum tokens based on rare earth ions

Rare-earth ions (REI) doped in dielectric solids constitute optically addressable spins systems with
exceptionally long coherence times for both optical and spin transitions [71]. The spin states can be
directly addressed and controlled via narrow optical transitions, enabling deterministic initialization,
manipulation, and readout of qubit states. Integration of REI into photonic devices such as cavities has
enabled the enhancement of light–matter interactions and gives access also to single ions [70, 144–146]
as qubits. Consequently, REI are promising candidates for the core tasks of quantum token protocols:
Efficient generation of memory-compatible photonic qubits, their long-lived storage, and efficient state
retrieval [147].

REI have been widely used to store photonic qubits in macroscopic ensembles of ions with demon-
strations of the longest storage times to date. Storage protocols for ensembles are mostly based on elec-
tromagnetically induced transparency (EIT) [148, 149] and AFC [106]. With this, weak coherent pulses
have been stored for up to 1 h [88]. One of the key challenges is the combination of long storage time
with high storage efficiency and low noise. In this respect, using EIT storage with narrow-band spectral
filtering, single photons could be stored for up to 1.3 s [149] with an efficiency of 12.5%. To increase
storage capacity, spectral, temporal, and spatial multiplexing has been implemented, and demonstrations
have achieved storage in 250 spatio-temporal modes [150], and in 1650 spectro-temporal modes [151].
Figure 6(a) depicts a bulk-doped crystal that typically serves as the platform for such experiments.

Scaling to deterministic, multi-qubit token generation benefits from addressing individual ions. Due
to the dipole-forbidden character of the coherent 4f− 4f transitions in REI, a key requirement is a signif-
icant enhancement of light–matter interactions with an optical microcavity. The enhancement is quanti-
fied by the coherent cooperativity

C= FP
γ0
2γ
, (2)

where FP = 3/(4π2)×Q/V×λ3 is the Purcell factor determined by the quality factor Q and the mode
volume V of the cavity, γ0 is the natural excited-state decay rate, and γ the homogeneous linewidth.
Nanophotonic and open-access microcavities have achieved Purcell factors up to FP = 700 [144, 152],
enabling single-ion detection, state read-out and coherent control [70, 145, 146]. Figure 5(a) shows
the cavity-enhanced absorption (or reflection) used to map a photonic qubit onto a single REI, while
figure 5(b) details the three-level Λ-system employed for storage and retrieval. Spectral addressing of
a chosen ion within an inhomogeneously broadened ensemble is illustrated in figure 5(c). A range of
experiments has achieved efficient single ion detection, state readout, and coherent control [70, 144–
146]. Single-ion quantum coherence has reached up to 30 ms lifetime [145], and also multi-qubit reg-
isters based on spectral multiplexing have been demonstrated [146, 153]. Furthermore, single REI can
serve as single photon sources to produce a photon-based quantum token in a memory-compatible
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Figure 5. (a) A photonic qubit is stored in a single REI qubit by cavity-enhanced absorption or cavity reflection. (b) Schematic
level scheme for the spin-photon interface. (c) Inhomogeneously broadened optical transition (black) with narrow homogeneous
linewidths (blue), enabling single- and multi-qubit addressing within a single cavity.

way [144, 146, 154]. Quantum tokens may require transmission over large distance, and, for example,
Erbium ions offer suitable telecom transitions coupled to coherent spins [153, 155, 156].

For quantum token storage, it is advantageous to choose long-lived nuclear spin states as qubit lev-
els. Non-Kramers ions with zero effective electron spin have so far shown the longest coherence times.
For example, with Pr3+:YSO, coherent storage of up to 1min was demonstrated [148], and the longest
nuclear spin coherence was observed for Eu3+:YSO to date, yielding a hyperfine coherence of up to
18 hours [43], and coherent storage for up to one hour [88]. For these examples, specific magnetic
fields are used that lead to a zero first order Zeeman transition (ZEFOZ), which improves coherence
by ∼ 103−fold. Additionally, carefully optimized dynamical decoupling sequences are harnessed [157],
which can prolong coherence by another factor of ∼ 104. Recent developments on Er3+:CaWO4 [158]
and 171Yb3+:CaWO4 [159] and earlier work on 167Er3+:YSO [160] show that Kramers ions can achieve
second-long coherence.

Efficient coupling of REI to guided or resonant optical modes is essential for both ensemble and
single-ion approaches. Nanophotonic waveguides provide strong transverse confinement, and the on-
chip geometry offers more possibilities for spatial multiplexing, increase of optical depth, and combi-
nation with additional structures such as RF electrodes for spin control. Figure 6(b) shows an example
geometry designed by R. Kolesov (unpublished) that optimizes light–matter interaction by an extended
waveguide length through a meandering shape. Earlier work has used laser-written waveguides in Y2SiO5

crystals [161] or titanium-doped lithium niobate waveguides [162] to demonstrate efficient quantum
storage. Integration of REI into micro- and nanophotonic cavities and use of the Purcell effect has
enabled enhanced light–matter interactions for small ensembles and single ions, which offer better scal-
ing potential. Figure 6(c) shows an open-access Fabry–Perot microcavity with a REI-doped membrane,
which achieves full tunability together with high quality factors and moderately small mode volumes.
This approach has enabled Purcell-enhanced spectroscopy of few ions in nanoparticles [69, 163, 164]
and single ion detection in nanoparticles and membranes [70, 146]. Even stronger light–matter cou-
pling can be achieved with nanophotonic cavities. Harnessing nanobeam geometries, smallest mode
volumes with high quality factors have led to exceptionally large Purcell factors mentioned above [144,
145]. Figure 6(d) shows a design by R. Kolesov [165] that harnesses nanopatterned lithium niobate in
a nanobeam photonic crystal geometry with side-wall modulation to realize a cavity. The additional
electrodes allow one to tune the cavity resonance frequency, similarly to earlier work on microdisc cavi-
ties [154], which allowed single ion detection and fast dynamic resonance frequency tuning.

Coupling REI to cavities is a key aspect for achieving efficient and thus near-deterministic single
photon generation in a memory compatible way. The Purcell effect leads to a dominant emission into
a cavity mode that can be collected with > 90% efficiency. Enhancement of the emission furthermore
leads to a broadening of the optical transition and can mask spectral diffusion. This has enabled the
generation of Fourier-limited photons [166, 167] and the entanglement of quantum memories [168].
Cavity-coupled REI are thus promising to achieve efficient quantum token generation, efficient writing
into the memory, and efficient readout.

The quantum token protocol suitable for REI is largely following the original proposal of quantum
money [6], and one variant is analyzed in detail in [169]: The issuer of the quantum token produces
random photonic quantum states, e.g. time-bin or polarization qubits, and sends the photons—possibly
via an optical fiber link—to the customer. The customer receives the photon qubits and stores them in a
multi-mode REI quantum memory or a single-ion quantum register coupled to a cavity. For verification,
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Figure 6. Examples of photonic structures for REI quantum token storage. (a) A doped bulk crystal enabling multiplexed and
long-lived storage. (b) Waveguide with integrated RF waveguide (yellow) for spin control. (c) Fiber-based Fabry–Perot micro-
cavity with integrated REI-doped membrane. (d) Nanophotonic cavity based on a Lithium Niobate nanobeam with tuning elec-
trodes and RF waveguide (yellow).

the stored photons are released and measured, and the issuer compares the measurement outcomes with
the expected result.

Although REI experiments currently require cryogenic environments (∼1.5 K), highly stabilized
lasers, vector magnets and RF control, recent engineering advances have yielded compact rack-mounted
platforms that integrate cryogenics, laser locking and microwave electronics. Combined with the pho-
tonic integration strategies outlined above, these systems open the way for field-deployable quantum-
token nodes that can operate autonomously over long periods.

The confluence of record-breaking nuclear-spin coherence, near-deterministic single-photon genera-
tion via Purcell-enhanced cavities, and versatile photonic integration positions REI as a uniquely power-
ful platform for deterministic, long-lived, and efficiently transmittable quantum tokens. Future work will
focus on achieving cooperativities well above unity for single-ion memories, integrating fast electro-optic
tuning of cavity and emitter resonances, and demonstrating full end-to-end token protocols—including
long-distance verification over deployed fiber networks.

5. Diamond based quantum tokens

The realization of quantum tokens pursued here is an innovative approach based on quantum projec-
tion noise of ensembles of nitrogen-vacancy (NV) color centers in diamond [170]. The envisioned device
is schematically shown in figure 7(a). The previously developed ensemble-based quantum token proto-
col enables the implementation of non-copyable tokens containing an ensemble of identically prepared
qubits [171, 172]. It can replace, especially in case of ensembles, the conventional copy protection guar-
anteed by the quantum no-cloning theorem by a protection ensured by quantum projection noise. In
the ensemble approach, the quantum projection noise can reveal an undesirable copy operation, since
it increases if a hacker tries to make an illegal measurement of the token on a basis different than the
one prepared and issued by a bank [171]. In addition, the realization of a quantum token based on sin-
gle NVs is technologically rather challenging, as high precision in magnetic field alignment is required.
The overall security of the protocol has been verified by parallelized brute-force simulations in order
to make accurate predictions about the number of ensembles and qubits required on a quantum coin.
Advanced attacks on the protocol can assume that measurements can be performed on partial ensem-
bles and that even individual qubits can be measured. Even though such an attack could be considered
technically unfeasible, the security of the ensemble-based protocol under these advanced attacks has been
proven [172]. Following this approach, we have developed a protocol for designing a specific quantum
coin with desired security requirements, as sketched in figure 7(b).

An ensemble-based quantum coin can be realized by fabrication of nanopillars in diamond which
will correspond to the individual quantum tokens, each containing an ensemble of NV centers with the
same alignment within it, see figure 7(a) [171, 172] .

The electronic spins of the NVs are used as auxiliary qubits, while the nitrogen nuclear spins serve
as memory qubits. The number of NV centers in each ensemble should be small enough such that
the quantum projection noise is still measurable [171] and can be determined by the diameter of the
nanopillars as well as by the density of the created NVs. Ion implantation or delta-doping during dia-
mond growth can be implemented for the creation of NVs with desired density and electron beam
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Figure 7. (a) Schematic representation of the diamond-based quantum token. Small ensembles of NVs represent the token and
are fabricated in the nano-pillars in order to increase the optical readout efficiency (green line). The NVs electron spins are used
for initialization and readout of the quantum information presented by the angles θib and ϕ

i
b of the spin magnetization on the

Bloch sphere. This is realized using radio and microwave pulses and the information is then stored in the nitrogen nuclear spins.
The wire is used to apply RF and MW for spin control. (b) The final quantum coin (left) consists of many quantum tokens,
where each one has a certain number of nanopillars.

Figure 8. Scheme of the ensemble-based quantum token protocol. A bank generates many quantum tokens with angles θib and
ϕi
b in a quantum coin device. The latter is then physically handed to the user, who stores it until authentication by the bank is

required, which consists in measuring the tokens in the coin and comparing them with the previously generated angles. The
coin is accepted if a minimum number of tokens in the coin above a certain security threshold is measured in the right state.
See [171, 172] for more details.

lithography followed by inductively coupled plasma reactive ion etching for fabrication of nanopillars
with various diameters [65, 173]. Such photonic nanostructures enhance photon collection efficiency.
The NV ensemble in each nanopillar is initialized by a confocal microscope and laser illumination, and
the electron spins manipulated by microwave fields in conjunction with static electric fields for address-
ing and for controlling the charge state of the NV centers. On the other hand, the number of quan-
tum tokens (i.e. of the nanopillars) within a quantum coin should be chosen high enough such that the
probability of a hacker to generate accidentally a copy of the quantum coin is arbitrarily small [172], as
captured in figure 7(b).

The proposed protocol is schematically presented in figure 8. First, the bank optically initializes the
electronic spins of a token and prepares a quantum state by applying resonant microwave pulses. The
state is then transferred to the nuclear spins, which have a longer coherence time that can be further
extended by dynamic decoupling and charge state control of the NVs. To authenticate the token angles,
the bank performs a single-shot readout of the nuclear spin, using the electronic spin as an ancillary
qubit. The same protocol, but with different angles, is then applied to all tokens in the coin. This pro-
tocol is benchmarked on five IBM quantum processors and a general attack scenario is analyzed, in
which the hacker attempts to read the bank token and forge a fake one, based on the information gained
from this measurement. It has been experimentally demonstrated that the probability for the bank to
erroneously accept a forged coin composed of multiple tokens can reach values below 10−22 , while the
probability that the bank accepts its own coin is above 0.999 [171].

The main idea behind this practical realization of QT is to store quantum coherence for a certain
period of time and then reactivate it so that it can be used in a verification routine. First, coherence is
generated on the electron spins in NV centers because they can be easily optically polarized and read
out. There the electron spin coherence T2e in this system has a maximum lifetime of 2.4ms [174] (in
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isotopically pure 13C diamond) and cannot be extended due to the strong coupling of the electron spins
to magnetic and electrical environmental noise. However, it is possible to transfer the coherent state to
neighboring nuclear spins, where it can be stored for several seconds or even minutes. The reason for
this is that the magnetic moment of the nuclear spins is three orders of magnitude smaller than that of
the electron spins. This quantum memory can be realized in diamond with the intrinsic nuclear spins to
NV centers 14N (I= 1) or 15N (I= 1/2) or using carbon nuclei with 13C (I= 1/2). The main challenge
here is to develop a method that allows for fast coherence transfer, compared to the electron spin coher-
ence time and without losses to the quantum memory. Coherence can also be generated directly on the
nuclear spins using radio frequency pulses and transferred to the electron spins via a (back) swap gate
and later read out optically. For this purpose, the nuclear spins are first initialized (polarized) via the
NV centers.

The nuclear spin coherence time T2n is limited by magnetic interaction with spins of the same type
and also by coupling to different electron spins (NV centers, P1 centers, other paramagnetic defects) in
the diamond crystal. In order to extend the lifetime of the stored coherence state, which would lead to
a longer storage time for the quantum tokens, the nuclear spins must be decoupled from the environ-
ment. The goal of decoupling protocols (also known as dynamical decoupling [175]) is to suppress cer-
tain terms in the magnetic dipole-dipole interaction and, depending on the application, they can sup-
press the coupling between the same spins (homogeneous decoupling, e.g. MREV [73]) or the coupling
to other spins (heterogeneous decoupling, e.g. CPMG [176] or XY8 [175]).

The application scenario we are envisioning is a diamond-based portable quantum token that can be
miniaturized and equipped with integrated photonic structures and microwave electronics. This can gen-
erate dynamic decoupling pulses during transport, which allows nuclear spins to be optimally decoupled
from electron spins. The current state of the art with integrated photonic chips in combination with the
microwave electronics found in mobile phones would allow in the near future an ensemble-based quan-
tum token to be integrated into an ID card, for example. The bank would then be a system at border
control. This would allow transit at the airport to be checked with a built-in expiration date. By trans-
mitting secretly the alignment parameters of the quantum tokens (the angles θib and ϕ

i
b), it would also

be possible to check the token at another local position.
The main limitation currently are the coherence times of the nuclear spins in diamond. Although

they can reach values of several seconds even at room temperature [73], this is still orders of magnitude
shorter compared to what would be required for a practical implementation. However, since the ensem-
ble based quantum token protocol is hardware agnostic, it could be easily adapted to other promising
physical systems like trapped ions with coherence times exceeding 1 hour [53] and cold atoms with
coherence times up to 20 s [177]. However, the miniaturization of the physical devices is still a challenge
due to the required complex experimental setups, like vacuum chambers.

6. Quantum token architecture based on hybrid quantum photonics

13C nuclear spins in diamond are excellent candidates for quantum memories due to their good isola-
tion from the environment. The weak interaction with the environment results in long storage times,
known to be capable of storing information on the timescale of seconds [73]. At the same time, the
quantum memory needs to be accessed and, ideally, interfaced with photons to enable the information
exchange over long distance. Strongly coupled spins, including 13C nuclear spins, have been detected
with sub-megahertz resolution in nanodiamonds (ND) [178]. The control of strongly-coupled 13C has
been demonstrated via a nearby SiV center [72], with further improved sensitivity due to modified
electron-phonon coupling in NDs [179], as well as due to large strain [72]. Thereby, three coherent
processes are established, which enable the exchange of quantum information between long-lived quan-
tum memories and information transmission over long distances. As depicted in figure 9 the electronic
spin of the SiV center connects to photons via the optical dipole moment (here transition C). Hyperfine
coupling between the SiV centers electron spin and 13C nuclear spin states enables to mediate coher-
ent interactions to the memory unit. All three qubits, the optical dipole (qubit 1), the electron spin
(qubit 2) and the nuclear spin (qubit 3) are coherently controlled. The coherent control rates of the
optical dipole was realized with a Rabi-frequency of about 1 GHz, see figure 9(b). The coherent con-
trol of the SiV’s electron spin was realized at microwave frequencies with a Rabi frequency of about
10 MHz, see figure 9(c). The hyperfine coupling to the nuclear spin environment was investigated for
a large variation of coupling strengths depending on the relative position and orientation of the spins
[178]. For the three qubit system discussed above, the hyperfine coupling strength of A∥/2π = 621.8kHz
was resolved by means of electron Ramsey measurements, see figure 9(d) to a nearby 13C nuclear spin.
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Figure 9. Coherent control of the three qubits
∗
. (a) Schematic of the level scheme. The optical dipole of transition C is connected

to the SiV’s electron spin state. Hyperfine-coupling to nearby nuclear spins splits the electron spin level. (b) Coherent ampli-
tude and phase control of the optical dipole with Rabi-frequencies of about 1GHz. (c) Coherent, microwave-based electron spin
control is demonstrated with a Rabi frequency of about 10 MHz. (d) The coupling to nearby nuclear spins is revealed by elec-
tron Ramsey measurement, here with a coupling strength of A∥/2π = 621.8 kHz. (e) Electron-mediated nuclear spin control.
Amplitude transfer matrix of a CeNOTn and CnNOTe gate with the corresponding fidelities.
∗
(a)–(e) Reproduced from [178]. CC BY 4.0.

For the exchange of quantum information respective gatter-operations need to be constructed, between
the different qubit systems. As an example, the amplitudes of the gatter’s transfer matrix for the two
CNOT-gates between electron spin and nuclear spin, CeNOTn and CnNOTe, with the respective fideli-
ties are depicted in figure 9(e).

The three-qubit unit is realized in a ND with sizes typically below 100 nm. Since the spatial expan-
sion is small compared to the optical wavelength the NDs can be integrated into photonic platforms by
means of AFM-based nanomanipulation, realizing efficient coupling between the optical dipole and an
optical mode, which is defined by the photonic structure. The quantum unit can be incorporated in a
variety of photonic platforms. As a promising material platform, we developed Si3N4 chip technology
with predefined interaction zones and optimized it for its use in the quantum regime [180]. An example
is the strong background fluorescence in Si3N4, originating from green laser illumination, which was a
known limitation for the use of quantum signals in Si3N4 devices. The developed pump-probe design in
a crossed-waveguide architecture enabled a suppression of background signal by 20 dB [181]. Integrated,
1D photonic crystal cavities (PCC) enable an efficient interface between the optical dipole of the SiV
center and a single waveguide mode by means of Purcell enhancement [181, 182]. 3D-printed coupler
build an efficient optical interface to Gaussian, free-space optics and electrodes, microawave- and RF-
structures as well as microheaters enable the complete on-chip control of the spin system, as illustrated
in figure 10(a).

The quantum post-processing is based on AFM-nanomanipulation and, besides the positioning with
nanometer accuracy, enables the control of all degrees of freedom of the optical coupling to individual
PCC modes [183]. As depicted in figure 10(b), the quantum post-processing enables the optimization of
the hybrid device directly by evaluating the optical Rabi oscillations, while the position and the dipole
orientation of selected SiV centers is repeatedly optimized with respect to the overlap with the optical
mode. Here, the optical Rabi frequency was increased to about 2.7 GHz. As a result of the enhanced
light–matter interaction the corresponding optical transition spectrally broadens. For such spectrally
broadened transition, optical access to the electron spin states becomes more efficient [184] and the inte-
grated quantum memory units can be accessed on-chip. The resulting hybrid devices combine advan-
tages of an industry-relevant photonics platform, such as Si3N4, with individually optimized quantum
systems enabling full on-chip control under relaxed experimental conditions.

Quantum token protocols involve entanglement distribution based on time- or frequency-binned
spin-photon entangled states [185]. The optical dipole of a single SiV center is the interface to single
photons at a wavelength of about 737 nm. These single photons have shown to be indistinguishable,
even for SiV center in seperate NDs [186]. A low-noise yet highly efficient quantum FC into the telecom
frequency band, such as the telecom C-band, can be adapted in a modular way [187] and is required
for long-distance information exchange via established fiber networks [188]. The electron spin coher-
ence needs to be long enough to exchange quantum information with the 13C nuclear spin quantum

15

https://creativecommons.org/licenses/by/4.0/


Quantum Sci. Technol. 11 (2026) 040501 N Kukharchyk et al

Figure 10. Hybrid Quantum Photonics. (a) Si3N4-photonics was optimized for its use in the quantum regime including
waveguides, photonic crystal cavities with predefined interaction zones, 3D couplers and electronic infrastructure. (b)

∗
AFM-

based quantum postprocessing enables the optimization of all degrees of freedom of the optical coupling while in-situ
monitoring the hybrid systems’ performance by means of maximizing the optical Rabi frequency (here shown depending
on the ND’s position within the photonic crystal cavities mode). Reproduced from [187]. CC BY 4.0. (c)

∗∗
Photon statistics

obtained from a 3 ms long single-shot readout sequence with a separation in the mean photon number between the bright
state n= 32 and dark state n= 10, enables to compensate limitations in the initialization process.
∗
(b) Reproduced from [183]. CC BY 4.0.

∗∗
(c) Reproduced from [178]. CC BY 4.0.

memory, which has been demonstrated in above mentioned references. The demonstrated realization
established nuclear spin initialization and readout as well as relevant gatter operations via the SiV’s elec-
tron spin in a ND. The electron spin coherence time is extended to 273 µs at 4 K by applying dynam-
ical decoupling sequences [72]. A large ground-state splitting reduces phonon-induced electron spin
decoherence. The prolonged electron spin coherence enables to address individual 13C nuclear spins
via indirect electron spin control. The protocols are implemented starting with the initialization of the
electron spin state. Using rotations on the electron spin in conjunction with electron-mediated nuclear
rotations enables to construct initialization gates, which transfers the electron spin’s population onto
the target nuclear spin. A target nuclear spin initialization between 0.647 and 0.682 was achieved, which
is limited by the imperfections of the electron spin initialization fidelity. Based on the spin initializa-
tion together with conditional and unconditional rotations CeNOTn gates as well as CnNOTe gates were
implemented, as depicted in figure 9(e). Again, the electron initialization fidelity of about 0.84 lim-
its the gate fidelity which itself is well above 0.9. Imperfect nuclear spin initialization can be overcome
by implementing single shot readout of the nuclear spin state. A clear separation of the mean photon
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Figure 11. (a) The SnV enabled quantum token scheme encompasses token creation, storage, retrieval, and verification. The
issuer generates a quantum token |ψs⟩ with a unique serial number s, composed of photonic qubits |ψi⟩ prepared via a single-
photon source (SPS) and time-bin qubit preparation stage (TBPS) [202–204]. Photons are encoded in the desired states and
transmitted in the infrared, requiring frequency conversion (FC) only at the user end for G4V interaction. Users store the token
in a high-efficiency sawfish spin-photon interface array [191, 192], using electronic or nuclear 13C spin. Fast switches (S) enable
efficient routing and X/Z-basis measurements, with the X-basis implemented via a switch-integrated imbalanced Mach–Zehnder
interferometer with controllable phase ϕ. Storage completes after sequential X-basis measurements. For retrieval, the spin state
is entangled with an SPS photon sent to the verifier; a Z-basis spin measurement follows. (a) Reproduced from [169]. CC BY 4.0.
(b) Normalized count rates of a SNSPD illuminated with 780 nm laser light operated at different temperatures. The count rate is
saturating toward unity with the bias current approaching the critical current of for lower operating temperatures. Reproduced
from [193]. CC BY 4.0. (c) Fabricated sawfish resonator in diamond. Reproduced from [192]. CC BY 4.0.

number between both nuclear spin state of n = 32 for the bright state and n = 10 for the dark state,
as shown in figure 10(c), results in a discrimination between both nuclear spin states with fidelities of
Fbright = 0.935 and Fdark = 0.824.

Since the ND host can be integrated in conventional photonics, a potentially higher photon-
collection efficiency enables single-shot readout on the electron spin, which circumvents remaining lim-
itations of the electron spin initialization fidelity. Increasing the cooperativity of the hybrid quantum
photonics systems makes spin-dependent reflectivity accessible which can be utilized for further proto-
col development [189] . Additionally, combining an ancillary nuclear spin with single-shot readout and
a subsequent SWAP gatter operation can also improve electron spin initialization. An extension to quan-
tum register consisting of multiple 13C nuclear spins [190] enables fault-tolerance in the storage of quan-
tum information. Extending the system to more than one nuclear spin further increase the complexity of
applicable protocols. Finally, it is worth mentioning that these results neither required a vector magnet
nor a dilution refrigerator, which enables to realize a simpler version table-top experiment with lower
technical overhead and thus positively affects scalability concerns.

7. Quantum tokens based on color centers in diamonds

The token implementation we pursue is based on Wiesner’s seminal quantum money protocol [6].
Specifically, we studied the generation, storage, and retrieval of Wiesner quantum money states, where
storage and retrieval are accomplished through an integrated and highly efficient spin-photon interface
[191, 192], as well as integrated superconducting nanowire single-photon detectors (SNSPDs) [193–198].
The token scheme was explained in detail by Strocka et al [169], from which we adapted figure 11. To
date, a full implementation of such a message and retrieve token scheme has not yet been achieved with
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solid state quantum memories, with a recent demonstration [199] implemented with cold atoms. In
this work, we consider the SnV as a quantum memory, which is a group-IV vacancy center (G4V) in
diamond. G4Vs include the silicon vacancy (SiV), germanium vacancy (GeV), tin vacancy (SnV), and
lead vacancy (PbV). G4Vs in diamond form inversion-symmetric defects with D3d symmetry, where
the dopant atom occupies an interstitial site between two vacancies. This high symmetry strongly sup-
presses sensitivity to electric-field noise compared to the NV center, making G4Vs ideal for integration
into nanostructures where surface charge fluctuations can be significant [62, 200, 201].

The token protocol we adapted begins with the creation of a Wiesner quantum money state by a
token issuer, as depicted in figure 11. With the aid of a SPS and a time-bin qubit preparation stage
[202–204], the token state |Ψs⟩=

∏n
i=1 |ψi⟩ is produced through the successive emission of single pho-

tons, thus utilizing TDM. Here, n denotes the number of photonic qubits, and each |ψi⟩ is selected uni-
formly at random from the set of time-bin qubits |E⟩ , |L⟩ ,(|E⟩+ |L⟩)/

√
2,(|E⟩− |L⟩)/

√
2, where |E⟩

(|L⟩) represents the early (late) time-bin state. Each token state is uniquely identified by a serial num-
ber s. Time-bin encoding is chosen for this project because it is particularly well-suited to the storage
and retrieval protocols developed for G4Vs [189, 206–208]. When single photons are generated directly
in the telecom band [209–211], only a single FC stage is needed at the quantum memory node to trans-
late them to a frequency compatible with the G4Vs. Conversion from the visible and near infrared to
the telecom spectral range can be readily achieved with quantum FC systems [187, 212–216]. Through
a series of routing operations, spin-photon cavity reflections, control operations, and photon detec-
tion events, the photons of the token state that survive transmission are stored in the memory regis-
ter with high fidelity [169]. During storage, the token can be processed using the noise-tolerant quan-
tum retrieval game approach [18] to verify and spend it. Alternatively, the state can be returned to the
issuer or sent to a trusted verifier. In Strocka et al [169], we investigated the latter to demonstrate the
versatility of the quantum register. The retrieval of the state is performed using an inverse protocol that
requires another SPS, which creates single photons that are reflected off the spin-cavity systems. Notably,
through heralded storage, more complex quantum states [217] can, in principle, be both stored and
generated [218], such that this memory architecture is not limited to product states.

We focus on the SnV as a quantum memory, exploiting both its electronic spin and nearby 13C
nuclear spins. More generally, the negatively charged G4Vs are optically active, effective spin-1/2 sys-
tems with zero-phonon-line transitions at 520 nm (PbV) [219], 619 nm (SnV) [220], 602 nm (GeV)
[221], and 737 nm (SiV) [221]. When coupled to a nanophotonic crystal cavity, their optically accessible
spins provide an efficient and integrable quantum-memory platform [191, 192]. Photons can be stored
in such a memory using two main approaches. The first is approach uses amplitude gates [189, 206,
208], which generate intermittent entanglement through spin-dependent reflection of incident time-bin
photons combined with a spin control operation. The second approach involves controlled-phase gates
[207, 218], which rely on a spin coupled to a one-sided open cavity, a single control operation, and a
spin-dependent phase shift upon reflection. In the QPIS project we target the second method because it
is not limited to 50% efficiency. Such a limit would break the token schemes security threshold for noise
tolerance [18, 222]. For both methods the storage of a state is heralded by detecting the reflected time-
bin qubits with a measurement device. Such a device also has to operate at near unity efficiency to guar-
antee a successful implementation of the protocol. Once the storage of a qubit is heralded, the electronic
spin state can be swapped onto a nearby nuclear 13C spin [74, 75] for storage exceeding 17 ms [74]. The
color centers that had the highest priority for us were SnVs [76, 223], which have the additional ben-
efit of being sufficiently spin-coherent in the Kelvin range, due to their comparatively large spin–orbit
splitting [63, 224].

For control of the memory and the creation of time-bin qubits, all-optical approaches have been
analyzed both experimentally and theoretically [169, 225–227]. In particular, a highly efficient microwave
control scheme was developed and analyzed, exploiting the orientation of the magnetic control field
[228]. Theoretical analysis revealed that, for both microwave and optical control, the fidelity of the spin
gates can exceed 99% [169, 228].

For the integrated routing of photons, which is required for scaling the G4V platform to multiple
spin-coupled cavities, a new platform was developed [205] (figure 12(c)). The detection that concludes
the heralding requires highly efficient detectors, which in QPIS are based on integratable SNSPDs [193–
198](figure 12(a)).

Finally, the most central component of the scheme is the spin-photon interface. In QPIS, we base
this interface on the sawfish nanophotonic crystal resonator, which, through its amplitude-modulated
external corrugations, overcomes a fabrication challenge related to the adiabatic coupling of a resonator
mode to a waveguide [191, 192] (figures 12(b) and (c)).
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Figure 12. AlGaN/AlN heterostructures for all the functionalities required for routing and switching photons. Reproduced from
[205]. CC BY 4.0.

All these components are critical for the functioning of the scheme and were specifically developed
and chosen for the QPIS project to aim at the most efficient nanophotonic operation of the targeted
quantum memory.

As of now, G4Vs have demonstrated storage times ranging from 20 ms for the electronic spin of
a germanium vacancy (GeV) [229] to up to 18 s for a nuclear 13C spin coupled to the defect [230].
Achieving long coherence times with the GeV required millikelvin temperatures, which is a constraint
expected to be less stringent for heavier G4Vs, such as tin and lead vacancies [224]. Although these
are record storage times for optically accessible solid-state spins, such storage times are too short for a
realistic quantum money scheme, which would ideally hold token states indefinitely. However, signature
schemes that allow an issuer to send a limited number of tokens, which an autonomous agent can use to
sign a restricted set of instructions, for example steering commands in a satellite between base stations,
could still be enabled by such short storage times [231].

8. Room-temperature quantum token based on alkali metals and noble gases

Storing photonic quantum states for several minutes, hours, or even up to days under ambient con-
ditions is hardly addressed in science, but a central challenge for the realization of practical quantum
tokens. Quantum memories based on mixtures of alkali metal and noble gas atoms in atomic vapor cells
can address this challenge with the aim of ideally extending the storage time into the hour range. At the
same time, this approach implements a robust and technological simple overall system. The solution
discussed here consists of storing optical signals into an electron spin wave in the alkali metal ground
state and the subsequent coherent transfer of the spin wave to nuclear spins of noble gas atoms with
very long coherence times. This allows us to profit from the efficient quantum optical interface of alkali
metal atoms and at the same time the exceptionally long coherence time of noble gas spins, as they are
well protected from the environment.

Using the optical interface of alkali metal atoms, single photons or weak coherent states can be
stored in a phase coherent fashion [81, 82]. Naturally, this can be extended to the storage of polariza-
tion states in a quantum superposition [83], which renders these memory systems very flexibly in terms
of encoding basis and continuous as well as discrete variable protocols can potentially be implemented.
The acceptance band of alkaline memories is naturally limited to the optical transitions of alkali metal
atoms. Most prominent are the D1-lines of cesium and rubidium at 894 nm and 795 nm, respectively.
Alternative options comprise the D2 lines, or transitions to higher orbital angular momentum states
such that a variety of near-infrared to the telecommunication C-band can be used [232–234]. Suited sig-
nal bandwidths range from few MHz up to the GHz regime, which allow for fast writing of quantum
information into the memory. As sources of quantum token bits, weak coherent states or single pho-
tons can be used. While the former can be conveniently generated by attenuated lasers, the latter can
be generated by semiconductor quantum dots, molecules, cavity-enhanced spontaneous parametric con-
version [235] or four-wave-mixing in the same alkali metal species [236]. In both, recent experimental
progress allowed first proof of concept experiments [82, 232, 237, 238].

The storage inside a ground state spin-wave is commonly limited by experimental factors, such as
the spin-decoherence due to atomic collisions with the walls of the cell. Another disadvantageous pro-
cess is the diffusion of atoms out of the optical probing region. Subsequently, storage times on the single
photons level have been limited to the millisecond range but have been extended in the single-digit sec-
ond range with coherent pulses and other measurement schemes. The direct storage of quantum infor-
mation in nuclear spins of a noble gas would therefore be an interesting alternative. The research on
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Figure 13. Visualization of the spin-exchange quantum memory scheme and an atomic vapor cell with filling of 133Cs, 129Xe with
nuclear spin 1/2 and N2 for fluorescence quenching. Initially, all alkali metal and noble atoms are prepared into the states | ↓⟩
and | ⇓⟩, respectively. A Photonic quantum state E and strong classical control fieldΩ induce a two photon transition between
the alkaline ground states | ↓⟩ and | ↑⟩. When the noble gas spin is tuned in resonance by a magnetic field, the spin exchange
collisions will lead to the strong coupling J, such that a coherent spin transfer to the noble gas can be achieved. For readout the
process is reversed and the photonic quantum state is retrieved.

the nuclear magnetic properties has been extensively performed on ideal spin systems such as 3He, 129Xe
(both spins of 1/2), or 21Ne (spin 3/2). Unfortunately, a direct optical access to these systems is extraor-
dinary hard [239]. Therefore, mediation by another species is needed for the polarization and optical
read-out. Polarization of noble-gas spins is performed by spin-exchange optical pumping [240] for all
rare gases. As the quantum information is stored in the form of single photons into the alkali part of
the memory, an effective transition from the alkali ensemble toward the noble-gas ensemble is required.
Such spin-exchange experiments have been carried out in the past decades [241]. Novel developments,
which enhance the exchange toward strong coupling, have been performed recently [242], and enable an
effective interface for noble-gas atoms toward the storage of quantum information into the memory.

Photon storage in alkali metal vapors at near room temperature is particularly appealing, as it
requires neither complex cooling mechanisms nor large magnetic fields. In alkaline Λ-type memories,
a single photon is mapped to a spin wave |s⟩=

∑
j e

i∆krj | ↓1, ..,↑j,↓N⟩, i.e. a coherent macroscopic super-
position of all N atoms

The maturity of such memories has been continuously improved since the first demonstrations of
memories based on EIT in the early 2000s [243]. In the past decade this development of quantum mem-
ory implementations in alkaline vapor gained remarkable momentum; reviews can be found in [244–
246]. Here we will summarize a few highlights: the efficiency of a room-temperature EIT-like mem-
ory was pushed beyond 80%, by control pulse optimization [247, 248]; EIT-like quantum memories
reached ≈ 1 GHz bandwidths [81]; storage of polarization states with more than 90% fidelity has been
shown [83, 238]. We reduced the read-out noise of the memory considerably [59], which allowed single
photon storage and retrieval for the first time in a ground-state vapor cell memory, with an photon–
photon correlation function of g(2)(0) = 0.177(23). This testifies the quantum character of the light
recovered [82]. We demonstrated a multiplexed random-access optical memory that allowed for stor-
age and retrieval of several independent signals [61], which shows the potential to store large amounts
of photonic quantum states. Moreover, these memories were readily integrated into a standalone mobile
system [60, 249], and we developed simulation tools for accurate performance estimation [250]. Despite
being a macroscopic superposition state, the spin wave exhibits a comparatively long coherence time,
ranging from few µs to several ms [121]. To extend that into the regime of several minutes to hours, it
was proposed by [84] to use strong coupling to noble gas spins during spin exchange collisions [241],
alike sketched in figure 13. The ability to transfer the spin state from the alkali spin ensemble back and
forth to the noble gas spins was also demonstrated just recently [242], where hour long coherence times
in the 3He noble gas ensemble were observed, also attainable in 129Xe [120]. Such a room-temperature
quantum memory, based on alkalies and noble gases, could be implemented in small spectroscopy cells
(see figure 13) and would have the advantages of (i) continuous room-temperature operation, (ii) up to
hour-long storage times, (iii) optical interface at the single-photon level, and (iv) ability of miniaturiza-
tion & transportability.

A quantum token based on alkali atoms and noble gases will be suitable for numerous applications.
The quantum money protocol from [18] can be implemented. For this purpose, the legitimates issuer
(bank) generates a large scale of randomly selected Wiesner-type quantum states ordered in pairs and
transfers them to the customer as a quantum token, which corresponds to a certain amount of money,
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via a fiber-optic interface. The customer stores these in a transportable, multimodal quantum memory.
The customer can then hand over the stored quantum token to a legitimate receiver (retailer) for pay-
ment. The retailer carries out measurements on the quantum token (challenges) and sends the results
to the bank for authentication. If authentication is successful, the bank authorizes the quantum token
as genuine and transfers the corresponding amount of money to the merchant’s account. Another excit-
ing use case is client-server identification using quantum PUF (qPUF). This application requires a secure
identification protocol between the communicating parties to ensure a secure data exchange as outlined
in [251]. Potential limitations to these application scenarios are that the process is so far limited to the
usual alkali metal wavelengths, bulky magnetic shielding is required to suppress external field fluctu-
ations. The number of required stored states for a token could increase due to noise/low fidelity, the
robustness of the transmission of the spin wave from the alkali to the noble gas ensemble still needs to
be experimentally demonstrated as well as the scalability. As the quantum superposition is linked to the
internal states of freedom and a holding magnetic field is likely required, the quantum memory needs
to be shielded within a homogeneous magnetic field from the environment. Magnetic disturbances and
magnetic inhomogeneities would likely limit the stored quantum information. Moreover, a cross-talk
to rotational sensing (gyroscopy) might be of interest. In effect, the memory can also act as an atomic
gyroscope, and the relative orientation of the memory against the storage frame of reference will be
required.

In summary, when these technical hurdles are overcome, atomic ensemble memories offer a unique
potential for real-world applications due to there long coherence times and robust room-temperature
operation.

9. qPUFs and quantum tokens

Authentication, the act of proving one’s identity, has been a cornerstone of human society over cen-
turies. It is expressed via objects such as keys and seals, via capabilities like signatures or via secrets,
like passwords. Over the past decades, it has become a field of intense research in cryptography and is
present in everyday-life via passwords, fingerprint scanners, signatures and personal identification num-
bers (PINs). Taking the way in which an ordinary key works as an example, identity may be proven by
a lock in a simple way via the possession of a key: If a lock accepts only one key, then the person hold-
ing that key proves its identity by being able to open the lock. The lock then serves as mechanism that
probes the key and, based on the response, either opens or stays closed. Such a mechanism which is able
to verify the identity of a key is called a verifier. Due to its immense importance, cryptography has made
strong attempts of quantifying the level of security provided by an authentication method. While from
technological perspective, the concept of identity may even be associated with a certain physical state of
the human brain, in which the password or PIN is stored, the security of an authentication method is
hard to quantify at this level. Rather, the security of such methods is analyzed in terms of the mathe-
matical complexity of breaking them and of the physical security of the involved actions or devices. The
second approach replicates more closely the mechanism underlying present-day PUFs [35].

PUFs are hardware security primitives that exploit inherent, uncontrollable random physical vari-
ations introduced during the manufacturing process. These variations are practically impossible to
replicate—even by the original manufacturer—making PUFs a powerful tool for authentication and
key generation [252, 253]. The behavior of a PUF is commonly characterized by a set of challenge-
response pairs (CRPs): for a given input challenge, the PUF produces a unique and unpredictable out-
put response. Security relies on the assumption that, due to the underlying randomness, it is computa-
tionally infeasible to predict the correct response for an unseen challenge, even when a large number of
CRPs are known [254]. Therefore a PUF can be authenticated via the pre-stored CRPs.

Despite their promise as lightweight hardware-security primitives, classical PUFs remain vulnerable to
both modeling and physical attacks. Machine-learning and deep-learning modeling attacks collect CRPs
and train a predictor that reproduces the PUF’s input–output behavior on previously unseen challenges,
effectively yielding a software clone [255–257]. Complementarily, side-channel attacks exploit the phys-
ical leakage produced during response evaluation, most notably the power consumption or response-
evaluation timing correlated with the device’s internal delays [258], or localized electromagnetic probing
that resolves the switching activity of individual sub-circuits [259, 260]. Hybrid attacks that feed this
side-channel leakage into the learning algorithm are particularly potent [261, 262]: the additional struc-
tural side information collapses the attack complexity from exponential to polynomial in the number of
XOR chains and the challenge bit-length [258], and can further enable cross-PUF attacks in which one
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Figure 14. qPUF-based authentication scheme. The authentication protocol consists of two stages: token generation and token
verification. During token generation, the verifier generates a quantum token together with a classical identifier bitstring. The
quantum token is stored in the verifier’s quantum memory, while the identifier bitstring and the qPUF device are given to the
prover. During verification, the prover inputs the identifier bitstring into the qPUF, which acts as a classical-to-quantum random
map, and obtains the corresponding quantum token. The prover sends this token back to the verifier, who compares it with the
stored token using a SWAP test. Authentication succeeds if the two quantum states match, and fails otherwise. It was proved
in [217] that a computationally bounded adversary with query access to the qPUF device cannot reproduce the quantum state
corresponding to an arbitrary classical identifier bitstring for which they have not previously sampled the qPUF output.

device is modeled from the side-channel traces of another. To precisely understand the ultimate secu-
rity limits of the PUF concept, recent work started to formalize it from a quantum theory perspective.
Since the no-cloning property of unknown quantum states indicates that the unclonability of a PUF may
actually be turned into a proven feature resting on physical theories rather than an empirically justified
assumption, and first implementations are being attempted [263].

Currently, two principal research directions can be clearly distinguished in the literature: The first
one contains quantum tokens and QR-PUFs, the second one the so-called qPUFs. The concept of a
quantum token is based on Wiesner’s conjugate coding scheme [6], while the so-called QR-PUFs were
introduced in [264]. The work [264] made no reference to [6], but from a theoretical perspective both
approaches share important construction principles. One of these is the underlying idea of utilizing, as a
means of authentication of the prover, a physical system that is unclonable. While this property follows
from the no-cloning property in the case of quantum tokens, it is an assumption in [264]. Further, both
QR-PUFs and quantum tokens utilize classical information or lookup tables (also called trusted enroll-
ment data) at the verifier. This information can in principle be copied, as it is not protected by the no-
cloning principle.

An authentication scheme following the concept of conjugate coding is depicted in figure 14. The
alternative realization following the exposition in [264] is captured therein by assuming the measurement
is realized based on the injection of quantum states, which are themselves generated based on classical
information stored in the lookup table.

In contrast, qPUFs (that were introduced in [36], see figure 15), can be operated solely on the basis
of quantum information at the verifier’s side—no such memory is a priori needed at the prover [265].
However, for qPUFs only the hardness of cloning the hardware in possession of the prover is proven
within a formal hardware model, thereby enabling information-theoretic security statements. We thus
observe two design approaches with different security assumptions or properties, and pronounced differ-
ences in the design challenges.

Two types of attacks on qPUFs are considered: A first attack models an adversary trying to get hold
of the table of queries and responses. Since the responses of a qPUF may be obtained as quantum states,
the no-cloning theorem forbids an attacker to create a copy of the query and response table. Rather,
such an attacker must steal the entire table, which may be noticed by the verifier. Further, qPUFs are
designed to withstand a specific type of cloning attack where the attacker gets hold of the qPUF and
creates their own table of query and response table before returning the qPUF to its legitimate user to
avoid detection of the attack: As has been proven in recent work [217], any such effort will require a sig-
nificant amount of resources.

qPUFs have recently gained significant attention as a foundation for secure authentication, stor-
age, and identification in next-generation communication systems [266, 267]. Leveraging the quan-
tum no-cloning principle and the inherent randomness of physical quantum systems, qPUFs offer a
promising path toward robust cryptographic primitives that can withstand even quantum adversaries.
One line of research introduces a qPUF-based approach for secure authentication protocols [268]. In
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Figure 15. Authentication scheme based on qPUFs [217]. BothΨC andΨR are generated at the time where the authentication
takes place based on pre-stored entangled states.

these schemes, the unique quantum response of a device to a given input challenge enables reliable and
unclonable identity verification. The protocol design ensures that even an adversary with partial knowl-
edge of challenge-response behavior cannot predict new responses, thanks to quantum principles and
non-replicability of the physical device.

Extending this concept, several works have investigated the application of qPUFs to secure data stor-
age and identification systems [269–271]. The work shows how each device’s quantum response can
serve as a robust and physically bound identifier or secure storage primitive. These applications are par-
ticularly relevant in distributed systems where hardware-level trust anchors are essential.

A further development combines qPUF-based key generation and secure storage in the presence of
side information [272]. Here, side information might originate from environmental noise or partial leak-
age to an adversary. The proposed framework demonstrates how secret keys can still be reliably extracted
while ensuring provable security, even in the presence of such information.

These implementations build upon a comprehensive theoretical foundation that quantifies the
information-theoretic properties of qPUFs [273]. This work provides detailed entropy bounds and
uniqueness guarantees, showing that qPUFs can generate high-quality randomness suitable for crypto-
graphic use and discusses trade-offs between robustness and key reproducibility.

A complementary approach investigates secret key generation and storage mechanisms purely based
on qPUFs [274, 275]. These works consider scenarios with practical constraints such as noisy quantum
measurements and device variations. It proposes strategies to mitigate error effects while maintaining
security.

Potential applications of qPUFs in the internet of things (IoT) are examined in another study [276].
It highlights the suitability of qPUFs for decentralized, low-power devices where conventional crypto-
graphic methods may be infeasible. This line of work opens new avenues for integrating quantum secu-
rity primitives into embedded systems and edge computing environments.

In [277] an authenticated QKD protocol using maximally entangled qubit pairs that secures
BB84 under minimal assumptions was presented. The protocol enables secret-key expansion through
reuse of pre-shared information. In noisy conditions, simulations with cavity-enhanced atomic frequency
comb memories show that both statistical methods and trained DNNs can detect adversaries with over
80% accuracy at 150 µs memory time and 1 m distance.

Two patents were submitted describing practical qPUF-based security systems. They outline a method
for securely storing and retrieving data messages in a memory device using physical identification
mechanisms [278], and techniques for securely enrolling data into a device and later identifying whether
a specific message was previously stored [279]. Both inventions are designed to be resilient against dupli-
cation and unauthorized access, supporting future secure hardware development.

These works establish a coherent framework for using quantum randomness as a trust anchor in dig-
ital systems, demonstrating the theoretical and practical potential of qPUFs for post-quantum security,
secure IoT, and critical infrastructure.

While QR-PUFs have already been demonstrated in laboratory experiments, fully qPUFs remain, to
the best of our knowledge, without an end-to-end experimental realization that meets the formal qPUF
definitions and associated security notions. In particular, quantum-secure authentication of a classical
multiple-scattering optical key using few-photon (weak coherent) challenges has been experimentally
demonstrated, providing security against digital emulation attacks in remote settings [264, 280]. Related
photonic platforms that are compatible with quantum-readout ideas include scalable integrated photonic
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PUFs (e.g. silicon-photonic interferometric structures) and reconfigurable disordered polymers, which
improve stability and facilitate large-scale deployment [281, 282].

In contrast, qPUFs as formalized in [36] require the device itself to realize an intrinsically quan-
tum primitive (often modeled as an unknown quantum transformation or, more generally, a quantum
channel) that is efficiently verifiable and resistant to quantum-polynomial-time forgery. A major obsta-
cle for implementing such constructions is the physical realization of sufficiently high-dimensional ran-
dom quantum transformations with controlled noise, together with a reproducible verification interface
[36]. One pragmatic route is therefore to consider one-time (consumable) quantum tokens–analogous
in spirit to private-key conjugate coding—where verification necessarily disturbs the stored state and
thus each authentication attempt consumes the token, requiring a fresh re-initialization or re-issuance
for subsequent use. Such one-time usage can reduce the adversary’s ability to accumulate information
across repeated interactions, but shifts the engineering burden to reliable quantum state preparation and
(possibly) short-term quantum storage [36]. Finally, realizing more advanced qPUF-based authentica-
tion schemes that aim at stronger notions of unforgeability via measurement-based or non-unitary con-
structions [217] is expected to require additional quantum resources, in particular quantum storage and
coherent control to preserve quantum states across the verification procedure [94, 217].

10. Quantum tokens in the post-quantumworld

Quantum tokens are related to quantum cryptography, i.e. they use quantum technology to provide
cryptographic functionalities. PQC is conceptually different: Due to Shor’s algorithm and its ability to
compute discrete logarithms and large prime factors [283], it has been known for many years that the
cryptographic public-key algorithms that are currently ubiquitously in use will not provide any security
once cryptographically relevant quantum computers exist, i.e. quantum computers with enough stable
qubits and low enough error rates to run Shor’s algorithm successfully on instances currently used in
public-key cryptography. According to the German Federal Office for Information Security, it is likely
that such quantum computers will already exist by 2040 [284].

The response of the cryptographic community to this threat is the development of cryptographic
schemes which base their security on hard mathematical problems which are assumed to resist attacks
with quantum computers, such as Shor’s algorithm. This kind of cryptography is called PQC, or
quantum-resistant cryptography. In contrast, the cryptography used today, which will not withstand
attacks by quantum computers, is called classical cryptography. Hence, PQC does not use quantum tech-
nology (and is not part of quantum cryptography), but promises security against attackers who can use
a powerful quantum computer.

For at least two reasons, using PQC in practical applications may not begin only when crypto-
graphically relevant quantum computers exist: First, the migration to post-quantum security, i.e. the
exchange of currently used cryptographic schemes with post-quantum schemes, is a very complex and
time-consuming undertaking and a field of research in its own right. Second, quantum computers are
not only a threat once they exist—from an attacker’s perspective it might be a good idea to collect large
amounts of classically encrypted data now and store it until cryptographically relevant quantum comput-
ers exist. These can then be used to decrypt the data and to learn the information that should actually
be confidential. These so-called ‘store now, decrypt later’ attacks can be prevented by using PQC already
today.

A major difference between quantum tokens and PQC has already been pointed out: While quan-
tum tokens use quantum technology, PQC is designed to run on classical, non-quantum computing
devices. Another difference concerns their security promise: Quantum tokens use quantum technology,
which means that they can achieve information-theoretic security [24]. Post-quantum cryptographic
schemes, on the contrary, usually rely on mathematical complexity assumptions, meaning that cryptana-
lytic attacks might exist, both classical and quantum attacks. The maturity of quantum tokens and PQC
is a further difference: As this paper demonstrates, first experimental demonstrations exist, but quan-
tum tokens are still a long way from being widely used in practice. For PQC, however, the US-American
National Institute of Standards and Technologies initiated a standardization process already in 2016,
leading to five post-quantum schemes that have been selected for standardization by now (two key-
encapsulation mechanisms and three digital signature schemes). Three of those have already been stan-
dardized [285]. An additional standardization process for digital signature schemes is currently under-
way [286]. Consequently, PQC is ready to be used in practice, and many practical applications exist,
e.g. [287–290].
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There are also two relevant similarities between quantum tokens and PQC: The first concerns the
purpose of their use: both quantum tokens and PQC are intended to be used to achieve specific security
goals. The second similarity is that the rapid development of quantum technologies is greatly accelerat-
ing their use in practical applications: for PQC, the rapid development of quantum technologies implies
that they are becoming increasingly important, and for quantum tokens, that they can be realized.

Since the practical application of both PQC and quantum tokens is driven by the rapid develop-
ment of quantum technologies, there will come a time when both can be combined in practical use.
Although the migration to post-quantum security is challenging, it is easier than a future migration to
security solutions that integrate quantum technology, since PQC principally does not require special-
ized hardware. Hence, the combination of quantum tokens and PQC is especially interesting for use
cases where the necessary effort in quantum infrastructure is justified by the additional security guar-
antees that quantum tokens offer. For instance, when it comes to putting QKD into practice, propo-
nents emphasize that combining QKD with classical symmetric cryptography, e.g. the AES encryption
algorithm, combines unconditionally secure key establishment with efficient and practical encryption.
Opponents, however, stress that QKD requires authentication, which is often realized with public-key
cryptography, i.e. complexity-based cryptography. When the authentication of QKD relies on mathemat-
ical complexity assumptions, however, the promise of QKD to be unconditionally secure no longer holds
true in practice. One perspective now could be that investing in QKD technology is not effective, but
key establishment should continue to be based on public-key cryptography (and, hence, PQC). Another
perspective, would be to solve the issue of authentication in certain scenarios differently, e.g. through a
physical meeting of the parties involved. While this may sound unnecessary complicated at first glance,
there are high-security areas where this kind of authentication is completely adequate. In such high-
security use cases, hence, investing in QKD technology and combining QKD with PQC can be useful
in order to achieve a very high level of security. In the future, similar scenarios will arise where quantum
tokens and PQC can be combined and where the advantages of quantum tokens outweigh their sup-
posed investment costs, especially in terms of their unforgeability, the possibility of local validation, and
the user privacy that can be achieved with quantum tokens.

11. Discussion and conclusion

Quantum tokens constitute an emerging hardware-assisted security primitive that leverages quantum
effects to enable information-theoretic security of communication and authentication, which are dif-
ficult to achieve in purely classical systems. Quantum token architectures rely largely on optical and
solid-state platforms and their economical perspective is directly connected to the optical communi-
cation market size, which is projected to expand from USD 25.8 billion in 2025 to USD 59.4 billion
by 2035 [291, 292], driven by demands for high-capacity networks and advanced photonic infrastruc-
ture. The prospective deployment of quantum tokens within wireless and embedded systems simi-
larly aligns with growth in the RF communication market size, forecast to increase from USD 40.5 bil-
lion in 2025 to USD 88.0 billion by 2030 [293], supported by the proliferation of 5G technologies,
IoT devices, and next-generation RF front-end technologies. At the same time, the broader quan-
tum technology ecosystem is undergoing rapid maturation, with significant public and private invest-
ment advancing quantum communication, computing, and sensing capabilities, as documented in
the 2025 Quantum Technology Monitor [294]. Because quantum tokens can provide secure authen-
tication rooted in the no-cloning theorem rather than in asymmetric computational difficulty, they
address security challenges that are becoming increasingly salient within the information security sec-
tor, whose global market size is already USD 218.98 billion and expected to reach USD 699.39 bil-
lion by 2034 [295, 296] in response to escalating cyberthreats and the transition toward quantum-
resilient security frameworks. These converging market trajectories underscore the broader tech-
nological and economic importance of research aimed at developing practical, scalable quantum
token systems capable of supporting future authentication tasks across emerging communication
infrastructures.

While fully deployable, end-to-end quantum token infrastructures (issuance, storage, verification, and
lifecycle management under adversarial conditions) have not yet been demonstrated, intensive experi-
mental progress on quantum memories, interfaces, encoding protocols, and photonic and cryogenic inte-
gration indicates a credible route toward practical realizations. In this paper, we surveyed and compared
selected physical approaches for implementing state-based quantum tokens using quantum memory ele-
ments, focusing on (i) token-state encoding in the optical and microwave domains, (ii) transmission and
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access models, and (iii) quantum memory architectures and dominant sources of decoherence, loss, and
verification error.

A recurring design principle across several leading platforms is to transfer a token state—initially
prepared in an optical or microwave degree of freedom—into a long-lived nuclear spin register, thereby
decoupling the token lifetime from the comparatively short coherence of excited electronic states and
photonic modes. In many prominent proposals and demonstrations, this long-lived register is provided
by nuclear-spin or hyperfine degrees of freedom (see figure 16), which often exhibit reduced coupling to
environmental noise and can preserve phase coherence substantially longer than electronic excitations.
At the same time, alternative long-lived quantum memory registers are also relevant (e.g. engineered
bosonic modes in superconducting resonators), emphasizing that nuclear spins are a powerful but not
exclusive pathway to long-duration storage.

In this paper, we have discussed the potential of color centers in diamond, which provide a represen-
tative solid-state route to optically addressable token generation and nuclear-spin-assisted storage. In
architectures based on nitrogen-vacancy (NV) centers, photonic nanostructures such as nanopillars can
improve optical access, while nearby 13C nuclear spins offer long-lived storage registers. Security mech-
anisms in this family can exploit limited information extractability from finite quantum resources and
the detectability of disturbance under attempted duplication. Where complete hardware token demon-
strations are not yet available, protocol-level evaluations using gate-based quantum processors (as exper-
imental emulators) can provide evidence of feasibility under specified noise and adversary models, while
leaving open the system-level questions of device-specific imperfections, leakage channels, and physical
side channels in a deployable token. Closely related, silicon-vacancy (SiV) centers offer attractive opti-
cal transitions and compatibility with nanophotonic integration. When coupled to nearby nuclear spins,
SiV-based schemes provide a plausible route to compact memories with improved optical interfacing.
Integration with platforms such as Si3N4 photonic circuitry is promising for scalability and packaging;
however, compatibility with Telecom-band networking generally requires either operation in the appro-
priate wavelength regime or the inclusion of explicit frequency-conversion interfaces, which should be
treated as part of the system design rather than assumed implicitly.

Quantum-token implementations based on rare-earth materials are notable for their potential to
interface with both optical and microwave fields. In the optical domain, rare-earth memories commonly
employ protocols such as AFC storage or EIT, mapping optical excitations—directly or via intermediate
electronic-spin manifolds—into longer-lived spin degrees of freedom. Across the literature, these systems
have demonstrated long-lived spin coherence and, in selected settings, storage and retrieval for weak
coherent optical pulses and single-photon-level inputs, with efficiencies and fidelities that can be sub-
stantially enhanced in cavity-assisted or Purcell-enhanced architectures. Certain ions (e.g. praseodymium
in suitable host crystals) provide favorable level structures that can facilitate more direct mappings
between optical and long-lived spin or hyperfine states, potentially reducing control overhead and lim-
iting error accumulation across multi-step transfer sequences.

Room-temperature atomic-vapor platforms offer an alternative route toward deployable token concepts
with reduced infrastructure complexity. EIT-based vapor memories have demonstrated storage of pho-
tonic encodings, including polarization degrees of freedom, with performance limited by optical depth,
magnetic noise, diffusion, and technical stability. Separately, alkali–noble-gas spin-exchange systems pro-
vide access to noble-gas nuclear-spin coherence that can be exceptionally long under well-controlled con-
ditions. Combining these ingredients suggests a pathway to ambient-condition tokens, but it also high-
lights the importance of careful engineering to maintain stability in realistic environments and to quan-
tify performance under adversarial interaction models.

Microwave quantum tokens arise naturally in superconducting circuit platforms, where nonclassical
microwave states (e.g. squeezed or displaced states) can be generated and measured with high accuracy
in cryogenic environments. Storage can be realized either in long-lived superconducting resonators or via
transfer into spin ensembles, such as donors in silicon or rare-earth ions, that act as microwave memo-
ries. These architectures are well matched to integration with superconducting quantum processors and
can support short-range, high-assurance authentication scenarios. Here, near-field or guided cryogenic
interconnects represent realistic near-future targets, while the free-space, open air microwave quantum
communication may require more time to be developed and brought to real applications.

Beyond token-based primitives, qPUFs aim to provide authentication from intrinsically quantum
challenge—response behavior and are studied under formal security definitions against quantum adver-
saries. qPUFs therefore complement quantum tokens: tokens are often modeled as stored quantum states
verified by a measurement, while qPUFs are commonly modeled as devices implementing quantum pro-
cesses whose behavior should be hard to emulate. Importantly, neither paradigm eliminates the need
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Figure 16. Schematic description of all discussed quantum token realizations. The quantum tokens can be generated in a range of
laser optics frequencies (green-colored area), directly absorbed as an excitation on optical states, which can be further converted
into electron or nuclear spin transitions, where the latter can be generated either directly (e.g. in Pr:Y2SiO5) or mediated via
electron spin excitations. Alternatively, quantum tokens can be generated using transitions in the RF and microwave frequency
regimes (blue-colored area). They can then be directly absorbed into the electron spin states and subsequently transferred into
the nuclear spin-state excitations, which offer the longest achievable storage times for quantum states. For each memory sys-
tem, the longest reported storage time and the corresponding thermal conditions are noted. While all listed spin systems aim
for storing the quantum token states in nuclear spin excitations, the reported storage times mostly reflect the longest published
storage time in electron spin states. Additionally, the suitable QKD protocols are summarized on the laser-optical or microwave
side of the figure. The market values for the classical and quantum fields highlight the economic potential of the quantum token
research.

to address implementation-level security: practical deployments must still account for noise, calibration
drift, and classical side channels (timing, power, electromagnetic leakage), and must explicitly specify
adversarial access (e.g. single-use versus repeated verification attempts).

Finally, quantum tokens can be naturally integrated with classical cryptographic layers. In particu-
lar, combining token-based authentication with PQC can yield a robust defense-in-depth architecture:
easy to implement PQC can protect classical communication channels, key management, and stored
data, while quantum tokens can strengthen authentication and identity verification by providing the
information-theoretic security layer. Such hybrid designs are particularly attractive for critical infras-
tructure and long-term confidentiality, because a possible breakdown of the PQC layer will not imply
compromising of the entire system.

In summary, quantum tokens offer a promising direction for quantum-enhanced authentication and
secure transactions, and the range of candidate realizations, which span to spanning solid-state defects,
rare-earth and atomic ensembles, and superconducting microwave systems, underscores the adaptabil-
ity of the concept across technological ecosystems. Moving from laboratory prototypes toward deploy-
ment will require advances in memory lifetimes and efficiencies under realistic operating conditions,
integrated interfaces (including photonics, transduction, and packaging), and end-to-end security anal-
yses that incorporate both device imperfections and explicit adversary models. Continued progress along
these lines will clarify the practical roles quantum tokens can play alongside classical and post-quantum
security infrastructures in applications ranging from identity management and access control to high-
assurance transactions.
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