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Abstract

Edge Artificial Intelligence (Al) systems require machine learning models that operate under strict
power and memory constraints, which limits the practicality of conventional deep learning models
on many Internet of Things (IoT) devices. Hyperdimensional Computing (HDC) is a brain-inspired
learning paradigm that encodes data as high-dimensional binary hypervectors and performs classification
using simple associative operations, making it suitable for energy-efficient edge Al systems. However,
practical hardware implementations of HDC still face several challenges, including substantial memory
requirements for storing hypervector representations, excessive data movement between memory and
logic, limited scalability, and susceptibility to faults and noisy inputs.

This thesis addresses key limitations of existing HDC implementations by proposing a scalable and
hardware-efficient framework for edge deployment, with a memory-efficient encoding method that
eliminates the need to store large hypervector memories. An on-the-fly hypervector generation mechanism
dynamically constructs encoding hypervectors using cyclic digital circuits, removing the requirement
for static parameter storage and significantly reducing on-chip memory compared to conventional
HDC implementations. Additionally, an optimized pipelined Field-Programmable Gate Array (FPGA)
architecture is developed to improve computational efficiency. By combining dynamic hypervector
generation, hardware sharing, and pruning techniques, the proposed design reduces resource utilization
and increases throughput while maintaining classification accuracy compared to other state-of-the-art
HDC accelerators.

To support practical deployment, the proposed architecture is integrated into an open-source end-to-end
toolchain that maps Python-based HDC models directly to FPGA implementations without requiring
high-level synthesis. The framework supports multiple operating modes, including memoryless encoding,
conventional encoding, and pruned HDC models, enabling flexible design exploration, efficient hardware
generation, and adaptive edge learning.

Furthermore, to improve system reliability, lightweight fault-tolerance mechanisms are introduced for
HDC hardware accelerators. An absolute-summation-based sensitivity analysis identifies vulnerable
regions in Class Hypervector (CHV) memory, enabling selective fault correction with reduced hardware
overhead compared to existing approaches. Additionally, a memory-free fault correction technique
eliminates the need to store check bits while maintaining robustness under high fault rates. Lightweight
concurrent error detection mechanisms are also proposed to ensure functional safety by detecting both
hardware faults and anomalous inputs, including noisy and out-of-distribution samples, with negligible
hardware overhead and no additional latency.

Overall, this thesis advances HDC for practical edge-Al deployment by introducing hardware-aware
techniques that improve memory efficiency, scalability, reliability, and functional safety. Memory
efficiency is enhanced by eliminating the need for large encoder memories, while scalability is improved
through pipelining, hardware sharing, and pruning techniques. Runtime reliability is strengthened
using edge-oriented error-correction mechanisms, and functional safety is supported through concurrent
detection of hardware faults and anomalous inputs. By preserving the lightweight and highly parallel
characteristics of HDC while integrating low-overhead reliability mechanisms, this work enables more
efficient, scalable, and dependable HDC accelerators for resource-constrained and safety-critical edge
applications.
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Zusammenfassung

Edge-Systeme fiir kiinstliche Intelligenz (KI) erfordern Modelle des maschinellen Lernens, die unter
strengen Leistungs- und Speicherbeschriankungen arbeiten kdnnen. Dies schrinkt die praktische Nutzung
konventioneller Deep-Learning-Modelle auf vielen Geriten des Internets der Dinge (IoT) erheblich
ein. Hyperdimensional Computing (HDC) ist ein vom Gehirn inspiriertes Lernparadigma, das Daten
als hochdimensionale bindre Hypervektoren kodiert und Klassifikation mittels einfacher assoziativer
Operationen durchfiihrt. Dadurch eignet sich HDC besonders fiir energieeffiziente Edge-KI-Systeme.
Praktische Hardware-Implementierungen von HDC stehen jedoch weiterhin vor mehreren Herausfor-
derungen, darunter ein erheblicher Speicherbedarf zur Ablage von Hypervektor-Reprisentationen, ein
hoher Datentransfer zwischen Speicher und Logik, eine begrenzte Skalierbarkeit sowie eine Anfilligkeit
gegeniiber Fehlern und verrauschten Eingaben.

Diese Dissertation adressiert zentrale Einschriankungen bisheriger HDC-Implementierungen durch die
Entwicklung eines skalierbaren und hardwareeffizienten Frameworks fiir den Edge-Computing Einsatz.
Dabei wird ein speichereffizientes Kodierungsverfahren vorgeschlagen, das die Speicherung grofler
Hypervektor-Speicher iiberfliissig macht. Ein Mechanismus zur Laufzeitgenerierung von Hypervektoren
konstruiert die Kodierungs-Hypervektoren dynamisch mithilfe zyklischer digitaler Schaltungen. Dadurch
entfillt die Notwendigkeit einer statischen Parameterspeicherung, und der On-Chip-Speicherbedarf
wird im Vergleich zu konventionellen HDC-Implementierungen erheblich reduziert. Dariiber hinaus
wird eine optimierte, Pipeline-basierte Architektur auf Basis eines Field-Programmable Gate Arrays
(FPGA) entwickelt, um die Recheneffizienz zu erhohen. Durch die Kombination aus dynamischer
Hypervektorgenerierung, gemeinsamer Nutzung von Hardware-Ressourcen und Pruning-Techniken
reduziert der vorgeschlagene Entwurf die Ressourcennutzung und erhoht den Durchsatz, wihrend die
Klassifikationsgenauigkeit im Vergleich zu anderen modernen HDC-Beschleunigern beibehalten wird.

Zur Unterstiitzung eines praktischen Einsatzes wird die vorgeschlagene Architektur in eine quel-
loffene End-to-End-Werkzeugkette integriert, die Python-basierte HDC-Modelle direkt auf FPGA-
Implementierungen abbildet, ohne High-Level-Synthese zu erfordern. Das Framework unterstiitzt mehrere
Betriebsmodi, darunter speicherlose Kodierung, konventionelle Kodierung und geprunte HDC-Modelle.
Dadurch ermdglicht es eine flexible Entwurfsraumerkundung, eine effiziente Hardwaregenerierung sowie
adaptives Lernen am Edge.

Dariiber hinaus werden leichtgewichtige Fehlertoleranzmechanismen fiir HDC-Hardwarebeschleuniger
eingefiihrt, um die Systemzuverldssigkeit zu verbessern. Eine auf absoluter Summation basierende
Sensitivititsanalyse identifiziert anfillige Bereiche im Klassen-Hypervektorspeicher und erméglicht
dadurch eine selektive Fehlerkorrektur mit geringerem Hardware-Overhead im Vergleich zu bestehenden
Ansitzen. Zusitzlich wird eine speicherfreie Fehlerkorrekturtechnik vorgestellt, die die Speicherung
von Priifbits liberfliissig macht und gleichzeitig die Robustheit bei hohen Fehlerraten erhélt. Weiterhin
werden leichtgewichtige Mechanismen zur nebenldufigen Fehlererkennung vorgeschlagen, um die
funktionale Sicherheit zu gewihrleisten. Diese Mechanismen erkennen sowohl Hardwarefehler als auch
anomale Eingaben, einschlieBlich verrauschter und auflerhalb der Verteilung liegender Eingaben, mit
vernachldssigbarem Hardware-Overhead und ohne zusitzliche Latenz.

Insgesamt erweitert diese Dissertation HDC fiir den praktischen Einsatz in Edge-KI-Systemen durch
hardwarebewusste Techniken, welche die Speichereffizienz, die Hardwareskalierbarkeit, die Laufzeit-
zuverlédssigkeit und die funktionale Sicherheit verbessern. Die vorgeschlagenen Beitrige eliminieren
groB3e Encoder-Speicher, reduzieren die Nutzung von Hardware-Ressourcen und erhéhen die Robustheit



Zusammenfassung

gegeniiber Speicherfehlern, Logikfehlern und unsicheren Eingaben. Durch die Beibehaltung der leichtge-
wichtigen und hochgradig parallelen Eigenschaften von HDC bei gleichzeitiger Erganzung zuverldssigkeits-
steigernder Mechanismen mit geringem Overhead ermoglicht diese Arbeit effizientere und zuverlidssigere
HDC-Beschleuniger fiir ressourcenbeschrinkte und sicherheitskritische Edge-Anwendungen.
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1. Introduction

The rapid growth of edge devices and Internet of Things (IoT) systems has fundamentally transformed
modern computing [5]. A wide range of applications, including wearable health monitoring, industrial
sensing, autonomous systems, and smart infrastructure, require real-time Machine Learning (ML)
processing capabilities with low-latency inference and privacy-aware processing without relying on
cloud-based computation. These requirements drive the deployment of computation closer to the data
source and on the device. In this context, edge computing has emerged as a key paradigm for delivering
responsive and efficient intelligent services directly at the edge, through localized execution. However,
unlike cloud platforms, edge devices operate under strict constraints in power, memory, and computational
resources, often limited to milliwatts of power and kilobytes of on-chip memory. These limitations present
significant challenges for deploying modern machine learning algorithms efficiently and reliably [6-8].

Conventional ML methods, particularly Deep Neural Networks (DNNs), have achieved remarkable
accuracy across diverse domains. However, deploying them on resource-constrained edge platforms
remains highly challenging. Although techniques such as quantization (e.g., FP8 or INT8) and model
compression have reduced computational and memory demands, these models still require considerable
resources and data movement. Consequently, their energy consumption and hardware complexity can
limit efficient deployment in ultra-low-power edge environments.

In addition to efficiency challenges, reliability has become a critical concern in modern embedded and
edge-computing systems. Operating at reduced supply voltage, a widely adopted energy-saving strategy,
significantly increases the probability of memory bit-flips by reducing noise margins and increasing
the likelihood of timing violations [9]. Moreover, aggressive technology scaling amplifies the impact
of process variations and device-level imperfections [10]. Additional factors such as device aging,
thermal stress, electromigration, manufacturing variability, and environmental disturbances introduce
further sources of system uncertainty and increase the likelihood of hardware faults [11]. These faults,
whether transient or permanent, can directly compromise system functionality and degrade the reliability
of deployed models. As a result, the traditional abstraction of near error-free hardware is becoming
increasingly difficult to sustain, and machine learning systems must be designed to operate reliably under
non-ideal conditions.

Hyperdimensional Computing (HDC) [12] has emerged as a promising alternative to conventional
ML paradigms for edge intelligence. Inference computation in HDC can be divided into two parts:
the encoding part, which transforms the input vector into a hyperdimensional space of a few thousand

dimensions called Query Hypervector (QHV), and the classification part, which finds the most similar
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CHV to the encoded QHV. The CHVs are generated during training of the HDC model by bundling
the HVs of each class independently over all inputs in the training dataset. Unlike neural networks,
which rely on multiply-accumulate operations, HDC uses hardware-friendly primitives such as XOR
and Population Count (PopCount), enabling highly parallel and energy-efficient implementations. HDC
represents data using high-dimensional hypervectors and distributes information across thousands of
dimensions. This distributed representation provides inherent robustness, as information is redundantly
encoded and can tolerate noise and random bit errors. In contrast to many conventional machine learning
methods, hyperdimensional computing supports single-pass learning, allowing models to achieve high
accuracy after only one iteration over the training data. These properties make HDC particularly attractive
for data-efficient and resource-constrained edge scenarios.

Despite these advantages, several challenges hinder the practical deployment of HDC systems on edge
hardware. Conventional HDC encoding requires storing large hypervector parameters, resulting in a high
memory footprint and increased energy consumption, with memory access becoming a key scalability
bottleneck. Although HDC is robust to random noise, its hardware implementations remain vulnerable to
structured faults, particularly in classification memory, where errors directly degrade accuracy. Voltage
scaling further increases fault rates, while traditional mitigation techniques such as Error-Correcting
Codes (ECCs) introduce significant memory overhead, which conflicts with the lightweight nature of
HDC.

Existing fault-tolerance approaches based on encoding modifications or redundancy often lack generality
or incur high overhead. Moreover, they primarily rely on passive error tolerance and do not provide
effective runtime detection or correction mechanisms. Current error detection techniques are often
misaligned with HDC characteristics or rely on costly computation and memory overhead, leaving a gap
in lightweight runtime fault detection. Beyond hardware-induced faults, reliability is further challenged
by uncertainties in the input data. In particular, Out-of-Distribution (OOD) inputs caused by noise
or environmental variations remain largely unexplored in HDC and are difficult to detect due to the
similarity-based nature of inference.

Despite recent research efforts on accuracy improvement, memory efficiency, hardware acceleration,
and reliability in HDC systems, existing solutions remain fragmented. Memory- and hardware-efficient
designs, lightweight fault-tolerance techniques, and functional safety mechanisms are often addressed
separately and are not always compatible with the strict constraints of edge deployment. This thesis
addresses these challenges through a set of hardware-aware HDC contributions tailored for resource-
constrained edge devices. First, it introduces a memory-efficient hypervector generation method that
eliminates the main memory bottleneck in HDC encoding and enables scalable deployment on constrained
hardware. Second, it develops an end-to-end hardware-software implementation flow for mapping HDC
models to target FPGA platforms. Third, it proposes lightweight runtime mechanisms for correcting and
mitigating faults in classification memory. Finally, it introduces functional safety mechanisms that identify

unreliable outputs and unsafe operating conditions under both hardware faults and input uncertainties.
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Figure 1.1.: Conceptual illustration of the thesis structure and objectives, highlighting the development of a hardware-aware
HDC framework, the reduction of memory dependency, the improvement of computational efficiency, and the enhancement of
robust runtime behavior on resource-constrained edge platforms.

Together, these contributions preserve the simplicity and efficiency of HDC while improving its reliability

for practical edge-Al deployment.

1.1. Contributions and Research Directions

The contributions of this thesis are summarized in Figure 1.1. The work is organized around two primary
research objectives that together advance the practical and efficient deployment of HDC accelerators in
edge environments. The first objective focuses on reducing memory dependency and improving hardware
efficiency, while the second addresses runtime reliability, all while preserving the lightweight nature of
HDC.

1.1.1. Memory-Efficient and Hardware-Friendly HDC Framework
1.1.1.1. Memoryless Encoder

The first research objective is to develop a memory-efficient, hardware-friendly HDC framework that
eliminates reliance on large, static hypervector storage in the encoder. This is achieved through an
on-the-fly parameter generation mechanism that dynamically produces encoding hypervectors using
cyclic digital circuits, removing the need for pre-stored parameter memory [1]. The resulting memoryless
encoding significantly reduces the on-chip memory footprint, improves scalability by at least 3%, and

lowers power consumption by more than 31% while maintaining accuracy.
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1.1.1.2. HDC End-to-End Framework

Building on this encoding strategy, a pipelined hardware architecture is designed to further improve
accelerator efficiency. The architecture leverages hardware sharing, dynamic hypervector generation, and
sparse computation techniques to minimize resource utilization and maximize throughput. In contrast
to High-Level Synthesis (HLS), the proposed framework employs a configurable Register Transfer
Level (RTL) design, enabling fine-grained control over low-level architectural aspects such as data paths,
memory access patterns, and parallelism. This level of control is critical for achieving high performance
and resource efficiency in edge accelerators. The result is an open-source, end-to-end flow that maps
Python-based models to synthesizable FPGA bitstreams, enabling seamless hardware—software co-design

and supporting real-time edge-Al applications [2, 3].

1.1.2. Reliability and Functional Safety Solutions
1.1.2.1. Memory Fault Correction

Two fault-tolerant mechanisms are introduced to efficiently address transient memory errors in HDC
systems. First, a Hamming-weight-based non-uniform sensitivity metric is developed to identify the most
vulnerable regions of the CHV memory based on bit-flip susceptibility. This enables targeted mitigation
via selective hardware protection, eliminating the need for resource- and time-intensive fault-injection
campaigns. The proposed method employs ECC principles to improve bit-flip resilience compared to
uniform protection schemes and is validated on FPGA with no additional latency [4].

Although non-uniform ECC reduces memory overhead, it still conflicts with the strict memory
constraints of edge devices. To address this limitation, a memory-free ECC technique is introduced
that eliminates the need to store check bits, thereby removing secondary fault sources and avoiding
storage overhead. This approach preserves inference accuracy under fault rates up to 12X higher than
baseline designs, while using up to 27x fewer Look-Up Tables (LUTs), more than 80x fewer registers,
and requiring no Digital Signal Processing (DSP), Block Random Access Memory (BRAM), without any
additional latency [S]. Both fault-correction methods are released as open-source modules to support

rapid integration in edge-Al deployments.

1.1.2.2. Functional Safety and Fault Detection

Functional safety is essential in edge-Al systems, especially in ultra-constrained devices where conventional
fault-correction techniques may be too resource-intensive. In these scenarios, identifying unsafe operating
conditions and detecting untrusted outputs is critical. To address this need, this thesis introduces
lightweight concurrent detection mechanisms that leverage the similarity information already computed
during HDC inference.

First, a hardware-oriented Concurrent Error Detection (CED) method is proposed for detecting faults

affecting the CHV memory. The method monitors the classification similarity scores between the QHV
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and the stored CHVs, detecting abnormal changes in score behavior caused by injected CHV memory
faults. Instead of correcting corrupted memory contents, the proposed mechanism flags unreliable
inference results before they cause significant accuracy degradation. This makes the approach suitable for
resource-constrained edge accelerators, as it introduces negligible hardware overhead and no additional
inference latency [6].

Building on this foundation, this thesis also investigates runtime uncertainty detection in HDC
accelerators. The proposed SafeHDC framework extends similarity-based monitoring to identify
unreliable predictions caused by both input-induced uncertainty, such as noisy or OOD samples, and
hardware-induced perturbations evaluated in the corresponding fault scenarios. SafeHDC operates
without retraining or auxiliary learning-based detectors and adds only minimal hardware cost, requiring 2
LUTs and 1 register in the evaluated implementation. By flagging outputs likely to be unsafe or untrusted,
SafeHDC provides a practical, lightweight safety layer for HDC accelerators deployed in resource-limited
and safety-critical edge applications [7, 8].

1.2. Thesis Structure

This thesis is organized into two main parts. Part I provides the necessary background and introduces the
main concepts used throughout the thesis. Part II presents the contributions of this work, beginning with
the hardware-efficient implementation of HDC and then addressing reliability and runtime safety.

Chapter 2 provides the theoretical and technical background required for the thesis. It introduces the
basic principles of HDC, including encoding, training, and similarity-based classification, and reviews
the reliability concepts used throughout the thesis, such as error-correcting codes, runtime hardware
faults, and out-of-distribution detection. It also surveys related work on accuracy-oriented HDC methods,
hardware-efficient HDC implementations, and robustness and reliability techniques. Finally, the chapter
briefly describes the common experimental setup used in the thesis.

Chapter 3 presents the proposed end-to-end HDC framework. This chapter focuses on the encoder-
memory bottleneck and an FPGA-based software-hardware implementation flow.

Chapter 4 examines the reliability of HDC CHV memory under faults. It introduces a non-uniform
error-correction method that provides stronger protection for more sensitive memory regions, reducing
overhead compared to uniform ECC protection.

Chapter 5 extends this approach with a memory-free error-correction technique. Instead of storing
ECC check bits, the necessary correction information is generated at runtime, reducing memory overhead
while maintaining fault resilience.

Chapter 6 addresses the problem of out-of-distribution inputs in HDC accelerators. It presents a
lightweight detection method that uses the similarity scores already computed during HDC classification

to identify unreliable inputs.
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Chapter 7 presents a runtime monitoring framework for detecting unreliable HDC predictions. The
method addresses both input uncertainty and hardware-induced faults using simple similarity-based
indicators.

Chapter 8 focuses on concurrent error detection for CHV memory. It monitors classification behavior
during inference and detects faulty outputs with minimal hardware overhead.

Finally, chapter 9 summarizes the main findings of the thesis and discusses possible directions for

future research.
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Edge computing has become an important computing paradigm for modern intelligent systems, particularly
in IoT environments where large volumes of data are generated close to sensors and actuators. In many
practical scenarios, continuously transmitting raw data to centralized cloud infrastructures is impractical
because of latency, privacy, security, bandwidth, and energy constraints [13]. As a result, ML models
are increasingly expected to operate directly on edge devices to support real-time and autonomous
decision-making. However, deploying ML at the edge remains challenging because such platforms
are constrained by limited power budgets, memory capacity, hardware resources, and computational
throughput.

Conventional deep learning models have achieved high accuracy across many application domains,
but their computational and memory requirements often conflict with the constraints of resource-limited
edge platforms. DNNs typically require large memory footprints, many multiply—accumulate operations,
and costly training or inference procedures. These requirements limit their deployment in low-power
embedded systems, especially in real-time or safety-critical applications. Therefore, alternative learning
paradigms are needed that can provide useful classification capability while reducing implementation
complexity and hardware cost.

Table 2.1 provides a qualitative comparison of representative learning paradigms for edge deployment,
including conventional machine-learning models such as support vector machines (SVM) and random
forests (RF), DNNs, and Hyperdimensional Computing (HDC). The comparison focuses on properties
that are important for edge systems: data efficiency, computational cost, robustness to uncertainty, and
classification accuracy. The table should be interpreted as a high-level comparison of typical trends rather
than a universal ranking across all datasets and implementations. Among these paradigms, HDC provides
a favorable trade-off between efliciency, robustness, and implementation simplicity, which makes it a

promising candidate for resource-constrained edge systems.

2.1. Hyperdimensional Computing for Edge Computing

Hyperdimensional Computing (HDC) [12] is a brain-inspired computing paradigm that represents
information using very high-dimensional vectors, commonly called Hypervectors (HVs). Unlike
conventional neural networks, which rely heavily on arithmetic operations such as multiplication and
nonlinear activation functions, HDC mainly uses hardware-friendly operations such as bitwise XOR,

accumulation, and PopCount. Information in HDC is distributed across thousands of dimensions.
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Table 2.1.: Qualitative comparison of machine-learning paradigms for edge deployment.

Conventional ML Hyperdimensional
Features (e.2., SVM, RF) Deep Neural Networks Computing (HDC)
Data efficiency Moderate Low High
Computational cost Low High Low
Error robustness Low Moderate High
Accuracy Moderate High Moderate
[ ] %] [«=Dimension- . 9
o = 2
g = £ CHVs a =z
Training o HV, S i 5 o
'—g‘ 5 % memory § a
S g ¢ g
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Figure 2.1.: Overview of Hyperdimensional Computing (HDC), comprising two main sections: encoding and classification. The
input is first encoded, and then the most similar class to the encoded input is selected as the classification result.
HV: Hypervector, CHV: Class Hypervector, QHV: Query Hypervector

This distributed representation makes HDC naturally tolerant to noise and partial corruption, because
perturbations in a subset of dimensions usually affect only part of the representation and may not change
the final classification decision.

This property is useful for edge systems, where noisy operating conditions, limited training data,
and strict resource constraints must be considered simultaneously. Compared with many deep-learning
models, HDC can often be trained with fewer samples and implemented using lightweight operations
such as bitwise logic and simple accumulation [14]. These characteristics make HDC attractive for
hardware-oriented implementations on constrained platforms.

As shown in Figure 2.1, a typical HDC classifier consists of two main stages: encoding and classification.
The encoding stage maps input data into the hyperdimensional space and is used during both training and
inference. The classification stage then compares the encoded query hypervector with stored CHVs and
selects the most similar class. The following subsections describe these two stages and their implications

for edge-oriented hardware design.

2.1.1. Encoding Concept and Hypervectors

The encoding stage maps low-dimensional input data into the hyperdimensional space. Each feature
or feature value is represented by a hypervector, and these hypervectors are combined to form a
single representation of the input sample. The choice of encoding method directly affects memory
usage, computational cost, and hardware complexity. Three common encoding approaches are random

projection [15], base-level encoding [16], and permutation-based encoding [14].
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Random Projection Encoding: Random projection encoding maps input features directly into the
hyperdimensional space using a fixed random projection matrix, often referred to as the Base Hypervector
(BHV) matrix. The input vector is projected into a high-dimensional binary or bipolar representation
through matrix multiplication, followed by binarization or thresholding. The rows or columns of the
projection matrix are typically generated randomly and are quasi-orthogonal with high probability,
which helps preserve the independence of different input features in the hyperdimensional representation.
Although this approach is conceptually simple and compact, its reliance on matrix multiplication can
make it costly for hardware-oriented implementations, especially on resource-constrained platforms.

Base-Level Encoding: Base-level encoding separates value encoding from positional encoding. First,
each quantized feature value is mapped to a representative hypervector using an ID-level matrix. These
hypervectors are constructed so that nearby input values produce similar hypervectors, while distant
values become increasingly dissimilar and ideally approach orthogonality.

Positional information is then incorporated using a BHV matrix. Each value hypervector is bound
to its corresponding positional hypervector, commonly through element-wise multiplication or XOR
depending on the representation. The resulting bound hypervectors are accumulated to form the final
encoded representation. This structure is well suited to hardware implementation because it mainly relies
on simple bitwise operations and PopCount-based accumulation. However, it requires storing both the
ID-level matrix and the BHV matrix, which can become a memory bottleneck on edge devices.

Permutation-Based Encoding: Permutation-based encoding reduces memory requirements by
avoiding the need to store an explicit positional BHV matrix. Instead, positional information is introduced
through permutation operations, commonly implemented as circular shifts over hypervectors. After
feature values are mapped to hypervectors using an ID-level matrix, a position-dependent permutation is
applied according to the feature index. The permuted hypervectors are then accumulated to generate the
final encoded representation.

This approach reduces memory overhead compared with base-level encoding, but it introduces additional
hardware complexity. Permutation units, such as barrel shifters, can increase routing complexity, area
cost, critical-path delay, or latency depending on the implementation. Thus, permutation-based encoding
trades memory savings for additional datapath complexity.

A comparison of the encoding methods is shown in Table 2.2. The most suitable encoding method
depends on the target application and hardware constraints. Base-level encoding can be attractive when
simple bitwise operations are preferred, but it requires larger lookup memories. Permutation-based
encoding reduces memory usage but may increase logic and routing cost. Random projection uses less
stored hypervector memory, but the projection operation can be expensive if implemented directly in

hardware.
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Table 2.2.: Comparison of HDC encoding methods in terms of memory requirements and computational operations.

Encoding method ID matrix BHY matrix Required memory (bits) Operations

Permutation v x 29 x D Shift + PopCount
Base-level v v 2°xD+FxD XOR + PopCount
Random projection x v FxD Matrix multiplication

F: feature size ~ D: hypervector dimension  Q: number of input feature quantization bits

2.1.2. Classification Concept and Runtime Model

After an input sample is encoded into the hyperdimensional space, learning and inference follow a
common processing structure. The encoder determines how input hypervectors are generated, while the
classification stage compares encoded samples with stored class representations. In most HDC classifiers,
learning relies on bundling operations, whereas inference relies on similarity or distance computation

between a query hypervector and the stored CHVs.

2.1.2.1. Learning Phase

During learning, each training sample is first encoded into a hypervector and then accumulated into
the corresponding Class Hypervector (CHV). For each class, the encoded hypervectors of all training
samples belonging to that class are combined to form a representative class prototype. This operation is
commonly referred to as bundling.

Bundling typically consists of element-wise addition followed by normalization or thresholding. In its
simplest form, this process can be completed in a single pass over the training dataset, which gives HDC
low training complexity compared with iterative optimization methods.

In practice, CHVs may be stored using multi-bit values to preserve richer accumulated information.
However, binary CHVs are often preferred for hardware-oriented implementations because they reduce
memory usage and enable efficient bitwise processing. For this reason, this thesis focuses on binary

CHVs, which align well with the constraints of edge-device implementation.

2.1.2.2. Inference Phase

During inference, each input sample is encoded into a query hypervector, denoted as the QHV. The
QHYV is compared against all stored CHVs, and the class with the highest similarity is selected as the
predicted label. For binary CHVs, Hamming distance is commonly used, whereas cosine similarity is
more common for multi-bit or bipolar representations.

In binary HDC, Hamming distance is particularly suitable because it directly counts the number of
differing bits between two hypervectors. It can be implemented efficiently using XOR followed by
PopCount. The class with the smallest Hamming distance, or equivalently the highest similarity, is

selected as the output class.
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Because comparisons between the QHV and different CHVSs are independent, the classification stage is
highly parallelizable. This property allows inference to be implemented using simple digital logic and

makes HDC suitable for hardware acceleration on constrained edge platforms.

2.2. Runtime Reliability Under Hardware and Data Uncertainty

Runtime reliability is essential when ML and HDC-based systems are deployed in real-world environments.
During operation, uncertainty can arise from memory errors, transient bit flips, permanent hardware
faults, device variation, or input samples that differ from the training distribution. In an HDC classifier,
such uncertainty is especially important because the stored CHVs are directly used during similarity
computation. A corrupted CHV bit or an unfamiliar input sample can therefore change the similarity
ranking between classes and lead to an unreliable prediction.

This section discusses two mechanisms related to runtime reliability. First, Error-Correcting Codes
(ECCs) are introduced as a conventional method for protecting stored data against memory faults. Second,
Out-of-Distribution (OOD) detection is discussed as a mechanism for identifying inputs that fall outside

the learned data distribution.

2.2.1. Error-Correcting Codes

Error-Correcting Codes (ECCs) [17] improve the reliability of memory and computing systems by adding
structured redundancy to stored or transmitted data. Rather than protecting each bit independently, ECCs
represent information using codewords that belong to a constrained set of valid binary patterns. This
redundancy enables the detection of corrupted data and, in many cases, the reconstruction of the original
information [18, 19].

A common class of ECCs is the linear block code. In a linear block code, a message consisting of k
information bits is represented by a vector m and mapped to an n-bit codeword ¢, where n > k. This

encoding is performed by multiplying the message vector by a generator matrix G:
¢ =mG. 2.1)

For binary linear block codes, all operations are carried out over the finite field F, = {0, 1}, meaning that
addition and multiplication are performed modulo 2.

The extra n — k bits in the codeword are parity bits. They introduce redundancy, which allows the
receiver to detect and, in some cases, correct transmission errors. After transmission, the receiver obtains
a vector r, which may differ from the original codeword due to errors introduced by the channel. To
check whether r satisfies the code constraints, the receiver computes the syndrome using the parity-check

matrix H:

s=rH'. (2.2)
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The syndrome indicates whether the received vector satisfies the parity-check equations. If s = 0, then r
belongs to the codeword space and is considered a valid codeword. If s # 0, at least one parity-check
equation is violated, indicating that an error has occurred.

The error-correction capability of a linear block code is determined by its minimum Hamming distance
dmin, defined as the smallest number of bit positions in which any two valid codewords differ. A code

with minimum distance dy,i, can correct all error patterns affecting up to
Amin — 1
b= {&J (2.3)

bits. Within this correction radius, the received word is closer to the transmitted codeword than to any
other valid codeword. A larger minimum distance also improves error-detection capability because
more corrupted patterns fall outside the set of valid codewords. This distance-based view is relevant for
hardware systems, where faults may include soft errors, stuck-at faults, and transient bit flips caused by
radiation, voltage fluctuations, or device aging.

Hamming codes are among the earliest and most widely used linear block codes for single-error

correction. For a binary Hamming code parameterized by p parity-check bits, the code length is
n=2°"-1, (2.4)
and the number of information bits is
k=n-p=2"-p-1 (2.5)

The corresponding code has minimum Hamming distance dy,, = 3, which enables correction of any
single-bit error. The parity-check matrix is constructed so that each bit position corresponds to a unique
nonzero p-bit syndrome. Therefore, each single-bit error produces a unique syndrome, allowing the
erroneous bit position to be identified and corrected.

Because of this simple syndrome-based decoding process, Hamming codes are attractive for low-cost
hardware implementations where area, latency, and power consumption are tightly constrained. In memory
systems, extended Hamming codes are often used to provide single-error correction and double-error
detection (SEC-DED) by adding one overall parity bit [20].

Although ECCs are well-established techniques for improving runtime reliability [21], they achieve
this protection by introducing redundant parity bits. For a codeword of length n protecting k information
bits, the additional storage cost is n — k bits, corresponding to a memory overhead ratio of (n — k)/k. This
overhead is especially important for HDC systems, where CHVs can dominate memory usage. Therefore,
applying ECCs to HDC memory requires a careful trade-off between reliability improvement and memory

efficiency.
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Normal classification

HDC model
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Figure 2.2.: Overview of OOD detection in an HDC-based classifier.

2.2.2. Out-of-Distribution Data

Most supervised machine-learning models are trained under the assumption that training and test samples
are drawn from the same underlying distribution. In real-world deployments, this assumption is often
violated. During operation, especially in edge and safety-critical systems, a model may encounter inputs
that differ substantially from the data observed during training [22, 23]. These inputs are referred to as
Out-of-Distribution (OOD) samples, as illustrated in Figure 2.2.

If OOD samples are not detected, the model is still forced to assign them to one of the known training
classes, even though they may not belong to the learned data distribution. This can cause a silent failure:
the system produces an incorrect prediction without indicating uncertainty. Such behavior is particularly
problematic in safety-critical applications such as medical diagnosis, autonomous driving, and industrial
monitoring, where an incorrect but confident decision can have severe consequences.

Out-of-Distribution (OOD) detection addresses this problem by allowing a model to recognize when
an input lies outside its domain of competence. Once such an input is detected, the system can reject the
prediction, activate a fallback mechanism, request additional sensing, or defer the decision to a human
operator. This capability is important in open-world environments, where it is impossible to anticipate
all possible input variations during training. Because the space of possible OOD samples is effectively
unbounded, explicitly training on every anomaly is infeasible. Instead, OOD detection aims to distinguish
Identifier (ID) samples from unknown inputs using information such as confidence scores, distances in
representation space, uncertainty estimates, or similarity measures.

For edge devices, OOD detection is not only a model-reliability problem but also a hardware-design
problem. Edge devices may not be able to use large auxiliary models, repeated inference, gradient-based
preprocessing, or cloud-based fallback mechanisms. Therefore, an OOD detector for edge deployment
must be lightweight enough to operate alongside the main classifier while still providing useful information
about prediction trustworthiness.

Existing OOD detection methods for Neural Networks (NNs) commonly apply a scoring function
to internal model quantities such as softmax probabilities, logits, pre-softmax activations, or feature

representations [24—27]. Other methods modify the training procedure or use additional learning-based
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components to improve OOD separability [28—-30]. These approaches have been effective in neural-
network settings, but many of them assume access to activations, logits, gradients, or training procedures
that are not directly available or desirable in a lightweight HDC hardware implementation.

The maximum softmax probability baseline detects OOD samples using the largest class probability
produced by a neural network; samples with low maximum probabilities are treated as less reliable and
may be flagged as OOD [24]. A related approach uses the maximum logit value before the softmax
layer, where lower maximum logits may indicate that the input is less compatible with the learned
classes [25]. Entropy-based methods measure the uncertainty of the output probability distribution, with
higher entropy indicating greater uncertainty [26]. Energy-based methods replace softmax confidence
with an energy score, where ID samples are expected to have lower energy and OOD samples higher
energy [27]. ODIN [22] further improves softmax-based detection by applying temperature scaling and a
small input perturbation to increase separation between ID and OOD score distributions.

Although these methods provide useful baselines, their computational assumptions are not always
compatible with constrained edge hardware and they are not specifically designed for HDC. This thesis
therefore investigates a lightweight, ML-free OOD detection mechanism for HDC. Instead of introducing
an auxiliary model or additional neural-network-style computations, the proposed method uses similarity
information already produced during HDC associative search. To the best of our knowledge, only limited
prior work has explored OOD detection directly within lightweight HDC classifiers using only the
classifier’s native similarity scores. The goal is to improve robustness to distributional shift and support
safer runtime behavior while preserving the low-memory and low-computation properties required for

edge deployment.

2.3. Related Work

This section reviews prior work on HDC with emphasis on the research directions most relevant to
this thesis. Existing studies are grouped into three areas: methods that improve classification accuracy,
hardware-oriented designs that reduce implementation cost, and robustness techniques that address
memory faults, adversarial behavior, and runtime uncertainty. This organization clarifies how prior work
improves either model quality or implementation efficiency, and it provides the basis for positioning the

proposed edge-oriented and reliability-aware HDC design.

2.3.1. Accuracy-Oriented Training and Encoding Methods

The classification accuracy of HDC models is strongly affected by the hypervector dimension, the
encoding scheme, and the training procedure used to construct CHVs. A direct way to improve accuracy
is to increase the hypervector dimension. However, larger dimensions also increase memory consumption,

arithmetic cost, and hardware complexity [31]. Therefore, several studies have focused on improving the
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learning rule or adapting the encoder so that higher accuracy can be achieved without relying only on
larger hypervectors.

OnlineHD [32] improves the baseline HDC learning procedure by introducing an adaptive online training
strategy. In conventional single-pass HDC training, all encoded samples are uniformly accumulated into
their corresponding CHVs. This can lead to model saturation, where frequent patterns dominate the class
representation and reduce the influence of less frequent but informative samples. OnlineHD addresses
this issue by updating the CHVs according to the similarity between the encoded sample and the current
model.

For a sample hypervector HV; with true class y; and incorrectly predicted class gj;, OnlineHD updates

the corresponding CHVs as follows:

Cy, < Cy, +1n (1 - p(HV;,Cy,)) HV;, (2.6)
Cy — Cy, —n (1 - p(HV,, Cy,)) HV;, 2.7)

where 7 is the learning rate and p(-, -) denotes cosine similarity:

A-B

(A,B) = .
p NI

(2.8)

By using similarity-aware updates, OnlineHD provides a compromise between the efficiency of single-pass
HDC training and the higher accuracy of iterative retraining methods. However, this improvement
introduces additional arithmetic compared with simple binary accumulation.

RefineHD [33] extends this idea by using a more selective update mechanism that considers both the
similarity between the sample and its CHV and the relationship between the top competing classes. For
a misclassified sample, RefineHD defines a weighting factor based on the similarities of the two most

similar classes:

Wi =1 = prop1 — Prop2s (2.9)

where prop1 and pyop2 denote the similarities to the two most similar CHVs. The CHVs are then updated

as

Cy, « Cy, + (1 - p(HV;, Cy,)) w;HV;, (2.10)
Cy, < Cy, — (1= p(HV;,Cy,)) w;HV;. (2.11)

This top-2-aware weighting allows RefineHD to incorporate inter-class relationships during learning. It
also selectively updates correctly classified samples when their similarity to the corresponding class is
not sufficiently high. As a result, RefineHD can preserve informative patterns while reducing unnecessary
accumulation of redundant samples. The cost of this selectivity is additional similarity evaluation and

control complexity.
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DistHD [34] improves HDC accuracy from a different perspective by making the encoder learner-aware.
While OnlineHD and RefineHD mainly modify the CHV update rule, DistHD adapts the representation
space itself. Conventional HDC methods typically use static encoders that remain unchanged after
initialization. In contrast, DistHD identifies hypervector dimensions that negatively affect classification
and regenerates them during learning.

The main idea of DistHD is based on top-2 classification and dimension regeneration. For each training
sample, the two most similar CHVs are identified using cosine similarity. The method then analyzes
dimensions that contribute to confusion between the correct and competing classes. Dimensions that are
closer to the incorrect class than to the true class are considered misleading and are regenerated using
newly sampled random projections. This allows the encoder to evolve with the model and can improve
the quality of the hyperdimensional representation. However, this benefit requires iterative refinement
and encoder updates, which complicate direct deployment in simple hardware datapaths.

Overall, OnlineHD, RefineHD, and DistHD improve HDC accuracy through complementary mech-
anisms. OnlineHD and RefineHD modify the CHV update rule to reduce saturation and preserve
informative samples, whereas DistHD adapts the encoder itself to improve representation quality. These
methods demonstrate that both training and encoding have a direct effect on class separability.

However, these accuracy gains usually come with implementation costs. Compared with baseline
binary HDC, which mainly relies on XOR, accumulation, and Hamming-distance comparison, adaptive
and retraining-based methods may require multi-bit CHVs, weighted updates, cosine-similarity compu-
tation, iterative refinement, or encoder regeneration. These operations increase arithmetic complexity,
memory usage, and control overhead. Therefore, although these methods are effective for improving
accuracy, they are not always aligned with the strict area, power, and memory constraints of edge-device

implementations.

2.3.2. Hardware-Efficient HDC Implementations

HDC is well suited for hardware acceleration because its core operations, including binding, bundling,
and associative search, are highly parallel and can often be implemented using low-precision arithmetic or
bitwise logic. However, practical HDC accelerators are frequently limited by the encoding stage, where
low-dimensional input features are projected into high-dimensional hypervectors. Existing hardware-
oriented work therefore focuses on reducing encoding cost, improving memory efficiency, exploiting
parallelism, or moving computation closer to memory.

FPGA-based HDC accelerators are one of the most active implementation directions because they can
exploit dimension-wise parallelism while allowing architectural customization. F5-HD [35] automates
the generation of FPGA-based HDC accelerators. Instead of requiring manual RTL design, F5-HD
generates synthesizable Verilog from high-level application and hardware parameters. The framework

supports training, retraining, and inference, and explores different HDC precisions, including fixed-point,
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power-of-two, and binary models. Although such automation improves design productivity, the generated
architecture may not always be optimal for the strictest edge-device constraints.

Another line of FPGA work reduces the cost of encoding and similarity search. Salamat et al. [36]
observe that consecutive inputs and CHVs often share intermediate computations and exploit this reuse to
reduce both encoding and associative-search complexity. BRIC [15] focuses on improving the efficiency
of random projection encoding. Unlike conventional random projection methods that may require dense
matrix operations and irregular memory access, BRIC introduces a locality-based random projection
with a predictable memory access pattern. Given an input feature vector, each hypervector dimension in

BRIC is computed using a local N-gram window followed by a sign function:

N-1
hi = sign (Z(; ﬁ+jp,-+,-) : (2.12)
i=
where f;. ; denotes an input feature and p;. ; denotes the corresponding projection value. This locality-based
formulation enables computation reuse and avoids irregular access to a large random projection matrix.
Furthermore, BRIC operates in the binary domain, allowing training and inference to be implemented
using lightweight operations.

Shear [37] is an algorithm-hardware co-design framework that improves HDC efficiency, especially
in the encoding stage. It introduces approximate encoding techniques that exploit the error resilience
of HDC representations to reduce hardware resource usage, such as LUT consumption, with limited
accuracy loss. Shear also provides a parallel FPGA architecture and a supporting software framework
for training with these approximations. This shows that controlled approximation can be useful in HDC
hardware, but the resulting design still depends on the selected approximation strategy and target accuracy
loss.

LookHD [38] redesigns permutation-based encoding to reduce the dominant cost of conventional
HDC implementations. Traditional permutation operates over full high-dimensional hypervectors, which
can lead to high power consumption and long latency. LookHD partitions the input feature vector into
smaller chunks and encodes each chunk independently. It precomputes and stores all possible encoded
chunk hypervectors, reducing encoding to indexed codebook access rather than repeated hypervector
generation or rotation. This improves runtime efficiency, but shifts part of the cost to memory storage for
the codebooks.

HD2FPGA [39] presents an end-to-end FPGA-based framework using HLS for random projection
encoding. It reduces the hardware cost of encoding by decomposing the computation into smaller chunks
rather than processing full high-dimensional vectors in a single cycle. The design uses a sliding-window
approach in which only a subset of features and hypervector dimensions (C features X R dimensions)
is processed per cycle. This allows the encoder to accumulate partial results over multiple cycles,

reducing the need for wide parallel datapaths and large combinational logic. The resulting architecture
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is time-multiplexed and pipelined, which improves scalability across FPGAs with different resource
constraints.

SupportHDC [40] improves hardware efficiency by using sparse ternary hypervectors instead of dense
binary hypervectors. The framework generates hypervectors with values in {—1, 0, +1} through a tunable
thresholding mechanism, allowing designers to trade accuracy for sparsity and reduced hardware cost.
From a hardware perspective, sparsity is beneficial because operations involving zero-valued dimensions
can be skipped, reducing switching activity, memory accesses, and energy consumption. SupportHDC
therefore shows that controlled sparsity can serve as a practical design parameter for low-power HDC
implementations.

FACH [41] reduces the computational cost of FPGA-based multi-bit HDC inference by simplifying
similarity computation between query and CHVs. Realistic classification tasks may require non-binary
CHYVs to preserve accuracy, but comparing such hypervectors can involve costly dot-product or cosine-
similarity operations. FACH clusters the values of each CHV into a small set of representative centroids.
During inference, query dimensions associated with the same centroid are accumulated first, and only the
accumulated result is multiplied by the centroid. This reduces the number of multiplications from the
hypervector dimension to the number of centroids.

ASIC-based HDC designs have also been proposed for low-power edge and Iol systems. Tiny-
HDC [42] implements random projection encoding in a dedicated ASIC architecture and targets datapath
simplification for energy-constrained devices. Datta et al. [43] demonstrate programmable low-power
HDC architectures for edge and IoT workloads. Although these works are not FPGA implementations,
they provide useful architectural insights: efficient HDC hardware benefits from shallow datapaths,
bit-level parallelism, compact associative memory, and configurable support for different hypervector
dimensions and class counts.

In-Memory Computing (IMC) is another important direction because many HDC operations are
dominated by memory-resident vector processing. In conventional von Neumann architectures, repeatedly
moving high-dimensional hypervectors between memory and compute units can dominate both energy
and latency. IMC architectures address this bottleneck by performing operations such as encoding and
binding inside or near the memory array.

HDC-IM [44] maps HDC operations to Resistive Random Access Memory (ReRAM) crossbars
and introduces block encoding and mapping to handle long hypervectors efficiently. The work also
studies ReRAM stuck-at faults and shows that HDC can maintain better accuracy than ReRAM-based
neural-network accelerators under device faults.

Device-level IMC implementations have also been explored. Li et al. [45] investigate HDC kernels
based on 3D vertical ReRAM, showing how multiply-add-permute-style operations can be supported
by emerging memory structures. Kazemi et al. [46] explore FeFET-based IMC and demonstrate
multi-bit content-addressable memory operations for HDC, aiming to preserve software-level accuracy

while reducing energy and latency. These works show that HDC can benefit from emerging memory
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technologies, but they also require careful mapping between the algorithm and the physical memory
structure.

Recent work has identified mapping inefficiencies between HDC algorithms and realistic IMC arrays.
MEMHD [47] shows that conventional HDC associative memory, where each class is represented by a
single high-dimensional prototype, can poorly utilize fixed-size IMC arrays and require many computation
cycles. To address this issue, MEMHD proposes a multi-centroid associative memory that better matches
the dimensions and column structure of IMC arrays. This result highlights that IMC-based HDC often
requires algorithm-architecture co-design rather than only circuit-level acceleration.

Overall, FPGA-, ASIC-, and IMC-based HDC implementations show that hardware efficiency depends
on architectural parallelism, memory organization, and algorithm-hardware co-design. The most effective
designs reduce memory traffic, simplify encoding, exploit binary or low-precision operations, and adapt
the dataflow to the structure of HDC computations. However, important limitations remain. Encoding
may still require stored projection parameters, codebooks, or permutation hardware. Permutation can
be costly in terms of routing, latency, and power. Automated frameworks based on HLS or broad
design-space exploration improve usability, but they may not produce the smallest or most efficient
architecture for a fixed edge target. Some designs also depend on DSP blocks or nontrivial arithmetic for
encoding or similarity computation, which can limit their suitability for highly constrained devices.

This thesis targets this gap by developing an edge-oriented HDC design that reduces encoder memory
and avoids expensive permutation structures. Unlike approaches that rely on stored encoder parameters,
large projection memories, or codebooks, the proposed encoder removes the memory block from the
encoding stage. The thesis further develops an end-to-end framework that connects an open-source
PyTorch-based training library [48] to FPGA implementation files, allowing a trained HDC model
to be translated into hardware. By combining pipelining and resource sharing, the proposed design
aims to reduce memory cost and hardware complexity while preserving suitability for constrained edge

deployment.

2.3.3. Robustness and Reliability in HDC

For edge deployment, hardware efficiency alone is not sufficient. The deployed system must also
remain dependable under memory faults, device variation, noisy inputs, and distributional shift. This is
particularly important for edge systems, which often operate in uncontrolled environments and have limited
opportunities for maintenance, recalibration, or cloud-based correction [49]. Reliability mechanisms must
therefore fit within the same memory, power, and computation constraints that motivate hardware-oriented
HDC in the first place.

A major advantage of HDC is its natural tolerance to noise and component-level perturbations, which
comes from the distributed and holographic nature of high-dimensional representations [14]. However,

this intrinsic robustness is not sufficient under stronger fault models, adversarial perturbations, or
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input-distribution shifts. Recent work has therefore introduced explicit algorithm-level mechanisms for
improving HDC reliability beyond the redundancy provided by high-dimensional representation alone.

One line of work improves robustness by increasing hypervector separability. HyperMetric [50]
identifies the Hamming-distance margin between CHVs as a source of error resilience and uses metric
learning to enlarge this margin. Instead of relying on hardware redundancy, HyperMetric optimizes the
encoding and training process so that samples from the same class remain close while samples from
different classes are pushed farther apart. This improves robustness through better class separation, but it
also introduces an additional optimization objective.

A related group of studies focuses on hardware-induced errors, especially faults in associative memory.
Zhang et al. [51] systematically evaluate how bit errors in associative memory affect HDC accuracy
under different dimensions, data widths, datasets, and error rates. Although this work is mainly a
characterization study, it also explores low-cost masking of corrupted bits, showing that algorithm-aware
error masking can improve reliability without full hardware redundancy. Iwasaki et al. [52] address
permanent faults in memristor-based HDC inference accelerators by computing checksums for CHVs
and using redundancy to replace faulty memory regions.

ScaleHD [53] improves fault tolerance by scaling and clamping the elements of CHVs. The method
focuses on associative memory because stored CHVs are directly used during inference and are therefore
vulnerable to memory faults. By keeping CHV elements within a controlled range, ScaleHD reduces
the impact of individual bit-flip errors and makes the representation more uniformly resilient across
dimensions.

DependableHD [54] improves resilience by injecting noise during training and increasing decision
margins, helping inference remain stable under memory failures. More recently, Mejri et al. [55]
proposed checksum hypervector encoding and cross-hypervector clustering to detect and suppress
corrupted dimensions in CHV memory during inference. In this case, robustness is improved at the
inference-algorithm level by removing unreliable hypervector components from similarity computation
instead of correcting faults only at the circuit level.

DeeperHD [56] improves error resilience by integrating a DNN-based feature extractor before the
HDC encoding stage. Convolutional and pooling layers produce features that are then processed by the
HDC module. Although this can improve robustness and accuracy, it also increases model complexity.
Moreover, faults in the neural feature extractor can propagate to the HDC stage and affect the final
prediction.

ConformalHDC [57] addresses reliability from the perspective of uncertainty-aware prediction and
abstention. Instead of always assigning an input to the most similar class, the method converts similarity
values into a nonconformity score that reflects both the absolute similarity to a candidate class and the
relative separation from competing classes. A calibration set is then used to determine an acceptance

threshold. Inputs that do not conform to the calibrated decision region, including ambiguous samples,
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outliers, adversarial perturbations, or OOD inputs, can be rejected rather than forced into an unreliable
prediction.

Robustness has also been studied under adversarial and poisoning attacks. Yang and Ren [58] showed
that HDC classifiers can be vulnerable to small adversarial perturbations despite their tolerance to random
bit errors. Later work developed more systematic testing and defense frameworks. TestHD [59] generates
adversarial samples for HDC models and uses them to improve adversarial robustness through adversarial
retraining. PoisonHD [60] studies data-poisoning attacks that exploit the structure of HDC associative
memory and proposes HDC-based data sanitization to recover classification accuracy.

A separate line of work uses HDC as a reliability mechanism for other machine-learning models.
HyperDUM [61] applies HDC to uncertainty quantification in multimodal learning systems. Rather than
estimating uncertainty only at the final output, HyperDUM projects latent features into hyperdimensional
prototypes and estimates feature-level epistemic uncertainty from the similarity between a query
hypervector and the selected class or prototype hypervector. Other studies use HDC for OOD detection
in neural networks. Wilson et al. [62] and Daniels et al. [63] project internal feature-map values from
multiple layers of a neural network into hypervector space and detect OOD inputs by measuring their
distance from pretrained hypervector representations.

Overall, algorithm-level robustness work in HDC can be grouped into three directions. The first
direction improves class separation through robust training, retraining, or metric learning. The second
direction mitigates hardware faults through error-aware inference, masking, checksums, or redundancy.
The third direction evaluates prediction trustworthiness through uncertainty estimation, abstention,
or OOD detection. These methods show that HDC reliability can be improved beyond its inherent
high-dimensional redundancy.

However, a gap remains between reliable HDC algorithms and hardware-efficient HDC implementations.
Robust training and retraining methods can improve tolerance to noise, but they do not directly detect,
localize, or mitigate hardware faults that occur after deployment. Checksum-based methods and
redundancy improve fault coverage, but they require extra storage and control logic. CNN-assisted
methods improve feature quality, but they increase model size and computation. Adversarial retraining,
calibration-based abstention, and complex uncertainty-aware inference can increase training cost or
runtime overhead. Margin-enhancement methods may also require additional optimization steps or
nontrivial arithmetic. These costs are difficult to justify in tightly constrained edge deployments.

This thesis addresses the unresolved intersection between hardware-efficient HDC and lightweight
runtime reliability. The proposed techniques are designed to detect or mitigate memory faults and assess
whether the deployed model remains functional and trustworthy, while avoiding costly redundancy, neural
feature extractors, and complex runtime algorithms. The central objective is to improve reliability within
the native HDC inference flow, reusing existing similarity information and lightweight hardware structures

wherever possible. This approach is especially important for edge systems, where reliability must be
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improved under strict memory, power, and computation constraints rather than by adding large correction

mechanisms.

2.4. Experimental Setup

This section summarizes the experimental methodology used throughout the thesis. Chapter-specific
settings are reported in the corresponding evaluation sections only when they differ from the common
setup described here.

FPGA-based evaluations are conducted on the AMD Xilinx PYNQ-Z2 platform. For larger hypervector
dimensions, the AMD Xilinx ZCU104 platform is also used when the target design exceeds the resource
capacity of the PYNQ-Z2 board. Hardware utilization, timing, and power are reported after synthesis and
implementation using Vivado 2022.2. The reported hardware metrics include look-up tables (LUTSs),
flip-flops/registers (FFs), block RAMs (BRAMs), digital signal processing blocks (DSPs), maximum
operating frequency, power consumption, throughput, and latency, when applicable.

Software-level evaluations use publicly available benchmark datasets for image classification, speech
recognition, human activity recognition, biomedical sensing, and medical image classification. The
datasets used in this thesis are summarized in Table 2.3. Depending on the experiment, the evaluated
datasets include MNIST [64], Fashion-MNIST, CIFAR-10 [65], CIFAR-3, CIFAR-100 [66], ISOLET [67],
UCI-HAR [68], EMG-Hand [69], Cardiotocography [70], MedMNIST [71], and MNIST-C [72]. CIFAR-3
refers to the first three classes of CIFAR-10. Unless otherwise specified, standard training and test splits
are used. Dataset-specific preprocessing and chapter-specific dataset selections are described in the
corresponding chapters only when they differ from standard benchmark usage.

Table 2.3 presents the application domain, data type, number of classes, and the number of training
and test samples for the main benchmark datasets. For the Cardiotocography dataset, the original class
distribution is highly imbalanced; therefore, resampling techniques [73] are applied to balance the classes
before training and evaluation. For MedMNIST, PneumoniaMNIST is used as a binary classification task
to distinguish between normal and pneumonia chest X-ray images.

For HDC model evaluation, the main configuration parameters are the hypervector dimension D, the
quantization level or bit precision Q, the encoding method, the similarity metric, and the training method.
The evaluated encodings include base-level encoding and random projection encoding. The training
methods include one-shot HDC training and OnlineHD when iterative retraining is required. For binary
or bipolar HDC models, Hamming distance-based similarity is used. For full-precision models, dot
product and cosine similarity are considered where relevant.

For reliability experiments, transient faults are modeled by randomly flipping bits in the target HDC
memory structures, primarily the CHV memory and, when necessary, the encoder memories. Unless
otherwise specified, injected faults are distributed uniformly across the selected memory region. Because
fault injection is stochastic, Monte Carlo simulations are used, and reported results are averaged over

multiple independent runs with different random seeds. Chapter-specific fault probabilities, accuracy
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Table 2.3.: Dataset descriptions

Name Subject Area Characteristics #Classes  #Samples
MNIST [64] Computer Vision Image 10 60000 / 10000
Fashion-MNIST Computer Vision Image 10 60000 / 10000
CIFAR-10 [65] Computer Vision Image 10 50000 / 10000
CIFAR-3 [65] Computer Vision Image 3 chapter-specific
CIFAR-100 [66] Computer Vision Image 100 50000 / 10000
UCI-HAR [68] Activity Sensing Time-Series 6 7352 /2947
ISOLET [67] Audio Recognition ~ Time-Series 26 7797 /1559
EMG-Hand [69] Biomedical Sensing  Time-Series 8 21000 /9000
Cardiotocography [70] Biomedical Sensing Multivariate 3 3699 /532
PneumoniaMNIST [71] Medical Imaging Image 2 4708 / 624
MNIST-C [72] Computer Vision Corrupted image 10  chapter-specific

drop targets, numbers of runs, window sizes, and detection thresholds are provided in the corresponding
experimental sections.

For out-of-distribution (OOD) and uncertainty detection experiments, thresholds are calibrated using
in-distribution training or validation samples and then evaluated on unseen in-distribution and out-of-
distribution samples. Unless otherwise specified, the reported detection results are obtained without
retraining the HDC model or adding auxiliary learning-based detectors.

Unless explicitly stated otherwise, experiments in the contribution chapters use the proposed HDC-
to-FPGA mapping framework introduced in chapter 3. Software training and model generation are
performed using TorchHD [48], while hardware implementations are generated from configurable RTL
modules. The generated hardware includes the HDC accelerator, the CHV memory, and, depending on
the experiment, the corresponding reliability, fault-correction, OOD-detection, or uncertainty-detection

module.
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3. End-to-End HDC Framework

This chapter presents the first contribution of this thesis: an end-to-end HDC framework for efficient
FPGA-based edge deployment. It addresses the encoder-memory bottleneck of conventional HDC
implementations by introducing On-the-Fly Generation Encoder (OTFGEncoder), which generates the
required encoding hypervectors on-the-fly instead of storing large ID-level and base-hypervector memories.
The proposed framework links software-level HDC training to configurable FPGA implementation and is
evaluated in terms of accuracy, resource utilization, power consumption, throughput, and comparison

with neural network accelerators [1-3].

3.1. Motivation and Problem Definition

In many edge-intelligence applications, data must be processed where it is produced. Sending every
measurement to a remote server is often not acceptable due to latency, energy, bandwidth, and privacy
constraints. This is especially true for small IoT nodes, wearable devices, and embedded sensing
platforms, where decisions must be made locally and within a limited power budget. However, these
platforms provide only restricted memory, logic resources, and computational capability. As a result,
deploying conventional neural-network models on such devices remains difficult, even when the models
are compressed or quantized.

HDC is a promising alternative for this class of systems. Its operations are simple, highly parallel, and
well matched to digital hardware. During inference, an input sample is encoded into a high-dimensional
query hypervector, denoted as QHV. This QHV is then compared with the stored CHVs, and the class
with the highest similarity is selected as the output. Since this process mainly relies on operations
such as binding and bundling HDC can avoid the costly multiply-accumulate operations that dominate
neural-network accelerators.

Despite these advantages, efficient HDC deployment on edge hardware remains limited by the encoding
stage. The encoder maps input features into the high-dimensional space, and its implementation can
dominate the memory footprint, logic utilization, and latency of the accelerator. Existing encoding
methods address this problem only partially. Random projection requires projection parameters and
matrix operations. Base-level encoding is simple and hardware friendly, but it stores both ID-level and
Base Hypervector (BHV) memories. Permutation-based encoding reduces some memory requirements,

but introduces permutation logic, such as barrel shifters, which can increase area, routing complexity, and
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delay. As summarized in Table 2.2, these methods still impose a significant cost on small FPGA-based
edge platforms.

The key observation is that HDC remains lightweight only if the encoding stage is also lightweight.
Otherwise, the cost saved in the classifier is simply shifted to large encoding memories or complex
datapaths. Therefore, this chapter addresses the encoder as a primary hardware bottleneck and aims to
reduce its cost without sacrificing accuracy or the simplicity of HDC inference.

To address this issue, this chapter introduces the On-the-Fly Generation Encoder (OTFGEncoder).
The main idea is to remove the stored ID-level and BHV matrices from the encoder and generate their
corresponding hypervectors directly in hardware during inference. This approach replaces repeated
memory access with deterministic, lightweight generation logic. As a result, the encoder becomes less
dependent on on-chip memory and scales more efficiently with the hypervector dimension.

Building on OTFGEncoder, this chapter proposes an end-to-end framework, called E*HDC, that
connects software-level HDC training to FPGA hardware generation. The framework uses a configurable
pipelined architecture with parameters that can be adjusted based on the available hardware budget. This
allows trained HDC models to be translated into FPGA accelerators through a practical, reproducible,
and hardware-aware process.

By solving the encoding-memory bottleneck, this chapter provides the hardware foundation for the
rest of the thesis. It shows that HDC can be implemented as a complete edge accelerator, not only as an

efficient classifier.

3.2. OTFGEncoder: Memory to Logic

OTFGEncoder applies a memory-to-logic transformation to the base-level encoding approach. This
encoding scheme is selected because it relies on simple operations and is therefore well suited to efficient
hardware implementation. In conventional base-level encoding, the value of each input feature indexes
the ID-level matrix, while the position of the feature indexes the BHV matrix, as illustrated in Fig. 3.1.
The two selected hypervectors are bound using XOR/XNOR operations, and the results for all features
are bundled to form the QHV. The proposed method preserves this encoding behavior but replaces the

ID-level and BHV memories with low-overhead generator circuits.

3.2.1. ID-level Generation

The ID-level matrix represents the possible values of an input feature in hyperdimensional space. In
many HDC applications, the original input features are numerical values, such as sensor readings, pixel
intensities, or extracted signal features. Before encoding, these continuous or discrete values are typically
quantized into a finite number of levels. Each quantization level is then assigned a high-dimensional

hypervector from the ID-level matrix.
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Figure 3.1.: Base-level encoding in HDC. Each input feature selects an ID-level hypervector according to its quantized value and
a BHV according to its feature position. The selected hypervectors are bound and bundled to form the final QHV.

The most important property of the ID-level matrix is similarity preservation. Feature values that are
close to each other should be mapped to similar hypervectors, while values that are far apart should be
mapped to dissimilar hypervectors. This is important because many real-world classification tasks depend
on the relative distance between feature values. For example, two nearby sensor readings should not
produce completely unrelated representations. Instead, their corresponding hypervectors should have high
similarity, allowing the HDC model to preserve the structure of the original input space after encoding.

Therefore, neighboring levels in the ID-level matrix are designed to differ in only a limited number of
dimensions, while more distant levels differ in more dimensions. As a result, the ID-level matrix enables
a gradual transition from one value level to another, allowing the encoder to capture the magnitude of
each input feature and preserve meaningful relationships between values.

The standard size of the ID-level matrix is N X D, where N is the number of quantization levels and D
is the hypervector dimension. However, storing this matrix can introduce a significant memory overhead,
especially when either the number of quantization levels or the hypervector dimension increases.

To avoid storing the ID-level matrix, the proposed ID-Gen module generates level hypervectors at

runtime. For an input feature value x, where x € [0, N), the step size S is computed as

D
S=|=]|, 3.1
K a1
and the remaining dimensions are given by
R=D—(SXN). (3.2)
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Figure 3.2.: Memory-to-logic transformation used by the proposed OTFGEncoder. Instead of retrieving ID-level and BHV
hypervectors from stored matrices, the required encoding parameters are generated at runtime using lightweight deterministic
logic.

As depicted in the upper section of Figure 3.2, to generate the ID-level hypervector for a feature value
x, a binary sequence B is first formed in the N-level quantization space. This sequence contains x ones

followed by N — x zeros:

B=00...011...1. (3.3)
——

N-x x
B is then repeated S times, and the repeated bit groups are concatenated to form the main part of
the hypervector. Since D is not necessarily divisible by N, the remaining R dimensions are filled by
concatenating the first R bits of B to the generated sequence. Therefore, the final ID-level hypervector

ID, can be expressed as

ID, =B(R:0]BB...B (3.4)
—_—
R SXN
where B(R : 0] denotes the first R bits of B.
In this construction, the lowest feature value is represented by a sequence dominated by zeros, and the
number of ones increases as the feature value increases. Consequently, nearby scalar values produce
similar hypervectors, while distant scalar values produce more dissimilar hypervectors. This preserves

the similarity-preserving behavior needed for HDC classification without storing the ID-level matrix.

3.2.2. BHV Generation

The base-level matrix represents the identity or position of each input feature in the hyperdimensional
space. While the ID-level matrix encodes the value of a feature, the base-level matrix differentiates one

feature from another. Each row of the base-level matrix corresponds to a specific feature index in the input

32



3.2. OTFGEncoder: Memory to Logic

vector. For example, in an input vector with F features, the base-level matrix contains F feature-position
hypervectors of size D.

The most important property of the base-level matrix is near-orthogonality. Hypervectors assigned to
different feature positions should be nearly orthogonal, meaning that they should have very low similarity
to each other. This property ensures that different input features remain distinguishable after encoding.
Without this separation, values from different features could interfere with each other, making it difficult
for the classifier to learn meaningful class representations.

In binary HDC, near-orthogonality usually means that two BHV's have approximately half of their
bits different. This makes them statistically independent in the high-dimensional space. Because of
this independence, binding a value hypervector with different BHVs produces different representations,
even if the input values are the same. For example, if two input features have the same quantized value,
they will select the same ID-level hypervector. However, after binding with two different base-level
hypervectors, the resulting feature representations will still be distinct because each feature has its own
identity hypervector.

During encoding, the selected BHVs are bound with the corresponding ID-level hypervector, usually
using XOR or XNOR operations. The bound hypervectors from all features are then bundled together
to generate the final query hypervector. In this way, the base-level matrix prevents ambiguity between
features and allows the HDC model to combine value information and feature-position information in a
single high-dimensional representation.

The proposed BHV-Gen, shown in the lower section of Figure 3.2, replaces the BHV memory with
a cyclic digital circuit based on Linear Feedback Shift Register (LFSR) and Multiple Input Signature
Register (MISR) principles [74]. A conventional LFSR is a sequential circuit that shifts its internal state
and generates a single output bit at each clock cycle, while its new input bit is produced by a feedback
function of selected register values. This structure allows the circuit to generate long pseudo-random
bit sequences from configurable seeds. The feedback behavior of an LFSR can be described using a

characteristic polynomial, for example:

plx) = xP +xP3 4 40, (3.5)

A MISR-style structure extends this principle by accepting parallel inputs and maintaining a parallel

state representation. The proposed BHV-Gen combines these properties by using a chain of D registers,

whose current state forms one row of the BHV matrix. Through shifting and feedback, the generator

produces repeatable pseudo-random rows with low hardware overhead. A comparison between the LFSR,
MISR, and the proposed BHV-Gen is shown in Figure 3.3.

In this way, each row of the BHV memory is generated in one clock cycle instead of being read from

a stored memory array. This does not reduce the overall throughput compared with a conventional

memory-based design, because the complete BHV matrix cannot be accessed from memory in a single
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Figure 3.3.: Comparison of conventional LESR, MISR, and the proposed BHV-Gen structure. BHV-Gen combines feedback-
based pseudo-random generation with parallel state outputs, allowing BHV rows to be generated on-the-fly without storing the
entire matrix.

clock cycle either. Therefore, the generator-based approach preserves the sequential row-access behavior
required by the encoder while eliminating the need to store the full BHV matrix.

If higher parallelism is required, multiple BHV-Gen modules can be instantiated in parallel using
the same generator structure with different seeds. This enables several BHV rows to be generated
simultaneously, depending on the throughput and resource requirements of the target design. Empirical
exploration of generator configurations confirms that the LFSR-like construction provides suitable
orthogonality for HDC encoding while avoiding the power and area costs of storing and accessing
high-dimensional BHVs.

3.3. Generic HDC Architecture

To evaluate our proposed encoding scheme, we also introduce a generic HDC inference hardware
framework for FPGAs. This framework allows the deployment of different encoding schemes onto the
FPGA to easily evaluate the impact of the proposed Energy Efficient Encoding for Hyperdimensional
Computing (E*HDC) on resource utilization, power, and maximum frequency. The overview of the HDC
hardware architecture is shown in Figure 3.4, which consists of the typical two main stages: encoding and
classification. Our main objectives for the hardware architecture are reconfigurability and low resource
usage, without sacrificing throughput. This is achieved through highly flexible VHDL constructs and an
elaborate pipeline design as illustrated in Figure 3.4-b. The following subsections provide a thorough

explanation of each stage and their pipeline structure.
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Figure 3.4.: Overview of the proposed E>HDC accelerator architecture and execution pipeline. (a) The accelerator consists of an
on-the-fly encoding stage, CHV memory, parallel similarity computation units, and final classification logic. The ID-level and
BHYV generators replace stored encoding matrices and provide the hypervectors required for QHV generation. (b) The two-stage
pipeline overlaps encoding and classification so that, after one input sample is encoded, its QHV is classified while the next
input sample is processed by the encoder.

3.3.1. Encoding

During encoding, the dimension of the input is transformed into hyperspace, which is done feature by
feature in this architecture. During the bundling part of encoding, we generate an HV for each input feature
per clock cycle, which in this case of EXHDC is done with the constructs described in section 3.2.

In the bundling phase, the feature-dependent HVs are then fed directly into an array of sequential
PopCount modules. After iterating over all features in the input, the results of the PopCounts are binarized
and stored in the registers as the encoded QHYV for classification.

Thus, the encoding in our architecture requires F clock cycles, where F is the number of features in the
input vector. Note that the dimension size impacts resource utilization (as shown in subsection 3.3.3), but

not latency or throughput.

3.3.2. Classification

The classification stage consists of two parts, computing the similarities between QHV and CHVs, and
comparing the similarity values. The generated QHV from the encoding stage is now compared with all
pre-stored CHV's which is done with an array of XNORs and PopCounts for all classes simultaneously.
The results of the similarity calculations between QHV and CHVs are stored in registers and compared
one by one sequentially.

To improve the efficiency of our design, we design a two-stage pipeline, which means the classification
stage must be synchronized with the previous stage. The following subsection discusses the design of this

pipeline and the timing of the operations of the two stages.
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3.3.3. Pipeline

The proposed two-stage pipeline shown in Figure 3.4-b is adjusted based on the number of features (F).
In the encoding stage, the number of XNOR and sequential PopCount modules in the encoding part is
equal to the dimension size or D and they need to iterate feature size (F) times to cover all features of the
input. The rest of the pipeline is adjusted based on these two parameters as well. When all input features
are fully processed after F clock cycles, the QHV result is stored in a register file after encoding to be
processed by classification, and at the same time, the encoding module starts processing the next input
data in the queue.

To form a pipeline structure, the classification stage must operate in less than/equal to F clock cycles
to iterate over all elements of the current QHV before the next input is generated. Since the size of the
QHYV is usually much larger than the size of the features (F < D), the QHV must be divided into equal
segments of size indicated by E, where (E < F). Since all segments must operate simultaneously, it is
necessary to have multiple (M) XNORs and PopCounts for each class. A central controller controls all
operations for all classes and allows simultaneous access to different units of CHV with corresponding
pointers, as well as for the memory of CHV, and normally the last segment of CHV requires zero padding.
Therefore, to select the appropriate value for E, we must consider that E can be chosen between any power
of two numbers because of the memory segments and should be less than F, with a tradeoff between the
number of XNORs and PopCounts of each class (M) and the zero padding of the memory for the last

segment of the class memory QHV. In other words:

E=2"E<F,D<MXE. (3.6)

After counting the similarity of the segments independently, they are joined together using a tree of
sequential adders that are also pipelined and operate at the same level as the similarity count. Since the
number of classes is always smaller than the number of features (F), the similarity count can be performed

with a single sequential comparison.

3.3.4. Hardware Optimization

To improve the efficiency of the processing hardware in HDC, we investigate the possibility of eliminating
the calculations based on the classification nature in HDC. In HDC, the classification results do not
depend on exact similarity scores, but on the relative similarity of classes within the CHV by detecting
the most similar one. By considering the importance of relative scores over absolute scores in the
classification results, it becomes notable that certain elements within all CHVs have identical effects on
all categorization results.

For this purpose, an analysis of all CHVs is performed after training and quantization, and all their
comparable elements are retrieved based on their respective positions. Subsequently, the XOR+PopCount

operations associated with these elements are pruned from the encoding part of the architecture. As a
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Figure 3.5.: End-to-end software-hardware mapping flow of the proposed HDC framework. During the software training
phase, the ID-level and BHV representations are generated inside the Python library built on TorchHD. Based on the selected
implementation setup, the configuration generator exports the required CHV memory, LFSR settings, and HDC configuration
files to the hardware flow. These inputs are then used by the Xilinx toolchain to generate the FPGA implementation outputs,
including the bitstream and hardware handoft files.

result, they are no longer included in the generated QHV. At the same time, all these components are
also pruned from CHVs, resulting in the entire hardware functioning in a reduced dimension space. In
summary, we can identify the most important dimensions and perform computations only on them to
reduce the hardware, with no impact on the classification result and thus, ensure an efficient hardware

utilization.

3.4. End-to-end Software-Hardware Platform

An overview of the open-source end-to-end software-hardware flow is presented in Figure 3.5. This
flow is implemented for the Resource-Constrained Edge Hyperdimensional Computing (RCEHDC)
framework. The goal of the framework is to provide a configurable path from software-level HDC training
to hardware-level FPGA implementation, especially for resource-constrained edge and IoT devices.

The framework uses TorchHD [48] for software-level HDC training. After training, the CHVs are
extracted from the trained model and passed to the hardware-generation stage. Depending on the selected
operating mode, the framework either stores the encoder parameters in memory or generates the required
parameters for the on-the-fly encoder. If pruning is enabled, the framework applies dimension-pruning
analysis before generating the final hardware files. The remaining dimensions are then segmented
according to the selected segment size E, and the required ROM initialization files are generated.

The current version of the platform supports three main operating modes. The first mode is the

conventional base-level HDC implementation. In this mode, the encoder parameters are stored explicitly
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in memory. More specifically, the ID-level matrix and the BHV matrix are generated during the software
stage and then mapped to hardware memories. During inference, the encoder accesses these memories to
retrieve the required hypervectors. This mode follows the standard base-level encoding approach and
provides a reference implementation for comparison with the optimized designs.

The second mode supports the proposed OTFGEncoder. In this mode, the encoder parameters are not
stored as full matrices. Instead, the ID-level hypervectors and BHV hypervectors are generated on-the-fly
using lightweight hardware generators. This replaces the memory-based encoder with logic-based
generation modules and significantly reduces the memory footprint of the accelerator. As a result, the
design becomes more suitable for small FPGA devices where on-chip memory is limited.

The third mode adds dimension pruning to the generated hardware. This optimization can be applied
to both the conventional memory-based encoder and the proposed OTFGEncoder. After training, the
framework analyzes the generated CHVs and identifies dimensions that do not affect the final classification
decision. These ineffective dimensions are removed from the hardware implementation. Therefore, the
pruning stage reduces the size of the stored CHVs, the number of comparison operations, and the overall
hardware cost, while preserving the classification result.

All hardware modules are designed to be configurable using VHDL recursive and for-generate constructs.
Therefore, the same hardware description can be automatically specialized for different numbers of
features, hypervector dimension sizes, and number of classes. The top-level configuration is generated
from the feature size F, hypervector dimension D, number of classes, and segmentation parameter E.
This removes the need for manual modification of the hardware code when moving between datasets or
FPGA platforms. Finally, the generated VHDL files and memory initialization files are passed to the

FPGA vendor toolflow to synthesize the final accelerator and generate the bitstream.

3.5. Evaluation

In this section, we evaluate our proposed encoding technique and hardware design and compare it with

other state-of-the-art works in terms of accuracy and hardware consumption.

Table 3.1.: Impact on accuracy for different datasets.

Data set EHDC TorchHD HDCC [75]
Dimension Size 1000 1000 10240
MNIST 82.98% 82.66% 82.8%
ISOLET 85.18% 85.05% 84.8%
EMG 97.43% 98.88% 99.3%
GraphHD 89.47%  89.47% -
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Table 3.2.: Comparison of different encoding techniques with the proposed approach without additional hardware optimization.

Platform Dimension Encoding method LUT FF BRAM Power Freqmax
base-level [16] 10840 (20.37%) 20760 (19.51%) 56 (40.00%) 0.377 W 120 MHz
1000 Permutation [14] 20014 (37.62%) 20729 (19.48%) 28 (20.00%) 0.672W 70 MHz
E3HDC 12883 (24.21%) 21759 (20.45%) 0.00% 0.259 W 120 MHz
PYNQ-Z2 Prior work [76] 33010 (67.20%) 33224 (31.23%) 111.5(79.64%) 1.384 W 100 MHz
base-level [16] 21595 (40.59%) 41144 (38.66%) 112 (80.00%) 0.644 W 100 MHz
2000 Permutation [14] 40251 (75.65%) 41122 (38.64%) 56 (40.00%) 1.255W 50 MHz
E3HDC 26640 (50.07%) 43169 (40.57%) 0.00% 0.398 W 100 MHz
3000 E3HDC 44314 (83.29%) 64701 (60.80%) 0.00% 0.573 W 85 MHz
Zynq ZCU104 5000 E3HDC 68257 (29.63%) 158443 (34.38%) 0.00% 1474 W 100 MHz

Table 3.3.: Comparison of FINN binary neural-network accelerators with the sparse E*HDC implementation on PYNQ.

Dataset ML model Accuracy LUT FF BRAM Power Throughput Energy/data
E3HDC (30.6%), D = 1000 82.65% 10714 (20.13%) 18638 (17.51%) 0.00% 0.308 W 162K 1.90 1)

ISOLET 1D-CNN* (FINN) 84.35% 12230 (22.99%) 13023 (12.24%) 6.43% 1.527W 16.5K 92.55 pJ
SFC-max** (FINN) 89.99% 27684 (52.04%) 25756 (24.21%) 99.29% 2.704 W 609K 4435 pJ
SEC-fix** (FINN) 89.99% 13535 (25.44%) 18275 (17.18%) 25.17% 1.762 W 169K 10.396 pJ
E3HDC (64.8%), D = 1000 82.83% 5502 (10.34%) 12590 (11.83%) 0.00% 0.215W 127.5K 1.68 1J
2D-CNN* (FINN) 82.80% 9473 (17.81%) 11278 (10.60%) 1.79% 1.484 W 2990 0.49 mJ

MNIST  MLP-16-max** (FINN) 82.60% 22912 (43.07%) 24476 (23.00%) 1.07% 1.523 W 4.76M 0.32 pJ
MLP-16-fix** (FINN) 82.60% 8149 (15.32%) 10641 (10.00%) 1.79% 1.486 W 125K 11.888 pJ
SFC-max** (FINN) 97.87% 25223 (47.41%) 21657 (20.35%) 92.14% 2.648 W 645K 4.10 pJ
SEC-fix** (FINN) 97.87% 11600 (21.80%) 12952 (12.17%) 23.93% 1.680 W 125K 13.44 1)

* CNNs have three convolutional layers followed by a fully connected layer and the output layer. ** SFC and MLP-16 are
three-layer MLPs with 256 and 16 neurons in each layer, respectively.

3.5.1. Impact on Accuracy

To evaluate the impact of on-the-fly encoding on classification quality, the OTFGEncoder was integrated
into TorchHD and compared with baseline TorchHD and HDC models. Table 3.1 shows that the
proposed memoryless encoding maintains comparable accuracy across multiple datasets. In several
cases, it matches or slightly improves the baseline while using a much smaller dimension than some prior
implementations. The results indicate that the ID-level and BHV memories can be replaced by generator
logic with negligible impact on accuracy. This supports the central claim that HDC encoding parameters
do not need to be stored explicitly when they can be regenerated deterministically with suitable similarity

and orthogonality properties.

3.5.2. Hardware Resource Requirements

We implement the MNIST [64] dataset with various dimension sizes on the Xilinx PYNQ-Z2 FPGA
board, a relatively small FPGA-SoC platform. The number of levels in ID-level is set to 1000, and the

39



3. End-to-End HDC Framework

Figure 3.6.: FPGA floorplan of the proposed HDC accelerator on the PYNQ-Z2 platform, showing the placement of the HDC
design, interface logic, and debug infrastructure after implementation.

number of features is 784 (28%28). For comparison, we implement other approaches using base-level
encoding (as in [16]) and permutation (as in [14]) with the same hardware architecture described in
section 3.3. Unlike other state-of-the-art implementations [16, 42], where execution time increases with
dimension size, our hardware architecture operates independently of dimension size, and execution time
depends only on the feature size f, making the architecture suitable and scalable for large dimension
sizes. For example, for the MNIST dataset, where each input has 784 features, each output is generated
in 785 clock cycles. The floorplan of the HDC implementation on the PYNQ-Z2 FPGA is shown in
Figure 3.6.

In Table 3.2, the scalability of EHDC and the effectiveness of our encoding are compared to the
base-level and permutation encoding approaches. No pruning is used in any of the implementations. As
shown in Table 3.2, the BRAM utilization of our encoding technique is 0.0%, which makes the standard
base-level encoding approach inapplicable for larger dimensions. Although the memory consumption of
the permutation approach is half that of the standard base-level encoding, it uses many LUTs due to large
barrel shifter operations. This significantly affects both frequency and power consumption, making it
impossible to increase the dimension size on the PYNQ-Z2 FPGA board.

Our implementation can be deployed with twice the HV dimension of the others on the same FPGA
and consumes less power. The base-level approach requires memory and memory access, while the
permutation approach requires a large, power-hungry barrel shifter compared to the XOR and PopCount
operations used in our method. This result demonstrates the scalability of our design compared to other
techniques.

To further illustrate the scalability of the design, we implement higher dimension sizes on the Zynq Ultra-
Scale ZCU104 FPGA. The results demonstrate the efficiency and scalability of the proposed architecture,

even though this FPGA has higher static power, which leads to increased power consumption.
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Moreover, as shown in the last column of Table 3.2, replacing the memories used for storing BHV and
ID-level matrices with our proposed structures does not reduce the maximum frequency. In contrast, the
complex barrel shifters required for permutation [14] significantly affect the maximum frequency and,

consequently, the throughput.

3.5.3. Comparison with Neural Network FPGA Accelerators

Our goal in this work is to propose an efficient accelerator for HDC edge devices. For example, EHDC
uses 68% fewer LUTs, 7% fewer BRAMs (no BRAM in E°HDC), and is 2.17x faster than the binary
accelerator proposed in QuantHD [77]. To provide a comprehensive comparison, we also evaluate our
E*HDC accelerator against Convolutional Neural Network (CNN) and Multilayer Perceptron (MLP)
accelerators mapped to FPGAs. The accelerators are compiled with FINN [78], a publicly available
framework for compiling quantized NN accelerators from PyTorch models. We adjust the model
architectures to achieve accuracy similar to the HDC models, as shown in Table 3.3. Both CNNs have 3
convolutional layers, followed by a fully connected layer and an output layer. For ISOLET, we use 1D
convolution, while for MNIST, we use 2D convolution. Both CNN models are binary, with 1-bit weights
and activations. However, for ISOLET, 8-bit inputs are required to achieve the desired accuracy, while for
MNIST, inputs are also quantized to 1 bit. In addition to binary CNN, we train binary MLP models, SFC
as defined in [78], and MLP-16 for the MNIST and ISOLET datasets as two samples. SFC and MLP-16
are 3-layer MLP with 256 and 16 neurons in each layer, respectively. MLP-16 is a variant of SFC with
accuracy reduced to that of our accelerator. Here, SFC-max denotes an accelerator with a configuration,
so that the resource utilization is maximized, while SFC-fix is configured to have throughput similar to
our accelerator.

We prune the non-effective features in HDC models, which, for MNIST and ISOLET [67], are 64.8% and
30.6% of elements in the dimensions, respectively. To provide a comprehensive comparison, we consider
hardware utilization, power, throughput (number of inferences per second), and energy per inference for
each model on the PYNQ-Z2 FPGA running at 100 MHz. While the number of Flip-Flops (FFs) is higher
in our proposed E*HDC due to the memory required for CHV, E3HDC has lower resource utilization in
terms of LUT and BRAM compared to the CNN models. Most importantly, the power consumption for
HDC is about 5-7x lower, while the throughput is up to 9-42x higher, resulting in a significant reduction
in energy per input inference (48x to 291.6x lower). When compared to MLPs, only the MLP-16-max
achieves better power consumption, with a remarkable throughput of around 4.76 million inferences per
second. However, this comes at the cost of approximately 4x higher LUT and 2x higher FF utilization.
For the SFC-fix and MLP-16-fix, we observe much higher power consumption and increased resource
utilization, especially in BRAM for the SFC-fix, which requires 23.93% BRAM. Thus, we conclude that
the lower power consumption and high throughput make E*HDC much more suitable for edge devices

than a binary CNN or MLP with similar accuracy.

41



3. End-to-End HDC Framework

3.6. Conclusion

We propose a hardware-aware encoding technique for implementing HDC as a low-power design,
replacing memory storage and generating parameters on-the-fly to minimize both memory usage and
power consumption, thereby making the design more scalable. Furthermore, we eliminate ineffective
computation and hardware inference by pruning unnecessary features in the QHVs and CHVs without
sacrificing accuracy. This approach offers a significant improvement over current state-of-the-art
implementations, with negligible impact on classification accuracy. Additionally, we present an
automated end-to-end workflow, from training the HDC model in TorchHD to mapping the desired model
onto an FPGA. In future work, we aim to further improve accuracy by selecting optimized configuration

patterns for the LFSR strategy.
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This chapter presents a reliability-aware error-correction method for HDC accelerators. It focuses on faults
in CHV memory, which directly affect similarity computation during inference. Instead of uniformly
protecting the entire memory, the proposed method analyzes the fault sensitivity of different memory
regions and applies stronger protection only where it is most needed. This non-uniform strategy improves

fault resilience while reducing the memory and hardware overhead of conventional ECC protection [4].

4.1. Motivation and Problem Definition

The previous chapter established that Hyperdimensional Computing (HDC) can be efficiently mapped to
edge-oriented FPGA platforms by reducing encoder memory and using lightweight hardware structures.
This confirms the suitability of HDC for resource-constrained inference. However, efficient implementation
alone is not sufficient for practical deployment. Once an accelerator is small, fast, and energy efficient,
the next question is whether it can remain dependable under realistic hardware faults.

This reliability requirement is especially important because edge devices are increasingly used in
environments where incorrect decisions can have direct consequences, including wearable healthcare,
biomedical monitoring, autonomous sensing, and human-activity recognition [79]. In these applications,
the objective is not only to perform inference with low power and low latency, but also to maintain correct
behavior when the underlying hardware is affected by transient or permanent faults.

Although HDC is naturally tolerant to random perturbations, practical hardware implementations
remain vulnerable to memory faults. The previous chapter reduced this vulnerability on the encoder side
by eliminating stored encoding matrices and generating the required hypervectors on-the-fly. However,
the learned model still resides in the CHV memory, which is accessed directly during associative search.
Faults in this memory are particularly critical because every inference compares the QHV with the stored
class representations. Therefore, bit flips in CHV memory can alter similarity scores, disrupt the ranking
among classes, and potentially change the final prediction [51]. This makes CHV memory the main
remaining memory-related reliability bottleneck.

This challenge becomes more severe with technology scaling and voltage reduction. These techniques
are widely used to reduce energy consumption, but they also decrease noise margins and increase the
probability of soft errors, timing violations, and memory bit flips [80]. Consequently, the same design
pressures that motivate lightweight edge acceleration also increase the need for efficient protection

mechanisms.
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Figure 4.1.: Column-wise CHV and ECC memory layout for reliable HDC classification. Each memory column represents one
hypervector dimension across all classes, with the corresponding ECC codeword stored separately for runtime correction.

To integrate ECC into the CHV accelerator, the classification module must access the CHV memory
column-wise, as illustrated in Figure 4.1. This memory-access pattern is consistent with the proposed
architecture described in chapter 3.

A direct solution is to protect the entire CHV memory using conventional Error-Correcting Code (ECC).
However, uniform protection treats all memory locations as equally important, introducing unnecessary
storage and decoding overhead. This approach is poorly aligned with the design goal of edge HDC, where
reliability must be improved without compromising the low-memory and low-power advantages provided
by the accelerator.

The key observation in this chapter is that the CHV memory has non-uniform fault sensitivity. Faults in
some regions strongly affect the similarity computation and can change the predicted class, while faults
in other regions have little influence on the final decision. This means that uniform protection wastes
resources by treating all memory regions as equally critical. A more efficient approach is to allocate
error-protection resources based on the actual impact of each region on classification accuracy.

Based on this behavior, the proposed method groups CHV columns by their introduced sensitivity
metric (Hamming weight) and uses this grouping as a lightweight indicator of fault sensitivity. Sensitive
column groups are protected with stronger ECC, while less sensitive groups use lower-cost protection
or fault management. This avoids the cost of uniform full-memory protection while preserving the
classification accuracy under memory faults.

This selective strategy offers a practical balance between reliability and hardware efficiency. It
enhances the resilience of HDC inference while reducing the storage and hardware overhead associated
with conventional uniform ECC. Thus, the chapter extends the previously developed efficient hardware
implementation with reliability awareness, while preserving the lightweight design principles required

for edge deployment.
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Figure 4.2.: Overview of the proposed non-uniform ECC framework. Offline sensitivity analysis partitions CHV memory
into sensitive and less-sensitive regions, and the generated runtime hardware applies region-dependent protection during
classification.

4.2. Proposed Strategy

We propose an efficient non-uniform ECC framework optimized for binary/bipolar HDC models, as
shown in Figure 4.2. The core idea is to classify memory regions into Sensitive Regions (SR) and Less
Sensitive Regions (LSR) based on their susceptibility to faults. The approach selectively applies error
correction mechanisms to memory regions of CHVs based on their sensitivity to faults. We significantly
increase fault resilience by employing a non-uniform error correction strategy while minimizing hardware
and storage overhead. The framework comprises three primary elements: a detailed offline analysis
of fault sensitivity, ECC encoding process, and selective runtime integration of ECC within the HDC

environment.

4.2.1. Offline Fault Sensitivity Analysis

The basic organization of the CHV memory can be modeled as a C X D memory array, where C represents
the number of classes, and D denotes the size of each HV in CHV memory or the dimensionality of the
hyperdimensional space, where D > C. To validate our method, fault sensitivity analysis is performed
through extensive evaluation by Monte Carlo simulations for fault injection into the CHV memory. Faults

are randomly sampled from a uniform distribution prior to inference. We conducted 20 Monte Carlo
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Figure 4.3.: Fault sensitivity across different regions, distinguished by Column Hamming weight (CHw). The results show that
fault sensitivity decreases as the Hamming weight increases. In this example, the blue lines (CHw;o and CHwg) represent LSR,
while the red lines are located in SR.

simulations for different fault probabilities and reported the mean accuracy to evaluate the impact of these
faults.

The impact of each column on the final decision is 1/D. Therefore, due to the high dimensionality
of D, injecting faults into a single column (i.e., all elements of a one-dimensional index) has almost no
effect on accuracy. Therefore, the memory regions were expanded from individual memory columns to

groups of memory columns defined by the columns’ Hamming weight as follows:

CHwg = {j | ZC]CHV(i,j) =k, forje{12...,D}}.
i=1
Here, CHwy, represents the set of columns with Hamming weight sums equal to k.

We evaluated the fault sensitivity of CHwyg across various dimension sizes, encoding schemes,
and datasets. As an illustrative example, Figure 4.3 presents the accuracy degradation ratio for
various CHw categories using the MNIST benchmark dataset based on the probability of faults
(Fault_probability = #Faults/#bits_in_CHV'). The results confirm that the fault sensitivity in CHV
memory correlates strongly with the Hamming weights of the columns in the CHV memory array: Higher
Hamming weights lead to a lower impact on accuracy degradation, indicating that these regions are less
sensitive to errors.

Based on this observation, we hypothesize that Hamming weight is an effective metric for evaluating
fault sensitivity in HDC and its impact on inference accuracy. Based on an experimental analysis on
various datasets and across various encoding schemes and dimension sizes, we show that using Hamming
weight as an alternative to traditional Monte Carlo simulations is a computationally efficient approach
that significantly reduces the time required for fault analysis. This finding highlights the potential of
Hamming weight as an effective metric for fault sensitivity analysis without performing time-consuming
fault simulations when changing parameters such as encoding scheme, dimension size, or dataset. Based
on sensitivity classification, the framework assigns regions to two levels of error correction/detection:

Sensitive Regions (SR) and Less Sensitive Regions (LSR).
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Figure 4.4.: Impact of CHV memory faults on classification accuracy when faults are injected into sensitive (SR) and less-sensitive
regions (LSR). The comparison motivates selective protection instead of uniform correction across the full memory.
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Figure 4.5.: Architecture and FPGA implementation of the proposed non-uniform ECC scheme. Sensitive regions use correction,
while less-sensitive regions use lightweight detection and elimination to reduce overhead without adding latency.

Sensitive Regions (SR) are critical to inference accuracy, and we protect this memory region with
SEC-DED ECC. Less Sensitive Regions (LSR) exhibit reduced sensitivity to faults, and for this region
we rely on HDC robustness and a lightweight parity bit as fault detection mechanisms are employed. In
cases of odd fault detection, the entire faulty column is excluded from calculations. Figure 4.4 shows the
effect of injecting faults into the SR and LSR columns of CHV memory. As shown, the effect of faults on

accuracy for LSR is much lower than for the SR region.

4.2.2, ECCEncoding Process

Each CHV contains a large number of dimensions, so applying a single ECC to an entire CHV is not
an efficient approach to enhancing the HDC’s robustness. In our proposed strategy, ECC is applied
column-wise using the standard SEC-DED Hamming code, where the input data (I;x¢) to the ECC
module would be the column of C X D the array, i.e., the D" element of each class in the memory. A
C-bit column data ([I];x¢) can be encoded into an n-bit codeword ([W];x,) by appending r = n — C
redundant bits using [W]ixn = [I]ixc X [Glexn, Where ([Glexy) denotes the generator matrix of the ECC.
Similarly, for LSR, a single parity bit can be obtained by XOR operation among column bits. There is no
need to have dedicated hardware logic for the encoding part, as it can be done offline via software-based

encoding, and then the encoded CHVs can be directly mapped to the HDC accelerators.
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4.2.3. Runtime Error Correctionin HDC

The ECC module (shown in Figure 4.5) is used for each memory column read module to ensure error
detection and correction. To efficiently distinguish between LSR and SR within the CHV memory, a
flag is assigned to each column. These flags are stored in a flag memory that is synchronized with the
CHYV memory. By integrating this flag-based mechanism and dynamically selecting the activation of the
correction modules, resource usage is optimized without compromising accuracy. The flag indicates
whether to apply ECC decoding for that column (SR) or just a single parity bit for an odd number of
fault detections (LSR). The activation path in Figure 4.5 is indicated by an orange for SR and a green for
LSR.

For LSR, a lightweight and simple parity check module is used to detect an odd number of faults in a
memory column. If an odd number of faults is detected, the column is marked as faulty and excluded
from subsequent calculations. The procedure for implementing this process is as follows: The parity
check module outputs the value ‘1° if an odd number of faults are detected in the column. The parity
output is selected by a flag that is 1’ for the LSR column. The output of the MUX-1 in Figure 4.5 is
checked with the flag indicator by an AND operation. Here, a value of ‘1° for LSR_Fault_Verify confirms
that the column belongs to LSR and contains a fault. Then the result of LSR_Fault_Verify is negated
using a NOT gate to exclude the contribution of the XOR results in the HDC similarity module from the
calculations through an AND gate. This operation ensures that if the column is identified as faulty, all
PopCount modules for this column are deactivated. Otherwise, this has no effect on the XOR result.

In the SR, the ECC correction path is only activated if the flag associated with the column is ‘0°,
i.e., the column belongs to SR and the ECC provides the correct correction. As mentioned above, the
ECC module provides two outputs, the corrected output when a single fault is detected or the original
memory values are not faulty, and the bypass signal when two faults are detected. If the bypass signal
indicates multiple faults or the flag does not belong to SR, the output of the ECC module is bypassed by
the MUX-2 in Figure 4.5, and the original memory values are used directly. This mechanism prevents
potential inaccuracies that could result from incorrect corrections if multiple faults are present.

To avoid additional latency caused by the ECC module, no additional controller is used. Instead, the
pointers to the parity memory are carefully designed so that they always point to the parity memory
before the corresponding column is accessed for evaluation. This functionality is made possible by
having two different memory pointers and incrementing them as soon as the flag memory accesses the
current region’s data. The pointers are then updated to access the next column within the region, ensuring

seamless availability of data for processing.

4.3. Experimental Results

The proposed non-uniform error correction strategy is being evaluated in a wide range of applications

to demonstrate its versatility. These applications include image processing (MNIST), speech analysis
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(ISOLET), and human activity recognition (UCI-HAR). Table 4.1 shows the required ECC codeword
for different datasets used in this chapter. To assess the fault tolerance, we simulate random bit flips
in the CHV. These faults are randomly distributed across different classes within the CHV memory.
Given the stochastic nature of these faults, we use a Monte Carlo simulation approach to ensure robust
and statistically significant results. Each result presented in this chapter represents the average of 50
independent runs of the model, each using a different random seed to provide reliable and repeatable

insights.

Table 4.1.: ECC codewords for different benchmark datasets.
Benchmark Datasets ‘ MNIST ISOLET UCIHAR

ECC dimension (codeword, databits) ‘ (15,10) (32,26) (13,8)

4.3.1. Performance Evaluation
4.3.1.1. Inference Accuracy Analyses

The proposed Hamming weight categorization streamlines the identification of LSR and SR. Instead of
repeatedly performing time-consuming Monte Carlo fault injection for each dataset and implementation
(e.g., encoding scheme or number of dimensions), CHw can directly and efficiently group based on their
sensitivities.

Figure 4.6 presents the accuracy under the proposed non-uniform error correction strategy. The results
demonstrate a significant improvement in inference accuracy compared to the baseline fault-injected
system without correction. Notably, the proposed non-uniform ECC outperforms uniform ECC by
effectively eliminating multi-bit faulty columns in LSR, which further enhances accuracy. Additionally,
we illustrate the impact of protecting only the SR region, highlighting the difference between considering
parity for LSR and ignoring potential faults in that region. As expected, the achieved accuracy is
consistently higher when employing non-uniform ECC with parity protection. Although eliminating
columns with parity improves accuracy, it is insufficient to rely on this approach alone. since removing
multiple columns significantly affects the overall accuracy of the conclusions.

With the proposed non-uniform error correction with the SEC-DED for SR and single bit parity for
LSR, the fault tolerance can be possible up to the fault probability of 1.4 x 1071, 6 x 1072, and 10~!, for
MNIST, ISOLET, and UCIHAR, respectively, while maintaining accuracy within the 5% of the baseline.
Consequently, we also compare the fault resilience of our model against other state-of-the-art approaches,
as detailed in Table 4.2. The result shows that the fault resilience achieved by the proposed strategy is

superior to existing works at least 10X, making the HDC system more robust.
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Figure 4.6.: Classification accuracy under increasing CHV memory fault probability for baseline, uniform ECC, and the proposed
non-uniform correction strategy across benchmark datasets.

Table 4.2.: Fault probability achieved for different datasets.

Method \ MNIST ISOLET UCIHAR
[53] 1074 1074 107°
[55] 1072 - 1072
[56] 1073 - -

Proposed ECC [1.4x 107! 6x 1072 1071

4.3.1.2. Hardware Implementation

The hardware overhead for different datasets is summarized in Table 4.3, enabling a comparative analysis
of resource utilization between the binary HDC implementation, the uniform ECC implementation, and
our proposed non-uniform ECC method. For the MNIST HDC design, classification is performed on
four columns of the CHV at a time, requiring four parallel SEC-DED ECC decoding logic units to

support concurrent memory error detection and correction. Similarly, for the ISOLET dataset, six parallel
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Table 4.3.: resource utilization of the HDC IP and ECC module overhead on PYNQ-Z2.

Module LUT Registers BRAM  Power
MNIST HDC 1P 15441 20626 56 297 mW
Uniform ECC 2700 700 0 4 mW
non-uniform ECC 394(2.55%) 139(0.67%) 0 4 mW
ISOLET HDC IP 17738 48285 56 467 mW
Uniform ECC 3286 1433 0 12 mW
non-uniform ECC 481(2.7%) 1042(2.15%) 0 12 mW

Table 4.4.: A comparison between hardware overhead utilization and latency with other state-of-the-art methods.

Method | LUT Registers BRAM DSP Latency Dataset
[53] 716 412 48 2 5ms ISOLET

[55] 4121 4435 61 2 2ms  ISOLET

[56] 23539 35130 95 325 6ms  MNIST
Proposed ECC | 1025 3102 5 0 Oms ISOLET

SEC-DED ECC decoding units are utilized to meet the error correction requirements. Compared to

the uniform ECC implementation, the proposed method requires less storage overhead, as it can reduce

the ECC parity bits requirement by up to 82%. The decoding hardware overhead is similar in both

cases. Notably, our proposed method introduces no additional latency on top of the baseline model, as

the decoding complexity of SEC-DED ECC is very low and operates in parallel with memory reads

during the classification process. The final implementation floorplan on the PYNQ-z2 board is shown

in Figure 4.7, which is the integration of HDC IP, proposed non-uniform ECC, and the interfacing.

=

o

HDC accelerator
Non-uniform ECC

iy

Figure 4.7.: The floorplan of the PYNQ-Z2 board after integrating the HDC accelerator with the proposed fault correction

framework.
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We also compare our proposed method with other state-of-the-art approaches in terms of hardware
overhead and additional inference latency, as presented in Table 4.4. The reported results for [53]
are sourced from [55]. The results demonstrate that, unlike related works, our method introduces no
additional latency or resource-intensive components, such as BRAM or DSP, while maintaining a modest

and reasonable overhead in terms of LUTs and registers.

4.4, Conclusion

Addressing memory faults in HDC systems is essential for ensuring the reliability and practicality of
HDC systems in resource-constrained edge environments. In this chapter, we present a framework for
non-uniform error correction that increases the robustness of the HDC accelerator by considering the
Hamming weight of the memory region. We selectively apply tailored protection strategies based on the
fault sensitivity of associative memory regions. Our approach achieves high fault tolerance with minimal
hardware and memory overhead by leveraging statistical sensitivity analysis. Our framework achieves
enhanced memory error rate resilience compared to state-of-the-art techniques without adding latency or
relying on resource-intensive components like BRAM or DSP while incurring only a modest LUT and
register overhead. This scalable and efficient solution paves the way for robust, energy-efficient HDC

systems, enabling the deployment of cognitive models in edge devices with limited resources.
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This chapter advances fault correction by eliminating the memory overhead of conventional Single-
Error Correction and Double-Error Detection (SEC-DED) ECC schemes. Although ECC improves the
reliability of CHV memory, storing extra check bits is costly for small edge devices. The proposed
memory-free error-correction method generates the necessary correction information at runtime instead
of storing it in memory. This approach enables fault resilience under high fault rates while maintaining

the low-memory and low-cost characteristics of HDC hardware [5].

5.1. Motivation and Problem Definition

The previous chapter showed that HDC edge accelerators can be made more reliable by applying
non-uniform error correction to the CHV associative memory. By exploiting the fact that different
memory regions have different fault sensitivities, selective protection reduces check bit memory overhead
while maintaining strong resilience against memory faults, which is an important step toward practical,
fault-tolerant HDC acceleration.

Although the previous chapter reduces the cost of ECC by applying protection selectively, it does
not remove the need for ECC check bit storage. The protected CHV columns still require redundant
check bits, and these check bits must be stored and accessed during inference. Therefore, the overhead is
reduced, but a separate protection memory remains.

This is a critical limitation for edge HDC accelerators. The CHV memory already grows with the
hypervector dimension, and adding check bit storage increases area, power, and memory-access cost.
For small FPGA-based or ultra-low-power edge devices, this remaining memory overhead can still be
too expensive. Moreover, stored check bits introduce their own reliability risk. Since they are kept in
memory, they can also suffer from bit flips. A fault in the check-bit memory may weaken the correction
mechanism or cause incorrect correction behavior. Therefore, the next step is not only to reduce ECC
overhead, but to remove the dedicated check-bit memory altogether.

This motivates a different direction: instead of making ECC storage smaller, the goal is to avoid storing
dedicated ECC check bits in the first place. In HDC, the CHV memory is protected column by column,
where each column contains the class bits for one hypervector dimension. Because the hypervector
dimension is usually much larger than the number of classes, the same check-bit patterns appear repeatedly

across many columns. Storing these repeated check bits as a separate memory is therefore unnecessary.

53



5. Memory-Free Error Correction for Edge HDC

Training HDC with Offline Python processing
TO rc h h d CHV 3 Generating ECC
Extracting the model a | [Weights
- Encoder Weights (data) Sorting ECC
- CHV Weights
Encodinglweights (data) Generating hardware

HDC accelerator

Integrate ECC, QHV ||, Suffeld CHVs (data)

rewiring modules +
shuffled CHV into the | ¢ ECC modules (VHDL code)

opeén-source accelerator

RCEHDC

Rewiring modules (VHDL code)

N

Figure 5.1.: Overview of the proposed memory-free ECC framework. Trained CHVs are processed offline to generate reordered
memories, rewiring logic, and lightweight check-bit generation hardware for runtime correction.

Based on this observation, this chapter introduces a memory-free error-correction method for HDC.
The proposed method reorders the CHV columns according to their check-bit patterns and stores only a
compact set of indices indicating where the pattern changes. During inference, the required check bits are
generated on-the-fly from these indices rather than read from dedicated memory. This preserves runtime
correction capability while eliminating the check-bit memory overhead.

The proposed method therefore removes the need for stored ECC check-bit memory while preserving
runtime correction capability. This reduces memory overhead, eliminates faults in the check-bit memory
itself, and maintains the low-latency characteristics required for edge deployment. By replacing redundant
storage with deterministic generation, the method makes correction more scalable with hypervector

dimension.

5.2. Proposed Memory-Free Fault Correction

Our main goal in this work is to enhance the resilience of inference phase to runtime memory faults. To
achieve this, we eliminate the conventional ECC check-bit memory and replace it with a lightweight,
logic-based, on-the-fly check bit generator. This replacement eliminates the need for additional memory
while maintaining robustness against memory faults.

Our key insight is that CHV memory is typically long (e.g. D = 10,000) and narrow (C = 10), leading
to highly repetitive ECC check-bit patterns. For example, a 5-bit ECC check-bit results in only 32 unique
values, each of which is repeated thousands of times across the dimensions. Instead of storing these
explicitly, we sort the dimensions according to their ECC check-bit values and store only the transition
indices, which enables on-the-fly generation of check bits using a simple counter.

The end-to-end view of the memory-free ECC is illustrated in Figure 5.1, which is explained in detail in

this section. The rest of this section is organized as follows: First, we present our memory-free correction
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Figure 5.2.: The memory layout of CHVs (D X C) and the corresponding ECC memory (D X log,(C) + 1) in the case of
convolutional SEC-DED. In each access, one column along with the associated ECC check-bit is read (C + log,(C) + 1). In the
software processing stage, the traditional ECC memory storing full check bits is replaced by storing only the indices of check
bits increments (index of triggers). The dimension order of the sorted ECC codewords is then applied to reorder the CHVs.

approach. Then, we briefly describe the required software processes. Finally, we demonstrate how the
method is seamlessly integrated into the HDC pipeline. In the rest of this chapter, D and C denote the

dimension size and number of classes, respectively.

5.2.1. On-the-Fly Memory Generation

Efficient fault correction is better applied at the dimension (or column) level during classification,
rather than protecting each full CHV, which typically contains thousands of bits (Figure 5.2). Full
CHYV protection introduces high overhead and compromises HDC scalability. Moreover, many HDC
accelerators, such as [2, 81], already access CHV memory per dimension for computation.

This architectural feature makes dimension-wise correction both efficient and naturally aligned with
typical memory access patterns in hardware HDC implementations. It is also important to note that
each dimension in the CHV is independent of the others and contributes equally to the calculation of
similarity score. As long as each dimension is compared to the corresponding dimension in the QHV, the
order in which the dimensions are accessed or processed does not affect the final result or the accuracy
of the HDC model’s inference. In the following, we describe the ECC by showcasing the SEC-DED.
However, the approach is not limited to SEC-DED and it can be extended as explained in more detail
later in subsection 5.2.2.

During classification and per memory access, the system retrieves C bits from the CHVs and log,(C) + 1
bits from the corresponding check-bit.

Each column in the CHV memory can represent the following Number of Possible Values (NPV):

NPVdimension = 2C (51)
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Figure 5.3.: Block diagram of the HDC accelerator with memory-free ECC correction. The encoding output is processed by the
QHYV rewiring and the reordered CHVs memory, followed by the memory-free ECC module. The ECC module includes the
check-bit generator (CBG), which uses a PopCount and a memory with index triggers to generate ECC check-bit on-the-fly. The
ECC decoder then corrects the reordered CHVs before the similarity check.

This reflects the number of possible bit combinations, which varies depending on the classification task
(i.e., the number of classes: C). In contrast, each column in the check-bit memory has significantly fewer
possible values, given by:

NPVECC checkebic = 2% €1 (5.2)

This shows that NPVEcc check-bit << NPVdimension, Which means that the ECC check-bit memory contains
substantial redundancy. Only a limited number of unique check bits (as defined in Equation 5.2) are
actually required, but these values are replicated thousands of times in the check-bit memory.

This redundancy motivates our proposed approach. By storing the ECC check-bit in ascending order,
we enable on-the-fly generation using lightweight state tracker (PopCount) logic, eliminating the need
for dedicated check-bit memory. With this approach, only the indices where the check-bit values are

incremented need to be stored. Consequently, the memory required in bits to store these indices is

Index_Memory = 2ECC-Pits log, D (5.3)

which is significantly smaller than the original ECC memory:
ECC_Memory = ([log, C| +1) x D (5.4)

Besides, as shown in the Equations (5.4), the size of the ECC memory is linearly proportional to the size
of CHV; i.e., O (D). Whereas, according to Equation (5.3), the size of the index memory is O (log,D).
This quantitative analysis shows that, besides memory saving, on-the-fly generation of the ECC bits offers
a more scalable solution for larger CHV dimensions.

To apply our on-the-fly ECC memory generator, we develop an automated offline process that generates
all necessary modules for integration into the HDC accelerator. This process is described in the following

subsection.
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5.2.2. Offline Processing

The goal of offline processing is to convert the trained CHVs into a reordered format that is compatible
with memory-free ECC correction. This requires some modifications to the standard HDC accelerator
and its components. The offline process takes the trained CHVs as input and generates the reordered CHV
memory, index trigger memory, sorted ECC values, and a rewiring map for the QHV. In this section, we
describe in detail how this integration bridge works.

After training, the obtained CHVs weights are passed to our offline processing unit. In the first step, this
unit generates and sorts the ECC check-bit values associated with each dimension in the CHV memory.
After sorting, the index corresponding to the ascending order of the ECC check-bit values is recorded as
an index trigger memory, which is stored in the hardware for later use. The new order of the dimensions
is also saved and used as an index for the subsequent reordering steps. To maintain functional correctness
during classification, the same order must also be applied to the CHVs memory and the QHV. To achieve
this, a new CHV memory group is created in which each dimension is reordered based on ascending ECC
values. The lightweight rewiring module is introduced to reorder the QHV. By aligning the dimension
order of both CHVs and QHV, each dimension is matched correctly during similarity calculations. This
ensures that the classification accuracy remains intact.

Moreover, the proposed method is scalable and independent of the number of classes. As comparisons in
HDC are inherently parallel and class-independent, different classes within CHVs operate independently,
the CHV memory can be divided into multiple groups of classes to further increase fault tolerance. For
each group, ECC generation, CHV reordering, and QHV rewiring can be performed independently. This
grouping enables localized multi-bit error correction with minimal overhead, as the ECC module operates
without storing full ECC check-bit values.

This architectural transformation generates ECC check-bit on-the-fly during classification, eliminating
the need for a separate ECC check-bit memory and preserving the robustness of the system. The

implementation details and integration into the HDC accelerator are discussed in the following.

5.2.3. [ECC Check-bit Generator and Decoding Hardware

As described in subsection 5.2.2, the initialized CHVs are reordered based on their ECC check-bit values,
and the rewiring modules align the QHV accordingly. In the revised HDC architecture (Figure 5.3),
encoding parameters are loaded from the trained model, while classification components—such as
reordered CHV memory and ECC modules—are generated through the offline process as detailed
in subsection 5.2.2. Instead of storing check-bit, they are generated on-the-fly using lightweight logic and
used with the check-bit for fault correction before similarity checking.

Figure 5.3 shows an overview of the HDC hardware architecture, integrated with the ECC-enabled
CHV memory. As shown in the figure, the QHV is routed through the rewiring module to create a
Reordered Query Hypervector (RQHV). The RQHYV is then forwarded to the similarity check module
of the HDC. At the same time, the reorder CHVs is processed by the ECC correction module and also

57



5. Memory-Free Error Correction for Edge HDC

forwarded to the similarity check. Note that our proposed on-the-fly ECC check-bit generator does not
impact the ECC decoder module. This coordinated processing ensures that both the query and reference
hypervectors are aligned and corrected consistently, maintaining classification accuracy while introducing
fault tolerance.

This reordering has no impact on system performance. As the CHVs can be initialized directly in
the reordered format and the rewiring required to reorganize the QHV introduces only a minimal logic
overhead, as it is performed automatically by the synthesis tools during the hardware mapping process.
The only hardware overhead incurred by this architecture is the inclusion of the ECC and Check-Bit
Generator (CBG) modules, both of which are lightweight, as shown in Figure 5.3.

The CBG module contains a PopCount that is only activated when the system switches to a new ECC
check-bit value. This event-driven activation minimizes the power consumption and avoids latency during
fault-free operation compared to memory access, as the next check-bit is always available. The output of
the PopCount serves two primary purposes: firstly, it generates the current ECC check-bit; Secondly, it
selects the corresponding entry from the trigger index memory.

The trigger index memory continuously outputs the next trigger value. If this value matches the current
dimension index provided by the HDC accelerator, the PopCount is triggered. At this moment, a new
ECC check-bit is generated, and the trigger index memory advances to the next transition point. This
design ensures that the system efficiently accounts for the ECC transitions while keeping the overhead

low and maintaining reliability.

5.3. Experimental Results

The memory-free fault correction strategy is evaluated in a wide range of applications, demonstrating
its versatility. These applications include image processing (MNIST), speech analysis (ISOLET), and
human activity recognition (UCI-HAR) with C = 10, 26, 8 respectively.

To evaluate the fault tolerance, we simulate random bit flips in the CHV. Using the Monte Carlo
approach, these faults are randomly distributed across different classes within the CHV memory. The
result in this chapter represents the average of 20 independent runs of the model, each with a different

random seed, to ensure reliability and repeatability.
5.3.1. Performance Evaluation with Faults

5.3.1.1. Inference Accuracy Analyses

Figure 5.4 presents the accuracy under the proposed memory-free error correction strategy. The results
demonstrate a significant improvement in inference accuracy compared to the baseline fault-injected
system without correction. Notably, the proposed memory-free ECC outperforms the standard ECC

that utilizes memory to store ECC check-bit, as check bits might also get faulty. The wider range of
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Figure 5.4.: Effect of error probability on model accuracy with baseline and memory-free ECC strategies applied to three
different datasets, using D = 5k and random projection encoding, showing the accuracy outperformance of mem-free ECC.

comparison based on different HDC configurations is shown in Table 5.1, showing the effectiveness of
the method by 24% of faults, as also marked in Figure 5.4.

Consequently, we also compare the fault resilience of our model (below 5% accuracy drop) against
other state-of-the-art approaches, as detailed in Table 5.2. The result shows that the fault resilience
achieved by the proposed strategy is superior to existing works at least 12X, making the HDC system
more robust to memory faults.

The proposed method is not limited to SEC-DED. By dividing the CHV into several class groups, we
can increase the number of correctable bits for each dimension, as shown in Figure 5.5, as the classes in

the similarity function are independent, and each group only needs its own hardware matcher.
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Figure 5.5.: Effect of multi-bit error correction on model accuracy for three different datasets, using D = 1k and base-level

encoder.

5.3.1.2. Hardware Implementation

The hardware overhead analysis for the MNIST dataset is summarized in Table 5.3 and provides a
direct comparison between the binary HDC implementation (D = 1k), the baseline ECC version, and
the proposed memory-free ECC architecture. The results show that compared to the HDC design, our
memory-free ECC incurs minimal hardware overhead of only 0.23% and 0.02% for LUT and register,
respectively. In contrast to the baseline ECC, which requires BRAM for syndrome decoding, our method
achieves zero BRAM utilization, resulting in a completely memory-free design. In addition, power
consumption remains extremely low (<1 mW) and the simplicity of the decoding logic ensures that
no additional latency is introduced during classification. The ECC decoding runs in parallel with the

memory read operations so that the throughput is identical to that of the basic HDC system.
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Table 5.1.: Accuracy improvement (in %) of the baseline and memory-free ECC modules compared to plain HDC under a 24%
fault injection rate. On average, the memory-free ECC achieves approximately 8% higher accuracy improvement than the
baseline ECC.

Encoding | Datasets D Baseline ECC(%) Memory-free ECC(%)

ISOLET 1k 3.3 9.2

10k 2.2 9.1

Base-level | MNIST 1k 1 1.1
10k 3.9 12

UCIHAR 1k 1.9 8.5

10k 2.5 9.7

ISOLET 1k 2.6 8.7

10k 2.2 8.1

Random | MNIST 1k 2.8 9.9
projection 10k 2.8 9.3
UCIHAR 1k 2.1 7.6

10k 2.2 7.7

Table 5.2.: Maximum fault probability tolerated for different datasets before the classification accuracy drops by more than 5%.

Method \ MNIST ISOLET UCIHAR
[53] 1074 107* 1072
[55] 1072 - 1072
[56] 1073 - -

Memory-free ECC|1.2x10~1 1.2x1071 1.5x107!

Figure 5.6 underlines the scalability and efficiency of the memory-free ECC. When the hypervector
dimensionality D increases from 1k to 60k, the memory usage of the ECC base system scales linearly,
i.e., O (D) for both MNIST and ISOLET datasets. In contrast, our memory-free approach maintains

a logarithmic memory growth(O (log,D)), thereby negligible memory footprint across all dimensions.
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Figure 5.6.: Memory utilization on MNIST and ISOLET datasets, showing a linear and logarithmic memory utilization growth
for a baseline and memory-free ECC, respectively.
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Table 5.3.: Comparison of scalability of resource utilization between baseline ECC, and proposed memory-free ECC for different
D, for C = 10. All the results reported from Vivado on PYNQ-Z2

D Module #LUT  #Registers #BRAM Power
MNIST HDC 10840 20760 56 377 mW

1000  Uniform ECC 19 0 1 4 mW
Mem-free ECC 26 (0.23%) 5 (0.02%) 0 > 1mW

10000 Uniform ECC 19 0 2.5 9 mW
Mem-free ECC 27 5 0 >1mW

Table 5.4.: A comparison between hardware overhead utilization and latency with other state-of-the-art methods.

Method ‘ LUT Registers BRAM DSP Latency Dataset

[53] 716 412 48 2 S5ms ISOLET
[55] 4121 4435 61 2 2ms ISOLET
[56] 23539 35180 95 325 6ms MNIST
Proposed ECC | 26 5 0 0 oms ISOLET

This makes our approach particularly attractive for embedded or edge devices with strict area and power
constraints.

Table 5.4 presents a comparison of the hardware overhead and latency between the proposed memory-
free ECC and other recent state-of-the-art error correction techniques for HDC. The previous work [53,
55, 56] mostly utilizes more complex error detection on multi-bit HDC CHVs, making them inappropriate
for resource-constraint edge devices.

In contrast, our proposed ECC achieves error correction with a lightweight, memory-free design that
uses only 26 LUTSs and 5 registers, with no BRAM or DSP utilization, without incurring any extra latency.
This makes our solution highly efficient and scalable, especially for resource-constrained platforms such

as microcontrollers or low-power FPGAs, while ensuring robust fault tolerance in HDC systems.

5.4. Conclusion

In this chapter, we have presented a novel memory-free fault correction technique for HDC classifiers that
is specifically designed to meet the stringent requirements of edge devices. Our method enables highly
scalable and efficient protection without incurring the memory overheads associated with conventional
ECC techniques. Instead of storing the ECC check-bit, our approach centers around on-the-fly generation
of them, without requiring the use of BRAMs and DSPs. This way, our approach eliminates not only
the overhead but also the potential for faults in the ECC check-bit memory itself. Importantly, the
proposed technique maintains system performance and preserves throughput without impacting the
critical path. Our FPGA implementation validates the practicality and robustness of the solution, making

it a compelling choice for fault-tolerant, edge-based learning systems.
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This chapter addresses runtime uncertainty caused by out-of-distribution inputs in HDC accelerators.
Although HDC classifiers always assign each input to one of the known classes, the input may originate
from an unknown or unsupported distribution. The proposed method detects such unreliable inputs by

reusing similarity information already computed during HDC classification [7].

6.1. Motivation and Problem Definition

The previous chapters focused on making HDC accelerators efficient and reliable against hardware faults.
They reduced memory cost, improved fault tolerance, and protected the stored model from memory errors.
However, reliable hardware alone is not sufficient. Even if the accelerator operates correctly, the system
may still produce an unsafe prediction if the input is abnormal.

This problem occurs when the input does not match the data distribution used during training. Such
inputs are called Out-of-Distribution (OOD) samples. In real edge deployments, edge devices often
operate in open, noisy, and changing environments, where sensor readings, operating conditions, and
surrounding environments can vary over time. Consequently, OOD samples may result from corrupted or
noisy sensor data, sensor aging, calibration drift, unseen operating conditions, environmental changes,
communication errors, or inputs that do not belong to any trained class. If these inputs are processed
as normal Identifier (ID) samples, the classifier still returns one of the known labels, even though the
decision may not be reliable.

Therefore, functional safety in edge HDC systems requires more than protection against hardware
faults. The accelerator should also recognize when an input is outside the model’s reliable operating
region. In such cases, the system can reject the prediction, trigger a fallback mechanism, or request
further processing, rather than silently returning an unreliable label.

Many existing OOD detection methods are designed for neural networks and are not suitable for
HDC accelerators. They may require additional training, auxiliary models, internal activations, input
perturbations, multiple inference passes, or complex post-processing. These requirements conflict with
the low-latency, low-power, and small-area goals of edge hardware.

To address this limitation, this chapter introduces a lightweight concurrent OOD detection mechanism
for HDC accelerators. The proposed method monitors the maximum similarity score that is already

produced during classification and compares it with a threshold learned from in-distribution training

63



6. OOD Detection in HDC Accelerators

samples. Since this score is already available in the classifier, the detector does not require retraining, an
additional model, or a second inference pass.

In this way, the chapter extends the reliability scope of the thesis from hardware-induced faults to
input-induced uncertainty. It shows that OOD detection can be added to an HDC accelerator with
negligible hardware overhead and no additional latency, providing a practical functional-safety layer for

edge deployment.

6.2. OOD Detection in HDC Accelerators

The aim of this work is to devise a lightweight, hardware-efficient, concurrent OOD detection mechanism
for HDC with high coverage that works well across various encoding schemes, training parameters, and
datasets. Our proposed method is seamlessly integrated, with no overhead or modification to the training
process and negligible overhead at the hardware interface, making it suitable for resource-constrained
edge devices. The detection mechanism relies solely on the maximum similarity of the input QHV to the

CHVs during the classification, which can be done by a single comparator.

6.2.1. 0OD Detection Methodology

At the level of the similarity check in HDC hardware, the similarity of the QHV with all pre-stored CHVs
is calculated, as explained in chapter 2. Since the CHV are constructed based on the training data, the
computed similarity between the QHV and each CHYV indicates the degree to which the input matches a
given class. Our method classifies the input into ID or OOD based on the maximum similarity score
returned by the HDC classifier, which will be referred to as the outlier score in the rest of this chapter.
Figure 6.1 shows an example of the distribution of ID and OOD outlier scores. For determining if a
sample should be flagged as OOD, a threshold 7 is required. Any input that generates a score lower than

7 is labeled as OOD. We initiate the 7 to accept 95% of IDs. In detail, our method works as follows:

* Setup Phase — Set Initial Threshold (z): After the training phase, before extracting the model to
hardware, we initialize 7 to a value that accepts p% (default is 95%) of sorted outlier scores X in ID

samples in the training set, as in Equation 6.1 and Equation 6.2.

_100-p
100

X (n—1) (6.1)

T=(1-9)XX;+9gXxXXj, (6.2)

Here, n is the number of elements in X, index j is the integer component of r and g is the fractional

part of r.
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Figure 6.1.: Adjusting 7 value based on the ID outlier score

¢ Inference Phase — Classification Based on Threshold: At runtime, while the outlier score x is
computed by HDC.

accept, ifx>r1
flx,7) = (6.3)

reject, otherwise

The threshold 7 can be adjusted during runtime based on the application’s sensitivity requirements.
Activating this flag triggers the activation of another layer of monitoring system, which is both energy
and computationally intensive, so it should only be issued when necessary. Such setting allows for the
OOD flag to be confirmed or canceled, with the resulting feedback used to further adjust the threshold.
Increasing 7 makes the mechanism more sensitive to OOD samples, but at the cost of potentially
misclassifying ID samples.

Figure 6.2 provides an overview of the distribution of outlier scores for ID and OOD samples, here
chosen as gaussian noise. In Figure 6.2-a, we show the different distribution of MNIST ID and OOD
outlier scores with different similarity functions for D = 1000. Figure 6.2-b presents the normalized
histograms of the outlier score range of three HDC models trained on different ID datasets. Regardless of
similarity function and dataset, the distribution of ID outlier scores is condensed near 0.9, while for OOD,
it is widely spread over the whole possible range.

As shown in Figure 6.3, the recognition process is performed with a single comparator immediately
in the final level of HDC, just before the classification results are reported. The OOD flag is issued

concurrently as the output is generated.

6.2.2. Evaluation Metrics

We employed Receiver Operating Characteristic (ROC) analysis as in [24]. ROC analysis provides insight
into the model’s ability to differentiate between classes, especially in binary classification scenarios, such
as correctly recognizing OOD instances. The ROC curve shows the trade-off between the true-positive
rate (TPR) and false-positive rate (FPR) when the threshold 7 is adjusted in the ID score range. Our

assessment includes the following established criteria:

* AUC or the Area Under the ROC Curve captures the overall performance of the model.
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Figure 6.2.: Outlier-score distributions for in-distribution (ID) and out-of-distribution (OOD) samples. Blue indicates ID samples

and red indicates OOD samples. Clearer separation between the two distributions indicates stronger ID/OOD distinguishability
for the evaluated datasets or scoring schemes.

* AUPR categorized as AUPR_IN for in-distribution examples and AUPR_OUT for OOD examples,

capture the accuracy of the model in classifying positive instances inside and outside the primary
class, respectively.

e FPR-95 is the FPR at a fixed TPR of 95%.
Higher values for AUC, AUPR indicate a better ability to distinguish between positive and negative

instances, with a value of 1.0 representing a perfect classifier. In real-world scenarios, we do not want to
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Figure 6.3.: Concurrent hardware implementation of the proposed OOD detector. The detector reuses the maximum similarity
score produced by the HDC classifier and compares it with a calibrated threshold, enabling OOD detection without retraining,
auxiliary models, or additional inference latency.

enter a fail-safe state more often than necessary, making the FPR-95 a highly significant metric. In addition
to the capabilities of the proposed method, we provide the resource utilization of our implementation in

relation to the HDC accelerator.

6.2.3. OOD Detection Robustness

We analyze the generalizability and robustness of of our method with various HDC parameters and datasets
and systematically investigate the effects of choosing different configurations and training procedures for
HDC models. The inherent OOD detection capabilities of HDC models are compared depending on the

following key parameters:
* Encoding techniques: Affect not only the performance of HDC but also the distributions of HVs

* Dimension size: The size of HVs has a significant impact on hardware resources, runtime, and

accuracy

* Precision: The quantization, affecting the trade-off between computational efficiency and model

accuracy

* Similarity function: Depends on the application due to their difference in accuracy and computational

effort

For all mentioned parameters, traditional one-shot and iterative online training [32] is taken into
account, as it has an effect on the model accuracy. Furthermore, the generalizability of OOD detection is
evaluated by varying the datasets, which the model is trained on, as well as choosing a diverse set of
inputs for OOD data. The types of OOD data can be ranging from close OOD (e.g. corrupted inputs) to

more diverse distributions, to allow a comprehensive analysis of OOD detection.
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Table 6.1.: Summary of configuration factors

Configuration Factors In this evaluation

Encoding Base-level, Random projection
Precision Float32, Binary / Bipolar
Similarity Function Hamming, Dot, Cosine
Dimension Sizes 1000, 5000, 10000

Training Procedure One-shot, OnlineHD [32]
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Figure 6.4.: Effect of HDC configuration parameters on OOD detection behavior. The results show how representation and
model settings influence the separation between ID and OOD scores and, consequently, the detection performance.

To investigate the effects of variations in HDC parameters, we train several HDC models with different
configurations. The parameters considered are summarized in Table 6.1. For encoding methods, we
consider base-level and random projection encoding. Furthermore, to examine the impact of quantization,
we analyze the two most disparate scenarios: full precision and quantization to a single bit (binary/bipolar
level), which also affects the chosen similarity function. For binary/bipolar level, hamming distance, and
for full precision, both dot similarity and cosine similarity are evaluated. We analyze the effects of the
following dimension sizes: 1000, 5000, and 10000. Also, the HDC models are first trained with a normal
one-shot training, and then with the iterative online training proposed in [32].

We train 12 models with different configurations on MNIST, FashionMNIST, and CIFAR-3. Five OOD
sets are used for MNIST and FashionMNIST, including MNIST for FashionMNIST and vice versa, resized

68



6.2. OOD Detection in HDC Accelerators

Random Projection, D= 10k, Random Projection, D= 10k,

Random Projection, D= 10k, A ! .
Binary on MNIST Binary on CIFAR3 Binary on Fashion MNIST

1.0

o
©
!

[
e
©
o
@ 0.6
2
=
3
a 04
0] —— MNIST/CIFAR10, AUC=0.94
2 ~—— MNIST/Fashion MNIST, AUC=0.78 / —— Fashion/CIFAR10, AUC=0.85
o — MNIST/MedMNIST, AUC=1.00 —— CIFAR3/CIFAR100, AUC=0.99 —— Fashion/MNIST, AUC=0.92
' —— MNIST/MNIST-C, AUC=0.76 —— CIFAR3/MNIST, AUC=1.00 —— Fashion/MedMNIST, AUC=0.99
“ —— MNIST/MNIST-C miss, AUC=0.88 /+—— CIFAR3/CIFAR10 OOD, AUC=0.53 ,~— Fashion/MNIST-C, AUC=0.94
0.04 —— MNIST/Gaussian noise, AUC=0.99 ¥ —— CIFAR3/Gaussian noise, AUC=0.91 Y —— Fashion/Gaussian noise, AUC=0.92
00 02 04 06 08 10 00 02 04 06 08 10 00 02 04 06 08 1o
False Positive Rate False Positive Rate False Positive Rate

(a) OOD detection across datasets

1.0

B FashionMNIST
s CIFAR3
s MNIST

0.8

0.6

Scores

0.4

0.2

0.0

AUROC AUPR_IN AUPR_OUT FPR95

(b) Similarity-score variation

Figure 6.5.: OOD detection results across benchmark datasets and evaluation settings. The results demonstrate the effectiveness
of using the native HDC similarity score as a lightweight indicator of input uncertainty.

CIFAR-10, MedMNIST, MNIST-C, and Gaussian noise. In the following, we denote combinations of ID
data, which a model is trained on, and OOD data as /D/OOD.

The MNIST-C dataset consists of 15 variants of distortions to MNIST dataset, which can be considered
a close OOD dataset for MNIST. Therefore, for MNIST/MNIST-C, we consider the OOD detection rate
for the entire MNIST-C dataset and check the OOD detection only on the misclassified samples. Also,
due to the inconsistent number of samples in the different datasets within MedMNIST, random sampling
was performed for MedMNIST. To minimize the impact of sampling on the results, we conducted 20
random sampling sets and report the average of the calculated metrics. Moreover, for MNIST/CIFAR-10,
we resize the CIFAR-10 dataset to 28x28 pixels and transform it to single-channel grayscale pictures.

Since HDC does not perform well for the task of CIFAR-10 (less than 30% [33]), we reduce the dataset
to the first three classes to reach around 60% accuracy. Here, we consider CIFAR-100 [66], MNIST, the
remaining seven classes in CIFAR-10, and Gaussian noise as potential OOD data. We apply 2x2 zero
padding to the MNIST dataset to make it suitable as input for the CIFAR-3 model and transfer the images

to grayscale RGB in 3-channel format.
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For the hardware implementation, we use the framework from chapter 3 and implement it on the AMD
Xilinx PYNQ-Z2, in which The input data can be sent from the ARM core of the device to the HDC

accelerator running on the FPGA.

6.3. Experiments and Implementation Results

In this section, we first present the results of OOD detection on different datasets, analyze the influence
of HDC parameters on detection efficiency, and compare our approach with state-of-the-art methods.
Finally, we report the resource utilization and OOD detection rate on the PYNQ-Z2 board using the
MNIST dataset as the ID benchmark.

6.3.1. Software Detection Results

We explore the efficacy of our concurrent OOD detection across varying HDC configurations, visualized
in Figure 6.4 using the MNIST dataset. These ROC curves illustrates the impact of altering a single HDC
model parameter while keeping others constant. Each ROC curve is accompanied by an annotation of
these constant parameters at the top.

We investigate OOD detection using models trained on ID datasets, as shown in Figure 6.5. The ROC
curves in the three figures depict OOD detection for different ID datasets on a quantize model with
random projection encoding, and D = 10000. The barchart in Figure 6.5 shows the average and standard
error of OOD metrics across all configurations and datasets. Generally, AUC variance is low for OOD
datasets distant from ID data. Detecting OOD samples becomes challenging when they resemble ID data.
Specifically, for MNIST/MNIST-C, detection is harder compared to other OOD datasets. A similar trend
is observed in CIFAR3, where identifying the excluded 7 classes is notably more difficult.

Table 6.2 summarizes the average results for all OOD datasets with different HDC configurations
trained on MNIST. The configurations are categorized by encoding (base-level or random projection),
precision (Float32 or Binary), dimensionality (D), similarity function (cosine similarity is omitted due to
negligible differences from hamming and dot similarity), and training approaches (standard and online
retraining as in [32]).

OQOD detection improves with higher dimensionality of HV, although this is not directly related to
accuracy. For example, a binary model with base-level encoding shows up to 10% higher accuracy with
increased dimensionality but constant FPR9S5. It is noteworthy that retraining often significantly reduces
the FPR95 compared to standard training. Regardless of the training method, FPR95 is more stable and
on average 30% lower for base-level encoding than for random projection.

We compare our results with existing methods that target NNs in Table 6.3. We train a binary Multi
Layer Perceptron (MLP) with 3 layers of 64 neurons each and an output layer of 10 neurons on MNIST and
achieve a test accuracy of 93%. Although the classification accuracy of HDC is 10% lower than that of

70



6.3. Experiments and Implementation Results

Table 6.2.: Results averaged over all OOD datasets for various HDC configurations trained on MNIST. Configurations with the
highest and lowest FPR95 per encoding are highlighted in red and green, respectively.

Configuration Standard Training With Retraining

Encoder  Precision D Accuracy AUROC AUPR_IN AUPR_OUT FPR95 Accuracy AUROC AUPR_IN AUPR_OUT FPR95
1000 0.79 0.85 0.76 0.91 0.26 0.90 0.92 0.88 0.95 0.18
Float32 5000 0.83 0.86 0.77 091 0.25 0.93 0.92 0.87 0.95 0.17
10000 0.83 0.86 0.77 0.91 0.24 0.94 0.92 0.88 0.95 0.18

Base-level
1000 0.71 0.87 0.79 0.92 0.23 0.75 091 0.84 0.94 0.20
Binary 5000 0.79 0.86 0.76 0.91 0.23 0.85 0.93 0.89 0.95 0.18
10000  0.81 0.86 0.77 0.92 0.23 0.88 0.92 0.87 0.95 0.18
1000 0.83 0.88 0.87 0.89 0.42 091 0.88 0.86 0.88 0.50
Float32 5000 0.84 0.89 0.87 0.90 0.38 0.94 0.95 0.92 0.96 0.16
Random 10000  0.84 0.89 0.87 0.90 0.38 0.95 0.96 0.94 0.96 0.13
projection 1000 079 092 0.90 0.92 033 079 091 0.89 0.91 035
Binary 5000 0.82 0.93 0.91 0.94 0.21 0.81 0.93 0.91 0.94 0.21
10000  0.82 0.94 091 0.94 0.20 0.82 0.93 0.91 0.94 0.21

Table 6.3.: Comparison of OOD detection in binary HDC with related methods on a binary multi-layer perceptron.

OOD Detection in OOD Detectionin 1 oii 1051 MaxSoftmax [24]  Entropy [26]  EnereyBased [27]  ODIN [22]

base-level random projection
Dataset AUROC FPR95 AUROC FPR95 AUROC FPR95 AUROC FPR95 AUROC FPR95 AUROC FPR95 AUROC FPR95
CIFAR10 1.00 0.00 0.94 0.30 0.86 055 0.86 0.56 0.85 0.55 0.61 0.90 0.86 0.65
FashionMNIST ~ 0.97 0.15 0.99 0.00 0.85 0.56 0.86 0.63 0.85 0.56 0.60 0.91 0.85 0.57
MNIST_C 0.75 0.56 0.76 0.69 0.73 0.87 0.73 0.90 072 0.87 0.55 0.92 0.73 0.87
Noise 1.00 0.00 0.99 0.00 0.89 0.41 0.89 0.43 0.88 0.38 0.62 0.88 0.96 0.38
Average 0.93 0.18 0.92 0.25 0.83 0.60 0.83 0.63 0.83 0.59 0.83 0.90 0.85 0.62

MLP, it shows greater potential for correctly recognizing OOD samples. In particular, for FashionMNIST,
HDC reports 0% false positives with 95% true positive rate, compared to an average of 68% for MLP.

6.3.2. Hardware Implementation

Our OOD detection method is simple enough to be integrated into an MNIST HDC model with D = 2000
on PYNQ-Z2 as shown in Figure 6.3. Table 6.4 shows the hardware consumption of our method compared
to the original HDC implementation explained in chapter 3 with base-level encoding, D = 2000, binary,
and standard training, achieving 72.66% accuracy on hardware. The data, captured from Vivado 2022.2
for the HDC IP and OOD detection modules, demonstrate the negligible hardware consumption (2 LUT, 1
Register) and the negligible power consumption of our concurrent OOD detection. There is no additional

latency, as the OOD flag will be issued with the classification output.

Table 6.4.: resource utilization of the OOD and HDC IP on PYNQ-Z2

Module LUT Registers BRAM  Power
HDC 25651 61501 84 294 mW
OOD Detection  2(0.003%) 1(0.0005%) 0 <1 mW
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Table 6.5.: OOD detection rate on Hardware HDC accelerator for MNIST

Detection MNIST-C Fashion Med )
rate CIFARIO s MNIST MNIST "Ois€

Software 99.71% 66.84% 100% 53.38% 100%

Hardware  99.81% 69.65%  98.73%  55.98%  100%

We verify our hardware by comparing it against the results in software and report our results in Table 6.5.
Here, we set 7 to accept 95% of the ID (MNIST) dataset samples. The report shows results closely
matching the software results, as expected. Due to some mismatch between the computations in hardware

and software, we find negligible difference in the detection rate, however it is in an acceptable range.

6.3.3. Discussion

Our analysis demonstrates the robustness and generalizability of the proposed OOD detection technique
in HDC across various encoding methods, quantization types, and dimension sizes. For this we inspected
the accuracy of our method with three well-known image classification datasets. Key findings with

respect to FPR9S include:

* Base-level encoding shows more stable OOD detection, while random projection shows higher

variance.
* Retraining [32] has the greatest impact on detection rates.
» Larger dimensions generally improve detection efficiency.
* Binarization enhances OOD detection in one-shot training with random projection.

* HDC is naturally more capable of detecting OOD inputs than a Binary neural network (BNN)

trained for the same task.

* While model accuracy is not strongly correlated with OOD detection, higher accuracy slightly

improves it.

6.4. Conclusion

There is a crucial requirement to reduce the uncertainty of HDC models used in safety-critical applications
by eliminating overconfident predictions when they are faced with OOD. In this work, we proposed a
lightweight, hardware-friendly, concurrent OOD detection scheme with high coverage, suitable for critical
edge devices. It is robust across various HDC encoding, quantization, dimension size and similarity
functions. It uses the minimum distance of the encoded input data with the CHVs as a key score for

OOD recognition in HDC, which requires only one comparator with a fixed value for the recognition
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process. Since the calculation of this score is one of the operations during classification, no additional
hardware, time, or retraining is required. Compared to existing methods, our method shows a significant
improvement in detection. The implementation is also simple and easy to handle, as only 2 LUTs and
1 register are required. This method leads to effective concurrent identification of OOD inputs with
negligible hardware overhead, which makes it suitable for all edge devices. In summary, our OOD

detection shows promising results, which enhance functional safety in HDC classifiers.
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7. Runtime Uncertainty Detection in HDC

This chapter presents a lightweight runtime monitoring framework for detecting unreliable HDC
predictions. It addresses uncertainty caused by both input disturbances and hardware-induced faults.
Instead of adding complex checking logic, the proposed method uses similarity-based indicators available
during normal HDC inference to identify unsafe or untrusted outputs. The resulting framework provides

runtime reliability monitoring with negligible hardware overhead and no additional latency [8].

7.1. Motivation and Problem Definition

The previous chapter showed that HDC accelerators can detect OOD inputs using an extremely lightweight
mechanism based on the maximum similarity score. This demonstrated an important principle: the
similarity scores already produced during HDC inference contain information not only about the predicted
class, but also about the trustworthiness of the prediction. When an input does not align well with any
stored CHV, the output label should not be accepted blindly.

However, real-world uncertainty extends beyond OOD inputs. In practical edge deployments, unreliable
decisions can result from noisy sensor data, corrupted inputs, distribution shifts, memory bit flips,
faulty encoder parameters, or defects in the datapath used to generate and compare hypervectors.
These disturbances may originate outside the accelerator, within the memory subsystem, or inside the
accelerator’s logic. From the perspective of the final classifier, however, they have a common effect:
they disrupt the alignment between the QHV and the stored CHVs, leading to abnormal similarity score
behavior.

This motivates a broader runtime reliability framework. Rather than building a separate detector for
each possible source of uncertainty, this chapter investigates whether the similarity information already
produced by HDC inference can serve as a unified indicator of unreliable operation. This is especially
important for edge accelerators, where full redundancy, extensive correction, and multiple monitoring
layers are often too expensive.

The objective is not to react to every bit flip or minor perturbation. HDC can naturally tolerate many
small disturbances, and detecting them would only waste hardware resources if the final prediction
remains unchanged. The relevant question is whether the disturbance is large enough to affect the decision.
The proposed method therefore monitors similarity-score degradation and flags only reliability-relevant
anomalies. After detection, the system may reject the output, repeat the inference, enable a stronger

protection mode, or switch to a fail-safe response.
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Figure 7.1.: Accuracy degradation under various fault types and uncertainty levels for the MNIST dataset, using a random
projection encoder with a dimensionality of 10K. The scenarios include CHV faults (C), Encoder faults (E), combined Encoder
and CHYV faults (EC), and combined Noise, Encoder, and CHV faults (NEC). The vertical lines indicate the points where the
accuracy decreases by 5% for each metric.

This chapter therefore extends similarity-based monitoring from OOD detection to general runtime
uncertainty detection. The proposed framework treats unreliable inference as a system-level condition
that may arise from either input anomalies or hardware faults. It monitors the classification similarity
score as a reliability indicator and flags abnormal behavior when the score deviates from the expected
in-distribution operating range. In this way, the same lightweight principle used for OOD detection is
generalized to cover noisy inputs, encoder faults, CHV memory faults, combined memory faults, and

other hardware-induced anomalies.

7.2. Reliability Monitoring Framework for Hyperdimensional Computing

The proposed method builds on the observation that certain runtime features of the similarity computation,
such as the maximum value of class similarity scores, reflect the internal reliability of HDC inference.
Deviations from their expected distributions can indicate unreliable operation caused by OOD data, data
corruption or hardware faults. In this work, we first systematically evaluate various similarity-based
metrics to identify which correlates best with such deviations for uncertainty detection, and then conduct

a thorough evaluation of the proposed method using the best metric.

7.2.1. Fault Detection Methodology
7.2.1.1. Working Hypothesis

During HDC training, each CHV aggregates the high-dimensional representations of all samples in its
class, forming a prototype that captures the dominant statistical patterns. Under normal conditions, new
inputs yield QHVs that align closely with their true CHV, producing a distinct, high-similarity cluster in
the similarity score distribution. In contrast, memory faults, hardware degradation, input corruption, or
distribution shifts disturb this balance. Figure 7.1 shows the sensitivity of a model (trained on MNIST) to

different fault scenarios, including encoder memory fault (E), CHV memory fault (C), the combination
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Figure 7.2.: Mean fault detection precision averaged over all datasets for different metrics at a 5% accuracy drop. Results are
reported under five uncertainty scenarios: Noise (N), Encoder faults (E), CHV faults (C), combined Encoder and CHV faults
(EC), and combined Noise, Encoder, and CHV faults (NEC).

of these two (memory fault or EC), noise in the input data (N), and the combination of all scenarios
together.

The resulting QHVs deviate from the subspace defined by valid training representations and become
less aligned with any stored CHVs. Since random or mismatched hypervectors are almost orthogonal
in high-dimensional space, these degraded conditions should lead to noticeably lower similarity values.
Following this assumption, we analyze how precisely an abnormal state can be detected by using either
the maximum similarity, minimum similarity, or average similarity score. Figure 7.2 shows the average
precision for these detection metrics over multiple datasets for a 5% accuracy drop. Evidently, the

detection of outliers functions best when considering the maximum similarity score.

7.2.1.2. Origins of the Score Shift

Any degradation mechanism that weakens the alignment between QHV and CHV directly lowers the
similarity score achieved by Argmax in HDC. In practice, several types of faults can cause this degradation

and must be detected to maintain reliable operation:

* Noisy or OOD inputs: Inputs that the network has not been trained for, or those heavily corrupted
by noise, generate QHVs that do not correctly align with any stored CHV. While a limited level
of noise can be tolerated by HDC, excessive corruption that risks misclassification should trigger
detection rather than a forced decision. This ensures that uncertain or abnormal inputs do not lead

to unreliable outputs.

* Transient faults in accelerator memory: Errors in the memory that stores encoder parameters or
CHVs can significantly distort representations. Bit flips or retention failures alter the learned

prototypes and encoded queries, causing large similarity deviations. Detecting such faults is
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essential, although small changes can often be tolerated, but if they lead to misclassification, they

should be detected to prevent unreliable outputs.

» Permanent hardware faults: transient or permanent faults in the encoder or classifier hardware,
such as stuck-at faults or timing violations, can corrupt QHV generation or similarity computation.
These faults may appear randomly during operation and must be identified through built-in fault

detection mechanisms.

Together, these effects alter the top similarity values, enabling detection of reliability degradation via

simple thresholding.

7.2.2. Threshold-Based Reliability Detection

As discussed earlier, a high correlation between the QHV and the corresponding CHV indicates that the
model is functioning correctly. Based on our evaluations, a properly functioning HDC model produces
maximum similarity scores within a well-defined range. To identify unreliable or faulty conditions, a
detection threshold (7) is established from the distribution of similarity scores obtained from the training
dataset (Figure 7.3). In practical deployments, dataset shift may introduce deviations between the training
and runtime data. However, under the standard model, the test data is drawn from the same underlying
distribution as the training set, indicating that the training data provides a sufficient basis for estimating
the similarity score distribution and deriving the threshold 7. Any input producing a score below 7 is
flagged as unreliable.

Similar to chapter 6, the threshold 7 can be adjusted based on the sensitivity requirements of the target
application, as it directly affects the detection rate of abnormal or unreliable conditions that will be
discussed later. For a default preliminary example, 7 is set such that 95% of the ID are accepted. However,
7 can be adjusted based on the evaluation metrics and scores under simulated faults. Given the sorted

similarity scores X obtained from ID samples, the threshold is computed as:

100 — p

= - 1), 7.1
r 100 X (n—1) (7.1)
Tz(l—g)XXj+gXXj+1, (72)

where p is the acceptance rate (default 95%), n is the number of samples, j = |r]|, and g = r — j.

At inference time, the decision function is:

accept, X227
flx,7) = (7.3)

flag unreliable, x <7
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Figure 7.3.: Adjusting 7 based on the in-distribution similarity score distribution.

The threshold can be dynamically adjusted to trade off between sensitivity and false alarms. Increasing
7 improves safety and conservatism but may lead to more false positives. Once the reliability flag is raised,
the system may trigger auxiliary checks or fallback procedures, such as redundant inference, retraining,
or human intervention.

Figure 7.4 shows the behavior of similarity score distributions for MNIST dataset (as baseline) under
various fault and uncertainty conditions. These conditions include faulty encoder parameter memory,
faulty CHV memory, simultaneous faults in both the encoder parameters and CHV memory, hardware
stuck-at faults, noisy input data, and OOD inputs. Stuck-at faults can be modeled as a persistent type of
memory fault because they fix signal values at constant logic levels. In the encoder datapath, these faults
propagate to the generated QHV as consistent bit-level distortions, equivalent to permanent bit-flips in
specific dimensions. Due to their deterministic nature, they produce consistent deviations in similarity
scores and are therefore implicitly captured in high fault-rate scenarios. This justifies modeling stuck-at
faults as an extreme case of memory faults. Consequently, the resulting similarity score distributions
under stuck-at faults exhibit even more distinct separation from normal operation than the cases shown

here. For brevity, these extreme-case distributions are not included in Figure 7.4.

7.2.3. Hardware Implementation

The proposed reliability detection mechanism can be seamlessly integrated into hardware with minimal
overhead. It requires only a single comparator at the classifier output to evaluate the maximum similarity
score against the predefined threshold (7). This design allows parallel reliability monitoring alongside
normal inference, without affecting the system’s throughput, latency, or energy efficiency. Figure 7.4

shows the hardware-level integration of the detection unit along with the HDC Intellectual Property (IP).
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Figure 7.4.: Representative histograms of similarity score distributions for baseline (fault-free) data and faulty models. Results
are shown under five uncertainty scenarios: Noise (N), Encoder faults (E), CHV faults (C), combined Encoder and CHV faults
(EC), and combined Noise, Encoder, and CHV faults (NEC).

7.2.4. Evaluation Metrics

The effectiveness of the proposed reliability detection mechanism is assessed using Precision-Recall (PR)
analysis, which provides a more informative characterization of classifier performance under class
imbalance [82]. Unlike ROC curves, which can remain overly optimistic when the negative class

dominates, the PR curve directly reflects the trade-off between precision (the proportion of correctly
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Figure 7.5.: Hardware overview of the proposed reliability detection mechanism in HDC. The adaptive threshold 7 determines
whether the output is considered reliable.

detected unreliable samples among all samples flagged as unreliable) and recall (the proportion of all
unreliable samples successfully detected) as the detection threshold (7) varies.

Two key metrics are reported:

* AP: The Average Precision, corresponding to the area under the PR curve. It summarizes the

model’s overall ability to rank unreliable samples ahead of reliable ones.

* F1 Score: The harmonic mean of precision and recall, defined as

2. ision - 11
F - pre?c'1s10n recall (7.4)
precision + recall

It quantifies the balance between correctly identifying unreliable samples and avoiding false alarms

at a specific threshold.

Higher AP and F1 values indicate stronger discrimination between normal and abnormal inferences,
while a substantial margin above the baseline precision demonstrates the method’s robustness under
class imbalance. In practice, F1 scores above 0.8 already indicate strong separation between reliable and
unreliable inferences, while values approaching 0.9 or higher correspond to near-optimal discrimination.
An example for PR curve is presented in Figure 7.6. Here, the detection mechanisms achieves high AP of
at least 95% for base-Level encoding and 94% for random projection.

For OOD detection with balanced datasets we also report the false-positive rate when the true-positive

rate is fixed at 95% (FPR-95), indicating how often normal inputs are incorrectly flagged as unreliable.

7.2.5. Reliability Under Parameter Variations

To evaluate the generalizability and robustness of the proposed reliability detection mechanism, we
analyze its behavior across a wide range of HDC design parameters and datasets. Specifically, we vary the
encoding technique and the hypervector dimension size, as both significantly influence the representation

quality and system efficiency. The choice of encoding technique directly affects the structure and
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Figure 7.6.: Precision—recall (PR) curves for the Isolet dataset at a 5% accuracy drop, using a dimensionality of 10,000. Results
are shown for CHV faults (C), Encoder faults (E), combined Encoder and CHV faults (EC), and combined Noise, Encoder, and
CHYV faults (NEC), where the curves largely overlap.

separability of the hypervectors, thereby influencing both classification accuracy and similarity score
distribution. Similarly, the hypervector dimension size determines the level of representational richness
and impacts resource usage, latency, and accuracy.

In addition, we compare one-shot and online training methods [32], as they yield different inter-
class separability and similarity score concentration characteristics. Various noise models, synthetic
corruptions, and cross-dataset inputs are also employed to evaluate robustness under realistic reliability
stress conditions.

These parameters have the most significant influence on the detection rate, as discussed in chapter 6.
However, other factors, such as the numerical precision (i.e., the number of bits) and the choice of
similarity function, also analyzed in chapter 6, were found to have a negligible impact on the detection
performance. Therefore, these aspects are excluded from the scope of this chapter, and we focus our
evaluation on the binary version of HDC employing the Hamming distance function within the Argmax
operation.

As shown in Table 7.1 multiple HDC configurations are trained using combinations of encoding

schemes, dimension sizes, precision levels, and similarity functions. Base-level and random projection
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Table 7.1.: Summary of Configuration Factors

Configuration Factor Values Evaluated

Encoding Base-level, Random projection

Dimension Sizes 1000, 10000

Training Procedure One-shot, OnlineHD [32]

Dataset MNIST, FashionMNIST, Isolet, UCI-HAR

encodings are both evaluated, with dimension sizes of 1000, and 10000, using Hamming, dot, and cosine
similarities. Each configuration is trained with one-shot and online learning strategies.

The evaluation covers four benchmark datasets spanning applications including image classification,
voice recognition, and wearable sensor analysis. MNIST and Fashion-MNIST are standard benchmarks
for grayscale image classification. Isolet represents a speech recognition task based on spoken letter audio
features. Finally, UCI-HAR includes wearable sensor readings from accelerometers and gyroscopes
for human activity recognition. These datasets collectively cover a diverse range of input domains,
enabling evaluation of the reliability detection mechanism across different data distributions and encoding
strategies.

Each dataset is tested under various reliability stress conditions, including additive Gaussian noise,
OOD inference, and random bit perturbations applied to both the encoder parameter hypervectors and the

stored CHV memory.

7.3. Experiments and Implementation Results

In this section, we first present the results of uncertainty detection on different datasets, analyze the
influence of HDC parameters on detection efficiency, and compare our approach with state-of-the-art
methods. Finally, we report the resource utilization on the PYNQ-Z2 board using the MNIST dataset as
the ID benchmark.

7.3.1. Simulation-Based Detection Results

For a reference of how different sources of uncertainty affect the classifier, we analyze the prediction
accuracy under varying noise/fault levels and report them in Figure 7.7. We notice that, for the majority
of models, faults in the encoder have the strongest impact (aside from NEC, which includes the encoder).
In the remaining experiments we adjust the fault level, so that the accuracy drops by 5%.

Results for all experiments are presented in Table 7.2. Models with dimension sizes of 1000 and 10000
with standard training, as well as 10000 with onlineHD training are explored. When comparing results
per dataset, it shows that a higher dimension size results in better AP and F1 scores. This is because in a
larger hyperdimensional space, variations in the QHVs will result in higher differences in the similarity

score. For most classification tasks, a dimension size of 10000 achieves sufficient accuracy, thus, our
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Figure 7.7.: Accuracy drop for classifiers trained on MNIST and ISOLET, configurations and types of uncertainty. Dashed lines

denote the fault/noise level resulting in a drop of 5%.

method fits real-world applications. Furthermore, we find that models with base-level encoding produce
more distinguishable similarity scores than the ones with random projection. Figure 7.8 shows that the

distribution for the random projection encoding is much wider than the Base-level, which is reflected in

the detection accuracy.

Considering onlineHD models, while the prediction accuracy increases, the CHVs themselves become
more correlated and less orthogonal, reducing the relative distance between in-distribution and faulty

samples; therefore, the similarity scores across classes and noise conditions converge, making faults and

OOD inputs harder to distinguish.
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Figure 7.8.: Distributions of maximum similarity scores for HDC models trained on MNIST with base-level and random

projection encoding.

Table 7.2.: Results for AP and F1 score at 95% threshold for fault detection over different datasets with various HDC configurations.

. . Noise (N) Faulty Encoder (E) Faulty CHV (C) Faulty Memory (EC) NEC
Encoder  Dataset Dimension Model Accuracy AP, Fl AP, Fl AP, Fl AP, Fl AP, Fl
1k 70.47% 79%, 0.43 100%, 0.98 74%,0.38 100%, 0.98 99%, 0.94
MNIST 10k 80.64% 100%, 0.98 100%, 0.98 100%, 0.97 100%, 0.98 100%, 0.98
onlineHD 81.67% 84%,0.51 100%, 0.98 100%, 0.98 100%, 0.98 100%, 0.98
1k 70.69% 74%,0.38 100%, 0.97 74%,0.38 100%, 0.97 100%, 0.97
Isolet 10k 83.58% 99%, 0.97 100%, 0.98 100%, 0.98 100%, 0.98 100%, 0.98
Base-level onlineHD 87.81% 97%,0.91 100%, 0.97 100%, 0.97 100%, 0.97 100%, 0.97
1k 65.10% 95%, 0.87 100%, 0.97 95%, 0.85 100%, 0.97 100%, 0.97
Fashion MNIST 10k 67.92% 99%, 0.98 100%, 0.98 100%, 0.98 100%, 0.98 100%, 0.98
onlineHD 67.51% 76%,0.25 100%, 0.98 78%,0.32 100%, 0.98 100%, 0.98
1k 74.24% 79%, 0.41 100%, 0.98 89%,0.70 100%, 0.98 100%, 0.98
UCIHAR 10k 82.63% 99%, 0.98 100%, 0.98 92%, 0.66 100%, 0.98 100%, 0.98
onlineHD 87.61% 95%,0.91 100%, 0.98 99%, 0.98 100%, 0.98 100%, 0.98
1k 78.86% 80%, 0.41 90%, 0.61 86%, 0.55 86%,0.51 83%, 0.46
MNIST 10k 81.69% 91%, 0.69 100%, 0.98 100%, 0.98 100%, 0.98 100%, 0.98
onlineHD 93.62% 69%, 0.30 88%, 0.63 96%, 0.87 81%, 0.46 84%,0.53
1k 82.36% 87%,0.61 84%,0.49 73%,0.30 85%,0.51 81%,0.44
Random Isolet 10k 86.72% 99%, 0.97 100%, 0.97 100%, 0.97 100%, 0.97 100%, 0.97
Projecti onlineHD 88.83% 96%, 0.89 100%, 0.97 100%, 0.97 100%, 0.97 100%, 0.97
rojection
1k 65.57% 81%,0.38 94%, 0.94 88%, 0.54 98%, 0.97 88%, 0.55
Fashion MNIST 10k 66.55% 85%, 0.46 100%, 0.98 100%, 0.98 100%, 0.98 100%, 0.98
onlineHD 75.18% 63%,0.18 72%,0.21 74%,0.23 66%,0.15 65%,0.16
1k 81.37% 82%,0.36 73%,0.15 74%,0.23 76%,0.15 92%,0.62
UCIHAR 10k 85.71% 97%,0.89 89%, 0.36 97%, 0.96 100%, 0.99 97%,0.98
onlineHD 92.77% 77%,0.27 93%, 0.69 87%,0.44 76%,0.16 95%,0.91
1k - 82.0%, 0.48 92.5%,0.76 81.8%, 0.49 93.1%,0.76 92.9%,0.74
Average 10k - 96.2%, 0.86 98.6%, 0.90 98.7%, 0.93 99.9%, 0.98 99.6%, 0.98
onlineHD - 82.2%,0.53 94.2%,0.80 91.7%,0.72 90.3%,0.71 92.9%,0.81

Nonetheless, our proposed method reaches an average precision of over 89% over all models with

10000 dimension size and standard training. For all but one scenario (noise), the F1 score is above 0.95.

Although the classification accuracy of HDC is 10% lower than that of MLP, it shows greater potential

for correctly recognizing OOD samples. In particular, for FashionMNIST, HDC reports 0% false positives

with 95% true positive rate, compared to an average of 68% for MLP.
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Table 7.3.: resource utilization of the SafeHDC added extension and HDC IP for dimensionality of 2K on PYNQ-Z2.

Module LUT Registers BRAM  Power
HDC 25651 61501 84 294 mW
SafeHDC  2(0.003%) 1(0.0005%) 0 <1 mW

7.3.2. Hardware Implementation

The proposed detection method is simple enough to be integrated into an MNIST HDC model with
D = 2000 on PYNQ-Z2 as shown in Figure 7.5. Table 7.3 shows the hardware consumption of our
method compared to our HDC implementation RCEHDC with base-level encoding, D = 2000, binary,
and standard training, achieving 72.66% accuracy on hardware. The data captured from Vivado 2022.2
for the HDC IP and detection modules demonstrate the negligible hardware consumption (2 LUTs, 1
register) and negligible power consumption of our concurrent uncertainty detection mechanism. There is

no additional latency, as the flag will be issued with the classification output.

7.3.3. Discussion

Our analysis highlights the robustness and generalizability of the proposed reliability and OOD detection
mechanism across diverse HDC configurations. As shown earlier, the method consistently maintains high
detection accuracy for all fault types and datasets, regardless of the encoding approach, training scheme,
or hypervector dimensionality.

Across all configurations, the average detection metrics remain strong, achieving an AP of up to 99.6%
and a F1 score of 1.00 for large-dimensional models (D = 10k). These results demonstrate that the
proposed detection method reliably identifies both hardware-induced faults and uncertain inputs while
preserving the inherent efficiency of HDC.

Several observations can be drawn from the experiments:

* Impact of dimensionality: Increasing the hypervector dimension consistently improves detection
performance. Models with D = 10k outperform those with D = 1k by an average of 30% in AP,

highlighting the benefit of richer high-dimensional representations for reliability estimation.

* Encoding method: Base-level encoding provides more stable detection across datasets, while

random projection shows higher variance but achieves comparable accuracy at larger dimensions.

* Effect of retraining: OnlineHD [32] improves classification accuracy but does not yield the
highest fault- or noise-detection rates. The primary factor is the distribution of similarity scores.
OnlineHD results in higher variance and increased overlap between in-distribution and faulty
samples, reducing separability and making threshold-based detection more challenging. This also

leads to a lower effective margin for a fixed threshold 7. Its average AP (90.3%) and F1 (0.72)
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remain below those of the larger one-shot models, suggesting that retraining mainly enhances

classification rather than reliability separation.

 Fault-type sensitivity: The proposed detector achieves near-perfect identification of memory-
related faults, with AP and F1 values close to 1.00 across all configurations, demonstrating its

effectiveness in capturing both encoding and classification anomalies.

* Model accuracy vs. detection: While model accuracy does not directly correlate with fault
detection performance, higher-accuracy configurations tend to yield slightly better reliability

discrimination.

* Choosing 7: Detection performance remains stable across a range of threshold values (e.g.,
95%—-100% ID acceptance), indicating low sensitivity to precise tuning of . While SafeHDC
remains stable under nominal conditions, 7 can be adapted at runtime using lightweight monitoring,

such as uncertainty flags.

Overall, these findings show that the proposed method effectively detects runtime faults and uncertain
conditions with negligible hardware cost. The method performs best in configurations with well-separated
similarity distributions, such as base-level encoding and higher dimensionality, while performance
degrades in cases with increased overlap, such as random projection with OnlineHD. This makes
it suitable for edge-deployed HDC systems where functional safety and low overhead are critical.
Additionally, as the next step, 7 can be adapted at runtime using lightweight similarity monitoring, such

as uncertainty flags, without retraining, to maintain performance under changing conditions.

7.4. Conclusion

Ensuring reliability and safety in HDC-based systems requires mechanisms that can effectively detect
uncertain and faulty conditions, including those arising from noisy or OOD inputs and hardware faults. In
this work, we introduced an ultra-lightweight, concurrent reliability detection mechanism that enhances
the functional safety of HDC accelerators. The proposed scheme consistently identifies anomalies within
the encoding and classification processes without retraining or added computational latency. It leverages
the maximum similarity score between encoded inputs and CHVs as a reliability score, implemented with
only one comparator alongside minimal hardware resources (2 LUTs and 1 register). Experimental results
validate that the approach achieves high detection coverage (on average 94.62%) and robustness across
different encoding and dimensionality schemes, ensuring effective runtime monitoring for edge-deployed
HDC models. This work thus provides a practical solution for real-time uncertainty and fault detection,

enabling dependable operation of HDC accelerators in safety-critical applications.
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8. CHV Fault Detectionin HDC

This chapter discusses concurrent error detection for faults in CHV memory. Because CHVs are used
directly during associative search, faults in this memory can alter similarity scores and cause incorrect
predictions. The proposed CED-HDC method monitors classification behavior during inference and
detects faulty outputs before the system relies on them. This offers a lightweight safety mechanism for

HDC accelerators with minimal hardware overhead [6].

8.1. Motivation and Problem Definition

The previous chapter proposed a broad lightweight runtime detector for HDC accelerators. The detector
monitored the maximum similarity score and showed effective detection for several uncertainty sources,
including noisy inputs, OOD samples, memory faults, and different hardware-induced anomalies.

However, CHV memory faults remained the most challenging case. Unlike other sources of uncertainty,
these faults do not always cause a clear drop in the maximum similarity score. Instead, the similarity
score distribution under CHV faults can overlap with the distribution observed during fault-free inference.
This overlap weakens threshold-based detection and makes CHV faults harder to identify using a general
runtime monitor.

This issue is important because, in the implemented HDC accelerator, the classifier is the most
vulnerable part of the hardware, especially the CHV memory used directly in similarity computation.
Therefore, faults in this memory can directly disrupt the similarity comparison and may alter the final
prediction.

Therefore, this chapter studies fault detection in CHV memory in more detail. The objective is to
understand how faults in the classifier memory affect similarity-score behavior and to design a detector
better suited to this fault source. Rather than relying solely on the broad detector from the previous
chapter, this chapter introduces a lightweight, dedicated detection mechanism for the CHV memory
section.

The proposed detector follows the same hardware-aware philosophy as the rest of the thesis. It avoids
expensive redundancy, full recomputation, or heavy correction logic, and instead uses information already
produced during HDC classification. In this way, the chapter targets the weakest detection case observed

previously while keeping the detector suitable for resource-constrained edge accelerators.
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Figure 8.1.: Detection mechanism flow: 1. Fault analysis, 2. Generate CED hardware based on configuration, 3. Employ CED
hardware in HDC accelerator. W denotes the monitoring window size for keeping track of the output scores, and sel selects the
optimal fault detection method. Model training is performed using Torchhd [48], while the HDC-to-FPGA mapping is handled
by RCEHDC.

8.2. Proposed CED Method

An overview of the proposed method is depicted in Figure 8.1. This work aims to provide a general CED
technique that operates independently of dataset type, encoding scheme, dimensionality, and quantization.
Therefore, we first perform a comprehensive offline fault analysis of each model individually. Based on
the evaluation results, a monitoring window of size W is defined to adjust the fault coverage to user needs.
Finally, the online testing module is generated and implemented alongside the HDC IP on the inference
side.

To highlight the importance of conducting fault analysis for each model individually, Figure 8.2 shows
the relationship between accuracy and fault probability in HDC across different datasets and encoding
schemes. The results confirm that fault detection in HDC only becomes critical when the errors reach
a certain level that causes a reduction in accuracy. Furthermore, the level of fault tolerance varies
significantly depending on the dataset and encoding scheme, highlighting the need for tailored fault
analysis to ensure optimal reliability. Following the fault analysis, the most suitable detection method is
identified and subsequently configured for implementation in the hardware in the online testing module.

In the remainder of this section, we explore various HDC configurations, where the dimension size
and quantization bit width are denoted by D and Q, respectively. The subsequent subsections provide an
in-depth explanation of the fault analysis methodology and the hardware implementation of the CED

scheme.
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Figure 8.2.: Degradation of accuracy with different data sets and different error probabilities. Vertical lines mark error
probabilities that cause a drop in accuracy of 10%. While practical ECC implementations fail to detect beyond 10% (vertical
dashed blue line), the HDC models are robust and remain stable at those fault probabilities. Configuration: D=10000, and Q=1.

8.2.1. Offline Fault Analysis

Our proposed CED technique, instead of monitoring the memory data, monitors similarity scores extracted
from the similarity check module within HDC and detects hardware faults by analyzing them. The

similarity score for a given class ¢ is computed as

D
similarity_score® = ZlQHVi — CHVY|
i-1

Any change in CHVs caused by faults affects their position in the hyperdimensional space, leading to
corresponding changes in the similarity score. These variations in similarity scores serve as indicators to
identify faults and determine their impact on system reliability.

To refine this approach, various metrics based on similarity scores are considered for fault detection,

including:
* Maximum similarity score
* Sum of all similarity scores
* Average similarity score

* Distance between the highest and lowest scores (maximum distance between scores)
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Figure 8.3.: Impact of accuracy drop on the distribution of detection scores. Since the average and summation metrics yield
similar results, summation is excluded to avoid redundancy. Configuration: base-level encoder, with D=1000, Q=1 and MNIST
dataset.

* Minimum similarity score

The goal is to identify a metric that can effectively distinguish between the base model without any
bit-flips (fault-free) and faulty models, particularly when there is noticeable (e.g., user-defined) drop in
accuracy. Initially, the range and lowest possible values of each metric are calculated for the fault-free
model, serving as a baseline (7). Metrics are then recalculated after incrementally injecting faults into the
CHVs. Fault detection is only possible if the values of the metrics in the faulty model are outside the
baseline range established for the fault-free model.

The effectiveness of each metric across different datasets and fault probabilities is analyzed, as shown
in Figure 8.4. Fault coverage varies depending on the dataset and metric used. Among the evaluated
metrics, maximum score, average, summation, and minimum score achieve the highest fault coverage,
though their performance varies depending on the dataset.

Figure 8.3 presents the distribution of the top three metrics scores (maximum, average, and minimum
scores) for fault-free model and models with accuracy drops of 2% and 5% on the MNIST dataset.
As accuracy drops, the score distributions become more distinguishable, enabling more effective fault
detection. However, overlaps in the histograms at a 2% accuracy drop indicate undetectable faults
according to this method. The first point of 100% fault detection occurs at a 5% accuracy drop, for the
minimum score metric. Consequently, in this model, the lowest detectable error probability without false
positives is 5%.

To enhance configurability and address fault detection for lower accuracy drops, we introduce a
windowing mechanism. Rather than relying on a single score, the decision is based on the average score
of the detection method within a defined window size (W) for the last W inferences. Windowing improves

fault detection by smoothing out noise and reducing the impact of outliers. Additionally, it enables
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Figure 8.4.: Detection metrics under varying fault injection rates for various datasets. The first full detection point is marked by
a vertical line at the respective fault probability. Maximum score, sum of score, average of score, and minimum score show the
best results, varying by dataset. Configuration: base-level encoding, D=10000, and Q=1

adaptive tuning of the detection process for varying fault probabilities. The best size for the window is
selected based on Algorithm 1.

The detection process in Algorithm 1 begins by storing the similarity scores from the fault-free model
as a baseline in a variable named base_scores. Faults are then incrementally injected into the CHVs
until the model’s accuracy drops beyond the specified tolerance. Each detection method is subsequently
evaluated. The minimum value of the detection method applied to the base_scores is computed and
stored as the threshold 7. Starting with a window size W = 1, the fault detection coverage is determined
using 7. The window size is progressively doubled until full fault coverage (100%) is achieved. The
best-performing method is selected, along with its corresponding 7 and W, for hardware implementation.
The final hardware configuration is designed based on these parameters, with further implementation

details provided in the next subsection.
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Algorithm 1 Fault Analysis and Detection Method Evaluation

1: Input: model, inputs, tolerance

2: Detection methods: max_score, min_score, average
3: for data € inputs do

4 base_scores < SIMILARITYSCORE(model, data)
5: end for

6: fault_level < 0%

7: accuracy_drop < 0

8: while accuracy_drop < tolerance do

9 fault_level « fault_level + 1%

10: modely < INJECTFAULT(f ault_level, model)

11: accuracy_drop « TestMopEL(modely, inputs)
12: end while

13: for method € detection_methods do

14: T < min(method(base_scores))

15: W1

16: detection « 0

17: while detection < 100 do

18: detection < method(models, W, 7)
19: W« 2W

20: end while

21: Save method, 7, and W

22: end for

23: Log the best hardware configuration based on the options

8.2.2. CED HDC Hardware Implementation

This work leverages a simple yet efficient hardware architecture as shown in the right-hand side of Figure 8.5
with the adjustable windowing approach. The proposed hardware supports the sum (average) of all
similarity scores, the minimum score, and the maximum score, as they show the highest fault coverage in
our evaluation. While both average and summation metrics provide the same detection coverage, the

summation metric is preferred due to its lower cost.

8.2.2.1. Configuration

The customizable hardware is designed to operate seamlessly across metrics and adapt to any window size
through the configurations. Based on the results of the offline fault analysis, one of the aforementioned
methods is selected by the sel signal of the multiplexer. The window size (W) is used to configure the

depth of the internal memory.

8.2.2.2. Metrics calculation

To achieve an efficient hardware implementation, we consider optimizations, such as a sequential adder
and a sequential minimum finder working together with the argmax within HDC. All metrics are calculated

simultaneously and sequentially (the maximum score is extracted directly from the argmax), the detection
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Figure 8.5.: Fault detection architecture. To simplify the architecture, the average score of the window is calculated before
storing the new data in memory. The maximum score is obtained using Argmax, while the minimum and sum of scores are
calculated sequentially.

ND#*: New Data, PND*: Pointer to the Newest Data (writing address), POD*: Pointer to the Oldest Data (reading address).

implementation does not add any latency. The done signal indicates the availability of new data for the

fault detection module.

8.2.2.3. Fault detection

As soon as a new data arrives, the summation of the data within the window is dynamically updated by
removing the value of the oldest metric from the cumulative sum and adding the most recent metric.
This process is managed through a simple circular memory structure. The circular memory design
eliminates the need for complex memory controllers or intricate pointer management. Following the
First-In-First-Out (FIFO) principle, older data is seamlessly overwritten as new data is added. Since the
oldest data always follows the most recent, the read pointer can be effortlessly calculated by incrementing
the write address. Also, to track the write addresses, a PopCount mechanism is employed, incrementing
with each new input.

As aresult, the system continuously tracks the average of the detection metric values within the window,
which is efficiently calculated by summing all values in the window and shifting out the log, W least
significant bits. If the average value falls below a predefined acceptance threshold, a fault flag is triggered.

This implementation eliminates additional latency and enables efficient fault detection in real-time.

8.3. Experimental Results

In this section, we first present the experimental setup, including the selected HDC configurations, the
datasets used, the fault injection procedure, and the HDC hardware platform and its setup. Next, we

analyze how different datasets, HDC configurations, and the window size affect the fault coverage. Finally,
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Figure 8.6.: Effects of HDC configurations on fault coverage. The proposed CED method operates effectively across different
HDC configurations.

we provide a report on hardware implementation, utilization, and performance using the implementation
of the MNIST dataset with our CED detection method.

8.3.1. Fault Detection

In this chapter, faults are injected into the CHV memory with fault probabilities from 0% to 60%. For a
model with dimension D, number of classes C, quantization precision Q, and fault probability P, the

number of injected bit flips is computed as
Npip = D X C X Q X Py. (8.1)

Each result is averaged over 20 independent runs with different random seeds.

To obtain a comprehensive evaluation of the proposed CED method, the effect of different HDC
parameters on the efficiency of the detection process is investigated. The evaluation process considers
three different dimension sizes (D) of 2000, 5000, and 10000, and two quantization levels (Q), 1-bit and
8-bit. In addition, two types of encoding methods, base-level and random projection, are employed.

Figure 8.6 visualizes the applicability of the proposed method by analyzing the impact of different
HDC configurations on fault coverage, visualized for the MNIST and UCI-HAR datasets. The proposed
detection remains effective across all configurations. The encoder has the most significant impact on fault
coverage, with random projection proving more robust than the base-level encoder.

As shown in Figure 8.7, the window mechanism enables earlier fault detection. The minimum detectable
accuracy drop (and corresponding fault probability) for a given window size is determined by selecting

the best method among maximum, minimum, or average scores. For a window size of 1, detection is not
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probability of 1% and no accuracy drop is detectable. Results are reported for the best detection metric. Configuration: Random
projection encoding, D=2000, Q=1.

Table 8.1.: resource utilization of the HDC IP and CED module on PYNQ-Z2 with respect to different window sizes (W)
Module LUT Registers BRAM  Power

HDCIP 25651 61501 84 294 mW
W=1  21(0.081%) 12(0.019%) 0 <1 mW
W=2  22(0.085%) 14(0.022%) 0 <1 mW
W=4  24(0.093%) 16(0.026%) 0 <1 mW
W=8  25(0.097%) 18(0.029%) 0 <1 mW

always guaranteed, but with a window size of 4, all faults are detected across all benchmarks at only 1%
fault probability, even before accuracy drops. As 7 remains the lowest possible score in the fault-free
model, increasing the window size does not cause false positives. To ensure an adjustable error detection
rate, all detection methods should be evaluated in different window sizes and the one that best meets user

requirements should be selected.

8.3.2. Hardware Implementation

The proposed CED method is small enough to be seamlessly integrated into a MNIST HDC model
with D = 2000 on the PYNQ-Z2 platform, as shown in Figure 8.5. Due to our customizable design, the
hardware overhead is reported for different window sizes in Table 8.1, providing a comparison of resource
utilization between our method and the proposed RCEHDC implementation with base-level encoding,
D = 2000 and 1-bit quantization. The fault detection hardware works independently of configuration
parameters, including quantization bit width, and maintains consistent utilization across models as long
as a fixed-point format is used in the classification.

The data for both the HDC IP and the integrated CED detection modules across different window sizes,
as well as the negligible power overhead introduced by our fault detection mechanism. Additionally, our
method does not introduce any latency, as the fault flag is generated simultaneously with the classification

output of the last data within the window.
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Table 8.2.: A comparison between resource utilization and latency with other state-of-the-art approaches.

Method ‘ LUT Registers BRAM DSP Latency
[53] 716 412 48 2 S5ms
[55] 4121 4435 61 2 2ms

Proposed (W = 8) | 25 (0.34%) 18 (0.43%0) 0 0 0 ms

We also compare our method with other state-of-the-art approaches in terms of hardware overhead
and additional inference latency, as shown in Table 8.2. The only previous work that reports hardware
metrics is [55]. However, their method is only effective for error probabilities below 10%, which is
tolerable for most HDC models according to our observations. The reported results for [53] are also
extracted from [55]. The results show that we have less than 1% hardware overhead compared to the
prior state-of-the-art approaches. Furthermore, the overhead of all proposed techniques depends on the
dataset and dimension size, whereas for our CED it is completely independent of the model and remains

the same for any model.

8.3.3. Discussion

Our analysis of HDC fault tolerance and the proposed CED highlights its versatility across datasets,
encoding methods, quantization bit widths, and dimension sizes. The study confirms that HDC’s inherent
fault tolerance enables adaptability to various operational scenarios, making it a reliable approach for
handling runtime faults.

The results show that fault tolerance in HDC varies significantly depending on the dataset, while
encoding methods play a key role among the other HDC configurations. Random projection encoding
stands out due to its superior fault tolerance. While quantization type has minimal impact on detection,
dimension size plays a more evident role, improving both fault tolerance and accuracy. However, detection
is always possible before any accuracy drop occurs, regardless of dataset or HDC configuration. In
conclusion, the proposed CED requires minimal additional hardware, making it an efficient extension for

HDC accelerators to enhance reliability in noisy edge environments.

8.4. Conclusion

In conclusion, we introduce the first CED technique for HDC, specifically designed for hardware
implementation, addressing the critical need for reliable and efficient fault detection in HDC. Unlike
existing CEDs, which rely on excessive hardware resources and fall under the algorithmic fault tolerance
of HDC, our approach overcomes these limitations, making it practical and effective even under severe
fault scenarios. Our proposed CED scheme is both efficient and lightweight, ensuring compatibility
with low-power edge devices. By detecting faults only when they compromise system reliability, the

method maintains system resilience without sacrificing performance or efficiency. Additionally, it is
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easily adjustable to tolerate a user-defined accuracy drop for balancing resource utilization and fault

coverage.
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9. Conclusion and Perspectives

9.1. Conclusion

This thesis addresses the efficient and reliable deployment of Hyperdimensional Computing on resource-
constrained edge devices. Edge-Al systems require learning models that operate under strict memory,
power, and hardware limitations while still providing dependable runtime behavior. Although HDC is a
promising candidate for this domain due to its simple operations, high parallelism, and inherent robustness,
practical hardware implementations still face significant limitations. In particular, conventional HDC
encoders often require large hypervector memories or costly permutation and projection logic, while
deployed accelerators remain vulnerable to memory faults, hardware-induced errors, and uncertain
inputs.

To address these challenges, this thesis developed a hardware-aware HDC implementation that improves
memory efficiency, hardware scalability, runtime reliability, and functional safety. The first part of the
contribution focused on reducing the implementation cost of HDC accelerators. A memory-efficient
on-the-fly generation encoder, OTFGEncoder, was introduced to replace stored ID-level and BHV
memories with deterministic hardware generation. This memory-to-logic transformation removes a
major bottleneck in HDC encoding and enables more scalable FPGA implementations. Building on
this encoder, an end-to-end software—hardware framework was developed to map Python-based HDC
models to configurable FPGA accelerators. The results showed that HDC can be implemented efficiently
on small FPGA platforms while maintaining classification accuracy and reducing memory and power
requirements.

After removing the encoder memory, the second part of the thesis focused on improving the reliability
of HDC accelerators under remaining memory and hardware faults. In this context, CHV memory is a
critical component of HDC inference because it directly affects classification results. This thesis first
introduced a non-uniform error-correction method based on the observation that different regions of
the CHV memory have varying levels of fault sensitivity. By selectively protecting the most sensitive
regions, the proposed method improves fault resilience with lower overhead than uniform ECC protection.
To further reduce the memory cost of fault correction, a memory-free ECC technique was proposed.
This method avoids storing check bits and instead generates the required correction information during
operation, making fault correction more suitable for highly constrained edge platforms.

The final part of the thesis addressed runtime safety and uncertainty detection. Lightweight detection

methods were introduced to identify unreliable predictions caused by out-of-distribution inputs, hardware
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faults, and CHV memory errors. These methods reuse information already available during HDC
inference, especially similarity scores between the query hypervector and CHVs, thus avoiding expensive
auxiliary models or complex runtime computations. The proposed monitoring mechanisms provide a
practical safety layer for HDC accelerators with negligible hardware overhead and no additional latency.
Overall, this thesis demonstrates that HDC can be made more practical for edge-Al deployment by
considering its algorithmic properties alongside hardware constraints. The proposed framework improves
memory efficiency by eliminating large encoder memories, enhances hardware scalability through
on-the-fly hypervector generation and configurable FPGA implementation, increases runtime reliability
through selective and memory-free error correction, and supports functional safety through lightweight
detection of hardware faults and anomalous inputs. Together, these contributions preserve the lightweight
and highly parallel nature of HDC while extending it toward more dependable and safety-aware edge

implementations.

9.2. Future Perspectives

Several directions remain open for future research. First, the on-the-fly generation strategy can be further
optimized by exploring additional generator structures, seed selection methods, and configuration patterns.
Such optimization may improve the quality of generated hypervectors and further reduce the gap between
generated and fully random encoding parameters.

Second, the proposed framework can be extended to support a broader range of HDC encoding models.
Although the current platform already supports online learning, further optimization is needed to make
this mode more suitable for resource-constrained edge devices. In particular, future work can focus on
reducing the additional memory and logic required for model updates while preserving the accelerator’s
low hardware cost.

Third, reliability-aware HDC design can be further expanded beyond memory faults. Future work
may consider a broader range of hardware fault models, including timing errors, aging-induced faults,
approximate computing effects, and faults in emerging memory technologies. Combining the proposed
lightweight detection and correction techniques with adaptive voltage scaling could also enable more
energy-efficient and reliable HDC accelerators.

Fourth, the proposed runtime monitoring mechanisms can be integrated into larger safety-aware
edge-Al systems. In practical applications, detecting an unreliable prediction is only the first step. Future
systems should also define appropriate recovery actions, such as reclassification, fallback execution,
sensor resampling, model updates, or communication with a higher-level controller.

Future work can explore integrating the proposed HDC accelerator framework into real-world embedded
platforms and open-source edge-Al toolchains. This integration would make the proposed techniques
more accessible and support further research on efficient, reliable, and trustworthy HDC-based edge

intelligence.
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